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Eventpad: 
A Visual Analytics approach to 

Network Intrusion Detection and 
Reverse Engineering

Network intrusion detection is a nightmare in current 

infrastructures. Systems are so complex that the gap between what 

you think and what is actually happening in your system is typically 

large. How can we expect intrusion detection systems to protect us 

against zero-days if we do not even understand what is happening 

inside our own networks1? We show how visual analytics can 

help in reverse engineering and detecting intrusions inside your 

environment.

For the protection of (critical) infrastructures against complex virus attacks for instance 
Advanced Persistent �reats) deep packet inspection and anomaly detection are 
unavoidable. Nowadays general-purpose black-box intrusion detection systems still 
su�er from large false positive rates when trying to discover patterns in this wealth 
of information. We believe that more context and domain knowledge are required to 
obtain better situational awareness. 

In this paper, we present a general-purpose tool that can assist users to gain better 
insights through visual analytics. In contrast to `̀ yet another dashboard system’’, we 
demonstrate how automated methods, human knowledge, and visualization can be 
combined to enable rapid, cost-e�ective analysis of large complex data sets.

62 | European Cyber Security Perspectives 2018



October

Krack (Key Reinstallation 
Attack) published.

15

Figure 1: Human-in-the-loop approach for intrusion detection: Users construct rules to visually encode 
packets using protocol values and domain knowledge. Exploration of the rewritten data is achieved by 1) 
inspecting overlap in packet data, 2) identifying clusters with the same representation, and 3) discovering 
overlap between sequences through alignment. New insights can directly be incorporated by defining  
new rules.

Eventpad: deep packet inspection using rules, aggregations, and interaction
In order to study network tra�c at the level of protocol semantics, we parse PCAP tra�c 
using Wireshark’s protocol dissector2. �e result is a huge table where rows correspond 
to packets and columns correspond to protocol �elds. Depending on the type of packet, 
speci�c �elds and values can be present, making the table sparsely populated.

We designed a system ‘Eventpad’3 to �nd areas of interest in network tra�c using a 
combination of automated and manual techniques. In Eventpad packets are visualized 
as gray blocks and are grouped together if they belong to the same conversation (based 
on for instance a common session or call id). �e result is a large collection of block 
sequences as shown in Figure 1. Similar to a text editor, Eventpad enables users to 
�nd, replace, and highlight tra�c patterns of interest. For this we use three concepts, 
namely:

• Rules to visually encode packet values that are relevant for investigation. Sequences 
can be simpli�ed by iteratively replacing collections of packets with high-level 
concepts. To support this we designed a visual regular expression language that can 
incorporate packet data.

• Aggregations to discover patterns between di�erent sequences through clustering, 
partitioning, sorting, and alignment.

• Interaction to study overlap in tra�c patterns and packet data.

Figure 1 shows an overview of how the three concepts are used together. Figure 2 shows 
the interface of the implemented prototype. 
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Data exploration
Eventpad has been applied in several domains, including the analysis of Voice over IP 
(VoIP) telephony and ransomware tra�c. Within two hours we were able to obtain the 
following �ndings. 

Figure 2: VoIP traffic analysis with Eventpad.

VoIP traffic
Together with the company Motto Communications4 we analyzed over 40,000,000 SIP 
packets to better understand the type of VoIP calls inside their platform. We started 
by coloring INVite, ACKnowledge, and BYE signals blue, red, and purple respectively. 
Packets with status codes other than OK were highlighted in orange.

We study unique patterns by clustering block sequences together and sorting them by 
frequency (Figure 1B). �is revealed more variety in the conversations than expected. 
Aligning the conversations (Figure 2B), however, showed that overlap between 
conversations was large. �is also revealed the presence of an invalid proxy server 
(Figure 2B*). Compressing INV-ACK sequences to green blocks shows that there are 
conversations with many connection attempts (Figure 2C) all containing highly 
unusual packets (Figure 2E).

Ransomware traffic
In another investigation we analyzed tra�c from a honeypot environment installed at 
the university. �e goal was to detect and identify di�erent types of ransomware in this 
tra�c. We started analyzing �le-access behavior by extracting all Samba tra�c from 
the network.

After colouring all �le open, read, write, delete, and close requests yellow, blue, purple, 
red and pink respectively, we can visually identify areas in the tra�c with regular 
patterns. Depending on the type of Ransomware, di�erent patterns became visible 
(Figure 3 AB). 
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Figure 3: Samba patterns in A) Jigsaw and B) CryptX Ransomware. C) Partitioning the data by file shows high 
repetition of file creation and deletion patterns .D) Inspection of protocol data. E) Repetitive patterns as a 
result of recursive directory scanning.

Once we had the network samples it took us only two hours to reconstruct the behavior 
of the ransomware at hand and analyze the di�erences with other ransomware 
present in the wild. In case of this Jigsaw virus we even discovered a bug in the attack, 
since original �les were not overwritten by the virus. After the attack the �les were 
still recoverable from disk.  By comparing these visual patterns in other tra�c of 
the university, we could quickly verify that these viruses did not occur outside the 
honeypot environment.

Conclusion
�e Eventpad prototype demonstrates how visual exploration of deep packet data 
and sequential analysis can be used to e�ectively analyze network tra�c and detect 
anomalies. �e ability to visually encode data fragments based on rules enables 
analysts to incrementally label their tra�c and de�ne their notion of what good or bad 
behavior looks like. �e labeling in turn can be used to steer automated techniques to a 
certain direction and help them provide better context sensitive insights. 

We believe the boundaries of visual analytics in cyber security are still unexplored and 
show promising results for future cyber security systems. We hope to have shown that 
the combination of (slow and accurate) human reasoning and (fast and error-prone) 
automated techniques together can accelerate the discovery of undesired behavior in 
environments. In the end it is always easy to �nd anomalies. �e challenge is to �nd the 
ones that are relevant.
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