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Broadcast Channels with Confidential Messages, with Tampering - the 
Binary Symmetric Case 

Ma.rten va.n Dijk 

Dep. of Math. and Compo Sc., Eindhoven University of Technology, P.O. Box 513, 5600 MB Eindhoven The Netherlands 

Abstract The assumptions on which the broadcast 
channel with confidential messages is based are dis
cussed. Slightly changed, more realistic assumptions 
lead to a new model, the broadcast channel with con
fidential messages, with tampering. In order to gen
erate a secret key the legitimate users need to take a 
certain worst-case scenario into account such that the 
tampering of the enemy does no harm. 

1. The BCC 

Csiszar and Korner introduced the broadcast channel with 
confidential messages (BCC). It consists of three participants: 
two legitimate users of the main channel, Alice and Bob, and 
a wire-tapper, Eve, the enemy. We consider the case where 
the main channel is a BSC(eA) (that is a binary symmetric 
channel with error probability eA) cascaded with a BSC(eB). 
Between these two channels Eve taps the wire with a BSC(eE)' 
Alice and Bob generate a secret key such that Eve can only 
obtain a negligible amount of information about it. In order 
to generate a secret key Alice and Bob first agree upon codes 
and a protocol to be used. 

2. Its Assumptions 

The assumptions on which the modelling of the BCC is based 
are the following: 
A1: the protocol and the codes used by Alice and Bob are 

known to Eve, 

A2: Eve knows eA, eB, and eE, 

A3: Alice and Bob know eE, and 

A4: Alice and Bob know eA and eB. 

Suppose we change assumption A4 into A4': 

(i) There exists a continuous injective function f such that 
for all parts P of the main channel the noise character
istics of P are expected to be equal to few) with very 
small standard deviation (~~ 0), where w is the length 
of part P. 

(ii) Alice and Bob know an approximation l' of the length 
I > 0 of the main channel of which they know it is binary 
symmetric. 

(iii) Alice and Bob know an approximation Wi of the distance 
w from Alice at which Eve is wire-tapping. 

Let £ be arbitrarily close to O. The main channel can be seen 
as the cascading of parts with length c. By A4'.1 all c:-parts 
behave similarly with high probability. Therefore A4'.1 can 
be interpreted by 'each part of the main channel has been 
made by the same medium (this medium are these c:-parts)'. 
We conclude that A4' describes a more realistic situation than 
A4. 
We may assume that before Alice and Bob start to gener
ate a secret key they communicate over public noiseless chan
nels to agree on the protocol and codes. During this public 
communication they can approximate the error probability of 
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the main channel e eA(l - eB) + (1 - eA)eB. Alice trans
mits n Os over the main channel, and over the public chan
nel Bob transmits m the number of Is Bob received. Hence, 
for n large enough e is expected to be e' = min with small 
standard deviation. Given A4' we can prove that the noise 
characteristics of a part of the main channel with length w 
is expected to be a BSC(H1 - (1- 2e)w/l)) with verry small 

standard deviation. Hence, eA ~ t(l - (1 - 2e')W' /1'), and 
eB ~ ~(1 (1- 2e' ){I'-w')/I'). 

3. The BCC, with Tampering 
Suppose Eve tampers by producing extra binary symmetric 
noise with a source T on the main channeL Let us assume 
that 
A5: at the moment Alice and Bob start to communicate over 

the main channel they do not know the noise character
istics of T with which Eve tampers. 

Then Alice and Bob wit not detect this tampering. Hence, 
they wil misjudge the situation and they wi! generate a key, 
which they think is secret, and of which Eve obtains a non
negligible amount of information. We conclude that Alice and 
Bob need to take a special worst-case scenario into account. 
Suppose prior to the estimation of e Alice and Bob know that 
the error probability of 1 meter of the main channel is expected 
to be a with standard deviation 8 (not ~~ 0 as in A4'.I). Then 
we can prove that given this knowledge the error probability 
of the main channel is expected by HI - (1 - 2a)') ~ ia with 

standard deviation h/«1 - 2a)2 + 482)1 - (1 - 2a)21 ~ 8Ji. 
Now, prior to the estimation of e Alice and Bob agree on a set 
of error probabilities M indicating when Alice and Bob will 
use the BCC for secret key generation; that is if and only if 
e' EM. Let M = [0,i'a+3s0']. Then they know that with 
very high probability e' EM. 
Suppose Alice and Bob use the BCC. Then we can prove that 
with high probability T E {BSC(p) : 0 S; p S; eT}, where 
eT ;: (e' -i'a + 3s0')/{l- 21'a + 680'). Now, Alice and 
Bob wi! use a coding strategy for generating a secret key in the 
situation that Eve tampers with T = BSC(eT) (we notice that 
for this situation they can approximate the corresponding eA 
and eB, see Section II). We can prove that the key generated 
by this coding strategy remains with high probability secret 
for Eve in the real situation. 

4. Concluding Remarks 
The presented case can be generalized towards other BCC's. 
Also more realistic assumptions for A2 and A3 can be consid
ered. We conclude that in a more realistic situation a certain 
worst-case scenario has to be taken into account and the noise 
characteristics of the main channel need regularly be checked 
(such that changes in the enemy's attack can be detected). 


