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Summary

Smart Transmission Power Control for Dependable Wireless Sensor Networks

Billions of tiny inter-connected devices have been spreading around us to improve

services in different domains, such as industry, automotive, agriculture, health care, pub-

lic safety and building automation. Such devices sense the environment, execute actions

and transfer data, formingWireless Sensor Networks (WSNs). They are programmable for

the development of any application that monitors and handles physical objects, without

the necessity of human intervention. By integrating WSNs with the worldwide web,

objects and data are accessible through Internet connection. This vision is called Internet

of Things (IoT).

Sensor nodes are deployed in different, harsh, unknown and dynamic environments.

The nodes often gather in highly-dense networks, because of their massive use in re-

current physical objects. Simultaneous communications produce signal interference

that harms the network performance and the node battery lifetime. This is worsened

by the coexistence in frequency of signals that belong to other technologies, increasing

the interference. The success of IoT relies on the dependability of WSNs, which includes

aspects of reliability, availability, security, trust and accessibility. Users expect to have ef-

ficient, resilient and accurate services with the minimum effort. The biggest challenge to

achieve dependable WSNs is the realization of self-organizing and collaborative networks.

This dissertation addresses the two aspects of reliability and availability of WSNs, by

means of Transmission Power Control (TPC) for interference mitigation. The reliability is

evaluated as the node capacity of packet delivery, and the availability as energy efficiency.

The nodesmitigate interference and reduce energy consumption by controlling the trans-

mission power. They are reinforced with learning capabilities and indirect collaboration

with one another, adopting smart protocols and algorithms. The nodes adapt to unknown

environments and conditions, aiming to maximum performance.

The contribution of this thesis lies in the comparison and classification of the existing

methods of TPC in literature; the analysis of the transmission power influence on the



x

network performance; the pros and cons of a reactive TPC protocol; and the conception

and development of a smart TPC protocol.

More in detail, deterministic and cognitive transmission power control protocols

are thoroughly compared and discussed. Among the deterministic protocols, a reactive

method from the literature is analysed and evaluated by both simulations and exper-

iments. The obtained results encourage the study of TPC techniques. The protocol

indicates the use of an intermediate power to maximize the packet delivery when the net-

work is dense, rather than the maximum power, which deteriorates the performance, and

the minimum one, because of low received signal power. However, the reactive approach

shows disadvantages in controlling and predicting the dynamics of the environment and

employing the cooperation among the nodes.

In response, we propose a smart TPC protocol, integrating a reinforcement learning

algorithm within the TPC paradigm, in a decentralized partially observable Markov

decision process system. Reinforcement learning provides adaptability and learning

capabilities via dynamic control feedback loops. The protocol is initially implemented

for a single agent system, namely a node pair without interference. Then, the protocol is

extended to a multi-agent system, where each agent is independent and cooperative. The

agents are also the players of a theoretical common interest game. They aim to the highest

payoff, by respecting quality of service constraints and minimizing the interference for a

global benefit. Our method is tested in both NS3 simulator and real world sensor nodes.

The network performance, the node energy efficiency, together with the convergence

and the scalability of the algorithm are evaluated. The outcome shows that the nodes are

able to adapt the transmission power to the minimum value per network condition, while

guaranteeing the required performance. The analysis of the respective networks with

homogeneous power levels indicates that using higher values to the ones obtained with

our protocol provides similar performance, but at the cost of higher energy consumption.



Contents

1 Introduction 1

1.1 Societal challenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Dependable Wireless Sensor Networks . . . . . . . . . . . . . . . . . . . 5

1.3 Problem statement . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.3.1 Density . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.3.2 Interference . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

1.4 Transmission Power Control . . . . . . . . . . . . . . . . . . . . . . . . . 8

1.5 Machine learning . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

1.6 Research questions, contributions and organization of the thesis . . . . . 11

1.7 List of publications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2 Related works 15

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.2 Taxonomy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.3 Proactive TPC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.4 Reactive TPC . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

2.5 TPC based on Reinforcement Learning . . . . . . . . . . . . . . . . . . . 24

2.5.1 Overview of Reinforcement Learning . . . . . . . . . . . . . . . . 24

2.5.2 Related works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

2.6 TPC based on Swarm Intelligence . . . . . . . . . . . . . . . . . . . . . . 32

2.6.1 Overview of Swarm Intelligence . . . . . . . . . . . . . . . . . . . 32



xii Contents

2.6.2 Related works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

2.7 TPC based on Fuzzy Logic . . . . . . . . . . . . . . . . . . . . . . . . . . 34

2.7.1 Overview of Fuzzy Logic . . . . . . . . . . . . . . . . . . . . . . . 34

2.7.2 Related works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

2.8 Summary and Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . 36

3 Evaluation of Reactive Transmission Power Control 39

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

3.2 Description of the ART protocol . . . . . . . . . . . . . . . . . . . . . . . 40

3.3 NS3 based simulation setup . . . . . . . . . . . . . . . . . . . . . . . . . 43

3.4 Homogeneous transmission power evaluation results . . . . . . . . . . . 46

3.5 ART evaluation results . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

3.6 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

4 Design and Evaluation of Self-learning Transmission Power Control 53

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54

4.2 Related works . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.3 Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.3.1 Q-learning for single-agent systems . . . . . . . . . . . . . . . . . 57

4.3.2 Q-learning for multiple-agent systems . . . . . . . . . . . . . . . 58

4.3.3 Q-learning Transmission Power Control (QL-TPC) . . . . . . . . . 59

4.4 NS3 based simulations . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

4.4.1 Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

4.4.2 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

4.5 Conclusions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 76

5 Experimental Evaluation of Transmission Power Control 77

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

5.2 GravelNet test-bed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

5.3 ART experiments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83



Contents xiii

5.4 Single Agent QL-TPC in unshielded environment experiments . . . . . . 86

5.5 Multi-agent QL-TPC in a Faraday cage experiments . . . . . . . . . . . . 89

5.6 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

6 Conclusions and Future work 97

6.1 Findings and contributions . . . . . . . . . . . . . . . . . . . . . . . . . 97

6.2 Discussion and future work . . . . . . . . . . . . . . . . . . . . . . . . . 100

6.3 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106

Bibliography 109

Nomenclature 121

List of Figures 125

List of Tables 127





Chapter 1

Introduction

This dissertation covers the problemof interference generated by sensor nodes inWireless

Sensor Networks (WSNs). The interference affects the link quality of wireless communi-

cations, thus the Quality of Service (QoS) of Internet of Things (IoT) applications. The

interference is the effect of data transmission by a cluster of nodes, at a certain power,

which is not always efficiently set, or calibrated. In addition, using unnecessary high

power values impacts the waste of the node energy. Therefore, we address the interfer-

ence mitigation by means of Transmission Power Control (TPC) [1]. TPC is used for spatial

reuse across the networks, which allows simultaneous point-to-point communications.

The challenge is to define the minimum transmission power, related to the density of the

network [2], while respecting the QoS requirements and saving energy.

Given the dynamics and unpredictability of the wireless channel, theoretical and

empirical solutions are too slow, inefficient andmemoryless for the problemwe are facing

[3]. Our proposal is the application of an adaptive online system via dynamic control

feedback loops [4], where the system learns, under observed environment circumstances,

what level of transmission power to use [5]. To this end, machine learning is the chosen

approach. Specifically, the proposed protocol integrates reinforcement learning with

game theory, within the IEEE 802.15.4 standard, at the Medium Access Control (MAC)

layer, to learn the combination of power levels per node, through indirect cooperation

[6].

Wehave focused on the aspects of reliability, availability, scalability and accessibility of

WSNs, while developing the proposed protocol and analysing existing works in literature.



2 Introduction

1.1 Societal challenges

Telecommunications are undergoing a radical change, referred to the 4th Industrial

Revolution and Second Machine Age, driven by the development of IoT [7]. A new smart

connected world will change habits, jobs, entertainment, food production, warfare and

health care of citizens, governments, companies and organizations. IoT is one of the six

primary “disruptive civil technologies” that will influence the national power through

2025, as stated by the United States National Intelligence Council [8]. Estimations state

that its market will have a significant impact on the global economy, generating between

USD 3.9 trillion to 11.1 trillion a year by 2025 [9], 40% of which belongs to emerging

economies. This cutting-edge technology will support developing and underdeveloped

countries to issues related to climate changes, water supply, natural catastrophes, agricul-

ture, infrastructure, sanitation and health care [7], in addition to the smart reorganization

of cities and the improvement of the production, transportation and consumption of

goods in developed countries (50% of the total economy [10]). The prediction of global

mobile devices growth is depicted in Figure 1.1, from 2016 to 2021.

IoT is defined as a worldwide network of inter-connected sensing objects [11]. It

is estimated that billions of new devices will be connected to the Internet, producing

massive data. In 2011, the number of devices exceeded the human population [12], and

in 2016, the number of devices was approximatively 8 billion, 10% of which belonged to

Machine-to-Machine (M2M) connections [13]. The estimation of connected devices by

2020 is very volatile because of the uncertainty of the IoT market. For many years, the

prediction was as high as 50 [14] to 100 billion [12] of connections [15]. As per 2017, such

prediction has minimized to 20-40 billion [16, 17]. In the Cisco visual networking index of

2017, the growth of connected devices by 2021 reaches 11.6 billion, 29% of which belongs

to the M2Mmodule (i.e., 3.3 billion), which includes wearable and low power wide area

devices [13].

In this context, objects are devices that communicate through a wireless radio

transceiver, employ sensors to sense the environment and use a microprocessor to

process data. A local network of such devices (i.e., sensor nodes) is called WSN [18–20].

WSNs were developed for the first time in the early years of the 21st century to exploit

the unique capacity of tiny wireless sensor devices (i.e., small size, low cost and no human

intervention) to unobtrusively monitor natural phenomena [21]. The initial concept

to employ these networks was a random distribution in the area to analyse, providing

M2M communications. The networks were isolated entities, commissioned to perform

specific tasks [22–24]. Over the years, WSNs have been commercialized for a wide range

of applications. They operate into different service sectors, such as military, energy,
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Figure 1.1 Global Mobile Devices and Connections Growth (modified from [13]). Percentages in

parentheses refer to the device share in 2016 and 2021.

buildings, agriculture, transportation and health care. Nevertheless, entrepreneurs are

still facing the unchanged nature of independent WSNs. In fact, in the application do-

main architecture, the various service sectors are represented as vertical silos, since they

are not interconnected [25]. A representation of service sector vertical segmentation is

shown in Figure 1.2. Such interconnection is one of the targets in IoT, so sensor devices

are connected regardless of the network where they belong to [26].

WSNs interconnection is a remarkably challenging task, and even nowadays (more

than a decade after their creation) the transformation of WSNs from the initial isola-

tion to full interconnection is still under development. Standard organizations have

provided partial protocol standardization, such as IEEE 802.15.4 [27], ISA 100.11A [28],

WirelessHART [29] and IETF 6LowPan [30]. Meanwhile, given the low cost of sensor

devices, the ease of installation and the attractive services that WSNs may offer to con-

sumers, many industries and alliances have developed their own protocol stack and

network architecture, such as Zigbee [31], Z-Wave [32], Insteon [33], Thread [34], Dash7

[35], LoRa [36], SigFox [37] and Bluetooth Low Energy (BLE) [38]. Other technologies,

well-known in the current telecommunications market, are stepping in the coming rev-

olution. Indeed, new arrivals include Wi-Fi HaLow (IEEE 802.11ah standard) [39, 40],

BLE for mesh networks [41] and the 3GPP-based Narrow Band-IoT (NB-IoT) [42]. The

coexistence of various industry sections and the choice of multiple protocols for wireless

sensor communications within the same section rises the problem of interoperability. Its

resolution will release around 40%-60% of the potential value across the applications [9].

The new frontier, after the interconnection of sensor nodes with Internet devices, will

be the unification of things, people, data and services (sometimes defined as Internet of

Everything) [7]. This results in a complex twist of networks with trillions of connections
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[44], which cannot be managed with traditional, existing network protocols. It requires

autonomic networks and cooperative communication protocols, similarly to autonomic

computing with the four functional areas: self-configuring, self-healing, self-optimizing

and self-protecting [45]. In this context, new applications and services will be offered by

the interaction between objects and humans. Just like Internet services typically have

standardized constraints [46], IoT applications too will have to meet specific constraints

[11].

1.2 Dependable Wireless Sensor Networks

WSNs are at the base for successful IoT. Current and future applications rely on the data

that is handled by sensor nodes, which are constrained devices with low transmission

power, battery, memory and computational capacity [18–20]. Applications can be classi-

fied in two types: monitoring and actuation. In the first case, the devices sense physical

phenomena, such as temperature, light, humidity, soil moisture, chemical components,

pressure and altitude. The nodes transmit data via the wireless transceiver to a central

node (named sink), which collects and aggregates information for further analysis. In the

actuation-based applications, sensor nodes trigger actions to other nodes (i.e., actuators)

by sending commands. In this scenario, the networks are called Wireless Sensor and

Actuator Networks (WSANs) [18].

WSNs need to be dependable to ensure the correct functionality of the applications

which ultimately will lead to increased user satisfaction. The dependability is determined

by the following aspects:

Accessibility: WSNs need to be easy to install and to use from the user’s point of

view.

Availability: This term reflects the promptness and lifetime of the sensor devices.
In this aspect, energy efficiency is the major topic to consider.

Reliability: A network is reliable when it can guarantee a given QoS. Each service
has constraints to be respected for obtaining specific levels of quality.

Scalability: Network protocols, schedulers and controlmechanisms should be limited
to a low grade of complexity and speed of execution, regardless of the number of devices

that populate the network and the traffic generated.

Resilience: In the context of autonomic networks, resilient WSNs are self-healing. In
case of faults or hacked access, the network is able to react and repair potential damages.
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Trust: Data in IoT is generated by private, daily objects that operate in important
aspects of our life. Service providers must treat the data only with regards to the purpose

that is generated and not misused for other purposes (e.g., marketing).

Security: The network must prevent malicious attacks from hackers, malware and
viruses. The data needs to be encrypted. Mechanisms of authentication are included.

Whereas privacy represents an internal threat, the security is external.

Fairness: Data may have different grades of priority in critical situations, such as
during congestion. Therefore, the routing of data should be treated accordingly. In

general, the network should be "democratic" in the management of the resources.

1.3 Problem statement

A crucial factor to take into account, especially in high density networks, is the interfer-

ence generated by multiple sensor devices that transmit simultaneously on the shared

wireless medium.

1.3.1 Density

Practical scenarios for WSNs can be categorized in three main groups: rural, urban and

indoor. In rural environments, the sensor nodes are spread discontinuously in vast areas

such as battlefields, natural sites and farmlands, for the purpose of monitoring, surveying

and management. WSN deployments in urban scenarios denote the increasing demand

for more efficient cities, which are increasingly expected to provide high-tech services

to the citizens (commonly referred to as Smart City). Last category comprehends indoor

scenarios and embraces wireless network installations in buildings (e.g., home, office,

shoppingmall) [47]. Such areasmay be smaller than in the previous cases but, on the other

hand, the density of the sensor nodes may be much higher. Home automation will impact

the current home architecture and design, and even change people’s habits [48]. The

skeleton of future buildings will see many wires replaced by wireless devices. Electrical

household appliances can be collectively managed either by one remote control or by a

smart phone. Blinds, heaters and coolers can adapt autonomously to physical metrics

(e.g., temperature, light level, humidity) and predict human presence for intelligent

future applications. Sensor nodes, within the home automation context, are in the

majority of cases static or, at most, are barely moved to different positions. The density

of the nodes in WSNs depends on the IoT application. For instance, it can reach values as

high as 20 nodes perm3
in industrial applications, or more than 25 per household [49].
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1.3.2 Interference

WSNs inherit typical problems of other wireless technologies, whilst also having their

own complications. The wireless channel is unreliable and variable over space, time and

frequency, providing non-deterministic signal strength [50]. The transmitted signals

are dissipated in multiple copies in the ether, due to the multipath phenomenon. Each

copy has its own amplitude, delay and phase shift. The sum of the copies at the receiver

creates either constructive or destructive interference, depending on whether the sum

of the phases shift ends in a peak or a null, respectively. The separation between the peak

and null is around λ/4, where λ is the wavelength of the signal. λ/4 is in the order of

cm, thus this explains the sensibility of the receiving signal strength to small movements

in space of the objects in the environment. The multipath interference depends on the

environment, specifically on the position of the transmitter and receiver, the influence

of the obstacles and the mobility of the transmitter, receiver and obstacles.

Given the density ofWSNs, the interference produced by sensor devices aggravates the

predictability of the signal quality at reception. Simultaneous nearby communications

can heavily affect the performance of the whole network, in terms of QoS and energy

consumption [51]. Their contention at significant transmission power provokes packet

collisions, then retransmissions and Clear Channel Assessment (CCA) fails, with increasing

number of access attempts and backoff time [27]. Hence, the transceivers are overused,

which causes further battery depletion, packet delay and packet losses. Furthermore,

whereas high transmission power increases the chances to have the exposed terminal

problem, low transmission power increases the hidden terminal problem [52]. This is the

area where power control can play a crucial role.

Communications between sensor nodes can be disturbed also from external sources.

WSNs share the Industrial, Scientific and Medical (ISM) 2.4 GHz bandwidth with other

technologies (e.g., WiFi, Bluetooth andmicrowaves). Indoor environments are bombarded

by WiFi, whose power is much higher (i.e., x100) than the power used by sensor devices,

and Bluetooth communications.

Techniques of multiple access to the medium are necessary to manage the commu-

nications among the nodes [53]. Such techniques suggest multiple transmissions from

different sources, which should not interfere with one another. The transmissions can

be scheduled in various dimensions. For instance, in the case of Time Division Multiple

Access (TDMA), the time is divided in slots, which are assigned to each source for trans-

mission. Only one stream of information can occur per slot, so multiple transmissions

are serialized. In Frequency Division Multiple Access (FDMA), the traffic of the sources

are parallelized in frequency per allocated channel. Simultaneous communications can
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happen, proportionally to the number of channels available. In Code Division Multiple

Access (CDMA), transmitters can send packets at the same time, using orthogonal codes

multiplied to the symbols that are transmitted/received. In this case, the number of

simultaneous transmissions is limited to the number of orthogonal codes. In addition,

two more techniques allow concurrent transmissions: Space Division Multiple Access

(SDMA) and Carrier Sense Multiple Access (CSMA). These techniques are very sensitive

to the dynamics of the network. In SDMA, the communications are confined in zones of

the network to reduce contention, while maintaining the connectivity of the network.

Using CSMA, the spectrum is scanned and analysed to discover the interested carrier.

Both SDMA and CSMA are regulated by either a standard or a de facto protocol. Their

advantage is that communications are flexible and decentralized, without the need of syn-

chronization as in TDMA and FDMA. The drawback is that they do not ensure a network

free of collision. Thus, the design of the regulations is important for the minimization of

the collisions.

1.4 Transmission Power Control

Spatial reuse and contention mitigation in SDMA are obtained by dimming the trans-

mission power of the nodes in a network. The decision of the transmission power is

dependent on many factors: distance between transmitter and receiver, density of the

network, energy available by the nodes, fading of the channel, mobility and performance

constraints. In particular, two kind of protocols can be considered for transmission power

decisions, namely Topology Control (TC) and TPC [54]. The former acts at the network

layer, thus the value of transmission power per node is chosen with respect to the routing

path that the traffic can take to reach the destination. The path can either be point-to-

point or multi-hop with variable number of hops [55]. Unlike TC, TPC is link-based, used

only for point-to-point communications by means of link quality estimation.

Link quality estimation is a statistical characterization of low-power links that is

evaluated through a metric, namely the Link Quality Estimator (LQE) [56]. LQEs support

the nodes to understand the conditions of the wireless channel, so as to trigger actions

(e.g., transmission power in TPC) to improve the communication between two nodes. Link

quality estimation is based on three phases: monitoring, measurement and evaluation.

The monitoring phase is intended to get information, through either probe packets or

existing traffic or a mixture of both. Then, the second phase takes into account the

combination of information for computing estimators. Finally, the estimator is calculated

in the evaluation phase. There exist Hardware-based and Software-based LQEs. The

former ones are metrics provided in the hardware of the devices and can be extracted
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from the registers in the Physical (PHY) layer, such as Received Signal Strength Indicator

(RSSI), Link Quality Indicator (LQI) and Signal-to-Noise Ratio (SNR). RSSI is an indicator

of the signal strength at the reception of one packet, often related to the received power,

and converted on a linear range of integers. The LQI is vendor-specific and measures

the quality of a link by considering the receiver energy detection, an SNR estimation, or

a combination of both. SNR is the ratio of the received signal and the noise floor. The

software-based ones are metrics calculated at the upper layers. They are classified in

Packet Reception Ratio based (PRR-based), Required Number of Packet retransmission

based (RNP-based) and Score-based. PRR-based estimators rely on packet reception over

a window of transmissions, which can be filtered by different techniques. RNP-based

estimators count the numbers of transmissions and retransmissions before a packet is

received [57]. A popular example is the Expected Transmission count (ETX), calculated

as the inverse of the product of the actual received packets at the receiver and the count

of the Acknowledgements (ACKs) received at the transmitter [58]. Instead, score-based

estimators give a score to the link, following certain criteria related to episodes or a

combination of multiple metrics [56]. Hardware-based metrics are quick estimators and

are accurate if the received signal is stable [59, 60]. However, they do not have fine-grained

precision for intermediate quality level [61], and they may overestimate the quality of

a link, since they are only measured for successfully received packets; thus they may

neglect episodes of contention and packet loss [56]. Software-based metrics are slower

than the previous ones, which depends on the temporal window of estimation, but are

capable of evaluating a link considering multiple properties.

The techniques of TPC can be either centralized or distributed. In the first case, a

central node handles the choice of transmission power for each node, communicating

it through control packets. Such approach makes sense in centralized networks, such

as the cellular networks, where the number of end nodes is limited in one cell, and the

communications occur between the central node (i.e., base station) and the end node

(i.e., mobile terminal) [62]. The scenario in WSNs is different. The number of devices in a

network can go beyond one hundred, and the communications occur between devices.

The node centrality fades in WSNs, and the information of the links in the network is

known locally. To use a centralized TPC, the local information should be transferred to

a central node that in turn would communicate the transmission power to use. This is

unfeasible in WSNs, since the changes in the environment are very dynamic, control

packets can get lost (unless a control channel is dedicated), and more overhead in the

network creates additional interference.
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1.5 Machine learning

In this thesis, we apply Machine Learning, a subfield of Artificial Intelligence (AI). Ma-

chine Learning is divided in 3 big groups: supervised learning, unsupervised learning

and reinforcement learning. In supervised learning, the system learns from labelled

data, providing a map between input and known output in order to make associations for

future data [63]. Supervised learning is widely used in Neural Networks. In unsupervised

learning, the data is unlabelled and the system learns how to classify it [63]. Each class

is defined by features that help the system to distinguish coming data. Instead, rein-

forcement learning is used for self-learning systems in an unknown environment. The

training is done either on a batch of stored data [64] or online, using real-time data [65].

In both cases, the data is obtained through observations, taking certain actions.

AI is the field in science and engineering that studies the development of intelli-

gence in machines [66]. Intelligence is synonymous of a collection of skills: reasoning,

problem-solving, decision-making, recognition, adaptability, survival, knowledge, cre-

ativity and planning. For all these values, intelligent systems have a target to achieve.

Intelligence can either be individual or collective, whether the target is appointed by

only one individual or a group of agents (e.g., society, ant colony). In the second case,

intelligence includes also capabilities of task assignment, cooperation and collaboration

[67]. AI is meant to create new forms of intelligence, understanding the existing ones

and known by mankind. It does not necessarily mean to reproduce exactly the biology,

anatomy and psychology of elements from nature, but, instead, extrapolate and adopt

the useful knowledge for computational intelligence. For instance, humans tried for

centuries to learn how to fly. Initially, they tried to reproduce the wing apparatus of birds

and insects for themselves, without success. Eventually, we have been able to understand

the aerodynamics of flying animals and to build flying machines (i.e., airplanes). The

latter case is the analogy of AI with respect to natural intelligence to create thinking

machines [67]. The difference between AI and traditional computers is that the machines,

rather than solving problems by specific programs that contain explicit instructions,

are trained to find out appropriate mechanisms [68]. Algorithms are used by intelligent

machines to learn, progress and acquire knowledge, similarly to natural systems. AI

belongs to the area of computer science, since the study of computation is the core of

smart machines. Algorithms, data structures, and combinatorial complexity are relevant

in the field of AI as well [67].
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Figure 1.3 Transmission Power Control concept.

1.6 Research questions, contributions and organization
of the thesis

Based on the problems of interference invoked by multiple nodes in dense WSNs, and the

complexity of such networks, we pursue our work in the following research questions:

• Is TPC a suitable avenue to alleviate interference in WSNs?

• How much transmission power should be used by sensor devices? Is high transmis-

sion power beneficial?

• Is machine learning efficient and effective in the field of interference mitigation

for constrained devices, in terms of optimization, complexity, convergence and

scalability?

This dissertation provides answers, validated by means of simulations and experi-

ments, contributing to the evaluation of smart protocols for reliable WSNs.
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The conducted research addresses the problem of interference mitigation among

sensor nodes in dense WSNs, in the area of indoor communications, such as in home

automation applications. The key idea is depicted in Figure 1.3, where multiple commu-

nications in a network are clustered in space by controlling the transmission power.

Our contributions are as follows:

1. The TPC protocols in literature are classified with a novel interpretation, distin-

guishing them among deterministic and machine learning solutions (Chapter 2).

2. Analysis of a reactive TPC protocol to investigate the benefits to fulfil and the

drawbacks to improve for smart and adaptive protocols (Chapter 3).

3. Analysis of the impact that the transmission power has on the WSN performance

and energy consumption (Chapter3 and Chapter4).

4. Design and development of a smart TPC protocol, using a decentralizedmulti-agent

reinforcement learning system. The nodes are independent learners and players

of a common interest theoretical game for indirect cooperation (Chapter 4).

5. To the best of our knowledge, our protocol is the first to be implemented in real

sensor devices (i.e., TelosB and Atmel ZigBit) for TPC, which learn to achieve the

determined target (Chapter 5).

The overall structure of the study takes the form of six chapters, including the intro-

ductory chapter. Figure 1.4 provides a graphic representation of the thesis core structure.

More in detail, in Chapter 2, a thorough literature review is provided to pinpoint the
state-of-the-art regarding TPC contributions in WSNs. Based on the decision-making

methodology of the proposed protocols, the research is categorized in deterministic and

cognitive approaches. The deterministic TPC protocols are further divided in proactive

and reactive sub-groups, whether the protocols are based either on theoretical models

and initial measurements, or impulsive adjustments of the power given by the link

quality after a packet reception. The cognitive group is distinguished among the machine

learning fields that have been adopted for TPC, namely Reinforcement Learning (RL),

Fuzzy Logic (FL) and Swarm Intelligence (SI).

Among the deterministic protocols, we analyse the behaviour and performance of the

reactive-based Adaptive and Robust Topology control (ART) [69] in Chapter 3. The pro-
tocol is compared with homogeneous networks, where each node has the same constant

transmission power. The study is conducted in a simulation environment (i.e., NS3).
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Figure 1.4 Structure of the thesis.

Chapter 4 is dedicated to the description of Q-learning TPC (QL-TPC), our proposed
smart protocol, and its application to single and multi-agent systems. The network

performance metrics and the energy consumption are analysed and compared with the

homogeneous networks through simulations.

Chapter 5 aggregates all the experimental work done during the PhD. 1) The ART
protocol is implemented in hardware sensor devices (i.e., Jennic 5612) using the propri-

etary manufacturer Jennic OS. We have done experiments with two pairs of Jennic nodes

in two different indoor scenarios. 2) QL-TPC is implemented in TelosB using Contiki OS.

The experiments reveal the learning curve of one couple of nodes interfered by another

couple. 3) QL-TPC is also implemented in Atmel ZigBit sensor nodes, using Atmel Studio.

The protocol is tested in a topology of multiple nodes that interfere with each other,

while they learn how to reduce the mutual disturbance.

The dissertation ends in Chapter 6 with conclusions and final remarks for future
work.

1.7 List of publications

The research presented in this thesis has been published in international journals and

conferences, as listed in this Section.



14 Introduction

Journal publications

(J1)M. Chincoli, A. Liotta: Self-learning Power Control in Wireless Sensor Networks,
Sensors, MDPI, 2018.

(J2)M. Chincoli, A. A. Syed, G. Exarchakos, A. Liotta: Power Control inWireless Sensor
Networks with Variable Interference, Mobile Information Systems, Hindawi, 2016; pp.

1-10.

Book chapter

(B3)M. Chincoli, A. Liotta: Transmission Power Control in WSNs: From Determin-

istic to Cognitive Methods. In Integration, Interconnection, and Interoperability of IoT

Systems; Springer: Cham (ZG), Switzerland, 2018; pp. 39–57.

Peer-reviewed conference publications

(C4)M. Chincoli, A. Liotta: In-Node Cognitive Power Control in Wireless Sensor Net-
works, IEEE International Conference on Communications Workshops (ICC Workshops),

2017.

(C5) M. Chincoli, P. den Boef, A. Liotta: Cognitive Channel Selection for Wireless
Sensor Communications, IEEE Networking, Sensing and Control (ICNSC), 2017.

(C6) M. Chincoli, A. A. Syed, D. C. Mocanu, A. Liotta: Predictive Power Control in
Wireless Sensor Networks, In Proceedings of the 2016 IEEE First International Conference

on Internet-of-Things Design and Implementation (IoTDI), Berlin, Germany, 4–8 April

2016; pp. 309–312.

(C7) M. Chincoli, C. Bacchiani, A. A. Syed, G. Exarchakos, A. Liotta: Interference
Mitigation through Adaptive Power Control in Wireless Sensor Networks, IEEE Systems,

Man, and Cybernetics (SMC), 2015.

Peer-reviewed conference (accepted)

(C8)M. Chincoli, S. Stavrou, A. Liotta: Density and Transmission Power in Intelligent
Wireless Sensor Networks, IEEE International Wireless Communications and Mobile

Computing Conference (IWCMC), 2018.



Chapter 2

Related works

This chapter provides an overview of the current Transmission Power Control (TPC) protocols in
literature, categorized as deterministic (proactive and reactive) and cognitive (Swarm Intelligence,
Fuzzy Logic and Reinforcement Learning). The deterministic algorithms used in literature are
too slow and prone to cascading failures, instability and sub-optimality. Meanwhile, in recent
years, cognitive protocols are gradually being introduced. Only few TPC protocols are based on the
cognitive approach and aim to both energy efficiency andQuality of Service (QoS)management. Our
review identifies key shortcomings in deterministic TPC, pinpointing the benefits of the emerging
methods based on computational intelligence, which is the approach of this thesis.

2.1 Introduction

Transmission Power Control (TPC) is used in the context of different technologies for the

purpose of energy and spectrum efficiency. In cellular networks, particularly for Code

Division Multiple Access (CDMA) systems, the Base Stations (BSs) control and manage the

transmission power for the Mobile Terminals (MTs) by instructing them to increase or

decrease the level in 1 dB steps, using the forward control sub-channel [50]. This is done

for two main reasons: minimize the interference at the BS and adapt the transmission

power level of each MT to their movement so as to have high Signal-to-Interference-plus-

Noise Ratio (SINR). Near terminals should use lower power than the ones further away

This chapter is based on:

(1) M. Chincoli, A. Liotta: Transmission Power Control in WSNs: From Deterministic to Cognitive Methods, In

Integration, Interconnection, and Interoperability of IoT Systems, (pp. 39-57), Springer, Cham., 2018.

(2) M. Chincoli, A. Liotta: Self-learning Power Control in Wireless Sensor Networks, Sensors, MDPI, 2017.
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from the BS. For the same reason, in WiFi, the power control is integral part of the 802.11

standard [70]. The Access Points (APs) control their own transmission power and the one

of the terminals within the same network. In addition, the APs coordinate among each

other the terminal power allocation for all the networks.

TPC is also used in Wireless Sensor Networks (WSNs), whereby energy and spectrum

efficiency are particularly critical. Energy consumption is a crucial problem in WSNs,

considering that sensor nodes are small devices with limited resources and energy supply

[19]. The battery replacement, or recharge, is not always practical and is even impossible

in harsh environments. This is the reason why the energy needs to be spent carefully

during a sensor node operational time, which is often expected to be in the order of years.

Most of the works in WSNs aim to reduce the energy consumption, proposing sleep

techniques and protocols, whereas ignoring Quality of Service (QoS) guarantee [71].

Initially WSNs were conceived as independent networks, supporting limited applications.

Thus, the energy efficiency was prioritized by researchers. Currently, WSNs are meant

for providing services to users in the context of Internet of Things (IoT), thus, in addition

to energy efficiency, they also need to address QoS, in relation to network reliability, by

satisfying performance constraints of specific applications [72]. In literature, surveys

categorize TPC according to a variety of criteria, such as the interaction with a single or

multiple Open Systems Interconnection (OSI) layers, architecture, mechanisms of control

and collaboration with the network [73, 74].

At first, TPC protocols were based on deterministic algorithms, where the nodes

monitor the link quality with their neighbours and use it as metric to reduce energy

consumption. The main difference among various approaches lays on the method used

to address efficiency. The diversity is given by the metrics for link quality evaluation,

means to perform data analysis, layers in the architecture, energy targets (i.e., local or

global energy consumption in a network) and sensor sleep techniques.

In this chapter, the literature is reviewed on the most notable TPC protocols in

WSNs, differentiating them between deterministic and cognitive solutions. The former

are based on initial observations and measurement which, by default, are not capable

of taking into consideration the dynamic nature of the WSN environment. What is

worse, the competitive and egoistic nature of those protocols is not compatible with the

requirements of high-density wireless communications, whereby the increased power

leads to a cascading effect across the network, causing energy and spectrum wastage.

To solve these and other aspects of WSNs, several new research directions are taking

the Machine Learning path [75]. Such methods fall under the category of cognitive

protocols. Not all cognitive solutions are viable in WSNs, especially those involving

complex computation or data caching.
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Figure 2.1 Taxonomy of Transmission Power Control in Wireless Sensor Networks.

The remaining of this chapter is organized as follows: we present the taxonomy of

TPC protocols in Section 2.2, classifying them in deterministic and cognitive solutions;

Section 2.3 and 2.4 provide the description of deterministic protocols; Section 2.5, 2.6

and 2.7 introduce the three prominent cognitive protocols (i.e., Reinforcement learning,

Fuzzy Logic and Swarm Intelligence); lastly, Section 2.8 concludes the chapter with final

observations and remarks.

2.2 Taxonomy

Thus far, few studies have reviewed TPC in WSNs. Pantazis et al. include TPC in their

classification of power management techniques, targeting energy reduction and lifetime

improvement in sensor nodes [74]. Existing mechanisms are divided in passive and active

groups. The former regulate hardware components of the sensor nodes (e.g., processor,

memory, transceiver, A/D converter) to be turned off in allocated periods. The latter

keep the hardware components always on, but handle efficiently resources in order

to save energy and maintain the connectivity of the network. One example of active

techniques is TPC. The authors conclude the survey underling the necessity to fill a gap in

literature, including QoS guarantee in TPC protocols, which has significant implications

to the reliability of WSN applications.

Du et al. examine TPC in IoT systems focusing on adaptive communication techniques

[73]. TPC is applied to the Physical (PHY) layer for reconfiguration purpose. The authors

highlight that protocols of TPC can be optimized through cross-layer techniques and

adaptive mechanisms in every Internet protocol layer and component of WSNs.

In this chapter, we propose a new methodology to classify TPC protocols based on de-

terministic and cognitive algorithms (Figure 2.1). The deterministic methods are divided

into proactive and reactive, while the cognitive ones are categorized into Reinforce-
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ment learning (RL), Fuzzy Logic (FL) and Swarm Intelligence (SI). Protocols that fall
in different groups can have common goals, such as energy efficiency and QoS guaran-

tee. The proactive and reactive terms are common in the context of routing protocols

[76]. We borrow this nomenclature to better categorize deterministic TPC protocols.

Proactive algorithms calculate and estimate the transmission power to be used in future

transmissions by means of theoretical models or measurements during the initialization

phase, where beacon probes are exchanged within the network. Protocols are either

conservative when the power chosen after the calculations and measurements does not

change, predictive or adaptable if they process the feedback of future transmissions by

own and/or other nodes information (e.g., statistical computation). Thereby, the node

transmit power level is configured prior to transmission to any of its neighbours.

On the other hand, reactive TPC protocols do not try to anticipate power levels ahead

of each transmission. Whilst this saves energy by not injecting overhead in the network,

power levels are set, when a packet is going to be transmitted or after a reception, based on

the most recent local information. In addition, the initial power level is unconditionally

set to the maximum or to a default one.

Cognitive protocols rely on Computational Intelligence (CI), which is particularly

indicated for systems that are complex and dynamic such as WSNs. CI brings flexibility,

adaptability and robustness to address issues such as topology variation, communication

failures and scenario changes [77]. Key paradigms include Neural Networks, FL, Evo-

lutionary Algorithms, SI, Artificial Immune Systems and RL. They are used to improve

the reliability of WSNs, considering the following challenges: design and deployment,

localization, security, routing and clustering, scheduling and Medium Access Control

(MAC), data aggregation and fusion, and QoS management. The majority of the research

lines focus on the routing and clustering aspects of WSNs, while the QoS management

is disregarded. TPC protocols belong to the QoS management, scheduling and MAC

challenges.

Matters of routing and clustering are treated via RL, SI and Evolutionary algorithms.

Instead, the few contributions with respect to QoS management, use FL. Reinforcement

Learning is mainly adopted for sleeping techniques in various protocols [78–82]. Such

protocols employ a frame-based structure, where the time is organized in frames that are

further divided in smaller portions of time, called slots. Each slot can be used for sleep

state, where the transceiver is turned off, and active state, where both transmission and

reception can be scheduled. The system architecture of the deterministic and cognitive

approaches are shown in Figure 2.2. Both the approaches rely on the interaction between

the environment and the node. The deterministic method is structured by the setup,

analysis and decision making blocks. The setup block contains the initialization settings
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Figure 2.2 Deterministic vs Cognitive system architecture.

of the system, exploiting notions from theoretical models and prior measurements. The

analysis block monitors the environment and communicates the data to the decision

making block, while storing the content in a database. The setup can be modified after

the analysis and decision making loops (i.e., in the proactive techniques). The analysed

data is processed through a threshold that provides further information to the decision

making block (i.e., in the reactive techniques). The architecture of the cognitive approach

differs from the deterministic one by the employment of the learning and reconfiguration

blocks, removing the setup block. The learning block is the main element that processes

monitored data from the analysis element and the stored data from the database. After

processing the information, the output is stored in the database and sent to the decision

making module, which takes one or more actions. The decision is communicated to the

reconfiguration block, which upgrades the new values of the parameters of the system,

to the database for storage, and to the learning block to learn which decision has been

chosen, given its prior outcome.
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2.3 Proactive TPC

In this section, we describe representative works within the category of proactive TPC

protocols. In Table 2.1, we summarize all the proactive and reactive protocols that we are

going to discuss, specifying the type and the target appointed.

Son et al. present two versions of Transmission Power Control with Blacklist-
ing scheme (PCBL). Blacklisting is a decision-making method to discard solutions to a
problem, given a list of possibilities. The drop occurs after monitoring certain metrics

and following a set of criteria. The two versions of PCBL are the optimization prior to

routing and the on-demand optimization for long-lived routing [83]. In the former, a

node makes link statistics, in terms of Packet Reception Ratio (PRR), for every transmis-

sion power level. The minimum transmission power is chosen per link, for those that

respect the quality requirements (i.e., above a blacklist threshold). The links that do

not provide the necessary quality are considered unreliable and so blacklisted. Among

the selected power levels for unicast communications, the maximum one is used for

broadcast communications.

Alternatively, the second approach is designed to reduce the overhead in the network.

Indeed, the maximum transmission power is used at the beginning for broadcast commu-

nications, so as to identify the reliable links and blacklist the remaining ones, marking

them as unreliable. This information is used by the routing protocol to define the delivery

path, prior to initiate the route discovery phase. Afterwards, the unicast communica-

tions are settled with the minimum transmission power that makes links reliable. PCBL

provides energy-efficient link quality control with minimal channel interference, as well

as new network topologies with more accurate and robust links.

Protocol Type Target

PCBL [83] Proact. Energy Efficiency

ATPC [84] Proact. Energy Efficiency

AODTPC [85] Proact. Energy Efficiency

LMA,LMN [86] Proact. Energy Efficiency

You et al. [87] Proact. Energy Efficiency

Nikodem et al. [88] Proact. Energy Efficiency

AEWMA [89] Proact. Energy Efficiency and Throughput

ART [69] React. Energy Efficiency and QoS

ODTPC [90] React. Energy Efficiency

Ikram et al. [91] React. Energy Efficiency and Link Quality evaluation

Hybrid [89] React. Energy Efficiency and Throughput

Table 2.1 Deterministic protocol classification.
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Lin et al. propose Adaptive Transmission Power Control (ATPC) to predict the
transmission power per neighbour [84]. They have conducted link quality analysis in

point-to-point communications in a linear topology. Their claim is that the correlation

between the Received Signal Strength Indicator (RSSI) and the transmission power can

be approximated as linear. ATPC adopts linear regression with least square error for

transmission power prediction, feeding the algorithm with RSSI values. The regression

curve is adjusted in time through the feedback loop from the receiver. The protocol is

divided in two phases, namely initialization and running time. In the initial phase, nodes

send broadcast messages at every transmission power to the neighbours, the receivers

calculate the RSSI values that are memorized and associated to the sender. Then, the

RSSI value is communicated to the sender. In the runtime tuning phase, the RSSI values

are compared with two thresholds at the receiver side. If the RSSI falls outside the range

of the two thresholds, the model must be adjusted, thus the receiver sends a message to

the transmitter. The latest transmission power and RSSI pairs from receivers’ feedback

are used to adapt in time the coefficient that modifies the slope of the curve in the linear

regression. The RSSI values that satisfy a given link quality requirement is filled in the

neighbour list together with the transmission power value. Instead, if the RSSI falls

within the range of the two thresholds, the model is adapted to the environment and the

transmission power is kept constant. The paper reveals that the protocol performs well

in scenarios where individual communications are isolated per time slots, as for instance

in Time Division Multiple Access (TDMA).

Adaptive On-Demand Transmission Power Control (AODTPC) protocol uses the
Kalman filter for predictive RSSI analysis [85]. The idea is to use the transmission power

level, based on the wireless channel conditions, before the transmission of a packet.

Senders with AODTPC do not rely exclusively on feedback from the receiver as in ATPC,

but predict RSSI values beforehand, feeding the Kalman filter for error correction with

the received power, calculated through the theoretical log-normal shadowing model, and

the number of ACKs from the receiver. AODTPC can also estimate future values without

ACKs. After predicting RSSI values, the protocol chooses the transmission power level

following the rules of the previous version, On-Demand Transmission Power Control

(ODTPC), which we categorize as a reactive solution [90]. The results show that the trend

of RSSI in AODTPC is indeed slightly different than ATPC and ODTPC because, as the

authors say, the model catches better the channel variability, even though sometimes

the estimation error increases. However, the energy consumption in AODTPC is lower

than the other two protocols for two different scenarios, where the low threshold for

RSSI is changed.

The transmission power in two distributed local algorithms, Local Mean Algorithm
(LMA) and Local Mean of Neighbours (LMN) algorithm, is chosen based on probes,
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called life messages, and acknowledgment (ACK) exchange [86]. Based on the acknowl-

edgements received from the neighbours, the nodes adjust the transmission power

comparing the number of the discovered neighbours with two thresholds. The goal is to

improve the lifetime of WSNs with respect to networks with fixed transmission power,

while keeping the nodes connected.

The work of You et al. applies TPC after the localization phase [87]. The nodes
estimate the position of their neighbours based on the RSSI of the packets broadcasted

periodically. Knowing the estimated distance to each node, the transmission power can

be adapted to it, as a function of the SINR target that satisfies the sensitivity requirement

in the IEEE 802.15.4 standard for packets with size of 20 Bytes. Links in Non-Line-of-Sight

are excluded.

Nikodem et al. introduce a TPC algorithm based on PRR in order to reduce the

transmission power and provide sufficient data packet delivery, at the expense of frequent

overhead injection in the network [88]. Firstly, PRR is calculated by sendingmany packets

at each transmission power level. Eventually, the power level selection converges to the

one that minimizes the energy consumption. Then, during the operational lifetime of a

network, the protocol can pursue two approaches: the PRR is updated either after each

packet transmission by using only the selected transmission power level, or regularly

for all the transmission power levels. The work ends by emphasizing the importance of

periodic updates of PRR estimation for PRR-based algorithms, even though they require

higher energy consumption proportionally to the frequency of the updates.

Two techniques, Hybrid and AEWMA, determine the transmission power level for a
communication through an initial proactive phase [89]. AEWMA selects the transmission

power by respecting certain criteria that include the receiver sensitivity, the average

noise and the transmitter ratio between the nodes in communication. The noise is

calculated by periodically transmitting probes. The transmission power is adapted by

testing the channel with packets that include the power level used. At the reception,

the received signal strength is calculated and piggy-backed to the transmitter in the

acknowledgement. In this way, the transmitter has the needed information to decide

the transmission power for future communications. The power is a function of past

values, filtered through the Exponentially Weighted Moving Average (EWMA) filter, in

order to stabilize the observed fluctuations. The results show that the energy savings

are improved by up to 57% compared to the case using a fixed power level. Hybrid is

discussed in the next section, since the proactive phase is followed by a reactive scheme.
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2.4 Reactive TPC

Alternatively to proactive TPC, in this section we describe representative works that

belong to reactive protocols.

Adaptive and Robust Topology control (ART) aims to reduce network contention
and energy consumption [69]. The protocol calculates, within a window of N slots, the
packet failures as link quality at the transmitter side, based on the ACK losses over the

successfully transmitted packets. The failures are compared with two thresholds, in order

to adjust the transmission power. A more detailed description of ART is given in Chapter

3. PRR in ART, as the ratio of the ACK received and the successfully transmitted packets,

is analysed and compared with the scenarios using Max-Power and PCBL protocol [83].

PRR is shown to be higher than Max-Power and similar to PCBL.

A similar mechanism of threshold comparison for the transmission power updates

is done by the ODTPC protocol [90]. ODTPC calculates the transmission power when a
packet is ready to be transmitted. It is based on two phases: large-scale transmission

power control (L-TPC) and small-scale transmission power control (S-TPC). L-TPC is

enabled when a transmitter is ready to send a packet to a neighbour for the first time. In

this case, the initial packets are sent with the highest transmission power to the receiver,

which approximates the desired transmission power level, given the RSSI, adding amargin

that takes into account possible signal fluctuations. The obtained value is sent back to the

transmitter that is used for its own transmission power calculations. After this operation,

the transmitter switches to the second phase, S-TPC. The transmitter uses the calculated

transmission power in the previous phase for the specific neighbour. The latter replies to

a packet reception with an ACK, which contains the latest RSSI. Its value is compared with

two thresholds at the transmitter side, complying with the following rule: if it is below

the low threshold, the power level is increased by a fixed step; otherwise, if it is above

the high threshold, the transmission power is decreased by the same fixed step. ODTPC is

compared to ATPC and PCBL through experiments. The authors prove that their protocol

achieves better PRR performance than PCBL and ATPC for two data flow scenarios.

Ikram et al. have developed an adaptive multi-channel TPC for industrial wireless
instrumentation [91]. The goal is to adapt the transmission power to maintain the SINR

above a reference value. The protocol is divided into the initialization and operational

phases. During the initialization phase, the receiving nodes evaluate the linear relation-

ship between the RSSI and the transmission power, used by the transmitting nodes to

send probes. The evaluation is done per channel and per link. The outcome (i.e., RSSI

vs transmission power) is summarised in a table at the transmitting node. The table

is used to choose the minimum power level for future packet transmissions. The RSSI
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values are used to estimate the SINR. Several values of SINR are collected and analysed

to evaluate the optimal range, called the Golden Receive Power Range (GRPR). GRPR is

delimited by an upper and lower thresholds. The former represents the expected RSSI

without signal fading. The latter is estimated thus the received RSSI can satisfy the

minimum required reference SINR under channel fading conditions. In the operational

phase, the receiver compares the RSSI, when a signal is detected, with the GRPR. If RSSI

is either lower or higher than GRPR, the transmission power is increased and decreased

accordingly. Otherwise, the transmission power is not modified.

InHybrid, the transmitter sends packets with each available power level, sequentially,
starting from the highest [89]. The chosen power is the minimum that gets ACKs from

the receiver. This power is used for future packets, while the number of ACKs within a

range of transmissions are monitored and compared with two thresholds. A number of

losses above a threshold increases the transmission power. On the other hand, if multiple

ACKs are received successfully over another threshold, the power is decreased.

2.5 TPC based on Reinforcement Learning

The principles of RL are based on theMarkov Decision Process (MDP), hence, RL is defined

in Section 2.5.1, starting with its dependency on MDP. Then, RL is described, introducing

the main elements and how they interact with one another. The methods that use MDP

and RL for TPC in WSNs are discussed in Section 2.5.2. All the TPC protocols based on RL

together with the other cognitive protocols are listed in Table 2.2, specifying the type

and the target appointed.

2.5.1 Overview of Reinforcement Learning

RL is a solution to a MDP, whenever the environment respects the Markovian properties.

MDP is a framework of sequential tasks in instants of time, which are required to make

decisions. Solutions of MDPs are obtained through different methods that depend on the

time horizon of the system. If the system is operative only for a fixed period, the time

horizon is finite and the MDPs can be solved by the Bellman optimality equation using

either the dynamic programming approach or the value iteration approach. Otherwise, if

the system is operative on an infinite time horizon, the solution methods are: value itera-

tion, policy iteration, linear programming, approximation method and online learning

[92]. The latter includes RL.
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Protocol Type Target

Wimalajeewa et al. [93] SI Fusion Error Probability

Tillet et al. [94] SI Energy Efficiency and Connectivity

Abreu et al. [95] SI Energy Efficiency and Connectivity

Pandremmenou et al. [96] SI QoS

Collotta et al. [97] FL Energy Efficiency

Jiang et al. [98] FL Packet Error Rate

Martinez et al. [99] FL Energy Efficiency and Connectivity

Pandana et al. [100] RL Energy Efficiency and QoS

Kobbane et al. [101] RL State Estimation

Lin et al. [102] RL QoS

Gummeson et al. [103] RL Energy Efficiency

Liang et al. [104] RL Routing path for good performance

Udenze et al. [105] RL Energy Efficiency and Convergence speed

Le et al. [106] RL Energy Efficiency and Connectivity

Sung et al. [107] RL Connectivity and Convergence speed

Kazemi et al. [108] RL Energy Efficiency and Throughput

Zhao et al. [109] RL+TL QoS

Table 2.2 Cognitive protocol classification.
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{

{
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s k+1

rk
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ak

Figure 2.3 Single agent reinforcement learning schema.

RL involves two main entities: an agent and the environment (Figure 2.3). The agent is

the learner and decision-maker, while the environment is an unknown entity that influences

the agent’s performance. The system strives to achieve a specific target; thus, the agent

iteratively learns the actions to pursue such target, adapting to various circumstances.

Particular attention is required for the definition of the agent and the environment,

based on the target. For instance, the environment can be represented as anything that

the agent cannot control. The latter observes the environment on an episodic basis,

where the episodes are defined by the developer. At a given k-th episode, the status of the
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environment is represented by the value sk ∈ S ⊆ N, whereS is a set of states. The agent
interacts with the environment by taking decisions, called actions ak ∈ A ⊆ N, where
A is a set of actions. The succession of state–action–state is formulated by transition

probabilities. The system decides to select an action under a certain state following a

policy, πk(a|s). Actions can have either a positive or negative impact on the system
in order to accomplish the target. Thus, the system provides a feedback or reward

rk ∈ R ⊆ R to evaluate the effect of the actions, whereR is a set of rewards. The reward

is both a quality value and the goal of the agent. Given the fundamental parameters of

the system, the Markovian property is defined as follows:

Pr{Rk+1 = r, Sk+1 = s|S0, A0, R1, ..., Sk−1, Ak−1, Rk, Sk, Ak} =

Pr{Rk+1 = r, Sk+1 = s|Sk, Ak} (2.1)

Only the last state and action are necessary to know the probability of getting certain

states and rewards in the next episode. Hence, it is not necessary to memorize all the

past values but only the ones that happened in the last event.

The total reward in the long term, or return of the system, knowing all the values

obtained per episode, is calculated by a sum of rewards. To avoid the divergence of

the series, the return is multiplied with the discount factor, 0 ≤ γ ≤ 1, obtaining the

discounted returnD:

Dk =

∞∑
n=0

γn ·Rk+n+1 (2.2)

The discounted return can be calculated only after getting the rewards. Therefore, to

predict the return in advance, we have to calculate the expectation ofD knowing the

current state and action, which is called the action-value function, qπ , under the policy

π:

qπ(s, a) = Eπ[Dk|Sk = s,Ak = a] (2.3)

The target of the system is to maximize the action-value function, thus the agent has

to define the optimal policy, π∗
, and solve the Bellman optimality equation, as follows:

qπ∗(s, a) = E[Rk+1 + γ ·max
a′

qπ∗(Sk+1, a
′)|Sk = s,Ak = a], (2.4)
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given that π∗(s) = argmaxa qπ∗(s, a) and qπ∗ = maxπ qπ , ∀s∈S. Maximal action
values are discovered by pursuing an additive strategy, such as ϵ-greedy, ϵ-soft and

softmax.

In this section, we have described RL based on MDP, expressed by the interaction

between one agent and the environment, which is entirely observable by the agent. How-

ever, in some systems, the environment is not always completely observable; therefore,

these systems are based on Partially Observable Markov Decision Process (POMDP). In

other cases, systems are based on Multi-Agent Markov Decision Process (MMDP), when

they are composed by multiple agents that have a global view of the environment and

influence it simultaneously in a cooperative matter. In the same situation but with agents

that have a partial view of the environment, the extension of MDP is called Decentralized

POMDP (Dec-POMDP). Finally, if multiple agents do not cooperate, systems are based on

Stochastic Games (SGs) [92]. The following section provides a series of examples that use

the aforementioned approaches.

2.5.2 Related works

As explained in the previous section, RL is one of the possible solutions to MDP. Therefore,

we firstly provide a deep investigation to all the works that have addressedMDP for power

control with offline solutions, and then we focus only on those that have considered RL.

Alsheikh et al. categorize works in the literature per MDP extension and application in

WSNs [92]. Among the applications considered in their survey, the one that is related

to our work is resource and power optimization. Within the group of works under such

application class, the methods use the classic MDP, except for few that are based either

on SG or POMDP [110, 111]. Furthermore, only one approach based on online learning

(i.e., RL) [100] is reported, where the difference against the other solutions is that the

system does not know the environment.

For instance, Krishnamurthy et al. apply SG to CDMA ALOHA networks for the selec-
tion of the Signal-to-Noise Ratio (SNR) threshold, in order to decide whether to transmit

or wait in a determined time slot [110]. The nodes know in advance the channel status

before transmitting. The results show the variation of the threshold and throughput with

respect to the number of nodes in the network. The proposed method is compared with

two cases where there is no control and no channel information respectively. Instead,

Udenze et al. apply POMDP in their system, which is formed by one transmitter node
(i.e., the agent) that interacts with a static environment [111]. The wireless channel is

without a fading model, and the interferers have only one power level available for trans-

mission. Since the agent partially observes the environment, it creates belief states as an
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estimation of the environment status (i.e., the interferers are either idle or transmitting).

The actions that the agent can take are either a transmission with low power or high

power, wait idle or listen to the channel. The policy to take one action under one belief

state is set by fixed transition probabilities. The agent gets either a positive reward, if a

packet is received, or a negative one otherwise. The authors show how the computational

time varies by increasing the number of states and actions. MDP is used in other methods

[112–114, 101], as shown in the survey [92]. An industrial application is studied by Gatsis
et al., where the state information of one plant is transmitted by a sensor node to a
controller [112]. The goal is to minimize the transmission power and the state estimation

error at the controller side. The optimal power is obtained following an MDP formula-

tion and solving the Bellman equation. However, given the onerous calculations that

are needed to solve the Bellman equation, only the expression of the optimal power is

provided. Then, the approximate dynamic programming is used to define the suboptimal

power policy, which is evaluated through numerical simulations. The results show the

transmission decision (transmit or not) with respect to two plant states and the channel

gain.

TPC is also used for neighbour discovery, minimizing the energy consumption [113,

114]. Unlike the work of Madan et al. [113], the one of Stabellini [114] considers the
energy also in listening mode for the energy consumption calculation. Both approaches

model the problem as MDP and they solve it offline via linear and dynamic programming.

In the results, the authors analyse through numerical simulations the average energy

consumption to discover the neighbours related to the density of nodes in the network.

Madan’s results are compared against two schemas: an ideal schema of perfect knowledge

and a simple one, where the power is doubled [113]. Instead, Stabellini’s results are

compared against the optimal and suboptimal cases [114].

A centralized approach for energy savings is introduced in the literature by Kobbane
et al., preventing the use of certain transmission power levelswhile a device is in a specific
battery level range [101]. The problem is formulated as a discrete finite horizon MDP and

is solved in a central node that collects all the needed information from the sensors. The

central node calculates the optimal policy through the Bellman optimality equation. The

battery lifetime of a sensor node is analysed and compared with other simpler policies,

such as: not transmitting; transmitting with the highest available power; or transmitting

with low and high power in the first and second half period, respectively.

Other solutions use MDP for harvesting energy protocols, where the transmission

power is adjusted to get certain information [115–117].

RL has already been applied to WSNs for solving different aspects, as discussed in

the survey of Kulkarni et al. [77]. Examples of these are the design and deployment
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of sensor nodes, routing and scheduling of sleeping time for energy saving techniques.

In the survey, none of the contributions in RL have targeted QoS in WSNs, since energy

efficiency is always prioritized. In addition, only one research direction uses RL for

power control [100]. The work of Pandana et al. presents the actor/critic algorithm to
maximize the ratio between throughput and energy consumption. The nodes learn the

transmission power andmodulation level to use based on the channel gain of the previous

transmission and number of packets in the queue. Both the reward and the discounted

return are iteratively averaged. The authors choose the Gibbs softmax as action decision

strategy, which considers the probability of choosing an action knowing the state. The

probability is also adjusted at every iteration. In the case of multi-node scenarios, the

authors consider the interference in their model, which is an argument of the reward

function. However, the nodes do not cooperate to reduce the interference. Furthermore,

the interference is used as an input sequence of discrete values for numerical simulations.

Similarly, also the other parameters, such as SNR, Signal-to-Interference-plus-Noise Ratio

(SINR), buffer cost, distance between the nodes, are treated as a set of numbers to feed
in the learning algorithm, instead of obtaining them as a result of stochastic models

(e.g., localization, capture effect and fading) at every iteration. The network performance

is compared with a simple policy, where the nodes transmit with the highest modulation

possible, keeping a predefined SNR/SINR constant.

Another classification of RL considers the following schemes: MAC, cooperative com-

munications, routing, rate control, sensing coverage and task scheduling [118]. Compared

to the previous survey [77], MAC, rate control and task scheduling can be associated to

the group of scheduling; routing and cooperative communications to the group of routing;

and sensing coverage to the group of design and deployment. Two protocols apply RL

to TPC [104, 103]. Liang et al. implement a collaborative routing protocol to deliver
traffic flows from a source to a destination [104]. Whether the direct communication

is not successful, relay communications are considered. The goal is to find the optimal

routing path that provides certain performance, in terms of packet delivery ratio, delay

and energy consumption. The nodes learn to take actions, such as transmitting with a

variable transmission power or not transmitting. The strategy to choose the transmission

power and the learning curve that brings the system to convergence are unfortunately

not provided. In the other research track by Gummeson et al., RL is used for a com-
pletely different case, namely accessing the channel through either a short-range or a

long-range radio transceiver, by selecting one of the four total transmit power levels

[103]. The authors aim at reducing the energy consumption, which is the argument in

the reward function when a packet is received, and packet loss, rewarding the system

with a high negative value when a packet is lost. Both the methods use Q-learning as RL

algorithm [104, 103].
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Few other solutions have used RL in WSNs for TPC. One of them is focused on delay

sensitive applications for multi-hop communications [102]. Lin et al. compare the
network performance among the optimal policy, the centralized and the distributed

systems. The centralized system considers the joint state and action of all the nodes

involved, that are controlled at a central node. Instead, in the distributed system, the

MDP is factorized and integrated in all the nodes. Each hop has its own tuple state–action–

reward and value function that are updated at each epoch as defined in the work. The

update at each node is calculated with the information of the value function from the

other nodes. This information is transferred by the nodes themselves at a certain rate in

packets with a variable length. Increasing the length and/or lowering the rate, the system

is closer to obtain an optimal solution, but the overhead in the network increases as well,

affecting the performance. Thus, the authors have considered a trade-off by considering

an approximation of the exact value function, by reducing the transfer of information.

The target of the system is to provide the delivery of the traffic flow under a certain delay

constraint by defining the transmission power and the routing path. The MDP is solved

through the actor and critic, RL algorithm. The performance shows that the distributed

system performs better than the centralized.

The method on POMDP by Udenze et al. [111] is extended to RL [105]. Udenze et
al. improve their previous work [111] by considering a more realistic environment in

WSNs, which is initially unknown [105]. The main focus of the results is the comparison

among the convergence time of three different solutions for an unknown environment,

namely Monte Carlo, one step Temporal Difference (TD0) and Temporal Difference λ

(TDλ), where the λ value averages the long term returns. Although the authors claim to

study an unknown environment, they use a data set for the state transition probability.

Similarly, the states of the environment correspond to the combination of transmission

activity by the nodes in the network during a range of time slots. Hence, the number of

states increases proportionally to the number of nodes and time slots. In addition, the

number of nodes in the network must be known in advance to design the states. From

a state, the agent can take three actions, specifically either transmitting at low or high

power, or wait and transmit in the next time slot. The goal of the agent is to efficiently

spend energy and avoid packet loss.

Le et al. [106] use Q-learning for topology control, applied to sensor nodes in order
to keep the connectivity of the network with k-degree. The nodes exchange information

regarding the transmission power used and communication range. Simulations in Matlab

show energy, communication range and connectivity, comparing the method with span-

ning tree and fuzzy logic topology control, as well as with a network without topology

control. The topology control with Q-learning is able to save energy, while keeping the

desired grade of connectivity, with respect to the other schemes.
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In addition, in the studies of Sung et al., Q-learning is used for ensuring the con-
nectivity by adjusting the transmission power [107]. However, this work is specifically

focused on improving the learning time of the Q-learning using a reward propagation

method. In such a way, not only the Q-value of the observed state and executed action

is updated, but also the Q-values of other state-action combinations are updated at the

same time.

Q-learning applied to Wireless Body Area Networks (WBANs), to mitigate inter-

network interference, increases the throughput and minimizes the energy consumption

[108]. Kazemi et al. compare an approximated Q-learning, using radial basis functions,
with two of their approaches that use fuzzy logic and game theory, respectively. The

results, obtained through simulations, show that the RL approach outperforms the other

techniques.

Zhao et al. apply Transfer Learning (TL) for dense wireless networks, targeting
QoS performance, through a coordinated and distributed approach. Two models of

cooperation management are presented, combining distributed RL and TL [109].

To summarize, different research tracks have studied the problem of TPC in WSNs

through the formulation of MDP, but only few have solved MDP with online learning.

Systems based on the offline approach are unrealistic and unfeasible for embedded

systems because these are based on assumptions and statistical models. Indeed, the

methods are evaluated either through theoretical work or numerical simulations. Most of

the methods consider only one agent in one-to-one communications [115, 108, 112, 103].

Instead, in the methods that study the network with multiple nodes, the system is

designed in a fully joint state-action space. The coexistence of multiple links is taken

into account only in the state and reward definition, considering either each node’s

transmission mode combination (i.e., idle, transmitting with a power level) or the level

of interference that is detected at the reception [100, 111, 105, 101]. Such approach

is also adopted for MDP and POMDP frameworks that are solved with online learning.

This is implementable either in a centralized architecture, where all the components

of the network transmit their local information to a central node, or by exchanging

information among the nodes. However, in reality, the amount of data to be exchanged is

unfeasible for dense wireless networks. The nodes deal with an unreliable environment.
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2.6 TPC based on Swarm Intelligence

SI is introduced and defined in Section 2.6.1. In particular, we provide the description of

themost popularmethod, namely Particle SwarmOptimization (PSO), and its terminology

within WSNs. In the following section (Section 2.6.2), a list of methods exemplify SI.

SI addresses the problem of transmission power selection in the context of topology

control. The decisions are taken collectively considering a global goal.

2.6.1 Overview of Swarm Intelligence

SI is an approach aimed at reproducing the behaviour of animal swarms in nature. For

example, bees, ants and birds have the ability to be coordinated in movements and tasks.

This phenomenon is fascinating and powerful. For this reason, a lot of effort goes on to

replicating swarm capabilities in computational intelligence [119].

Different studies have been carried out in the context of WSNs [120, 121], but only few

of themhave been considered for TPC. Themost used approach inWSNs for TPC is the PSO

from evolutionary learning [120]. The learners are called particles, which are the possible

solutions to a given problem. Solutions are defined in a total space of existing allowed

solutions by the position x and the velocity of movement, v, between two positions in

consecutive iterations. Neighbour particles around single entities are represented as the

swarm of the particle. Each particle moves to the best local solution per iteration. At the

same time, also the global solution is iterated, based on the information expressed by

the swarm. The objective of the system is to identify the optimal global solution where

the swarm moves into. The formulation of the objective is provided in a function, called

fitness function. The position and velocity of a particle i at the instant of time t+ 1 is

calculated as follows:

vi(t+ 1) = ω · vi(t) + φ1 ⊗ (pi(t)− xi(t)) + φ2 ⊗ (pg(t)− xi(t)), (2.5)

xi(t+ 1) = xi(t) + vi(t+ 1), (2.6)

where φ1 = c1 ·R1 and φ2 = c2 ·R2. c1 and c2 are the coefficients of acceleration and

R1 andR2 are the vectors of random values uniformly distributed between 0 and 1. pi(t)

is the best position that the particle i has experienced until the time t, while pg(t) is the

best position that the neighbours have experienced until the time t. The first term in the

Equation 2.5, ω · vi(t), is the inertia of the particle that keeps continuity to its motion.
The second term is the cognitive component that gives the tendency to move to the local
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solution, while the third term is the social component that turns the particle towards the

global best solution.

PSO terminology is used to describe the elements of a WSN. A sensor node is the

particle and is identified with its own location. The entire collection of agents is repre-

sented as a swarm. In the initialization phase, it is important to define the parameters to

be optimized, the range of the space where the solution can be found, and the fitness

function. The latter provides in output a single number representing the quality of a

given solution, weighted to the importance of each characteristic to optimize. During

the iteration of the algorithm, each agent has, in return, the best local location and the

maximum allowed velocity to move towards to it. In parallel, the algorithm updates

the best global location that the entire swarm indicates to move. Both locations are the

output of the fitness function. The individual best location is iterated by different steps,

choosing the one corresponding to theminimumfitness value. The velocity is determined

according to the distance between the current location and the next best location, either

the individual or the global one. Knowing the location and the velocity, the agent moves

to its new location. Afterwards, the values of each parameter are repeatedly updated

until the termination criteria are met.

2.6.2 Related works

Wimalajeewa et al. use PSO for optimal power scheduling in a network having as main
target the transfer of information from sensor nodes to a fusion centre [93]. The optimal

power scheduling improves the mean squared error performance compared to the case

where only a homogeneous transmission power is used. The results are shown to be

better when a large number of sensor nodes composes the network, or when the majority

of the link quality is good. The nodes that have bad observations and/or link quality are

turned off for better performance and energy consumption.

Tillet et al. apply a distributed PSO to the problem of transmission power minimiza-

tion and topology control [94]. The sensor nodes are the particles and the neighbours are

the swarm to coordinate with. Since the objective is to minimize the fitness function, the

latter is directly proportional to the number of neighbours, the asymmetric links (i.e.,

the number of nodes that the particle can hear, but cannot reach in one hop), and the

communication range. At the same time, the fitness function is inversely proportional

to the number of nodes that a particle can reach. In this way, the particles minimize

the energy consumption through the minimization of the transmit power and the re-

transmissions that are related to the hidden node problem [52]. The designer of the

distributed PSO provides local objectives to each particle that would lead to the wanted
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global objective. The particles need the information regarding the fitness function and

the value of the parameters from the neighbours, since they move in the solution space

taking into account the best solutions discovered by themselves and by the neighbours.

Therefore, given the distributed system, such information is broadcast. The authors

simulate their algorithm for networks up to five nodes, achieving promising results in

discovering the optimal solution.

Abreu et al. adopt PSO to minimize the transmission power of sensor nodes in a
network, while maintaining the network connected [95]. The fitness function to be

minimized is equal to the sum of the transmission powers used by each node. The PSO

procedure is followed by a repairing and improving one that consider further adjustments

in graph theory for topology control. The results in a network with 100 nodes are positive

with respect to the case of a topology that uses minimum spanning tree.

Pandremmenou et al. combine the Nash Bargaining Solution (NBS) with PSO, in a
code division multiple access WSN to maximize the quality of transmitted videos [96].

NBS is a cooperative technique from game theory to agree on the value of a combination

of parameters for a group of sensor nodes, with the help of a central node. The parameters

are the transmission power, the source coding rate and channel coding rate. Those are

relevant for the Nash solution function, which is expressed as the product of utility

functions for each node, with respect to the minimum video quality that an user expects.

The utility function is the Peak Signal to Noise Ratio (PSNR) of the received video. The

Nash solution function is maximized by using PSO.

2.7 TPC based on Fuzzy Logic

FL has been widely used for different aspects of WSNs, because of the simplicity of the

algorithms that diminish the complexity of the computation in constrained devices. In

Section 2.7.1, we provide the background of FL, whereas, in Section 2.7.2, we discuss the

research lines that have studied TPC in WSNs.

FL facilitates the decision of the transmission power in the sensor nodes for connec-

tivity, energy efficiency and packet loss.

2.7.1 Overview of Fuzzy Logic

The logic in FL is fine-grained between 0 (false conclusion) and 1 (true conclusion),

differently than the binary approach of the classical logic, where a proposition is either

true or false [122]. The philosophy in FL is that every existent element is part of either a
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set or its complement [123]. FL is used in smart control systems, where the controller,

called Fuzzy Logic Controller (FLC), manages processes and tasks [124]. The basic stages

of the FLC are the fuzzification (initial stage) and defuzzification (conclusive stage). In

the fuzzification, input values to a FLC are converted in a FL language via a mapping

function, defined as the membership function. Converted values are then processed

based on FL rules that drive the system to take decisions. The rules are applied through

algorithms, which are expressed by IF-THEN statements and operators, known in the

boolean terminology, specifically AND, OR and NOT. Finally, the output of the FLC is

subject to the defuzzification that transforms the logical value in a number.

2.7.2 Related works

Among the studies in literature, Collotta et al. apply FL to WSNs for energy efficiency
[97]. The topology of the network consists of network controllers and field devices. The

network controller has the role to regulate the power consumption of the field devices

with the help of two parallel FLCs. One is responsible to schedule the sleeping time by

providing the values of battery level and throughput to workload ratio to the fuzzy logic

procedure. The throughput is the sum of both periodic and aperiodic messages sent by a

device, and the workload is the total number of packets that the device has to send. The

other FLC is responsible to decide the power level by using the information of battery

level and link quality. Both FLCs use three membership functions (i.e., Low, Medium and

High) for the inputs and outputs. The degree of the membership function for the input

parameters is represented by a triangular-shape function. The output value is calculated

by defuzzification using the centroid mechanism. The results show that the battery has

a longer lifetime compared with a fixed sleeping time and transmission power, and the

approach proposed by Sanchez et al. [125].

Jiang et al. design an FLC to control the transmission power, which is implemented
in the receiver node of a WSN [98]. The FLC uses RSSI, LQI, SNR and the data transmission

rate as input parameters and the transmission power as the output value. The latter

is sent to the transmitter. The membership function is either Gaussian, trapezoidal,

triangular or a combination of them. In the paper, the fuzzy rules are listed, as well

as the membership grades. The fuzzy rules are supported by three blocks of the FLC

architecture, called Fuzzy set, Fuzzy rule and Fuzzy compute. The simulation results

show that the packet error rate is decreased with respect to the case of fixed transmission

power in the network. However, the authors underline that the design of the algorithm

is specific for the case studied. For future work, the system should be optimized and

extended to a broad set of case scenarios.
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Martinez et al. address the problem of connectivity and energy consumption in

WSNs [99]. The key idea of thework is to have a k-connected network (i.e., k neighbours in

the communication range of the nodes) and low energy consumption. The k-factor is the

node degree reference factor including a tolerance interval. The target can be achieved by

adjusting dynamically the transmission power level of the nodes. In addition, the battery

level is also considered in the system in order to be kept around a safe value. The method

used is a self-adaptive TPCwith the support of a FL control system. The latter is divided by

three blocks (i.e., monitoring, reasoner and actuator) and receives two feedback control

loops. The first feedback manages the transmission power of a node based on the k-factor.

The second one is responsible for the energy consumption, considering the battery

level. For instance, if the energy is low, then the communication range is decreased by

means of reducing the transmission power, sacrificing the number of connected nodes.

Moreover, the authors have included a criterion to select the transmission power based

on the target preference, weighted between the energy savings and the connectivity. The

aforementioned system has been tested through experiments in an outdoor environment.

For certain experiments the results are very promising, obtaining an optimal Packet

Delivery Ratio (PDR) (e.g., above 96%) in few iterations, keeping it steadily. Sometimes, in

the steady case, maintaining the same setup, the node degree varies due to the dynamic

wireless environment. The authors emphasize the importance of self-learning algorithms

in the context of highly variable environments.

2.8 Summary and Conclusions

Achieving dependable WSNs with low energy consumption and QoS guarantees is one of

the biggest challenges in IoT. Formany years, problems concerning battery depletion have

been faced with classic solutions, using theoretical models and exploiting information

and feedback from the network. In recent years, there has been an increasing interest

in Machine Learning algorithms applied to WSN. The main goal of this chapter is to

find similarities and differences, strength and weaknesses, among Transmission Power

Control protocols. A classification of noteworthy protocols is introduced, distinguishing

two categories: deterministic and cognitive solutions. In the deterministic approach,

the protocols are divided in proactive and reactive, where in the first case, transmission

power levels are chosen besides an event may happen and so are determined prior to a

packet transmission. In the second case, the transmission power is adjusted a posteriori,
after the transmission of a packet, receiving feedback from either the network or the

environment. The cognitive protocols are classified based on the self-learning methods:

SI, FL and RL.



2.8 Summary and Conclusions 37

The deterministic protocols discussed in this chapter are designed for static scenarios

in absence of interference from other devices. The proactive protocols rely on the

measurements done in the initialization phase, as well as some reactive approaches for

the definition of the threshold and linear models [91]. Reactive methods are adaptive

to changes in the environment, but are slow and memoryless. SI is a collaborative

mechanism towards a trade-off between a local and a global goal. It is useful for TPC when

integrated with routing protocols to decide the best route, considering heterogeneous

power levels through multi-hop communications. The drawback is that the nodes have to

broadcast messages to the network, creating additional interference and occupying more

bandwidth. FL simplifies the design of control systems and the operations in constrained

devices, saving computational power. However, FL is not a fast approach to deal with a

dynamic environment. Alike proactive protocols, the system is designed based on the

understandings from theoretical and empirical studies. The system might be optimized

for specific cases and unstable in others [98]. The nodes that run RL learn online without

prior knowledge of the environment. They only require the goal and the representation

of the environment status and actions. Flexibility is ensured by the fact that the nodes

can learn based on either merely own information or including others’ information. The

learning is automatic and allows the nodes to adapt to changes in the environment.

Whereas many protocols target energy efficiency, fewer contributions have been

proposed for QoS management, which is still an uncovered issue that requires more

attention. This review suggests that greater efforts are needed in research to obtain

reliable WSNs. While in fact TPC is a promising solution for both energy efficiency and

QoS support, only few articles explore this potential. This seems the most promising

research direction for those looking at methods that combine energy with spectrum

efficiency.

To conclude, RL is the approach that provides most benefits in the context of TPC

for dependable WSNs. To the best of our knowledge, there is not sufficient research in

the literature with regards to the application of TPC on dense WSNs by means of RL.

None have considered a Dec-POMDP system with cooperative capabilities. Most of the

techniques have been implemented in numerical simulations and none in real world

devices. It is in this direction that we have conceived our smart TPC protocol.





Chapter 3

Evaluation of Reactive
Transmission Power Control

In this chapter, we give first answers to our research questions: is the highest transmission
power always beneficial? If not, given a certain goal, which transmission power should be used by
the nodes? Power reduction on the one hand is advantageous for energy efficiency but on the other
hand may have counter-productive effects to network performance. Yet, indiscriminate power
boosting may detrimentally affect interference. Therefore, in the first part of the work, through
simulations, we analyse the performance of one point-to-point communication in a wireless sensor
network with constant transmission power. We are interested in understanding the conditions
under which coordinated power reduction may lead to better spectrum efficiency, interference
mitigation and, thus, have beneficial effects on network performance. We see that among three
different transmission power levels (i.e., low, medium and high), the one that provides best network
performance is dependent on the conditions of the environment. Since the wireless channel is
dynamic and the density of a network is variable in time, it is impractical to choose a transmission
power based only on initial measurements. For this reason, we explore adaptive transmission
power control schemes. We study the relation between transmission power and communication
efficiency, particularly in the context of Adaptive and Robust Topology control (ART), showing how
appropriate power reduction can benefit both energy and spectrum efficiency. We also identify
critical limitations in ART, discussing the potential of more cooperative power-control approaches.

This chapter is integrally based on:

M. Chincoli, A. A. Syed, G. Exarchakos, A. Liotta: Power Control in Wireless Sensor Networks with Variable

Interference, Mobile Information Systems, Hindawi, 2016.
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3.1 Introduction

In this chapter, Wireless Sensor Networks (WSNs) with homogeneous transmission power

are studied, varying the level of transmission power and the node density. The goal is

to analyse how the network performance is affected by the level of transmission power,

under different network conditions.

Node density is categorized in low, intermediate and high class, which causes variable

interference in combination with the transmission power level used by the nodes. We

show that both increasing transmission power towards the maximum and decreasing

the transmission power down to the minimum is not always a wise solution. Depend-

ing on the network condition, an intermediate transmission power should balance the

communication quality of each link.

The homogeneous network, using high power, is compared with the network that

employs a reactive Transmission Power Control (TPC) protocol in literature, called Adap-

tive and Robust Topology Control (ART) [69, 126]. ART reacts to environment changes by

adjusting the transmission power, with the purpose to respect certain Quality of Service

(QoS) requirements. The comparison provides understandings on the benefits that an

adaptable reactive TPC protocol can produce on the network performance, with amedium

grade density, in relation to constantly using high power.

We find that ART reduces the contention, while respecting Packet Reception Ratio

(PRR) constraints. However, our analysis unveils that, in its current formulation and due

to lack of collaboration among nodes, ART still fails to meet the combined requirements

of power-efficiency and spectrum-efficiency. Because of the large number of nodes and

the complexity of WSNs, a flexible, distributed and collaborative approach should be

preferable, as we previously hinted in [127, 128]. This chapter is structured as follows:

in Section 3.2, the ART protocol is thoroughly described. The simulation setup in NS3 is

provided in Section 3.3. The evaluation of the homogenous networks and ART-enabled

networks are given in Section 3.4 and 3.5 respectively. The chapter ends with conclusions

in Section 3.6.

3.2 Description of the ART protocol

ART is a PRR-based TPC algorithm implemented at the transmitter side, which can be used

to reduce both energy consumption and contention. The protocol works on a per-link ba-

sis, where one transmitter sends a stream of data to one receiver. The transmission power,

Ptx, can assume a range of discrete values, as provided by the radio transceiver. When a
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PRR ≥ ηl &

PRR ≤ ηh
PRR > ηh

PRR < ηl

Transmissionfaults > (1 − ηh) · N

Steady state

Ptx decrease

Ptx increaseTrial state

Success

Figure 3.1 Finite State Machine of the ART protocol.

Algorithm 1 ART pseudocode specification.

GenerateW with sizeN
i = 1

3: while Packet is generated do
if Packet loss then

W [i]← 0
6: else

W [i]← 1
end if

9: i← i+ 1
if i == N + 1 then

PRR←
∑N

i=1 W [i]

N
12: if PRR > ηh then

Ptx ← Ptx − 1
Enter in Trial State

15: if Transmissionfaults > (1− ηh) ·N then
Ptx ← Ptx + 1

end if
18: else if PRR < ηl then

Ptx ← Ptx + 1
end if

21: FlushW and start new PRR calculation

i← 1
end if

24: end while
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packet is correctly received, an Acknowledgment (ACK) is sent back for confirmation. PRR

is calculated as the ratio of received ACKs overN transmitted packets within a window

W . Then, PRR is compared with two thresholds, ηl and ηh, that represent the target of

the protocol. In other words, PRR needs to reside between the two thresholds. Figure

3.1 shows the Finite State Machine (FSM) of our ART version under scrutiny, whereas

the Algorithm 1 provides a pseudocode specification of the protocol. If PRR is greater

than ηh, Ptx is decreased by one level, otherwise, if PRR is lower than ηl, Ptx is raised

by one level. In any other case, Ptx stays constant. After the comparison,W is flushed

and the calculation starts again. ηl is calculated as ηl = N · p, whereN is the window

size and p is the PRR lower bound. Instead, the maximum acceptable performance by

the system is set as ηh = N · p′, where p’ represents the PRR upper bound. Tuning Ptx

to the lowest power, the failures should be kept under the threshold 1− ηl. As per the

experiments of the authors in [69], because of the bimodal relationship between PRR and

Ptx, decreasing the power may worsen the PRR lower than p. For this reason, the authors

have introduced a trial state, following a reduction of power level, to evaluate the effects

on the PRR. In this case, while updating PRR inW , if the number of failures are higher

than (1− ηh) ·N , the calculation of PRR is stopped, the previous Ptx is restored andW

is flushed. Otherwise, if the trial is successful, the new power is confirmed. ART provides

a gradient-based mechanism to monitor the contention on a link, which is enabled when

PRR is lower than ηl. ART compares the packet loss of the currentW with the previousW

when PRR has been found lower than ηl. When the packet loss is higher than the previous

reading, a contention flag is marked. Based on such flag, the Ptx is either increased when

the flag is marked or decreased otherwise. In our implementation, we have disabled this

mechanism, as it does not impact significantly the performance in our scenarios.

Among the deterministic protocols discussed in Chapter 2, we choose to analyse ART

for the following reasons:

1. PRR is the direct Link Quality Estimator (LQE), rather than Received Signal Strength

Indicator (RSSI). As it is asserted in [69, 56, 59], RSSI is a good indicator only when

PRR is in the stable region, specifically when RSSI is higher than a threshold that

depends on the specific environment. Otherwise, it cannot provide reliable infor-

mation.

2. ART considers also contention reduction along with energy efficiency.

3. The overhead of extra control messages is avoided calculating PRR at the transmit-

ter side, exploiting ACKs reception.
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3.3 NS3 based simulation setup

Simulations are used to investigate a broad range of scenarios in a controlled environ-

ment, which would have been very difficult to achieve in prototype implementations. The

simulations are carried out using the NS3 simulator, an open source, scalable, modular

and event-driven simulator [129]. NS3 provides very fine detailed models in a modular

architecture. We have used the release ns-3.23 (https://www.nsnam.org/ns-3-23/). Cer-

tain protocols are modelled by the NS3 community, as per the architecture of the related

standard. In the case of WSNs, the simulator offers the models for the Physical (PHY)

and Medium Access Control (MAC) layers of the IEEE 802.15.4 standard [27] in the Low

Rate-Wireless Personal Area Network (LR-WPAN) module. Several other aspects are also

modelled, such as the path loss, the fading, the bit error and the energy consumption.

We have adopted the site-general ITU-R P.1238-7 model in an office environment for

large-scale path loss and the Nakagami model for small-scale fading [130]. The bit error

rate is calculated as documented in the standard [27]. The generation and independence

of streams of pseudo-random numbers in NS3 can be done in two different ways, either

through seeds or number of runs. In the first case, 1.8x1019 independent streams can

be generated, whereas in the second one, 2.3x1015 independent sub-streams can be

extracted using the same seed.

Probe

∆y

∆x

TX RX TX RX TX RX TX RX

TX RX TX RX TX RX TX RX

TX RX TX RX TX RX TX RX

TX RX TX RX TX RX TX RX

TX

RX

Figure 3.2 Simulation scenario including two sets of node pairs: one probe (in the middle) and

sixteen interferers.

https://www.nsnam.org/ns-3-23/


44 Evaluation of Reactive Transmission Power Control

Parameter Symbol Value
Sensitivity S -95 dBm

Packet inter-arrival time µ 100 ms

Packet size s 50 Byte

Transmission power levels nptx 22

Number of retransmissions nretr 3

Number of CCA attempts nCCA 4

Transmitter buffer size nb ∞
Grid horizontal gap ∆x 5-300 m

Grid vertical gap ∆y 5-300 m

Distance within transmitter-receiver pairs d 5 m

PRR window W 50

PRR moving factor Wmov
50

Minimum transmission power MinPow -35 dBm

Intermediate transmission power InterPow -18.42 dBm

Default transmission power DefPow 0 dBm

Maximum transmission power MaxPow 10 dBm

Network interferer density LowDense 2 pairs

MidDense 16 pairs

HighDense 36 pairs

ART
Low threshold ηl 95%

High threshold ηh 99%

Transmission power scale ∆tx 3.18 dBm

Initial transmission power P init
tx 0 dBm

Table 3.1 Experimental setup for simulations.

We use 10 uncorrelated sub-streams for each individual scenario, averaging the

results for statistical significance. The amount of the random numbers generated in the

simulations must be shorter than the period of a pseudo-random subsequence equal

to 7.6x1022, to have independent and identically distributed numbers. Whether the

generation of random numbers is higher than the pseudo-random period, the simulation

would cyclically repeat the same series of numbers, losing the randomness property. In

our simulations, the random number generation is required by the Nakagami fading

model, the error model and the packet generation. The sequence of random numbers,

in the case of high density, is 111x103 (lower than the pseudo-random subsequence

period), given that the total maximum number of packets generated is 37,000 (i.e., each

transmitter generates 10,000 packets per simulation).

The parameters and settings for the simulations are summarized in Table 3.1. In our

setup, wemonitor the performance of one sensor node pair, defined as the probe, centred

in a grid of variable sensor node pairs, defined as interferers (Figure 3.2). The interference
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is caused only by the sensor nodes. Every cell of the grid contains one transmitter node

and its receiver node. The relative distances between adjacent transmitters are indicated

as∆x and∆y, respectively. The relative distance within transmitter-receiver pairs, d,

is set to 5 meters. The transceivers of the nodes have a sensitivity S of -95 dBm and 22

different transmission power levels, nptx, between -35 dBm and 10 dBm. The default

transmission power is 0 dBm. The transmission of the ACKs is not involved in the TPC

process, so their transmission power is set to the value specified at that instant. The

unslotted Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) channel

access technique and the Clear Channel Assessment (CCA) mode 1 (i.e., total energy

detected compared with a threshold) are used in the simulator. The maximum number of

retransmissions and CCA attempts are set to the default ones indicated by the standard

802.15.4, equal to 3 and 4 respectively. The transmitter buffer size of the generated

packets is set to infinite in order to capture only the packet loss incurred by the CCA fails

and collisions. All transmitters generate traffic following a Poisson distribution with an

average inter-arrival time µ of 100 ms and a payload size s of 50 Bytes.

The performance parameters that we analyse, relative to the probe pair, are the PRR,

latency, number of CCA attempts, and retransmissions. PRR is computed as the number

of received ACK messages divided by the number of transmitted packets and the latency

as the time interval between the transmission of a message and reception of the related

ACK. The latency is only computed for successful transmissions, as it only makes sense

when a message is delivered. PRR is calculated within a window of 50 packets.

3.4 Homogeneous transmission power evaluation results

Herewediscuss the effect of varying the interference on the probe pair performance in the

homogenous network. Three different scenarios are explored: LowDense,MidDense

andHighDense, whereby the number of interferer pairs in the grid is equal to 2, 16 and

36, respectively. An exemplary grid with sixteen interferer couples is shown in Figure 3.2.

For each scenario, only one homogeneous transmission power is used in the network: the

minimum (MinPow = -35 dBm), the intermediate (IntPow = -18.42 dBm) and the default

transmission power (DefPow = 0 dBm). The transmission power is kept constant during

each simulation scenario and is the same for all the nodes. ∆x and∆y are varied from 5

to 300 meters, thus the grid can be either stretched or shrunk. In this set of simulations,

the intensity of interference is modified by changing the transmission power, the number

of interferers and their distance to the probe pair.

In Figures 3.3-3.4 we present the results, whereby each point is a combination of node

density, distance and transmission power level, which affects the level of interference.
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Intuitively, the lowest interference is the result of combining LowDense,MinPow and

long distance for ∆x and ∆y, while the highest interference reflects the decision of

havingHighDense,DefPow and small∆x and∆y.

Using the lowest transmission power brings the network performance to a critical

equilibrium. The received power of the signal is near the sensitivity value, when the

fadingmodel is not considered. Therefore, when the fadingmodel is enabled, the received

signal has chances to be accepted or not by the receiver. We recall that the received

signal must be higher than or equal to the sensitivity and the Signal-to-Interference-

plus-Noise Ratio (SINR) higher than -5 dBm. From the results, when the density is low,

the number of CCA attempts is below 0.2, which reaches 0 at a distance of 15 meters, and

the retransmissions are around 2.5 on average (Figure 3.4). The latency is equal to 13.9

ms at the minimum distance, flattening to 11.9 ms as the interferers are moved apart,

while PRR is initially equal to 30.8%, rising to a range between 33% and 34% (Figure 3.3).

When the level of interference is increased by adding more interferers, the performance

is particularly affected at values of∆x and∆y equal to 5 meters. The latency is 16 ms,

the PRR is around 24.5%, the retransmissions 2.6 and CCA attempts 0.3. In this work,

MinPow is not a good choice because the signal at reception is too weak.

Analysing the case of DefPow (i.e., Ptx = 0 dBm) in Figure 3.4, the effect of the

interference is evident by looking at the graphs of CCA attempts and retransmissions.

When the network is very dense (i.e.,HighDensewith∆x and∆y equal to 5meters), the

number of CCA attempts and retransmissions are the highest among all the cases, equal

to 2.4 and 0.4 respectively. Lowering the level of interference, as expected, decreases the

contention. The situation is similar inMidDense. The consequence is that the higher

the interference, the higher is the latency and the lower the PRR.

Comparing the two cases of homogeneous network using InterPow andDefPow,

the results are more positive for the former. InHighDense, the PRR difference is 25.2%

(84.5% vs 63.2%), 29.4% (99.5% vs 70.2%) and 19.2% (99.95% vs 80.7%), when∆ is equal

to 5, 10 and 15 meters respectively. The difference reduces until∆ is set to 80 meters,

where the PRR is equal to 100% for both InterPow andDefPow. With the same∆ gap,

the latency difference is 50% (18.4 vs 36.8 ms), 77% (6.7 vs 29.2 ms) and 74.8% (5.2 vs 20.6

ms), which decays as the interferers are moved apart.

The key point of our results is that neither increasing nor decreasing too much

the transmission power can provide good performance in the network. But instead,

the network should adaptively find its best intermediate Ptx in order to reach a global

optimum. Moreover, we show that increasing the number of nodes, thus increasing

the amount of traffic in the network, produces more interference and, in turn, the



3.4 Homogeneous transmission power evaluation results 47

101 102

∆x/∆y [m]

0

10

20

30

40

La
te

nc
y 

[m
s]

MinPow
InterPow
DefPow

(a)

101 102

∆x/∆y [m]

40

60

80

100

P
R

R
 [%

]

MinPow
InterPow
DefPow

(b)

101 102

∆x/∆y [m]

0

10

20

30

40

La
te

nc
y 

[m
s]

MinPow
InterPow
DefPow

(c)

101 102

∆x/∆y [m]

40

60

80

100
P

R
R

 [%
]

MinPow
InterPow
DefPow

(d)

101 102

∆x/∆y [m]

0

10

20

30

40

La
te

nc
y 

[m
s]

MinPow
InterPow
DefPow

(e)

101 102

∆x/∆y [m]

40

60

80

100

P
R

R
 [%

]

MinPow
InterPow
DefPow

(f)

Figure 3.3 Comparison of the probe pair performance using the transmission powersMinPow,
InterPow andDefPow: Average latency in LowDense (a),MidDense (c) andHighDense
(e) scenarios; PRR in LowDense (b),MidDense (d) andHighDense (f) scenarios.
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Figure 3.4 Comparison of the probe pair performance using the transmission powersMinPow,
InterPow and DefPow: Average retransmissions in LowDense (a), MidDense (c) and
HighDense (e) scenarios; Average CCA attempts in LowDense (b), MidDense (d) and
HighDense (f) scenarios.
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Figure 3.5 Average transmission power of the transmitting probe using ART.

performance of the network worsens. Some solutions are needed to provide reliability to

a network in terms of connectivity and QoS guarantees.

3.5 ART evaluation results

The ART protocol is tested in a network composed of a grid of sixteen interferer couples

(Figure 3.2) and one probe pair in the middle. Each node runs ART, starting at a transmis-

sion power Ptx set to 0 dBm. The results are compared with the ones obtained using a

homogeneous transmission power equal toDefPow. The thresholds are set to 95% and

99% for the low and high threshold, respectively. The choice is a compromise between

keeping a high PRR and allowing the transmission power to decrease when the link is

sufficiently good. The 4% range between the thresholds is intended to provide the QoS

of the application (i.e., 99%) with a safe gap. Figure 3.5 shows the average transmission

power used by the transmitter of the probe couple in the network that enables ART. In

the two closest positions (i.e., 5 and 10 meters) ART pushes the transmitter to use the

maximum transmission power equal to 10 dBm. This happens because PRR, using the

initial transmission power, does not satisfy the requirements to settle between the thresh-

olds. Following ART policy, Ptx is increased until it reaches the maximum. Intuitively, the

initial transmission power is an important factor for this purpose. Based on our previous

results, the probe couple communication performs better when the intermediate power

level is used instead ofDefPow. So, setting the initial transmission power to a low value

may result in a longer transition time before reaching the right power but, on the same

time, may perform better using lower power levels.

When∆x and∆y are increased to 15 meters, we start obtaining benefits in terms of

power savings, as the average transmission power is equal to about -24 dBm. It finally



50 Evaluation of Reactive Transmission Power Control

101 102

∆x/∆y [m]

4

6

8

10

12

La
te

nc
y 

[m
s]

DefPow
ART

(a)

101 102

∆x/∆y [m]

94

96

98

100

P
R

R
 [%

]

DefPow
ART

(b)

101 102

∆x/∆y [m]

0

0.2

0.4

0.6

R
et

ra
ns

m
is

si
on

s

DefPow
ART

(c)

101 102

∆x/∆y [m]

0

0.5

1
C

C
A

 a
tte

m
pt

s
DefPow
ART

(d)

Figure 3.6 Comparison of the probe pair performance in the network using ART and the homogenous

default transmission power: Average latency (a); PRR (b); Retransmissions (c); CCA attempts (d).

stabilizes to -29 dBm as the couples of nodes are moved apart. Therefore the number of

CCA attempts is lower than inDefPow (Figure 3.6d) but the number of retransmissions

is higher (Figure 3.6c).

In view of the fact that ART’s target is to keep PRR between the thresholds, we can

notice in Figure 3.6b that indeed PRR is around 98% from a distance of 15 meters, while

it was not at the shortest distance (94.2%). Although PRR values in ART are lower than

DefPow, they satisfy the requirement, being in the range ηl-ηh. The advantage is the

reduction of energy consumption. On the contrary, the latency, which does not have

any protocol constraints, is influenced indirectly by the PRR trend. In Figure 3.6a, when

the transmitters are separated by certain distances (i.e., between 15 to 30 meters for the

latency and 15 meters for the PRR), ART operates better thanDefPow.
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3.6 Conclusions

Through simulations, we have verified our assumptions on the beneficial effects of trans-

mission power reduction on network performance. Firstly, we showed that for varying

levels of interference, represented by the load of nodes and traffic in the network, an

arbitrary intermediate power level outperforms the lowest and high (i.e., 0 dBm) trans-

mission powers. This verifies that, under certain conditions, increasing transmission

power does not necessarily lead to better performance. In fact, by lowering transmission

power it is possible to reach an intermediate level that maximizes the overall network

performance.

Intuitively, one would want a control protocol that keeps the nodes at minimum

power to simultaneously pursue energy and spectrum efficiency. However, finding the

bottom-line power which avoids loosing connectivity is not straightforward. That is why,

we believe that a promising research direction is to look at protocols that are smart rather

than deterministic.

We also observe that, compared to the situation in which the transmission power is

always set to the default 0 dBm, ART achieves lower transmission power and maintains

PRR in the required range. However, there are stillmany aspects to take into consideration

to improve the algorithm. For example, ART does not consider latency requirements,

nor does it fulfil them, thus it cannot guarantee QoS. The initial transmission power is

relevant for the transition time used to research the right power. Plus, when PRR is not

guaranteed, a lower transmission power may be more beneficial than just increasing

by one or more levels. This is partially taken into account in ART in [69] through a flag

related to the level of contention.

Moreover, the step size of transmission power levels is another variable to examine.

On the one hand, a small gap provides more power-levels options, whichmay help finding

the best trade-offs between energy and spectrum efficiency. On the other hand, greater

granularity may lead to slow transients. Instability is another issue linked with power

changes.

A major limitation of current adaptive protocols such as ART is their lack of collabo-

ration among nodes. ART operates only on a per-link basis and the transmission power is

set considering only the information gathered from the associated receiver. Collaborative,

smart protocols have the potential to lead to the most significant breakthroughs and this

is the direction we are going to explore next.

A promising direction is to explore self-learning methods and algorithms that may be

implemented directly in the nodes, with the aim to allow the sensor network to gradually
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determine the actions that lead to any given goal. Particularly, distributed, collaborative

methods have the potential to use localized, in-node information towards global goals.

Our first move will be to verify performance, convergence and stability of learning-based

methods and implement a pilot prototype.



Chapter 4

Design and Evaluation of
Self-learning Transmission
Power Control

Following the limitations and drawbacks of deterministic Transmission Power Control (TPC)
methods discussed in Chapter 2 and tested in Chapter 3, this chapter presents our conceived smart
TPC protocol. The scope of this chapter is to investigate how machine learning may be used to
bring wireless nodes to learn the lowest possible transmission power level, maintaining the overall
network capacity to the required quality. The protocol combines reinforcement learning with
game theory, treating the nodes as independent agents and players of a common interest game at
the same time. Although the nodes do not exchange information among one another (exploiting
only own local information), the protocol is cooperative. This means that the common goal in the
network includes the support of each node by reducing the interference to its neighbours. In this
way, the nodes also gain in energy savings for a longer battery lifetime. The simulation results show
that the system converges to an equilibrium where each node transmits at the minimum power
while respecting the high packet reception ratio constraint. Consequently, the system benefits in
low energy consumption and packet delay.

This chapter is integrally based on:

M. Chincoli, A. Liotta: Self-learning Power Control in Wireless Sensor Networks, Sensors, MDPI, 2017.
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4.1 Introduction

Machine learning represents an attractive solution to reach a defined goal by learning

the dynamics of the Wireless Sensor Networks (WSNs), predicting and adapting the trans-

mission power values in different conditions. The objective is to make WSNs autonomous

without the intervention of developers and users to set the transmission power. As stated

in Chapter 2, only few contributions have applied machine learning in Transmission

Power Control (TPC), mainly in Reinforcement Learning (RL), Fuzzy Logic and Swarm

Intelligence [3].

Given the density of WSNs and the unreliability of the wireless channel, a centralized

approach would be inefficient and resource consuming, with waste of bandwidth for the

transfer of information to a central node, risk of packet loss, long packet delay and energy

consumption for the nodes involved in the routing process [127]. For this reason, we are

interested in developing a distributed TPC protocol. In such a context, the nodes have

to coordinate among each other to efficiently allocate the resources [131]. Otherwise, if

hundreds of smart objects compete for wireless spectrum, it is unimaginable for them to

employ aggressive and power-raising policies in face of channel congestion [2]. Nodes

should rather cooperate with one another, which requires them to strive for minimum

transmission power. In a cooperative approach, every node tunes its transmission power

towards a global goal (e.g., interference mitigation and energy savings by transmission

power minimization) [132].

In this chapter, we propose a smart protocol, as the result of a RL algorithm (i.e., Q-

learning) and TPC integration. The protocol is implemented in the NS3 network simulator.

We test the protocol in two scenarios: single agent and multi-agent WSNs, where one

agent is the transmitter in a point-to-point communication. For each scenario, the traffic

load and the distance between one transmitter and its receiver vary. A comparison is

performed with Homogeneous networks (HG), in which nodes transmit at one constant

power level, considering all available power levels. In each case, network performance

is evaluated in terms of Packet Reception Ratio (PRR), packet delay and energy per bit.

The comparison is meant to show the benefits of the learning protocol with respect to

choosing an arbitrary transmission power. HG is also considered the reference for the

performance of the network, indicating the transmission power levels at which the nodes

should learn to set.

This chapter shows that for different network conditions, there exists a trade-off

among the performance obtained using different transmission power levels. For instance,

we see that using high transmission power in the homogeneous network, PRR and latency

either stay constant or are only improved by a decimal factor with respect to transmitting
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at lower power levels, thus extra energy is wasted. However, using low transmission

power, in network conditions of detrimental path loss and interference, the nodes have

the counter-effect of consuming more energy and performing worse than at higher

power because of retransmissions. Through our protocol, we discover a near-optimal

equilibrium in the system that provides a balance between reliability, in the sense of

packet reception, and energy efficiency.

To summarise, we explore the principles of cooperation, distribution and machine

learning applied to WSNs. Our contributions are:

• Investigate Q-learning for TPC and analysis of the algorithm convergence
by varying the learning factors in time. Q-learning in WSNs has been used in
literature maintaining constant learning factors [77, 79, 118]. Static values would

either bring the system slowly to convergence or make the system too reactive

if the learning factor is constantly low or high respectively. In parallel, a wrong

calibration of the explorative policy influences again the speed of convergence and

the optimality of the reached value.

• RL based on a Decentralized Partially Observable Markov Decision Process
(Dec-POMDP): To the best of our knowledge, this is the first work that applies
such method to TPC in WSNs [92]. The nodes of the network learn from past

observations by memorizing only the last values of the observed parameters, by

using a Markov Decision Process (MDP). Each node is independent and relies on

its own local information. Therefore, the system is decentralized and partially

observable. To this end, the bandwidth is not spent for the exchange of information

with a central node for the purpose of handling a network protocol.

• Indirect collaboration among the devices without the exchange of informa-
tion: This is possible through the application of the common interest game in Game
Theory. The agents in RL are also the players of the game, cooperating towards a

common goal that leads to a global benefit by minimizing the transmission power.

• Design and implementation of new modules in NS3 related to TPC. New mod-
ules are generated and linked to the Physical (PHY) and Medium Access Control

(MAC) layers modules, which are already included in the NS3 open source release.

We provide more realistic and reliable results, when compared with other tools

used in the literature [100, 112–114], since NS3 offers the opportunity to analyse

many aspects involved in the wireless communications.

The remaining part of the chapter proceeds as follows: in Section 4.2, we identify

the works related to our research. Section 4.3 introduces the Q-learning algorithm, the
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approach to single-agent and multi-agent systems, the detailed implementation of Q-

learning and its integration in a TPC protocol. The simulation setup and the results are

explained in Section 4.4. Finally, the chapter ends with conclusions in Section 4.5.

4.2 Related works

In this section, our protocol is compared with the state-of-the-art works discussed in

Section 2.5.2.

We propose a TPC protocol, characterized by Dec-POMDP, based on RL. Each node has

its own local perception of the environment status, is independent, and does not require

tight synchronization with the other nodes.

To the best of our knowledge, our protocol is the first one to consider cooperation in a

multi-agent system for interference mitigation, providing connectivity in point-to-point

communications, without exchange of information. The nodes cooperate indirectly to

satisfy a common goal, equivalent to the same Quality of Service (QoS) requirements.

Cooperation is possible thanks to a theoretical game approach with the rules taken into

consideration in the reward calculations. In literature, Liang et al. use the collaboration

for the routing protocol, focusing on the exchange of packets for the routing path deci-

sion [104]. Instead in the method of Lin et al., the nodes individually solve the MDP and

exchange their local returns in the network, in order to decide themost efficient transmis-

sion power and routing path [102]. However, the work does not take into consideration

simultaneous end-to-end communications, thus interference.

Unlike other related works, we test our protocol in a detailed, modular simulator

and in real nodes. We analyse the convergence procedure in Q-learning by varying the

factors of exploration and learning in time, as recommended in theory [65]. In all research

literature using Q-learning, the parameters are set to a constant value. The results in each

method are generally a comparison between optimal and suboptimal solutions (using

the approximation method), or between the network performance using the specific

method and constant transmission power. The problem formulation, the model of the

environment, the goal of the system and the evaluated performance are different for

every work. For this reason, the various methods presented in the literature have not

been compared against each other.



4.3 Method 57

4.3 Method

We adopt Q-learning for TPC (QL-TPC), where the agent is the transmitter of a point-to-

point communication and the environment is the wireless channel. The WSN is modelled

as an MDP, single agent system, when there is only one transmitter in the network, and

as Dec-POMDP, multi-agent system when there are more transmitters.

4.3.1 Q-learning for single-agent systems

MDP problems can be solved through 3 methodologies: Dynamic Programming (DP),

Monte Carlo (MC) and Temporal Difference (TD) [65]. We have selected the TD solution

because it does not need amodel of the environment (contrary to dynamic programming)

and it is completely incremental, unlike Monte Carlo methods. TD methods provide

returns online, at every step, while the value function is estimated using past learned

estimates. They are distinguished in off-policy and on-policy. The difference resides in the

dependency to a policy. In particular, although the off-policy methods are independent

from the policy selected, the value function approximates to the optimum. Instead, on-

policy methods are influenced by the policy chosen. We employ Q-learning, a well-known

off-policy TD algorithm, which is integrated in a TPC protocol. The action-value function

is renamed as Q-value,Q, and defined as follows:

Qk+1(sk, ak) = (1− αk(sk, ak)) ·Qk(sk, ak)+

αk(sk, ak) · [rk+1 + γ ·maxa Qk(sk+1, a)],
(4.1)

where αk ∈ [0, 1] is the learning factor at the k-th episode and γ ∈ [0, 1] is the discount

factor. α indicates the weight that the system gives to new rewards by updating the

long-term Q-value. γ dims the contribution of the expected maximum Q-value in the

new state. Q-learning is a lightweight algorithm that, in the single agent system, provides

the convergence of the estimated action-value to the approximated optimal value with

probability 1, considering the following assumptions [65]:

∞∑
k=1

αk =∞ (4.2)

∞∑
k=1

α2
k <∞ (4.3)
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In addition to the assumptions in Equations (4.2) and (4.3), the system reaches con-

vergence if all the actions are continuously explored [65].

4.3.2 Q-learning for multiple-agent systems

When the system is composed by multiple agents, we adopt a Dec-POMDP model. Each

agent is independent and interacts with a common environment, as depicted in Figure

4.1. Having independent learners, the complexity of the algorithm is proportional to

the number of states and actions. Otherwise, learning in a fully joint state-action space,

the agents need the knowledge of other agents’ decisions (i.e., actions or actions and

rewards per transmitted packet) and keep track of action values for each one. If the shared

information involves both actions and rewards, the complexity increases as c ∼ ns ·n
nag
a ,

where ns is the number of states, na the number of actions and nag the number of agents

[133].

The system follows the principles of game theory, such as the agents are players of a

game (i.e., a mathematical model) that obtain a payoff by taking simultaneous actions

[134]. The payoff is dependent to the target of the players. If they aim at improving only

their own performance, the game is called competitive. Otherwise, if they gain a positive

reward by helping each other, the game is cooperative. Moreover, if the players share

the same target, they play a common interest game. In our model, the sensor nodes

play a cooperative, common interest game, since the target includes transmission power

reduction for interference mitigation and energy savings. At the same time, the nodes

address the maximization of the PRR, over a window of N packets. At the end of a

game, the system reaches an equilibrium, such as a combination of actions per player.

The equilibrium is reached after an exploration phase, where the agents try different

actions and get a reward from the environment. Therefore, the payoff of one agent is

influenced by the decision of every component of the system. The optimal equilibrium is

achievable if one agent knows exactly the actions and rewards of the other ones, while

taking an action itself. This is not practicable in WSNs, due to an excessive increase in the

complexity and memory requirements of the system, which would require continuous,

instantaneous transfer of information via wireless communications. In Dec-POMDP, the

grade of complexity to find the optimal solution is NEXP-complete, which means that

the solution is provably not achievable [92].

Figure 4.1 illustrates the interaction of N agents with a common environment. Each

agent i has a separate counter ki per episode, with 1 ≤ i ≤ N , as well as its own 3-

tuple parameters: state siki
, action aiki

and reward riki
. The action aiki

influences the

environment in conjunction with the simultaneous actions ajkj
of the other agents j,
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Figure 4.1 Multi-agent Reinforcement Learning schema

with 1 ≤ j ≤ i− 1 and i+1 ≤ j ≤ N . The union of these actions forms the joint action

ak. Among the actions a
j
kj
, one agent can be inactive and does not trigger its own cycle

for Q-value updates. At the end of the episode ki, the environment reveals the new state

siki+1 and reward r
i
ki+1 to the agent i.

4.3.3 Q-learning Transmission Power Control (QL-TPC)

In this section, we describe the proposed protocol QL-TPC,where theQ-learning algorithm

is integrated with TPC.

MDP parameters definition

In our system, the episodes are the transmission ofN packets in a windowW . Therefore,

the state–action–state transition and reward acquirement happen after eachk-thwindow.

During one window, the same action is taken. The actions are chosen following the ϵ-

greedy strategy, based on the exploration factor ϵ ∈ [0, 1]. If ϵ ≫ 0, the actions are

taken randomly (a ∈ U(amin, amax)) with high probability, in order to learn how the

environment reacts to different available decisions. Otherwise, when ϵ≪ 1, the system

exploits the knowledge acquired by selecting the actions that have given the maximum

action-values. More specifically, the actions are chosen by comparing a random value

x ∈ U [0, 1] with the parameter ϵ, which can vary in time:
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a =

U(amin, amax) if x ≤ ϵ

argmaxa Qk(sk, a) if x > ϵ

The actions represent the available transmission power levels: ak = ptx,k. The state

is a combination of rounded averaged retransmissions and Clear Channel Assessment

(CCA) attempts, overW . The state describes the status of a link, providing an evaluation

of interference at both the transmitter (i.e., CCA) and receiver sides (i.e., retransmissions).

The state is expressed as:

sk = ∥retrk∥+ ∥ccak∥ · (nretr + 1), (4.4)

where nretr is the maximum number of retransmissions, retrk and ccak are the averaged

number of retransmissions and CCA attempts, at the k-th episode, respectively. Each

retransmission is attempted for a number of maximum CCA, nCCA, which is reset after

the packet is sent. Therefore, the total maximum CCA for one packet transmission is

ntot
CCA = nCCA · (nretr+1). The rewards are defined as a combination of PRR, quantized

linearly over amprr-level scale, and nptx power levels; higher reward suggests higher

PRR and lower power level, whereas lower reward suggests lower PRR and higher power

level. The calculation of the reward is given by:

rk = ∆ · [(prrqk − 1) · nptx + (nptx − ptx,k)−
mr

2
], (4.5)

where∆ is the quantization step size factor between two consecutive quantization levels.

prrqk and ptx,k are the quantized PRR and power levels at the k-th window of transmitted

packets. mr is the number of quantization levels of the reward and is expressed as

mr = mprr · nptx, withmprr the number of quantized PRR levels.

The nodes generate a Q-matrix that contains the Q-values of state-action combina-

tions, where the states and actions are the rows and columns of the matrix, respectively.

The Q-values are initialized with null values. The transmission power is initialized with

the minimum value.

Software architecture and flow chart

The TPC protocol, depicted in the software architecture in Figure 4.2 and flow chart in

Figure 4.3, is implemented in 3 blocks: the IEEE 802.15.4 PHY and MAC layers, Database
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Figure 4.2 Software architecture.

Figure 4.3 Flowchart.

Manager (DBM) and QL-TPC. The former and the latter communicate with the DBM

for gathering, saving and sharing data.

The MAC layer from the standard is customized to interact with the two newmodules,

DBM and QL-TPC. Looking at Figure 4.2, the 802.15.4 MAC module indicates to DBM the

data to convert into the state and reward for the algorithm through the Transmission

Power Management Entity (TPME), using the TPME_WRITE.indication message.

However, it requires from DBM the transmit power to set for the next transmission via

TPME_READ.request. DBM provides the power level in the TPME_READ.confirm message,

that is then forwarded to the 802.15.4 PHY module by a PD_DATA.request message.

TheQ-learning algorithmand ϵ-greedy strategy are implemented in QL-TPC, therefore

the updated Q-values and the action strategy to pursue (i.e., random or maximum) are



62 Design and Evaluation of Self-learning Transmission Power Control

indicated through the Q-value Management Entity (QME), via the QME_WRITE.indication

message to DBM. QL-TPC requests from DBM new state–action–reward triplet, when

available, in order to update the Q-values, by sending QME_READ.request. Then, the

reply is contained in a QME_READ.confirm message. DBM handles a database (DB) that

saves the information obtained by the MAC and QL-TPC modules (i.e., an array of values

containing the old and new Q-states, action taken and reward obtained; the Q-matrix;

and the flag to indicate the action strategy) [4].

The IEEE 802.15.4 MAC and PHY models and QL-TPC are two blocks of processes that

run independently. Their cycle of operations are detailed in the flowchart of Figure 4.3.

The MAC and PHY block starts when the transmitter has a packet in the queue ready for

sending. In the case of the first packet to be sent, a random action is selected and the

state at the initial iteration is the lowest (s0 = 0). When a node has buffered a packet

for transmission, it accesses the medium through Carrier Sense Multiple Access with

Collision Avoidance (CSMA/CA) up to a standardmaximumnCCA. If the CCA is successful,

the packet is transmitted and an Acknowledgement (ACK) is expected. If the ACK is not

received, a copy of the packet is retransmitted, repeating for a maximum of nretr times.

If the nCCA or nretr are exceeded, the packet is dropped. The same transmission power

is used forN consecutive packets, whereas the CCA and retransmissions are recursively

averaged and rounded to the closest integer. After the transmission of theN -th packet,

the reward rk+1 is calculated, as well as the CCA and retransmission values are associated

to a state sk+1 in DBM. sk+1, rk+1 and sk are inserted in one entry of the Packet Reception

History (PRH) table in DBM, which is required by QL-TPC to update the Q-values. At this

point, DBM checks a flag that indicates whether to select a random action or to exploit

the action with the maximum Q-value. Such action is used for the transmission of the

followingN packets, setting the same power. The MAC layer communicates the chosen

power level to the PHY level that is set for future transmissions. The QL-TPC process

starts with the initialization of theQ0(s, a) values to 0. Afterwards, the process waits

for indications by DBM whether the PRH table is not empty. In that case, QL-TPC reads

the values in the first entry of the table, updates the variables α(k) and ϵ(k) to referred

values, and calculates the new value forQk(s, a). Subsequently, the ϵ-greedy strategy

is used to decide the action for the next round of transmissions. Both processes are

repeated for the entire simulation time.



4.4 NS3 based simulations 63

4.4 NS3 based simulations

4.4.1 Setup

Our TPC protocol is implemented in the Network Simulator NS3, a modification of release

ns3.23 (https://www.nsnam.org/ns-3-23/), considering different scenarios. We set up a

WSN with a variable number of cells structured in a Manhattan grid topology (Figure 4.4).

A cell of the grid contains two nodes, distributed horizontally, where the transmitter is the

left node at a distance d from the receiver. The distance between the cells,D, is referred to

as the distance between the transmitters of the node couples. The transmitter generates

a stream of packets with Poisson distribution and variable inter-arrival time µ. The size

of the packets’ payload is constant and equal to 50 bytes, over the maximum payload of

123 bytes allowed in the standard 802.15.4 [27]. A summary of all the parameters involved

in the setup are listed in Table 4.1 with their related values.

TX1 RX1

d

(a)

TX1 RX1

D

TX2 RX2

TX3 RX3 TX4 RX4

D

d d

d d

(b)

Figure 4.4 WSNs with Manhattan grid topology: (a) single agent—one wireless communication
without interference; and (b) multi-agent—four interfering pairs.

The devices are modelled as nodes of a low range wireless personal area network,

using the 802.15.4 standard for PHY and MAC communication layers, and the 2.4 GHz

Industrial, Scientific and Medical (ISM) unlicensed bandwidth over 16 channels of 2 MHz

each. Channel 26 is used in this work. The interconnection architecture is modelled up

to the MAC layer, so the communications are point-to-point. The MAC layer is modified

in order to interact with QL-TPC and DBM. The environment is modelled with the site-

general of ITU-R P.1238-7 for propagation loss in a building [135], and Nakagami for fast

fading model [130]. The packets at reception are either accepted or discarded, depending

on the implemented error model. In the latter, the Packet Error Rate (PER) is provided
through the calculation of the Bit Error Rate (BER) as per the 802.15.4 standard [27]. The

https://www.nsnam.org/ns-3-23/
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Parameter Symbol Value

Frequency channel f 26

Distance of consecutive pair transmitters D 2 m

Distance transmitter-receiver d 2–4 m

Packets’ payload size payload 50 bytes

Inter-arrival time µ 25,50,75,100 ms

Number of packets in a window N 10

Number of transmission power levels nptx 20

Minimum transmission power Ptx,min −35 dBm
Maximum transmission power Ptx,max 10 dBm

Number of states ns 68

Reward quantization step size factor ∆ 5

Number of reward quantization levels mr 400

Number of PRR quantization levels mprr 20

Number of maximum retransmissions nretr 3

Number of maximum CCA attempts nCCA 4

Number of simulation runs R 10

Table 4.1 Parameters and settings used in the simulator.

BER is dependent to the Signal-to-Interference-plus-Noise Ratio (SINR):

BER =
8

15
· 1
16
·

16∑
k=2

−1k
(
16

k

)
e20·SINR·( 1

k−1)
(4.6)

PER = 1− (1−BER)nbits , (4.7)

where nbits is the number of bits received. A packet is dropped if the PER is lower
than a random value uniformly distributed between 0 and 1. The SINR is calculated
as the ratio of the received signal power and the sum of noise and interference. Both

the elements are known to the physical model. The former is calculated based on the

transmission power, the attenuation and the fadingmodel, applied to the signal. Similarly,

the interference is calculated as the sum of the interfering signals’ power at the reception.

Each interfering signal belongs to separate links, where the fading factor is random,

following the Nakagami distribution, and the attenuation factor depends on the distance

between the receiver and the interferer. Instead the noise is the Additive White Gaussian

Noise (AWGN), whose power is equal to kB · 290, as per the thermal noise. The PHY layer
is responsible for the management of the radio activity. It decides whether to switch on

the radio for either transmission or reception, or to switch off the radio and keep it idle.

Depending on the status of the radio, the device supplies different currents, and thus
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consumes dissimilar energies. The energy is calculated asE = V · i(rs) · T , where i(rs)
is the current used during a period T in a certain radio status rs, and V is the supply

voltage. The possible statuses are: TX_ON and RX_ON, if either the transmitter or the

receiver are turned on; SWITCH, as a transientmode, when the radio is switching between

TX_ON and RX_ON. The radio is constantly in the receiving mode, RX_ON, and switches

in the transmitting mode, TX_ON, only when there are pending messages to be sent. The

finite state machine of the energy model is shown in Figure 4.5. The specifications for

the supply voltage and current at each radio status are referred to the AT86RF233 low

power transceiver [136] and listed in Table 4.2. The current in the transmission mode,

itx(ptx), follows a linear current model taking the transmission power as an argument:

itx(ptx) =
ptx
V · η

, (4.8)

where η is the efficiency of the amplifier that is adapted to obtain the same referred

value for the power equal to 0 dBm, as in [136]. Therefore, η is equal to 2.8%. The supply

voltage is equal to 3 V.

The WSN is analysed in two different cases: HG and QL-TPC. In both cases, the trans-

mission power for the ACKs is selected at random, uniformly distributed among the

available power levels, at the beginning of one simulation and kept constant.

ΤΧ ΟΝ RΧ_ΟΝ

SWITCH

packet for

transmission

empty

queue

packet for

transmission

Figure 4.5 Finite state machine of the energy model.

Radio status Parameter Value

TX_ON itx 11.8 mA @ 0 dBm

RX_ON irx 11.8 mA

SWITCH iswitch 6 mA

Table 4.2 Current specification of the AT86RF233 transceiver per radio status.
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In the HG case, all nodes use the same amount of transmission power, among the

20 available levels. The lowest and the highest transmission powers are equal to −35
dBm and 10 dBm. For each power level, the performance parameters are averaged by

R = 10 runs of one simulation. Each run uses different sub-stream of pseudo-random

numbers, within the whole stream generated by one seed in NS3. The random variables

are: power level selection for ACKs, packet generation time, fading per link and packet

drop. In the QL-TPC case, all the nodes run the Q-learning algorithm. Each node obtains

one value per parameter related to one power level. Such power level is obtained for a

specific node, during the testing phase, by a weighted average of the transmission power

used for all theR simulation runs. Therefore, the average transmission power in dBm by

one node is calculated as follows:

P̄tx =

∑R
r=1

∑nptx

l=1 prtx,l · nr
l∑R

r=1

∑nptx

l=1 nr
l

, (4.9)

where prtx,l is the transmission power in dBm, corresponding to the l-th power level and

r-th simulation repetition, andnr
l is the number of occurrences of p

r
tx,l usage. In this case,

there are twomore random variables to consider: ϵ-greedy strategy and power level in the

exploration phase. The performance is analysed through three parameters: PRR, latency

and energy per bit. PRR is a ratio between the acknowledged and generated packets over a

window ofN = 10 packets; the latency is the time difference between the generation and

the acknowledgement of a packet; the last term is the energy consumed per transmitted

bits. The simulations are divided into seven periods of 600 s and one of 1800 s, as shown

in Table 4.3. The simulation time is divided in three phases: learning, convergence and

testing. In the learning phase, we split the time into four periods of 600 s each. The

learning factor is kept high, so that the system learns rapidly the impact of the actions

Phase ϵ α γ Time (s)

Learning

1 0.9 0.8 t < 600
0.7 0.9 0.8 600 ≤ t < 1200
0.3 0.9 0.8 1200 ≤ t < 1800
0.1 0.9 0.8 1800 ≤ t < 2400

Convergence

0.1 0.1 0.8 2400 ≤ t < 3000
0.1 0.01 0.8 3000 ≤ t < 3600
0.1 0.001 0.8 3600 ≤ t < 4200

Testing 0 0.0001 0.8 4200 ≤ t ≤ 6000

Table 4.3 Scheduling of α, ϵ and γ over time.
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on the environment. The system switches from a purely exploratory approach to the

exploitative one, with a lowmargin of exploration. The drawback is that the Q-values may

oscillate over a broad range of values. Hence, in the convergence phase, over three equal

periods of 600 s, the system keeps learning at a decreasing slow rate, while exploiting the

learnt data. In this way, the agents slowly converge to the Q-value of one action, reducing

the variance of the oscillations. Finally, in the remaining 1800 s, the system is tested and

evaluated. At this point, the nodes have their final Q-matrix, where for each Q-state, the

transmission power level with the maximum Q-value is associated. The combination of ϵ

and α for the different periods and their duration is chosen based on our study, where

the effect of different values has been evaluated on the convergence of the Q-value. We

select the combination that brings the system to converge with small variance of the

selected actions per simulation run, following the aforementioned procedure.

4.4.2 Results

QL-TPC is studied first in a scenario without interference, where there is only one trans-

mitter and one receiver, in the network of Figure 4.4a, and then in a cross-interfered

network among eight nodes (four transmitters and four receivers), as per Figure 4.4b. The

former scenario is the equivalent of a system with one single agent in a Nakagami fading

environment. Instead, the latter is a multi-agent system in a more complex environment,

influenced by the interference of different agents. The results in QL-TPC are compared

with HG, where the transmission power is constant for each node.

Single agent WSN

The agent is found only in Q-state equal to zero that expresses the condition with null

retransmissions and CCA reattempts. During this state, Figure 4.6 shows the normalized

Q-value convergence of the transmitter at 2 m distance from the receiver for the four

lowest transmission power levels, using an inter-arrival time of 25 ms. The separation

among the power levels is fixed and represents the upper-bounds for each level. Such

separation is the outcome of the reward function, linearly decreasing as the power level

increases, as per Equation (4.5). The prevailing transmit power is the lowest, equal to

−35 dBm.



68 Design and Evaluation of Self-learning Transmission Power Control

0 1000 2000 3000 4000 5000 6000
time (s)

0.996

0.997

0.998

0.999

1

Q
-v

al
ue

-35 dBm
-32 dBm
-30 dBm
-28 dBm

Figure 4.6 Normalized Q-value of the single agent in a network of 2 nodes (2m node distance) and

average inter-arrival time of 25 ms, where the trend is focused on the lowest transmission power

levels.

In Figures 4.7 and 4.8, we analyse the PRR, latency and energy consumption per bit

of the WSN in two different conditions, where d is equal to 2 m and 4 m, respectively,

changing the average inter-arrival time value, µ, of the Poisson distribution for the traffic

generation. Each curve of the homogeneous case shows the global performance, as the av-

erage among all the nodes. The results of the QL-TPC case are plotted with marks, where

one mark represents the value of the transmitter’s performance parameter, correspond-

ing to the average transmission power used as per Equation (4.9). The simulations run for

500 s in the case of HG and 6000 s in the other case of QL-TPC, as stated in Table 4.3. When

d is set to 2, the average PRR is 100% in HG, independently of µ and transmission power

used, since there is no interference and the receiver is in the communication range of the

transmitter, regardless of power. In this simplest case, the QL-TPC is also able to obtain

100% of PRR, choosing the lowest average transmission power equal to−35 dBm. When
the average inter-arrival time is set to 25 ms, the selected transmission power is slightly

higher at −34.40 dBm. Although the average PRR is constant for all the transmission
power levels, the average latency in Figure 4.7a decreases when the transmission power

changes from −35 dBm to −25 dBm with constant value of µ. Moreover, the average

latency raises at a fixed transmission power level and at increasing inter-arrival times.

This is due to the higher average waiting time of the packets in the queue. The latency

obtained by the agent using QL-TPC is better than in the homogeneous case for the

selected transmission power by a factor that varies between 0.1 and 0.2 ms. Nevertheless,

the latency in QL-TPC is higher than the minimum latency of the homogeneous network.

For the purpose of our protocol, it is not relevant because the focus is only on the maxi-

mization of PRR. The third parameter that we analyse is the energy per bit (Figure 4.7b).

The node consumes less energy if the transmitter uses the lowest power level.
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Figure 4.7 Performance of aWSNwith 2 nodes during the testing period (2mnode distance): Average

latency (a); Energy consumption per bit (b)
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Figure 4.8 Performance of aWSNwith 2 nodes during the testing period (4mnode distance): Average

PRR (a); Average latency (b); Energy consumption per bit (c)
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Indeed, the current used by a device is proportional to the transmission power, as per

Equation 4.8. The values of energy per bit in QL-TPC at the selected transmission power

levels correspond to theminimum values in the homogeneous case. Therefore, the device

learns to save energy using QL-TPC. When the distance d doubles, the performance in HG

worsens at the lowest transmission power levels. The attenuation is higher and more bit

errors occur. Indeed, PRR varies from 84% to 100%, increasing the transmission power

from−35 dBm to−27 dBm, respectively. In the same range of power, the average latency
is higher and reaches the plateau at−15 dBm for the minimum values, instead of−23
dBmwhen d = 2m. The energy per bit is lower for values of transmission power between

−35 dBm and−17 dBm.

In such a situation (d = 4m), the conditions are changed and we test the protocol as

before. The node learns to use an average transmission power of around−31 dBm with a

standard deviation between 0.04 and 0.2 among different values of µ. The environment

is found in states 0 and 5. Both PRR and latency are improved with respect to the homo-

geneous network at the same power, as depicted in Figures 4.8a,b. The PRR for all the

inter-arrival time values in QL-TPC is around 99.9% compared to values around 99.6% in

HG. The latency is decreased by 1 ms to 5.5± 0.2ms, when µ is equal to 25 ms, and by 0.7

ms to 5.2± 0.3ms, when µ is equal to 100 ms. The energy per bit values intercept the

curve of the homogeneous case. The values are 8.65, 6.44, 4.23 and 2.03 µJoule/bit, using

the inter-arrival time from 100 ms to 25 ms, respectively, where the standard deviation is

in the order of 10−5
.

Multi-agent WSN

The multi-agent WSN is composed of four node pairs distributed in a Manhattan grid

topology (Figure 4.4b). The transmitters of each couple represent the agents of the QL-

TPC protocol. Each agent observes a dynamic environment that is furthermore modified

by the action of other agents. One action is a transmission that enables communication

between two nodes but also creates interference with other nodes.

In Figure 4.9, the outcome of the Q-learning process is illustrated. The distance d for

each couple is equal to 2 m. Figure 4.9b presents the probability that the environment is

in a certain state during a simulation, when the inter-arrival time µ is equal to 25 ms. The

most likely state is Q-state 4 that is further evaluated in Figure 4.9a for TX1, as illustrated

in Figure 4.4b. The Q-value is showed, marking the separation of the trend among the

phases of learning, convergence and testing, as detailed in Table 4.3. During the learning

phase, the Q-value is in a transient period that starts with a rise and then continues with

an oscillation. The agent explores the effect of every action on the environment using

a high learning factor. Therefore, the choice of each action provides different variance



4.4 NS3 based simulations 71

0 1000 2000 3000 4000 5000 6000

time (s)

0.85

0.9

0.95

1

Q
-v

a
lu

e

Learning Convergence Testing

(a) (b)

Figure 4.9 Q-value of the transmitter TX1 in the multi-agent system, while residing in the Q-state

equal to 4 (a). The probability of residing in all Q-states is shown in (b).

of the oscillations. The oscillations are reduced in the next phase of convergence, since

the learning factor is lowered. In addition, the exploitation of the best action is more

frequent than the explorations. Indeed, the predominant contribution is marked and the

wider oscillations are due to the small margin of exploration. In this phase, the curve

converges to the maximum Q-value obtained by one action. The selected transmission

power is equal to−32 dBm and is then used during the whole period of the testing phase.
In the latter phase, the network performance is evaluated. Similarly, other transmission

power levels are selected for other states, as shown in Figure 4.9b.

Figures 4.10 and 4.11 depict the results when d is equal to 2m and 4m, respectively. As

expected, the performance generally deteriorates compared to the single agent system.

This happens especially when µ is equal to 25 ms. Indeed, considering the homogeneous

case in Figure 4.10a, the PRR for every power level drops to around 98%. However, in

Figure 4.10b, the latency is higher, starting with 11.2 ms using the lowest transmission

power level and stabilizing to around 10.3 ms.

Raising the distance between the nodes, the performance worsens, since the signal

strength in SINR decreases and the bit error rate increases. Figure 4.11 reveals the
decay of the performance in the homogeneous network at the lowest power levels. The

combination of the attenuation and interference brings the PRR to drop and the latency

to boost, while using low transmission power, between−35 and−25 dBm. For instance,
the PRR drops by 31% and 40% in the case of the transmission power set to−35 dBm
and the lowest inter-arrival time, comparing Figures 4.8a and 4.10a, respectively, with

Figure 4.11a. For the same case, in Figure 4.11b, the latency has a pick of 16 s. This is due

to the higher packet generation rate with respect to the packet transmission rate, such
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Figure 4.10 Performance inWSNwith 8 nodes during the testing period (2m node distance): Average

PRR (a); Average latency (b); Energy consumption per bit (c)

as the average retransmissions and CCA attempts are increased to 1.5 packets and the

average queue occupancy to 631 packets.

The aforementioned scenarios present different environmental conditions than in

the previous section. Figures 4.10 and 4.11 show how QL-TPC performs by adapting the

agents decision to different environment. The marks per inter-arrival time are four

and correspond to the average value of each transmitter per performance parameter,

at the selected average transmission power. The values of PRR, latency and energy per

bit obtained with QL-TPC are similar to the homogeneous network ones per selected

transmission power. Increasing the distance d to 4 m, QL-TPC achieves transmission

powers shifted towards higher levels, preventing low SINR. In Figure 4.11a, when µ = 25

ms, PRR is around 96.5%, higher than the requirement of 95%, between power levels

−25.9 and−23.9 dBm. Such PRR value is similar to the value of HG at the same power
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Figure 4.11 Performance inWSNwith 8 nodes during the testing period (4m node distance): Average

PRR (a); Average latency (b); Energy consumption per bit (c)

level and lower than the maximum 97.17% at 7 dBm. In Figure 4.11b, the average latency

among the transmitters is 13.13 ms compared to the minimum latency in HG that is equal

to 11.83 ms at 7 dBm. The energy per bit is 2.03 µJoule/bit against the minimum 1.93

at−33 dBm and the maximum 4.28 at 10 dBm. In general, the results show that using

QL-TPC, the PRR is always within the constraint range 95–100%. Comparing our protocol

with the optimal PRR (maximum) and latency (minimum) in HG, at the same inter-arrival

time, the PRR values are 0.1–0.7% lower and the latency is higher, up to the 14%. However,

the optimal network performance is obtained at higher transmission power levels than

the ones selected by QL-TPC, the energy per bit is reduced in QL-TPC by 19.22–52.57% of

the maximum value in HG at high power values. At the same time, the energy per bit in

QL-TPC is higher than the minimum value in the homogeneous case by 0.35–5.18%, but
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Figure 4.12 Power standard deviation in a WSN with 8 nodes

achieved at lower transmission power levels, where PRR and latency deteriorate. Our

protocol achieves a trade-off between network performance and energy consumption.

The transmissionpower selected byQL-TPC is calculated as per Equation (4.9), an average

that considers each contribution per Q-state and simulation re-run. The standard deviation

of the transmission power is shown in Figure 4.12 for cases of d equal to 2 m and 4 m. It is

averaged among the values of the 4 transmitters and its standard deviation is delimited by

interval bars. The highest values are in the intervals 2.4± 0.1 dBm (d = 2m) and 2.1± 0.4

dBm (d = 4m), in the harshest conditions, when the interference is maximum. Otherwise,

in the other conditions, the standard deviation is less than 1.4 dBm.

Energy consumption analysis

The energy consumption is directly related to the power and time used by a device while

performing specific tasks. Our model excludes sleeping techniques, thus, when the queue

for packets is empty, the receiver is kept on. Indeed, the energy is mostly consumed in

reception mode, and overall varies based on the power intensity and duration of the

transmissions.

The transmission duration is influenced by the rate of packet generation and retrans-

missions as a consequence of attenuation, fading and interference. In this section, we

provide the details of the average energy consumption in the homogeneous network

with eight nodes. Figure 4.13 shows the energy consumption only in the transmission

mode, while Figure 4.14 illustrates the total energy consumption in all the modes (i.e.,

transmission, switch and reception). Looking at Figure 4.13a, where d = 2, the energy

consumed by the nodes in the transmission mode has a monotone increasing trend.

Instead, in Figure 4.13b, where d = 4, the energy consumption has a convex shape.
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Figure 4.13 Transmit energy consumption, zooming on the lower values, of the homogeneous

network with 8 nodes and tx-rx distance equal to 2 meters (a) and 4 meters (b)
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Figure 4.14 Total energy consumption of the homogeneous network with 8 nodes and tx-rx distance

equal to 2 meters (a) and 4 meters (b)

In the latter case, the energy in transmission mode, using the power between−35
dBm and−27 dBm, is higher than in the case where d = 2, because more retransmissions

are needed to successfully deliver the packets, given the increased attenuation in the

link (i.e., higher BER). However, in the same range of transmission power levels, the total
energy is lower, as per Figures 4.14a and 4.14b. It is explained by the fact that spending

more time in transmission mode, in a constant period of observation, is beneficial for the

total energy consumption, when the transmit power is lower than 0 dBm. In the latter

case, the current draw is higher at reception than transmission. Moreover, the node is at

reception mode by default, if the buffer of packets to transmit is empty. For the same

reason, in Figure 4.14, the total energy consumption, up to 0 dBm, has the lowest trend
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when the inter-arrival rate µ = 25ms, and increases as µ raises. The trend is reversed

after 0 dBm.

4.5 Conclusions

We have proposed a protocol that controls the effects that transmission power has on

wireless sensor communications. The environment is formulated for the first time in

WSNs as a Decentralized Partially Observable Markov Decision Process (Dec-POMDP),

which is solved by an online reinforcement learning algorithm. Such formulation is

realistic for a wireless network with a distributed architecture and composed by multiple

nodes. Each node exploits its own local information of the environment in the algorithm.

Such information is not transferred to other nodes, thus we avoid overheads in the

network.

The nodes are independent learners by observing the environment during packet

transmissions, and players of a common interest theoretical game. The node cooperation

is beneficial to the global network in terms of power reduction, such as to minimize the

interference and prolong their battery lifetime.

Our TPC protocol is compared to the case of constant transmission power (i.e., homo-

geneous network). The results show that the system is adaptive to different scenarios,

varying the interference and path loss, in a dynamic environment. The PRR is always

higher than 95%, satisfying the requirement range 95%− 100%. The packet delay differ-

ence between the TPC protocol and the minimum value in the homogeneous case is lower

than 14%. The maximum energy saving is 52.57% with respect to the homogeneous

case.



Chapter 5

Experimental Evaluation of
Transmission Power Control

This chapter provides an experimental evaluation of the protocols introduced in Chapters 3
and 4. We firstly present the experiments conducted with Jennic 5168 nodes to test the reactive
Transmission Power Control (TPC) protocol, Adaptive and Robust Topology control (ART), compared
to the homogeneous network, setting themaximumpower. Then, we describe the test-bed developed
for gathering and analysing the data fromWireless Sensor Networks (WSNs) in a controlled and
reliable manner. In the test-bed, we have tested Q-learning for TPC (QL-TPC), presented in Chapter
4, in different scenarios. QL-TPC is implemented in both Contiki OS and Atmel Studio, for real
world sensor devices, TelosB and Atmel Zigbit, respectively. Our TPC protocol is tested both in
an environment with human activity and WiFi interference, and in a shielded area. We show the
results, focusing on the aspect of convergence, scalability, reliability and energy efficiency. The
design of our protocol takes into consideration the industrial application, aiming at putting in
practice the concept of autonomic networks. We show that our protocol is lightweight and suitable
for constrained devices having limited memory, processing and energy capabilities.

This chapter is partially based on:

1) M. Chincoli, C. Bacchiani, A. A. Syed, G. Exarchakos, A. Liotta: Interference Mitigation through Adaptive

Power Control in Wireless Sensor Networks, IEEE Systems, Man, and Cybernetics (SMC), 2015.

2) M. Chincoli, A. Liotta: Self-learning Power Control in Wireless Sensor Networks, Sensors, MDPI, 2018.
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5.1 Introduction

The protocols presented in this dissertation have been tested through simulations in

the previous chapters. Simulations are used to investigate a broader range of scenarios

and achieve higher flexibility and repeatability, while having more control over the

network behaviour. The simulation models are an idealization and abstraction of the

real world systems. The grade of separation between the model and the actual system

depends on the theoretical hypothesis and on the empirical studies that have shaped the

models, simplifying assumptions and approximations. While simulations allow for fast

assessment and validation of algorithms in a theoretical manner, real-experimentations

provide the means for practical implementation and test. Both assessments are required

to provide a complete solution towards prototyping.

Chapters 3 and 4 have been dedicated to simulations, in this one we focus on the

application of the presented algorithms into real environments. The experiments are

tested with three different embedded and operative systems. One system is formed by

Jennic 5168 devices, manufactured by NXP Semiconductors [137], specifically four end

nodes and one coordinator. The nodes are coded in JenOS, owned by the same company.

The second system consists of one pair of TelosB nodes [138], programmed in Contiki OS.

The third system includes Atmel ZigBit sensor nodes [139], distributed in a grid topology of

variable pair of nodes (i.e., between one to eight pairs). The latter two systems run within

the test-bed that we have developed at Eindhoven University of Technology (TU/e). The

test-bed is a ready-to-use, cabled platform to monitor and test real world systems, both

locally and remotely. A cabled network is more reliable than wireless communications,

thus the test-bed helps the researchers to investigate and understand the dynamics and

the unpredictable behaviour of the wireless environment. We have used three different

sensor nodes based on our resources and requirements needed for the type of experiment

we wanted to run. The first experimental work succeeded existing research done by a

student at NXP, using already JN5168. For this reason we have continued the experiments

with the same sensor nodes. JN5168, part of the JN516x family, is manufactured by NXP

Semiconductors. This version has the largest memory, with 256 kB Flash and 32 kB RAM.

In our setup, we use the low-power module, which has a receiver sensitivity of−95 dBm
and four available power levels, equal to 0, −9, −20 and −32 dBm. The focus of the
research is on the analysis of Adaptive and Robust Topology control (ART) in comparison

to the case of homogeneous maximum transmission power.

For logistical reasons, we have continued our studies with TelosB nodes, to evaluate

Q-learning for Transmission Power Control (QL-TPC). TelosB nodes have been also used

to validate the test-bed. Finally, we required more robust radio transceiver devices with
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Wireless Sensor Network

...

...

Monitoring Network

Ethernet

Central Server

USB

Figure 5.1 Test-bed overview.

higher number of transmission power levels to test further QL-TPC. To this end, the choice

fell on Atmel ZigBit nodes, which provide lower energy consumption, better sensitivity

and Medium Access Control (MAC) hardware accelerator (i.e., automated acknowledge-

ment, CSMA-CA and retransmission, automatic address filtering and automated frame

check sequence).

We report a detailed comparison of Jennic 5168, TelosB and ZigBit in Table 5.1.

5.2 GravelNet test-bed

GravelNet is the Wireless Sensor Network (WSN) test-bed that we have developed at

TU/e, in the Flux building of the Electrical Engineering faculty [140]. The test-bed is a

medium scale (100-200 nodes), flexible monitoring system that allows researchers to

test applications, techniques and protocols for WSNs, through the support of embedded

systems, in a controlled and reliable manner. An overview of the test-bed is shown in

Figure 5.1. The sensor nodes of the WSN are physically connected (i.e., via USB) to a

non-invasive monitoring platform, which does not affect the radio communications. The
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data produced by the nodes is uploaded via the monitoring platform to a central server

for analysis and storage into a database. Visualization properties can be provided to show

data and information on the status of the WSN. The monitoring platform is composed by

single-board computers (e.g., BeagleBone Black and Raspberry Pi) that are connected via

Ethernet cables to the network of the university, reaching the central server in the cloud.

Manyworldwide, open source test-beds run in universities and research institutes [19],

such as OpenWSN at UC Berkeley [141], IoT-LAB in France among different institutions

(e.g., Inria and Institut Mines-Télécom Paris) [142], Open Access Research Testbed for

Next-GenerationWireless Networks (ORBIT) at theWINLAB Tech Center building in North

Brunswick [143], MoteLab at Harvard, and EmuLab at the University of Utah [144]. These

are large-scale platforms that provide the possibility to use hundreds of devices belonging

to either the same manufacturer or a variety of different ones. For instance, IoT-LAB

gives the possibility to work with WSN430, M3, A8, Atmel SAM R21, Arduino Zero and

Zolertia RE-Mote; OpenWSN with OpenMotes and TelosB nodes.

GravelNet is also heterogeneous, it allows the users to experiment with a variety of

sensor nodes and single-board computers from different manufacturers. The test-bed

handles commands that are required by a user for the experiments, such as resetting the

WSN platform or modifying setup parameters or uploading new firmware. To provide all

the necessary functionalities in a common and standardized way, the test-bed is struc-

tured with a middleware, a middle software layer bridging the WSN infrastructure (i.e.,

WSN nodes together with the monitoring platform) to the users and their applications.

The high-level design of the test-bed middleware architecture is depicted in Figure 5.2.

The middleware provides mechanisms and services to:

• Configure and customize the sensor networks, to create the desired testing envi-

ronment;

• Upload the user-defined sensor node firmware on the configured network;

• Control the status of the experiments;

• Gather and permanently store the experiment-related data as well as any other

useful information regarding the network status;

• Provide a versatile visualization tool to show customizable plots and tables.

The users can either create their own applications to use in the test-bed or adopt a

ready-to-use application format, the Experiment Manager. The latter is either a com-

mon browser-accessible application (i.e., a web app) or a terminal application, which

represents the entry point for any user who desires to immediately interact with the
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Figure 5.2 Test-bed diagram.

test-bed and control the experiments. The Experiment Manager provides a general way

to let users access most of the provided services without defining an application from

scratch. The middleware is characterized by three blocks: the WSN manager, the Storage

Manager and the Data Visualization Manager. The WSN Manager interacts with the WSN

infrastructure to deliver predefined commands (i.e., set/change node parameters, upload

firmware, start/stop the running WSN application) and gather the required data related

to both a specific experiment and the network status (e.g., node battery level, link quality

and statistics about the packet exchange). The sub-component of the WSN Manager is

the Data Publisher module, which is in charge of making the gathered data available to

the other middleware components, as well as to the application layer. To this end, we use

RabbitMQ, a publish/subscribe mechanism. RabbitMQ manages, through a messaging

and queuing system, the communications between the Data Publisher module and the

subscribers (i.e., the Data Visualization Manager and the Storage Manager), which are

the modules that are interested in receiving specific data. The messages that carry the

data are classified in a well-defined content-based hierarchy. The Data Visualization

Manager provides all necessary set of services to define customized plots, charts and

tables to display the experimental data, as well as the WSN status information. The

Storage Manager is the main interface to control the history of the data, such as all kind
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of experimental data and network status information. The data is stored in the Main

DB. Along with the Main DB, the user can define databases per experiment to gather

information in a different format and to build a different data set for further offline

data analysis and visualization, through a library of filtering and processing functions.

The interoperability among the blocks of the middleware is handled through a standard

service-oriented approach, using RESTful APIs.

5.3 ART experiments

This section presents the experiments done to evaluate further the protocol ART, thor-

oughly described in Chapter 3. We use sensor nodes equipped with the wireless microcon-

troller JN5168, as illustrated in Figure 5.3. The experiments are conducted in a 30 m long

and 8 mwide area in an office building divided in several open spaces and meeting rooms,

and an attic room of 15 m2
(Figure 5.4). The transmission of the Acknowledgements

(ACKs) is not involved in the TPC process, so its transmission power was constant and set

to 0 dBm. The Physical (PHY) and MAC layers follow the IEEE standard 802.15.4, while

the upper layers are based on the ZigBee PRO and Home Automation application profile.

The radio transceiver operates at 2.45 GHz frequency employing Direct Sequence Spread

Spectrum (DSSS) and Offset Quadrature Phase Shift Keying (O-QPSK) modulation.

We consider the unslotted Carrier Sense Multiple Access with Collision Avoidance

(CSMA/CA) channel access technique and the Clear Channel Assessment (CCA) mode

1, with energy above threshold. The maximum number of retries is set to 3, while the

maximum number of CCAs is set to 0. Thus, when a transmission is required from the

upper layers, CCA is called after the initial random backoff time. If the channel is clear,

the message is sent; otherwise it is dropped without further attempts. The reason for

(a) (b)

Figure 5.3 JN5168 sensor nodes: Coordinator (a); End node (b).
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(a) (b)

Figure 5.4 Node disposition in two scenarios: scenario 1 in the open space office (a); scenario 2 in

the attic room (b).

doing so lies in the fact that we are interested in showing how contention impacts a

single transmission. The experiments are set up inside a building, in which two pairs of

nodes are placed, at a distanceD, while their components are separated by a distance

of d1 and d2 respectively. The starting point for the ZigBee test platform is a lighting

control application originally intended as demonstrator of the ZigBee Home Automation

toolchain. This consists of a number of device types, including switches, lamps and light

sensors. In order to execute an experiment, the first requirement is to have all the nodes

as members of the same network. The network is started by powering the coordinator

and letting the other nodes join it, starting from the lamps, which act as routers. Then, a

pairing procedure is executed to associate each switch to one lamp.

Assuming the absence of any external interference, we analyse the average Packet

Reception Ratio (PRR), latency and contention of the two couples. The transmitters

constantly send traffic to its associated partner node at a rate of 200 packet/s. This traffic

is perceived by the nodes as it would occur in a dense network, in a way to highlight

the effects of contention. PRR is computed in a window of 100 packets as the number

of received ACK messages divided by the number of generated packets, and the latency

as the time interval between the transmission of a message and reception of the related

ACK. Latency is only computed for successful transmissions, as it only makes sense when

a message is delivered. The contention parameter represents the packet loss due to CCA

failure.

We test ART in two different scenarios. In the first one, the couples are placed at a

distanceD equal to 7m, within theworkspace shown in Figure 5.4a, duringworking hours

and varying amounts of human activity. In the second scenario, the sensor pairs are placed

at a distanceD of 4 m in a two-room attic, with low human activity, as shown in Figure
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Parameter MaxPow ART Difference (%)

Scenario 1

PRR (%) 81% 93% +12%

Latency (ms) 8.45 5.96 -29.47%

Collisions 17.5% 1.3% -16.2%

Scenario 2

PRR (%) 79% 82% +3%

Latency (ms) 8.42 8.55 +1.54%

Collisions 21.3% 12.2% -9.1%

Table 5.2 Performance evaluation of MaxPow and ART in Scenario 1 and Scenario 2.

5.4b. In both scenarios, the transmitter is 1.5 m far from the associated receiver. The two

clusters of nodes are not in Line of Sight (LoS); either obstructed by a cabinet (scenario 1)

or by a circa 5 cm thick concrete wall (scenario 2). The algorithm is compared with the

situation where only the maximum transmission power is used by the transmitter nodes.

This situation is indicated as MaxPow in the rest of the document. The experiments run

for 100 minutes, alternating 5 minute sessions of MaxPow and TPC. The two thresholds

presented in Chapter 3, Section 3.2, ηh and ηl, are set to 99% and 95% respectively. The

choice is a compromise between keeping a high PRR and allowing the transmission power

to decrease when the link is sufficiently good. The 4% range between the thresholds is

intended to provide the Quality of Service (QoS) of the application (i.e., 99%) with a safe

gap.

The results are depicted in Table 5.2. In the first scenario, the devices communicate

at the lowest Ptx (i.e., -32 dBm) in 87% of the transmissions, followed by a 9% of the suc-

ceeding power level (i.e., -20 dBm). Despite a difference in transmission power of 32 dBm,

PRR in ART is improved of 12%. Moreover, the contention is significantly reduced and the

delay decreased of almost 30%, compared to MaxPow. This confirms our expectations

(i.e., the interference is reduced and the performance improved).

In the attic case, the results are coherent, however less pronounced. In this case, the

two lowest Ptx levels are used for the 57.45% and 39.6% of the transmissions respectively.

PRR is again increased of 3%; the contention is 9% less; and the latency does not change

noticeably.
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5.4 Single Agent QL-TPC in unshielded environment ex-
periments

In this section, we provide the experimental setup and results of QL-TPC for a point-to-

point communication. The system is the same as in chapter 4, but the setup is different

than the one used for the simulations. Some differences are related to the characteristics

of the sensor device hardware and the WiFi interference in the environment. Other

ones correspond to the factors of learning and ϵ-greedy. Through these experiments,

we explore the convergence by adopting a continuous decaying exponential function

for ϵ-greedy. The outcome of this work has helped us to improve the settings of those

parameters in chapter 4. The WSN is composed by TelosB sensor nodes. TelosB has

48 kB of program flash, 10 kB of data RAM and 1 MB of external flash. The nodes are

connected to a cabled test-bed, which is formed by BeagleBone Black (BBB) devices linked

via Ethernet to a server, through a Virtual Private Network (VPN). Each node is connected

via USB to one BBB. Using the test-bed, we are able to store and analyse reliably the

traffic that is generated, transmitted, received and lost through the ether. The TelosB

nodes run the Contiki OS. In Contiki, we use the unicast routing protocol in the network

layer, and Contiki-MAC in the MAC layer [145]. The latter is an asynchronous radio

duty cycling protocol, which has been created following the characteristic of the IEEE

802.15.4 standard. In Contiki-MAC, the radio is in sleepingmode by default (i.e., the radio

is off) and it turns on every 0.5 ms for 0.192 ms [145]. The transmitter sends copies of

the same packet every 0.4 ms. Using this procedure, the nodes save energy and, at the

same time, are able to communicate [145]. The program that implements the QL-TPC

protocol allocates memory in the device as follows: around 28 kB for the executable

code, 118 bytes for the initialized data and 6.8 kB reserved for uninitialized data. The

former is written in the ROM, the second in the EEPROM and the latter in the RAM. The

BBBs use a Python program to read the data from the TelosB and forward it to a central

server via a RabbitMQ messaging system. The format of the data from the TelosB to the

server is JavaScript Object Notation (JSON). The server runs a Python application that

parses the JSON data andmakes a CSV file, which is used for data analysis in MATLAB. The

experiments are performed in the lab. The nodes are distant 8 m far from each other. We

refer the reader to Chapter 4, Section 4.3, for the definitions used throughout this section.

The choice of ϵ in time follows an exponential function ϵ = λN
with λ = 0.998. The

value for α and γ is constant and set to 0.8. The number of actions is 8, which correspond

to the transmit power levels of the TelosB. The state is determined based on the number

of retransmissions, number of CCA attempts and the latency as follows:

sk = L2 · ∥ccaqk∥+ L · ∥retrqk∥+ latqk, (5.1)
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withL = 4 the number of quantization levels, ccaqk, retr
q
k and lat

q
k the average quantized

number of CCA attempts, retransmissions and latency of the k-th episode, respectively.

The quantization association is shown in Table 5.3. The latency is classified in low,medium

and high, based on the values obtained during the experiments. They are associated with

the range equal to the cumulative difference between the maximum and the minimum,

divided by 3. When a packet is lost, the latency is N/A, since it cannot be calculated, and

is ignored for the average in the windowW .

Finally, the reward is calculated as the PRR overW , in its continuous form. The

experiment is 750 minutes long. The average inter-arrival time of the packet generation

is equal to 3 s. The transmission power used to send ACKs is constant and set to 0 dBm.

The size of the Q-matrix is equal to 2.048 kB, given that the matrix contains an amount of

float numbers equivalent to the multiplication of ns · nptx.

Quantization Level cca retr lat

0 1 0 N/A

1 2 1 low

2 3 2 medium

3 4 3 high

Table 5.3 Quantization levels for CCA attempts, retransmissions and latency.

Parameter Symbol Value

Frequency channel f 26

Distance transmitter-receiver d 8 m

Packet payload size payload 8 Byte

Inter-arrival time µ 3 s

Number of packets in a window N 10

Duty cycle dc 38.4%

Voltage supply V 3 V

Number of states ns 64

Number of maximum retransmissions nretr 3

Number of maximum CCA attempts nCCA 4

Learning factor α 0.8

Discount factor γ 0.8

Table 5.4 Parameters and settings used in the experiments.
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Figure 5.5 PRR (a); and Q-value (b) obtained through experiments in the lab.

The values of the parameters involved in the experiments are listed in Table 5.4. In

Figure 5.5, PRR and Q-values rise over time, showing that the system learns and improves

its performance. When the system is mostly exploring (i.e., ϵ ≫ 0), PRR is unstable,

but as ϵ drops, PRR stabilizes between 90% and 98%. PRR never reaches 100%, because ϵ

never reaches 0, which keeps the system exploring. This gives the possibility to choose

power levels that result in low PRR and low Q-values. When ϵ drops below 0.1 (i.e., after

550 min), PRR remains above 87%. As a last note, PRR and Q-value drop in Figure 5.5

after 200 minutes, which is explained by the fact that someone entered in the lab. The

environment changed and its representation in the system moved into a new state that

was not explored previously, causing the drop and a new learning curve. Differently from

what observed in Section 4.4, the convergence is longer because the inter-arrival time of

packet generation is 3 s, thus the PRR is calculated around every 30 s. The transmitter

learns to use the power−3 dBm in the last 2.5 hours of the experiment.

We also analyse the energy consumption of the transmitter node and compare it

with the homogeneous case, when the maximum transmission power is set. The val-

ues of the parameters for the energy calculation are taken from the datasheet of the

transceiver CC2420 [146]. The nodes can be in four different operational modes: sleep,

idle, transmission and reception. In the sleep mode, the power supply is turned off.

The idle mode in TelosB is equivalent to the power down mode in CC2420 where the

crystal oscillator, FIFO buffer and RAM access are disabled. During the transmission and

reception mode, the node transmits and receives, respectively. The nodes are in sleep

mode for 61.6% of the time. The transmitter sends the data every 3 s, with a payload of 8

bytes added to 6 bytes of header. The time in the transmitting mode, ttx, is calculated

by the number of packets that are transmitted and retransmitted during the entire time
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of the experiments (i.e., 750 min), at the data rate of 250 kbit/s. Similarly, the time in

reception mode, trx, is calculated by the number of ACKs (i.e., 11 bytes long) that are

received. The remaining time is spent idle. Therefore, the total energy spent is equal to:

E = V · (itx · ttx + irx · trx + iidle · tidle + isleep · tsleep). The current draw per mode is
given in Table 5.1. Specifically, the current draw in the transmission mode, itx, is pro-

vided in the CC2420 datasheet for some transmission power levels, while the other values

are evaluated through a quadratic fitting curve. In Table 5.1, the values of the current

in the transmission mode are ordered accordingly to the list of power levels. The total

energy consumption is equal to 1.78 Joule. Considering that TelosB nodes are supplied by

two AA alkaline batteries, the capacity is twice 3000 mAh. Thus, the energy consumed

by the transmitter over 750 min is 0.0027% of the available supply. In comparison, if we

assume that the same amount of transmissions would have been executed by the highest

transmission power level (i.e., 0 dBm), the energy consumption is 1.88 Joule, equal to

0.0029% of the energy supply.

5.5 Multi-agent QL-TPC in a Faraday cage experiments

This section presents the experiments on multi-agent QL-TPC systems. We evaluate the

network performance and energy consumption, using QL-TPC and MaxPow, in relation

to varying node density. In addition, we analyse the convergence and scalability of our

algorithm Q-learning.

QL-TPC is implemented in ZigBit nodes, integrated with AVR2024, the IEEE standard

802.15.4 module in Atmel Studio [147]. ZigBit is composed by the ATxmega256A3U proces-

sor, the AT86RF233 low power transceiver and an USB connector [136]. ATxmega256A3U

is faster, compared to the TI MSP430 microcontroller of the TelosB (32 MHz vs 8 MHz), the

Flash memory has higher capacity (256KB + 8 KB vs 48 KB), as well as the SRAM (16 KB vs

10 KB). AT86RF233 is a low power, 2.4 GHz transceiver which can be used to develop IEEE

802.15.4 applications. The advantages with respect to the TelosB RF transceiver include

the ultra-low current consumption (11.8mA vs 18.8mA in receivingmode), advanced IEEE

802.15.4 hardware support and MAC hardware accelerator. Since many functionalities

are embedded in the hardware, we expect to obtain more reliable and accurate results.

In addition, given the faster execution of the radio operations, applications may benefit

in speed and efficiency. QL-TPC is programmed in the integrated development platform,

Atmel Studio, provided by the company to support their AVR microprocessor. The code

occupies 20.12% of the total memory. The sensor nodes are deployed in a Faraday cage,

forming a Manhattan grid symmetric topology, as per Figure 5.6. The experiments are

conducted remotely, via the test-bed, during the night, with absence of human activity.
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Parameter Symbol Value

Frequency channel f 26

Number of pair nodes nn 1, 2, 4, 8

Distance of consecutive pair transmitters D -, 5 m, 5 m, 2.5 m

Distance transmitter-receiver d 1 m

Packet payload size payload 50 bytes

Inter-arrival time µ 300 ms

Number of packets in a window N 10

Voltage supply V 3 V

Number of states ns 68

Reward quantization step size factor ∆ 3.12

Number of reward quantization levels mr 320

Number of PRR quantization levels mprr 20

Number of maximum retransmissions nretr 3

Number of maximum CCA attempts nCCA 4

Table 5.5 Parameters and settings used in the Atmel ZigBit nodes.

Each transmitter sends packets to its associated receiver at 1 m distance. One example of

sensor node couple in the Faraday cage is shown in Figure 5.7a, with a closer look to the

whole equipment (ZigBit sensor node, BeagleBone Black single-board computer, Power

over Ethernet splitter and ethernet cables) in Figure 5.7b. The packets have a size of 50

bytes and are generated in average every 300 ms, at random with Poisson distribution.

Each pair of nodes is in separated networks, where one node is the coordinator and the

other one is the end node. The number of pairs is changed per scenario. In total, we study

four scenarios of one, two, four and eight node pairs, respectively, illustrated in Figure

5.6. The transmitter nodes are 5 m away in the second and third scenario (Figure 5.6b

and 5.6c), whereas they are 2.5 m away in the fourth scenario (Figure 5.6d). The channel

frequency is set to 26. Themaximum number of retransmission is set to 3 and the number

of CCA attempts to 4. The PRR is calculated over a window,W , of 10 packets. The latency

is averaged among the received packets withinW . Table 5.5 presents a summary of the

values of each parameter used in the experiments. The calculation and representation of

the states, actions and rewards is the same as per Chapter 4 (Section 4.3.3). Unlike the

settings of Q-learning in the simulator NS3, we have scheduled the values of the learning

and ϵ-greedy factors as a function of the episodes (i.e., the packets transmitted in one

window). The scheduling is planned as per three phases of learning, convergence and

testing (Table 5.6).
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Figure 5.6 Scenario with two (a), four (b), eight (c) and sixteen nodes (d)
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Figure 5.7 Experimental setup: one couple in the Faraday cage(a); and a closer look to the equipment
(ZigBit, BeagleBone Black, Power over Ethernet splitter and ethernet cables) (b).
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In the former the learning factor α is kept high, equal to 0.9, whereas the ϵ value

gradually decreases from 0.9 (explorative strategy) to 0.1 (exploitative strategy). In the

convergence phase, the ϵ value is kept constant to 0.1, whereas the α decreases from 0.9

to 0.1. In the final phase, the values of ϵ and α are maintained small to adapt in case of

changes in the environment. In this work, the transmitter communicates to its recipient

the power level that is set by the Q-learning algorithm in the payload of the packets. Thus,

the receiver uses the same power level for the acknowledgments. For this mechanism,

we assume that the link between the two nodes is symmetric.

The performance of QL-TPC is compared with a corresponding homogeneous network

using the maximum power (MaxPow). We analyse the PRR, latency, number of retrans-

missions, number of CCA attempts and energy consumption, concerning the performance

of the networks. The energy consumption is related to the average transmission power

chosen by the algorithm in QL-TPC. In addition, we evaluate the convergence time of the

algorithm in relation to the density of the network. The convergence time is calculated

as the time needed by the agent to reach theQ-value that differs at most 1% from the

final value, at the end of the experiment. The results are shown in Table 5.7.

It can be seen that in both cases, QL-TPC and MaxPow, the performance decays as

the density increases. In particular the PRR slightly drops when the network is made

by sixteen nodes; the latency, retransmissions and CCA attempts raise proportionally to

the number of nodes. The performance between QL-TPC and MaxPow are similar in all

the scenarios. The main difference is the energy consumption due to the transmission

power used. Table 5.7 contains the average transmission power used by the transmitters

in each scenario during the testing phase. The energy is calculated based on the time

spent by the devices in three operational modalities: transmission, reception and idle.

For this work, we have not enabled the sleep mode, whereby focusing on the effect of

our protocol in conditions of 100% duty cycle. The current draw in the transmission

mode is calculated according to the quadratic fitting curve that follows the function

Phase ϵ α γ Episode counter

Learning

0.9 0.9 0.8 k < 100

0.7 0.9 0.8 100 ≤ k < 200
0.3 0.9 0.8 200 ≤ k < 300
0.1 0.9 0.8 300 ≤ k < 400

Convergence
0.1 0.1 0.8 400 ≤ k < 500
0.1 0.01 0.8 500 ≤ k < 600

Testing 0.01 0.01 0.8 k≥ 600
Table 5.6 Scheduling of α, ϵ and γ over time.
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f(x) = 0.0109x2+0.4563x+11.8. The function is calculated starting from the values of

current draw provided in the datasheet for specific transmission power levels, as listed in

the Table 5.1. The energy consumed by the transmitters in transmission mode considers

the time spent to transmit and retransmit packets with size 56 bytes (50 bytes payload +

6 bytes header) at 250 kbit/s data rate, and the time for energy detection over 8 symbols

(128 µs). The energy consumed in the reception mode is calculated taking into account

theACKs received at the transmitter. In the remaining time, the nodes are in the idlemode.

The total energy is calculated as the following: E = V · (itx · ttx + irx · trx + iidle · tidle).
The energy difference between the cases of QL-TPC and MaxPow varies between 26 and

17 nJ/bit, depending on the density of the network. If we assume that the nodes have two

alkaline AA batteries of 3000 mAh each and transmit always at the same rate as in this

work, the nodes, employing QL-TPC, are more operative, between 23 and 14 days, than in

the case of MaxPow, before battery depletion. However, in both cases, the battery lasts

less than 8 months. If we consider the best case scenario, by assuming that the nodes

deep sleep instead of being idle, the battery lasts for more than 2 years. In the case of

MaxPow, the battery lasts for around 27 months with a difference of 11 days between the

most and least dense network. In the case of QL-TPC, the battery runs for 9 to 17 months

more, in the network with sixteen and two nodes, respectively. The energy consumed by

QL-TPC only in the learning and convergence phases is equal to around 2 and 0.38 Joule,

with deep sleep disabled and enabled respectively, which does not affect the battery

capacity in the long term.

Table 5.7 also provides the average convergence time of the algorithm in QL-TPC per

scenario. The time is similar in the first two cases, but it increases for denser networks.

In dense networks, the interference is higher and more dynamic, thus our system is less

stable, as per the high standard deviation in Table 5.7 for the case of sixteen nodes. The

outcome is that the agents need more time to converge.

5.6 Conclusion

In this chapter, we have experimentally evaluated the reactive ART and our cognitive

QL-TPC protocols. Part of the work is realised through the support of the test-bed that

we have developed at Eindhoven University of Technology. The overview, architecture

and middleware of the test-bed are thoroughly described. For logistical reasons and

specific requirements, our methods are studied in three different sensor devices: JN5168

for ART, TelosB and Atmel ZigBit for QL-TPC. The results are compared to the case of

homogeneous maximum transmission power networks.
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In the first experiment, ART is implemented in two nodes pairs, which are deployed

in an interfering environment. To amplify the effect of interference, the number of

maximum CCA attempts is set to zero. The results show that the PRR and latency are

improved when ART is used, with respect to using constantly the highest transmission

power. The transmission power used with ART is the minimum for most of the time.

The second experiment is a proof of concept showing that QL-TPC is implementable

in real world sensor devices. One transmitter is able to learn the transmission power (i.e.,

two step lower than the maximum) to use for its recipient in the laboratory room with

human activity and WiFi interference. The device is adaptable to varying environment

conditions. This experiment helped us to improve the protocol, such as to reward more

the node as it chooses low power levels.

In the final experiment, QL-TPC is tested in a single agent andmulti-agent systems, for

different networks with varying node density. The networks are deployed in a shielded

area, and run during the night, without human activity. The performance, in terms of

PRR and latency, are similar to the homogeneous case. The PRR and latency slightly

deteriorate, whereas the interference increases. The transmission power learnt by the

agent in the single agent system is the minimum. In the case of multi-agent system, the

average transmission power raises up to around−6 dBm in the most interfered network.

The benefit is that the nodes, running QL-TPC, save more energy with respect to the

homogenous case, while keeping the same network performance. We have estimated that

the lifetime of two alkaline AA batteries is 14-23 days longer, without sleeping techniques,

and between 9 and 17 months, if the deep sleep mode is enabled when nodes are idle.

The convergence time of the algorithm has been analysed in the different scenarios.

The convergence requiresmore time to settle proportionally to the density of the network.

The convergence time in the scenario with eight and sixteen nodes increases to 12-16

minutes more than in the one with two and four nodes. The standard deviation in the

densest network is 12 minutes, compared to 3 minutes of the network with eight nodes.





Chapter 6

Conclusions and Future work

In this final chapter, we sum up the overall research findings, pinpointing the most relevant
contributions. The chapter endswith the discussion and conclusions, about strength and limitations.
We also provide future research directions in which other researchers may further explore issues of
reliability and stability in wireless sensor networks.

6.1 Findings and contributions

Wireless Sensor Networks (WSNs) are formed by constrained devices with limited clock

speed, battery capacity, memory, power radio and radiation pattern. The devices com-

municate on wireless channels, which do not provide reliable delivery of data. The

communication is affected by multipath interference, as the effect of the dissipation of

the signal in multiple copies during the propagation in the ether.

The interference is also produced by other devices that transmit in the same frequency

channel. These devices belong to either different technology, such as WiFi and Bluetooth,

or the same WSN or adjacent WSNs. This interference can be minimized or avoided by

scheduling the communications in space.

In this thesis, the techniques of multiple access in space have been studied, by con-

trolling the transmission power of devices that belong to WSNs. Our research question

is related to the choice of the transmission power in networks with varying density.

The transmission power affects both the interference in the network and the energy

consumption. The latter is related to the current draw to transmit at a specific power,

the energy detection activity, and the number of retransmissions and Clear Channel
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Assessment (CCA) attempts that are caused by the interference. The interference, and in

turn the choice of the transmission power, are also relevant to the network performance.

An increase of retransmissions and CCA attempts affects the latency of the packets gener-

ated by Internet of Things (IoT) applications. If the number of retransmissions and CCA

attempts exceeds the relative thresholds, the packet is dropped. Given that the Quality of

Service (QoS) is represented by the latency and throughput requirements per application

type, the transmission power impacts the QoS. In our method and analyses, we have

taken into account the aspects of QoS and energy consumption for the decision of the

transmission power of each node in the WSN.

The method used is a distributed Transmission Power Control (TPC). The distributed

approach has been chosen because supports very dynamic changes in the environment,

avoids control packets to a central node and overhead in the network, which would create

additional interference. Given the complexity of the problem, defining the transmission

power per node, in dense networks, in a distributed manner, we have decided to pursue

machine learning solutions.

At first, we have researched in the literature the contributions of the scientific com-

munity with regards to TPC in WSNs. In Chapter 2, the methods are grouped in relation
to the approach used to solve the problem: deterministic and cognitive. The former

refers to those techniques that rely on either an empirical or theoretical study. The

cognitive approach is associated to machine learning algorithms. The two groups are

further distinguished among the paradigms of the methods: proactive and reactive in the

deterministic case; reinforcement learning, fuzzy logic and swarm optimization in the

cognitive case. The field of machine learning is still not extensively explored for TPC in

WSNs. Main contributions are concerned on theoretical optimization problems through

numerical simulations that give little space to practical implementations.

Adaptive and Robust Topology control (ART) is an example of reactive protocol, which

changes the transmission power after comparing the Packet Reception Ratio (PRR) with

two thresholds. The protocol has been analysed and compared with the homogeneous

network (i.e., constant transmission power) in Chapter 3. Through the study of ART, we
have investigated the potential benefits and limitations that a TPC protocol can bring

towards dependable WSNs. The protocol discovers that intermediate power levels are

the best choice for some network conditions, demonstrating that the use of maximum

transmission power is not always necessary to achieve certain QoS requirements. On the

other hand, in conditions of high density, where the network performance are unsatisfac-

tory at the initial power settings, the policy of ART worsens the link quality by boosting

the power to the maximum. This recalls the need of defining the conditions whereby

the transmission power should either increase or decrease or stay unchanged. Using
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ART, networks that have the PRR nearby the threshold boundaries, suffered from power

oscillations. Moreover, we have evaluated the effect of constant transmission power on

the network performance, across the whole network at different levels of density. The

choice of the transmission power is obviously dependent on the topology of the network.

In our selected scenarios, we have shown that, as the density increases, the choice of

the maximum power becomes detrimental. The preferred homogeneous network is the

one that uses an intermediate power. Thus, the objective to bear in mind is to discover

this intermediate power, which at times can assume the minimum or the maximum

power, while addressing the aforementioned limitations of a typical reactive protocol.

The transmission power selection needs to satisfy the QoS requirements and save energy.

From this experience and knowledge, we have conceived Q-learning for TPC (QL-TPC),

presented and described in Chapter 4, which adopts reinforcement learning, and game
theory for indirect cooperation in multi-agent systems. The policy of power selection is

ruled by ϵ-greedy strategy, which indicates either random levels during the explorative

behaviour or the best ones during the exploitative behaviour. The best power level

is the one that provides the highest quality on the long term, calculated and updated

via the Q-learning algorithm. The quality represents the ability of one agent (i.e., the

transmitter), by taking one action (i.e., transmitting at one transmission power), to fulfil

the target of the system. Based on the outcome, the agent gets a reward: a positive

one if the agent is successful, a negative one otherwise. The target and reward are

equivalent, which are defined as the combination of addressing the QoS requirements

and minimization of the transmission power level (i.e., for interference mitigation and

energy reduction). The goal is the same for every node of the network that is both the

agent of the Q-learning algorithm and player of a common interest theoretical game. The

results from the simulations show that when the system is composed by only one agent,

the transmission power learnt is the minimum, which allows the agent to respect the

QoS and save energy at the same time. In the case of the multi-agent system, where four

agents share the same environment, the transmission power selected is dependent to the

inter-arrival time of the packet generation. We observe that lowering the inter-arrival

rate corresponds to an increase of the average transmission power. The explanation is

supported by the analysis of the homogeneous networks, in the case of unstable links.

Using low transmission power levels, a packet is likely to be dropped because of the

weak receiving signal power. Adding interference in this situation makes the packet

delivery more difficult, due to the raise of contention that in our case drops packets

at the transmission phase, because of over-attempting CCAs. Therefore, the minimum

transmission power to receive the signals, during the time slot obtained out of contention,

increases inversely proportional to the inter-arrival time. Our agents are able to learn
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that power for each scenario. Choosing the minimum power, the energy consumption is

low.

Other important aspects for our protocol is its complexity, scalability and memory

demand, which are crucial for the implementation in real world embedded systems.

Q-learning is a lightweight algorithm and the representation of states and actions has

been limited to one agent local perception of the environment and its own decisions,

respectively. Therefore, the complexity is proportional to the number of states and

actions, and the Q-value table that includes state–action combinations is finite. We

have implemented our protocol in two different sensor devices and experimented in

different scenarios. The description of the experiments, our test-bed, and the discussion

of the results are the core of Chapter 5. As per the simulations, the agent learns to
use the minimum transmission power in the case of single agent system, with time

convergence of around 5minutes. Instead, in the case ofmulti-agent systems, the average

transmission power increases up to −6 dBm in networks with either eight or sixteen

nodes. The transmission power increases to keep the receiving signal strength higher

than the detected interference, enough to count low bit error rate. The convergence

time increases as well, equal to 17 and 23 minutes for networks of eight and sixteen

nodes, respectively. Compared to the case of homogeneous network, using the maximum

transmission power, our protocol saves energy for up to 23 days more when the sleep

mode is not enabled, and up to 17 months more when the deep sleep is enabled during

idle periods. In total, a battery of 6000 mAh lasts for barely 8 months, or more than 2

years, with deep sleep mode disabled and enabled accordingly. The network performance

in the two cases of homogeneous and QL-TPC are similar.

6.2 Discussion and future work

As far as the network performance is concerned, TPC is helpful when multiple direct

communications are spread in the environment in a way that allows each transmitter

to use low power to reach its recipient, without affecting other nodes. In this way,

simultaneous transmissions are possible. We have conducted the experiments in Chapter

5 in this direction. TPC also operates well with Carrier Sense Multiple Access with

Collision Avoidance (CSMA/CA). For instance, when the transmitters in a group are close

one another, their transmissions are handled by CSMA/CA, which provides a time slot

through the use of energy detection and backoff time. In parallel, TPC is in charge of

the transmission power to use in those time slots. This is the scenario that we have

studied in Chapter 4. Furthermore, TPC may solve the hidden and the exposed terminal

problems in certain circumstances [52]. The situation just depicted, where TPC cooperates
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with CSMA/CA, does not allow simultaneous communications. Eventually, this method

affects the latency and does not ensure packet delivery, especially when the contention is

high. In this case, it is wise to consider other techniques of multiple access. The section

of the discussions and future work is structured per theme. Our protocol, QL-TPC, is

advantageous for certain aspects but needs to be improved in other ones for optimization,

such as stability, convergence and scalability.

Adaptability: Our nodes are able to automatically adapt their transmission power
to the varying conditions of the environment. The conditions have been changed per

scenario by means of the distance between the transmitter and receiver of each pair, the

number of simultaneous transmitters and the traffic load. We have seen that increasing

the value of the variables, the nodes raise their power. For each scenario, the QoS require-

ment of the system is the same: PRR higher than 95% using the minimum transmission

power. One research question of this dissertation is about the transmission power that

should be used to fulfil the QoS constraints, while minimizing the interference to the

neighbours. Measurements and analysis per link at the network installation phase may

provide useful hints, but then it is legitimate to ask ourselves whether users, or someone

on their behalf, want to make measurements before using their products within the IoT

market. Initial measurements would only be relevant for the static conditions tested

at deployment time. However, the environment is influenced by changes (e.g., moving

objects, new objects, variable number of people, variable number of sensor nodes), thus

the power should be adaptive and autonomous (no user intervention). For instance,

if the transmitter is moved further away from its recipient, it causes an increment on

the transmitted signal attenuation and a drop on the received signal power. Hence, the

transmission power needs to increase. In addition, if the number of transmitters in the

network increases, a receiver will detectmore interference and its SINRworsens, affecting
the QoS. The solution is either lowering the interferers power or boosting the transmit-

ting signal. However, the limitation is that decreasing other nodes power influences

their own network performance, whereas increasing one transmitter power produces

more interference to the neighbours. There might be a trade-off that allows each node

to satisfy their own performance constraints. A typical industrial solution is to set the

transmission power to its maximum. This would be the easiest and apparently the most

conservative approach, which would however consume energy excessively and waste

spectrum, issues that become unsurmountable in high-density scenarios. The benefit of

our approach is that the nodes learn the minimum power they can use, without having to

rely on any previous knowledge about the environment. Additionally, our self-learning

process can take QoS requirements into account.

Limitations: Even though, in our protocol, we have addressed only PRR, our method
could consider any other features during the self-learning process, by modifying the
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nodes reward function. We could also set different goals for different nodes or subnet-

works; there is no need to set up the learning process uniformly.

Future work: QL-TPC needs to be tested in scenarios where the nodes have different
QoS requirements. Furthermore, there are more parameters that can be autonomously

adapted by the system, such as the rules of the theoretical game per node, the number

of nodes to transmit simultaneously, the factors of learning, discount and ϵ-greedy, the

phases of convergence, and the energy detection threshold for CCA attempts [148]. We

will provide more details below, when we discuss about convergence, cooperation and

multipath interference.

Multipath interference: Protocols for optimal power selection in time require fast
mechanisms to adapt the transmissions to changes in the wireless channel, due to the

small-scale fading effects. The wireless channel is characterized by fast fluctuations,

which vary in tiny portions of space and time, time dispersion and random frequency

modulation. Thus, it is hard to predict the quality of communications based merely

on empirical and theoretical paradigms. To quantify the frequency of changes in the

wireless channel, we need to introduce the coherence time, TC , and the coherence band-

width,BC . The former is a period in which the wireless channel is assumed static, the

receiving signal is free of distortions and the amplitudes of the propagating signals are

highly correlated [50]. The coherence time represents the frequency dispersion of the

signal, therefore it is inversely proportional to the spread Doppler frequency caused

by the movement of either one or a combination of the transmitter, receiver and the

obstacles. If we consider indoor WSNs, the majority of the devices are most of the time

static and moved sporadically, while the moving "objects" are people. The coherence

time is calculated as TC = 0.423
fd

[50]. fd is the Doppler frequency, equal to fc · vc , where
fc is the carrier frequency, v the velocity of the moving objects and c the speed of light.

Considering the velocity of people around 1.5 m/s and fc = 2.45 GHz, the coherence

time is around 34.5 ms. Thus, predictions should have such resolution in order to be

sufficiently accurate [149]. The coherence bandwidth represents the time dispersion

of the receiving signal. It is inversely proportional to the root square mean of the mul-

tipath component excess delays. BC in WSNs is around 5-15 MHz depending on the

distance between the transmitter and receiver [150]. The change of frequency impacts

on the phase difference of the superposition of multiple multipath components (e.g.,

two adjacent 802.15.4 channels are separated by around a quarter of a mm). In turn, the

phase difference changes the spatial pattern of the receiving signal intensity, led by the

constructive or destructive interference of the multipath waves. We know from theory

that the distance from a peak to valley, in phase, is called coherence distance and is equal

to
λ
4 , where λ is the wavelength [151]. Thus, the coherence distance varies between 3

and 10 cm within the spectral range of 802.15.4 signals at 2.4 GHz.
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Limitations: QL-TPC learns per episode, over a window,W , ofN packets, for the calcu-

lation of PRR and the average of CCA attempts and retransmissions. The duration of the

window is related to the packet generation rate and the interference that would block

the packets at the transmitter and/or create collisions at the reception. To have packet

transmissions over a static channel,W has to be less than TC . In our simulations, we

have observed that the latency of the packets, using the lowest inter-arrival time of 25

ms, is around 5 ms in the case of single agent systems, and around 12 ms in the case

of multi-agent systems. We could probably decrease the inter-arrival to 10 ms in the

first case and to 17 ms in the second case, by not over-generating packets that cannot be

possibly served. This means thatW can afford 2-3 packet transmissions maximum. In

our measurements,W is higher than TC , therefore QL-TPC is not ready for multipath

predictions. Instead, we have focused on the interference produced by multiple nodes.

Future work: A study on the behaviour of QL-TPC with a smallW in an environment

with small-scale fading, together with measurements of the wireless channel, would

bring a significant contribution to the research community. Alternatively, the protocol

might consider a safe gap in the selection of the minimum power to take into account a

statistical variance of the received signal amplitude. In addition, the multipath interfer-

ence can be compensated by adjusting the transmission power, according to the grade

of fading of the signal, and changing frequency, given that the separation between the

peak and null of the signal phase shift is around λ/4. Following the latter aspect, another

future track is to support TPC with channel migration [140] for two reasons. The first

one is that if a receiver is in deep fading (i.e., multipath phase shift sum equal to zero),

it is advised to change channel as explained earlier, regardingBC . The second reason

is to divide the network in clusters, to which the nodes are distributed, thus reducing

the density of the network. At each cluster, it is assigned a different channel. The choice

of the optimal channel per cluster and the distribution of the nodes can be integrated

into QL-TPC as first step to learn. Then, our protocol can run per cluster to discover the

transmission power per link.

Topology: In our work, we adopt the Manhattan grid topology, which is symmetric
in the node disposition. Each transmitter in the multi-agent system has the same target,

namely the QoS requirements. Therefore, as expected, the nodes learn similar transmis-

sion power levels, which are within a range smaller than 4 dBm.

Limitations: The Manhattan grid topology is simple and uncommon for real-case scenar-
ios. However, since our method is based on machine learning and involves a very large

number of parameters, it is common to perform studies on noncomplex topologies. In

addition our problem is a NEXP-complete problem when striving for optimality [92]. To

expand the significance of our protocol, we have also included the experimental chapter

with a prototype implementation on state-of-the-art devices.
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Future work: It would also be straightforward to study our protocol in asymmetric
topologies, whereby the transmission power varies across nodes.

Cooperation: We want to clarify that, in QL-TPC, although the nodes do not exchange
information regarding the operations of the protocol, the cooperation is preserved by

setting in each node the rules of the common interest theoretical game. The rules describe

the grade of cooperation and competitiveness that the developer wants to assign to the

nodes. Our protocol works with the assumption that all the nodes in the network run the

same protocol and participate to the common interest game. Each node has the same

target: QoS requirements and power minimization. The target, the Q-learning reward

and the game rules are equivalent. Whether some nodes break the rules of QL-TPC,

prioritizing own interests, they would turn the game to be a competitive one.

Limitations: Our system converges to a sub-optimal equilibrium. Not providing control

communications among the devices is an advantage, since the network is exempt from

overhead, but it has a cost. Learning the quality of each action, fromone agent perspective,

without the knowledge of other agents simultaneous actions, slows the convergence of

the algorithm and underestimates potential good candidates (i.e., actions) during the

explorative behaviour.

Futurework: One possible future direction is to explore collaborativemechanismswithin
our protocol. Unlike the cooperative approach, the nodes would exchange information

regarding their status and needs. For instance, such collaboration may be useful for the

automatic setting of the reward per node in the network, becoming then part of the

learning goals. The collaboration could be even more "aggressive", in terms of amount of

data to transfer, by exchanging the values of state–action–Q-value among the agents, but

the overhead and the complexity are sacrificed.

Convergence: Initially, in Chapter 4, we have considered a deterministic time schedul-
ing for the phases of learning and convergence, followed by a testing period. Such ar-

rangement is inconvenient for the variety of scenarios and conditions, for instance with

different traffic patterns and traffic rates. Therefore, in Chapter 5, the scheduling of the

phases has been regulated by the number of episodes that the system has been learning

from.

Limitations: The scheduling of each parameter has been set based on our understanding
of the algorithm, by initially letting the system to explore and then gradually exploit-

ing. In parallel, for a fast learning curve, we have set the learning factor to high values,

which has been decreased to let the system to converge. The discount factor has been

set constantly to a high value, giving importance to the prediction of the coming state–

action behaviour. We have experienced that the latter choice is not always beneficial.

For instance, the case when either a sporadic or sudden event occurs, assuming that the

environment resides in one specific state, in which one agent has learnt how to behave,
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and the learning factor is still determinant. Such events can occur when new nodes join

the network, when existing nodes move to another point of space, or if the environment

modifies (e.g. new obstacles, people activity). The agent has little information regarding

the new state, thus most of the relative Q-values per action are equivalent to the initial

values (e.g., zero). If the discount factor is set to a high value, the Q-value of the current

state–action is negatively affected.

Future work: We do not guarantee that our settings are the optimal ones. Hence, we
encourage future researchers to investigate the optimal setting of the learning, discount

and ϵ-greedy factors, in relation with the episodes. The latter are a function of theN

packets within a window, which can also be an adaptable variable to learn. We believe

that through the stochastic analysis of the Q-value variation in time (e.g., defining grades

of convergence when the difference between two consecutive values is lower than some

constants), the system can switch between phases autonomously and select the value

of the parameters. Despite the adaptation of the discount factor, an additional solution

to topology changes could be the use of transfer learning, where the knowledge of the

explored states is transferred to the unexplored ones [152]. In this way, convergence

may get faster and the system would be more prepared to unprecedented environment

conditions.

Scalability: It is evaluated by analysing the convergence time per scenario, varying
the density of the nodes in the network. The analysis has been done through the experi-

ments in Chapter 5. The convergence time in the scenario with eight and sixteen nodes

increases to 12-16 minutes more than in the one with two and four nodes. In addition,

the standard deviation in the densest network is 12 minutes, compared to 3 minutes of

the network with eight nodes. However, the convergence time is limited by the settings

of the learning and ϵ-greedy.

Limitations: QL-TPC becomes unstable in the case of maximum density that we have

examined. This is correlated to the limitations as per the aspects of convergence.

Future work: It will be interesting to explore how the protocol behaves after addressing
the suggestions for the convergence and test it in scenarios with high density, towards

one hundred nodes.

Cross-layer optimization: TPC protocols are designed for point-to-point communi-
cations. Therefore, our efforts have been directed towards the exploitation and exchange

of information between the Medium Access Control (MAC) and Physical (PHY) layers.

QL-TPC is designed in a module to work in parallel to the MAC layer.

Limitations: This dissertation does not take into account multi-hop communications.
Future work: It is advised to extend our work for multi-hop communications, by bridg-
ing QL-TPC to the network layer. Routing protocols define the routes to reach the nodes

in the network. In the wireless environment, one node can reach other ones based on
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the quality of the link between them. The link quality is influenced by the transmission

power that the node chooses, and the interference. In this context, the cooperation

between QL-TPC and routing protocols would explore for optimal routes, opting between

direct communications and multi-hop communications. The latter may require lower

transmission power usage, with the advantage of saving energy and interfering less with

the neighbours. The cost is higher latency. However, even using the highest transmission

power for direct communications may affect the latency of near transmissions, increas-

ing CCA attempts and retransmissions. Again the cooperation/collaboration among the

nodes through game theory is helpful.

Real world implementation: Our protocol has been designed for real devices. There-
fore, we have also presented an experimental work with sensor nodes that learn which

transmission power to use in a real environment, aiming to maximize the PRR. Although

we have used different values for some parameters between the simulations and experi-

ments (e.g., inter-arrival time and transmitter-receiver distance), the single agent system

has some similarities. For instance, the agent learns to use the minimum power, the PRR

is at the maximum and the latency is around 4.6 ms.

Limitations: The experimental work have addressed only a selection of scenarios.
Future work: It would be interesting to extend our work to carry out a more extensive
comparative analysis and, in turn, address any deficiencies in the simulator.

6.3 Conclusion

To conclude our dissertation, the control of the transmission power is beneficial in

WSNs. There are scenarios where nodes are able to communicate and satisfy the QoS, by

using either the lowest or intermediate transmission power. The usage of the highest

transmission power does not make significant difference to the network performance

in scenarios up to sixteen nodes. However, the nodes spend more energy to transmit

the packets. Instead, the performance of the network deteriorates using the maximum

transmission power in denser scenarios with thirty-two and sixty-four nodes, because

of the generated interference. The minimum transmission power that respects the QoS

requirements depends on the scenario and network conditions. Given the dynamics of

the wireless environment, we have conceived QL-TPC, our machine-learning-based TPC

protocol, which let the nodes to autonomously learn the transmission power, adapting to

the variable changes in the network. Our protocol is designed for constrained devices.

In fact, QL-TPC has been implemented in real world sensor nodes with the code that

occupies about 20% of the total memory. QL-TPC exploits the information from the PHY

and MAC layers, and does not require exchange of data with other nodes. The protocol is
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cooperative, realistic and flexible. Nevertheless, we have discussed a series of limitations

to address, towards the optimal convergence and scalability of the protocol.
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