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1-Abstract 

Service-Oriented Architecture (SOA) is becoming popular in banking these days as a way to 

obtain flexibility in legacy systems due to the solved interoperability problems. Nevertheless, 

SOA does not always observe its promises; SOA still has a number of challenges ahead. One 

of these challenges is the requirement tor strict governance. This research identifies the 

demands tor SOA governance and frames them into an IT governance framework. 

Il 
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Il - Preface 

In this world of internationalization and globalization, single monopolistic businesses are 

disappearing and organizations are forced to take part in networks to obtain competitive 

advantages. Customer's requests are centralized nowadays, and fast response to these 

requests is compulsory to be able to survive. This trend reveals itself in a demand for 

flexibil ity, which requires a complete different setup and implementation of the information 

facility. Service-Oriented Architecture (SOA) delivers reusable components of software and 

applications which are able to interact with the existing data sources (Cohen, 2007). The 

financial services industry is using SOA as a way to become more flexible , because they are 

information intensive and are struggling with their legacy for many years. The increasing 

popularity of SOA is mainly driven by solving interoperability issues between objects in a 

distributed computer environment (E.g. languages, operating systems, networks, machine). In 

spite of this , its concèpts are not new at all . SOA initiatives started around ten years ago and 

its current success is very much driven by the maturity and acceptance of a number of 

technica! market standards that propel SOA-implementations forward. 

Nevertheless, successful implementations of SOA are hard to find . The maturity of SOA 

among banks is low, and only some small-scaled projects are achieved so far. However, 

many times the deliverables of SOA do not meet the pre-set expectations, and for this reason 

the required long term strategie commitment will leak away. Researches have discovered that 

one of the critical success factors for SOA projects is strict governance (van den Berg et al. 

2007) The research reported in this treatise is executed to discover how th is strict governance 

should be fleshed out and handled to make SOA work. 

The research is performed as a graduation project for the Master lndustrial Eng ineering and 

Management Science. In this quality, 1 would like to thank my supervisors who have 

contributed ideas, discussed solutions to problems and asked critica! questions to improve the 

report significantly. Furthermore 1 would like to thank anyone else who supported me wh ile 

performing this research . During the eight months which are spent on this project, much 

support and expertise is offered along the way. 

Bram van der Heijden 

Amstelveen , February 2008 
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111 - Executive Summary 

This document describes the research executed to discover what is required to govern a 

Service-Oriented Architecture (SOA). Erl (2005) defines SOA as an open, agile, extensible, 

federated, composable architecture comprised of autonomous, vendor diverse, interoperable, 

discoverable and potentially reusable services. A successful implementation can reduce the 

interoperability problems within the IT architecture which can evolve in more flexibility for the 

business, decreased IT-costs and improved business-IT alignment. 

Unfortunately, success stories on SOA implementations are hard to find. Recent research 

from the University of Amsterdam discovered that just a small amount of organizations have 

some small-scaled successes, while the greater part is still struggling or even already stopped 

their SOA initiatives. Among the different potential causes for SOA project failures is the lack 

of IT governance which should be supplied from the very beginning (van den Berg et al. , 

2007). 

In this research it is therefore investigated what is needed for SOA governance, and how this 

SOA governance can be connected to the already existing IT governance structure. To 

delineate the problem, the research will only focus on the banking industry. The banking 

industry is data intensive, and has obtained perceived presence among SOA adopting 

companies (Lawler et al. 2005). The underlying research question is: 

- - - - ---------
What are the governance demands of a Service-Oriented Architecture in the banking 

industry, and how can (existing) governance models be extended to meet these 

demands? 

The goal of the research is to identify the demands for SOA governance in the banking 

industry. When organizations move from their 'traditional' IT environment to a SOA 

environment, the IT governance structure should be changed/expand due to SOA related 

aspects; organizations change their focus from creating single codified applications to 

developing a set of business services which are loosely coupled and which cover the whole 

enterprise. IT governance is defined by Weil & Ross (2004) as the framework for decision 

rights and accountabilities to encourage desirable behavior in the use of IT. 

The research is divided into three parts: 

• The first part is involved with desk research , in which SOA, IT governance, and the 

banking industry are discovered. All information gathered in this part originates from 

literature. In this part the demands for SOA governance are identified. These demands 

are structured according to the four CobiT domains. CobiT stands for Control Objectives 

for Information and related Technology, and is one of the commonly accepted frameworks 

which can be used for managing the information technology (Grembergen et al. 2004). 

IV 
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This framework is chosen because it features the right level of detail and is generic at the 

same time (See Figure 1). 

Plan & Organlze Acquire & lmplement Deliver & Support Monitor & Evaluate 

Error Tracking and 
Resolution (Exception 
Handling) 

Service Repository 
Service Portfolio Planning 

Version (release) 
Life Cycle Management of System (service) Monitoring 

Business Application & SOA 
Management 

Services 
Platform Planning Methods lor dealing with 

Service Level Agreements regulatory requirements 
Service Developing Policies 

Runtime Qualities 

Transaction Monitoring 

Security Policies 

Figure I - Collected SOA Governance Aspects 

• The second part is involved with empirica! research. The empirica! research started with a 

first market orientation by holding a roundtable conference . The roundtable conference is 

attended by almost all major Outch banks, and delivered a representative view on the 

maturity and the problems of SOA in the Dutch banking industry. The second phase of the 

empirica! research consists of three case studies, performed at SNS bank, ING bank and 

Rabobank. The case studies delivered a more detailed view on the governance issues 

and how these are handled. 

• The last part is developing the framework. This is done by using the results of the desk 

research and the roundtable conference . The SOA aspects found in the literature and 

during the roundtable conference are positioned on the related CobiT processes. These 

CobiT processes are called the SOA critica! objectives. Thereafter the detailed control 

objectives (3rd level) which are nearest connected to the SOA governance aspect are 

selected. From these detailed control objectives, the RACI diagram 1 is presented which 

describes the accountabilities and responsibilities within the organization. Finally the 

framework is validated with the aid of the cases obtained during the empirica! research . 

The final product of these three parts together is a SOA governance framework, which is 

based on the CobiT framework. All SOA critica! objectives trom CobiT together with the 

belonging RACI diagrams shape the SOA governance framework. The framework can be 

used as reference or guideline for the setup of a SOA governance structure. 

1 Diagram which states who is Responsible and Accountable, and who should be Consulted and 
lnformed 

v 
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1 lntroduction 
In this chapter, an introduction to the company and the subject will be given, followed by the 

relevance of the research and the problem statement. Thereafter the research approach will 

be explained . 

1.1 Company Profile KPMG 
KPMG arose trom the merges between accountancy companies, Klynveld Kraayenhof & Co 

(Amsterdam), William Barclay Peat & Co (London), Marwick, Mitchel! & Co (New York), and 

Dr. Reinhardt Goerdeler trom the Deutsche Treuhandgesellschaft. KPMG is a Swiss 

Cooperative, with independent member firms in 144 countries. This research is executed at 

KPMG Nederland. See Figure 1.1 for the KPMG brand. 

Figure 1. 1 - KPMG Brand 

KPMG Nederland has sixteen offices in the Netherlands and its main office is located in 

Amstelveen. KPMG Nederland has over 3000 employees, and collected a turnover of 634 

million in 2005-2006. KPMG delivers services in the domains audit, tax and advisory. These 

domains are "three complementary areas of knowledge and insight" that enable KPMG to 

meet the needs of their clients. KPMG's mission is to "turn knowledge into value for the 

benefit of our clients, our people and the capital markets" (KPMG, 2007 profile). Appendix A 

illustrates the organizational structure of KPMG. 

1.1.1 IT Advisory 
"As part of Advisory Services, IT Advisory (IT A) provides assurance and advisory services to 

assist clients in identifying risks and establishing appropriate controls and security measures 

arising trom the use of information systems and technology. The synergy of skills within ITA 

enables them to form a bridge between IT, audit and business management, achieving a 

common understanding of how important issues can be managed." The markets of IT 

Advisory are: Consumer , market, Financial Services, Government and Education, Health 

Care, lndustrial Markets and Information, Communication and Entertainment (KPMG, 2007 

intranet). 

1. 1. 1. 1 Financial Services 

This research is executed at the business unit Financial Services.The term financial services 

refers to the services provided by organizations which are operating in the finance sector. 

lnsurance companies, Pension funds, Lease companies and Banks are several examples of 

financial services companies. 
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1.2 Research Approach 
In this section the problem will be stated, followed by the research delineation and the 

research questions and objective. 

1.2.1 Problem Statement 

Service-Oriented Architectures (SOA) is becoming popular these days. This is caused by the 

development of technica! standards and the implementation of these standards in software by 

the world leading software producers. SOA promises flexible IT systems for organizations, 

without making huge investments. Unfortunately, examples of enterprise wide 

implementations of SOA are not known so far. Possible reason for th is is that SOA adoption 

in organizations is still in its early stages, and successes are only known yet on small scale 

projects. This evolves in the following problem statement: 

a~~-organizations fait to adopt SOA or after the implementation,t ; deliver~le~ ~f SOA 

I to meet their expectations. , 

--------- - --- - ----- - -
The focus at SOA implementations is often laid on the technica! part of SOA, while the 

organizational and governance part of SOA are even (or more) important (Hurwitz et al. 

2007). This governance part is one of the areas on which KPMG advises their clients. KPMG 

as an advisory practice should be independent, objective , and where needed critica! to SOA. 

Therefore KPMG should have a good understanding of SOA and the problems and issues 

which can occur along the implementation. 

1.2.2 Problem Delineation 

1.2.2.1 Sector 

The research is executed at the business unit Financial Services of KPMG IT Advisory. 

Therefore my research focuses on the financial services , and specific on the banking industry. 

The banking industry is data intensive and prosperous, and therefore, the banking industry 

has a great share in SOA adopting companies (Lawler et al. 2005). 

1.2.2.2 lmplementation Aspect 

The average IT investments in the financial services industry are still rising , and therefore 

firms are increasingly challenged to manage and control IT to ensure value is created . 

Centrally managed IT is no langer possible or desired and therefore organizations are forced 

to create or refine IT governance structures to encourage the behavior that will lead to 

achieving the organizations' performance goals. According to Weil & Ross (2004) IT 

governance can be defined as "the framework for decision rights and accountabilities to 

encourage desirable behavior in the use of IT." 

Governance needs special attention in a SOA environment. A recent survey (van den Berg et 

al. 2007) among twelve Dutch organizations shows that governance belongs to the four main 

reasons for SOA failures (see Figure 1.2) Also major vendors like IBM and Systinet point to 
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the importance of a governance structure, and mention that governing a SOA should start 

directly with the implementation. A tast increasing number of services will evolve in increasing 

complexity. The proliferation of these services, which need to be provided by different units 

bath within and outside the organization, makes governance of SOA more challenging (Mitra , 

2005). Unfortunately, there is no existing literature which gives generic models of what a SOA 

governance structure should look like (van den Berg et al. 2007). 
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Figure 1.2 - Causes tor SOA Fai/ures (Source: van den Berg et al. 2007) 

1.2.3 Research Questions 
In this section the research questions will be introduced. The research questions function as 

guideline through the research . 

1. 2. 3. 1 Main Question 
The problem statement and the problem delineation, lead to the following research question: 

1 What are the governance demands of a Service-Oriented Architecture in the banking 

industry, and how can (existing) governance models be extended to meet these 

l de::i_ands? _____ _ 

1.2.3.2 Sub questions 

To answer this research question, some sub-questions will be used: 

What is Service-Oriented Architecture? 

2 What is IT Governance? 

3 What are the specific characteristics of IT governance for SOA? 

4 What are the specific characteristics of SOA governance in the banking industry? 

5 In practice, what are the demands for SOA governance? 

6 In practice, how are these demands converted into the governance structure? 

7 How can the obtained demands be integrated in the existing governance models? 
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1.2.4 Research Objective 
The goal of this research is to identify the demands for SOA governance in the banking 

industry. Most organizations have an IT governance structure to govern their 'traditional ' IT 

environment. When organizations move from their 'traditional ' IT environment to a SOA 

environment, the assumption is that IT governance structure should be changed I expanded 

due to SOA related aspects. These changes are needed because organizations change their 

focus from creating single codified applications to developing a set of business services which 

are loosely coupled and which cover the whole enterprise. Therefore IT governance 

structures will need some additional measures to be able to handle a SOA environment. 

The obtained SOA governance demands are processed into a framework. This framework will 

be an addition to the traditional IT governance structure and contains all the SOA related 

governance aspects. With these research results , KPMG should be able to advise their 

customers about the impact of SOA and how to arrange SOA governance to avoid SOA 

project failures due to governance related aspects. 

1.2.5 Research Methods 
Several techniques are used to gather the information which is needed to answer the 

research- and the sub-questions. First a desk research is executed, to understand the world 

of SOA and IT governance. From this desk research, sub-questions 1 up to 4 will all be 

answered by reviewing literature. 

After the desk research, the empirica! research is executed . This starts with a 'roundtable' 

session which was held on September 131
h 2007 at KPMG. At this session, almost all major 

banks in the Netherlands were present. At this roundtable session, the foundation for the 

answers of sub-question 5 and 6 is made. The contacts which are obtained at the roundtable 

session are used to have several interviews with professionals and case studies on the area 

of SOA governance. The roundtable session together with the interviews and case studies will 

deliver the answers to sub-question 5 and 6. 

Finally, the framework is developed. The results of the desk research and the empirica! 

research are analyzed and used as input for the development (desk research and roundtable 

session) and validation (case studies) of an extended governance model which can be used 

for SOA (sub question 7). An overview of the research can be found in Figure 1.3. The 

arrows in the figure point to information needs in the different steps. 
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Figure 1.3 - Research Model 
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2 Defining Service-Oriented Architecture (SOA) 
Before governance of SOA can be investigated, a clear explanation of SOA is needed. 

Therefore, in this section the history of SOA will be explained, followed by a definition and the 

aspects of SOA. The information, which will be found by reviewing literature, will answer the 

following question: 

Research Question 1: What is Service-Oriented Architecture?-~- --=--=-~=-~ 
However, no standards are set on SOA already, which results in many different opinions and 

argumentations. Therefore in this section, these opinions and argumentations are reviewed 

and tried to fit in with each other. 

2.1 Before SOA 
This section will explain the architecture principals before SOA is used. 

2.1.1 Point-to-Point and Enterprise Application lntegration 

As long as applications exist, integration has been one of the major business issues 

(challenges). Before the introduction of SOA, organizations relied on two main integration 

methodologies: 

• Point-to-point lntegration 

Methodology where different applications are directly integrated to address specific 

business needs. This method is commonly known as brittle, expensive and impossible to 

maintain. Architectures such as point-to-point are not scalable: the integration effort and 

complexity increase as the number of points rise ; yields to what we call "spaghetti 

integration' (Lam & Shankararaman 2004) (See Figure 2.1 ). 

Figure 2. 1 - Point-to-Point lntegration Figure 2.2 - Hub & Spoke Approach 

• Enterprise Application lntegration (EAJ) 

EAI is the solution for the shortcomings of point-to-point integration. According to lrani et 

al. (2002) EAI is used to incorporate custom applications, packaged systems and e

business solutions into a business infrastructure which is flexible and manageable. EAI 

uses a message broker to publish and to receive messages. This is also called "hub and 

spoke" approach, and solves the problems associated with the messy point-to-point 

integration. EAI still uses proprietary integration technology for the connection with the 
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broker and therefore it is not scalable (beyond enterprise boundaries) and inflexible (van 

Donge, 2007) (See Figure 2.2). 

2.1.2 Modular Design 
The development costs of information systems were increasing parallel to the increasing 

complexity of the information systems. Therefore, developers were looking for methods which 

enable reuse of components, and which could significantly reduce the cost of new 

applications. A method for achieving this reuse is modular design, which enables 

programmers to write subroutines and functions, and to reuse their code. Although this 

method is saving costs in developing, the method had to deal with maintenance problems 

(Hashimi, 2003). 

2.1.3 Object Orientation & Component Based 
Object orientation and component based software (CBS) are introduced to deal with these 

maintenance problems. Object orientation and CBS offered good solutions for reuse and 

maintenance. The higher level of abstraction and the encapsulation 2 in object-oriented 

programming is an important step towards Service Orientation. Anyhow, object orientation 

and CBS are not able to deal with the complex issues such as distributed software and 

application integration with varying protocols and platforms. 

2.1.4 CORBA 
Common Object Request Broker Architecture (CORBA) is based on object orientation , and is 

a forerunner of SOA which bridges the boundaries between different computer platforms. 

Zinky et al. (1997) describes CORBA as a commercial standard for distributed object 

computing. 

In CORBA, systems are composed of objects, which are components with well-defined 

interfaces that describe the services they provide to other objects in the system. The 

interfaces are defined in the Interface Definition Language (IDL), which enables objects to be 

developed independent of the underlying programming language, operating system, or 

computer architecture on which they will execute. In the CORBA environment, one computer 

could request the services of an object through the "broker", which served as a common 

interface among all the computers involved (Baker et al. 1997). 

CORBA was a promising concept. However, it failed to live up to its promise, not because of 

the shortcomings of the technology, but because of the discord among many companies in 

deciding which object to adopt. Microsoft's answer to CORBA is the Distributed Component 

Object Model (DCOM), which simplified the process of using objects in a Microsoft 

Environment. IBM carne out with the Distributed System Object Model (DSOM), which had 

2 ''The packaging together of data and operations that manipulate that data, is known as encapsulation" 
(Kontonya & Sommerville. 1998) 

8 



Master Thesis - Service-Oriented Architecture in Banking: A Governance Framework 

many similarities with CORBA and DCOM, but did not succeed due to its tightly coupling to 

the IBM OS/2 system (Bih, J . 2006). 

2.2 Definition of SOA 

There is no clear definition of SOA. All definitions which can be found in literature include 

SOA as a concept with services as a basic building block of distributed applications. The 

services with well-defined interfaces are loosely coupled and independent from each other. 

lmplementation of SOA results in an encapsulation of services creating potential for reuse 

(Feuerlicht, 2006). Below, several definitions by some leading companies on SOA are given, 

followed by a work definition. 

2.2.1 Leading Companies 

• Microsoft (microsoft, 2007) 

"SOA is a means for integrating across diverse systems. Each IT resource, whether an 

application, system, or trading partner, can be accessed as a service. These capabilities 

are available through interfaces; complexity arises when service providers differ in their 

operating system or communication protocols, resulting in inoperability." 

• IBM (Keen et al. 2004) 

"SOA defines concepts and general techniques for designing, encapsulation, and invoking 

reusable business functions through loosely bound service interactions. Most of the 

techniques have been proven individually in previous technologies or design styles. SOA 

unites them in an approach intended to bring encapsulation and re-use to the enterprise 

level." 

• Systinet (Systinet, 2006) 

"SOA is a design style for maximizing IT interoperability, and for sharing and reusing 

business services in a distributed environment. Service orientation isn 't a new approach 

to software design, but it has become increasingly viable because of the widespread 

adoption of web services technology that makes creating an SOA practical and cost 

effective. SOA offers distinct advantages over traditional architectures." 

2.2.2 Work Definition 
As definition used in this report, a definition is chosen which is not supplied by commercial 

literature: "Service-Oriented architecture represents an open, agile, extensible, federated, 

composable architecture comprised of autonomous, vendor diverse, interoperable, 

discoverable and potentially reusable services." (Er/, 2005) 

2.2.3 SOA compared to Object Orientation and CBS 
In contradiction to Object Orientation and CBS, SOA does not necessarily encapsulate data 

and functionality, and therefore eliminates the problems with different protocols and platforms 

(Hashimi, 2003). Table 2.1 describes the differences between SOA and CBS. 

9 



Master Thesis - Service-Oriented Architecture in Banking: A Governance Framework 

Component Based Software Service-Oriented Architecture 

Function oriented Process oriented 

Designed to last Designed to change 

Long development cycle lnteractive development cycle 

Application black Service orchestration 

Tightly coupled Loosely coupled 

Homogeneous technology Heterogeneous technology 

Object oriented Service oriented 

Known implementation Abstraction 

Tab/e 2.1 - Differences between CBS & SOA (Source: Van Donge, 2007) 

2.3 Aspects of SOA 

In 

Figure 2.3, a scheme of SOA and the relations between the different parts are illustrated. 

Service Consumers 

On:l!eslrator Portal 

~ 

• 
( Enterprl" SlfVice Bus ) 

' ' 
Services Services Services 

' ' , , 

Web--applcatlon ERP Legacy CRM 

Service Providers 

Figure 2.3 - Different parts of SOA (based on: van Es et al. 2005) 

2.3.1 Services 

2.3.1.1 Defining Services 

The essence of SOA lays in services. A service is just a software program and is used tor 

accessing an application . The additional layer of an information system which is added by 

SOA is the service layer. This layer encapsulates the (total) application functionality and 

makes it available on a standardized matter through services. According to Hashimi (2004), a 

service is an exposed piece of functionality with three properties : 
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• The interface contract to the service is platform-independent. 

This implies that a client from anywhere, on any OS, and independent trom language can 

use the service. 

• The service can be dynamical/y /ocated and invoked. 

A discovery (director) service should be available. lt enables a look-up mechanism where 

consumers can go to find a service based on some criteria. 

• The service is self-contained. 

This means that the service maintains its own state . 

Service 
Consumers 

Bind and lnvoke 

Service 

~ 
Descript ion 

Figure 2.4 - Key ra/es in SOA (Based on: Van Es et al 2005 & Hashimi 2003) 

There are three roles which can be distinguished at the use of services: Service Consumer, 

Service Provider and Service Registry (Figure 2.4). The cooperation between these three 

roles is described according to the find , bind and invoke paradigm. The consumer (an 

application, component or another service) searches in a registry tor a suitable service which 

meets the criteria . Next, the registry returns a service description and location , so the 

consumer can call tor the right provider. The provider accepts the request and precedes the 

service. 

At present there are international open standards available to define and to use services. 

These standards are integrated in almost all software from the big software suppliers. 

Examples are: 

• Extensible Markup Language (XML) which is a markup language used to present 

structured data in plain text. 

• Web Service Definition Language (WSDL) which is a XML based format to describe 

services. 

• Simple Object Access Protocol (SOAP) used tor sending XML messages through a 

network. 

11 



Master Thesis - Service-Oriented Architecture in Banking: A Governance Framework 

• And Universa! Description, Discovery and lntegration (UDDI), an XML based register to 

present services through the network (Kossmann & Leymann, 2004). 

Brief descriptions of these standards can be found in Appendix C. 

2.3.1.2 lntroducing granularity of services 

The breadth of functionality each service delivers is usually referred to as the service 

abstraction level , or the service granularity. Services can contain different levels of 

granularity. Fine-grained service implementations are providing a small amount of business

process usefulness, such as basic data access. Larger granularities are compositions of 

smaller-grained components and possibly other artifacts, where the composition taken as a 

whole conforms to the enterprise component definitions. 

2.3.2 Enterprise Service Bus 
The enterprise service bus provides the communication between the service consumer and 

the service provider. ESB is a collection of infrastructural facilities for handling, routing and 

transforming messages. In ESB all platforms, machines, networks and programming 

languages are hidden, which makes it a virtual information facility, which offers all resources 

through services (van Es et al. 2005). Many new technologies for ESB are developed in 

recent years, but they all have the same purpose: to take care of communications between 

the software programs. Remote Procedure Call (RPC) and Java Message Service (JMS) 

(Appendix C) are several of new technologies, and all have their own technological strengths. 

According to Ji-Chen & Ming (2006) an ESB must have the following characteristics and 

capabilities to be effective: 

• Heterogeneous Messaging 

Supporting the possibility to exchange messages (in multiple formats) among the services 

on the bus is essential for an ESB. Message exchanges involve one-way message 

delivery, support for store-and-forward message delivery, and publish and subscribe 

capabilities (Van Donge, 2007). 

• Dynamic Transformation 

ESB should be a layer with an intermediate function between service providers and 

service receivers, and should make the direct connections among applications redundant. 

Therefore ESB have to provide, message transformation, rule-based routing , and other 

essential services (Van Donge, 2007). 

• Service Discovery 

An ESB stores information and metadata about services. Metadata is data about a 

specific content; it describes how data can be interpreted. lt facilitates the understanding, 

use and management of data. ESB must dispose metadata, by including it in the bus or 

by having access to a metadata provider (Van Donge, 2007). 
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• Scalab/e architecture 

In today's demanding enterprise environment, SOA has to meet high performance 

requests on speed and availability. Therefore the ESB has to be effective in exchanging a 

large number of messages (Van Donge, 2007). 

• Reliab/e delivery 

The exchange of large amounts of data and the delivery of messages must be reliable (Ji

Chen & Ming, 2006). 

• Policy Driven Security 

The ESB has to provide service security authentication, encryption and digital signatures, 

according to different authentication models (Ji-Chen & Ming, 2006). 

2.3.3 Orchestration 
Workflow Management (WFM) is possible in a SOA environment using services. WFM in 

combination with services is also known as orchestration (van Es et al. 2005). Orchestration 

involves the development of executable processes as a set of loosely coupled activities 

(services), instead of explicit steps. These activities are connected and coordinated by 

intelligence capable of selecting the right service at the right time. The change of a business 

process is quickly facilitated through the use of this WFM technology, due to the separate 

construction of the flow model and the construction of the individual services (Leymann et al. 

2002). 

Regarding orchestration , new standards are developed for the design and the execution of 

business processes with services. Several examples of these standards are: 

• Business Process Execution Language for Web Services (BPEL4WS) 

This standard is used to describe business processes using services. The standard is 

developed by BEA systems, IBM and Microsoft and other vendors. Reason for the 

development is the shortcomings in other standards like WSDL to deal with complex 

business processes (Pasley, 2005). 

• Business Process Modeling Language (BPML). 

This standard is used to describe business processes including activities with fluctuating 

complexity, transactions and exception handling. The standard is developed by the 

Business Process Management lnitiative (BPMI); an organization specialized in 

formulating standards for BPM (Peltz, 2003). 

SOA offers opportunities for Business Process Management (BPM) because of the flexible 

use of the ICT infrastructure, while the end users still control the business processes. 

Woodley & Gagnon (2005) wrote in their article about the synergies and challenges which 

exist between BPM and SOA. According to them, SOA can provide the types of enterprise 

artifacts that BPM is designed for in a flexible and agile manner (i.e. services). lf a new 

service is introduced, SOA can deliver the disparate services applicable for the new 
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component. From a different perspective, BPM can also support SOA and come up as a 

"backbone and a platform for SOA constructs". BPM design methodologies can be helpful to 

design target business services and their orchestration. But in contradiction to all apparent 

synergy between BPM and SOA, it is important to keep in mind that BPM creates a unique 

type of service consumer. This consumer differs much from standard standalone applications 

or the service-to-service practice of SOA, due to the distinction in messaging models, 

interface specifications, and the available transport protocols (Woodley & Gagnon, 2005). 

2.3.4 Portal 
According to Murali (2006), an enterprise portal fits to the idea of SOA. An enterprise portal 

enables employees, customers and/or suppliers to access information through a single 

gateway. According to van Es et al. (2005) a portal can be the solution to the problem of 

dealing with many different user interfaces. A portal offers an end user a uniform access to all 

applications. The portal concept is not a mandatory part of SOA. 

2.3.5 Composite Applications 
All mentioned parts are combined in SOA which creates customized applications tor every 

end user. Functionality of many different applications is used in an environment which is 

hidden tor the end user. This is named Composite Applications. 

2.4 Relevance of SOA 

2.4.1 Business Value 
SOA can be described as a solution to refit the information facility on the organizational 

objectives, without the impossible assignment to systematically renew all the legacy systems 

with enough flexibility to be state-of-the-art again . With this alternative, the legacy systems 

can be exploited as long as possible, without the integration problems, which makes the IT 

systems more flexible and agile. Nevertheless, not all IT problems will be solved with the 

implementation of SOA. For example, the operational availability of the service and the data 

quality of the information is not improved by only implementing SOA (van Es et al 2005). In 

this section, the business value of SOA is discussed. 

2.4. 1. 1 Flexibility 

SOA can be adopted as a way to simplify and to speed up the building and deployment of IT 

systems that directly serve the goals of a business. Nowadays, the survival of business 

depends on the ability to adapt IT to meet ever-changing business challenges. SOA puts 

business and IT into a framework that leverage existing systems and enables businesses 

change at the same time. This is caused by the independence and the dominant business 

focus of a service, which makes the development and testing of new or adapted services 

much easier (Cohen 2007). Due to these characteristics, the following points are better 

prepared with SOA: 
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• Respond to change: Due to increasing competition, emergence of a multitude of delivery 

channels, abundance of regulatory and governmental compliance requirements, and 

centralization of clients, organizations are required to make quick responses to the 

unpredictable changes within the business environment (Cherbakov et al. 2005). 

• Differentiate: By developing value-added services, such as customer-facing tools, 

organizations are enabled to differentiate their offerings. 

2.4.1 .2 IT lnteroperability and Cost Reduction 

Organizations are moreover forced to focus on their core business and therefore join 

networks to rely on outsourcing and business partner relationships in order to deliver more 

comprehensive products and services to their customers. Unfortunately, the legacy 

information systems, which are typically acquired and organized according to specific 

business functions, are slowing down this effort. The "separated" information systems (silo 

architecture) settle down in duplicity of functionality and data, resulting in high integration 

costs. SOA enables the organization to couple the information systems and decline this 

duplicity. For example, cleaning up redundant functions by implementing a system on one 

place with a service to make it accessible for all other systems saves costs (Feuerlicht 2006). 

2.4. 1.3 Return on lnvestment 

The improved return on investment on IT systems is also an important advantage. Due to the 

extended life span of the existing information systems, the ROi on past IT investments will 

improve; occurred investments on software, middleware and hardware can yield maximally. 

Accidental is the rise of more possibilities to make conscious decisions on which system will 

be rejected , and which system will be extended. Also the scope of individual investments will 

decrease; it is possible to renew smaller units separately instead of replacing the total system 

(Van Es et al. 2005). 

2.4.1.4 Business Focus 

Another benefit is that business managers do not have to understand the technica! part of 

SOA. This is caused by the division into a business services layer (business logic) and the 

technica! layer (computing resources). In a SOA environment, business managers work with 

the IT department to identify the business services. 

2.4. 1. 5 Disadvantages 

From the above described advantages it can be concluded that SOA is an attractive concept 

to adopt in an organization. Nevertheless, SOA has some negative characteristics as well. 

Some opponents of SOA claim that SOA is far from being a approved concept. This is caused 

by several facts (Koch, 2006): 

• The bigger investment and a longer strategie commitment than CIOs may expect. The 

implementation of SOA can last for many years, in which many environmental changes 

can occur. Therefore it is difficult for CIOs to hold on to the initial goal settings of SOA. 
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• When the SOA implementation is started, it is difficult to measure the success of SOA. lt 

is hard to quantify the expected flexibility, which results in resistance at the management 

to continue (or to start) a SOA project. However this point is not different trom previous 

achitectures. 

2.4.2 Applicability of SOA 
Some situations are not appropriate tor SOA. So betore the transtormation trom an existing 

architecture to SOA, an appraisal of the appropriateness of SOA is recommended. Below, 

three important organizational requirements tor SOA are listed. lf an organization owns all 

these items, it is likely that SOA is applicable. lf none of these items can be tound in 

organization 's characteristics, SOA should not be implemented. 

• Complex Organizational Environment 

SOA is most useable tor organizations with a high degree of dependencies. These 

dependencies diverge trom corporate governance regulations, to relations with partners, 

suppliers and buyers. Another important factor is the potential entrance of new market 

players. All these dependencies make it likely that you have to make acquisitions to 

remain competitive (Hurwitz et al. 2007) (van Es et al. 2005) (Bloomberg . 2004). 

• Changing lndustry 

Some industries are dynamic and change dramatically. On the other hand, some 

industries are mature and stable. One of the main benefits of SOA is the increased 

flexibility of the IT systems. So these investments will be useless when there is no need 

tor flexibility (Hurwitz et al. 2007) (Cohen. 2007) (van Es et al. 2005). 

• Valuable Legacy Systems 

When there are no valuable parts or reusable components in the existing IT systems, it is 

not worth it to implement SOA. SOA is a method to reuse legacy systems, which skirt the 

cost of building IT systems trom scratch. Betore starting with SOA, the future value of the 

legacy must be assured (Hurwitz et al. 2007) (van Es et al. 2005) (Feuerlicht, 2006) . 

Bloomberg (2004) approaches it the other way around, and mentions tour points when not to 

use SOA. In some cases, the advantages perceived trom SOA can be outweighed by the 

disadvantages of SOA: 

• When there is a homogeneous IT environment 

For example, when all used technologies are supplied by a single vendor. This is the case 

tor most small companies, which have a homogeneous network behind their own firewall. 

For these kinds of IT systems, SOA is frequently an impractical addition to a simple 

intrastructure. But, according to Bieberstein (2006), SOA can still be desirable, if there is a 

willingness to consider opening services to an external environment. 

• When true real-time performance is critica! 
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For systems which require response in the millisecond range. SOA relies upon 

asynchronous communication due to the loose coupling, which will delay the response. 

For example monitoring critica! processes in the chemica! industry. 

• When flexibility is not needed 

Like the point "Complex Organizational Environment" and "Changing lndustry" mentioned 

above, when optimized commodity processes already exist, the organization may not 

benefit trom changing toa SOA. 

• When tight coupling is needed 

For example, when a single computer runs the whole application, loose coupling of the 

components will result in needless overhead. 

2.5 SOA as enabler of the Shared Service Centre Architecture 

In the previous paragraphs, SOA is described as an IT affair. This is the tact within most 

banking organizations, where SOA is an IT services based architecture to standardize system 

integration and to react to business changes quickly. Nevertheless, some schools are 

reasoning differently: in an ideal situation, a proper usage of SOA should enable the business 

architecture. 

2.5.1 Business Architecture 

SOA can be applied to the business architecture as well. In this case, an organization is 

divided in several shared service centers (or business domains), each delivering services to 

each other and (optional) to external parties. Each centre is responsible tor publishing, 

finding, contracting and delivering of their services. 

A business process can be composed trom several services, which can be obtained trom the 

different service centers. Every service centre is having control of their own services, and is 

therefore responsible for realizing the service. As can be seen in Figure 2.5, services can be 

obtained trom inside as well as trom outside the organization . Rietveld and Klinkenberg 

(2005) call this architecture the Service Oriented Business Architecture (SOBA). 
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Organlzatlon 

Process 

Figure 2.5 - Service Oriented Business Architecture (based on: Rietveld & Klinkenberg 2005) 

2.5.2 Information Architecture 
Rietveld and Klinkenberg (2005) distinguish Service Oriented Information Architecture (SOIA) 

as the IT support to the business architecture. With this approach, the IT architecture will be a 

subordinate of the business architecture, in which all benefits will occur. According to Rietveld 

and Klinkenberg (2005), implementing SOA on IT level will only solve the interoperability 

problems, which evolves in small scale successes. 

2.6 Conclusion 
From this chapter can be concluded that SOA is an approach to enterprise architecture in 

which each software function in enterprise architecture is a "service" that is defined using a 

description language with invokable interfaces that are called to perform business processes. 

The rise of SOA is possible due to the rise of some vendor independent standards like SOAP, 

UDDI and WSDL. 

SOA is aften seen as a flexible system integration method, while in a more genera! view, SOA 

can be seen as the enabler of the shared services center architecture. In this quality, SOA is 

the technology used to streamline the business processes which are crossing different 

service centers. 
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3 Defining SOA Governance 
In this chapter SOA Governance will be introduced. This is done by defining IT governance 

and introducing some commonly used frameworks . Finally, one of the described frameworks 

will be used to collect all SOA related governance aspects and to define SOA governance. 

3.1 lntroduction to IT Governance 
To obtain benefits and competitive advantages trom the IT systems, IT governance is 

essential. Because the IT in an organization holds an important key to business growth and 

success, it must be fully controlled. This is not only for maximizing the benefits of an IT 

system, but also to properly manage and, consequently, to mitigate the risks involved with IT. 

In the past, business managers were working according to their own governance rules. IT 

governance is introduced already before the rise of SOA. Therefore, before the SOA 

governance will be investigated, the origin of IT governance will be made clear. In this 

section , a definition of IT governance is given, followed by a description of the history of IT 

governance. Thereafter the responsibilities of IT governance will be discussed. All 

information, which will be obtained from literature, will contribute to answer next question: 

r --·- - -- -· ----· 
1 Research Question 2: What is IT Governance? ------------

3.1.1 Definition of IT governance 
In the literature, several definitions of IT Governance can be found. Key to the most of 

definitions is the notion of alignment of the IT with the business, also referred to as Strategie 

Alignment (Van Grembergen, 2004). The IT Governance institute suggests the following 

definition: 

"IT Governance is the responsibility of the Board of Directors and executive management. lt is 

an integral part of enterprise governance and consists of the leadership and organizational 

structures and processes that ensure that the organization 's IT sustains and extends the 

organization 's strategy and objectives" (ITGI 2001 ). 

The definition used for this research is derived trom Weil & Ross (2004 ), well-known publicists 

on this area, who defines IT governance as: 

"IT governance represents the framework for decision rights and accountabilities to 

encourage desirable behavior in the use of IT' (Weil & Ross 2004 ). 

According to Weil and Ross, IT governance should address the next three questions: 

What decisions must be made to ensure effective management and use of IT? 

2 Who should make these decisions? 

3 How will these decisions be made and monitored? 
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3.1.2 Development 

From the moment Information Technology (IT) emerged , it has been serving the organization . 

IT is helping the business to operate efficiently and to expand their business into new 

directions. Through the years, almost all IT has changed from just a technology into an 

essential element of the organization , a strategie partner (Sallé 2004 ). The differences 

between IT systems in its early days and IT systems nowadays are summarized in Table 3.1. 

Technology Provider Strategie Partner 

IT is for efficiency IT for business growth 

Budgets are driven by external benchmarks Budgets are driven by business strategy 

IT is separable from the business 

IT is seen as an expense to control ----
IT managers are technica! experts 

IT is inseparable from the business 

IT managers are business problem solvers 

Table 3.1 - Differences Techno/ogy Provider & Strategie Partner (Source: Venkatramen 1999) 

Three stages can be identified during this evolution from technology provider into a strategie 

partner. Those changes are success factors for survival and prosperity and also enable the 

organization to differentiate and to achieve competitive advantages (Van Grembergen 2004 ). 

1. IT lnfrastructure management 

In this stage, IT organizations were focusing on improving the management of the 

organization's infrastructure. This means maximizing return of computing assets and 

taking control of the infrastructure and matching devices and data. 

2. IT Service management 

This is the next stage in the evolution and shows the trend of IT organizations start with 

actively identifying the services requested by customers, and focusing on planning and 

delivering the desired availability, performance, and security of services. 

3. IT Govemance 

This is the current stage, where IT organizations are transformed into true business 

partners enabling new business opportunities. Distinctive for this stage is the fully 

integrated processes in the complete lifecycle of business processes, improving service 

quality and business agility. 

3.1.3 IT Governance and IT Management 

The definition of Weil & Ross is extended to provide the contrast to IT management: 

"IT govemance is not about what specific decisions are made. That is management. Rather, 

govemance is about systematically determining who makes each type of decision (a decision 

right), who has input to decision (an input right) and how these people (or groups) are held 

accountable tor their role. Good IT govemance draws on corporate govemance principles to 

manage and use IT to achieve corporate performance goals". 
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This is consistent with Peterson (2003) who illustrates the difference as a distinction in 

business orientation and time orientation (See Figure 3.1 ). 

Business 
Orientation 

Extemal 
,,,,, -- --

" ' " ' I ' I \ 

( IT \ 
1 Govemance J 
1 I 

-- - \ I 
-- ~ / Jntemat ,...., ," , ___ .,,,,. 
IT \ 

Management \ 

Present Futura 

Time 
Orientation 

Figure 3. 1 - IT Governance & IT Management (Source: Peterson 2003) 

3.1.4 Responsibilities of IT Governance 
IT has become a very important asset of organizations. Therefore it is important to fully 

understand the role of IT in the organization and to monitor it carefully. The share of IT 

investments in organization 's total investments is increasing which evolves in carefully 

managing requirements. The company's stakeholders need to ensure that these investments 

support the overall business strategy and mitigate potential risk. Grembergen (2004) and the 

ITGI introduce 4 IT governance elements which are all linked together (Figure 3.2). 

IT Strategie 
Alignment 

ITValue 
Delivery 

Ris!( 
Mahagement 

Figure 3.2 - Responsibilites of IT governance (Source: ITGI 2001) 
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3.1.4.1 Strategie Alignment 

The main goal of the enterprise is to create value tor the stakeholders. This value is created 

by mapping IT on the business strategy3
, which is called strategie alignment. Strategie 

alignment focuses on the imperative to align the business vision , goals and needs with the IT 

efforts (Mitra, 2005). 

IT governance can aid the organization in three different ways: by maximizing return on IT 

investment, obtaining competitive advantages through IS, and finally by providing direction 

and flexibility to react to new opportunities (all delivering value to the business). However, this 

alignment is not as easy as it sounds. Weil and Broadbent (1998) describe about the gap 

between the decision regarding an IT investment and the realization of the torecasted 

benefits. This gap indicates the involved risk of initiating new strategies and business 

transtormations. Untortunately, hardly any management sees technology as an enabler of 

business value; IT is typically treated as a cost centre or as an expense (Weil and Broadbent 

1998). 

To close the mentioned gap, firms have to become aligned . Weil and Broadbent (1998) argue 

that making the IT a strategie asset is an appropriate way tor organizations to obtain 

alignment. Doing this results in an understanding and leveraging of the business and IT 

partnership, so an organization can concentrate on the application of IT, instead of the design 

and realization , to enable the business strategy. 

3. 1.4. 2 Value Delivery 

To become strategically aligned, value delivery trom the IT department is necessary. Value 

delivery tocuses on how the value of IT can be proved through results like profitability, 

expense reduction , error reduction , improved company image, branding and so on. Value 

delivery implies more than just dollars and cents. A clear formulated role for IT in the 

organization is needed in which the business should trust the IT department to introduce 

appropriate technology, while the IT department should trust the business to deploy the 

technology opportunistically (Smith & McKeen 2001 ). 

According to Tallon et al. (2000), it is the balance between the two IT goals, operational 

eftectiveness and strategie positioning, that determines the types of benefits that will occur, 

and hence the value that will be created . They argue, that by using such a model , it is 

possible to explicitly tormulate the role of the IT department in creating organizational value 

(See Figure 3.3). 

3 A course of action for achieving an organization 's purpose (de Wit and Meyer 2004). Strategy in the 
broadest sense is all about a/ignment or matching organizational resources inc/uding IS with 
environmenta/ threats and opportunities (Andrews, 1980). 
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Figure 3.3 - Corporate goals for IT (Source: Tal/on et al. 2000) 

3. 1.4. 3 Risk Management 

Preservation of the value delivery is required. This (preservation of) value delivery is obtained 

with risk management. Risk management focuses on business continuity and measures to be 

taken to protect the IT assets (Mitra 2005). Risks can relate to negative results, but it can also 

relate to opportunities for saving or business developments. This uncertainty surrounding IT 

needs to be managed and is therefore becoming an important issue tor IT and business 

managers. Risk can be managed in three steps (Smith & Mckeen 2001 ): 

lt starts with identifying the potential risk involved with a particular initiative to determine 

what could go wrong . In this step it is important to recognize all kind or risks, so also risks 

which are hidden by imperfect knowledge. This first step is essential to determine how to 

manage those risks. Although this is often the point where risk management ends. 

2 Risk identifying is followed by assessing the organization's exposure to the identified risks 

(sometimes called hazard). This involves settling the likelihood of the risk occurring and 

the potential impact if it occurs. Not all feared dangers will happen, and not all potential 

problems will have disastrous consequences . Risk exposure is a combination of these 

two issues. When performing this step, mention that consequences not only occur as 

failure, but can also be generated by extreme success (Like too much demand on a 

system). 

3 The third and last step is dealing with the risks. How to deal with risk depends on the 

nature of the risk. Some risks can be handled by just monitoring it, while others need 

action to mitigate or reduce it. Possible anticipating actions can be tor example an 

insurance to deflect the impacts. 

3. 1.4.4 Performance Management 

With performance management, the expected improvement in business activities due to the 

implementation of information systems is measured and the obtained strategie alignment 

should become visible. According to Sharma and Bhagwatt (2006) performance measures 

are established to achieve goals and are provided with the intent to monitor, guide and 
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improve all the business functions and the organizations as a whole. Usually performance 

management is related to the more pragmatic aspects of IT services such as availability, 

response time, downtime, problem handling etc .. One way to manage the performance of IT 

systems is with the use of balanced score card as described in section 3.1.5.2. 

3.1.5 IT Governance frameworks 

This section shortly introduces three commonly accepted frameworks for practical use, to 

make the principles of IT governance more clear. 

3.1.5.1 Weil & Woodham effective IT Governance framework 

Weil & Woodham have developed a framework to identify the relevance of IT governance and 

its relationship to other governance areas (Weil and Ross 2004 ). The framework is in generic 

form, so organizations are able to complete it to fit their own situation. The framework shows 

the required harmonization of business objectives, IT governance style and business 

performance goals mentioning the archetypes for specifying the decision rights ( 

Figure 3.4). 

* Harmonize How 

........... Harmonize What 

Business Objectlves 

Desirable 
Behavior 

Relat lonshlp govarnance 

Physical asset govam ance 

HR governance 

Financial Governance 

IT Governance Sty le 
BusinessllT Monarchy. Feudal. 

Foderal. Anan:hy 

IT Governance 
Mechanisms 

Business Performance Goa ls 

Metrics 

Figure 3.4 - Effective IT Govemance (Source: Weil & Ross 2004) 

3.1.5.2 IT Balanced Scorecard 

Another method for governing the IT systems is the use of a balanced scorecard (BSC). The 

BSC is introduced by Kaplan and Norton as a support tool at the strategie management level. 

With the BSC, organizations can evaluate corporate performance by supplementing financial 

accounting data with goal-related measures from the following perspectives: customers, 

internal business process, and learning and growth. An adapted version of the BSC makes it 

possible to measure and evaluate IS activities from the following perspectives: business 

value, user orientation , internal process, and future readiness. The proposed standard IT BSC 

is connected to the business BSC through the business contribution perspective (Martinson, 

1992) (see Figure 3.5). 
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Figure 3.5 - Relationships between the four perspectives in the IT BSC (Source: Martinsons, 1992) 

3.1.5.3 Control Objectives for Information and related Technology (CobiT) 

A framework which can be used for managing and governing the Information Technology is 

Control Objectives tor Information and related Technology, abbreviated as CobiT. CobiT is 

developed by the Information Systems Audit and Control Association (ISACA) and the IT 

Governance lnstitute (ITGI) in 1992. CobiT is primarily developed as a framework tor IT 

governance, however some IT management parts are also admitted (see section 3.1.3). 

CobiT recognizes three roles in IT governance: 

• Managers 

Need to balance risk and control investment in an aften unpredictable IT environment 

• Auditors 

Will use it to substantiate their opinions and or provide advice to management on internal 

controls 

• IT users 

Need to obtain assurance on the security and controls of the IT services upon which they 

depend to deliver their products and service to internal and external control. 

These users are provided with a set of generally accepted measures, indicators and 

processes (control objectives). With these sets, companies can develop appropriate IT 

governance and control. 

The control objectives, which describe what should be regulated, are developed as guidance 

and are relative simple and unsurprising. Major challenge is to identify the objectives on which 

to spend effort, and which objectives to ignore. To support this process, CobiT is grouped into 

34 processes (high-level control objectives) (See Appendix 0), which , in turn are grouped into 

tour "domains". At the ether end of the structure "control practices" are publ ished, which are 

amplifications of the control objects. The whole structure is illustrated in Figure 3.6. 
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Figure 3. 6 - Structure of CobiT (Source: Campbel/ 2005) 

The four domains are: 

• Planning and Organization 

This domain covers the use of IT and how it best fits the organizations business 

objectives. This also involves the planning and realization of the strategie vision , in order 

to obtain optimal results of the IT system. 

• Acquisition and lmplementation 

This domain covers the identification of IT requirements and solutions, and the 

accompanying implementation and integration in the business processes. Also the 

maintenance of the existing systems is part of this domain, to ensure a continued life 

cycle of the IT systems. 

• Delivery and Support 

This domain covers issues like the execution of the application within the IT systems. This 

involves the process results , as well as the support processes that enable the effective 

and efficient execution of the IT systems. 

• Monitoring 

In this domain, the IT processes must be assessed over time for their quality and 

compliance with control requirements. This also involves the independent assessment of 

the effectiveness of IT system in its ability to meet business objectives and the companies 

control processes by internal and external auditors. 

3.2 lntroduction to SOA Governance 

In this section, the characteristics of SOA governance will be identified by reviewing literature. 

This is done by finding all governance aspects of SOA which are not clearly defined in 

traditional IT governance, or by finding aspects which are subject to change compared to 

traditional IT governance. The question to be answered in this section is: 

-------------·----------
Research Question 3: What are the soecific characteristics of IT aovernance tor SOA? 
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The 'traditional' IT governance is not sufficient for SOA. A SOA environment demands strict 

governance, due to the increasing complexity within IT. Four examples of the increasing 

complexity are : 

• The development of the services will be taster within SOA. Therefore, tor example, 

version management will be more complex which requires standard procedures to guide 

these changes. In 'traditional' IT governance, no standard procedures were necessary, 

because version change happened incidentally. 

• The (inter)organizational reach of services requires formal ized ownership. In 'traditional' 

IT governance, ownership is informally assigned to the main user of the application. 

Within SOA, services are used within the whole organization. Therefore it is important to 

know who the owner of a service is and who the consumers are. 

• The number of services will increase. lnstead of governing a few applications in the 

'traditional' IT governance, a large number of services need to be governed with SOA. 

This requires standard rules on life cycle management and a clear repository to keep in 

control of all these services. 

• All services need to be consistent with each other. While 'traditional' IT governance is 

concerned with different applications using different standards and techniques, SOA 

governance requires all services to be developed according to the same principals. 

Therefore strict policies are required . 

The examples above show why 'traditional' IT governance will fail with respect to SOA. SOA 

will evolve in a closer connection between business and IT and therefore SOA governance 

should be an integrated part of business governance within an enterprise structure instead of 

governing in a 'closed ' department. WebMethods for instance defines SOA governance as: 

"The art and discipline of managing outcomes consistent with measurable preconditions and 

expectations through structured relationships, procedures, and policies applied to the 

organization and utilization of distributed capabilities that may be under the contra/ of different 

domain4 owners". 

As can be concluded trom this definition, SOA governance has many similarities with IT 

governance with deviation regarding the distributed capabilities and the control under different 

domain owners. The purpose of SOA governance is to keep in control of the whole SOA 

environment. Unfortunately, many organizations take SOA governance into consideration in 

the migration process too late. According to Gartner (2006), three situations can occur without 

SOA Governance: 

4 Area of accountability and responsibility 
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• Poorly Organized SOA 

When services are introduced in a largely way without any form of coordination , nobody 

knows how many services are introduced, where they can be found , or how they can be 

reused. This will evolve in an exploding number of services and life cycles which do not 

reach maturity. 

• Duplicated SOA 

This situation is a little more disciplined than a 'poorly organized SOA'. In this case there 

are too many services that partially or completely overlap each other's functionality, which 

is conflicting with the goal settings of SOA. 

• Purchased SOA 

The SOA infrastructure is adopted, but hardly used. This situation can occur when there is 

a lack of interest from the business and no commitment to use services. lnvestments are 

made for several services, but the business is still using the functionality and data through 

the applications instead of services. 

3.2.1 Selecting an existing framework 

In this paragraph the SOA governance aspects are collected. With aspects, the 

characteristics of IT governance which need special attention or characteristics of IT 

governance which are subject to change are intended. To collect the SOA governance 

aspects in a systematical way, a structure is introduced in which the obtained aspects will be 

categorized . The structure is based on the highest level of the CobiT IT governance 

framework. Selection criteria for using this framework with SOA are: 

• Detailed level 

CobiT is a generic framework with 4 levels of details. Therefore processes within CobiT 

can be chosen on the right level to have enough details and on the same time to be 

generic as well. CobiT also includes predefined roles and responsibilities, which can be 

used in the SOA governance framework. 

• Frequently used 

Many organizations are using CobiT (or parts of CobiT) to arrange their IT governance 

structure. For this reason , a CobiT based SOA governance framework will easily fit the 

already existing governance structures. 

• Widely accepted 

CobiT is developed by the IT governance institute in cooperation with the Information 

Systems Audit and Control Association (ISACA). The framework is not subject to any 

license and is free to use. Therefore, the framework is not related to any commercial 

activity. Due to these reasons, CobiT is widely known and accepted. 

This structure will not guarantee that all demands of SOA governance will be met, but will 

take all aspects in consideration . 
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3.2.2 Collecting the SOA governance aspects 

Next, a table is presente with the aspects of SOA governance which can be found in 

literature. In the first column the name of the aspect is given together with a description of 

what is changing in the organization as a result of SOA. In the second column is stated which 

author has mentioned this aspect. 

3.2.2.1 Plan & Organize 

Aspect Mentioned by 

Service Portfolio Planning 

As described in section 2.3.1, SOA is build up trom services, which are all 

software programs to access applications. By adopting a SOA 

environment, the needed service needs to be known. Therefore, a service 

portfolio should be introduced. In this portfolio, services should be 

managed on aspects like: 

• Which services are required (first)? 

• Does the service meet the defined criteria? 

• Who pays for the creation and maintenance of the service? 

• Who is the owner of a service? 

With SOA governance, the portfolio should ensure a consistent and 

coherent set of services that reflect the requirements of the organization, 

taking into account the entire service life cycle. The advantage of the 

service portfolio is the alignment between business and IT. The 

functionality of an organization is built out of services, so benefits etc. can 

be assigned to these services; even if these services are delivered by 

legacy applications. 

(Business) Application Portfolio and SOA platform Planning 

To do that, organizations have to be aware of which system to continue 

and which system to decommission. Almost every organization 

possesses a widespread assortment of legacy IT-systems, all with 

different platforms, different programming languages, miscellaneous ages 

v/d Berg et al. 

(2007) 

Hurwitz et al. 

(2007) 

Mitra, (2005) 

combined with self-developed applications. Many systems support one Van Es et al. 

business process and therefore miss the layered structure like SOA. As (2005) 

described in 2.4.1, SOA can extend the life span of those legacy IT 

systems and make them flexible again without making high costs. Mitra, (2005) 

Nevertheless many SOA projects incline to huge investments due to 

completely new designed or developed IT systems. The reason for these 

costs is the lack of a clear migration plan. lt is important to have a clear 

plan on which systems to continue, and which systems to reject over a 

long-term period. This is necessary to avoid, for example, a situation in 
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which systems which will be rejected within a few years are elicitated into 

services. 

Service Developing Policies 

The rise of SOA is also possible through the rise of several international Hurwitz et al. 

open standards as described in section 2.3.1.1. lt is important for the (2007) 

development of services to focus on the use of settled techniques and 

standards instead of trying new ones. The agreements within an 

organization on these items need to be captured in a policy document. 

Also naming and metadata policies should be formulated and complied 

with to enable traceable and reusable services. 

3.2.2.2 Acquire & lmplement 

v/d Berg et al. 

(2007) 

Mitra, (2005) 

Aspect Mentioned by 

Version (release) management 

The applicability of services must be guaranteed by the owners of the 

services. This means, for example, that external factors can force 

changes in existing services. This flexibility is one of the benefits of SOA 

(see section 2.4.1 .1 ), however to use this special attention for version and 

change management is required. The owner of the service should make 

an impact analysis and a structured transition plan for the new service 

version. lf the reach of the service is too far, the service owner should at 

least discuss the change with the service consumers, so they can prepare 

for the change. 

3. 2. 2. 3 Deliver & Support 

Van Es et al. 

(2005) 

Noordzij et al. 

(2004) 

Bieberstein et 

al. (2006) 

Aspect Mentioned by 

Error tracking and resolution (Exception Handling) Noordzij et al. 

In a SOA, one functional transaction can be composed of various services (2004) 

what is called orchestration as described in section 2.3.3. When one 

service fails during this chain of services, all present services need to be Van Es et al. 

recalled or rolled back. Therefore every service needs a compensating (2005) 

action, which can compensate an executed service. In this case an 

unbalanced situation can occur which needs be solved. So when a Bieberstein et 

business service is not totally completed, exception handling is needed. al. (2006) 

The reach of one service in a SOA environment is not restricted to one 
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department, but can affect the whole enterprise. Therefore it is important Mitra, (2005) 

to solve problems in a proactive way, to minimize the impact. 

Service Repository 

As described in section 2.3.1.1 , a service should be dynamically located 

and invoked. To achieve this, a service repository can be used. In a 

service repository all services are registered , including their description. 

The description should contain the aspects illustrated in Figure 3.7. 

Service Logic 

- Functionality provided in 
terms of the semantics 
- Semantics (Vocabulary) 
- Syntax (How a service can 
be activated) 

Service 
Description 

Quality of Service 

- Operational quality 
- Operational condit ions 

Delivery Conditions 

- Price 
- Support 
- Legal Aspects 

Figure 3. 7 - Description aspect of a service (Source: vld Berg et al. 2007) 

Next to the service description, also the owner, provider and the 

consumer of the service should be specified in the repository. When a 

clear repository is in place, the conditions are created for possible reuse, 

and services are easily found and used by the business. This will create 

value. 

Life Cycle Management of Services 

Organizations should manage the life cycle of all assets, including their IT 

assets. In the case of SOA, the lifecycle of services should be managed. 

The lifecycle management should span the service lifecycle form design-

time to run-time to change-time, and should address the needs of the 

different roles involved in an SOA and enforce the governance workflows 

between these roles. Stages in the life cycle management are planned, 

specified, being developed, provisioned, operationally accepted, certified , 

published, operational , obsolete and retired. 

v/d Berg et al. 

(2007) 

Bieberstein et 

al. (2006) 

v/d Berg et al. 

(2007) 

Hurwitz et al. 

(2007) 

Service Level Agreements Van Es et al. 

In the traditional IT environments, an information system is owned by one (2005) 

owner, and mainly used for the support for one or more processes in the 
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domain of the owner. Therefore, agreements between the owner and the 

users were often informal. With SOA, users trom different domains can 

access the service as such described in section 2.4.1 (reuse). Therefore, 

the businesses (service consumers) and service providers should have a 

kind of agreement about the specifications of the services to be delivered. 

This can help because they together develop and understand 

expectations, requirements and the provider's capabilities. These 

specifications could be registered in a Service Level Agreement (SLA). A 

SLA can be statie or dynamic. A statie SLA is negotiated on a regular 

(time) basis, while a dynamic SLA can be negotiated at the service 

request by using a signaling protocol tor incidentally use (Statovci-Halimi 

et al. 2003). According to Crawford et al. (2005) a SLA should include: 

• Performance and capacity (such as end-user response times, 

business volumes, through put rates, system sizing , and utilization 

levels.) 

• Availability (mean time between failure for all or parts of the system, 

disaster recovery mechanisms, mean time to recovery, etc.) 

• Security (tor example, response to systematic attempts to break into a 

system) 

Another point which can be arranged in the SLA is agreements on the 

area of compliance and liability. 

Runtime qualities 

Runtime qualities involve all systems aspects that directly affect the 

system dynamics such as performance, scalability, transactional integrity, Bieberstien et 

security, and fault tolerance. Due to SOA, these mentioned aspects can al. (2006) 

be harmed by SOA, because of the message based and loosely coupled 

characteristics of services (see section 2.3.2 about the enterprise service Mitra, (2005) 

bus). 

Transaction Monitoring 

In a SOA, one functional transaction can be composed of various services 

what is called orchestration as described in section 2.3.3. When complex Bieberstein et 

orchestrated processes are executed in a SOA environment, a need tor al. (2006) 

monitoring will evolve to assure all transactions proceeded successfully. lf 

the process is not completed , the monitoring should be able to find out Cohen, (2007) 

what went wrong , where the process dropped out, or whether some 

service put false information into the network. 
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3.2.2.4 Monitor & Eva/uate 

Aspect Mentioned by 

System (service) monitoring 

SOA exists of many services, which all need to contribute to the business 

and to obtain flexibility in the IT systems as described in section 2.4.1. To Van Es et al. 

protect the organization trom making costs for useless services , it is (2005) 

important to monitor the usage and the yield of a service. This fits with the 

need to monitor the business activity, in which the effectiveness and the Boden. (2004) 

efficiency of business processes are monitored, so deviations can be 

recognized immediately. 

Methods tor dealing with regulatory requirements 

The IT department is more often concerned with legalization and 

regulatory requirements. Due to some new laws (e.g. Sarbanes Oxley 

Act5
) , additional issues need to be solved within the IT system. These 

issues involve the risk management issues described above, but also 

aspects like Archiving (logging) and Backup facilities. Because of the 

message based and loosely coupled characteristics of services (see 

section 2.3.2 about the enterprise service bus) more risk can occur within 

a SOA environment. 

3.3 Conclusion 

Hurwitz et al. 

(2007) 

O'Grady (2004) 

From this chapter it can be concluded that IT governance is the organization of roles and 

responsibilities of the IT affairs within the organization. The purpose of IT governance is to 

stay in control of the IT department and the alignment with the business. Several 

tools/frameworks are available to support organizations with organizing the IT governance 

structure. One of the most known and used frameworks is the CobiT framework. 

From this chapter can also be concluded that SOA governance requires further formalization 

of IT governance. SOA with its increasing number and reach of services and therefore 

increasing complexity will require special attention (further elaboration) to several aspects 

such as service ownership (farmer application ownership) and service level agreements. 

Especially when SOA is initiated within the IT department of organization governance should 

play an important role because rules are not set by the higher management. With strict SOA 

governance, the SOA environment will deliver value more quickly, and makes this obtained 

value visible to the business. 

5 Sarbanes-Ox/ey Act (SOX) is a controversial United States federal law. The /aw was passed in 
response to a number of major corporate and accounting scandals. The purpose of the /aw is to avoid 
these kinds of scandals in future and to return public trust in accounting and reporting practice. 
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4 Evaluating SOA Governance in the Banking lndustry 
This chapter introduces the banking sector. First, the banking sector is introduced, followed 

by their maturity on and drivers for SOA. Next, the practical use of SOA Governance is 

evaluated. The information is derived trom a roundtable session and three case studies. 

4.1 SOA in Banking 
In this section the use of SOA in the banking industry is evaluated within literature. The 

banking sector is first defined, followed by some market information on SOA. Thereafter the 

drivers for SOA in the banking industry will be discussed with finally some possible effects on 

IT governance. This information is needed to determine special attention areas in banking. 

j Research -Q~;stion 4: What are the specific characteristics of SOA in the banking 

~dustry? __ --·-----------

4.1.1 lntroduction to the banking sector 
According to the Longman Dictionary of the English Language a commercial bank is: "An 

establishment for the custody, loan, exchange, or issue of money and for the transmission of 

funds. " In practice, a bank can be a commercial or state enterprise which provides financial 

services like issuing money in form of coins and banknotes, lending money and processing 

transactions. A traditional bank generates profit trom the differential between the level of 

interest a bank pays for deposits and the level of interest the bank charges in its lending 

activities. Nowadays, the banking sector is subject to diversification to make additional profit. 

The diversification ranges trom small scale services, like the rent of safe deposit boxes, to 

large scale insurance programs. 

4.1.2 Drivers tor SOA 
According to the journal "Banking Technology" (2007), close to 40% of financial institutions in 

Western Europe surveyed said that they have begun with service oriented architecture 

projects and have already pi lots in place. Another 40% have yet to launch an SOA and 24,5 

% planned to start a project in the next 12 to 24 months (See Figure 4.1 ). In this section the 

attractiveness and challenges for SOA in the banking sector wil l be discussed. 

According to Baskerville et al. (2005), an interesting setting for SOA adoption is provided by 

the banking industry. This is because of the struggling with heterogeneous legacy systems 

which are difficult to change or integrale in other applications. 

35 



Master Thesis - Service-Oriented Architecture in Banking: A Governance Framework 

27% 

• Don1 Know 

• Planned tor the next 24 months ' 
1 

D Planned forthe next 12months 1 

D Under development 

• Ongoing 

Figure 4. 1 - SOA adoption projects in Western Europe (Source: Banking Technology 2007) 

The blocking factor of these legacy systems (dated from the eighties and nineties) is that they 

are usually not developed to cooperate in Enterprise Application lntegration (Section 2.1 ). 

This is caused by the closed architectures which reveals in confined access to other vital 

configurations of soft- and hardware. Therefore, banks are forced to rely on single-vendor 

solutions for the major part of their IT to obtain interoperability in the IT systems. 

Unfortunately, this form of interoperability is usually based on proprietary code which evolves 

in a tightly coupled environment. Changes can be very costly in a tightly coupled 

environment: 

• lf an interface is based on custom-developed code, then a software developer will have to 

implement any changes made by rewriting the interface software. The more extensive the 

change, the more complex the changes to the interface will probably be. The cost of 

staffing a developer to maintain and change the interface can be substantial. lf the 

interface is custom-written in an archaic computer language, then the costs of maintaining 

it and certain key individuals may become dangerously important. 

• lf the interface is based on a Component Off The Shelf product (COTS), it may be subject 

to vendor loek-in. Changes to the vendors interface will likely require for the purchase of 

additional modules or develop custom patches to it. The bank will be saddled with 

licenses, maintenance and development fees. lt the vendor goes out of business, you 

may be stuck with a "dead" interface connecting critica! systems. The costs to replace the 

interface can be very high indeed. 

These aspects impede the banks' ability to offer new and integrated financial products, merge 

with competitors, or consolidate replicating operations. With the implementation of SOA, 

these opportunities can be solved, which is also the conclusion of the survey which concludes 

that most SOA projects are focused on Customer Centric lnitiatives, the ability to reuse the 

existing infrastructure and to create a flexible environment that can deploy new products and 

services rapidly (See Figure 4.2). 

4.1.3 SOA as a solution in Banking 
Strategically, banks are facing four major challenges in relation to architecture (Baskerville 

2005): 

• Enabling Application lntegration 
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Nowadays, banks have to deal with an increasing number of complex products and 

services, all managed by different applications and systems. These different applications 

and systems are often operating on different platforms. According to Pan and Vina (2004 ), 

"in the banking setting, several layers of historically separate, but relevant IT artifacts 

accumulated over time, making it difficult to get such different systems to interact 

together." Therefore, it is important in modern banking to spend more and more effort in 

bridging the application integration. A possible option for this application integration is 

SOA. 

• Enabling value reconfiguration 

Homann et al. (2004) describe a trend in which banks are decreasing costs and 

meanwhile enhancing customer utility. This evolves in an increased focus on their core 

capabilities while exploring different sourcing options for non-core capabilities. Therefore 

they split up their value chain in different functional units. With SOA, it is possible to 

(easily) connect the IT systems of the different functional units. Therefore processes can 

be executed across several functional units. 

• Need for ensuring value preservation after Mergers & Acquisitions 

In the banking industry, where mergers & acquisitions are taking place more often, there 

is a strong need for ensuring value preservation. After a merger or acquisition , the various 

merged IT systems need to become aligned with each other. lnstead of brutally replacing 

the systems, in which case the embedded knowledge and practices will be lost, SOA can 

reduce expenses with a simplified integration (Baskerville et al. 2005). 

• Need for more agile farms of IT development 

The banking sector is subject to many regulations and security claims, and consequently 

often conservative about IT development. This complex and dynamic environment 

demands for more organizational changes and subsequently to more frequent system 

changes. This means that banks need to have a more (than they currently have) flexible 

IT development approach, which is possible with SOA (Baskerville et al. 2005). 

lmprove qualityof IT systems 

Speed development and deployment of new 
bus iness solutions 

Lowerint IT operating costs 

Don'tknow 

Allow greater integration of processes and 
information with customers and suppliers 

0% 5% 10% 15% 20% 25% 30% 35% 40% 

Figure 4.2 - SOA initialization drivers (Source: Banking Techno/ogy 2007) 
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4.2 Practical use of SOA governance in Banking 
In this section, a first exploration and observation of the market is made. The purpose of this 

exploration and observation is to confirm the aspects mentioned in the literature, and to have 

a solid base to elaborate the aspects on. 

4.2.1 Roundtable 
On September 131

h , a roundtable conference is held at KPMG on the subject of SOA. The 

purpose of this roundtable is to share information, experiences and "lessons learned" among 

the attendees (IT-architects and CIOs trom major banks operating in the Dutch Market). The 

research question to be answered with the roundtable is: 

1 Research Question 5: In oractice. what are th_:: dem_ands ~r SOA a_overn~nce? 

The following banks, in alphabetical order, attended this session: 

1 ABN AMRO Bank 6 ING Bank 

2 Binckbank 7 Rabobank 

3 Credit Europe Bank N.V. 8 Schretlen & Co 

4 Friesland Bank 9 SNS Bank 

5 GWK-bank 10 Van Lanschot 

During the roundtable, the attendees were asked to identify the issues related to the SOA 

implementation. Redundant issues were removed so the retained issues could be grouped by 

category. In the next section the issues belonging to SOA governance (divided into 

organizational and technica! issues) are introduced and described . The remaining issues (not 

governance and SOA related) can be found in Appendix E. The second column identifies the 

SOA governance aspect (trom section 3.2.2) which is closely connected to the roundtable 

issue. 

4.2.1. 1 Obtained issues 

Organizational Issues In line with 

Long strategie commitment 
Business 

SOA implementation programs in complex environments have very long 
Application 

duration times. During this time and along the program, much change 
Portfolio and 

Planning 
(program management, EA) must be set up to secure initial goal setting, 

(business / IT / regulatory) can occur. Special risk mitigation measures 
SOA platform 

stakeholder commitment and to minimize distractions. 

Funding policy 

Reusable functionality can be delivered by developing generic services. Service 

Important is the distinction between the service development and the portfolio 

architecture planning piece of a SOA. The two aspects need to be planning 

considered and executed in parallel. When a service is built in isolation 
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without taking into account the architectural and business goals of an 

organization, a service can become redundant soon and the potential tor 

reuse will be little. 

A potential danger of generic services is the creation of "shadow" units by 

business units that provide customized services. This undermines the 

concept of service-oriented thinking. 

Process Standardization 

Process standardization in large banking environments banks is often 
Service 

poor; every process is an exception in itself. This makes it very difficult to 
Portfolio 

identify common business patterns and thus difficult to identify and define 

standard / generic SOA services. 

Transparency 

Transparency is an objective of SOA governance and management. The 

benefits of a SOA erode if you are unable to handle change without 

causing major issues and cost in the bank. Transparency allows you to 

keep overview and to create an adaptive infrastructure that dynamically 

handles change. 

Ownership and Responsibility for End-to-End Processes 

Planning 

Responsibility and ownership tor end-to-end process chains is very 
Service Level 

difficult to allocate, since processes consist of multiple process steps that 
Agreements / 

use multiple services. There can be many breaks along the way. SOA 

calls tor accurate tracing possibilities. This is also demanded by 

regulatory bodies that keep management liable tor the integrity of the 

process (e.g. SOX). 

Defined service users 

Allowing "services consumers" to directly interact with (web) services 

creates a peer-to-peer relationship that brings with it an inherent 

Service 

Repository 

management challenge. How can one monitor performance and ensure 
Service Level 

reliability, audit results , or entorce service-level agreements without 
Agreements / 

actually knowing anything about the interaction with these services? 

Enterprise class services theretore imply entering "the conversation" 

between your services and those that consume them. This is one of the 

cornerstones of services management, not torgetting other management 

issues caused by loose coupling , the number of services, directory 

management etc. 
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Technica! Issues In line with 

Traceability of Transactions over all services is necessary 

End-to-end control on transaction execution is not yet possible, but needs 

to be realized . Failure(s) of involved services in a business transaction 

asks for special attention to exception handling. Unfortunately, no 

techniques are available yet to solve this problem. 

Safeguard Transaction lntegrity and Reliability 

SOA can be implemented in a number of ways (e.g. via web services). 

However web services are not software packages, they lack the inherent 

Error tracking 

and resolution 

capability to manage large transaction volumes and robust execution Runtime 

(message management, reliability, and auditability). People need to know qualities 

that their integrated appl ications are performing as expected when 

executing transaction processes. As a result, all these capabilities need to 

be "weaved" in . 

Beware of Performance Issues 

Depending on the characteristics of the problem to be solved a solution 

direction needs to be selected that identifies a.o. possible performance 

issues. Below several examples of this are mentioned: 

• The frequently used standard message format in SOA 

environments is Extensible Markup Language (XML). XML is 

slower than communication formats that are more compressed . 

• Services are better suited tor "coarse-grain" functions - that is, 

transactions that offer considerable value, rather than "subroutine" 

- level calculations. A good example of an appropriate service is to 

offer an account balance in a location; an inappropriate service 

would be adding two numbers together. In the first example, a set 

of algorithms and processes are invoked; in the second the 

request is better handled within the consuming application itself 

because of the "overhead" and "latency" incurred in going outside 

to a service tor the answer. 

• Make use of already available interfaces within a system that is 

generally not meant to interact with other systems. These 

interfaces are normally taster and more efficient. For instance, 

most databases can be accessed via Open Database 

Connectivity (ODBC) or Java Database Connectivity (JDBC) (two 

standardized models tor database access). Adding services would 

only be interesting if you were going to open up the queries to a 

set of disparate applications; in general , the native interface 

options will suffice and work taster than the service equivalent. 
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• Performance is also affected by the 'extra' SOA layer + additional 

protocols. When encrypted, performance will be even worse. The 

other aspect is CPU/memory/storage sharing of 'popular' , 

frequently used services. Virtualization or other ways of load 

sharing/balancing may provide solutions, but this will add to 

complexity. 

ldentity and Access Management 

The use of loose coupling , software components (instead of applications) 

and "open" interaction creates security risks that need to be considered 

and mitigated. The complexity and the dynamics of a SOA-environment 

add to those risks. A limited number of (security) attention areas have 

been defined, for which it is advisable to implement robust ldentity- and 

Access Management as well as multi-layer security: 

-Loosely coupled components instead of tightly coup/ed app/ications 

-No tightly coup/ed application-specific security mechanisms 

-Access to software and data components via services instead of app/ications 

-Complex /dentity and Access management from multiple services to multiple software 

and data components 

-Complex Segregation of Duties in a dynamic SOA environment with many components 

-ESB as a single point offailure 

-Complex audit trails and /oggings 

-Complex root-cause analysis 

-Complex security patch management and anti-ma/ware updates 

-Complex, often labor intensive development of security measures in components 

-New security boundaries 

-Redefined, new network perimeters 

-Connections to SOA from outside the organization (customers and suppliers) 

-New client-side security requirements 

4.2.1.2 Conc/usion Roundtable Session 

Security 

policies 

The outcome of the roundtable is a proper indicator about what the real issues are in practice. 

Many discussed issues are in line with the literature. In the second column of the obtained 

issues from the roundtable are (almost all) issues mapped on the SOA governance aspect 

obtained from the literature. Only the issue of transparency is not found in the literature. 

Possible reason for this is that transparency is a requirement of all IT change projects and not 

SOA specific. 
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4.2.2 Case Studies 
The next step in the empirica! study is the case studies. Case studies are used for answering 

questions starting with how or why (Yin , 2003). 

Research Question 6: In practice, how are these demands converted into the governance , 
structure? 

In the case study the emphasis is on studying the change in the IT governance structure 

involved with the SOA implementation. The cases for this part of the research are selected on 

the following criteria: 

• lt concerns a bank with a number of services already operational 

• SOA covers multiple business domains (but not necessarily enterprise wide) 

• lmplementation level in which governance is (getting) important. 

4.2.2. 1 Case analysis protocol 

In order to evaluate the cases in a reliable way, a case analysis protocol is needed . In this 

protocol , several aspects are described which will be analyzed in all cases (Braster 2000). In 

this case next aspects are relevant: 

• The objective of the SOA implementation 

• Business involvement of the SOA implementation 

• Phase of the SOA implementation; how many services are operational? how many 

business domains are involved? 

• The structure of the 'traditional' IT governance structure 

• Phase of the SOA governance implementation 

• Aspects of SOA governance which are already in control 

• Pitfalls, weaknesses and strengths of the implementation 

• What the potential problems will be in the near future 

4.2.2.2 Case Descriptions 

This section describes the used cases in this research . The cases are obtained trom semi-

structured interviews, which structure can be found in Appendix F - Interview Structure. 

SNS Bank Case 

SNS bank was, like many other banks, dealing with the increasing complexity of services via 

multiple (sales) channels. Reuse of rich back office functionality in a consistent way for 

diverse distribution channels gave the SOA approach additional focus. According to SNS 

bank, SOA enables the reuse of functionality consistent through several channels without 

huge investments. At the moment, there are about 40-50 business services operational. 

All IT projects are driven by multidisciplinary project groups. Every year a selection (based on 

fixed measurable criteria 's) of projects is made by the business which will be executed, and 
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which will be placed on the back-up list. All other projects will be discarded . The projects are 

elaborated in a business/project plan in which customer, ownership and other 

responsibilities/accountabilities are secured. IT architects are torced to spend a minimum 

percentage (approximately 70%) of their time a year on the projects. The remaining time can 

be used for their own projects and innovations. 

The adoption of SOA has resulted in the introduction of a SOA project team. This team is 

engaged by IT Architects, Developers and Business people. The SNS bank has decided that 

10 % of every IT project budget should be assigned to the SOA project group, to enable the 

development of reusable services. This means that the actual services development still takes 

place within the project, while the SOA project group coordinates the standardization of 

services and the feasibility tor reuse. The project group is also the owner of the services. The 

10% budget tor SOA is only temporary; services will be the standard tor development when 

the business perceives the obtained value . 

According to SNS bank, it is important to govern the services, in the same way that 

applications were governed in . Therefore a Business Life Cycle of services is introduced. In 

this lifecycle, ownership, specification and the development process of services is managed. 

SNS divided the version releases into major and minor releases. Minor releases will have no 

impact tor the end user in contradiction to the major releases. An agreement is made that only 

three versions (major releases) of one service can be active simultaneously; the oldest 

version will be discarded when a tourth version is introduced. Because of the increasing 

number of business services at SNS bank, a repository tool has been acquired to support this 

process. 

The SNS case indicates that only a few new aspects in governance will appear with the 

adoption of SOA. Issues that cannot be challenged yet are provisionally solved by placing 

them under responsibility of the SOA project group. The complexity of governance aspects 

and business involvement will increase. For example, the increasing number of services will 

require a tormal owner in contradiction to the few applications with intormal (domain) owners 

in the traditional environment. 

Rabobank Case 

The Rabobank group is a cooperative organization , composed of more than 400 local banks. 

The introduction of the IPA model, the introduction of a process layer, (IPA stands tor 

lnteraction, Process and Application) in 1999 was the first movement towards SOA. The main 

goals of SOA are to deliver more flexibility in their IT systems, enabling multi labeling and 

multi channeling and to focus more on their clients instead of their products. At the moment 

about 100 services are operational at the Rabobank. 
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A service-need evolves always within projects. The development of the services itself is 

executed by the business domain owners. The centralized ICT department has prescribed 

policies tor service development which are complied by all the members of the Rabobank 

group. The ownership and the lifecycle management of services remain in the business 

domain. 

According to Rabobank, SOA governance could be handled in three steps: define SOA 

policies; create a SOA infrastructure which farces the stakeholders to use the policies; 

introduce several processes and procedures to check the usage of the policies. In these 

policies issues like registry (available in design-time), and contract management/ (fixed work 

agreements on content, required capacity and version migration) are imbedded. 

The early adoption of architectural thinking resulted in good policy documents relating to the 

IT architecture (e.g. building prescriptions), but unfortunately the steering & control of the local 

execution of these documents is missing. This together with reorganizations caused a partial 

loss of the overall view of the local SOA projects. To solve this problem, a new project is 

initialized. Next steps: 

1 The creation of a SOA board 

2 Making a plan (on basis of current issues) 

3 Creation of an expertise group, which will be trained first, that will make an inventory of -

and mandate all the existing services. 

4 Defining and educating the target groups which will use the services. 

5 Embed in development process 

6 Preparing tor processes as business information planning and quality management. 

ING Case 

The ING is commonly known trom brand names such as ING bank, Postbank and Nationale 

Nederlanden and has a long history of mergers and acquisitions in the banking and insurance 

sector. All these farmer independent companies had their own 'silo-ed' applications which 

resulted in redundant functionality so the need tor application integration increased. The 

major drivers tor this application integration were to reduce casts, improve time to market and 

increase flexibility, all driven by the IT department. The move towards SOA was initiated in 

2000/2001 , long before the SOA-hype. At the moment (November 2007), about 600 

application-services are operational with about 150 service consumers. 

ING defined tor the management of its SOA implementation (IFSA = ING Financial Services 

Architecture), its own governance structure , based on the Capability Maturity Model (CMM), 

Prince Il Project Management and ITIL. The IFSA (Application) Architecture is developed in a 

top-down process and every application domain in that architecture is assigned to a domain 

owner. These domain owners have explicit responsibility regarding the adoption of SOA, 
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taking the inter-domain dependencies of services into account. ING makes use of Service 

Provision Agreements (SPA) instead of SLA's because connections between service 

providers and service consumers are always made through the ESB. The ESB 

influences/affects the performance, availability, throughput, etc. of services. 

lmplementation of the Service-Oriented Architecture takes place within business projects. 

When a project requires a service, the design-time registry is examined. This registry is 

managed by the IFSA Service & Message Authority (IFSA S&MA), a department within the 

Competence Centre Architecture 

Three situations can occur: 

The required functionality is already available through a service in production; 

2 The required functionality is already defined in a service definition and needs to be 

developed, tested and implemented by the business project; 

3 No service (definition) is available. In this case the specific domain owner is required to 

define the service. The domain owner is responsible tor the process of defining the 

services that are provided by his/her domain. After definition of the service , this service 

definition must be approved in the Service Approval Procedure, managed by the IFSA 

S&MA, and executed by the Domain Architects of all other domains. In this procedure the 

service definition is reviewed on three main aspects: Pre/Post Conditions, Functionality, 

and Interface description. In the same procedure, the service definition is assessed on 

possible reuse and adherence to domain borders. When th is procedure is completed 

successful , the service definition is recorded in the design-time registry with the status 

'Approved '. 

ING has paid attention to version and release management of services as well. The domain 

owner is responsible tor this. The IFSA S&MA advises the domain owners to have at 

maximum three service versions operational. The tourth (oldest) version will be run down 

('Retired ') provided that all service consumers have been migrated to the latest (newest) 

version of the service. ING is also working with new versions (a new 'run ' of the Service 

Approval Procedure is mandatory) and new releases of services, depending on the impact of 

the change tor the service consumer. 

Next to the Service Approval Procedure, the Service Usage Procedure is developed. This 

procedure is executed betore the actual usage of the service by a service consumer can take 

place. When the usage characteristics of a service by a new consumer are clear, 

arrangements are made to prepare the service provider tor performance and required 

capacity issues. Also agreements on confidentiality and integrity of data are made between 

the owner of the service provider and the owner of the service consumer. The weight of these 

agreements depends on the Confidentiality, lntegrity, and Availability (CIA) rating which is 
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described to each service. When this CIA-rating is above a certain level , additional security 

measures need to be implemented by the service consumer (E.g. encryption). 

ING has covered the major part of the SOA governance aspects in two new introduced 

procedures, the Service Approval Procedure and the Service Usage Procedure. Next to this, 

there are the Service lmplementation Procedure and the Service Retirement Procedure. All 

new, SOA-related governance procedures are integrated as much as possible in the standard 

project management methodology and the system development life-cycle. 

Missing aspects in the SOA Governance like Exception Handling, and Transaction Monitoring 

are getting attention, but budget and priority for structural solutions are not available yet. 

4.2.2.3 Conclusion Case studies 

All cases used for . the research already implemented SOA through different business 

domains. The start of the implementation is mainly driven by the IT department. As the cases 

showed, attempts are made to retain the existing governance structure, while adding some 

SOA related aspects to the centralized IT department. Meanwhile, governance of the 

traditional subject will increase in complexity, due to the increasing number of services , 

compared to the number applications. From the case studies can be concluded that 

governance is crucial for success for the successful implementation of SOA, as seen in the 

Rabobank case in which the overview of SOA is lost along the way. 

The cases also showed that not every aspect has already received enough attention or 

budget to develop structural solutions. Possible cause for this is the lack of knowledge about 

how to solve or how to arrange these aspects. Some of these aspects are already causing 

problems (E.g . Transaction management) while ether aspects are still not given enough 

priority to pay attention on (E.g. Service monitoring). The case studies will be used later on to 

validate the developed framework. 

4.3 Conclusion 

From this section it can be concluded that banks are dealing with many legacy systems which 

can not be easily replaced . Therefore, in the banking industry, SOA is an attractive concept to 

adept, and to solve several problems. lt seems that banks are initiating their SOA projects 

within the IT department instead of initiating from the business. lnitiation by the IT department 

makes SOA for banks even more challenging . Convincing the business that a new 

architecture will contribute to the business is not easy, and without the right resources and 

support, SOA projects may fail easily due to diffuse and not consistent service development. 

Therefore streng governance is required in banking to make the SOA project successful. 
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5 Developing a SOA Governance framework 
In this section the SOA governance framework will be developed. This is done by using the 

CobiT IT governance framework followed by position (integrating) all SOA governance 

aspects in that framework (see Figure 5.1 ). The research question which will be answered is: 

Research Question 7: How can the obtained demands be integrated in the existing 

qovernance models? - - . _____ _j 
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Figure 5. 1 - Developing a SOA Governance framework based on CobiT 

5.1 Position the SOA Governance Aspects on CobiT 
The framework which will be used is the CobiT framework, which is already introduced and 

used in section 3.1.5.3 and 3.2. The purpose of the framework is to organize the responsibility 

and accountability roles within a SOA environment. These roles are defined within CobiT on 

the level of the detailed control objectives (third level). For this reason the SOA governance 

aspects (collected in section 3.2.2 on the 151 level of CobiT} are positioned on the 2nd level of 

CobiT (high level objectives) and thereafter on the 3'd level of CobiT (detailed control 

objectives). All information needed for the development is obtained from literature and the 

roundtable conference. The case studies are left out, because these will be used for the 

validation of the framework in section 6.1. The next two paragraphs describe the process of 

positioning SOA on the 2nd and 3'd level of CobiT. 

5.1.1 High Level Objectives 
To develop the framework, all SOA governance aspects (which are already categorized on 

the highest level of CobiT in Chapter 4) are positioned on CobiT. This is done by reviewing all 

the 34 high level processes (2nd level of CobiT framework) from CobiT and finding possible 

relations or connections with the SOA governance aspects. The CobiT aspects on which a 

SOA governance aspect is positioned are marked in the table 7.1. These are the SOA critica! 

CobiT objectives. The remaining objectives are relevant for SOA as well , but are not critica!. 

Short descriptions of all CobiT high-level objectives can be found in appendix D. 
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Plan & Organize 

CobiT Hiah Level Control Obiectives SOA Governance asoect 
~ ~ 

P01 Define a strateaic i;ilan Service/ Ai:ii:ilication Portfolio Planning "' S-E01 

P02 Define the information architecture -
E03 Determine technoloaical direction Service Develoi:iing Eolicies ·-~S-P02 Define the IT processes , organization and 
P04 relationships 

P05 Manage the IT investment 

P06 Communicate management aims and direction 

P07 Mange IT human resources 

POB Manage quality 

P09 Assess and mage IT risks 

P010 Manaae oroiects 

SOA Governance as eet 

Al1 ldentify automated solutions 

Al2 Acquire and maintain application software 

Al3 Acquire and maintain technology infrastructure 

Enable operation and use 

S-Al1 

Al7 lnstall and accredit solutions and chan 

SOA Governance as eet 

Service L~el Ag~ments S-DS1 

Runtime Qualities S-DS2 

Seç_urity Policies 

DS6 ldentity and allocate casts 

DS7 Educate and train users 

DSB Manage service desk and incidents 

DS9 Mange the configuration Service Repository I Service Life Cycle Management S-DS4 

DS10 Manage problems Error Tracking and Resolution (Exception Handling) S-DSS 

DS11 Manage data 

Transaction Mana ement S-DS6 

Monitor & Evaluate 

ME 

CobiT Hi h Level Control Ob'ectives 

S-ME1 

Tab/e 5. 1 - Positioning the SOA Governance Aspects on the CobiT high level contra/ objectives 

The 1 st and 2 nd column state the CobiT high level control objective number and name. The 3'd 

and 4th column state the SOA governance aspect and the new numbering (S is added) for the 

SOA governance framework. 
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5.1.2 Detailed control objectives 

The detailed control objectives (third level of CobiT) can be seen as more detailed process 

steps to accomplish the high-level control objective. After positioning the SOA governance 

aspects on the high level control objectives, the belonging detailed control objectives are 

selected. Most SOA governance aspects could be caught within one detailed control 

objective. When this is not possible, two or more detailed control objectives are selected for 

one SOA governance aspect. 

5.1.3 RACI diagram 
In the RACI diagram the roles and responsibilities related to process activities are identified. 

RACI stands for: 

• Responsible : Who is responsible for the activity? 

• Accountable: Who is accountable for the activity, meaning who provides direction, and 

authorizes the activity? (is typically hierarchically higher than responsible) 

• Consulted: Who should be consulted for the activity? 

• lnformed: Who must be informed about the activity? 

For each process (detailed control objective) in CobiT, a RACI diagram is defined. These 

diagrams are used as point of departure for the responsibilities for the SOA governance 

framework. The responsibilities and accountabilities defined in CobiT are reviewed for SOA, 

and when needed adapted. The adapted responsibilities and accountabilities are marked with 

*. A short reasoning for the adaptation is given below the concerning table. 

In the next 4 paragraphs, short descriptions for each SOA critica! CobiT control objective are 

given followed by the relevance of the objectives for SOA. After these explanations, the 

detailed control objectives from CobiT are introduced. Finally the RACI diagram which is 

adapted for SOA is illustrated. 

5.2 Defining the SOA critica! objectives 

5.2.1 Plan and Organize 

S-P01 - Define a Strategie Plan 

This objective is concerned with managing and directing all IT resources in line with the 

business strategy. The IT functions together with the business stakeholders are responsible 

for optimal value realized from projects within the IT assets. 

SOA Governance Aspects Service Portfolio Planning 

(Business) Application Portfolio Planning 

In SOA, the strategie planning is taking place in the business 

and service portfolio planning, in which a long term planning is 

determined to decide which services and applications to 
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1 develop and maintain to maximize business-IT alignment. 

Concerned detailed control objectives from CobiT 

• Business-IT Alignment 

To determine if SOA is appropriate within the business strategy 

• IT Strategie Plan 

To determine which services you want to create, to enable reuse on a long term period 

and to create value. 

• IT Portfolio Management 

To decide which application to continue, and which to decline . 
... 
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Business-IT Alianment A* 1 R R c 
IT Strategie Plan A c c R 1 c c c c 1 c 
IT Portfolio Manaciement c 1 1 A R R c R c c 1 

* Changes to CobiT related to SOA 

The CEO is made accountable for the Business IT alignment, instead of the business 

executive. The business executive can not be responsible and accountable at the same time. 

However the CEO should be involved in this process as well , because this item will affect the 

long-term planning of the organization on the highest level. 

S-P02 · Determine Technological Direction 

This objective is concerned with determining the technology direction to support the business 

and includes plans on systems architecture, acquisition plans, standards and contingency to 

improve interoperability of platforms and applications. 

SOA Governance Aspects - Service Developing Policies 

In SOA the technica! direction is set in the service 

developing policies in which the technology and standards 

used for realizing the services should be determined. This 

also includes policies related to the use of technologies and 

standards for the development of services, naming policies, 

and agreements on metadata. Another important aspect is 

the determination of service granularity. 

Concerned detailed control objectives from CobiT 

• Technology Standards 
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To provide consistent, effective and secure services enterprise wide . 
... 
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T echnology Standards A c R c 1 1 1 

5.2.2 Acquire and lmplement 

S-A11 - Manage Changes 

This objective is concerned with all changes, including (emergency) maintenance and 

patches relating to infrastructure and applications in a formally managed environment. These 

changes are logged, assessed, authorized and planned for implementation. 

SOA Governance Aspects Version (release) Management 

In SOA special attention is required for managing changes 

outlined in version (release) management. Because services 

have an enterprise wide reach, the impact of changes and 

new release will increase. To stay in control of the services, it 

is important to proper manage the number of service versions 

in use, to have clear rules on migration to new versions and 

the support of cider versions. 

Concerned detailed control objectives from CobiT 

• Change Standards and Procedures 

To have clear procedures on the version change process 

• Impact Assessment, Prioritization and Authorization 

To make clear which parts of the organ ization will be affected with the change 
... 
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Chanqe Standards and Procedures A 1 R c R c c c 
Impact Assessment, Prioritization and AJ 
Authorization 1 R R c R c R c 
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5.2.3 Oeliver and Support 

S-OS1 - Oefine and Manage Service Levels 

This objective is concerned with effective communication between IT management and 

business customers regarding service required. The communication is formally documented. 

This process contributes to the improvement business-IT alignment. 

SOA Governance Aspects - Service Level Agreements 

In SOA where services can be consumed through the whole 

organization (or even outside the organization) service levels 

should be managed as well. This requires for a formalized 

relation between service consumer and service provider. This 

ongoing process should ensure (and improve) the quality by 

meeting the agreed service levels and also includes 

monitoring and timely reporting to stakeholders on the 

accomplishment of service levels. 

Concerned detailed control objectives from CobiT 

• Service Level Agreements 

To manage the relation between Service Consumer and Provider 
... 
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Service Level Aqreements 1 1 A' R' R 1 R R c c 

* Changes to CobiT related to SOA 

The business process owner is also responsible for this activity, because with SOA, the 

agreements should be made between the service providers (service owners) and its 

consumers (for the business process). The CIO is made accountable because no 

accountable role is defined within COBIT. The CIO is made accountable because this function 

is responsible for value delivery of IT and therefore should set rules and guidelines for the 

SLAs. 

S-OS2 - Manage Performance and Capacity 

This objective is concerned with managing the performance and capacity of IT resources and 

requires a process to periodically review current and forecast performance and capacity of IT 

resources. 

SOA Governance Aspects Runtime Qualities 

For SOA this is described as runtime qualities. The call for 
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a service will increase due to its enterprise wide reach. 

Therefore the capacity has to raise, to be able to handle all 

requests. This together with the message oriented character 

of SOA (this will affect the performance of IT) calls for 

special attention to Performance and Capacity 

Management. 

Concerned detailed control objectives from CobiT 

• Performance and Capacity Planning 

To ensure all service request are handled properly and on time 
... 
QI .Il: c: c: Il) 

3: .2 i:i: 
QI 0 -; .:?: Il) ë -
'5 Il) Il) QI .::: '5 

QI c: E 
Il) ::i u u 0 ö ë: <( 

QI 0 Cl. 
)( ... " ~ 0 ·e ai~ w a.. "' :c Gi ... "C CJ ·~ 
Il) Il) QI u > "' c: ::i 
Il) Il) Cl. ... QI !:: "' u QI QI 0 <( "C ::: QI 
c: c: "C 

.,_ 
"C "C Cl.Cl) 

0 0 ïii 0 ïii "' 
QI 

"' "' 
0 E "C 

~ t ::i ::i QI :c QI QI ::!! 8 lij Activities lll u lll :c (.) :c :c a.. 
Performance and Capacity PlanninQ A R c c c c 

5-053 - Ensure 5ystem 5ecurity 

This objective is concerned with maintaining the integrity of information and protecting IT 

assets. The process settles IT security roles and responsibi lities, policies, standards and 

procedures. 

SOA Governance Aspects - Security Policies 

SOA requires for more complex security solutions to 

permit access to multiple applications, when executing a 

service. Another security issue within SOA is the need 

for encryption in confidential messages. Therefore SOA 

requires special attention to this objective. 

Concerned detailed control objectives from CobiT 

• User Account Management 

To determine who is allowed to access applications (through services) 

• Cryptographic Key Management 

To ensure secure messaging within the SOA environment 
... 
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5-054 - Manage the Configuration 

This objective is concerned with ensuring the integrity of hardware and software 

configurations. This requires the establishment and maintenance of an accurate and complete 

configuration repository. 

SOA Governance Aspects Service Repository 

The service repository is also a kind of configuration 

repository in which business consumers can see which 

services are available, and under which conditions. 

Service Life Cycle Management 

The service life cycle management can be grouped within 

managing the configuration as well. In this aspect the 

configuration of the services is managed mainly in the pre

and con production phase. 

Concerned detailed control objectives from CobiT 

• Configuration Repository and Baseline 

To manage all services with their descriptions and conditions 
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* Changes to CobiT related to SOA 

The CIO is made accountable because no accountable role is defined within CobiT. The CIO 

is made accountable because this function is responsible for value delivery of IT and affects 

the whole organization. Therefore rules are necessary trom the top management which will 

force all departments to keep the repository up-to-date. 

5-055 - Manage Problems 

This objective is concerned with effective problem management which requires the 

identification and classification of problems, root cause analysis and resolution of problems. 

SOA Governance Aspects Error Tracking and resolution (exception handling) 

This is also valid for SOA because of the execution of 
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chains of services which requires attention tor error 

tracking and resolution . An effective problem management 

process maximizes system availability, improves service 

levels, reduces costs, and improves customer convenience 

and satisfaction . 

Concerned detailed control objectives trom CobiT 

• Problem tracking and Resolution 

To avoid problems with services which are declined 
... 
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5-056 - Manage Operations 

This objective is concerned with complete and accurate processing of data which requires 

effective management of data processing procedures. The objective helps to maintain data 

integrity and reduces business delays and IT operating costs 

SOA Governance Aspects - Transaction management 

The execution of chains of services requires operation 

management. Operations which are operated on a long term 

period needs to be able to be tracked on their progress. 

Theretore this objective is important tor SOA. 

Concerned detailed control objectives trom CobiT 

• IT infrastructure Monitoring 

To monitor the processing of services 
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* Changes to CobiT related to SOA 

The business process owner is made accountable because this role is responsible tor the 

right settlement of his business process and therefore should assure the transactions are 

monitored. 
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5.2.4 Monitor and Evaluate 

S-ME1 - Monitor and Evaluate IT performance 

This objective is concerned with effective IT performance management and requires for 

monitoring processes. This includes defining relevant performance indicators and systematic 

and timely reporting. 

SOA Governance Aspects - System (service) Monitoring 

Because the introduction of SOA can be expensive, is it 

important to show the value of it to the business. Monitoring 

the usage of service can be an appropriate way, to make the 

reuse of services visible. Monitoring is needed to make sure 

that the right things are done and are in line with the set 

directions and policies. Therefore this objective needs 

special attention for SOA. 

Concerned detailed control objectives trom CobiT 

• Monitoring Approach 
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Remark to CobiT related to SOA 

These responsibilities and accountabilities are only applicable within an enterprise wide SOA. 

Otherwise these roles should be defined on a lower organizational level. 

S-ME2 - Ensure Compliance with external requirements 

This objective is concerned with effective oversight of compliance and requires the 

establishment of a review process to ensure compliance with laws, regulations and 

contractual requirements. 

SOA Governance Aspects - Methods for dealing with regulatory requirements 

For SOA, with its (inter) organizational reach, compliance is 

important aspects, because small deviations can result in 

serious problems. 

Concerned detailed control objectives trom CobiT 

• Monitoring of lnternal Control Framework 

56 

i ' 



Master Thesis - Service-Oriented Architecture in Banking : A Governance Framework 
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* Changes to CobiT related to SOA 

The CIO is made responsible and the CEO accountable for this activity. This changed 

because when an organization is not in control , the CEO will be addressed for these abuses. 

The CIO is performing together with the ether responsible functions to ensure the compliance 

5.3 Conclusion 

The obtained SOA governance demands could be integrated into the CobiT framework by 

positioning the SOA aspects on the CobiT High Level Control Objectives. Thereafter the 

relevant detailed control objectives are selected to have the right RACI diagram to be able to 

determine the right accountabilities and responsibilities. 

After reviewing the accountabilities and responsibilities for SOA, it can be concluded that five 

RACI diagrams will not change due to SOA. The remaining six RACI diagrams are subject to 

change with the adoption of SOA (see Table 5.2). Most changes are needed because the 

concerning SOA governance aspect affects the whole organizations instead of a part of the 

organization wh ich evolved in the need for a higher management level for the responsibility 

and accountability role. 

SOA critica! CobiT Objectives 
Adapted 

RACI 
S-P01 Oefine a Strateqic Plan x 
S-P02 Oetermine Technoloqical Oirection 
S-Al1 Manage Changes 
S-OS1 Oefine and Manaqe Service Levels x 
S-OS2 Manaqe Performance and Capacitv 
S-OS3 Ensure System Security 
S-OS4 Manaqe the Confiquration x 
S-OS5 Manaqe Problems 
S-OS6 Manage Operations x 
S-ME1 Monitor and Evaluate IT performance with remark 
S-ME2 Methods for dealinq with Requlatorv Requirements x 

Table 5.2 - Summary adapted RAG/ diagrams 
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6 Validating the SOA Governance framework 
In this section , the framework will be validated . The validation will be done in two parts; 

verifying the framework with the cases trom section 6.2 and validating the framework by 

having interviews with professionals in the field . The Consulted and lntormed roles within the 

RACI diagram are left out of the validation . This is done because these roles are outside the 

scope of the work definition of IT Governance. 

6.1 Validating with the cases 
Each SOA critica! high level control objective will be reviewed and verified with the cases. A 

summary of the validation can be tound in Table 6.1. 

6.1.1 Define a Strategie Plan 

This objective consists out of two detailed control objectives: 

Business-IT Alignment & IT Strategie Plan 

The CEO is accountable tor business-IT Alignment, because the alignment might directly 

affect the operating results. The business-executives and the CIO are working with the CEO 

to deliver this alignment. This is also the case tor the IT strategie plan, in which the CIO works 

together with the CEO to deliver the plan. In contradiction to the framework, the cases 

initiated SOA within their IT department (tor EAI purposes) which makes it difficult to validate 

this objective. Most support trom the business is visible within the SNS bank case, in which 

the senior management decided to dedicate 10% of every IT project budget to SOA. This is in 

line with the framework in which senior management set the direction of the organization. 

IT Portfolio Management 

The IT portfolio planning is happening within multi disciplined project groups in all cases. This 

is also in line with the framework in which the CIO is accountable and the business process 

owner, head operations and head development (which are all members of the SOA overall 

project groups in the cases) responsible. This multi disciplined group is needed to make an IT 

portfolio planning which is in line with the business and the IT. 

6.1.2 Determine Technological Direction 
According to the framework, determination of the technica! direction is the responsibility of the 

Chief Architect. The IT architect is responsible tor the long term planning of the IT 

organization taking into account the long term requirements. Therefore the IT architect should 

make sure, all developments will contribute to the planned situation. This is confirmed by all 

cases, in which the policies related to service development are set on the IT architecture 

department. In all cases, the SOA initiatives are led by the IT architects, and theretore these 

policies are set by them. 
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6.1.3 Manage Changes 
This objective consists out of two detailed control objectives. 

Change Standards and Procedures 

The CIO together with the head operations and the head development are responsible for the 

change standards and procedures according to the framework. These responsibilities are 

going together with their responsibilities for the ongoing business processes (head 

operations) and the changes/version releases (head development). In the cases, the change 

standards and procedures are formally defined within the SOA overall project groups. A 

possible explanation for this deviation from the framework is de maturity of SOA in the cases. 

Therefore, the SOA overall project group is still directing the SOA implementation. 

Impact Assessment. Prioritization and Authorization 

The ether objective, managing the changes, is in line with the cases. In the cases, changes 

are managed from within the project groups. The project groups within the cases are multi 

disciplinary. The responsibilities defined in the framework, are defined as the head operations 

together with the head of development, the business process owner and the project manager 

(and in this composition also multi disciplined). 

6.1.4 Define and Manage Service Levels 
This objective is not in line with the cases. Only the ING has a formalized responsibility at the 

architecture department for this point. According to CobiT, this point should be observed by 

the CIO together with the business process owner, head operations, head development and 

head IT administration. These roles together should determine the requirements for the IT 

services, and make appointments about meeting these requirements . Again, the deviation 

between the cases and the framework can be caused by the maturity of the cases, therefore 

temporary project groups are dealing with these issues separated from the ongoing business. 

Nevertheless, the above mentioned responsible roles from the framework are members of the 

ING project group in the cases. 

6.1.5 Manage Performance and Capacity 
The CIO is accountable for this objective because it is an objective which affects the whole IT 

organization. The head operation is responsible because this role should ensure the ongoing 

operations, and therefore plan the capacity properly. Unfortunately, validation with the cases 

is not possible for this objective. The maturity of the cases is again too low, so performance 

issues are not present yet or not solved yet. Only in the ING case performance is already 

taken into consideration . The Architecture department is responsible for the ESB, which 

directly affects performance and availability. When the SOA implementation reaches a mature 

level, the role of the Architecture department will be minimized, and the head operations will 

be made responsible. 
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6.1 .6 Ensure System Security 
This objective consists out of two detailed control objectives: 

Account Management 

The business process owner decides who can access certain information and functionality. 

To guarantee compliance and security, these accounts will be set in conversation with the 

compliance officer. The roles defined in account management can be validated with the 

cases. In the ING case the concerning business domain owner is accountable for the right 

access rights. Also for the case is this in conversation with the compliance officer, to be sure 

the authorizations are in line with legal legislation. 

Crvptographic Key Management 

The CIO is accountable for the cryptographic key management because this process affects 

the communication between different IT units (overall IT affair). The chief architect which is 

also involved with the IT overview, will together with the head development execute this 

process. Validation of the cryptographic key management is not possible, because no cases 

are already making use of this technology. Nevertheless, the architecture department of the 

ING determines if a service needs encryption, but no information is currently available about 

who is further involved with this process. 

6.1. 7 Manage the Configuration 

The CIO is made accountable for this objective, because it might affects the value delivery of 

the IT. The three other roles are directly involved with this objective and therefore made 

responsible. This responsibility for this objective differs within the different cases. 

Nevertheless, all cases have the responsibility for this objective spread over multiple 

disciplines. These multiple disciplines also involves the head operations, chief architect, and 

head development. Therefore, the cases for this point are in line with the framework. 

6.1.8 Manage Problems 
The head of operations is accountable for this objective, which fits the overall responsibility for 

the ongoing operations. The chief architect together with the head development joins the 

head of operations in this objective in the responsible role. The maturity of SOA within the 

cases is too low to validate the framework. Nevertheless, the SNS bank and Rabobank 

pointed out, that this point should be solved by a separate supporting department. 

6.1 .9 Manage Operations 

The business process owner is accountable and works together with the head of operations 

for realizing this objective. This objective affects multiple IT units, because processes in SOA 

can be orchestrated from several services. The business process owner have to make sure, 

processes are checked for accurate processing. The head of operations is responsible for the 

ongoing business, and therefore saddled with this objective. Unfortunately, this objective is 

not able to validate. The maturity of SOA within the cases is too low to validate the 
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framework. From the cases it can be concluded that these banks are thinking about possible 

solutions for this objective. 

6.1.10 Monitor and Evaluate IT performance 

The accountabilities and responsibilities for this objective are laid in the highest management. 

Monitoring makes the value delivery from IT visible, and can therefore be used as a 

performance measure. For th is objective again, the maturity of SOA within the cases is too 

low to validate the framework. The SOA projects are small scaled and therefore receive 

minimal interest from the top management. 

6.1.11 Ensure compliance with external requirements 

For this objective, many roles are made responsible. The objective is broad, and contribution 

is needed from many disciplines within the organization. The CEO is accountable, because 

this role will be addressed in case of abuses. The CIO together with the other disciplines are 

responsible to deliver the compl iance. For this objective again, the maturity of SOA within the 

cases is too low to validate the framework. 

Table 6. 1 - Summary Objectives Validation with the Cases 

6.2 Validating with the professionals 

Validated 
Partly Validated 
Not Validated 

In the previous sections, only part of the governance framework is validated. In order to 

val idate the whole framework, interviews with experts on the subject of SOA are held. Two 

professionals are used: 

• Ben Teunissen, Senior Manager at KPMG IT Advisory and fermer Enterprise Architect at 

ABN AMRO Bank NV. 

• Mike Chung, Advisor at KPMG IT Advisory, Information Security & Control and 

specialized on SOA queries. 
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During the interviews the methodology of the development of the framework is explained 

including the motivation on the decision for the CobiT framework and the positioning of the 

SOA governance aspects within CobiT. Thereafter the developed framework and the different 

roles which are defined in that framework are discussed with the professionals. From these 

interviews the following is noted: 

• The framework of CobiT is very widely accepted and interviewees needed few efforts to 

acquaint themselves with the research subject and the selected framework. This 

confirmed the impression that the choice made for Cobit as a reference framework for this 

research subject is a goed one. Since CobiT is also widely accepted as a framework for 

governance aspects, the appropriateness for the assessment of SOA governance proved 

itself. 

• The SOA governance aspects seem to be complete (for now) according to the 

professionals. They were not able to add ether SOA related governance aspects which 

are missing in the framework. 

• The comparison between regular IT governance and SOA governance, aligned to the 

CobiT framework indicated the following : 

o All control areas proved to be applicable 

o The use of the RACI diagrams proved to be appropriate and a number of changes to 

RACI diagram (roles) due to the introduction of SOA need to be made. lt is clear that 

SOA has an effect on the dynamics of governance. These effects and indicated 

remedies however do not cause indicated roles to fail (roles still need to be assigned 

for control) . 

o Another circumstance that has an effect on SOA governance is the impact of 

enterprise wide implementation as opposed to small scaled implementation which 

causes variation in the management level on which the roles are assigned to. Some 

accountabilities and responsibilities are only applicable when SOA is implemented 

organization wide. When the SOA project affects just a few divisions, the 

accountabilities and responsibilities should be defined on a lower level. This division 

of roles can be made on the same basis (E.g. instead of the CEO, the local BU 

manager will be accountable and the local IT manager responsible instead of the CIO. 

• The validation of the framework proved to be difficult, because of the overall maturity of 

SOA governance in the banking industry (and in ether industries as well). The framework 

is proved to be understandable and easy to werk with . 

6.3 Conclusion 

The cases only concerned themselves with part of the full SOA governance framework. The 

remaining aspects of the SOA governance framework have not been covered within the 

cases and in that respect a partial validation has taken place. 
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In order to have an impression of the validity of the whole SOA governance framework, the 

framework is presented to two professionals on the subject of SOA. From these interviews 

with the professionals it can be concluded that they agreed on the different accountabilities 

and responsibilities presented in the framework. According to the professionals, the 

framework can be seen as an usable addition to the ongoing discussion on SOA governance, 

and they judged the framework applicable for use in real life situations. 
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7 Conclusions & Recommendations 
In this section the conclusions which can be drawn from the research will be described. First 

the answer of the main research question will be answered, followed by the overall 

conclusion . Thereafter some recommendations are done together with suggestions for further 

research. Finally, the research and the research results are reflected . 

7 .1 Research Question 

This research started with the problem stating that SOA governance is one of the most 

important reasons for SOA projects failure. Therefore this research is initiated to find out what 

goes wrong in IT governance and most importantly how banks could anticipate on these 

problems. 

From the research it can be concluded that SOA requires strict and formalized IT governance 

due to increasing complexity and the (inter)organizational reach . The traditional IT 

environment is dealing with informal relations between the different business units, evolving in 

informal agreements on use of IT facilities. This is feasible due to the restricted flexibility of 

the IT landscape and the limited reach of the information. 

The introduction of SOA is leading to increasing complexity; the number of services will be 

much higher compared to the current number of applications, the reuse of services will be 

more frequent compared to the number of objects, and finally the reach will be organization

wide or even further. These changes will require formalized ownerships, with formalized 

agreements between the users and providers. Especially in banking where SOA initiatives 

started within the IT department as an attempt to solve the interoperability problems, IT 

governance will play an important role. Because many IT projects are ongoing in many 

different business units, streng management of the SOA project is needed to be consistent 

and roll out the SOA enterprise-wide, successfully. 

The main research question underlying the research is stated as: 

1 
What a; the ~;vernance dem~;ds-of a Service-Oriented Architecture in the banking 

industry, and how can (existing) governance models be extended to meet these 

demands? 

This question consists out of two parts which will be answered in the next two sections. 

7.1.1 Governance Demands 

From this research it can be concluded, that governance of a Service-Oriented Architecture 

demands special attention for several aspects. These aspects are collected from literature 

and framed within the four domains of the CobiT Framework ( 1 st level) (See Figure 7 .1 ). 
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Nevertheless, the cases are proving that in real-life , banks are challenged by the same 

aspects. Unfortunately, not all governance aspects are addressed in structural solutions so 

far, due to the low maturity of the SOA implementations among Dutch banks. This means that 

several aspects are acknowledged, but no effort is spent so far to solve these aspects. Other 

more urgent aspects are provisionally parked in a temporary project team. 

Plan & Organize Acquire & lmplement Dellver & Support Monitor & Evaluate 

Error Tracking and 
Resolution (Exception 
Handling) 

Service Repository 
Service Portfolio Planning 

Version (release) 
Life Cycle Management of System (service) Monitoring 

Business Application & SOA Services 
Platform Planning 

Management 
Methods tor dealing with 

Service Level Agreements regulatory requirements 
Service Developing Policies 

Runtime Qualities 

Transaction Monitoring 

Security Policies 

Figure 7. 1 - The SOA governance aspects within the CobiT domains 

7 .1.2 Governance Framework 

The governance aspects found for SOA are integrated into the CobiT IT governance 

framework. All aspects could be positioned on the high level (2nd level) and the detailed 

control level (3rd level). By positioning these aspects, the SOA critica! aspects are identified; 

each CobiT control objective on which a SOA governance aspect is positioned. The other 

aspects are important as well , but do not differ from other architectural styles. For the SOA 

critica! aspects the accountabilities and responsibilities are reviewed . Five of the SOA critica! 

objectives do not change with the adoption of SOA, while the remaining six SOA critica! 

objectives are subject to change. The SOA critica! objectives together with the (adapted) 

RACI diagrams from CobiT can be added to existing governance structures to meet the SOA 

governance demands. 

The obtained framework can be used by KPMG to advise their clients in the banking industry 

on the governance of a SOA environment. The framework places several important 

accountabilities and responsibilities on a higher management level in contradiction to 

'traditional' IT governance frameworks. Especially in the banking industry, where SOA is 

introduced by the IT department to solve interoperability problems and to encourage 

enterprise application integration, involvement from this higher management is required . 

Furthermore, the governance framework presented in this research will also contribute to the 

consistency of the SOA initiatives across these different divisions (banks are offering many 

different products and therefore they are divided into many divisions). 
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7.2 Recommendations 

7 .2.1 For the implementation of SOA 

SOA is used as a way to enable interoperability in an IT landscape filled with historica! layers 

of IT systems. For the IT departments within banks, benefits can occur within restricted time 

spans. Nevertheless, banks must be aware of the benefits tor the business which will only 

occur on long-term period. Therefore SOA requires a long breath , in which organization-wide 

involvement might be a critica! success factor. 

When SOA is adopted, SOA governance is one of the conditions required to make the 

implementation successful. lt is therefore recommended to start with governance in the early 

stages of the SOA project. The presented framework in this research helps banking 

organizations on filling in the governance structure, or to provide a guideline or checklist to 

structure the different tasks within SOA governance. lt is recommended to address the SOA 

governance aspects permanently, to resist governance trom being the blocking factor when 

SOA is affecting an increasing part of the organization . 

7 .2.2 For further research 

This research is only tocused on SOA governance. Nevertheless, also other aspects will 

contribute to the success of SOA implementations. Some examples of these aspects are 

business involvement, budgeting and planning and further development of technologies and 

standards. Further research on the influence of these and other aspects on the 

implementation of SOA are recommended . 

Also within the research on SOA governance some aspects are recommended tor further 

research . These are the aspects tor which no structural addressing has been tound so far. 

They are the governance aspects Security Policies, Runtime Qualities and Transaction 

Management. The framework developed in this research already sets the accountabilities and 

responsibilities tor these aspects, however at this moment, techniques or methods are not 

available to handle these aspects efficiently. Theretore further research into these aspects 

and how they should be handled is recommended . 

Final remark on the research is the applicability of SOA governance within banks. Although 

the research is conducted tor the banking industry, all other industries can use the framework 

as well. Nevertheless the emphasis in other industries can be on other aspects which might 

reposition the accountabilities and responsibilities to other roles within an organization. Also 

the role of IT governance should be investigated in the case SOA is initiated trom the 

business instead of the IT department. In this case the role of IT governance can be less 

important. 
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7.3 Reflection 

7.3.1 Reflection on the research project 
The project consists of three phases, the literature phase, the empirica! phase and finally 

combining these two to develop the framework. During the first phase (literature ), much 

information is gathered about service-oriented architecture and IT governance. The relevance 

and the popularity of SOA became clear, and most of all the problems which it brings along. 

My first impression of SOA is something very technica! , however soon it became clear that 

SOA involves many organizational and human aspects. 

This feeling strengthened while executing the empirica! phase of the research. While being a 

frequent user for many years of internet banking, it was during this research that it became 

clear that internet banking is not as obvious as it looks. While banks are having huge budgets 

for their IT departments it is very notable that their core processes are still running on systems 

from the 80s and 90s. 1 never had a notion of the problems of the legacy and interoperability 

problems in banking. 

The final phase (developing the framework) is the most interesting part of the research. In this 

part, some space for my own contribution was available. There was a need to reflect on the 

already gathered information from literature and practical cases and to produce my own 

deliverables. In this part it became clear to me what SOA is really about. 

7 .3.2 Reflection on research outcomes 
During the study lndustrial Engineering and Management Science, the course Electronic 

Business Architecture and Systems was taught. In this course the BOAT framework is 

presented, which stands for 

• Business (describes the business goals or why a specific business scenario exists) 

• Organization (describes how organizations are structured) 

• Architecture (describes how automated systems support the involved organizations) 

• Technology (describes the technological realization of the systems of which the 

architecture is specified in the Architecture aspect) 

The framework discusses the relation between business and technology which is not very 

linear. Business 'pulls' technology development by stating new requirements, but technology 

also 'pushes' business by offering new opportunities. A development process can -in 

principle- start at each aspect of the model (Grefen 2006). 

SOA is such an architecture which can be initiated within the Architecture aspect (to solve 

interoperability problems), while it is made possible within the Technology aspect. On the 

other side, initiating is also possible within the business aspect (as described in section 2.5) . 

Anyhow, in whichever aspect SOA is initiated, the whole cyclical process should be followed . 
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This means that the organizational aspect needs addressing as well. The governance model 

developed in this research contributes to this organizational aspect of the cycle (See Figure 

7.2). 

Technology Bus in~ 
Architecture Organization 

~ 
Figure 7.2 - The BOAT framework (source: Grefen 2006) 

Nevertheless, some critica! notes can be made to the methods used tor gathering the SOA 

governance demands. Gathering the demands can be done in many ways, however in this 

research all demands are gathered trom the literature and roundtable session. Although the 

demands are checked tor accuracy and completeness by the different cases, it is still possible 

that some demands are not distinguisehd; when the maturity of SOA among banks will grow, 

new untoreseen, governance issues can appear. Also the importance of the different aspects 

needs to be considered. Although the different aspects are categorized into the tour domains 

of the CobiT framework, the order and relevance may differ trom case to case. Some aspects 

are more generic while other aspects are more specific. 

Some critica! notes can also be made to the framework. Two identical organizations do not 

exist. This means that every organization is different and will have it's own governance rules. 

The framework presented in this research is presented as generic and applicable tor every 

bank. However, a governance framework can be very complex, which indicates that it can not 

always be clearly defined in complex situation. In this case, the framework can still be used 

although there is the task of making the framework more specific tor the organizations to 

fulfill. 
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KPMG has segmented the different markets they serve, which 

cross the different Business Units in a matrix structure. These 
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Appendix C - Technologies & Standards 

Technologies 

J2EE: "Jave Second Enterprise Edition is a widely used platform for developing portable 

and scalable and secure server applications." (Sun Developer Network, 

java.sun.com/javaee/index.jsp, Last Accessed:June 9th 2007) 

JMS: "Java Message Service is a messaging standard that allows application 

components based on the Jave 2 Platform, Enterprise Edition (J2EE) to create, 

send, receive, and read messages. lt enables distributed communication that is 

loosely coupled, reliable and asynchronous." (Sun Developper Network, 

java.sun.com/products/jms, Last Accessed :June 9th 2007) 

.NET: The .NET framework is Microsoft's managed code programming model for building 

applications. (Microsoft .NET developer Center, www.msdn.com, Last 

Accessed:June 9th 2007) 

RPC: "Remote Procedure Call is a technology tor constructing distributed, client-server 

based applications, which allows a computer program to execute a subroutine or 

procedure at another address space (common another computer on the network). 

"(Tutorial of Cardiff University by D. Marshall. www.cs.cf.ac.uk/dave/c/node33.html , 

last accessed: June 9th 2007) 

Standards 

SOAP: "Simple Object Access Protocol is a protocol used tor the exchange of information 

in a decentralized, distributed environment. The protocol is based on XML and 

contains of three parts: a framework for describing what is in a message and how to 

process it, a set of encoding rules for expressing instances of application-defined 

dataypes, and a convention for representing remote procedure calls and 

responses. " (Kossman and Leymann 2004). (World Wide Web Consortium, 

www.w3c.org , Last Accessed:June 9th 2007) 

UDDI: "Universa! Description, Discovery and lntegration is a directory service where 

businesses can register and search for Web services." (W3 Schools, 

www.w3schools.com, Last Accessed:June 9th 2007) UDDI is a XML based 
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repository for services. A service consumer can search and request trom an 

arbitrary location fora service in a central located register. (Noordzij et al. 2004) 

WSDL: "Web Service Description Language is a XML-format used for describing the 

network services as a set of endpoints operating on messages containing either 

document oriented or procedure-oriented information." (World Wide Web 

Consortium, www.w3c.org , Last Accessed:June 9th 2007) The description of a 

service in WSDL contains both technica! and functional information. The structure 

can be defined as a set of components, which all describe a part of the definition of 

a service.(Noordzij et al. 2004) 

XML: "Extensible Markup Language is a simple, very flexible text format. Originally 

designed to meet the challenges of large-scale electronic publishing, XML is also 

playing an intreasingly important role in the exchange of a wide variety of data on the 

web and elsewhere. "(World Wide Web Consortium, www.w3c.org, Last 

Accessed:June 9th 2007) 
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Appendix D - COBIT Control Objectives 

P01 1 Define a Strategie IT Plan 

IT strategie planning is required to manage and direct all IT resources in line with the business strategy and priorities. 

The IT function and business stakeholders are responsible for ensuring that optima! value is realized from project and 

service portfolios. The strategie plan improves key stakeholders' understanding of IT opportunities and limitations, 

assesses current performance, identifies capacity and human resource requirements, and clarifies the level of 

investment required. The business strategy and priorities are to be reflected in portfolios and executed by the IT 

tactical plan(s), which specifies concise objectives, action plans and tasks that are understood and accepted by both 

business and IT. 

P02 J Define the Information Architecture 

The information systems function creates and regularly updates a business information model and defines the 

appropriate systems to optimize the use of this information. This encompasses the development of a corporale data 

dictionary with the organization's data syntax rules, data classification scheme and security levels . This process 

improves the quality of management decision making by making sure that reliable and secure information is 

provided, and it enables rationalizing information systems resources to appropriately match business strategies. This 

IT process is also needed to increase accountability for the integrity and security of data and to enhance the 

effectiveness and control of sharing information across applications and entities. 

P03 J Determine Technological Direction 

The information services function determines the technology direction to support the business. This requires the 

creation of a technological infrastructure plan and an architecture board that sets and manages clear and realistic 

expectations of what technology can offer in terms of products, services and delivery mechanisms. The plan is 

regularly updated and encompasses aspects such as systems architecture, technological direction, acquisition plans, 

standards, migration strategies and contingency. This enables timely responses to changes in the competitive 

environment, economies of scale for information systems staffing and investments, as well as improved 

interoperability of platforms and applications. 

P04 J Define the IT processes, Organization and Relationships 

An IT organization is defined by considering requirements for staff, skills, functions, accountability, authority, roles 

and responsibilities, and supervision . This organization is embedded into an IT process framework that ensures 

transparency and control as well as the involvement of senior executives and business management. A strategy 

committee ensures board oversight of IT, and one or more steering committees in which business and IT participate 

determine the prioritization of IT resources in line with business needs. Processes, administrative policies and 

procedures are in place for all functions, with specific attention to control , quality assurance, risk management, 

information security, data and systems ownership, and segregation of duties. To ensure timely support of business 

requirements, IT is to be involved in relevant decision processes. 

P05 J Manage the IT investments 

A framework is established and maintained to manage IT-enabled investment programs and that encompasses cost, 

benefits, prioritization within budget, a formal budgeting process and management against the budget. Stakeholders 

are consulted to identify and control the total casts and benefits within the context of the IT strategie and tactical 

plans, and initiale corrective action where needed. The process fosters partnership between IT and business 

stakeholders; enables the effective and efficient use of IT resources; and provides transparency and accountability 

into the total cost of ownership (TCO), the realization of business benefits and the ROi of IT-enabled investments. 

P06 Communicate Management Aims and Direction 

Management develops an enterprise IT control framework and defines and communicates policies. An ongoing 
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communication program is implemented to articulate the mission, service objectives, policies and procedures, etc" 

approved and supported by management. The communication supports achievement of IT objectives and ensures 

awareness and understanding of business and IT risks, objectives and direction. The process ensures compliance 

with relevant laws and regulations. 

PO? 1 Manage IT Human Resources 

A competent workforce is acquired and maintained for the creation and delivery of IT services to the business. This is 

achieved by following defined and agreed-upon practices supporting recruiting , training, evaluating performance, 

promoting and terminating . This process is critical , as people are important assets, and governance and the internal 

control environment are heavily dependent on the motivation and competence of personnel. 

POS j Manage Quality 

A QMS is developed and maintained that includes proven development and acquisition processes and standards. 

This is enabled by planning , implementing and maintaining the QMS by providing clear quality requirements, 

procedures and policies. Quality requirements are stated and communicated in quantifiable and achievable 

indicators . Continuous improvement is achieved by ongoing monitoring, analysis and acting upon deviations, and 

communicating results to stakeholders. Quality management is essential to ensure that IT is delivering value to the 

business, continuous improvement and transparency for stakeholders. 

P09 1 Assess and Manage IT Risks 

A risk management framework is created and maintained. The framework documents a common and agreed-upon 

level of IT risks, mitigation strategies and residual risks. Any potential impact on the goals of the organization caused 

by an unplanned event is identified, analyzed and assessed. Risk mitigation strategies are adopted to minimize 

residual risk to an accepted level. The result of the assessment is understandable to the stakeholders and expressed 

in financial terms, to enable stakeholders to align risk to an acceptable level of tolerance. 

P010 1 Manage Projects 

A program and project management framework for the management of all IT projects is established. The framework 

ensures the correct prioritization and co-ordination of all projects. The framework includes a master plan, assignment 

of resources, definition of deliverables, approval by users, a phased approach to delivery, QA, a formal test plan , and 

testing and post-implementation review after installation to ensure project risk management and value delivery to the 

business. This approach reduces the risk of unexpected costs and project cancellations, improves communications to 

and involvement of business and end users, ensures the value and quality of project deliverables, and maximizes 

!heir contribution to IT-enabled investment programs. 

Al1 j ldentify Automated Solutions 

The need for a new application or function requires analysis before acquisition or creation to ensure that business 

requirements are satisfied in an effective and efficient approach. This process covers the definition of the needs, 

consideration of alternative sources, review of technological and economie feasibility, execution of a risk analysis and 

cost-benefit analysis, and conclusion of a final decision to 'make' or 'buy'. All these steps enable organizations to 

minimize the cost to acquire and implement solutions whilst ensuring that they enable the business to achieve its 

objectives. 

Al2 1 Acquire and Maintain Application Software 

Applications are made available in line with business requirements. This process covers the design of the 

applications, the proper inclusion of application controls and security requirements, and the development and 

configuration in line with standards. This allows organizations to properly support business operations with the 

correct automated applications. 

Al3 Acquire and Maintain Technology lnfrastructure 

Organizations have processes for the acquisition , implementation and upgrade of the technology infrastructure. This 
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requires a planned approach to acquisition , maintenance and protection of infrastructure in line with agreed-upon 

technology strategies and the provision of development and test environments. This ensures that !here is ongoing 

technological support for business applications. 

Al4 1 Enable Operation and Use 

Knowledge about new systems is made available . This process requires the production of documentation and 

manuals for users and IT, and provides training to ensure the proper use and operation of applications and 

infrastructure. 

AIS 1 Procure IT Resources 

IT resources, including people, hardware, software and services, need to be procured. This requires the definition 

and enforcement of procurement procedures. the selection of vendors, the setup of contractual arrangements, and 

the acquisition itself. Doing so ensures that the organization has all required IT resources in a timely and cost

effective manner. 

Al6 1 Manage Changes 

All changes, including emergency maintenance and patches, relating to infrastructure and applications within the 

production environment are formally managed in a controlled manner. Changes (including these to procedures, 

processes, system and service parameters) are logged, assessed and authorized prior to implementation and 

reviewed against planned outcomes following implementation. This assures mitigation of the risks of negatively 

impacting the stability or integrity of the production environment. 

Al? 1 lnstall and Accredit Solutions and Changes 

New systems need to be made operational once development is complete. This requires proper testing in a 

dedicated environment with relevant test data, definition of rollout and migration instructions, release planning and 

actual promotion to production , and a post-implementation review. This assures that operational systems are in line 

with the agreed-upon expectations and outcomes. 

DS1 1 Define and Manage Service Levels 

Effective communication between IT management and business customers regarding services required is enabled by 

a documented definition of and agreement on IT services and service levels. This process also includes monitoring 

and timely reporting to stakeholders on the accomplishment of service levels. This process enables alignment 

between IT services and the related business requirements. 

DS2 1 Manage 3'" Party Services 

The need to assure that services provided by third parties (suppliers, vendors and partners) meet business 

requirements requires an effective third-party management process. This process is accomplished by clearly defining 

the roles, responsibilities and expectations in third-party agreements as well as reviewing and monitoring such 

agreements for effectiveness and compliance. Effective management of third-party services minimizes the business 

risk associated with non-performing suppliers. 

DS3 1 Manage Performance and Capacity 

The need to manage performance and capacity of IT resources requires a process to periodically review current 

performance and capacity of IT resources. This process includes forecasting future needs based on workload, 

storage and contingency requirements. This process provides assurance that information resources supporting 

business requirements are continually available. 

DS4 1 Ensure Continuous Services 

The need for providing continuous IT services requires developing, maintaining and testing IT continuity plans, 

utilizing offsite backup storage and providing periodic continuity plan training. An effective continuous service process 

minimizes the probability and impact of a major IT service interruption on key business functions and processes. 
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OSS 1 Ensure System Security 

The need to maintain the integrity of information and proleet IT assets requires a security management process. This 

process includes establishing and maintaining IT security roles and responsibilties, policies, standards, and 

procedures. Security management also includes performing security monitoring and periodic testing and 

implementing corrective actions for identified security weaknesses or incidents. Effective security management 

protects all IT assets to minimise the business impact of security vulnerabilities and incidents. 

DS6 1 ldentify and Allocate Costs 

The need for a fair and equitable system of allocating IT costs to the business requires accurate measurement of IT 

costs and agreement with business users on fair allocation. This process includes building and operating a system to 

capture, allocate and report IT costs to the users of services. A fair system of allocation enables the business to 

make more informed decisions regarding the use of IT services. 

DS7 1 Educate and Train Users 

Effective education of all users of IT systems, including those within IT, requires identifying the training needs of each 

user group. In addition to identifying needs, this process includes defining and executing a strategy for effective 

training and measuring the results. An effective training program increases effective use of technology by reducing 

user errors, increasing productivity and increasing compliance with key controls, such as user security measures. 

DS8 1 Manage Service Desks and lncidents 

Timely and effective response to IT user queries and problems requires a well-designed and well-executed service 

desk and incident management process . This process includes setting up a service desk function with registration , 

incident escalation, trend and root cause analysis, and resolution . The business benefits include increased 

productivity through quick resolution of user queries. In addition, the business can address root causes (such as poor 

user training) through effective reporting. 

DS9 1 Manage the Configuration 

Ensuring the integrity of hardware and software configurations requires the establishment and maintenance of an 

accurate and complete configuration repository. This process includes collecting initia! configuration information, 

establishing baselines, verifying and auditing configuration information, and updating the configuration repository as 

needed. Effective configuration management facilitates greater system availability, minimises production issues and 

resolves issues more quickly. 

DS10 1 Manage Problems 

Effective problem management requires the identification and classification of problems, root cause analysis and 

resolution of problems. The problem management process also includes the formulation of recommendations for 

improvement, maintenance of problem records and review of the status of corrective actions. An effective problem 

management process maximizes system availability, improves service levels, reduces costs, and improves customer 

convenience and satisfaction . 

OS 11 1 Manage Data 

Effective data management requires identifying data requirements. The data management process also includes the 

establishment of effective procedures to manage the media library, backup and recovery of data, and proper disposal 

of media. Effective data management helps ensure the quality, timeliness and availability of business data. 

DS12 1 Manage the Physical Environment 

Protection for computer equipment and personnel requires well-designed and well-managed physical facilities. The 

process of managing the physical environment includes defining the physical site requirements, selecting appropriate 

facilities , and designing effective processes for monitoring environmental factors and managing physical access. 

Effective management of the physical environment reduces business interruptions from damage to computer 
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equipment and personnel. 

DS13 1 Manage Operations 

Complete and accurate processing of data requires effective management of data processing procedures and 

diligent maintenance of hardware. This process includes defining operating policies and procedures for effective 

management of scheduled processing , protecting sensitive output, monitoring infrastructure performance and 

ensuring preventive maintenance of hardware. Effective operation management helps maintain data integrity and 

reduces business delays and IT operating costs . 

ME1 1 Monitor and Evaluate IT Performance 

Effective IT performance management requires a monitoring process. This process includes defining relevant 

performance indicators, systematic and timely reporting of performance, and prompt acting upon deviations. 

Monitoring is needed to make sure that the right things are done and are in line with the set directions and policies. 

ME2 1 Monitor and Evaluate lnternal Control 

Establishing an effective intemal control program for IT requires a well-defined monitoring process . This process 

includes the monitoring and reporting of control exceptions , results of self-assessments and third-party reviews. A 

key benefit of internal coritrol monitoring is to provide assurance regarding effective and efficient operations and 

compliance with applicable laws and regulations. 

ME3 1 Ensure Compliance with External Requirements 

Effective oversight of compliance requires the establishment of a review process to ensure compliance with laws, 

regulations and contractual requirements. This process includes identifying compliance requirements, optimizing and 

evaluating the response, obtaining assurance that the requirements have been complied with and , finally, integrating 

IT's compliance reporting with the rest of the business. 

ME4 1 Provide IT Governance 

Establishing an effective governance framework includes defining organizational structures, processes, leadership, 

roles and responsibilities to ensure that enterprise IT investments are aligned and delivered in accordance with 

enterprise strategies and objectives. 
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Appendix E - Remaining Issues Roundtable 

Issue of Legacy 

Software becomes legacy when it begins to resist modification and evolution. When the 

knowledge embodied in legacy systems constitutes a significant corporate asset, the systems 

cannot simply be discarded - they must be replaced . When the business environment 

changes (e.g. when new partners, new customers or new suppliers come on-board) the 

recompositioning of (composite) applications and data services becomes a way tor quick 

response with less effort. The availability of generic services also makes it less difficult tor 

developers to make required changes and to test code tor functional completeness. This is an 

absolute advantage over 'legacy': it allows shorter Time to Market and reduces project cycles. 

A confusing message often heard is that SOA can replace all of the old legacy systems. This 

is a misunderstanding . SOA does not replace anything , but enables reuse of (legacy) 

applications. The purpose of SOA is quite the opposite of a 'rewrite', in tact it enables 

organizations to leverage their existing assets by exposing them through standards. 

In terms of cost, key legacy system functionality exposed through SOA is usually a cost

eftective, positive return on investment (ROl)-producing evolutionary step. Ripping out legacy 

systems and replacing them with more modern equivalents is an order of magnitude more 

expensive, and often not any more eftective. Depending on the circumstances, it is usually 

more prudent to 'expose' existing systems with standards rather than rewrite them trom 

scratch. 

For banks, that have to deal with an increasing number of complex products and services, 

this is quite a challenge. Especially in the banking setting where historically several layers of 

relevant IT artifacts have accumulated over time, it is especially difficult to get systems to 

interact together. Theretore, it is important in modern banking to devote more and more effort 

in bridging the application integration . 

Issue of Packages 

From a recent executed survey6 on banking systems it can be concluded that there is an 

ongoing shift to use vendor packages in the banking industry. Particularly small and medium

sized banks are relying on this type of banking systems. The cost eftectiveness of a SOA is 

questionable when a bank uses single vendor technologies, especially tor narrow purpose 

functionality. For these banks SOA can be an impractical extension to an otherwise simple 

infrastructure. 

6 KPMG: Bank System Survey 2007, FS Update Round Tab/es, 28 june 2007 
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In spite of this, SOA can bring advantages in a single vendor environment. This is due to 

obtained functionality to service external parties. In this case SOA brings flexibility and 

visibility across firms, even when the individual companies use homogenous IT systems. 

Attendant is the fact that moving towards SOA means moving to decreased vendor 

dependency. 

While several vendor banking systems already offer integration options, switching to SOA 

may be difficult. These systems are usually based on Enterprise Application lntegration (EAI) 

which still uses proprietary integration technology for the connection with a (integration) 

broker. Handling complex issues with varying protocols and platforms can be unfeasible with 

these systems. 

Issues around increasing complexity - Business Case 

"SOA is still technica/ driven, but should be business driven". 

Before an implementation of SOA can start, the management needs to be convinced and 

committed to a business case. Reaching a business case requires certain economies of 

scope. Where does the breakeven point lie that balances between management commitment 

and financial risk? 

SOA is becoming the de facto standard for IT architectures. Currently, the technology-push 

factors such as catching up with the new technological concepts and standards, reuse of 

legacy applications and bringing down development costs by using composite applications 

are dominant compared with business-driven factors such as agility of business and 

business-IT alignment: 

Respond to change (Time-to-Market): Due to increasing competition, emerging of other 

delivery channels, an abundance of regulatory and governmental compliance requirements, 

and centralization of clients, organizations are required to respond more quickly to changes 

within the business environment. 

Differentiate: By developing value-added services, for example customer-facing tools, 

companies can differentiate their offerings. 

"Consistency through distribution channels makes business value visible " 

A business case that evidences the business value of SOA is the case concerning the 

creation and delivery of consistent dient-information through all distribution channels. In this 

way, the call centre operator, the desk clerk and the internet all make use of the business and 

application services which guarantees the consistency of requested information. 
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While convincing management it is important to talk in terms of business services. With a 

SOA, it is possible for managers to abstract from the technica! intricacies of the underlying IT

landscape. Business managers are able to work with the IT department to identify the 

business services. That being said however, SOA brings instant and natural mapping 

between business and application services. 

"Reuse evolves in Return-on-lnvestment" 

Another reason for the business case is the obtained Return-on-lnvestment (ROi). SOA is an 

architecture which enables sharing and reusing of business services in a distributed 

environment. Legacy systems tend to settle down in duplicity of functionality and data, which 

results in high integration costs. SOA enables an organization to couple information systems 

and decline this duplicity. 

Cleaning up redundant functions, by implementing a system at one location with a service to 

make it accessible for all other systems lowers costs. SOA disconnects connections between 

applications and improves loose coupling. lf something changes in one application, there will 

be no major impact on other applications, which saves costs as well (refitting costs). 

Return on investments (ROi) is important. ROi evolves from the extended life span of existing 

information systems; investments made in software, middleware and hardware can produce 

maximum yields. Many possibilities arise, in contrast to the past, to make conscious decisions 

on system decommissioning and system lifecycle extension. The scope of investments will 

decrease; it becomes possible to renew smaller system units separately instead of replacing 

the total system. 

Issues around increasing complexity - Preserving Consistency and Structure 

"Architectura/ Thinking is a prerequisite: Think big, act small" 

Architectural thinking is considered essential for the successful planning of organisational 

changes that take into account long-term ambitions on strategy, processes, structures and IT. 

Without architectural thinking, changes stick to a short-term focus that does not build long

term capabilities. 

The discipline known as Enterprise Architecture (EA) is the process of designing and 

implementing the total picture of an organization 's IT systems, how they relate to each other 

and to the business processes they drive. This tight coupling of systems in traditional EAs has 

rendered them costly and time-consuming to modify. As a result, enterprise architects have 

had difficulty in keeping pace with changing business processes. SOA is an approach to EA 

where each major element is exposed as a 'service'. The result is a distributed computing 

environment with a high level of interoperability between systems. The definition of services 
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(granularity) requires design authority and design overview (EA). However, it is advisable to 

approach EA as a process rather than as a dogma. Otherwise the danger is that a company 

stays frozen in architectural perfection (dogmatic) and does not reach any realization . In all 

cases, the adagio should be 'Think (architecturally) big , but act (implement) small '. 

The following capabilities are considered a prerequisite fora SOA implementation: 

Asset Management, Change Management, Formalized Business Processes, ldentity & 

Access Management. 
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Appendix F - Interview Structure 

lntroduction 

1 Why and when was the first start with SOA? 

2 In which phase is the implementation at the moment? 

3 How many services (tor reuse) are available? 

IT Governance changes discussion 
4 Which structures we re used betore SOA? 

5 Who is responsible / accountable tor what? 

6 What is changed in the existing structure? 

7 What are SOA specific governance aspects 

8 Is there any structure applied to these aspects? 

What is exactly changed in aspects below? Where are the pitfalls/problems? 

1 Service Level Agreements 

2 Service & Application Portfolio Planning 

3 Service Ownership 

4 Life Cycle Management of Services 

5 Transaction Monitoring 

6 Monitor Business Alignment 

7 Exception Handling 

8 Regulatory Requirements 

9 Change Management 

10 Service Developing Policies 

11 Reusable services 

12 Service Repository 

13 Transparency 

14 Process standardization 

15 Traceability 

16 Performance / Runtime Qualities 

17 Security issues & Policies 

18 Version Release 
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