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Abstract

The use of cryptocurrency has increased over the years. Many users have seen the added benefits of this
new monetary system. Unfortunately, the transaction throughput is rather slow. Based on this problem, a
new cryptocurrency system called Hydra [1] is introduced. This systems works with multiple blockchains
instead of only one.
In this thesis we derive a formula for the probability of a take-over event by an attacker, which before was
only estimated by the use of simulation. Koens et al. provided us with information on how the Hydra system
works and statistical data about other cryptocurrencies. After looking at their modelling assumptions, we
argued that some needed to be added or needed to be changed. Then we looked at how the probability of
a take over event has been calculated for similar cryptocurrencies, such as Bitcoin, described in an article
by Rosenfeld [9]. Some of the steps taken in the approach for Bitcoin can be used for Hydra as well, but
some arguments do not hold anymore. Based on their work and based on information about the Hydra
system, we were able to derive a closed formula that calculates the probability of a take over in the proposed
Hydra system, given the number of chains, the capacity of the attacker and the backlog. We generalised this
formula such that it can be used for future improvements and for slightly different modelling assumptions
as well. Finally we showed that for one chain the formula is the same as Rosenfelds.
In conclusion, we supplied a method where users can calculate the probability of a take over. Sellers of
products can for themselves decide what risk the are willing to take.
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1 Introduction

Every Dutch citizen can remember the remarkable (not in a good sense) events of October 2009, the Dutch
population was a powerless witness when the first of many unstable banks, the DSB, went bankrupt. A lot of
negative publicity followed by a public statement that encouraged customers of the DSB to take their assets
from the bank, lead to a liquidity problem that resulted in a bankruptcy. As a consequence, many customers
lost their savings, (up to a certain amount was protected by the government) [3].
This was a prime example of how fragile our current monetary system can be. When enough people withdraw
their assets, other customers are, by risk-aversion, forced to take their money as well, because if the bank
falls, their money is lost. Even a small public statement can cause such a chain reaction, as has happened in
2009. Coincidental, in the same year a new format for a (digital) monetary system was published by Satoshi
Nakamoto [8], called Bitcoin. The most notable change from the current monetary system, was the lack of a
trusted third party, which in many cases will be banks. Mostly, especially when larger purchases are made, it
is not the customer who pays the seller of the product, but the customers bank that pays the sellers bank, the
trusted third party of the customer and seller respectively. Citizens are dependent on aforesaid trusted third
parties to keep their assets safe. Large amounts of money that lies around can only be targeted for possible
theft. A citizen would, however, not give his money to any bank, only to banks that he/she can trust. This
trust can, however, be misplaced and the customer of a bank can lose most of his money, due to events which
he has no control over.
Another third party that is involved in our monetary system is the government. She has the power to add or take
money into our monetary circulation, deprecating or appreciating the value of money respectively. Unwanted
scenarios as hyperinflation could be a result of that. A Bitcoin system has all the benefits of digital money,
making it safe from analogue criminals, but lacks a trusted third party, as digital transactions are made directly
from user to user [16]. Furthermore, a phenomenon such as inflation is something that the bitcoin is unaffected
by as well [7], as the total number of bitcoins in the Bitcoin system is fixed. Combining this with other benefits
as the increase of privacy, that a buyer can make purchases without revealing their identity to any party (i.e.
the seller nor the bank) or the benefit of one global currency, makes Bitcoin an Utopian currency.
There are, however, some disadvantages to the system as it stands now. Firstly, when a trusted third party
is absent, one can wonder who would supervise the system and protect users from harm. This is where the
peer-to-peer aspect of the Bitcoins comes into play. The system is regulated by all users. When someone tries
to make a false transaction, all the peers would notice that this transaction cannot occur and decline it from
happening. No one would acknowledge it and the attempt fails. There is, however, a method to trick the system.
As result, by making it not a secret, the probability of a successful attack can be calculated (and has been done
so). The question is what probability of a successful attack we, as a system, can accept. Such a successful
attack can also occur in our current monetary system, and it would be naive to think that any monetary system
is bulletproof, only in Bitcoin, the probability can be quantified better. A second negative aspect of the Bitcoin
system is the transaction throughput, which is rather slow (compared to the current monetary system).

As argued before, the first described problem, a possible attack, can never be reduced to zero. For the more
popular systems, such as Bitcoin, the probabilities of a take over, given certain values of the capacity of an
attacking party, are already known to the public. Users can adapt which percentage of risk they find acceptable.
The problem of a low troughput, however, is discussed in an article by Koens et al. [1]. They introduces a new
cryptocurrency called Hydra. this new cryptocurrency has a bigger transaction throughput: 450 transactions
per second (tps) compared to the current Bitcoin system, which has a throughput of 7 tps). Hydra will be the
main topic of this report. The construction of this new cryptocurrency has already been done in the aforemen-
tioned paper. We are more interested in the safety of this system and we want to give users an overview of the
risk they are taking when using this system, just as had been done for Bitcoin.

Our goal specific is to find analytic formula for the probability of a take-over event for the Hydra system.

This thesis is organized as follows:
In section 2.1 to 2.4, we will discuss the current Bitcoin system further, based on different articles. Then, in
section 2.5 and 2.6 we will discuss the article of Koens mentioned previously and their data analysis. In section
3 we will discuss one important modelling assumption they have made and reflect on their decisions. With the
new modelling approach we derive the formula of a take over event for one specific case, described in section 4.
Then we will compare this formula with a simulation to show that they both calculate the same value in section
5. This formula would, however, only be applicable in that specific case. In section 6, we extend this formula
even further, such that it can be used in the most generic of cases. We will finish this document with some
discussion and further improvements. In section 7, we make some suggestion for extensions and we will show
that for specific input parameters, our formula reduces to the previously known formula for Bitcoin, showing
that our formula is a generalisation. In addition, we discuss in that section the result of our formula to the
simulation of Koens et al. Our discussion continues in section 8, where we look at some recent events where
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Bitcoin was involved and we end with a conclusion.

2 Literature

In this part of the document we will discuss some previous published literature on the current bitcoin system.
We start with some jargon that we use during this document such that there will be no confusion of terminology.
Then we will discuss the articles of Nakamoto [8] in section 2.2 and of Rosenfeld [9] in section 2.3 both of which
discuss the very basic key elements that are important to understand before we can look at the Hydra which is
an improvement of the current Bitcoin system. Then we discuss the paper of Decker and Wattenhofer who did
research regarding the occurrence of a fork in the Bitcoin system. Finally, we will discuss the article of Koens
regarding the Hydra in section 2.5 and a quantitative analysis made by Koens et al. in chapter 2.6

2.1 Introduction of terminology

Here, we briefly discuss some terminology that we use during these following chapters. Most of them are very
basic concepts but by defining them, no confusion can occur when discussing different jargon.

• A transaction: A transaction is a digital transfer of value (e.g. money or bitcoins) between two parties.

• A block: A block is a collection of transactions. Each block has a unique hash

• The blockchain: A chain of all blocks, containing all valid transactions ever made.

• The blockhead: the last block found on the block chain.

• A hash: An unique characteristic for every block. This hash contains information of the previous block,
such that blocks are interconnected by these hashes.

• Miners: Users that secure the system by searching for hash functions in order to create blocks.

• A fork: An occurrence where two valid blocks are found around the same time: some users are aware of
different blockheads.

• The attacker: A person or group that wants to harm the system by creating a chain of blocks that will
overtake an honest chain.

• Honest nodes: A group that wants to use Bitcoin for its intended purpose

• A take over: When the attacker has mined enough blocks to take over a set of blocks. When the attacker
has mined enough correct blocks, he can construct a longer chain, such that the part of the blockchain,
created by honest nodes, is dismissed. Some transaction can be lost by this process.

• Catching up (by the attacker): When the attacker has a chain that is as long as the current chain of the
honest nodes.

• Backlog: the number of blocks the seller of product is willing to wait, before he is sure enough that his
transaction will not be altered anymore, i.e. when he believes the probability of a take over is small enough
to send the product.

2.2 On Nakamoto’s Bitcoin: Cash system [8]

Paper: Bitcoin A Peer-to-Peer Electronic Cash System
Author: Satoshi Nakamoto

In Nakamoto’s paper the problem of a trusted third party while making digital monetary transactions is taken
into question. It is argued that basing a cash system on cryptographic proof is better than a cash system based
on trust. In the latter, buyers and seller invoke a third party to prevent any double spending and protect them
from those who have the intention of scamming others. A peer-to-peer system is introduced and it is argued
that if the computational power of a network of honest people is higher than the power of a group of attackers,
then the system is secure.
When a bitcoin transaction is made, the spender uses a hash function to combine the receivers public key and
the data of the previous transaction of this coin and signs this with his own private key. This transaction is
added to a block. Once done, it must be verified whether this coin has already been spent or not. A proposed
solution is the construction of a timestamp server. A block of transactions is hashed with a time stamp, and
combined with the previous time stamp. As the hash has information of the previous block, it can be placed
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upon the previous blockhead, extending the chain. A miner iterates through this process, by creating many
hashes by increasing the number of nonces, until a hash is produced that matches the target. This is done by
generating a string starting with a specific number of zeros. Only if a specific random sequence with the desired
amount of zeros is found, the block is hashed, and cannot be changed without doing this work again. This block
is then added to a chain of blocks and has data of all blocks in front of it. Therefore, if a block is changed, then
all blocks below it must be changed as well. The miners will continue to find the next block by using the hash
of this new block.The system can regulate the block mining process by increasing the difficulty of striking this
random sequence with a specific number of zeros in front of it, by increasing this number.
Whenever a node finds the correct proof of work, it is broadcast to all other nodes and they accept this block, if
all transactions are valid. The other nodes will use this block afterwards, when hashing for the following block
using the previous hash in their new hash for the following block. If two proof-of-works for a current block are
found simultaneously, some nodes might receive a different block and therefore a different hash, to use when
mining for the following block. It is then the common rule that the longest chain will become the valid chain
in the system. So based on the next proof of work that is found, the chain will dismiss the shortest chain.
Other nodes are informed that they have missed a certain block, when they find that the hash they receive does
not match with the previous block anymore, and then they will request information about the missed block.
Spenders of bitcoins can verify their payments by remembering the block header that contains the transaction,
and later verifying whether the block is accepted in the longest proof-of-work chain.
Whenever a valid proof-of-work is found, and a new block is created, the miner of that block can add a first
transaction in that block that gives the him/her a new coin. This first transaction is called the coinbase trans-
action. In this way the striker of the block is rewarded. The miner of the block can also implement transaction
fees for spenders, such that a part of the coins are transactions towards him/her.
The benefits of this system are as follows: On one hand, the inflation can be regulated, as after a fixed number
of coins in the system the first transaction that gives a coin to the miner can be dismissed by other nodes. On
the other side, the miner of the block can still make a profit by transaction fees. This profit should encourage
miners to stay honest, as using computational power to find blocks can be more beneficial than using this to
steal payments. Finally, Buyers and sellers are pseudonymous (pseudo anonymous), as only the public keys
of participants are known to others, thus ensure privacy. This is not the case in a trusted-third-party model,
where the third party knows the identity of buyers and sellers.
In Nakamoto’s last section, he discusses the probability of an attacker being successful when he wants to take
over a certain chain. Firstly, he introduces the following notation:

p = probability an hosest node finds the next block;

q = probability attacker finds the next block;

Qz = probability the attacker will ever catch up from z blocks behind.

Then he proposes the following equation

Qz =

{
1 if p ≤ q,
( qp )z if p > q.

In his paper he does not give a clear explanation why this is the case. It may, however, be noted that this
conclusion is based on an equivalent problem, the (Bernoulli) random walk, which is mentioned in the paper.
Here we will elaborate on the findings by Nakamoto.
Assume z is fixed, then we know the attacker has to find at least z blocks in order to catch up. However,
while the attackers makes progress, there is a probability the honest nodes will make progress as well, thereby
increasing the number of blocks the attackers has to mine. This can also be interpreted as a random walk. If
we start at a point z, and walk to the right with probability q and to the left with probability p, then we have
modelled the difference between the total number of blocks of the honest nodes, and the attacker. The attacker
has thereby caught up with the honest nodes, once the difference is zero. In other words, the random walks
passes the origin. We have thus reformulated the problem as a random walk problem which can be solved rather
easy.
Note that the problem of starting in the origin and calculating the probability of ever reaching z is equivalent to
the above defined problem. This formulations has, however, a more clear result. We will introduce the following
notation for relevant events:

1. Ex is the event that we ever reach point x during the random walk

2. Sx is the event where we start the random walk form point x

3. Li and Ri is the event that the i’th step is to the left or the right respectivly
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Qz = P[Ez|S0] = P[Ez| start in 1] · P[E1|S0]

= P[Ez−1|S0] · P[E1|S0] = P[Ez−1|S1] · P[E1|S0]2

= P[Ez−2|S0] · P[E1|S0]2

...

= P[E1|S0] · P[E1|S0]z−1 = P[E1|S0]z

(1)

This equation holds due to the Strong Markov property of random walks. Reaching, for example, 8, starting
from 0 is equivalent to reaching 9 starting from 1, as the difference from the starting point and the destination
point is the same. The only thing left to calculate is an expression for the final term we found: the probability
of ever reaching 1, when we start in zero. This is achieved as follows:

P[E1|S0]

= P[E1|S0 ∩R1] · P[R1] + P[E1|S0 ∩ L1] · P[L1]

= q + p · P[E1|S−1] = q + p · [P[E2|S0]

= q + p · [P[E1|S0] · P[E2|S1]] = q + p · [P[E1|S0]2

If we now take P[Ever reach 1 | start in 0] as a constant, say s, then we find the quadratic equation:

s = q + p · s2 (2)

To solve (2), we can apply the basic quadratic formula to obtain closed expressions for s. Keep in mind that
either the attacker finds a block first or the honest nodes do. Therefore p = 1− q and we can conclude that:

s =
1±
√

1− 4 · p · q
2q

=
1± |1− 2p|

2(1− p)
,

s = 1 ∨ s =
q

p

Note that s is a probability, therefore it cannot be bigger than 1. If p is greater or equal than q, then the second
solution for s would not make sense and the probability can only be 1. This is also in line with the general
theorem on random walks, that if the probability of walking to the right is bigger or equal than 1

2 , the is a
probability of 1, that every point right from the origin is reached. It only needs to be shown that if p > q,
s = p

q . Here we can give the same argumentation as above, that it cannot be 1, as the probability of walking left

is smaller than 0.5, and therefore it must be s = p
q . In conclusion we find that the probability of ever catching

up is ( qp )z, given that p > q.
With this, we find the same conclusion as Nakamoto did in his paper. It may be noted that we only have
calculated the probability of the attacker catching up with the honest nodes. This does not mean that he will
in any case surpass it and thereby succeeding his attack. The next article, described in Section 2.3, goes more
into this difference in catching up and overtaking the chain.
After Nakamoto derived an expression of the probability of the attacker ever catching up after being z blocks
behind, he refers back to the initial problem. The attacker cannot directly start with building his chain, because
then the victim might become aware of a potential scam and not accept the payment. The attacker must wait
before a certain fixed number of blocks is accepted, such that the victim is certain of an accepted transaction.
Only then the attacker can start with attempted to form a larger chain. In his article, Nakamoto assumes that
in this time the attacker has secretly struck some blocks, this number is Poisson distributed with mean: z · qp .
This finding might seem a little odd, but can be supported rather well. Assume that in a continuous time, both
the attacker and the honest nodes strike blocks. When we assume that the average time to find a valid block
is T0 time units then we can define a stochastic variable Xc, that denotes the number of coins we struck in one
unit of time and Tc the time it takes between mined blocks in the whole system, we find that the distribution
of the aforementioned variables is as follows:

Xc ∼ Poisson

(
1

T0

)
,

Tc ∼ Exponential(T0).

(3)

We can use the previously defined p and q, that indicate the computation power of the attacker and the honest
nodes. If we combine the two computational power, we have a force of p+ q = 1, that can find blocks. However,
when a block is found, it has a probability of p

p+q = p to be minded by the honest miners, and a probability
of q to be mined by the attacker. With this underlying theorem, we can model it as a thinned Poisson process
(See appendix A.1 for an elaborated proof on thinned Poisson process). We use the finding and definition in
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(3) to formulate stochastic variables for the number of blocks mined and the time between mined blocks for the
honest nodes and the attacker. We arrive at

Xp ∼ Poisson

(
p · 1

T0

)
Tp ∼ Exponential

(
T0 ·

1

p

)
Xq ∼ Poisson

(
q · 1

T0

)
Tq ∼ Exponential

(
T0 ·

1

q

) (4)

If we go back to the context of the problem, the attacker must wait until a fixed amount of z blocks are mined
by the honest nodes, before it will start trying to overtake the honest node. But in the mean time the attacker
can already prepare blocks, just not adding them, in order to not alert the victim. In this time, the attacker
can become ahead of the honest chain, but just not take it over. After z blocks are found by the honest chain,
only then the attacker can try to take it over. This is important to note, as an overtaking by the attacker can
only be called successful, if this happens after this fixed number of blocks is found by the honest miners. If we
assume that the expected time between finding blocks is independent of all previously found blocks, then the
average time of finding z blocks by the honest nodes (Tz) is simply given by:

Tz = z · T0 ·
1

p
(5)

Note that this Tz is now a constant (and not stochastic anymore). We are interested in the distribution of
number of valid blocks mined by the attacker. We already have assumed that this is Poisson distributed, but
now we found a different unit of time Tz, we can scale the previous defined Poisson distribution, such that it
gives a rate per time unit Tz We find that the number of blocks mined by the attacker, when z blocks are mined
by the honest nodes, is again Poisson distributed, with mean Tz · q · 1

T0
. So we find

Xz ∼ Poisson

(
z · T0 ·

1

p
· q · 1

T0

)
∼ Poisson

(
z · q

p

)
,

(6)

giving the same result as Nakamoto states in his paper. The paper finishes with a computation of the probability
of the attacker ever catching up with the honest node, given that the attacker has to wait before z blocks are
added after the transaction he wants to be dismissed. Here we will go a little more into detail about his findings.
We want to look into the probability that the attacker passes the honest chain. We fix z and then define the
following:

1. V is the event that the attacker takes over the honest nodes, after z blocks are mined by the honest miners;

2. Qi is the event that the attacker catches up when he is i blocks behind;

3. Si is the event where the attacker can produce i blocks in the time the honest nodes produce z blocks.
Note that we found the distribution of Si in (6).

Then we find, using the total law of probability, that

P[V ] = P[V |S0] · P[S0] + · · ·+ P[V |Sz] · P[Sz] + P[V |Sz+1] · P[Sz+1] + . . .

= P[Qz−0] · P[S0] + · · ·+ P[Qz−z] · P[Sz] + 1 · P[Sz] + . . .

= P[Qz] · P[S0] + · · ·+ P[Q0] · P[Sz] + P[Sz] + . . .

=

z∑
i=0

P[Qz−i] · P[Si] +

∞∑
i=z+i

P[Si]

=

z∑
i=0

(
q

p

)z−i
· fS(i) +

∞∑
i=z+1

fS(i).

(7)

Here fS(i) is the probability mass function for the stochastic variable Si we defined above. This stochastic
variable is a Poisson, and therefore the mass function is given by:

fS(i) = P[Si] = P[Xz = i] = e−z·
q
p ·

(z · qp )i

i!
.

We draw the same conclusion as Nakamoto did in his article and added an extensive elaboration on the math-
ematical background of the claims made.
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2.3 On Rosenfeld’s Analysis of double spending [9]

Paper: Analysis of hashrate-based double spending
Author: Meni Rosenfeld

In this paper, Rosenfeld acknowledges the problem of a double spending and analyses the stochastic aspects
that relate to this problem. It is first discussed how a blockchain is constructed. It starts with the first block,
the genesis block, and expands with a child block that refers to all previous blocks. A collection of linked blocks
is called a branch. This branch must not contain any conflicting transaction, i.e. a different transaction that,
when occur both, would imply a negative balance for a user. Different branches, however, can contain conflicting
data. Here, again, the network agrees that when two blocks are mined at the same time, and different nodes
accept different blocks, only one chain will be continued, being the one that receives the first child block.

Rosenfeld continuous by elaborating further on a double spending process. The attacker states that the at-
tacker places a transaction in a block and before this block is accepted as the next valid block (white block),
the attacker will send a second block (black block), such that a fork occurs. In this black block the attacker
will contain a conflicting transaction, that pays the coins back to the attacker. The receiver of the attackers
payment must be informed with the white block, and send the product or service to the attacker. Next, the
attacker will focus on generating a chain on the black block such that the chain on the black block will become
longer than on the white block, thereby making it invalid. The attacker must be careful when sending this
second block, that the network is not aware of his scam. The attacker must extend his own chain, such that
it will somewhere surpass the chain based on the white block. If the chain, starting from the white block, has
fallen short, then the conflicting payment will become valid and the victim lost his previously obtained coins.
As we have discussed in Nakamoto’s paper, the probability of ever catching up to the attacker is given by ( qp )z.
Rosenfeld also addresses this calculation in a different way than we did. He also emphasises the overtaking of
the honest chain, rather than catching up. The calculation will therefore change slightly, as z = 0 would be an
arbitrary situation in our definition discussed in Nakamotos paper, because this would imply that the attacker
has caught up already, but in overtaking this is not trivial anymore, as the attacker needs one block more in
order to overtake the chain. Rosenfeld uses a recurrence relation in az which he defines to be the probability
of the attacker ever overtaking the chain starting with z blocks behind, rather than catching up with it. He
derives the same conclusion as we found above, only the factor z in as an exponent has changed to z + 1 which
denotes the difference between catching up and overtaking the chain:

az =

1 if z < 0 or q > p(
q
p

)z+1

if z ≥ 0 and q ≤ p.
(8)

From this point the article of Rosenfeld is still in agreement with the article of Nakamoto, but he now calls upon
one of the assumptions made by Nakamoto. Nakamoto used the assumption that it took the honest miners a
certain time span to mine their z blocks, and used this time span to estimate the number of blocks the attacker
would be able to mine. Rosenfeld argues it might be better to approach this probability directly using the
negative binomial distribution. Let us explain this in more detail, using two different ways of calculation that
both leads to a negative binomial distribution. First, we shall derive one based on the numbers of successes in
regards to the number of failures, in the latter we shall use the fact that this is also a Poisson process with a
stochatic time variable.

We use the definition of the negative binomial, that counts the numbers of failures, before z successes are
counted [4]. That means the number of blocks is NB(z, p) (Negative binomial with z needed successes and a
probability of success p). Let us assume that we need to find z blocks. If we start at the first block that is
found, then it has a probability of p of being found by the honest nodes and a probability of q to be found by
the attacker. The first block gets assigned to either one and then we move to the second block, that is also given
to either party with probability p and q respectively. Now note that the number of blocks found by the attacker
before the honest nodes found their first block is geometric with probability p. This also works for the second
block found by the honest nodes and so on until the zth block for the honest nodes is found. The total number
of blocks found by the attacker is therefore an independent sum of geometric distributed stochastic variables,
with the same parameter.
First, we derive the distribution function of this random variable and link this to the currently used negative
binomial distribution. We will introduce the stochastic variable X as the total number of blocks found by the
attacker before the honest nodes have found z blocks. If we want to calculate P[X = k], meaning the probability
that there are k blocks found by the attacker before z blocks are found by the honest nodes, then we end up
with a sequence of p’s and q’s, where the first denotes the event of a block found by the honest nodes and the
latter the event of a block found by the attacker. Based on our modelling, the last one needs to be found by the
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honest nodes, as we stop counting the blocks of the attacker at that point. We can denote such a sequence by

pqqqpqpq... p©.

We are certain that the last one is a p, and before there are exactly (z − 1) p’s and k q’s before the last p.
Both of those occur with their respective probability. With this description this falls perfectly in a binomial
distribution. With the last element p left out, this simplifies to a binomial distribution of which we need k
events with probability q out of a total of k + z − 1 possibilities, in which the order is of no interest. In an
equation form, this gives

P[X = k] = P[Y = k] · p Y ∼ Binom(k + z − 1, q)

=

(
k + z − 1

k

)
· (1− q)k+z−1−k · qk · p =

(
k + z − 1

k

)
· qk · pz.

(9)

This gives the distribution of the above described random variable X. Next, we will link it to the currently
known negative binomial. Here we define the negative binomial distribution as the number of failures before
z successes have happened, where the success probability is given by p, i.e. a sum of z geometric stochastic
variables with success probability p. Then the probability mass function for the number of blocks found by the
attacker before z blocks are found by the honest nodes is given by

P[X = k] =

(
k + z − 1

k

)
· pz · qk. (10)

This is the same we found above. Another way to see that the distribution of the number of blocks the attacker
finds before the honest nodes have found z blocks is negative binomially distributed, is to realise that we
have a Poisson process with a stochastic time variable. That is, we know that the blocks are found by an
exponential distribution. Let T be the time it takes for the honest nodes to find z blocks. Then T is the sum
of z exponentially distributed time intervals, and therefore gamma distributed. This is possible because we
assume that the intensity finding blocks for the honest nodes is the same over time. In this part we will stick
with µ for the honest nodes. For the attacker we shall temporally take the intensity of λ. If we then want to
find out what the number of found blocks is, given that the attacker has T time, then we want to find out:

P[N(T ) = k] = e−T ·λ · (T · λ)k

k!
. (11)

Here λ denotes the intensity of blocks that is found by the attacker this is, in this context, related to q. Finally,
note that this time we do not know T as it is stochastic and gamma distributed. We can still calculate the
probability by conditioning over this T , this extension of (11) is given as follows:

P[N(T ) = k] =

∞∫
0

P[N(T ) = k|T = t] · fT (t)dt

=

∞∫
0

e−t·λ · (t · λ)k

Γ(k + 1)
· e−t·µ ·µ

n · tn−1

Γ(n)
dt

=
1

Γ(n)Γ(k + 1)
· λk · µn

∞∫
0

e−(λ+µ)t ·tk+n−1dt

=
Γ(k + n)

Γ(n)Γ(k + 1)
λk · µn

(λ+ µ)n+k

∞∫
0

e−(λ+µ)t · (λ+ µ)n+k · tk+n−1

Γ(n+ k)
dt

=
Γ(k + n)

Γ(n)Γ(k + 1)
λk · µn

(λ+ µ)n+k
· 1

=
(k + n− 1)!

(n− 1)! ·k!
· µn

(λ+ µ)n
· λk

(λ+ µ)k

=

(
k + n− 1

k

)
·
(

µ

λ+ µ

)n
·
(

λ

λ+ µ

)k
.

(12)

Going back to the original problem, what we have calculated in (12), is the probability the attacker has found
k blocks, given that the time T was the time it took for the honest nodes to find z nodes. If we look at the
intensity λ, then this is the intensity of finding a block per time unit (second), described in (4). Finally note
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that we have to sum z exponential times. Replacing λ, µ, and n, plus noting that, of course, p+ q = 1, we find
the end result below:

P[N(T ) = k] =

(
k + z − 1

k

)
·

(
p
T0

q
T0

+ p
T0

)z
·

(
q
T0

q
T0

+ p
T0

)k
=

(
k + z − 1

k

)
· pz · qk

(13)

As we can see, both (13) and (10) give the same result, confirming that the notion of the number of blocks
found by the attacker before the honest nodes have found z blocks is indeed negative binomially distributed.
Finally, Rosenfelds assumes that the attacker always has already one block ready to start his chain with. This
makes it such that we can focus on catching up (just as we did with Nakamoto) instead of really passing the
honest chain. If we assume we already one block, then catching up with the honest chain would mean passing
it in this case.
If we refer back to our analysis of Nakamoto’s paper (as in (7)), we see that the only thing that differs is the
expression for P[S0] = P[Xz = i]. We saw that Nakamoto used a specific Poisson distribution whereas Rosenfeld
uses a negative binomial mass function. Therefore, Rosenveld’s calculation for P[V ] is given as:

P[V ] =

z∑
i=0

(
q

p

)z−i
· fS(i) +

∞∑
i=z+1

fS(i). (14)

This looks the same as the function we found in Nakamoto’s paper, but it has a different mass function,

fS(i) =

(
i+ z − 1

i

)
pzqi.

This is a more accurate way of modelling the desired probability of the attacker taking over a honest chain.
Rosenfeld continuous his paper by plotting a little of the density function given above and making some recom-
mendations on the number of child blocks z are needed in order to prevent an attacker to take over p percent
of the time. Later on in this thesis we shall attempt to make a similar evaluation with the Hydra instead of the
Bitcoin.

2.4 On Decker and Wattenhofer’s Information Propagation in the Bitcoin Net-
work [5]

Paper: Information Propagation in the Bitcoin Network
Author: Christian Deckers & Roger Wattenhofer

Decker and Wattenhofer start with an explanation of the Bitcoin network, as we have already discussed this in
the elaboration of Nakamoto’s paper, we will not repeat this here. There are, however, some interesting notes
made in this paper about the blockchain forks (the main topic of this article), which we will discuss in this
section.
A fork in the blockchain occurs when two blocks, following on the current head of the blockchain are, found
at once. Both blocks are sent into the system, but different nodes will accept different blocks. Some nodes
are aware of one new blockhead, whereas others are aware of a different new blockhead. Both nodes will start
creating hashes based on the blockhead that they are aware of. If a new block is found, one part of the nodes
will see that the new block found is not to be built on their blockhead, but recognises that it shares a common
previous parent block. The nodes will realise that they missed a block and ask other nodes the missing branch
and switch over.
By this method of resolving forks, an attacker can by chance (with enough computational power) overtake every
transaction, if it can make a long enough branch, such that all the other nodes have to switch. In theory this
can always be possible, but the probability of this happening becomes very small. At a certain level the users
will accept this risk.
Most relevant for this report is the part of the article that discusses the probability of a fork occurring. Formulas
and the methods of finding parameters are done rather quickly, so we discuss the methods used in more detail
here. We copy some of their definition of parameters and introduce some new, which are as follows:

1. F is a discrete stochastic variable that counts the number of conflicting blocks found, while a block is
broadcast.

2. Pb is the probability of a block mined in 1 second, given that the whole capacity of the network is mining.
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3. f(t) is the ratio of informed nodes at time t. So 1 − f(t) is the ratio of uninformed nodes at time t by
definition.

4. ND is the event that no block are found during an interval D.

5. Pi is the event that the i’th person does not find a block during some predefined time span.

An important thing to note is the difference between discrete and continuous time as used by Decker and
Wattenhofer. For the approximation of the probability that a block is mined, they discretize time to seconds,
whereas the ratio of informed nodes is defined as a function of t, which is a function based on continuous time.
In the end they approximate this ratio by using statistical software, which would solve the problem of different
uses of time, but it is still important to note while deriving the function they gave. We start with a discrete
time of seconds. Let us assume that the above defined parameters are all known. Then we can approximate
the probability of a fork occurring as

P[F ≥ 1] = 1− P[F = 0]

= 1− [P[N[0,1]] · ... · P[N[i−1,i]] · ...] = 1−
∞∏
i=0

P[N[i,i+1]]
(15)

Here it is important to note that we only know the probability of a block being mined if the whole system works
on it. While time passes, the number of nodes that mine for a block, while they are unaware of the block that
they are looking for has already been found by another node, decreases. If all blocks are informed, then none
of the blocks will try to find another one than that specific block. We know the probability of no block being
mined in a second with the whole capacity, which is (1 − Pb)1. After this one second we know that a certain
number of the nodes is informed, this number is given by the defined function f(t). Let us look a little further
in this ratio problem.
Define p∗ the probability that, in this time frame, a user finds no block. Assume further that we have a group
of n people that find no block with probability P ∗n . If we were to assume that the capacity is distributed equally
over those n servers we find

P ∗n = P[P1] · ... · P[Pn] = (p∗)n (16)

If now only a fraction of those n people would be searching for a block, the probability that they cannot find
one is obviously lower, as their capacity has decreased. Let’s say that the amount has decreased to a capacity
of m servers (m < n), then we would find:

P ∗m = P[P1] · ... · P[Pm] = (p∗)m (17)

If we were to lay an equation that deforms the probability when a smaller group tries to find blocks, we can
claim P[m people find no block ] = (P ∗n)

m
n , because it needs to hold for every fixed m and n. The relation

obviously follows from (16) and (17).

P ∗m = (p∗)m = (p∗n)
m
n = (P ∗n)

m
n (18)

If we now apply this theorem on what we found above we can rewrite (15) as

P[F ≥ 1] = 1−
∞∏
i=0

P[N[i,i+1]|C = 1− f(i)

= 1−
∞∏
i=0

(1− Pb)1−f(i)

= 1− (1− Pb)
∞∑
i=0

(1−f(i))

(19)

Note that here it is included that at some point all nodes are informed and therefore the tail of the sum becomes
only zeros at some point. At this point the time span is taken to be discrete with time steps of 1 second. If time
were to be continuous, then this approach would not hold anymore. In this article they, however, replaced the
sum with an integral. They integral is, however, not calculated but approximated by a (discrete) histogram,
and the area under the graph is calculated as an approximation of this integral.
Based on data on 10.000 blocks, they derived the probability of a block being found per one second and the
function of the ratio of uninformed nodes after t seconds, this function is not given explicitly in their paper.
Plugging in this data they reached a conclusion of a fork occurring with a probability of 0.0178. This value will
be used for reference when comparing the new system, Hydra, to the previous used system of Bitcoin.
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2.5 On Koens’ Creating a Hydra [1]

Paper: Creating a Hydra: Improving Transaction Scalability in a Multi-Headed Decentralised Blockchain Pro-
tocol
Author: Tommy Koens, Jaap-Henk Hoepman, Ruud Zwan

This article addresses all advantages of a decentralised monetary system, but still acknowledges the weak-
nesses. On top of that an additional negative aspect is discussed, namely the relative slow transaction speed
of bitcoins. As we discussed before, the average time to find a block is set on ∼ 600 seconds. The current
Bitcoin system can scale the difficulty of finding a proof-of-work, such that this amount is independent of the
number of nodes present. Lowering this difficulty makes it easier to find blocks for both the honest nodes and
the attacker and might result in forks. These results from (15), discussed in the previous section, where an
increasing Pb implies a higher probability for a fork occurring. These forks are potentially damaging and can
be taken advantage of by attackers. Therefore, Koens et al. proposes a system where different blockchains are
used and every found block is randomly assigned to any of the these chains. This increases the incoming flow
of blocks, but also increases the capacity of handling them accordingly. First, we shall look more into how this
new system will work. Then we discuss how it influences the probability of a fork, and finally we will discuss
the methods used in order to calculate the probability of a take over by a potential attacker.
In the Hydra system, every time a block is struck, it is randomly assigned to any of the chains. These labels are
made out of bits, for that reason there must be 2n chains, for some n. All users are also linked to one of these
2n chains, such that all their transactions can easily be verified. When a block is found, it will be randomly
assigned to any of the present chains. As in the problem of bitcoins, it might occur that conflicting blocks are
produced at the same time and other blocks building upon these transactions become invalid. It is advised to
wait before several child-blocks are found, such that the probability of a fork has decreased significantly and
therefore the risk is acceptably small.
Now we will go a little more into the protocol of the proposed Hydra. Firstly, let us discuss how many chains are
needed. As only powers of 2 can be chosen, Koens et al. base their decision on the bandwidth, which demands
that the block finding frequency needs to be above the 12 seconds. Using this they conclude that 32 chains is
the optimal number of chains. Secondly Koens et al. recall the formula given in a previous article of Deckers
and Wattenhofer, that suggest the probability of a fork to be given by:

P][Fork length ≥ 1] ' 1− (1− Pb)11.37. (20)

Then multiple values for Pb are considered. Currently the block frequency of bitcoins is somewhere around 633
seconds, as determined by Decker and Wattenhofer, based on 10.000 found blocks. Due to the randomness of
found blocks, the probability of a blocks found in the next seconds is 1/633, which gives a (estimated) fork
probability of 0.0178. Next, they check the probability of a fork, given that the current Bitcoin system works
with a mining frequency of 19.8 seconds. This results in a fork probability of 0.445 which is, of course, very
high. Then an estimation of the probability of a fork occurring is calculated in the Hydra system with 32 chains,
where the mining frequency is 19.8 is used, based on the number of uninformed nodes. Here we will include an
alternative method that requires the closed formula of the density function that keeps track of the percentage of
nodes that is uninformed once a block has been found and is being communicated to the system. This equation
makes use of the fact that a fork can only occur when a block is found, while the previous block is still being
broadcast to other nodes, and is placed on the correct chain. A fork can therefore not occur, when no block is
found in this time span (which simplifies the equation of Decker and Wattenhofer), or when a block is found
but placed on the wrong chain, which, due to the randomness of blocks being assigned to chains, happens with
a probability of 31/32. We use the same notation as we did in the chapter 2.4, with the addition of the event
WBD which denotes the event that a block is found, but placed on the wrong branch in an interval D and event
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BD which denotes the event that a block is found in an interval D.

P][F ≥ 1] = 1− P[F = 0]

= 1− P[N[0,1] ∩ ... ∩N[i,i+1] ∩ ...]
= 1− [P[F = 0|T = 0] · ... · P[F = 0|T = i] + ...]

= 1−
∞∏
i=0

[P[N[i,i+1 ∪WB[i,i+1]]

= 1−
∞∏
i=0

[P[N[i,i+1| second i] + P[WB[i,i+1]| second i]

= 1−
∞∏
i=0

(1− Pb)f(i) + P[B[i,i+1] ∩ {placed on wrong branch }]

= 1−
∞∏
i=0

[
(1− Pb)f(i) +

31

32
· (Pb)f(i)

]

(21)

This product can only be calculated if the exact function of f(i) is known. By only looking at the work of
Deckers and Wattenhofer, these exact values are not given.
Finally the authors comment on the improved transaction scalability. We will omit this part in this report, as
it is not relevant for our problem.
The final section of this article is about the success rate of a double spend attack. A simulation is used to
estimate the probability of an attacker overtaking an honest chain. The results of Hydra are compared to
Bitcoin, and it is discussed where exactly in Hydra, a honest chain has a smaller probability to be taken over
then in Bitcoin. Two possible simulations are given, both of which have their own benefits. We will discuss
them separately below.
This is the first simulation given by Koens et al. This was used in their first attempts of constructing the Hydra
system.

cppFunction(’NumericMatrix Csimulate (int chains, int max_time,int iterations) {

IntegerVector situation_backlogs(chains,0);

int pick_chain = 0;

bool catchup_succeeded = false;

int catchup_count = 0;

int ix = 0;

int iy = 0;

NumericMatrix out(25,10);

srand(time(NULL));

for (int ix_backlog = 2; ix_backlog <= 11; ++ix_backlog){

ix = 0;

for (int ix_hpm = 98; ix_hpm >= 50; ix_hpm-=2) {

miner_hp = (double) ix_hpm/100;

attacker_hp = 1.0 - miner_hp;

catchup_count = 0;

for (int ix_iteration = 0; ix_iteration <iterations; ++ix_iteration) {

std::fill(situation_backlogs.begin(),situation_backlogs.end(), ix_backlog);

catchup_succeeded = false;

for(int ix_time = 1; ix_time <= max_time; ++ix_time) {

miner_rnd = ((double) rand() / (RAND_MAX));

if (miner_rnd <= miner_hp) {

if (chains==1) {pick_chain=0;} else {

pick_chain = rand() % chains;

}

situation_backlogs[pick_chain]++;}

attacker_rnd = ((double) rand() / (RAND_MAX));

if (attacker_rnd <= attacker_hp) {

if (chains==1) {pick_chain=0;} else {

pick_chain = rand() % chains;
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}

situation_backlogs[pick_chain]--;}

/* check if attacker has catched up */

catchup_succeeded = is_true(any(situation_backlogs==0));

if (catchup_succeeded) {

++catchup_count;

break;}

} /* end loop time */

} /* end loop iteration */

result = (double) catchup_count/iterations;

out(ix,iy) = result;

++ix;

} /* end loop hashpower miner */

++iy;

} /* end loop backlog */

return(out);

}’)

‘‘‘

As follows from this simulation, multiple variants for the difference in capacity for the honest nodes and the
attacker are tested and the use different values for z, here called the backlog values. Then a vector of length 32
is constructed, all filled with this number of backlog. Then the loop starts, where in every iteration step both
the attacker and the honest nodes take a number between zero and one. If this number is below their relative
hashing power, then they find a block, which they then randomly assign to any of the 32 chains. After the
attacker has found and added a block to a random branch, the system checks whether the attacker has caught
up with the honest nodes and stops the simulation if it did.
In the previous subsections where we discussed the difference between overtaking and catching up, we saw
that in section 2.3 Rosenfeld defined catching up as taking over the chain, whereas in section 2.2 Nakamoto
investigated the probability that the two chains eventually become the same size (a difference of one block).
At first it might seem that the latter case is applicable here, due to the line where the system checks whether
any of the backlogs is zero. It is, however, important to note that Koens et al. investigate the first of the two
options, because the backlog they implement ranges from 2 to 11, but is presented in a table where the column
numbers reach from 1 to 10, meaning they implement one extra backlog. This means that a backlog of 0 means
that the differences in chains is actually -1, implying a catchup event.
One major disadvantage of this simulation is the fact that the event never catching up cannot be true in this
simulation, as it must stop at some point. Only the event Catching up can be noted. This results in caught up
events that are very far off from the set maximum time not taken into account, even though they have influence
on the probability of a take over. Koens has also noticed this problem, and constructed a graph where the
estimated catching up probability is plotted to the maximum iterations and a converging property of this line
occurs, implying that a maximum number of iterations of 10,000 is sufficient, as a double simulation time has
almost no influence on the end result.
From the simulation given above, some very interesting properties of the Hydra occur. Here we will list some
properties that are not explicitly named in the article but are very much relevant to this analysis of Hydra:

1. The attacker wins if one of the 32 chains is taken over. This means that a certain transaction can be
taken down if it is included in any of the branches.

2. The initial situation is such, that the honest nodes start with a fixed head start on the attacker, which is
the same on every chain.

3. The attacker seems to have no control to which his chains his blocks are placed.

4. The event that after every block exactly 2 blocks are placed is chosen as an initial situation. The time for
this to take place does not influence the attackers’ success rate.

5. The time between blocks seems not to be Gamma-distributed, but rather we see that if a block is found,
it is with a certain probability given to the attacker, and with a certain probability given to the honest
nodes. As this implies a certain form of randomness, it is assumed that the times between finding blocks
is exponential.
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Koens et al. constructed another simulation which is closer to the actual situation than the previous described
one. We also include this simulation and comment on it as well.

bool catchup_succeeded = false;

int catchup_count = 0;

int ix_backlog,ix_hpm;

int ix_event_BG_miner;

int ix_event_BG_attacker;

double cumsum_BG_miner=0.;

double cumsum_BG_attacker=0.;

double shape_est=1.15945936005251;

double rate_est=0.00191874351602481;

double rate_corr = 19.2;

NumericVector event_BG_miner(max_event);

NumericVector event_BG_attacker(max_event);

IntegerMatrix out(25,10);

for (ix_backlog = 2; ix_backlog <= 11; ++ix_backlog){ /*hier wordt het

aantal blokken achterstand bepaald

for (ix_hpm = 98; ix_hpm >= 50; ix_hpm-=2) { /* hier vindt de verdeling

van de hashing power plaats.

hp_miner = (double) ix_hpm/100;

hp_attacker = 1.0 - hp_miner;

rate_miner = rate_corr*shape_est/(rate_est/hp_miner);

rate_attacker = rate_corr*shape_est/(rate_est/hp_attacker);

catchup_count = 0;

for (int ix_iteration = 0; ix_iteration <iterations; ++ix_iteration)

{

for (int ixx = 0; ixx<chains; ixx++)

{situation_backlogs[ixx]=ix_backlog;} /* initialize backlogs */

catchup_succeeded = false;

event_BG_miner = Crgamma(max_event,shape_est,rate_miner); /* Hier

vindt de trekking plaats voor de eerlijke nodes (uit de gamma

verdeling)

event_BG_attacker = Crgamma(max_event,shape_est,rate_attacker); /*

hier vindt de trekking plaats voor de aanvaller

cumsum_BG_miner = event_BG_miner[0];

ix_event_BG_miner = 1;

cumsum_BG_attacker = event_BG_attacker[0];

ix_event_BG_attacker = 1;

for(int ix_event = 1; ix_event <= max_event; ++ix_event) {

if (cumsum_BG_miner <= cumsum_BG_attacker) {

pick_chain = rand() % chains;

situation_backlogs[pick_chain]++;

cumsum_BG_miner+= event_BG_miner[ix_event_BG_miner];

ix_event_BG_miner++;}

else {

pick_chain = rand() % chains;

situation_backlogs[pick_chain]--;

catchup_succeeded = (situation_backlogs[pick_chain]==0); /*

check if attacker has catched up */

if (catchup_succeeded) {

catchup_count++;

break;}
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cumsum_BG_attacker+= event_BG_attacker[ix_event_BG_attacker];

ix_event_BG_attacker++;

}

} /* end loop event */

} /* end loop iteration */

out((100-ix_hpm)/2-1,ix_backlog-2) = catchup_count;

} /* end loop hpm */

} /* end loop backlog */

return(out);

}

This simulation has several features not observed before. Firstly and most evidently, the gamma distributed
times between finding blocks has been implemented here. This choice was based on the data points Koens et
al. had collected. Both the attacker and the honest nodes receive a vector of times that represent the time to
finding their next block. During the for-loop the system looks at the block that is found next, and jumps to
that time point. The system registers whether the attacker or the honest nodes has found a block. Then the
time until the next block is found is updated and the system jumps to the next relevant time point. If a catch
up event happens, i.e. if the attacker has taken over any of the 32 chains, then system stops, and a successful
take over will be registered. This simulation represents the situation closely, but one point, being the fixed
number of blocks that the attacker is behind, for all chains is kept the same. In our search for a closed formula,
we will try to implement this factor as well.

2.6 On Hydra’s data analysis [2]

In this part of the report we discuss the steps Koens et al. have taken in order to obtain the gamma distribution
for the block generation process. As mentioned before, this is based on a data set of almost 50,000 data points.
Data points represent a block finding with a respective time stamp. When subtracting the time of finding a
block from the block found before, the interval time between finding blocks can be modelled.
Starting with the distribution fitting, it is argued first, that there might be incorrect data in the data set. This
might have occurred due to a difference in calibration of the current time. This means that the blocks were in
fact found in chronological order, but registered with a time stamp of clocks that are not synchronised, leading
to wrong interval times. When this results in a negative time between blocks, an event of wrong calibration has
definitely occurred, and the data point as well as the following data point are deleted as a result. It may be
noted that this phenomenon might also have caused other wrong time registration and therefore wrong intervals
to occur, but those can not be tracked down based on the data we got. A big negative aspect of this data set,
is that the values are rounded. This has consequences later on when we try different statistical tests for model
fitting, but for now, this also means that intervals with a very short amount of time, are rounded to zero, and
were deleted as well. After deleting these values, we end up losing around 8 percent of our data points. The
plot of the histogram of the clean data is presented in the figure below.

Figure 1: Histogram of the intervals between block finding, based on 46067 data points.
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As we can see, the histogram shows a lot of similarities to an exponential curve, the only difference is in the
beginning. The frequency for small values is too low to match an exponential distribution well. This argument is
also used by in the data analysis of Hydra, in order to fit a gamma distribution, a generalisation of the exponential
distribution. With maximum likelihood fitting, the optimal values for the shape and rate parameters can be
found. This can be done easily by statistical software, but we shall elaborate on how this process is done. Before
doing so, we must assume the underlying distribution (gamma) and based on this assumption, we calculate the
optimal values of the parameters (the shape α and rate β). The likelihood function of the gamma distribution
is given by

L( ~X, α, β) = f( ~X) =

n∏
i=1

f(xi) =

n∏
i=1

βα

Γ(α)
xα−1i e−βxi (22)

These relations hold, as block finding is an independent process. Our goal would be to find the values for α
and β that maximise (22). This can be done multiple ways, but the most usual way of computing these values
is by differentiating this function to α and β, and solving the equation where the derivative is equal to zero.
Currently, (22) is hard to differentiate, as this is a big product of n factors and if we want to differentiate this
equation, multiple uses of the product rule must be implemented. In order to make such an expression more
manageable, we can take the logarithm of (22). As the logarithm is a strictly increasing function, finding the
argument that maximises (22) is the same that would maximise the logarithm of (22). The added benefit of a
transformation with a logarithm is that the logarithm of a product is equal the sum of logarithms, such that we
do not need to differentiate a product anymore, but a sum, and due to the linearity of the differential operator,
this will go much more smooth than applying the chain rule. The previously described algebraic steps will be
described below. We arrive at

l( ~X, α, β) = log
(
L( ~X, α, β)

)
= log

(
n∏
i=1

βα

Γ(α)
xα−1i e−βxi

)
=

n∑
i=1

log

(
βα

Γ(α)
xα−1i e−βxi

)

=

n∑
i=1

[α log(β)− log(Γ(α)) + (α− 1) log(xi)− βxi]
(23)

With this new function, we can start differentiating in order to find the values for α and β that optimise (22).
Here we encounter one problem that can be seen in (23), when differentiating to α. This is logarithm of the
gamma function with argument α. The derivative of such a function does not exist in a nice closed form,
therefore, the maximum likelihood estimators of the gamma distribution cannot be concealed in one nice closed
expression. Here we shall (eventually) need to use numerical tactics to find our values. We will however, try to
do as many analytic steps as possible. For the derivative to β, we do not have this problem, as the factor of the
gamma function will disappear. Thus

∂

∂β
l( ~X, α, β) =

n∑
i=1

α

β
− xi = 0

⇒ β̂ =
1

α̂
X̄.

(24)

Here X̄ is the sample mean. This sample mean can easily be derived from the data set we have created. As we
now have a relation between both maximum likelihood estimators, we can plug in the result of (24) into (23)
to find the maximum likelihood estimator for α.

∂

∂α
l( ~X, α, β) =

∂

∂α

[
n∑
i=1

α log(α)− α log(X̄)− log(Γ(α)) + (α− 1) log(xi)− α

]

=
∂

∂α

[
nα log(α)− nα log(X̄)− n log(Γ(α)) + (α− 1)

n∑
i=1

log(xi)− nα

]

= n log(α) + nα
1

α
− n log(X̄)− ∂

∂α
n log(Γ(α)) +

n∑
i=1

log(xi)− n

= n log(α)− n log(X̄)− ∂

∂α
n log(Γ(α)) +

n∑
i=1

log(xi) = 0,

So that

log(α)− Φ(α) = log(X̄)− 1

n

n∑
i=1

log(xi) ' 6.4040− 5.9144 = 0.4896

(25)
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In the last part of (25) introduced the digamma function Φ(α) which is equivalent to the first derivative of the
logarithm of the gamma function ( ∂

∂α log(Γ(α))).We are only left to solve this equation. We will do this with
numerical software, as the latter part cannot be solved analytically anymore. When plugging this equation in
Wolfram mathematica [17], we find an α̂ value of 1.15949. Finally we can compute the value of β̂, as we now
know the value of α̂, so that

β̂ =
1

X̄
α̂ =

1

604.2805
1.15949 = 0.00192 (26)

These are the values for the gamma fit, when fitting a gamma-distribution over the current data.
Next it is important to test whether the this gamma distribution is a good enough fit of the data. Koens et al.
preformed multiple tests, the most notable of these being the Kolmogorov-Smirnov test. This test compares the
data with a randomised data from the given sample, which here would be a gamma distribution. The data we
got, however, is rounded. The negative aspect that comes with this, is that we have a set with lots of duplicate
values and the test does not deal well with this sort of ties in a data frame. When producing random gamma
distributed values, the probability of these being an integer is zero, so comparing a vector of pure gamma
distributed values with a set of integers, would not give very reliable results. This makes it for us not possible
to repeat the statistical tests for goodness of fit. However, they claim to have relatively high p-values for the
goodness of fit, implying that there is no reason to reject the hypothesis that the data does follow a gamma
distribution, supporting the claim that the block generation is gamma.
For now, it assumed that the interval between the findings of block is Gamma distributed with shape (α) equal
to 1.1595 and a rate (β) equal to 0.00192. If we denote Θ the stochastic variable that keeps track of the time
between blocks, than the expected value of the variable is

E[Θ] =
α

β
=

1.1595

0.00192
= 604.531 (27)

This value is in line with what we expected, as the average time between block finding ought to be somewhere
around 10 minutes. As these values are all measured in seconds, this corresponds with around 10.1 minutes.
Next we will expand this value, as this denotes the block generation for the whole system, the attacker and
the honest nodes together. Now we will assume, as in all the other papers, that the capacity of the attacker
is denoted by q and the capacity of the honest nodes by p such that q + p = 1. As argued when discussing
Nakamotos paper the average time it takes to get a block for the attacker and the honest nodes will be 1

qΘ and
1
pΘ respectively. Due to a lemma that we shall prove in Appendix A.3, we can then state that the distribution
of intervals between finding blocks is given as

ΘAtt ∼ Γ(1.159, 0.00192p) ΘHonest ∼ Γ(1.159, 0.00192q) (28)

The proof of this version of scaling of a gamma distribution is included in the appendix. This would hold in
the old situation, where we assumed that block generation happens around every 600 seconds. In Koens paper,
however, they suggest to speed up this process to an expected 19.2 seconds between finding blocks. This was
based on the fact that we now have 25=32 block chains. The expected block finding between chain is still
around 600 seconds. This means that the fraction between the shape and rate must be reduced to 19.2. Then,
it is suggested to keep the shape the same and alter only the rate parameter. If we assume that the shape is
fixed on 1.159, then, as result the initial rate parameter of Θ changes as following:

E[Θ] = 19.2 =
α

β
, β =

α

19.2
= 0.06039,

So that Θnew ∼ Γ(1.159, 0.06039)
(29)

When p and q are known variables, they can, again, be plugged in the equation as before, in order to obtain
the distributions for the attacker and the honest nodes.

3 The modelling of block generation

The Bitcoin system is a difficult concept. Modelling a more general version of it would therefore come with
a lot of modelling steps that need to be made before we can calculate probabilities. Here we will discuss the
assumption on the distribution of times between the findings of blocks.
Koens et al. note that a gamma distribution corresponds with the empirical distribution for the inter-arrival
time of block findings, even though other authors such as Rosenfeld and Nakamoto propose an exponential
distribution. In this part of the report, we will discuss how (mathematically) block finding fits an exponential
distribution more and we will also look into how Koens et al. found a gamma distribution.
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3.1 Finding a block

In practically any of the above discussed articles, the author argues that the block finding process follows an
exponential distribution, which has the additional memoryless property as a consequence. Even in other articles
that not necessarily describe the Bitcoin process, but rather discuss strategies on how the nodes can behave in
a block mining process, a memoryless system is always assumed.
We now make this discussion more quantatitve. In an article of Göbel et al. [6]. it is argued a hash is found
rather quick, but the probability of finding a correct one is very low. After further investigating this property,
based on Koens paper and multiple discussions over mail and in person, we know that a block is found, when
a computer successfully computes a difficult hash.
Let us give more precise numerical bounds. This hash is a binary strip of length 256, leaving a state space of
a possible 2256 (∼ 1076) hashes. If nodes pick one from that pool they have a very small probability of finding
the one with the correct properties. With this information we can start building towards a possible exponential
distribution. This is because we find traces of the memoryless property.
If a node tries a hash which is wrong, he would discard it and, possibly, not try it again as it is already verified
that this hash is incorrect. This would typically imply a dependence, as the total sample size of which the node
can pick a hash has decreased. With such a large sample size, however, the effect of one or a thousand or a
million hashes less, would not make a significant difference on the probability of the next hash being correct. We
can model the process of finding blocks, for this reason, as a geometric distribution. This geometric distribution
keeps track of the number of wrong hashes before the correct one is found, let this stochastic variable be denoted
by N . Then the total time until the correct block is found, can be modelled by N · T , where T denotes the
time it takes to find and verify one hash . As there are N failures before we find the correct one we expect to
be delayed by N times T time units.
The geometric distribution has a nice asymptotic property. If we look at N · T , for a very small value of
T and for a very small probability that the next block is found, we find that N · T is actually close to an
exponential distributed. The first thing that must hold, is that the time between finding hashes is very small,
which is the case, as a lot of computational power tries to find the aforesaid hashes, secondly, the probability
of finding a has function must be sufficient small, which is the case as well, as discussed above. If we assume
that N ∼ Geo(T · p)),
then we find:

P[N · T ≤ x] = P
[
N ≤ x

T

]
= P

[
N ≤

⌊ x
T

⌋]
= 1− (1− p · T )

⌊ x
T

⌋

= 1−
(

1 +
−x · p
z

)z
→ 1− e−px for z →∞,

Where we write z =
x

T

(30)

The latter is the distribution function of a exponential distribution with parameter p. This value of p can be
determined when the initial value of T is known. In other words, (30) states that when we have an experiment
where we pick very fast (with replacements) and the probability of finding a correct one is very small, the time
it takes to pick a correct one is approximately exponentially distributed. These requirements fit the process of
finding hash functions very well. This gives rise to believe that the block finding behaves like an exponential
distribution, which is in line with Göbel’s article, but contradicts the results of the data analyes done by Koens
et al. A possible explanation for this phenomena could lay in the way data points that disagreed with what was
expected, were handled. This unexpected data is a consequence of different clock synchronisation issues.

3.2 Analysis on the cleaning of data

In the previous chapter, we discussed how the interval times between the findings of blocks were modelled. Here
we describe how the data was cleaned due to synchonoziation issues between clocks of nodes. Let us explain this
in detail. First, based on the data presented by Koens et al, the difference of any two (chronologically following)
data points were calculated, then the negative values were deleted from the list, as they are not regarded as
valid. Furthermore, also the interval times that follow on a negative interval are deleted, as these would also
be based on a wrong start point. Here we comment on these choices. There were some intervals (∼ 2000) that
were negative. As a result almost four-thousand data points were deleted. In Figure 2 we show a histogram of
the interval times that were deleted.
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Figure 2: Histogram of the interval times that were deleted in the initial histogram. Based on 3802 deleted
data points of a total of 50,000

Of course, a negative interval is a wrong data point. However, when asking further how it can happen that there
even occur negative intervals, we find that, as described before, sometimes internal clocks are not calibrated
correctly. At first, one might suggest that this is due to different time zones miners can be in. This, however,
is not very logical when looking at the histogram in Figure 2. When a time delay due to different time zones
would occur, the time jumps would lay around multiples of 60x60=3600 seconds. As we can see, almost no
interval reaches below the -2000 seconds mark, yet a lot of negative data points circle between -1000 and 0,
implying at most one hour of time difference. As miners operate globally, the previous made claim seems not
logical anymore. The only explanation left, would be that all miners are calibrated to the same time (which is
actually true, the internal time is relative to the unix epoch), but that their internal clocks differ by a couple
of minutes. This might explain the very large portion of data points that is close to zero.

The time stamps that are given to blocks, denote the time when the miners has started searching for the
correct hash. Let us assume that a hash is found by one node that started mining at 10:00 and finds the correct
hash rather fast (say in 1 minute). But now a second node, whose time is a little behind (say 5 minutes behind)
finds the following hash fast as well (say in 1 minute as well). Then the first time stamp would read 10:00,
yet the second time stamp would read 9:56, implying a negative interval time of 4 minutes (=240 seconds). It
may be noted that only when the time between finding blocks is relatively small, negative interval times can
occur. When the time of finding the first hash 10 minutes, than the system would not have seen a problem and
an interval time of 5 minutes would have been registered. This might imply a shift of the whole graph, but
contrary findings might happen as well. With this, we mean that, for example, a hash is found for a block with
time stamp 9:55 in one minute and the second hash is found a minute later, but by the node whose system time
was at 10:00 at the time of finding the first hash. Then the second block gets a time stamp of 10:01 and the
interval time would register 6 minutes instead of 1. Normally these effects might ”cancel out” at some point,
when there is no certain bias towards the finding of blocks by certain nodes. What happens now is, however,
that small interval times, that become negative due to calibration, are deleted, while longer ones are kept. In
the following image we included a schematic overview of how this affects interval times that relatively small (2
consecutive blocks are found relatively fast).
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Figure 3: Schematic overview of how the registration system deals with small interval times

As we can see, when an interval value is rather low, there exists a scenario that this interval time is deleted from
the data set. We know there is no way to track down the real interval time (based on a fixed reference time) as
this information is not kept in the block itself. It may be noted that this selection process is applied for relative
large interval times as well, only interval times above the 7200 seconds are then deleted by the system directly.
When looking back at Figure 1 we see that little interim times reach values above 5000 so values a above the
7200 seem very unlikely. But a negative interval occurred almost two-thousand times. This results in almost
two thousand lost data points that would be relatively small if the actual interval time would be known. when
looking at Figure 1, the only thing we would need, are a small thousand of very small values, in order to obtain
an exponential curve. The process of how data is filtered might explain the lack of data points in that interval,
supporting the theory of an exponential distribution more.

3.3 Manual approximation

In order to further support the claims made in the previous section, we will give a quantitative example that for
a set of very basic parameters, the same histogram of times between finding blocks can be created. First, we set a
vector ~X of 49,854 exponentially distributed random variables with mean 600. These values represent the times
between creating blocks and we take the same sample size that was used in the data analysis performed in the
Hydra, as described in section 2.6. Then we must choose something that can represent different synchronisations
of clocks. Here, we shall regard this error as a stochastic variable as well. As we have no information about this
distribution, we shall assume that this value is uniformly distributed but we investigate different parameters
for this distribution. These errors are also represented as a vector of i.i.d. random variables ~Y . When someone
wants to investigate the distribution of the time between creating blocks, they will find a sample ~Z, where Z
is the difference between the actual time between creating blocks minus the error. We also filter the sample
~Z just as was described in section 2.6, by removing all negative values and removing all values that follow a
negative value. This process of filtering will be denoted by g(~Z), such that g(~Z) is a vector as well form a lower

(or equal) dimension as ~Z. In terms of variables we find

Actual interim times {X}49,854i=1 Xj ∼ Exp

(
1

600

)
∀j = 1, ..., 49, 854

Error values {Y }49,854i=1 Yj ∼ Unif[−L,U ] ∀j = 1, ..., 49, 854

Modified values g
(
{Z}49,854i=1

)
Zj = Xj − Yj ∀j = 1, ..., 49, 854.

When looking at the distribution of the time between blocks, one obviously wants the values of ~X, however the
only values that can be retrieved form the Bitcoin system are the modified values ~Z. It is very hard to shift
these values back to the actual interim times, as we do not know the errors values.
In this part of the report, we shall show that when we start with a sample ~X and modify it by the error values,
that we end up with a histogram of modified values that resembles the histogram in section 2.6 closely. We
included four different values for L and U in the figure below:
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Figure 4: Histogram of the modified interim times ~Z, for different values of L and U

When comparing the above given histogram with the histogram based on the data supplied in the Hydra paper,
described in section 2.6, we see that the histogram where L = U = 100 holds a very close resemblance to the
histogram in that section. When Koens et al. preformed the cleaning of data they were left with 46,067 data
points. For the case were we took L = U = 100, we were left with 46,015 after the cleaning process. Based
on these two findings, we conclude that, in this specific quantitative analysis, an uniform distribution on the
interval [-100,100] would be closest to the actual error values. However, when comparing this to the all the data
points that we left out due to the cleaning of the data (g(x)), we do not find a histogram that resembles Figure
2, as we can see below:

Figure 5: Histogram of all deleted data in the samples of Figure 4

Unfortunately, none of the graphs come close to Figure 2. Moreover, for other values of L or U , it is not very
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likely that we find the symmetry of Figure 2. As for larger values of L and U the values below zero pile up
more. This implies that the uniform distribution might not be the correct distribution that models the clock
synchronisation difference. In our current state, finding the correct error distribution (if it can even be modelled
like this) is a matter of guessing the correct distribution and correct parameters. This section was not setup with
this goal, but rather to show how the block cleaning process would play out when we have a certain distribution
and show, that when one has a suspicion of a specific underlying distribution, it can be checked this way.

4 The analytic formula

In this part of the document we will discuss the analytic approach of calculating a successful take over of the
honest chains by an attacker in the previously described Hydra system. As a take over can only happen after
all chains have at least a certain number of blocks, such that the seller of a product feels secure enough to send
the product, the attacker must wait with his take over. In that time he can, however, already search for blocks.
The moment where all chains have at least this fixed number of blocks, will be called the tipping point. By
context of the initial problem, we can split this main problem problem in two sub-problems.

1. The probability, that after the tipping point, the honest nodes have a head start of z blocks.

2. Given that the honest nodes have a head start of z blocks after the tipping point, the probability that the
attacker will catch up with the honest nodes and takes over any of the chains.

We start with some assumptions and notation we use during this chapter of the document and then we will
discuss how to calculate the analytic formula. Then we give a short outline of how the formula would look like.
As we will see, this short outline will reduce to calculating different formulas. We shall conclude this section
with the combination of all different formulas that describe the probability of a successful take over.

4.1 Assumptions and notation

Here we shall discuss some terminology and assumption regarding the mathematical expression and mutations
we preform in this section. In the discussion parts of the document, we will look into how reasonable these
assumptions are and how these might be improved upon.

• λ and µ represent the rate of finding blocks per chain for the honest nodes and the attacker respectively.
When the value of the fraction of computational power for either of the two parties is known by p and
q = 1− p respectively, we find: λ = (p/19.2)/32 = p/614.4 and µ = (q/19.2)/32 = q/614.4. These values
are based on the Analysis of Hydra.

• We assume that the inter-arrival times of blocks is exponentially distributed, with rates λ and µ for the
honest nodes and attacker respectively.

• The stochastic variable X denotes the time it takes to reach the tipping point. During this section, we
set the backlog at 2. This means that the tipping point occurs when all chains have at least two blocks.
This value of “at least two” will be held fixed in this chapter.

• We set BA and BH as the stochastic variables that denote the number of blocks found (per chain) by the
attacker and honest nodes respectively.

• The stochastic variable Z will denote the number of blocks the attacker is behind after the tipping point
for some chain. Note that Z is discrete and can take negative values. When Z takes the value -1, it is
implied that the attacker has one block more than the honest nodes (is -1 block behind) and has directly
taken over the honest nodes.

• We give the name “short chain” (S) to the chain that has reached the minimum of the two blocks the
last of the 32 chains. Note that the time it takes to reach the tipping point, is equal to the time it takes
for the short chain to get its second blocks. The other 31 chains will be denoted with a letter C (other
chains) if necessary.

• We denote event A by a successful take over by the attacker over the honest chain.
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4.2 Short outline of the formula

Before hand, it might not be known how many blocks the attacker is behind, as this is stochastic. In Rosenfelds
article, we already saw that he approximated this using a negative-binomial distribution. Unfortunately, we
cannot use such a way of calculation here, as we do not know how many successes there need to be, before on
all chains a minimum of two blocks has been realised. In Rosenfelds’ article, this was fixed, as all blocks went
to the same chain, but here, blocks are randomly assigned to a chain. Therefore we need to alter our strategy
when trying to find a formula for the probability of a catch up event.
First we can realise that looking at the complement might be easier, so looking at the probability of no over.
No take over means no take over on any of the chains. As these chains behave independently, due to the
independence of Poisson processes on every chain (see appendix A.1), we can use the rule of independent events
to look at the product of the events of a take over on any of the chains. Here we distinguish the short chain
S and the other chains C separately. Finally, we also condition over the event that it took X seconds to reach
the tipping moment. The results are given by

P[A] = 1− P[¬A] = 1− (P[¬A|C])31 · P[¬A|S] =

1−
∞∫

x=0

P[¬A|X = x, S] · P[¬A|X = x,C]31 · fX(x)dx =

1−
∞∫

x=0

(1− P[A|X = x, S]) · (1− P[A|X = x,C])31 · fX(x)dx.

(31)

Now we can look at all these probabilities separately. First we calculate the probability of a successful take over
on the short chain and on the other chains where the time to the tipping points was given. The main difference
is, that on the short chain the honest nodes have exactly 2 blocks and on the other chains the honest node
have at least 2 blocks. This makes a significant difference in how to calculate them. Finally we will look at the
distribution function of the time it takes to reach the tipping point. When all these expressions are found, they
can be plugged into (31).

4.3 A successful take over on the short chain

First, we look into the probability of a take over on the short chain, given that it took a certain amount of
time (x) to reach the tipping point. As argued before, on this chain we are certain that the honest nodes have
exactly two blocks.
If we know the number of blocks the attacker has at the tipping point, we would know the difference of blocks
and therefore the head start of the honest nodes. If these this difference would be known, we could apply the
equation found in Rosefeld’s paper (8), to calculate the probability of a take over. It is, however, important
to note that this equation only holds when the honest nodes have a (positive) head start. If after the tipping
point the attacker has more blocks than the honest nodes, then the attacker has already taken over the chain.
We can condition on the number of blocks the attacker finds in a time interval x. This a Poisson process, as
argued before. We find

P[A|X = x, S] =

∞∑
z=0

P[A|X = x, S,BA = i] · P[BA = i]

=

∞∑
i=0

(
1[i < 3] ·

(
q

1− q

)2−i+1

+ 1[i > 2]

)
· e−xµ · (xµ)i

i!
.

(32)

Here we use 1 the indicator function, this function is 1 when the condition in the argument is met and zero
otherwise. For z smaller than 3, the attacker has no head start on the honest nodes and therefore the probability
of a take over is calculated with the use of (8). For z bigger than 2, the attacker begins with a head start and
therefore has taken over the chain immediately.

4.4 A successful take over on the other chains

As stated before, the difference between the short chain and the other chains is that the number of blocks of the
honest nodes is fixed and the number of block of the attacker is stochastic. On the other chains, the number
of blocks found by the honest nodes is stochastic as well. Not only is it stochastic, it is also at least 2, as
otherwise the tipping point would not have occurred. For this situation, it is more convenient to condition over
the difference between the number of blocks found by the honest nodes and the attacker, denoted with Z. Note
that this Z can, in theory, take any value between plus and minus infinity. When Z is positive, then we can use
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equation (8) to calculate a take over given a certain head start for the honest nodes and when Z is negative, a
take over is ensured by the attacker. Finally, we use again that the findings of blocks is a Poisson process for
both the attacker and honest nodes, who behave independent of each other. This gives

P[A|X = x, S] =

∞∑
z=−∞

P[A|X = x, S, Z = z] · P[Z = z]

=

∞∑
z=0

[(
q

1− q

)z+1

·

 ∞∑
n=min{z,2}

e−xµ
(xµ)n−z

(n− z)!
e−xλ

(xλ)n

n!
1− e−xλ(1 + xλ)

]+

∞∑
z=1

[
1 ·
∞∑
n=2

e−xµ
(xµ)n+z

(n+ z)!
e−xλ

(xλ)n

n!
1− e−xλ(1 + xλ)

]
.

(33)

At first sight, (33) might seem a very complicated equation, but it can be broken into smaller pieces in order
to make it more clear. First of all, we split the sum from −∞ to +∞ into two separate sums. On the first line
is the result when we count z from zero to plus infinity. There, the honest nodes have a head start of z blocks.
This head start can be constructed in multiple ways, for example, the honest nodes can start with z blocks and
the attacker with 0 blocks, or the honest nodes start with z + 2 blocks and the attacker starts with 2 blocks.
All these option are included when we condition over the event that the honest nodes have found n blocks. As
a consequence the attacker must have found n− z blocks. Here it must be kept in mind that the honest nodes
always have at least 2 blocks due to the occurrence of the tipping point.
For the other (negative) values of z, we included the second line in (33). These values of z denote an event
where the honest nodes start with a negative head start, that is, they are already overtaken by the attacker.
Again, here we condition over the event that the honest nodes have found n blocks and as a consequence, the
attacker must have found n+ z blocks. Summing both possibilities we get the equation give above.

4.5 The distribution of the time to the tipping point

Next we expand on the distribution for the random variable that states: it takes a total time of x seconds before
every chain has at least two blocks from the honest nodes, i.e. the time to the tipping point. This means that
on 31 chains there are two blocks or more and on one chain there is exactly one block, where a second block is
found on second x. We calculate the distribution function of this stochastic variable X and differentiate this
function to find the expression for the density function. Let X denote the total time until all chains have at
least 2 blocks and take Xi the stochastic variable that denotes the time until chain i has at least 2 blocks. Then
we know that X is the maximum of all the Xi. If we were to assume that chain j is the last of the chains to
receive the second block, than obviously Xj is the biggest of all the Xi, this time (the time the last of the second
blocks is found) defines X as well as Xj . Finally, we also use the fact that all chains behave independent due
to the thinned Poisson process. If we use this fact, we can extend the distribution as following.

P[X ≤ x] = P[max{X1, ..., X32} < x] = P[X1 < x, ...,X32 < x]

= P[X1 < x] · ... · P[X32 < x] = P[X1 < x]32

= [1− e−λx−xλ e−λx]32.

(34)

We can now find the density function of X by differentiating the above defined cumulative distribution with
respect to x.

∂

∂x
P[X ≤ x] =

∂

∂x
[1− e−λx−λx e−λx]32

= 32 · ∂
∂x

[
1− e−λx − λx e−λx

]
· [1− eλx−λx e−λx]31

= 32 · [λe−λx − λe−λx + xλ2e−λx] · [1− eλx − λxe−λx]31

= 32xλ2 e−λx ·[1− eλx−λxe−λx]31.

(35)

We end with two different formulas that express the distribution of the time it takes to reach the moment where
all chains have at least 2 blocks, which are given by

P[X ≤ x] = [1− e−λx − xλe−λx]32 (36)

fX(x) = 32xλ2e−λx · [1− eλx − λxe−λx]31 (37)
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The firste formula explicitly determines the probability of X being lower than some given value x and the second
formula that describes the distribution. In order to check both for correctness, we will simulate the events as
given in the problem description. We will simulate blocks and note the time it took for the honest nodes to get
a minimum of two blocks on each chain. We have run this simulation 10,000 times and obtained the values.
Checking (36) gives the following results:

x value P[X ≤ x] (simulation) P[X ≤ x] (analytic value)

3000 0.0209 0.0199
4000 0.251 0.2515
5000 0.6215 0.6205
6000 0.8511 0.8508
7000 0.952 0.948
8000 0.9831 0.9826
9000 0.9945 0.9943
10000 0.9979 0.9981
11000 0.999 0.9994
12000 0.9997 0.9998

Table 1: Results of simulation versus analytic function

As we can see, the values are very close to each other, implying that the analytic formula gives the same value
as the simulation. This further supports that the previously derived function was correct. Looking at the latter
function, we cannot use a table as above, as the values of time are non-discrete variables. Therefore, we made
a histogram of the values we found in the simulation, and plotted the density we derived in (37) over this
histogram. The following image gives the result.

Figure 6: The distribution of the time (X)

This seems like almost a perfect fit on the simulation data. The verification methods we applied here supplies
us with evidence that the previously given formulas (36, 37) are the correct way of analysing the system.
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4.6 Combining into one equation

Based on the findings of the previous subsection we can now construct the following analytic equation for the
probability of a successful take over by an attacker.

Theorem 4.1 (The final equation). Let H be a Hydra system with 32 chains and q be the capacity of the
attacker, where q<0.5 . Then the probability of a successful take over is given by A(q)=

(38)

1−
∞∫

x =0

(
1−

∞∑
i=0

(
1[i < 3] ·

(
q

1− q

)2−i+1

+ 1[i > 2]

)
· e−xµ · (xµ)i

i!

)

·

1−

 ∞∑
z=0

( q

1− q

)z+1

·

 ∞∑
n=max{2,z}

e−xµ
(xµ)n−z

(n− z)!
e−xλ

(xλ)n

n!
1− e−xλ(1 + xλ)


+

∞∑
z=1

1 ·
∞∑
n=2

e−xµ
(xµ)n+z

(n+ z)!
e−xλ

(xλ)n

n!
1− e−xλ(1 + xλ)





31

· 32xλ2 e−λx ·[1− eλx − λx e−λx]31dx.

This is the preferred form for A(q), because one can derive where all parts of the formula are derived from. This
makes constructing a generic equation more easy, which we is shown in section 6. However, the formula can be
somewhat shortened. This version of (38) might be preferred when calculating the probability of a successful
take over given some parameters, because then only a numerical value is relevant.
First we investigate the sum with the indicator functions in the first line of (38). By rewriting the indicator
function properly, we find a more compact expression.

∞∑
i=0

[
1[i < 3] ·

(
q

1− q

)2−i+1

+ 1[i > 2])

]
· e−xµ · (xµ)i

i!

=

∞∑
i=0

[
1[i < 3] ·

(
q

1− q

)2−i+1

+ (1− 1[(i > 2)c])

]
· e−xµ · (xµ)i

i!

=

∞∑
i=0

[
1− 1[i < 3] ·

(
1−

(
q

1− q

)2−i+1
)]
· e−xµ · (xµ)i

i!

=

∞∑
i=0

e−xµ · (xµ)i

i!
−

3∑
i=0

(
1−

(
q

1− q

)2−i+1
)

e−xµ · (xµ)i

i!

= 1− e−xµ ·

[(
1−

(
q

1− q

)3
)

+

(
1−

(
q

1− q

)2
)
xµ+

(
1−

(
q

1− q

)1
)

(xµ)2

2

]

(39)

On the one hand, it has become larger and maybe more confusing when analysing it. On the other hand, we do
not have any indicator function anymore and we lost one summation. When calculating numerically, this might
speed up the process. Implementing this, with a few other modification, we find and alternative expression for
(38) by

(40)

A(q) = 1−
∞∫

x=0

(
e−xµ ·

[(
1−

(
q

1− q

)3
)

+

(
1−

(
q

1− q

)2
)
xµ+

(
1−

(
q

1− q

))
(xµ)2

2

])

·

(1− e−xλ(1 + xλ))−

 ∞∑
z=0

( q

1− q

)z+1

·

 ∞∑
n=max{2,z}

e−xµ
(xµ)n−z

(n− z)!
e−xλ

(xλ)n

n!

+

∞∑
z=1

[ ∞∑
n=2

e−xµ
(xµ)n+z

(n+ z)!
e−xλ

(xλ)n

n!

]31

· 32xλ2 e−λx dx.

5 Verification and results of the equation

In this chapter of the report we discuss how to use (38) in order to obtain numeric values for a catch up event.
First, we will look how to get these values, as (38) is a large and difficult formula where, given some initial
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parameters, it is not very clear what the probability of a successful take over would be. Of course, numerical
methods will come into play and some remarks need to be made. Next, we shall verify the results of (38) by
the use of simulation. We shall compare the results for a couple of different values for q and comment on these
different results. Finally we shall present the probability of a successful take over for different values of q and
present them such that the reader does not need to use numerical methods to obtain values from (38)

5.1 Numerical methods

When using numerical methods it is important to keep track of two important elements, the accuracy and the
time it takes for software to estimate values. When more accuracy is needed the software takes more time, on
the other hand, the faster one wants a result, the less accurate it will be. In this report, we determine a needed
accuracy of 4 decimals, which is one decimal more than is used in Koens et all, in order to preserve their line
of accuracy. This makes it such that we can use rounding techniques in the numerical calculations in order to
make it faster.
Let us first discuss the integral at the beginning of (38). When integrating over x we take the probability of
a successful take over, given it took x seconds to get to the tipping point and multiplied with the distribution
function of this time (X). However, when looking at large values of X we would intuitively say that the
distribution function becomes very small. We can make this clear be setting A(q) from equation (38) as

A(q) = 1−
∞∫

x=0

B(q, x)dx.

We can now plot the graph of B(q, x), to see over what area we integrate, to see if for some value the addition
of the integral is not significant anymore.

Figure 7: A plot of B(q, x) where q=0.24

This further supports that for some value y the integral does not add much to the total value for all x > y.
Therefore, we do not lose significance when integrating from 0 to y instead of integrating form 0 to +∞. This
saves time when computing the values of A(q). In the example given in Figure 7 y can be taken around 12,000.
When looking further at (38), we also have to deal with multiple infinite sums. Most sums represent either the
event that the attacker or honest nodes finds n blocks, or that, after the tipping point, a difference between z
blocks occurs. For large values of z and n the probability of finding n or z blocks becomes very small. Finding,
for example, 200 blocks on one branch, in a time span of 15,000 seconds is very small. Therefore we expect not
to lose much significance when we sum from 0 to 200 instead of summing from 0 to +∞.
These were two ways of saving computational time when a fixed bar of significance is set. It is important to note
that, depending on the input of parameters and the given significance level these descriptions as given above
need to be considered with care. For a relative small value of q, it might occur that one still loses significance
when summing to 200, and that the upper bound needs to be adjusted accordingly.

5.2 Verification by simulation

In order to verify our formula A(q) we wrote a simulation that represents an attacker trying to take over the
honest nodes, according to the same assumptions made in Section 4.1. This simulation looks a lot like the
simulation given by Koens et al. that was discussed in Section 2.5 with the only small modifications. Firstly,
the fixed backlog of 2 blocks is changed to one that is determined randomly, based on the tipping point and
finally the times between finding blocks is taken exponential.
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q<-0.08 #Capacity attacker

p = 1 - q #Capacity honest nodes

catch<-0 #Number of take overs

numbruns<-10000 #Number of simulation runs

lambda = p/19.2 #Block intensity honest nodes

mu = q/19.2 #Block intensity attacker

for(j in 1:numbruns){ #Attack begin

teller<-0 #keeps track of the number of blocks

BLH <-rep(0,32) #Honest nodes’ chains

BLA <-rep(0,32) #Attacker’s chains

DH <- rexp(1, rate=lambda) #Time until next block is found for honest

DA <- rexp(1, rate=mu) #Time until next block is found for attacker

while(teller<10000){ #Keeps track of total number of blocks

teller<-teller+1

if(DA>DH){ #Attacker finds a block

i <- sample(1:32, 1, replace = TRUE) #Determine which chain

BLH[i] <- BLH[i]+1 #Place block on the chain

DH<-DH+rexp(1, rate=lambda) #determine the next block finding

}else{ #Honest nodes find a block

i <- sample(1:32, 1, replace = TRUE) #Determine which chain

BLA[i] <- BLA[i]+1 #Place block on the chain

DA <- DA + rexp(1, rate=mu) #determine the next block finding

}

if( min(BLH-BLA)<0 && min(BLH)>1){ #Check if the attacker has taken over

catch<-catch+1 #Register catch up event

break

}

}

}

Aq <- catch/numbruns #Print the result

We have used this simulation for multiple values of q, being 0.08, 0.16 and 0.24. When running the simulation,
we find only one value that is very close to the analytic value. This, however, still says very little about the
correctness of the formula. In order to give a sufficient evidence for the correctness, we ran the simulation 100
times 10,000 times, such that we have 100 data points based on 10,000 take over attempts, resulting in a total
of one million take over attempts. Based on this large sample, we calculated a mean and a 95%-confidence
interval, such that we can verify whether the deviations from the analytic value are significant or not. If the
analytic value is included in the confidence interval, there is no reason to reject the claim that the formula is
correct. Finally, we also included a scatter plot of the 100 data points, such that one can see how the points
are placed around the analytic mean. Here it is noticeable that the points seem to be randomly placed above
and below this analytic mean value, further supporting that the analytic formula is in line with the formula.

q A(q) by (38) A(q) by simulation 95%-Confidence interval

0.08 0.075227 0.07520 [0.074334,0.076068]
0.16 0.482304 0.48174 [0.47955,0.4839306]
0.24 0.916255 0.91659 [0.913576,0.919604]

Table 2: Comparison form the simulation results to the analytic results for different values of q
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Figure 8: Results: simulation (black dots) to the analytic result (red line). All points are based on the mean of
10,000 take over attempts, where q=0.24

Figure 9: Results: simulation (black dots) to the analytic result (red line). All points are based on the mean of
10,000 take over attempts, where q=0.16

Figure 10: Results: simulation (black dots) to the analytic result (red line). All points are based on the mean
of 10,000 take over attempts, where q=0.08

As we can see the data points are all very close to the numerical value we determined in (38). What is more
convincing of this formula being correct, is the way the points are scattered around the numerical value. If the
simulations points would mostly lie above or mostly below the black line, an error in either of both cases would
be implied. In our scatter plots, the points look to be placed randomly around the red dotted line.
These findings support further that the analytic formula we found is correct.

5.3 Results

In this subsection we will present the results of (38) such that the reader does not need to calculate values from
such a long expression. We calculated A(q) for different values of q, and presented them in the table below.
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q A(q) q A(q)

0 0 0.20 0.7403
0.02 0.0012 0.22 0.8424
0.04 0.0097 0.24 0.9163
0.06 0.0323 0.26 0.9621
0.08 0.0752 0.28 0.9859
0.10 0.1426 0.30 0.9959
0.12 0.2357 0.32 0.9991
0.14 0.3515 0.34 0.9999
0.16 0.4823 0.36 1
0.18 0.6164 >0.36 1

Table 3: Results of A(q), based on (38) for different values of q

As we can see, the probability of a successfully take over increases rather fast and for an attacker’s capacity of
more than 0.36, he is almost ensured to take over the chain at some point. It is, however, important to keep in
mind that we kept the definition of the tipping point at a minimum of 2 blocks on every chain and used that
there are 32 chains fixed in these results. In the following chapter we discuss the analytic formula where these
values are kept generic.

6 A more generic function

When solving the initial problem, we gave the formula for a successful take over in Section 4.6. The only thing
we kept generic was the capacity of the attacker. Other factors, however, could be seen as variables instead of
given parameters in order to make (38) more generic. The fixed number of 32 chains is based on the current
bandwidth availability. In the future, this capacity might increase, making a hydra with more chains relevant.
The number of 2 blocks to the tipping point was chosen as an initial parameter with no real reason behind it.
A formula where these two parameters are seen as input variables might therefore be relevant as well. In this
chapter we expanded the aforementioned formula such that now the number of chains (N) and the backlog, i.e.
the minimum number of blocks before the tipping point occurs, (w), are input parameters as well.

6.1 Extending the final equation

First, we discuss equation 31. This was the basic formula of the problem that could be divided into three
different parts. One was the distribution of the time to the tipping point, the other was the probability of a
take over on the short chain and the final part was a take over on the other chains. Even though that we now
have N chains instead of 32, there can only be one short chain that has exact w blocks when the tipping point
occurs. The other N − 1 are chains that have at least w blocks after the tipping point. Therefore, the equation
we seek has an alternate form of (31), as shown below.

P[A] = 1−
∞∫

x=0

(1− P[A|X = x, S]) · (1− P[A|X = x,C])N−1 · fX(x)dx. (41)

On the probability of a take over on the short chain and on the other chains, not much difference will occur. In
these probabilities the time to the tipping point has been taken as a given value, such that the parameters of
the Poisson process will automatically scale. One aspect that changes is the index variable in the sum. In (32)
and (33) all sums started counting from 2, as the event that honest nodes would start with 0 or 1 block after
the tipping point would not occur. In the more general situation, this index starts counting at w as the tipping
point occurs when all chains have at least w blocks. The final thing that changes is that on the non-short
chains, we start with at least w blocks, therefore we need to divide out all possibilities where the honest nodes
start with less then w blocks, when we want to calculate the head start for the honest nodes.

On the distribution function of the time it takes to get to the tipping point, more changes will occur. When
looking at (34), we start with looking at the distribution function. Instead of taking the maximum of 32 Erlang
distributed random variables with rate λ and shape 2, we now take the maximum of N Erlang variables, with
rate λ and shape w, as we now have a generic number of N chains on which need to be at least w blocks present.
We then find the generic equation for the distribution of the time until the tipping point is reached, to be given
as

FX(x) =

[
1− e−λx

w−1∑
k=0

(λx)k

k!

]N
. (42)

Department of Mathematics & Computer Sciences 32



Bachelor final project 2WH40

We are, however, not that interested in the updated distribution function, but rather in the density function
corresponding with (42). In order to find this density function we differentiate to x. This is a little more
complicated as we now have a sum of arbitrary length instead of some expressions. As the sum is finite, we can
interchange sum and differentiation. This gives the following calculations for fX(x):

∂

∂x
FX(x) =

∂

∂x

[
1− e−λx

w−1∑
k=0

(λx)k

k!

]N

= N · ∂
∂x

[
1− e−λx

w−1∑
k=0

(λx)k

k!

]
·

[
1− e−λx

w−1∑
k=0

(λx)k

k!

]N−1

= N ·

[
λ e−λx

w−1∑
k=0

(λx)k

k!
− e−λx

w−1∑
k=0

k(λ)k(x)k−1

k!

]
·

[
1− e−λx

w−1∑
k=0

(λx)k

k!

]N−1

= N ·

[
λ e−λx

w−1∑
k=0

(λx)k

k!
− e−λx

w−1∑
k=0

(λ)k(x)k−1

(k − 1)!

]
·

[
1− e−λx

w−1∑
k=0

(λx)k

k!

]N−1

= N ·

λ e−λx
w−1∑
k=0

(λx)k

k!
− e−λx

w−2∑
j=0

(λ)j+1(x)j

j!

 · [1− e−λx
w−1∑
k=0

(λx)k

k!

]N−1

= N ·

λ e−λx

w−1∑
k=0

(λx)k

k!
−
w−2∑
j=0

(λx)j

j!

 · [1− e−λx
w−1∑
k=0

(λx)k

k!

]N−1

= N ·
[
λ e−λx

(
(λx)w−1

(w − 1)!

)]
·

[
1− e−λx

w−1∑
k=0

(λx)k

k!

]N−1

(43)

Here λ and µ are the same for all N , as the block finding frequency scales with the number of chains, such that
the expected number of blocks per chain is the same as in the current Bitcoin system. For a generic value of N
the block finding intensity changes to

λ = (p/(614.4/N))/N =
p

614.4

µ = (q/(614.4/N))/N =
q

614.4

When calculating through these changes, we end up with a more generic equation.

A(q,N,w) =

(44)

1−
∞∫

x =0

(
1−

∞∑
i=0

(
1[i < w + 1] ·

(
q

1− q

)w−i+1

+ 1[i > w]

)
· e−xµ · (xµ)i

i!

)

·

1−


∞∑
z=0


(

q

1− q

)z+1

·


∞∑

n=max{w,z}

e−xµ
(xµ)n−z

(n− z)!
e−xλ

(xλ)n

n!

1−
w−1∑
k=0
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By the same steps as shown in deriving (40), we can simplify (44) as well. The added benefit is the loss of
the indicator functions and we change an infinite sum to a finite sum. This results in the following updated
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equation:

A(q,N,w) = 1−
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(45)

6.2 Results and verification

In this chapter we compare the values from the formula with the corresponding simulation, as we did when
verifying the results that (38) gave us. First, we compare the simulation results and the analytic results for
some arbitrary values, to see if the formula still holds for a different number of chains and a different tipping
point. Then we shall apply this formula in order to investigate the security of a future improved Hydra system.

For the first verification of the generic formula we set N to 17 and w to 3. That means that we have a
Hydra system with seventeen chains and the tipping point occurs after every chain has at least 3 blocks on it.
Then the simulation results are given by the following figure.

Figure 11: Simulation results of 100 different simulations where the ratio of 10,000 take over attempts are
modelled. The red dotted line gives the analytic value, where q=0.24,N=0.17,w=3

As we can see, the black line falls in the confidence interval, implying that there is no evidence to reject the
claim that our formula is correct. Based on how the points are distributed over the line, i.e. the randomness
of over and under values, would imply that the formula is probably correct. We decided to only include one
example for arbitrary parameters to show that the formula still holds. The 95% confidence interval based on
the simulation results is given by [0.6262,0.6311], where the analytic value of 0.6287 is contained in, as expected.

The next result and verification we did with (44) is for a specific value of N being 64, the power of 2 that
follows 32. The reason for this, is that the fixed chain number of 32 was chosen due to the current bandwidth.
However, in the future this capacity might increase, making in possible to use a bigger Hydra system with more
chains. When a block is found, a random binary string is attached to it, determining which chain the block is
placed on. This makes that the following Hydra system must contain 64 chains. Therefore, we also investigate
the security for N=64. For our verification with simulation, we used w=2 and q=0.16.
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Figure 12: Simulation results of 100 different simulations where the ratio of 10,000 take over attempts are
modelled. The red dotted line gives the analytic value, where q=0.16,N=64 and w=2

The corresponding confidence interval that follows from these simulations, is given by [0.6464,0.6515], where
the analytic value of 0.649124 is included. So the analytic value fits into the confidence interval, implying that
there is no evidence to reject the correctness of (44).
Now that we verified the analytic results, using simulation, we can compare the two Hydra systems, that is,
the first Hydra system that was introduced with the current bandwidth with 32 chains (H32) to the improved
Hydra system with 64 chains (H64).

w → 2 3 4 5 6
q ↓ H32 H64 H32 H64 H32 H64 H32 H64 H32 H64

0.08 0.0752 0.1142 0.0210 0.0329 0.0060 0.0095 0.0017 0.0028 0.0005 0.0008
0.16 0.4823 0.6491 0.2721 0.4001 0.1473 0.2278 0.0785 0.1252 0.0417 0.0678
0.24 0.9163 0.9819 0.8000 0.9295 0.6595 0.8339 0.5209 0.7090 0.3992 0.5764

Table 4: Comparison of the H32 and H64 systems

We can see that for the same parameters (w and q) the probability of take over increases when more chains are
available. This is not unexpected, as with more chains, the attacker has more opportunities to take over any of
the chains. This must be taken into account when upgrading the number of chains in the system, that when
the number of chains increases, so will the probability of a possible take over.

7 Further improvements and comparisons to known work

In the first three subsections of this section we present a couple of improvements that can be made based on
the work that is done here. These improvements are mostly to make the equation that we gave more generic
in order to obtain a formula that can be applied on Hydra systems based on different assumptions. These
suggestions are not fully worked out. We end this section with a comparison to the articles of Rosenfeld and
Koens, where we compare results.

7.1 Improvement: A generic time distribution

The generic time distribution was a suggestion made by the problem owner when we started this document. In
the paper of Koens et al. it is discussed that the time between finding blocks is not exponentially distributed
but gamma distributed, based on the result of a large set of data points. In this document, however, we gave
different arguments why the time between finding blocks ought to be exponentially distributed and also gave
an argument how the claims made by Koens et al. might be caused by the cleaning of incorrect data points.
The assumption of exponentially distributed inter-arrival times made a lot of computations we did more easy.
If one wants to extend (44) to an equation where the time between finding blocks is kept generic, many of the
previous made calculations would not hold anymore.

Firstly, we discuss the stochastic variable X which (still) denotes the time to the tipping point. As we did
in (34), take Xi the time it takes to find w blocks on chain i. When we assumed that the interim times be-
tween finding blocks was Exponential, the arrivals of blocks can be modelled as Poisson process. This process
has some nice properties, one of which is the thinning property (see Section A.1). Based on this property we
could state that on every chain a Poisson process occurs, which is independent of any of the other chains. We
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used this to define FXi(x), the distribution of the time until the i’th chain has at least w blocks. When the
inter-arrival times are not exponential anymore, we do not know directly what the distribution of FXi(x) is
anymore. Another very important step we preformed when calculating the time to the tipping point, was the
independence of the chains. It is still true that the time to the tipping moment X is equal to the maximum of
all Xi. However, when calculating this maximum, we used the independence of the chains to calculate

P[max{X1, ..., Xn} ≤ x] = P[X1 < x, ...,Xn < x] = P[X1 < x]n. (46)

This final step, where we state that the probability of an intersection of n events is the product of the probabil-
ities, can only be made when these events are independent, which is not necessarily true anymore when using
another time distribution.
This is not the only problem when changing the interim times between finding blocks. The event of a take over,
given that it took X amounts of time to reach the tipping point, changes too. Looking at the “short” chain,
we can divide a take over event in two parts, just as we did in section 4.3, by first looking at the difference in
blocks at the tipping point and then look at the probability of catch up event from that point.
In the case of an exponentially distributed time, one can interpret the problem as a Poisson arrival process,
which gives very straightforward equations that calculate the probability that v blocks are found in a time span
x. Denote V the time it takes to find 1 block for the attacker on one arbitrary chain. If we look specifically at
the number of blocks after the tipping point, one needs an equation that determines

P[V1 + ...+ Vk < X < V1 + ...+ Vk+1|X = x]

for some arbitrary k, as we sum over this k. Depending on the chosen distribution this can become complicated,
but it can always be calculated.
Finally, we look at the probability of a take over given the number of blocks the honest nodes are ahead. If this
number is negative, then the probability of a take over is obviously one, but when the head start of the honest
nodes is not negative, we found in Nakamoto’s paper the equation(

q

1− q

)z+1

.

The base of this equation is elaborated on our analysis in section 2.2. In that discussion, however, we make
constant use of the memoryless property. When we no longer have this property, we can no longer use the
random walk argument, as after taking a step to the right, the system does not start over. The time it took to
take a step to the right does matter when looking at the following step, which causes the arguments made in
Section 2.2 to no longer hold.

In conclusion, when taking a general distribution for the time it takes between finding blocks, little of the
previous done work can be used again. Many important parts of the formula, do not hold anymore, which is
the thinning process, the independence of the chains and the formula that calculates a take over event given
a certain head start for the honest nodes. Further research in renewal theorem is needed in order to find this
equation.

7.2 Improvement: A different tipping point event

During this report, we assumed a tipping point occurring when on all chains a minimum of w blocks were
attached. This tipping point can also be defined as another event. For example that the first chain has at least
w blocks, or, more generally, that m out of the N chains have at least w blocks. For future adaptations of the
Hydra system, this problem might become relevant. In this discussion we shall take the event that m out of
N chains have at least w blocks to be the tipping point. Note that for m equal to N we have the situation as
described in the previous chapters.
When working with this tipping point, the first and most clear aspect that changes is the time until the tipping
point occurs. This part can, however, be calculated analogously to (34). Now we take the minimum of m chains
in stead of N , therefore, interchanging all parameters N with a parameter m suffices and not much effort has to
be put into making changes. When looking at the probabilities of a take over event, there are now three types
of chains, 1 “short” chain, the m − 1 chains on which at least w blocks are placed and N −m other chains,
where there is no condition on the number of blocks. The formula for the short chains and the other chains on
which at least w blocks are placed, do not change, except for the exponent. There is always 1 short chain and
m − 1 chains that have at least w blocks. The other N − w chains have the same formula, only the condition
that the honest nodes have at least w blocks after the tipping point is removed, making the final equation only
much longer.
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7.3 Improvement: A smart attacker

We have always assumed that there is a random process of blocks being assigned to any of the N chains. We
confirmed this assumption by the problem owner and therefore implemented this during the whole report. If,
however, for some reason, the attacker manages to enter the system and assigns blocks to any of the N chains as
he desires, the probability of a take over would increase, and the above given formulas would not hold anymore.
When the attacker wants to take over, his best bet would be to focus all of his capacity on one of the chains,
increasing his block finding intensity (µ). As the block assigning process of the honest nodes is still random,
he does not know on which of the N chains the honest nodes have the least number of blocks. Therefore, we
assume a take over can only happen on one chain.
Firstly, the distribution of the time to the tipping point will not change. This event is completely independent
of the behaviour of the attacker. After that, we have to look at the probability of a take over event. In this case
there is only one chain on which a take over event can happen. This can be the slow chain with probability 1/N
or another chain with probability (N − 1)/N . In both cases we showed the probability of a take over, given the
amount of time it took to reach the tipping point. However, the values of µ is now different, as the intensity
of block finding by the attacker is concentrated on one chain. This causes µ to increase to q/19.2 whereas the
intensity of the other nodes is still p/19.2/N .
This assumption on the possibilities of the attacker is kept limited in this report. Based on how Hydra will play
out, other scenarios in which the attacker has an unfair advantage over the honest nodes can be analysed. In
most cases only small changes have to be made in order to find the formula for a take over event. We hope to
have provided sufficient ingredients for the reader to create his own formula when new scenarios pop up.

7.4 Discussion: A comparison to Rosenfelds result

For every generalisation of a formula, the specification on certain situations must be kept the same. In this
section we show that for the correct parameters of N and z, our formula A(q,N,w), as described in (44), is the
same as Rosenfeld has calculated in his paper [9]. Before, we must note some important differences in modelling.
First and most obvious, Bitcoin works with 1 chains, whereas our system works with an arbitrary number of
N chains. In (44), we must work with N equal to one. Secondly, and more subtly, Rosenfeld’s modelling of a
take-over is a little different. He assumes that one block is already mined. Therefore, a take over event in the
definition of Rosenfeld is different than how we have described it. Let us assume that we work with a fixed
backlog of z blocks. Then in Rosenfelds case, he would calculate the probability of a (in our definition) take
over event, given that one block is already available. This means, that the attacker has to find only z−1 blocks
in the time span it takes for the honest nodes to find z blocks, or take over the chain later, with a free block.
Note that this way of modelling is equivalent to saying that the attacker has to catch up with the hones nodes,
making it the same as in Nakamotos paper. In short, the Rosenfelds models with a fixed backlog of z blocks,
the tipping point occurs when z blocks are found by the honest nodes, and the attacker wins when he the same
number of blocks as the honest nodes after the tipping point.
Comparing this with our formula, if we give a value of w, we assume a tipping point when w blocks are found,
and the attacker wins when he has one block more than the honest nodes. When we want to compare our
result to that of Rosenfeld, a small change in our formula has to be implemented, we denote this alteration with
Ã(q,N,w). The goal of this formula is still to calculate the value of a take over event, given a certain backlog
value, but now we assume we want to catch up, rather than taking over (which is equivalent to a free block for
the attacker and a take over event). Then we find:
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Ã(q,N,w) =
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Specifically for the Bitcoins system, we take N=1, such that many of the factors in (47) disappear and we end
up with a simpler formula.
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The above defined equation is the simplified version of (47) that is equivalent to the current Bitcoin system.
In order to show that this is equal to the formula that Rosenfeld provided, we simplify the equation above
such that the same equation as Rosenfeld proposes in his article on page 7 [9] appears. In order to make these
calculation manageable, we set:
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)
.

Note that this function is independent of x and can therefore be taken out of the integral. As both sums and
integrals are bounded, we can interchange the summation and integration if we desire. For the common Bitcoin
system, where N=1, we find
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(48)

We end with two integrals with an expression of e−a ·xb, where a is positive. As the bounds of the integral
are from zero to infinity, we can apply a useful integral equation, as can be found in Gradshteyn and Ryzhik
(3.351.3) [12]. Also substituting the values of λ and µ, we find
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This is equivalent to the proposed equation by Rosenfeld, showing that our equation gives the same results
as Rosenfelds does. In this chapter we gave another interpertation of the modelling problem (either a free
block for the attacker or equivalent a catch up event instead of a take over event). Which is not necessary an
improvement, but, depending on the situation can be a better pick.

7.5 Discussion: A comparison to Koens’ result

In this section we will compare our results to the results of koens et al. It must first be noticed, that our way
of modelling is different. For this reason, it can not be expected that our results will match. We are interested
how our results differ. Firstly we shall describe the key difference between the modelling choices. The first,
that has also been discussed in section 3, Koens et al. took gamma distributed inter-arrival times, based on
empirical data, whereas we, in this document, assumed exponentially distributed inter-arrival times. The second
difference, is that Koens et al. started out with a head start of w blocks (fixed) on every chain, whereas we
decided to define a “tipping moment” that occurred when all chains had at least w blocks on them. This is a
significant difference as well, as in our way of modelling the honest nodes always have more (or the same number
of) blocks, than the honest nodes had in Koens case. The final difference between the two models, is that we
allow the attacker to search for blocks while the honest nodes are reaching the tipping moment. This gives
the attacker more possibilities to take over the chain. This and the previous mentioned modelling difference,
suggest that in Koens way of modelling the head start for the honest nodes is always fixed to w, whereas in our
model this head start can be any number (even negative).
These differences in modelling choices made us decide to present the results as following. For different values
of w, we present the probability of a take over. The first is based on Koens results, the second is based on our
result, but: we assume that we started with a fixed head start of w blocks, just as in Koens document (this is
described in section 10.1) and finally we present the probability of a take over based on our formula derived in
(44). This way we can see how different modelling assumption can influence the probabilities of a take over. In
the table we refer to the the results in the paper of Koens et al. with “Koens”, to the result of our document
when we use the simplified assumption of a fixed number of blocks as a head start on each chain, we refer with
“50” (see section 10.1) and when referring to our result with the tipping point event we use “44”)

↓Formula used w
q ↓ 1 2 3 4 5 6 7 8 9

Koens 11.0 0.7 0.1 0.0 0.0 0.0 0.0 0.0 0.0
50 6 12.247 0.829 0.053 0.003 0.000 0.000 0.000 0.000 0.000
44 15.894 3.235 0.688 0.150 0.0333 0.0074 0.0016 0.0004 0.000

Koens 69.2 19.4 4.0 0.8 0.1 0.0 0.0 0.0 0.0
50 16 69.351 19.901 4.127 0.799 0.153 0.029 0.006 0.001 0.000
44 77.261 48.230 27.208 14.729 7.853 4.167 2.211 1.174 0.624

Koens 98.6 75.8 38.3 15.4 5.7 2.1 0.7 0.3 0.1
50 26 98.525 75.803 38.824 15.785 5.848 2.094 0.740 0.261 0.092
44 99.356 96.210 89.381 79.435 67.900 56.272 45.559 36.261 28.506

Koens 100 100 100 100 100 100 100 100 99.9
50 46 100 100 100 100 100 100 99.997 99.982 99.925
44 100 100 100 100 100 100 100 100 100

Table 5: Comparison of the probability of a successful take over, in %, by the formulas of Koens, (50) and (44)

As we can see, the formula that Koens used in comparison with our formula (50), the differences are very
minimal. The only difference that both formulas had, was a different time distribution between blocks. The
impact of gamma distributed inter-arrival times of blocks has therefore a relative small effect on the probability
of a take over event. When looking at the result of (44), we see that the probability of take over is significantly
larger. When we compare the modelling assumption of (44) to (50), only two difference are made. The first one
was the tipping point event. This resulted in that the honest nodes start with a minimum of w blocks on every
chain, which would decrease the probability of a take over as the honest nodes start with more blocks. The
second difference was that we allowed the attacker to search for block during the time until the honest nodes
had reached the tipping point. This would increase the probability of take over event, as the head start for the
honest nodes is be reduced.
This latter mentioned factor would be the main reason the probability of a take over has increased so significantly,
as this is the only aspect in which the probability could have increased. This impact is visible in table 5. In
conclusion, we see that a different time distribution of the inter-arrival times of blocks, has no severe effect on
the probability of take over, but allowing the attacker to search for blocks, while the honest nodes find blocks
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to reach the tipping point, severely increases the probability of successful take over event.

8 Decentralised cryptocurrency in perspective

During this document we focused on the positive aspects that digital currencies brought with them. The main
advantages we mentioned were the anonymity of the users and the independence of third parties. In this section
we will reflect on the past of one of the most popular digital currencies: Bitcoin. We give some examples
how this features can be harmful to society too and emphasise that by every technical innovation, unforeseen
disadvantages can occur.

8.1 Silk road and Wanna cry

Anonymity is a great value in a monetary system. However, other parties have used cryptocurrencies for
malicious objectives as well. Most well known cases of illegal events were the black market site Silk road [15]
and the recent attack on computers by a virus called: “Wanna cry” [11].
The first example refers to a market place were sellers advertised drugs, weapons and other illegal products in
exchange for bitcoins, called Silk road (2013). As the owner of the site was able to hide the IP-adresses the only
thing that would give the sellers identities away, would be a bank account, to which buyers of products send
money. However, when using bitcoins, no one has any lead to the owner of that specific account. This way, the
sellers and buyers could stay anonymous and sell their illegal goods without being tracked. Eventually, due to
an error in the system itself, the creator of Silk road could be arrested [13]. This is a case where the bitcoin is
harmful to society due to the lack of a third party. When the authorities would find out about a seller of illegal
product, tracking some down by the use of a bank or credit card number can be done by the third party. These
third parties discourage the selling of illegal products and can help with locating criminals.
The same problem of Bitcoin arises in the case of wanna cry, a computer virus that was sent to multiple server,
world wide on may 2017. This virus encrypted all files on a computer and only decoded it when users were
willing to pay the creators of this virus in bitcoins. The anonymity aspect of Bitcoin comes into play again,
as if the transaction of the ransom would go digitally by a third party, this trusted party could identify the
criminals.
We see in both cases that malicious users of Bitcoin use the anonymity of the system for illegal uses, either
by taking computers hostage or supplying the criminal market with illegal goods. These are just two examples
from recent history. This might make one wonder, whether these anonymous transaction are a benefit to this
society, when it can be used for criminal activities as well. When a new system such as Hydra launches, we, as
a society, should critically analyse that the benefits outweigh the negative aspects. Further investigation and
improvements of the current regulations ought to be implemented to keep the illegal activities at a minimum.

8.2 Instability of a bitcoin

Currently, our society uses bitcoins and regular cash at the same time, which creates an exchange value between
both. As most of our society still functions without bitcoins, these bitcoins are currently more of an investment
than the transition to a new monetary system. The risk of this interaction between bitcoins and regular cash
can be seen in the following graph. This shows the value of a bitcoin in dollars over the time span of one year.

Figure 13: The value of one bitcoin, from June 2016 to 2017 (coin desk)
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As we can see the value has increased a lot over the years, but during this rise, it has made several strong
fluctuations as well. When a currency fluctuates this much, it is hard to use as a currency as Lewis [14] points
out. A good example on how unreliable this currency is, can be shown by an example of a couple of years
ago. In 2011 Adrian Chen posted an article [10] about Silk road, a black market where one can buy drugs an
other illegal goods with bitcoins. This article increased the demand of bitcoins severely, as can be shown in the
following graph.

Figure 14: Value of a bitcoin during 2011, the peak occurred when Chen’s article was post

This is example were the value of a bitcoin has changed very severely due to one article. A stable currency
ought not almost triple in value due to this. Another argument that Lewis makes, is the material value of a
bitcoin. Money is as much worth as we put value in it. A bill is just a piece of paper. Some money, still has
material value, for example coins, but when working with bitcoins, there is no tangible object anymore.
Purchasing products with a bitcoin is now very risky. The price of a product that is denoted in a fixed number
of bitcoins, has a very unreliable value in dollars due to the fluctuation in exchange rate. This in combination
with the lack of material value of a bitcoin, might have a negative influence in the acceptance of Bitcoin.

9 Conclusion

In this thesis we looked into a formula that gives the probability of a take over event in the new Hydra system.
As many of the applications are outside our discipline, literature study was needed before we understood the
correct way to go (section 2) . Nakamto’s paper gave a good introduction to Bitcoin, which is basically a Hydra
system with only one chain. Rosenfeld’s article introduced us more in the probability of a take over event in
Bitcoin, and showed which modelling steps he used. These two articles were the most important in order to
understand how the general cryptocurrency works.
Together with the problem owner, Tommy Koens, we were able to get a clear idea of their specific request
and which modelling assumption we could make (section 3). This resulted in our choice to take exponentially
distributed times between finding blocks. We decided to start with calculating the probability of a take over
for some fixed parameters first (section 4), as starting with a very specific case was easier. We saw that the
probability of take over could be calculated when we had three other factors: the distribution of the time to the
tipping point, the probability of a take over, after the tipping point, on the short chain and that same probability
but on the other chains. When looking at these values individually, we were able to give the desired equation.
In order to verify our work, we constructed a simulation, that simulates the same probability as we calculated
analytically (section 5). We tested the equation for some input parameters and saw that the simulation results
matched the analytic results.
This formula is still not the result that the problem owner desired. Therefore, we extended this analysis for
an arbitrary backlog value (w) and arbitrary number of chains (N) (section 6). We calculated the function
again by looking at the three aforementioned factors again, only with generic values this time, and ended with
a generic equation A(q,N,w). After some verification steps, by again simulation, we were able to present the
desired formula with an example of how the probability of a take over event would change when we extend the
number of chains.
The final two chapters were devoted to this document in perspective to what has already been found and to
future developments. First, we gave some suggestion for improvement, such that the equation can still be used
in future adaptations of Hydra. Then we compared our results to some known work. We were able to show that
for N equal to 1, our formula simplified to Rosenfeld’s equation. Then we compared our result to the results
from Hydra. Hydra used different modelling assumptions and the consequences were clearly visible in table
5, (section 7. Finally we also spend some time by looking at how cryptocurrency fits in our current society.
During the report we mostly focused on the benefits, but in section 8, we also gave some examples of negative
effects that cryptocurrency (in these two examples Bitcoin) gave. This was mostly to put cryptocurrency into
perspective and show that with technical improvement, always unforeseen negative effects can occur.
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All in all, we may conclude that the main goal of this thesis is reached and the result is presented in (44)
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10 Alternative interpretations of the initial problem

In this chapter we kept some of the alternative interpretations of the initial problem. Most of them occurred
due to miss-communication or misinterpretation of the problem and some were included as a steppingstone to
the correct way of modelling. In order to not let that work go to waste we kept these approaches in this section.

10.1 An exponential approach

The initial problem was to find an analytic function for the probability of a catch-up event, currently only
estimated with a simulation. Important to note is that we initially use an exponential distribution for the
times between two blocks are found. This assumption is used in previous papers of Nakamoto and Rosenfeld,
discussed above. In Koens’ paper the use of a gamma distribution is suggested based on an empirical data set.
However the estimated shape parameter is 1.159 and therefore very quite to 1. A gamma distribution with a
shape parameter of 1 is equivalent to an exponential distribution. These two factors made us decide, for now,
to stick with the exponential distributed times between blocks.
Now with this property, we can use a piece of Rosenfelds’ paper, namely the probability of an attacker ever
overtaking the honest chain, when he/she is z blocks behind, this is given in (8). We have discussed this
equation already for just catching up with the honest chain, in the discussion of Nakamoto’s work, but the same
argumentation can be used for (8), only with one extra step as described above. As in Koens paper the initial
head start for the honest chains is fixed to z we find for the Hydra system. Let T be the event that any of the
32 chains is taken over. Then we denote Ti a take over on the i’th chain.

P[T ] = 1− P[¬T ]

= 1− P[{¬T1} ∩ ... ∩ {¬T32}]

= 1− (P [¬T1])
32

= 1− (1− P [T1])
32

= 1−

[
1−

[
q

1− q

]z+1
]32

.

(50)

The only non-trivial aspect used in (50) is the fact that the probability of not overtaking all chains, is the
probability of overtaking one chain to the power 32. We can state this due to the completely random process of
the blocks that are assigned to the chains. This results in a thinned Poisson process, as described in Appendix
A.1. These are therefore independent Poisson processes and can be expressed as such. We implement this
function and calculate the values for different values of z and q and presented in Table 6. As we can see, for
small values of q the analytic results differ quite a bit (± 1.5%) to the values found by Koens et al. For bigger
values of q the analytic results are almost the same. This might be due to one simplification we applied in this
section, where we used exponential distributed times between blocks, whereas the simulation used a gamma
distribution.

Table 6: Results of (50) for different values of q (in %) and z. The results are all in % of the time the attacker
succesfully overtakes the chain
↓ q → z 1 2 3 4 5 6 7 8 9 10

6 12.247 0.829 0.053 0.003 0.000 0.000 0.000 0.000 0.000 0.000
16 69.351 19.901 4.127 0.799 0.153 0.029 0.006 0.001 0.000 0.000
26 98.525 75.803 38.824 15.785 5.848 2.094 0.740 0.261 0.092 0.032
46 100.000 100.000 100.000 100.000 100.000 100.000 99.997 99.982 99.925 99.756

We can extend this formula by dropping some of the assumptions made before. Firstly, it was assumed that
on every chain the same number of blocks needed to be found, before the attacker starts his attack. This was
set fixed on the number z for all of the chains. If we were to extend this for different values for each chain, say
zi for chain i, the equation would change a little. The same property of independence of the chains still holds,
but the behaviour in each chain is not the same anymore. If at some point, the honest nodes know how many
blocks they are ahead, before the attacker begins, the function changes to equation 51

P[ Taking over any chain ] = 1−
32∏
i=1

1− P[ taking over chain i]

= 1−
32∏
i=1

1−
[

q

1− q

]zi+1

.

(51)
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Here zi is the number of blocks that the attacker is behind, when he starts his attack. This function might seem
very trivial, but can be used when the system wants to check of verify the probability of a take over, when a
certain initial situation is known.

10.2 A memoryless gamma approach

The benefit of working with the exponential distribution, is mainly the property of being memoryless. That
means that the exponential distribution is independent of fixed previous given values, in formula form this is
described in equation 52

P[X > t+ s|X > s] = P[X > t] (52)

This is a very nice property to calculate, but is, however, the only distribution that has this property. If we
change the distribution from the previous subsection to a different distribution, the property of Rosenfelds
finding does not hold anymore. That means that we need to find another expression for the probability that
the attacker will catch up if he is z blocks behind. In the previous parts of the report this was easy to calculate
due to two reasons: the first reason was that the probability that one exponential distribution is bigger than
another exponential distribution is very easy calculated. Second, due to the memoryless property, we can
ignore the previous result of who found a block or not, due to the memoryless property of the exponential
distribution. If we extend the main problem to a different distribution times to find a block, we lose both nice
properties, but, due to a statement from the problem owner, we shall investigate in this chapter, the probability
of the attacker overtaking a chain, if the with frequency of finding blocks is gamma distributed but keep the
memoryless property. The statement from the problem owner was as follows.

Namelijk, we pakken een random punt uit de verdeling van de eerlijke nodes en een random punt uit de
verdeling van de verdeling van de aanvaller. Vervolgens kijken we welke waarde het kleinst is, en door die
partij (eerlijk / aanvaller) wordt een block gegenereerd. Vervolgens pakken we weer een random punt uit de
verdeling van de partij waardoor een block is gegenereerd, en vergelijken dat met de waarde van de trekking
uit de verdeling de andere partij, etc.

Information from e-mail contact 20-03-2017

This claim is supported by a piece of pseudo-code that was included in an old version of Koens report. Here
he draws two numbers, one from the honest distribution and one from the attackers distribution, and the one
with the smallest number receives a block. These numbers stand for the time it took for either parties to find
a block, so the one with the lowest number, took the least amount of time to find a block and is, therefore,
faster. After that, a new number is picked from both distributions and again compared. This latter part of the
simulation does, however, implicate the memoryless property, as the losing party have already been searching
for blocks and therefore, could begin the second round of block finding, with a head start. This property is,
however ignored, making the memoryless property more feasible.

Algorithm 1 Simulation Algorithm - 32-chains

1: while events < max.events OR i > 0 do
2: dh = draw from honest-distribution
3: da = draw from attacker-distribution
4: if dh > da then
5: Block is found by honest nodes, and added to a chain
6: dh = draw from honest-distribution
7: else Block is found by attacker, and added to a chain
8: dh = draw from attacker-distribution
9: Check if attacker has caught up

10: end if
11: end while

From an older version of Creating a Hydra [1] 11-11-2016

Both of these descriptions would imply a memoryless gamma distribution way of modelling. Which we will
address in this subsection. As discussed before, all previous properties of equation 50 still hold, expect the
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expression that determines the probability that chain 1 is being taken over. However, due to our assumption
of the memoryless property, we only need to re-calculate the probability that the attacker every reaches 1
found block, given he start with 0 blocks, as described in equation 1. The only thing that changes here is the
probability that the first step is to the right or the left, which was easily given by q and p respectively. This was
due to the fact that we calculated here the probability that one exponential random variable was smaller than
the other, resembling the time to find a block. In Koens paper it is argued that the block mining frequency is
gamma distributed. If we want to find out who finds a block first, than we need to look at who’s time to find a
block is the smallest. This comes down to calculating the following.

P[Tattacker < Thonest] = P
[

1

Tattacker
>

1

Thonest

]
= P[X > Y ]

where X ∼ Γ(α, β1) & Y ∼ Γ(α, β2)

(53)

Equation 53 represents the frequency of finding a block by the attacker, represented by X and the frequency of
the time the honest nodes find blocks, represented by Y , which by context are independent of each other. The
values for α, β1 and β2 are all given in the paper of Koens and are estimated with the means of distribution
fitting. Note that the probability described in equation 53 is the probability of a step to the left, and resembles
here the q of the previous equation 50. If we can find a proper description of equation 53 we can implement it
in equation 50 to find a closed form of the simulation that suffices the above described properties.
We will now focus on a closed expression for equation 53. This is the probability that one gamma distribution is
smaller than one other. As the gamma distribution is a non-negative distribution, we know that such inequalities
of stochastic variables can be represented as following:

P[Y < X] =

∞∫
0

x∫
0

fY (y) · fX(x)dydx (54)

Where fX(x) represents the probability density function (pdf) of the stochastic variable X.The proof of this
equation is given in the appendix A.4. As both X and Y are gamma distributed, we can easily implement their
pdf function to get an expression for this probability.

q = P[Y < X] =
(β1 · β2)α

(Γ(α))2

∞∫
0

x∫
0

[yα−1 · e−β1·y] · [xα−1 · e−β2·x]dydx (55)

There do exist closed formulas for these types of integrals, but they result in more confusing terms. Therefore
we diced to omit these. Such integrals can, however, be very closely estimated by mathematical software, such
that we still can obtain precise numerical values for the desired probabilities. With this new value for q we
again apply equation 50 to calculate the probability of the attacker catching up, in this scenario. We will give
the same table as we did in the previous section in order to compare both values. In order to do so, we chose
the values for our α and β’s form koens paper;

α = 1.1594594, β1 =
19.2

%capacity Attacker
and β2 =

19.2

%capacity Honest

Table 7: Results of equation 50, with q from equation 55 for different values of q (in %) and z. The results are
all in % of the time the attacker successfully overtakes the chain
↓ q → z 1 2 3 4 5 6 7 8 9 10

6 6.820 0.331 0.016 0.001 0.000 0.000 0.000 0.000 0.000 0.000
16 56.781 12.494 2.120 0.344 0.055 0.009 0.001 0.000 0.000 0.000
26 96.649 64.623 27.825 9.797 3.215 1.031 0.328 0.104 0.033 0.011
46 100.000 100.000 100.000 100.000 100.000 99.998 99.988 99.938 99.771 99.34

As we can see, the probabilities in this table do not represent the numbers in Koens paper, implying this same
way as the same model as used by them. The problem is that, even though in the correspondence with problem
owner we would describe this as a memoryless gamma distribution, in the simulation that was actually used in
order to compute these probabilities, the modelling differed, evidently resulting in other outcomes. In order to
show that these values are still correct if the situation would be simulated as described above, we wrote our
own simulation to verify the results.
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Table 8: Results of our own simulation for the case in this chapter, for different values of q (in %) and z. The
results are all in % of the time the attacker successfully overtakes the chain, based on 10,000 runs.

↓ q → z 1 2 3 4 5 6 7 8 9 10

6 6.94 0.37 0.01 0.00 0.00 0.00 0.00 0.00 0.00 0.00
16 55.98 12.01 2.19 0.40 0.05 0.01 0.00 0.00 0.00 0.00
26 96.64 64.47 28.10 9.64 3.15 1.00 0.34 0.16 0.03 0.01
46 100.00 100.00 100.00 100.00 100.00 100.00 99.94 99.72 98.86 97.38

To find out whether these values correspond with the analytical values found in table 7, we construct confidence
intervals. We state that the null-hypothesis is, that the errors we found in the simulation are not significant.
Here we use a α (type-I) error of 0.05. If we construct the 95% confidence intervals for the values we found in
the simulation, and deduct that the analytical value is in this confidence interval, we can safely state that the
error found is not significant. For the proportions of the number of times the attacker has been able overtake
the honest chain, we can construct the confidence intervals as described in equation 56.

p̂± zα/2 ·
√
p̂(1− p̂)

n
(56)

Take, for example, q=6 and z=1. We see that the difference of the simulation and the analytic approach is
relatively high, namely 6.940− 6.820 = 0.120(= 0.0012%). We can now check if this difference is significant or
not, by constructing the confidence intervals for the proportion estimator.

0.06820± 1.96 ·
√

0.06820(1− 0.06820)

10000

0.06820± 1.96 · 0.0024964

0.06820± 0.00489

So this implies that all errors in a neighbourhood of 0.00489% around the mean are not significant. As we saw
that our difference was only 0.0012%, we find that the difference is not significant, and that there is no evidence
that the reject the claim that the simulation values are different form the analytic results. This can be repeated
for all different values of our table, which then show that all differences are of no significance, providing much
evidence that the analytic approach and the simulation represent the same solutions to the initial problem. As
we can see, we find that the analytic solutions are very much in line with the the outcomes of the simulation.
Koens, however, used a cumulative sum of all previous mining times, implying not a memoryless simulation, as
described in a previous chapter.

10.3 A discrete approach

Before this projected started, we were supplied with the following modelling of the problem. Here a discrete
solution strategy was implemented, but this was later changed to a continuous solution, as this fitted the actual
situation better. Even though this approach is not relevant anymore, we still decided to include it in this report.

The Problem
Alice and Bob both have their own vase, and in each vase there is a red, a blue, a green and an orange
marble (2 vases, 8 marbles). Bob and Alice simultaneously pull out a marble from their own vase, note the
result (either red, blue, green or orange), and put their marble back in their own vase.
Bob, a true gentleman, gives Alice a head start of +1 for all colours, so the initial score is Bob: 0, 0, 0, 0,
and Alice: 1, 1, 1, 1. The game they play is, will Bob ever overtake Alice with any colour marble? E.g.
Bob wins when the score is Bob: 4, 4, 4, 4, and Alice: 3, 6, 6, 5. Note that only one colour should be +1,
and Bob wins.
The first question: What is the chance that Bob will overtake (+1) Alice on any of the coloured marbles
after n tries? And how to express this is in formula?
The second question (this is our ultimate goal): What is the chance that Bob overtakes Alice on any of
the coloured marbles after n tries, where: 1. The speed in which they draw differ (e.g. Alice draws p-times
faster than Bob), and 2. Bob provides Alice with a greater head start (e.g. 0,0,0,0 vs 2,2,2,2) And how to
express this in a formula?

This above given problem resembles closely a stochastic problem given in the article: Creating Hydra [1],
concerning algorithm 6. This is a simulation that estimates the probability of an attackers success of preforming
a double spending. We will first work at the problem given above, before moving on to the relation of Alice and
Bob in regards of the an honest payer and an attacker.
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10.3.1 Solution strategy

While looking at this problem, a Markov Chain with an absorbing state seems most logical to start with, as
such a method can deal with the process of shifting from one state to another while keeping the state of Bob
winning, if he has ever overtaken Alice. We assume the reader of this report has very basic knowledge about
Markov Chains. Later on this document we will discuss more advanced literature about Markov Chains.
In this chapter, we made the same assumptions as given in the problem definition above. Both Alice and Bob
have a vase, with four marbles, all of a different colour. They take one out, and keep the score, where Alice
begins with a +1 of every single colour marble. If Bob ever overtakes Alice in n tries, he wins, but if Alice
succeeds in not letting Bob pass her in these n tries she wins. It may be noted that this problem is only relevant
for finite value of n, as for arbitrary large values of n the probability of Alice winning will become arbitrary
small. We will also see this when we formally derive a solution for this problem.

We will define the score of Alice and Bob as two vectors, Ai and Bi, where i stands for the i’th trial, 0 ≤ i ≤ n.
Where i = 0 is defined to be the starting scores of Alice and Bob. Note that there are only four different colours
of marbles, it is therefore only necessary to keep track of four numbers, resembling all colours respectively, so
we can take Ai and Bi ∈ Z4 ∀i ∈ {0, ..., n}.
Instead of looking at both scores, we will look at the difference. That means that we are more interested in a
vector Ci, that denotes the score of Alice minus the score of Bob. We will therefore introduce a new vector,
with the following notation:

Ai = (αi1, α
i
2, α

i
3, α

i
4)

Bi = (βi1, β
i
2, β

i
3, β

i
4)

Ci = Ai −Bi
Ci = (γi1, γ

i
2, γ

i
3, γ

i
4), so γik = αik − βik

With the following characterisations

γik ∈ Z Ci ∈ Z4 k ∈ {1, 2, 3, 4} i ∈ {0, ..., n}

(57)

With these definitions at hand, we can look a little further in this problem. First, Ci has very limited values it
can take. It suffers from two assumptions made in the problem description. The first assumption is that Bob
and Allices will pick on the j’th trial, a ball simultaneously. Therefore, the following holds for the total score
of Allice, Ai:

∑4
k=1 α

i+1
k = 1 +

∑4
k=1 α

i
k, and the same holds for Bi. So it must hold that by the definition of

Ci in equation 57 that
∑4
k=1 γ

i
k is the same for all i. The next assumption, is that when Bob has overtaken

Alice in n trails, Alice loses, where overtaken in this sense, means that Bob has drawn of one colour of marble
more than Alice. If this were case, then the difference of αki and βki will become negative. So if any of the γik
for previously defined k and i in equation 57 becomes negative, the game is over and Bob wins. It is therefore
not necessary to continue when a γik = −1. So situations where γik = −2 are simply omitted.
Second, when looking at the possible states this game can be, we are not interested in the order of γik, that
means that a score of (1,1,0,2) yields the same as a score of (2,1,1,0), it is, however, relevant in computations of
probabilities, we will explain later in this document. The reason we can make this assumption, is that for us, a
state of (1,1,0,2) and (2,1,1,0) are not states in which the games is lost by Alice, and the probability of a lose
in the next stage, is the same. In that sense there are taken to be the same.
Finally, now we have seen the different stages the game can be in, we can construct a Markov chain, with a
finite amount of states. In the following chapter we will explain the probabilities of the system changing form
one system to the other, and finally we can calculate the probability of Bob winning after n trails.

10.3.2 Solution implementation

As described before there are only some states the system can be in. These states are described in a single
vector from Z4, we defined as Ci. We also described that the states where any of the γik < −1 or

∑4
k=1 γ

i
k 6= 4

cannot happen and finally we also described why the order of γik for k ∈ {1, 2, 3, 4} is not relevant. Using all
these findings we end up with a final of 6 stages, these are:

State 1 (1, 1, 1, 1)

State 2 (2, 1, 1, 0)

State 3 (2, 2, 0, 0)

State 4 (3, 1, 0, 0)

State 5 (4, 0, 0, 0)

State 6 (X,X,X,X) This state is called the losing state

(58)
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The final stage might seem a little odd, as there are no integers, but this is necessary in the Markov chain. It
is not possible to implement a feature that stops the Markov chain once any of the γik becomes negative. This
occurrence needs to have a state of it’s own, which we called the losing state. One should interpret this state as
following: once any of the γik is negative the game is over and Bob has won, but in the Markov chain, the game
continues, and independent of any of the marbles both of the players pick, Bob wins. They continue playing an
’already lost’ game.
In a Markov chain, one begins in a certain state, and then hops from one to the other, when a total of n hops
have occurred, the game is ended and we are interested in the probability of the system ending in a certain
state, especially whether it ends in the losing state or not. In order to construct this, we need the probabilities
of the system hopping form one state to the other. In order to compute these probabilities, we can simply
use the classic definition of probability. If puv stands for the probability of the system going form state u to
state v, then it is determined by total amount of favourable outcomes over the total amount of outcomes. By
favourable outcomes we mean the total amount of combinations of marbles Alice and Bob can pick, to advance
to a favourable stage, in this case state v, given they start in state u, and by total outcomes we mean the total
amount of combinations Alice and Bob can pick.

We will now give an example of how the probabilities, described above, are calculated Let us assume that
the Markov chain is currently in the i = 0 phase, so C0 = (1,1,1,1) = ’State 1’. We want to calculate the
probability of the system staying in this state, after Alice and Bob have taken their marbles. Both of them
can pick one marble out of four, so there are a total of 4 · 4 = 16 combinations. The amount of favourable
combinations is 4, because, to stay in this state, the effect of Alice’s pick must be nullified by Bob’s pick. This
can only happen if both Alice and Bob pick the same colour of marble. There are only four colours, so only four
combinations where both have the same colour, so there are 4 favourable outcomes. Therefore the probability
to stay in this state p11 = 4

16 = 1
4 .

Let us now assume we want to compute the probability hopping from state 1 to state 2 in one trail, p12.
In order to make this transition, Alice must pick a marble, and Bob must pick a different kind of marble. By
Alice’s pick, α1

k changes from a 1 to a 2 on spot k and by Bob’s pick β1
k′ changes form a 0 to a 1, where k 6= k′

By subtracting both Ai and Bi, we find a 2 on spot k and a 0 on spot k′, and with find the desired state.
Again, the total amount of combination that Bob and Alice can pick is 16. The total amount of favourable
combinations can be derived as following. If Alice picks a certain colour of marble, then Bob can only pick
three other marbles that are of different colour. There are four different colours Alice could have picked, so the
total amount of favourable outcomes are: 1 · 3 + 1 · 3 + 1 · 3 + 1 · 3 = 12. Therefore the probability of the system
hopping from state 1 to state 2 in one trial, p12, is 12

16 = 3
4 .

Note that it is impossible for the system to hop from state 1 to, for example state 5. As Bob can only
pick 1 marble, at most one of the γik can become zero. Every state where more than one of the γik is zero, can
therefore not be reached in one trial. So, p13 = p14 = p15 = 0. Finally, the hop from state one to state 6 is
especially impossible, as Bob will never be overtake Alice with one trial, if she has been given a head start as
described in the problem definition. Thus, p16 = 0.

We will not describe every probability as extensive as above. We will give them in table 9 Every probabil-
ity is, however, calculate the same way as above.

F↓, T→ 1 2 3 4 5 6

1 1
4

3
4 0 0 0 0

2 1
16

1
2

1
8

1
8 0 3

16

3 0 1
4

1
4

1
8 0 3

8

4 0 1
8

1
16

3
8

1
16

3
8

5 0 0 0 3
16

1
4

9
16

6 0 0 0 0 0 1

Table 9: Table of probabilities, From (F) state, to (T) state

To help visualise the current Markov chain we include image 10.3.2 This is a flow chart of all possible states
the system can take. The arrows indicate from which stage to which the system can hop in 1 trail. By each of
the arrows a (numerical) number is noted, indicating the probability of the system hopping form that specific
state to that state, to which the arrow points.
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Figure 15: The Markov chain as a flow chart

With this flow chart including all of the probabilities, we can start calculating the desired results as described
in the problem definition. Before we give plain calculations, we shall use the following chapter to discuss some
of the theory of Markov chains that is necessary to understand in order to fully understand every step we take.
After that, we can apply these theorems on the given probabilities we found, and calculate the desired results.

10.3.3 Intermezzo: More about absorbing Markov Chain

This subsection we will discuss briefly some definitions and concept of stochastic literature regarding Markov
chains with an absorbing state. All of these theorems and definitions will be used later on in the document.
We shall start with some basic definitions, to not cause any confusion later on.

Definition 10.1 (Absorbing state). We shall define a state in a Markov chain to be absorbing, if, once entered,
is impossible to leave. In other words, state u is called absorbing if puu = 1.

As we can see form the flow chart in image 10.3.2 we see that, by this definition, state 6 is an absorbing state,
once Alice loses, she cannot win anymore. This sounds very trivial, but must be considered carefully, if not to
make mistakes later on.

Definition 10.2 (Absorbing Markov chain). We shall call a Markov chain to be absorbing, if the Markov chain
has an absorbing state and this absorbing state can be reached form every starting point.

We can see, again, form the flow chart in Figure 10.3.2 is an absorbing Markov chain. The ’Losing state’ state
is reachable from every other state in at least two steps.

Definition 10.3 (Transition matrix). We shall define a matrix P to be a Transition matrix, if the elements of P
denote the probability of the system transitioning form one state in to the following. In other words, Puv = puv

By this definition, table 9 is very close to the transition matrix of this system. When placing the elements of
the table in a 6x6 matrix, the transition matrix of the system in Figure 10.3.2 is constructed.

Definition 10.4 (Matrix Q form the canonical form). We shall define a matrix Q to be the Q-matrix (of the
canonical form), if for a Markov chain, that has an absorbing state, with matrix P, if Q has all elements of P
except for the rows and columns where a 1 occurs.

We will take table 9 as an example. When writing these elements in a 6x6 P matrix, we find the Q-matrix,
by removing the sixth (last) row and the sixth (last) column, leaving 5 x 5 matrix. Note that the Q-matrix is
always square. Moreover, if P is a n x n matrix with t absorbing states, the Q-matrix has dimension (n− t) x
(n− t).

Definition 10.5 (Fundamental matrix). We shall define the matrix N to be the fundamental matrix, if for a
Markov chain with Transition matrix P and matrix Q, the following holds: N = (I −Q)−1
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We will later look a little more into why this matrix N is significant. Now that these definition are made, we
will look into some relevant theorems. These theorems will not be proven in this document to prevent a too
lengthy report, but we will reference to the relevant documentations of the proof.

Theorem 10.1 (n’th step transition matrix). If P is the (1 steps) transition matrix of a Markov chain, then
Pn denotes the n’th steps transition matrix. In other words, it’s elements Pnuv shows the probability of ending
in a certain v state after n steps, given the starting state u.

This theorem is the crux of solving the above given problem. If want to know the probability of ending in a
certain state after n steps, we only need to take the transition matrix and raise it to the power n. We know
our startings state, this is given to be the state where Alice has +1 in every colour and Bob 0, which we called
state 1. Using this theorem we can find the probability in the top right corner of the matrix Pn. We will look
into this in more detail in the following section.

10.3.4 Solving the discrete basic problem

Using the above definition we can construct some matrices we will use later on in order to solve the given
problem. First, we can easily find the transition matrix P by looking at table 9

P =



1
4

3
4 0 0 0 0

1
16

1
2

1
8

1
8 0 3

16
0 1

4
1
4

1
8 0 3

8
0 1

8
1
16

3
8

1
16

3
8

0 0 0 3
16

1
4

9
16

0 0 0 0 0 1

 (59)

Firstly, notice the upper right element in the matrix P is zero. This would suggest by theorem 10.1, that the
probability of losing in one step, given that we begin in state 1, is zero. This is, of course, according to what is
expected, as Bob cannot over take Alice if she is given a +1 score to begin with. If we follow theorem 10.1 and
we want to find out the probability of Bob ending victorious, we simple need to calculate Pn and look at the top
right element. To give an insight of how the transition matrix for, for example n = 5, would look like, we used
software Mathematica [17], which can calculate higher powers of matrices quickly. Unfortunately, expression,
when calculating high powers, can become rather long, making the transition matrix confusing. Therefore, we
decided to work numerical from this point on, keeping significance at 4 decimals. It’s result is as following:

P 5 =


0.0280 0.2071 0.0630 0.0878 0.0089 0.6052
0.0173 0.1326 0.0418 0.0619 0.0073 0.7391
0.0109 0.0837 0.0274 0.0421 0.0054 0.8309
0.0073 0.0619 0.0210 0.0376 0.0064 0.8658
0.0022 0.0220 0.0082 0.0192 0.0047 0.9438

0 0 0 0 0 1

 (60)

It follows that the probability of Bob overtaking Alice, is 0.6052, when both are allowed to take 5 marbles.
Furthermore, we see that the probabilities of Bob winning, given that Alice may start with a +1 in every
colour, is significantly higher than Alice winning. But Alice has the highest of chances to win, if she get a +1 in
all colours, thereby making this the most beneficial combination of 4 as a head start. To further generalise our
findings, it would be necessary to define a function f(n) that takes an integer value of the amount of marbles
both Alice and Bob may pick, and return the probability of Bob winning, assumed that we start in state one.
Basing on this on the work we did above to calculate the transition matrix in fives steps (equation 60), we could
simple give:

f(n) = Pn1,6 (61)

A rather notable disadvantage of this function is the amount redundant information that is provided. Any
unnecessary step that we leave out of the computation saves computational power of the system that calculates
the product of matrices and thereby saves time. Therefore we will look at a more efficient system of solving
these matrix multiplications.

10.3.5 Introducing a more efficient way of calculating

By using f(n) defined in equation 61 we calculate a lot of cells that we do not need. In this section we will
present an alternative method to calculate only Pn1,6 instead of the whole matrix Pn, thereby decreasing the
computational power by roughly 90%. In order to achieve this, we can use the eigendecomposition of the matrix
P .
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Theorem 10.2 (Eigendecomposition). If P is a (n × n) matrix, with n inedependent eigenvector, then there
exists matrices U V and Λ, such that: P=UΛV and U = V−1. In particular: Λ is a diagonal matrix with the
eigenvalues of P, and U is the matrix that has the eigenvectors of P as columns.

We can verify that P has independent eigenvectors, they are, however, very long expression and thereby not
very relevant to show here. Due to theorem 10.2, we know there must exists matrices U , Λ and V , such that the
equation in theorem 10.2 hold. At first sight this might not sound very helpful, but when we raise the matrix
P to higher powers, we see an interesting equation appearing. Most importantly is to note that by the theorem
U = V −1 holds, and that associative property of matrix multiplication holds.

Pn = (UΛV )n

= (UΛV ) · (UΛV ) · ... · (UΛV ) · (UΛV )

= UΛV UΛV...UΛV UΛV

= UΛ(V U)Λ(V U)...(V U)Λ(V U)ΛV

= UΛIΛI...ΛIΛIV

= UΛnV

(62)

Instead of calculating Pn, we now have to calculate Λn. Note that these calculations are significantly easier,
as Λ is a diagonal matrix, so Λn is a diagonal matrix too, where the element on the diagonal are raised to the
power n.
Let us now assume that all relevant matrices U , V and Λ are known. Then we only need to look at specific
rows to calculate the top right element of the product of those matrices:

Pn = (UΛV )n = UΛnV

=


u11 u12 u13 u14 u15 u16
. . . . . .
. . . . . .
. . . . . .
. . . . . .
. . . . . .




λn1 0 0 0 0 0
0 λn2 0 0 0 0
0 0 λn3 0 0 0
0 0 0 λn4 0 0
0 0 0 0 λn5 0
0 0 0 0 0 λn6




. . . . . v16
. . . . . v26
. . . . . v36
. . . . . v46
. . . . . v56
. . . . . v66



=


u11λ

n
1 u12λ

n
2 u13λ

n
3 u14λ

n
4 u15λ

n
5 u16λ

n
6

. . . . . .

. . . . . .

. . . . . .

. . . . . .

. . . . . .




. . . . . v16
. . . . . v26
. . . . . v36
. . . . . v46
. . . . . v56
. . . . . v66



=


. . . . .

∑6
i=1 u1ivi6λ

n
i

. . . . . .

. . . . . .

. . . . . .

. . . . . .

. . . . . .



(63)

In this equation we included variables that are of no interest for the desired result as ( . ) elements. Following
from equation (63), we find that the we can construct a closed equation for the top right element. The only
thing that still needs to be done is calculating the (numerical) values of matrices U , V and Λ. This takes some
computational power, but this only needs to be done once, to give an easy (1-dimensional) equation for p1,6.
We, again, shall use the software Mathematica in order to calculate these. In this report we will only include
the relevant elements as given in equation (63).

u1j = [1, 8.1982,−1.5448, 2,−0.3738,−20.2796]

vj6 = [1,−0.2273,−0.5811, 0,−0.1969, 0.0053]T

λi = [1, 0.737, 0.4107, 0.25, 0.1608, 0.0665]

(64)

Combining these results of the desired vectors with the function for f(n) we found in (63), we find a numerical
function for the probability of Bob winning:

f(n) =

6∑
i=1

u1ivi6λ
n
i

' 1− 0.1080 · 0.0665n + 0.0736 · 0.1608n − 0.8978 · 0.410709n − 1.8633 · 0.7370n

(65)
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We shall conclude this chapter with a table and a graph of this function, such that Alice and Bob have an
overview of their chances of winning. The table is constructed by substituting multiple values for n, and the
graph is drawn by the statistical software program R [18]

n p Bob wins n p Bob wins
1 0 10 0.9112
2 0.1406 12 0.9521
3 0.3164 15 0.9808
4 0.4757 18 0.9923
5 0.6052 20 0.9958
6 0.7056 25 0.9991
7 0.7816 30 0.9998
8 0.8385 32 0.9999
9 0.8806 35 1

Table 10: Results of equation (65)

Figure 16: Probability of Bob winning, set to n pickings

Finally, we shall present a simulation, that simulates the game of Alice and Bob. The results of the simulation
are in line of what we calculated in the previous sections.

n<-2

wins<-0

total<-10000

for(j in 1:total){

i<-0

score<-c(1,1,1,1)

for(i in 1:n){

va<-sample(1:4,1)

vb<-sample(1:4,1)

if(va==1){

score <- score + c(1,0,0,0)

}

if(va==2){

score <- score + c(0,1,0,0)

}

if(va==3){

score <- score + c(0,0,1,0)

}

if(va==4){

score <- score + c(0,0,0,1)

}

if(vb==1){
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score <- score - c(1,0,0,0)

}

if(vb==2){

score <- score - c(0,1,0,0)

}

if(vb==3){

score <- score - c(0,0,1,0)

}

if(vb==4){

score <- score - c(0,0,0,1)

}

if(score[1]<0 ||score[2]<0 ||score[3]<0 ||score[4]<0){

wins <- wins+1

break

}

i<-i+1

}

j<-j+1

}

10.4 An alternative extended simulation

Important: This section was written before the second simulation was introduced by the problem owner. There-
fore, it assumed in this section, that only the first simulation was known to us

As we saw before, the simulation descriptive, the pseudo-code and the simulation itself, stated different thing
about how the chains should be modelled. After some discussion with the problem owner, we decided to imple-
ment a new simulation were we included more features that bring this simulation closer to the actual situation.
Here we implemented the following extension of the previous given code in Koens et al.

1. We want to decide the exact moment when the victim of a potential double spend, will actually sends it’s
product. In the previous model, this event occurred when at every chain were precisely 2 block behind
the transaction block. Due to corresponding with the problem owner, we found out that the moment the
victim sends his product, if after every chain in the network at least 2 blocks are placed.

2. It may be noted that the previous statement, that after every block exactly 2 extra blocks are placed, is
unlikely to occur. Due to the random process, one expects that at one chain there are maybe 4, then 3
then 6 etc. as long as on every chain there are at least 2. This can easily be implemented in an extensive
simulation.

3. The time the attacker has to find blocks before after every chain there are 2 blocks found, is omitted
in Koens’ simulation. This can also be implemented, such that the head start for the honest nodes is
stochastic as well.

4. The time it takes to find the following block can now also be modelled stochastic with different distribution.
We do not need the memoryless property to simulate this. The exponential can still be used, but we can
also apply other distributions, such as the gamma, here.

Our approach is here to use a discrete event simulation (DES). A difficult part of modelling discrete events is
mostly that they happen in a continuous time span, such that it is unrealistic to hop from time unit one to
time unit two, and check on both time units whether something has happened. This gives rise to the future
event set. This strategy models a discrete events in a continuous time, by fixing all time-points where an event
occurs. In short, we start by determining two events, the (first) event of a block found by the attacker, and
the (first) event that a block is found by the honest nodes. We can determine stochastic how much time units
this takes, by generating random number from their respective distribution. The the future event (FES) gives
the first events. Let’s say that the first block found by the honest nodes if found after 4.543 seconds, and the
first block from the attacker is found after 14.454 seconds. The FES hops directly from 0 to 4.543, as in the
in-between time no changes occur. on this time, he adds one block to a random chain. Before the FES hops to
the following event, we schedule a new found block for the honest nodes by generating a new stochastic time,
say 4.543+6.123 seconds, so the next event is scheduled at 10.666. So the following event is another block found
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by the hones nodes. When this is pointed to any of the chains, the next event will be planned, et cetera. This
way we can model the system as a continuous time model. In algorithm 2 we implemented a piece of pseudo
code that represents the above described situation, using a FES and in image 17 we constructed a schematic
overview of how this simulation should be working

Figure 17: Schemetic overview of algorithm 2
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Algorithm 2 Extensive simulation, Hydra blockchain protocol

1: MaxRuns = Input()
2: Set Maxtime = Input();
3: Backlog = Input();
4: for runs in 1:MaxRuns do
5: BlocksA[] = new Blocks[31];
6: BlocksH[] = new Blocks[31];
7: Set Fes = new Future event set();
8: Distribution Attacker distribution = Gamma Distribution (α,β1);
9: Distribution Honest distribution = Gamma Distribution (α,β2);

10: Schedule the first events
11: Fes.Add( Event Blockfinding by Honest nodes, time = random.Honest distribution);
12: Fes.Add( Event blockfinding by Attacker nodes, time = random.Attacker distribution);
13: Start the block finding process
14: while t < Maxtime && ¬Overtaken do
15: Send = 0;
16: nextevent = NextEvent from Fes;
17: t = GetTime from nextevent;
18: if e == Block finding by Honest nodes then
19: rng = random.integer from [0,31];
20: BlocksH[rng]++;
21: Fes.Add( Event Blockfinding by Honest nodes, time = t+random.Honest distribution);
22: else Block found by attacker
23: rng = random.integer from [0,31];
24: BlocksA[rng]++;
25: for i in 1:31 do
26: if Blocks[i]>backlog then
27: send = send + 1;
28: end if
29: if send=31 && BlocksA[i] > BlocksH[i] then
30: Overtaken = TRUE;
31: end if
32: end for
33: Fes.Add( Event blockfinding by Attacker nodes, time = t+ random.Attacker distribution);
34: end if
35: end while
36: if Overtaken then
37: SuccesAttacker = SuccesAttacker + 1;
38: end if
39: end for
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Appendices

A

In this final part we shall discuss some theorems we use in the document. For most them a short proof is
included, such that it is believable to the reader that the claims made, based on these theorems, hold.

A.1 Thinned Poisson process

Theorem A.1 (A thinned Poisson process). Let N(t) be a Poisson arrival process with mean λt. Let Y1(t),
Y2(t) be a stochastic variables, such that when N(t) denotes an arrival, with probability p, only Y1(t) counts an
arrival and with probability (1−p), only Y2(t) denotes an arrival. Then Y1(t) and Y2(t) are both Poisson process
with mean p · λ and (1− p) · λ respectively. Furthermore, Y1(t) and Y2(t) are independent.

Proof : Without loss of generality we shall only focus on Y1(t). Let us assume that we (somehow) knew
how many arrivals were counted by N(t), say N , then the number of arrivals counted by Y1 is binomial, as we
have N total arrivals, that are counted by Y1 with a probability p. We can us this approach and pretend to
know N and condition over this event, as we do know the probability of exactly N arrivals of X.

P[Y1 = y] =

= P[Y1 = y|N = 0]P[N = 0] + · · ·+ P[Y1 = y|N = j]P[N = j] + . . .

= 0 + · · ·+ 0 + P[Y1 = y|N = y]P[N = y] + . . .

=

∞∑
j=y

P[Y1 = y|N = j]P[N = j]

=

∞∑
j=y

fB(y,N = j, p) · fP (j, λt)

=

∞∑
j=y

[(
j

y

)
py(1− p)j−y

]
·
[
e−λt

(λt)j

j!

]

= e−λt
py

y!

∞∑
j=y

j! ·(1− p)j−y · (λt)j

(j − y)! j!

= e−λt
py · (λt)y

y!

∞∑
j=y

(1− p)j−y · (λt)j−y

(j − y)!
k = j − y

= e−λt
py · (λt)y

y!

∞∑
k=0

(1− p)k · (λt)k

(k)!

= e−λt
py · (λt)y

y!
· e(1−p)λt

= e−λt+λt−pλt
(p · λt)y

y!

= e−pλt
(p · λt)y

y!

We find the density function fP (y) that would match a Poisson stochastic variable with mean λ · p. And due to
the uniqueness of the (Poisson) denisity, we find that Y1 must be Poisson distributed with mean λ · p. For the
independent part, we shall show that the joint density of both Y1(t) and Y2(t), noted asfx,y(x, y) = P[Y1(t) =
x ∩ Y2(t) = y), can be written as the product of the two densities fY1 and fY2 , which defines Independence.

P[Y1(t) = x ∩ Y2(t) = y] =

∞∑
n=0

P[Y1(t) = x ∩ Y2(t) = y|N(t) = n]PN(t) = n]

= P[Y1(t) = x ∩ Y2(t) = y|N(t) = x+ y]PN(t) = x+ y]

(66)
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This holds, because P[Y1(t) = x ∩ Y2(t) = y|N(t) = n] is zero when n 6= y + x, by definition.

P[Y1(t) = x ∩ Y2(t) = y] = px(1− p)y
(
y + x

x

)
eλt

(λt)x+y

(x+ y)!

= px(1− p)y (y + x)!

x! y!
eλt

(λt)x+y

(x+ y)!

=
(pλt)x

x!

((1− p)λt)y

y!
eλt(p+(1−p))

= epλt
(pλt)x

x!
· e(1−p)λt ((1− p)λt)y

y!

= fY1(x) · fY2(y).

(67)

Which needed to be shown.

A.2 The memoryless property of the Exponential distribution

Theorem A.2 (The exponential distribution is memoryless). Let X be a stochastic variable that is exponentially
distributed with rate parameter λ. Then X behaves memoryless, i.e. P[X > s+ t|X > t] = P[X > s].

Proof : Assume that X ∼Exp(λ). Then we will derive the above given equation. First, we apply Bayes
theorem for conditional probabilities and complete the calculations, using the cumulative distribution function
of the exponential distribution.

P[X > s+ t|X > t] =
P[X > s+ t ∩X > t]

P[X > t]
=

P[X > s+ t]

P[X > t]
=

1− P[X < s+ t]

1− P[X < t]

=
1− (1− e−λ(s+t))

1− (1− e−λt)
=

e−λ(s+t)

e−λt
=

e−λs e−λt

e−λt
= e−λs

= 1− (1− e−λs) = 1− P[X < s] = P[X > s]

Which proofs the above described theorem.

A.3 The scalability of the gamma distribution

Theorem A.3 (The scalability of the gamma distribution). Let Θ be gamma distributed with shape α and rate
β, and c ∈ R. Then cΘ is also gamma distributed with shape α and rate β

c , c > 0.

Proof: Assume Θ gamma distributed with shape parameter α and rate parameter β. Take now c an
arbitrary positive real constant then we look at the distribution function of the gamma distribution. Take
Y=c ·X then:

P[Y ≤ y] = P[X ≤ y

c
] =

y
c∫

0

βα

Γ(α)
xα−1 e−xβ dx (68)

If we differentiate this function we end up with the distribution function of the stochastic variable Y . We need
to show that this distribution function can be written in such a way that it matches the distribution function
of a gamma distributed random variable with the appropriate shape and rate. We can apply the fundamental
theory of the calculus.

∂

∂y

y
c∫

0

βα

Γ(α)
xα−1 e−xβ dx =

[
βα

Γ(α)
xα−1 e−xβ

]
x=y/c

∂ yc
∂y
−
[
βα

Γ(α)
xα−1 e−xβ

]
x=0

∂0

∂y

=
βα

Γ(α)

(y
c

)α−1
e−

y
c β ·1

c
− 0 =

(
β
c

)α
c

Γ(α)
(y)

α−1
c−1 e−

β
c y · =

(
β
c

)α
Γ(α)

(y)
α−1

e−
β
c y

(69)

As we can see, we end up with the distribution function for a gamma distributed random variable with shape
parameter α and rate parameter β

c . Due to the uniqueness of distribution functions, we find that the Y is
gamma distributed with the above described parameters, as needed to be shown.
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A.4 The probability for the largest of two stochastic variables

Theorem A.4 (The larger of two stochastic variables). Let X and Y be two independent non-negative stochastic
variables. Then the probability of X being bigger than Y is given by the following formula: P[X > Y ] =
∞∫
0

x∫
0

fY (y) · fX(x)dydx

Proof: Assume X and Y both non negative and independent random variables. If we want to calculate
the probability X is above Y , then it would be nice to have one of both values known. Let us assume that we
know Y = y, the we only need to calculate the probability that X is above aforesaid y. This gives reason to
condition over the value of y as following:

P[X > Y ] =

∞∫
0

fY (y) · P[X > Y |Y = y]dx =

∞∫
0

fY (y) · P[X > y]dx

=

∞∫
0

fY (y) ·
∞∫
y

fX(x)dx =

∞∫
0

∞∫
y

fY (y) · fX(x)dxdy

The only thing we need to do now is change the integration boundaries. In the current integral we integrate
the horizontal line from x = y to infinity, then this piece of line is integrated over the whole positive y-axis. By
doing this, we essentially integrated over a triangle between in the line x = y and the positive x-axes in the first
quadrant. If we want to change the integration order, we first need to integrate over y. The first line we may
draw is therefore a verticle one, and must start in the x-axis, and goes up until it has crossed the line y = x.
Then this line must be integrated over the whole x-axis. Making these changes we find that y goes from y = 0
to y = x and x goes from zero to infinity. Implementing this, we find:

P[X > Y ] =

∞∫
0

∞∫
y

fY (y) · fX(x)dxdy =

∞∫
0

x∫
0

fY (y) · fX(x)dydx
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