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Abstract 
 
Purpose: The logistics service provider at which this research is conducted wants to 
know how to be and remain compliant with regard to dual-use shipments. The LSP would 
like to have more insight in their current position regarding dual-use compliance and the 
extensive framework of regulatory obligations. 
Design / Methodology/ Approach: First, a “playbook” is made that elaborates on the 
regulations related to dual-use shipments and results in a roadmap that should lead to 
compliance in six steps. Second, compliance is expressed by use of a Risk Matrix Approach 
(RMA). Third, the risks related to the processes of dual-use shipments are identified on 
two different levels. On the one hand, the operational processes are mapped in flowcharts 
which resulted in risks mainly related to manual actions. On the other hand, risks are 
identified that originate from a more tactical decision-making level. Consecutively, by 
means of a workshop the risks, five in total, are validated and a rating was applied. With 
this rating, serving as impact factor of the RMA, and the number of shipments as 
probability factor of the RMA, the exposure to risk could be assessed. 
Findings: The risks related to liability and manual steps in the processes came forward 
as most influential for the performance of dual-use compliance. A dashboard is developed 
to monitor the compliance situation.  
Practical implications: To improve the compliance situation the warehouse processes 
should be automated completely and the way of representation should be changed to 
avoid liability. Another implication is to include a specific dual-use statement on the 
commercial documents for intra-community transfers. Finally, the company should keep 
more data to develop a more detailed error-probability model. 
Value: This research is of great value for the company because of the severe consequences 
and high relevance related to worldwide customs developments.  
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Executive Summary 
This study is conducted at the post sales department of a global logistics service provider 
(LSP). The LSP manages the spare part supply chain of various multinationals. Based on 
service level agreements (SLA’s) is the LSP responsible to provide the customer with 
spare parts. Among these parts are so called dual-use goods. Dual-use goods are products 
which can be used for both civil and military purposes. The problem of this research is 
about the regulations associated with the exports of dual-use goods. Because of the severe 
punishments, it is of great importance to be compliant, but within the LSP it is currently 
unknown what is exactly done to be compliant and what should be done according to 
customs regulations. The LSP strives to have more internal control over their degree of 
dual-use compliance. Some different dimensions are related to this question; the first 
dimension is compliance, what is compliance and how can it be measured and expressed? 
Second, what does it mean for a LSP to have more internal control? Another aspect is the 
different type of configurations on which a LSP’s customer can be set up. This 
configuration may play a detrimental role for existing customers in their degree of 
compliance and the question of who’s responsible for not being compliant. For new 
accounts, it appears to be quite difficult to ensure compliance from the first moment. This 
can lead to delay in the implementation process which is entirely related to the 
dependency on the customer. To minimize this dependency, it is important, being a LSP, 
to ask the right questions when a collaboration with a new customer is established. The 
problem that comes with the question about the degree of compliance for existing 
customers is that only a very limited amount of data is available about issues related to 
compliance. So, this study has basically two problems: 

• For new customers; make sure that new customers are 100% compliant before 
going live. 

• For existing customers; develop a model that gives insight in the current state of 
dual-use compliance with a limited amount of data. 

According to these two problems, this study results in two deliverables for the LSP. The 
first problem is covered in a “playbook” that elaborates on the regulations related to dual-
use shipments and results in a roadmap that should lead to compliance in six steps. A point 
of attention that came forward while going through the requirements for compliance is 
the ECCN (Export Control Classification Number) statement that should be included in the 
commercial documents for intra-community transfers. Such a statement is not included 
now. 
 
The second deliverable is a model that provides an insight of the compliance situation of 
the LSP regarding to dual-use shipments. This model is used to develop a dashboard to 
continually monitor and improve the degree of compliance. To achieve this, multiple steps 
have been exercised. First, the term compliance needed to be specified. This study 
considers compliance as 0-1 situation. The next step was about how compliance could be 
measured. A scale, rating or criterion to measure compliance doesn’t exist. This study used 
the Risk Matrix Approach, a typical semi-quantitative assessment tool, to measure the 
degree of compliance based on two factors, impact and probability or as in a later stage 
was used, the number of shipments that is exposed to risk. This approach resulted in 
different matrices, depending on the point of view, in which different outcomes are 
located, based on the location in the matrix could be said which outcome requires a 
particular approach.  
 
The next step was to determine which factors have influence on the compliance 
performance or in other words, what are the risks related to dual-use shipments. The 
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influences were identified by two different methods, the operational processes were 
examined by flowcharts, the more tactical risks were identified by a desk research, both 
are discussed and validated during a workshop with an expert panel. In total five risks 
were identified and validated: representation for customs declaration, representation for 
invoice creation, manual steps in the warehouse management system, ECCN statement on 
commercial documents for intra-community transfers and possession of an up to date 
MPL related to the possibility of sending pre-alerts. The impact of these risks was 
determined by the UK penalty system, which is the only public made system and, 
considering the penalties, it is also comparable to the Dutch system. Another factor that is 
taken into consideration by determining the impact is the liability. The liability has a big 
influence on the variables that are dealing with representation.  
 
The performance regarding dual-use compliance will be measured by use of the Risk 
Matrix Approach. This approach consists of two parts; impact and probability resulting in 
a score. The impact is determined by giving points to offences related to their seriousness. 
A multiplier is added because of the perceived risk that comes with possible (in)direct 
representation of the customer by the LSP. The probability dimension is expressed by the 
number of shipments that is exposed to a certain risk. Multiplying both dimensions, 
according to the risk formula, leads to a score in the exposure matrix.  Two matrices were 
made, a matrix based on the different setup scenarios that are applicable to the LSP and 
one based on the risks. The matrices show the scores per scenario or variable, 
respectively, by their location in the matrix. Three scenarios require improvements. The 
variables related to (in)direct representation and the manual steps in WMS 2 are 
responsible for the biggest risk exposure. An example of a risk exposure matrix is given 
below.  
 

 
Figure: Exposure matrix per variable 
 
Some conclusions can be drawn based on these matrices. The first conclusion is that the 
internal processes should be improved, especially the processes of WMS 2. Most 
important is to avoid the manual steps that are executed in the outbound process of WMS 
2. The second conclusion is related to the liability. The (in)direct representation is 
perceived to have high impact and many shipments are subject to some sort of liability. A 
third conclusion is that a dual-use package that is being transferred inside the union, 
should get a notification on one of the commercial documents (packing list), stating that 
it concerns a dual-use good. The statement should be item specific, instead of the current 
situation with customer I, where a general statement is made on each package.   
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1. Introduction 
 

1.1 Problem context 
Compliance to export controls is said to get priority in many companies, but for 
companies, compliance is not where the money is earned and therefore the priority of 
compliance does not always come true in practice. Over years, regulations have been 
implemented iteratively and the processes are aligned to this. This explains the different 
ways of dealing with these requirements at different locations. With an emerging number 
of examples of non-compliant situations in which fines are given for millions of dollars or 
even worse, CEO’s disappear behind bars for multiple years, the urge to have your 
business straight has grown. Especially in case of dual-use goods the punishments are 
severe and this is a significant part of the logistics service provider’s (LSP) business at 
which this graduation project is conducted. “Dual-use goods are products which can be 
used for both civil and military purposes. On the one hand, they are industrial products 
involving a huge market; the development of which is determined by economic 
considerations. On the other hand, their export may be instrumental in the exercise of 
foreign policy” (Koutrakos, 2001). The problem of this research is about the regulations 
associated with the exports of dual-use goods. Because of the severe punishments, it is of 
great importance to be compliant, but within the LSP it is currently unknown what is 
exactly being done to be compliant and what should be done according to customs 
regulations to be compliant.  
 
In case of the distribution center where this research is conducted, another crucial step in 
the process of shipping dual-use goods appears; the information of which parts are dual-
use goods is provided by the customer, which results in a certain dependency. Dual-use 
goods have an ECCN (Export Control Classification Number) which will be displayed on 
the invoice and export declaration. If the ECCN code is unknown, the ECCN code should be 
retrieved from the customer which means that a part is in transit longer. Once it occurred 
that the documentation for the shipment was alright, but the license of the client was not 
valid for shipping to Singapore. This resulted in a delay of 6 weeks before the customer 
had arranged a license for this country. For the LSP, it meant they had to put the part back 
in stock and wait for the customer before the part could be shipped again. The dependency 
on the customer influences the performance of the LSP by delay of goods.  The process for 
the customer, which is supported by WMS 1, performs well on dual-use goods, but the 
accounts using the other system perform much less. Two explanations are possible: At 
first the additional necessary dual-use specifications are not integrated well enough, or 
the information provided by the client is not sufficient. This study will explore the factors 
influencing the dual-use compliance situation at this particular global logistics service 
provider. 
 

1.2 Introduction to the company 
The global LSP at which this research is conducted has grown into a multi-billion-dollar 
corporation. This company is also a leading provider of specialized transportation, 
logistics, capital, and e-commerce services. It manages different types of logistic services 
like warehouse management, freight forwarding, network management, customs 
brokerage, transportation, repair flows, consulting and optimization of supply chains. 
Their forwarding and logistics business provides services in over 175 countries 
(“XXXXX1, ” n. d. ).  
 

1: This is an anonymized source, more information can be provided on request 
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To operate in this business, the LSP is owner of an AEO (authorized economic operator) 
status, which is necessary to be an international logistics service provider. This research 
is conducted at the network planning and implementations (NPI) department, which is a 
department covered by Post Sales, which in turn is covered by the supply chain branch of 
the LSP. The Post Sales and Distribution departments together are called “Contract 
Logistics” within the LSP. At its most basic level, the global LSP defines Post Sales as: 
services that support an installed product base. A more detailed definition is: Services that 
include critical delivery of service parts and whole-units, reverse logistics, testing, 
refurbishment and repair, and network and parts planning that support products once 
they are sold or are in the field. Distribution differs from Post Sales in that it deals with 
the process of getting finished goods to end consumers, wholesaler/distributors or 
retailers, whereas Post Sales focuses on supporting the finished good once it is in the 
hands of its end users (when the good is “in the field”). Figure 1 gives and overview of the 
place of the Post Sales department within the Contract Logistics division. More 
specifically, Post Sales supports products in the field within the following four services: 
Critical Order Fulfillment; Reverse Logistics; Test, Repair, Refurbish; Network and Parts 
Planning. 

 
Figure 1. Place of LSP’s Post Sales within the Contract Logistics division 
 
NPI is involved with determining how many Central, Field and Regional Stocking 
Locations are needed, along with the optimal inventory levels to support customers’ 
service level agreements (SLAs). Optimizing inventory levels includes determining 
required inventory levels for each stock keeping unit (SKU), to support forecasted demand 
for parts. Since many customers do not have the expertise to maximize parts planning 
efficiency, they often outsource this to logistic service providers that focus exclusively on 
providing parts and inventory planning. Upon securing a contract with a client that 
includes critical order fulfillment, a post sales provider would need to warehouse that 
client’s service parts or whole-units in certain locations based on the needs of the client. 
The main warehouse types defined by the LSP are: 

• FSLs — the LSP uses the term “Field Stocking Locations” (FSLs) to describe 
the various localized facilities that store critical service parts. Companies 
use different terms for these facilities but the idea behind such facilities is 
to have repair parts stored in areas near a customer’s install base to 
decrease the amount of time to get the part to its destination. The LSP has 
850 FSLs located in 107 countries. 
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• CSLs — Central Stocking Locations are used by some Post Sales providers 
as one central location from which FSLs and RSLs (Regional Stocking 
Locations) are replenished with critical service parts usually via next-
business-day shipments. Some providers may utilize one CSL, in place of 
an FSL network, as their only location from which to ship service parts to 
the end-user location. While this decreases the cost of warehousing, it 
increases the time to deliver the part to the end-user location. 

• RSLs — Regional Stocking Locations are positioned in strategic locations 
by Post Sales providers to replenish FSLs with critical service parts and for 
next-business-day delivery directly to customers or service technicians. 
They are like Central Stocking Locations but are different in that they can 
serve as an “intermediary” service parts stocking location between CSLs 
and FSLs. 

Most Post Sales activities are supported by a global warehouse management system, WMS 
2. Though a few accounts are supported by another system, WMS 1. WMS 1 is quite a 
flexible system in which dual-use goods are automatically processed in the invoice, it 
appears this process is less well integrated in WMS 2 and therefore more manual actions 
are necessary. The typical Post Sales Supply Chain consists of six major processes that 
integrate the main Post Sales services. As shown in Figure 2: 
 

 
Figure 2. Standard service parts cycle process 
 

1. When a piece of equipment breaks in the field, a call will be placed to an IT 
Support Desk to diagnose the problem. 
2. If the Support Desk believes a repair part is needed, they will order the 
service parts and, at the same time, dispatch a service technician to do the 
repair. 
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3. The service part will be sent from a Field Stocking Location or Central 
Stocking Location to the service technician. 
4. The service technician will go to the customer site to repair the part. 
5. The part is returned to any number of locations based on the part’s status. 
6. The FSL inventory is replenished from the Central Stocking Location. 

High-tech companies are the primary customers for the Post Sales department of this 
global LSP. Studies indicate that customers value on-time delivery performance as the 
most important feature of a Post Sales service provider and the LSP performs very well in 
this area. The three primary benefits that Post Sales offers customers include: existing 
global capabilities ready to grow a company’s business; optimization of the service parts 
supply chain and operational excellence. Post Sales contributes substantially to the LSP’s 
annual package revenue, at about $200M per year in the U.S. and $70M in EMEA. The 
global Post Sales competition varies greatly depending on which region of the world is 
examined. The U.S. and EMEA markets are relatively mature with few recent changes, 
while the markets in APAC and Latin America continue to evolve rapidly as companies 
adapt their strategies to grab business in these emerging markets. Although the Post Sales 
market consists of a few major global players, dozens of smaller regional and niche 
competitors continue to win major contracts. These niche competitors, however, typically 
focus on one area of the Post Sales process (e.g., Critical Order Fulfillment, repairs, etc.). 
In fact, some of these smaller competitors market themselves as “global” but most are not 
since they have fragmented IT systems and typically use all agent-subcontracted FSL 
locations. Major differences between competitors are the structure of their FSL networks 
(agent versus owned), total number of FSLs, pricing and IT systems. An overview of the 
competitive position of the global LSP’s is given in Figure 3 (“XXXXX2, 2011). 
 

 
Figure 3. Global contract logistics market share 
 
At the LSP, where this research about compliance is conducted, a question was raised 
about their state of compliance. At this LSP, there is no internal control mechanism to 
monitor the degree of compliance. The LSP has not been fined recently for any violations 
of the dual-use regulations, but this doesn’t mean they are completely in control.  The LSP 
would like to be more in control of their compliance situation. To do so, there first needs 
to be a framework, tool or mechanism that helps them to determine their state of 
compliance. A way to measure or determine the degree of compliance and thereby express 
the state of compliance can help the LSP to create more internal control.  
 
 
 
 

2: This is an anonymized source, more information can be provided on request 
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Finally, this can be used to monitor and improve the degree of compliance and create a 
better internal control over dual-use compliance for existing customers as well as for new 
customers. The internal control mechanism can be used for existing customer maintain 
and improve their compliance and for new customers it can be used to make sure they are 
compliant from the first shipment on. 
 

1.3 Problem statement 
The LSP aims for more internal control over their degree of dual-use compliance. Some 
different dimensions are related to this question; the first dimension is compliance, what 
is compliance and how can it be measured and expressed. Second, what does it mean for 
a LSP to have more internal control. Another aspect are the different types of 
configurations on which a LSP’s customer can be set up. This configuration may play a 
detrimental role for existing customers in their degree of compliance and the question of 
who’s responsible for not being compliant. For new accounts, it appears to be quite hard 
to make sure to be compliant from the first moment. This can lead to delay in the 
implementation process which is entirely related to the dependency on the customer. To 
minimize this dependency, it is important, being a LSP, to ask the right questions when a 
collaboration with a new customer is established. The problem that comes with the 
question about the degree of compliance for existing customers is that only a very limited 
amount of data is available about issues related to compliance. So, this study basically has 
two problems: 

• For new customers; make sure that new customers are 100% compliant before 
going live. 

• For existing customers; develop a model that gives insight in the current state of 
dual-use compliance with a limited amount of data. 

1.4 Research questions 
The objective of this research is to develop a method to measure compliance with the aim 
of creating internal control. As mentioned in the problem statement, the first step is to 
develop a way to define, measure and express compliance. Second, we should know what 
is needed to be compliant. This will result in a “playbook” with guidelines towards 
compliance.  Subsequently the gaps in the processes that influence the way to compliance 
can be determined. By mapping these processes related to dual-use shipments, an analysis 
can be made of the “as-is” and “to-be” situation. After indicating the gaps, a quantitative 
analysis can be conducted and based on this quantitative analysis it should be possible to 
draw some conclusions regarding the current state of compliance. Eventually, some 
recommendations will be given based on the current situation to become more in control 
over the compliance situation. So, the research questions that should lead to a solution for 
the stated problems are: 

• What are the requirements for compliance? 
• How can compliance be measured? 
• What are the internal influences on compliance? 
• What is the current performance regarding dual-use compliance? 
• How can the degree of compliance be improved? 
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1.5 Research methodology and scope 
This section focuses on the design of the research and describes the approach that is used 
for the research. 
The first step is to identify the risks in the process of dual-use goods with regard to trade 
and customs compliance. To do so, first a principle overview of the dual-use regulation is 
made to create insight in the extensive framework of regulations and which parts are 
important to consider. This overview will lead to a “playbook” for the business 
development department to help them with the implementation of post sales activities for 
new customers in a more efficient way. When is known to which regulations the LSP must 
comply, it is time for the next step. This step is about identifying the risks in the process. 
This is done in two ways, first by first mapping the processes of a dual-use shipment that 
take place at the LSP, this is done by interviewing people that are involved in these 
processes daily. As second, a desk research will be conducted during which old 
documentation is revised. This will lead to potential risks from a more tactical point of 
view. The next step is to weigh the identified risks, which is done in two different ways. 
First, a workshop will be held with the same persons that were interviewed for mapping 
the processes. In this workshop, the processes will be discussed as well as the identified 
risks. Other possible risks can be pointed out by the people that are involved in the 
processes daily. 
 
The model that we develop is a measurement instrument to give insight in the degree of 
compliance according to the compliance risks that are identified. Therefore, we define 
how compliance is expressed by use of various possibilities and the opinions of people 
involved in dual-use. 
 
The scope of this research will be confined to the European countries the LSP is exporting 
within and from. This means export from all Member States of the European Union, 
Norway and Switzerland to the rest of the world. Norway and Switzerland are not Member 
States of the European Union and therefore procedures for export controls is different.  In 
the process of the LSP, a slight difference is made for dual-use goods that are shipped 
within the European Union in the invoice creation process.  We will also only be focused 
on export (outbound) of dual-use goods, because dual-use shipments are under export 
controls, thus the exporter is responsible. The divisions healthcare and finished goods, 
which again use a different type of WMS, are not considered in this research because of 
the very limited number of dual-use products and shipments in both divisions. Besides 
the small amount of shipments is the process regarding dual-use goods of this system very 
similar to the process of WMS 1, which will be discussed in a further stage. Thus, in case 
the number of dual-use shipments increases, the results of this research related to WMS 
1 can be used to also improve those systems. Concerning the scope, this study will only 
focus on the risks and the possible improvements, it will not elaborate on any investments 
or implementation steps for these improvements. 
 

1.6 Deliverables 
This study will result in two key deliverables to help the LSP maintain and improve their 
compliance situation regarding dual-use shipments.  

• First deliverable: The Playbook. The framework that will be developed is going to 
help the Business Development department to ask the right questions when 
setting up new customers. This playbook will serve as a checklist in the LSP’s daily 
business to assess whether new customers are eligible, but will also help existing 
customers to remain compliant. 
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• Second deliverable: The model.  The model that will be developed will provide 
insights for the LSP about their compliance and risk performance for existing 
customers. This will be accomplished by the design of a measurement instrument 
that will lead to a compliance index. Eventually the “to-be” framework can be 
compared with the “as-is” situation. This comparison will be translated to a tool 
that monitors the current state of compliance.  

Another small deliverable is an answer to the following question of the LSP: Is it necessary 
to include a statement in the shipping manifest when shipping dual-use goods within the 
European Union? Since the LSP nowadays doesn’t know if it is necessary to include a 
comment in the manifest when shipping dual-use goods within the EU. 
 

1.7 Thesis outline 
The upcoming chapter, Chapter 2, gives a review of the existing literature and the 
relevance of this research. Chapter 3 provides a principle overview of the dual-use export 
regulations and a part of the “playbook” or roadmap to compliance is presented, the 
complete playbook itself is given in appendix I. In Chapter 4 the compliance strategy is 
discussed, this covers subjects as what is compliance, how to express compliance, liability 
and an introduction to the risk matrix approach. Chapter 5 elaborates on the process and 
risk analysis and the variables that are considered to have influence on the compliance 
situation. The quantitative analysis, based on the risk matrix approach, is conducted in 
Chapter 6. Chapter 6 also elaborates on the tool development and a validation of the 
results. Chapter 7 gives a conclusion; some recommendations are discussed and the 
relevance and future research directions are appointed.  
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2. Literature review 
Until now, we mainly discussed how the research will be conducted. The goal of this 
Master Thesis is to have both scientific and practical relevance. This section provides a 
summary of a literature review, which serves as a preparation for writing this thesis and 
it shows the scientific relevance. The review discusses publications related to this 
research subject and indicates the gaps in the literature. The domains being discussed are: 
compliance, risk assessment and cross-border logistics. Each subject will be discussed 
based on academic studies. The literature is assembled and categorized to a certain 
chapter first, second, the articles are analyzed. At last articles are, when an article is 
considered important, reviewed and discussed in the literature study. The aim of this 
summary is to show the place of this research in the existing literature and indicate the 
gaps in literature. 
 

2.1 Compliance 
Compliance is a term used in many different contexts. Therefore, it is specified to customs 
and trade compliance in this study. Customs compliance is about the compliance of 
shipments with trade regulations that is overseen by customs. Customs authorities are the 
gatekeepers of international trade. Every international trade transaction is processed by 
customs agencies. The time it takes for shipments to clear customs and how customs’ 
processing times affect a firms’ exports remain largely unknown. Despite this uncertainty, 
where all international trade transactions are subject to, time remains a key trade barrier. 
Delays have a significant negative impact on firms’ exports along several dimensions 
(Volpe Martincus, Carballo, & Graziano, 2015).   
 
Being compliant holds that the international trade community, people and businesses, 
conduct its activities in conformance with laws and regulations. Customs report their 
compliance strategy as a shared responsibility in which the customs service clearly 
communicates its requirements to the trade community (Schwartz, 1999). In case of non-
compliance with customs’ requirements, this will have impact on the company’s ability to 
manage its supply chain management operations efficiently, including delays at ports and 
border, failing customer expectations and adding to the overall cost of operations 
(Grainger, 2014). For this reason, companies implement compliance programs to prevent 
them for not being compliant. 
 
Trade compliance on the other hand includes multiple activities; export control and 
reporting, import clearance, anti-bribery, antitrust and competition, third-party agent 
vetting and management, supply chain security, and overall assessment and management 
trade regulatory risk. The responsibility for these activities are shared along the supply 
chain from supplier until customer (CraneWW, n.d.). Multiple European control regimes 
exist to secure international trade especially for dual-use goods regarding to weapons of 
mass destruction. Despite the effort of the EU in control regimes, a more integrated and 
harmonized system with respect to the discrepancies in economic and technological 
development between the Members is needed (Alavi & Khamichonak, 2016). Another 
problem, which is stated by Hansen (2016), within these European regimes is 
unambiguous language, not only between the different regimes, but also between 
countries. A central framework would be of a significant added value since dual-use goods 
account for up to 10 percent EU exports. Such a framework would help European 
exporters to ensure their competitiveness. 
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2.2 Risk assessment 
Risk is an important factor in a decision-making process. Risk can be associated with 
accidents which cause more direct costs, delays or influence the competitive advantages. 
For this reason logistic service providers have to include risk in their decision making 
process (Kengpol & Tuammee, 2016). Risk is often associated with uncertainty. Vilko, 
Ritala, & Edelmann (2014) describe supply chain risk as a threat that something might 
happen, which disrupts normal activities and which would stop things from happening as 
they are planned to happen. In most literature, risk is defined as negative and leading to 
undesired results or consequences (Harland, Brenchley, & Walker, 2003). The three 
different aspects of risk assessment that have been discussed are: enterprise risk 
management, governance risk management and supply chain risk management.  
 
Inside modern enterprises, risk is managed by a holistic point of view which is called 
enterprise risk management (ERM). ERM should be implement on a strategic level to be 
effective. A model framework for ERM is the COSO framework, which is designed to be an 
enterprise-wide and robust framework intended to enclose ERM (Frigo & Anderson, 
2011). Sara Soltanizadeh, Siti Zaleha Abdul Rasid, Nargess Mottaghi Golshan, & Wan 
Khairuzzaman Wan Ismail (2016) indicate ERM implementation to have a significant 
positive impact on the operational performance of a company. 
Another approach is governance risk management and compliance (GRC) which enables 
organizations to handle corporate governance, risk and compliance efficiently. Recently 
big data is integrated in GRC which enables an organization to assimilate risk management 
and business performance (Anders, 2016; “OCEG Announces the New GRC Capability 
Model v3.0 and Updated GRC Certification,” 2015). 
 
With respect to changing regulations and increased security measures, global companies 
must align supply chain risk strategy across their trade networks by aligning their 
strategies with existing government programs to achieve the benefit of a fluid 
international supply chain. A systematic approach on global basis is necessary to be able 
to manage risk in an international supply chain. This approach includes identifying trade 
lanes, government programs and aligning compliance globally (Richer, 2008). A few 
examples of security measures are compliance with the Customer-Trade Partnership 
against Terrorism (C-TPAT), the Container Security Initiative (CSI), Fast and Security 
Trade (FAST), X-ray and/or Gamma-ray scanning of containers and Safe and Secure 
Tradelanes (SST) (Park, Min, & Min, 2016).  
 
Logistic service providers should improve the performance of the supply network through 
collaboration and integration of logistics management activities. Therefore, LSP’s should 
also contribute to the security of a supply chain. Supply chain security is important since 
a whole network can be disrupted by any failing element in the chain. LSP’s should include 
security considerations since clients assess LSP’s on supply chain performance (Lam & 
Dai, 2015). To improve supply chain performance the current situation should be known, 
this can be achieved by measurement (Gunasekaran, Patel, & McGaughey, 2004). 
Performance measures must be selected for a complete and accurate analysis. Simple 
performance measures are tempting, since simple measures are easier to implement into 
numerical models; however, simple implies limitations, by limiting the scope of the 
performance measurement, important performance trade-offs are being ignored. To 
improve the effectiveness of supply chain models, performance measures must be 
selected that will allow for a complete and accurate analysis. Three types of performance 
measurements are necessary components in every supply chain: resource, output and 
flexibility. Both resource and output are quite basic measurements. The flexibility 
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measurement is about volume, delivery and new product development for example 
(Benita M. Beamon, 1999).  
 
LSP’s are increasingly considered as strategic partners who can play a detrimental role in 
improving supply chain performance and provide a competitive advantage. To help a LSP 
manage the supply chain of a customer effectively, multiple business intelligence (BI) 
tools have been developed. These tools help LSP’s in analyzing the constantly collected 
data from various sources and translate it into tangible information. This information 
derived from BI tools can help to improve the operations of a LSP for both the client as its 
own internal operations (Dhanya Jothimani & S.P. Sarmah, 2014). The study of (Kayakutlu 
& Buyukozkan, 2011) assesses the performance factors for LSP’s companies through a 
managerial view by exploring and illustrating an analytical framework which is presented 
in Figure 4. 

 
Figure 4. Graphical representation of proposed evaluation framework. 
 
The risk analysis method that we use is the one that is defined by The MITRE corporation 
(2013). “This method describes the risk impact assessment as the process of assessing the 
probabilities and consequences of risk events if they are realized. The results of this 
assessment are used to prioritize risks and establish a most-to-least-critical importance 
ranking. Ranking risks in terms of their criticality or importance provides insights to the 
project's management on where resources may be needed to manage or mitigate the 
realization of high probability/high consequence risk events” (“Risk Impact Assessment 
and Prioritization,” 2013). The steps of this method are depicted in Figure 5.  

 
Figure 5. Risk management: fundamental steps. 
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2.3 Cross-border logistics 
A global network should be designed and operated to deal with import tariffs, export 
taxes, different tax rates and duties, duty drawbacks and transfer prices. It also must align 
with political conditions, which are different per country, and measure up with trade 
barriers, government regulations, political stability and general infrastructure. These 
qualitative factors are crucial for global networks, but are hard to quantify in a model.  
Besides, a few uncertainties affect the level of risk associated with cross-border logistics. 
Uncertainties in demand and exchange rates are obvious, but uncertainties in lead times 
and reliance on suppliers are also important factors (Schmidt & Wilhelm, 2000). Schmidt 
& Wilhelm (2000) divide decision making in international logistic networks along three 
layers in the organizational structure; strategic, tactical and operational.  
W. Lemoine & Lars Dagnæs (2003) name in their article three lessons that can be learned 
for globalization strategies and business organization to establish cross-border logistics. 
First, core business issues like core competencies appear to be essential in decision 
making about organizational paths or models to be implemented in the global arena. 
Second, in a global environment, especially for LSP’s, the creation of a network of firms 
seems to be a good way to reach global markets and offer services. Third, a network needs 
to be managed well, decentralization and coordination of the financial and core business 
activities are key issues. 
 
Multi-echelon supply chains are networks comprised of several nodes: manufacturing 
sites warehouses, distribution centers and finally, a number of customers. Border-
crossings can also be seen as nodes at which operations take place and at which a 
probability of disruption occurs. Most supply chains contain a few critical and vulnerable 
nodes, ports, and particularly ports-of-entry are one of them (Lewis, Erera, Nowak, & 
Chelsea C., 2012).   Disruptions can cause upstream problems very quickly and eventually 
have a global impact. Companies that have adopted and implemented security compliance 
measures experience less frequently supply chain disruption occurrence than firms 
without.  
 
Flexibility was already mentioned as performance measurement. Flexibility is needed 
upstream when the bullwhip effect (BWE) occurs, because the supply chain should be able 
to react quickly to highly volatile demand. The bullwhip effect (BWE) is an effect where 
order variability increases as the orders move upstream in the supply chain. In case the 
reverse bullwhip effect (RBWE), occurs not only the demand variability increases but also 
the supply variability increases independent of each other. In Figure 6 an overview is 
given of different (R) BWE scenarios (Rong, Snyder, & Shen, 2008). 

 
Figure 6. (R)BWE scenarios. (Rong et al., 2008). 
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Figure 6 displays different string vibrations: “a” with no amplification, “b” with a demand 
vibration and BWE, “c” with a supply shock and RBWE, “d” with a demand vibration, a 
fixed point, and umbrella pattern, and “e” with a demand vibration, a supply shock, and 
umbrella pattern. The thick lines above the strings indicate the oscillating mean. 
Flexibility enables a LSP to adapt effectively to disruptions in supply and changes in 
demand whilst maintaining the clients’ service levels. If the RBWE is ignored, depending 
on whether the customers decrease or increase their orders during disruptions, either 
over- or under-investment may occur. Mitigation strategies for transportation disruptions 
need to be considered for the supply chain structure as well as for the point in the supply 
chain where a disruption could occur. A framework is developed from a Bayesian network 
approach of measures for risk and risk propagation in supply networks by (Garvey, 
Carnovale, & Yeniyurt, 2015) in which Inter-dependencies among different risks are 
considered as well as peculiarities of a supply chain network. This enables measures to 
adapt to many situations involving a consequence to an event. Torres & Maltz (2010) 
stated that cross-border supply chains run a significant risk of intermittent customs 
delays, and thus they suggested to incorporate that likelihood into future research. 
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3. Principle overview of Dual-use regulation in Europe 
The first part of this chapter is a summary of the EU export control regime that is governed 
by Regulation (EC) No 428/2009, which has applied since 27 August 2009. The second 
part, the Playbook, is a guideline with questions to ask customers, to make sure new 
customers or products are compliant when going live. Besides that, the second part will 
cover consequences for customers of this regulation and some international differences 
in regulations about dual-use. The third part, appendix II, highlights a few articles of 
Regulation (EC) No 428/2009 that are relevant for exporters to consider when 
implementing new customers or parts in their portfolio. 
 

3.1 Research relevance 
The literature research shows that many opportunities are available for further research 
on trade and customs compliance for logistic service providers. The existing literature 
mainly focuses on enterprise or supply chain wide risk management. For example, the 
article of Rong et al. (2008) explores on different scenarios of the bullwhip effect and the 
consequences, however in this research the focus is on interruptions in the middle of the 
chain and the consequences of it to above and below in the chain. Compliance issues can 
also be considered as these interruptions. The literature that elaborates on compliance 
risks related to trade and customs is limited, scientific approaches to measure the 
exposure to trade and customs compliance risks is even more limited. So, the first 
challenge is to express the degree of compliance in order to link to the relationship of 
customs compliance and performance measurement in a later stage. Filling this gap will 
help LSP’s to become strategic partners who can play a detrimental role in improving 
supply chain performance and provide a competitive advantage. 
 

3.2 Goal of the regulation 
The goal of this regulation is to create a unified European Union (EU) system to control 
the export, transfer, transit and brokering (intermediaries trading on behalf of other 
companies) of dual-use items. The purpose is that both the EU as an entity and its 
individual Member States are committed to uphold international standards and 
obligations with regard to peace and security, especially regarding non-proliferation (i.e. 
preventing the spread of nuclear weapons), while also meeting the imperatives of trade 
facilitation.  

The regulation contains a common EU control list, of which the structure is given in Figure 
7, and some rules for its implementation. Trading of dual-use goods within the EU can be 
done freely, except for some particularly sensitive items, of which transfer within the EU 
is subject to prior authorization (see Annex IV of the Regulation). To export dual-use 
goods from the EU to a non-EU country is an export authorization required. The 
regulations are applicable and binding for every Member State of the EU. Member States 
are allowed, sometimes even obliged, to take complementary measures. An overview of 
national measures is published at regular intervals (“Dual use - Trade - European 
Commission,” n.d.). Besides these complementary measures the export of dual-use items 
may be subject to additional EU restrictive measures (sanctions). Such restrictive 
measures imposed by the European Commission currently apply with respect to trade of 
dual-use items with DPRK, Iran and Syria. 

http://trade.ec.europa.eu/doclib/html/154880.htm
http://trade.ec.europa.eu/doclib/html/154880.htm
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Figure 7. Structure of EU Control List as in regulation 428/2009. 
 
Some important notes: 

• Dual-use items are goods and technology for civilian but also military use, 
including items that may assist in any way in the manufacturing of nuclear 
weapons or other nuclear devices.  

• A significant portion of the EU’s external trade is represented by the trade in 
dual-use items; recent data confirms that the volume of controlled dual-use 
exports from the EU was up to €85 billion (“Dual-use export controls,” n.d.).  

• Countries belonging to the EU community are: Belgium, Bulgaria, Czech 
Republic, Denmark, Germany, Estonia, Ireland, Greece, Spain, France, Croatia, 
Italy, Cyprus, Latvia, Lithuania, Luxembourg, Hungary, Malta, Netherland, 
Austria, Poland, Portugal, Romania, Slovenia, Slovakia, Finland, Sweden and 
United Kingdom (“Dual use - Trade - European Commission,” n.d.). Notable is 
that Norway, Iceland, Liechtenstein and Switzerland don’t participate in the 
EU community for export controls, but they are member of the so called EFTA 
(European Free Trade Association) and therefore the same rules apply to 
them. 

• Union goods, are goods that are in free circulation of the EU, for example 
because the import duties have been paid for these goods or because the 
goods were produced or harvested within the EU. 

3.3 EU list of dual-use items  
The regulation provides a list of dual-use items that require authorization, this list can be 
found in Annex I. Annex I is updated each year to align it with international rules and 
commitments undertaken by:  

a. the Australia Group,  
b. the Missile Technology Control Regime,  
c. the Nuclear Suppliers Group,  
d. the Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-

Use Goods and Technologies  
e. the Chemical Weapons Convention.  

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex:32009R0428
http://www.australiagroup.net/en/index.html
http://mtcr.info/
http://www.nuclearsuppliersgroup.org/en/
http://www.wassenaar.org/
http://www.opcw.org/chemical-weapons-convention/
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In Table 1, an overview is given of the purpose of the main export regimes. 

Table 1. Purpose of each export control regime. 
Regime Purpose Relevant treaty 
Australia 
Group 

The Australia Group (AG) is an informal forum of countries that, 
through the harmonization of export controls, seeks to ensure that 
exports do not contribute to the development of chemical or 
biological weapons. The AG has 38 members, with the EU 
participating as an observer. 

Chemical 
Weapons 
Convention, 
Biological and 
Toxic weapons 
Convention 

Missile 
Technology 
Control 
Regime 

The Missile Technology Control Regime (MTCR) is an informal 
and voluntary association of countries that share the goals of 
non-proliferation of unmanned delivery systems capable of 
delivering weapons of mass destruction, and that seek to 
coordinate national export licensing efforts aimed at preventing 
their proliferation. The MTCR has 34 members. 

N/A 

Nuclear 
Suppliers 
Group 

The Nuclear Suppliers Group (NSG) is a group of nuclear supplier 
countries that seeks to contribute to the non-proliferation of 
nuclear weapons through the implementation of two sets of 
guidelines for nuclear exports and nuclear-related exports. The 
NSG has 48 members. 

Nuclear Non-
proliferation 
Treaty 

Wassenaar 
Arrangement 

The Wassenaar Arrangement was established in order to 
contribute to regional and international security and stability, by 
promoting transparency and greater responsibility in transfers of 
conventional arms and dual-use goods and technologies, thus 
preventing destabilizing accumulations. The arrangement was 
formed soon after the disbanding of the COCOM arrangement 
which controlled Western exports to the Soviet Bloc during the 
Cold War. The items included in the Wassenaar Arrangement's 
List of Dual Use Goods and Technologies, containing nine 
Categories and two Annexes ('sensitive' and 'very sensitive' 
items, respectively) and the Munitions List (WAML), containing 
22 main entries on items designed for military use. It has 41 
members. 

Potentially the 
Arms Trade 
Treaty 

Chemical 
Weapons 
Convention 

The Chemical Weapons Convention (CWC) is an arms control 
treaty that outlaws the production, stockpiling, and use of 
chemical weapons and their precursors.  The Chemical Weapons 
Convention comprehensively prohibits the use, development, 
production, stockpiling and transfer of chemical weapons. Any 
chemical used for warfare is considered a chemical weapon by 
the Convention. The parties' main obligation under the 
convention is to effect this prohibition, as well as the destruction 
of all current chemical weapons. 192 states have given their 
consent to be bound by the CWC. 

The convention 
on the 
Prohibition of 
the 
Development, 
Production, 
Stockpiling and 
Use of Chemical 
Weapons and on 
their 
Destruction 

The list of items in Annex I of the regulation forms the basis for export controls of dual-
use items, though, it contains also many exceptions, the most important are given below: 
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a. Non-listed dual-use items: the export of certain dual-use items not listed in Annex 
I may be subject to authorization if a reason occurs to believe that they are 
intended for use in connection with a biological, chemical, nuclear weapons or 
ballistic missile weapons program, or for military use in countries subject to an 
arms embargo.  

b. In exceptional cases, EU countries may impose additional controls on non-listed 
items for public security or human rights reasons.  

c. EU countries also apply restrictions on brokering services of dual-use items as 
well as on their transit through the EU.  

d. Free movement of dual-use items within the EU: with the exception of some 
sensitive items listed in Annex IV of the regulation (like electrically driven 
explosive detonators), dual-use items may be freely traded within the EU (“Dual-
use export controls,” n.d.).  

3.4 Export authorizations  
A license or authorization is needed to export dual-use goods. The party that is exporting 
the goods needs to apply for these authorizations. The authorizations are granted by the 
country from which is exported. In this case the customers of a LSP should apply for the 
authorization at the government of the country from which is exported. Four types of 
export authorizations can be differentiated: 

a. EU general export authorizations (EUGEAs) allow the export of certain dual-use 
items to certain countries and under certain conditions (see Annex II of the 
regulation). They cover, for example: 
1. Exports of some dual-use items to countries such as Australia, Canada, Japan, 

New Zealand, Norway, Switzerland and the United States;  

2. Exports of some dual-use items after repair/replacement;  

3. Temporary exports of some dual-use items for exhibitions/fairs;  

4. Exports of some telecommunications items and chemicals to certain 
destinations. 

b. National general export authorizations (NGEAs) may be issued by EU countries if 
they are consistent with existing EUGEAs and do not refer to items listed in Annex 
II of the regulation (e.g. uranium or human and animal pathogens such as certain 
viruses, including Ebola). 

c. Global licenses are issued by national authorities to one exporter and may cover 
multiple items to multiple countries or end users. 

d. Individual licenses are issued by national authorities to one exporter and cover 
exports of one or more dual-use items to one end user or consignee in a non-EU 
country (“Dual use - Trade - European Commission,” n.d.). 

3.5 The export control policy review 
The European Commission is obliged by the regulation to conduct a review of the EU 
export control policy every three years. In October 2013, the Commission presented an 
implementation and impact assessment report to the Parliament and the European 

http://eur-lex.europa.eu/summary/glossary/european_commission.html
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Council. It concludes that the current export control regime, while providing solid legal 
and institutional foundations, should be upgraded to generate the modern control 
capabilities the EU will need in the future. In April 2014, a communication was adopted. 
In this paper, a long-term vision for EU strategic export controls is given and it identifies 
concrete policy options for the modernization of the export control system. In 2015, the 
Commission conducted an impact assessment and presented a legislative proposal for a 
modernization of EU export controls in September 2016 (“Dual-use export controls,” n.d.).  
 
The regulation sets up a network of competent export control authorities, coordinated by 
the Dual-Use Coordination Group, which exchanges information on export controls and 
develops tools to support the implementation of the regulation. The Regulation increases 
transparency across the EU territory and additional provisions also deal with specific 
control measures to be introduced by exporters, such as record-keeping and registers 
(“Dual-use export controls,” n.d.). 
 

3.6 Penalties for export control offences 
Currently, no international legal standards exist with regard to penalties for export 
control violations. The United Nations Security Council and the international treaties 
provide some vague requirements, but none of the export controls gives guidance on 
penalties and prosecutions. As can be seen in Figure 8, countries have chosen a wide range 
of administrative and criminal penalties. Prison sentences differ from each other 
depending on different jurisdictions, but the theoretical maximum term is usually 
different to the actual imposed sentence and tends to be lower in practice. Fines can be 
divided into two different categories, criminal or administrative penalties, depending on 
the legal system or specific provisions regarding the issue. The Republic of Korea (ROK, 
South Korea) for example, has created a special provision for mandatory export control 
training (referred to as an ‘educational order’) as a possible consequence of violations. 
Other options are the revocation of export licenses, loss of access to trade-facilitation 
privileges (e.g. simplified licensing or customs procedures), loss of property rights 
through confiscation, and the temporary or definitive closure of a company.” 

 
Figure 8. Options for export penalties (Bauer, 2014). 
 
The prosecution of dual-use offences in the EU goes according to a combination of EU and 
national laws. The EC 428/2009 Dual-use Regulation law is directly applicable throughout 
the EU and includes the control list of dual-use items for which a license is required for 
export and, in certain limited cases, brokering and transit. The EU member states are 
responsible for implementing and enforcing these provisions, which remains within 
national competence, as does their enforcement. In addition, the Regulation allows for 
some national discretion, for example through additional control list items on public 

http://eur-lex.europa.eu/legal-content/EN/AUTO/?uri=celex:52014DC0244
http://ec.europa.eu/smart-regulation/impact/index_en.htm
http://europa.eu/rapid/press-release_IP-16-3190_en.htm


27 A Risk analysis of dual-use compliance at a Logistics Service Provider  

security or human rights grounds (Bauer, 2014). In the next paragraph, the Dutch legal 
framework regarding dual-use goods is explained. 
 
“In the Netherlands, the national legal framework regarding export control for arms and 
dual-use items comprises: The Strategic Goods Order; the Strategic Goods Decree 2012; 
and the Strategic Services Act 2012 (which controls brokering, technical assistance and 
intangible transfers of technology). Arms exports are additionally governed by the Arms 
and Munitions Act, while legislation on sanctions includes the 1977 Sanctions Act and 
Embargo Orders. The export of chemicals is also regulated by the Chemical Weapons 
Convention Implementing Act and the Chemical Weapons Convention Implementing 
Order. Finally, the General Customs Act also applies to arms and dual-use exports. Export 
control offences as defined by these acts can be punished according to the Economic 
Offences Act. Penalties for export control breaches can be divided into misdemeanors and 
felony offences. For misdemeanors, the maximum prison term is one year. In addition, a 
fine of category 4 (ranging from €20 250 to €81 000), and community service can be 
imposed. For felony offences, the maximum imprisonment is 6 years, and penalties can 
include community service and a category-5 fine (from €81 000 to €810 000). In the 
Netherlands, both companies and individuals can be prosecuted. Additional 
administrative penalties include: 

• Deprivation of certain (public) rights 
• Full or partial closing down of a company for a maximum of one year 
• Confiscation of goods 
• Confiscation of the profit 
• Publication of the sentence 
• Placing a company under judicial supervision (for felony for a maximum of 3 

years; for misdemeanor for a maximum of 2 years) 

Recent cases 
While prosecutors in the Netherlands usually apply the Economic Offences Act for export 
control violations regarding strategic goods, one individual who supplied chemicals that 
were used by Iraqi President Saddam Hussein as chemical weapons against Iraq’s Kurdish 
population was charged with genocide and crimes against humanity. Examples of recent 
prosecutions include the case of Henk Slebos, who provided dual-use items to his 
university friend A. Q. Khan in Pakistan. A District Court imposed 12 months’ 
imprisonment (with 8 months suspended) and a fine of €100 000. The Amsterdam Court 
of Appeal subsequently imposed 18 months imprisonment (with 6 months suspended) 
and a fine of €135 000. Other cases taken to court in recent years include the export of 
afterburners for military fighters, which resulted in a €10 000 fine and forfeiture of the 
goods; and the export of M113 and M60 tank parts, which resulted in a €75 000 fine and 
240 hours of community service” (Bauer, 2014).  
The United Kingdom has a totally different system, which makes use of a rating system 
related to the type of offence. This will be used and explained later in the risk analysis. 
 
The consequences described above emphasize the urge of dual-use compliance. With the 
given overview in this chapter about the goal of the dual-use regulations, the products the 
regulation applies to, the different types of authorizations and the consequences for not 
being compliant, some guidelines can be provided to help in the process of being 
compliant. The results will be described in the “playbook.” For this “playbook” the 
regulations, as they are described by law, have been analyzed and summarized, together 
with some dual-use compliance recommendations from different governmental 
publications.  
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3.7 Playbook 
In appendix I the complete playbook can be found, as it is handed over to the LSP. In the 
next paragraph, “Roadmap to export compliance,” a brief overview is given of the 
important subjects to consider with regard to compliance. The playbook is based on this 
principle overview and provides the Business Development team with guidelines for the 
implementation of new clients. The playbook concludes with the “roadmap to export 
compliance,” which uses six steps to guide an exporter to compliance. In Appendix II, some 
important articles from the law are included.  
One of the deliverables was the question whether to include a comment in the manifest 
when shipping dual-use goods within the European Union or not. In appendix II, article 
22 (10), can be found that the relevant commercial documents relating to intra-
Community transfers of dual-use items listed in Annex I shall indicate clearly that those 
items are subject to controls if exported from the Community. So, it is not necessary to 
include ECCN and license numbers, but it should mention that the good is subject to the 
dual-use regulations if exported from the community.  
 

Roadmap to export compliance 
When spoken of authorities, the local authorities are meant. This can be the U.S. 
government, as well as several other governments and organizations like the United 
Nations and the European Union. 
 
1. Classify your products carefully 
Most commercial products are controlled by customs authorities, but only a small 
percentage of products require export licenses. Whether a license is needed is determined 
by technical characteristics, destination, end user and the product’s end use. Exporters are 
mostly familiar with the Harmonized Tariff Schedule (HTS), but less with the 
requirements that determine whether a product is controlled by customs authorities 
before export. First need to be determined if a product has a specific Export Control 
Classification Number (ECCN), which can be found in the Export Administration 
Regulations (EAR). If the product has an ECCN code, the EAR will state the reasons why. 
Some products do not have an ECCN code, but are subject to controls, these are the so 
called EAR99 products. “The majority of commercial products are designated EAR99 and 
generally will not require a license to be exported or reexported. However, if planned to 
export an EAR99 item to an embargoed or denied country, to a party of concern, or in 
support of a prohibited end-use, you may be required to obtain a license” (“Export Control 
Classification Number (ECCN),” n.d.). The EAR99 code is not a valid code in the EU, so for 
a LSP in Europe, it should ring some bells if the EAR99 code is attached to a product. It 
may indicate that the exporter does not know exactly what type of product he wants to 
export. 
 
2. Determine requirement of export license for destination 
The authorities prevent exports to certain countries without an export license for several 
reasons. For example, embargoes on countries like Iran and Syria for supporting terrorist 
activities. Exporters can use the ECCN codes and reasons, mentioned in step 1, to 
determine whether the export of their products is subject of restrictions to certain 
countries and to determine if a license is required.  An overview of national measures and 
embargoed (sanctions) countries are issued on regular intervals by the European 
Commission (“Dual use - Trade - European Commission,” n.d.). 
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3. Screening of involved parties 
Besides the list of embargoed countries, the authorities issue lists of restricted parties to 
whom it is not allowed to export at all or only with a license, that includes products that 
are EAR99 or otherwise don’t require an export license based on the country of export. 
These parties can be persons, entities, businesses and other organizations. Those parties 
are identified as engaged in activities related to terrorism, drug trafficking or proliferation 
of WMD. Besides it’s not required for companies to check every export for these restricted 
parties, even the smallest exporters should perform these checks to prevent penalties. For 
checking both embargoed countries and restricted areas exist tools to control your 
transactions (Noah, 2014). 
 
4. Know your product; watch for red flags 
The exporter is responsible for knowing how the product will and can be used once they 
are exported. Harmless looking products can sometimes be used for unintended purposes, 
therefore some of the end uses are prohibited or require a license. For example, products 
containing nuclear, biological or chemical substances are forbidden to be exported to 
parties involved in the proliferation of WMD. Again, lists of so called “red flags” (products 
of which the end use may be prohibited) are issued by the authorities. Exporters should 
be aware of orders that are not in line with the purchaser’s needs. The BIS (Bureau of 
Industry and Security; U.S. department of commerce) mentions an example of 
businessman who ordered several dozen replacement switches for a medical imaging 
machine. It is normal to order one, but not several dozen at a time. Later it turned out the 
switches were going to be used as detonators for nuclear bombs (“Red Flag Indicators,” 
n.d.). In such a case, the exporter should hold back until an export license is issued by the 
authorities. 
 
5. Deemed export 
Exporters should not only be aware of physical products, but also look out for exporting 
data by sharing plans or blueprints or allowance of visual inspection of products to foreign 
parties but the products do not leave the country. This is called deemed export and to 
perform this kind of transactions, the same procedure needs to be followed as for physical 
products. 
 
6. Documentation 
Exporters should retain copies of their documentation as well as the actual export 
documents that are generated for each shipment, whether they are outsourcing their 
export functions or not. They should keep it on site for five years. By doing so, compliance 
with the regulations can be demonstrated to the authorities or in case of violations it can 
be used as evidence of good-faith effort to comply, which can result in reduced penalties. 
This also applies to the transporter. 
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4. Compliance strategy  
This chapter will discuss and evaluate compliance in the broadest sense of the word. A 
general explanation will be given, which is also related to corporate social responsibility 
and reputation. Thereafter, compliance will be discussed more detailed and how it is used 
in this study. 
 

4.1 Compliance in general 
Compliance is not only about being compliant to customs regulations. Compliance can also 
be related to, for example, international accounting standards, environmental protection 
or Fairtrade programs. These topics are more related to corporate social responsibility 
(CSR). “CSR must go beyond market demands, and also from much of the remaining 
literature’s baseline that to count as CSR, it must promote behavior beyond compliance 
with existing laws” (Auld, Bernstein, & Cashore, 2008). CSR is also influencing a 
corporates’ reputation. “Reputation is one of the most valuable, albeit intangible, of the 
firm’s assets. It is reputation that induces the stakeholders to trust the firm and 
consequently to cooperate with it, so that transactions come about at low costs of control 
or bargaining. Moreover, reputation activates some sort of self-fulfilling virtuous circle 
which leads to spontaneous compliance with social norms – that is, it makes them self-
enforcing. In fact, compliance with the norms creates reputation; reputation induces a 
cooperative response from the stakeholders; those who abide by the norms are thus 
offered a benefit; and this benefit acts as an incentive for complying with the norms” 
(Sacconi, 2007). “CSR and corporate reputation have a positive influence on industrial 
brand equity and brand performance” (Lai, Chiu, Yang, & Pai, 2010). So, besides that 
compliance is about being compliant with the regulations, compliance is also concerned 
with corporate aspects. 
 

4.2 Compliance expression 
To express and measure the level of compliance, we need to think of a ranking or an index. 
For customs authorities, compliance is quite easy: If an exporter complies with the 
regulations and the documentation is correctly filled in, the shipment can continue. In case 
of non-compliance the shipment will be stopped until everything is carried out correctly. 
This describes a zero or one (0-1) situation. However, mostly it does not work that way, 
for example in case of shipping inside the European Union, so called intra-community 
transfers, no physical controls are carried out. So theoretically, it is possible to ship 
without being compliant but also without any consequences. Obviously, the concerned 
LSP strives to be 100% compliant, this raises the question as to whether the LSP is 100% 
compliant or not. Considering penalties, the LSP is 100% compliant, since the LSP has not 
been penalized lately. However, considering the law, which has been discussed in the 
previous chapter, and the processes at the LSP’s warehouses, a simple desk research 
already shows that the LSP is not 100% compliant. 
 
When shipping within the European Union, dual-use goods can be shipped freely. Though, 
it is mandatory to have a dual-use statement on one of the commercial documents in case 
a good is exported from the union in a later stage. The LSP does not provide this statement 
and is therefore already not 100% compliant. Still, it has no consequences because no 
physical controls are carried out at the borders inside the Union. 
 
From a LSP perspective, it is considered very important to be 100% compliant, not only 
because of the penalties that are related with dual-use compliance but also because of CSR 
and reputation. However, security threats, like dual-use goods, are not only an important 
challenge for LSP’s, but also for customs authorities. Therefore, EU governments are under 
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pressure to introduce modern customs systems that increase the security of international 
trade while at the same time lowering its administrative burden. The EU intents that the 
transformation of paper trade documents to electronic ones along with the redesign of 
customs procedures and the implementation of new e-Custom systems will help achieve 
these objectives. Strategic goals of e-Custom development are defined in Europe on 
different elements like enabling Single Window and AEO (Razmerita & Bjorn-Andersen, 
2007). These innovations towards electronic data exchange will have the consequence 
that customs authorities can audit every single shipment, immediately or afterwards. This 
will no longer allow shipments to be transferred without any checks. To conclude the 
discussion about the expression of compliance, this study will from now on consider 
compliance as a 0-1 situation. Consequently, the degree or impact of non-compliance will 
be rated like the UK penalty system that will be explained in Section 4.5. 
 

4.3 Who is liable for customs compliance? 
The previous section proposes compliance as a 0-1 situation, for as well customs 
authorities as for the LSP. However, another discussion arises now is decided how 
compliance will be expressed; a discussion about liability. This paragraph will look at 
compliance from a different angle. The liability for the customs declaration and rightness 
of information on the commercial invoice (CI) is an interesting subject because of the 
different parties that are involved in the export process. The liability is a point of 
discussion since the exporter is the only party that exactly knows what, where and to 
whom he is shipping. The LSP, on the other hand, only sees a cardboard box. However, a 
LSP is therefore liable in certain situations, if not, this research would be less interesting 
as well. The EC 428/20009 states the following about the liability: "The written 
notification should be made by: 

• the decision-maker (the exporter), 
• by the person who, on behalf of the decision-maker, performs the customs 

formalities for the export  
• or, if no customs formalities are performed, by the transporter of the goods. 

When the Strategic Goods Act came into force in 2009, the explanation stated: "although 
in principle the exporter is designated as the one who is required to report, also the person 
who executes the transport is obliged to perform the customs formalities on behalf of the 
exporter. The fact that the exporter, particularly in transit situations, will usually be based 
outside the Netherlands would not benefit the enforcement of the reporting obligation. In 
cases where no customs formalities need to be fulfilled, the duty of reporting rests on the 
person who transports the goods outside the Netherlands. If the notification is not, not 
timely, or not completed, provided; it will result in an economic offense within the 
meaning of the Economic Crimes Act” (Leenman, 2010). Taking this into consideration can 
be said that both, LSP and exporter, are responsible and therefore also liable for customs 
compliance. The LSP has different types of contracts with their customers regarding 
liability: 

• No Customs Representation: A declaration is made by the customer or a carrier 
which is appointed by the customer. In this case, the risk for the LSP is minimal. 

• Direct Customs Representation (mostly EU customers): A declaration is made in 
the name and on behalf of the customer. Although the customer is registered, the 
LSP will usually be first contacted by customs. The LSP is responsible for the 
accuracy of its own actions (control, logic), but the customer is responsible for the 
accuracy of the data in the declaration and for fulfilling all obligations. 
Contractually, there may be other or additional agreements. Risk: limited 
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• Indirect customs representation (mostly non-EU customers): A declaration is 
made in the name of the LSP on behalf of the customer - the LSP is the declarant 
and thereby responsible for the declaration together with the customer. The LSP 
is responsible for the accuracy of its own actions (control, logic) and the LSP is 
responsible for the accuracy of the data in the declaration and for compliance with 
all obligations. Besides that, the LSP is also fully liable for incurring duties and 
taxes. Risk: high.  

Nonetheless of the liability, non-compliance situations can lead to negative effects for a 
LSP, such as negative publicity, license revocation and in the end maybe even loss of 
customers. This, in combination with the above-described legislation, means that the LSP, 
despite the responsibility of the customer, wants to be 100% compliant.  This came 
forward from the opinions given in the workshop which will be discussed in the next 
paragraph. Besides the opinions of employees, compliance is highly important in the 
general vision of the LSP: “We'll stay on top of customs related regulations and tariffs to 
help ensure that your shipments are fully compliant, while you track your shipments, 
catching possible problems before they start. As the world's largest customs broker, we 
have over 80 years of experience and offices in more than 60 countries to help you 
expedite shipments, resolve issues, and avoid delays” (“Customs and Compliance: 
XXXXX3” n.d.). 
 

4.4 Risk matrix approach  
This section gives a short introduction to the risk matrix approach (RMA) that will be used 
to analyze the degree of compliance. The degree of compliance will be expressed based on 
this approach. The RMA uses the risk assessment matrix, which is a classic tool to conduct 
a semi-quantitative risk assessment. Some basic rules regarding the production of the 
matrix are: 

a. The basis for the matrix is the definition of risk as a combination of impact and 
probability (or frequency as in Figure 9). These are the two input variables to 
construct the matrix and express the target to be evaluated 

b. The input and output variables can be divided in several levels; qualitative 
descriptions or numerical intervals. 

c. The calculation of the matrix is presented by the logic implication as:  

Equation 1. RMA 
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼×𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐼𝐼𝑃𝑃𝑅𝑅𝑃𝑃𝑅𝑅𝐼𝐼𝑃𝑃 

The essence of the RMA are two input variables with respectively different levels, 
qualitative or quantitative, expressing a, to be evaluated, target by the place of the output 
in the matrix (Ni, Chen, & Chen, 2010).  Figure 9 is an example of the risk matrix.  
 
 
 
 
 
 
 
 
 
 
 

3: This is an anonymized source, more information can be provided on request 
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Figure 9. Risk Matrix (Adriansyah, 2014) 
 
In Figure 9 risks are placed in different quadrants as an example. According to the method 
of Adriansyah (2014), four different mitigation options are distinguished for each 
quadrant:  

• Treat: the risks must be treated by executing some mitigation plan such as 
tightening the internal control, implementing the system or improving the 
process. 

• Tolerate: the risks almost have no significant impact and low frequency so the risk 
can just be considered as the costs of business. 

• Transfer: the impact is very high, but the occurrence is very rare e.g. natural 
disaster (earthquake, tsunami). This risk can be transferred by buying insurance 
for the fixed assets. 

• Terminate: this is the risk with the biggest impact frequency. This risk should 
simply be avoided by not entering the business or changing completely the 
process to a new one. 

4.5 Compliance index 
In this paragraph, the impact dimension of the risk formula will be discussed. Considering 
that a LSP is liable, may it be in different degrees, for customs compliance and the severe 
penalties on export control offences, it is logical that the LSP wants to be 100% compliant. 
This objective cannot always be achieved, where people work, mistakes will be made. 
Therefore, an index will be made to determine the status of compliance. First, the unity to 
express compliance needs to be determined. This is done by organizing a workshop with 
the people that are involved in dual-use processes and customs compliance. The agenda 
of this workshop can be found in Appendix III. The workshop started with a discussion 
about the risks that are explained in the next chapter, so that the attendees had a good 
idea of the direction of the research so that an applicable unity could be chosen. The 
discussion of the risks was mainly about validating them and getting a confirmation that 
certain activities or decisions are considered as a risk by the people who are daily in 
contact with the processes. 
 
The next item that has been discussed is the degree of compliance. As stated in the 
previous paragraph, the opinion of the attendees is unanimous; the LSP should strive to 
100% compliance. Considering this, the rating of the risks could be discussed. Two 
examples have been proposed, the first is a percentage wise rating. The failure rate of 
manually filling in an invoice can be found in literature, this could be used as a basis to 
rate other risks. However, the opinion of most of the attendees is that it’s too hard to rate 
certain risks this precise. The other situation was a scale of low, medium and high risk, 
with the possibility to add more steps in between. Therefore, it is decided to relate the 

https://www.linkedin.com/pulse/20141123014236-93661400-how-to-find-top-risks-in-your-company
https://www.linkedin.com/pulse/20141123014236-93661400-how-to-find-top-risks-in-your-company
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impact of the risks to the consequences. A risk that can lead to a misdemeanor that could 
result in prison sentences should be classified as unbearable and a risk that only results 
in a fine will be classified less severe.  
 
To classify the severity of compliance offences, I went back to the literature to search for 
structural rating systems of dual-use offences. In paragraph 3.6 an overview is given of 
possible penalties regarding dual-use exports. The Dutch system does not provide a 
structural system for penalizing offences regarding dual-use shipments. However, the 
system of the United Kingdom does. “In the UK, for offences regarding the export of 
military and dual-use goods, the maximum penalty for deliberate offences is up to 10 years 
imprisonment (14 years if nuclear material is involved) and/or a fine of any amount. If the 
offence was not deliberate, the exporter and their agent can be fined at Level 3 on the 
Standard Scale (see Table 2 below), or can be given a fine of three times the value of the 
goods. The offence is thus a strict liability offence, as the Customs Act defines it as an 
offence to export goods or take them to a place to be exported (for example a port or 
airport) if any prohibition or restriction is in force on their export. Both companies and 
individuals can be prosecuted in the UK, just as in the Netherlands. In addition to that, 
around 200 offences per year are detected which are dealt with by restoration penalties 
and written warnings. So, as a very approximate estimate could be said: 

• 1% of cases result in criminal prosecution and imprisonment and/or financial 
penalties. 

• 6% of cases result in large financial penalties (fines) in lieu of prosecution. 
• 93% of cases are dealt with by small fines (restoration penalties) and/or official 

written warnings.” (Bauer, 2014)  

Bauer (2013) states that the penalties given in the UK are comparable to those in the 
Netherland and considering this as the only public made penalty system, this system has 
been chosen to rate the risks. The second dimension of the risk formula, probability, will 
be discussed later. Table 2, on the next page, shows the public penalty system that is 
maintained by the UK. A distinction is made in three stages; stage 1 is related to the nature 
of the error and stage 2 is related to the goods or restrictions, basically stage 1 and 2 
indicate how serious an offence is. The more serious the offence on the left is, the higher 
the number of points on the right side. Stage 3 describes the way fines are calculated, but 
this is ignored in this study. 
 
The last chapter discussed the various aspects of compliance and liability. Compliance is 
seen as 0-1 situation in the continuation of this study. The RMA will be used to measure 
compliance based on two dimensions, impact and probability. Liability is co-determining 
for the impact and will be discussed in detail at a further stage, like the second dimension, 
probability. The following chapter discusses the risks of dual-use processes. 



35 A Risk analysis of dual-use compliance at a Logistics Service Provider  

Table 2. UK penalty system (Bauer, 2014) 
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5. Process and risk analysis 
This chapter will discuss the processes related to dual-use shipments, the way they are 
mapped, the risks that are discovered within these processes and what the impact of these 
perceived risks could be. Following the externally obtained information from literature 
and regulations, we will now look at the available data of the LSP. First, old documentation 
about dual-use compliance is considered and some discussions are conducted with 
employees involved in dual-use processes. It appears that the level of compliance 
regarding dual-use has been assessed earlier, in 2015. Based on some high-level decision 
variables an estimation was made of the expected amount of failures and the 
consequences in terms of fines. The variables were for example: by whom the export 
declaration was done or who created the commercial invoice. The decision variable that 
was most important was whether it was possible to send a pre-alert to the carrier. These 
variables are validated again to determine whether they are still important for the 
compliance of the LSP. This validation is performed by calls or meetings with the people 
that drafted this compliance examination back in 2015. At the same time is started with 
the evaluation of the physical processes of dual-use goods in the warehouses of the LSP. 
These processes are mapped in flowcharts. The flowcharts are based on interviews with 
warehouse operators, warehouse management system specialists, operations support 
managers and business support center managers.  
 
Both, high-level decision variables and processes, form the basis for further research to 
the risks related to dual-use. So, the research will continue based on two levels, one high 
or tactical level and the other is more about low level or operational risks. The process 
and risk analysis will be performed according to the fundamental steps of risk 
management, Figure 10, from MITRE (“Risk Impact Assessment and Prioritization,” 2013), 
as proposed in the literature review. 

 
Figure 10. Fundamental steps of risk management by MITRE 
 
The risks are identified by use of two different methods. Flowcharts are used to map the 
operational risks related to warehouse activities. To identify and verify the more high-
level or tactical risks, as described in Section 2.3 where decision making was divided along 
three layers in the organizational structure; strategic, tactical and operational (Schmidt & 
Wilhelm, 2000) a workshop is held. In this workshop, the risks that are retrieved from 
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older documentation and conversations with employees, which are involved in the 
processes of dual-use shipments are verified. 
 

5.1 Process analysis 
The processes of dual-use goods at the LSP differ from each other per WMS. As explained 
in the scope, this research will focus on two different warehouse management systems, to 
be called WMS 1 and WMS 2. WMS 1 is a system that is already used by the LSP for a long 
time, but this system is solely used for a few customers. WMS 1 is specifically modified for 
these few customers. New customers are setup on WMS 2, which is a more standardized 
system but can also be modified to the customers’ wishes. The processes of both systems 
are mapped as completely as possible. However, the goal is to create a general insight in 
the compliance situation and therefore is chosen not to make them too customer specific.  
An example of the degree of accuracy is the invoice creation, which can be done internally 
by the LSP, but also by the customer himself. Therefore, the invoice creation is included in 
the process flows, but this part is not of interest for each customer. The flowcharts should 
show the weaknesses of the warehouse management systems, these weaknesses will 
mainly concern the manual steps in the process. 
 
The process flows are based on interviews with employees from the operation, operations 
support group and customer care. The flowcharts have been checked multiple times by 
the employees that are interviewed, this resulted in the process flows given in Figures 10, 
11 and 12. The colored boxes are notable steps for the risk identification, the golden boxes 
are simple manual tasks or checks, yellow stands for a manual action requiring more 
attention. The red box in Figure 11 is a trigger that is missing in the setup of WMS 2, it is 
included because it has been agreed the trigger should be in the process. Currently the 
ECCN decision box serves as the decision variable to go on with the dual-use process or 
not.  
 
The flowcharts are constructed as follows: the bar on the left shows a timeline, with on 
top the start and on the bottom the end. The swim lanes (columns) represent the 
responsible department or team. In Figure 11 these are outbound and OSG. Outbound is 
the name for the people in the warehouse responsible for picking and packing the orders. 
The other swim lane represents OSG, the Operations Support Group, which is concerned 
with documentation related activities of the packages. In Figure 12 a third swim lane is 
involved, BSC (business service center), which is concerned with customer contact in case 
something is wrong or information is missing. Figure 13 contains a swim lane called 
validation, this can be done by different teams, but it represents the validation step that is 
included. 



38 A Risk analysis of dual-use compliance at a Logistics Service Provider  

WMS 1; Dual-use Operations Non-EU shipments
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Figure 11. WMS 1; Dual-use operations for non-EU shipments 
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WMS 2; Dual-use Operations Non-EU shipments
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Subprocess: Standardized invoice creation WMS 2
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Figure 13. Sub process: standardized invoice creation WMS 2 

 
Although both systems have the same goal and functionalities, not all the functionalities 
are being used in WMS 2. WMS 2 has the possibility to automatically send a dual-use 
notification when a dual-use good is scanned at outbound. But for some reason this is not 
happening, which makes the operator responsible to send pre-alerts to the carrier at the 
end of the day, manually. In WMS 1, a pre-alert is automatically send when it is shipped 
by the LSP’s own carrier.  
 
Based on the process flows some risks are identified. The steps being identified as risks 
are mostly steps that include manual actions. Especially manual actions performed by 
warehouse operators are considered more risky than manual actions from the Operations 
Support Group. This is because these operators perform a series of steps like scanning, 
consolidating and packing. In this process, the operators should take extra steps, different 
per WMS, for export of dual-use goods. It is not their primary task and it is commonly 
agreed upon that it should not be their primary task either. However, a probability of 
mistakes comes with it. Therefore, the bottlenecks for each system are: 
WMS 1: 

• 2 consecutive manual checks by OSG 
• Manual steps in invoice creation (shipments to sensitive destinations) 

WMS 2: 
• No trigger (ENC or NLR), but only ECCN on invoice 
• 2 consecutive manual checks by a warehouse operator 
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• After the 2 checks a consecutive manual action follows: handing over the 
invoice or sending a pre-alert to the internal carrier. 

• Manual steps in invoice creation 

If the invoice is created by the customer, the customer can be connected to the WMS and 
provide the invoice by that way, or the customer sends an e-mail with the invoice attached 
(this only happens when dual-use shipments are exceptions). In both cases the invoice is 
printed at Outbound and attached to the package, except for intra-community transfers. 
For both warehouse management systems, the way an invoice is created can be different. 
For that reason, for WMS 2 the invoice creation is given in a sub process, because it 
consists of multiple steps with multiple involved teams or departments.  In WMS 1, the 
invoice is created by the same department that is handling the rest of the steps and is 
therefore included. For WMS 2, a manual step in the creation of the invoice must be 
conducted every time, whether the customer provides the invoice or not. For WMS 1, only 
a single manual step must be conducted in case the shipment is exported to certain 
destinations, these are usually destinations that are covered by a sanctions regime. The 
flowchart of the WMS 2 operation also contains a part about a check being done 
afterwards, this will be explained in the paragraph about risk mitigation. Thus, this study 
has two types of warehouse management systems in scope, WMS 2 carrying a higher risk 
for mistakes because of the bigger manual (human) influence, which is logically more 
error-sensitive than an automated system. 

The customers running on WMS 2 will get two impact points, because of the higher risk, 
as explained above and the customer on WMS 1 will only get one point. An exception is 
made for the customer that is running on WMS 2, which has a check included afterwards, 
this customer will be compensated and also receive only a single impact point for this 
variable. 

5.2 Risk analysis 
Subsequently to the process analysis, a workshop is held with the people that were also 
interviewed about the dual-use processes. The attendees at the workshop are all 
employees from different departments with a different perspective. The functions of the 
attendees are listed below:  

• Senior Customer Care Support Specialist 
• Manager Trade Management 
• Supervisor Operations Support Group 
• Master data Coordinator 
• Senior Brokerage/VAT Specialist 

The workshop was kicked-off with a short introduction of the research and an explanation 
of the goal of the meeting. This goal was to validate the risks that were identified and to 
rate the impact of these risks. After the introduction was started with the first item on the 
agenda, validation of the risks. First, the flowcharts have been discussed again, this time 
with the group instead of individually. This immediately led to discussion because of 
different perceptions. Subsequently, the risks coming from these processes were 
discussed. Based on the flowcharts is agreed that using WMS 2, carries a higher risk than 
using WMS 1 because of the amount of manual actions.  Second, the risks on tactical level 
were discussed and validated on relevance by the participants of the workshop. The 
relevant decision variables for further research, next to the type of WMS, are: 
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• Customs declaration 
• Invoice creation 
• ECCN on packing list 
• Up to date ECCN in MPL (Master Parts List) 

These relevant risks will be discussed explicitly later. The next item on the workshop’s 
agenda was to validate the expression of compliance. As explained in the previous chapter, 
this could be done in several ways. Both ways discussed in Chapter 4 were proposed. 
However, immediately the group agreed on the fact that the LSP should strive for 100% 
compliance, anything less than that is not good enough. This will be used as a starting 
point for further research.  
 
The third item on the agenda was the rating of the impact of the perceived risks. Before 
getting started with the rating of the risks, needed to be defined how the impact factor 
should be expressed. Again, different ways of rating were proposed like: 
low/middle/high, percentagewise, 0-1 or a more consequence focused point system.  This 
item led to a heated discussion in which also liability came forward. Eventually it is 
decided to elaborate more on a point based system related to the consequences of 
situations that could be caused by these risks. This elaboration is discussed individually 
with the attendees in the weeks after the workshop. The outcome will be discussed in 
Section 5.3, risk impact assessment. 
 
The workshop was successful, there is agreed upon the expression of compliance, the risks 
are validated, but unfortunately the risk impact rating is not agreed upon yet. However, 
some follow-up steps are discussed to eventually come to an agreement on the risk impact 
assessment. The agreed risks will be discussed below. 
 
Customs declaration 
To export goods, out of the European Union, a declaration must be carried out by the 
exporter. This declaration provides information on amount, nature, and value of goods to 
the statistical office for compilation of foreign trade data, and serves as an export control 
document. In some cases, an export license and/or a certificate of origin is also required 
to be attached. 
 
If the customer carries out this export declaration himself, it carries no risk for the LSP. At 
least, that is how it is perceived at the concerned LSP. Although the LSP may not be the 
exporter and therefore has no responsibility, a LSP is still involved in the supply chain and 
therefore still carries a small risk. This small risk is mainly about reputational damage. 
Besides that, when a third party carries out the export documents, the LSP will not have 
any visibility on denied party screening (DPS). Currently, at the LSP, DPS is not 
continuously and structurally carried out, not on party or country level. However, the 
customs team screens on embargoes when a customer is set up. The management is aware 
of this weakness and an EU project is running to get DPS in place.  So, if the LSP is not 
involved in the customs declaration a risk of reputational damage occurs. 
 
The LSP has two options for the degree of liability concerning the customs declaration, 
direct or indirect, which is explained in Section 4.1. A small comment regarding direct 
representation is that with direct representation, the shipments are mostly carried by the 
internal carrier. This internal carrier, has an automated link (within their Customs 
application) with a DPS team in the US. So, besides the higher risk because of liability, no 
additional risk is occurring because of the missing DPS. 
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With indirect representation, an even higher risk arises because of liability on top of the 
risk of no DPS, because the LSP is not necessarily the exporter. Still, the LSP is liable. Thus, 
the customs declaration can be executed in three different ways; by the customer (no 
representation, low risk), direct representation (limited risk) and indirect representation 
(high risk). 
 
Invoice creation 
When an invoice is created internally, some extra steps must be conducted by the LSP. The 
invoice generation process is quite an error-sensitive process. For each dual-use product 
in a package an extra field for the ECCN should be filled in. The VLOOKUP function in Excel 
is used to fill the empty fields, so a manual search in the MPL for the ECCN needs to be 
done to fill the empty fields. In case the information is not available, the customer should 
be contacted. When the customer creates the invoice, no checks on the ECCN and license 
number are included. A check can be done at a later stage, the customs declaration, in case 
the declaration is performed by the LSP. But this is at a later stage, the products are at that 
moment probably already packed and maybe on transport. Besides that, the declaration 
may not even be made by the LSP. The liability at the invoice creation follows the same 
principle as the customs declaration. The invoice can be created by the customer which 
results in a situation with the lowest risk. The invoice can also be created by the LSP, both 
by direct or indirect representation. In the case of this LSP, no customers are indirectly 
represented. 
 
ECCN on packing list 
This risk is already part of an answer to one of the research questions, which was about 
the gaps to be filled in the process of dual-use shipments. One of the gaps to be filled is to 
include a dual-use statement on intra-community shipments. The regulation (EC) 
428/2009 states that dual-use shipments within the customs community should also 
contain a dual-use statement on the invoice or packing list. The regulation states the 
following: “The relevant commercial documents relating to intra-Community transfers of 
dual-use items listed in Annex I shall indicate clearly that those items are subject to 
controls if exported from the Community. Relevant commercial documents include, in 
particular, any sales contract, order confirmation, invoice or dispatch note” (“Regulation 
(EC) No 428/2009,” n.d.). Because the LSP is not creating an invoice for intra-Community 
transfers, it is necessary to make an indication on one of the commercial documents, 
which would be the packing list for this LSP. The question about this statement on intra-
community transfers was raised by the LSP and as already thought, it is necessary. 
However, the LSP is not doing it for all customers, only for one customer to be exact. So, 
for shipments inside the European community the LSP is taking a risk. In Appendix IV is 
shown how this statement looks for the one customer it is done for. 
 
With the knowledge of the required statement on the commercial documents, should be 
determined whether the statement that the LSP makes on the packing list is good enough. 
Therefore, some different custom brokers were approached like: “Customs knowledge” 
and “Eden Integrity Associates,” the last one, respectively, answered the following: “The 
requirement is not intended to be just a generic disclaimer. The onus is on anyone 
exporting goods to do a full and diligent check on each specific item to determine if they 
are dual-use goods. If they are then as it says the relevant commercial documents must 
make that declaration to warn the recipient that exporting them outside EU would trigger 
the requirements for obtaining the relevant export licence. So, it should apply specifically 
to each consignment, order and package.” The interpretation of Customs Knowledge is 
that, in case it is about a dual-use shipment, the commercial documents must show that it 
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is about a dual-use shipment and therefore, export checks are performed and (probably) 
a license is required for the export of those goods.  These, off course, are the answers of 
commercial parties seeing business opportunities, but it shows the difference of how the 
regulation can be interpreted and because penalties are not fixed, the thin line the LSP is 
acting on. So, the LSP, to be sure of being compliant, should adjust their processes to be 
able to label dual-use intra-community transfers. For now, it’s assumed that a risk occurs 
for the LSP concerning intra-community transfers, the way the LSP can mitigate this risk 
will be discussed later. 

Up to date ECCN in MPL 
The most important decision variable defined in the documentation of the LSP from 2015 
was the possibility for sending a pre-alert to the carrier. However, the possibility of 
sending a pre-alert to the carrier depends on whether the LSP is in possession of the ECCN 
of the products to be send. A pre-alert can be send when an ECCN is known by the LSP and 
when is noted that it is about a dual-use good, of which the ECCN is the indicator. So, if the 
customer doesn’t include the ECCN in the MPL, it is not possible to send a pre-alert and 
thereby eliminates the possibility for additional controls. Consequently, the risk of non-
compliance increases. To prevent for failures because of outdated or incorrect 
information, it is also important to have an up to date MPL. The MPL of all customers is 
included in the setup at the LSP, but a structural approach for keeping those MPL’s up to 
date is missing. For most customers, the MPL is updated every month. However, this is 
mostly because of new parts, existing parts are mostly not checked or updated. This 
should be done, because the ECCN is depends on the HTS code. The description of HTS 
codes changes every now and then, which can influence the ECCN (“Trade Compliance - 
Maxim,” n.d.). 
 

5.3 Risk impact assessment and prioritization analysis 
The proposed way of rating the risk impact after the heated discussion in the workshop 
included the severity index that is being used in the UK and is explained in Section 4.2. The 
attendees agreed to go on with this system, however an agreement about the different 
situations a variable could lead to is still needed. After a new discussion is decided to 
assess the impact based on the first stage of the UK penalty system. Evaluation of the 
nature of the known errors shows that the incidents are more comparable with the 
situations described in the first stage. For example, if the LSP creates the invoice, a typo 
could be made in completing the license number, this could lead to the second offence in 
Table 2. The second offence is: the exporter exercised reasonable care but failed to do all 
that could be expected (e.g. presentation of an incorrect license when a correct license is 
held). Subsequently all risks are rated, the conclusion of each is that it could lead to the 
same offence. So, every risk has the same impact, however, it is agreed that not the risk 
makes the difference in impact, but the liability does. To distinct the liability, multipliers 
are included. These multipliers are easier to agree on, because the expert panel that is 
involved in the workshop earlier, agreed on the fact that certain outcomes have a worse 
influence than other, especially when it concerns liability. The weighting has become a 
low/middle/high risk scale. The risks will be prioritized in accordance to the liability. 
Thus, the person or mode by which the variable is executed is considered decisive for the 
impact. The variables “customs declaration” and “invoice creation” can be executed in 
three different ways of liability:  

• Customer (x1) 
• Direct representation (x2) 
• Indirect representation (x3) 
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Behind each variable outcome a multiplier is stated. This multiplier is related to the 
liability of the LSP and therefore increases the risk. Table 3 provides an overview of the 
different risk situations. The risk score range goes from five, five times a situation with 
the lowest risk, to twelve, two times three points and three times two points. So, in case 
of a scenario that scores five points, the impact is very low and in case of a score of twelve, 
the impact is very high. The first column describes the type of variable, the second column 
states the offence, which is the second offence from Table 2 and which is for all variables 
the same as explained earlier. The corresponding impact is given in the third column, 
which is logically also the same for all variables, however in the fourth column a 
differentiation is made by the multipliers that are related to the liability. For the first two 
variables, three different types of liability result in three multipliers. For the other three 
variables applies a better or worse situation and those variables are therefore described 
in a yes or no situation with corresponding multipliers (“yes” for the better option and 
“no” for the worse respectively). The third variable is described as “WMS 1 as WMS” which 
means that in case WMS 1 is used, it’s a “yes” and if not, it is a “no”. The possible scores are 
given in the fifth column. 
 
Table 3. Overview of risk score possibilities 

 
Now all risks are ranked, different scenarios arise of which the results can be found in 
Appendix V. Appendix V includes all possible scenarios with the five different variables, of 
which some have three and some have two possible outcomes. This gives 72 possible 
scenarios.  
 

5.4 Risk mitigation planning, implementation and progress monitoring 
In this chapter, the operational processes and risks have been analyzed with respectively 
flowcharts and a workshop.  This workshop was also used to validate the processes. Both 
risks and processes have been brought together in the impact assessment and the 
prioritization analysis. This resulted in five variables that influence the state of 
compliance. 
  
In the current situation, no risk mitigation planning or any procedure is developed in case 
of any incident related to a dual-use shipment. When an incident occurs in the process, it 
mostly ends up at OSG (operations support group) or at BSC (business support center). 
Those teams will contact the customer and try to fix the problem. In case the parts have 
already left the warehouse, the customs team will take care. As said, for both situations, 
no procedures have been determined and it’s also unknown how much time or effort it 
costs to make sure a shipment can continue. This ignorance makes it very hard to 

Variable 
Offence 
nr. impact representation Score 

      no direct indirect   
-Customs 
declaration 2 1 *1 *2 *3 1-3 
-Invoice creation 2 1 *1 *2 *3 1-3 
      yes no   
-WMS 1 as WMS 2 1 *1 *2 1-2 
-ECCN on packing 
list 2 1 *1 *2 1-2 
-Pre-alert possible 2 1 *1 *2 1-2 
Total           5-12 
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determine any bottlenecks or KPI’s in the risk mitigation process and above all, it’s not 
possible to measure and monitor any KPI’s. If the concerned LSP would start logging the 
incidents and actions following up in this process, it will be possible to say anything about 
the performance.  
 
For one customer of the LSP, customer I, which has by far the most dual-use shipments of 
all customers, a check afterwards is performed. This check afterwards is another example 
of a mitigation strategy.  This is visualized in the process flow of the WMS 2 operation in 
Figure 12. At the end of each month, the LSP sends the documentation of all shipments to 
this customer and the customer presents his information next to it. This data is being 
compared using the VLOOKUP function in excel. If any inconsistencies in for example 
ECCN or license numbers are found, this will be reverted to the customer and to the 
customs authorities. By carrying out this kind of checks, the LSP demonstrates a proactive 
attitude and the LSP shows that everything is done in his power to be compliant.  
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6. Quantitative analysis 
 
The way in which the quantitative analysis will be conducted is already partially 
explained. The RMA (Risk Matrix Approach) will be used for the quantitative analysis. This 
approach is based on the formula of equation 1: 

 
𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 = 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 × 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝐼𝐼𝑃𝑃𝑅𝑅𝑃𝑃𝑅𝑅𝐼𝐼𝑃𝑃 

 
The impact dimension is already discussed in Section 4.5 and applied to the risks in 
Chapter 5. The other dimension, probability, will be elaborated on in the coming section. 
 

6.1 Incident based analysis 
While identifying the risks, the data has already started. However, very little data with 
regard to dual-use incidents and the consequences of the incidents is available. Only for 
one customer, customer I, it is known how many incidents have occurred in the past few 
years. These incidents are not even incidents that have led to fines or other consequences, 
but they could be described as “near misses.” However, these “near misses” were taken 
very seriously, since the management was involved and a potential loss of authorizations 
was spoken of. For other accounts “a few” or “minor” incidents are the answers that are 
given by the responsible people for that account. Table 4 gives an overview of the 
acquainted incidents for that single customer. In the years 2015 and 2016, 237 shipments 
were processed of which 63 went wrong. For each type of incident, a description and cause 
is given. The incidents are also categorized to a variable which is related to the cause of 
the incident. 
 
Table 4. Acquainted incidents of a single customer 

 
 
The amount of failures could be extrapolated over the other customers with the same 
setup and liability, because these customers can experience similar failures. But because 
those other customers do not have the checks afterwards it is unknown if this 
extrapolated amount makes sense. Though, the responsible manager of those accounts 
thought these incidents do happen to these customers as well. Still, the only way to 
extrapolate would be percentagewise, this would give the same results as the scenario 
analysis that is conducted in the next section and is therefore not of any added value. What 
can be said, based on Table 4, is that a striking number of incidents is related to the 
customs declaration. The following five causes of complaints in warehouse were found by 
Wang, Piaw, & Bazaraa (2002): “wrong label (18%), later or wrong delivery (45%), 
damaged cargo (18%), input error (12%) and system error respectively (7%)” (Wang et 
al., 2002). If the “wrongly used license number” is categorized as “wrong label” or as “input 

shipments percentage Description Cause Category
237 100% total shipments

5 2,11%
Times used license number for other 
customer.

the root cause is a fault made by the 
person who created the declarations. Customs declarations

51 21,52% Times wrongly used license number 
the root cause is a fault made by the 
person who created the declarations. Customs declarations

2 0,84% Times not shipped. Unknown \

2 0,84%

Times no license number provided on 
the invoice, used the license which is 
approved for the destination country 
and ECCN number

the root cause is a fault made by the 
person who should have created the 
invoice. WMS & Invoice creation

1 0,42%
Time no dual-use declaration 
created. Unknown \

2 0,84% unknown Unknown \
63 26,58% total failure rate
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error,” the concerned LSP is performing quite bad with a relative large amount of the total 
failures (56 out of 63). However, considering “later or wrong delivery,” the LSP is 
performing better with only 2 out of 63 “times not shipped.” Subsequently, is decided not 
to focus anymore on the incidents, because the available data is just too little. The lack of 
structured documentation, except for this ad hoc documentation of a single customer, is 
the reason of this little amount of available data. With the risk variables described in 
Chapter 5, a richer way of analysis has been developed.  Therefore, from now on the 
probability of the risk will be approached from another point of view. Instead of the 
number of incidents, the number of shipments that is exposed to the risks will be used as 
probability dimension of the formula. The probability dimension of the risk formula will 
be expressed as the number of shipments and the risk will be named exposure. Practically 
this leads to the following formula: 
 
Equation 2. RMA; exposure formula 

𝐸𝐸𝑥𝑥𝐼𝐼𝑃𝑃𝑅𝑅𝑥𝑥𝑃𝑃𝑥𝑥 = 𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼𝐼 × 𝑁𝑁𝑥𝑥𝐼𝐼𝑃𝑃𝑥𝑥𝑃𝑃 𝑃𝑃𝑜𝑜 𝑅𝑅ℎ𝑅𝑅𝐼𝐼𝐼𝐼𝑥𝑥𝑖𝑖𝐼𝐼𝑅𝑅 
 
Accordingly, information about the number of dual-use shipments and the number of 
items is collected, because a single package can include multiple dual-use items. This 
information is retrieved from the account managers of each customer. Not all shipments 
are necessarily subject to all risks, therefore a few variables are added in this data 
collection. A split is made in EU/non-EU shipments, this split is interesting to consider 
because of the dual-use statement that should be on the intra-community shipments. This 
split is also important for the variables invoice creation and ECCN on packing list, because 
with intra-community transfers no invoice is created or export declaration is carried out.  
Accordingly, another variable is added, which considers the destination of the shipment. 
In case it is a replenishment shipment, the package will not leave the LSP’s system. 
Therefore, it is not necessary to send any additional dual-use statement when it is about 
an intra-community transfer, because when the product is packed and scanned in another 
warehouse the WMS will show an ECCN number. On the other hand, in case it is a shipment 
to an end-user, this end-user should be noticed about the fact that those items are subject 
to controls if exported from the Community.  
 

6.2 RMA based analysis 
Having the different scenarios and all the customer information, a closer look can be taken 
at the scenarios that are occurring at the LSP and their impact. As explained before, in 
Section 5.2, 72 unique scenarios are identified. The LSP has only 12 customers in the 
Netherlands, which is the country in scope, but which actually also covers almost all 
customers in the EU that have dual-use goods (in the EU are only a few more customers 
present with dual-use goods, of which most are located in Germany). So, a maximum of 12 
different scenarios are applicable to this case. However, some of the customers have been 
set up in the same configuration. In the end, 7 unique scenarios are applicable to the LSP, 
as can be seen in Table 5. Notice that the sum of the risk points for I is 9, however for 
customer I, an exception applies. For customer I, a check afterwards is made in the process 
as explained earlier in Section 5.5. Because of this pro-active check it would give a wrong 
impression if the full amount of impact is appointed. Therefore, it is decided in 
consultation with the responsible people to decrease the risk score for WMS with 1, this 
gives a total impact score of 8.  
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Table 5. Customer setup scenarios 

 
 
In the Table 5 all customers are shown with the scenario that is applicable to the 
concerned customer. The seven scenarios that are applicable for the LSP are shown, the 
other 65 scenarios can be found in Appendix V. Table 5 shows the variables and the total 
impact factor for each scenario. Table 6 provides an overview of the number of shipments 
for each customer, filtered per scenario. The amount of shipments is based on six months 
of data, every quantification from now on is based on a six-month period. A differentiation 
is made in the type of shipments (EU, non-EU, etc.) because some variables only have 
impact on certain shipments, as explained in both risk identification and the collection of 
data.  
Table 6. Number of shipments per scenario 

 
 
Figure 14 gives a visualization of this table, it shows the exposure of risk for the different 
scenarios. In theory, when assessing historical events, this could be quite a 
straightforward and quantitative method. In business, it could be a rather subjective 
process relying on experts’ judgments (Norrman & Jansson, 2004). In the case of dual-use 
shipments, the probability or exposure is quite objective, because it is based on existing 
data about the number of shipments and the amount of failures. However, the impact 
aspect of this method is very subjective because the rating of the impact is depending on 
the opinions of experts.  
 
The X-axis of Figure 14 represents the impact factor and the Y-axis represents the 
percentage of shipments for each scenario. Figure 14 is a relative visualization of the 
scenarios occurring at A LSP that carry the highest risk exposure. It is relative because of 
the comparison is made between the different scenarios at the LSP. Although it is relative, 
it is pointing out the better and worse performing scenarios. 
  

Customer
Customs/export 
declaration done by:

Commercial invoice 
created by: WMS:

Dual-use statement 
on packing list:

Pre-alert to carrier 
possible scenario Risk score

A None None 2 No Yes 1 7
B None None 2 No Yes 1 7
D None None 2 No Yes 1 7
H None None 2 No Yes 1 7
J None None 2 No Yes 1 7
C None Direct 2 No Yes 2 8
E Direct Direct 1 No Yes 3 8
F Direct None 2 No Yes 4 8
L Direct None 2 No Yes 4 8
G Direct Direct 2 No No 5 10
I Indirect Direct 2 Yes Yes 6 8
K Direct Direct 2 No Yes 7 9

Customer scenario Risk score
Total dual-use 
shipments EU shipments EU end-user EU replenishment non-EU shipments

A 1 7 74 71 71 0 3
B 1 7 39 39 38 1 0
D 1 7 1369 1240 445 795 129
H 1 7 344 240 100 140 104
J 1 7 21 20 13 7 1
C 2 8 51 48 48 0 3
E 3 8 9400 7231 2904 4327 2169
F 4 8 1797 1327 1307 20 470
L 4 8 14 14 14 0 0
G 5 10 30 27 26 1 3
I 6 8 20709 19827 11510 8317 882
K 7 9 419 318 318 0 101
Total 34267 30402 16794 13608 3865
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Figure 14. Exposure matrix per scenario 
 
Figure 14 shows the output of the RMA for the different scenarios at the LSP. The scenarios 
are mostly on the left half of the matrix. As explained in Section 4.3, each quadrant has its 
own mitigation action. This means for the scenarios in the lower left quadrant, including 
scenarios 1, 2, 3 and 4, that they can be tolerated for now. Scenario 5 and 7, in the lower 
right quadrant, should be transferred. However, it should be noticed that the occurrence 
of these scenarios is very low. The real eye catcher is scenario 6, with about 60% percent 
of the shipments it has a high occurrence and a medium risk level. Scenario 6 should be 
treated by use of a mitigation plan. 
 

6.2.1 Analysis per account 
Some accounts are clustered in a scenario. However, a customer based matrix would give 
the same results as the scenario based matrix, it is a straight conversion between the 
scenarios and customers. When the LSP starts improving continually, this visualization 
will start being useful in case the differences between scenarios are getting smaller and it 
starts being useful to consider the single accounts. For now, the only added value would 
be for the LSP to be able to easily see which customer has the biggest exposure to a certain 
risk. 
 

6.2.2 Analysis per variable 
In a previous section it is examined which scenario is most exposed to risks, in contrast to 
an analysis per customer, an interesting point of view is to look into which variable has 
the biggest impact.  To perform an analysis of the variables, only the six variables that 
could be improved are considered. Only six variable outcomes can be improved because 
indirect invoice creation is not applicable to the LSP. Table 7 gives an overview of the risk 
points and the percentage of shipments that are applicable to a variable.  
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Table 7. Risk points per variable 

 
 
The variables are plotted in the same way as the scenarios were, the exposure is the total 
impact times the shipment percentage. The percentages are the amount of shipments that 
is exposed to that particular variable, the sum of the percentages is logically always equal 
to 100%, because shipments are always subject to a certain outcome of a variable. Again, 
the variables are spread across the quadrants.  
 

 
Figure 15. Exposure matrix per variable 
 
In Figure 15, it can be seen that the variables are very scattered over the exposure matrix. 
In the lower left quadrant are two variables located, which are the variables that are 
tolerated, which is remarkable because the variable “No pre-alert” was in the old 
documentation of the LSP mentioned as most important to ensure compliance. Two 
explanations are possible; This risk has already been mitigated very well or it isn’t as 
important as thought. The other variable, “No ECCN statement,” has earlier been explained 
as a significant risk, but might not be as important as thought, related to the other 
variables, because the amount of shipments is not that big. The variables “direct CI,” 
“direct CD,” and “WMS 2” are all in the upper left quadrant, which means they should be 
treated. Outstanding is the variable “indirect CD”, which scores three risk points. 
According to the model of Adriansyah (2014) should this situation be transferred. 

Variable impact EU-shipments impact2 non-EU sh impact3 total impact shipments Exposure
Customs Decl. 3865
No 1 N/A 240 1 1 6,21% 0,0621
direct CD 2 N/A 2743 2 2 70,97% 1,4194
indirect CD 3 N/A 882 3 3 22,82% 0,6846
Invoice 3865
No 1 N/A 707 1 1 18,29% 0,1829
direct CI 2 N/A 3158 2 2 81,71% 1,6342
indirect CI 3 N/A 0 3 3 0,00%
WMS 30402 3865
WMS 2 2 23171 2 1696 2 2 72,57% 1,4514
WMS 1 1 7231 1 2169 1 1 27,43% 0,2743
dual-use packing list 16794
yes 1 11510 1 N/A 1 68,54% 0,6854
No ECCN statement 2 5284 2 N/A 2 31,46% 0,6293
pre-alert possible 30402 3865
Yes 1 30375 1 3862 1 1 99,91% 0,9991
No pre-alert 2 27 2 3 2 2 0,09% 0,0018
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6.3 Tool development 
The figures shown in the previous sections are made with the tool that is developed for 
the LSP. The tool shows exactly which scenario and with that, which customer, are mostly 
exposed to risk with regard to dual-use shipments. It also shows which variable is 
responsible for the biggest exposure. This enables the LSP to continuously monitor their 
dual-use status and exposure to dual-use related risks. Besides monitoring, it also enables 
the LSP to effectively improve their compliance situation by pointing out the scenario or 
variable that is responsible for the biggest improvement. 
 
The setup of the dashboard is as follows: first, an overview of the customers is given, 
sorted by scenario. For each customer, the setup can be selected by drop down lists for 
the different variables. The impact factors are related to the setup of variables and by 
filling in the expected amount of shipments, EU (end-user or replenishment) and non-EU, 
the RMA will show the place of this customer (or scenario) in the matrix. If the setup is the 
same as the customer of which the incidents are known, a rough estimation of the 
extrapolated number of incidents could also be included. This gives an indication whether 
it would be useful to include a check afterwards or not. Figure 16 shows a screenshot of 
what the tool looks like. 
 

 
Figure 16. Dashboard screenshot 
 
If information would be available about the costs related to compliance, the tool could 
easily be extended with this as well. The only costs that could be related now are the costs 
of the check afterwards for customer I, which costs two days for a single employee each 
month. If this information is known for every customer a tradeoff can be made between 
the costs of making sure to be compliant and being exposed to a certain risk. 
 
Another extension could be to include error prediction. When the LSP starts collecting 
more data, concerning dual-use shipments and incidents it will give many opportunities 
for predictive modelling. Meel et al. (2007) exploit a database of companies in the 
chemical industry to model the rate of occurrence of incidents in various chemical and 
petrochemical companies using Bayesian theory. They formulate probability density 
distributions of the causes (e.g., equipment failures, operator errors, etc.). This could also 
be applied to the variable this LSP is dealing with. After that Meel et al. (2007) apply 
Bayesian techniques to provide posterior estimates of the cause and failure probabilities. 
The modeling, validation, and prediction accuracies are checked by cross-validation 
techniques. Furthermore, what also could be applicable for this LSP, extreme value theory 
is used for consequence modeling of rare events. Distributions are formulated for events 
over a threshold value, which could be compared with the trade-off the LSP is facing about 
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the costs of being 100% compliant. Thus, the situation of this operational risk assessment 
in the chemical industry can be compared to the situation of the LSP, with different 
customers instead of companies. 
 
To be able to extend the tool with the possibilities mentioned in the last paragraph, more 
data is required. The LSP should start with executing checks afterwards, as is done for 
customer I. This will provide them with insights in incidents or near misses in their entire 
portfolio of dual-use shipments. Accordingly, the LSP should start capturing information, 
time and costs related to the troubleshooting of the incidents. With this information, the 
incident based analysis of Section 6.1 could be extended company wide and will enable 
the LSP to get a better understanding of the causes of incidents. Thereafter, if the LSP 
compiles some KPI’s regarding dual-use performance, for example time and costs related 
to troubleshooting, their internal operational performance could also be measured, 
structured and improved. 
 

6.4 Results and mitigation strategy 
From the incident based analysis could be concluded that the LSP is performing very 
moderately on labeling or paperwork related activities with regard to the performance 
described by (Wang et al., 2002). This corresponds to the risk matrix in Figure 15 about 
the variables. In which both direct customs declaration and direct invoice creation are 
found in the upper left quadrant. According to Adriansyah (2014) these risks should be 
treated by executing some mitigation plan such as tightening the internal control, 
implementing the system or improving the process. 
 
Looking further at the RMA, which resulted in some different visualizations of the risks 
the LSP is exposed to, multiple scenarios or variables could be improved by some 
mitigation strategy. Overall the direct representations should be treated, this could be 
done by creating more internal control to avoid the liabilities, which are the cause of the 
high impact. The indirect customs declaration should be transferred, the LSP should 
insure or get rid of this type of liability. One more variable to treat remains, WMS 2. 
Although it is not possible to switch an up and running WMS, in this case from WMS 2 to 
WMS 1, it points out that some improvements are desirable. The WMS should be improved 
or better implemented, because during this research, it is said multiple times that WMS 2 
has the same functionalities as WMS 1. It is most important to get rid of the manual steps 
that are executed in the process of WMS 2.  
 
The scenarios that are not tolerated, scenario 5 and 7, in the lower right quadrant and 
scenario 6 in the upper left quadrant will automatically improve after improving the 
variables. However, considering the scenarios, the biggest improvement can be made by 
improving scenario 6, with about 60% percent of the shipments it has a high occurrence 
and a medium risk level. Scenario 6 should be treated mostly by tightening internal 
controls and improving the processes (mitigate liability and manual tasks). 
to continuously monitor the compliance situation  
The developed tool will enable the LSP and variable improvements. Because it is all very 
relative, the tool will always point out which variable or scenario is next to improve. For 
example, if indirect representation would be abandoned, another variable may be placed 
in the lower right quadrant by the RMA. This other variable is then the one that should be 
improved by the LSP. By continuously improving with help of the tool a situation is created 
as in the proposed evaluation framework by Kayakutlu & Buyukozkan (2011) as shown 
in Figure 4.  



54 A Risk analysis of dual-use compliance at a Logistics Service Provider  

6.5 Validation of results at the company 
To validate the results about the compliance situation a presentation is held in which the 
complete research, including results, is presented to the company. At the presentation, the 
participants of the workshop were present again, but also several people from the 
management and other departments, who had not previously been in contact with this 
study. After the presentation, the results are discussed to validate whether these results 
make sense and to discuss how this research will contribute to the compliance situation 
in the future.  
 
The overall trend is that people are very pleased with the research, they agreed with the 
results. Especially about the automation of the warehouse management systems is 
generally agreed upon that it could be improved, not only related to dual-use shipments 
but also for other types of shipments. Immediately after a discussion started regarding the 
costs and benefits of such an IT investment. Unfortunately, this study is not able to offer 
any insight on that topic, because of the lack of information about costs related to dual-
use compliance. The trade-off about the costs and benefits of such an investment could be 
interesting when more information is available. Both variables related to liability, on 
which is agreed that they expose the company to a certain amount of risk, also led to a 
discussion because the way of representation can’t be changed from the one to the other 
day. However, it is concluded that a slightly different approach already could lead to some 
improvements. Moving on, some questions are raised regarding the kind of data the 
company should start to collect to be able to make a more detailed analysis.  The answer 
to this question can be answered the same as discussed in Section 6.3 about the data 
required to extend the tool. The last point of discussion was about the ECCN on the 
commercial documents for intra-community transfers and how this should look like. But, 
since this study is not a law related study is decided not to research that issue. Overall the 
company is happy with the results and they intend to start using both deliverables, 
playbook and compliance tool.    
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7 Conclusions and recommendations 
This chapter summarizes the results of this study and the research questions as stated in 
Section 1.4 will be discussed. The limitations of the research will be discussed in Section 
7.2 together with the future research directions and the chapter will be concluded with 
the relevance of this study.  
 

7.1 Answers to research questions 
The first research question to be answered is about the requirements of being compliant. 
This question is mostly covered in the playbook, which is one of the deliverables of this 
study. Another point of attention that came forward while going through the requirements 
for compliance is the ECCN statement that should be included in the commercial 
documents in case of intra-community transfers. Such a statement is not included now. 
The actions per quadrant are explained in Section 4.4. 
 
The second research question is about how compliance could be measured. A scale, rating 
or criterion to measure compliance does not exist. This study used the risk matrix 
approach to measure the degree of compliance based on two factors, impact and 
probability or as in a later stage was used, the number of shipments that is exposed to risk. 
This approach resulted in different matrices, depending on the point of view, in which 
different outcomes are located, based on the location in the matrix could be said which 
outcome requires a particular approach.  
 
The internal influences on dual-use compliance are discussed in the third research 
question. The influences are identified by two different methods, the operational 
processes are examined by flowcharts and the more tactical risks are identified by a desk 
research and discussed and validated during a workshop with an expert panel. In total 
five risks were identified and validated. The following five risks are determined: 
representation for customs declaration, representation for invoice creation, manual steps 
in WMS, ECCN statement on commercial documents for intra-community transfers and 
possession of an up to date MPL related to the possibility of sending pre-alerts. The impact 
of these risks is determined by the UK penalty system, which is the only public made 
system and considering the penalties comparable to the Dutch system. Another factor that 
is taken into consideration by determining the impact is the liability. 
 
The fourth research question is about the current performance regarding dual-use 
compliance. As explained the performance will be measured with use of the Risk Matrix 
Approach. This approach consists of two parts; impact and probability resulting in a score. 
The impact dimension is determined by the UK penalty system, which gives points to 
offences related to their seriousness. A multiplier is added because of the perceived risk 
that comes with possible (in)direct representation of the customer by the LSP. The 
probability dimension is expressed by the number of shipments that is exposed to a 
certain risk. Multiplying both dimensions, according to the risk formula, leads to a score 
in the exposure matrix.  Two matrices were made, a matrix based on the different setup 
scenarios that are applicable to the LSP and one based on the risks. The matrices show the 
scores per scenario or variable, respectively, by their location in the matrix. Three 
scenarios require some improvements. The variables related to (in)direct representation 
and the manual steps in WMS 2 are responsible for the biggest risk exposure.  
 
The last research question is about the possibilities to improve the compliance, which 
logically results in several recommendations. The first recommendation to prevent 
penalties is to act regarding the dual-use statement on the relevant commercial 
documents for intra-community transfers. The LSP should decide for themselves whether 
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they want to implement it fully, as the customs broker advised. In the ideal situation, a 
dual-use package that is being transferred inside the union, should get a notification on 
one of the commercial documents (packing list), stating that it concerns a dual-use good. 
The statement should be item specific, instead of the current situation with customer I, for 
which a general statement is made on each package. The HTS code can be a trigger for this 
statement, this would be better than the ECCN number as trigger, because the ECCN is 
based on the HTS and as explained the HTS can change occasionally. 
 
The second recommendation is to improve the internal processes, especially the 
processes of WMS 2. It is most important to avoid the manual steps that are executed in 
the outbound process of WMS 2. Automation of these manual steps or checks would 
reduce the human error probability and thereby increase reliability. Reliability is, after all, 
one of the components by which the competitiveness of a LSP is measured (Yew Wong & 
Karia, 2010). The third recommendation, which is also based on the outcome of the RMA, 
is to tighten the internal control by disposing or changing the way of (in)direct 
representation. This liability factor in both customs declaration and invoice creation 
appeared to carry a highly-perceived risk exposure. Not only will an improvement of the 
representation lead to more internal control it will also result in less liability on the input 
of customers. However, the customs declaration representation cannot just be changed if 
this is the installed set-up. Though, the risk that the representation entails can be limited, 
for example, by insuring the risk. Recommendations two and three are both related to the 
near misses that are known, which are, compared to literature, way too many paperwork 
related failures. Improvements in the WMS will make sure less mistakes regarding license 
number can be made and improvements regarding liability will make sure that failures 
have less impact in terms of consequences for the LSP.  
 
The fourth recommendation is related to the lack of data regarding dual-use incidents and 
near misses. Insufficient data was available to make a quantitative model, therefore the 
LSP should start keeping track of dual-use related incidents and make this information 
accessible to work with. The LSP will then be able to more specifically know at which stage 
in the process the errors arise. This will give the LSP the opportunity to more precisely 
tackle the cause of the incident. Moreover, it will enable the LSP to determine the time and 
costs that are concerned with solving the issues. Accordingly, some KPI’s can be 
determined about the time and costs to “repair” but for example also about the delay of a 
package. Standardization and preserving data about dual-use incidents can help to 
conduct some predictive modelling techniques and make an estimation of extra costs 
related to incidents. In the end, it will even enable the LSP to make the trade-off between 
the costs of being 100% compliant and not being 100% compliant resulting in some 
exposure to risk with a possibility of fines or even loss of shipping licenses.  
 
A last recommendation, that did come forward very late in the process analysis, is to 
develop a structural approach for denied party screening, but this issue is already being 
addressed at the management. Until a structural approach is implemented, it is important 
to pay attention to this issue. 
 
Based on the research questions it is possible to draw an overall conclusion. This research 
proposes a theoretical guide to compliance and a quantitative research model to analyze 
the current state of compliance and exposure to risks related to dual-use shipments for a 
logistics service provider. The concerned LSP strives for a 100% compliant situation 
regarding dual-use. It can be concluded that some improvements need to be made to 
achieve a 100% compliant situation. The LSP has not received any fines for non-
compliance, recently but this does not necessarily mean that the LSP is 100% compliant. 
This study resulted in two deliverables based on the two main problems: 



57 A Risk analysis of dual-use compliance at a Logistics Service Provider  

• For new customers; make sure that new customers are 100% compliant before 
going live. 

• For existing customers; develop a model that gives insight in the current state of 
dual-use compliance with a limited amount of data. 

The first deliverable is a playbook which can be found in Appendix I. This playbook 
describes the dual-use regulation, the goal of the regulation, the different types of regimes 
regarding dual-use items and it concludes with a roadmap to compliance. In this roadmap 
is described in six steps how the LSP can ensure new customers are compliant at the 
moment of going live. The second problem is answered by the Risk Matrix Approach 
(RMA) that indicates which variables or scenarios require improvements. The second 
deliverable is a tool, based on the Risk Matrix Approach. This tool is developed for the LSP 
to continually monitor the compliance situation and be able to improve their exposure to 
risks with help of this tool. 
 

7.2 Limitations and further research directions 
The biggest limitation of this study is the absence of data at the LSP, which already has 
been discussed in detail and where more information could lead to. Not only at the 
company where this research was conducted, but in general very little is known about 
dual-use compliance. Therefore, it is not possible to compare dual-use related companies 
or literature. Because of this little amount of information related to dual-use incidents, it 
has become a very relative study. So, not only more data from the company itself but also 
from for example customs or other LSP’s, on the other hand, can be a future research 
direction as well. 
 
Another limitation was the law-related part of this study. I'm simply not a law student, so 
it is hard to say anything about the punishments related to dual-use. Especially because 
these penalties are determined by court it is hard to link the risks to penalties. A further 
research direction would therefore be to consider the dual-use compliance issue from a 
legal point of view. 
 
Besides this study related to dual-use, almost the same issues are going on related to 
waste management. It may be interesting to look to the relevance of this study related to 
waste management, maybe it corresponds or maybe it could be interesting to extend this 
study so it can also be used for compliance of waste management. 
 

7.3 Relevance 
This study is very relevant in multiple dimensions. To start, it is a very topical subject, 
with the UK leaving the European Union and the consequences this may have for intra-
community transfers. Since the UK is a big trading partner the Netherlands as for this LSP, 
the “Brexit” may have significant impact for shipments back and forth, also related to dual-
use. The tensions between the U.S.  and North Korea, but also considering IS, make sure 
that dual-use is being dealt with sharply.  
 
The relevance of this research also appeared in the interest of the employees of the LSP at 
which this study was conducted. They thought it was good that this subject was brought 
to light because it is always considered important, but in fact, too little was done. This is 
logical, as no major mistakes have been made, but given the penalties, this should not 
happen either.  
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Appendix I. Playbook 
List of abbreviations 
BIS  Bureau of Industry and Security 
CCL  Commerce Control List 
CD  Customs Declaration 
CI  Commercial Invoice 
EAR  Export Administration Regulations 
ECCN  Export Control Classification Number 
EU  European Union 
HTS  Harmonized Tariff Schedule 
IT  Information Technology 
LSP  Logistics Service Provider 
MPL  Master Parts List 
MTCR  Missile Technology Control Regime 
NSG  Nuclear Suppliers' Group 
OSCE  Organization for Security and Cooperation in Europe 
UAE  United Arab Emirates 
UN  United Nations 
US  United States of America 
WMD  Weapon of Mass Destruction 
WMS  Warehouse Management System 
 
Purpose 
Through the adoption of regulation 428/2009, both the EU as an entity and its individual 
Member States are committed to uphold international standards and obligations with 
regard to peace and security while also meeting the imperatives of trade facilitation. 
 
It should be noted that many of the requirements of regulation 428/2009 originate 
outside of the EU in the various international treaties, conventions, and export control 
regimes in which most or all EU member states participate. In this context, it can be 
observed that regulation 428/2009 principally ensures a common EU approach to the 
implementation of such externally-originating requirements. However, the European 
Union can and does go beyond these external commitments. The regulation creates a 
common policy and approach between member states on several issues including with 
regards to the legal basis of controls, control lists, definitions and interpretations. It also 
provides the legal basis for the implementation of export controls in member states where 
export controls cover the export, transit and transshipment of control goods and 
measures to control other goods based on end uses. 
 
The goal of this Playbook is to highlight important factors to consider when implementing 
a new customer or for the setup of a new product in a customer’s portfolio. The playbook, 
based on the flowchart given in Figure 1, displays the basic steps for this implementation, 
the following paragraphs about consequences and international point of view should give 
more feeling with thoughts behind the regulations about export controls.  
In Figure 17, a schematic overview can be found of the steps in this process of 
implementation regarding dual-use goods. Dual-use goods are part of a bigger group of 
goods, strategic goods. Two types of strategic goods can be defined, military goods and 
dual-use goods.  
 
Military goods; goods and parts produced to perform war actions:  
- Weapons and parts 
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- tanks and parts 
- Tear gas. 
- etc. 
Dual-use goods; goods and parts generally for civil use, but due to the nature or 
specifications suitable for military use, repression, torture, etc.: 
- Electronics 
- Chemicals 
- Parts  
- Software, designs, etc. 

 
Figure 17. Customer and new product implementation 

 
Explanation of customer and new product implementation flowchart 
The first step, being an exporter, is to ask the right questions to a potential customer. The 
question that should be asked first is if the customer is trading in strategic goods and 
specifically in dual-use goods. Another question to ask a customer is: What is your 
product? It is important for a customer to understand its product and to know what’s in 
it. Finally, there can be concluded whether the product is a dual-use product by Annex 1 
in the regulation or not. 
In case a product is not stated in a control list, it is not excluded a product is no dual-use 
good. The second question to ask is therefore: What is or could be the end use of the 
product? Items not listed in Annex I may still be subject to authorization when there could 
be a reason to believe that they are intended for use in connection with a biological, 
chemical, nuclear weapons or ballistic missile weapons program? Without reason to 
believe dual-use goods are in scope, the implementation can continue without considering 
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dual-use goods anymore. The next step is to look into the receiver. Exporters are generally 
prohibited from doing business with persons or entities if they are listed on the 
consolidated list of sanctions. The consolidated list of EU financial sanctions and 
consolidated list of persons, groups and entities are subject to EU financial sanctions. In 
case the receiver is on one of these lists the implementation should be ended. Otherwise 
there can be proceeded to the next question. 
 
The last question to ask a customer is about the destination of the shipments. Are you 
shipping to countries subject to a sanctions regime or arms embargo? Again, these 
prohibited countries are given in the consolidated list of EU financial sanctions. 
After asking the questions mentioned above, it is up to the customer to deliver an up to 
date “Master Parts List (MPL),” fully completed with the data that is asked for in Table 8 
below: 

Table 8. Master Parts List header 

 
Next to the MPL it is also the customer’s responsibility to apply for the right authorization 
and hand over a copy of the authorization to the LSP, so the LSP can use the correct license 
number on the shipments.  
 
Consequences for exporters 
In the next chapter, some important regulations for exporters are given. These regulations 
in combination with the principle overview and the flow chart, give a few important notes 
to comply with as an exporter. Observing the regulations, the most important thing for an 
exporter (and customer from the LSP) is to have the right authorizations. To get the right 
authorizations a customer should ask himself exactly the questions from the flowchart in 
Figure 17.  

a. What’s in the products? 
b. What’s the end goal of the product? 
c. To whom are you shipping? 
d. What is the destination of the shipment? 

These authorizations should be granted by the country where is exported from. After 
having the authorization, the exporter (or customer) should also have a control 
mechanism to control for the expiry date of the authorization. Authorizations are mostly 
valid for a year, so it’s important to start early obtaining a follow up authorization. At last 
it is important to keep detailed records of all exports, the specifications for these details 
are different per country, but the following points should definitely be possible to identify: 

a. The description of the dual-use items; 
b. The quantity of the dual-use items; 
c. The quantity of the dual-use items; 
d. Where known, the end-use and end-user of the dual-use items. 

International point of view 
The European Union is not the only implementer of export controls. Since 2004, all United 
Nation states have been required by UN Security Council Resolution 1540 to develop and 
maintain a system of export controls to prevent the proliferation of WMD and ‘related 
materials’, which can be understood as ‘dual-use’ goods in the context of the regulation 
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(“UN Security Council Resolution 1540 (2004) – UNODA,” n.d.). When evaluating the EU 
export control system, the US provides a comparable system, although the US is currently 
reforming it. The US is undertaking a system of export control reform, with an aim to result 
in a single control list, single IT system, single enforcement coordination capability and 
single licensing agency. The US authorities are also allowed to grant authorizations for 
longer periods, in the EU a license is only valid for a year, which saves many administrative 
burdens. However, a slight differentiation should be made in the ECCN. The product’s 
Export Control Classification Number (ECCN) on the Commerce Control List (CCL) 
identifies reasons for control which indicate licensing requirements to certain 
destinations. However, an item may fall under U.S. Department of Commerce jurisdiction 
and not be listed on the CCL – in this case, it will be designated as EAR99. EAR99 items 
generally consist of low-technology or consumer goods and do not require a license unless 
the proposed export is to an embargoed country, to an end-user of concern or in support 
of a prohibited end-use. Although the structure or format is the same, a differentiation 
should be made in numbers and product descriptions between the European ECCN and 
the US one. One of these differences is the EAR99 code, which isn’t a valid code in the EU, 
so for a LSP in Europe this should ring some bells. Overall can be said the is US more 
progressive in system developments, especially in working towards a centralized system 
(European Commission, 2014). The remaining countries can roughly be subdivided into 
two categories when it comes to export controls: members of the main export control 
regimes and countries that are not. The first category includes countries that are most of 
the manufacturers of high-tech goods. These countries are bound by the same 
international commitments as the EU, though implementation does vary. 
 
The second category, which includes states that are not members of the export control 
regimes, are mostly not manufacturers of dual-use goods. However, these states can still 
become involved in proliferation, although the risk is primarily from transit and 
transshipment of goods made elsewhere rather than from the export of domestically 
manufactured goods. These states are bound to implement export controls, including 
transit, transshipment and reexport controls, by resolution 1540, and some states are 
making substantial progress towards improving implementation, such as Malaysia and 
the UAE. Some countries are an exception to what is just mentioned. These countries are 
China, India, and the Eastern and South East European States. China, which is rapidly 
becoming a substantial producer of dual-use goods is only a member the NSG. From a 
European perspective, it is important that Chinese implementation of non-proliferation 
controls does improve given the country’s market significance to the European Union.  
 
India is another example substantial producer of dual-use goods that is not yet a member 
of one of the export control regimes. After the NSG passed an exemption to supply goods 
to India, the country has become increasingly sympathetic to the international export 
control regimes, and India recently applied to join the MTCR as its first step in joining all 
four of the regimes. Its system of control appears to be in keeping with international 
standards, although it has not yet harmonized its control lists with that of the export 
control regimes. 
Eastern and South-East European States, it is important, for the European Union, to have 
a plan in place for any country that joins the European Union to ensure that member states 
are also immediate member of the export control regimes (“E-STUDY Dual use 
workshop.pdf,” n.d.). 
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Roadmap to export compliance 
When spoken of authorities, the local authorities are meant. This can be the U.S. 
government, as well as several other governments and organizations like the United 
Nations and the European Union. 
 
1. Classify your products carefully 
Most commercial products are controlled by customs authorities, but only a small 
percentage of products require export licenses. Whether a license is needed is determined 
by technical characteristics, destination, end user and the product’s end use. Exporters are 
mostly familiar with the Harmonized Tariff Schedule (HTS), but less with the 
requirements that determine whether a product is controlled by customs authorities 
before export. First need to be determined if a product has a specific Export Control 
Classification Number (ECCN), which can be found in the Export Administration 
Regulations (EAR). If the product has an ECCN code, the EAR will state the reasons why. 
Some products do not have an ECCN code, but are subject to controls, these are the so 
called EAR99 products. “The majority of commercial products are designated EAR99 and 
generally will not require a license to be exported or reexported. However, if planned to 
export an EAR99 item to an embargoed or denied country, to a party of concern, or in 
support of a prohibited end-use, you may be required to obtain a license” (“Export Control 
Classification Number (ECCN),” n.d.). The EAR99 code is not a valid code in the EU, so for 
a LSP in Europe, it should ring some bells if the EAR99 code is attached to a product. It 
may indicate that the exporter does not know exactly what type of product he wants to 
export. 
 
2. Determine requirement of export license for destination 
The authorities prevent exports to certain countries without an export license for several 
reasons. For example, embargoes on countries like Iran and Syria for supporting terrorist 
activities. Exporters can use the ECCN codes and reasons, mentioned in step 1, to 
determine whether the export of their products is subject of restrictions to certain 
countries and to determine if a license is required.  An overview of national measures and 
embargoed (sanctions) countries are issued on regular intervals by the European 
Commission (“Dual use - Trade - European Commission,” n.d.). 
 
3. Screening of involved parties 
Besides the list of embargoed countries, the authorities issue lists of restricted parties to 
whom it is not allowed to export at all or only with a license, that includes products that 
are EAR99 or otherwise don’t require an export license based on the country of export. 
These parties can be persons, entities, businesses and other organizations. Those parties 
are identified as engaged in activities related to terrorism, drug trafficking or proliferation 
of WMD. Besides it’s not required for companies to check every export for these restricted 
parties, even the smallest exporters should perform these checks to prevent penalties. For 
checking both embargoed countries and restricted areas exist tools to control your 
transactions (Noah, 2014). 
 
4. Know your product; watch for red flags 
The exporter is responsible for knowing how the product will and can be used once they 
are exported. Harmless looking products can sometimes be used for unintended purposes, 
therefore some of the end uses are prohibited or require a license. For example, products 
containing nuclear, biological or chemical substances are forbidden to be exported to 
parties involved in the proliferation of WMD. Again, lists of so called “red flags” (products 
of which the end use may be prohibited) are issued by the authorities. Exporters should 
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be aware of orders that are not in line with the purchaser’s needs. The BIS (Bureau of 
Industry and Security; U.S. department of commerce) mentions an example of 
businessman who ordered several dozen replacement switches for a medical imaging 
machine. It is normal to order one, but not several dozen at a time. Later it turned out the 
switches were going to be used as detonators for nuclear bombs (“Red Flag Indicators,” 
n.d.). In such a case, the exporter should hold back until an export license is issued by the 
authorities. 
 
5. Deemed export 
Exporters should not only be aware of physical products, but also look out for exporting 
data by sharing plans or blueprints or allowance of visual inspection of products to foreign 
parties but the products do not leave the country. This is called deemed export and to 
perform this kind of transactions, the same procedure needs to be followed as for physical 
products. 
 
6. Documentation 
Exporters should retain copies of their documentation as well as the actual export 
documents that are generated for each shipment, whether they are outsourcing their 
export functions or not. They should keep it on site for five years. By doing so, compliance 
with the regulations can be demonstrated to the authorities or in case of violations it can 
be used as evidence of good-faith effort to comply, which can result in reduced penalties. 
This also applies to the transporter. 

Appendix II: Important regulations for exporter 
This appendix shows some relevant articles of the regulation EC 428/2009 for logistics 
service providers regarding dual-use shipments  (“Regulation (EC) No 428/2009,” n.d.). 
Especially the playbook is based on these articles. 

 
“Article 3 
1.   An authorization shall be required for the export of the dual-use items listed in Annex I. 

2.   Pursuant to Article 4 or Article 8, an authorization may also be required for the export 
to all or certain destinations of certain dual-use items not listed in Annex I. 
 
Article 4 
1.   An authorization shall be required for the export of dual-use items not listed in Annex I 
if the exporter has been informed by the competent authorities of the Member State in 
which he is established that the items in question are or may be intended, in their entirety 
or in part, for use in connection with the development, production, handling, operation, 
maintenance, storage, detection, identification or dissemination of chemical, biological or 
nuclear weapons or other nuclear explosive devices or the development, production, 
maintenance or storage of missiles capable of delivering such weapons. 

2.   An authorization shall also be required for the export of dual-use items not listed in 
Annex I if the purchasing country or country of destination is subject to an arms embargo 
decided by a common position or joint action adopted by the Council or a decision of the 
Organization for Security and Cooperation in Europe (OSCE) or an arms embargo imposed 
by a binding resolution of the Security Council of the United Nations and if the exporter 
has been informed by the authorities referred to in paragraph 1 that the items in question 
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are or may be intended, in their entirety or in part, for a military endual-usese. For the 
purposes of this paragraph, ‘military endual-usese’ shall mean: 

(a) incorporation into military items listed in the military list of Member States; 

(b)  use of production, test or analytical equipment and components therefor, for the 
development, production or maintenance of military items listed in the 
abovementioned list; 

(c)  use of any unfinished products in a plant for the production of military items listed in 
the abovementioned list. 

3.   An authorization shall also be required for the export of dual-use items not listed in 
Annex I if the exporter has been informed by the authorities referred to in paragraph 1 
that the items in question are or may be intended, in their entirety or in part, for use as 
parts or components of military items listed in the national military list that have been 
exported from the territory of that Member State without authorization or in violation of 
an authorization prescribed by national legislation of that Member State. 

4.   If an exporter is aware that dual-use items which he proposes to export, not listed in 
Annex I, are intended, in their entirety or in part, for any of the uses referred to in 
paragraphs 1, 2 and 3, he must notify the authorities referred to in paragraph 1, which will 
decide whether it is expedient to make the export concerned subject to authorization. 

5.   A Member State may adopt or maintain national legislation imposing an authorization 
requirement on the export of dual-use items not listed in Annex I if the exporter has 
grounds for suspecting that those items are or may be intended, in their entirety or in part, 
for any of the uses referred to in paragraph 1. 

6.   A Member State which imposes an authorization requirement, in application of 
paragraphs 1 to 5, on the export of a dual-use item not listed in Annex I, shall, where 
appropriate, inform the other Member States and the Commission. The other Member 
States shall give all due consideration to this information and shall inform their customs 
administration and other relevant national authorities. 

7.   The provisions of Article 13(1), (2) and (5) to (7) shall apply to cases concerning dual-
use items not listed in Annex I. 

8.   This Regulation is without prejudice to the right of Member States to take national 
measures under Article 11 of Regulation (EEC) No 2603/69. 
 
Article 8 
1.   A Member State may prohibit or impose an authorization requirement on the export 
of dual-use items not listed in Annex I for reasons of public security or human rights 
considerations. 

2.   Member States shall notify the Commission of any measures adopted pursuant to 
paragraph 1 immediately after their adoption and indicate the precise reasons for the 
measures. 

3.   Member States shall also immediately notify the Commission of any modifications to 
measures adopted pursuant to paragraph 1. 

4.   The Commission shall publish the measures notified to it pursuant to paragraphs 2 
and 3 in the C series of the Official Journal of the European Union. 
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Article 9 
1.   A Community General Export Authorisation for certain exports as set out in Annex II 
is established by this Regulation. 

2.   For all other exports for which an authorization is required under this Regulation, such 
authorization shall be granted by the competent authorities of the Member State where 
the exporter is established. Subject to the restrictions specified in paragraph 4, this 
authorization may be an individual, global or general authorization. 

All the authorizations shall be valid throughout the Community. 

Exporters shall supply the competent authorities with all relevant information required 
for their applications for individual and global export authorization so as to provide 
complete information to the national competent authorities in particular on the end user, 
the country of destination and the end use of the item exported. The authorization may be 
subject, if appropriate, to an end-user statement. 

3.   Member States shall process requests for individual or global authorizations within a 
period of time to be determined by national law or practice. 

4.   National general export authorizations shall: 

(a) exclude from their scope items listed in part 2 of Annex II; 

 

(b) be defined by national law or practice. They may be used by all exporters, 
established or resident in the Member State issuing these authorizations, if they 
meet the requirements set in this Regulation and in the complementary national 
legislation. They shall be issued in accordance with the indications set out in 
Annex IIIc. They shall be issued according to national law or practice; 

Member States shall notify the Commission immediately of any national general 
export authorizations issued or modified. The Commission shall publish these 
notifications in the C series of the Official Journal of the European Union; 

 

(c) not be used if the exporter has been informed by his authorities that the items in 
question are or may be intended, in their entirety or in part, for any of the uses 
referred to in paragraphs 1 and 3 of Article 4 or in paragraph 2 of Article 4 in a 
country subject to an arms embargo decided by a common position or joint action 
adopted by the Council or a decision of the OSCE or an arms embargo imposed by a 
binding resolution of the Security Council of the United Nations, or if the exporter is 
aware that the items are intended for the abovementioned uses. 

5.   Member States shall maintain or introduce in their respective national legislation the 
possibility of granting a global export authorization. 

6.   Member States shall supply the Commission with a list of the authorities empowered 
to: 

(a) grant export authorizations for dual-use items; 

 

(b) decide to prohibit the transit of non-Community dual-use items under this 
Regulation. 
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The Commission shall publish the list of these authorities in the C series of the Official 
Journal of the European Union. 
 
Article 20 
1.   Exporters of dual-use items shall keep detailed registers or records of their exports, in 
accordance with the national law or practice in force in the respective Member States. 
Such registers or records shall include in particular commercial documents such as 
invoices, manifests and transport and other dispatch documents containing sufficient 
information to allow the following to be identified: 

(a) the description of the dual-use items; 

(b) the quantity of the dual-use items; 

(c) the name and address of the exporter and of the consignee; 

(d) where known, the end-use and end-user of the dual-use items. 

2.   In accordance with national law or practice in force in the respective Member States, 
brokers shall keep registers or records for brokering services which fall under the scope 
of Article 5 so as to be able to prove, on request, the description of the dual-use items that 
were the subject of brokering services, the period during which the items were the subject 
of such services and their destination, and the countries concerned by those brokering 
services. 

3.   The registers or records and the documents referred to in paragraphs 1 and 2 shall be 
kept for at least three years from the end of the calendar year in which the export took 
place or the brokering services were provided. They shall be produced, on request, to the 
competent authorities of the Member State in which the exporter is established or the 
broker is established or resident. 
 
Article 22 
1.   An authorization shall be required for intra-Community transfers of dual-use items 
listed in Annex IV. Items listed in Part 2 of Annex IV shall not be covered by a general 
authorization. 

2.   A Member State may impose an authorization requirement for the transfer of other 
dual-use items from its territory to another Member State in cases where at the time of 
transfer: 

— the operator knows that the final destination of the items concerned is outside the 
Community, 

— export of those items to that final destination is subject to an authorization requirement 
pursuant to Articles 3, 4 or 8 in the Member State from which the items are to be 
transferred, and such export directly from its territory is not authorized by a general 
authorization or a global authorization, 

— no processing or working as defined in Article 24 of the Community Customs Code is to 
be performed on the items in the Member State to which they are to be transferred. 

3.   The transfer authorization must be applied for in the Member State from which the 
dual-use items are to be transferred. 

4.   In cases where the subsequent export of the dual-use items has already been accepted, 
in the consultation procedures set out in Article 11, by the Member State from which the 
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items are to be transferred, the transfer authorization shall be issued to the operator 
immediately, unless the circumstances have substantially changed. 

5.   A Member State which adopts legislation imposing such a requirement shall inform 
the Commission and the other Member States of the measures it has taken. The 
Commission shall publish this information in the C series of the Official Journal of the 
European Union. 

6.   The measures pursuant to paragraphs 1 and 2 shall not involve the application of 
internal frontier controls within the Community, but solely controls which are performed 
as part of the normal control procedures applied in a non-discriminatory fashion 
throughout the territory of the Community. 

7.   Application of the measures pursuant to paragraphs 1 and 2 may in no case result in 
transfers from one Member State to another being subject to more restrictive conditions 
than those imposed for exports of the same items to third countries. 

8.   Documents and records of intra-Community transfers of dual-use items listed in 
Annex I shall be kept for at least three years from the end of the calendar year in which a 
transfer took place and shall be produced to the competent authorities of the Member 
State from which these items were transferred on request. 

9.   A Member State may, by national legislation, require that, for any intra-Community 
transfers from that Member State of items listed in Category 5, Part 2 of Annex I which are 
not listed in Annex IV, additional information concerning those items shall be provided to 
the competent authorities of that Member State. 

10.   The relevant commercial documents relating to intra-Community transfers of dual-
use items listed in Annex I shall indicate clearly that those items are subject to controls if 
exported from the Community. Relevant commercial documents include, in particular, any 
sales contract, order confirmation, invoice or dispatch note” (“Regulation (EC) No 
428/2009,” n.d.). 
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Appendix III: dual-use compliance workshop 
Agenda 
Dual-use compliance workshop 
Date: 28-6 
 
Attendees: * 
 

1. Short introduction to the research 

2. Goal of the meeting 

3. Relevant risks 

a. Customs Declaration 

b. Invoice Creation 

c. MPL setup in WMS 

d. ECCN on invoice 

e. WMS 

i. Process flows 

f. Risk of no pre-alert possibility 

g. Forgotten steps containing risk? 

4. Degrees of Compliance (0-1, low-middle-high, 0-100%) 

5. Rating of risks 

6. Conclusion 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

*: This is anonymized for confidentiality, more information can be provided on request 
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Minutes 
Introduction: 

- I will try to develop a network of risks and make simulation for the different 
scenarios. In the end, I should be able to see what the score of a certain scenario is 
on the compliance scale and which factor has the biggest impact. 

Goal of this meeting: 

- The goal of the workshop is to end up with a scale or rating of these risks, which I 
can use in my mathematical model to do a scenario based analysis. 

Relevant risks: 

- Different types of risks can be defined, some are real risks which will occur 
according to certain percentage, and others are steps that are totally covered, but 
are maybe really labour intensive for the LSP to make sure no errors occur.  

- CD: If the customer (or an external broker) does this himself; no risk for the LSP. 
the LSP can act as a broker as well. Although no risk is perceived, if it is carried by 
the LSP’s internal carrier, it’s not possible to check for rightness of ECCN and 
licences. 

- Direct Customs Representation (EU Customer, depending on where the customer 
is based): A declaration is made in the name and on behalf of the customer - The 
customer is the declarant and is liable for the declaration. Although the customer 
is registered, the LSP will usually be first contacted by Customs. The LSP is 
responsible for the accuracy of its own actions (control, logic), but the customer is 
responsible for the accuracy of the data in the declaration and for fulfilling all 
obligations. Contractually, there may be other or additional agreements. Risk: 
limited. The carrier in this case is the LSP’s internal carrier. 

- Indirect customs representation (non-EU customer, depending on where the 
customer is based): declaration is made in your own (the LSP’s) name and on 
behalf of the customer - the LSP is the declarant and thereby responsible for the 
declaration together with the customer. The LSP is responsible for the accuracy of 
its own actions (control, logic) and the LSP is responsible for the accuracy of the 
data in the declaration and for compliance with all obligations. Risk: high. 

- CI: When an invoice is created internally the LSP can check for ECCN and license 
number immediately. In case the information is not available, the customer can be 
contacted. In the invoice generation process are no error-sensitive steps. The LSP 
carries a risk when a customer fails to recognize its product as a dual-use product. 

- MPL: This enables the LSP to send a pre-alert to the carrier in case of a dual-use 
shipment. Though, it is important to have an up to date MPL, to prevent for failures 
because of outdated or incorrect information. It appears for every customer there 
is a MPL in the system, but it lacks in the checks for rightness of the MPL. The files 
are updated quite often, but a kind of sanity check is the only check executed, but 
no detailed part check. This can be helped by automating everything and linking 
HTS codes to ECCN codes, this will make sure the LSP is not dependent on the 
customer anymore. 
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Degrees of Compliance: 
- Compliance is in my opinion no 0-1 situation. Because, if we consider EU 

shipments for example, they may not be compliant since there is no ECCN 
statement on the commercial documents, but there are also no consequences. The 
goal of the LSP however is to be 100% compliant. 

Risk scaling: 

- The conclusion is not to express the risks in percentages because it is very hard to 
express them but also to defend it, it is kind of a feeling. Therefore, is chosen to 
work with a low/middle/high risk scale, but next to that a multiplier system for 
heavier offence possibilities. So, I will get a possibility of the risk occurring and the 
severity of the risk. 
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Appendix IV: Packing list containing dual-use statement 
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Appendix V: Scenario overview 
 
 

 
 
 
 
 

 
 

  

Scenarios
Customs 
declaration Impact

Customer 
Invoice Impact2 WMS Impact3

dual-use 
statement 
on 
packing 
list Impact4

Pre-alert 
possibility 
(ECCN in 
MPL) Impact5

Total 
risk 
score

1 No 1 No 1 WMS1 1 Yes 1 Yes 1 5
2 direct 2 No 1 WMS1 1 Yes 1 Yes 1 6
3 indirect 3 No 1 WMS1 1 Yes 1 Yes 1 7
4 No 1 direct 2 WMS1 1 Yes 1 Yes 1 6
5 direct 2 direct 2 WMS1 1 Yes 1 Yes 1 7
6 indirect 3 direct 2 WMS1 1 Yes 1 Yes 1 8
7 No 1 indirect 3 WMS1 1 Yes 1 Yes 1 7
8 direct 2 indirect 3 WMS1 1 Yes 1 Yes 1 8
9 indirect 3 indirect 3 WMS1 1 Yes 1 Yes 1 9

10 No 1 No 1 WMS2 2 Yes 1 Yes 1 6
11 direct 2 No 1 WMS2 2 Yes 1 Yes 1 7
12 indirect 3 No 1 WMS2 2 Yes 1 Yes 1 8
13 No 1 direct 2 WMS2 2 Yes 1 Yes 1 7
14 (in)direct 3 direct 2 WMS2 2 Yes 1 Yes 1 9
15 indirect 3 direct 2 WMS2 2 Yes 1 Yes 1 9
16 No 1 indirect 3 WMS2 2 Yes 1 Yes 1 8
17 direct 2 indirect 3 WMS2 2 Yes 1 Yes 1 9
18 indirect 3 indirect 3 WMS2 2 Yes 1 Yes 1 10
19 No 1 No 1 WMS1 1 No 2 Yes 1 6
20 direct 2 No 1 WMS1 1 No 2 Yes 1 7
21 indirect 3 No 1 WMS1 1 No 2 Yes 1 8
22 direct 2 direct 2 WMS1 1 No 2 Yes 1 8
23 direct 2 direct 2 WMS1 1 No 2 Yes 1 8
24 indirect 3 direct 2 WMS1 1 No 2 Yes 1 9
25 No 1 indirect 3 WMS1 1 No 2 Yes 1 8
26 direct 2 indirect 3 WMS1 1 No 2 Yes 1 9
27 indirect 3 indirect 3 WMS1 1 No 2 Yes 1 10
28 No 1 No 1 WMS2 2 No 2 Yes 1 7
29 direct 2 No 1 WMS2 2 No 2 Yes 1 8
30 indirect 3 No 1 WMS2 2 No 2 Yes 1 9
31 No 1 direct 2 WMS2 2 No 2 Yes 1 8
32 direct 2 direct 2 WMS2 2 No 2 Yes 1 9
33 indirect 3 direct 2 WMS2 2 No 2 Yes 1 10
34 No 1 indirect 3 WMS2 2 No 2 Yes 1 9
35 direct 2 indirect 3 WMS2 2 No 2 Yes 1 10
36 indirect 3 indirect 3 WMS2 2 No 2 Yes 1 11
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Scenarios
Customs 
declaration Impact

Customer 
Invoice Impact2 WMS Impact3

dual-use 
statement 
on 
packing 
list Impact4

Pre-alert 
possibility 
(ECCN in 
MPL) Impact5

Total 
risk 
score

37 No 1 No 1 WMS1 1 Yes 1 No 2 6
38 direct 2 No 1 WMS1 1 Yes 1 No 2 7
39 indirect 3 No 1 WMS1 1 Yes 1 No 2 8
40 No 1 direct 2 WMS1 1 Yes 1 No 2 7
41 direct 2 direct 2 WMS1 1 Yes 1 No 2 8
42 indirect 3 direct 2 WMS1 1 Yes 1 No 2 9
43 No 1 indirect 3 WMS1 1 Yes 1 No 2 8
44 direct 2 indirect 3 WMS1 1 Yes 1 No 2 9
45 indirect 3 indirect 3 WMS1 1 Yes 1 No 2 10
46 No 1 No 1 WMS2 2 Yes 1 No 2 7
47 direct 2 No 1 WMS2 2 Yes 1 No 2 8
48 indirect 3 No 1 WMS2 2 Yes 1 No 2 9
49 No 1 direct 2 WMS2 2 Yes 1 No 2 8
50 direct 2 direct 2 WMS2 2 Yes 1 No 2 9
51 indirect 3 direct 2 WMS2 2 Yes 1 No 2 10
52 No 1 indirect 3 WMS2 2 Yes 1 No 2 9
53 direct 2 indirect 3 WMS2 2 Yes 1 No 2 10
54 indirect 3 indirect 3 WMS2 2 Yes 1 No 2 11
55 No 1 No 1 WMS1 1 No 2 No 2 7
56 direct 2 No 1 WMS1 1 No 2 No 2 8
57 indirect 3 No 1 WMS1 1 No 2 No 2 9
58 No 1 direct 2 WMS1 1 No 2 No 2 8
59 direct 2 direct 2 WMS1 1 No 2 No 2 9
60 indirect 3 direct 2 WMS1 1 No 2 No 2 10
61 No 1 indirect 3 WMS1 1 No 2 No 2 9
62 direct 2 indirect 3 WMS1 1 No 2 No 2 10
63 indirect 3 indirect 3 WMS1 1 No 2 No 2 11
64 No 1 No 1 WMS2 2 No 2 No 2 8
65 direct 2 No 1 WMS2 2 No 2 No 2 9
66 indirect 3 No 1 WMS2 2 No 2 No 2 10
67 No 1 direct 2 WMS2 2 No 2 No 2 9
68 direct 2 direct 2 WMS2 2 No 2 No 2 10
69 direct 2 direct 2 WMS2 2 No 2 No 2 10
70 No 1 indirect 3 WMS2 2 No 2 No 2 10
71 direct 2 indirect 3 WMS2 2 No 2 No 2 11
72 indirect 3 indirect 3 WMS2 2 No 2 No 2 12
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