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Abstract

This thesis deals with the trade-off between privacy and personalization in
adaptive web-based systems. In order to do so, we suggest a browser based
adaptation engine that allows the user to choose which portions of her user
model will be stored on the client and which will be on the server, trading pri-
vacy for personalization. More specifically, the architecture should contain
tools to develop adaptive web-based applications that support user decisions
in the privacy versus personalization trade-off.

The thesis studies first whether this architecture is possible given the cur-
rently available technology, what are the design challenges and what is the
best way to overcome those challenges. These design challenges include (but
are not limited to):

• Which components the architecture should have and what their func-
tions are?

• How the authoring of adaptive applications should be done? What is
given to authors and how can they extend the architecture?

• What are the extra efforts that users should make in order to configure
these new settings? Also, what new elements should be added to the set-
tings interface, which is already loaded and confusing (in most cases)?

Once we explain how these challenges have been overcome, we describe prac-
tical use cases, including systems that are being used in production environ-
ment but also small examples made to test the proper functioning of our ar-
chitecture.
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Finally, we deal with the social aspects that this research puts on the table.
We try to find whether there is any correlation between the privacy concerns
that users report and their behavior in a system in which they can make de-
cisions. Also, we can see what happens when they are given feedback about
their past decisions and how this affects what the system knows about them.
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Chapter 1
Introduction

Websites range from single page sites to enormous networks of pages linked
to each other, where users face the problem of information overload. Adap-
tive Web based systems try to tackle this problem by displaying only the in-
formation that is really meaningful for the user. These systems need to collect
data from the user in order to personalize the information. The information
the system has collected about a user is called the User Model.

User Models in adaptive Web based systems are typically stored on the
server. However, this generates some issues such as: lack of privacy, server
overload, bandwidth usage, limitation of which events can be tracked, lack
of context awareness, etc. JavaScript Model-View-Controller frameworks like
AngularJS1 (developed by Google) or React2 (developed by Facebook) allow
to create fully navigable websites on a single page, the so called “Single Page
Web Applications”. According to Libscore3, sites like http://netflix.com,
http://paypal.com, http://imgur.com or http://diply.com are between
the 100 most visited sites and use one of those libraries. Websites developed
this way make fewer requests to the server, making the server unable to track
most interactions. To solve this problem, some client side approaches have
also been proposed [25, 27, 28, 50, 55, 74, 87, 111] or even GALE [102] could be
used on the client-side even though that is not its main purpose. Still, client
based user modeling has some other drawbacks. Typically, the user has to

1https://angularjs.org/
2https://facebook.github.io/react/
3http://libscore.com/ reports checked on February 2017

http://netflix.com
http://paypal.com
http://imgur.com
http://diply.com
https://angularjs.org/
https://facebook.github.io/react/
http://libscore.com/
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install some piece of software, like a desktop application or a browser plug-
in. Another problem is that techniques that rely on the comparison of several
user profiles cannot be applied. Moreover, the service provider cannot trust
the code executed on the client, i. e. it should not contain pieces that are es-
sential for the correct functioning of the business.

The objective of this thesis work is to provide mechanisms to the user to
balance personalization and privacy on the web. To do so we developed a
framework that grants users the power to make decisions in the privacy ver-
sus personalization trade-off. More specifically, we suggest a browser based
adaptation engine. It should allow users to choose what portions of their
user model will be stored on the client (using browser storage capabilities in
HTML5 like IndexedDB4 and localStorage5) and what will be on the server.
Given that the server has access to stored data about all users who opt to
share it, data-driven adaptation can be enabled. Therefore, when users de-
cide to share their data, they are also “buying” access to such personalization
techniques. This data-driven personalization is powerful enough to be used
by well-known commercial sites like Google and Facebook. The former col-
lects several variables, which include user queries and page visits. The data
of a single user is aggregated to the set of data of all users. This dataset is used
to improve the experience of the whole user base, by suggesting queries or
reordering results on its SERP (Search Engine Result Page). Facebook on the
other hand, collects “likes”, friendships or posts from each user. These pieces
of data are also aggregated to order the post feed that each user reads. Both
sites use these data as well in order to show targeted advertisements to their
users. Therefore, the interactions of a single user, and the data drawn from
them, affect the experience of all the users.

In this introductory Chapter, we present the general research agenda. Sec-
tion 1.1 describes the motivation of our research and presents a brief back-
ground on the topics dealt in this thesis. Research questions are defined in
Section 1.2. Section 1.3 outlines the contents of this dissertation.

This Chapter extends the following publication [80]:

Alejandro Montes García. WiBAF: Within Browser Adaptation Frame-
work. In Late-breaking Results, Posters, Demos, Doctoral Consortium
and Workshops Proceedings of the 22nd Conference on User Modeling,
Adaptation, and Personalization, UMAP 2014, pages 1–6, Aalborg, Den-
mark, jul 2014. CEUR Workshop Proceedings

4https://developer.mozilla.org/en-US/docs/Web/API/IndexedDB_API
5https://developer.mozilla.org/en-US/docs/Web/API/Window/localStorage

https://developer.mozilla.org/en-US/docs/Web/API/IndexedDB_API
https://developer.mozilla.org/en-US/docs/Web/API/Window/localStorage
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1.1 Motivation, Background and History

The research presented in this dissertation deals with the trade-off between
privacy and adaptive Web based systems and aims to close the existing gap
between both.

In this Section, we will start by introducing both topics and then motivate
why the gap between both should be closed.

1.1.1 Adaptive Web Based Systems

The root of adaptive Web based systems can be found in the Adaptive Hy-
permedia [17, 68] research field. We need to define some terms in order to
explain what Adaptive Hypermedia is and how it evolved to the adaptive Web
based systems which are mentioned in this dissertation.

We start by defining what Hypertext is. Hypertext has been defined by
Ted Nelson as “a body of written material interconnected in such a complex
way that it could not conveniently be presented or represented on paper” [91].
Hypermedia enriches Hypertext by adding the capability to display not only
written content but also different media types (audio, video, etc. . . ).

Adaptive Hypermedia enhances plain Hypermedia by changing the way
the content is displayed depending on the user preferences or the context.
Adaptive Hypermedia differs from Adaptable Hypermedia in that the former
changes the presentation of the content automatically by tracking (implicitly
or explicitly) user traits and the context, while the latter requires the user to
explicitly set up how the content should be displayed regardless of his per-
sonal traits.

Adaptive Web based systems are a specific type of Adaptive Hypermedia in
which the Hypermedia is served over the Internet. This fact makes adaptive
Web based systems reach a greater number of users, who not only consume,
but also modify and create content.

1.1.2 Privacy and Control

There are several definitions for privacy. Academic definitions from the Cam-
bridge Dictionary [21] include “someone’s right to keep their personal matters
and relationships secret”, “the state of being alone”, or “the right that someone
has to keep their personal life or personal information secret or known only to
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a small group of people”. The second definition is inaccurate for online envi-
ronments: a user could be browsing the web alone and still the system could
know everything about him. The other two definitions are more accurate but
are incomplete when related to adaptive Web based systems. We could ask
what type of information should be kept private, what group of people should
have access to it, etc. According to the first definition, privacy in adaptive
Web based systems is always guaranteed, users have the right to keep their
data away from the system by not using it. The last definition, is more flexible
and allows disclosing data to other people as long as it is only a small group.
In this case, users could give all their data to the system, while this will be
known only by a small number of people (in some cases). It can be argued
that this is not privacy, since users does not control who these people are and
what they do with their data.

When being restricted only to privacy in online environments, defining
accurately what privacy is, there is still a problem. On a binary approach, we
could define privacy as the ability to be unidentified in real life, i. e. the sys-
tem might know all kinds of sensitive information about you, but not who you
are. That is likely not possible. The case of the AOL Searcher No. 4417749 [7]
proved that with a relatively small dataset containing search queries, a user
can be identified in real life. Our definition for privacy in online environ-
ments is finer-grained yet simple to understand. We define privacy as the
ability for interacting with a site while choosing what personal data is dis-
closed to the server. The more data users can hide from the server, while
getting the service they want, the more privacy they have. This definition
for privacy in online environments is consistent with an academic definition
given by Alan F. Westin [115]: “the claim of individuals, groups, or institutions
to determine for themselves when, how, and to what extent information about
them is communicated to others”, where others would include not only the
server, but also third parties.

In this thesis, we deal only with the data that is used for personalization.
We leave out more technical aspects like hiding your IP address from the
server, using safe protocols to browse on the Internet, etc.

This dissertation enhances privacy control in adaptive Web based systems
by enabling mechanisms so that users can choose which portions of their
data are disclosed and which ones are kept private.
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Trust

One problem about asking users for data is that they might not trust the sys-
tem and decide not to disclose anything, or even stop using it. Their con-
cern is justified. The system could potentially ignore all user preferences and
store private data on the server anyway. Therefore, the user needs to trust
the service provider. This problem is not exclusive to the system described in
our dissertation and it is not limited only to adaptive Web based systems but
to any system that collects personal data. A remarkable example is the Ap-
ple vs. F. B. I. case [89], in which the company has been requested a backdoor
to access users’ encrypted data. Users trust Apple’s encryption to be robust
enough to make this data unreadable for any unauthorized party (including
the state). This is just an example on how trust in the system is always re-
quired.

Our approach enhances trust by allowing inspection of the code, since
the code is running on the client’s machine, this can be inspected together
with the communication with the server. This code can also be provided by
a trusted third party, rather than the service provider, and that is something
that can be verified by the user.

1.1.3 Trade-off between Privacy and Personalization

Adaptive Web based systems track user interactions in order to personalize
the content displayed and the personalization cannot be done without that
data. As we have said before, this data is typically stored on servers, and ag-
gregated with the data of other users. It is clear that storing the users’ data
invades their privacy.

To solve that problem, there have been several proposals in which the data
is stored on the user’s computer [25, 27, 28, 50, 55, 74, 87, 111] (some of these
will be further explained in Chapter 2), keeping it hidden from the server. This
might not be the optimal solution as the quality of the personalization drops.
The reason for that is that the adaptation engine has access only to the profile
of one user and the personalization is only based on that. Therefore, tech-
niques that rely on the comparison of multiple User Models, like collaborative
filtering, cannot be applied.

We propose that users should decide up to what point they want privacy
or personalization. This should be done in a flexible way. This means that
users should be capable of deciding which data should be kept private on
their computer and which data can be disclosed. The service provider should
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respect these preferences and deliver as much personalization as it can with
the data that the user makes available.

1.1.4 The WiBAF Library

The result of this research in terms of software development is the WiBAF
library 6. This is a JavaScript library that can parse the adaptation, the domain
and the user model described in Chapter 4 and perform all the adaptation
tasks on the client. It also supports the data disclosure under user consent
so that the server can use it for personalization purposes. This library will be
further analyzed in Chapter 3.

1.2 Research Questions

In this dissertation, we aim to study solutions to balance these client-side
and server-side adaptation approaches depending on users’ criteria, allow-
ing them to take their own decisions. In particular, this dissertation addresses
four different research questions. Research questions 1, 2 and 3 are prerequi-
sites, or steps we had to take prior to answer research question 4.

Our four research questions are the following:
Research Question 1: What are the design challenges in a generic adap-

tive web based architecture that supports user decisions regarding the pri-
vacy vs. personalization trade-off?

This question refers to the design challenges from a technical and techno-
logical point of view.

The need for privacy-enhanced personalization in web systems has been
pointed out in the first place by Alfred Kobsa [72]. Efforts have been made
to find configurations in which the quality of the adaptation is good enough
and little data of the user is revealed. However, these approaches do not take
in consideration user preferences neither have been integrated into a generic
framework. This dissertation describes a generic Adaptive Hypermedia Sys-
tem capable of supporting user decisions regarding the privacy vs. personali-
zation trade-off.

In this dissertation, we answer this question by formulating the design re-
quirements that such system has and then we describe how we successfully
addressed such challenges and how we have built our system.

6WiBAF is available to download on https://github.com/alexmontesg/WiBAF

https://github.com/alexmontesg/WiBAF
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Research Question 2: What is the additional effort that the service pro-
viders will have to make in order to offer personalization using the research
described in this dissertation?

This question refers to what extra steps a developer has to be make in or-
der to use the research presented here, compared to a simple website with
neither personalization nor privacy preserving mechanisms.

In order to answer this question, this dissertation will describe the steps
required in order to create an adaptive application, or make an existing ap-
plication adaptive. In short, these steps include the definition of user choices
for the user controller, that will be introduced in Research Question 3. It also
comprises the definition of the adaptation and user modeling, which is han-
dled by using a Domain Specific Language based on Cascading Style Sheets.
Finally, the service providers also need to develop the services that they will
offer in exchange for the data. All this is simplified by integrating the software
developed in this thesis into existing authoring environments.

Research Question 3: Regarding the new controllers present in the graph-
ical interface introduced by such architecture, is there a good compromise
between the extra cognitive load required and the needs they satisfy?

After successfully designing the architecture mentioned in Research
Question 1, users are in control of their data. However, this is only useful if
users can handle the extra cognitive load that making these decisions car-
ries. We refer to cognitive load as the mental effort that users should make in
order to configure their privacy settings according to their preferences. The
work described in this dissertation lowers the users’ effort by requiring only
the essential user input. This means that the extra cognitive load is reduced
to only making the decisions, and no installation of any software is required
to get the personalization done.

In order to lower the effort that users have to make to configure their user
profile, the service providers can create inclusive groups of variables. Then
users decide what groups they want to share by using a slider controller. Fi-
nally, the server collects the values that those variables take for each user.
Therefore, from the point of view of the user, only this slider is added.

Research Question 4: How do the concepts presented in this dissertation
affect how users interact with the web and their perception of privacy and
trust?

This question refers to the social and psychological aspects that this dis-
sertation puts on the table.

One of the things that need to be verified first is whether users understand
the consequences of sharing data in exchange for personalization and what
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kind of data is being shared. We also need to know whether they are willing
to do so. They might understand the trade-off between privacy and personal-
ization, but if no one sees added value in personalization, users would rather
keep their data private.

This question also deals with the trust-building mechanisms that we in-
corporate in this dissertation in order to make users confident when they use
the system.

1.3 Outline of the Dissertation

This dissertation consists of seven chapters.
In Chapter 1 we outline our research questions and introduce the topic of

research.
Chapter 2 gives an overview of adaptive Web based systems, privacy in

computer systems and how current adaptive Web based systems deal with
privacy issues. It also shows an analysis of the technical performance of the
WiBAF library.

Chapter 3 describes the architecture from a technical point of view and
justifies the design decisions taken in the development of WiBAF.

Chapter 4 deals with the authoring of adaptive Web based applications
using WiBAF and shows the facilities given to developers.

Chapter 5 shows the successful cases in which WiBAF has been used, from
small applications in which we test that the concept and architecture works,
to bigger applications with a specific purpose and that are being used in pro-
duction environments.

Chapter 6 discusses the social aspects that this dissertation brings to the
table, how end users react when they are given the choice of sharing data in
exchange for personalization, how we can build trust so that they disclose
data, etc.

Finally, in Chapter 7 we give a summary of the results of this dissertation
and indicate some directions for future work.

Figure 1.1 shows the outline of this dissertation and where each research
question is answered.
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Figure 1.1: Outline of the dissertation





Chapter 2
Related Work

This Chapter provides background information on the adaptive hypermedia
field, how the tensions between adaptive hypermedia and privacy became
noticeable and what is the current state of privacy in adaptive Web based
systems. Based on this information, we defined the research questions pre-
sented in this dissertation. This Chapter is structured as follows:

Section 2.1 focuses on the history of adaptive hypermedia and more
specifically on adaptive Web based systems.

Section 2.2 focuses on privacy in online environments as an independent
field of study from adaptive Web based systems.

Section 2.3 discusses the current state of the art of privacy in adaptive Web
based systems.

Section 2.4 shows modern web technologies, in which we built upon our
work.

Section 2.5 summarizes the current research and shows how our research
solves the problems that we identified.

2.1 Adaptive Web Based Systems

The development of adaptive Web based systems started when adaptive hy-
permedia was served over the Web. Just a bit earlier, in the 1990s, research
on adaptive hypermedia originated on the crossroad of hypertext and user
modeling. Therefore, in order to describe the history of adaptive Web based
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systems we need to first describe these three research fields. We will do so in
chronological order.

2.1.1 Hypermedia

Hypermedia, or hypertext has been defined by Theodor H. Nelson as “a body
of written or pictorial material interconnected in such a complex way that it
could not conveniently be presented or represented on paper” [91]. This defini-
tion of Hypertext is inclusive enough with contents other than text, however
the word Hypermedia seems to be more precise as it refers to multimedia
content. We will use both words interchangeably.

The research on Hypermedia was inspired by Vannevar Bush’s essay, “As
we may think” [20], in which he stresses the importance of associating bodies
of information: “When data of any sort are placed in storage, they are filed
alphabetically or numerically [. . . ] The human mind does not work that way.
It operates by association. With one item in its grasp, it snaps instantly to the
next that is suggested by the association of thoughts, in accordance with some
intricate web of trails carried by the cells of the brain.”

The first Hypertext project was Xanadu [91]. Xanadu is conceived as “a
digital repository scheme for world-wide electronic publishing”. The system
stores and delivers documents, keeping all the previous versions of the doc-
ument, allowing to track changes. This system also allows to connect docu-
ments or fragments of documents together. Another characteristic of Xanadu
is the “transcopyright”, which is a royalties system that would allow any-
one to re-use or consume parts of someone else’s content by paying a small
amount of money. Xanadu remained as a concept for around 30 years. How-
ever Xanadu has been implemented nowadays. Several Xanadu development
groups implemented different pieces of software, among which stand Udanax
Green and Udanax Gold. 1

The first functional Hypertext System was called “Hypertext Editing Sys-
tem” (HES hereinafter), and it was developed in the late 1960s [23]. HES was
designed specifically for the IBM /360 and the /2250 display. As a prototype,
it posed major issues, however it was powerful enough to be used by NASA to
produce documentation for the Apollo project [112]. The lack of machine in-
dependence was a big problem, therefore HES was quickly replaced by FRESS
(File Retrieval and Editing SyStem) [8]. FRESS incorporated multi-device and

1More information available on http://www.udanax.xanadu.com and on http://www.xanadu.
com/ (Accessed: April 21st, 2017).

http://www.udanax.xanadu.com
http://www.xanadu.com/
http://www.xanadu.com/
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multi-user capabilities. Hyperlinks in FRESS offered as much granularity as
possible, as even single characters could be addressed. It also implemented
bi-directional links, as originally envisioned by Ted Nelson (links in HES and
in the current Web were unidirectional). As a curiosity, FRESS was the first
system to introduce the “undo” functionality for both word processing sys-
tems and hypertext systems.

Another hypertext system from the 1960s was NLS (oN-Line System, later
renamed as AUGMENT) [44]. NLS was the first hypertext system to support
the use of the computer mouse. Not only that, but it also supported fea-
tures like teleconferencing or on-line editing of files, things that are taken for
granted now, but that had a huge impact in the late 1960s.

About ten years later, in the late 1970s, the Aspen Movie Map was pre-
sented [78]. Aspen Movie Map was a hypermedia system which offered a vir-
tual tour around the city of Aspen, Colorado. It could be considered an early
example of today’s Google Street View 2. The map contained not only images
but also synthesized speech with informative content regarding streets, dis-
tance to point of interest, etc. Therefore, since it uses several types of media
and not only text, it could be considered the first hypermedia system.

A few years before the Web, Apple developed HyperCard3. Hypercard was
based on “cards”, or “stacks” that contained a set of interactive objects like
text fields, checkboxes, or other elements that we see in web forms nowadays.
Cards were linked together, and users could navigate from one card to the
other.

Finally, the most successful hypertext project was published on Novem-
ber 12th, 1990 by Tim Berners-Lee and Robert Cailliau [11]. In a first phase,
their proposal consisted on serving hypermedia files over the Internet. These
files would be interpreted and displayed by a browser installed in the client’s
computer. The files would also contain hypertext links that could redirect to
other files. In the second phase, they would allow users to create new content
and new links for the web.

Adaptive web based systems apply the research done on user modeling to
the hypertext served on the web. Therefore we will continue the description
of the related work in Section 2.1.3.

2https://www.google.com/streetview/
3http://hypercard.org/

https://www.google.com/streetview/
http://hypercard.org/
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2.1.2 User Modeling

The first reference that we can find about user modeling in computer science
dates back to 1976 [57]. This paper theoretically describes Ully, a program
that can handle conversations. The program is a natural language dialog sys-
tem that will start with an empty skeleton of what the user looks like and will
handle a conversation with her, simulating a cocktail party. At the end of the
conversation, “Ully will have a more refined idea of what the user is like”. To
the best of our knowledge, the program described in the paper was just theo-
retical and was never implemented.

Shortly thereafter, in 1977, Brian Carr and Ira P. Goldstein [24] described a
simpler set of techniques for user modeling called overlays. Overlay model-
ing aims to “recognize the constituent skills being exercised by an individual in
performing a problem solving task”. The user is modeled as a set of hypothe-
ses which record the confidence the system has that the user has a certain
skill. This confidence level is calculated based on “P Rules”, which are rules
that are triggered when the user performs certain actions.

Two years later, in 1979, Elaine Rich presented Grundy [99]. Grundy was
a book recommender system. In order to model the user, it asked him sev-
eral simple questions that help to identify user characteristics. Stereotypes
in Grundy are comprised of several characteristics and represent a higher
level of abstraction. Once one or several stereotypes were identified, Grundy
would create recommendations based on those.

After these, several dialog-based user modeling proposals came out later
in the early eighties, as mentioned in the paper by Wolfgang Wahlster and
Alfred Kobsa [113]. Up to that point, user modeling was done within the
application and with a specific purpose. However, in 1986, Tim Finin and
David Drager presented GUMS: A General User modeling System [47]. GUMS
“describes a general architecture for a domain independent system for build-
ing and maintaining long term models of individual users”. It consists of a
database of observations about users and a set of use rules. Based on these
observations, users are stereotyped. These stereotypes are associated with
use rules, which are also stored on the GUMS’s database.

These generic systems, also called “user modeling shell systems” became
popular in the nineties, when several implementations were developed [14,
62, 70, 92, 93] as pointed by the survey by Alfred Kobsa [71].
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From the late 1990s and early 2000s, with the growing popularity of the
Web, the Adaptive Hypermedia research field is born, and research in user
modeling is directly applied to it. Therefore, we will continue with the related
work on adaptive hypermedia in Section 2.1.3.

2.1.3 Adaptive Hypermedia

Adaptive hypermedia was defined by Peter Brusilovsky [16] as “all hypertext
and hypermedia systems which reflect some features of the user in the user
model and apply this model to adapt various visible aspects of the system to the
user”. In the same paper Peter Brusilovsky makes a clear distinction between
adaptive and adaptable hypermedia. Depending on who takes the initiative
to perform the adaptation effect, the user or the system. On the one hand, if
the user explicitly sets her preferences and the system adapts to them, then it
is adaptable. On the other hand, if the system observes the user behavior and
adapts according to it, then we call it adaptive.

Several adaptive hypermedia systems were presented before this work
in 1996, the first ones being LISP-CRITIC, by Gerhard Fischer et al. [48]
and Hypadapter by Heinz-Dieter Böcker et al. [13]. LISP-CRITIC was a
knowledge-based critiquing system, which provided user-tailored explana-
tions about fragments of Lisp code to the user. Hypadapter was also targeted
at teaching Lisp, but it used individualized presentations of each topic, and
supported adaptive navigation.

According to Brusilovsky, [17], “the year of 1996 can be considered a turn-
ing point in adaptive hypermedia research. Before this time, research in this
area was performed by a few isolated teams. However, since 1996, adaptive hy-
permedia has gone through a period of rapid growth”. The reasons given to
explain this change were the rapid growth of the web and the maturation of
the research field.

The web is indeed a space that demands for adaptation. Being an open
and enormous space with a diverse audience, it is impossible to create a one-
size-fits-all static website4 that can equally satisfy the needs of each individ-
ual.

This high demand for adaptation brought the need for new adaptation
techniques and new implementations of the old ones. A new taxonomy of
adaptation techniques was presented by Evgeny Knutov in 2009 [68] (see Fig-

4We are using static here as the opposite of adaptive or adaptable, rather than dynamic
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ure 2.1). In Chapter 3, we will give an insight on how this taxonomy is incor-
porated into WiBAF.

One of the most powerful and popular personalization techniques that
fits the size of the Web (in terms of number of users and amount of con-
tent), is collaborative filtering. Collaborative filtering requires access to user
models from several people and helps them to find relevant content that is
“hidden” behind popular content that does not fit their needs or taste. Data-
driven techniques like collaborative filtering coexist nowadays with previous
research on adaptive hypermedia, which was mostly based on rules defined
by experts.

The growth of the Web, accompanied by the growing demand for adapta-
tion, brought an innumerable amount of adaptive Web based systems. This
research does not focus on any of those specific adaptation techniques, nei-
ther does it focus on an adaptive system that performs better than other in a
specific task, but it presents a generic adaptation framework. We describe the
related work on this area in the next subsection.

General Purpose Adaptive Hypermedia Systems

While specific purpose adaptive hypermedia systems exist, the research pre-
sented in this dissertation focuses on a general purpose adaptive web based
system, understanding “general purpose” as “generic”.

InterBook [18, 43] can be considered one of the first “generic” tools for
authoring adaptive hypermedia applications. While we could consider it
generic in the sense that it can deliver several adaptive applications, its pur-
pose was clearly educational. InterBook was born as an evolution of ELM-
ART [19], an adaptive Lisp course. The main difference is that while ELM-
ART offered just one course, InterBook was capable of delivering any adaptive
course that you program it to. The courses developed using InterBook con-
tained concepts to be learned and prerequisite relationships between them.
Each page could contain one or more concepts. Users were presented a ta-
ble of contents and they were free to explore. However, the links in this table
of contents were annotated accordingly to the user model, i. e. if the user had
fulfilled all the prerequisites, then the link would look different from when the
user was not ready.

Independently from InterBook, AHA! was developed at the TU/e [36]. In
the original version, the purpose of AHA! was clearly educational as with In-
terBook. However other types of applications were created using AHA! [31]
but the development of such applications was hard and required to use the
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Figure 2.1: Taxonomy of adaptation techniques taken from [68]
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adaptation and modeling features in a way different from how it was origi-
nally envisioned. A second version of AHA! (AHA! 2.0) was presented later
and offered more flexibility to developers [33–35, 106]. AHA! 2.0 introduced
event-condition-action rules, concept relationships [32], and improved the
versatility of concepts, allowing them to contain arbitrary attributes. AHA!
was developed further to version 3.0 [30, 39, 41]. As described in [105], AHA!
3.0 “provides a new, more efficient way of handling conditional content on the
pages through the use of conditional objects as an alternative to conditional
(inline) fragment inclusion; ways of stabilizing presentations, layout capabil-
ities, and more extended versions of the authoring tools”. AHA! 3.0 was im-
proved later, by incorporating cognitive and learning styles [105].

The successor of AHA! is GALE [102]. Like AHA!, GALE is a Java servlet-
based adaptive hypermedia system. Therefore, it requires to be installed on
a servlet container like Tomcat5 or Jetty6. GALE acts like a proxy between the
page to adapt and the end user. It reads the (X)HTML of the page and adapts
it according to the rules defined by the author. GALE uses its own language
to describe the domain and adaptation models, called GAM. Because of how
GALE works and maintains the user model, it could be installed on the client.
The user can use GALE as a proxy to retrieve and adapt 3rd party pages and
GAM files from trusted sites, while her user model is installed on her com-
puter and is inaccessible from other computers. However, this is impractical
for the average Internet user.

2.2 Privacy

As we stated in Section 1.1.2, it is hard to define what privacy is. Alan F. Westin
[115] gave a general definition of privacy which we can relate with our vision
of privacy in online environments: “the claim of individuals, groups, or insti-
tutions to determine for themselves when, how, and to what extent information
about them is communicated to others”. In online environments, this defini-
tion would be translated as:

Definition 2.1 (Privacy) Privacy is the claim of users of web applications to
determine for themselves when, how, to what extent and with what purpose
information about them is communicated to the server or to a third party.

5http://tomcat.apache.org
6http://www.eclipse.org/jetty/

http://tomcat.apache.org
http://www.eclipse.org/jetty/
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Privacy is an important issue nowadays. Specially in online environments,
where data can be collected quickly and on a large scale, since the web
reaches a big number of users. As of 2012, 89 countries had adopted com-
prehensive data protection laws [54]. Today, the constitution of 170 countries
mentions the right to privacy of the individuals.7

Privacy in online environments is a big issue involving not only ethics
(i. e. companies being respectful with the laws and protections that users
have), but also security and usability. It also involves any kind of website
that collects any information about their users, as we mentioned in the in-
troduction, even an anonymous search log can be used to identify the user
in real life. This dissertation deals exclusively with privacy in adaptive Web
based systems and the data collected for personalization purposes. It will not
touch on security aspects and will assume that the data stored on the servers
and the communication between client and server is secure. Therefore, Sec-
tion 2.3 will discuss about the related work on privacy in adaptive Web based
systems.

2.3 Privacy in Adaptive Web Based Systems

The first time that privacy was seen as a problem on computer systems that
collect user data was in 1989 [69], even before the appearance and mass use
of the Web. While this was not observed as a big problem back then, Alfred
Kobsa pointed to four reasons why this changed in the late 1990s [72]:

• Personalized systems moved to the Web: User models were confined in
personal computers or local networks. As the hypermedia applications
moved to the Web, so did the user models.

• More sources of user data available: Not only the growth of popular-
ity of the Web brought more users of adaptive applications, but also
more things about them can be tracked nowadays (e. g. location, mouse
movements, eye tracking, etc. ).

• More powerful analysis of user data available: Algorithms that process
user data (or any type of data in general) are rapidly evolving, and so
does the hardware that runs these processes, so it can be done with
more efficiency every year.

7A translation into English of all the constitutions can be found on https://www.
constituteproject.org/search?lang=en&key=privacy (last checked on Feb 6th, 2017)

https://www.constituteproject.org/search?lang=en&key=privacy
https://www.constituteproject.org/search?lang=en&key=privacy
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• Restrictions imposed by privacy legislation: As we mentioned before,
public institutions are taking measures against the abuse of user data
from service providers.

A few years later, the popularization of e-commerce and services whose
profits come from targeted advertising on the Web (e. g. social networks)
could be considered as a “second revolution” for adaptive hypermedia, since
there is a commercial application of the research that yields great profits. This
makes user data a mere commodity that companies use to maximize their
profits, making privacy a greater issue than ever.

In order to solve this issue, several paths were followed, those could be
classified in three different categories namely anonymization, obfuscation
and client-side personalization.

2.3.1 Anonymization

In an anonymization infrastructure that supports personalization, users em-
ploy a “pseudonym” that links all the pieces of their user models together.
Alfred Kobsa points out that in such a system, users should be unidentifi-
able for the system and third parties, its interactions however need to be ob-
servable and linkable by the system (to deliver personalization services), but
those should be hidden from third parties, i. e. a third party cannot recognize
if the system is being used by a specific user [72].

Examples of such architectures are [2, 51, 58, 59]. Kobsa and Schreck [73,
100] took an extra step forward and protected not only the user identity, but
also the user modeling server identity, so that servers close to the users do not
reveal their real identity.

One problem with anonymization is that, as long as data from one user
is linked, it cannot be guaranteed that this specific user will not be identifi-
able. The case of the AOL Searcher No. 4417749 [7] proved this. The num-
ber 4417749 was the pseudonym given by AOL to Thelma Arnold, when they
released a dataset with search queries for scientific use. Queries like “land-
scapers in Lilburn, Ga” or searching people with the last name Arnold, or “60
single men” pointed that user 4417749 might be a lady whose last name is
Arnold, she is in her sixties and lives in Lilburn, Georgia. These queries nar-
rowed the siege enough so that only a single person matched these charac-
teristics. Another problem is that anonymization is tedious to preserve when
electronic payments or delivery of physical goods are involved. Cryptocur-
rencies and escrow entities help to bypass the problem, but do not solve it
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completely. While cryptocurrencies can be used to make anonymous pay-
ments, these are not yet adopted by the major public, due to its high volatility
and obscurancy to public institutions are still a problem. Escrow entities im-
ply disclosing the real user identity to a third party (the escrow entity itself). It
is useful when the escrow entity is more trustworthy than the service provider,
but requires users to take extra steps.

2.3.2 Obfuscation

Obfuscating user data in a way that the personalization engine still works with
acceptable performance is another technique that has been proposed to en-
hance privacy in adaptive Web based systems.

One way of achieving this is by making the aggregate of private data pub-
licly available. John Canny showcased this [22]. He describes “an algorithm
whereby a community of users can compute a public “aggregate” of their data
that does not expose individual users’ data. The aggregate allows personalized
recommendations to be computed by members of the community, or by out-
siders”. This style points to a peer-to-peer personalization infrastructure, in
which each user has his own data, but it could also be used in a distributed
way in which several nodes containing information from several users com-
municate, to deliver recommendations.

Another technique that falls in this category is the perturbation of data,
i. e. introducing small variants to user data so that the real values are not
stored, or even replace some of the values completely [10]. This is done in
a way that the quality of the recommendation is not affected. Research shows
that a privacy level of about 90% introduce an error of only 5% in the recom-
mendations [56].

The problem with these approaches is that, as long as the personalization
remains accurate, so does the data inferred about the users and what the sys-
tem can learn about them.

2.3.3 Client-side personalization

Client-side personalization is a technique that bypasses the privacy problem
by not disclosing user data to the server or any third party. Some notable
examples are [25, 27, 28, 50, 55, 74, 87, 111]. These systems store data on the
client and perform personalization there.
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According to Alfred Kobsa [72] this makes the privacy a smaller problem,
since the server has access to a smaller portion, if any, of the user data, which
might motivate users to disclose more data, as they know it is stored on their
own computer. Another advantage is that the client can build a richer user
model, collecting all the interactions that do not cause any request to the
server. However, those also pose some drawbacks with respect to server-side
personalization. Techniques that require comparing several user models can-
not be applied, moreover they typically require users to install some software.
Service providers also need to trust that the user is not altering the code they
execute on the client, therefore all business rules should be de-coupled from
personalization.

A good example in which those are a problem are client-side advertise-
ment services like Privad [55] or Adnostic [111] which require users to down-
load a set of advertisements. Users could potentially change their locally
stored ads in order to always show, for instance, a blank image instead of the
advertisement the service intended.

Similar to our work is GALE [102]. GALE can be installed on the client
to perform modeling and adaptation there. While the installation process is
rather complicated for the average user, it works and has been used this way.
Just like WiBAF, it offers tools for the developers so that they can make adap-
tive applications. However, users cannot set their privacy preferences so that
they can exchange data for a better service.

Another similar work to the one presented here is RePriv [50]. “RePriv
discovers user interests and shares them with third parties, but only with an
explicit permission of the user”. RePriv builds and maintains a user profile
within a browser extension. This extension also offers an API to service pro-
viders that want to consume this data, if the user accepts, the data would be
disclosed, otherwise, it would not.

Also a very similar approach to WiBAF is the work by Constantinos Kolias
et al. [74]. They presented a system that “makes it possible for the user to sac-
rifice a better personalization experience to enjoy increased privacy”. That is
exactly the philosophy in WiBAF. In their approach, the client interacts with
the server through a user modeling agent, that builds a user profile in XML
files. The user can then set privacy rules about which data is being shared
with which site. WiBAF follows the same principles but with a different im-
plementation and it also adds new components, this is summarized in Table
2.1, but it will be further described in Chapter 3.
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Table 2.1: Comparison between WiBAF and similar approaches

Privacy
Manage-
ment

No need to
install

Secure
storage

Eases the
task of
developers

WiBAF 3 3
Cross-site
access
protection

3

RePriv [50] 3 7 3 7

C. Kolias et al. [74] 3 7 3 7

GALE [102] 7 7 3 3

2.3.4 Privacy Management in Adaptive Web Based Systems

Privacy management is a topic that has been catching more attention re-
cently. In fact, in the recent years some Ph.D. theses [65, 90] have been pub-
lished dealing with this specific topic. This is a natural thing, since legislation
regulating privacy is getting more restrictive over time and is different in ev-
ery country, therefore service providers strive to get explicit permission for
the use of user data. Since a lot of data can potentially be collected for the
purpose of personalization, settings can get chaotic fast.

Bart Piet Knijnenburg [65] explains that traditionally, two solutions have
been given to this problem namely, providing transparency and control, and
privacy nudges. We will briefly explain here what privacy nudges are, but our
solution has to do with transparency and control approach, we will analyze
the benefits and the problems and in Chapter 6 we will explain our solution.

Privacy Nudges

Privacy nudges are suggestions about how the users should disclose their
data. Those nudges are usually persuasive so that the user is biased to take
one decision or the other [110]. Since this bias exists, nudges can be designed
so that users tend to take the decisions that the service provider wants, yet
not limiting the user’s decision to choose freely [1].

According to Bart P. Knijnenburg, [65] “The type of nudge that is most ex-
tensively implemented in real systems is justifications. A justification is a suc-
cinct reason to disclose or not disclose a certain piece of information”.
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However, Bart P. Knijnenburg proved that justifications do not work [66,
67], since they decrease users’ satisfaction and disclosure. This is because it
raises awareness of the user, by demanding users’ attention for the disclosure
and pointing out the risks.

Transparency and Control

Privacy calculus [75, 76] is a theory that refers to the reasoning behind the
information disclosure decisions i. e. it investigates why users disclose data.
Users take into account two things when disclosing data namely, “perceived
risk” and “perceived relevance”.

On the one hand, perceived risk is defined as “potential loss of control over
personal information, such as when information about you is used without
your knowledge or permission” [46]. On the other hand, perceived relevance
has been defined as the benefit that the user expects when disclosing a spe-
cific piece of data to a specific recipient [77]. When these two different parts
of the equation are combined, if the users calculate a positive result, then they
will disclose data, and otherwise they will keep it.

Transparency and control over data is used to assist users with their pri-
vacy calculus, i. e. providing user comprehensive controllers over the data
they want to disclose and informing them about the risks of their decision
helps users with their privacy calculus [9, 118].

Some researches argue that transparency and control might trigger users’
privacy fears [61, 65] and some studies in specific e-commerce setups point
that this even might decrease the sales of the site [53].

However, many other studies point to the opposite [9, 108, 109]. More-
over, transparency is something basic in any adaptive Web based system [63],
in fact, governments require providing effective control over personal data
to users of adaptive Web based systems. A recent directive from the Euro-
pean Union states that “Any processing of personal data should be lawful and
fair. It should be transparent to natural persons that personal data concerning
them are collected, used, consulted or otherwise processed and to what extent
the personal data are or will be processed. The principle of transparency re-
quires that any information and communication relating to the processing of
those personal data be easily accessible and easy to understand, and that clear
and plain language be used” [94]. A similar paragraph is found on a White
House report, which states that “Consumers have a right to easily understand-
able and accessible information about privacy and security practices. At times
and in places that are most useful to enabling consumers to gain a meaningful
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understanding of privacy risks and the ability to exercise Individual Control,
companies should provide clear descriptions of what personal data they col-
lect, why they need the data, how they will use it, when they will delete the data
or de-identify it from consumers, and whether and for what purposes they may
share personal data with third parties.” [98]. Therefore the two most relevant
areas of regulation in the western world force service providers to provide
transparency. This means that transparency and control is something that
we should and must deal with in adaptive Web based systems. We will ex-
plain our solution in Chapter 6.

2.4 Modern Web Applications

Most modern Web applications are built using at least five clearly separated
components. On the server we usually find a database and a server-side Web
application that takes control of the content displayed to the user, enforces
security restrictions, deals with the data stored on the database, and tradi-
tionally, implements business rules and performs the personalization.

On the client we find three components, standardized in three different
technologies. First and most important the structure and content of the page,
developed using a markup language, HTML [45]. Pages are structured as a
hierarchy of nodes (also called DOM8 tree, as this hierarchy is always a tree
structure) using HTML.

The second component is the behavior of the page. As we just described,
the server also has a component that supports behavioral aspects, but it can
only deal with interactions that trigger a request to the server. On the client,
the behavior is usually developed using JavaScript. JavaScript is a scripting
language that allows for the manipulation of nodes in the HTML hierarchy.
Traditionally developers used JavaScript for small changes that did not re-
quire a request to the server (e. g. display a popup menu). Two milestones
made this change. First, the apparition of AJAX (Asynchronous JavaScript and
XML), that allows to request information to the server and update the data in
the client without refreshing the whole page. Then, JavaScript frameworks
like AngularJS9 (developed by Google) or React10 (developed by Facebook),
that allow to create fully navigable websites on a single page, the so called

8Document Object Model
9https://angularjs.org/

10https://facebook.github.io/react/

https://angularjs.org/
https://facebook.github.io/react/
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“Single Page Web Applications” These two technologies shifted the business
rules implementation from the server to the client, at least to some extent,
when there is no security risk in doing so.

The last component is the styling of the page, done using CSS [4]. Nowa-
days CSS allows to apply different presentations depending on the device in
which the page is displayed. This is a core idea in the development of adap-
tive applications with WiBAF, as we will explain in Chapter 4.

2.4.1 DimML

We do not mention DimML11 here because it is standardized as other tech-
nologies, but because it is also important in the authoring of adaptive appli-
cations with WiBAF. DimML is a declarative programming language for Data
Science in online environments that collects data and processes them at the
moment, without storing them. Therefore it is a useful language to apply
data-driven personalization. However, it presents some issues when the pur-
pose is to build, for instance, a collaborative filtering recommender system.
Since it does not keep a history of data, the recommender will heavily depend
on the interactions that the online users are performing at the moment of the
recommendation. In any case, DimML allows to collect and process user data
in a very simple way that we wanted for WiBAF. Therefore, we imitated it as
we will show in Section 4.1.2.

2.5 Summary

In this Chapter, we have first described adaptive hypermedia as a research
field on the crossroad of hypertext and user modeling and described the his-
tory of both fields. Then we have focused how these fields met, giving ori-
gin to adaptive hypermedia and how it evolved over time. We have shown
how the tensions between privacy and personalization have only increased
since the popularization of the Web and the business models based on user
data. We have mentioned how the scientific community tried to relax these
tensions and how a combination between privacy management and client-
side modeling and personalization can help solve them [50,74]. We have also
described the different approaches for privacy management in adaptive Web
based systems and their drawbacks. Still in current work, there is no approach

11http://www.dimml.io/in-short/ (retrieved on April 4th, 2017)

http://www.dimml.io/in-short/
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that takes advantage of HTML5 capabilities to implement this in a way that
does not require any effort by the end-users, other than manage their data
i. e. current work require users to install software in their computer. Moreover,
there is no framework that eases the task of developing adaptive applications
that support client-side modeling and personalization together with privacy
management. WiBAF solves these two issues.





Chapter 3
Architecture of WiBAF

As WiBAF’s philosophy consists of performing the adaptation and modeling
on the client (unless otherwise specified by the user), it is not surprising that
the most important part of the architecture is located on the client. In this
Chapter, we will describe both, justifying the design decisions taken and par-
tially answering Research Question 1. This Chapter is structured as follows:

In Section 3.1 we set the requirements of our architecture, then we discuss
the challenges that we faced when developing an architecture that fulfills all
of them and how we decided to do it.

Section 3.2 describes what the client-side architecture looks like and its
responsibilities.

Similarly to Section 3.2, Section 3.3 describes the server-side architecture
and its responsibilities.

Section 3.4 shows the user decision support system from a technical point
of view.

We show the technical performance of our architecture in a real-life sce-
nario in Section 3.5.

Section 3.6 explains how advanced developers can extend our architecture
to better fit their needs.

Finally, Section 3.7 summarizes the contents of this Chapter regarding the
architecture of WiBAF.

The content of this Chapter is based on the following publications [83,84]:

Alejandro Montes García, Natalia Stash, Marc Fabri, Paul De Bra,
George H. L. Fletcher, and Mykola Pechenizkiy. WiBAF into a CMS: Per-
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sonalization in learning environments made easy. In Late-breaking Re-
sults, Posters, Demos, Doctoral Consortium and Workshops Proceedings
of the 24th ACM Conference on User Modeling, Adaptation and Person-
alisation, volume 1618 of UMAP 2016, pages 57–62, Halifax, Canada, jul
2016. CEUR Workshop Proceedings

Alejandro Montes García, Natalia Stash, Marc Fabri, Paul De Bra,
George H. L. Fletcher, and Mykola Pechenizkiy. Adaptive web-based
educational application for autistic students. In Extended Proceedings
of the 27th ACM Conference on Hypertext and Social Media, volume 1628
of HT 2016, pages 1–4, Halifax, Canada, jul 2016. CEUR Workshop Pro-
ceedings

3.1 Requirements, Challenges and Decisions

This Section motivates the requirements that we have set for WiBAF and the
challenges we face to fulfill those requirements. Finally, it justifies the deci-
sions we have taken in order to solve those challenges.

3.1.1 Requirements

The characteristics that make WiBAF a novel framework, compared to previ-
ous work, have been introduced in Table 2.1. In order to develop an architec-
ture with such characteristics, we have to define some requirements. In this
Section, we describe which requirements we came up with and motivate why
we consider them important.

As we have described in Chapter 2, privacy plays an important role in
adaptive Web based systems. Users, through the public institutions that
represent them, are asking for more protection of their personal data. At
the same time, it is proven that users value personalized content [107] (also
proven in our experiments in Chapter 6). This is also profitable for service
providers, just to mention an example, Facebook had a revenue of 26.885
million U. S. dollars by showing “advertisements individualized for each per-
son” [114]. In order to find a balance between the needs for privacy and the
win-win situation that personalization brings, we think that users should be
able to decide up to what point they want to share data.

Therefore, our first requirement is that:
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Requirement 1 Users should be able to take decisions about the control and
access to their data, regardless of how much quality the personalization would
lose as a consequence of this. The system should also support some granularity
regarding these decisions, i. e. users should be given more choices than grant
access to everything or to nothing.

One of the main obstacles in traditional client-side user modeling is that
it requires users to install some software for the sole purpose of adaptation.
While installing a browser plug-in could be still acceptable for users that
browse the Web from a computer, alternatives that require harder work are
not desirable. Moreover, as of November 1st, 2016, mobile and tablet Internet
usage exceeded desktop’s for the first time worldwide1, and the trend indi-
cates that the difference will be greater over time. Given that mobile browsers
with a relevant market share like Chrome for Android do not support exten-
sions2, this approach would not work for a relevant number of users.

Therefore, our second requirement is that:

Requirement 2 Users should not need to be required to install any software of
any kind, for the sole purpose of adaptation.

The development of adaptive Web based systems can be cumbersome and
time consuming [18]. General purpose adaptive hypermedia systems aimed
to solve this issue by easing the development of adaptive Web based systems
by creating a set of tools that can be used specifically for adaptation. However,
it is still hard to make an existing web system adaptive i. e. add personaliza-
tion to a web application that is already developed. This thesis addresses both
problems.

Our third, and final requirement is that:

Requirement 3 The system developed should ease the task of web developers,
so that making an existing application adaptive or developing an adaptive
Web based system is not extremely costly.

1Data taken from Statscounter, a research company that tracks Internet usage across 2.5 million
websites http://gs.statcounter.com/press/mobile-and-tablet-internet-usage-exceeds-
desktop-for-first-time-worldwide (retrieved on March 9th, 2017)

2https://developer.chrome.com/multidevice/faq (retrieved on March 9th, 2017)

http://gs.statcounter.com/press/mobile-and-tablet-internet-usage-exceeds-desktop-for-first-time-worldwide
http://gs.statcounter.com/press/mobile-and-tablet-internet-usage-exceeds-desktop-for-first-time-worldwide
https://developer.chrome.com/multidevice/faq
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3.1.2 Challenges

Given the aforementioned requirements, we have identified the following
challenges

Challenge 1 We have to create an architecture that runs user modeling on the
client-side, but without the need to install any software. (Related to require-
ments 1 and 2).

Challenge 2 The architecture has to be capable of offering as much personal-
ization as possible on the client-side, so that users and service providers can
take as much benefit as possible without any privacy issue. (Related to require-
ment 1).

Challenge 3 The architecture has to offer users a way to send data to the server
and improve their experience. The decision system should be as simple as pos-
sible. (Related to requirement 1).

Challenge 4 The architecture has to support developers (while not restricting
them) in the process of developing adaptive Web based systems and in the pro-
cess of enhancing existing web applications by making those adaptive. (Re-
lated to requirement 4).

3.1.3 Decisions

Once we identified the requirements and the challenges or problems we
might find during our development, we have taken the following decisions.

Decision 1 The client-side part of the system consists of a JavaScript library
that tracks user interactions and stores them on a standard HTML5 stor-
age, i. e. IndexedDB3 or localStorage4, depending on the browser compatibility.
(Solves challenges 1 and 2).

Decision 2 A slider is implemented so that the user can choose a compromise
between privacy and personalization, also advanced controllers are offered in
case the user wants to fine-tune the settings. (Solves challenge 3). While in

3https://developer.mozilla.org/en-US/docs/Web/API/IndexedDB_API (retrieved on
March 10th, 2017)

4https://developer.mozilla.org/en-US/docs/Web/API/Storage/LocalStorage (retrieved
on March 10th, 2017)

https://developer.mozilla.org/en-US/docs/Web/API/IndexedDB_API
https://developer.mozilla.org/en-US/docs/Web/API/Storage/LocalStorage
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a traditional adaptive Web based systems users are already in control of their
data, keeping it in their computer can increase their perception of privacy (we
will discuss more about this on Chapter 6).

Decision 3 The system is a general purpose adaptive hypermedia system. This
will allow developers to focus on the web development decoupled from the
adaptive part. The adaptive code should be implemented using a CSS-like Do-
main Specific Language [81] so that web developers do not need to make a great
effort at learning it. Also, the system has been integrated into a Content Man-
agement System to ease the development task for the general public. (Solves
challenge 4).

3.2 Client-Side Architecture

One of the requirements we identified is that the user should not need to do
anything special in order to get client-based recommendations. Therefore,
the software could not be delivered as a standalone application or a browser
plug-in, as this would place a burden on the user. The most straightforward
alternative that we found to fulfill this requirement, is to develop the software
as a JavaScript library that is interpreted by the user’s browser.

This JavaScript library consists of three parts clearly differentiated. Each
part responsible for one of the models required for the personalization
namely the adaptation model, the user model and the domain model. The
adaptation and user modeling parts are structured similarly. Both make use
of their own parser that reads the adaptation and modeling files provided by
the developer, these serve as an interface between the developer and WiBAF.

Regarding the adaptation parser, once it interprets a semantically correct
command (i. e. an adaptation technique that is applicable in the current con-
text and for the current user and therefore needs to be executed to perform
the adaptation), it delegates this task to the adaptation engine. The adapta-
tion engine has all the logic that needs to be executed to create the desired
effect on the page.

The user modeling parser is slightly simpler. It recognizes JavaScript
events and “knows” that there are basic CRUD (i. e. Create, Read, Update,
Delete) operations that can be made with the variables in the user model. It
sends these operations together with the event that needs to take place so that
they are executed by the user modeling engine. The user modeling engine will
then generate JavaScript code and add it to the page, so that the browser can
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track these events and execute the corresponding JavaScript when they are
triggered. Cascade updates (updates that trigger more updates) can be used
as well, by using the JavaScript event StorageEvent5.

The domain model is even simpler. It simply reads a template of the page
being served and a corresponding JSON file. This file contains the informa-
tion needed to fill the template. It then substitutes the placeholders in the
template for the actual information.

These tasks are coordinated by another component made specifically for
this purpose. This last component is the connection between the HTML code
and the WiBAF library, and needs to be initialized by the developer in the
HTML code. This is the only change that needs to be done in the HTML.
Figure 3.1 shows a simplified version of the client-side architecture.

3.3 Server-Side Architecture

We have developed a basic server-side architecture using PHP. PHP was cho-
sen because it is widely supported by most shared-hosting companies. This
allows developers of small applications with small budgets to be able to use
WiBAF. This architecture simply consists of a series of web services that per-
form basic CRUD operations of the user model on the server-side. The user
models in our implementation are stored in a MySQL database. We have also
implemented a basic collaborative filtering system to check that the user data
stored on the server can be used to produce recommendations. The server-
side architecture could also implement the same functionality as the client-
side. However, we have chosen not to cause an overlap and do as much com-
putation on the client-side as possible.

Developers who do not want to use PHP or MySQL can implement these
CRUD operations in their language of preference. While this standalone PHP
service exists and works, most of our work regarding the server-side consisted
of the integration of WiBAF into WordPress.

3.3.1 Integration into WordPress

Content Management Systems (CMSs hereinafter), have become very popu-
lar tools for the development and maintenance of web applications, mainly

5https://developer.mozilla.org/en-US/docs/Web/API/StorageEvent (retrieved on April
4th, 2017)

https://developer.mozilla.org/en-US/docs/Web/API/StorageEvent


3.3 Server-Side Architecture 35

Figure 3.1: Components of the client side architecture
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because they enable people without any knowledge of HTML, CSS or other
(client- or server-side) web languages to design professional looking web-
sites. Some of these CMSs are free and open source, allowing people to de-
velop all kinds of plug-ins or modify the core of the CMS to extend its func-
tionality. According to a survey made by the website http://w3techs.com/,
as of September 1st, 2017, 48.1% of the web pages that they track run one of
the CMSs that they monitor. Among those, WordPress6 is the most popular
one, present in 28.6% of all the sites tracked.

CMSs have helped many people to build their own website without in-
depth knowledge of web technologies, yet there are no CMSs that take ef-
fective advantage of adaptive hypermedia extensions. Existing adaptive Web
based systems may try to make the creation of adaptive websites feasible, but
no current adaptive Web based system achieves the user-friendliness of pop-
ular CMSs. Hence, we turn the process around: from creating adaptive web-
sites, we move to making websites adaptive. To do so an existing CMS needs
to be extended with adaptive functionality.

WiBAF has been integrated into WordPress in a way that it automatically
performs adaptation based on prior knowledge and learning styles. Therefore
its main focus is educational and informational applications. We decided to
use WordPress because it is free, open-source and the most used in real-life
environments.

In order for WiBAF to understand the content of a page, its “sections” need
to have a unique identifier within that page. WordPress allows developers to
create custom themes to change the look and feel and the structure of a page.
We (together with developers from the Autism&Uni project) used this func-
tionality and created a custom template that creates the sections and assigns
ids that WiBAF can understand.

In order to make content providers aware of this division, we needed to
modify not only the page template itself, but also the interface used to enter
the page content. WordPress also allows developers to create and install plug-
ins in order to extend its functionality. We used a plug-in called Advanced
Custom Fields7, or ACF for that.

We have packed all the functionality required for WiBAF in a different
plug-in that we developed ourselves. We will describe now the functionality
present in our plug-in.

WordPress offers a settings interface that has been modified to add new

6https://wordpress.org/ (retrieved on March 13th, 2017)
7http://www.advancedcustomfields.com/ (retrieved on March 13th, 2017)

http://w3techs.com/
https://wordpress.org/
http://www.advancedcustomfields.com/
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fields related to the user model. The data contained in those fields are stored
in the client by default. WiBAF offers users the possibility to send these data
to the server if desired. That could make it possible to (potentially) create bet-
ter personalization (through collaborative filtering) or to provide a facility to
synchronize their data between devices. By default, the data are stored on the
browser only, to offer better privacy. We also needed to add these new fields
to the user data so that they can be stored on the server (if desired). The man-
agement of the database is done automatically by WordPress, we just need to
declare that these extra data exist. The communication between server and
client to manage user data is described in Section 3.4.

The content of a website offered through a CMS is very dynamic because
it is very easy to create and update. Therefore, we need to replicate this dy-
namism in our adaptation code. To do so, we have to update the adaptation
automatically when a new learning object is created. We achieve this by using
action hooks. The action hooks provided by WordPress are not only related to
special actions. In every page request, typically around 50 actions are exe-
cuted (e. g. load plugins, sanitize comments, render specific parts of the page
etc. ). Code can be hooked to a specific action. This code will then be ex-
ecuted when that action occurs. In our plug-in, we hooked code to several
actions to link the WiBAF JavaScript library, the adaptation files, and to store
user data in the browser (or on the server if the user wants that). It is worth
mentioning that we also “taught” WordPress to write adaptation code for us.
Every time a new learning object (A) is created, WordPress writes some lines
of adaptation code. The code tracks when users access A. This allows other
learning objects (B) to adapt their content when A is a prerequisite of B.

3.4 User-Decision Supporting Architecture

We have described what the client and the server look like in our architec-
ture. However, we have not described how both architectures communicate
in order to support the user decisions. This Section describes how the com-
munication is done and what information we have decided to store in each
user variable.

3.4.1 Client and Server Communication

As we mentioned in Section 3.3, the communication between the client and
the server is done using web services. More specifically, we use a RESTful
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web service. This takes a variable number of arguments, one of those be-
ing always the method to invoke (one of: addItem, removeItem, updateItem,
getItem). The URL where this web service is located is specified during the
initialization of WiBAF. If no URL is provided, it is up to the developer to es-
tablish an alternative method of communication between server and client.
This happens in the WiBAF + WordPress architecture.

In the WiBAF + WordPress architecture, the communication is done as fol-
lows: when (and if) the user wants to send data to the server, this is done
through cookies. These cookies are created using JavaScript after the page
is loaded and WiBAF has finished parsing and executing the modeling and
adaptation files. Therefore, the cookies will contain the user values after visit-
ing the page, but every interaction that the user might do that can change the
user model, will not be sent in this cookie, but in the following one, after an-
other request. When the server wants to update the client values (e. g. the user
logs-in from a new device and they want to keep their profile), it inserts the
required JavaScript code to do so. This code is inserted just after the cookie
creation and updates its values. This might not seem efficient, but because
the values are stored asynchronously in the IndexedDB, it is more efficient to
create the cookies and then update them when the database has finished the
insertion operations.

3.4.2 Data Format

We decided to store user data in the client in JSON format. This is the most
straightforward way to represent structured data in JavaScript and can be eas-
ily serialized. The serialization might be needed because some client-side
storage methods (localStorage) do not allow to store structured data, only key
value pairs. An example of a variable stored in WiBAF is shown in listing 3.1:

Each attribute is used as follows:

• changed: Whether the variable has changed since the last request to the
server or not.

• domain: Used to group variables semantically similar, so that users can
decide to share or not to share a whole group.

• feedback: Used to tell the user what is the meaning of the variable.

• last_updated: Timestamp of the last time the variable has been up-
dated.
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Listing 3.1: WiBAF variable

{
" changed " : f a l s e ,
" domain " : " acce s s " ,
" feedback " : n u l l ,
" l a s t_updated " :1481814262194 ,
"name" : " cabra les___gi f t_recommender_accessed " ,
" s e r ve r " : {

" send " : t rue ,
" accuracy " :100 ,
" use " : n u l l

} ,
" t imes_updated " :5 ,
" type " : " numeric " ,
" u r l " : " h t t p : //wwwis . win . tue . n l/~amontes/ g i f t −recommender/1/ " ,
" value " :5

} �
• name: Name of the variable.

• server:

– send: Whether the user wants the variable to be sent to the server
or not.

– accuracy: Accuracy of the variable being sent (this allows for some
obfuscation of data).

– use: Use that the server should give to the data.

• times_updated: Number of times the variable has been updated.

• type: Type of variable.

• url: Unique identifier of a variable (this way it is compatible with
linked-data applications).

• value: Value of the variable.

3.5 Technical Performance

We ran an experiment to check the technical performance that this architec-
ture offers. More specifically, we used the WiBAF + WordPress combination
and the Autism&Uni application that we will describe in Chapter 5.
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Technical performance (speed) is often a problem with adaptive hyper-
media systems, which is rarely reported. Some initiatives, including the
general-purpose adaptation engine GALE developed at the Eindhoven Uni-
versity of Technology [102] pay special attention to efficiency and can with-
stand a stress test using hundreds of simultaneous users. Most of the per-
formance problems stem from the adaptation that needs to be computed in
the split second between the user clicking on a link and the browser present-
ing the “next” page. Since WiBAF performs user modeling and adaptation
inside the browser, it does not face a performance problem because of large
numbers of simultaneous users. However, there is still a bit of overhead in
the server because of the WiBAF + WordPress combination: WordPress has to
serve (and sometimes generate) code for the browser to execute. We are inter-
ested in seeing how both tasks affect the overall performance of the modified
WordPress.

We ran a performance test on a MacBook Air laptop8 together with an
Apache Server and a MySQL database. The server was running WordPress
version 4.4.2. While this is not the most realistic setup, it gives us an intu-
ition on what the performance could be in a bad scenario (a single machine
with limited capabilities) We have measured the time it takes for our modi-
fied WordPress to load several pages of different types (learning objects, the
home page, etc.). We did so by using a plug-in called P39. Then we compared
it to an unmodified WordPress with the default theme, without any plug-ins
(except P3).

The adaptive version of WordPress takes 176 ms to load the site, while the
not adaptive version takes 167 ms, that is an overhead of just 9 ms. In the de-
tailed analysis (Figure 3.2) we see that indeed the WiBAF plug-in is executed
in 9.2 ms while the theme is handled slightly more efficiently in our Word-
Press than the default WordPress theme.

We also measured the time the client code uses (for user modeling and
adaptation). We used the Google Chrome profiler to measure the total
JavaScript execution time with our custom WordPress. In these measure-
ments we include not only WiBAF but also JQuery10, a popular JavaScript
library that is used to manipulate the DOM structures and it is required by
WiBAF, and compared that to the default WordPress (not performing any user
modeling or adaptation). The execution time of the JavaScript code in our

8Processor: 1,6 GHz Intel Core i5; Memory: 4 GB 1600 MHz DDR3
9https://wordpress.org/plugins/p3-profiler/ (retrieved on March 10th, 2017)

10https://jquery.com/ (retrieved on March 10th, 2017)

https://wordpress.org/plugins/p3-profiler/
https://jquery.com/
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Figure 3.2: Runtime by plugin in the adaptive version

WordPress was 487 ms, against 304 ms for the non-adaptive version. There-
fore, the overhead we introduce in the client is 183 ms. More than one half of
that time (69 ms) is caused by the use of the Indexed DB to store and retrieve
data from the user model.

In total, we quantify that making a WordPress adaptive costs 192 ms per
request. The page is served with a delay of 9 ms and adapted in 183 ms. In
total the page is served and adapted in 663 ms. According to a study in 2004
[88], users consider a waiting time of around 2 seconds acceptable. Since
then people may have grown more impatient, so in GALE [102], 1 second is
considered to be a the maximum acceptable waiting time.

But when looking these performance numbers it should be considered
that we ran an unlikely scenario where the web server with WordPress, the
MySQL database and the (Chrome) browser with adaptation code were all
running on the same (relatively slow) computer. To put these numbers into
perspective, we can follow a similar reasoning that David Smits used with
GALE [102] to answer the question: how many users can simultaneously use
our WordPress? Assuming that there are multiple clients and just one server,
the overhead executing the adaptation in the client will be constant. A normal
WordPress with our equipment can serve 4.17 users in 696 ms (leaving the re-
mainder 304 ms for the execution of the client code). Assuming a request ev-
ery 20 seconds per user, with our equipment a normal WordPress could serve
83 simultaneous users. Our customized WordPress would only have 513 ms to
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serve as many users as possible, since the client code takes 487 ms to execute.
Therefore, our custom WordPress can serve 2.91 users, assuming a request
every 20 seconds per user, this would be 58 simultaneous users. This means
30% fewer users can use our WordPress than a normal WordPress. If we do
not take into account the computation on the client, since this happens after
the page is served, a normal WordPress can handle 120 simultaneous users,
while our WordPress can handle 114 (5% fewer users). On a more realistic,
up-to-date server, WordPress with our plug-in, should be able to handle over
1000 users with acceptable performance.

3.6 Extensibility of the architecture

The architecture has been built in a way that covers all the personalization
techniques shown in Figure 2.1. However, this can change over time, or de-
velopers might find ways to improve and give a different purpose to the ar-
chitecture. Therefore, we developed the architecture in a way such that it can
easily be extended. There are different parts that can be extended and those
will be treated separately in different sections.

3.6.1 Client-side Architecture Extensibility

As we mentioned in Section 3.2, the client-side part is comprised of three
components that may be extended independently namely, the adaptation
component, the user modeling component and the domain model compo-
nent.

Adaptation Component

The adaptation component may be extended in several ways. One of the most
relevant ways to do so is the addition of new adaptation rules. All the func-
tionality related to the execution of adaptation rules is packed in a JavaScript
object called adaptationEngine. In order to add a new rule, a developer
should simply add a new method into that object. This is possible because
we used a “command” design pattern [52]. The name of the method will be
also the name of the rule that the developer of the adaptation has to use.

Developers might want to add new context selectors. Similarly to the ad-
dition of adaptation rules, context selectors can be added by simply writ-
ing a method, but this time it should be in the JavaScript object called
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contextHelper. This new method has to return a boolean value, indicating
whether the user is in the correct context or not.

Expanding the set of user selectors is more complex. Inside the adaptation
parser there is a method called evalUsrExpr that evaluates a user selector. If a
developer desires new ways of selecting users, he should modify that method
to add things like selection based on string comparison methods, etc.

User Modeling Component

Like the adaptation component, the user modeling component may be ex-
tended in different ways. The addition of new operators is one of the most
obvious possibilities. This can be done by adding the desired method to the
userModel object.

Developers might want to extend the architecture further by adding ways
to distort values when being sent to the server (a default one for numeric
values is already implemented). This would require a modification in the
distortValue private method of the userModel object.

Domain Model Component

A good step that can be taken to extend the domain model component is
to integrate it into one of the frameworks that already exist and implement
a similar functionality. AngularJS11 is probably the best option as of today,
since it implements some of the functionality that we offer in our Domain
Model Component, and some other capabilities to develop single page appli-
cations, reducing the server load even more. Integrating WiBAF into one of
those frameworks would result in a very powerful tool to create adaptive Web
based systems that run after a single page load.

3.6.2 Server-side Architecture Extensibility

The server-side part is the one that would require further work in order to
take full advantage of its capabilities. As we mentioned in Section 3.4, we
implemented two different methods of communication between client and
server namely, Web services and cookies in the WordPress plugin. Developers
might want to develop more implementations. In order to do so, they should

11https://angularjs.org/ last accessed on May 18th, 2017

https://angularjs.org/
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modify the implementations provided in the utility object ServerAPI, which
handles the communication between both sources.

Depending on the communication implemented, the server needs to be
able to receive the data i. e. it has to process the incoming flow of data and
store it. In our implementation, the server receives the data (via cookies or
web services) in an endpoint that sends the required CRUD operations to a
relational database. If a developers want to use a different communication
method, they should implement a way to receive and process the data as well.

Independently of the communication implementation that is used, the
server has to be able to store and process the data. We have used a MySQL
database and the WordPress storage. Developers can change the code in the
db_connect.php and the update_um.php files if they want to use a different
storage method.

However, most of the work that a developer should carry to extend the
WiBAF server architecture is the implementation of adaptation techniques.
One way to do that is implementing the WiBAF adaptation parser in the
server, then a generic server-side adaptation platform would be acting in the
client and in the server. The server could use the same adaptation file as
the client and remove the instructions that it can execute before sending the
adaptation file to the server. This way it would delegate the rest of the adap-
tation process to the client. The implementation of more data-driven adap-
tation techniques would be another strongly recommended point for devel-
opers. In this sense, the integration of WiBAF with existing recommender
engines or frameworks that implement data-driven adaptation techniques
would be very interesting.

3.7 Summary

In this Chapter, we have set the requirements to build an architecture that
supports user decisions regarding the privacy versus personalization trade-
off. We have shown what this architecture looks like and our approach to
achieve this. This architecture consists mainly of a client-side JavaScript li-
brary that performs personalization and user modeling in the client. This
architecture has been tested and proved to be efficient enough to be used in
production sites. This Chapter answers Research Question 1, though the next
chapters will add some more information.



Chapter 4
Authoring Adaptive Web Based
Systems with WiBAF

The development of adaptive Web based systems is not a trivial task, it can
be cumbersome and take a good amount of time [18]. Moreover, two kinds
of adaptation techniques coexist nowadays namely, pre-authored (e. g. AHA!
[39]), and data-driven adaptation e. g. collaborative recommender systems
[6]). The development is not unified for both approaches. Experts in one
technique might not be capable to use the other. In order to ease the devel-
opment of adaptation and try to unify both approaches, we took two steps:

1. We target current web developers and we ease the implementation of
adaptation for them. We do that by allowing developers to abstract
from all adaptation specific coding and by offering a Domain Specific
Language similar to CSS. This language is parsed interpreted and exe-
cuted by our JavaScript library [81]. The rules in that language are pre-
authored, but they can be used to trigger data-driven adaptation tech-
niques.

2. We target the general public and we ease the implementation of adap-
tation for them. More specifically, we target Content Management Sys-
tems, which are used by the general public to develop websites without
any knowledge of HTML, CSS or JavaScript. They are also widely used
by developers, as they ease the development and maintenance of the
site and the publication of new content. To be more precise, we devel-
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oped a plugin for WordPress, the most used Content Management Sys-
tem1. This plugin creates an interface in the management section for
administrators to configure WiBAF and adds privacy-specific settings
to the general user settings interface. It also provides some basic adap-
tation code suitable for educational applications that enhances naviga-
tion [84].

This Chapter has been divided in four different sections. Section 4.1 fo-
cuses on the authoring for the client-side while, Section 4.2 explains the au-
thoring for the server-side. After that we evaluate how easy it is to develop
adaptive Web based systems for first year students, most of them without any
background in web development or programming in Section 4.3. Finally, Sec-
tion 4.4 summarizes the content of this Chapter.

The content of this Chapter is based on the following publications [81,84]:

Alejandro Montes García, Paul De Bra, George H. L. Fletcher, and
Mykola Pechenizkiy. A DSL based on CSS for hypertext adaptation. In
Proceedings of the 25th ACM conference on Hypertext and social media,
HT ’14, pages 313–315, Santiago, Chile, sep 2014. ACM

Alejandro Montes García, Natalia Stash, Marc Fabri, Paul De Bra,
George H. L. Fletcher, and Mykola Pechenizkiy. WiBAF into a CMS: Per-
sonalization in learning environments made easy. In Late-breaking Re-
sults, Posters, Demos, Doctoral Consortium and Workshops Proceedings
of the 24th ACM Conference on User Modeling, Adaptation and Person-
alisation, volume 1618 of UMAP 2016, pages 57–62, Halifax, Canada, jul
2016. CEUR Workshop Proceedings

4.1 Authoring for the Client-side

In order to ease the development of adaptation for the client, we allow devel-
opers to abstract from coding the adaptation behavior. We do so by providing
tools that developers are familiar with and that already implement the generic
behavior required.

1According to https://w3techs.com/technologies/overview/content_management/all on
February 2017 WordPress was used by 58.7% of the websites that use any Content Management
System, that is 27.5% of all the websites

https://w3techs.com/technologies/overview/content_management/all
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Previous work [37] divides the adaptation task in three different models
namely, a domain model, a user model and a teaching model which we re-
named as adaptation model to make it more generic. The development for
each of these models is different, but still based on nowadays popular web
technologies. In the following sections we will explain the challenges and the
solution that we gave to each of them.

4.1.1 Adaptation Model

The Adaptation Model consists of adaptation rules which define how the
adaptation should be performed and under which specific conditions. This
means that depending on a user profile and/or context, some adaptation
rules should be selected and applied. If we think of a language in web devel-
opment that consists of selector and rules, that is CSS [4]. CSS was conceived
as a way of decoupling presentation from content and structure in websites.
It is desirable that a language which fully captures all adaptation techniques
could also be expressed independently of the structure or content of the page.
Therefore our approach consists of extending CSS by adding adaptation spe-
cific rules and selectors.

Adaptation selectors

DOM nodes can be mapped to the atomic fragments in AHAM [37], this is the
basic unit that will be modified by the adaptation, by using one or several of
the techniques shown in Figure 2.1. In order to define which nodes will be
modified by which rule, we need to be able to target them individually or as
a part of a group that shares some characteristics. Selectors are the elements
of our language that allow the developer to express which DOM nodes will be
modified and under which conditions.

We distinguish three types of selectors that are useful in our language to
express adaptation in adaptive Web based systems namely, item selectors,
user selectors and context selectors:

Item Selectors Item selectors are used to select nodes from the DOM tree to
be modified by the adaptation rules. CSS defines a set of selectors [26], and
their usage is widespread in web systems development, therefore we will use
them.
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User selectors User selectors allow to target specific user characteristics,
so that the adaptation rules contained inside them, will only be applied to
users that match the requirements set by the selectors. In order to keep our
language as close to the standards as possible and also make it easy for cur-
rent web developers, we propose user selectors (or queries) based on media
queries [116]. Media queries are part of the W3C recommendation and their
usage is widespread in web development.

Media queries (and our user queries) contain rules or other selectors. This
code will only be executed if the conditions specified in the queries evaluate
to true. Media queries allow developers to select a type of device in which the
user consumes the content (screens, printers, etc) and characteristics about it
(size, orientation, etc). User queries follow the same approach but they allow
the selection of users instead of devices.

We allow arbitrary features in user queries. The interpreter will search for
them in the User Model. If those are not found, the query will be evaluated
to false and the rules will not be applied. If a feature ends with -lt or -gt,
its last three characters will be deleted and the interpreter will look for the
rest. It will evaluate to true if the value in the UM is lower or higher than the
expected. We use -lt and -gt instead of < or > to stay within the CSS syntax.
Listing 4.1 shows an example of a user selector. More specifically, the CSS
code contained in the selector will be applied only to users with a knowledge
greater than 30.

Listing 4.1: user_selector.amf

@user ( knowledge−g t : 30) {
# b a s i c _ i n t r o d u c t i o n {

d i s p l a y : none ;
}

} �
Context selectors It is desirable also to adapt content according to context
features. We define context selectors in the same way as user selectors. Media
queries already do some context adaptation related to device properties. We
add the time and location features shown below to provide a wider adaptation
effect.

• min-hour/max-hour: Hour in which the adaptation will start/stop to be
executed.
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• date: Date on which the adaptation will be executed.

• min-date/max-date: Date on which the adaptation will start/stop to be
executed.

• weekday: Days of the week in which the adaptation will be executed.

• centre: A point on the Earth, given by its GPS coordinates, on which the
adaptation effect will be provided.

• radius: How far a user can be from the previous point.

To connect queries with a logical OR, the user/context queries have to be
separated by commas. A logical AND is achieved by nesting them. Different
features of one query can also be separated by the keyword AND to require
that every feature is true. For instance, Listing 4.2 shows an example of a con-
text selector in which the rules contained inside will only be applied between
09:00 and 17:00. Listing 4.3 shows an example of how two different selectors
(a user selector and a context selector) are merged with a logical OR.

Listing 4.2: context_selector.amf

@context ( min−hour: 09.00 and max−hour: 17 : 0 0 ) {
#Code

} �
Listing 4.3: or_selector.amf

@context ( min−hour: 0 9 . 0 0 ) , @user ( knowledge−g t : 30) {
#Code

} �
Adaptation rules

Adaptation rules are used to select the adaptation effects to be provided.
For some techniques, standard CSS rules can be used, e. g. hiding fragments.
However, for other techniques we have to extend the CSS rules keeping the
CSS syntax. Our new rules will be transformed to calls to JavaScript functions.
The following rules have been defined:

• append(URL|HTML): Gets the content from URL or takes it from HTML
and appends it to the selected node.
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• insert(URL|HTML): Similar to append, but deleting the previous con-
tent.

• reorder-nodes/reorder-links(strategy): Reorders the sub-nodes
(or links contained in an un-ordered list) according to a strategy (data-
driven or expert-based).

• stretchtext(length, textHandler, className, linkHref): Applies
stretchtext to the selected node. It takes one number of characters to
show in the first parameter, then it requires two handlers in which the
user can click to expand or contract the rest of the content. It also re-
quires a class name to add to the hidden content so that the system can
automatically hide/show it. Finally it needs the anchor part of the URL
that will be linked by the handler.

• trim-at(int): Trims the text contained in the node at a specified posi-
tion.

• update-attribute(attr,val): Sets the attribute named attr to be
equal to val in the selected node.

• delete-node(bool): Deletes the selected node, the boolean indicates
whether the content inside the node should be deleted (true) or kept
(false).

Validation of “genericity” In order to validate that using only these adap-
tation rules we get a generic platform, we can refer to the taxonomy shown
in Figure 2.1 and show how each technique can be implemented with one or
several of our rules. We will associate now every technique in the taxonomy
with a code fragment that shows how to implement that in WiBAF.

Inserting fragments A new fragment can be appended to an existing
node using the append rule.

Listing 4.4: insert_fragments.amf

@context ( min−hour: 09.00 and max−hour: 17 : 0 0 ) {
#node {

append: <p>You should be working</p> ;
}

} �
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Altering fragments A fragment can be altered by replacing a part of its
content. There are several ways this can be done in WiBAF, being the most
straightforward using the insert rule and an appropriate HTML coding. For
instance, given the HTML in Listing 4.5 and the adaptation rule shown in List-
ing 4.6, the resulting HTML is displayed in Listing 4.7 only when the user is
located in a specific place.

Listing 4.5: original.html

<p><span id ="node">The North Korean leader , </ span> Kim Jong−Un
v i s i t e d a f a c t o r y </p> �

Listing 4.6: append_fragments.amf

@context ( c e n t r e : 39.235969 , 126.272216 and r a d i u s : 100km) {
#node {

i n s e r t : Our g r e a t leader , Marshal ;
}

} �
Listing 4.7: result.html

<p><span id ="node">Our g r e a t leader , Marshal</ span> Kim Jong−Un
v i s i t e d a f a c t o r y </p> �

Dimming fragments Fragments can be dimmed by making their color
more similar to the background. This can be done using just a line of CSS
code.

Listing 4.8: dimming_fragments.amf

@user ( knowledge−g t : 30) {
#node {

c o l o r : #0F0F0F ;
}

} �
In order to make code easier to maintain, developers can also add a class

to the node they want to dim using the update-attribute rule, and have the
CSS code decoupled in a separate file.
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Listing 4.9: dimming_fragments.amf

@user( knowledge−g t : 30) {
#node {

update−a t t r i b u t e : c l a s s , dimmed ;
}

} �
Sorting fragments Fragments can be sorted in WiBAF using the

reorder-nodes instruction. This has to target the container of the fragments
that need to be sorted, and not the fragments themselves. The parameter
specified is the sorting strategy. This strategy is implemented inside WiBAF
and the developer of the adaptive behavior does not need to know the de-
tails of the implementation. However developers can always implement new
strategies, as we described in Section 3.6.

Listing 4.10: sorting_fragments.amf

@user ( knowledge−g t : 30) {
#node−container {

reorder−nodes: data−s o r t i n g ;
}

} �
Stretchtext Stretchtext has a specific rule in WiBAF, but it can also be im-

plemented using a combination of trim-at, append, update-attribute. We
will show the simple version here.

Listing 4.11: stretchtext.amf

@user ( knowledge−g t : 30) {
# explanation {

s t r e t c h t e x t : 100 , Show more , s t r −explanation , # explanation ;
}

} �
Scaling/zooming, fisheye view Similarly to the dimming fragments

technique, scaling, zooming or applying a fisheye view can be done increas-
ing or decreasing the size of the nodes that require that. Therefore using CSS
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or changing the class of a node so that the browser applies a different CSS rule
would achieve the effect.

Fragment summarization Depending on how the text is written, the
fragment would need elaborate changes, developers should use the same
procedure as when the “altering fragments” is applied. However, if the text
is written in a way that it can be summarized by deleting some portions,
as shown in Listing 4.12, we can apply the rules shown in Listing 4.13 and
achieve the result from Listing 4.14.

Listing 4.12: original.html

<p>WiBAF<span c l a s s =" summarizable "> , a framework to develop
adaptive a p p l i c a t i o n s within the browser</ span> provides
mechanisms to balance the privacy versus p e r s o n a l i z a t i o n trade−
o f f <span c l a s s =" summarizable "> , i t al lows user to get
p e r s o n a l i z a t i o n using the data stored in t h e i r browser , but
a l s o improve t h i s p e r s o n a l i z a t i o n sending some data to the
s e r v e r </ span> . </p> �

Listing 4.13: append_fragments.amf

@user ( knowledge−g t : 30) {
. summarizable {

delete −node: true ;
}

} �
Listing 4.14: result.html

<p>WiBAF provides mechanisms to balance the privacy versus
p e r s o n a l i z a t i o n trade−o f f . </p> �

Layout adaptation Adaptation of the layout can be done using just a
combination of CSS rules depending on the specific technique, and therefore
we do not need any specific WiBAF rule.

Link sorting/ordering In order to sort links, developers can use the same
technique as to sort fragments, but using the reorder-links rule instead.
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Link annotation Links can be annotated with colors using the same im-
plementation as the dimming fragment technique. Another way to annotate
links is adding an icon. This can also be done using just CSS and the pseudo-
selectors :before or :after. An example of link annotation is shown in List-
ing 4.15.

Listing 4.15: link_annotation.amf

@user ( knowledge−g t : 30) {
# l i n k : b e f o r e {

c o n t e n t : u r l ( ’ icon . png ’ )
}

} �
Contextual/non-contextual links, index links, navigational maps and

guidance While these are different techniques, from the implementation
point of view, they all can be approached equally. Links that assist navigation
can be added using the same rule as in the inserting fragments technique.

Anchor adaptation Modifying an anchor in order to encourage (or dis-
encourage) the user to click on it can be implemented like any other alter-
ation of a fragment.

URL adaptation URL adaptation consists of modifying the attribute
href of a link, this can be done using the update-attribute rule. In the ex-
ample shown in Listing 4.16, all the links going to advanced-concept.html
will point to basic-concept.html.

Listing 4.16: url_adaptation.amf

@user ( knowledge− l t : 30) {
a [ h r e f =" advanced−concept . html " ] {

update−a t t r i b u t e : href , basic−concept . html ;
}

} �
Destination adaptation Destination adaptation is similar to URL adap-

tation, but instead of changing the destination of the link before clicking it,
it changes the content of the page when it is accessed. Therefore, this is an
alteration of a fragment, in which the fragment is the whole page.
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Link hiding Hiding a link can be done with the CSS rule display: none
and therefore it does not need a specific WiBAF rule.

Link disabling Disabling a link can be done by removing the <a> node,
while keeping the anchor text intact, as shown in Listing 4.17.

Listing 4.17: link_disabling.amf

@user ( knowledge− l t : 30) {
a [ h r e f =" advanced−concept . html " ] {

delete −node: f a l s e ;
}

} �
Link removal By changing the boolean from false to true, we can re-

move the whole link instead of just disabling it as we showed in Listing 4.17.

Use case example

To better illustrate our language, let’s consider a use case motivated by the
CHIP project [3]. CHIP aims to create personalized tours in the Rijksmuseum
and was later expanded to recommend other relevant artistic works such as
buildings, sculptures, etc. around the city of Amsterdam by using a server-
side adaptation engine. Listings 4.18 and 4.19 show a possible implementa-
tion of some parts of the CHIP project for the city of Amsterdam, using our
approach.

Analyzing Listings 4.18 and 4.19, we see that in the first three lines of
Listing 4.18, the artworks are reordered with the rule reorder-nodes and the
strategy CB-recommender. This is an example of sorting fragments. After that,
users with a knowledge in art lower than 30 are targeted. Two adaptation
techniques are applied to them. First stretchtext is applied to the descrip-
tion of the artworks. After that, links to concepts with the class advanced are
deleted but the anchor is preserved, i. e. link hiding. Then a case of guidance
is shown. The current user location is detected (it is given by its GPS coordi-
nates) and the links to the next location are updated. The last block is used to
display a message if the user is in a specific location and in a specific time of
the year, saying that there is an special exhibition that day. Then, if the user
is interested in surrealism, a list element is appended to the list of upcoming
events. Both are examples of the inserting fragments technique.
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Listing 4.18: adaptation.amf

1 #artworks {
2 reorder −nodes : CB−recommender ;
3 }
4 @user ( ar t −knowledge− l t : 30) {
5 #d e s c r i p t i o n {
6 s t r e t c h t e x t : 200 , Show more , Show le s s , de s cS t r e t ch t ex t ,

#d e s c r i p t i o n ;
7 }
8 a . advanced {
9 dele te −node : f a l s e ;

10 }
11 }
12 @context ( cent re : 52.373169 , 4.893524 and rad ius : 500m) {
13 a . next {
14 update−a t t r i b u t e : href , . / dam_square . html ;
15 }
16 }
17 @context ( date : 21/04/2017) {
18 @context ( cent re : 52.360109 , 4.885496 and rad ius : 500m) {
19 #s p e c i a l {
20 d i s p l a y : b lock ;
21 append : <p>Pica s so e x h i b i t i o n in a nearby museum only

today ! !</p>;
22 }
23 }
24 @user ( surrea l i sm − i n t e r e s t −gt : 50) {
25 #upcoming {
26 append : <l i> Dal í e x h i b i t i o n </ l i>;
27 }
28 }
29 } �
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Listing 4.19: index.html

1 <head>
2 <l ink href=" adaptat ion . amf " re l=" pre f e t ch " type=" t e x t /amf " />
3 </head>
4 <body>
5 <div s t y l e=" d i s p l a y : none " id=" s p e c i a l "></ div>
6 <div id=" artworks ">
7 <div id=" art −royal −palace ">
8 <h2>K o n i n k l i j k P a l e i s Amsterdam</h2>
9 <p id=" d e s c r i p t i o n ">

10 This pa lace was designed by <a href=" jvancampen .
html " c lass=" advanced ">Jacob van Campen</a>

11 . . .</p>
12 </ div>
13 . . .</ div>
14 <ul id=" upcoming ">
15 < l i>Kingsday coming up next week , get your orange c l o t h e s

ready</ l i>
16 </ ul>
17 <a c lass=" next " href=" . / r1 . html ">Next</a>
18 <s c r ip t src=" ht tp s : // a jax . goog leap i s . com/ a jax / l i b s / jquery

/2 .2 .0/ jquery . min . j s "></ s c r ip t>
19 <s c r ip t type=" t e x t / j a v a s c r i p t " src=" wibaf . j s "></ s c r ip t>
20 <s c r ip t>
21 ( func t ion () {
22 wibaf . ge t In s t ance () . i n i t ( func t ion () {
23 <!−− Code to be executed a f t e r the adaptat ion −−>
24 }) ;
25 }() ) ;
26 </ s c r ip t>
27 </ body > �
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Figure 4.1: Interface example for a user with little knowledge of and no interest in a
specific topic.
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Figure 4.2: Interface example for a user with knowledge of and interest in a specific
topic.
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Figure 4.3: Interface example for a user in a specific context.
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The effects of this can be seen in Figures 4.1, 4.2 and 4.3. Figure 4.1 shows
how the interface would look for a user without any knowledge or interest de-
clared. The user modeling engine can discover that the user has some basic
knowledge and that they are interested in surrealism (e. g. this can happen if
the user reads some advanced descriptions and checks some surrealist art-
works). Then the page will be adapted and it will look as shown in Figure 4.2.
I. e. An event is added to the list of upcoming events and the descriptions of
the artworks are shown completely. Finally, if the user visits the page between
the dates shown in Line 17 of Listing 4.18 and they are within 500 meters from
the GPS coordinates shown in Line 18 of the same Listing, the page will also
display the announcement shown in Figure 4.3

In order to create more generic and reusable adaptation code, JavaScript
code can be inserted into the adaptation file. To do so it should be placed
between curly brackets and with a hash as a prefix. The code will be exe-
cuted before the interpretation of the file starts and the fragment code will be
replaced by its result. This code in Listing 4.20 would be interpreted as the
Listing 4.21 in a page with the title “Hello World”.

Listing 4.20: adaptation.amf

1 @user ( # { document . t i t l e . replace ( / \ s +/g , "−" ) . toLowerCase ( ) }−accessed
− l t : 2) {

2 #Code
3 } �

Listing 4.21: adaptation.amf

1 @user ( hel lo −world−accessed− l t : 2) {
2 #Code
3 } �

4.1.2 User Model

To create a user model, WiBAF uses a different language, expressed in a differ-
ent file. This way we effectively decouple user modeling and adaptation. To
express how the user model should be built, an extended subset of DiMML
(a declarative programming language that we introduced in Section 2.4.1) is
used. In this Section we will distinguish two parts namely, event definition
and event operations.
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Event definition

The most basic definition of an event consists of the keyword event followed
by the name of the event. Then some JavaScript code is written to select the
nodes whose use will trigger the event and under which circumstances the
event will be triggered (e. g. an event could be triggered when clicking on a
button, when hovering over some text, etc. ). The code shown in 4.22 shows a
simple event definition.

Listing 4.22: modeling.umf

event s i m p l e _ c l i c k = ‘document . getElementsByTagName ( ’ button ’ ) . c l i c k ‘ �
Sometimes, the value of a variable has to be collected because it will be

used for further computations. This is usually the case when we define an
event that could be triggered by several nodes (e. g. all buttons in a page) and
we want to know the specific one that triggered it. The code shown in Listing
4.23 shows how to collect the id of the clicked button.

Listing 4.23: modeling.umf

event c o l l e c t i o n _ c l i c k = ‘ document . getElementsByTagName ( ’ button ’ ) .
c l i c k ‘ => ‘ { b t n _ i d : t h i s . id } ‘ �

Finally, conditional execution of events can also be specified. This is done
as shown in Listing 4.24 (notice that there are no curly brackets as opposed to
Listing 4.23 where we collected a variable).

Listing 4.24: modeling.umf

event c o n d i t i o n _ c l i c k = ‘ document . getElementsByTagName ( ’ button ’ ) .
c l i c k ‘ => ‘ t h i s . id == ’ button1 ’ ‘ �

Event operations

After an event is defined, the operations that should be performed when such
event is triggered need to be coded so that changes in the user model take
place. Listing 4.25 shows the available instructions and explains each one of
them with an inline comment.

Listing 4.25: modeling.umf
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1 on c o l l e c t i o n _ c l i c k {
2 inc btn_id ; #Increments by one the UM v a r i a b l e with the name

c o l l e c t e d in btn_id
3 add #var , 1 5 ; #Increments the UM v a r i a b l e named " var " by 15
4 sub #var , 1 5 ; #Decrements the UM v a r i a b l e named " var " by 15
5 dec # var1 ; #Decrements by 1 the UM v a r i a b l e named " var1 "
6 update #var2 , 2 ; # S e t s to 2 the value of the UM v a r i a b l e named

" var2 "
7 add_obs #var3 , 3 ; #Adds the observation 3 to the UM v a r i a b l e

named " var3 " .
8 #The value of " var3 " i s the average of a l l

the observat ions .
9 i n i t #var4 , btn_id , " t e x t " , " h t t p : // example . com/ wibaf " ,

" Feedback " , "Group" ;
10 # I n i t i a l i z e s the v a r i a b l e named " var4 "
11 # to the value c o l l e c t e d in btn_id .
12 #" t e x t " i s the type of v a r i a b l e .
13 #The u r l i s an i d e n t i f i e r .
14 #" Feedback " rep re se nt s feedback given to the user about the

v a r i a b l e
15 #"Group" i s the domain of the v a r i a b l e .
16 } �

The operation init has two alternatives that take the same arguments:
init_if_blank, which will only initialize the variable if it does not exist or
init_update, which will initialize the variable if it does not exist or update
it if it does. Usually, init_if_blank or init_update is preferred over init
because of its more expressive power.

4.1.3 Domain Model

The domain model consists of a set of concepts and relationships between
concepts. The domain model expresses the structure of the application’s
domain. Moreover, it also contains the information resources that describe
the domain. This sort of structured data can be conveniently expressed
using markup languages such as XML. However, it is more convenient for
a JavaScript library to use JSON, as JavaScript treats a JSON object as a
JavaScript object, making its properties easily accessible.

To express the domain model any JSON file would work. However, authors
are encouraged to use JSON-LD [104] as it extends the capabilities of JSON
and is recommended by the World Wide Web Consortium.

In the HTML template, {{JSON_key}} can be used. This will be replaced
by the value of that key in the JSON file. This templating technique is similar
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to the one used in popular JavaScript like AngularJS.2 If that value is a URL to
another JSON-LD file, the . operator can be used to access to a property of
that JSON-LD file, for instance parent.title.

Conditional fragments are also allowed as well as the operators !, ==, !=,
&gt; and &lt;. For instance, the piece of code shown in Listing 4.26 will check
if the key description_advanced exists. If it does it will be inserted, otherwise
the key description will be placed. The question mark before the curly brack-
ets to open the condition and the slash and question mark to close it is used
to specify a condition.

Listing 4.26: template.html

1 { { ? description_advanced } }
2 { { description_advanced } }
3 { { / ? description_advanced } }
4 { { ? ! description_advanced } }
5 { { d e s c r i p t i o n } }
6 { { / ? description_advanced } } �
Similarly, loops can be inserted using a hash symbol instead of a question

mark. They have the limitation of being only possible to iterate over lists of
URLs to other JSON-LD files. The tags inside a loop will refer to the JSON-LD
file contained in the list, not to the global one. The code shown in Listing
4.27 will create a list with the titles of the JSON-LD files contained in the list
hasPart.

Listing 4.27: template.html

1 < ul >
2 { { # hasPart } }
3 < l i > { { t i t l e } } </ l i >
4 { { / # hasPart } }
5 </ ul > �

4.2 Authoring for the Server-side

Regarding the authoring for the server-side, we focused most of our efforts
on WordPress and its WiBAF plugin, as we did in the development presented
in Section 3.3. Developers can make use of the server-side architecture (the

2https://angularjs.org/ (retrieved on March 15th, 2017)

https://angularjs.org/
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web services, the connection with the MySQL database and a basic link rec-
ommender) to build server-side user models. However, no other authoring
capabilities are enabled on the server-side aside from WordPress.

4.2.1 Authoring with WordPress

The integration of WiBAF into WordPress was first motivated by the
Autism&Uni project, that we will explain in Section 5.2. In this application
experts in autism wanted to create adaptive content but had no knowledge
about web development. Therefore they used WordPress to publish content
and WordPress had to manage the adaptation. The integration of WiBAF into
WordPress served this specific purpose. But, as we mentioned in Section
3.1.1, one of the requirements (requirement 3) was to ease the creation of
adaptive applications from scratch, but also adding adaptive behavior to an
existing application should be easy. Therefore, we improved our software, de-
coupling it for this specific use case, and eased the authoring to better fulfill
our requirements.

Creating new adaptive applications

In order to create an adaptive application from scratch in our WordPress, the
work-flow is quite similar to the process of creating a normal WordPress ap-
plication as described in the official tutorial3. However, the content needs
to be divided into small fragments (sections) so that WiBAF can understand
how the page is structured from a semantic perspective rather than an archi-
tectural one. This needs to be considered both in the template and in the
WordPress dashboard. As we mentioned in Section 3.3.1, the “Advanced Cus-
tom Fields” (ACF) plugin is used to achieve this in the dashboard and the post
template needs to be modified in the WordPress theme so that it is consistent
with the ACF settings. In our example, a learning object is divided into sev-
eral fragments with information, which depend on the category of the learn-
ing object. Some of them also have some pre-requisites and recommended
items to read afterwards. However, this is configurable by the administrator
depending on the specific needs of the application, as we show in Figure 4.4.

Figure 4.5 shows the view from the post editor; as it can be seen, each field
should be filled according to the instructions in order to create a page.

3https://make.wordpress.org/support/user-manual/content/ (retrieved on March 16th,
2017)

https://make.wordpress.org/support/user-manual/content/
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Figure 4.4: Creation of new custom fields.
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Figure 4.5: Custom fields as shown on the dashboard
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Once the structure of the page is created, the content producers can write
the content as shown in Figure 4.5. In parallel, authors can proceed to add
the adaptive behavior to the existing application, as we are going to describe
in the next paragraphs.

Adding adaptive behavior to an existing application

WiBAF can be plugged into WordPress to add adaptive behavior. This can be
done as shown in the official WordPress tutorial4.

Once the plug-in is installed, WiBAF can be configured from the dash-
board as shown in Figure 4.6. The administrator can set up which privacy
levels the privacy settings interface (which will be explained in Section 6.1)
should have and which portions of the user model will be sent in any level.
The administrator can also configure what the default level of privacy will be
for a new user, as well as the path where the adaptation and modeling files are
located. These files follow the format and need to be authored as described
in Chapter 4.

4.3 Evaluation

First year students from a Hypermedia course at the TU/e tested the author-
ing in our platform. One of the goals of the course is to teach students how
to develop web applications. Students have used a preliminary version of the
WiBAF and WordPress integration in order to develop adaptive educational
applications. More specifically, they were developing the “first-year aid kit”.
In short, this is an application with useful information about the university
and the city of Eindhoven, that is useful for other first year students. We will
give more details about this application in Section 5.1.

The most substantial difference between the version that the students
used and the one described here is that WiBAF was not offered as a plugin,
but its code was closely tied to the WordPress theme used (by the Autism&Uni
project). It is worth mentioning that while some of the students who took the
course had learned some programming by themselves, most of them did not
develop any web application before, not to mention an adaptive Web based
systems with educational purpose. After finishing the course, we invited
them to complete a survey about their experiences with the tool. In total,

4https://codex.wordpress.org/Managing_Plugins (retrieved on March 16th, 2017)

https://codex.wordpress.org/Managing_Plugins
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Figure 4.6: WiBAF settings
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36 students completed the survey. They made it obvious that a plugin needed
to be created. The most difficult task for them was to extract the changes
that made WordPress adaptive from the Autism&Uni theme and incorporate
them into their own theme. 69% of the students found this task “hard” or
“very hard”. Figure 4.7 shows the distribution of the opinions of the students
regarding this task. With a plugin, this task should become easier, since all
the code would be de-coupled from the theme. Once the students managed
to have the whole environment setup, and the WordPress customized as they
wanted, the percentage of students who found adding adaptation “hard” or
“very hard” was reduced from 69% to 22%, with 28% of the students finding
it “easy” or “very easy” while the rest judged the difficulty of developing an
adaptive educational application as neither hard nor easy. This can be seen
in Figure 4.8. This result is consistent with the one obtained in another simi-
lar evaluation of a similar system, GALE [29], in which the installation aspects
were considered harder than the development of applications itself.

We also asked students to estimate the extra time that they had to spend
in order to make the application adaptive, as compared to the development
of a normal application. 48% of them thought that enabling personalization
in an educational application takes 20% more time than a non-adaptive ed-
ucational application while 69% of them estimated that the overhead intro-
duced during the development was of about 50% or less. On the one hand,
we think that these numbers could be improved even further, because as we
mentioned before, the harder task has been greatly simplified and the authors

Figure 4.7: Difficulty to integrate the adaptation into the WordPress according to the
students.
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had no prior knowledge on the development of adaptive Web based systems.
On the other hand and also because the first year students had never before
seriously considered adaptation, they did not fully exploit the potential of
WiBAF, so more “serious” adaptation authoring may take more work because
it requires more careful design by the authors.

4.4 Summary

In this Chapter, we have proven how our architecture supports all the adap-
tation techniques defined in the work by Evgeny Knutov [68]. We have also
shown how the authoring is done in our architecture and what benefits our
approach brings to the developers. Regarding the authoring for the client-
side, we allow web developers to use a syntax that is familiar to them and that
extends the capabilities of modern web technologies. On the server-side we
focused on integrating WiBAF into WordPress, so that users of Content Man-
agement Systems can easily install and use WiBAF. Finally, we reflect on the
outcome of an experiment to evaluate how hard it was to develop an adaptive
Web based systems using WiBAF and WordPress. The students involved in the
experiment had no prior knowledge but they still could develop adaptive Web
based applications. The most difficult step, according to the students was the
installation of WiBAF, which has become easier after introducing the plugin.

Figure 4.8: Difficulty to develop an adaptive educational web adaptation with our tool
according to the students.





Chapter 5
Practical Examples of the Use
of WiBAF

In the decision taken in Chapter 3 to solve our requirement 3, we mention
that we are developing a general purpose adaptive hypermedia system.

In order to prove that WiBAF serves as a general purpose adaptive hyper-
media system, we have developed several adaptive sites. We also tested our
framework with students, who also implemented their own adaptive sites.
These use cases are described in this Chapter.

Section 5.1 shows small adaptive Web based systems that have been de-
veloped using our framework in order to test several things and to prove that
applications can be created for different domains.

Section 5.2 showcases how our architecture was used in the Autism&Uni
project, a European project intended to help students, within the autistic
spectrum, in their access to higher education.

Section 5.3 summarizes the findings from this Chapter and partially pro-
vides an answer to Research Question 1.

The content of this Chapter is based on the following publications [38, 82,
83]:

Paul De Bra, Alejandro Montes García, and Natalia Stash. Novel adap-
tive features of the Autism&Uni toolkit for students on the autism spec-
trum. In Proceedings of the 10th International Technology, Education
and Development Conference, pages 1734–1742, Valencia, Spain, mar
2016. IATED



74 Practical Examples of the Use of WiBAF

Alejandro Montes García, Natalia Stash, and Paul De Bra. Adaptive ap-
plications to assist students with autism in succeeding in higher ed-
ucation. In Posters, Demos, Late-breaking Results and Workshop Pro-
ceedings of the 23rd Conference on User Modeling, Adaptation, and Per-
sonalization, volume 1388, pages 1–4, Dublin, Ireland, jul 2015. CEUR
Workshop Proceedings

Alejandro Montes García, Natalia Stash, Marc Fabri, Paul De Bra,
George H. L. Fletcher, and Mykola Pechenizkiy. Adaptive web-based
educational application for autistic students. In Extended Proceedings
of the 27th ACM Conference on Hypertext and Social Media, volume 1628
of HT 2016, pages 1–4, Halifax, Canada, jul 2016. CEUR Workshop Pro-
ceedings

5.1 Small applications

In order to test the genericity of our framework or different capabilities of it,
we have built different adaptive Web based applications. First we have tested
if all the client components described in Section 3.2 work properly and for
that we developed “the Milky Way” application described below. Then we
tested if the user model was being sent under user request and it would be
available to perform adaptation on the server, as described in Section 3.3.

5.1.1 The Milky Way

The Milky Way is an Adaptive Web Based application created by a master stu-
dent at the TU/e [96] to test the GRAPPLE Authoring Tools. According to
the author, the Milky Way is “representative of what an average author, [. . . ]
should be able to produce with the final version of the GRAPPLE Authoring
Tools”. For us, this is equivalent to what any author should be able to develop
using WiBAF, using the WordPress plugin if they are not proficient on the de-
velopment of websites or without WordPress if they have some basic knowl-
edge on HTML and CSS. While the application has been recreated many times
for the GALE platform to test authoring tools like ALAT [40], this is the first de-
velopment not involving GALE.

This application consists of a small course about the Milky Way, in which
concepts are assigned different templates depending on the type of celestial
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Listing 5.1: earth.jsonld

{
" @context " : " h t t p : //wwwis . win . tue . n l/~amontes/ wibaf /milkyway/

contex t . j s o n l d " ,
" u r l " : " h t t p : //wwwis . win . tue . n l/~amontes/ wibaf /milkyway/ p lanet#

ear th " ,
" t i t l e " : " Earth " ,
" img " : " img/ img_earth . jpg " ,
" d e s c r i p t i o n " : " Earth i s the t h i r d p lanet from the Sun . Earth i s

the l a r g e s t of the t e r r e s t r i a l p l ane t s in the So lar System
in diameter , mass and dens i t y . I t i s a l so r e f e r r e d to as the
World and Terra . " ,

" next " : " h t t p : //wwwis . win . tue . n l/~amontes/ wibaf /milkyway/
moon_earth . j s o n l d " ,

" typeOf " : " h t t p : //wwwis . win . tue . n l/~amontes/ wibaf /milkyway/
p lanet . j s o n l d " ,

" next−breadth− f i r s t " : " h t t p : //wwwis . win . tue . n l/~amontes/ wibaf /
milkyway/mars . j s o n l d " ,

" hasPar t " : [ " h t t p : //wwwis . win . tue . n l/~amontes/ wibaf /milkyway/
moon_earth . j s o n l d " ] ,

" belongsTo " : " h t t p : //wwwis . win . tue . n l/~amontes/ wibaf /milkyway/sun
. j s o n l d "

} �
body. It is a great touchstone to prove that a generic application can be devel-
oped with WiBAF, because it requires the use of a Domain Model, an Adapta-
tion Model and a User Model.

The Domain Model is comprised of generic concepts like Nebula, Planet,
Moon or Star, but also the specific instances of those that are present
on the Milky Way (e. g. Mars, Sun) and the relationships between them
(e. g. Ganymede is-a Moon, Ganymede is-moon-of Jupiter). An example of a
domain model file can be found in Listing 5.1, where the properties of planet
Earth in the Milky Way application are described.

The application tracks the pages that the user visits and in which order.
Listing 5.2 shows how the access to a page is incremented when it is loaded.
This file also contains code that checks whether this is a “leaf” or it has sub-
content. This is used to increment or decrement a variable that tracks how
the navigation should be done.

It uses these data to perform adaptation based on pre-requisites and
learning styles. More specifically, it offers an adaptive menu that can be
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Listing 5.2: modeling.umf

event load = ‘ document . load ‘ => ‘{ a c c e s s : ( document . t i t l e + "−
accessed " ) . r ep lace (/\ s+/g , "− " ) . t r im () . toLowerCase () } ‘

event l o a d _ l e a f = ‘ document . load ‘ => ‘ document . getElementById ( "
has_par t " ) == " " ‘

on load {
inc acces s ;
inc #breadth− f i r s t

}

on l o a d _ l e a f {
sub #breadth− f i r s t , 2;

} �
browsed breadth-first or depth-first depending on user preferences. It also
provides guidance bottom-up (from the specific astronomical bodies to the
generic concept) or top-down (starting in the generic concepts and going to
specific examples later). Figure 5.1 shows an example in which the “Next”
link can be seen and it is adapted depending on the value of breadth-first,
together with the breadth first navigable menu.

5.1.2 Gift recommender

Outside of the educational and informational domain, we have developed
a gift recommender. This web application stores demographic data in the
browser to filter some products that do not match the profile of the recipient.
After some interactions, it offers users to share their history to produce col-
laborative filtering based recommendations. This web application has been
used for our social experiment and therefore will be explained more in depth
in Section 6.2.

5.1.3 First year aid kit

The First year aid kit is an adaptive Web based application which aims to help
new students coming to university by displaying useful information about the
university and the city. It is similar to the Autism&Uni toolkit, which will be
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Figure 5.1: The Milky Way example.

described in Section 5.2. First year students were given the Autism and Uni
toolkit and were asked to develop a similar application with different content
and adaptation methods, using WordPress as described in Section 4.2.1. The
difficulties that the students found were evaluated in Section 4.3.

Taking the best pieces of content from all students applications, we de-
veloped our own first year aid kit. This was the first WiBAF application to
incorporate real collaborative filtering in the server in exchange for user data.
A simple K-Nearest Neighbor recommender was developed so that users who
wanted to share their browsing history, could benefit from recommendations
based on the browsing history of several users.
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5.2 The Autism and Uni Project

Adaptive hypermedia has been applied in many domains, one of the most
popular being e-learning systems [95, 105]. One of the reasons behind the
use of adaptive hypermedia in educational domains is that users should have
some level of navigational freedom (the freedom to follow any of a number
of links) to keep them motivated in the learning process. However, at the
same time learners should be given some advice or adapted content so as to
ensure that the learner is guided towards information that can be understood
and/or that fits with the user’s interest. In online educational environments,
especially when the sites are comprised of a considerable number of pages,
authors cannot assume that the learner will go through the site sequentially,
from the beginning to the end, without skipping parts, as would happen in
textbooks.

Within this educational domain, the Autism&Uni project12 was aimed at
widening access to higher education for autistic students. The goal of the
Autism&Uni project was to expose students to higher education to show them
how it works and how to cope with the physical university environment be-
fore they start their study. We aimed to do so by providing a toolkit that can
help them overcome the challenges and new situations they will face when
they start their university life.

5.2.1 Specific needs of students within the autistic spectrum

Adaptation for autistic students is first and foremost concerned with adapt-
ing to the differences in cognitive abilities, within this project in particular
comprehension, between autistic and non-autistic people. Autism is often
described as a “spectrum disorder" because the condition affects people in
many different ways and to varying degrees.

Figure 5.2 shows typical (those differ in severity per person) behavioral
characteristics of different forms or levels of autism compared to a person
without autism. The thin lines are the characteristics and the thick lines are
emphatically present characteristics. The extent to which these characteris-
tics occur differs in severity per person. As the figure shows people without
autism do have traits of autism as well.

1Toolkit available at: http://www.autism-uni.org/toolkit/
2More information about the project: http://www.autism-uni.org/

http://www.autism-uni.org/toolkit/
http://www.autism-uni.org/
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Figure 5.2: Behavioral characteristics of autism (translated from the work by de Bruin
[15])

In the Autism&Uni project we mainly consider adults with Asperger syn-
drome [64]. As can be seen from Figure 5.2 they have fewer problems with
speaking. Often people with Asperger syndrome are of average, or above av-
erage, intelligence. This is mostly a “hidden disability”. With the right support
and encouragement, people with Asperger syndrome can lead full and inde-
pendent lives (and can be successful students at the university and in some
cases even make it all the way up to professor).

Comprehension disturbance makes it difficult for autistic people to make
semantic connections between the topics that they study, while generally
speaking non-autistic people do not have this problem. Autistic people are
good at “seeing trees in the forest”, they like details but have difficulties “see-
ing the whole forest” [5]. Another comparison used by de Bruin [15] expresses
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this as: “autistic people see the world in loose puzzle pieces but have difficulties
solving the whole puzzle and giving it a meaning”. On the positive side this
orientation towards details can make them strong in technical disciplines.

Privacy needs

Several studies point out that Internet users are concerned about being
tracked on the Internet [12,42,49]. We will analyze this in Chapter 6. However,
this issue has to be taken into account specially when developing software
targeted at autistic people.

One of the most common consequences of autism, is the anxiety about
the unknown. As a result of this, students with autism are generally more
concerned about being tracked online, especially when they do not feel in
control of their data and how it is being processed without their knowledge
[38].

As we mentioned before, our platform stores all user-specific data using
the browser storage, on the end-user’s computer. While it requires the user to
have some trust in the server (because the server provides the code), WiBAF
provides trust building mechanisms that will be analyzed in Section 6.5. Even
with some trust required, privacy-wise it is still a better option than server-
side only personalization, particularly for autistic students, since they are
given the ability to control where their data is stored.

Adaptation needs

In our conversations with autistic people and experts in autism (psycholo-
gists, educators, etc. ) we collected some motivating examples about why
autistic people need adaptation in web environments. Some of these exam-
ples include, but are not limited to:

• Some students with autism see a picture of an empty lecture room in
the website of the university. They get to know how it looks like and can
anticipate how they will feel there. When they arrive to the lecture room
this is full of people. Since they did not see that on the picture they can
feel anxiety for the unexpected situation. An adaptive application could
have shown a different picture or a warning to the students, so that they
would know that.

• A student with autism needs to contact a lecturer or professor. The stu-
dent effectively finds the contact information of the professor on their
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website. However, it displays an email address, a telephone number and
a direction to their office. The student does not know which option to
pick and cannot choose one, so he does not contact the lecturer. An
adaptive application could show only the method of contact that this
specific student prefers, or the one that the professor prefers.

• Some students with autism need constant reminders and directions
about what they are supposed to do next, like going to the next lecture
room, finish their project, etc. An adaptive application could show di-
rections in the way the student prefers (a map, a textual description,
pictures etc. ) and reminders with the anticipation that the student re-
quires (some students like to be reminded some minutes before, some
prefer to have some more time).

Within the scope of this project, adaptation for autistic students has to do
mainly with the adaptation of some educational content to the differences in
cognitive abilities.

Adaptive Web based systems can implement different strategies to sup-
port autistic students. On the one hand, these strategies can be used to im-
prove “underdeveloped” skills in establishing semantic relations, or in other
words in building a big picture. On the other hand, these can also be used to
support strong qualities.

In the Autism&Uni project an (adaptive) information source has been cre-
ated to help students transition from high school to the university. This in-
formation is to be available for all students. To cater for the specific needs
of autistic students we consider adaptation to the following learning style di-
mensions (descriptions taken from our previous work [82]):

• global vs. analytic: Global students are concerned with the whole mean-
ing and the end goal or results. They require to first see an overview of
the “big picture” before they deal with details. Analytic students on the
other hand prefer to learn one detail at a time in a meaningful sequence.
Once they know all the parts, they put these parts together and compre-
hend the “big picture”. Autistic students are more likely to be analytic in
their preferred approach. (Despite that some will never see the big pic-
ture and remain stuck with a series of details, but that series does lead
to the end goal or result.)

• verbal vs. visual: There is actually a larger collection of styles that in-
cludes auditory, tactile and kinesthetic, but because we are dealing
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mostly with websites displaying information the division between the
verbal preference for text or visual preference for images and perhaps
animations or video is most useful in our context. Autistic students can
be verbal or visual, but perhaps with a stronger preference than is found
in non-autistic students, making the adaptation to this dimension more
important.

• active vs. reflective: These are also two from a larger collection (includ-
ing pragmatist and theorist). An active user likes to do something with
new information in order to understand it, and is thus aimed at im-
mediate experience and experimentation. Active users generally like
group work because this enables them to do active things. Reflective
users like to gather information and “mull things over”. They think
about new information before acting on it. As a result they also prefer
to think problems through on their own rather than discussing them in
groups. Autistic users are obviously more reflective than active. In the
Autism&Uni toolkit we do not yet have adaptation for this dimension
but generally cater more for the reflective than the active user.

The combination of the dimensions we consider leads to adaptation of
the information type, the presentation and navigation.

In order to tackle specific adaptation needs, WiBAF performs several
strategies. Firstly it re-orders the content presented on a post (the WordPress
term for a page or article) according to the user’s preferences in two dimen-
sions: how verbal (versus visual) the user is and how active (versus reflective)
the user is. Each post is divided in different sections and some users have a
preference for some of those sections over others, therefore we promote the
most interesting pieces of information and move to the bottom of the page
those that are not (or less) interesting for a specific user. This is done by using
the instruction reorder-nodes. We use the data-order strategy, which uses
the value of the data-order attribute of each node to determine its position.
Therefore, prior to reordering the nodes, we have to update the value of the
data-order attribute of the nodes that will be promoted or demoted. An ex-
ample of this is shown in Listing 5.3

We also consider how the information should be presented to each type of
user. Therefore, we provide two ways of visualizing the same content still in
the same order. We have developed two views: a page view and a slide view.
In the page view, all the information (in an article) is presented on a single
page, while with the slide view, the different sections are presented each on a
separate page.
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Listing 5.3: adaptation.amf

@user( v i sua l − l t : 0) {
a [ hre f=#video ] {

update−a t t r i b u t e : data−order , 10;
}
#video {

update−a t t r i b u t e : data−order , 12;
}

. entry−content , . a r t i c l e −tabs {
reorder−nodes: data−order ;

}
} �

When we have information about several topics, we need to structure the
information (and navigation) somehow. At the same time we want to give
some flexibility, therefore we added some prerequisites to the articles. This is
done in order to indicate that some information should be read in a specific
order, and in case this is not done, we can present an easier version of the
more advanced content. Brusilovsky [17] calls this a prerequisite explanation.

In order to track the user preferences in the Autism&Uni project, and be-
ing able to personalize the content offered through our platform, we have
made the following assumptions:

1. If the learning object contains videos, and the users watch them, then
they are more visual and therefore we should promote the videos and
other graphical content. In case the user ignores the videos, we should
show them at the bottom of the page or even hide them completely (and
assume the user is more verbal). If the learning object does not have any
graphical content, the user profile will remain as is, regarding the visual
vs. verbal dimension.

2. If the users choose to see learning objects in the slide view, then we as-
sume they like the slide view, otherwise we assume they prefer the page
view. The following learning objects that they visit, will be shown using
the template that they prefer.

3. If the users explicitly define themselves as actives instead of reflexives,
we will show the content in which they have to take the initiative at the
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top of the page, otherwise we will show it at the bottom. This adap-
tation dimension is not currently used in the Autism&Uni Toolkit. For
all the variables, the user can explicitly select a value to adjust the user
tracking.

Figures 5.3 and 5.4 show the adaptation result of two different learning
objects depending on the type of student and the progress that the student
made. More specifically, Figure 5.3 shows how the fragments of a learning
object are re-ordered, given priority to the text over videos, and fragments are
displayed one by one (bottom image) instead of on a single page (top image).
Figure 5.4 also shows two instances of the same learning object, however in
this Figure, the only difference is that the student on the top image had not
fulfilled the prerequisites, while the student in the bottom had, and therefore
those are not shown to them.

Finally, we enabled the application so that it can communicate with the
Google account of the students in order to retrieve events from their calendar.
These events are shown as reminders for users, as the interviews with autistic
students and experts required.

5.3 Summary

In this Chapter we have shown different use case scenarios in which WiBAF
has been successfully used in the development process of several adaptive
Web based systems and also smaller applications that we used to test some
specific WiBAF functionality, but if we added enough content to those, they
could also be used in real world scenarios. More specifically, WiBAF has been
used in the development of adaptive Web based systems with informational
and educational content, and also in applications with a more commercial
purpose, like a gift recommender. Moreover, the standalone version of WiBAF
has been used, but also the WordPress plugin has proven itself as a useful al-
ternative. The fact that these applications could be made using WiBAF con-
tributes to verify that the architecture proposed in the thesis works, is generic,
and has a practical use.
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Figure 5.3: Versions of a learning object for different types of students namely, visual
and global (top) or verbal and analytic (bottom).
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Figure 5.4: Versions of a learning object for students with different prior knowledge,
i. e. with pre-requisites not fulfilled (top) or fulfilled (bottom).



Chapter 6
Effects of the Privacy versus
Personalization Trade-Off on
User Behavior

In the previous chapters, we described how the platform is designed from a
technical point of view, how this architecture eases authoring and how we
have used it. However, we need yet to discuss the psychological aspects and
effects on user behavior that this thesis puts on the table. The current Chap-
ter analyses aspects such us whether users are willing to exchange data for
personalization, how concerned users are about privacy, etc.

This Chapter is structured as follows:

Section 6.1 describes the overhead caused to the user from a usability per-
spective.

Section 6.2 describes how we tested the aforementioned social and psy-
chological aspects regarding the privacy versus personalization trade-off.

Section 6.3 analyzes the privacy concerns of users. It makes a distinction
between self-reported privacy concerns and the actual behavior of users re-
garding data disclosure.

Section 6.4 describes under what conditions users would disclose per-
sonal data. It also analyzes whether offering a better service (in the form of
enhanced personalization) is motivating enough to share their data.
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Section 6.5 indicates what considerations have been taken into account
and what mechanisms are provided in this thesis in order to provide trust.

Section 6.6 summarizes the findings from this Chapter and provides an
answer to Research Questions 3 and 4.

6.1 Usability

One of the things that can make users refrain from exploiting privacy controls
is that taking privacy decisions can be too complex [79]. Several alternatives
exist to manage privacy settings in adaptive Web based systems, as we ex-
plained in Section 2.3.4. According to Daniel J. Solove [103], “there is no silver
bullet, and so we must continue to engage in an elaborate dance with the ten-
sion between (privacy) self-management and paternalism”. However, accord-
ing to current legislation, there is a requirement to provide effective control
over personal data to users of adaptive Web based systems [94, 98]. In this
thesis, chose to set up an easy controller that users can understand and hide
the more complex decisions into an advanced menu. The controller itself is
compatible with the setups of smart defaults from previous research [65].

We tested different controllers to see how to balance efficiency and sim-
plicity with flexibility and control. The interfaces are shown in Figures 6.1, 6.2
and 6.3.

Figure 6.1: Slider interface

Figure 6.1 shows a slider. When the selector is in the left-most position, no
data of the user is tracked, right after that level, user data is tracked and stored
in the client. In the right-most position, all data would be sent to the server. In
intermediate positions, user data would be sent incrementally, e. g. position
4 sends the same data as position 3 and some extra data. Figure 6.2 shows a
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Figure 6.2: Switches interface

Figure 6.3: Checkboxes interface
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set of switches. These define which groups are sent to the server and which
are not. Figure 6.3 shows the full set of variables together with a checkbox
for each variable. The variables whose checkboxes are checked, are sent to
the server. All the interfaces show some type of grouping variables. These
groups are formed by variables that belong to the same domain. However,
the groups could also be formed using data-driven algorithms. In any case,
they help users to quickly select a set of variables.

In order to evaluate the complexity of the interface, we look at the num-
ber of elements that the interface has in relation with how many groups there
are (given by n) and how many variables there are (given by m). Table 6.1
shows that the only interface capable of providing a manageable control re-
gardless of how many groups and variables exist in the slider. The only thing
that would change in such interface is the number of elements in the slider
(n + 2). The user would always see one element and it will always have the
same meaning, i. e. left equals more privacy, right equals more personaliza-
tion.

Table 6.1: Number of elements in the interface

Interface # Elements
Slider 1
Switches n
Checkboxes n +m

Another way we can use to check complexity and also flexibility is to de-
fine typical tasks a user would perform. Then we check whether the tasks are
possible and how many clicks it would take for the user to perform that task.
Some of the typical tasks a user would perform in such interfaces would be:

1. Share or un-share all the variables

2. Share or un-share all the variables from x groups

3. Share or un-share y variables

Table 6.2 shows how many clicks would be required in each interface for each
task. The easiest to use is still the slider, while the checkboxes interface is the
most flexible. The slider is as flexible as the switches, as long as the groups
that the user wants to share are in the first positions of the slider.
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Table 6.2: Number of clicks per task

# Clicks Task 1 # Clicks Task 2 # Clicks Task 3
Slider 1 1* Not possible
Switches n x Not possible
Checkboxes n x y

*This is only possible if the groups that the user wants to share are grouped
together in the first positions of the slider.

In addition to the number of clicks, the user would also need to think
about where to click. We think that the fewer elements there are in an inter-
face, the less the user will have to think and search where to click. Therefore
Table 6.1 shows not only the number of elements in the interface but also
provides a hint on what interface requires more thinking.

With the data in Tables 6.1 and 6.2, we decided to use the slider interface
with an option to open some advanced settings for a more fine grained per-
sonalization. Therefore, we will now describe such an interface in more de-
tail.

Figure 6.4 shows our slider in five different positions. Three of those posi-
tions are fixed in WiBAF, i. e. will be there no matter the application. These are
the first, second and last levels. In the first level, the user is not tracked, and
there is no personalization offered. In the second level, user interactions are
tracked as defined by the user modeling files, but all the information is stored
only on the client and the personalization is also executed there. This is the
default we used in all the applications described in Chapter 5. Finally, in the
last level all the information is sent to the server, and personalization can be
executed on both ends, server and client.

The advanced settings are shown in Figure 6.5. This is nothing more than
a scrutability panel. According to Judy Kay [63], “The core of scrutability is that
people should be able to scrutinize their user model and to determine what is
being personalized and how. Hand-in-hand with supporting scrutability is
the possibility for user control”. Since this thesis approaches privacy, we were
concerned with the control that users can exert over the data and where this
is stored. As it can be seen in Figure 6.5 a brief explanation of the variable is
offered, together with the possibility to delete or modify it. It also shows how
the user can override the general settings, in this example, only history data is
being shared with the server as a general setting, however the user chose not
to share the variable party_in_campus. Users also chose to share that they are
visual learners rather than a verbal one.
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Figure 6.4: User control to manage the privacy settings
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Figure 6.5: Advanced user controllers to manage the privacy settings
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6.2 Privacy in WiBAF - Experimental setup

The experiment consists of a gift recommender system. Users are asked to
provide some demographic information about themselves and the gift recip-
ients. This data is used to filter gifts that match the requirements. Once the
user starts to check items, the system will ask whether he wants to share the
data in exchange for better recommendations. If so, a new element in the
interface is added. These elements contain random recommendations, but
users were told that those were based on how their profile compares to oth-
ers. If users decides not to share the data they will be asked again (and for the
last time) after interacting a bit more with the page. This time users will see
what kind of data we are asking for, as we show them a portion of their user
profile that would be sent to the server.

If the user has shared the data, one item that can be considered sensitive
will be shown within the fake collaborative filtering based recommendations.
We consider that sensitive items are those related with politics, sexuality or
health issues. Once the sensitive item is shown, users are asked whether they
want to stop sharing the data or not.

This is summarized in the flowchart shown in Figure 6.6

Figure 6.6: Flowchart demonstrating how users interacted with our site

After the users have answered both questions, they can answer the survey
at any time. This survey was used mainly to know what are the self-reported
privacy concerns of the users. The questions in the survey were taken from
the paper by Jeff Smith et al. [101]. All the answers were given on a 5 point
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Likert scale in which 5 means the most privacy concerns and 1 the least. This
survey also asked users about the quality of the recommendations in order
to find whether they perceive the fake collaborative filtering recommenda-
tions as better, even though they were random. It also asked them about the
reasons that motivated their decisions.

6.3 Privacy concerns

Privacy concerns of users were usually measured by using surveys with rather
generic questions. However, it is possible to find divergences between users’
reported privacy concerns and the actual disclosure behavior [60, 85, 97]. We
are interested in both and therefore the experiment that we described in Sec-
tion 6.2 considers self-reported privacy concerns by using a survey, but also
tracks user decisions regarding data disclosure in exchange for personaliza-
tion. In this Section we present the results of the experiment.

In total 41 people participated in our experiment. While we do not know
the specific demographics of all our participants (as that was kept private, in
browser storage), we do know that roughly 50% of participants had a com-
puter science background and the age ranged from under 26 to over 40. We
can classify these users in four different categories according to their interac-
tions:

• Share-Share: Users who shared the data and did not stop sharing when
confronted with unexpected consequences of their decision.

• Share-Stop: Users who shared the data and then regretted their deci-
sion.

• Stop-Stop: Users who never shared the data.

• Stop-Share: Users who didn’t share the data when asked the first time,
but when they were able to inspect their profile, agreed to share the in-
formation.

The 41 users who took part in the experiment were distributed across the
aforementioned groups according to the data shown in Table 6.3.

Using the same distribution as Table 6.3, we show their average privacy
concerns in Table 6.4

By looking at Table 6.3, we made several observations. The most impor-
tant is that providing feedback about user decisions regarding their privacy,
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Table 6.3: User Distribution

# of Users % of Users
Share-Share 19 46.3%
Share-Stop 9 22%
Stop-Stop 7 17.1%
Stop-Share 6 14.6%

Table 6.4: Self-reported privacy concerns

Privacy Concerns
Share-Share 4.36
Share-Stop 4.61
Stop-Stop 4.48
Stop-Share 4.38

influences their future behavior. More specifically, 36.6% of users change
their initial privacy-related behavior. On the one hand, 46.2% of users who
were reluctant to share data when first asked, changed their behavior when
we were more transparent about the data being shared. On the other hand,
32.1% of users who decided to share in the first place, regretted their decision
when they were shown an unexpected consequence of such behavior. There-
fore, proper feedback can lead to persuade users to change their behavior
regarding the privacy vs. personalization trade-off.

We performed a Kolmogorov Smirnov test to check whether the user dis-
tribution shown in Table 6.3 is uniform or not. We cannot reject the hypoth-
esis of a uniform distribution (p-value = 0.134), however there seems to be
a bias towards sharing data and keeping it on the server even when sensitive
items are being recommended. Almost half of the users chose this option,
while the rest is rather uniformly distributed.

We also created six pairs with the four different groups and performed a
two-tailed t-test with the results of the self-reported privacy concerns. We
observed only one significant difference between groups. The p-values ob-
tained for all statistical tests are shown in Table 6.5.

The groups Share-Share and Share-Stop report significantly different pri-
vacy concerns in our survey. The group Share-Share reports less concern
about privacy and behaves accordingly while the Share-Stop group is the
most concerned. The reason for that might be that the users in this group
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Table 6.5: Probability that concerns from different groups are the same

Share-Share Share-Stop Stop-Stop Stop-Share
Share-Share 1 0.021 0.338 0.889
Share-Stop 0.021 1 0.344 0.139
Stop-Stop 0.338 0.344 1 0.545
Stop-Share 0.889 0.139 0.545 1

are privacy concerned but unaware of the risks that sharing (apparently in-
nocent) data brings. Once they have a bad experience they become more
aware and concerned about their privacy.

We also looked at combinations of groups and tested their differences.
More specifically, when we compare whether users end up sharing or not, we
find a significant difference with a p-value of 0.034. However, when we test
whether there is a difference between users who change their decision about
sharing and those who do not, we only find a p-value of 0.153. This indicates
that there might be a difference but it is not significant enough to confirm it.
Similarly, when we look at those users who share data and do not regret their
decision versus the rest, we get a p-value of 0.103, which points to a difference
but it is not significant enough.

With the data from Tables 6.4 and 6.5 we can conclude that users from the
group Share-Share and Stop-Share have the same privacy concerns. They
also behave quite similarly, as the data from both groups remained on the
server when the experiment finished. The only difference in their behavior is
that while users in the Share-Share group did not hesitate to share their data,
the others waited until they got better information about what type of data
was being shared and what the system would do with it. We can conclude that
transparency about intentions makes users more likely to share data. In our
experiment, improving our transparency represents an increment of 31.6% in
users sharing data.

Comparing the data from Tables 6.3 and 6.4 we can see a weak cor-
relation between user behavior and self-reported privacy concerns, being
the Share-Share group the least concerned and the Share-Stop the most.
This correlation is quite weak we cannot even distinguish between the
Share-Share and the Stop-Stop group. A study by Mozilla [86] shows a rea-
son why this might happen: users are concerned about privacy, but do not
feel like they have control over their data. When asked whether they want to
take any action about it and learn how to protect themselves users want to do
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it. But when they are asked how much time they plan to invest on this task
users say they have other priorities. In our study, their privacy is protected
by default, yet users tend to share data and are asked explicitly whether they
want to stop sharing when a privacy threat is detected. Yet users preferred to
keep sharing the data. We suggest that the cause of this might be that users
overestimate their privacy concerns when they are asked about them, with all
of the groups averaging over 4.3 out of 5 in our 5-point Likert scale. Another
aspect might be that the privacy threat was not strong enough for the users.
While our experiment simulated a real threat in the shopping domain, exper-
iments that exploit more sensitive information could yield different results.

6.4 Willingness to disclose data

A study by Heng Xu et al. [117] proved that users are willing to exchange some
privacy for a better personalized experience. We checked whether that was
the case in our experiment. Given the results of the aforementioned exper-
iment, we can derive that on the overall, users are willing to disclose some
data in exchange for a better service. From the data in Table 6.3 we can see
that most users (82.9%) shared data at some point. This is consistent with the
percentage of users who see added value in sharing personal information in
exchange for recommendations based on the data shared by others (78.1% of
users agreed with this statement in the surveys).

Considering the reasons why users never shared the data or stopped shar-
ing, the vast majority (85.7%) pointed to privacy issues as one of the reasons
for their behavior. Other causes that prevented users to share their data were
security concerns, fear of losing control of the data, lack of clarity about the
data collection or lack of motivation to get enhanced recommendations.

6.4.1 Regrets

Taking into account only the 82.9% users who shared data at some point, the
data of 73.5% of them remained on our server after the experiment finished.
This shows a high percentage of satisfaction. On the contrary, 26.5% of users
who considered sharing at some point regretted their decision.

This might seem as a rather small fraction of the user base. However, if we
extrapolate our data to a site in a similar domain like Amazon, with about 310
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million active users1, we get that over 68 million users would regret the access
to advanced recommendation if those would display sensitive items. While
about 53 million users would never even consider sharing data in exchange
for collaborative filtering based recommendations.

As we mentioned before, the main reason for regretting sharing data was
users’ privacy concerns. Indeed, we can see that there is only one signifi-
cant difference between self-reported privacy concerns and actual user be-
havior. This difference is found between those users who share and regret it
and those who share and do not regret it. In order to overcome those privacy
concerns, we suggest that trust should be built in order for users to disclose
more data.

Therefore, we can conclude that most users are willing to disclose data in
exchange for personalization, and for those who do not do it, privacy is their
main concern. We think that in order to convince those users, WiBAF should
be a trustworthy platform. Section 6.5 explains which trust-building mecha-
nisms we incorporate in WiBAF and how this differs from previous research.

6.5 Trust

Users need to trust the service provider to use WiBAF and feel comfortable
with the privacy it brings. This is because the storage that WiBAF uses,
can be accessed by the service provider through a different JavaScript file.
Technology-wise, WiBAF cannot do anything to avoid it. Fraudulent service
providers could also modify WiBAF to store all data on the server, so that ap-
parently, no other JavaScript file is linked. This problem is not exclusive to
WiBAF. All personalization engines could potentially ignore user preferences,
even when the web application cannot access the user model. Nothing pre-
vents them from running a parallel user modeling system that stores every-
thing on the server. However, WiBAF has some mechanisms that can help to
increase users’ trust in the system.

Since WiBAF runs the user modeling in the client and then sends the data
(that the user wants) to the server, it is easy for users to check this communi-
cation. Modern web browsers allow to inspect the communication between
client and server, whether this is done with cookies or by using POST requests
(see Figures 6.7 and 6.8). Moreover, an unmodified version of WiBAF could be
hosted by a trusted third party and linked by untrusted websites so that trust

1https://goo.gl/YXEwjt last accessed on March 27th, 2017

https://goo.gl/YXEwjt
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can be delegated to the third party. Finally, for the most technically proficient
users, code that uses the model created by WiBAF can always be inspected.
The only way to retrieve code from the user model is by executing JavaScript
code, that is interpreted by the browser and therefore readable by the end-
user.

Figure 6.7: Application sending user model data over a POST request

Figure 6.8: Application sending user model data using a cookie

To sum up, even though trust is required when using WiBAF, it offers some
mechanisms that allow users to detect a fraudulent use of their data at some
point.



6.6 Summary 101

6.6 Summary

In this Chapter we have shown the social aspects of WiBAF. We started show-
ing what is the effort that users need to make in order to set up their privacy
preferences using WiBAF.

We have also experimented what the reaction of users is when they are
confronted with the privacy versus personalization trade-off. Our results in-
dicate that providing feedback to users on the impact of their decisions in-
fluences user behavior. More specifically, 36.6% of users changed their initial
privacy-related behavior. Some of those users value transparency and it moti-
vates them to share data even though they were reluctant when they were first
asked. On the other hand, some users who shared the data initially stopped
doing so when they realized this caused the system to “figure out” they might
want some items that can be considered as sensitive.

We also compared user behavior to their reported concerns regarding pri-
vacy in online environments. Regarding the self-reported concerns about
privacy, we observed no statistically significant difference (p=0.338) between
those users who never shared data and those who did regardless of the rec-
ommendations they received. However, we discovered statistically significant
differences (p=0.021) between those users who stopped sharing and those
who kept doing it when sensitive items were recommended. We also ob-
served significant differences between those users whose final decision was
to share and those who decided not to share. These results match previous re-
search [97], pointing that self-reported concerns or attitudes towards privacy
do not always match the user behavior in online environments.

Finally, we motivated why trust is needed and how WiBAF provides trust-
building mechanisms.





Chapter 7
Conclusions and Future Work

This Chapter summarizes the contribution of this thesis, revisiting the re-
search questions. After that, it provides a critical look at the work and explains
what work should be carried out in the future to extend the contribution.

7.1 Conclusions

In this dissertation we have studied the trade-off between privacy and per-
sonalization. In Chapter 1 we proposed four research questions and now we
summarize our findings related to those research questions, which we have
answered in the different chapters of this thesis.

Research Question 1: What are the design challenges in a generic adap-
tive web based architecture that supports user decisions regarding the pri-
vacy vs. personalization trade-off?

Several challenges are faced in order to design such architecture. The first
and most obvious is some piece of software that supports adaptation on the
client but does not require a lot of interaction from the user side. At the same
time, this component should be verifiable and trustworthy. The best way to
deliver this software is through a JavaScript library, and therefore we created
WiBAF.js (Section 3.2).

The server-side can be implemented in several ways. In order to maxi-
mize compatibility with shared hostings and reach a bigger number of ser-
vice providers, we used PHP to develop the server code (Section 3.3). We also
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integrated this code into a Content Management System in order to facilitate
authoring (Section 3.3.1).

Another required element of such an architecture is the communication
between the client and the server. This is done with cookies and/or web ser-
vices. In the WiBAF approach, all the tracking of actions is done on the client,
as this is richer than the data that can be tracked on the server. Then the client
notifies the server about changes in the user model or privacy preferences to
the server via a cookie or a REST call (Section 3.4.1).

Finally, the last required component is a user interface in which users can
set up their preferences, we analyzed some different options and chose a very
simple interface with limited flexibility, but with the option to show some
more flexible advanced settings (Section 6.1).

Research Question 2: What is the additional effort that the service pro-
viders will have to make in order to offer personalization using the research
described in this dissertation?

By using WiBAF, information providers are given software to not only de-
velop adaptive applications, but also to make applications adaptive. The soft-
ware is integrated into the most popular Content Management System nowa-
days, so that it can be easily configured by people without much knowledge
(Section 4.2.1). However, some web development knowledge is required to
define the adaptation model and the user model (Section 4.1).

On the other side, while the software provides a mechanism for acquiring
user data, it is up to the information providers to implement attractive ser-
vices in exchange for the different types of user data that they define (Section
4.2). That granularity might be harder to implement, but at the same time, is
a way to distinguish themselves from their competitors. Moreover, this task
is eased if the information provider chooses to use a Content Management
System compatible with WiBAF (Section 4.2.1).

Information providers might also gain trust from users by providing them
with a system that allows them to make their own decisions (Section 6.5).

Research Question 3: Regarding the new controllers present in the graph-
ical interface introduced by such architecture, is there a good compromise
between the extra cognitive load required and the needs they satisfy?

The main advantage for users is that they are able to make decisions re-
garding the usage of their data for personalization (Section 3.4). However,
users need to take further action configuring their account in order to define
their privacy vs. personalization preferences. This is a double-edged sword.
Users are able to make decisions but this is a burden, as it requires user in-
put. The decision making process can get complex as several user-related



7.2 Future Work 105

variables can be tracked. In order to ease the process, WiBAF adds a single
controller in the form of a slider. On each position of the slider, a group of
variables is shared. These groups are defined by the information provider
and the users can set it to the level they want (Section 6.1).

In the WiBAF approach, the burden placed on the users is also minimized
by delivering the software in a format that is seamlessly integrated with their
browser, thus they do not need to install anything (Section 3.2).

Research Question 4: How do the concepts presented in this dissertation
affect how users interact with the web and their perception of privacy and
trust?

Users are required an additional effort to configure their privacy settings.
This has been analyzed and depending on how we group the user variables
tracked and the user preferences, this would be as easy as moving a slider.
For special settings we also provide a more flexible and complex interface.

We have also experimentally measured what the reaction of users is when
they are confronted with the privacy versus personalization trade-off. Our
results indicate that providing feedback to users on the impact of their de-
cisions influences user behavior. Some users value transparency and being
transparent motivates them to share data even though they were reluctant
when they were first asked. The opposite also happened, i. e. some users who
shared the data initially stopped doing so when they realized this caused the
system to infer sensitive information about them.

We also compared user behavior with their reported concerns regarding
privacy in online environments. We confirmed the results from previous ex-
periments. They pointed out that self-reported concerns or attitudes towards
privacy do not always match the user behavior in online environments.

Finally, we motivated why trust is needed and how WiBAF provides trust-
building mechanisms.

7.2 Future Work

There are several directions in which this research can be further extended.

1. From the technical point of view, we showed possible extensions that
can be done to the WiBAF library in Section 3.6.

2. New and more serious experiments should be done to address the is-
sues on how users interact with WiBAF. One of our experiments pro-
vided pointers on how WiBAF and providing feedback might affect user
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decisions on sharing data. However, this experiment was presented to
a small audience in a form that was not realistic enough, the scenario
was a small shop with not enough items to encourage the need for rec-
ommendations. The perceived risk of information loss is also low, since
the users knew they were on a controlled experiment. Usability experi-
ments with students should also be carried out to test our interfaces in
a more realistic way, rather than an analysis on the components intro-
duced and the cognitive costs of each.

3. The development of more applications by a broader audience of devel-
opers would also help to identify more challenges that service providers
might face when choosing WiBAF as a technology to implement adap-
tation.

As for the new research questions that this thesis opens, there are several
paths that researchers could take.

1. It would be interesting to open discussions and revisit the hypermedia
adaptation techniques taxonomy. We have a tool that can be easily ex-
tended to include new techniques and the web has changed since the
revision by Evgeny Knutov in 2009 [68]. Therefore, it is likely that new
ways to adapt content can be adopted.

2. Standardizing the languages to perform adaptation and modeling and
having them natively implemented by browsers would be a great step in
the field of adaptive hypermedia. This would guarantee not only trust-
worthiness and security on data access, but also normalize and encour-
age the development of personalization just as another component of a
web application, together with the styling done in CSS and the behav-
ioral aspects done in JavaScript.

3. Another challenge is to define an economy model on user data. Ques-
tions like: How much is a piece of a user model worth? How much pri-
vacy does a user lose by moving the slider one position? How much of a
better service does the user obtain by doing so? How does the answer to
these questions change depending on what other users do? Answering
questions of this kind is rather hard, but we have built a framework that
supports the experimentation required to answer them.
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[6] Marko Balabanović and Yoav Shoham. Fab: Content-based, collabora-
tive recommendation. Communications of the ACM, 40(3):66–72, 1997.

[7] Michael Barbaro and Tom Zeller Jr. A face is exposed for AOL searcher
no. 4417749. http://www.nytimes.com/2006/08/09/technology/

https://www.w3.org/TR/2017/NOTE-css-2017-20170131/
http://www.nytimes.com/2006/08/09/technology/09aol.html?ex=1155787200&en=6c5dfa2a9c1be4ec&ei=5070&emc=e
http://www.nytimes.com/2006/08/09/technology/09aol.html?ex=1155787200&en=6c5dfa2a9c1be4ec&ei=5070&emc=e


110 BIBLIOGRAPHY

09aol.html?ex=1155787200&en=6c5dfa2a9c1be4ec&ei=5070&emc=e,
aug 2006. Accessed: Feb 21, 2017.

[8] Belinda Barnet. Crafting the User-Centered Document Interface: The
Hypertext Editing System (HES) and the File Retrieval and Editing Sys-
tem (FRESS). Digital Humanities Quarterly, 4, 2010.

[9] Michael Benisch, Patrick Gage Kelley, Norman Sadeh, and Lorrie Faith
Cranor. Capturing location-privacy preferences: quantifying accu-
racy and user-burden tradeoffs. Personal and Ubiquitous Computing,
15(7):679–694, 2011.

[10] Shlomo Berkovsky, Yaniv Eytani, Tsvi Kuflik, and Francesco Ricci.
Privacy-enhanced collaborative filtering. In Proceedings User Model-
ing Workshop on Privacy-Enhanced Personalization, pages 75–84, Ed-
inburgh, United Kingdom, jul 2005. UC Irvine Institute for Software Re-
search.

[11] Tim Berners-Lee and Robert Cailliau. WorldWideWeb: Proposal for a
HyperText Project. https://www.w3.org/Proposal.html, 1990.

[12] Big Brother Watch. UK attitudes to online privacy. Tech-
nical report, Big Brother Watch, 2015. Available at https:
//www.bigbrotherwatch.org.uk/wp-content/uploads/2015/03/Big-
Brother-Watch-Polling-Results.pdf.

[13] Heinz-Dieter Böcker, Hubertus Hohl, and Thomas Schwab. υπadaptερ:
Individualizing hypertext. In 3rd IFIP International Conference on
Human-Computer Interaction, INTERACT 90, pages 931–936, Cam-
bridge, United Kingdom, aug 1990. North-Holland.

[14] Giorgio Brajnik and Carlo Tasso. A shell for developing non-monotonic
user modeling systems. International Journal of Human-Computer
Studies, 40(1):31–62, 1994.

[15] Colette De Bruin. Geef me de 5. Graviant Educatieve, 2014.

[16] Peter Brusilovsky. Methods and techniques of adaptive hypermedia.
User Modeling and User-Adapted Interaction, 6(2):87–129, 1996.

[17] Peter Brusilovsky. Adaptive hypermedia. User Modeling and User-
Adapted Interaction, 11:87–110, 2001.

http://www.nytimes.com/2006/08/09/technology/09aol.html?ex=1155787200&en=6c5dfa2a9c1be4ec&ei=5070&emc=e
http://www.nytimes.com/2006/08/09/technology/09aol.html?ex=1155787200&en=6c5dfa2a9c1be4ec&ei=5070&emc=e
https://www.w3.org/Proposal.html
https://www.bigbrotherwatch.org.uk/wp-content/uploads/2015/03/Big-Brother-Watch-Polling-Results.pdf
https://www.bigbrotherwatch.org.uk/wp-content/uploads/2015/03/Big-Brother-Watch-Polling-Results.pdf
https://www.bigbrotherwatch.org.uk/wp-content/uploads/2015/03/Big-Brother-Watch-Polling-Results.pdf


BIBLIOGRAPHY 111

[18] Peter Brusilovsky, John Eklund, and Elmar Schwarz. Web-based edu-
cation for all: a tool for development adaptive courseware. Computer
Networks and ISDN Systems, 30(1-7):291–300, 1998.

[19] Peter Brusilovsky, Elmar Schwarz, and Gerhard Weber. Elm-art: An in-
telligent tutoring system on world wide web. In International Confer-
ence on Intelligent Tutoring Systems, pages 261–269. Springer, 1996.

[20] Vannevar Bush. As we may think. The Atlantic Monthly, pages 101–108,
1945.

[21] Cambridge University. Cambridge Advanced Learner’s Dictionary &
Thesaurus, 2017. Privacy.

[22] John Canny. Collaborative filtering with privacy. In Security and Pri-
vacy, 2002. Proceedings. 2002 IEEE Symposium on, pages 45–57. IEEE,
2002.

[23] Steven Carmody, Walter Gross, Theodor H. Nelson, David Rice, and An-
dries van Dam. A hypertext editing system for the /360. In Faiman and
Nievergelt (eds.) Pertinent Concepts in Computer Graphics: Proceedings
of the Second University of Illinois Conference on Computer Graphics,
pages 291–330. University of Illinois Press, 1967.

[24] Brian Carr and Ira P Goldstein. Overlays: A theory of modelling for
computer aided instruction. Technical report, DTIC Document, feb
1977.

[25] Lillian Cassel and Ursula Wolz. Client side personalization. In Proceed-
ings of the Second DELOS Network of Excellence Workshop on Person-
alization and Recommender Systems in Digital Libraries, pages 8–12,
Dublin, Ireland, jun 2001. ERCIM Workshop Proceedings.

[26] Tantek Çelik, Elika J. Etemad, Daniel Glazman, Ian Hickson, Peter Linss,
and John Williams. Selectors level 3. https://www.w3.org/TR/2011/
REC-css3-selectors-20110929/, 2011. Accessed: Feb 15, 2017.

[27] Stefano Ceri, Peter Dolog, Maristella Matera, and Wolfgang Nejdl.
Model-driven design of web applications with client-side adapta-
tion. In International Conference on Web Engineering, pages 201–214.
Springer, 2004.

https://www.w3.org/TR/2011/REC-css3-selectors-20110929/
https://www.w3.org/TR/2011/REC-css3-selectors-20110929/


112 BIBLIOGRAPHY

[28] Vlad Coroama and Marc Langheinrich. Personalized vehicle insur-
ance rates-a case for client-side personalization in ubiquitous comput-
ing. In Proceedings of the Workshop on Privacy-Enhanced Personaliza-
tion, PEP06, pages 56–59, Montreal, Canada, apr 2006. National Science
Foundation.

[29] Vinicius Faria Culmant Ramos, Paul De Bra, and David Smits. GALE
extensibility evaluation: a qualitative approach. In Proceedings of
E-Learn: World Conference on E-Learning in Corporate, Government,
Healthcare, and Higher Education 2013, pages 296–305, Las Vegas, NV,
USA, oct 2013. Association for the Advancement of Computing in Edu-
cation.

[30] Paul De Bra, Ad Aerts, Bart Berden, and Barend De Lange. Escape from
the tyranny of the textbook: Adaptive object inclusion in AHA. In Pro-
ceedings of the AACE ELearn 2003 Conference, pages 65–71, 2003.

[31] Paul De Bra, Ad Aerts, Geert-Jan Houben, and Hongjing Wu. Making
general-purpose adaptive hypermedia work. In WebNet, pages 117–
123, 2000.

[32] Paul De Bra, Ad Aerts, and Brendan Rousseau. Concept relationship
types for AHA! 2.0. In Proceedings of the AACE ELearn’2002 conference,
pages 1386–1389, 2002.

[33] Paul De Bra, Ad Aerts, David Smits, and Natalia Stash. AHA! meets
AHAM. In International Conference on Adaptive Hypermedia and Adap-
tive Web-Based Systems, pages 388–391. Springer Berlin Heidelberg,
2002.

[34] Paul De Bra, Ad Aerts, David Smits, and Natalia Stash. AHA! the next
generation. In Proceedings of the thirteenth ACM conference on Hyper-
text and Hypermedia, pages 21–22. ACM, 2002.

[35] Paul De Bra, Ad Aerts, David Smits, and Natalia Stash. AHA! version
2.0, more adaptation flexibility for authors. In Proceedings of the AACE
ELearn’2002 conference, pages 240–246, 2002.

[36] Paul De Bra and Licia Calvi. AHA! an open adaptive hypermedia ar-
chitecture. New Review of Hypermedia and Multimedia, 4(1):115–139,
1998.



BIBLIOGRAPHY 113

[37] Paul De Bra, Geert-Jan Houben, and Hongjing Wu. AHAM: a dexter-
based reference model for adaptive hypermedia. In Proceedings of the
tenth ACM Conference on Hypertext and hypermedia: returning to our
diverse roots: returning to our diverse roots, pages 147–156. ACM, 1999.

[38] Paul De Bra, Alejandro Montes García, and Natalia Stash. Novel adap-
tive features of the Autism&Uni toolkit for students on the autism spec-
trum. In Proceedings of the 10th International Technology, Education
and Development Conference, pages 1734–1742, Valencia, Spain, mar
2016. IATED.

[39] Paul De Bra, David Smits, and Natalia Stash. The design of AHA! In Pro-
ceedings of the Seventeenth Conference on Hypertext and Hypermedia,
Hypertext ’06, pages 171–195, New York, NY, USA, 2006. ACM.

[40] Paul De Bra, Natalia Stash, Wouter Boereboom, Celine Chen, Joris
Den Ouden, Martijn Kunstman, John Oostrum, and Egon Verbakel.
ALAT: Finally an easy to use adaptation authoring tool. In Proceedings
of the 27th ACM Conference on Hypertext and Social Media, pages 213–
218. ACM, 2016.

[41] Paul De Bra, Natalia Stash, and David Smits. Creating adaptive appli-
cations with AHA! tutorial for AHA! version 3.0. In Proceedings of the
3rd international conference on adaptive hypermedia and adaptive web-
based systems, pages 1–29, Eindhoven, the Netherlands, 2004. Springer.

[42] Tamara Dinev and Paul Hart. Internet privacy concerns and social
awareness as determinants of intention to transact. International Jour-
nal of Electronic Commerce, 10(2):7–29, 2005.

[43] John Eklund and Peter Brusilovsky. Interbook: an adaptive tutoring
system. UniServe Science News, 12(3):8–13, 1999.

[44] Douglas Engelbart. The augmented knowledge workshop. In A history
of personal workstations, pages 185–248. ACM, 1988.

[45] Steve Faulkner, Arron Eicholz, Travis Leithead, Alex Danilo, and Sang-
whan Moon. HTML 5.2. https://w3c.github.io/html/, 2017. Ac-
cessed: Apr 21, 2017.

[46] Mauricio S. Featherman and Paul A. Pavlou. Predicting e-services
adoption: a perceived risk facets perspective. International journal of
human-computer studies, 59(4):451–474, 2003.

https://w3c.github.io/html/


114 BIBLIOGRAPHY

[47] Tim Finin and David Drager. Gums: A general user modeling system. In
Proceedings of the workshop on Strategic computing natural language,
pages 224–230. Association for Computational Linguistics, 1986.

[48] Gerhard Fischer, Thomas W. Mastaglio, Brent Reeves, and John Rieman.
Minimalist explanations in knowledge-based systems. In Twenty-Third
Annual Hawaii International Conference on System Sciences, volume iii,
pages 309–317 vol.3, Kailua-Kona, HI, USA, jan 1990. IEEE.

[49] Joshua Fogel and Elham Nehmad. Internet social network communi-
ties: Risk taking, trust, and privacy concerns. Computers in human
behavior, 25(1):153–160, 2009.

[50] Matthew Fredrikson and Benjamin Livshits. Repriv: Re-imagining con-
tent personalization and in-browser privacy. In 2011 IEEE Symposium
on Security and Privacy, pages 131–146. IEEE, may 2011.

[51] Eran Gabber, Phillip B. Gibbons, Yossi Matias, and Alain Mayer. How
to make personalized web browsing simple, secure, and anonymous.
In International Conference on Financial Cryptography, pages 17–31.
Springer, 1997.

[52] Erich Gamma, Richard Helm, Ralph Johnson, and John Vlissides. De-
sign Patterns. Addison Wesley Professional, 1994.

[53] James Gardner. 12 surprising a/b test results to stop you mak-
ing assumptions. https://unbounce.com/a-b-testing/shocking-
results/, 2012. Accesed on April 21st, 2017.

[54] Graham Greenleaf. Global data privacy laws: 89 countries, and accel-
erating. Privacy Laws & Business International Report, 115(Special Sup-
plement), feb 2012.

[55] Saikat Guha, Alexey Reznichenko, Kevin Tang, Hamed Haddadi, and
Paul Francis. Serving ads from localhost for performance, privacy, and
profit. In HotNets, 2009.

[56] Dhruv Gupta, Mark Digiovanni, Hiro Narita, and Ken Goldberg. Jester
2.0 poster abstract: Evaluation of an new linear time collaborative filter-
ing algorithm. In Proceedings of the 22nd Annual International ACM SI-
GIR Conference on Research and Development in Information Retrieval,
SIGIR ’99, pages 291–292, Berkeley, California, USA, 1999. ACM.

https://unbounce.com/a-b-testing/shocking-results/
https://unbounce.com/a-b-testing/shocking-results/


BIBLIOGRAPHY 115

[57] Patrick J. Hayes and Michael A. Rosner. Ully: A program for handling
conversations. In Proceedings of the 2nd Summer Conference on Artifi-
cial Intelligence and Simulation of Behaviour, AISB’76, pages 137–147,
Amsterdam, The Netherlands, The Netherlands, 1976. IOS Press.

[58] Michael Hitchens, Judy Kay, Bob Kummerfeld, and Ajay Brar. Secure
identity management for pseudo-anonymous service access. In Inter-
national Conference on Security in Pervasive Computing, pages 48–55.
Springer, 2005.

[59] Lucila Ishitani, Virgilio Almeida, and Wagner Meira Jr. Masks: Bring-
ing anonymity and personalization together. IEEE Security and Privacy,
1(3):18–23, 2003.

[60] Carlos Jensen, Colin Potts, and Christian Jensen. Privacy practices of
internet users: Self-reports versus observed behavior. International
Journal of Human-Computer Studies, 63(1–2):203 – 227, 2005. {HCI}
research in privacy and security.

[61] Leslie K. John, Alessandro Acquisti, and George Loewenstein. Strangers
on a plane: Context-dependent willingness to divulge sensitive infor-
mation. Journal of consumer research, 37(5):858–873, 2011.

[62] Judy Kay. The um toolkit for cooperative user modelling. User Modeling
and User-Adapted Interaction, 4(3):149–196, 1994.

[63] Judy Kay. Scrutable adaptation: Because we can and must. In Vin-
cent P. Wade, Helen Ashman, and Barry Smyth, editors, Adaptive Hyper-
media and Adaptive Web-Based Systems: 4th International Conference,
AH 2006, Dublin, Ireland, June 21-23, 2006. Proceedings, pages 11–19,
Berlin, Heidelberg, 2006. Springer Berlin Heidelberg.

[64] Ami Klin, David Pauls, Robert Schultz, and Fred Volkmar. Three di-
agnostic approaches to asperger syndrome: implications for research.
Journal of autism and developmental disorders, 35(2):221–234, 2005.

[65] Bart Piet Knijnenburg. A User-Tailored Approach to Privacy Decision
Support. PhD thesis, University of California, Irvine, 2015.

[66] Bart Piet Knijnenburg, Alafred Kobsa, and Gokay Saldamli. Privacy in
mobile personalized systems: The effect of disclosure justifications. In
SOUPS Workshop on Usable Privacy & Security in Mobile Devices, 2012.



116 BIBLIOGRAPHY

[67] Bart Piet Knijnenburg and Alfred Kobsa. Making decisions about pri-
vacy: Information disclosure in context-aware recommender systems.
ACM Trans. Interact. Intell. Syst., 3(3):20:1–20:23, October 2013.

[68] Evgeny Knutov, Paul De Bra, and Mykola Pechenizkiy. AH 12 years later:
a comprehensive survey of adaptive hypermedia methods and tech-
niques. New Review of Hypermedia and Multimedia, 15(1):5–38, 2009.

[69] Alfred Kobsa. User modeling in dialog systems: Potentials and haz-
ards. In IFIP/GI Conference on Opportunities and Risks of Artificial In-
telligence Systems, pages 147–165, Hamburg, Germany, 1989.

[70] Alfred Kobsa. Modeling the user’s conceptual knowledge in bgp-ms, a
user modeling shell system. Computational Intelligence, 6(4):193–208,
1990.

[71] Alfred Kobsa. Generic User Modeling Systems. User Modeling and User-
Adapted Interaction, 11(1):49–63, 2001.

[72] Alfred Kobsa. Privacy-Enhanced Web Personalization, chapter 21,
pages 628–670. Springer Berlin Heidelberg, Berlin, Heidelberg, 2007.

[73] Alfred Kobsa and Jörg Schreck. Privacy through pseudonymity in user-
adaptive systems. ACM Transactions on Internet Technology (TOIT),
3(2):149–183, 2003.

[74] Constantinos Kolias, Vasilis Kolias, Georgios Kambourakis, and Elefthe-
rios Kayafas. A Client-Side Privacy Framework for Web Personalization,
pages 297–316. Springer Berlin Heidelberg, Berlin, Heidelberg, 2013.

[75] Robert S. Laufer, Harold M. Proshansky, and Maxine Wolfe. Some an-
alytic dimensions of privacy. In Proceedings of the Lund Conference on
Architectural Psychology, 1973.

[76] Robert S. Laufer and Maxine Wolfe. Privacy as a concept and a social is-
sue: A multidimensional developmental theory. Journal of social Issues,
33(3):22–42, 1977.

[77] Han Li, Rathindra Sarathy, and Heng Xu. The role of affect and cog-
nition on online consumers’ decision to disclose personal information
to unfamiliar online vendors. Decision Support Systems, 51(3):434–445,
2011.



BIBLIOGRAPHY 117

[78] Andrew Lippman. Movie-maps: An application of the optical videodisc
to computer graphics. In Proceedings of the 7th Annual Conference on
Computer Graphics and Interactive Techniques, SIGGRAPH ’80, pages
32–42, New York, NY, USA, 1980. ACM.

[79] Michelle Madejski, Maritza Johnson, and Steven M. Bellovin. A study of
privacy settings errors in an online social network. In Pervasive Com-
puting and Communications Workshops (PERCOM Workshops), 2012
IEEE International Conference on, pages 340–345. IEEE, 2012.

[80] Alejandro Montes García. WiBAF: Within Browser Adaptation Frame-
work. In Late-breaking Results, Posters, Demos, Doctoral Consortium
and Workshops Proceedings of the 22nd Conference on User Modeling,
Adaptation, and Personalization, UMAP 2014, pages 1–6, Aalborg, Den-
mark, jul 2014. CEUR Workshop Proceedings.

[81] Alejandro Montes García, Paul De Bra, George H. L. Fletcher, and
Mykola Pechenizkiy. A DSL based on CSS for hypertext adaptation. In
Proceedings of the 25th ACM conference on Hypertext and social media,
HT ’14, pages 313–315, Santiago, Chile, sep 2014. ACM.

[82] Alejandro Montes García, Natalia Stash, and Paul De Bra. Adaptive ap-
plications to assist students with autism in succeeding in higher ed-
ucation. In Posters, Demos, Late-breaking Results and Workshop Pro-
ceedings of the 23rd Conference on User Modeling, Adaptation, and Per-
sonalization, volume 1388, pages 1–4, Dublin, Ireland, jul 2015. CEUR
Workshop Proceedings.

[83] Alejandro Montes García, Natalia Stash, Marc Fabri, Paul De Bra,
George H. L. Fletcher, and Mykola Pechenizkiy. Adaptive web-based
educational application for autistic students. In Extended Proceedings
of the 27th ACM Conference on Hypertext and Social Media, volume 1628
of HT 2016, pages 1–4, Halifax, Canada, jul 2016. CEUR Workshop Pro-
ceedings.

[84] Alejandro Montes García, Natalia Stash, Marc Fabri, Paul De Bra,
George H. L. Fletcher, and Mykola Pechenizkiy. WiBAF into a CMS: Per-
sonalization in learning environments made easy. In Late-breaking Re-
sults, Posters, Demos, Doctoral Consortium and Workshops Proceedings
of the 24th ACM Conference on User Modeling, Adaptation and Person-
alisation, volume 1618 of UMAP 2016, pages 57–62, Halifax, Canada, jul
2016. CEUR Workshop Proceedings.



118 BIBLIOGRAPHY

[85] L.F. Motiwalla, X.B. Li, and X. Liu. Privacy paradox: Does stated privacy
concerns translate into the valuation of personal information? In Pro-
ceedings - Pacific Asia Conference on Information Systems, PACIS 2014,
pages 281–296, Chengdu, China, jun 2014.

[86] Mozilla. Hackers, trackers and snoops: Our privacy survey
results. Technical report, Mozilla, March 2017. Available
at https://medium.com/mozilla-internet-citizen/hackers-
trackers-and-snoops-our-privacy-survey-results-1bfa0a728bd5.

[87] Deirdre Mulligan and Ari Schwartz. Your place or mine?: privacy con-
cerns and solutions for server and client-side storage of personal infor-
mation. In Proceedings of the tenth conference on Computers, freedom
and privacy: challenging the assumptions, pages 81–84. ACM, 2000.

[88] Fiona Fui-Hoon Nah. A study on tolerable waiting time: how long
are web users willing to wait? Behaviour & Information Technology,
23(3):153–163, 2004.

[89] Ellen Nakashima. Apple vows to resist FBI demand to crack iPhone
linked to San Bernardino attacks. https://goo.gl/x3a8Fo, 2016. Ac-
cessed: Aug 15, 2017.

[90] Ricardo Neisse. Trust and privacy management support for context-
aware service platforms. PhD thesis, University of Twente, 2015.

[91] Theodor H. Nelson. Complex information processing: A file structure
for the complex, the changing and the indeterminate. In Proceedings of
the 1965 20th National Conference, ACM ’65, pages 84–100, New York,
NY, USA, 1965. ACM.

[92] Jon Orwant. Heterogeneous learning in the doppelgänger user model-
ing system. User Modeling and User-Adapted Interaction, 4(2):107–130,
1994.

[93] Ana Paiva and John Self. TAGUS - A user and learner modeling work-
bench. User Modeling and User-Adapted Interaction, 4(3):197–226,
1994.

[94] European Parlament. Regulation of the european parliament and
of the council on the protection of natural persons with regard to
the processing of personal data and on the free movement of such

https://medium.com/mozilla-internet-citizen/hackers-trackers-and-snoops-our-privacy-survey-results-1bfa0a728bd5
https://medium.com/mozilla-internet-citizen/hackers-trackers-and-snoops-our-privacy-survey-results-1bfa0a728bd5
https://goo.gl/x3a8Fo


BIBLIOGRAPHY 119

data, and repealing directive 95/46/ec (general data protection regula-
tion). http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=
CONSIL:PE_17_2016_INIT&from=EN, 2016. Accesed on April 21st, 2017.

[95] María del Puerto Paule Ruiz, María Jesús Díaz Fernández, Francisco Or-
tín Soler, and Juan Ramón Pérez Pérez. Adaptation in current e-
learning systems. Computer Standards & Interfaces, 30(1):62–70, 2008.

[96] Eva L. M. Ploum. Authoring of adaptation in the GRAPPLE project.
Master’s thesis, Eindhoven University of Technology, Eindhoven, the
Netherlands, aug 2009. Available at https://pdfs.semanticscholar.
org/1cac/5aa348da64d7914eb0ffa138a02d2c10cab8.pdf.

[97] Sören Preibusch. Guide to measuring privacy concern: Review of sur-
vey and observational instruments. International Journal of Human-
Computer Studies, 71(12):1133–1143, 2013.

[98] White House Report. Consumer data privacy in a networked world:
A framework for protecting privacy and promoting innovation in the
global digital economy. Journal of Privacy and Confidentiality, 4(2):95–
–142, 2012.

[99] Elaine Rich. User modeling via stereotypes. Cognitive science, 3(4):329–
354, 1979.

[100] Jörg Schreck. Security and privacy in user modeling, volume 2. Springer
Science & Business Media, 2013.

[101] H. Jeff Smith, Sandra J. Milberg, and Sandra J. Burke. Information pri-
vacy: Measuring individuals’ concerns about organizational practices.
MIS Quarterly, 20(2):167–196, 1996.

[102] David Smits. Towards a generic distributed adaptive hypermedia envi-
ronment. PhD thesis, Eindhoven University of Technology, 2012.

[103] Daniel J Solove. Introduction: Privacy self-management and the con-
sent dilemma. Harvard law review, 126(7):1880–1903, 2013.

[104] Manu Sporny, Dave Longley, Gregg Kellogg, Markus Lanthaler, and
Niklas Lindström. JSON-LD 1.0. https://www.w3.org/TR/2014/REC-
json-ld-20140116/, 2014. Accessed: Mar 15, 2017.

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_17_2016_INIT&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_17_2016_INIT&from=EN
https://pdfs.semanticscholar.org/1cac/5aa348da64d7914eb0ffa138a02d2c10cab8.pdf
https://pdfs.semanticscholar.org/1cac/5aa348da64d7914eb0ffa138a02d2c10cab8.pdf
https://www.w3.org/TR/2014/REC-json-ld-20140116/
https://www.w3.org/TR/2014/REC-json-ld-20140116/


120 BIBLIOGRAPHY

[105] Natalia Stash. Incorporating Cognitive/Learning Styles in a General-
Purpose Adaptive Hypermedia System. PhD thesis, Eindhoven Univer-
sity of Technology, 2007.

[106] Natalia Stash and Paul De Bra. Building adaptive presentations with
AHA! 2.0. In Proceedings of the Eleventh International PEG Confer-
ence: Powerful ICT for Teaching and Learning, St. Petersburg, Russia,
jun 2003.

[107] Kar Yan Tam and Shuk Ying Ho. Web personalization: Is it effective? IT
professional, 5(5):53–57, 2003.

[108] Karen Tang, Jason Hong, and Dan Siewiorek. The implications of of-
fering more disclosure choices for social location sharing. In Proceed-
ings of the SIGCHI Conference on Human Factors in Computing Systems,
pages 391–394. ACM, 2012.

[109] Karen P Tang, Jialiu Lin, Jason I Hong, Daniel P Siewiorek, and Nor-
man Sadeh. Rethinking location sharing: exploring the implications
of social-driven vs. purpose-driven location sharing. In Proceedings of
the 12th ACM international conference on Ubiquitous computing, pages
85–94. ACM, 2010.

[110] Richard H. Thaler and Cass R. Sunstein. Nudge: Improving Decisions
About Health, Wealth, and Happiness. Penguin Books, 2009.

[111] Vincent Toubiana, Arvind Narayanan, Dan Boneh, Helen Nissenbaum,
and Solon Barocas. Adnostic: Privacy preserving targeted advertising.
In Proceedings Network and Distributed System Symposium, pages 64–
80. SSRN, mar 2010.

[112] Andries van Dam. Hypertext ’87 keynote address. Communications of
the ACM, 31:887–895, jul 1988.

[113] Wolfgang Wahlster and Alfred Kobsa. Dialogue-based user models. Pro-
ceedings of the IEEE, 74(7):948–960, 1986.

[114] David M. Wehner. Facebook annual report to the U. S. Securities
and Exchanges Commission. https://www.sec.gov/Archives/edgar/
data/1326801/000132680117000007/fb-12312016x10k.htm, 2016. Ac-
cessed: March 10th, 2017.

https://www.sec.gov/Archives/edgar/data/1326801/000132680117000007/fb-12312016x10k.htm
https://www.sec.gov/Archives/edgar/data/1326801/000132680117000007/fb-12312016x10k.htm


BIBLIOGRAPHY 121

[115] Alan F Westin. Privacy and freedom. Washington and Lee Law Review,
25(1):166, 1968.

[116] Håkon Wium Lie, Tantek Çelik, Daniel Glazman, and Anne van
Kesteren. Media queries. https://www.w3.org/TR/2012/REC-css3-
mediaqueries-20120619/, 2012. Accessed: Feb 15, 2017.

[117] Heng Xu, Xin (Robert) Luo, John M. Carroll, and Mary Beth Rosson.
The personalization privacy paradox: An exploratory study of decision
making process for location-aware marketing. Decision Support Sys-
tems, 51(1):42 – 52, 2011.

[118] Heng Xu, Hock-Hai Teo, Bernard CY Tan, and Ritu Agarwal. The role
of push-pull technology in privacy calculus: the case of location-based
services. Journal of Management Information Systems, 26(3):135–174,
2009.

https://www.w3.org/TR/2012/REC-css3-mediaqueries-20120619/
https://www.w3.org/TR/2012/REC-css3-mediaqueries-20120619/




Summary

WiBAF: A Within Browser Adaptation Framework
that Enables Control over Privacy

Adaptive Web-based systems compile user data in order to adapt their
content to the users’ specific characteristics. This data is often stored on the
Web server that provides the content. This creates tensions between privacy
and personalization. Users do not own their data, and they are aware that the
content they see is created using the interactions of others. Therefore, they
are afraid that their interactions will also show on the screens of other peo-
ple. Users are also concerned with the information that the system can infer
from their interactions.

We propose a client-side based architecture for personalization, in which
users have control over their data. By default, all data is stored within the
browser, using HTML5 standards. A personalization engine that runs also on
the browser can use this data to modify the presentation of the page. The
user can choose to send portions of their data to the server, in exchange for a
better personalization.

We provide users with a simple controller (a slider) that they can use to ad-
just their privacy level to their concerns. However, we found out that user be-
havior with respect to privacy, does not always match their stated concerns.
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