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Abstract 

This research is part of larger project named “Cocoon” that investigates the psychological 

consequences of cyber-physical attacks with the aim to improve technological means to help 

residents to be informed about the status of their smart home network and to protect themselves 

against such attacks. 

Homes are becoming increasingly smart by integrating itself with internet of things (IoT) 

devices, which leads to new forms of home attacks. These attacks are different from either 

traditional physical attacks (e.g., burglary, arson) or average cyber-attacks (e.g., hacker, 

malware). They are cyber-physical. Here “cyber-physical” means that these cyber-attacks can 

directly impact people’s physical environment. This physical environment, moreover is “home”, 

which should be a safe haven. Such cyber-physical attacks will influence the residents’ risk 

perception on home environments and their behavior in it. In order to understand and effectively 

control increasingly complicated home system, it is worthy to study risk perception in this new 

“cyber-physical” field. In this study, we aimed to better understand the perceived risks of 

residents in IoT smart home environments. 

This study employed a common approach used to study people’s risk perception: the 

psychometric paradigm. In a typical psychometric paradigm, participants make quantitative 

judgments about different properties (e.g., benefit, risk, risk-related characteristics) of a set of 

risk objects (e.g., food, technologies, activities). Based on these judgments, we can i) explore the 

relationships between the risk properties, and ii) extract the main dimensions that can effectively 

structure people’s risk perception through factor analysis or principle component analysis (PCA). 

In our study, the risk object set included 13 technologies: ten IoT smart home technologies (e.g., 

smart TV, network camera, Bluetooth beacon) and three benchmark technologies (i.e., 

technologies we are familiar with, such as online banking). The risk properties are perceived 

benefit, perceived risk, acceptable level of risk and eight characteristics of the risks associated 

with IoT smart home technologies (e.g., likelihood, newness, controllability). Respondents 

provided ratings on the 13 technologies in terms of these risk properties in an online survey. 

The sample of this study are the Dutch adults from the JFS (J. F. Schouten School) database 

without high level of expertise about IoT smart home technologies (i.e., common users). In total, 

101 valid questionnaires were collected with 48 female participants and 53 male participants. 

The results showed that people’s perceived benefits are not related to their perceived risks in IoT 

smart home environments. However, their perceived benefits were found to correlate with their 

acceptable levels of risk. The more benefits people perceive about a technology, the more 

acceptable the risks associated with it are. We also found a significant correlation between 

perceived risk and risk adjustment factor (used to adjust the perceived risks to an “acceptable” 

level). The higher level of risk perceived about an IoT smart home technology, the more they 

think the risks associated to this technology should be reduced. Furthermore, from the results we 

can also see that, in general, although current risk levels about IoT smart home technologies are 



 
 

perceived as unacceptably high,  they are perceived less risky than many technologies we are 

familiar with such as emails over public network and online banking. 

Moreover, in this research, we found six risk characteristics that are correlated with people’s risk 

perception in IoT smart home environments. The first one is likelihood, which refers to the 

likelihood of experiencing something negative resulting from the risks associated with the 

technology. The more likely people are experiencing negative consequences resulting from a 

technology, the more risks they will perceive about it. The second one is knowledge about risk, 

which refers to the residents’ knowledge about the technology. The more knowledge people have 

about the technology, the more risks they will perceive about it. The third one is knowledge of 

engineers (as estimated by the common users), which refers to the IoT smart home engineers’ 

knowledge about the technology. The more knowledge the engineers have, the more risks they 

will perceive about it. The fourth one is newness, which refers to, for the residents, how new or 

novel the technology is. The newer a technology is, the more risks people will perceive about it. 

The fifth one is common-dread, which refers to whether people can think about or live with the 

technology calmly or with great dread. The more dread people have about the technology, the 

more risks they will perceive about it. The sixth one is severity of consequences, which refers to 

the seriousness of the consequences resulting from the risks associated with the technology. The 

more serious the consequences are, the more risks people will perceive about the technology. 

Based on principle component analysis (PCA), two components (i.e., dimensions) were extracted 

from the risk characteristics. The first component  is labelled as anxiety, at which high end 

people, on the level of a gut reaction, feel anxious about the future results of using the IoT smart 

home technology. The second component is called knowledge, at which high end the IoT smart 

home technology is new and unknown for both the residents and engineers. These two 

dimensions can effectively structure people’s risk perception in IoT smart home environments. 

The more anxious the residents feel about the future consequences and the more knowledge they 

and the engineers have about a technology, the more risks the residents will perceive about it. 
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1  Introduction 

1.1  IoT and smart home 

The internet of things (IoT) refers to the networked interconnection of physical objects (Xia, 

Yang, Wang & Vinel, 2012). These physical objects, such as mobile devices, vehicles or even 

buildings are equipped with sensors and communication capacity to collect and exchange data 

and eventually implement appropriate actions based on autonomous data analysis (Hsu & Lin, 

2016). The use of IoT technologies enables many everyday objects to have more functionality 

and become more “smart”. For example, beyond basic illumination function, smart lighting 

system can effectively control the energy consumption and improve people’s comfort 

(Martirano, 2013). 

In the trend of IoT and intelligent technology, homes are also becoming increasingly smart by 

integrating itself with IoT technologies.  In general, “smart home” is a home that incorporates 

sensors, wireless networks and ubiquitous devices powered by intelligent computation (Bull, 

Limb & Payne, 2004). Unlike single home units (e.g., washing machine, air conditioner, etc.) 

which need to be operated by the end-user, smart home appliances, ideally, require little training 

or operation by the resident (Demiris & Hensel, 2008). Through cyber space (e.g., WiFi network, 

Bluetooth network), a smart home appliance autonomously collects and analyzes the residents’ 

data from other appliances. Based on these insights about residents, they can control themselves 

or other home appliances to provide appropriate services (e.g., more comfortable indoor 

temperature) with the purpose to provide a better quality of living (Robles & Kim, 2010). In the 

past years, different IoT smart home technologies are emerging in the market. For example,  

Bluetooth beacons (Yun & So, 2015) can support indoor localization and navigation, and thus 

enable the smart phone to push appropriate information, such as food recipe (for kitchen) or air 

humidity (for bathroom), based on the residents’ positions at home. 

 

1.2 Risk perception in IoT smart home 

As Demiris and Hensel (2008) stated, there are many differences between “smart home” and 

“traditional home” (e.g., the exchange of data between home appliances). This new type of  

“home” introduces new type of risks to the residents: cyber-physical attacks. These attacks are 

different from both traditional physical-attacks (e.g., burglary, arson, etc.) and cyber-attacks 

(e.g., hacker, malware). Unlike conventional attacks that are limited in affecting either the 

physical home objects or the data security in cyberspace, cyber-physical attacks are special as 

they affect physical space by breaking into the communication and computational infrastructure 

(Loukas, 2015). For example, an attacker can hack into the smart home system and unlock the 

door or turn on appliances such as fireplaces (Denning, Kohno & Levy, 2013), which then may 

lead to burglary or fire at the home of a victim. These new type of home attacks result in new 

forms of risks for the residents. 
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Compared to most other (cyber) spaces, home is a very special one. It is a place for routines and 

family life, and a place “to be yourself” (Saizmaa & Kim, 2008). For residents, home should be a 

space with security and control (Gram-Hanssen & Danish, 2016): a safe haven. We should. thus, 

not merely perceive the smart home as a technology, but also as a “home” for people (Saizmaa & 

Kim, 2008). For IoT technology, users’ perceived risk is always a barrier for its popularity. As 

Hsu and Lin (2016) found, perceived risk can strongly affect the adoption of IoT services. 

Especially for the smart home, in which people expect a higher level of security, the influence of 

risks should never be underestimated. Even with  bank-level security that can effectively protect 

residents from attacks (e.g., a hacker breaking into a smart thermostat system and steal users’ 

personal information), IoT smart home devices will never be taken off if they do not “think” it is 

safe (Hernandez, Arias, Buentello & Jin, 2014). 

As stated above, the integration of home and IoT brings new forms of risks, and residents’ 

perception on these new risks is quite important for the development of smart home 

technologies. Thus, it is worthwhile to investigate on the risk perception of residents in this new 

type of “home”. In this thesis, we aimed to better understand the perceived risks of residents in 

IoT smart home environments. 

 

2  Risk perception: Prior studies 

2.1  Psychometric paradigm 

A common approach that has been used in previous studies is the psychometric paradigm 

(Fischhoff, Slovic, Lichtenstein, Read & Combs, 1978), which produces quantitative 

representations of risk perceptions by using psychophysical scaling and multivariate analysis 

techniques (Slovic, 2010). In a typical psychometric paradigm, participants make quantitative 

judgments about different properties of a set of risk objects. These properties can be i) the 

benefits that a risk object provides, ii) the risks that a risk object results in, iii) characteristics that 

are hypothesized to be correlated with the risk objects (e.g., dread, controllability), and iv) the 

number of deaths caused by a risk object in an average or disastrous year (Slovic, 2010). Based 

on these judgments, we can i) explore the relationships between these risk properties, and ii) 

extract the main dimensions that can effectively structure people’s risk perception (through 

factor analysis or principle component analysis).  

 

2.2  Findings of previous studies   

Numerous studies have applied the psychometric paradigm on a variety of risk objects, such as 

food-related risks (e.g., fat, caffeine, cholesterol), or technology-related risks (e.g., X-rays, motor 

vehicles). These studies demonstrated that perceived risk is quantifiable and predictable (Slovic, 

Fischhoff & Lichtenstein, 1982) and that the psychometric paradigm can produce many valuable 

and interesting findings about people’s risk perception. 
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Fischhoff and colleagues (1978) conducted a survey to investigate people’s risk perception of 

various activities and technologies (e.g., skiing, bicycles, electric power). Participants evaluated 

30 different activities / technologies with regard to perceived benefit, perceived risk, 

acceptability of the risk, and nine risk characteristics (e.g., controllability over risk, immediacy 

of effect). In this study, although they did not find a statistically significant relationship between 

perceived benefit and perceived risk, they found “there was a consistent, although not 

overwhelming, relationship between perceived benefit and acceptable level of risk” (Fischhoff et 

al., 1978, p. 148). This indicated that the risk could be more acceptable if the activity or 

technically is more beneficial. Meanwhile, they also found a strong and positive correlation 

between perceived risk and the risk adjustment factor. That is, the participants “felt that the 

higher the risk, the more it should be reduced” (Fischhoff et al., 1978, p. 137). Furthermore, they 

found that the nine characteristics could be effectively reduced to two dimensions after factor 

analysis. The first dimension was about “unknown activity or technology”, which  refers to 

“new, involuntary, poorly known activities, often with delayed consequences” (Fischhoff et al. , 

1978, p. 149). Meanwhile, the second dimension “primarily reflected the certainty of death given 

that adversity occurs” (Fischhoff et al., 1978, p. 149).  

Slovic, Fischhoff and Lichtenstein (1980) conducted a study quite similar to that of Fischhoff et 

al. (1978), but with 90 risk objects including activities, technologies, and substance (e.g., 

warfare, valium, morphine) and 18 risk characteristics (e.g., fatal, many exposed, not 

observable). In line with Fischhoff et al. (1987), they found that perceived benefit was positively 

correlated to the acceptable level of risk. Also, they found a positive correlation between 

perceived risk and risk adjustment factor. That is, “the greater the perceived risk, the larger the 

adjustment judged necessary to bring the risk to an acceptable level” (Slovic et al., 1980, p. 202). 

However, in contrast to Fischhoff et al. (1978), they found a negative relationship between 

perceived risk and perceived benefit. Moreover, the dimensional structure of the risk 

characteristics revealed three rather than two factors. The first factor was labeled “dread”, which 

means that at the high end people perceive lack of control, dread, threatening, catastrophic 

potential and fatal consequences. Factor 2 was labeled as “familiarity”, which is related to 

observable, precisely known and with immediate consequences. The third factor reflected the 

number of people exposed to the risks. 

Fife-Schaw and Rowe (1996) conducted a study on a different set of risk objects: food risks (e.g., 

food containing sugar, food that has been irradiated). Participants provided evaluations on 

subsets of 22 potential food risks with regard to a total of 19 risk characteristics (e.g., likelihood, 

controllability, seriousness). Different from the experiment of Fischhoff et al. (1978), they 

treated and measured perceived benefit as a risk characteristic. They used the method of 

principle component analysis (PCA)  to reduce the dimensions. After PCA, the two key 

dimensions “appears to be related to, first, the severity of the hazard, and second, to awareness 

about the hazard” (Fife-Schaw & Rowe, 1996, p. 497). 
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After comparing the previous studies, we can find some differences between them. One is that 

perceived benefit and perceived risk were not found to be correlated in the study of Fischhoff et 

al. (1978), but were found to be negatively correlated in the study of Slovic et al. (1980). 

Another difference is that some studies reduced the risk characteristics to two dimensions while 

other studies reduced to three. However, there are more similarities than differences among the 

previous studies of people’s risk perception. Firstly, perceived benefit has a positive relationship 

with acceptable levels of risk. Secondly, perceived risk positively correlates with risk adjustment 

factor. Thirdly, there are two “common” factors across most of the previous studies: one is more 

or less related to the level of seriousness (e.g., dread, severity), and the other one is somehow 

related to the knowledge about risks (e.g., unknown, familiarity). These similarities will provide 

us with valuable insights and inspirations in our study on risk perception in IoT smart home 

environments. 

 

3  The present study 

In this study, we were interested in using the psychometric paradigm to explore people’s risk 

perception about IoT smart home technologies.  We did not mechanically replicate the method 

design of previous studies, but also discussed and took into account some methodological issues 

with the psychometric paradigm. For example, some studies (e.g., Fischhoff et al., 1978) 

measured people’s perceived risk and perceived benefit, while other studies (e.g., Fife-Schaw & 

Rowe, 1996) did not measure them. Whether these two variables should be measured in the 

study under psychometric paradigm is a methodological issue that is worthwhile for us to 

discuss. In the next section, we will discuss this kind of methodological issues. 

Although the present study is self-contained, it should be noted that it is part of a larger project 

named “Cocoon” that investigates the psychological consequences of cyber-physical attacks with 

the aim to improve technological means to help residents to be informed about the status of their 

smart home network and to protect themselves against such attacks. Providing a deeper 

understanding of people’s risk perception regarding IoT smart home technologies will directly 

contribute to the research in the later stages of the project. In addition, as we discussed in section 

1.2, cyber-physical attacks form a new class of threats specific to IoT smart home technologies. 

These new attacks can directly threaten the safety of people’s home, which is the most important 

physical environment of human beings. This makes the IoT home a new kind of domain related 

to human and technology interaction. Currently, although there are a few papers looking into 

people’s risk perception on activities (e.g., Slovic et al., 1980), food (e.g., Fife-Schaw & Rowe, 

1996) and so on, there are very few papers focused on IoT smart home technologies. Thus, the 

present study is a significant, and also necessary first step to start theorizing about such novel 

and hitherto under-studied attacks / risks in one’s home environments. 
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4  Methodological considerations 

Although in previous studies the psychometric paradigm was frequently used, there are several 

differences between the methods used by previous studies. In this section, we will discuss the 

distinctions between studies and put forward the method that we think is appropriate to 

investigate people’s risk perception in IoT smart home environments. 

 

4.1  Perceived risk and risk adjustment factor 

Before the evaluation of risk characteristics, Fischhoff et al. (1978) firstly measured people’s 

perceived risks about risk objects. Participants were required to first order the risk objects from 

least to most risky and then to assign numerical risk values by giving a rating of 10 to the least 

risky and make the other ratings accordingly (Fischhoff et al., 1978). Furthermore, they used a 

“risk adjustment factor” to get the acceptability of the risk level. Participants were asked to judge 

whether the current risk level is “good enough”. Here “good enough” means “you think that the 

advantages of increased safety are not worth the costs of reducing risk by restricting or otherwise 

altering the activity” (Fischhoff et al., 1978, p. 132). If the answer is “no”, they would also point 

out how many times the current risk level should be safer or riskier. By dividing perceived risk 

by the risk adjustment factor, they could calculate at which level a risk is perceived as 

“acceptable”. Through this way, they got people’s perceived risks and acceptable risks about the 

risk objects, and then, explored the relationships between perceived (or acceptable) risk and 

perceived benefit (or risk characteristics). Slovic et al. (1980) used similar methods to measure 

risk perception and acceptability of the current risk level. However, some previous later studies, 

such as the studies of Fife-Schaw et al. (1996) and Kirk, Greenwood, Cade and Pearman (2002), 

did not measure the above two risk variables. Instead, they merely measured the risk 

characteristics. After comparing the previous studies, we decided to include the measurements of 

perceived risk and risk adjustment factor (i.e., acceptable risk). The reasons are as follows. 

Firstly, an important aim of the present study is to find what characterizes people’s perceived 

risks associated to IoT smart home technologies. With the measurement of perceived risk, we 

can calculate the correlation between perceived risk and risk characteristics and then, know 

which characteristics are “risk-related”. This can provide us with insights about “what 

characterizes risks”. Meanwhile, when we extract main dimensions from risk characteristics, we 

should be cautious about the characteristics that are not related to perceived risk (maybe it is 

better to drop them before factor analysis or PCA). 

Secondly, in terms of acceptable risk, although Fischhoff et al. (1978) did not find a significant 

correlation between perceived benefit and perceived risk, they found perceived benefit to 

correlate significantly with acceptable risk. Also, perceived risk was found to correlate with risk 

adjustment factor. These relationships were also found in the study of Slovic et al. (1980). The 

measurement of risk adjustment factor (which can also be used to calculate the acceptable risk) 

can help us test whether these relationships also apply to IoT smart home technologies. 
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In summary, when applying the psychometric paradigm, it is worthwhile to measure both 

perceived risk and risk adjustment factor. We therefore, apart from risk characteristics, also 

included these two variables in our study. 

 

4.2  Perceived benefit 

In the studies of Fischhoff et al. (1978) and Slovic et al. (1980), perceived benefit was evaluated 

by the same method of perceived risk (i.e., order the risk objects from least to most beneficial 

and assign numerical benefit value to each activity, substance, or technology). Their methods 

were different from the methods used by Fife-Schaw et al. (1996) and Kirk et al. (2002). Fife-

Schaw et al. (1996) regarded benefit as a risk characteristic and measure it on a seven-point 

scale, while Kirk et al. (2002) did not include perceived benefit in the study at all. In our opinion, 

perceived benefit is a necessary variable in the investigation on risk perception. From the 

previous studies, we can see that perceived benefit correlated significantly with acceptable risk, 

while did not always correlate significantly with perceived risk (Fischhoff et al., 1978; Slovic et 

al., 1980). The measurement of perceived benefit can help us test whether the previous results 

apply to IoT smart home technologies. They can also provide insights about the reasons why the 

previous studies had distinct results. Thus, we included the variable of perceived benefit in our 

study. 

In order to measure people’s perceived benefits, two methods are available. One is to assign 

numerical benefit values for each risk object (Fischhoff et al., 1978), and the other is to evaluate 

perceived benefit on a seven-point scale. Although these are both effective methods to measure 

perceived benefit, we prefer the first method since it can provide more intuitive difference 

between perceived benefits of different IoT smart home technologies. For example, in the study 

of Slovic et al. (1980), after assigning numerical value for the risk objects of “Fire Fighting” and 

“Vaccinations”, the perceived benefits were 83 and 77 respectively (very high compared to other 

risk objects). Due to the numerical evaluation, we can directly compare the two and learn that 

people’s perceived benefit about firefighting was slightly higher than their perceived benefit 

about vaccinations. If we use seven-point scale, these two might be both perceived as “very 

beneficial” (i.e., given a scale of “7”). The comparison between two “very beneficial” 

technologies is meaningless. That is, measuring perceived benefit numerically can provide more 

information about people’s perception in terms of, in our study, the IoT smart home 

technologies. Thus, we used the first method to measure perceived benefit in our study. 

 

4.3  IoT smart home technologies 

An issue about psychometric paradigm is the selection of risk objects. In our study, this is about 

which IoT smart home technologies to consider and evaluate. 

The risk objects of previous studies, in most of time, were the technologies, activities, 

substances, food and so on, which are all familiar to the public. Although people may not have 
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much knowledge about certain risk object (e.g., X rays), they at least have heard about that 

technology for years and have a conceptual impression of it (e.g., doctors use X rays for medical 

examination and X rays have radiation). In previous studies, like Fischhoff et al. (1987), risk 

objects could be any general activity, technology or others.. However, for new technologies like 

IoT smart home technologies, the vast majority of people may not even have heard the name of a 

technology (e.g., Bluetooth beacon). Without necessary knowledge, it is very difficult for them 

to make judgments about the benefits and risks of a IoT smart home technology. This indicates 

that the selected IoT smart home technologies should be relatively “mature” and its basic 

functionality should be described clearly, so that the participants can get a conceptual 

understanding about the technology quickly. 

Thus, in our study, we selected the IoT smart home technologies that are available as products in 

the current market. These technologies have clear functional definitions which can be found in 

product descriptions. Based on this information, we can provide clear descriptions in the 

questionnaire and enable the participant to have a conceptual impression immediately. 

Based on the principle stated above, we selected ten IoT smart home technologies to be 

evaluated by a sample of prospective users. The selected technologies and corresponding 

products in the current market are listed in Table 4.1. We did not select more technologies 

because of the consideration about the duration of the survey. These technologies are new for 

most of the participants and they need to read and learn the conceptions and functionalities. 

Including too many technologies will lead to an unacceptable duration of survey for the 

participants. Since the method for measuring risks and benefits employed in the psychometric 

yields only relative differences between technologies (evaluations are all based on the least risky 

or beneficial one)  instead of absolute risk perception, we included three other, more familiar, 

technologies as benchmarks. These three “more familiar” technologies are: email over public 

network, smartphone navigation app and online banking. We are familiar with these three 

technologies and their benefit and risk. Based on these benchmarks, we can have some ideas 

about the absolute benefit / risk levels of the ten new technologies. For example, if “smart 

speaker” is valued 30 and “email over public network” is valued 15, we can know smart speaker 

is perceived twice risky as emails over public network, a risk we are familiar with. Thus, in total, 

there are 13 technologies included in our study. 

 

4.4 Risk characteristics 

The risk characteristics used by previous studies, as well as the method to select them, are very 

different. For example, Fischhoff et al. (1978) used nine risk characteristics based on a review of 

previous papers, while Fife-Schaw et al. (1996) used 19 risk characteristics based on the 

discussions of nine focus groups. Since in the last few decades there were many studies focused 

on risk perception, we decided to select the risk characteristics based on a review of previous 

studies as Fischhoff et al. (1978) did. We firstly summarized the risk characteristics used by 
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different papers, and chose the ones that are possibly related to IoT smart home technologies, or 

that at least appeared sensible to ask in this context. 

 

Table 4.1  Selected new IoT smart home technologies with corresponding products 

IoT smart home technologies Current products 

1. Smart TV Philips Smart TV, Samsung Smart TV 

2. Smart smoke detector SmartThings ZCOMBO, Roost Smart Smoke Alarm 

3. Bluetooth beacon Minew i5, Gimbal Series 10, RECO Beacon 

4. Network camera MyFox Security Camera, Netgear Arlo 

5. Smart lighting Philips Hue, Hive Active Light 

6. Smart speaker Amazon Echo, Google Home 

7. Smart plug WeMo Switch, TP-Link WiFi Smart Plug 

8. Smart thermostats Nest Thermostat, Hive Active Heating 

9. Door/window sensor Hive Door Sensor, HomeSeer Window Sensor 

10. Smart wearable devices Apple watch, Microsoft Band 2, Moto 360 

 

 

From the previous studies (e.g., Fife-Schaw et al., 1996; Fischhoff et al., 1978; Kirk et al., 2002), 

more than 30 risk characteristics can be found. For example, immediacy of effect, users’ 

knowledge about risk, scientists’ knowledge about risk, control over risk, newness, chronic-

catastrophic, common-dread, severity of consequences, likelihood of risk, number of users, 

future generations, and so on. Obviously, we cannot ask participants to evaluate each risk object 

on so many dimensions. In order to extract the important risk characteristics, we trimmed them 

in two steps: 

(1) We dropped the ones that do not apply to the case of IoT smart home technologies. For 

instance, one characteristic used by Fischhoff et al. (1978) was about whether this risk kills 

people one at a time or kills large numbers of people at once. However, in our study, typically 

nobody can be killed by an IoT smart home technology. Thus, it is not appropriate to ask 

participants to evaluate each technology on this dimension. 

(2) We combined the risk characteristics that describe the same dimension. For example, 

characteristic of “future generations” refers to the seriousness that the risk objects are harmful to 

the health of future generations (Fife-Schaw et al., 1996). This is similar to the characteristics of 

“severity of consequences” (Fischhoff et al., 1978), which refers to the seriousness of future 

consequences. Damaging future generations’ health is one of the consequences of the risk object. 
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It is not necessary to ask the participants to evaluate each technology on both of these two risk 

characteristics. 

After the two steps stated above, we eventually got eight risk characteristics that are possibly 

related to people’s risk perception in IoT smart home environments: likelihood, users’ 

knowledge about risk, scientists’ knowledge about risk, immediacy of effect, control over risk, 

newness, common-dread and severity of consequences. The exact definitions of these risk 

characteristics will be stated in the next section. 

 

5  Method 

5.1  Materials 

The material we used in our study is a questionnaire (shown in the appendix). The questionnaire 

was put online because online survey allows participants to complete the survey at any place and 

time they like. Moreover, online surveys allow for interactive elements, such as ordering the 

technologies depending on the participants’ previous inputs. 

 

5.1.1  Introduction of IoT smart home technologies  

In total, 13 technologies were selected with the method discussed in section 4.3. These risk 

objects included ten new IoT smart home technologies (shown in Table 4.1) and three related but 

familiar technologies (i.e., email over public network, smartphone navigation app, and online 

banking). In order to help the participants form a conceptual understanding of the technologies, 

we included, for each technology, a scenario describing how this technology works in a typical 

situation. Additionally, we supported each scenario with a figure. With these figures, the 

introductions will be visual and more vivid, and the participants can understand the technologies’ 

functionalities more easily and quickly. For example, the introduction of “network camera” is as 

below: 

“Network camera allows users to monitor the environment when it is not possible to observe 

physically (e.g., when away from home). 

Scenario: David is working in the office in the evening when a thief comes to his house. The 

camera detects the burglar and raises an alarm immediately. At the same time, it sends a 

message through the WiFi network (the router) to David to inform him about this.” 

Figure 5.1 is the picture used for “network camera” scenario. The details of other technologies 

can be found in the completed questionnaire (see Appendix). 
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5.1.2  Benefits and risks 

Perceived benefits and perceived risks were measured with the similar method used by Fischhoff 

et al. (1978), in which participants ordered the risk objects from least to most beneficial / risky, 

and then assigned numerical benefit / risk values by giving a rating of 10 to the least beneficial / 

risky and make the other ratings accordingly. One difference is that our survey was online, which 

allowed the automatic pre-ordering before assigning ratings. That is, the participants firstly 

ordered the technologies. Then, the technologies in the “assigning rating” question were  

 

 

Figure 5.1  Picture used for the scenario of “network camera” technology 

 

automatically listed in order as the participants ordered in the previous question. In this way, the 

participants can give ratings from the least to most beneficial / risky technologies more easily. 

The measurement of risk adjustment factor also used the method of Fischhoff et al. (1978). For 

the risks of each technology, the participants were provided with three options: (a) “could be 

higher (they would still use the technology when the risks were higher)”; (b) “is presently 

acceptable”; and (c) is unacceptable (i.e., too risky)”. If the participant chose option (a) or (c), an 
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additional question would have to be answered: “it would still be acceptable if it were _____ 

times riskier” for option (a); and “to be acceptable, it would have to be  _____ times safer” for 

option (c). 

 

5.1.3  Risk characteristics 

The eight risk characteristics selected with the method discussed in section 4.4 are defined as 

below: 

    1. Likelihood: what is the likelihood that a user of a technology will experience something 

negative due to the risks associated with the technology? (The seven-point scale was labelled: 1 

= not likely at all; 4 = moderately likely; 7 = extremely likely) 

2. Knowledge about risk: to what extent the risks of the technology are known by the users of 

this technology? (1 = known precisely; 4 = moderately known; 7 = not known at all) 

3. Knowledge of engineer: to what extent the risks of the technology are known by the 

engineers that design this technology? (1 = known precisely; 4 = moderately known; 7 = not 

known at all) 

4. Immediacy of effect: whether the possible effects of the risks associated with this 

technology would become apparent immediately, or would only become apparent at a later time? 

(1 = effects are noticeable immediately; 4 = neither immediate, nor much later; 7 = effects are 

noticeable much later) 

5. Control over risk: to what extent you, by personal skills, can control / avoid possible 

consequences of the risks associated with the technology? (1= not controllable at all; 4 = 

moderately controllable; 7 = completely controllable) 

6. Newness: to what extent the risks associated with the technology are new, novel ones, or 

old familiar ones? (1 = old / familiar risks; 4 = neither old / familiar, nor novel / unfamiliar risks; 

7 = novel / unfamiliar risks) 

7. Common-dread: whether the risks associated with the technology are something that people 

can learn (or to have learned) to live with (and can think about calmly), or that people have great 

dread for? (1 = can learn to live with calmly; 4 = neither can learn to live with calmly, nor have 

great dread; 7 = have great dread for) 

8. Severity of consequences: how the consequences resulting from the risks associated with 

the technology are? (1 = not seriously at all; 4 = moderately serious; 7 = extremely seriously, 

e.g., fatal) 

For the evaluation about risk characteristics, a “do not know” response was also allowed in case 

the participant does not have any idea about a question. This option of leaving open a question 

was possible throughout the questionnaire to not frustrate the participants. In a survey with all 
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the questions on papers, the participants can easily leave open a question. Thus, they should be 

supported to do this in an online questionnaire. 

 

5.2 Participants 

Our study had access to the participants through the JFS database, which is a database used for 

the scientific experiments carried out within the J. F. Schouten School for user-system 

interaction research. The participants we sent invitations were all Dutch adults (≥ 18 years old) in 

the database regardless of gender, educational background or profession. Because we wanted to 

target the common residents rather than experts (i.e., with high level of expertise about IoT smart 

home technologies), we included a screening question so that only “common residents” can do 

the survey. In our survey, a total of 1012 survey invitations were sent out by email. After 1 week, 

reminder emails were send out to remind the people who had not finish the survey. 

The data collection process lasted for 2 weeks, 87 questionnaires were completed in the first 

week, which increased to 106 after a reminder. Five questionnaires were dropped because of 

invalid contents (i.e., no answers for the vast majority of questions). Of the valid 101 

questionnaires, 48 participants were female (47.5%) and 53 were male (52.5%). 73 participants 

were 20-29 years old (72.3%), 14 were less than 20 years old (13.9%), 5 were 30-49 years old 

(4.8%) and 9 were 50 years old and older (9.0%). 

The compensation for the participation in our survey was based on a raffle. The participants had 

a chance of 10% to win 50 euro. Only participants who had completed the whole survey were 

eligible to partake in the lottery. 

 

5.3 Procedure 

After a welcome page, the participants had to firstly read the informed consent, which briefly 

introduces some important information about the study such as aim, procedure, duration, 

compensation and confidentiality. If, and only if the participants chose “I read and agree with the 

informed consent form”, they were forwarded to the actual questionnaire, which consisted of six 

parts. 

In Part 1, the participants would firstly answer several demographic questions such as gender and 

age. Then they were shown a brief explanation of what the internet of things (IoT) is and what 

we mean with a smart home. After that, they would answer some questions about their usage of 

IoT devices, such as “are you using IoT devices in your own home environment”, “how long 

have you been using these IoT device(s)”, and so on. 

Before Part 2, we introduced the 13 technologies to the participants (as stated in section 5.1.1). 

These introductions could also be downloaded as a PDF file at any subsequent evaluation pages 

in case the participants forget the functionality of certain technology. Then, they went on to Part 

2, in which the participants was asked to ignore the possible risks of the technologies and only 
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evaluate the benefits of them. We firstly provided the participants with some example of benefits 

(e.g., energy saving, comfort, diet balance) to promote their thinking. After that, the participants 

ordered the technologies and assigned benefit values to each of them (as stated in section 5.1.2). 

Part 3 is about perceived risks, in which the participants were asked to ignore the possible 

benefits of the technologies and only evaluate the risks of them. Then, similar to Part 2, the 

participant was provided with example risks (e.g., energy loss, money loss, time consumption), 

ordered the technologies and then assigned risk values. And then, in Part 4, the participants were 

required to make judgements about the acceptability of the risks of each technology (as stated in 

section 5.1.2). Part 5 was about risk characteristics, in which the participants rated each of the 

technologies on each of the eight risk characteristics (as stated in section 5.1.3). 

At the end of the questionnaire (Part 6), we asked the participants about their previous 

experiences of IoT smart home attacks and additionally, whether they wanted to participant in 

the lottery and win the compensation. Finally, they submitted the questionnaires and we thanked 

them for their participation. 

 

5.4  Data analysis 

5.4.1  Detection of the outliers 

To investigate the extent to which  raters or participants agreed with one another in terms of their 

judgments on the perceived benefits, risks, and risk characteristic variables, we calculated the 

inter-rater agreement (intra-class correlation coefficients, ICC; see also Fischhoff et al., 1978). 

Complementary to these ICCs, we used Cronbach’s alphas to uncover possible outliers (i.e., 

participants with atypical responses patterns) that negatively affect the ICCs. Cronbach’s alpha is 

typically used to assess the internal consistency and reliability of scales (Santos, 1999). 

Normally, these two indexes are used to reflect different aspects of data. For example, if 5 

participants are giving scores to 3 questions, ICC reflects how these 5 persons agree with one 

another (i.e., the absolute level of agreement of participants), while Cronbach’s alpha reflects to 

what extent these 3 questions are measuring the same thing (i.e., the internal consistency of the 

questions or the variables). In our study, before the calculation of Cronbach’s alpha, we 

transposed the data and regarded each participants as a variable. In this way, Cronbach’s alpha 

reflects the internal consistency of the participants or to what extent they are measuring the same 

set of technologies. In this way, this Cronbach’s alpha seems to reflect a similar thing to the ICC 

value of original data. Furthermore, the alpha analysis (with STATA) can indicate the outliers 

that reduce Cronbach’s alpha. Thus, Cronbach’s alpha on transposed data could be an approach 

for us to find unusual participants and increase the inter-rater agreement. In the previous studies, 

we did not find literature used this method to check the outliers under psychometric paradigm. 

However, after dropping certain participants that was found to be outliers by Cronbach’s alpha, 

the ICC values indeed increased enormously. For example, after dropping three from the 101 

participants, the ICC value of risk adjustment factor increased from .20 to .84 (more results are 
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shown in section 6.1). Empirically, this is an effective way to find out the outliers for our study. 

Thus, in the analysis process, we firstly checked and dropped outliers based on the Cronbach’s 

alpha index. 

 

5.4.2  Approaches to obtain needed variables 

In total, there are 12 variables in our study: perceived benefit, perceived risk, risk adjustment 

factor, acceptable level of risk and eight risk characteristics. In order to obtain these variables, 

we used a similar method to the previous studies using a psychometric paradigm (e.g., Fife-

Schaw et al., 1996). After dropping the outliers, we calculated the mean scores of all the 

participants’ judgments for each technology in terms of perceived benefit, perceived risk, risk 

adjustment factor and the eight risk characteristics respectively. Take perceived risk as an 

example, after the calculation, we can have people’s average risk perceptions about the 13 IoT 

smart home technologies. The variable of “perceived risk”, then, is obtained. In the same way, 

the variable of “perceived benefit”, “risk adjustment factor” and eight risk characteristics (e.g., 

“likelihood”) can be obtained as well. Finally, we divided perceived risks by corresponding risk 

adjustment factors to obtain the twelfth variable of “acceptable level of risk”. 

 

5.4.3  Analysis on variables 

The 12 variables were analyzed in three steps: 

Step 1: We did correlation analysis on perceived benefit, perceived risk, risk adjustment factor 

and acceptable level of risk to explore the relationships between these four variables. We also 

used t-test to test whether there were significant differences between genders (i.e., female and 

male) and ages (i.e., young and old) in terms of perceived risk and acceptable level of risk. 

Step 2: We did correlation analysis on perceived risk and the eight risk characteristics to explore 

the influencing factors of perceived risk. The correlations between perceived benefit / acceptable 

level of risk and the eight risk characteristics were calculated as well.  

Step 3: We did principle component analysis (PCA) on the risk characteristics to extract main 

components that characterize the risk perception in IoT smart home environments, and labeled 

these components. The relationships among these main components and perceived benefit / 

perceived risk / acceptable level of risk were also explored through correlation analysis. 

 

6  Results 

6.1 Outliers and inter-rater agreement 

In our study, the approach we discussed in section 5.4.1 (i.e., finding outliers based on 

Cronbach’s alpha) was proved to be effective. Take risk adjustment factor as an example, the 
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ICC values was .20 (with the Cronbach’s alpha of .21), which indicated that poor inter-rater 

agreement. Based on alpha analysis, we found out three outliers (participant id is 7, 18 and 43). 

The influences of dropping these three participants on ICC index and Cronbach’s alpha are 

shown in Table 6.1. We can see that after dropping outliers, the inter-rater agreement of the “risk 

adjustment factor” variable increased from .20 to an excellent .84. This indicated that these three 

participants were found to give responses that are not in accordance with the other 98 

participants when answering the question about risk adjustment factor. This low original ICC 

(i.e., .20) merely occurred for the variable of “risk adjustment factor”. For most other variables, 

the ICC values were found to be excellent (larger than .80). The ICC values for the variables 

(after dropping the outliers) are presented in Table 6.2 and Table 6.3. We can see that the indexes 

of participants’ inter-rater agreement in our study are high, which indicated that people 

substantially agreed about their ratings. Meanwhile, these indexes (from 0.76 to 0.97 with M = 

0.85) are much higher than the indexes in the study of Fischhoff et al. (1978), which ranged from 

0.30 to 0.77 (M = 0.45). 

 

Table 6.1  The influences of dropped outliers in terms of risk adjustment factor 

ID of dropped outlier(s) None dropped 7 7 & 18 7 & 18 & 43 

ICC (average) .20 .55 .79 .84 

Cronbach’s alpha .21 .56 .83 .84 

 

 

6.2 Risks and benefits 

Table 6.3 shows the mean values across all valid participants for each IoT smart home 

technology in terms of benefit and risk. ”Among the 13 technologies, “online banking” was 

perceived as both the most beneficial and risky technology. The risk adjustment factor range 

from 0.95 for the smart smoke detector (indicating that it could be a bit risker), to as much as 

2.44 for e-mail over a public network (indicating that it should be much safer). On average, 

people’s perceived risks of the 13 technologies (M = 43) were much higher than their acceptable 

level of risk (M = 29).  

As stated in section 4.3, we included three technologies that we are familiar with (i.e., online 

banking, email over public network and smartphone navigation app) as benchmarks. This can 

give us some ideas about the absolute levels of the IoT smart home technologies. From Table 

6.2, we can see that four IoT smart home technologies (e.g., network camera) were perceived as 

safer than email over public network and online banking, and risker than smartphone navigation 

app. The other six IoT smart home technologies (i.e., smart plug) were all perceived as safer than 

smartphone navigation app. Meanwhile, apart from smart smoke detector, all the other IoT smart 

home technologies were perceived less beneficial than the three familiar technologies. 
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Table 6.2  Mean judgments of risk and benefit about 13 technologies 

Technology 
Perceived 

benefit 

Perceived 

risk 

Risk adjustment 

factor a 

Acceptable level 

of risk b 

Online banking* 66 79 2.29 34 

Email over public network* 46 74 2.44 30 

Network camera 42 60 1.71 35 

Door/window sensor 32 44 2.01 22 

Smart speaker 24 43 1.72 25 

Smart smoke detector 53 36 0.95 37 

Smartphone navigation app* 60 35 1.07 33 

Smart plug 24 35 1.41 25 

Smart thermostats 43 34 1.29 26 

Bluetooth beacon 23 33 1.37 24 

Smart TV 34 33 0.97 34 

Smart wearable devices 33 32 1.66 20 

Smart lighting 39 25 0.96 26 

Mean 40 43 1.53 29 

Standard Deviation 13.6 16.9 0.50 5.6 

ICC 0.83 0.85 0.84  

a Values greater than 1 mean that the risks should be safer; values less than 1 mean that the risks could be risker. 

b Acceptable levels of risk were calculated by dividing column 3 by columns 4 

* Benchmark technologies 

 

6.3 Correlation analysis 

The results of correlation analysis are shown in Table 6.3. In our study, we only found moderate, 

but statistically insignificant correlations between perceived benefit and perceived risk, and 

between perceived risk and acceptable level of risk. However, we found perceived risk was 

significantly correlated with the risk adjustment (r = .85 and p = .00). The scatter diagram with 

regression line can be found in Figure 6.1. The higher risks were perceived to be, the more 

people wanted the risks to be reduced. When the risks were perceived as low level, the risk 

adjustment factor could be less than 1 (i.e., people think the technology can be riskier). 
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Table 6.3  Correlations between benefit and risk 

 Perceived benefit Perceived risk Risk adjustment factor 

Perceived risk .47   

Risk adjustment factor .10 .85*  

Acceptable level of risk .71* .39 - .14 

* p < 0.05 

 

 

Figure 6.1  Scatter diagram of risk adjustment factor by perceived risk with regression line 

 

Moreover, we found that perceived benefit was significantly and positively correlated with 

acceptable level of risk (r = .71 and p = .01), indicating that people accept higher levels of risk 

when technologies are more beneficial to them (see Figure 6.2). 
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Figure 6.2  Scatter diagram of acceptable level of risk by perceived benefit with regression line 

 

In our study, we also tested whether there were differences between genders (i.e., female and 

male) and ages (i.e., young and old) in terms of the risk perception in IoT smart home 

environments. However, we did not find significant differences between females and males in 

terms of their perceived risk (p = .40) and acceptable level of risk (p = .07). Also, young 

participants (≤ 25 years old) were not significantly different from elderly participants (≥ 50 years 

old) in terms of their perceived risk (p = .57) and acceptable level of risk (p = .73). 

 

6.4 Risk characteristics 

Table 6.4 presents the mean rating of the eight risk characteristics associated with the 13 

technologies. Our study used a seven-point response scale for the evaluation of risk 

characteristics on which the value of 4 means a “moderate” level of the characteristics. Values 

larger than 4 means the risks associated with a technology score high on this characteristic, while 

values less than 4 mean that the risks associated with a technology are perceived low on this 

characteristic. Take the characteristics of control over risk as an example, a score of 4 on this 

characteristic indicates by personal skills, the consequences of the risks associated with a 

technology are moderately controllable. Values larger than 4 means the risks associated with a 

technology are highly controllable, while values less than 4 mean that these risks are highly 

uncontrollable.  
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Table 6.4  Mean ratings for the eight characteristics of the risks associated with the 13 technologies 

  Risk characteristics 
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Online banking 4.95 3.37 2.19 3.46 3.91 2.90 4.47 5.77 

Email over public network 5.02 3.78 2.35 4.53 4.16 2.98 4.04 5.12 

Network camera 4.63 4.07 2.76 4.24 3.32 3.29 4.16 4.98 

Door/window sensor 4.05 4.45 3.08 3.95 3.47 4.35 4.00 4.53 

Smart speaker 3.80 5.07 3.37 3.80 3.27 5.42 3.70 4.17 

Smart smoke detector 2.94 4.70 3.18 3.32 2.75 4.33 3.41 4.97 

Smartphone navigation app 3.85 4.04 2.90 3.84 3.91 3.27 3.32 3.96 

Smart plug 3.60 5.14 3.60 3.67 3.66 5.18 3.35 3.81 

Smart thermostats 3.49 4.78 3.35 4.48 3.54 4.88 3.08 3.68 

Bluetooth beacon 3.42 5.19 3.33 4.53 3.36 5.46 3.47 3.50 

Smart TV 3.17 4.90 3.45 4.12 3.67 5.18 2.86 4.10 

Smart wearable devices 3.45 4.78 3.74 4.70 3.77 4.87 3.28 3.50 

Smart lighting 2.67 4.80 3.54 4.31 3.56 5.05 2.85 2.89 

Mean 3.77 4.54 3.14 4.07 3.57 4.40 3.54 4.23 

Standard Deviation 0.73 0.56 0.47 0.44 0.35 0.96 0.51 0.80 

ICC 0.94 0.85 0.76 0.74 0.76 0.97 0.88 0.96 

 

To investigate the extent to which these risk characteristics correlated with the perceived risks, 

perceived risks and acceptable level of risk, we calculated correlations between them (see Table 

6.5). 
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Table 6.5  Correlation between benefit/risk and eight risk characteristics 

Risk characteristics Perceived benefit Perceived risk Accept level of risk 

1. Likelihood 

    (7 = very likely) 
.35 .93* .22 

2. Knowledge about risk 

    (7 = not known at all) 
- .81* - .83* - .52 

3. Knowledge of engineers 

    (7 = not known at all) 
- .69* - .91* - .57* 

4. Immediacy of effects 

    (7 = noticeable much later) 
- .38 - .16 - .51 

5. Control over risk 

    (7 = controllable) 
.24 .39 - .14 

6. Newness 

    (7 = novel / unfamiliar) 
-.80* - .78* - .58* 

7. Common-dread 

    (7 = dread) 
.30 .89* .21 

8. Severity of consequences 

    (7 = very serious / fatal) 
.56* .86* .63* 

* p < 0.05 

 

For perceived risk, we found significant correlations between it and likelihood, knowledge about 

risk, knowledge of engineers, newness, common-dread and severity of consequences, with | r | 

≥ .78, and p ≤ .01. However, it was not found to be significantly correlated with immediacy of 

effect (r = - .16, p = .61) and control over risk (r = .39, p = .19). For perceived benefit, four risk 

characteristics were significant correlated with it: knowledge about risk, knowledge of engineers, 

newness and severity of consequences, with | r | ≥ .56, and p ≤ .05. Meanwhile, only three risk 

characteristics correlated significantly with acceptable level of risk: knowledge of engineers, 

newness and severity of consequences (| r | ≥ .57 and p ≤ .04). 

Thus, we can see that the risk characteristics of immediacy of effects and control over risk neither 

had relationship with benefit nor with risk. Knowledge of engineers, newness and severity of 

consequences were correlated with all three variables. Knowledge about risk correlated with 

perceived benefit and perceived risk, and likelihood and common-dread were only correlated 

with perceived risk. 
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6.5  Principle component analysis 

Table 6.6 presents the correlation matrix of the eight risk characteristics. From these results we 

can see that immediacy of effects and control over risk, although with some correlation 

coefficients larger than .30, did not significantly correlate with any other risk characteristic. 

From Table 6.6 we can also see that the other six risk characteristics were significantly correlated 

with each other, with | r | ≥ .68 and p ≤ .01. These are in accordance with the results shown in 

Table 6.5, in which immediacy of effects and control over risk did not correlate with perceived 

risk while the others did. 

 

Table 6.6  Inter-correlations among 8 risk characteristics 
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  1 2 3 4 5 6 7 

Knowledge about risk 

(7 = not known at all) 
2 - .79*       

Knowledge of engineer 

(7 = not known at all) 
3 - .85* .92*      

Immediacy of effects 

(7 = very delay) 
4 - .03 0.18 .24     

Control over risk 

(7 = controllable) 
5 .50 - .49 - .36 .34    

Newness 

(7 = novel) 
6 - .71* .97* .90* .19 - .14   

Common-dread 

(7 = dread) 
7 .89* - .70* - .80* - .25 .13 - .68*  

Severity of consequences 

(7 = very serious) 
8 .75* - .75* - .84* - .49 .04 - .75* .82* 

* p < 0.05 

 

From the results, we know that risk characteristics immediacy of effects and control over risk 

were not significant correlated with any other risk characteristics or perceived risk. This 

indicated us to be more cautiously about whether it is appropriate to include them into principle 
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component analysis together with the other six risk characteristic. In order to make sure which 

characteristics are suited for PCA, we calculated their KMO values (see Table 6.7). Kaiser-

Meyer Olkin (KMO) is the index of “measure of sampling adequacy”. As Hair, Anderson, 

Tatham and Black (2006) stated, measure of sampling adequacy (MSA) reflects how each 

variable is perfectly predicted without error by the other variables and then, is suited for 

dimension reduction. 

 

Table 6.7  KMO values of the eight risk characteristics associated with the 13 technologies 

 Likelihood 
Knowledge about 

risk 

Knowledge of 

engineer 

Immediacy of 

effects 

KMO .58 .65 .93 .41 

 Control over risk Newness Common-dread 
Severity of 

consequences 

KMO .28 .69 .61 .77 

 

Based on the guidelines provided by Hair et al. (2006), the variables with the KMO values less 

than .50 are “unacceptable” for the analysis. From Table 6.7, we can see that there are two 

characteristics with KMOs less than .50: immediacy of effects (.41) and control over risk (.28). 

This is in line with the results in Table 6.6. Thus, in our study, we dropped them before the 

principle component analysis. 

After dropping the two characteristics above, we also calculated the KMO values of the other six 

characteristics (i.e., likelihood, knowledge about risk, knowledge of engineer, newness, 

common-dread and severity of consequences). The results showed that all the six KMO values 

are larger than .80. Based on the guidelines of Hair et al. (2006), these KMO values are 

“meritorious”. This enabled us to do principle component analysis on these six characteristics. 

Table 6.7 presents the eigenvalues of the six risk characteristics from PCA. 

 

Table 6.8  Eigen-values of the six risk characteristics from PCA 

Component Eigenvalue Proportion Cumulative 

Comp1 5.06 84.4% 84.4% 

Comp2 0.50 8.3% 92.7% 

Comp3 0.26 4.3% 97.0% 

Comp4 0.08 1.3% 98.3% 

Comp5 0.07 1.2% 99.5% 

Comp6 0.03 0.5% 100% 
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Among the Eigenvalues of each component, only the value of component 1 was larger than 1. 

And from Table 6.7, we can see that this component could explain 84.4% of the variances among 

these six risk characteristics. Although together with the second component, the explained 

variances can be increased to 92.7%, the contribution of this second component is much smaller 

than the first one. In order to make sure whether the second dimension is needed to capture most 

of the variances, we looked at the residual correlations, which are the residuals between observed 

and reproduced correlations. In our study, after extracting one component, the residual matrix 

showed that there were ten (66.0%) non-redundant residuals with absolute values greater than 

0.05. This indicated that the total correlations between six characteristics were not sufficiently 

accounted for, and we should extract more than only one component. After extracting two 

components, the residual matrix showed that there was only one (6%) non-redundant residuals 

with absolute values greater than 0.05, which indicated that two components are sufficient to 

explain the total correlations. Conceptually, a two-dimension solution makes sense as well.  

Furthermore, we found a high correlation between these two components (r = .85, p < .01). This 

high correlation leaded to the Kaiser criterion failed to detect the second component, which is the 

reason for the result that only one component’s eigenvalue was larger than 1. Although highly 

correlated, these two components are empirically dissociable and their meanings are 

conceptually different. This makes sense in light of existing research. For example, in the 

situation of body type, people’s body weight significantly correlates with body height (Han, 

Seidell, Currall, Morrison, Deurenberg & Lean, 1997). But compared with only using body 

height, weight could provide us extra information about a person’s body type. Thus, in our study, 

we reduced the six characteristics to two main dimensions. To these two components, oblique 

rotations was also applied to improve their interpretability. The PCA plot is presented in Figure 

6.3, which helps clarify the nature of the two components. 

In Figure 6.3, we can see component 1 is mainly about common-dread, likelihood and severity of 

consequences. At its high end, it reflects great dread, very likely to happen and very serious 

consequences, which suggested that it be called anxiety. Here anxiety means people, on the level 

of a gut reaction, have very negative attitudes (e.g., worried, anxious and afraid) about the future 

results (i.e., likelihood and / or consequences) of using the IoT smart home technologies at the 

high end of this dimension. Meanwhile, component 2 is mainly about newness, residents’ 

knowledge about risk and knowledge of engineering. At its high end, it reflects novel risks, and 

little knowledge of users and engineers about risks. We labelled this component as knowledge. 

At the high end of this dimension, the risks are new and not well known by the residents and 

engineers yet. 
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Figure 6.3:  PCA plot of the six characteristics of the risks associated with IoT smart home technologies 

 

Figure 6.4 presents the locations of the 13 technologies in the space defined by the two 

components (i.e., anxiety and knowledge). We can see most technologies are located in the 

second quadrant (i.e., left-top). This indicated that for the participants, most IoT smart home 

technologies were new things and they can think of these new technologies relatively calmly. 

Meanwhile, in Figure 6.3 and Figure 6.4, we can also see the negative correlation between the 

two components. That is, the less people are familiar with the IoT smart home technologies, the 

less dread they will have. 
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Figure 6.4  PCA plot of 13 technologies 

 

Table 6.9 shows the correlations between the two extracted components (i.e., anxiety and 

knowledge) and perceived benefit, perceived risk as well as acceptable level of risk.  

 

Table 6.9  Correlation between benefit / risk and two components 

 Perceived benefit Perceived risk Acceptable level of risk 

Component 1 (Anxiety) 0.4497 0.9580* 0.3833 

Component 2 (Knowledge) -0.7917* -0.8596* -0.5786* 

* p < 0.05 

 

From Table 6.9, we can see both anxiety and knowledge were significantly correlated with 

perceived risk (r = .96, p < .01; r = - .86, p < .01). Also, the knowledge component was 

significantly correlated to perceived benefit (r = - .79, p < .01) and acceptable level of risk (r = 

- .58, p = .04). However, no significant correlation was found between anxiety component and 

perceived benefit (p = .12) or acceptable level of risk (p = .20). 
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7 Discussion 

7.1  Benefit and risk 

In our study, we found a significant and positive correlation between perceived benefit and 

acceptable level of risk (r = .71). This result is accordance with many previous studies including 

Fischhoff et al. (1978) and Slovic et al. (1980). It indicated that the more benefits people 

perceive, the higher the acceptable level of risk they endure. 

Meanwhile, we found that perceived benefit was not significantly correlated with perceived risk, 

which is in accordance with the results of Fischhoff et al. (1978). However, Slovic et al. (1980) 

did uncover a significant correlation between perceived risk and benefit. This difference might 

come from the category of the risk objects. As Slovic et al. (1980) found, the selection of risk 

objects under a psychometric paradigm can have effects on the analysis results. The risk objects 

in our study were IoT smart home technologies. Half of the risk objects selected by Fischhoff et 

al. (1978) were also technologies, while Slovic et al. (1980) included many more categories such 

as chemical substance (e.g., laetrile, sodium nitrite) and medicines (e.g., Darvon, barbiturates). 

This could explain to some degree why the results of our study is similar to the study of 

Fischhoff et al. (1978) but different from the study of Slovic et al. (1980). Another possible 

explanation is the size of the risk object set was not large enough. Fischhoff et al. (1978) 

evaluated 30 activities / technologies while Slovic et al. (1980) used 90 risk objects. That is, the 

correlation was insignificant when there were 30 risk objects but significant when there were 90. 

In our study, due to the consideration of survey duration, we only measured 13 technologies, less 

than both of the previous studies. From the result of our study, we can see a moderate though 

insignificant correlation between perceived benefit and perceived risk (r = .47, p = .11). This 

correlation is likely to become significant with a larger risk subject set (e.g., 50 IoT smart home 

technologies). Both of the explanations might result in the phenomenon that perceived benefit 

sometimes correlated with perceived risk and other times not, which needs further research to 

test. 

 

7.2  Risk adjustment factor 

In line with previous studies, we also found a strong and positive correlation between perceived 

risk and the risk adjustment factor (r = .85). This indicated that the participants felt that the risks 

should be reduced more if the risks were perceived at a high level. Here we should notice that the 

risk adjustment factor of most technologies (10 out of 13) were larger than one. This indicated 

that in general, people think the IoT smart home technologies should be safer. This, based on the 

correlation between perceived risk and risk adjustment factor, is because for most IoT smart 

home technologies, people perceived relatively high levels of risk. 

However, we should also note that all ten IoT smart technologies were perceived less risky than 

online banking and email over public network, which are the benchmarks in our study. 

Furthermore, the risk adjustment factor of smart smoke detector, smart TV and smart lighting 
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were even less than one (i.e., can be riskier). This indicated that although in general, IoT smart 

home technologies are perceived as “risky”, they are perceived less risky than many technologies 

we are familiar with such as emails over public network or online banking.  

 

7.3  PCA components 

In our studies, we reduced the six characteristics of the risks associated with IoT smart home 

technologies to two dimensions with principle component analysis. The first dimension is related 

to serious or fatal results, high likelihood, dread or worry, while the second one is about new or 

unknown for the residents and engineers. We labeled these two dimensions as anxiety and 

knowledge, which are in line with previous studies like Fischhoff et al. (1978) and Fife-Schaw et 

al. (1996). 

For the first component, some previous studies used one of the risk characteristics to label it. For 

instance, Slovic et al. (1980) labelled it as dread and Fife-Schaw et al. (1996) used severity. We, 

however, think using the name of certain risk characteristics would overemphasize this 

characteristics. This component is not only related to dread (or severity) but about dread, 

likelihood and fatal consequences. Thus, we labelled this component as anxiety, which refers to 

people’s negative attitudes (e.g., anxious, worried and afraid) about the results of using the 

technology in the future (e.g., think the risks very likely to happen or the consequences will be 

fatal). Based on the strong and positive correlation between this component and perceived risk (r 

= .96), we can say that the more people are anxious about the future results of using an IoT smart 

home technology, the higher level of risk they will perceive about it. 

We labelled the second component as knowledge. Here “knowledge” refers not only the 

knowledge of the residents but also the estimated knowledge of the engineers. At its high end, 

the technology is new and unknown for both the residents and engineers. In our study, the 

component of knowledge was found to be strongly and negatively correlated to perceived risk (r 

= -.86). This indicated that the less people know about a technology, the lower level of risk they 

will perceived about it. A possible explanation about this phenomenon is the “availability bias”, 

i.e., people evaluates the frequency and probability of the events by the ease with which relevant 

instances come to their mind (Tversky & Kahneman, 1973). For a high technology (e.g., online 

shopping, smart phone apps, online banking), the internal working mechanisms (e.g., IP 

protocol, arithmetic) are complicated for common users. Their ideas about the results of using 

this technology always come from the experiences of their own, their friends, their relatives, or 

from news media. For example, there are a lot of ways for a hacker to break into a computer 

(e.g., Trojan virus, information interception). A person who firstly uses a computer would never 

know about them until, for example, others tell them or they learn it from the news. After 

obtaining this knowledge, they might more easily come up with these possible risks. That is, the 

more people are familiar with a technology, the more risk situations they will hear, remember 

and recall, which then would influence their judgments. For IoT smart home technologies in our 

study, people may have never heard it. When they evaluate the technologies, no previous 
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instances come to their mind. In contrast, for familiar technologies like emails and online 

banking, they can come up with many negative instances (e.g., a friend’s online banking account 

was just snatched by a hacker several days ago). Thus, for a new high technology, their 

perceived risk would be lower than when they are familiar with it. This may explain why, in our 

study, less knowledge leads to lower perceived risk. Furthermore, this might also explain the 

phenomena that all the IoT smart home technologies were perceived less risky than the two 

familiar technologies (online banking and emails over public network) and six of them were 

perceived less risky than a smartphone app. 

In summary, in an IoT smart home environment, the residents’ anxiety about future results of 

using these technologies, as well as the knowledge about these technologies, can influence their 

risk perception. These perceived risks then influence the residents’ intentions to adjust the 

current risk levels (risks perceived at a high level should be reduced more). The residents’ 

perceived benefits regarding to the IoT smart home technologies do not have effect on their risk 

perception, but can influence their acceptable levels of risk (more acceptable when more benefits 

are perceived). 

 

7.4  Added values of the present study 

This study considered some methodological issues in previous use of the psychometric approach. 

We expounded the necessity to measure people’s perceived benefit, perceived risk and 

acceptable level of risk under the psychometric paradigm. Meanwhile, we illuminated that 

perceived benefit should be measured by assigning numerical values instead of a seven-point 

scale. These considerations cleaned up the methodological issues of previous studies. 

Furthermore, we put forward a novel method to increase the inter-rater agreement (ICC) of the 

participants through Cronbach’s alpha. In our study, we transposed the original data and did the 

alpha analysis to find out the outliers (as stated in section 5.4.1). The previous studies under the 

psychometric paradigm did not use this method. However, in our study, after dropping certain 

participants that was found to be outliers by Cronbach’s alpha, the ICC values indeed increased 

enormously. Empirically, it is an effective way to find out the outliers under the psychometric 

paradigm. This improved the previous method and provided valuable insights to the use of 

psychometric approach in the future. 

In this study, we also illuminated some methodological issues targeting the studies on people’s 

risk perception in IoT smart home environments. We selected the IoT smart home technologies 

that are available as products in the current market. Meanwhile, we reviewed previous studies 

and provided eight characteristics of the risks associated with IoT smart home technologies (e.g., 

likelihood, newness). Furthermore, since the method for measuring risks and benefits employed 

in the psychometric paradigm yields only relative differences between technologies, we added 

three more familiar technologies as benchmarks. Based on them, we can better understand the 

absolute benefit / risk levels of the unfamiliar technologies. These methodological considerations 
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will provide valuable insights for future studies to make the psychometric paradigm more 

practical to the IoT smart home technologies. 

Moreover, we have also produced general support for the findings of Fischhoff et al. (1978) and 

Fife-Schaw et al. (1996), in that we obtained similar main dimensions in spite of using new risk 

objects (i.e., the IoT smart home technologies). In each study, the two main components 

appeared to be related to, first, the anxiety (or dread, severity) about the risk objects, and second, 

to knowledge (or unknown, awareness) about the risk objects. Also, our study supported the 

results of Fischhoff et al. (1978) and Slovic et al. (1980) that perceived benefit positively 

correlates with acceptable level of risks, and perceived risk positively correlates with risk 

adjustment factor. Thus, our study indicated that the similarities of the previous studies on 

different risk objects (e.g., food, activities) could also apply to the IoT smart home technologies. 

Additionally, this study clarified the mechanism behind people’s risk perception in IoT smart 

home environments. Since very few papers focused on the risk perception in IoT smart home 

technologies, the present study also took a significant first step to start theorizing about such 

novel and hitherto under-studied risks in one’s IoT smart home environments. 

 

7.5  Limitations of the present study 

The present study, however, has several limitations. One is the small size of the risk object set, 

i.e., the small number of technologies included in the study. In total, 13 technologies were 

evaluated in our study. We did not select more because for the new IoT smart home 

technologies, including too many technologies will lead to an unacceptable duration to finish the 

survey. As stated in section 7.1, the correlation between perceived risk and perceived benefit was 

insignificant with 30 risk objects (Fischhoff et al., 1978) and significant with 90 risk objects 

(Slovic et al., 1980). The size of risk object set might be an possible explanation of this different 

results. We are not sure whether the moderate but insignificant correlation in our study (r = .47 

with p = .11) will become significant with a larger number of IoT smart home technologies 

included. 

Another limitation is that the sample used in our study  (i.e., the JFS database) is from the 

population of the Netherlands. This sample can help us understand the risk perception of Dutch 

people in IoT smart home environments, and avoid culture issues. However, this sample cannot 

represent the populations outside the Netherlands. Due to the Dutch sample, the results from our 

study might not apply to the populations of other countries (i.e., China, USA or South Africa). 

 

7.6  Further research 

As stated in section 7.5, we are not sure whether the results of our studies still apply with a larger 

number of IoT smart home technologies included. Further researches could include more IoT 

smart home technologies to test whether different results will appear. Also, further researches 
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could target a sample from other countries (e.g., USA, China), which will help to understand the 

risk perception about the IoT smart home technologies in a different country or culture. 

Moreover, further research could also target other groups of people, for example, the expert 

group. The participants in our study were the common users who do not have much expertise 

about IoT smart home technologies. All the results in our study, e.g., likelihood or the knowledge 

of engineers, were the residents’ subjective judgments rather than the practical levels. Due to 

their expertise, engineers might have very different ideas about these IoT smart home 

technologies from the common users. The gap between engineers and users could become a 

barrier for user-centered design and reduce the IoT smart home system’s effectiveness for the 

users. Further researches on “expert group” can provide us a better understanding about user-

engineer differences, and provide insights to the IoT smart home designers as well. Furthermore, 

the experts’ assessment of the true level of risk may tell whether the prospective users are really 

at risk, which can also help us better understand the users’ risk perceptions in IoT smart home 

environments. 

 

7.7  Conclusions 

In this study, we explored people’s risk perception towards internet of things (IoT) smart home 

technologies. The main results and conclusions are listed below: 

1. Perceived risk is not related to perceived benefit. However, when the perceived risks are 

adjusted (through a risk adjustment factor) to an “acceptable level”, these acceptable levels of 

risk correlate with perceived benefits. The more benefits people perceive, the more acceptable 

the risks associated with the technology are. 

2. The higher level of risk people perceive about an IoT smart home technology, the more they 

think the risks associated to this technology need to be reduced. 

3. In general, although current risk levels about IoT smart home technologies are perceived as 

unacceptably high, they are perceived less risky than many technologies we are familiar with 

such as emails over public network and online banking. 

4. People’s perceived risk and acceptable level of risk in IoT smart home environments are not 

influenced by the factors of gender and age. 

5. Among the eight (possible) risk characteristics, there are six found to be related to perceived 

risk: likelihood, knowledge about risk, knowledge of engineers, newness, common-dread and 

severity of consequences. Immediacy of effects and control over risk cannot influence people’s 

perceived risks or the other six risk characteristics. 

6. The six related risk characteristics can be reduced to two dimensions or components. The first 

component is labeled as anxiety, at which high end people, on the level of a gut reaction, feel 

anxious about the future results of using the IoT smart home technology. The second component 
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is called knowledge, which means the IoT smart home technology is new and unknown for both 

the residents and engineers at the high end of this dimension. 

7. These two dimensions can effectively structure people’s risk perception in IoT smart home 

environments. The more anxious the residents feel about the future consequences and the more 

knowledge they and the engineers have about an IoT smart home technology, the more risks the 

residents will perceive about it. 
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Appendix 

 

Questionnaire used in present study 

 

Part 1: Basic information 

1. Please choose your gender. 

Female / Male / No answer 

2. Please fill in your age (in integers: e.g., 25). 

3. Do you know what the Internet of Things (IoT) is? 

     Yes / No 

3-1. (if answer of question 3 is Yes) Please write down one or more examples of IoT devices. 

 

Introduction of IoT and smart home 

Here we explain briefly what the Internet of Things (IoT) is and what we mean with a Smart Home. 

Internet of things (IoT) is a concept that refers to everyday physical objects (including appliances, 

vehicles, and buildings) that contain electronics, sensors, actuators, and software, and that are connected 

with each over the internet or other networks. IoT thus allows devices to collect and exchange data with 

the purpose of increasing efficiency, accuracy, economic benefit, and the well-being of their user. 

In a Smart Home, IoT technologies may include lighting, heating (e.g., by means of smart thermostats), 

ventilation, air conditioning (HVAC), security-related technologies, and other home appliances such as 

washers, dryers, automated window blinds, ovens, refrigerators, smart TVs, and freezers. It allows for 

automated control of these devices reducing the need of manual control by the residents. In addition, 

Smart Homes typically allow users to remotely monitor (e.g., a security camera) or control their home 

appliances, for example through their smart phone. 

 

4. Are you using IoT devices in your own home environment (i.e., smart home technologies)? 

Yes / No / I do not know (no answer) 

4-1. (if answer of question 4 is Yes) For how long have you been using these IoT device(s)? 

    Less than 1 month / Between 1 to 6 months / Between 6 to 12 months / 1 year / 2 years / 3 years / 4 

years / 5 years / 6 years / 7 years or more / I do not know (no answer) 

4-2. (if answer of question 4 is Yes) How many IoT devices are you using? 
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4-3. (if answer of question 4 is Yes) Please describe, in brief, what kind of IoT smart home devices you 

use. 

4-4. (if answer of question 4 is Yes) Please estimate your level of experience and expertise in using 

functions of IoT devices? 

    a. No experience or expertise (Others would have to help me to use functions of IoT devices) 

    b. Novice (I can use basic functions of IoT devices)  

    c. Intermediate (I can use many functions of IoT devices, but I often need assistance)  

d. Advanced (I can use most of the functions of IoT devices by myself, but sometimes I need 

assistance)      

e. Expert (I can use all the functions of IoT devices by myself, without assistance)  

f. I do not know / no answer 

4-5. (if answer of question 4 is Yes) Please estimate the level of your experience and expertise in setting 

up and maintaining IoT smart home network. 

    a. No experience or expertise (I have to rely on others to setup and maintain a network of IoT devices) 

    b. Novice (I do some basic aspects like connecting a new device by myself, but require assistance for 

most other tasks)  

   c.  Intermediate (I do many basic and some advanced aspects by myself, but require assistance for some 

other tasks)  

    d. Advanced (I do most aspects of setting up a network of IoT devices by myself, but sometimes I need 

assistance)  

    e. Expert (I can do all aspects of setting up a network of IoT devices by myself, without assistance)  

f. I do not know / no answer 

 

Introduction: The 13 technologies considered in this study 

On the following pages, we will introduce 13 technologies that you will need to compare and evaluate in 

the remainder of this survey. Ten of these technologies are specific IoT smart home technologies. The 

three others are related technologies (e.g., online banking). 

For each technology, a scenario is provided to help you understand its functionality. All the questions in 

the remainder of this survey are about these 13 technologies, so please read carefully before you start to 

answer questions. 

Note: you only need to have conceptual understanding about these technologies. That is, when you are 

asked to give a subjective evaluation about certain technology, you should know what it is and what it is 

used for. 
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1. Smart TV enables the users to control the TV 

with other devices (e.g., a smart phone) and use 

various resources online (e.g., watch movies from 

a website). A smart TV can also receive and push 

messages to the user. 

Scenario: George is working in the office. His 

father is sick these days and needs to take his 

medication regularly. In order to remind his 

father, George has setup his father's smart TV in 

such a way that he can forward messages to his 

father by means of an application running on his 

own pc. When his father watches TV, it will 

automatically push notifications at the right time to remind him to take his medication. 

 

2. Smart smoke detectors can automatically sense 

smoke in the air and inform users about a possible 

fire. 

Scenario: John is working in the office when the 

oven in his kitchen catches fire! The smart smoke 

detector senses this and raises an alarm. At the 

same time, it sends messages through the WiFi 

network (the router) to John and the fire station. 

The fire engine then rushes to John's home and 

puts out the fire in time. 

 

 

3. Bluetooth beacon enables smartphone and other 

electronic devices to perform actions when they 

are in close proximity to a beacon (with much 

extended location precision than GPS). 

Scenario: Tom installs several Bluetooth beacons 

in his home. When he goes into the living room, 

his smartphone automatically identities his 

position by connecting to the beacon, and provides 

him with a list of possible TV programs he may be 

interested in. While when he goes into the kitchen, 

the smartphone will give some advises on his 

nutrition intake to help him lose weight. 
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4. Network camera allows users to monitor the 

environment when it is not possible to observe 

physically (e.g., when away from home). 

Scenario: David is working in the office in the 

evening when a thief comes to his house. The 

camera detects the burglar and raises an alarm 

immediately. At the same time, it sends a message 

through the WiFi network (the router) to David to 

inform him about this. 

 

 

5. Smart lighting allows users to know more about 

energy use and control indoor lighting remotely. 

Scenario: Through WiFi network (the router), 

Lucy's smartphone automatically collects and 

analyses information from smart light bulbs, and 

report these back to Lucy. Lucy learns the bulb in 

the bedroom uses too much energy, so she uses her 

smartphone to reduce the brightness of this bulb to 

an acceptable level. By this action, unnecessary 

energy consumption is avoided. 

 

 

6. Smart speaker allows users to control other IoT 

devices by means of voice commands. 

Scenario: Mary is in her bedroom. She wants the 

oven in the kitchen to turn on so that it will be 

sufficiently pre-heated when cooking dinner later. 

She says "turn on the oven" and the smart speaker 

system automatically turns on the oven through the 

WiFi network (the router). 
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7. Smart plug allows users to control the power of a 

variety of home appliances remotely (e.g., TV, air 

conditioner). 

Scenario: Ben finishes his work and prepares to go 

home. He sends a message through  the WiFi 

network (the router) to the smart plug of his coffee 

machine, which then switches on and brewing 

coffee. When Ben arrives home, a cup of hot coffee 

is ready for him to drink. 

 

 

 

8. Smart thermostats can automatically collect 

environmental information (e.g., temperature, 

humidity, lighting) and learn users' behavioral 

patterns. Based on this, it can automatically control 

the heating system to improve users' comfort level 

and save energy. 

Scenario: Edward has a new job for which he has to 

get up in the morning much earlier than before. After 

a few days the smart thermostat has learned that 

Edward is getting up and leaving the house much 

earlier in the morning. Based on this it automatically 

adjusts the heating schedule so that the house is 

warm by the time Edward is getting up, and the heating is turned lower when he leaves for his job; saving 

energy without affecting the user's comfort! 

 

9. Door/window sensor allows users to monitor the 

state of doors and windows of their houses. 

Scenario: Jack is out in his office, and asked his son 

to lock the door and all windows when he goes out to 

play. After his son leaves home, the sensors help Jack 

to check the state of doors and windows by means of 

information that the sensor send to him through the 

WiFi network (the router). 
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10. Smart wearable devices (e.g., smart watch) can 

automatically capture human movement and send the 

data to other devices to generate proper actions. 

Scenario: Ada is sleeping in her bedroom. Her smart 

watch monitors her sleep state and finds she is going 

to wake up soon. Based on this it sends this 

information to the CD player through Bluetooth, 

which then chooses and plays an appropriate piece of 

light music to help Ada wake up more comfortably. 

 

 

 

11. Email over public network 

enables you to send and receive 

emails through the public WiFi 

network of the location you are in. 

Scenario: Peter is waiting for his 

flight at the airport, but urgently has 

to send an important business-

related e-mail to his colleagues at 

work. He connects to the public WiFi network of the airport and sends out the e-mail. 

 

12. Smartphone navigation app (e.g., TomTom) 

allows you to receive location-based route 

information. 

Scenario: Ben is always out on the road with his car. 

To assist him with his travels he uses a navigation app 

(e.g., TomTom) on his smart phone. With the maps 

stored in the app and the phone's GPS positioning 

system, he can get directions for anywhere he needs 

to go, and he knows always where he is. 
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13. Online banking enables you to check 

your account and transfer money with a 

pc or smartphone. 

Scenario: Ann is in her favorite store 

and notices that there is a one-time big 

discount on a jacket that she likes very 

much. Using the banking app on her 

mobile phone, she checks her account 

balance, transfers the necessary funds from her savings account to her regular checking account, and buys 

the jacket. 

 

Part 2: Perceived benefits 

Step 1: Below are the 13 technologies introduced in the previous pages of this survey. Rank these 13 

technologies based on your perceived benefits: top = the most beneficial, bottom = the least beneficial. 

Some example of benefits: 

1) Financial: energy saving, money saving, time saving, increased efficiency, ... 

2) Emotional: comfort, mood improvement, ... 

3) Vocational: work from home, control home from work place, ... 

4) Health: safety, diet balance, ... 

If you want to re-read the descriptions of the 13 technologies, please see this file 

Double-click or drag-and-drop items in the left list to move them to the right: your highest ranking item 

should be on the top right, moving through to your lowest ranking item. Do not think too long about this 

question, but order the technologies in the manner that comes to your mind first. 

13 technologies (omitted) 

 

Step 2: Below are once more the 13 technologies, now ordered according your answers to the previous 

question. Please assign a numerical benefit values to these 13 technologies. 

Give a rating of "10" to the least beneficial one. Next, give a numerical value to the other technologies by 

comparing them with the least beneficial one. The larger a technology's  benefits compared to that of the 

least beneficial one is, the higher the numerical value that should be assigned. For example, a value of 

"20" should be assigned if it is 2 times more beneficial than the least beneficial one. A values of "40" 

should be assigned if you think it is 4 time more beneficial than the least beneficial one. 

If you feel that two neighboring technologies are similar in benefit, then you can give the same numerical 

value to them. 

If you want to re-read the descriptions of the 13 technologies, please see this file 
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The bottom number must be 10, and numbers lower on the list cannot be larger in value than the upper 

ones. Do not think too long about this question, but assign numerical values in the manner that comes to 

mind first. 

13 technologies in an order from most to least beneficial (omitted) 

 

Part 3: Perceived risks 

Step 1: Below are once more the 13 technologies. Please, rank these 13 technologies according to your 

perceived risks:  top = the most risky, bottom = the least risky. 

Some example of risks: 

1) Financial: energy loss, money loss, time consumption, ... 

Possible scenario: an attacker locks your access to the heating system and sets the temperature to 50 

degrees Celsius. You have to pay 200 euro to unlock. 

2) Emotional: privacy, comfort, annoy, disappointment, ... 

Possible scenario: a third party has gained control over your IoT devices, leading to the activation of false 

alarms in your home security systems. 

3) Vocational: work from home, control home from work place, ... 

Possible scenario: a work-related and confidential online meeting that you participated in from your home 

is recorded by some of your devices without your control. 

4) Health: safety, diet balance, ... 

Possible risk: a malware software infects the IoT system which now provides you with incorrect 

information about the state of your body as recorded with your smart watch. 

If you want to re-read the descriptions of the 13 technologies, please see this file 

Double-click or drag-and-drop items in the left list to move them to the right: your highest ranking item 

should be on the top right, moving through to your lowest ranking item. Do not think too long about this 

question, but rank the technologies in a manner that comes to your mind first. 

13 technologies (omitted) 

 

Step 2: Below are once more the 13 technologies, now ordered according to your answers to the previous 

question. Please give a numerical value to each of these technologies.  

Give a rating of "10" to the least risky one. Next give a numerical value to the other technologies by 

comparing them to the least risky one. The larger a technology's risk compared to that of the least risky 

one, the higher the numerical value that should be assigned. For example, a value of "20" should be 

assigned if it is 2 times riskier than the least risky one. A value of "40" should be assigned if you think it 

is 4 times riskier than the least risky one. 
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If you feel that two neighboring technologies are equally risky, then you can give the same numerical 

value to them. 

If you want to re-read the descriptions of the 13 technologies, please see this file 

The bottom number must be 10, and numbers lower on the list cannot be larger in value than the upper 

ones. Do not think too long about this question, but assign numerical values in the manner that comes to 

mind first. 

13 technologies in an order from most to least risky (omitted) 

 

Part 4: Risk acceptability 

Almost any activity or technology, inevitably, carries some amount of risk, A zero level of risk is often 

difficult or impossible to achieve. The acceptable level of risk is a level that is "good enough", where 

"good" means that the risk and benefits are in balance. The following questions are about your perception 

of the acceptable risk levels of the 13 technologies introduced earlier. 

If you want to re-read the descriptions of these technologies, please see this file. 

1. The risks of smart TV (for medication notifications): 

a. could be higher (people will still use the technology when the risks were higher). 

b. is presently acceptable. 

c. is unacceptable (i.e., too risky). 

1-1. (if answer is a) It would still be acceptable if it were _____ times riskier. (e.g., 2, 3.5) 

1-2. (if answer is c) To be acceptable, it would have to be _____ times safer. (e.g., 2, 3.5) 

The questions about risk acceptability for the other 12 technologies are the same, which are omitted. 

 

Part 5: Risk characteristics 

(List of 13 technologies for each risk characteristics omitted) 

1. Likelihood 

Please evaluate, for each of the 13 technologies, what the likelihood is that a user of a technology will 

experience something negative due to the risks associated with it (e.g., a privacy breach, or attack to the 

smart home network). 

Not likely at all                        Moderately likely                       Extremely likely 

          1               2               3               4               5               6               7               Do not know 

2. Knowledge about risk 

Please evaluate, for each of the 13 technologies, the extent to which the risks of the technology are known 

by the users of this technology? 
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Know precisely                        Moderately known                    Not known at all 

          1               2               3               4               5               6               7               Do not know 

3. Knowledge of engineers 

Please evaluate, for each of the 13 technologies, the extent to which the risks of the technology are known 

by the engineers that design this technology. 

Know precisely                        Moderately known                     Not known at all 

          1               2               3               4               5               6               7               Do not know 

4. Immediacy of effect 

Please evaluate, for each of the 13 technologies, whether the possible effects of the risks associated with 

these technology would become apparent immediately, or would only become apparent at a later time? 

Effects are noticeable           Neither immediate, nor             Effects are noticeable 

  immediately                                much later                                 much later 

          1               2               3               4               5               6               7               Do not know 

5. Control over risk 

Please evaluate, for each of the 13 technologies, the extent which you, by personal skills, can control / 

avoid possible consequences of the risks associated with the technology? 

Not controllable at all         Moderately controllable           Completely controllable 

          1               2               3               4               5               6               7               Do not know 

6. Newness 

Please evaluate, for each of the 13 technologies, the extent to which the risks associated with the 

technology are new, novel ones, or old familiar ones? 

Old (familiar) risks          Neither old (familiar), nor            Novel (unfamiliar) risks 

                                           novel (unfamiliar) risks 

          1               2               3               4               5               6               7               Do not know 

7. Common-dread 

Please evaluate on the level of a gut reaction, and for each of the 13 technologies, whether the risks 

associated with the technology are something that people can learn (or have learned) to live with (and can 

think about calmly), or that people have great dread for? 

Can think about calmly       Neither can think about               Have great dread for 

                                      calmly, nor have great dread for 

          1               2               3               4               5               6               7               Do not know 

8. Severity of consequences 
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Please evaluate, for each of the 13 technologies, how the consequences resulting from the risks associated 

with the technology are? 

Not seriously at all                 Moderately serious            Extremely seriously (e.g., fatal) 

          1               2               3               4               5               6               7               Do not know 

 

Part 6: Closing questions 

1. Have you ever experienced your IoT /smart home technologies being compromised (by means of an 

attack of some sort, or a privacy breach)? 

     Yes / No / I do not know or no answer 

(if answer is Yes) Please describe, in brief, what happened and how you experience it. 

 

 


