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i 

 

ABSTRACT 

Data items shared through multiparty systems such as social media or editing plat-

forms might refer to multiple persons, for instance a photo showing multiple people, 

comment mentioning multiple users, document belonging to multiple entities. In this 

setting, each party can have a privacy policy for sharing that could be different from 

the ones of other parties related to the data item. The lack of a mechanism that appro-

priately considers the different policies would result in compromising the privacy of a 

user and sharing the items with unwanted individuals. However, combining multiple 

policies is not an easy task because the preferences of the users might conflict. Thus, 

methods to resolve these conflicts are required. These methods need to simulate how 

and when users would actually reach to an agreement in real life and propose a solu-

tion that would be acceptable by all users. Current approaches either provide solutions 

that are not acceptable by all parties or require many user interventions. In this work, 

we present a list of desired requirements to achieve an accurate, automated and flexi-

ble approach for resolving conflicts in collaborative systems. Based on these require-

ments, we propose a novel comprehensive approach that detects and resolves policy 

conflicts and it fulfills these requirements. The approach aims to capture how and 

when a user would concede and change his/her preferences, thus proposing the best 

solution acceptable by all parties. To validate our approach, we conducted a user 

study in which our approach showed extremely accurate results by matching the par-

ticipants’ decisions and outperforming other existing approaches. 
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1 INTRODUCTION 

Multiparty systems such as social networks and documents sharing/editing plat-

forms are expanding rapidly in the last years. These systems provide virtual online 

platforms wherein multiple users collaboratively share information. The different 

users manage their data where each user could have different access policy to apply 

and different perspective to the sensitivity of the data. An example of such systems is 

Facebook which had in December 2016 an average of 1.23 billion active users
1
. 

 

In current systems, usually one user has full control on the shared data in determin-

ing who can access the data. For example, in Snapchat and Twitter, a user posts an 

item to his/her profile and only this user determines who can view the item. In Face-

book, a user can post an item to his/her profile or to another user’s profile. The owner 

of the profile is the only one who can determine whom users can view the item. 

 

It might seem reasonable for the uploader or the owner of the profile to unilaterally 

define the access policy for an item. However, the item could refer to multiple users 

such a photo showing multiple people, comment mentioning multiple users, document 

belonging to multiple entities, etc. In this case, each user involved with the item could 

have different preferences in sharing the item. A unilateral access decision could re-

sult in serious problems when other users involved with the item have different priva-

cy preferences. Thus, the privacy of the users would be compromised. 

 

Some researchers have discussed several risks associated with applying only one 

policy [10]. Others have attempted to quantify the risk [4]. To overcome the risk of 

enforcing the privacy policy of a single user, some researcher have suggested how to 

consider the privacy policies of all users involved with an item. For instance, [10] 

suggests applying the policies of all users with no changes which means only permit-

ting the access if all users permit the access. This is too restrictive since the users 

might not have equal responsibilities and users could also change their preferences 

depending on the situation. By considering these factors, [9] suggests an approach 

using game theory. [8] suggests repeatedly showing each user who will be permitted 

and denied and asking the users to change their preferences until all users get to an 

agreement. [4], [5], [11] suggest asking the users for some inputs that would deter-

mine the weight of each user in making the decision. However, these work require 

many interventions by the users. To reduce the manual work by the users, [3] suggests 

an approach that has less user intervention in combining the different policies, but still 

it is not fully automated and not highly accurate. These work are discussed in details 

(Chapter 3). 

 

Nevertheless, evidences were shown that users of co-owned data are often willing 

to collaborate and negotiate to reach an agreement on the privacy settings that would 

                                                           
1  Facebook Statistics. https://newsroom.fb.com/company-info/ 
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be implemented in social media [16], [17], [18]. In current systems, achieving such 

agreements are done manually and outside the social media platforms, e.g., phone 

calls, texting and emails. This is because current systems usually do not consider the 

preferences of other users except in rare cases where a person has to report the item to 

the system administrator and provide reasons to have the item deleted. In this case, 

the item will be completely removed from the platform whereas the concern of this 

user could be that he does not want this item to be viewed be specific people and not 

everyone. Thus, removing the item will solve this concern but also the item will not 

be seen by other people whom they have no issues. 

 

This raises a number of questions. In the presence of multiple users involved with 

an item to be shared, whom privacy policy shall be applied? Is it the policy of the user 

uploading the item? Is it the policy of a randomly chosen user appearing in the photo 

for example? A common sense is to consider the policies of all users involved with 

the item. Then, the major concern is how to consider all the policies. If we just en-

force the policies of all users, then only the viewers who fulfill each and every policy 

will be allowed to access the item. This would increase the chances of no one access-

ing the item as the number of involved users increases. Moreover, a user might 

change his/her sharing preferences in some cases. Therefore, the policies of all in-

volved users shall not be literally applied but have to be considered with different 

weights and consider the possible changes of preferences to make an overall decision. 

 

In this work, we thoroughly studied the literature in the field of multiparty access 

control. Then, we defined some desired requirements to achieve an accurate, automat-

ed and flexible approach for combining multiple privacy policies. After analyzing 

existing approaches for multiparty access control against the identified requirements, 

we found that none of them fulfill all the requirements. Therefore, we propose an 

accurate, automated and flexible approach for combining privacy policies in multipar-

ty systems and the approach fulfills all the identified requirements. 

 

After defining how to formally specify a privacy policies, our approach starts with 

detecting the conflicts arisen from applying different privacy policies. A policy con-

flict means one policy has a decision different from the decision of another policy. 

Then, our approach simulates the negotiation process for reaching an agreement be-

tween the users having conflicts. The negotiation process in real life leads to some 

users being willing to concede and change their policy preferences. Our approach 

estimates these concessions. Finally, it resolves the conflicts by aggregating the policy 

preferences and concessions of all users. 

 

In order to validate the accuracy of our proposed approach, we conducted a user 

study. Our approach gave an accuracy of 95% when compared to the individual deci-

sions provided by the participants of the user study; and gave an accuracy of 100% 

when compared to the majority decisions provided by the participants of the user 

study. 
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The remainder of this report is organized as follows. The next chapter identifies the 

desired requirements that shall be fulfilled by any approach resolving privacy policy 

conflicts. Chapter 3 discusses related work and analyzes existing approaches for mul-

tiparty access control against the identified requirements. Chapter 4 presents our ap-

proach for resolving policy conflicts. Chapter 5 illustrates the conducted experiments 

to validate our approach. Finally, Chapter 6 concludes the report and presents direc-

tions for future work. 
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2 REQUIREMENTS FOR CONFLICTS RESOLUTION  

Let us consider the following example of a multiparty system and each party hav-

ing possibly different privacy policy for accessing. A social media system provides a 

platform wherein multiple users can share items such as a photo. In this system, Alice 

uploaded a photo to Bob’s profile. The photo is a picture of Charlie, David and Eve. 

Moreover, each one of these five users has a different privacy policy. Now, Frankie is 

requesting to view this photo. Shall Frankie be permitted or denied to view the photo? 

 

In order to have a decision for the access request, we need to identify the role of 

every entity involved with the object. The Object is the data to be shared such as pho-

to, video and document. In our example, the object is a photo. Similar to den Hartog 

et al. [7], we consider four groups based on their roles with the object, namely Data-

Subjects (DSs), Data-Provider (DP), Data-Host (DH) and Social-Network (SN). The 

Data-Subjects are the users whom the object refers to. In our example, the Data-

Subjects are the persons appearing in the photo, i.e., Charlie, David and Eve. The 

Data-Provider is the user who posts the object. In our example, the Data-Provider is 

the person who uploaded the photo, i.e., Alice. The Data-Host is the user who owns 

the profile where the object is posted. In our example, the Data-Host is Bob. The So-

cial-Network (SN) refers to the regulations and disclaimers of the system such as 

prohibiting objects about racism. In our example, the Social-Network is the social 

media system. Finally, we define the Requester as the user who wants to access the 

object. In our example, the requester is Frankie. 

 

Each of the DSs, DP, DH and SN has its own privacy policy. However, their poli-

cies could conflict. A policy conflict means that one policy has an access decision for 

the requester different from the access decision of another policy for the same re-

quester. For instance, the policy of Alice permits Frankie to access the photo, while 

the policy of Charlie denies Frankie form accessing the photo. As a result, we have a 

policy conflict between Alice and Charlie. Such conflicts between the policies need to 

be resolved. Conflicts resolution means that reaching one access decision for the re-

quester by combining the policies of all parties in a way that satisfies and convince 

every party even if his/her individual decision is not similar to the overall decision. 

 

In brief, we can divide the conflicts resolution into two parts (details in Chapter 4). 

First, resolving the conflicts between the different groups (DSs, DP, DH and SN). 

This is resolved by denying the access if one of them denies. Second, resolving the 

conflicts within a group. For DP, DH and SN, each has one policy which means no 

conflicts. However, DSs contain multiple users and conflicts could occur among 

them, so, we need a method to resolve these conflicts. 
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Table 1: Requirements for an approach for conflicts resolutions in multiparty systems. 

Reference Name Definition 

[Req1] 
User-to-Object Model 

(U-O) 

The role of an involved user with respect to the object 

should be considered in conflicts resolution. 

[Req2] 
User-to-User Model 

(U-U) 

The relationships between the Data-Subjects should be 

considered in conflicts resolution. 

[Req3] 
User-to-Requester 

Model (U-R) 

The relationships of the requester with the Data-Subjects 

should be considered in conflicts resolution. 

[Req4] 
Object Sensitivity 

(OS) 

The level of protection that a Data-Subject requires for 

the object should be considered in conflicts resolution. 

[Req5] Users Importance (UI) 

The relationship strength (importance) of all Data-

Subjects having similar individual policy decision with 

respect to another Data-Subject having different indi-

vidual policy decision should be considered in conflicts 

resolution. 

[Req6] 
Requester Importance 

(RI) 

The relationship strength (importance) of the requester 

with respect to a Data-Subject should be considered in 

conflicts resolution. 

[Req7] Fully Automated (FA) 

The conflicts resolution approach should perform the 

required computations and provide the decision for any 

request once an object is posted; and this should be done 

without any user intervention. 

[Req8] 
Flexibility for Users 

Changes (FUC) 

The conflicts resolution approach should have the capa-

bility to allow a user in having a new policy (if wanted) 

for the object different from his/her predefined policy. 

 

 

To achieve an accurate, automated and flexible approach for resolving policy con-

flicts between all users whom the object refer to, we present eight requirements in 

Table 1. These are the desired requirements that should be fulfilled by any proposed 

approach for conflicts resolutions in multiparty systems because each requirement has 

an influence on the overall decision. 

 

An accurate approach means that the approach should give a decision as close as 

possible to the agreed decision by all the users if they have time and resources to ne-

gotiate. To achieve this accuracy we need to consider, firstly, the roles of the users 

with respect to the object [Req1]. This leads to the distinction between DSs, DP, DH 

and SN. Then, we need to consider the relationships between the Data-Subjects 

[Req2] and the relationships of the requester with the Data-Subjects [Req3]. Moreo-

ver, we need to consider the object sensitivity [Req4]. This reflects the level of pro-

tection a Data-Subject requires for the object. Additionally, we need to consider the 

users importance [Req5]. This is the relationship strength of all Data-Subjects having 
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similar individual policy decision with respect to another Data-Subject having differ-

ent individual policy decision. This importance reflects how close the relationship of 

some Data-Subjects to another Data-Subject is. Furthermore, we need to consider the 

requester importance [Req6]. This is the relationship strength of the requester with 

respect to a Data-Subject. This importance reflects how close the relationship of the 

requester to a Data-Subject is. Moreover, [Req5] is a quantification of the relation-

ships between the Data-Subjects that are in conflicts [Req2]; and [Req6] is a quantifi-

cation of the relationships of the requester with the Data-Subjects [Req3]. Therefore, 

fulfilling [Req5] and [Req6] results in fulfilling [Req2] and [Req3] respectively. 

 

Moreover, an automated approach means that the approach performs the required 

computations and gives the overall decision from the predefined policies without any 

intervention by the users. This ensures that once an object is posted, an immediate 

decision can be made for any requester. Thus, no need to hold the posted object for 

additional inputs by the users to have a decision for a requester. 

 

Finally, a flexible approach means that the approach has the capability to allow a 

user to have a new policy (if wanted) for the object different from his/her predefined 

policy. This captures the late changes of the users’ preferences for an object which 

they might consider it special for any reason. 
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3 RELATED WORK 

We studied a number of existing approaches for resolving conflicts in multiparty 

systems and analyzed those approaches against the requirements identified in the 

previous chapter. The approaches are proposed by Thomas et al. [10], Matteucci et al. 

[11], Wishart et al. [8], Squicciarini et al. [9], Hu et al. [4], Hu et al. [5] and Such et 

al. [3]. These seven approaches are discussed in details and checked against the re-

quirements in Section 3.1 to Section 3.7 respectively. Then, Section 3.8 summarizes 

the fulfillment of the requirements by these approaches. Finally, Section 3.9 shows 

some other work related to multiparty systems that do not involve negotiations be-

tween the users. 

 

3.1 Thomas et al. [10] 

The work by Thomas et al. [10] identify the risk that is resulted from applying sin-

gle policy in online social networks. When only the policy of the profile’s owner is 

applied to an object, conflicts may occur with other users’ policy. These conflicts 

could disclose sensitive information about the user. By gathering all the leaked data 

about a user from different conflict scenarios, personal private attributes about the 

user can be predicted. 

 

The authors aim to predict eight attributes about the users when these attributes are 

meant not to be disclosed with other users. Four attributes are about personal infor-

mation, namely gender, political views, religious views and relationship status. 

Whereas, the other four attributes are about media interests, namely favorite music, 

favorite movies, favorite television shows and favorite books. Note that the attributes 

might be shared with some relationships, e.g., friends. However, the goal is to predict 

these attributes by users whom are not friends. 

 

The paper developed two classifiers, namely friend classifier and wall content clas-

sifier. The friend classifier tries to predict the attributes of user   from his/her friends, 

whom they have public access to their attributes. This classifier is based on the as-

sumption that if two users are friends, they have correlated interests. On the other 

hand, the wall content classifier attempts to predict the attributes of user   from 

his/her conversations with other users, whom they have public access to their com-

ments. Thus, the comments written by   in his/her conversation with other users are 

viewed from the profile of the other users. Then, all the words written by   are gath-

ered and analyzed to predict the attributes of  . 

 

The accuracy of their method is tested on two real world Facebook datasets. The 

datasets have the actual attributes of users with public access. Then, the two classifi-

ers are run. After that, the classifiers results are compared to the actual attributes. The 
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accuracy of the attributes predictions using the two classifier ranges from 44% for the 

favorite books attribute to 84% for the religious views attribute. 

 

As a result of these attributes’ leakage, the authors proposed the veto-voting ap-

proach to resolve the conflicts which will illuminate the leakage of the attributes. The 

veto-voting resolves the conflicts by denying the access if at least one of the individu-

al users denies it, otherwise, the access is permitted. 

 

The suggested conflict resolution approach could results in no one accessing the 

object as the number of involved users with the object increases. Nevertheless, this 

approach does not require any user intervention. Thus, it fulfills [Req7]. However, 

none of the other requirements are fulfilled. 

 

3.2 Matteucci et al. [11] 

The work by Matteucci et al. [11] propose conflicts resolution strategy based on 

the specificity level of the policy’s elements, i.e., the policy with more precise speci-

fications of its elements compared to the other conflicting policies should be granted 

higher priority in determining the overall decision. The elements of a policy are the 

Subject, Object and Environment. Moreover, each element has three attributes. The 

subject’s attributes are ID, Role and Organization. The object’s attributes are ID, Is-

suer and Category. The environment’s attributes are Time, Location, and Status. Note 

that there is a fourth element that is defined in this work but has no effect on the pro-

posed conflicts resolution approach, namely the Action element. 

 

The conflict resolution is performed using the Analytic Hierarchy Process (AHP). 

AHP gives the most relevant alternative with respect to a set of criteria in a decision 

problem when different alternatives exist. AHP is structured in a hierarchy where the 

goal level is in the top followed by the criteria level and then the sub-criteria level, 

while the bottom of the hierarchy represents the alternatives level. For two conflicting 

policies, the goal level gives the priority of each policy, the criteria level is the speci-

ficity of the subject, specificity of the object and specificity of the environment. The 

sub-criteria level is the associated attributes. The alternatives level is the two policies. 

Figure 1 shows the AHP Hierarchy for policy conflicts resolution. 

 

The conflict resolution process start by computing three pairwise comparison ma-

trices. Each matrix is a relevance comparison between one hierarchy level with re-

spect to an item in the next upper level which then results in a local priority. A local 

priority is the normalized eigenvector associated with the largest eigenvalue of a 

pairwise comparison matrix. Finally, the priority of each policy (goal priority) is 

computed as follows, wherein the policy having the highest priority is the policy that 

will be applied to the request: 
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Figure 1: AHP for policy conflicts resolution by Matteucci et al. [11]. 

 

  
       

      
   

 

  
   

 
  

    

   

    

   

 

where   
   is the priority of alternative    with respect to the goal  ,      is the num-

ber of criteria for the goal  ,      is the number of sub-criteria for criterion   ,   
   

is the local priority of criterion    with respect to the goal  ,    
   

 

 is the local priority 

of sub-criterion   with respect to criterion    and  
   

 
   is the local priority of alterna-

tive    with respect to sub-criterion   of criterion   . 

 

The pairwise comparison matrix of the criteria with respect to the goal and pair-

wise comparison matrix of the sub-criteria with respect to the criteria are computed in 

advance when the policies are written. However, the pairwise comparison matrices of 

the alternatives (policies) with respect to the sub-criteria are computed when a con-

flicts are detected which will be during the request time because the used policies 

would be decided upon the request. Moreover, this approach is applicable to the two 

healthcare scenario mentioned in the paper. Other scenarios have to be examined as 

stated by the authors. 

 

Nevertheless, this approach considers the roles of the subjects which is one of the 

attributes of the subject element. Thus, it fulfills [Req1]. However, none of the other 

requirements are fulfilled. 

 

3.3 Wishart et al. [8] 

The work by Wishart et al. [8] propose an approach for specifying conflict-free 

privacy policies in online social networks. In this approach, four parameters have to 

be defined, namely the resource, set of permitted actions, set of strong conditions and 
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set of weak conditions. The resources are the objects. The set of actions are what 

could be done to the objects, e.g., view, comment and tag. The set of strong condi-

tions are the conditions that must be implemented and not negotiable. The set of weak 

conditions are the conditions that can be negotiated by the users to concede. 

 

The policy is defined by the owner of the resource by specifying the four parame-

ters. The owner is the user who uploads the resource to his/her profile. Then, the 

owner assigns the co-owners (other users in the photo) and then pass the policy to 

them to possibly add additional strong conditions and edit the weak conditions. How-

ever, the policy remains rotating between the users for multiple times until no one has 

any further modification. The authors implemented an application for Facebook called 

PRiMMA-Viewer. In the application, users have to manually specify their policies in 

the source code of the application. However, the application had not been tested. 

 

Although this approach would results in having conflict-free, defining a policy re-

quires a large amount of manual work by all users. This user intervention could take a 

long period of time as some users might access and change the policy after some days 

or weeks. 

 

Nevertheless, when modifying the set of weak conditions, the users might consider 

their relationships with the other users and their relationships with the requester. 

Thus, the approach fulfills [Req2] and [Req3]. Additionally, [Req8] is fulfilled since 

the users remain modifying the sets of strong and weak conditions until they are satis-

fied. However, none of the other requirements are fulfilled. 

 

3.4 Squicciarini et al. [9] 

The work by Squicciarini et al. [9] propose an approach named co-ownership for 

collaborative date in online social networks using game theory. The approach resolves 

the conflicts between the owners of the resource and it is based on the Clarke-Tax 

mechanism. The model rewards the users for encouraging co-ownership while levying 

taxes on the owners depending on how much their policies influenced the final deci-

sion. 

 

The approach defines originator who uploads the data to his/her profile and co-

owners whom can control the access other than the originator. Whereas, the term 

owners means both the originator and co-owners. The process starts by the originator 

who adds ID tags on the photo for the appearing users. Then, the model provides the 

originator with the potential owners. They are the users whom their ID tags are in the 

photo. After that, the potential owners become co-owners only if the originator agrees 

to give them ownerships to control the data. 

 

During the assignments of ownerships, credits   (numeraires) are rewarded. The 

originator is rewarded for every uploaded object and for every accepted ownership. 
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Additionally, the co-owners are rewarded when accepting the ownership. The 

numeraires are computed as follows: 

 

            

        

where     is the credit for the originator,     is the credit for a co-owner,   is the 

credit assigned for uploading an item,    ,   credit for assigning accepted co-

owners,        ,   credit for accepted co-owners,         and   is the number of 

accepted co-owners. 

 

After the ownerships are assigned, the approach is executed to decide the policy of 

each owner. The decision is based on the relationship distance (called preference  ). 

The   can be   indicating only the owners,       indicating the number of distant 

relationship   with relationship      (e.g.          means Friends and Friends-of-

Friends) and   indicating public. Every owner has to assign a value (weight)       to 

each preference; and then these values are combined using a social function      
which returns the sum of the values for each preference. The preference with the 

highest social    will be the authorized access level and would be applied to all the 

owners. For instance, if            , then the policy of each owner will be sharing 

with his/her friends, while the overall policy will be the union policies of all the own-

ers. The computation of    can be written as follows: 

 

                

 

   

 

where   is the total number of owners and       is the value assigned by owner   to a 

preference  . The        is with     where   is the set of all preferences. It is 

also denoted as 
      
   

. Note that the approach names the whole process as auction 

and names the users assignment of values as bidding. 

 

The next step of the approach is charging taxes to the owners. The higher the user’s 

preference value of the selected preference     
  , the higher the tax is. The tax   is 

computed as follows: 

 

    
                     

   

 

   

      
  

   

 

 

Moreover, the authors introduce inference which utilizes previous collaborative 

decisions for a new object instead of repeating the auction and bidding. In order for 

this to work, every owner has to assign content-tags to every photo. The content-tags 

are words that represent the photo such as a topic. Nevertheless, when a new photo is 
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uploaded, inference compares this photo with the previous photos having the same 

owners based on the content tags and associates each pair a similarity score. The poli-

cy of the old photo with the highest similarity is suggested for the owners to apply to 

the new photo. If the owners agree to the policy then it will be applied, otherwise, the 

auction starts from the beginning. The authors implemented an application for Face-

book named Private Box for the auction process without the inference. However, the 

application had not been tested. 

 

The originator has the ability to not assign ownerships to some users in the photo 

which would results in compromising their privacy. Moreover, the authors did not 

state the real effect of the numeraires and taxes. Thus, an owner could assign a very 

high number for a preference-value       to have this as the winning  . As a result, 

this owner will get a high tax but it is just a number with no effect on the decision. 

 

Nevertheless, the preference   is based on the relationship of the users with the re-

quester. Thus, the approach fulfills [Req3]. Additionally, [Req8] is fulfilled since each 

user specifies the preference-value       after the object is posted. However, none of 

the other requirements are fulfilled. 

 

3.5 Hu et al. [4] 

The work by Hu et al. [4] propose an approach for detecting and resolving privacy 

policy conflicts in online social networks. It is based on balancing between privacy 

protection and data sharing. This is done by calculating privacy-risk and sharing-loss. 

 

The approach names the Data-Provider as Contributor, Data-Host as Owner, Data-

Subjects as Stakeholders, all those as Controller and the requester as accessor. More-

over, a trust level is used to represent how much confidence a controller put on his/her 

friends in not disclosing sensitive information. Trust level can assume five values: 0 

for none trust, 0.25 for weak trust, 0.5 for medium trust, 0.75 for strong trust and 1 for 

strongest trust. Additionally, a sensitivity level is used to represent the sensitivity of an 

object defined by a controller. Sensitivity level can assume five values: 0 for none, 

0.25 for low, 0.50 for medium, 0.75 for high and 1 for the highest. 

 

In the approach, conflicts detection starts by using space segmentation approach 

which segregates for every object the accessor spaces of all controllers into disjoint 

segments. Each segment has at least one privacy conflict and includes the trusted 

controllers and untrusted controllers. For segment  , the trusted controllers are the 

controllers that permit the access, whereas, the untrusted controllers are the control-

lers that deny the access. Figure 2 shows the space segmentation for three controllers 

  ,    and   . For instance, the space segment     represents all the accessors that are 

permitted by    and    but denied by   . Thus,    and    are the trusted controllers 

while    is the untrusted controller in segment    . Note that the space    has no con-

flicts, therefore, it is not considered as a segment in the conflicts resolution. 
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Figure 2: Conflicts detection using space segmentation approach by Hu et al. [4]. 

 

 

Conflicts are resolved by calculating privacy risk and sharing loss for every seg-

ment. Privacy risk indicates the risk to the privacy of the controllers when their deci-

sions are deny but the object is shared. The privacy risk in segment   is computed as 

follows: 

 

                        

              

 

                  

 

where     is the default privacy setting for object sharing by untrusted controller  ,     

is the sensitivity level of the shared object by  ,     is the trust level of an accessor   

which is the average trust levels defined by the trusted controllers in   for    
             is a function that returns all the accessors in   and                  is a 

function that returns all the untrusted controllers in  . 
 

On the other hand, sharing loss is calculated for every segment which indicates the 

loss to the controllers when their decisions are permit but the object is not shared. The 

sharing loss in segment   is computed as follows: 

 

                        
              

 

                 

 

where                 is a function that returns all the trusted controllers in  . 
 

 

 

 

 

 



CHAPTER 3: RELATED WORK 

14 

 

The decision is made by combining the privacy risk and sharing loss as follows: 

 

          
                             

                               
  

where   is the preference weight for the privacy risk and   is the preference weight 

for the sharing loss. The values for the two weights are defined as         and 

     . 

 

The authors implemented an application for Facebook. The application simulated 

the users and the situations by randomly chosen values for 30 cases. In every case, the 

application shows for every controller who are the permitted and denied users. 

 

The complexity of the approach will significantly increase as the number of users 

increases because the number of segments will rabidly increase. However, the ap-

proach distinguishes between Data-Provider, Data-Host and Data-Subjects, thus 

[Req1] is fulfilled. Moreover, the users define the sensitivity of the object, thus 

[Req4] is fulfilled. Additionally, [Req8] is fulfilled since the users specify the access 

parameters after the object is posted. However, none of the other requirements are 

fulfilled. 

 

3.6 Hu et al. [5] 

The work by Hu et al. [5] propose an approach for resolving privacy policy con-

flicts in online social networks. It is based on balancing between the decisions of the 

users and their judgments on the object sensitivity. This is done by calculating deci-

sion-voting and sensitivity-voting. The approach is always applied to any request to 

return the decision. Thus, there is no detection for conflicts. 

 

Similar to the work in [4], the approach names the Data-Provider as Contributor, 

Data-Host as Owner and Data-Subjects as Stakeholders. Moreover, a sensitivity level 

is used to represent the sensitivity of an object defined by a user. Sensitivity level has 

0 for none, 0.25 for low, 0.50 for medium, 0.75 for high and 1 for the highest. 

 

In the approach, the user’s decision is called user’s decision-voting where it is   if 

the evaluation of the request against the user’s policy is deny and 1 for permit. After 

that, the aggregated decision voting for the request is computed as follows: 

 

                            
      

 

 

   

  
 

            
  

   

 

where      is the decision voting of the owner,     is the weight of the owner,      

is the decision voting of the contributor,     is the weight of the contributor,   is the 
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total number of stakeholders,     
  is the decision voting of a stakeholder   and    

  is 

the weight of a stakeholder  . 
 

On the other hand, the sensitivity voting for the request is computed by averaging 

the sensitivity levels of the users as follows: 

 

                   
 

 

   

  
 

   
 

where      is the sensitivity level of the owner,      is the sensitivity level of the 

contributor,     
  is the sensitivity level of a stakeholder   and   is the total number of 

stakeholders. 

 

Afterward, the owner (Data-Host) choose the algorithm for combining the decision 

voting and sensitivity voting from one of four options. The combining algorithms are 

Threshold-based, Owner-overrides, Full-consensus-permit and Majority-permit. They 

are defined as follows: 

a) Threshold-based: The final decision is permitted if the decision voting is 

greater than the sensitivity voting. 

 

          
                               

                                 
  

 

b) Owner-overrides: It considers the owner’s decision only, i.e.,       and 

       
   . 

 

              
 

c) Full-consensus-permit: The final decision is permitted only if all involved 

users have permit decision, thus if at least one involved user has a deny deci-

sion then the final decision is deny. 

 

          
                              

                                
  

 

d) Majority-permit: The final decision is permit if the number of involved users 

that permit is half or more. Logically, the weights of the involved users shall 

be set equal but the authors did mention this. 
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The authors implemented a Facebook application, called MController. The applica-

tion simulated the cases and had 35 users. In every case, the application shows to 

every controller who will be the permitted and denied users. 

 

This approach distinguishes between Data-Provider, Data-Host and Data-Subjects, 

thus [Req1] is fulfilled. Moreover, the users define the sensitivity of the object, thus 

[Req4] is fulfilled. Additionally, [Req8] can be considered to be fulfilled since the 

users specify the access parameters after the object is posted. However, none of the 

other requirements are fulfilled. 

 

3.7 Such et al. [3] 

The work by Such et al. [3] propose an approach for detecting and resolving con-

flicts in online social networks. It is based on modeling the concession behavior of the 

users in order to propose the best possible solution to the detected conflicts that would 

be acceptable by all users. The concession is the result of an assumed negotiation 

happening between the users to agree on a decision. In the approach, the users define 

their individual privacy policy for an object. Then, it detects the conflicts if they exist; 

and then it resolves the conflicts. 

 

Every user defines his/her groups  . A group is a set of users with a specific rela-

tionship, e.g., CloseFriends, Family and Coworkers. The groups has to be disjoint. 

Note that the authors did not specify all the possible groups. After that user   defines 

his/her policy          for the object   where   is the set of allowed users defined 

by a group, while   is the set of excepted users defined individually. 

 

Furthermore, the approach defines action function which is the evaluation of the 

target user   (requester) and object   against the policy as follows: 

 

           
                                 
                                 
                                                                         

  

 

Moreover, the approach defines the tie strength which is the relationship strength 

between two users. The tie strength                 . The approach has     

where 0-no relationship, 1-acquaintance, 2-distant friend, 3-friend, 4-close friend and 

5-best friend. After that, the approach computes the sensitivity of object   for user   

as follows: 
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where    is the set of all groups defined by   and       is the strictness of the priva-

cy policy in group  .       returns the tie strength        if             and re-

turns   if            . 

 

Additionally, the approach computes the relative importance which is a measure of 

how important the requester to the user based on their relationship. The relative im-

portance of requester   for user   is computed as follows: 

 

       
                                 

                                             
  

 

Using the sensitivity and relative importance, the willingness of user   to concede 

and change his/her decision for requester   is computed as follows. Wherein, the will-

ingness has a value in the range       where   is totally not willing (LOW),   is total-

ly willing (HIGH) and     is the cutoff point. 

 

       
 

 
  

         

       
 

      

    
  

 

Finally, the resolution is provided for the conflicts. If the willingness of all users 

are HIGH then use majority voting to determine the decision (uploader has extra vote 

in case of a tie). Otherwise, if there is at least one LOW concession, then (i) if there 

are two users with LOW concessions but different policy evaluation, then the request 

is denied. (ii) else, the policy evaluation of the user with LOW concession is applied. 

 

To validate the accuracy of this approach, the authors conducted a user study with 

50 participants and each participant had 10 different scenarios. Thus, they had a total 

of 500 scenarios. The user study showed around 80% matching between the partici-

pants’ decisions and the decisions obtained by their approach. 

 

The authors claim that their approach is automated. This might be true in the sense 

that the users do not need to interfere in the process after specifying their policies. 

However, the policy specifications are done after the object is posted. As a result the 

object will remain on hold until all the users specify their policies. Additionally, the 

users have to define new policies every time an object is posted. Thus, the approach 

should not be considered as an automated approach. 

 

Nevertheless, this approach considers the relationships of the requester with the us-

ers, thus [Req3] is fulfilled. Moreover, the approach computes the object sensitivity 

and requester importance, thus [Req4] and [Req6] are fulfilled. Additionally, [Req8] 

can be considered to be fulfilled since the users specify their policies after the object 

is posted. However, none of the other requirements are fulfilled. 
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3.8 Summary of Approaches vs. Requirements 

We performed comprehensive analysis and comparison between the seven ap-

proaches above focusing on five aspects underlying each work. The first aspect ana-

lyzes the general-concept, model, detection mechanism, resolution mechanism and 

terminologies. The general-concept shows if the approach: detects and then resolve 

the conflicts, is always applied to the request without detection or is conflict-free. The 

model represents if the approach implements the User-to-Object model (U-O) [Req1], 

User-to-User model (U-U) [Req2] and User-to-Requester model (U-R) [Req3]. 

 

The second aspect analyzes the required actions that need to be performed by the 

system, Data-Provider, Data-Host and Data-Subject; and shows the parameters that 

are computed automatically by the approach. These actions are the actions performed 

during the policy-specifications phase other than specifying the policies. The third 

aspect analyzes the same actions of the second aspect but the focus is during the ob-

ject-posting phase (when an object is posted). Whereas, the fourth aspect analyzes the 

same actions but during the access-request phase (when an access is requested). 

 

The last aspect analyzes (i) the users’ weight in obtaining the decision, (ii) if the 

policies are specified every time for each object or once for all objects, (iii) in which 

of the three phases the decision is made, (iv) [Req4] to [Req8], (v) if experiments 

were conducted and (vi) if the system provides feedback to the users about whom 

users will be allowed to access or feedback notifications to the users when their poli-

cies are not enforced. We present here the analysis of the requirements [Req1] to 

[Req8]. The complete analysis is available in Appendix-A. 

 

Table 2 summarizes the results of our analysis in a matrix and focuses only on the 

requirements identified in Chapter 2. None of the approaches fulfill all the require-

ments. The approach with the highest number of satisfied requirements is the ap-

proach by Such et al. [3]. However, it is still missing four requirements. Moreover, 

[Req5] is not fulfilled by any approach. Therefore, we are proposing a new approach 

that fulfill all the requirements and it is presented later (Chapter 4).  



CHAPTER 3: RELATED WORK 

19 

 

Table 2: Matrix of the requirements’ fulfillments by different approaches. 

Approach 

by 

U-O 

Model 

[Req1] 

U-U 

Model 

[Req2] 

U-R 

Model 

[Req3] 

Object 

Sensitivity 

[Req4] 

Users 

Importance 

[Req5] 

Requester 

Importance 

[Req6] 

Fully 

Automated 

[Req7] 

Flexibility for 

Users Changes 

[Req8] 

Missing 

Requirements 

Thomas 

et al. 

[10] 

      

      



  
[Req1] 

[Req2] 

[Req3] 

[Req4] 

[Req5] 

[Req6] 

[Req8] 

Matteucci 

et al. 

[11] 

     

          
[Req2] 

[Req3] 

[Req4] 

[Req5] 

[Req6] 

[Req7] 

[Req8] 

Wishart 

et al. 

[8] 

   

        



[Req1] 

[Req4] 

[Req5] 

[Req6] 

[Req7] 

Squicciarini 

et al. 

[9] 

    

        



[Req1] 

[Req2] 

[Req4] 

[Req5] 

[Req6] 

[Req7] 

Hu 

et al. 

[4] 

     

      



[Req2] 

[Req3] 

[Req5] 

[Req6] 

[Req7] 

Hu 

et al. 

[5] 

     

      



[Req2] 

[Req3] 

[Req5] 

[Req6] 

[Req7] 

Such 

et al. 

[3] 

     

  



  



[Req1] 

[Req2] 

[Req5] 

[Req7] 
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3.9 Other Work 

In this section we briefly introduce the main concept of some other work related to 

multiparty systems that do not involve negotiations between the users. Mazzoleni et 

al. [1] propose a XACML extension, named policy integration algorithms, that de-

fines how to combine the owner policy with third parties, e.g., different company. 

This would allow integrating XACML policies among autonomous parties. First, the 

policies are compared with the requests that they permit, which means determining if 

the request is permitted by one policy and denied by another. This is done through a 

process called policy similarity process. After that, the policy integration algorithm 

combines the policy similarity with the policy integration requirement specified by 

every party. 

 

Li et al. [2] propose a policy combining language (PCL) which provides a formal 

language that can express a variety of policy combining algorithms (PCAs) e.g., com-

bining algorithms of XACML, weak-consensus, strong-consensus, weak-majority and 

strong-majority. The used PCA in the PCL has to meet some criteria specified in [2]. 

After the PCA is represented with PCL, a policy evaluation engine that is based on 

PCL would be able to evaluate the policies. 

 

Mahmudlu et al. [6] propose a data governance model to detect and resolve con-

flicts in collaborative system based on archetype. Archetype represents the relation-

ship of the users with the data object by considering the role of the users. Their model 

is based on XACML, therefore, it supports the combining algorithms of XACML. 

Moreover, their archetype hierarchy can also be considered as a combining strategy. 

Furthermore, the authors present a transparency service which allows the users to be 

notified if their policies are not implemented in the presence of conflicts. This is done 

be utilizing policy mismatches which detects the conflicts. Moreover, the transparency 

service can be used in existing XACML systems without the need to modify the sys-

tems. 

 

den Hartog et al. [7] proposes a data governance model for collaborative system in 

XACML based on archetype by defining four levels. The levels from top (high) to 

bottom (low) are the Data-Subjects, Data-Host, Data-Provider and Social-Network. 

Particularly, the authors present a method to compute a decision justification which 

captures the computational reasons for not applying a policy during a conflict. After 

that, they provide a human readable feedback to the users that explains the reasons for 

contradicting their policies. Thus, the feedback is not only informing the users that 

their policies are in conflict with the final decision as in [6], but also provides expla-

nation for why their policies were not enforced. 
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4 CONFLICTS RESOLUTION 

Referring back to our example in Chapter 2, a social media system provides a plat-

form wherein multiple users can share items such as a photo. In this system, Alice 

uploaded a photo to Bob’s profile. The photo is a picture of Charlie, David and Eve. 

Moreover, each one of these five users has a different privacy policy. Now, Frankie is 

requesting to view this photo. Shall Frankie be permitted or denied to view the photo? 

 

As mentioned in Chapter 2, we have four parties involved with the photo, namely 

Data-Subjects, Data-Provider, Data-Host, and Social-Network, where each of them 

has his/her own privacy policy. The Data-Subjects are the immediately concerned 

users with the object and directly impacted because they are the ones appearing in the 

photo. If they had the time and resources to meet together, they would negotiate about 

their policy conflicts. The negotiation process would lead to some users being willing 

to concede and change their policy preferences [16], [17], [18] which results in reach-

ing at the end to a common decision. Thus, the main concept of our proposal is to (i) 

detect the conflicts between the policies of the Data-Subjects, (ii) accurately model 

the concession behavior of the Data-Subjects in changing their preferences (iii) pro-

pose the best access decision that would resolve their conflicts and is acceptable by 

all Data-Subjects and (iv) combine this decision with the policies preferences of the 

Data-Provider, Data-Host and Social-Network. 

 

We argue that if either policies of the Data-Provider, Data-Host, or Social-Network 

denies the access to a particular request, then this party will not change his/her prefer-

ence which should results in an overall decision for this request to be denied. In other 

words, the deny of any of these three parties shall be enforced. The reason for enforc-

ing the deny of the Data-Provider is that he/she is the one who provided the object for 

sharing with particular people. Therefore, the access shall be granted to only those 

people or some of them. On the other hand, the reason for enforcing the deny of the 

Data-Host is that he/she is responsible for what is shown in the profile since he/she is 

the owner of the profile, e.g., illegal object. This prevents undesired responsibilities 

caused by others. Whereas for the Social-Network, usually their policy is permitting 

the access of any object to promote users in using their system with the exception of 

few cases such as racism. Thus, enforcing their deny would ensure not violating such 

settings. 

 

Having said that, Figure 3 illustrates how the policies are combined within and be-

tween the multiple parties to determine the overall policy decision, where the multiple 

parties are DSs, DP, DH and SN. The strategy combining algorithm (   ) is the algo-

rithm used to combine the different policies of the Data-Subjects. This is discussed in 

the coming sections of this chapter. The combining algorithm between the four parties 

is deny-override (   ) [19], [20]. The deny-override evaluation is based on that if any 

of the policies’ evaluation is deny then it returns deny; otherwise it returns permit 

because our policy evaluation shown later (Section 4.1.2) always returns deny or 
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 Figure 3: Combining algorithms within and between the multiple parties to determine the 

overall policy decision.   

permit. Since there is only one policy in the Data-Provider, we are using only-one-

applicable (   ) [19], [20]. It returns the policy of the Data-Provider because as said 

that we have only Permit and Deny for policy evaluation. Similarly,     is also ap-

plied in the Data-Host and Social-Network. 

 

As a result, we can write the equation for determining whether a request,  , should 

be granted or not as follows. Note that the symbol        denotes the evaluation of 

request   with respect to policy  . 

 

                                                                     

 

where      denotes the overall policy,     is the policy of the Social-Network,     is 

the policy of the Data-Host,     is the policy of the Data-Provider,    is the policy of 

Data-Subject             and     is the strategy combining algorithm for the poli-

cies of the Data-Subjects. Note that the request   is tuple denoting that requester   
wants to access object  . Thus, 

                                               

 

Someone might use a known combining algorithms such as majority-voting [22], 

strong-majority [2], super-majority-permit [2], veto-voting [10], deny-override [19], 

[20], permit-unless-deny [20], permit-override [19], [20], deny-unless-permit [20], 

etc. to implement    . However, these approaches would not return accurate deci-

sions and they do not fulfill the requirements stated in Chapter 2. To this end, we 

propose a novel conflicting resolution approach to handle policy conflicts involving 

Data-Subjects. 
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The remainder of this chapter is organized as follows. Section 4.1 introduces the 

concepts needed for policy conflicts resolution, namely, how to define relationships 

between users, how to specify a user’s policy and how to calculate some parameters 

used in policy conflicts resolution. Then, Section 4.2 presents our approach which 

describes how conflicts are detected, how the willingness of a Data-Subject to con-

cede is quantified and how conflicts are resolved. After that, Section 4.3 analyses the 

requirements in Chapter 2 against our approach. Finally, Section 4.4 shows some 

examples of conflicts between policies and how they are resolved with our approach. 

 

4.1 Concepts 

An important step in resolving conflicts between policies in collaborative systems 

is understanding the concepts used for the specification of a policy. To achieve this, 

we defines the relationship types (Section 4.1.1). The policy specifications are then 

presented (Section 4.1.2) which defines the categories and policy syntax and seman-

tic. Then, the parameters used in policy conflicts resolution are defined (Section 

4.1.3). 

 

4.1.1 Relationship Types 

Let   be the set of all users in a social network. Every user     has to define 

his/her atomic relationships with other users. Relationships are characterized by a 

Type that indicates how two users are related to each other. The relationship types are 

Friend, Colleague and Family where each can be Close or Normal. This gives six 

relationship types, specifically,                                
                                                   and 

              . Note that if a user is a close friend (             ) then he/she 

is also a normal friend (              ). Similarly, this also applies to colleague 

and family. 

 

The (atomic) relationships between users can be visually represented as a social 

graph. A social graph is a labeled direct graph where vertices denote the users within 

the social network and edges denote the relationships between users. An edge is asso-

ciated with a label indicating the relationship type. An example of a social graph is 

shown in Figure 4. 

 

For generality, in this work we consider that relationship types to be directional. 

An example from Figure 4, user   is                   user  , while user   is 

                 user  . Note that bidirectional relationship is a special case of 

directional relationship, i.e., a bidirectional relationship between user   and user   

implies that the relationship from   to   is equal to the relationship from   to  . 

Moreover, a user can have more than one relationship type with another user, e.g., in 

Figure 4, user   is               and                user  . 
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Figure 4: Example of a social graph. Vertices denote users, edges denote relationship between 

users and edges’ labels indicate relationship types. 

 

 

From the social graph, composite relationship types can be extracted. If user   is 

connected to user   with               or                 and user   is con-

nected to user   with               or                , then user   is 

                 user  . This can be seen in Figure 4. Note that neither (close) 

nor (normal) do mater in composite relationship types. Similarly, this also applies to 

the other two relationship types, namely,                        and 

                . Note that composite relationship types formed by the compo-

sition of relationships of different types are not considered. For instance, composite 

relationship                  is not allowed in our model. 

 

Furthermore, to denote a pair of users not having atomic nor composite relation-

ship type, we introduce a relationship type             . This can be used to cap-

ture two situations. First, a user can be a friend from more than two steps (user E to 

user B in Figure 4). This is a long distance relationship and we are not interested in it. 

Second, a user does not have a relationship path to the other user (user A to user C in 

Figure 4). In both cases the relationship type would be             . This type is 

defined to ensure having a relationship type from any user to another user. As a result, 

we have a total of ten relationship types (six for atomic, three for composite and one 

for remaining). 
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Definition 1 (Relationship Types). Let   be the set of all users. Given two users 

        the relationship type of    to    could be one or more of: 

                                                                   
                                                          
               or                 . If it is none of these, then the relation-

ship type is             . 

 

 

Note that sometimes we represent the relationship type between two users   and   

as follows. If user   is                user  , then we say 

                        . On the other hand, if user   is not 

              user  , then we say                         . 

 

4.1.2 Policy Specifications 

A fixed set of categories   are predefined by the social network administrator, e.g., 

camping, traveling, drinking, sport, music, etc. A category is a label representing a set 

of objects. Every user   has to define one or more rules for each category. A rule is 

associated with one category   and states the set of users who are permitted to access 

the objects under this category. The set of users permitted to access are determined 

from the set of allowed users   and the set of excepted users  . The set of allowed 

users   defines the users whom are permitted by the rule, while the set of excepted 

users   defines the users whom are excluded from  . 

 

Therefore, user   has to define the set of allowed users   and the set of excepted 

users   for each rule associated with category  . The rule is denoted as   
 . Then, the 

set of rules for category   by user   forms the policy of user   for category  , denoted 

as   
 . After that, the policy of user   for all the categories   is denoted as   

 . 

 

It is unlikely that a user will list every allowed user individually, rather he/she will 

define the set of allowed users with respect to his/her relationship with others. Thus, 

we introduce a family of relationship functions  . A relationship function    , 

      , returns the set of all users related to user   with relationship types repre-

sented by   (Section 4.1.1). For example, consider               . Thus, 

                returns the set of all users having the relationship type 

              with  . In other words, if                        , then user 

                 . 
 

Definition 2 (Relationship Functions). Let   be the set of all users and   the family 

of all relationship functions. A relationship function is a function        such 

that      returns the set of all users related to user     with relationship types 

represented by    . 
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Definition 3 (Allowed and Excepted Sets). The set of allowed users     is defined 

using one of the relationship functions in  . Whereas, the set of excepted users     

is defined either using one of the relationship functions in  , explicitly stating the 

names of the users or making it empty set which means no exceptions. Moreover,   

has to be subset of  , i.e.,    . 

 

 

Table 3 shows a family of relationship functions and their formal definitions. The 

function                                            includes the functions                                       

                                 and                    . The function                                       includes the 

functions                                  and                    . The function                                  includes 

the function                    . Similarly, this is also applicable to Colleague and Family. 

These overlapping are needed to fulfill the logical meaning of sharing. For instance, if 

a user wants to permit the access up to his normal-friends, then that would also mean 

permitting the access for his close-friends and himself. 

 

However, these relationship functions would result in problems when defined in 

the excepted set  . Consider this example, if a user wants to share an object with his 

normal friends but not close friends and defined                                         and 

                                   , then this will result in denying access to himself. Therefore, 

we introduce another family of relationship functions in Table 4. These functions are 

non-overlapping, i.e., each function   returns the related set of users represented by   

only. Thus, for our example, the user would define                   which will 

result in excluding his close-friends but not himself. 

 

Our recommendation is to define the allowed set   with an                            function; 

whereas, for the excepted set  , if a relationship function is used to define it, then use 

a function that is not upper lined. The reason for this to prevent a user from denying 

access to some users by mistake such as him/her self. 

 

Definition 4 (Rule and Policy Syntaxes). Let   be the set of all users and   the set of 

all categories. Given user     and category    , the policy of   consists of a set 

of rules per category. A rule, denoted   
 , states the allowed users who can access the 

objects under category   and is defined as a tuple        . The user’s policy for one 

category is denoted as   
 . The user’s policy for all the categories is denoted as   

 . 
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Table 3: First part of the family of relationship functions (upper lined). 

                       . 
 

                                                             
                    . 

 

                                                                  
                 

                    . 

 

                                                                          
                  
                 

                    . 
 

                                                                       
                    . 

 

                                                                            
                    
                    . 

 

                                                                                              
                     
                    
                    . 

 

                                                               
                    . 

 

                                                                    
                  
                    . 

 

                                                                              
                   

                  

                    . 

 

                                               
                                            
                                                          
                                               . 
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Table 4: Second part of the family of relationship functions (not upper lined). 

                                           . 
 

                                             . 
 

                                                  . 
 

                                                 . 
 

                                                   . 
 

                                                              . 
 

                                            . 
 

                                              . 
 

                                                    . 

 

 

 

Note that a rule is always defined for one category. Below we present some exam-

ples of rules: 

 If user   wants to share objects under category           with his close 

friends and no exceptions, then the rule will be: 

  
       

                                                  . 

 If user   wants to share objects under category         with his normal friends 

except his close friends, then the rule will be: 

  
     

                                                                . 

 If user   wants to share objects under category         with his close families 

except Alice who is a close family member of  , then the rule will be: 

  
                                                           . 

Now, the policy of user   is specified in the system which could be a set of rules 

for every category. Then, when a request   is received, it has to be evaluated against 

the policy. Note that as stated earlier in equation (2), request   means requester   
wants to access object   where   could belong to one or more categories. Thus, we 

first need to evaluate the request against every rule of the categories that the object 

belongs to. Then, we need to evaluate the request against the policy (set of rules) for 

each category that the object belongs to. Finally, if there are more than one category, 

we need to combine the evaluations of the individual categories. 
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The evaluation of a request against a rule has three possibilities. First, if the re-

quester   belongs to   but not to  , then the access is permitted (denoted as  ). Se-

cond, if the requester belongs to   (regardless of  ), then the access is denied (denoted 

as  ). Third, for other cases, the access is Not Applicable (denoted as  ). Not Appli-

cable means that the rule is uncertain about what to do because it is not specified for 

the requester, i.e.,          . 

 

Definition 5 (Rule Evaluation). Given user    , requester    , request   
     ,   belongs to category     and a rule   

         . To evaluate   against   
 : 

IF       , THEN     
       , 

ELSE IF     , THEN     
       , 

ELSE     
       . 

where   denotes Permit,   denotes Deny and    denotes Not Applicable. 

 

 

The evaluation of a request against a policy for a single category has three possibil-

ities, where the policy can consist of a single or multiple rules for the particular cate-

gory. First, if there exist a rule evaluated with Deny, then the policy evaluation is 

Deny. Second, if no rules are evaluated with Deny and there exists a rule evaluated 

with Permit, then the policy evaluation is Permit. Third, for other cases, the policy 

evaluation is Deny. As a result, the policy for a single category will always be evalu-

ated with permit or deny. The third case is chosen as Deny to ensure not compromis-

ing the user’s privacy due to the uncertainty of Not Applicable; and to ensure having a 

system that always returns Permit or Deny. 

 

Definition 6 (Policy Evaluation for Single Category). Given user    , requester 

   , request        ,   belongs to category     and policy   
     

 
 
     

 
 
 . 

To evaluate   against   
 : 

IF     
 
 
   

      
 
 
      , THEN     

       , 

ELSE IF     
 
 
   

      
 
 
      , THEN     

       , 

ELSE     
       . 

where   denotes Permit and   denotes Deny. 
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The evaluation of a policy for multiple categories starts by evaluating the policy 

for each category (Definition 6). Then, if the policy evaluation of any of the catego-

ries is deny, then the evaluation for the whole categories is deny. Otherwise the eval-

uation for the whole categories is permit. Thus, the policy for multiple categories will 

always be evaluated with permit or deny. 

 

Definition 7 (Policy Evaluation for Multiple Categories). Given user    , re-

quester    , request        ,   belongs to a set of categories               

and the corresponding set of policies per category   
       

       
  
 . To evaluate 

  against   
 : 

IF     
     

        
        , THEN     

         , 

ELSE     
         . 

where   denotes Permit and   denotes Deny. 

 

 

When a Data-Provider posts an object, he/she assigns the object to a set of catego-

ries. As a result, all policies evaluations, parameters calculations (Section 4.1.3), con-

flicts detection (Section 4.2.1) and conflicts resolution (Section 4.2.3) are performed 

using the rules predefined by the involved users for these set of categories. However, 

a Data-Subject or Data-Host can change the categories of the object which will be 

changed only to him/her. Also,  any of the involved users can supersede his/her prede-

fined policies of the categories with another policy specific to this object. As a result, 

all the computations will be based on the new specifications. 

 

In order to supersede a policy for an object   under category  , the system gener-

ates a new category   specific for  . For example, assume user   has predefined the 

rule   
       

                                                   and user   just posted a photo 

containing   and assigned the photo to category          . In this case, all compu-

tations are performed using   
       

. However,   thought of relaxing his policy for   

only and share it with everyone, so, a new category            is generated and 

related to          .   will associate   with            and write the new rule as 

  
        

                           . 
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4.1.3 Parameters Definitions 

This section defines four key parameters that are used for policy conflicts resolu-

tion (Section 4.2). They are tie strength, object sensitivity, requester importance and 

users importance. 

 

4.1.3.1 Tie Strength 

The Tie Strength of user   to user  , denoted as       , is a function that quanti-

fies the strength of the relationship from   to  . This function maps relationship types 

(Section 5.1) to a value in           as follows: 

 

               

                                                           

                                                  

                                                

 

Similar to the relationship type, the tie strength is directional. An example from 

Figure 4,          while         . Moreover, in the presence of multiple rela-

tionship types, the stronger relationship is the one considered. An example from Fig-

ure 4 is the relationship of user   to user  . It is               and 

              , so               is considered which results in         . 

 

4.1.3.2 Object Sensitivity 

Object sensitivity (OS) reflects the level of protection the user requires for the ob-

ject. There are three ways for representing the sensitivity of an object. The first way is 

to set it manually by every involved user as proposed by Hu et al. [4] and Hu et al. 

[5]. This requires several efforts from the users to interfere but provides precise val-

ues. The second way is to use a predefined template based on the content of the object 

such as in health sector as proposed by Vavilis et al. [21]. This would be useful in the 

presence of such templates but it is not available for every application domain. The 

third way is to calculate the object sensitivity from the policy as proposed by Such et 

al. [3]. In our work, we use the last approach because it minimizes user intervention 

and it is applicable for any domain. 

 

We define a function   called Access Level. It maps the relationship function      

that is used to define the allowed set of users   (Definition 3) to a value in 

           . 
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Definition 8 (Access Level). Given user    , category    , rule   
          

and relationship function      used in defining  . The access level function   
  of   

for   is a mapping of      as follows: 

 

                 . 

                            
                           
                      . 

                         
                     
                  . 

                        
                    
                 . 

                 . 
 

 

The object sensitivity is computed from the Access Level with respect to rule, poli-

cy for single category and policy for multiple categories. First, in a single rule, the 

object sensitivity is equal to the access level. Second, in a policy (set of rules) for 

single category, the object sensitivity is the maximum access level of the rules. This 

can be considered as the category sensitivity. Third, in a policy for multiple catego-

ries, the object sensitivity is the maximum categories sensitivities. This is to maintain 

the highest sensitivity required by the user and not to compromise it by other catego-

ries. 

 

Definition 9 (Object Sensitivity). Given user    , an object   associated with a set 

of categories          , where category    has a set of rules   
     

  
 
     

  
 
  with 

the corresponding access levels    
  
 
     

  
 
 .  

 The object sensitivity of rule   
  
 

: 

     
  
 
    

  
 
                   

 The object sensitivity of category   : 

             
  
 
     

  
 
                                    

 The object sensitivity of all the categories: 
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4.1.3.3 Requester Importance 

The requester importance (RI) estimates the importance of the requester   with re-

spect to Data-Subject  . This importance depends whether   belongs to the set of 

excepted users   or not. This importance is extracted from the tie strength of   to  . In 

case    , we subtract this tie strength from the maximum tie strength value, which is 

3, because we want the smaller number to be the more important value. However, this 

is not the case when    , so, we do not subtract the tie strength from 3. 

 

Definition 10 (Requester Importance). Given the set of Data-Subjects      for an 

object    user     , requester       , tie strength        and the set of all rules 

for   associated with  . These rules could be from one set of rules for one category or 

from multiple sets of rules for multiple categories. Each rule    has a set of excepted 

users   . The requester importance of   with respect to   is defined as: 

 

     
                                
                  

                        

 

4.1.3.4 Users Importance 

The users importance estimates the importance of all Data-Subjects having similar 

individual policy decision with respect to a different Data-Subject having different 

individual policy decision. This importance depends only on the maximum tie 

strengths of those Data-Subjects with   because we want to consider the stronger 

relationship. Similar to the requester importance, we are subtracting this tie strength 

from the maximum tie strength value, which is 3, because we want the smaller num-

ber to be the more important value. 

 

Definition 11 (Users Importance). Given the set of Data-Subjects      for object 

   user      with policy   
 , requester       , request        , set of users 

             
         

       and the tie strengths of every user in   with 

 . The users importance of   with respect to   is defined by using the maximum tie 

strengths of      with   as: 
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4.2 Approach 

The general procedure of our approach is to accurately model the concession be-

havior of the Data-Subjects in order to propose the best possible solution to the de-

tected conflicts that would be acceptable by all Data-Subjects. Our general approach 

is similar to Such et al. [3] in terms of trying to model the concession behavior, how-

ever, we are using different parameters and equations that are presented in this Sec-

tion. 

 

Firstly, our approach for detecting policy conflicts is shown (Section 4.2.1). Then, 

our approach for quantifying the Data-Subjects’ willingness to concede is presented 

(Section 4.2.2). Finally, our approach for resolving policy conflicts are explained 

(Section 4.2.3). 

 

4.2.1 Conflicts Detection 

When an object is uploaded, first the policy of each Data-Subject is evaluated us-

ing Definition 7. If the policy evaluation of all Data-Subjects are  ’s or  ’s, then the 

request is denied or permitted respectively. However, if some Data-Subjects evaluate 

to   while others evaluate to  , then a conflict is detected. In this case, we proceed 

with our approach and estimate the willingness. Note that if the requester   is one of 

the Data-Subjects   , then he/she is always permitted. Thus, in the computations of 

the approach,   is considered not from   , i.e.,       . 

 

Definition 12 (Conflicts Detection). Given object  , its set of Data-Subjects    
             with their corresponding policies    

     
       

 , requester        

and request        . A policy conflict occurs if : 

                
          

                        

 

4.2.2 Quantifying Willingness to Concede Decision 

As stated by [16], [17] and [18], negotiations about privacy should be collaborative 

in social media. In other words, when users want to share something, they might con-

sider other users’ preferences. Thus, in many cases, users might be willing to concede 

and change their policy preferences. Let us consider an example wherein user   might 

concede. Assume the policy of Data-Subject   for object   is sharing with close 

friends and the requester   is a normal friend to  . Thus, the policy preference of   is 

denying the request. However, another Data-Subject   is a close friend of   but has a 

policy that permits   for accessing  . As a result,   might be willing to concede and 

change his decision for two factors. First, the difference between the tie strength of   
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with   and the policy access level is equal to 1. Second, Data-Subject  , whom   is in 

conflict with, has the higher tie strength with   (close friend). 

 

The object sensitivity, requester importance and users importance (Section 4.1.3) 

are used to estimate the user’s willingness to concede. Note that the lower the number 

of each parameter, the higher the possibility for a user is to concede. These three pa-

rameters, are combined using the Canberra Distance by Lance et al. [19]. The Canber-

ra Distance for n-dimensional vectors    and    is given by: 

 

           
       

         

 

   

                 

 

For the case of 3-dimensions, the vectors become               and    
           and the Canberra Distance would be: 

 

          
       

         
 

       

         
 

       

         
 

 

In our model, the dimension is 3 which corresponds to the object sensitivity, re-

quester importance and users importance in order. If these three values are maximum, 

then the willingness to concede is minimum. On the other hand, if the three values are 

minimum, then the willingness to concede is maximum. Therefore, we need to com-

pute how far are our computed parameters from the maximum values. Vector    will 

be the maximum values of each dimension, whereas vector    will be the computed 

values. These will result in: 

 

                                                    

                                           

 

Definition 13 (Willingness). Given the set of Data-Subjects      for object  , 

Data-Subject      with policy   
 , requester         request        , the set 

of users              
         

      , object sensitivity     of   with re-

spect to  , requester importance     of   with respect to   and users importance     

of   with respect to  . The willingness of   to concede and change his/her policy 

decision for   is: 
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It is worth noting that, differently from the Canberra Distance, we divide by three 

to normalize the willingness value into a real number in the range      . The value   

means that user   is fully willing to concede, whereas, the value   means that user   

is totally not willing to concede. Thus, the closer the number to  , the higher the 

chance is to concede (HIGH). Also, the closer the number to  , the lower the chance 

is to concede (LOW). Similar to Such et al. [3], the cutoff point is chosen to be 0.5 for 

concession. 

 

Definition 14 (Concession). Given the set of Data-Subjects      for object  , 

requester       , request         and Data-Subject      with willingness 

  . The concession of   for   is: 

 

      
           
          

                         

 

4.2.3 Conflicts Resolution 

The policy evaluation for each Data-Subject is determined (Section 4.1.2), then 

possible policy conflicts are detected (Section 4.2.1). After that, the willingness and 

concession of each Data-Subject are estimated (Section 4.2.2). Now, we combine the 

policies evaluations and concessions of all the Data-Subjects to resolve the conflicts 

and determine the decision representing all the Data-Subjects. 

 

The combining strategy works as follows: if the concessions are HIGH for all Da-

ta-Subjects, then the request is permitted. Otherwise, if there is at least one LOW 

concession, then (i) if there are two Data-Subjects with LOW concessions but differ-

ent policy evaluation, then the request is denied. (ii) else, the policy evaluation of the 

user with LOW concession is applied. 

 

This description of the combining strategy can be represented in a simpler way. If 

there is at least one Data-Subject with LOW concession and Deny policy evaluation, 

then the request is denied. Otherwise, the request is permitted. 

Definition 15 (Conflicts Resolution). Given object  , its set of Data-Subjects 

                 their corresponding policies    
     

       
   their concessions 

                 for request         and        . The strategy combining 

algorithm       for resolving the conflicts between the Data-Subjects is defined as: 
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4.3 Requirements vs. Our Approach 

Our privacy policy conflicts resolution approach does fulfill all the eight require-

ments stated in Chapter 2. Recall that satisfying [Req5] and [Req6] ensures that also 

[Req2] and [Req3] are satisfied respectively. Thus, we have to show the fulfillment of 

[Req1] and [Req4] to [Req8]. 

 

Our approach differentiates the users according to their roles (Data-Subjects, Data-

Provider and Data-Host), thus user-to-object-model [Req1] is fulfilled. Also, our ap-

proach considers object-sensitivity [Req4] in Section 4.1.3.2, users-importance 

[Req5] in Section 4.1.3.4 and requester-importance [Req6] in Section 4.1.3.3. As a 

result, [Req4], [Req5] and [Req6] are fulfilled. 

 

Our approach is fully automated which does not require any intervention by the us-

ers beside specifying their polices and the polices are predefined, therefore, fully-

automated [Req7] is fulfilled. On the other hand, our approach allows users to specify 

new policy particular to an object different from the predefined policy (end of Section 

4.1.2). Accordingly, flexibility-for-users-changes [Req8] is fulfilled. 

 

4.4 Examples for Resolving Conflicts with Our Approach 

We present two examples of policy conflicts in a social media system and show 

how our approach would determine the decision. The social media system provides a 

platform wherein multiple users can share objects such as a photo. For easier under-

standing, in the two examples we use bidirectional relationships, i.e., the relationship 

from user   to user   implies the same relationship from user   to user  . 

 

Example 1: Abi uploaded a photo to her profile. The photo was taken when she went 

for camping. Abi assigned it to “camping” category. The photo shows Abi, Ben and 

Tim. The policy of Abi for “camping” category is sharing with her close friends. The 

policy of Ben for “camping” category is sharing privately. The policy of Tim for 

“camping” category is sharing publicly. Abi, Ben and Tim are all close friends. Eve 

wants to view the photo. Eve has a close relationship with each of the three users. 

 

The Data-Subjects are Abi, Ben and Tim. The Data-Provider is Abi. The Data-Host 

is Abi. The tie strengths from any user to another user would be 3 because they are all 

close friends to each other, e.g.,             . 

 

The rules for the photo are formally specified using Definition 4: 
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Since we have only one rule for the photo by each user, the policy is formally spec-

ified using Definition 4: 

    
       

      
       

  

    
       

      
       

  

    
       

      
       

  

 

The evaluations of the request against the policies is computed using Definition 7: 

     
       

       

     
       

       

     
       

       

 

The object sensitivity by each Data-Subject is computed using Definition 9: 

        

        

        

 

The requester importance for each Data-Subject is computed using Definition 10. 

Note that for all the Data-Subjects, the requester importance is calculated as           

         since   does not belong to any set of exceptions. 

        

        

        

 

The users importance for each Data-Subject is computed using Definition 11: 

        

        

        

 

The willingness of each Data-Subject is computed using Definition 13: 

           

           

           

 

The concession of each Data-Subject is computed using Definition 14: 

            

            

            

 

The strategy combining algorithm       for resolving the conflicts between the 

Data-Subjects is computed using Definition 15: 
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Finally, assuming the policy of the Social-Network is permitting the request, The 

evaluation of the request against the overall policy is computed using Equation (1): 

          . Therefore, the request by Eve to view the photo will be permitted. 

 

 

Example 2: Abi uploaded a photo to her profile. The photo was taken during drink-

ing. Abi assigned it to “drinking” category. The photo shows Abi, Ben and Tim. The 

policy of Abi for “drinking” category is sharing with her close friends except Eve. 

The policy of Ben for “drinking” category is sharing privately. The policy of Tim for 

“drinking” category is sharing publicly. Abi, Ben and Tim are all close friends. Eve 

wants to view the photo. Eve has a close relationship with each of the three users. 

 

This is similar to the Example 1 but now there is an exception in a policy and the 

category is “drinking”. The Data-Subjects, Data-Provider, Data-Host and tie strengths 

are similar to Example 1. 

 

The rules for the photo are formally specified using Definition 4: 

    
        

                                                       

    
        

                                       

    
        

                                     

 

Since we have only one rule for the photo by each user, the policy is formally spec-

ified using Definition 4: 

    
        

      
        

  

    
        

      
        

  

    
        

      
        

  

 

The evaluations of the request against the policies is computed using Definition 7: 

     
       

       

     
       

       

     
       

       

 

 The object sensitivity by each Data-Subject is computed using Definition 9 (same 

values of Example 1): 
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The requester importance for each Data-Subject is computed using Definition 10. 

Note that the requester is in the set of excepted for Abi, thus the requester  importance 

for Abi would be           . Whereas for Ben and Tim, it would be         . 
        

        

        

 

The users importance for each Data-Subject is computed using Definition 11 (same 

values of Example 1): 

        

        

        

 

The willingness of each Data-Subject is computed using Definition 13: 

           

           

           

 

The concession of each Data-Subject is computed using Definition 14: 

           

            

            

 

The strategy combining algorithm       for resolving the conflicts between the 

Data-Subject is computed using Definition 15: 

        
       

     
       

     
       

    

 

Finally, assuming the policy of the Social-Network is permitting the request, The 

evaluation of the request against the overall policy is computed using Equation (1): 

          . Therefore, the request by Eve to view the photo will be denied. 
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5 EXPERIMENTS 

In order to validate the accuracy of our proposed approach, we conducted a number 

of experiments. The experiments were conducted through a user study. In this chapter, 

the experiments setup is illustrated (Section 5.1). Then, the results are analyzed and 

presented (Section 5.2). Finally, the limitations of the experiments (threats to validity) 

are discussed (Section 5.3). 

 

5.1 Experiments Setup 

In this section we present the setting of the experiments. The experiments consisted 

of four scenarios. A scenario represents a photo containing a number of users and a 

description for the photo. Table 5 shows the four used photos with their descriptions. 

These photos and descriptions were taken from Fogues et al. [13] with slight modifi-

cations to the descriptions. 

 

Each scenario was refined in eight cases. Thus, we had a total of 32 cases. In addi-

tion to the photo and description, a case contains a particular requester, relationships 

between the users in the photo, relationships of the requester with every user in the 

photo and the privacy policy of each user in the photo. Table 6 shows an example of a 

case. The differences between the cases in a scenario were the users’ relationships, 

requester’s relationships and users’ policies. 

 

We designed every case to always contain policy conflicts. Moreover, we restricted 

the number of users in the photo to be three or four. For two users, not much varia-

tions can be done to the parameters, resulting in insignificant results. For more than 

four users, it will be too complicated for the participants doing the experiment. The 

complete list of cases can be found in Appendix-B. Note that the faces in the photos 

are blurred here. However, we informed the participants to consider the faces as not 

blurred when answering the questionnaire. Additionally, we designed the relation-

ships to be bidirectional, i.e., the relationship from user   to user   implies the same 

relationship from user   to user  . This is a special situations of what our approach 

can support and it is the common situation. The reason for this design is to make it 

simpler for the participants to understand and imagine the cases. 

 

For each case, the participants of the experiments were asked to provide three in-

puts. First, they need to provide the evaluation of the request against the policy of 

each user individually (Permit or Deny). Second, considering only the users whom 

they deny the access, the participants need to judge with their best estimates whether 

the user most likely concede and change his/her decision or not (HIGH or LOW). 

Third, the participants need to provide the overall decision of whether the requester 

would be allowed or not to view the photo (Permit or Deny). 
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Table 5: The photos and descriptions of all the four "scenarios". 

Photo Description 

 

 
 

 

Tim, Ashley, and Jerry (left to right in 

order) just graduated. Jerry’s father took 

the picture above after the graduation cer-

emony. Jerry wants to upload the picture to 

his social media account. 

 

 
 

 

Three friends, Mark, Alex, and John (left 

to right in order), went on a boat in Ibiza 

during a bachelor party. They got drunk 

and met some girls and one of them is 

Elina (most left). This is one of the pictures 

Alex took during that party. Alex wants to 

upload the picture to his social media ac-

count, the day after the party. 

 

 
 

 

Laura, Philip and Sabrina (left to right to in 

order) are in the picture. The hospital 

where they work has recently changed its 

shift policy making shifts much longer. 

Doctors complain that these shifts leave 

them exhausted. During one such long 

shift, at 4am, Sabrina's colleague took a 

picture of them sleeping while they wait 

for another patient to come to emergencies. 

Sabrina wants to upload the picture to her 

social media account, a few days after the 

picture was taken. 

 

 
 

 

Aiko (C) took the picture above with her 

colleagues Ichiro (A) and Katsu (D) and, a 

French volunteer (B) at the tsunami relief 

center. Aiko wants to upload this picture to 

her social media account. 
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Table 6: Example of a “case” in an experiment. 

 

 
 

 

 

 

Note that the first input is just an evaluation of the individual policies. However, 

this is very important to ensure that the participant correctly understands the case. If a 

participant gives a wrong answer in the first input, he/she is notified that something is 

incorrect and has to fix it before proceeding to the second input. 

 

Furthermore, in order for the participants to provide their judgments, they should 

understand how the system works. Therefore, we have given them an instruction sheet 

(Appendix-A). It contains, firstly, what is provided in every case which are the photo, 

description, relationships and privacy policies. Secondly, it explains how the relation-

ships are defined. Thirdly, it explains how the policies are defined. Finally, it de-

scribes what the participants are required to provide. 

 

For our study, we had five participants with different demographics. Two are stud-

ying Information Security master, one is studying Operations Management and Logis-

tics master, one is a school teacher and one is a pastry chef. Moreover, one is in the 

age of (20-24), three are in the age of (25-29) and one is in the age of (35-39). Fur-

thermore, two are females and three are males. 
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Table 7: Summary for the number of cases 

Participants 5 

Scenarios per participant 4 

Cases per scenario 8 

Cases per participant 32 

Total cases 160 

Repeated cases per participant 2 

Unique cases per participant 30 

Total unique cases 150 

 

 

 

There are five participants, four scenarios per participant and eight cases per sce-

nario. This results in 32 cases per participant, thus a total of 160 cases. Nevertheless, 

there are two cases that were identically repeated twice (part of the 32). We intention-

ally made these repetitions to examine the concentration of the participants and ensure 

that they are not giving random answers. If a participant gives different answers in the 

repeated cases, his/her results shall be excluded from the analysis. In our experiments, 

all participants gave the same answers in the repeated cases. For the analysis, we re-

moved one of the repetitions in the two cases. This results in 30 unique cases per par-

ticipant and a total of 150 unique cases. Table 7 summarizes these number of cases. 

Note that all participants performed the same experiment, so, they had the same 32 

cases. 

 

Considering the 150 unique cases (30 unique cases for each of the 5 participants), 

we performed the computations using the algorithm of our approach (Chapter 4). In 

addition, we applied four other approaches to compare with. Therefore, we have five 

approaches to check their accuracy with respect to the decisions of the participants. 

For the example given previously in Table 6, the complete computations of our ap-

proach, partial computation of Such et al. [3] and final decisions of the remaining 

three approaches are shown in Table 8. The approaches are: 

 

 Uploader Overwrites: The conflicts are resolved by selecting the individual 

decision of the user who upload the photo (Data-Provider). 

 

 Majority Voting [22]: The conflicts are resolved by selecting the majority de-

cision of the users. If the number of denies is equal to the number of permits, 

then the uploader is given an extra vote. Note that since we only have permit 

and deny, then strong-majority approach [2] will be similar to majority-voting. 

 

 Veto Voting [10]: The conflicts are resolved by denying the access if at least 

one of the individual users denies it, otherwise, permit the access. Note that 

since we only have permit and deny, then deny-override approach [19], [20] 

will be similar to veto-voting. 
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 Such et al. [3]: The conflicts are resolved by applying the approached of Such 

et al. [3]. It is explained earlier (Section 3.7.1). This approach is chosen for the 

comparison because it has some similarities to our approach in terms of resolv-

ing the policy conflicts by modeling the concessions of the users. This ap-

proach specifies the users’ policies differently from our approach. Thus, in or-

der to fit this approach with the user study and overcome these differences, our 

object sensitivity value is used also as their object sensitivity. This is because 

both approaches computes the object sensitivity form the policy. 

 

 Our Approach: The conflicts are resolved by applying our proposed ap-

proach, presented in Chapter 4. Per our approach, we have the strategy combin-

ing algorithm,    , that combines the policies of the Data-Subjects (Section 

4.2.3). Then, this has to be combined with the decisions of the Data-Provider 

and Data-Host using deny-override (Equation (1)). For better comparison with 

the other approaches, we designed each case such that to have a policy decision 

of permit for the Data-Provider and Data-Host. As a result, the overall decision 

is always equal to the combining decision of the Data-Subjects. 

 

To assess the accuracy of an approach, we compute the number of times that the 

decision obtained using the approach matches the participant’s decision. In particular, 

the accuracy is defined as: 

 

         
                                    

           
             

 

If we are comparing with respect to the individual decisions provided by the partic-

ipants, then we have 150 cases and the accuracy would be: 

  

                    
                                               

   
               

 

Whereas, if we are comparing with respect to the majority decisions provided by 

the participants, then we have 30 cases and the accuracy would be: 

  

                  
                                             

  
            

 

 
  



CHAPTER 5: EXPERIMENTS 

46 

 

Table 8: Example of complete computations of our approach, partial computation of Such et 

al. [3] and final decisions of uploader-overwrite, majority-voting and veto-voting. 
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5.2 Results 

Looking at the 150 cases (30 unique cases for each of the 5 participants), the total 

number of matches and mismatches between one approach and the participants indi-

vidual decisions is presented in Table 9. For the complete detailed comparison be-

tween the decisions of the different approaches with respect to the individual deci-

sions of the participants, it is presented in Appendix-C. From Table 9, the uploader-

overwrites has an individual accuracy of less than 50%. The individual accuracy ob-

tained by applying majority-voting, veto-voting and the approach of Such et al. [3] is 

slightly better, being around 55%. Whereas, our approach has only 8 mismatches out 

of 150 resulting in a very high individual accuracy of 95%. 

 

Another angle to look at the data is to aggregate the decisions of the participants 

per case. The aggregation is basically done by considering the majority of decisions 

given by the participants. Thus, we have one overall decision representing all partici-

pants for each case. After that, we compare the five approaches against the decision of 

participants’ majority. Therefore, we would have 30 cases. Table 10 shows the total 

number of matches and mismatches between one approach and the participants major-

ity decisions. Whereas, the complete detailed comparison between the decisions of the 

different approaches with respect to the majority decisions of the participants are 

presented in Table 11. From Table 10, The majority accuracy obtained by applying 

uploader-overwrites, majority-voting, veto-voting and the approach of Such et al. [3] 

is around 50%. Whereas, our approach matches the majority decisions of the partici-

pants in all the 30 cases resulting in a majority accuracy of 100%. 

 

Moreover, we can see from Table 11 that there are 24 cases (the ones not high-

lighted) out of the 30 wherein all the participants agreed on the same decision and it is 

the same decision by our approach. For the remaining six cases (the ones highlighted), 

one participant was in contrast with the other participants and our approach in four 

cases; and two participants were in contrast with the other participants and our ap-

proach in two cases. These mismatches (4 singles and 2 doubles) produce the eight 

mismatches with our approach mentioned earlier in Table 9. However, in all these six 

cases, the decision of the participants’ majority matches the decision of our approach. 

This explains the zero stated earlier in Table 10. A summary of these details is pre-

sented in Table 12. 

 

Finally, it is worth mentioning the large improvement of our approach over the ap-

proach of Such et al. [3], while, both depend on the concept of quantifying the will-

ingness and concessions of the Data-Subjects. Both approaches have the same value 

for the Object-Sensitivity. Whereas, the Requester-Importance is computed different-

ly and the Users-Importance is only considered in our approach. As a result, our ap-

proach considers three parameters (Object-Sensitivity, Requester-Importance and 

Users-Importance) while [3] considers only two (Object-Sensitivity and Requester-

Importance). Then, our approach uses 3-dimensional Canberra Distance while [3] 

uses 2-dimensional Canberra Distance for computing the willingness. After that, both 
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Table 9: Individual accuracy for the different approaches with the 150 cases. 

Approach 
# Mismatches with 

Participants Decision 

# Matches with 

Participants Decision 

Individual 

Accuracy 

Uploader Overwrites 82 68 45% 

Majority Voting 70 80 53% 

Veto Voting 68 82 55% 

Such et al. [3] 68 82 55% 

Our Approach 8 142 95% 

 
 

Table 10: Majority accuracy for the different approaches with the 30 cases. 

Approach 
# Mismatches with 

Participants Majority 

# Matches with 

Participants Majority 

Majority 

Accuracy 

Uploader Overwrites 16 14 47% 

Majority Voting 14 16 53% 

Veto Voting 14 16 53% 

Such et al. [3] 14 16 53% 

Our Approach 0 30 100% 

  

 

 

compute the concession with 0.5 cutoff value. At the end, our approach resolves the 

conflicts by denying the access if at least one Data-Subject has LOW concession with 

deny policy evaluation. The approach of [3] checks if all concessions are HIGH, then 

it selects the decision of the majority, otherwise, it does similar step of our approach. 

 

As a result, we notice that assessing the relationship of a Data-Subject with the 

other Data-Subjects is of crucial importance in determining user’s concession. This is 

captured in [Req5] which is fulfilled by our approach but not by the approach of [3]. 

Moreover, this might be even more significant than the relationship of the requester 

with the Data-Subject. This was mentioned by some participants when they were 

determining the concession in the experiments. 
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Table 11: Comparison of the decisions of the different approaches with respect to the majority decision of the participants for the 30 cases. 

Case 

# 

Participant 

1 

Participant 

2 

Participant 

3 

Participant 

4 

Participant 

5 

Participants 

Majority 

Uploader Overwrites Majority Voting Veto Voting Such et al. [3] Our Approach 

Decision 

Matching 

Participants 

Majority 

Decision 

Matching 

Participants 

Majority 

Decision 

Matching 

Participants 

Majority 

Decision 

Matching 

Participants 

Majority 

Decision 

Matching 

Participants 

Majority 

1 Deny Deny Deny Deny Deny Deny Permit No Deny Yes Deny Yes Deny Yes Deny Yes 

2 Permit Permit Permit Permit Permit Permit Permit Yes Deny No Deny No Deny No Permit Yes 

3 Permit Permit Permit Deny Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

4 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

5 Deny Deny Deny Deny Deny Deny Permit No Deny Yes Deny Yes Deny Yes Deny Yes 

6 Deny Permit Permit Permit Permit Permit Permit Yes Deny No Deny No Deny No Permit Yes 

7 Permit Permit Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

8 Deny Deny Deny Deny Deny Deny Permit No Deny Yes Deny Yes Deny Yes Deny Yes 

9 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

10 Permit Deny Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

11 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

12 Deny Deny Permit Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

13 Permit Permit Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

14 Permit Permit Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

15 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

16 Deny Deny Deny Deny Deny Deny Permit No Deny Yes Deny Yes Deny Yes Deny Yes 

17 Permit Permit Permit Permit Permit Permit Permit Yes Deny No Deny No Deny No Permit Yes 

18 Deny Permit Permit Deny Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

19 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

20 Deny Deny Deny Deny Deny Deny Permit No Deny Yes Deny Yes Deny Yes Deny Yes 

21 Permit Permit Permit Permit Permit Permit Permit Yes Deny No Deny No Deny No Permit Yes 

22 Permit Permit Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

23 Deny Deny Deny Deny Deny Deny Permit No Deny Yes Deny Yes Deny Yes Deny Yes 

24 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

25 Permit Permit Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

26 Deny Permit Permit Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

27 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 

28 Permit Permit Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

29 Permit Permit Permit Permit Permit Permit Permit Yes Permit Yes Deny No Deny No Permit Yes 

30 Deny Deny Deny Deny Deny Deny Permit No Permit No Deny Yes Deny Yes Deny Yes 
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Table 12: Number of cases with agreements or disagreements. 

Total cases per participant 30 

All participants having similar decision and similar to our 

approach 
24 

All participants having similar decision but different from our 

approach 
0 

All participants not having similar decision but their majority 

is similar to our approach 
6 

All participants not having similar decision and their majority 

is different from our approach 
0 

 

 

5.3 Threats to Validity 

Although our approach showed extremely accurate results, there were some limita-

tions with the experiments. To obtain more evidence supporting the results, having a 

larger number of participants would be desirable. However, there are two reasons for 

the limited number of participants. The first reason, we contacted the authors of [3] to 

use their dataset as our approach and their approach have many similarities. Their 

dataset includes 50 participants and each participant had 10 different scenarios, thus 

they had a total of 500 scenarios. However, they said that they cannot share their da-

taset. Then, we were promised to get the dataset of [13]. Their dataset includes 988 

participants. Unfortunately, the authors decided at late time not to share their dataset. 

Thus, we had to make our own experiment’s setup. The second reason, we had a strict 

time frame to complete the project within which limited us from conducting more 

experiments. 

 

Moreover, our experiment requires quite long time period to complete which is 

around 90 minutes for a participant. Having any person to participate is not suitable as 

the person might get bored and then gives some random answers. Therefore, we were 

selective in our search for participants. We had to ensure two attributes in the partici-

pants. Firstly, they have to be highly interested in the general concept (sharing a photo 

of multiple persons in a social network and each person having different privacy poli-

cy). This was ensured by asking the participants in advance. Secondly, we had to 

ensure that they clearly understand how the system works in terms of relationships 

and policies. The reason for this is that they need to imagine the case occurring in real 

life and play the role of every person in the photo. This was achieved by explaining 

the system in a one-to-one meeting before starting the experiment; and the participant 

had the instruction sheet (Appendix-A) in the meeting and during the experiment. 
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Additionally, we had eight cases in a scenario. The differences between these cases 

were the specifications of the relationships and/or policies. Therefore, a participant 

might not notice one of the changes and build his/her answer on a specification of the 

previous case. A solution for this could be increasing the number of scenarios and 

decreasing the number of cases per scenario, but then more time is needed to read the 

additional photos’ descriptions and imagine the situation. 

 

Finally, the accuracy of the other four approaches (uploader-overwrite, majority-

voting, veto-voting and Such et al. [3]) might have been impacted due to the availabil-

ity of extra information with respect to each approach. For instance, the approach by 

Such et al. [3] depends on the object sensitivity and requester relationships with the 

Data-Subjects only, whereas, our approach considers as well the relationships be-

tween the Data-Subjects. Thus, if the relationships between the Data-Subjects were 

not provided in the experiments, the participants’ decisions would be changed in some 

cases. This would change the accuracy of [3]. However, not providing the relation-

ships between the Data-Subjects in the experiments would results in modeling the real 

life cases in a wrong way. 
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6 CONCLUSION 

Multiparty systems provide virtual online platforms wherein multiple users collab-

oratively share information. The different users manage their data where each user 

could have different privacy policy to apply. We gave an example of a social media 

system that provides a platform wherein multiple users can share objects such as pho-

tos. In this system, Alice uploaded a photo to Bob’s profile. The photo was a picture 

of Charlie, David and Eve. Each one of those five users had a different privacy policy. 

Then, Frankie requested to view this photo. 

 

In this work, we showed how to decide whether to grant the access to Frankie or 

not. To achieve this, first, we presented the desired requirements that shall be fulfilled 

by any approach resolving privacy policy conflicts in multiparty system. These re-

quirements results in an accurate, automated and flexible approach. Then, we ex-

plained our novel approach which starts with detecting the conflicts between the poli-

cies. After that, it models the behavior of the users of how and when they would con-

cede and change their preferences. Subsequently, it resolves the conflicts by combin-

ing the concession behavior and policy decision of each user. 

 

To validate our approach, we conducted a user study to compare the decisions of 

our approach with the provided decisions by the participants of the study. Our ap-

proach gave an accuracy of 95% when compared to the individual decisions provided 

by the participants; and gave an accuracy of 100% when compared to the majority 

decisions provided by the participants. 

 

The extraordinary accuracy of our approach is due to the fulfillment of require-

ments [Req1] to [Req6]. These requirements are reflected by considering the object-

sensitivity, requester-importance and users-importance in computing users’ conces-

sions. Particularly, the users-importance, which considers the relationships between 

the Data-Subjects, is an important factor in determining the a user’s concession. How-

ever, it is not considered by the other approaches. Moreover, the term automated ap-

proach is misused. Some work use it to denote that their approaches compute the 

decision from the users’ policies and without any other users intervention. This might 

seems reasonable. However, in their approaches, the users’ policies are defined after 

an object is posted. This results in two problems. First, the object has to be on hold 

until all the users specify their policies which will prevent the object from immediate 

sharing. Second, the users have to define new policies every time an object is posted. 

Nevertheless, this is not the case in our approach because the users’ polices are de-

fined in advance before posting any object; and the policies are applicable for any 

object. This is ensured in requirements [Req7]. 

 

Assigning the Data-Provider role to a user is identified from who posts the object. 

Similarly, assigning the Data-Host role to a user is identified from who owns the pro-

file where the object is posted on. Whereas, the Data-Subject role can be assigned to a 
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user using face recognition to maintain the automation of the approach. If ID tagging 

is used to identify the Data-Subjects, then this would require intervention by a user. In 

addition, this user might not know all the users appearing in the object or might inten-

tionally not assign some of them. However, assigning the roles is out of the scope of 

this work. 

 

As future work, there are number of directions that could be investigated. One di-

rection could be additionally exploring our approach in two aspects. First, more ex-

periments could be performed to validate the approach. In this work, the number of 

participants and time were limited. Second, our algorithm could be further analyzed to 

find particular relationships and/or policies that will always produce HIGH or LOW 

user’s concession. For instance, if the policy of Data-Subject   for category   is shar-

ing with close-friends and   has no relationship with the other Data-Subjects, then the 

concession of   is always LOW regardless of the requester relationship with  . 

 

Another direction would be researching other factors that could influence the con-

cession of a user. For example, in addition to the requester relationship with Data-

Subject   in determining the concession of  , the relationships of the requester with 

the other Data-Subjects, whom   is in conflict with, could be considered. Another 

factor could be having the users assigning sensitivity values to each category as part 

of the policy specifications. In this case, there will be two values for the object sensi-

tivity, namely the one defined during the policy specifications and the computed one 

(Section 4.1.3.2); and both could be considered. 

 

Moreover, our approach is based on having two values generated from the evalua-

tion of a policy (1 for Permit and 0 for Deny). It might be interesting to research how 

to fit the approach when the evaluations generate more than two outcomes. For in-

stance, some users wants to judge an attribute in a person. What usually happens is 

that each user gives a score out of ten to the attribute and then the final score would be 

the average of all the users’ scores. However, this could be unfair because user   

might know the person and his attribute more than the others which means that   

should have more weight. Thus, the other users might concede and agree with the 

evaluation (score) of   or change their evaluations to be closer to  . 
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APPENDIX-A: Detailed Comparisons between Some Approaches 

We performed comprehensive analysis and comparison between the seven ap-

proaches (Section 3.1 to Section 3.7) focusing on five aspects underlying each work. 

The approaches are by Thomas et al. [10], Matteucci et al. [11], Wishart et al. [8], 

Squicciarini et al. [9], Hu et al. [4], Hu et al. [5] and Such et al. [3]. 

 

The first aspect analyzes the general-concept, model, detection mechanism, resolu-

tion mechanism and terminologies. The general-concept shows if the approach: de-

tects and then resolve the conflicts, is always applied to the request without detection 

or is conflict-free. The model represents if the approach implements the User-to-

Object model (U-O) [Req1], User-to-User model (U-U) [Req2] and User-to-Requester 

model (U-R) [Req3]. 

 

The second aspect analyzes the required actions that need to be performed by the 

system, Data-Provider, Data-Host and Data-Subject; and shows the parameters that 

are computed automatically by the approach. These actions are the actions performed 

during the policy-specifications phase other than specifying the policies. The third 

aspect analyzes the same actions of the second aspect but the focus is during the ob-

ject-posting phase (when an object is posted). Whereas, the fourth aspect analyzes the 

same actions but during the access-request phase (when an access is requested). 

 

The fifth aspect analyzes (i) the users’ weight in obtaining the decision, (ii) if the poli-

cies are specified every time for each object or once for all objects, (iii) in which of 

the three phases the decision is made, (iv) [Req4] to [Req8], (v) if experiments were 

conducted and (vi) if the system provides feedback to the users about whom users will 

be allowed to access or feedback notifications to the users when their policies are not 

enforced. 
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Approach 

by 

General Concept Model 

Detection Mechanism Resolution Mechanism Note about Terminology Detect then 

resolve con-

flicts 

Just apply algo-

rithm without 

detection 

Conflict-

Free 
U-O U-U U-R 

Thomas 

et al. 

[10] 

  X         

--- Apply the policies of all involved users 

(veto-voting). 

The paper does not distinguish be-

tween Data-Provider and Data-Host 

and call him owner. 

Matteucci 

et al. 

[11] 

  X   X     

--- Using the Analytic Hierarchy Process 

(AHP). Based on specificity level of the 

four policy's elements: subject, object, 

action and environment. 

The paper does not distinguish be-

tween Data-Provider, Data-Host and 

Data-Subject but it specifies the role 

of each user with quantified values. 

Wishart 

et al. 

[8] 

    X   X X 

--- Negotiation until reaching a set of con-

flict-free policies. 

The paper does not distinguish be-

tween Data-Provider and Data-Host 

and call him Owner. 

Data-Subject called Co-owner. 

Squicciarini 

et al. 

[9] 

  X       X 

--- Based on Clarke-Tax mechanism The paper does not distinguish be-

tween Data-Provider and Data-Host 

and call him Originator. 

Data-Subject called Co-owner. 

Hu 

et al. 

[4] 

X     X     

Space segmentation ap-

proach 

Combining privacy risk and sharing 

loss 

Data-Provider called Contributor. 

Data-Host called Owner. 

Data-Subject called Stakeholder. 

Hu 

et al. 

[5] 

  X   X     

--- Combining decision voting and sensi-

tivity voting 

Data-Provider called Contributor. 

Data-Host called Owner. 

Data-Subject called Stakeholder. 

Such 

et al. 

[3] 

X         X 

1 for permit by policy. 

0 for deny by policy. 

Find the 0s and 1s to a re-

quest. 

Evaluating willingness w.r.t.: 

1. I Do Not Mind (IDM) 

2. I Understand (IU) 

3. No Concession (NC) 

The paper does not distinguish be-

tween Data-Provider, Data-Host and 

Data-Subject. 
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Approach 

by 

Required actions during POLICY-SPECIFICATIONS (other than specifying the policies) 

Performed by 

System 

Performed by 

Data-Provider 

Performed by 

Data-Host 

Performed by 

Data-Subject 

Parameters Calculated 

Automatically 

Automated 

F / P / N 

Thomas 

et al. 

[10] 

--- --- --- --- --- 

F 

Matteucci 

et al. 

[11] 

Pairwise comparison matrices for: 

1. Criteria with respect to the goal. 

2. Sub-criteria with respect to a criterion. 

Note: Can be done once for all objects. 

--- --- --- Local priorities from the defined 

pairwise comparison matrices. 
N 

Wishart 

et al. 

[8] 

The policies are specified when an object is 

posted. 

--- --- --- --- 

F 

Squicciarini 

et al. 

[9] 

m: credit for uploading an item. 

β: credit for assigning accepted co-owners. 

α: credit for accepted co-owners. 

Note: Can be done once for all objects. 

--- --- --- --- 

F 

Hu 

et al. 

[4] 

Preference weight for privacy risk α. 

Preference weight for sharing loss β. 

Note: Can be done once for all objects. 

--- --- --- --- 

F 

Hu 

et al. 

[5] 

--- --- --- --- --- 

F 

Such 

et al. 

[3] 

The policies are specified when an object is 

posted. 

--- --- --- --- 

F 
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Approach 

by 

Required actions during OBJECT-POSTING 

Performed by 

System 

Performed by 

Data-Provider 

Performed by 

Data-Host 

Performed by 

Data-Subject 

Parameters Calculated 

Automatically 

Automated 

F / P / N 

Thomas 

et al. 

[10] 

--- --- --- --- --- 

F 

Matteucci 

et al. 

[11] 

--- --- --- --- --- 

F 

Wishart 

et al. 

[8] 

--- Resource (Object). 

Set of permitted actions. 

Set of strong conditions (many times). 

Set of weak conditions (many times). 

Then, assign Data-Subjects. 

See "Note about Terminology". Set of strong conditions 

(many times). 

Set of weak conditions 

(many times). 

--- 

N 

Squicciarini 

et al. 

[9] 

Authorized relationship 

distances (in the paper 

called privacy preferences). 

Assign Data-Subjects. 

Value (weight) to each authorized 

relationship distance. 

See "Note about Terminology". Accept or reject ownership. 

Value (weight) to each 

authorized relationship 

distance. 

Rewarded numeraire. 

Charged taxes. 
P 

Hu 

et al. 

[4] 

--- Trust level 

Sensitivity level 

Trust level 

Sensitivity level 

Trust level 

Sensitivity level 

Conflict detection 

Privacy risk 

Sharing loss 
P 

Hu 

et al. 

[5] 

--- Sensitivity level Users weight 

Sensitivity level 

Also, choose 1 of 4 combining 

algorithm: 

1. Threshold-based 

2. Owner-overrides 

3. Full-consensus-permit 

4. Majority-permit 

Sensitivity level Decision voting 

Sensitivity voting 

P 

Such 

et al. 

[3] 

--- The policy is specified at this stage. See "Note about Terminology". See "Note about Terminol-

ogy". 

Conflict detection 

Tie strength between involved users with 

their list 

of authorized persons (from relationship 

type). 

Item sensitivity (from tie). 

Relative importance (from tie & sensitivity). 

Willingness (from sensitivity & importance). 

P 
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Approach 

by 

Required actions during ACCESS-REQUEST 

Performed by 

System 

Performed by 

Data-Provider 

Performed by 

Data-Host 

Performed by 

Data-Subject 

Parameters Calculated 

Automatically 

Automated 

F / P / N 

Thomas 

et al. 

[10] 

--- --- --- --- --- 

F 

Matteucci 

et al. 

[11] 

Pairwise comparison matrixes for the 

alternatives with respect to a sub-

criterion. 

--- --- --- Local priorities from the defined 

pairwise comparison matrices. 

Global priorities. 
N 

Wishart 

et al. 

[8] 

--- --- --- --- --- 

F 

Squicciarini 

et al. 

[9] 

--- --- --- --- --- 

F 

Hu 

et al. 

[4] 

--- --- --- --- --- 

F 

Hu 

et al. 

[5] 

--- --- --- --- --- 

F 

Such 

et al. 

[3] 

--- --- --- --- --- 

F 
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Approach 

by 

Weight of the 

users in obtaining 

the decision 

Policies specified 

every time for each 

object OR once for 

all objects 

Decision Time: 

Policy-

Specification/ 

Object-Posting/ 

Access-Request 

Considering 

Object 

Sensitivity 

Considering 

Users 

Importance 

Considering 

Requester 

Importance 

Fully 

Automated 

Flexibility 

for Users 

Changes 

Experiments 
System feedback to the users 

about their policies 

Thomas 

et al. 

[10] 

Equal Once for all objects Access-Request No No No Yes No Yes Provides the risk for every user 

whom his policy was not en-

forced. The risk is the ability to 

identify attributes about the 

users that meant to be not pub-

lic. 

Matteucci 

et al. 

[11] 

Different weights 

and the weight of 

each user is com-

puted. 

Part is done every 

time for each object; 

and part is done once 

for all objects. 

Access-Request No No No No No Yes No 

Wishart 

et al. 

[8] 

Data-Provider 

(Data-Host) has 

slightly more 

weight. 

Every time for each 

object 

Object-Posting No No No No Yes No Conflict-free, so no feedback. 

Squicciarini 

et al. 

[9] 

Data-Provider 

(Data-Host) has 

more weight. 

Every time for each 

object 

Object-Posting No No No No Yes Yes No 

Hu 

et al. 

[4] 

The weight of each 

user depends on 

the parameters that 

he defines. 

Every time for each 

object 

Object-Posting Yes No No No Yes Yes During setting the values for an 

object, involved users see who 

will be permitted or denied. 

Hu 

et al. 

[5] 

Data-Host has the 

most weight. 

Every time for each 

object 

Object-Posting Yes No No No Yes Yes During setting the values for an 

object, involved users see who 

will be permitted or denied. 

Such 

et al. 

[3] 

Equal Every time for each 

object 

Object-Posting Yes No Yes No Yes Yes No 
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APPENDIX-B: Instruction Sheet for the Experiments 

This is the given “Instruction Sheet” to a participant of an experiment. 

 

Experiment Details 

Consider a social network where users can post photos and share them with others. Moreover, 

each user has a privacy policy which specify who can access (view) the photo. The experiment, 

that you are about to conduct, consists of four Scenarios and each Scenario has eight Cases. So, 

a total of 32 Cases. In every Case you are provided with the followings: 

a) A photo containing some users with a description of the photo. 

b) The relationships between the users in the photo. 

c) The relationships of the requester with every user in the photo. The requester is the per-

son who wants to access (view) the photo. 

d) The access policy defined by each user in the photo. 

Note 1: The faces you see in the experiments are blurred. However, consider the faces are NOT 

blurred in real life and in your answers. 

 

How a relationship is defined? 

A relationship between two persons has four possibilities: 

i. No Relation. 

ii. Friend of Friend. 

iii. Normal Friend. 

iv. Close Friend. 

 

How a policy is defined? 

A policy is defined using one of five levels. 

1. Share publicly (everyone). 

2. Share with friends of friends. 

3. Share with normal friends. 

4. Share with close friends. 

5. Share among ourselves. 
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Note 2: Each level includes the levels below it. For example, “Share with normal friends” means 

sharing with “normal friends”, “close friends” and “ourselves”. 

Note 3: “Friend” can be replaced by “Colleague” or “Family” in the relationship and policy. 

Note 4: An exception can be added to a policy. For example, share with close friends except 

Alice. 

 

What are you required to do? 

When sharing a photo containing number of users, conflicts between the users could occur when 

a particular requester wants to view this photo. Some of the users would like to allow the re-

quester to view the photo (Permit), while others would not like (Deny). In many situations, a user 

could consider the preferences of other users. As a result, this user will be willing to concede and 

change his/her decision. 

You are asked for three requirements: 

1. Individual Policy Decision: This is the decision resulting from applying the policy of 

a user to the given requester. You do this for all the users. The answers are (Permit or 

Deny). 

2. Concession if Deny (HIGH or LOW): Considering only the users with “Deny” indi-

vidual policy decision (first requirement), do you think with your best estimate that this 

user would probably concede and change his/her decision? The answers are (HIGH or 

LOW). You could consider for each user: 

a. The policy of this user. 

b. The relationship of the requester with this user. 

c. The relationships of the other users with this user. 

3. Overall Decision: This is the final decision. It considers all preferences of all users 

(first requirement) and (second requirement) to determine whether to allow the re-

quester to view the photo or not. The answers is (Permit or Deny). 
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APPENDIX-C: Used Cases in the Experiments 

These are the 32 cases given to every participant of an experiment. 

 

 

Case 1:   ( Scenario I – Case I ) 
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Case 2:   ( Scenario I – Case II ) 
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Case 3:   ( Scenario I – Case III ) 
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Case 4:   ( Scenario I – Case IV ) 
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Case 5:   ( Scenario I – Case V ) 
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Case 6:   ( Scenario I – Case VI ) 
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Case 7:   ( Scenario I – Case VII ) 
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Case 8:   ( Scenario I – Case VIII ) 
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Case 9:   ( Scenario II – Case I ) 
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Case 10:   ( Scenario II – Case II ) 
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Case 11:   ( Scenario II – Case III ) 

 

 

 
 

 

  



APPENDIX-C: Used Cases in the Experiments 

75 

 

Case 12:   ( Scenario II – Case IV ) 
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Case 13:   ( Scenario II – Case V ) 
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Case 14:   ( Scenario II – Case VI ) 
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Case 15:   ( Scenario II – Case VII ) 
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Case 16:   ( Scenario II – Case VIII ) 
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Case 17:   ( Scenario III – Case I ) 
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Case 18:   ( Scenario III – Case II ) 
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Case 19:   ( Scenario III – Case III ) 
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Case 20:   ( Scenario III – Case IV ) 
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Case 21:   ( Scenario III – Case V ) 
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Case 22:   ( Scenario III – Case VI ) 
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Case 23:   ( Scenario III – Case VII ) 
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Case 24:   ( Scenario III – Case VIII ) 
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Case 25:   ( Scenario IV – Case I ) 
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Case 26:   ( Scenario IV – Case II ) 
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Case 27:   ( Scenario IV – Case III ) 
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Case 28:   ( Scenario IV – Case IV ) 
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Case 29:   ( Scenario IV – Case V ) 
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Case 30:   ( Scenario IV – Case VI ) 
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Case 31:   ( Scenario IV – Case VII ) 
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Case 32:   ( Scenario IV – Case VIII ) 
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APPENDIX-D: Decisions of the Individual Participants and 

Approaches 

These are the decisions for the unique cases. One participant per case. Thus, a total of 

150 cases (30 cases per participant and 5 participants). 

  

 

Cases 1-30:   ( Participant I ) 

 

 

 
 

  



APPENDIX-D: Decisions of the Participants and Approaches 

97 

 

Cases 31-60:   ( Participant II ) 
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Cases 61-90:   ( Participant III ) 
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Cases 91-120:   ( Participant IV ) 
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Cases 121-150:   ( Participant V ) 

 

 

 
 

 


