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A B S T R A C T

Cyber Threat Intelligence concerns reducing uncertainty in dealing
with threats. Currently, a lot of information can be found about
how to incorporate cyber threat intelligence in a company. All the
different phases of this process are explained, but the overall process
of complete incorporation is left out. Thus, to incorporate it into a
company, it is advised to use the threat intelligence cycle. This is
a cycle consisting of five phases: planning and direction, collection,
processing, analysis and production and dissemination. The whole
process has a continuous flow of evaluation and feedback.

If a stable cyber threat intelligence environment is created within a
company, the process can mature further by sharing it with other
companies with the same businesses. On the overall process of
sharing, even less can be found. Multiple websites and vendors talk
about the problems of sharing, but the process of solving these
problems is incomplete or left out. On the subject of what to exchange
and how to exchange only a few papers are written, that are meant
for specific cases.

To make a company even more secure, their supply chain can be
reviewed. Sharing cyber threat intelligence in the supply chain is not
(yet) part of most company processes. The closest current practice is
sharing between companies with similar businesses. Thus, establish
what the problems are within the supply chain of a certain company
and where the security may not be as strong as it is supposed to be.
To solve these problems, start sharing cyber threat intelligence with
the supply chain.

Currently there exist multiple systems that enable the sharing, but
they are not a perfect fit for the supply chain. A new system can
help with this process. Thus, the overall research question that is
answered is how threat intelligence sharing as part of supply chain
management should be handled in such a way that it will enhance
the security of the whole chain.
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1
I N T R O D U C T I O N

At the end of 2013 there was a big attack on Target (a US retailer). A
huge amount of customer credit and debit cards became susceptible
to fraud. A few months earlier Target installed a 1.6 million dol-
lar cyber security system. The attackers circumvented these security
measures by attacking the supply chain. They infiltrated a third party
supplier to gain access to Target’s main data network [11].

The attack could have been prevented if Target would have had
shared intelligence with their suppliers. A company can be very se-
cure, but if their suppliers are not secure, attackers could exploit this
vulnerability and attack the company via these suppliers. Currently
companies are mainly looking at their own security and threats, while
ignoring the security of their suppliers.

A way to enhance security for both the company and its suppli-
ers is to share cyber threat intelligence. However, the problem is that
the path to do this is unclear.

A lot of information can already be found on the subject of im-
plementing cyber threat intelligence in a company. However, this
information is often too specific to make a start with this implemen-
tation. If a company wants to implement a cyber threat intelligence
system in their company, they often have to choose a buy-in solution.
Overall process guides are missing.

Sharing threat intelligence is a topic that is even harder to find infor-
mation about. The information that can be found is mainly about the
language used in sharing this information, but the overall systems to
use are missing.

When trying to make the supply chain more secure by using cy-
ber threat intelligence even less can be found. The systems that do
exist only are meant for companies with similar businesses.

The following thesis provides an overview to create a healthy sys-
tem from scratch. It lists the steps and things to consider in each of
these steps.

Chapter 2 introduces the concept of cyber threat intelligence. It is
explained how to define cyber threat intelligence and its character-
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2 introduction

istics. Also, the different levels of cyber threat intelligence and its
benefits are discussed.

Chapter 3 involves the discussion of the threat intelligence cycle.
The five phases of the threat intelligence are being linked to the im-
plementation of the cyber threat intelligence.

Sharing cyber threat intelligence between similar companies is the
subject of chaper 4. It explains the main reasons why companies are
afraid to share. It is also discussed how to take away these fears and
the benefits of sharing cyber threat intelligence. Also it is explained
what can be shared and how to do this.

The supply chain consists of different kinds of companies. Thus,
the fifth chapter delves in this subject. It explains the main challenges
of sharing within the supply chain.

In chapter 6 it is discussed which cyber threat intelligence systems
can be used for sharing within the supply chain. Three existing sys-
tems are discussed. In addition to that, it is explained what to keep in
mind when creating a new cyber threat intelligence sharing system.



2
I N T R O D U C T I O N T O C Y B E R T H R E AT
I N T E L L I G E N C E

Cyber Threat Intelligence (CTI) is one of the ‘buzz words’ of the
last few years. The Internet is full of forums, blogs, and videos on
the subject. A large number of these sites use data and intelligence
interchangeably. Most of these entities do not have a clear view
of what CTI is and who uses it. This chapter will provide a clear
description of CTI and its value.

2.1 what is cyber threat intelligence

Data and intelligence are often used intercangable, these terms are
not the same thing. Intelligence is actionable data that can be used to
get a deeper insight in a threat environment of a company, while the
term data is often used to refer to raw data, i.e. data as collected from
a source. Gartner gives a precise definition of Threat Intelligence. [14]

“Threat intelligence is evidence-based knowledge, including
context, mechanisms, indicators, implications and actionable
advice, about an existing or emerging menace or hazard to assets
that can be used to inform decisions regarding the subject’s
response to the menace or hazard”

According to this definition, threat intelligence concerns reducing
uncertainty in dealing with threats. It is information that can be
acted upon to change outcomes. It focuses on operational, tactical
and strategic responses to cyber threats. The process of threat
intelligence is the management of “knowns” and “unknowns”. The
most dangerous ones are the “unknown unknown" threats. These are
the threats that we do not know of. Cyber Threat Intelligence can help
us recognize these threats and understand them. There are also the
“known unknowns” threats, i.e. the threats that we do know of but
do not understand. The overall goal of Cyber Threat Intelligence is to
transform as many threats as possible in “known knowns”. Threats
we know of and we can act upon [8].

2.1.1 Formulate threat intelligence

Although Gartner gives a good definition there is no one size fits all
Cyber Threat Intelligence. Something that works for one company
can mean nothing for another. Companies have to formulate their
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4 introduction to cyber threat intelligence

own CTI definition as the landscape is different for everyone. They
have to realize what is important for them at this moment [3]. When
defining CTI certain things have to be kept in mind:

• Keep the expectations realistic

• Align the expectations with the different teams within an
organization

• Identify where CTI yields the most

2.1.2 Value

For intelligence to be truly valuable for a company it has to be useful
for the defense of the organization. An organization can do more with
intelligence specific to their industry than with general intelligence.
Thus, the general qualities of useful threat intelligence are: relevance,
variety, timeliness and accuracy [23]. Next, we discuss these qualities.

• Relevance

It is not feasible to gather all the possible intelligence that a
company can get. It will take too much time, and most of it is
of no use. In fact, a large amount of information about threats
may not be relevant and it is hard to keep an organization
from drowning in all the alerts. Therefore, an organization
has to determine the relevance of certain data. The best way
to do this is to understand the types of threats targeting an
organization’s assets. When this is determined, the easiest way
to verify the relevance is to measure positive hits or alerts in the
organization’s environment when deployed.

• Variety

When only relying on one medium, technique or capability
for incident detection and prevention, a large amount of
relevant information is missed. Therefore, when collecting
threat intelligence to detect or prevent incidents, it should not
rely on one type either. This can be done by focusing on
different aspects of an intrusion with several different tools.

• Timeliness

Most of the content of a newspaper from last week is not useful
anymore. The same is partly true for threat intelligence. Most
of the intelligence has a short expiration time. There is still
much to learn from it, but this will not help against an attack
if it comes to late. Thus, there should be frequent updates
of relevant new threat activities, changes, or evolutions in the
capability of an infrastructure. Not all intelligence expires with
the same rate. Therefore, it is important to determine what
intelligence expires when.
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• Accuracy

Accuracy refers to the number of true positives and the number
of true negatives as a percentage of the total population. If this
percentage is low, this means there are a lot of false positives
and false negatives in the system. It takes a lot of time to hunt
down an alert and if most alerts are false positives a lot of time is
wasted. Therefore it is important to keep the false positive rate
as low as possible. Accuracy also provides a level of context. If
the false positive rate is low in a system, the right approach is
taken. Thus, the threats make sense in an environment.

2.1.3 Key Characteristics of Threat Intelligence

Cyber threat intelligence consists of multiple individual threat entries
that contain information about a single event. As discussed above
these should be relevant, timely, accurate and have variety. However
the overall program should also satisfy some key characteristics for
it to work. The CTI that is currently practiced by the leading experts
satisfies four key characteristics [10]. These four characteristics are
used to optimize value return and efficiency by confining the scope.

• Adversary based

It is important to know who the adversaries are. This can
be cybercriminals, cyber espionage agents, of hacktivists. If a
company knows who its adversaries are it can optimize its
defenses to defend against their attacks.

• Risk Focused

Besides asking who is targeting an organization, another
question to ask is what they are targeting. CTI should therefore
be based on a assessment of the information assets that needs
to be protected. These assets can be data or documents but can
also be intellectual properties.

• Process Oriented

All successful CTI programs make use of the same basic process.
In some cases this process is described in four steps, Develop
Intelligence Requirements, Collect Information, Analyze and
Disseminate Intelligence and Use Intelligence [10] in other cases
the process takes five steps, Planning and Direction, Collection,
Processing and Exploitation, Analysis and Production, and
Dissemination and Integration [21].

• Right Information With the Right Team

The CTI should be in the right place. The different teams
should get CTI on which they can handle. It will be useless
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if it is not altered for the specific teams. Too little information
(or too much) can case a major problems within a team. A
Security Operations Center analyst needs context to know if the
threat should be send to the Incident Response team. A Chief
Information Security Officer (CISO) on the other hand want to
know the status of the company and is not interested in the
specifics of a threat.

2.2 overview of the different teams and their

responsibilities

Multiple different teams within a organization are involved with CTI.
The teams that work typically with CTI are:

• SOC

An Information Security Operations Center (SOC)
is a department where enterprise information systems are
monitored, assessed, and defended. They are typically based
around a security information and event management (SIEM)
system. This system can be used to collect internal threat
intelligence [25].

• IR

An Incident Response Team (IR) respond to emergency
incidents. If there is a breach they can investigate it and try
to solve it. They can also add context to ongoing investigation
and look for motives of attackers.

• Forensic teams

The forensic team has as goal to find evidence in computers
and digital storage media. They need CTI like the IR team to
add context to their investigation

2.3 different levels of cti

CTI should be viewed on different levels. The three main levels
are tactical, operational and strategic CTI. Different audiences need
a different level of detail and aggregation. [15]. Table 1 links the
different levels to their focus and the involved teams.

Tactical Level: On the tactical level the main focus is on
the identification signatures from for example malware or URL
reputations. This is where the “on the network” action takes place.
This information is gathered from the tools that are used by the SOC.
This is a rather low-level CTI.
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Level Focus Team

Tactical Level Identification of signatures SOC

Operational Level Context and threats of incidents IR, Forensic team

Strategic Level Understanding threats Risk team, management

Table 1: The different levels of CTI

Operational Level: The operational level is about the context and
trends of past incidents. If focuses on the operational environment
and is more adversary-focused. This information is gathered from by
analyzing internal and external sources and distributed intelligence
products that focus on the organization’s operating environment. It
relates incidents with actor campaigns, capabilities, opportunities
and intent.

Strategic Level: The strategic level is about understanding the threats
on a higher level. This is the level in which CTI is processed by the
senior management. The information should be at a high level so
that it can be used to guide proper investment and risk management
decisions. This is where threats, cyber risks, and business risk are all
correlated and analyzed to make decisions.

2.4 the benefits of cti

When Cyber Threat Intelligences is used the right way there are
significant benefits. The benefits will be visible on tactical, operational
and strategical level [10].

The advantages on tactical level include:

• Removing invalid indicators to prevent false positives

• Prioritizing patches, so the most dangerous risks can be
handled first

• Automating the validation of information to SIEMs so events
can be correlated with attacks

• Prioritizing indicators so an analyst can identify alerts that need
to be escalated

The advantage on operational level include:

• Provides context for IR teams to expand their investigation to
determine attackers’ intentions, methods, and targets

• IR and forensic teams can quickly remediate danger and
prevent additional attacks in the future
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The advantages on strategic level include:

• Helping managers to understand the current threat to the
business so they can allocate budget and staff to protect the
most critical assets and business processes

• Helping CISOs communicate with top executives and board
members about risks to the business, the probable actions of
adversaries in the future, and the return on investments in
security



3
T H E T H R E AT I N T E L L I G E N C E C Y C L E

To efficiently work with CTI within a company, there should be a
threat intelligence program. This program should consist of multiple
steps that will guide the company to use CTI as effectively as possible.
The Central Intelligence Agency (CIA) has developed a five-step
process called Intelligence Cycle [2] to guide the process of processing
information and turning it into relevant and actionable intelligence.
This intelligence cycle does not only work for “normal” intelligence
but is also a good fit for CTI. The five steps of the intelligence cycle
are:

• Planning and Direction

• Collection

• Processing

• Analysis and production

• Dissemination

This whole process is supported by evaluation and feedback as seen
in Figure 1.

Figure 1: The Intelligence Cycle

9



10 the threat intelligence cycle

In the remainder of this chapter we discuss how, the current
practices handling of cyber threat intelligence can be combined with
the intelligence cycle. This provides an overview of how to completely
incorporate threat intelligence in a company.

3.1 planning and direction

The first step in the intelligence cycle is to plan what has to
be done. Determine the main risks of the company and establish
how to protect against them with the use of threat intelligence.
Questions to ask in this step can be: were there any changes within
the company that can influence the intelligence gathering? Is there
enough budget for the plans? Do we want to use new methods of
gathering/processing intelligence?

Protecting everything is not feasible and way too expensive. Thus,
the first step in the threat intelligence cycle is to know what to protect
within a company. Therefore the main risks of the company should
be identified.

A risk is defined as

“A probability or threat of damage, injury, liability, loss or any
other negative occurrence that is caused by external or internal
vulnerabilities, and that may be avoided through preemptive
action [26].”

In other words, a risk is a combination of the probability that an event
happens and the impact this event will have. Translating this to a
cyber risk, it is based on assets, threats and vulnerabilities. So a cyber
risk can be defined as the probability an adversary threatens one (or
more) of the assets within a company by exploiting a vulnerability in
one of the systems [9]. To protect a company as efficient as possible
an estimation of the cyber risk has to be made. Determining what
assets should be prioritized, classify which adversaries might target
the enterprise and what vulnerabilities within the environment can
be exploited.[10]

Prioritization of Assets: As mentioned before it is impossible to
just defend everything. No SOC team can monitor every application
and the IR cannot follow up on each lead. Not everything is evenly
important. Review the risks to the business if a certain asset is lost
or compromised. Therefore there should be a prioritization of assets
to protect. What are the costs of the loss of this asset? Assets to
consider are for example financial data, personal data, intellectual
property, confidential customer information, and credentials or IT
system information.
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Classification of Adversaries: Each group of adversaries will have
a different method of threatening companies. Therefore a company
should know what types of adversaries will target their enterprise, so
they can monitor their techniques and defend against them. Table 2

shows to main categories of adversaries, their motivation, target and
attack types. The main goal of cyber criminals is to make a profit.
So long as the profit they gain by attacking a target is higher than
the cost they made, they will keep attacking. Competitors and cyber
espionage agents are not aiming for fast profit, but are trying to get
a commercial, political or military advantage. Their attacks can be
more costly to obtain an advantage in the future. Hacktivists are not
driven by profit, but by political beliefs and ideologies. Most of the
time, this is a small group with small capacities.

Cyber criminals Competitors and Cyber Hacktivists

Espionage Agents

Motivation
◦ Obtain financial returns ◦ Obtain commercial, ◦ Express political beliefs

political, or military and ideologies

advantages ◦ Discredit or damage

opponents

Assets target

◦ Credit card and ◦ Intellectual property ◦ Operational Systems

financial account data

◦ Personal Information ◦ Business information ◦ Credentials

◦ Credentials ◦ Credentials

Attack types

◦ Malware ◦ Malware ◦ Malware

◦ Phishing ◦ Phishing ◦ Phishing

◦ Botnets ◦ Botnets ◦ Social Engineering

◦ Credential escalation ◦ Credential escalation ◦ DDoS

Table 2: Types of adversaries, their targets, and their attack types[10]

Vulnerabilities within the environment: Most companies make
use of different systems. All these systems will have different
vulnerabilities. Therefore it is necessary to identify what systems are
used and when they were last updated. A system that has not been
updated will have more (known) vulnerabilities than a system that is
kept up to date.

If in a later stage of the cycle a (new) vulnerability of a system
is discovered, it should be easy to determine if this vulnerability
is applicable to (one of) the systems the company is using; if the
adversaries that target the company potentially can exploit this
system and what assets would be lost if the vulnerability is exploited.
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3.2 collection

Data can come from multiple sources. Which be either internal
or external. Internal sources are the sources that come from the
organizations own systems. This can, for example, be the network
or logs. The external sources will reveal raw data that was collected
within other environments. This can be collected with the same tools,
but this is not necessary. These external sources have to communicate
their intelligence through a common language. In a perfect world, this
will be a language that everyone understands and that takes no time
to implement within a common system. However most of the time
this is not the case. This information can also come through email
or via meetings. Figure 2 shows this exchange. Below the dotted
line, an organization’s own system is shown. They process internal
intelligence in multiple ways. Other companies are using the same
or similar techniques to gather their internal intelligence. Thought
a common language the other companies can offer to share their
intelligence.

The types of data that are gathered from these sources is mostly
raw data. Some external sources will give more insight into the
intelligence they share, but this may not be specific for the company
and still has to be processed within the rest of the cycle.

Figure 2: Cyber Threat Intelligence sources
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3.2.1 Internal Threat Intelligence

The own network of a company shows which intelligence is truly
important for that company. When it is clear what the main assets
are and what adversaries target the company, this can be verified
within the system. Are the methods adversaries use the ones that
are seen in the detection tools, and do they target the critical
systems? Recognizing and stopping threats can be done from the log
files, alerts and incident reports. A Security information and event
management (SIEM) is a good raw data source. It has event logs,
DNS logs, firewall logs, etc that can reveal a lot about the systems.
Maintaining historic events can also be of great value. This reveals
what if the assessments of the risks of the company are done right
[23].

The internal data sources will provide data with contexed based on
systems and the company. It is not intelligence yet, but it is specific
for the companies environment.

3.2.2 External Threat Intelligence

External threat intelligence is the other category from which a great
deal of threat intelligence can be gathered. There are multiple sources,
such as data feeds, communities, blogs or block lists. Some of these
sources might be managed by other company and therefore might
require a payment. The sources can also be structured data reports
(such as STIX) or unstructured reports (such as PDF or word files) of
emails from sharing groups. Companies cannot handle all CTI that is
out on the Internet. Therefore most sources are refined with context
for a particular industry or government. [23]

This sources mainly contian indicators, tactics and tools procedures.
This is not raw data, but it is also not intelligence. Often it is
correlated to events and shared in a standard format. This data
should be linked to the companies environment.

Working with data/Intelligence Feeds: There are several different
kind of data/intelligence feeds on the market. Some of them are just
single-source RSS feeds while others are in-depth analytical services
that can tell how your specific environment might be affected. While
it is advised to use multiple feeds, a company should also be selective
in the feeds they choose. No company has an infinite money source
to select and buy the feeds and no company has enough time to
effectively use all open source feeds. Of course, the feed should
match the CTI environment of the company. This can be measured
by comparing the information about the feed with the internal threat
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intelligence. When a selection of suitable feeds is made, there are
still a few questions left to determine if the feed is good. Therefore
a company should ask five important questions when selecting an
intelligence feed [24].

• Variety: How many sources does the threat intelligence service
pull from?

• Timeliness: How frequently is the threat intelligence updated?

• Relevance/ Accuracy: How are the threats evaluated?

• How is the data formatted?

• Relevance: Can the threat data be correlated with information
that the enterprise already has about its security posture?

The process of the selection of feeds is not over when the feed is
implemented. There should be a regular check if the feed is (still)
working for the company. Is the feed worth the money and time the
company spending on it? A good way of measuring this is by looking
at the results the feed gives when deployed in the system. Is the feed
giving a lot of false positives, or is it not triggered at all in the system?

Free information from the government: There are many government
organizations that can provide CTI. They focus on multiple aspects
of cybercrime:

• Operational and investigative support

• Cyber intelligence and analysis

• Digital forensics

• Innovation and research

• Capacity building

• National Cyber Reviews

3.3 processing

The processing step is about transforming the data into information.
Removing the noise and making it ready for analysis. The evaluation
of the reliability of the data also happens in this step through filtering.

The planning and direction step (section 3.1), establish what risks the
companies faces. If there are currently a group adversaries active that
do not target the company, this data may not have to be considered.
The same counts for systems. If there is a big vulnerability within a
certain Apple operating system, but the company only uses windows
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and Linux, this data can be disposed of, through attaching risk
scores. This can be done by automated technical analysis and the
use of statistical analysis or by human judgment. Sometimes a
combination of automation and human judgment is used. Systems
can automatically add tags of context to incidents. If a certain
(dangerous) tag is triggered, a human can look if this information
needs immediate action [10].

The internal threat intelligence needs different processing than
external CTI. The internal data needs context. The external data
already has some context and has to be linked to the environment
of the company.

To develop good threat intelligence it has to be kept in mind
for whom the developed CTI is. Not all teams will need the
same information so some filtering is needed. The three main user
categories are tactical users, operational users, and strategic users.
The tactical users will need signatures from malware and URL
reputations. The operational users need more detailed context around
alerts and events. They need in-depth intelligence. The strategic users
need to understand threats on a higher level. They need to see
trends to make better decisions about budgets, improvements, and
staff levels. When transforming the data into information these user
groups have to be considered to filter out as much unwanted data as
possible.

3.4 analysis and production

The analysis and production steps take care of transforming the
information into intelligence. To perform the analysis, fit the
information together while concentrating on answering the original
task. When combining the internal sources with the external sources
and comparing them with the risk assessments, trends and patterns
can be revealed. The information is validated and prioritized,
connected to adversaries and customized for the company.

This analysis should reveal the risks that were assessed in the earlier
steps of the intelligence cycle. The intelligence produced in this step
should match the defender’s pattern that was established earlier.

3.5 dissemination

In the final step, the analysis should be sent to the different teams.
The intelligence is already fitted for the specific teams, but not all
teams want to receive intelligence as often. So there should be an
assessment of the rate of intelligence so that it can be used effectively



16 the threat intelligence cycle

by each group.

On the way of getting the information to different teams is through
automated feeds and APIs. This is a fast and efficient way to share
information between different platforms of databases.

Another way is to use tailored structured reports. The length, level
of detail and focus of the report should vary depending on the team
it is meant for.

The intelligence should also be gathered on a central place because
it can be needed later. Therefore there should be a searchable
knowledge base to store historical threat data. This can also help
reveal trends [10].

3.6 evaluation and feedback

All the steps within the Intelligence cycle require Evaluation and
Feedback. In every step, it should be checked if the right path is still
followed. The goal should not change between different steps. If the
goals do change, it should be established why the goal changed and
if this was a misstep in the process.

After each cycle, the company should evaluate how far they are
within the CTI process. To do so ThreatConnect and EclecticIq have
both developed a maturity model to measure the matureness of a
company within the CTI field. In the remainder of the section, we
will discuss those models.

3.6.1 Threat Intelligence Maturity Model

ThreatConnect has developed the "Threat Intelligence Maturity
Model" (TIMM) [22]. It provides a systematic guide to help
organizations determine where they are with implementing a threat
intelligence program on five different levels and how they can expand
it in the future.

Level 1: Unclear where to start

At this level the company knows that there is need for a Threat
Intelligence program and understands (partly) the importance of
such a program, but has not started implementing. Most of the data
that is collected by SIEM tools, is raw and unformatted, and has no
context around it.
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Level 2: Warming Up to Threat Intelligence

The company has some type of automation integrated in their
defensive controls. Their internal data is compared with external
threat data feeds within their SIEM. The alerts and blockings are
not clear yet. The analysts still get overwhelmed with false positives
and sensor fatigue at this point. The process is merely a ‘stop the
bleeding’ process. To evolve to the next level it is important to
know “Why do I keep bleeding and how do I fortify my security
infrastructure/posture to prevent it”. At this level there is a network
admin or a solo analyst is assigned to the treat intelligence program.

Level 3: Expanding Threat Intelligence Capabilities

The company starts to pro-actively collecting actionable threat
intelligence. This intelligence contains the who, why and how of a
given threat. In addition to collecting the internal intelligence, the
intelligence is also collected from external sources like communities
and email lists. On this level we do not speak of only data, the data
has evolved to knowledge and therefore to intelligence. Moreover, s
sketch of the threat landscape is created.
At this level the organization must have both a team-based approach
and a SOC.
The danger of this level is that the SOC team runs out of capacity.
Therefore it is essential that analytical TI program resources are
deployed, so the SOC team can sort the treats on useful, relevant,
and timely. To help there are several TIP platforms available that
can automatically analyze the content of threat indicators and the
relationships between them.

Level 4: Threat Intelligence Program in Place

On the fourth level the program changes from a structured team
approach to strategic analysis. The company also starts collaborating
with partners, vendors, and their supply chain. They also start to
analyze their internal Threat Intelligence and compare it with the
data feed. On this level the efficacy of their processes is measure and
process and security infrastructure health to leadership is reported.
It is now possible to actively track persistent threat actors to
strategically act upon their actions. By joining organizations like
Information Sharing and Analysis Centers (ISACs) and Information
Sharing and Analysis Organization (ISAOs) tactical business
decisions are more easily made. A great efficiencies and increased
capacity of existing intelligence teams is noticed. A threat intelligence
platform is a key requisite for this level. Especially for automation so
the security analysts can focus on the overall picture.
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The team includes the SOC and an incident responds team. A security
director cannot be missed in the company. An intelligence analysis is
preferred but not always persistent. More sophisticated requirements
are typically outsourced.

Level 5: Well-Defined Threat Intelligence Program

At the final level organizations have implemented a stable tools that
supports CTI with defined formalized processes and work flows that
produce actionable intelligence and ensure an appropriate response.
They also actively contribute on the threat intelligence community.
This level cannot be reached without an appropriate TIP. At this level
the organization makes C-level business decisions on operational and
strategical level.

3.6.2 EclecticIQ Threat Intelligence Maturity Model

EclecticIQ has developed their own maturity model [8] that defines
different maturity levels on multiple categories. EcleticIQ advises to
not mature too fast. First, establish where the company is today, and
where they want to be in the next 12 to 18 months. The advice is to
raise maturity each year by not more that two levels in each category.

Stakeholder Management

Level 1: There is no awareness of what threat intelligence is and what
business capability is responsible for it.
Level 2: Threat intelligence sometimes makes it to stakeholders,
rarely considers and acted upon.
Level 3: Threat intelligence regularly sent to stakeholders and
consistently considered and acted upon.
Level 4: Threat intelligence consumed as a standard input and
regularly used in decision making around cyber related issues.
Level 5: Threat intelligence consumed as a standard input, with
advice actively sought on major decisions.

Requirements Management

Level 1: No requirements, or requirements not based on stakeholder
input.
Level 2: General understanding of stakeholder needs through
informal or irregular touch-points.
Level 3: Regular and established touch points to understand
stakeholder needs.
Level 4: Regular and established touch points to understand
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stakeholder needs, with ad-hoc feedback on received intelligence.
Level 5: Regular and established touch points to understand
stakeholder needs, with regular, ongoing feedback on received
intelligence.

Awareness

Level 1: No awareness of threats.
Level 2: Some awareness of commonly (and publicly) discussed
threats.
Level 3: Some awareness of threats, including trends in threat actor
capabilities and motivations.
Level 4: Deeper insight into trends of common threats, and good
understanding of actor capabilities, motivations and persistence.
Level 5: Awareness of most relevant threats, including uncommon
and targeted threats, including actor capabilities, motivations and
persistence .

Source Management/Collection

Level 1: None or ad-hoc
Level 2: Irregular decision making on source acquisitions and mostly
open-or sources of unknown reputation.
Level 3: Regular decision making on source acquisition and re-
alignment. Wider range of mostly reputable sources.
Level 4: Established procures to acquire, evaluate and re-alignment
sources. Many reputable, well-known sources with regular collections
of unique analysis capabilities.
Level 5: Established procures to acquire, evaluate and re-alignment
sources. Large set of reputable sources, including well-known and
nice sources, offering consistent supply of unique collection of
analysis capabilities.

Analysis and production

Level 1: No analysis, intelligence from sources is dissemination or
integrated directly.
Level 2: Intelligence received is enriched and qualified using
automatic or manual methods.
Level 3: Technical indicators and observable components are
nurtured with quality control.
Level 4: Established threshold criteria dictates when intelligence
warrens ad-hoc, case-based and collaborative research in order to
improve understanding of specific threats.
Level 5: Threats are pro-actively and strategically managed from
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a central register. Continuous research is pro-actively performed to
understand known threats.

Dissemination

Level 1: Intelligence is disseminated directly from sources.
Level 2: Disseminated intelligence has ample context and confidence
statements to understand relevance to receiving stakeholder.
Level 3: Disseminated intelligence is targeted for the specific
stakeholder
Level 4: Intelligence is created collaboratively with stakeholders in
order to validate and test key hypotheses; Conclusions of intelligence
are sent directly to the relevant stakeholders
Level 5: Stakeholders hare full control over the timing, delivery
method and subject matter of intelligence reports, and receive
targeted intelligence on relevant topics when necessary.

Integration

Level 1: Intelligence from sources is not integrated into security
controls and work flow systems.
Level 2: Intelligence indicators and irregularly integrated into
security controls and work flow controls.
Level 3: Intelligence indicators are regularly integrated into security
controls and work flow controls.
Level 4: Intelligence indicators are integrated into security controls
and work flow controls with information about context, priority and
specific course of action.
Level 5: Intelligence indicators are integrated into security controls
and work flow controls with information about context, priority,
specific course of action, as well as clear and easy to understand drill-
down intro analytics and intelligence of surrounding context.

Sharing

Level 1: No sharing.
Level 2: Sharing with individuals at similar organizations.
Level 3: Sharing thought semi-regular meetings with individuals and
semi-sensitive groups.
Level 4: Ad-hoc sharing via institutional relationships or within
sensitive, trusted groups.
Level 5: Regular sharing via institutional relationships or within
sensitive, trusted groups.
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3.6.3 Comparison of different models

TIMM is a good model when a company has started on implementing
threat intelligence within their company in a nonstructured way. The
company can compare on what level it and if it misses certain aspects
of that level. From there it can try working to get all aspects to the
same level and pick up the intelligence cycle to mature to the next
level.

The EclecticIQ model is suitable when certain aspects of the
intelligence cycle are not as mature as others. The company can
establish where it is in each category and determine if it wants to
get everything on the same level (and use the TIMM model) or to
mature faster in one category.

TIMM and EclecticIQ model have several commonalities but are
also different in certain categories. The different levels within the
categories of the EclecticIQ model can be linked to the TIMM. In
particular the stakeholder management, requirement management,
source management/collection, analysis and production and
Integration have common levels. However, TIMM only takes about
sharing on level 4 while the eclectiqIQ model starts the sharing
process on level 1.

One of the main differences is the stakeholder management. TIMM
involves stakeholders at level 4, but EclecticIQ involves them on on
a regular basis on level 3. The TIMM waits until the intelligence
is mature enough to share it with the involved stakeholders while
EclecticIQ tries to involve them from the start.

Another significant difference is the use of the internal sources. While
the EclecticIQ model mostly considers external sources, TIMM also
looks at the own systems of a company and takes this information
into account in the analyzing phase.

The largest difference is the sharing. EclecticIQ views sharing as
something that has to be considered at the second level, while TIMM
only starts the sharing process on level 4. A company has to consider
for itself if they think they have to start sharing from the start or to
wait till the intelligence is mature enough. Starting early can make
the whole process blend in easier with the whole process, but it can
have certain risks. It can also cost a lot of money when done wrong.
Sharing is explained extensively within the next chapter.

When a company wants to start with CTI, it is advised to use TIMM.
TIMM makes sure that all aspects of CTI are made more mature at
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the same speed. If a company already has some CTI the EclecticIQ
model is a better choice. They can measure where there are in each
category and determine where they want to be.
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S H A R I N G C Y B E R T H R E AT I N T E L L I G E N C E

After a company has their internal CTI in other they can start sharing.
Threat intelligence sharing can be of great value for a company.
It increases the speed of information sharing in order to help
each other to act more quickly and defend better against emerging
threats. However, there is a down side in sharing information. Most
companies feel like they are telling the world that they were the target
of an attack and that they had a breach. Moreover, they believe this
will harm their reputation. It also is very time intensive to share CTI,
so this time is wasted if this intelligence is useless for the people you
share with.

In the remainder of this chapter fears of sharing and the benefits will
be explained. Currently the Internet is filled with reasons why not to
share, the the concept of why sharing can be beneficial is left out.

4.1 why (not) to exchange

Companies are often afraid of sharing anything bad with the outside
world because it can result in negative press attention or as telling
that the company is not secure. It is (incorrectly) seen as a weakness.
If this information gets into the wrong hands they are afraid they
can be attacked, or they will be criticized by the media. However,
adversaries usually share their information all the time providing
them an enormous advantage. Five reasons for companies to not
share CTI are [16].

• Companies do not trust others with their data because of their
company secrets.

• Companies do not know how to share and do not know what
to do with the information that is received.

• It is too complex to share. There are too many platforms to use
and too much data to pour, though.

• Companies do not know how much budget is needed.

• There are too much other security related, tactical problems that
must be addressed.

These fears are not justified if the sharing is done right. Multiple
parties can have a huge benefit from it. By sharing CTI companies
can expand their visibility and insight into the potential and active
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threats though the borders of their own company. Attacks can be
discovered earlier, the response time will be shorter and the damage
done will be reduced.

If there is trust between the multiple parties, companies do not have
to fear that other companies will use the received data for malicious
goals. The fear of not knowing what to do with shared information
can be solved by making a stable plan. This will also help the fact
that there are many different platforms available and how to allocate
budget. There will always be other security related problems that
have to be solved, but when the need for sharing is understanding,
this becomes one of these problems.

By combining their strength, complex problems like malware or
ransomware can be better analyzed and investigated to again reduce
the impact it can have on companies.

The sharing of CTI can also help by providing a solution for a certain
problem. If some other company has experienced the threat before
and knows how to fight it, you do not have to reinvent the wheel.

4.2 what to exchange

Just sharing everything with everyone does not work. It will drown
partners in information. To prevent this from happening first establish
what types for data are useful to share with partners. Do they benefit
from detailed reports about incidents, or do they want to compare
SIEM output? You should make a plan of what to give and what to
receive.

Another danger of sharing is sharing personal information. The
partner that receives information has to be trusted that if they receive
personal data, that they do not use it. However it is also important
to check data to be shared whether they includes personal data. Next
to the ethical problems with sharing personal data, there are also
regulations for this. In addition, people whose information is shared
should be made aware of this and should consent.

4.3 how to exchange

When a company has a stable CTI program, it can start thinking
of sharing with other companies. This program does not have to
be mature, but there has to be a well-thought plan. When there is
no solid base of CTI within a company, sharing it does not make
sense and can be dangerous. If the information is not useful or too
unstructured for other companies to work with, it will only cost
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money and irritate other companies.

As with the implementation of the CTI program, the sharing should
also be in a structured way. The sharing process should start by
making a plan. You should ask yourself the following questions. With
whom do I want to share? Are there companies that have a threat
environment that matches my own environment? If such a company
is found, this company has to be incentivized. Maybe it is not sharing
yet and does it still fears sharing. You should take this fear away so a
good partnership can be started.

When multiple parties are convinced that sharing provides mutual
benefits, there has to be talked about how to share. Does having
periodical meeting make sense for the companies or do they benefit
more from an automatic sharing network.

After that, a method must be selected and a small community (private
ISAC section 4.3.4) can be created [16]. This step is necessary to
involve more companies and grow the sharing process.

There is also another path that can be taken. If there is already a
community that actively exchanges threat intelligence that has the
same business, there is no need to start over. Joining this community
is a good step. All the steps below still have to been taken, but they
can be easier.

4.3.1 Identify key stakeholders to share with

If CTI is stable within the company, the company can decide with
whom they want to share. Identify stakeholders that have matching
businesses and risks. The difference between the CTI in a company
and in the stakeholders’ company and the gap between maturity
levels should be as small as possible. This way the first steps of
sharing will go as smooth as possible.

Start by looking close by for stakeholders. After that, you should
select partners, customers, and vendors with the same business that
have a lot in common digitally with your organization. This can
include executives and board of directors, technical teams, fraud
teams, risk management, legal counsel and compliance officers,
vendors in the supply chain, and the industry ISAC.

It is not necessary to involve all relevant stakeholders from the start.
If the group of stakeholders is too large, it is a good idea to not start
off with everyone, to keep the process less complicated.
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4.3.2 Incentivize stakeholders

If the stakeholders are identified, they should be incentivized for
active sharing. If they still fear sharing, the process will be impossible.
You should start by taking their fear away. This can be done by
building trust. If this step is not done right, the information is
typically going to be more general and less personalized to the
organization - outside of being from within the same industry. On
the other hand, this stakeholder should be worth the trust of the main
company to handle the intelligence with care, and not spreading it to
sources that are not allowed to receive this information.

If the group of stakeholders is small, the process of incentivizing
is easier. There is more personal contact and people will be more
actively instead of seeing how to process works out for the other
participants. If the group is larger, or less personal contact is possible
a set of rules or a code of conduct can be made to build trust.

4.3.3 Select a method

It is not advised set up a data stream to your stakeholders, but
decide what is useful for them to receive. Just sending everything
is not feasible for anyone. For this,a discussion with the stakeholders
what intelligence they want to receive and if you can provide this
intelligence can help. Also, agree on rules so that the intelligence that
is received is the intelligence that is expected. Of all the data that
is collected, reviewed and analyzed, what is relevant and does that
relevancy change based on the receiver?

When there is mutual (partial) trust between parties, it is time to
select a method of sharing. This can start off quite easy by having a
periodical meeting to exchange strategical CTI. This is also a nice way
to strengthen the relationship between parties. Humans are inclined
to trust each other sooner if they meet face-to-face. However, this is
not the only starting point. There are several different options, that
can be chosen. For each company or business, another starting point
will be useful. Thus, can there can be a master-slave sharing scheme,
only sharing with one other company instead of a group or using
standards for sharing. These methods are not mutually exclusive
and can be used in combination with each other. There are currently
multiple different standards with different functions.

CybOX

There are a number of standards for sharing. Cyber Observable
eXpression (CybOX) is a way of describing cyber observables. This
is not a stand-alone language but is used with multiple other
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languages. The documentation of CyBOX gives a clear description
of the standards and its partners [1].

Before CybOX each activity area, each use case, and often each
supporting tool vendor would use its own unique approach for
specifying, capturing, characterizing, and communicating cyber
observables. This inhibited consistency, efficiency, interoperability,
and overall situational awareness. CybOX solves these problems.

STIX

Structured Threat Information eXpression(STIX) [17] is a structured
language for describing cyber threat information so it can be shared,
stored, and analyzed in a consistent manner. STIX uses the CybOX
Language to describe cyber observables. The CybOX schema is
natively imported and used within STIX to characterize system and
network events and behaviors observed within the operational cyber
domain or observable patterns for use within cyber indicators.

MAEC

Malware Attribute Enumeration and Characterization (MAEC) [12]
is a standardized language for encoding and communicating high-
fidelity information about malware based upon attributes such as
behaviors, artifacts, and attack patterns. MAEC uses the CybOX
Language to describe cyber observables. The CybOX schema is
imported and used within MAEC to characterize malware-related
system and network events and behaviors observed within the
operational cyber domain.

CAPEC

Common Attack Pattern Enumeration and Classification (CAPEC)
[4] is a publicly available, community-developed list of common
attack patterns along with a comprehensive schema and classification
taxonomy. The CybOX schema is imported and used within CAPEC
to characterize system and network events and behaviors observed
within the operational cyber domain.

TAXII

Trusted Automated eXchange of Indicator Information (TAXII) [20]
is the main transport mechanism for cyber threat information
represented in STIX. Through the use of TAXII services, organizations
can share cyber threat information in a secure and automated
manner. TAXII uses STIX to represent cyber threat information in
a standardized and structured manner, and STIX uses CybOX to
represent cyber observables.
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4.3.4 Create a private ISAC

The last step of how to share threat intelligence is to create a private
ISAC with the companies that were selected. This stage consists
of getting the companies organized and defining what evaluated
intelligence the group wants to collect. After these two steps this data
should be stored, analyzed and shared with each other. The fourth
step consists of making it official. If an official private red ISAC is in
place, other companies with the same business can join, and the last
step can be set into motion, growing the network [16].

Get Organized. As a start, you should analyze the threat
environment of all the different companies that are going to be
included within the ISAC. Do not only do this at the beginning of
the process but keep a profile of the companies and keep it up do
date. What risks do all the companies have in common and where
do the treat landscapes touch? What information is useful for the
members of the ISAC and what is not.

Define What Evaluated Intelligence You Want to Collect. All the
methods of the different companies should be generally similar. But
within the methods, there is still several choices of what to send and
receive. What parameters are going to be sent? Determine a common
baseline to use.

Store, Analyze and Share. When sharing with a group, a large
amount of data becomes available. A plan of where to store the data
has to be made. This can for example be a stored database.

Make it Official. When the private ISAC is in place, rules has to be
set for (new) participants. This way the baseline is clear and it can be
made official that the ISAC is done. Other companies can now look
the ISAC up and join if they like.

Grow the Network The last step is to keep looking at the own
network and at the things that are expendable. Are their new
companies that could have extra information, or that would benefit
from the ISAC.

4.4 discussion

The sharing of CTI can have many advantages. However, companies
are still afraid of sharing. To share despise these fears the process of
sharing should be well guided. If the advantages of the sharing are
highlighted, the purpose of the data is clear and the sharing parties
trust each other it becomes clear that there is no need to be afraid.
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In the guiding process, clear agreements about what to share should
be made. Everyone should be able to handle the input and output.
This step can also help with taking away the fear. If other parties are
not completely trustworthy, the choice of anonymous sharing can be
made.
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C Y B E R T H R E AT I N T E L L I G E N C E I N T H E S U P P LY
C H A I N

When companies know how to share with companies with the same
business they can start with reviewing their supply chain. Most
companies work with a supply chain that is connected to their own
systems. If this partner does not have a good security system, this
is an easy way to attack. Even if there is no connection between the
systems of a company and their supply chain, a threat on this supply
chain partner can cause a problem. Their production process can be
delayed or even stopped. Therefore making the supply chain more
secure is important for the whole security system. This can be done by
actively sharing CTI within the supply chain. Unfortunately, because
of the different businesses, this is easier said than done.

In the remainder of this chapter it will be explained what the supply
chain is and what their challenges are. The supply chain has a clear
definition, but their challenges in the sharing process are not mapped
yet.

5.1 what is the supply chain

A supply chain is a chain of companies that are involved in the
production/research process. A formal definition is given by the
Council of Supply Chain Management Professionals:

“Supply Chain: 1) starting with unprocessed raw materials and
ending with the final customer using the finished goods, the
supply chain links many companies together. 2) the material and
informational interchanges in the logistical process stretching
from acquisition of raw materials to delivery of finished products
to the end user. All vendors, service providers and customers are
links in the supply chain. [19].”

A supply chain contains a lot of different companies. If all companies
were the same, they would not need each other.

5.2 security of the supply chain

The main goal of connecting the supply chain is to make the whole
process more secure. A company can have high tech defense systems
to make it almost impossible for adversaries to get into the systems,
but if they are connected to one of the supply chain partners with less
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(or no) security, the adversaries can access the systems via this partner.
On the other hand, if one of the partners is a target of an attack,
the partnership can slow down. If the partner is busy defending its
systems, it cannot do the work it was meant to do.

5.3 challenges in integrating cti in the supply chain

The partners in a supply chain typically all have a different type of
business. If all partners were the same, the chain would not be of any
use. Supply chain companies can be multinationals, but can also be
small family businesses. To let a sharing system work between these
partners, the differences should be addressed and the system should
be usable for most of the partners.

It is probably not feasible to involve all supply chain partners. The
differences should be mapped and a choice of what partners have to
be (want to be) involved has to be made.

5.3.1 Differences

Maturity: Not all members of a supply chain will have the same
maturity. Some of them are at level 1 while others are on level 4. To
make the sharing work, some chooses have to be made. The option
that is chosen is dependent on a particular supply chain and depends
on the requirement of the initiating company. Option to overcome the
different maturities are:

• Not involving nonmature companies

• Not letting companies of different maturity levels share

• Guiding to companies to share on the same level

• Translating the threats to different maturity levels

Systems: Most companies use multiple systems in their environment.
So within a supply chain, several different systems are used. All these
different systems should be mapped so the threats that are system
depended are not shared with everyone.

Adversaries: Not all companies will have the same adversaries, while
most of the companies are attacked by foreign hackers, others can
be the target of hacktivists. The techniques of these groups are all
different, so the threats will be different too.

5.3.2 Budget

Asking all supply chain partners that are involved in the sharing
process to pay is not feasible. They were not the ones that wanted to
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start sharing and probably drop out of the project if they have to pay.
They probably have more companies that want to share with them. If
they had to pay everyone, they would choose the companies that will
share the most profitable intelligence, if they choose any. Thus, all the
budget should come from the company that initiated the sharing and
that wanted to make their supply chain more secure. The can provide
CTI staff.

This has to be kept in mind when sharing with the supply chain.
The benefits should outweigh the cost. An estimation of the costs and
the benefits should be made before starting such a project.

5.4 efficiency

Within similar sharing groups, like the FS-ISAC (see section 6.1.1
for details), the efficiency can be rather low. Only a small piece of
incidents that are shared is worth investigating and an ever smaller
part is worth sharing. Therefor there may not be many incidents
that are shared between the companies. Nonetheless, of the incidents
that are shared, only a small part is really valuable. This can be
less than 1% most of the time. Most of the received intelligence was
already present from internal CTI sources and another large part was
a targeted attack on a specific company.

The members of the FS-ISAC are mostly big financial companies
that deal with many incidents. They have advanced systems and
multiple sources they pull from. Thus, the efficiency between the
larger companies within the supply chain have probably even less
common incidents that are worth sharing. Between the larger and the
small companies, this overlap will be larger.

It is advised to always review the similarities in the threat landscape
and the past incident of the different companies. This will be valuable
for establishing if it is useful to allocate budget for the sharing and
for connecting similar companies within the supply chain.

5.5 involvement

If there is a dangerous threat, people want to be involved, however,
when everything is calmed down they lose interest. This interest
comes back when a new threat is present, and when it is a little too
late. To prevent this, a continuous sharing stream should be present.
The sharing of threats and information should be a standard step in
the company process.

To enable this, the initiating organization should give the right
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example. They should keep sharing with everyone, and keep track
of the sharing status of others.

5.6 trust

The whole sharing process does not work if companies do not trust
each other. Building and maintaining trust is already hard in a
physical workplace, but it is even tougher in a virtual environment
[6]. Companies are reluctant to share with competitors and even with
partners. Sharing of CTI has been hampered by a lack of trust.

The main issues when it comes to trusting other companies are the
feeling of one central authority watching every step, the concern of
giving private data or personally identifiable information (PII) and
not trusting if the information that is received is correct. To develop
such a trusted system, it is advised to start with folks that are well
known by the company.

5.6.1 Big brother is watching you

When a company initiates a sharing platform with its supply chain,
it should not need to be to control the security of the supply chain
partners. If this company only wants to use such a platform to make
sure the supply chain partners are as secure as they claim they are or
as a way to obligate the partners to have a certain level of security, the
project is doomed to fail. Companies often do not trust a “big brother
is watching you” figure.

In order to prevent the partners from thinking this, the originating
company has to play a lead role in starting the sharing. They have
to show that their main goal is to make everyone more secure. If
they show that they are willing to give information that helps the
other companies and are showing that they are also not invincible
by sharing past/current threats, the supply chain companies will get
more confidence in trusting the originating company.

There should also be clear agreements about legal affairs. A company
should have no fear for example of telling the others that it has been
attacked and that something got stolen. In such a case, none of the
other companies should say “We have a document claiming that this
should not happen, and for that matter, we are going to sue you”. The
response should be “How can we help preventing further damage?”.
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5.6.2 Data privacy

The other major concern revolves around data privacy and protecting
PII. If intelligence about an attack and attacker is not connected
and without context to customers, this intelligence does not help the
partners. If the intelligence is connected to customers, companies can
risk customer privacy and assume liability.

To solve this problem, the intelligence should be only related to
adversaries and contain anonymized PII without losing context. This
can be accomplished by making agreements about the format that is
shared [18].

5.6.3 Correct information

The information that is received from other, is sometimes hard to
trust. Verifying the information is a solution to this problem. It is not
feasible for everyone to verify everything from all sources, but letting
others know that some of the threats that are shared are also visible in
other systems. If multiple companies see similar threats, these threats
are easier to trust than threats that are only shared by one company.

If a concurrent of a company shares a threat, it is also harder to trust
this entry. But if a company that is trusted verifies it, the threat is
more trusted, and it is seen that the concurrent, did indeed share
valuable information. The next time they share something it is more
trusted.

5.7 discussion

All members of the supply chain are different, not only do they
have different businesses, they have different sizes and systems. To
overcome this differences, a clear picture of the threat landscape
of all the companies should be made. The companies should be
categorized on multiple levels and linked to each other. If this is done,
the initiating company can decide (in consultation) if the sharing of
threats indeed makes the whole supply chain more secure, or if it will
only cost them a lot of money.

If the collaboration of the supply chain partners is profitable, a way
of making it as efficient as possible should be figured out. Everyone
should be involved on their level. It is no problem if a company is not
mature enough to share their own intelligence. It becomes a problem
if a company only receives intelligence without doing anything with
it. Another concept that has to be worked on is to make sure there is
enough trust within the system. This can be done by actively sharing
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intelligence and validating it, meeting in person and making sure
everyone respects each other’s privacy. Trust can be established in
the same way as with companies with the same businesses.



6
C Y B E R T H R E AT I N T E L L I G E N C E S H A R I N G

S Y S T E M S I N T H E S U P P LY C H A I N

If a company decides it is beneficial to share CTI with their supply
chain there are multiple options to consider. An existing system could
be used as it is or somewhat altered, or a new system could be built.
When an existing system is chosen to be used in the supply chain,
it should be compared with the requirements that have been set. An
existing system does never fully meet the requirements, but it can out
weight the disadvantages of building a new system. Building a new
system is also an option. This can meet all requirements and can be
adapted later when requirements change. Because the supply chain
has many different businesses, a new system can meet all expectation,
but this is an extremely costly process.

The remainder of this chapter highlights the different systems that
are already on the market. It also addresses the shortcoming of these
systems when they are used in a supply chain. Last a new system
is discussed. All the aspects that need to be addressed are mentions
with multiple options.

6.1 what is already there

There are currently several different systems on the market for
sharing CTI. Some of them are paid and some of them are free. The
most well-known systems are the systems that are used by most
ISAC’s, MISP and X-Force Exchange. The difference between the
systems will be discussed and compared. Most of these systems are
not a perfect fit so the up and downsides when using these systems
within the supply chain will also be discussed.

6.1.1 FS-ISAC

The Financial Service Information Sharing and Analysis Center (FS-
ISAC) [5] is a sharing group for global financial industries. They work
with a central system. All the members need to pay a periodical fee to
access this system. The members can choose how much they want to
pay, based on the functionalities they want. The board of the FS-ISAC
is chosen from the companies that are connected to it.

If one of the members discover a threat, they can send it to the
system. A team of analysts analyze the threat and compare it with
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other threats. If the member wants to, he can send in the threat
anonymously and the team of analysts analyzes if the threat he sent
in was truly anonymous.

After the threat is analyzed, it is stored in the central database that is
available for all members. Members will get an update based on their
preferences.

The members of the FS-ISAC also meet in person to exchange threats
according to the Trafic Light Protocol (TLP). If permitted, these
threats are added to the system by analysts. The analysts can also
add threat to the system from external sources.

If an ongoing threat is discovered, the involved members join forces
to fight this threat. The analysts can help stopping this threat.

The main characteristics of the system of the FS-ISAC are:

• Portal with different (paid) user levels

• Members can voluntarily and anonymously submit
information.

– Two checks if information is really anonymous. But
participants also have own responsibility to provide
“clean” information

– Physical en cyber threats can be submitted

– Information is put into categories (incident, threat,
vulnerability, resolution, and solution)

– Scores will be assigned to the categories by the ISAC. This
is done in a Traffic Light Protocol

– Threats are submitted in a standard format over email or
in the portal.

• Threat information in the database will be available via secure,
encrypted web base connections only to currently authorized
members at the appropriate service level.

• The platform owner, adds information from multiple sources
(data feeds)

• Information analysts link incidents

• Users choose when to get an alert

Supply chain use: The system of the FS-ISAC depends heavily on
the analysts that handle the threats. This should be facilitated by
the main company. If the supply chain partners should pay for a
sharing system, it is probably not feasible. Not all partners are large
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companies that can afford such expenses and if they work with other
sharing systems, the prices would multiply.

The FS-ISAC further depends on the fact that most threats are similar
to all participants and that all the companies are more or less on the
same maturity level. This way it is easier to link event. In a supply
chain system, most of the threats probably can not be linked, and
this information about the threat should be communicated to other
companies with the same interest.

6.1.2 MISP

The Malware Information Sharing Platform (MISP) [13] is a free and
open source tool helping information sharing of threat and cyber
security indicators. An instance of the platform is installed on its own
system. A threat can be put in the database though the dashboard in
the tool or automatically. It can be synchronized with other instances
of MISP.

If a threat is first created into the database, it is visible for all the
users of that instance. As soon as they synchronize the database, the
threat becomes available (based on preferences) to other companies.
All threats are enriched with tags. Based on these tags threats can be
easily found within the database.

If another user wishes to add information or correct a threat created
by someone else, they can make a proposal to correct it. This has to
be approved by the company that indicated the threat.

The main characteristics of MISP are:

• Installed on own system

• All information is stored in own database and is under control
own control

• Different MISP instances can be connected

• Get information from other instances and store it locally

• Sharing modes:
Own organization, certain community, connected communities
and all communities

• Supports standard languages (STIX and TAXII)

• API to automatically update security devices (IDS, SIEM etc)

Supply chain use: The downside of this tool is that the sharing
can only be done pseudo-anonymous. In addition, there is no main
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company that controls the data. This means that there is no double
anonymous check and that the main company needs to subscribe to
all supply chain companies, to analyze all the threats.

6.1.3 X-Force Exchange

IBM X-Force Exchange [7] is a threat intelligence sharing platform
enabling research on security threats, aggregation of intelligence, and
collaboration with peers.

It is accessible in the cloud for everyone with an IBM ID. Their
database is already filled with 700 TB of threat intelligence. If a new
entry is submitted, this can be stored in a private or public way. It can
be done anonymous but the possibilities for the entry are limited.

The entries that are important can be linked to each other by adding
them to a collection.

The web portal can be linked to most systems within a company via
an existing API. This is because all entries are stored in a standard
language.

The main characteristics of X-Force Exchange are:

• Cloud-based

• IBM ID needed for full access (anonymously is possible but
restrictive)

• Web portal

• There is already 700TB of threat intelligence.

• Information sorted in collections (set of information related to
an investigation)

• Collection can be private or public

• Supports standard languages (STIX and TAXII)

• API to automatically update security devices (IDS, SIEM etc)

Supply chain use: The downside of this software is that the initiating
company cannot control, analyze and match the threat entities. The
threat entities are stored in the cloud, which enables new risks. It
has a limited filtering on who can access the data. Last, an IBM ID is
needed get full access to the available threat data. Like with the ISAC
software, it would not be feasible to let all the supply chain partners
pay for an IBM ID.
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FS-ISAC MISP X-Force Exchange

Database Central Local Cloud

Location Online Local IBM/Online

Analysis of entries Central analysts Distributed IBM analysts

Anonymous Full Anonymous No Restricted

Administrator Central Self IBM

Alerts User configurable Subscription based API

Table 3: Current sharing systems

6.1.4 Comparison

Table 3 summarizes the three different systems that could be suitable
for supply chain use. There is no clear best choice when choosing
a system. This choice depends on the company’s preferences and
capabilities.

6.2 building a new system

The existing systems are mainly built for companies with similar
businesses. Therefore they may not be the best fit for a supply chain
system. The companies of a supply chain can therefore choose to
build a new system.

When building a new system, certain things has to be kept in mind.
The most important things are listed below. It is not a step by
step guide of how be build a supply chain sharing system because
requirement between different supply chains can be quite different.
The point in the different categories is also not mutually exclusive. A
subset of all points has to be chosen and implemented for a system
to work.

Goal: Establishing the goal of the system. This includes the
identification of the companies to be included in the sharing chain
and the threats that have to be shared among the participating
companies.

6.2.1 Database

A database to store the threat entries is needed. This database can
be in one place or distributed. There can also be a combination of a
central database with small parts distributed. Another choice that has
to be made is what people can access it.

• Owned by the main company
A database owned by the main company has as benefit that
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there is control over the system. Everything is on the same
place and all the entries can be verified in an easy manner.
A disadvantage is that there is a lot more work for the main
company and that participants of multiple supply chain have
their threat information scrambled. All entries can be found in
a different database.

• Distributed
Another option is a distributed database like with MISP. All
members will only have the threats that are valuable for them
on their system. The danger of such a system is that interesting
threats can easily be missed. Connecting to entries of the
database that are not common for a certain business will not
be done often.

• Only accessible by authorized people
If the database (or even threats) can only access by authorized
members, there does not has to be fear that adversaries (or
media) know the breaches within a company. The members only
have to trust a small circle of people with their sensitive threat
information.

6.2.2 Types of CTI

The system needs to be designed in such a way that the correct
intelligence can be stored at the correct moment. Therefore it is wise
to choose beforehand what types of CTI can be stored in the system.
For smaller systems, only one type can be facilitated. If the system
becomes more mature all types of CTI can be stored.

• Tactical
Tactical information is easy to share automatically. Most tactical
intelligence can come from tools. The analysis of tactical
information is, therefore, a lot easier. However, it is a large
amount of information. There can easily be false positives
within this information.

• Operational
Operational information is easy to compare and no context is
lost. Trends can be spotted within this information. However,
this type of intelligence lacks detail. If a threat seems important,
more information is needed to link it to a certain company.

• Strategical
The advantage of sharing strategical intelligence is that has
not as much volume, actionable and easy to determine if it is
relevant. It is not suited to reveal trends that only can be noticed
when comparing multiple systems. It also requires significant
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effort for the different companies to produce. The production
of good strategical intelligence needs time and analysis.

6.2.3 Receiving/Submitting for different businesses

The system needs to be designed in such a way that it can handle the
correct way of submitting and receiving data to and from a database.
There are various factors to consider for this.

• Anonymous
It is possible that members of the supply chain are competitors
and that they do not want to share intelligence with each other
or that a member of the supply chain claims that he has a certain
level of security, and can not share its intelligence because this
claim is not true anymore. Therefore it can be useful to allow
members to send in threats anonymously. The disadvantage of
this technique is that anonymous entries are harder to trust.

• Authenticated
Authenticated threat entries are more trusted. It is also easier
to determine if the threat entity is valuable for a company. If
it comes from a company that is known has a similar threat
landscape, the entry is more valuable than if it comes from a
company that has hardly any intersection.

• Standard format
A standard format can add to the efficiency of the process of
analysis. Most analysis can be done by the computer, and if
there is an analyst needed, a standard format speeds things
up. But for small companies or companies that work with a
strange format, this can add trouble. The company first need
to translate their threat entities in a standard format before
submitting threats. Therefore threat entities will be submitted
later, and probably fewer entities will be submitted.

• Data/Intelligence
The advantage of allowing companies to share their data is
that the sharing can be done very fast. An API can be build to
connect certain tools directly to the system. The disadvantage of
this system is that there will be a lot of false positives and noise
shared. This makes it hard analyze anything and it is possible
to drown each other in information. On the other hand, if
intelligence is shared, the amount of data is way more clear. But
this technique adds a lot of work to the side of the participants.
Most small participants will not have the capacity to analyze
their data/information completely.

• Machine readable
If all threat entities are machine readable, there is a lot of
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efficiencies. Everything can go automatically. If a human aspect
has to be added, everything should be translated to a human
readable format. This makes the use of human analysts harder.

• Publish/subscribe structure
To overcome the differences of all the companies within the
supply chain a tag based publish/subscribe structure can be
used. Users only get notified of new threats when they are
valuable for them.

• Automated
An automated sharing system will help the speed of the whole
process extremely. But this is risky when a lot of sensitive
information is present within the company because there is no
human verifier. No all companies have the possibility to share
automatically. Their tools are not advanced enough or the tools
do not procure enough reliable information.

6.2.4 Analysis

The threat entries have to be linked to each other and to incoming
threats, to reveal attacks. This can be in multiple ways.

• Automatic
An automatic analysis has as advantage that it can be done fast
and all involved parties can choose their own parameters. The
disadvantage is that all the data has to be machine readable. For
a machine to do a perfect analysis, it has to be fine tuned. This
can take a lot of time and money.

• Analyst
An analyst of a group of analysts for all the threats that are
shared is an option. They will have a lot of inside in the
different companies, and can tell if threats are important for
certain groups or that too much is shared. The sharing will
happen in an ordered way. They can also check if there is no
PII anymore within the threats. The downside of this technique
is that it is extremely costly for the initiating company. Another
disadvantage is that it takes longer to analyze several of threats
than when the companies all do it for themselves.

• Distributed
If all participants analyze their threats for their own, they can
look for trends or events that are truly interesting for them.
This will be a good option for large companies. They probably
already have some analysts working for the company and give
them extra tasks. But for smaller companies, this is not really
feasible.
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6.2.5 Involvement

Not all supply chain partners are equally mature and can contribute
as much to the system. A choice of what level of involvement is
acceptable and preferable has to be made.

• Level of participants
Certain agreements of the level of the participants of the
companies have to be made. Companies should not only
participate when it is profitable for them but also when they
have CTI that will help others.

• Maturity
A choice of the maturity level that can be involved has to be
made. The more different maturity levels that are involved, the
harder it gets to let everyone understand each other. On the
other hand, only involving one or two different maturity levels
will rule out most of the companies.

• Free-riders
Not all companies are capable of producing their own CTI.
These companies can therefore only receive CTI. This does
not have to be a problem. If this helps them to become more
secure and improve their maturity this is even and advantage.
It becomes a problem when they receive but do not do anything
with the information.

6.2.6 Personal contact

How to maintain a healthy system is also an important step in the
design of such a system. Most of the time this has to be done by
personal contact. When a company is under attack, help can come
from other companies in the supply chain.

• Meeting (TLP)
Meeting in person will enable trust. People trust others more
easily when they can look each other in the eye. But meetings
can cost a lot of time and not be efficient in large groups.
Because the differences in the companies it will be hard to
keep the meetings interesting for everyone. To solve this “sub”
meetings can be held. The disadvantage of this is that it will
take the initiation company a lot of time.

• Support
Supporting other companies when setting up the sharing will
make the process faster and in the way that it was meant to be.
But this will again cost the initiating company money.
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• Crisis management
Helping each other when there is a situation makes everyone
more secure and will help the supply chain to not slow down.
This can be done by the companies that have similar business
and that are capable enough to help. There should be a central
authority that will guide this process.

6.3 discussion

Deciding on a cyber threat intelligence system can be a hard choice,
because of the differences of the companies within the supply chain.

The FS-ISAC or IBM system is probably too expensive for use in the
supply chain. It is not feasible to let all supply chain members pay
for a system that connects then to the main company. Probably the
main company is not the only company they do business with. On the
other hand, if the main company should pay for everything, it is not
beneficial for them anymore. Lastly, the FS-ISAC system is focused on
the common ground of the companies in the group, while the supply
chain does not have such a common ground. The IBM system is also
not built on collaborating with a predefined group.

If an existing system has to be used, the MISP system would probably
fit best. Some adaptions have to be made to let it fit. The advantage
of using an existing system is that it is already there and ready to use.
This will save a lot of time.

If time and money are not a problem when it is a one-time big
spend, a new system could be an option. Besides the normal process
of developing new software, some supply chain specific components
like trust building have to be kept in mind.
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Threat intelligence is information concerning reducing uncertainty in
dealing with threats. It is actionable information that can change an
outcome of an threat/incident.

To use threat intelligence effectively it is advised to use the threat
intelligence cycle. This consists of Planning and Direction (choose
the sources for CTI), Collection (collect from the sources you
chosen), Processing (transforming data to information), Analysis and
production (transforming information to intelligence fit for a certain
environment) and last Dissemination and Integration (deploying the
intelligence into the system and giving as input for the planning
and direction phase). This whole process is done infinitely and needs
constant Evaluation and Feedback. To keep evolving in this process,
two maturity models are made to measure the progress and give
direction for further steps.

The process of actively sharing internal CTI consists of three phases,
understanding why (not) to share, what to share and how to share.
Several companies are wrongly afraid of sharing CTI. By listing the
dangers, assessing them and make a considered decision on what to
share, sharing is beneficial. The part of how to share depends on the
maturity of the company.

Unfortunately, the own systems of a company are not the only targets
of that company. Adversaries can try to hurt the company though
their supply chain. Therefore the need of sharing with supply chain
partners is present. However, the sharing with those companies is not
as easy as stated in Chapter 4 because the businesses are not the same.
Therefore, the difficulties within this sharing process should be first
mapped and addressed. The Relevance and the Accuracy within this
sharing scheme can be relatively low. Therefore an assessment of the
costs and benefits should be made before trying to set it up.

There are several different sharing systems to choose from in order to
support threat intelligence sharing in the supply chain. The systems
can be used to provide a sharing platform for a supply chain, but not
all of them are a practical solution. When a supply chain chooses
to not use a existing system, they can build something that will
fit their needs precisely. When doing this they have to decide on
requirements.

47
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7.1 recommendations

The process of incorporating CTI within a company is a road that has
to be carefully planned. It can be compared with a recipe. The first
step is to establish what you want to cook. What is the goal of the
dish? Is there a family of four that has to be fed of just a craving for
pie?

Implementing CTI within a company can be compared with choosing
and following a recipe. This recipe has to be carefully reviewed. Are
the ingredients needed for this particular recipe present and are there
special skills needed? When a recipe is picked the process of cooking
can start. Do not just follow the steps one by one. This will give
problems halfway across the process. Everything is baked and ready
to go in the oven, only to notice then that the oven needs 20 minutes
to preheat. The first time cooking, a star dish is not feasible. But every
time a dish is prepared, the skills improve which enables new dishes.

Sharing with other similar companies can be compared with a family
dinner. The first step to be done is to convince the children to help
in the kitchen. Showing them why it is important to have cooking
skills and helping them develop them. Of course they will have their
own input that can not be ignored. A method to effectively working
together without angering someone is needed. When all works out
well, the nieces and nephews can be involved and the process can
start from the top, adding new people and skills to the kitchen with
every step.

The supply chain can be compared by a dinner with friends.
Cooking for the family was easy and fun, so a new challenge is
necessary. Inviting the student fraternity seems like a good next step.
Unfortunately these people are all very different. There are people
that can eat three courses while someone else takes only three bites.
They also do not have the same taste. Some like mushrooms while
others hate them and do not want them in their dish. They also do
not trust the cooking skills of the other and all dishes, recipes and
methods have to be reviewed. It takes a long time to prepare for the
dinner, and most people only like a few things that are dished, but
in the end everyone had a good time and can go home with a stuffed
belly.

The supply chain system can compared with the follow up meeting
with the friends. Discussing everyone’s needs every time a dinner is
prepared is not feasible, so a system to effectively cook in a group is
needed. There are a few systems already on the market. Some cost
a lot of money while others are free. They all do not fit the needs
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exactly so a new system can be established. To do this, the group
has to be involved in make decisions about the important aspects. Is
it important to have a function for allergies, or are the dishes as a
whole only discussed? What seemed impossible at the start of the
cooking journey now is a piece of cake

Overall, working with CTI is not something that will happen
overnight. There is no buy in solution that will work for every
company. There is not even a customized buy in solution that will
work for a specific company. The whole process has to be carefully
planned and reviewed so it will fit the needs of a company.

This thesis helps companies to have a solid base on which a plan
to create a sharing system can be built.

7.2 future work

In this thesis the general outline of the process of creating a cyber
threat intelligence sharing system is given. Future work can include
looking at the various steps described in this thesis and elaborating
on them.

The most important aspect to further research are the advantages of
a sharing system within a supply chain. Questions to ask could be
what types of supply chains would benefit the most of such a sharing
system and how to measure the profit a such a system brings.





A C R O N Y M S

CISO Chief Information Security Officer

CIT Cyber Threat Intelligence

IR Incident Response

SIEM Security Information and Event Management

SOC Information Security Operation Center

TLP Traffic Light Protocol
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