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Abstract

One-time Pad (otp) is a cryptosystem that encrypts a plaintext by taking the ex-
clusive or with a key that is the same length as the plaintext, truly random and only
used once. Although there are challenges to overcome when using otp, the trend of
storage getting cheaper and upcoming Quantum Key Distribution methods make it
an interesting system.

In this work we extend the analysis on parameters for the Group One-time Pad
(gotp) cryptosystem presented in [Gra16]. The gotp cryptosystem applies otp in
a group by selecting a certain number of parts from a secret for encryption keys at
random. The main result is a heuristic lower bound for the number of parts selected
per encryption key. This bound is equal to the natural logarithm of the number of
parts available in a secret, where the number of parts selected per encryption key
is odd. If we apply this cryptosystem in the Bounded Retrieval Model, this bound
increases a lot and depends heavily on the expected amount of leakage.

Besides the analysis, we design and implement software for the gotp cryptosys-
tem. The implementation is in the form of an open source C++ library freely available
at github.com/arjenzijlstra for academic use.
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Chapter 1

Introduction

Traditionally, symmetric encryption methods protect a plaintext message by encrypt-
ing it with a small secret and sharing this small secret over a secure channel, while
sharing the large encrypted plaintext over a public channel. One-time Pad (otp)
protects a plaintext by encrypting it with a secret equally as large as the plaintext,
which is not any easier to share. Probably the most quoted text in discussions about
One-time Pad is:

“What a one-time pad system does is take a difficult message security problem
and turn it into a just-as-difficult key distribution problem.” – Bruce Schneier
[Sch02]

The point is clear: distributing a large otp secret in a secure way poses a chal-
lenge. However, there are specific situations in which using otp could be practical
and provide the level of security that is desirable. People who meet on a regular basis
but who also want to communicate their thoughts over the internet, without surveil-
lance agencies being able to listen in, could share a large secret using SD cards, USB
keys or hard drives when they meet and use this secret at a later time to encrypt
their communication.

Communication produced by and sent between people who meet regularly mostly
consist of chat messages, emails or small files, all of which use very little storage.
Therefore, a large otp secret will be consumed slowly and exchanging a new secret
is only necessary after quite some time, depending on its size and the number of
people making use of the same secret.

The most important asset of otp is that it is not based on mathematically hard

1



2 1.1. Related work

problems and currently the only perfectly secure cryptosystem. The security of otp

is based on the requirement that each bit of the otp secret is only used once, which
in combination with its randomness results in a ciphertext on which cryptanalysis
is impossible. Its perfect security makes otp a good system to use for encrypting
communication that consists of small messages.

However, to be able to use otp there are some hurdles to overcome. Key dis-
tribution is not the only challenge of otp; other disadvantages include message
authentication, lack of randomness and prevention of reusing encryption keys. The
focus of this thesis is on prevention of reusing encryption keys. It is assumed that
methods for generating random bits exist and therefore randomness will not be part
of this work. Message authentication will be briefly discussed.

When using otp between at most two parties, it is easy to avoid using the same
part of the otp secret for encrypting two different messages. However, problems
arise when dealing with a group of people that work together and want to use otp.
Either a separate secret must be shared for each direction of encryption or a smarter
way of managing encryption keys is needed.

The option to share an otp secret between every pair of persons will rapidly
result in many secrets that must be shared and stored securely, which is not feasible
when using very large otp secrets. Assuming that a group is based on mutual trust,
all members could make use of the same secret to derive keys from for encrypting
their communication, but we have to make sure that no part of the secret is ever
used twice.

The goal of this work is to find a solution for securely applying One-time Pad in a
group. From now on the concept will be referred to as Group otp or gotp. In this
work we extend the analysis on parameters for the gotp cryptosystem presented
in [Gra16]. Furthermore, we compare the gotp cryptosystem to big-key cryptog-
raphy presented in [BKR16] and analyse the applicability of gotp in the Bounded
Retrieval Model. Finally, we design and implement the system in the form of an
open source C++ library.

1.1 Related work

Only little work has been performed on the use of one large secret shared between a
group of parties, therefore we look at a broader spectrum of methods that make use
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of otp.

In [Hal06] a method that makes use of the otp system is presented. They use
a random number table, generated by concatenating random numbers, at its base.
The otp secret is generated by concatenating bytes from a selected subset of the
random number table retrieved, using a random offset and a randomiser value. The
random offset and randomiser value are concatenated to the ciphertext to make it
possible to reproduce the otp secret. This method does not solve the problem of
having collisions when communicating within a group that uses one shared otp.

An option to solve this problem is to make use of a central server. In [Ham14] a
method is presented where a central server is used to avoid clashes. However, this
requires all parties involved to be online and the central server is a single point of
failure, which is undesirable. Furthermore, the method presented assumes that otp

secrets can be shared over a network, which is impractical when considering very
large secrets.

A more interesting method is presented in [BKR16]. This method called big-key
encryption focuses on the use of secrets that are so large that it becomes infeasible
to steal all of it. Each time a plaintext needs to be encrypted, the random oracle is
applied to a random value to obtain a sequence of positions of the big key that are
combined to derive a symmetric encryption key. Although this method focuses on the
aspect of key leakage, which will be discussed later, it also solves the problem of using
one large shared secret when communicating within a group. Big-key encryption is
presented in the Random Oracle Model, and does not offer perfect security in its
current form.



Chapter 2

One-time Pad in a group

This chapter gives an overview of the use of otp in a group. In Section 2.1 the
traditional One-time Pad method is described. We discuss its pros and cons and
we look at the consequences of using encryption keys twice. This is followed by the
definition of Group One-time pad together with an analysis of how close we can get
to using all bits of the secret. We end this chapter by discussing the influence of
other parameters of Group otp.

2.1 Traditional One-time Pad

otp is an encryption method that makes use of a key that is at least as long as the
plaintext, completely random and of which every bit is only used once [Ver19; Ver26].
For encryption, the bitwise exclusive or (xor) is used and when used correctly,
cryptanalysis is impossible [Sha49]. In combination with a large secret from which
multiple keys can be derived without reusing bits, more than one message can be
encrypted.

Each time a message M of a certain length n needs to be encrypted, n bits
are taken from the secret S (also referred to as the One-time Pad) to obtain an
encryption key K that is used to encrypt the message. Messages are encrypted using
the bitwise xor operation to obtain a ciphertext C = M ⊕ K. After encryption,
the sender destroys this part of the secret and sends the ciphertext to the receiver.
The receiver takes the same bits of S to decrypt the message also using the bitwise
xor and destroys this part of the secret as well. Given that only the sender and the

4
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Figure 2.1: One message being sent from Alice to Bob. In (a) plaintext of length n
is encrypted by Alice using the bitwise xor together with n bits from secret forming
encryption key. After encryption, the obtained ciphertext is sent to Bob. In (b) Bob
uses the same n bits to form the decryption key which he then uses to decrypt the
ciphertext to obtain the original plaintext. Note that Alice destroys the n bits used
to encrypt the plaintext. In (c) Bob also destroys the n bits used to decrypt the
ciphertext. Bob can now read the plaintext and both Alice and Bob are left with a
shorter version of the secret, which can be used to encrypt another plaintext.

receiver have access to the secret, no other party could ever decrypt the ciphertext
to read the message. An illustration of the method is shown in Figure 2.1.

Because of its simplicity and the trend of storage getting cheaper, otp should be
reconsidered as an option for encryption of internet communication. However, next
to its perfect security, the large secret also has drawbacks in practicality regarding
key randomness and distribution. Many historic examples are known in which otp

was used [Bel09; Sch02]. In many of these examples, errors were made that allowed
third parties to perform cryptanalysis and decipher the message.

The otp secret must be truly random to prevent the adversary from predicting
the random values or analysing the ciphertext and retrieving information about the
secret. Therefore, a random generator based on a cryptographic method cannot be
used to generate the One-time Pad, but truly random bits are needed. It is not
the purpose of this work to focus on finding a truly random string of bits, but it is
assumed that specialised methods exist to generate an unbounded amount of random
bits [SMS07; ADP+10].

It must be ensured that each encryption key is only used once to prevent any
collisions and to make cryptanalysis impossible. Using the same key twice i.e. C =
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M ⊕ K and C ′ = M ′ ⊕ K, will result in the retrieval of the xor of the plaintext
messages, C ⊕ C ′ = M ⊕M ′. If the language of the plaintext messages is known,
(parts of) M and M ′ could be obtained by searching for common words and spaces
as presented in [Rub78]. When the same key is used even more often, also M ⊕M ′′

and M ′ ⊕M ′′ can be obtained, which offers valuable information. An automated
approach was presented in [MWE+06] in which the assumption is made that the type
of documents (e.g. HTML or Word) encrypted by the cipher is known. To be able
to guess characters of the plaintexts, probability distributions per type of documents
are generated and used to pick the most probable n-grams. This way, the plaintexts
with the highest probability are recovered. This means that when an otp secret of
finite length is used, at some point in time the capacity of the secret is reached and
it cannot be used any further. When that point is reached, it is necessary to share
a new secret.

In order to use one secret between parties, it must be shared but also kept secret
and stored securely. Therefore, the secret needs to be shared in an offline manner
(for example by sharing a hard drive) and stored encrypted. The large format of
the One-time Pad makes it impossible to share it over a network in a reasonable
time. Widely used ciphers with repeating keys do not have this problem, since
keys are short and can be shared more easily. New technologies, such as Quantum
Key Distribution [SP00], are coming up, which could solve the problem of sharing a
large key in a practical way. Also multi-party solutions for this problem are being
developed [XLD+04]. Furthermore, the problem with sharing otp secrets over the
internet could also be seen as a feature rather than a bug because this makes it really
hard to steal a secret. This notion is called the Bounded Retrieval Model, and will
be discussed in Chapter 3.

2.2 Group Usage

otp can be used individually, for example for full disk encryption or file encryption.
In this case, distribution of the key or key re-usage are trivial problems. Only when
a single otp secret is used for communication with multiple parties, we need to
make sure that no keys are used twice. In this section, we follow the work presented
in [Gra14] and add our own findings where necessary.
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Secret

Alice Bob

(a)

Alice Bob Chris Dave

Secret

(b)

Secret

[a1]
[b1]

[a2]
[b2] [b3]

[a3]

(c)

Figure 2.2: A schematic overview of different options to divide a secret S. The shaded
parts represent the already used parts. In (a) only two parties make use of the secret
and they both start using the key at opposite sides. They work towards each other
and have to stop before they start reusing each others material. In (b) the secret
is divided into four equally sized chunks, one to use for each group member. Each
member uses the secret from left to right and may never pass the boundaries of its
block. In (c) a probabilistic approach is shown where secret S is divided into n = 20
parts. Two keys have been constructed in the example: Keyx = ⊕i∈{1..3}Secret[xi]
with x ∈ {a, b}. In this case it is allowed to use one part multiple times, since it is
not directly used as the encryption key.

2.2.1 Towards Group One-time Pad

Consider a group of g parties with mutual trust between all members. The tradi-
tional way to prevent collisions when using otp between multiple parties is to create
multiple ‘channels’ and use a different secret for each direction of communication,
such that every pair of parties has one secret for sending and one secret for receiving.
In the case that each party creates its own secret for sending, an advantage of this
method is that a party is not dependent on the randomness of the other party’s
generator when encrypting messages. This method is useful if only two parties are
involved, but a lot less useful for larger groups since 2g − 2 keys are to be shared
and stored securely by every member. In this section, we describe ideas on how to
use otp in a group with sharing only one secret. An illustration of the methods is
provided in Figure 2.2.
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Two ends approach

When otp is used within a group the traditional way, not all parties consume their
secret equally as fast. Therefore, it would be useful if parties could share one secret
and all parties can make use of it. For g = 2, each party could start at one end
of the secret, stopping just before they meet in the middle. This would however,
introduce problems considering that both parties must stop encrypting before they
create overlap between the bits they use to encrypt.

Yet, for more than two parties this two ends approach is not possible. A syn-
chronised approach or a central server could help to get the most out of each secret.
However, a synchronised approach is very impractical and a central server poses a
single point of failure which makes these options undesirable.

Split the secret

A simple solution that enables every member of a group to share only one large
secret to be used for encryption, is to designate one member (or outsider) to ‘deal’
one secret and let everyone split this into g parts, such that every party has its own
part for sending messages. Since every message that is encrypted by the secret can
now be read by any member of the group, every message sent could be seen as a kind
of ‘broadcast’ in the group, although ciphertext might not actually be sent to every
member. This effectively reduces the number of secrets for every group member to
only one secret for sending and g − 1 secrets for receiving messages.

A disadvantage of splitting the secret is that usually not all parties consume their
secret equally as fast and a new secret must be shared when one member has used up
all of his part of the secret. An option would be to redivide the leftovers when this
happens, but this would require a temporary synchronisation and a lock on sending,
since it cannot be done asynchronously, and therefore this is not preferable.

Probabilistic approach

A first step towards a probabilistic approach, which solves the problem that not all
members consume their secret equally as fast in a group of more than two parties,
is to divide secret S into n blocks of size b and select encryption keys from S in a
random way. Each time a message of size b needs to be encrypted, a random start
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position is chosen. The block of bits starting at that position is used to encrypt the
message. The start position will be added to the ciphertext as metadata, to enable
the receiver to decrypt the ciphertext. In this case, we reduce the collision problem
to the birthday problem [Wei10].

Consider secret S of size 230 bits has n = 210 = 1024 blocks of size 220 bits that
can be used for encryption, this will leave only 1.2 ·

√
1024 ≈ 38 messages of size 220

bits until there is a 50% probability of a collision. This is a probability that would
result in less than 4% of the secret we could securely use. Hence, a group of up to
25 people would do better just dividing the secret into equally sized parts.

2.2.2 Group One-time Pad

A more advanced probabilistic approach is described in [Gra14]. It enables a group
to use one secret without the use of a central server. This method reduces the
probability of a collision between encryption keys in an asynchronous manner, as
explained below.

In the following definitions, Σ = {0, 1}w for w ≥ 0 and ⊕ is the bitwise xor

operation.

Definition 1. Given a string S ∈ Σn and B ⊆ [1, n], |B| = t we define

K = S[b1]⊕ S[b2]⊕ · · · ⊕ S[bt]

as the encryption subkey with respect to B.

Altogether, we define the gotp system as follows.

Definition 2. A gotp cryptosystem consists of the following three algorithms.

Key Generation Given a number n, output a string S ∈R Σn.

Encryption Given a secret S and a message M ∈ Σ output a ciphertext (M ⊕
K,B) with K being the encryption subkey with respect to B where B ⊆R

[1, n].
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Decryption Given a secret S and a ciphertext (C,B), output M = C⊕K with
K being the encryption subkey with respect to B.

Vector B is referred to as the start positions of the blocks from S that are used
to construct encryption subkey K.

2.2.3 On Collisions and Dependencies

Recall Definition 1 with K = ⊕b∈BS[b] and let Ki be the encryption subkey with
respect to Bi used to encrypt the ith message Mi obtaining Ci. Since an encryption
key may only be used once, intuitively the maximum number of messages that can
be encrypted is equal to the number of blocks in secret S, which implies 0 ≤ i ≤ n.
If all start positions are the same, i.e. Bi = Bj for 0 ≤ i < j ≤ n, then keys Ki

and Kj are equal. This is called a collision and is equivalent with using the same
key twice in traditional otp, as described in Section 2.1. This is, however, only the
easiest way in which cryptanalysis would be possible.

If there is a linear relation between the start positions used to construct keys,
this means that there is a set I ⊆ [1, n] such that ⊕i∈IKi = {0}w implying that
⊕i∈ICi = ⊕i∈IMi. For |I| = 2, this is equivalent to a collision. Although to perform
cryptanalysis on ⊕i∈IMi for |I| > 2 will be more difficult than what is shown for
|I| = 2 in Section 2.1, this situation is still highly undesirable.

To be able to analyse such linear relations, we associate a binary matrix A` with
sent messages as follows.

Definition 3. Given a collection of ciphertexts {C1, C2, . . . , C`} with 0 ≤ ` ≤ n
where (Ci, Bi) = (Mi ⊕Ki, Bi) with 1 ≤ i ≤ ` (i.e. Mi encrypted using secret
S). Then A` = (aij) is an `×n binary matrix where element aij = 1 if and only
if j ∈ Bi.

A visual representation of A` for ` = n−m with 0 ≤ m ≤ n is shown in Figure 2.3.
Thus the question we are trying to answer is: what is the probability that matrix
A` contains a linear dependency? To answer this question we use the row rank
over F2; as long as rk(A`) = `, no rows are linear dependent. If rk(A`) < ` at
least one linear dependency is present. So we are interested in the probability that,
given `, rk(A`) = `. Therefore, we define a collection of ciphertexts to be secure as
follows.
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A` =


. . .

...
. . .



n

n
`

m

0 | 1

. . .

Figure 2.3: Visual representation of A` where ` = n −m. Here 0 ≤ m ≤ n is the
number of rows that can be added to matrix A` until it is square. Each row of A` is
of exactly weight t.

Definition 4. A collection of ciphertexts {C1, C2, . . . , C`} with 0 ≤ ` ≤ n en-
crypted using secret S is secure if matrix A` is of full rank.

For the case t = 1 a linear dependency is equivalent to a collision, since all (i.e.
one) positions are the same.

2.3 Quantitative analysis

In this section we take a look at the probability of collisions and dependencies. First,
we use the birthday problem similar as in Section 2.2.1 to look at collisions. After
that we look at linear dependencies between start positions for which we use the row
rank in F2 of binary matrices. Since we have found no mathematical solution for the
rank of finite binary matrices, we use simulations to confirm our notions on a secure
choice for the number of start positions.

2.3.1 Probability of collisions

To examine the probability that a collision between two keys will take place, we
use the birthday problem [Wei10]. We have d =

(
n
t

)
possible combinations of start

positions and thus at most d possible encryption subkeys K. So for example if we
have t = 10 and S has n = 1024 blocks we could use up to 1.2 ·

√(
1024
10

)
≈ 7 · 1011

before there is a 50% probability on a collision.

To approximate the number of encryption subkeys we can use for which the
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probability on a collision ε is very low, we follow [Gra16] in rewriting the birthday
problem. The probability of a collision is [Wei10]

ε ≈ 1− e
−k(k−1)

2d ,

where k is the number of encryption subkeys and d the number of possible combina-
tions of positions. Approximating k(k − 1) ≈ k2 and taking the log gives

k ≈

√
2 · d ln

(
1

1− ε

)
.

Let us start with t = 1 and n = 1024. Now, from Section 2.2.1 we already know
that for ε = 0.5 we get k ≈ 38. But if we want to increase k and decrease ε at
the same time, we need to increase t. If we take t = 10 with n = 1024 we get
d =

(
1024
10

)
≈ 3.3 · 1023 possible combinations of start positions. Now if we want, e.g.,

ε < 10−10 we obtain

k ≈

√
6.7 · 1023 ln

(
1

1− 10−10

)

≈ 8.2 · 106, (2.1)

which means that after using 8 ·106 encryption subkeys, the probability on a collision
is still lower than 10−10.

2.3.2 Random Matrices

Let A` be an ` × n random binary matrix with ` ≤ n, where each entry is 0 or 1
with probability 1/2. As described in [Ber80], the probability that A` is full rank, is
given by

Pr[rk(A`) = `] =
`−1∏
j=0

(
1− 1

2n−j

)
. (2.2)

To see why (2.2) holds, consider what happens building up the matrix row by row
with rows of length n. The first row only has to be non-zero, i.e. probability 1−2−n

that this holds. The second row may not be the same as the first and must be non-
zero, probability 1−(2−n+2−n) = 1−21−n. The third row must lie outside the space
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spanned by the first two rows, i.e. non-zero, not the same as the first two rows and
not equal to their sum, this has probability 1− (2−n + 2−n + 2−n + 2−n) = 1− 22−n.
After z rows, row z+ 1 must lie outside the space spanned by the first z rows, which
has probability 1 − 2z−n = 1 − 2−(n−z). Multiplying the probabilities together we
obtain (2.2).

Let ` = n−m with 0 ≤ m ≤ n. If n approaches ∞ with m fixed, we have

Qm = lim
n→∞

Pr[rk(An−m) = n−m]

=
∞∏

i=m+1

(
1− 1

2i

)
,

which can be rewritten to the recursive form

Q0 = 0.2887880905

Qm =
2m

2m − 1
·Qm−1. (2.3)

Computing Qm for values 0 ≤ m ≤ 10 we get the results presented in Table 2.1.
As can be seen, the value of Qm rapidly approaches 1 as m increases. This is
interesting because random matrices with up to n − 8 rows have a 99% probability
not to contain a linear dependency and with up to n − 10 rows this probability is
even 99.9%.

2.3.3 Sparse Binary Matrices

In random binary matrix A` the expected number of 1s in a row is t = n/2. So for
n = 1024, in order to construct K, on average t = 512 lookups from S and xors
have to be performed, which is very slow. We are interested in the lowest secure
value for t, which means that the number of 1s in A` will be a lot smaller than the
number of 0s.

Based on the work of [Kol99], [BS06] claims that for an `×n binary matrix A` the
result of [Ber80] is not dependent on the elements being chosen equally likely pij =

1/2. Let A` be a binary matrix with elements that are dependent on probabilities
Pr[aij = 1] = pij with 0 < pij < 1/2 and Pr[aij = 0] = 1 − pij . Let s ≥ 0

be the dimension of the null space of An−m and s and m be fixed numbers with
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m Qm 1−Qm

0 0.2888 0.7112
1 0.5776 0.4224
2 0.7701 0.2299
3 0.8801 0.1199
4 0.9388 0.0612
5 0.9691 0.03092
6 0.9845 0.01554
7 0.9922 0.007787
8 0.9961 0.003901
9 0.9980 0.001951
10 0.9990 0.0009762

Table 2.1: Values ofQm for 0 ≤ m ≤ 10 using (2.3). 1−Qm represents the probability
that a linear dependency between the rows of A` with ` = n−m is present. [Ber80]

0 ≤ m + s ≤ n. Then, as n → ∞, the probability that matrix An−m has rank
n−m− s can be written as

lim
n→∞

Pr[rk(An−m) = n−m− s] = 2−s(m+s)
∞∏

i=s+1

(
1− 1

2i

)m+s∏
i=1

(
1− 1

2i

)−1
,

which, if we take s = 0, i.e. no linear dependencies are present, we can rewrite
to obtain (2.3).

lim
n→∞

Pr[rk(An−m) = n−m] = 20
∞∏
i=1

(
1− 1

2i

) m∏
i=1

(
1− 1

2i

)−1
=

∞∏
i=m+1

(
1− 1

2i

)
= Qm

gotp works with rows of weight t. This, together with some other remarks, [BS06]
made us consider t = lnn (where ln is the natural logarithm). Although we are not
able to mathematically support this, we test this weight using simulations and some
asymptotic approximations. To get an idea for this choice; for n = 1024 we get
pij = ln(1024)/1024 ≈ 6.77 · 10−3, i.e. rows of weight t ≥ ln 1024 = 6.93 ≈ 7 for
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t avg. min. max. βt βt · n γt γt · n
3 937.4 906 961 0.9282 950.4 0.9502 973.0
4 996.8 984 1013 0.9736 996.9 0.9817 1005.4
5 1014.9 1008 1023 0.9903 1014.0 0.9933 1017.1
6 1018.2 1010 1023 0.9964 1020.3 0.9975 1021.5
7 1021.4 1015 1024 0.9987 1022.7 0.9990 1023.1
8 1021.1 1013 1023 0.9995 1023.5 0.9997 1023.7
10 1021.3 1014 1023 0.99993 1023.93 0.99995 1023.95
12 1021.7 1015 1023 0.999991 1023.991 0.999994 1023.994

(a) (b) (c)

Table 2.2: A collection of results of a set of simulations and two asymptotic approx-
imations for 3 ≤ t ≤ 8 t = 10, t = 12 and n = 1024. The bold values of t show
where t > lnn. In (a) the simulations presented in [Gra14] are listed. In (b) the
threshold βt, shown in (2.4), described in [Cal97], is listed. In (c) the threshold γt,
shown in (2.5), described in [DPW+14], is listed.

n = 1024.

For a matrix A` with a fixed row weight t ≥ 3, a threshold for the number of
rows is presented in [Cal97]. For t ≥ 3 there is a constant βt such that if β < βt and
` = βn then as n→∞

lim
n→∞

Pr[rk(A`) < β · n] = 0

Furthermore, it is shown that as t→∞

βt = 1− e−t

ln(2)
(2.4)

A slightly different threshold for the number of rows in matrix A` with on average
row weight t ≥ 3 is presented in [DPW+14]. In contrast to (2.4), this threshold is
based on a non-fixed row weight. Similar to (2.4) as t→∞

γt = 1− e−t (2.5)

When we compute the asymptotically approximated functions βt and γt and com-
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pare them to the simulations presented in [Gra14] we obtain the numbers presented
in Table 2.2. If we compare the values, we can see that the asymptotic approx-
imations closely match the simulations up to t = 7. For t > 7, the asymptotic
approximations keep growing, while the simulated results do not. This can be ex-
plained by the fact that these methods are based on n approaching∞. The threshold
βt resembles the simulations the closest, which is due to the fact that this threshold
is based on constant t for each row, while γt is not.

Furthermore, we can see that for values of t > ln(n) we have a threshold of nearly
99.9%. This is an important observation since this confirms our expectations about
t > ln(n). Now that we know that βt closely matches the simulations it is interesting
to look at more values of n and t.

Therefore, we perform simulations for n ∈ {128, 256, 512, 1024, 2048} and t ∈
[3..16]. These simulations model the selection of keys by building up matrix A` row
by row while checking for linear dependencies, similar to what [Gra14] did in his
simulations. As long as the matrix has full row rank no linear dependencies are
present. A total of 1000 simulations are run for every combination of n and t. A
part of these results is shown in Table 2.3, for the full results see Appendix A.

To test the accuracy of our simulations, another set of simulations of the square
matrix An are run to compare the average rank with (2.3). The results of these
simulations are listed in Table A.2. Although (2.3) is based on an average row
weight and our simulations use a constant row weight, the simulations only differ
from it by a mere 0.5%. Therefore, we conclude that the simulations are accurate.

As can be seen, the larger t becomes, the closer it follows βt. However, this only
holds for t ≤ ln(n). For t > ln(n), the mean and minimum of the simulations stop
increasing while βt keeps growing. This was expected, since βt is an approximation
based on n→∞.

Interestingly, t odd systematically performs better than t even, independent from
n being odd or even (see Appendix A for n = 819). To show this, we first prove that if
t is odd, the minimum number of rows needed to obtain a linear dependency is even.
This is followed by a proof that if t is even the maximum number of independent
rows is equal to n− 1.

Lemma 1. The minimum number of linear dependent rows, of length n and weight
t, in a set, for t odd, is even.
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n t µ σ min. max. µ/n βt βt · n

512

4 498.04 4.1839 481 509 0.9727 0.9736 498.48
5 507.56 2.6059 495 512 0.9913 0.9903 507.03
6 508.07 2.1522 495 511 0.9923 0.9964 510.16
7 509.94 1.8015 500 512 0.9960 0.9987 511.33
8 509.24 1.6618 503 511 0.9946 0.9995 511.75
9 510.37 1.6423 502 512 0.9968 0.9998 511.91
10 509.31 1.6891 499 511 0.9947 0.9999 511.97
11 510.40 1.7407 494 512 0.9969 0.9999 511.99
12 509.37 1.7003 499 511 0.9949 0.9999 512.00
13 510.34 1.6189 501 512 0.9968 0.9999 512.00

1024

4 998.36 5.5132 983 1014 0.9750 0.9736 996.96
5 1015.69 3.4865 995 1024 0.9919 0.9903 1014.07
6 1018.58 2.3729 1004 1023 0.9947 0.9964 1020.31
7 1021.49 1.8486 1011 1024 0.9975 0.9987 1022.65
8 1021.15 1.7092 1013 1023 0.9972 0.9995 1023.50
9 1022.23 1.7106 1015 1024 0.9983 0.9998 1023.82
10 1021.34 1.6726 1012 1023 0.9974 0.9999 1023.93
11 1022.39 1.6394 1012 1024 0.9984 0.9999 1023.98
12 1021.33 1.7080 1013 1023 0.9974 0.9999 1023.99
13 1022.32 1.6850 1014 1024 0.9984 0.9999 1024.00

2048

4 1998.72 7.3790 1973 2020 0.9759 0.9736 1993.93
5 2031.89 4.4509 2014 2044 0.9921 0.9903 2028.13
6 2040.93 2.8905 2032 2047 0.9965 0.9964 2040.63
7 2044.48 2.1685 2032 2048 0.9983 0.9987 2045.30
8 2044.69 1.8559 2037 2047 0.9984 0.9995 2047.01
9 2046.11 1.7378 2037 2048 0.9991 0.9998 2047.64
10 2045.29 1.6989 2032 2047 0.9987 0.9999 2047.87
11 2046.34 1.6662 2037 2048 0.9992 0.9999 2047.95
12 2045.36 1.6458 2037 2047 0.9987 0.9999 2047.98
13 2046.36 1.7044 2038 2048 0.9992 0.9999 2047.99

Table 2.3: Results of 1000 simulations of A` for n ∈ {512, 1024, 2048} and 4 ≤ t ≤ 13.
The bold values indicate where t > ln(n). µ, σ, min and max are the mean, standard
deviation, minimum and maximum number of rows that could be added to A` before
a linear dependency occurred, respectively. For the full results see Appendix A.
Threshold βt is shown in (2.4) described in [Cal97].



18 2.3. Quantitative analysis

Proof. Let t be odd. Let s1, s2, . . . sk be a set of binary strings of weight t and length
n with

∑k
i si = {0}k in F2. For this to be possible the total number of 1s in the

summation must be even. The total number of 1s in s1, s2, . . . sk is k · t and with t
odd k · t is even if and only if k is even.

For t even, k · t is even for any k and thus
∑k

i si can be {0}k. Therefore, for t
even, more combinations exist to form {0}k which implies t odd has a slightly smaller
probability of causing a linear dependency when a row is added.

To prove that the maximum number of independent rows for t even is equal to
n− 1, we start by proving that binary strings with odd weight are not present in the
vector space spanned by binary strings of even weight.

Lemma 2. The maximum number of linear independent rows, of length n and weight
t, in a set, for t even, is n− 1.

Proof. Let s1 and s2 be binary strings of weight t and length n. The weight of binary
string sj is Σn

i sj [i]. The bitwise xor of s1 and s2, i.e. s12 = s1 ⊕ s2, is equal to
s12[i] = s1[i] + s2[i] mod 2 for each 0 ≤ i ≤ n. So now the weight of s12 is equal to
Σn
i s12[i] = Σn

i (s1[i] + s2[i] mod 2).

Let t be even, i.e., Σn
i s1[i] mod 2 = Σn

i s2[i] mod 2 = 0. Then

Σn
i s12[i] mod 2 = Σn

i (s1[i] + s2[i] mod 2) mod 2

= Σn
i s1[i] mod 2 + Σn

i s2[i] mod 2

= 0.

So s12 has even weight.

Now that we know that all vectors in the space spanned by binary strings of even
weight also have even weight, we can conclude that the row space of an n×n binary
matrix cannot be maximal. Hence, the matrix cannot be full rank. Furthermore, we
could find a simple (n− 1)×n example matrix of full rank, namely A = (B,C) with
B being the (n− 1)× (n− 1) identity matrix and C being a single column of all 1s.
Now A is a matrix in Echelon form with all rows of even weight. This proves that
the maximum number of independent rows for t even is equal to n− 1.

The combination of both proofs show why on average t odd performs slightly
better than t even. Furthermore, t odd has a higher maximum number of independent
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rows.

Altogether, we conclude that a suitable value for t is odd and greater than ln(n).
Moreover, we conclude that the advantages of using many more positions than ln(n)

might not outweigh the disadvantages, as it will increase computation time but
security will not be improved much. The first odd value greater than ln(n) is most
likely the best option.

2.4 Block Size and Secret Size

So far, we have only considered messages with a fixed block size. A variable block
size has not been considered, but can be very important in the system. The block
size not only influences the number of blocks in which the plaintext is divided, and
thus the amount of metadata added to the ciphertext. In addition, the block size
partly also determines the number of blocks the secret is split in (together with the
size of the secret), which in turn determines how many encryption subkeys we can
pick.

In this section, we take a look at the effects of different block sizes and sizes
for the secret on the system. In practice, different kinds of messages have different
sizes and thus optimal block sizes might vary. The type of messages sent depends
on the type of system used. For example, when working on a desktop, files may
be more frequently sent than chat messages, while when working on a smartphone,
chat messages and possibly emails may be more common. The same holds for the
size of the secret. A desktop workstation could easily have a large hard disk drive
containing the key, while a smartphone is quite limited in its storage. Note that
there are much more devices and options in between.

The gotp system is designed to deal with messages like files, email and chat.
To find a suitable block size, we compare the average size of these messages. A chat
message is usually a short message that only consists of plain text characters, which
makes it just a few bytes long. An email message is often much longer and may
contain attachments; on average it will be a few tens of kilobytes. A PDF file or
other document might be up to around 5 MB. Ideally, the block size is equal to the
size of the message but not smaller, as a fixed amount of metadata has to be added
per block.

To summarise, when picking the block size we want to
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• Maximize the number of blocks available in the secret.

• Minimize the size of the ciphertext, increased by metadata and padding.

The total number of blocks available (in previous analysis called n) is equal to
the size of the secret S divided by the block size, while the size of the metadata
is largely dependent on the choice for t. A good value for t is, as analysed before,
t ≥ ln(n), which means t is dependent on n. This implies that a higher number of
blocks automatically results in a bigger size of the ciphertext. A smaller block size
will result in a lower average size of the padding, but it will largely depend on the
message size.

It is not possible to draw any conclusions about the expected size of padding
added to the ciphertext, since it highly depends on the type of messages that are
sent. But in general it is best to choose the block size specifically for each deployed
system dependent on the average size of a message and the size of the secret. A real
world analysis of the effects of the block size would be a valuable addition to the
system.

2.5 Maximise Utilisation of a Secret

As mentioned before, after a certain number of messages the secret is fully consumed
and a new secret must be shared. This can be done in the same way as the secret
was shared initially. The new secret replaces the exhausted one and new messages
can be send. However, the question is how the group members know when it is time
to share a new secret, to be able to keep encrypting messages.

Open issue: how do we know that we have reached the limit of the secret and
have to share a new secret before encrypting any more messages?

In this section, we list a few options for tactics that can be used to decide when
to share a new secret. These tactics are still conceptual and require more research
before they could be implemented in the actual system.

2.5.1 Broadcast

One option is to let every group member broadcast and keep track of the number of
bytes from the secret used every time that a message is encrypted. This way every
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party will know when a new secret has to be shared, before any more messages can
be encrypted. Parties have to take into account that messages are usually encrypted
and sent asynchronously, when they reach the limits of the secret and must decide
whether or not they can encrypt another message.

If this strategy is followed, it is a good idea to stop encrypting with a large
margin to the maximum number of keys. This way, latency or delay of messages will
not result in guaranteed linear dependencies between positions used to construct
encryption keys. Moreover, it might be a good idea to encrypt only short messages
when approaching the limits of the secret, to make sure that no linear dependencies
happen accidentally.

Another possibility to avoid linear dependencies when following this strategy,
would be to start sending messages in a synchronised manner from a certain point.
This way all of the secret could be used given that messages could be split into
smaller parts. Obviously, the bounds on the number of parts of a secret that can be
used, obtained from the analysis on the probability of collisions, should be taken into
account. Finding a optimal bounds for this approach is a subject for new research.

To illustrate the above mentioned idea, consider a group of four parties, A, B, C
and D that share a secret S of 128 blocks. Now, every time a message is sent from
one party to another, the sender broadcasts the number of blocks that he used to
all other parties. For example, let message M be 16 blocks. It is encrypted by A
and sent to B and D. But besides sending the message to B and D, party A also
broadcasts the number of blocks (in this case 16) to every party, so also to C. Each
party keeps track of the total number of blocks used. After 8 of these messages (it
is not relevant who sends these messages to whom), the secret is maximally used
and no more messages should be sent. Since everyone keeps track of the number of
block used, no problems will occur. In this case, it would be useful to start sending
messages in a synchronised way after 5 or 6 messages, to ensure no race conditions
occur and to prevent collisions and linear dependencies.

Instead of broadcasting only the number of bytes, this idea could be extended
by broadcasting all positions used. These positions could then be used to make sure
that no linear dependencies occur when the positions for the next encryption subkey
are selected. This process would give a lot of overhead though, but might be worth
considering. To decrease the space and time needed, an option would be to use
Bloom filters [Blo70], the same way as matrix A` Definition 3 is built up. However,
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this method only detects whether positions are used before and does not specifically
target linear dependencies.

2.5.2 Byzantine Generals

Another tactic to decide on when to share a new secret, is to let everyone keep track
of the number of bytes they send and, separately, the number of bytes they receive,
potentially per party. These numbers could be used to approximate the total number
of messages send, but they could also be used in a sort of verifying step in which every
user broadcasts their approximations, which can be used by each party to decide on
its own whether or not more messages can be encrypted and send.

An addition to this tactic would be to use the step in which the parties send
their approximations (or ‘votes’) to check whether parties make very wrong approxi-
mations. This is useful to identify parties that are extreme consumers and therefore
make the approximations turn out wrong. For example, by using the Byzantine
Generals Problem presented in [LSP82], such that each party could vote on whether
to continue or stop encrypting, similar to the generals who could attack or retreat.

A majority vote might not be ideal for our situation. However, as stopping in the
case just one party votes stop might not be ideal either, a better decision function
should be formulated. Note that this is a very new idea and more research is needed
to formulate this as a complete strategy.

To illustrate the voting system, consider a group of four parties: A, B, C and
D that share a secret S of 128 blocks. Now, the simplest version of the system is
that every time a message is sent from one party to another, both the sender and
the receiver store the number of blocks used for the message. The sender stores this
number as blocks sent and the receiver as blocks received. No information about the
number of blocks used is broadcast, so parties not involved in the communication
of a certain message do not know of its existence. Again, let message M be 16
blocks. After a total of 8 of these messages, S is maximally used, but in this case not
everyone might know. Therefore we write one message from sender X to receivers
R1, . . . Ry as X → {R1, . . . Ry}.

Assume, we have the following seven messages that were sent: 1.A→ {B,C}, 2.A→
{B,D}, 3.A→ {B,C,D}, 4.A→ {C,D}, 5.B → {A}, 6.B → {A,C}, 7.C → {A,B}.
Thus, in total A sent 4 messages, B sent 3 and C sent 1. D sent no messages and
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all parties received 3. Using this information, each party can decide whether they
would like to continue or stop. They can make this decision not only by looking at
the total number of blocks they sent and received, but also based on the difference
between both. After deciding, they communicate, or in other words ‘vote on’, their
decision to the other parties and altogether they decide whether or not to continue.
Remember this tactic is still conceptual and it is not yet ready for practical use.

2.5.3 Ostrich Tactic

A third option to decide on when to share a new secret, which is the easiest to
implement, involves no communication at all. One should make an estimation of
the number of messages sent and use this to decide on when to stop encrypting and
sending messages until a new secret is shared. When this method is applied, a very
large margin on the number of keys used must be employed, since the probability on
a linear dependency has to be kept to a minimum.

A practical implementation of this method is to share a new secret every time
the group meets. In real-life groups that meet on a daily/weekly basis, this would
prevent problems regarding collisions and linear dependencies since new secrets are
shared a long time before the probability of a linear dependency occurring gets too
high. A disadvantage of this method is that a lot of randomly generated bits remain
unused and are thrown away.

Another implementation of this method is to limit everyone to a certain bound
of keys that may be used, to make sure that the total amount of keys used never
gets over the maximum number of keys available. The most secure way of doing
this is to set the limit to the maximum number of keys divided by the number of
parties in the group. However, this is worse than just dividing the secret among the
number of parties, taking into account that the maximum number of keys that may
be used securely is lower that the total number of blocks in the secret. A limit which
is somewhat higher than this, but still low enough to prevent a high probability on
linear dependencies could be a valid option, given that not all parties get to this
limit. Further research should be carried out to find a good value for such a limit.

To illustrate the Ostrich tactic, consider a group of four parties: A, B, C and
D that share a secret S of 128 blocks and meet on a daily basis. Now every time a
message is sent from one party to another, on the contrary to the other tactics, only
the message is sent and no other information is stored. For example, let message M



24 2.5. Maximise Utilisation of a Secret

be 16 blocks. It is encrypted by A and sent to B and D. No other information is
sent or stored (except possibly by A the number of blocks sent). Since it is assumed
that the group meets on a daily basis, 8 messages can be sent in total per day (it is
not relevant who sends these messages to whom). After that the secret is maximally
used and no more messages may be sent. A possible bound could be 3 messages per
day per user, if we assume that not everyone uses all of their messages every day.
This bound could also be different per user and may be flexible. Note that this is a
risky approach and should be used with caution, since it might be possible that all
users use up their daily limit.



Chapter 3

Bounded Retrieval Model

In this chapter we take a look at the Bounded Retrieval Model (brm) and its appli-
cability in a broad context. The idea of the brm could be characterised as follows.

“I want the secret of the Coca-Cola company not to be kept in a tiny
file of 1KB, which can be exfiltrated easily by an APT [Advanced Persis-
tent Threat], I want that file to be 1TB, which can not be exfiltrated.” –
Adi Shamir (2013) [Ley13]

A recently published application in the brm is big-key cryptography. We compare
big-key encryption to Group otp in Section 3.2. After that we look at the applica-
bility of Group otp in the brm.

3.1 Background

In times when storage was more limited and expensive than it is now, [Mau90] came
up with the Bounded Storage Model (bsm). The idea of the model is straightfor-
ward: the data needed to brute-force encrypted information must be too big for the
adversary to store. When looking at the idea from a broader perspective, the idea
could be applied to a huge variety of methods. It is possible to make systems slow
and use large amounts of memory or storage on purpose to make it harder for the
adversary to perform brute-force attacks. For legitimate users, this might slow down
the system too, but this is insignificant compared to brute-force attacks.

The original idea of the bsm is based on using prearranged positions of a pub-
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licly available random stream when encrypting a plaintext. The random stream is
broadcast but not publicly stored in any place. In [Mau90] it is shown that the
adversary would have to store a large part of the random stream to be able to attack
the ciphertext. The method is based on the assumption that the adversary does
not have enough storage to do so. No assumptions are made on limitations of the
computational power of the adversary.

Related to the bsm is the Bounded Retrieval Model (brm) [Dzi06]. The brm,
instead of assuming bounded storage (which is relatively cheap and largely available
nowadays), is based on the assumption that any intruder can only retrieve a limited
amount of sensitive information. This is largely due to the slow nature of network
connections, relatively to the size of sensitive information stored. For example, if
an attacker succeeds to remotely access a server’s database and tries to steal hashed
passwords, he is mostly limited by the available bandwidth. If we make this file of
hashed passwords very large by increasing the size of the hashes it will take a long
time to steal the file completely. Furthermore, in [DLW06] it is argued that large
and repeated access to secure files could easily be detected by a simple Intrusion
Detection System (IDS) which would limit the time the attacker can access the
information. The combination of larger hashes and an IDS can make it very hard
for an attacker to steal the password database of a system and perform offline attacks
on the hashed passwords. In the brm no assumptions are made on limitations of the
computational power of the adversary, before or after stealing information.

A practical method that makes offline attacking hashed passwords hard by being
intentionally slow is the hash function bcrypt [PM99]. bcrypt can be made as slow
as desirable by adding more iterations. A newer method called scrypt [Per09] is also
very memory consuming to make attacks even more difficult. Making hash functions
intentionally slow and memory consuming makes it much harder for attackers to
develop rainbow tables.

3.2 Big-key Cryptography

The brm is useful to make it hard to steal large secrets. Secrets shared between group
members should of course always be stored securely and protected by a passphrase,
but an intruder, for example in the form of malware, could just wait on the infected
system for someone to enter the passphrase and log the keystrokes to decrypt the
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secret. While the time the intruder can access the secret can be limited using in-
trusion detection, in the case of systems like Group otp, it could very well be that
the intruder only needs to access specific positions of the secret and compromise
these first before being detected. Therefore, it is assumed that the adversary can
access the secret key only before encryption of messages happens, since otherwise all
previously sent messages should be considered compromised anyway.

An interesting application of the brm is presented in [BKR16], which is specif-
ically designed to counter APTs. The method makes use of a big-key S of size n
comparable to the secret used in the Group One-time Pad. The idea here is that the
big-key S is so large that the adversary, at best, only has time to steal a bit-string
L of up to l < n bits of the key due to limited bandwidth. The goal of the method
is to maintain security after leakage has occurred while at the same time being able
to encrypt messages in an efficient way.

Each time a message needs to be encrypted, a random value R is chosen. The
hash function is applied to this value to obtain, e.g. t = 500 positions pi that point
into S which gives us J = S[p1] . . . S[pt]. To obtain a derived key K, the hash
function is applied to J . This derived key K can be used for any protocol designed
to use a symmetric key to encrypt a message into ciphertext C. Random value R is
added to the ciphertext as metadata to enable the receiver to decrypt the ciphertext.
Altogether, (R,C) is delivered to the receiver.

3.2.1 Subkey Prediction

The main focus of [BKR16] is subkey prediction, which is the ability of the adversary
to guess J given a certain part of S. It is shown that an attacker can do better than
just steal, e.g., the first l < |S| bits from S and guess the missing bits of J which
are not in the leaked part of S. This is achieved by developing a strategy using an
error-correcting code. Using this improved strategy it is shown that the maximum
probability of the attacker guessing J for l/n = 0.1, i.e. 10% leakage, and t = 500 is
smaller than 2−274 and even for l/n = 0.5, i.e. 50% leakage, smaller than 2−84.

The assumption is made that leakage happens just once and only before sending
any messages. If leakage happens after sending messages, even more specific positions
could be leaked instead of just a large part of the key. This would result in all earlier
sent messages to be compromised.
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Building on the subkey prediction an improvement on the key derivation process is
provided by [BKR16], called key encapsulation. To obtain the derived key K, instead
of applying the random oracle to just J it is concatenated to R before deriving K.
This derived key is proven to be indistinguishable from random.

3.2.2 Authenticated Encryption

For authenticated encryption [BKR16] suggest keeping a small part of big-key S to
be used for creating a Message Authentication Code (mac) and add that mac to the
ciphertext. This method is called hedged big-key encryption. This method only works
if this mac key part of S is secure and never leaked. After leakage authentication is
not guaranteed any longer. Therefore, hedged big-key encryption is not in the brm.
In general, authentication is not possible in the brm since a valid ciphertext could
easily be computed if the adversary has access to the secret, without leaking a part
of the secret even if the adversary only has access a very short time.

Although it is not possible in the brm, this method of encryption is interesting
and should be considered to be used in Group otp. It is directly applicable and
would counter another argument against using otp. This is discussed in Chapter 6.

3.2.3 Comparison to Group OTP

It is interesting that Group otp and Big-key cryptography appear to be very similar
although they focus on solving a different problem. Group otp focuses on solving the
problem of using one large secret shared within a group, while maintaining perfect
security. But it might be also applicable in the brm. Big-key cryptography focuses
on creating a low bound on the advantage an adversary gets from breaking into a
computer system to obtain part of the secret. But might also be applicable to solve
the problem of using one large secret shared in a group, in this case based on provable
security.

When looking at the applicability of big-key cryptography in a group, we imme-
diately have to note the use of the Random Oracle Model (rom) [BR93] for security.
The rom is not only used to obtain the random positions into S, but also to create
K from the concatenated bits at these positions. The length of the big-key is not
specified by [BKR16], and using the random oracle in the key derivation process
takes away the linear dependencies, which brings the probability on collisions of en-
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cryption keys back to the probability of randomly obtaining the same value for R
and the collision resistance of the rom.

Not much is said about requirements on R so we cannot say more about this
than that it probably goes back to the birthday problem. If we assume that all
positions are selected randomly we have a probability of (t/n)t that all positions are
the same. But, since just one bit is used per position, the probability of Ji = Jj is
much higher, namely (1/2)t. We have to note that since big-key cryptography does
not use the xor operation for encryption but any conventional protocol designed to
use a symmetric key, key re-usage is normally not a problem.

Furthermore, since keyK needs to be of a certain length corresponding to conven-
tional block ciphers, using the random oracle gives more flexibility in the number of
probes used. The use of a hash function takes care of this. In the discussion [BKR16]
also note that using more than one bit per probe could be an option, but needs no
be researched first. If big-key cryptography would use more than one bit per probe
it behaves more like Group otp. Therefore, it might be possible to adapt big-key
cryptography such that it gets perfect security.

Per message M , big-key cryptography only uses one K usually smaller than
the plaintext. This has several implications. First of all, key consumption lies a
lot lower than with Group otp. Second, using the same K multiple times means
that cryptanalysis might be possible, but as mentioned before, big-key cryptography
makes use of strong symmetric protocols. Note that using a new K for every block
would require performing many more random oracle operations per message, which
is significantly slower than a plain xor operation.

3.3 Group OTP in the brm

When looking at the applicability of Group otp in the brm we can use the same ar-
gument regarding the usage of a simple intrusion detection system to limit malicious
software trying to access secret data as [DLW06]. But to be able to say something
about the impact of leakage we have to consider its effect on the possibility to guess
K when a part L of size l/n of S is available. Recall Definition 1 with n = 1024 and
odd t > ln(n), i.e. t = 7 we have

K = S[b1]⊕ S[b2]⊕ S[b3]⊕ S[b4]⊕ S[b5]⊕ S[b6]⊕ S[b7].
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First, we have a look at the increase of knowledge of the adversary due to leakage.
Let l/n = 0.1, i.e. 10% leakage, which means that one part S[bi] lies in L with
probability 1/10. So for t parts, all parts of K, and thus also the plaintext, are
known to the adversary with probability 10−t. For 20% leakage this probability gets
to 5−t and for 50% to 2−t. This must be taken into account when deciding on a
value for t.

Furthermore, we want to look at the effect of leakage on linear dependencies, i.e.
what can we say about the probability that a linear dependency will occur, given
that l of the blocks are already known. In binary matrix A` this could be represented
as extra rows of weight 1 at the locations that S is leaked, and consequently, after
solving the matrix, as zero columns at the locations that S is leaked. This means that
the maximum rank, and thus the maximum number of blocks that can be securely
used, automatically decreases to n− l.

Intuitively, one would think that after leakage, on average, t′ = t · (1− l/k) holds,
where t′ is the effective value for t, regarding the analysis presented in Section 2.3.
Adding to this that K is known to the adversary, due to the leakage, with probability
10−t, low values for t should not be considered in the brm.

To find out the effect of leakage, we use the same simulations as described in Sec-
tion 2.3 but we add leakage by setting a certain percentage of the columns to zero.
Simulations are run for n = 1024 with leakage equal to 10%, 20% and 50%, i.e.
l/n ∈ {0.1, 0.2, 0.5}. A part of the results is shown in Table 3.1, for the full re-
sults see Appendix A. For comparison, we run simulations without leakage but with
n = 1024 · (1− l). These results are also listed in Appendix A.

As can be seen, a leakage of 10% has a significant effect on the number of rows
that can be added before a linear dependency occurs. For t ≤ 5, less than 10% of the
secret can be securely used, since the first linear dependency occurred after adding
just 63 rows. For values of t ≥ 6 it is secure to use almost 89% of the secret, since
the first linear dependency occurred after 905 rows. The results closely match the
results for n = 922 without leakage, for t ≥ 6. For t ≤ 5 this is different due to
the high probability that most (or all) of the positions are in the leaked part. The
probability that all positions of one encryption subkey are in the leaked part is 1/105.
For higher t this probability is a lot lower.

For 20% leakage of the secret the safe bound lies between t = 8 and t = 9. This
was as expected, since for 20% leakage and t = 7, the probability that all positions
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of one encryption subkey lie in the leaked part is 1/57, which is close to 10% leakaga
and t = 5. For t = 8, the probability that all positions of one encryption key lie in
the leaked part is still low. For t ≥ 9 the results closely match the results for n = 819

and up to 79% of the key can still be used after leakage.

With a leakage of 50% of the secret the results are different. Secure values of t lie
a lot higher. For values of t ≤ 18 it is not secure to use more than a few blocks, since
linear dependencies between the rows already occur even after a few rows. Although
the averages are similar to n = 512 without leakage, the minima are a lot lower. For
t ≥ 21 the results tend to match n = 512 without leakage more closely, but there
is still a relatively high probability that most of the positions used for encryption
subkeys lie in the leaked part. To prevent this from having a big effect [BKR16] uses
up to 500 positions of the big-key.

We have seen that leakage has a big effect on the use of gotp. Using more
positions per encryption subkey does fix this, but this also increases the time needed
to construct K due to the higher number of lookups. Using more than 100% of the
blocks minus the number of leaked blocks, results in guaranteed linear dependencies,
similar to using more than 100% blocks without leakage. So, for leakage 10% of a
secret with n = 1024 we can securely use at most 922 blocks, for 20% at most 819
blocks and for 50% at most 512 blocks.
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l/n t µ σ min max µ/n

10%

4 844.60 149.0955 1 906 0.8248
5 904.20 54.3153 63 920 0.8830
6 915.95 2.8023 905 922 0.8945
7 918.60 2.1919 908 922 0.8971
8 919.67 1.9000 906 922 0.8981
9 920.11 1.7187 912 922 0.8985
10 920.29 1.7041 909 922 0.8987
11 920.46 1.5378 913 922 0.8989
12 920.37 1.6945 911 922 0.8988
13 920.33 1.7194 913 922 0.8988

20%

4 407.23 262.5261 1 789 0.3977
5 712.65 198.3635 1 812 0.6959
6 789.34 103.8978 1 817 0.7708
7 808.19 55.5851 8 819 0.7892
8 814.54 26.9180 224 819 0.7954
9 816.76 1.9683 806 819 0.7976
10 817.15 1.7552 809 819 0.7980
11 817.19 1.7762 809 819 0.7980
12 817.41 1.6789 808 819 0.7983
13 817.33 1.6711 808 819 0.7982

50%

13 498.16 60.9792 10 512 0.4865
14 499.75 58.5790 13 512 0.4880
15 508.28 24.7949 8 512 0.4964
16 508.56 22.7006 124 512 0.4966
17 509.51 24.7332 44 512 0.4976
18 510.45 12.4552 172 512 0.4985
19 511.06 1.4580 501 512 0.4991
20 510.88 7.4463 280 512 0.4989
21 511.11 1.5215 498 512 0.4991
22 511.09 1.5292 501 512 0.4991

Table 3.1: Results of 1000 simulations for n = 1024 and l/n ∈ {10%, 20%, 50%}.
The bold values indicate where t > ln(n). µ is the average number of rows that
could be added to A` before a linear dependency occurred, σ the standard deviation,
min. is the lowest number and max. the highest. For the full results see Appendix A.



Chapter 4

Extensions to GOTP

This chapter describes possible extensions that are worth further research. The first
extension makes the key selector use a seeded random generator, which results in
less metadata to be added to the ciphertext. The second extension uses similar
random generators but applies them to the secret generation to decrease the size of
the secret data to be shared and/or stored. Finally, we take a look at a method for
authenticated gotp encryption.

4.1 Seeded Key Selection

There are many different strategies possible for selecting encryption keys. If we
look at the gotp key selector it might be possible to improve this key selector
implementation-wise to increase the performance while decreasing the size of the
metadata at the same time.

Since the positions are allowed to be pseudo-random, it could be an option to
select the positions per block based on a seed. This way, only the seed has to be
added to the ciphertext as metadata, which decreases the size of it drastically.

We have to keep in mind, though, that equal seeds produce equal sequences of
random numbers. Therefore, to base the random positions of one subkey on one
seed might be a dangerous decision, since a collision in the seed will now result in a
collision in the subkey, which will happen according to the birthday problem.

This problem could be solved in several ways. One option would be to use a
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variable number of positions t, which means that both t and the seed must be equal
to obtain the same sequence. This is, however, still not unlikely to happen. Another
option would be to select all positions of the keys in the beginning and shuffle them
in a systematic way, such that the receiver can do the same thing. A third option
would be to use the time in milliseconds plus a user ID as the seed to make sure it
is unique. The effects of these suggestions must be researched before implemented.

An idea to make the problem of colliding seeds have less impact on security,
is to include the metadata of the upcoming block in the plaintext of the current
block. This way it is encrypted and unreadable by the adversary and can thus not
be used for cryptanalysis. This method would economically be most attractive if the
metadata to be added (and thus encrypted) is small compared to the blocksize.

4.2 Shorter Secrets

The gotp cryptosystem is designed for encrypting multiple types of messages, like
files, emails and chats. Since these types of messages are commonly sent from smart-
phones, it would be useful to be able to use the gotp system on a smartphone.
However, smartphones are still very limited in storage, which is the main require-
ment for the currently designed system. To solve this, it would be useful to improve
the system to such that it requires less storage. Apart from the limited storage, it is
also hard to transfer a large amount of data to and from a smartphone (harder than
to and from a computer).

First, we have a look into solutions for the distribution problem and after that
we look at solutions for the storage problem. The general idea is to share a secret
that is a lot smaller than the One-time pad, and use this as a seed for a random
generator.

4.2.1 Sponge Construction

An option to address the issue of sharing a large secret would be to share a small
random seed instead, and use this to generate a secret of a certain length. This could
be done by using a pseudo random generator, for example in the form of a sponge
function [BDP+07], seeded by this small secret, and use it to generate a larger secret
of a certain length.
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A sponge construction usually does not provide random access, but the larger
secret could be stored as a whole and the seed could be deleted, which means that
a version of gotp using a sponge construction could be applicable in the brm. We
should take into account that a leakage function could make use of weaknesses in the
pseudo random generator, so this first needs to be analysed more thoroughly.

4.2.2 Randomly Accessible Pseudo Random Generator

If we could use a random generator that supports random access, we would be able
to select the parts for encryption subkeys from the secret at random without having
to generate the One-time pad as a whole. This way, only the small version of the
secret needs to be stored to be the seed for a randomly accessible generator.

An option is to use aes in counter (ctr) mode for the random generation of
bits [LRW00]. Counter mode creates keystreams by encrypting successive values of
a counter using a given key. Afterwards, the ciphertext is obtained from the bitwise
xor of the keystream and the plaintext. Decryption is managed in exactly the same
way. The use of the xor makes encryption and decryption symmetric.

An overview of the standard counter mode is shown in Figure 4.1. When using
this in the gotp system, Key is the secret that acts as a seed in the system. The
initialisation vector is constant per secret and the encrypted counter is used as one
part of the encryption subkey. After encrypting t counters, a complete encryption
subkeyK is obtained that can be used for encrypting. The rest of the system remains
the same.

Note that this construction is similar to the use of a stream cipher. We lose
perfect security when using this type of encryption, since the One-time pad is not
truly random any more. Furthermore, the brm is not applicable since the secret is
now based on a relatively small random secret.

4.3 Authenticated Encryption

So far authentication for the gotp system has not been discussed into much detail.
In Section 3.2.2 we have briefly discussed the method proposed by [BKR16]. This
method, called hegded big-key encryption, reserves a small (e.g. 128 bits) part of
the secret as a key for a mac. After encryption of a message, it is authenticated by
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Encryption

Secret1

Init vector Counter1

Key EncryptionKey EncryptionKey

Counter2 Counter3

Secret2 Secret3

Init vector Init vector

Figure 4.1: Counter mode encryption applied to obtain a random secret. Three
blocks of encryption are shown. The output of a block is used as a block for the
secret. Note that the initialisation vector is a constant and that the counter can be
any sequence that is guaranteed not to repeat, so an increment-by-one is the simplest
choice. [LRW00]

adding a mac. This could also be applied to gotp by using, e.g., the first block of
the secret as a mac. An important note is that this method will not hold in the brm

since a 128 bit key is easily leaked.

Another, similar, option is to encrypt messages using gotp encryption in Galois
counter mode [MV05]. For this we need to reserve a part of the key (or use some-
thing else) as authenticated data as well. Furthermore, we would use the encryption
subkeys as if they were the blocks obtained by the counter mode. Altogether, this
would result in an authentication tag that can be used to verify the authenticity of
the ciphertext. An overview of the system as a whole is shown in Figure 4.2
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Key1
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Plaintext1 Plaintext2

Ciphertext1 Ciphertext2
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Figure 4.2: gotp encryption in Galois Counter Mode. Everything below the dashed
line is normal Galois counter mode, while everything above the dashed line is the
encryption subkey creation of gotp encryption. Encryption still works the same
way, only an Authentication Tag is added before sending the message. [MV05]



Chapter 5

High-level design

This chapter describes the high-level design of the library that implements the gotp

cryptosystem in the form of a use case view and a logical view based on the re-
quirements described in the design document, which can be found in Appendix C.
Furthermore, the separate parts of the system are described into detail, design deci-
sion are explained and important parts of the library are highlighted. This design is
used as the basis of an implementation which will be open source for academic use.

5.1 Use Case View

The use case view is based on the user stories and describes how the system will work
as a whole. This can be used as a reference on how to make use of the library. The
api of the library consists of the possibility to either encrypt or decrypt messages
using a gotp secret. Besides that, there is the option to import a gotp secret given
a random file and to export a gotp secret encrypted by a new passphrase. The use
case view is shown in Figure 5.1. The use case view is followed by the use cases
described step by step.

For testing purposes an option to generate a gotp secret is included but using
this for anything other than that is not recommended. Therefore it is not included
in the use case view.
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Encrypt Message

Decrypt Message

Import Secret

Export Secret

Figure 5.1: Use case overview of the gotp library. This view shows the interactions
between a user and the library.

5.1.1 Encrypt Message

id UC-1

Input (. . . ): Plaintext, gotp secret, Passphrase
Output _: Ciphertext

Steps:
gotp encryption consist of several steps.

1. The plaintextM is padded and divided into blocks according to the block size.

2. For each block the Key Selector selects parts b1, b2, . . . bt from the gotp secret
S.

3. These parts are used to construct encryption subkey Ki = ⊕jS[bj ].

4. The Cipher usesKi to encrypt block i of plaintextM to obtainM [i]⊕Ki = C[i].

5. The information used to construct Ki is concatenated with C[i] to make de-
cryption possible obtaining ((b1, b2, . . . bt), C[i]).

6. All encrypted blocks are concatenated to obtain the complete ciphertext.
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5.1.2 Decrypt Message

id UC-2

Input (. . . ): Ciphertext, gotp secret, Passphrase
Output _: Plaintext

Steps:
gotp decryption is done in the reversed way as encryption is done.

1. The blocks are separated from each other to obtain the separate ((b1, b2, . . . bt), C[i]).

2. For each block the Key Selector uses the metadata to get the positions b1, b2, . . . bt
from the gotp secret S to reconstruct subkey Ki = ⊕jS[bj ].

3. The Cipher uses K to decrypt the encrypted part of the block C[i] into C[i]⊕
Ki = M [i].

4. The obtained decrypted blocks are concatenated to obtain the plaintext M .

5.1.3 Import Secret

id UC-3

Input (. . . ): Random file, Passphrase
Output _: gotp secret

Steps:
Importing a gotp secret means that a truly random file is transformed into a gotp

secret. To protect the secret against malware it is stored in encrypted form.

1. The random file is read and encrypted with the given passphrase using cipher
block chaining mode.

2. The random file is securely destroyed after importing it to a secret.
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5.1.4 Export Secret

id UC-4

Input (. . . ): gotp secret, Passphrase, New passphrase
Output _: gotp secret

Steps:
To be able to share a gotp secret among a group of people, the passphrase is
changeable.

1. The gotp secret is decrypted block by block using the given passphrase.

2. The decrypted blocks are then encrypted block by block with the new passphrase.

5.2 Logical View

The logical view is based on the functional requirements, it describes the structure of
the system by showing the classes and the relationships between them. The logical
view can be found in Figure 5.2. The logical view is followed by the separate parts
described in more detail.

The library is designed in such a way that the strategy of picking encryption keys
and the block cipher used can be chosen by the application that uses the library. This
automatically makes it possible to maintain different versions of the library.
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Key Selector

GOTP Selector

abstract

Other Selector

Secret

Block Cipher

GOTP Cipher

abstract

Other Cipher

Text

File

Plaintext File

abstract

Encrypted File

3rd party Crypto

Figure 5.2: Logical overview of the gotp library. Here ( indicates a uses-
relationship, _ indicates inheritance and _ indicates realisation of an abstract
class

5.2.1 Secret

A gotp secret represents the secret S in the gotp cryptosystem. It is a random
binary file which is used to pick random blocks of bytes from, these random blocks
are used to create a symmetric key.

Stored Encrypted

Although the protocol assumes that the secret is stored in a secure way and the
adversary has no access to the secret, gotp secrets are stored in encrypted form,
protected by a passphrase only known to the user owning the secret. This means
that if (part of) the secret is stolen, security degrades to cryptographic security.
Encryption of the gotp secret is done using 128 bit aes [DR13] in Cipher Block
Chaining (cbc) mode [EMS+78]. cbc is used to allow random read access.

Random read access is required since it is not feasible to decrypt the large se-
cret as a whole, or even until the positions needed. Before being encrypted, cbc

first performs the xor of the plaintext with the previous ciphertext. This way, the
ciphertext depends on all previous processed plaintext blocks. But it still allows
random read access, because only the ciphertext of the previous block is needed to
decrypt a block, not the plaintext. For the first block an initialisation vector is used
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Encryption

Init vector

Key EncryptionKey EncryptionKey

Plaintext1 Plaintext3Plaintext2

Ciphertext1 Ciphertext2 Ciphertext3

(a) Encryption

Decryption

Init vector

Key Key Key

Ciphertext1 Ciphertext2 Ciphertext3

Decryption Decryption

Plaintext1 Plaintext3Plaintext2

(b) Decryption

Figure 5.3: Cipher Block Chaining (cbc) mode encryption and decryption. Three
rounds of encryption and decryption are shown. Note that the initialisation vector
is constant and in our case can be all zeroes. [EMS+78]

at the right-hand side of the xor.

Decryption is done in the opposite way. First, the block is decrypted after which
the xor is taken with the ciphertext of the previous block to obtain the plaintext.
The fact that the ciphertext of the previous block is needed to decrypt the current
block, makes leaking random blocks of the secret by an adversary twice as complex.
Leaking consecutive blocks would in this case be the best option for an adversary.
An overview is shown in Figure 5.3.

The passphrase is chosen by a user and is hashed using C++’s std::hash<>1

function. Since a 128 bit key is needed, the passphrase is hashed twice concatenated
with two different constants, i.e. we use H(a) = h(x | a) | h(y | a) where h(a) is
C++’s std::hash<> function and x and y are constant strings with x 6= y. Now,
H(a) returns a 128 bits string as a hash for a. Altogether, this gives the flexibility

1http://en.cppreference.com/w/cpp/utility/hash

http://en.cppreference.com/w/cpp/utility/hash
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of using encryption keys of any size being a multiple of 16 bytes.

Although there are arguments not to do this, for example, it could be possible
to brute-force the password, the first block of the gotp secret is used to verify the
passphrase. This is done to improve user experience and can be very useful when
done before starting to decrypt a ciphertext into gibberish or exporting a secret that
will never decrypt anything. No measures are taken against brute-force attacks, this
is not the task of the library.

Unique ID

To be able to link a ciphertext to a secret, an ID is created for every secret by
hashing the first 1000 bytes of the secret. This ID is added to the header of the
ciphertext which on its turn is used to check whether or not the ciphertext that is
being decrypted was actually encrypted using this secret, before any other errors
occur while decrypting or opening the wrongly decrypted file.

Random file

It is assumed that the random file on which the secret is based is truly random and
not based on a seed. Creating a truly random file is not part of this research and
it is assumed that methods are available to groups that want to use this protocol.
As mentioned before, for testing purposes functionality to generate a random secret
of a certain number of bytes is included but using this for anything other than its
purpose is not recommended.

To ensure that the random file cannot be stolen or reused after it is imported
into the form of a gotp secret, it is destroyed in a secure way. This is done by
overwriting the random file first with all zeroes and after that one more time with
random data generated by C++’s random_device. Sometimes it is argued that
more thorough methods like the Gutmann method [Gut96], degaussing or even de-
struction of drives are needed to securely destroy a file [WGS+11], but the latter two
are very impractical and for the other no proof is available or it does not even apply
to modern ways of storage.
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5.2.2 Text

To not limit the flexibility to encrypting only one data type, but to allow for example
all types of files, emails and (chat) messages, a Text object simply contains a vector
of bytes (std::vector<unsigned char>). This way, this class can be used to
derive from by other types, such that gotp encryption can simply operate on a Text
object without having to know its actual contents. The std::vector<>2 container
is also chosen because it is flexible and it is possible to enforce bounds checking in
C++ in contrary to C-arrays using the access function .at(pos)3.

Structure

The Text class serves for both plaintexts and ciphertexts. Since it only consists
of a vector of bytes it can store anything. However, derived classes can define the
handling for plaintexts and ciphertexts in a different way.

When storing an encrypted text it is accompanied by some metadata to be able
to decrypt it again. Therefore, the contents of an encrypted Text is separated in
a header and a body. The header contains the information on which key selector,
which block cipher and which secret is used to encrypt the text. The body is divided
into blocks, which contain the information needed to construct the key followed by
the encrypted text.

This division into blocks is done when encrypting the key. If the plaintext size
is not exactly n times the block size with n being an integer, i.e. the size of the
plaintext is divisible by the block size, padding is needed. To do this several strate-
gies exist, but since encryption is done by an xor, the padding has to be done in
a thoughtful way. Therefore, a combination of standards ISO 10126 and ISO/IEC

7816-4 is implemented, both taking care of the minimum size a padding can be while
not giving away information about the key. First, a byte valued 0x80 (in binary
1000 0000) is added to the plaintext followed by random data. It is made sure that
his random data does not contain the byte 0x80 by filtering it out before adding it
to the plaintext. Since the plaintext could also contain the value 0x80, at least one
byte of padding is always added to the plaintext. An example of the padding is

2See http://en.cppreference.com/w/cpp/container/vector
3See http://en.cppreference.com/w/cpp/container/vector/at

http://en.cppreference.com/w/cpp/container/vector
http://en.cppreference.com/w/cpp/container/vector/at
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... | DD DD DD DD DD DD DD DD | DD DD 80 c9 2e be 12 5a |

Here DD is the actual content of the message, blocks are separated with | and
the padding starts at 80. Thus the padding could easily be removed by finding the
last 0x80 byte in the decrypted ciphertext and removing all data from thereon.

The construction of the header and body is handled by the block cipher and key
selector. This is done to keep the Text class as simple as possible. For a schematic
overview of an encrypted text, see Figure 5.4.

A plaintext is not stored separated into a header and a body, but just contains
the content of the message as a vector of bytes. This makes it easily processable for
other classes.

File

A File can either be a plain- or a ciphertext file. File derives from Text such
that it is accepted by the GOTP interface. Besides the functionality equal to Texts
it also contains functions to read and write its contents to a file. Reading is done
in the trivial way, writing is more specific and therefore implemented by plain- and
ciphertext file.

A PlainTextFile concatenates the file name to the contents before encrypt-
ing it separated by a 0x00 byte, such that it can be of use after decryption. A
CipherTextFile will remove the decrypted file name before writing it to a file
such that the contents of the original file are obtained. A (new) file name has to be
chosen before decryption, such that no files are accidentally overwritten.

Besides encrypting the content of a file, it benefits confidentiality when also the
file name is encrypted. If the adversary could guess the plaintext (for example from
knowing the filename), this would reveal information about the secret. However,
encrypting the file name also degrades usability since it is hard to know which file
is which. Therefore the file name is encrypted in the first block and it is possible to
decrypt just the file name such that it can be inspected when searching for a specific
file in a bunch of large files. The user can choose the new name for the encrypted
file.
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Encrypted Text bytes

Header bytes 1

Header

Selector id

Selector info bytes

Selector Info
...
Cipher id

Cipher info bytes

Cipher Info
...
Key id

8

1

8

8

Body bytes 8

Body

Metadata bytes

Block bytes

Blocks

Metadata

Block

Padding (*last block only*)

8

8

*

*

Figure 5.4: A schematic overview of an encrypted text. Italic text is the name of a
part, while monospaced text is the actual content. An encrypted text is built up
of a header and a body. The header contains the data know which algorithms were
used to encrypt while the body contains the metadata and encrypted blocks. Every
part of the encrypted text is preceded by its size in number of bytes.

5.2.3 Cipher

Any symmetric cipher can be used to encrypt a file. This can be done by inheriting
from the class Cipher and implementing the method encrypt and decrypt. The
Cipher makes use of a Key Selector when picking encryption keys for next
blocks.
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To be able to decrypt a file, it must be known which block cipher with what
parameters is used when encrypting it. Therefore a method to read and write infor-
mation to the header of a ciphertext must be implemented as well. This information
also contains an ID unique for each implemented cipher. It is used to identify and
select the correct cipher to decrypt the encrypted file. By default files are encrypted
and thus decrypted using gotp encryption, i.e. the xor, but because of the flexi-
bility of the design other ciphers may be implemented and used as desired.

5.2.4 Key Selector

To obtain encryption keys from the gotp secret a strategy must be chosen to pick
certain keys. Next to the way of selecting keys when using standard gotp encryption,
several other possibilities exist and each have their pros and cons. The key selector
always makes use of a gotp secret when selecting keys.

Standard gotp encryption does this by taking x bits, where x is the block size,
at t selected positions of the gotp secret and performing the xor to obtain the en-
cryption key. After obtaining the encryption key, all selected positions are combined
and returned together with the key such that they can be added to the ciphertext
as metadata. Note that block size x is given by the block cipher and t can be set
by the user. As seen in the analysis in Section 2.3, t > ln(n) and t odd, where n
is the number of blocks available in the key, is a suitable option. Furthermore, if n
is unknown t = 21 is a safe choice for keys up to 1 TB with blocks of 1 KB, since
t = 21 > ln(109).

Another option is to use a block size equal to the size of the plaintext. That
would mean that the block size is different for each message to be encrypted. This
would make padding unneeded and thus would decrease the metadata that must be
added to the ciphertext. Furthermore, it would have a positive effect on the lookup
time needed to find the right positions in the secret. However, it might also have
consequences for the probability of a linear dependency between the positions to
occur. Therefore, more research must be done to know whether this is a good idea.

An interesting way described in [BKR16] is to make use of many (e.g. t = 500)
probes into the secret. This is done to decrease the amount of information obtained
in the case of partial leakage of the secret. Implementing this method would also
involve implementing a different cipher that uses a different that uses a common
block cipher like aes. Selecting a new key for each block would in this case be very
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slow because of the high number of random oracle calls and memory lookups into the
secret. Therefore, this method would probably have to give up the one-time property
to stay practical.

To be able to decrypt a file, the same applies as with the block cipher. It must
be known which strategy with what parameters is used to pick the encryption keys.
Therefore, a method to read and write information to the header of a ciphertext is
implemented as well. An ID similar to Cipher is used to identify and select the
correct key selector to decrypt the encrypted file. By default files are encrypted
and thus decrypted using the gotp key selector but because of the flexibility of the
design other ciphers may be implemented and used as desired.



Chapter 6

Findings and Future Work

One-time Pad has always been regarded as impractical because of its problems with
key distribution, lack of randomness and implementation errors that cause keys to
be reused. Furthermore, no asynchronous solutions existed, to use a single One-time
Pad in a group, without the use of a central server (and thus a single point of failure).

6.1 Conclusions

Based on [Gra16] we have shown that it is possible to use One-time Pad in a group.
We have analysed the parameters for the gotp cryptosystem and as it turns out,
a suitable bound for the number of positions of the secret to be used for an en-
cryption subkey is an odd value t such that t ≥ ln(n), where n is the number of
positions available. Proper values for the block size are application specific and need
to be researched more thoroughly. Also practical strategies for when to stop using a
particular secret, i.e. when it is fully consumed, need to be researched.

Furthermore, it was made plausible that the key distribution problem could in-
stead be regarded as a strength because of the brm. Therefore, we conclude that
using large secrets to encrypt short messages may have a future, not only because of
its possibility to have perfect security, but also because it could provide protection
against malware and other APTs. Storage is already very cheap and will, very likely,
only become cheaper.

Finally, we have shown that for specific cases, the problems with otp are possible
to overcome in practice. We have demonstrated this by providing a design of the

50
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system and an implementation in the form of a C++ library that will be open source,
such that it is available for future reference and research.

6.2 Future Work

As described in Chapter 4, there are ideas to improve the gotp encryption system
in a practical way. The use of pseudo-random generators would come at a cost
of losing perfect security, but it could significantly improve usability and practical
implementations. Therefore, this could be a good subject for future research.

Another open issue is authentication. Some options have been listed already,
but options that also include non-repudiation in a group, or at least person-to-
person authentication, would greatly improve the system. One could think of using
asymmetric keys for authentication, or sharing small extra symmetric keys in pairs
to be used as authenticated data.

A more practical subject for future work is file sharing, and in particular, the
possibility to edit encrypted files. One of the motivations to do this research was the
possibility to store the encrypted files with a public cloud provider, without having
to worry about the administrator of the system being able to read the content.
Therefore, an economical (in the sense of key usage) option to edit encrypted files
would be very useful. A not so economical way of doing this is to re-encrypt files
after editing. A possible improvement is the usage of encrypted delta files, but this
requires more research.
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Appendix A

Simulations

In this Appendix a collection of results of simulations of matrix A` from Definition 3
is listed. In each simulation the matrix A` is built up row-by-row. The results
listed in the following tables represent the averages, minima, maxima and standard
deviation of the number of rows without linear dependencies. In Table A.2 the
results represent the averages, minima, maxima and standard deviation of the rank
of randomly generated square matrix An.

A1



A2

Constant n and t

n t µ σ min. max. µ/n βt

128

3 114.88 9.5122 19 126 0.8975 0.9282
4 122.20 2.6495 101 127 0.9547 0.9736
5 125.42 1.9021 117 128 0.9798 0.9903
6 124.97 1.8541 116 127 0.9763 0.9964
7 126.28 1.6883 116 128 0.9866 0.9987
8 125.34 1.7632 115 127 0.9792 0.9995
9 126.28 1.7268 117 128 0.9866 0.9998
10 125.36 1.6543 117 127 0.9794 0.9999
11 126.35 1.6283 118 128 0.9871 0.9999
12 125.35 1.7178 113 127 0.9793 0.9999
13 126.40 1.7098 114 128 0.9875 0.9999
14 125.52 1.5710 118 127 0.9806 0.9999
15 126.45 1.5452 118 128 0.9879 0.9999
16 125.36 1.7183 116 127 0.9794 0.9999

256

3 233.18 9.5723 84 250 0.9109 0.9282
4 248.39 3.0996 237 256 0.9703 0.9736
5 252.41 2.2093 242 256 0.9860 0.9903
6 252.87 1.7809 243 255 0.9878 0.9964
7 254.12 1.6925 248 256 0.9927 0.9987
8 253.38 1.6677 242 255 0.9898 0.9995
9 254.44 1.5821 246 256 0.9939 0.9998
10 253.38 1.6422 243 255 0.9898 0.9999
11 254.37 1.7135 241 256 0.9936 0.9999
12 253.46 1.5908 247 255 0.9901 0.9999
13 254.47 1.5502 247 256 0.9940 0.9999
14 253.38 1.7018 245 255 0.9898 0.9999
15 254.45 1.6522 247 256 0.9939 0.9999
16 253.35 1.6764 242 255 0.9896 0.9999

Continued on next page ...



Appendix A. Simulations A3

n t µ σ min. max. µ/n βt

512

3 468.68 11.4199 245 495 0.9154 0.9282
4 498.04 4.1839 481 509 0.9727 0.9736
5 507.56 2.6059 495 512 0.9913 0.9903
6 508.07 2.1522 495 511 0.9923 0.9964
7 509.94 1.8015 500 512 0.9960 0.9987
8 509.24 1.6618 503 511 0.9946 0.9995
9 510.37 1.6423 502 512 0.9968 0.9998
10 509.31 1.6891 499 511 0.9947 0.9999
11 510.40 1.7407 494 512 0.9969 0.9999
12 509.37 1.7003 499 511 0.9949 0.9999
13 510.34 1.6189 501 512 0.9968 0.9999
14 509.46 1.5667 502 511 0.9950 0.9999
15 510.38 1.7093 501 512 0.9968 0.9999
16 509.41 1.6233 500 511 0.9949 0.9999

1024

3 937.98 29.4226 226 974 0.9160 0.9282
4 998.36 5.5132 983 1014 0.9750 0.9736
5 1015.69 3.4865 995 1024 0.9919 0.9903
6 1018.58 2.3729 1004 1023 0.9947 0.9964
7 1021.49 1.8486 1011 1024 0.9975 0.9987
8 1021.15 1.7092 1013 1023 0.9972 0.9995
9 1022.23 1.7106 1015 1024 0.9983 0.9998
10 1021.34 1.6726 1012 1023 0.9974 0.9999
11 1022.39 1.6394 1012 1024 0.9984 0.9999
12 1021.33 1.7080 1013 1023 0.9974 0.9999
13 1022.32 1.6850 1014 1024 0.9984 0.9999
14 1021.32 1.6926 1014 1023 0.9974 0.9999
15 1022.50 1.5864 1014 1024 0.9985 0.9999
16 1021.39 1.6892 1011 1023 0.9975 0.9999

Continued on next page ...



A4

n t µ σ min. max. µ/n βt

2048

3 1878.03 18.0612 1570 1928 0.9170 0.9282
4 1998.72 7.3790 1973 2020 0.9759 0.9736
5 2031.89 4.4509 2014 2044 0.9921 0.9903
6 2040.93 2.8905 2032 2047 0.9965 0.9964
7 2044.48 2.1685 2032 2048 0.9983 0.9987
8 2044.69 1.8559 2037 2047 0.9984 0.9995
9 2046.11 1.7378 2037 2048 0.9991 0.9998
10 2045.29 1.6989 2032 2047 0.9987 0.9999
11 2046.34 1.6662 2037 2048 0.9992 0.9999
12 2045.36 1.6458 2037 2047 0.9987 0.9999
13 2046.36 1.7044 2038 2048 0.9992 0.9999
14 2045.41 1.6381 2036 2047 0.9987 0.9999
15 2046.26 1.7300 2036 2048 0.9992 0.9999
16 2045.47 1.5817 2038 2047 0.9988 0.9999

Table A.1: Results of 1000 simulations generating matrix A`, Definition 3, until a
linear dependency occurs. n is the number of columns, t is the number of 1s, i.e.
the weight, added per row. The bold values show which values t ≥ ln(n). µ is the
average number of rows added before a linear dependency occurred, σ the standard
deviation, min. is the lowest number and max. the highest.

n t µ σ min. max. #max/nsims Q0

1024 15 1023.17 0.6320 1021 1024 0.295 0.2888
1024 255 1023.14 0.6530 1021 1024 0.293 0.2888
1024 511 1023.14 0.6611 1021 1024 0.294 0.2888

Table A.2: Results of 1000 simulations generating matrix An, Definition 3, n is the
number of columns, t is the number of 1s, i.e. the weight, added per row. µ is the
average rank of the matrix, σ the standard deviation of the ranks, min. is the lowest
rank and max. the highest. #max/nsims is the fraction of matrices that are full
rank. Q0 can be found in (2.3)



Appendix A. Simulations A5

Leakage

l / n t µ σ min. max. µ/n

10%

3 509.11 262.6607 1 847 0.4972
4 844.60 149.0955 1 906 0.8248
5 904.20 54.3153 63 920 0.8830
6 915.95 2.8023 905 922 0.8945
7 918.60 2.1919 908 922 0.8971
8 919.67 1.9000 906 922 0.8981
9 920.11 1.7187 912 922 0.8985
10 920.29 1.7041 909 922 0.8987
11 920.46 1.5378 913 922 0.8989
12 920.37 1.6945 911 922 0.8988
13 920.33 1.7194 913 922 0.8988
14 920.38 1.7171 910 922 0.8988
15 920.43 1.6278 910 922 0.8989
16 920.34 1.7287 910 922 0.8988

20%

3 103.27 85.0033 1 429 0.1008
4 407.23 262.5261 1 789 0.3977
5 712.65 198.3635 1 812 0.6959
6 789.34 103.8978 1 817 0.7708
7 808.19 55.5851 8 819 0.7892
8 814.54 26.9180 224 819 0.7954
9 816.76 1.9683 806 819 0.7976
10 817.15 1.7552 809 819 0.7980
11 817.19 1.7762 809 819 0.7980
12 817.41 1.6789 808 819 0.7983
13 817.33 1.6711 808 819 0.7982
14 817.29 1.6664 810 819 0.7981
15 817.49 1.6151 804 819 0.7983
16 817.41 1.6157 810 819 0.7983

Continued on next page ...



A6

l / n t µ σ min. max. µ/n

50%

3 8.26 7.3453 1 45 0.0081
4 15.89 15.4615 1 127 0.0155
5 30.87 29.6895 1 219 0.0301
6 61.54 59.0936 0 476 0.0601
7 109.38 98.5701 0 493 0.1068
8 215.80 163.5807 0 507 0.2107
9 312.49 180.4319 0 510 0.3052
10 410.18 153.1993 3 512 0.4006
11 449.85 128.9073 0 512 0.4393
12 476.44 101.1203 0 512 0.4653
13 498.16 60.9792 10 512 0.4865
14 499.75 58.5790 13 512 0.4880
15 508.28 24.7949 8 512 0.4964
16 508.56 22.7006 124 512 0.4966
17 509.51 24.7332 44 512 0.4976
18 510.45 12.4552 172 512 0.4985
19 511.06 1.4580 501 512 0.4991
20 510.88 7.4463 280 512 0.4989
21 511.11 1.5215 498 512 0.4991
22 511.09 1.5292 501 512 0.4991
23 511.10 1.5968 496 512 0.4991
24 511.07 1.4433 500 512 0.4991

Table A.3: Results of 1000 simulations generating matrix A`, Definition 3, until a
linear dependency occurs. With n = 1024 is the number of columns. l is the number
of columns leaked, i.e. all zero columns, t is the number of 1s, i.e. the weight, added
per row. The bold values show which values t ≥ ln(n). µ is the average number of
rows added before a linear dependency occurred, σ the standard deviation, min. is
the lowest number and max. the highest.
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n t µ σ min. max. µ/n

512

3 468.68 11.4199 245 495 0.9154
4 498.04 4.1839 481 509 0.9727
5 507.56 2.6059 495 512 0.9913
6 508.07 2.1522 495 511 0.9923
7 509.94 1.8015 500 512 0.9960
8 509.24 1.6618 503 511 0.9946
9 510.37 1.6423 502 512 0.9968
10 509.31 1.6891 499 511 0.9947
11 510.40 1.7407 494 512 0.9969
12 509.37 1.7003 499 511 0.9949
13 510.34 1.6189 501 512 0.9968
14 509.46 1.5667 502 511 0.9950
15 510.38 1.7093 501 512 0.9968
16 509.41 1.6233 500 511 0.9949

819

3 749.56 24.8512 255 775 0.9152
4 798.13 4.6855 781 810 0.9745
5 812.08 2.8187 803 819 0.9916
6 814.24 2.2369 800 818 0.9942
7 816.60 1.8976 807 819 0.9971
8 816.15 1.6858 806 818 0.9965
9 817.24 1.6951 808 819 0.9979
10 816.42 1.5833 809 818 0.9968
11 817.39 1.7471 808 819 0.9980
12 816.37 1.6765 807 818 0.9968
13 817.41 1.6450 807 819 0.9981
14 816.37 1.7370 808 818 0.9968
15 817.39 1.6839 806 819 0.9980
16 816.36 1.6669 808 818 0.9968

Continued on next page ...
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n t µ σ min. max. µ/n

922

3 844.05 25.1509 204 874 0.9155
4 898.55 5.1589 880 912 0.9746
5 914.21 3.1081 901 921 0.9916
6 916.97 2.3284 909 921 0.9945
7 919.44 1.8984 909 922 0.9972
8 919.10 1.7908 903 921 0.9969
9 920.26 1.6610 912 922 0.9981
10 919.30 1.7197 910 921 0.9971
11 920.38 1.6601 911 922 0.9982
12 919.39 1.6454 910 921 0.9972
13 920.48 1.6316 910 922 0.9984
14 919.41 1.6496 908 921 0.9972
15 920.38 1.7134 907 922 0.9982
16 919.48 1.5441 912 921 0.9973

Table A.4: Results of 1000 simulations generating matrix A`, Definition 3, until a
linear dependency occurs. n is the number of columns, t is the number of 1s, i.e.
the weight, added per row. The bold values show which values t ≥ ln(n). µ is the
average number of rows added before a linear dependency occurred, σ the standard
deviation, min. is the lowest number and max. the highest.
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Source Code

In this Appendix the headers of the library developed are listed for reference. The full
source code is available on github.com/arjenzijlstra. Including a command
line tool that makes use of the library.

LibGOTP

Headers

Listing B.1: libgotp/include/cipher.h
1

2 #ifndef GOTP_CIPHER_H_
3 #define GOTP_CIPHER_H_
4

5 #include <memory>
6 #include <vector>
7

8 #include "../keyselector/keyselector.h"
9 #include "../secret/secret.h"

10

11 namespace GOTP
12 {
13 class Cipher
14 {
15 // virtual static std::string s_uId = 0;
16 protected:
17 std::size_t d_blocksize; // n bytes
18

19 public:
20 Cipher(std::size_t size);
21 virtual std::vector<unsigned char> encrypt(
22 std::vector<unsigned char> const &block, KeySelector const &select,

B1
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23 Secret const &secret) const = 0;
24 virtual std::vector<unsigned char> decrypt(
25 std::vector<unsigned char> const &block, KeySelector const &select,
26 Secret const &secret, size_t n_blocks = 0) const = 0;
27 // n_blacks == 0 means all blocks
28

29 virtual std::vector<unsigned char> info() const = 0;
30 virtual void parseInfo(std::vector<unsigned char> const &info) = 0;
31

32 virtual std::vector<unsigned char> id() const = 0;
33 std::size_t blocksize() const;
34 };
35

36 inline Cipher::Cipher(std::size_t size)
37 :
38 d_blocksize(size)
39 {
40 }
41

42 inline std::size_t Cipher::blocksize() const
43 {
44 return d_blocksize;
45 }
46 }
47

48 #endif

Listing B.2: libgotp/include/encryptedfile.h
1

2 // This class represents an encrypted file. It’s different from a plaintext file
3 // in that it just writes writes the bytes without considering the file name.
4

5 #ifndef GOTP_ENCRYPTEDFILE_H_
6 #define GOTP_ENCRYPTEDFILE_H_
7

8 #include "../file/file.h"
9

10 namespace GOTP
11 {
12

13 class EncryptedFile: public File
14 {
15 public:
16 EncryptedFile(std::string const &name);
17 EncryptedFile(std::string const &name, Text const &text); // also writes
18

19 std::vector<unsigned char> bytes() const;
20

21 private:
22 void write(); // write d_bytes to some place
23 };
24

25 }
26

27 #endif

Listing B.3: libgotp/include/file.h
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1

2 // This class represents a file. Since GOTP is not suitable for large
3 // files, plaintext files can be read into memory as a whole.
4

5 #ifndef GOTP_FILE_H_
6 #define GOTP_FILE_H_
7

8 #include "../text/text.h"
9

10 #include <string>
11

12 namespace GOTP
13 {
14

15 // just a container of data with some read and write functions
16 class File: public Text
17 {
18 protected:
19 std::string d_filename;
20

21 public:
22 File(std::string const &file); // also reads file
23 File(std::string const &file, Text const &text); // should also write
24

25 virtual std::vector<unsigned char> bytes() const = 0;
26

27 private:
28 void read(); // read to d_bytes
29 virtual void write() = 0; // write d_bytes to some place
30 };
31

32 }
33

34 #endif

Listing B.4: libgotp/include/gotp.h
1

2 // This class is the entry point of the library, only the functions are needed
3 // to encrypt or decrypt a file.
4

5 // make sure to replace each vector[i] by vector.at(i) for bounds checking
6

7 #ifndef API_H_
8 #define API_H_
9

10 #include "../cipher/cipher.h"
11 #include "../gotpcipher/gotpcipher.h"
12 #include "../gotpselector/gotpselector.h"
13 #include "../encryptedfile/encryptedfile.h"
14 #include "../secret/secret.h"
15 #include "../keyselector/keyselector.h"
16 #include "../seedselector/seedselector.h"
17 #include "../text/text.h"
18

19 #include <memory>
20

21 namespace GOTP
22 {
23 Text encrypt(Text const &plaintext, Secret const &secret,
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24 KeySelector const &selector = SeedSelector(16),
25 Cipher const &cipher = GotpCipher(1024)); // in bytes divisible by 16
26 Text decrypt(Text const &ciphertext, Secret const &secret);
27

28 std::string filenameOf(EncryptedFile const &ciphertext, Secret const &sec);
29

30 Secret importSecret(std::string const &randomfile, std::string const &file,
31 std::string const &passphrase = "");
32 Secret exportSecret(Secret const &input, std::string const &filename,
33 std::string const &passphrase = "");
34

35 // only use for testing
36 Secret generate(std::string const &filename, std::size_t size,
37 std::string const &passphrase = "");
38

39 namespace Internal
40 {
41 std::vector<unsigned char> makeHeader(KeySelector const &selector,
42 Cipher const &cipher, Secret const &secret);
43 std::pair<std::shared_ptr<KeySelector>, std::shared_ptr<Cipher>>
44 parseHeader(std::vector<unsigned char> const &hd, Secret const &sec);
45

46 std::vector<unsigned char> makeBody(std::vector<unsigned char> const &txt,
47 KeySelector const &select, Cipher const &cipher, Secret const &sec);
48 std::vector<unsigned char> parseBody(std::vector<unsigned char> const &bd,
49 KeySelector const &s, Cipher const &c, Secret const &ky, bool fn = false);
50 }
51 }
52

53 #endif

Listing B.5: libgotp/include/gotpcipher.h
1

2 #ifndef GOTP_GOTPCIPHER_H_
3 #define GOTP_GOTPCIPHER_H_
4

5 #include "../cipher/cipher.h"
6 #include "../seedselector/seedselector.h"
7

8 #include <string>
9

10 namespace GOTP
11 {
12

13 class GotpCipher: public Cipher
14 {
15 static std::string s_uId;
16

17 public: // blocksize is divisible by 16
18 GotpCipher(std::size_t size);
19 std::vector<unsigned char> encrypt(std::vector<unsigned char> const &bloc,
20 KeySelector const &select, Secret const &secret) const;
21 std::vector<unsigned char> decrypt(std::vector<unsigned char> const &bloc,
22 KeySelector const &select, Secret const &secret, size_t n = 0) const;
23

24 std::vector<unsigned char> info() const;
25 void parseInfo(std::vector<unsigned char> const &info);
26

27 std::vector<unsigned char> id() const;
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28

29 private:
30 std::vector<unsigned char> encRounds(std::vector<unsigned char> const &bl,
31 KeySelector const &select, Secret const &secret, size_t n) const;
32 std::vector<unsigned char> decRounds(std::vector<unsigned char> const &bl,
33 KeySelector const &select, Secret const &secret, size_t n) const;
34

35 std::vector<unsigned char> enc(std::vector<unsigned char> const &block,
36 std::vector<unsigned char> const &key) const;
37 std::vector<unsigned char> dec(std::vector<unsigned char> const &block,
38 std::vector<unsigned char> const &key) const;
39

40 std::vector<unsigned char> pad(std::vector<unsigned char> const &text,
41 std::size_t n) const;
42 std::vector<unsigned char> unpad(
43 std::vector<unsigned char> const &text) const;
44 };
45

46 }
47

48 #endif

Listing B.6: libgotp/include/gotpselector.h
1

2 #ifndef GOTP_GOTPSELECTOR_H_
3 #define GOTP_GOTPSELECTOR_H_
4

5 #include "../keyselector/keyselector.h"
6

7 namespace GOTP
8 {
9

10 class GotpSelector: public KeySelector
11 {
12 static std::string s_uId;
13

14 std::size_t d_npositions;
15

16 public:
17 GotpSelector(std::size_t size);
18 std::pair<std::vector<unsigned char>, std::vector<unsigned char>> nextKey(
19 Secret const &secret, std::size_t blocksize) const;
20 std::vector<unsigned char> getKey(std::vector<unsigned char> const &pos,
21 Secret const &secret, std::size_t blocksize) const;
22

23 std::vector<unsigned char> info() const;
24 void parseInfo(std::vector<unsigned char> const &info);
25

26 std::vector<unsigned char> id() const;
27 };
28

29 }
30

31 #endif

Listing B.7: libgotp/include/keyselector.h
1
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2 #ifndef GOTP_KEYSELECTOR_H_
3 #define GOTP_KEYSELECTOR_H_
4

5 #include <vector>
6

7 #include "../secret/secret.h"
8

9 namespace GOTP
10 {
11

12 class KeySelector
13 {
14 // virtual static string s_uId = 0;
15

16 public:
17 virtual std::pair<std::vector<unsigned char>, std::vector<unsigned char>>

nextKey(
18 Secret const &secret, std::size_t blocksize) const = 0;
19 virtual std::vector<unsigned char> getKey(std::vector<unsigned char> const &

positions,
20 Secret const &secret, std::size_t blocksize) const = 0;
21

22 virtual std::vector<unsigned char> info() const = 0;
23 virtual void parseInfo(std::vector<unsigned char> const &info) = 0;
24

25 virtual std::vector<unsigned char> id() const = 0;
26 };
27

28 }
29

30 #endif

Listing B.8: libgotp/include/plaintextfile.h
1

2 // This class represents a plaintext file. This class takes the correct usage of
3 // the file name into account when returning the bytes or when writing the file.
4

5 #ifndef GOTP_PLAINTEXTFILE_H_
6 #define GOTP_PLAINTEXTFILE_H_
7

8 #include "../file/file.h"
9

10 namespace GOTP
11 {
12

13 // just a container of data with some read and write functions
14 class PlainTextFile: public File
15 {
16 public:
17 PlainTextFile(std::string const &name);
18 PlainTextFile(std::string const &name, Text const &text); // also writes
19

20 std::vector<unsigned char> bytes() const;
21

22 private:
23 void write(); // write d_bytes to some place
24 };
25

26 }
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27

28 #endif

Listing B.9: libgotp/include/secret.h
1

2 // This class represents a Group OTP secret. Since the secret can be up to
3 // terabytes long, it will not be read as a whole and should provide random
4 // access of the content to be able to make new subkeys, whilst storing it
5 // encrypted and not having to read the file as a whole.
6

7 #ifndef GOTP_SECRET_H_
8 #define GOTP_SECRET_H_
9

10 #include <string>
11 #include <vector>
12

13 namespace GOTP
14 {
15

16 class Secret
17 {
18 size_t const d_blocksize = 16; // 16 bytes = 128 bits
19

20 std::string d_filename;
21 std::vector<unsigned char> d_passphrase;
22 // initialization vector = nounce
23 std::vector<unsigned char> const d_iv = {0x15, 0x19, 0x32, 0x78, 0x13, 0x71,
24 0x36, 0x08, 0xae, 0x58, 0xc0, 0x97, 0xa2, 0xaf, 0x79, 0x30 };
25

26 static std::string s_uId;
27

28 public:
29 Secret(std::string const &file, std::string const &passphrase); // existing
30 Secret(std::string const &infile, std::string const &file,
31 std::string const &passphrase); // import from file
32 Secret(Secret const &insecret, std::string const &file,
33 std::string const &passphrase); // import from existing secret
34 Secret(std::string const &file, std::string const &passphrase,
35 std::size_t size); // generate, not recommended!
36

37 std::vector<unsigned char> getBlock(std::size_t start, std::size_t size) const
;

38 std::size_t size() const;
39 std::size_t blocksize() const;
40

41 std::vector<unsigned char> id() const;
42

43 private:
44 bool checkPassphrase();
45 std::vector<unsigned char> createHash(std::string const &passphrase);
46

47 void copy(Secret const &secret);
48 void generate(std::size_t size);
49 void read(std::string const &file);
50 void destroy(std::string const &file);
51

52 std::vector<unsigned char> encrypt(std::vector<unsigned char> const &bloc,
53 std::vector<unsigned char> const &val) const;
54 std::vector<unsigned char> decrypt(std::vector<unsigned char> const &bloc,
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55 std::vector<unsigned char> const &val) const;
56 };
57

58 inline std::size_t Secret::blocksize() const
59 {
60 return d_blocksize;
61 }
62

63 }
64

65 #endif

Listing B.10: libgotp/include/seedselector.h
1

2 #ifndef GOTP_SEEDSELECTOR_H_
3 #define GOTP_SEEDSELECTOR_H_
4

5 #include "../keyselector/keyselector.h"
6

7 namespace GOTP
8 {
9

10 class SeedSelector: public KeySelector
11 {
12 static std::string s_uId;
13

14 std::size_t d_npositions;
15

16 public:
17 SeedSelector(std::size_t size);
18 std::pair<std::vector<unsigned char>, std::vector<unsigned char>> nextKey(
19 Secret const &secret, std::size_t blocksize) const;
20 std::vector<unsigned char> getKey(std::vector<unsigned char> const &pos,
21 Secret const &secret, std::size_t blocksize) const;
22

23 std::vector<unsigned char> info() const;
24 void parseInfo(std::vector<unsigned char> const &info);
25

26 std::vector<unsigned char> id() const;
27 };
28

29 }
30

31 #endif

Listing B.11: libgotp/include/text.h
1

2 // This class represents a message which can be either encrypted or decrypted
3

4 #ifndef GOTP_TEXT_H_
5 #define GOTP_TEXT_H_
6

7 #include <vector>
8

9 namespace GOTP
10 {
11
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12 struct Text // just a container of data
13 {
14 std::vector<unsigned char> d_bytes;
15

16 Text();
17 Text(std::vector<unsigned char> const &bytes);
18 virtual std::vector<unsigned char> bytes() const;
19 };
20

21 }
22

23 #endif
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Requirements

In this Appendix the requirements of the library are listed that together with the High
Level Design in Chapter 5 make up the Design Document. The Design Document is
a separate document regarding the requirements and the design of the gotp library.
This document can be used as a reference work for the library and to understand
design decision that have been taken.

C1
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Stakeholders

Stakeholders are persons or groups that have interest in a project. In Table C.2 the
stakeholders and their interest for this project are listed.

ID Stakeholder Interests

SH-1 App-user Encrypt, decrypt and share messages, documents and
emails quick and confidential.

SH-2 App developer Be able to quickly and easily develop new applications
that use gotp.

SH-3 Lib developer Be able to quickly and easily extend the gotp library.

Table C.2: Stakeholders

User Stories

Every stakeholder has certain interests in the project. These interests are described
in short user stories to show what he needs from the system.

App-user

The app-user is a person that uses an app which is build on the gotp library. This
person should not be aware of the underlying library when using the app.
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US-1 US-2 US-3 US-4
As an app-user I
want to be able
to share my mes-
sages, document
and emails with
colleagues and
friends without
the possibility
that other parties
can read them.

As an app-user
I would like en-
crypting and
decrypting to be
done in a quick
way, without
having to set up a
lot of complicated
stuff.

As an app-user I
want to share keys
with colleagues
and friends in
an easy way
without having
to tell them the
passphrase I use.

As an app-user
I want to make
use of the sharing
platforms I al-
ready use to share
documents and
not subscribe to
new ones.

Table C.4: App-user’s user stories

App developer

The app developer is a person that directly makes use of the gotp library in his
applications. This person only makes use of the API and does not want to be
concerned about cryptography.

US-5 US-6 US-7 US-8
As an app devel-
oper I want to
make straightfor-
ward calls to the
library without
having to spend
hours on reading
documentation.

As an app de-
veloper I want
the library to just
work. I don’t want
to install many
complicated li-
braries that might
not be compatible
with the system I
would like to use.

As an app devel-
oper I want the li-
brary to be well
documented, such
that I know what I
am using and how
to use it and I
can deliver a good
product.

As an app devel-
oper I want be
able to use the li-
brary out of the
box. I don’t
want to implement
extra functionality
on the library side
before being able
to use it.

Table C.6: App developer’s user stories



C4

Lib developer

The lib developer is a person that implements functionality for the gotp library. He
is very focussed on cryptography and functionality.

US-9 US-10 US-11 US-12
As a lib developer
I want the library
to be well docu-
mented, such that
I can easily add
my own sugges-
tions and improve-
ments.

As a lib devel-
oper I want the li-
brary to be flex-
ible such that I
can define my own
strategies for en-
crypting and se-
lecting encryption
keys.

As a lib devel-
oper I want the li-
brary to be well
tested such that it
does not contain
any programming
flaws which would
result in undesired
output.

As a lib developer
I want the code in
the library to be
readable and mod-
ifiable such that
I can understand
what is going on
and I can fix pro-
gramming errors.

Table C.8: Lib developers’s user stories

Key Drivers

The most important requirements of a project are the key drivers. The four key
drivers for this project are described in Table C.10.

ID Key Driver Description

KD-1 Flexibility Cross-platform and use algorithms of choice for encrypt-
ing and decrypting messages.

KD-2 Extendibility New parts are added to the libraries if needed and ap-
plications are developed that use the library.

KD-3 Confidentiality Messages are not readable by anyone who obtains a ci-
pher text without the corresponding key.

KD-4 No data leakage No information can be obtained about the secrets when
using the library.

Table C.10: Key Drivers of the gotp system
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Requirements

Requirements are given priority by using the MoSCoW method (must, should,
could, won’t). Furthermore, they are separated into functional and non-functional
requirements.

Functional Requirements

ID Requirement KD US

FR-1 The library must provide C++ API calls to encryp-
t/decrypt a message given a gotp key. This is the
minimum amount of information needed to encrypt a
message when looking at it from a cryptographic way.

US-

5 US-6

FR-2 A gotp key must be stored in an encrypted form,
protected by a passphrase. This is to make sure that
no information is compromised about the key.

KD-

3 KD-

4

FR-3 The encryption used on a gotp key must allow ran-
dom access since the file is too large to read as a whole.
This makes sure that the file does not have to be de-
crypted as a whole each time some part needs to be
accessed.

US-2

FR-4 The library must provide API calls to import a gotp

key given a random file. This makes sure that random
files do not have to be generated by a generic system
but can be specific and very random.

US-5

FR-5 The random file should be destroyed after it is im-
ported and stored in an encrypted form. This makes
sure that no one can access the gotp key without the
passphrase.

KD-

3 KD-

4

FR-6 The library should provide API calls to export a gotp

key. This make sure that different users using the same
gotp key do not have to use the same passphrase.

KD-1 US-

1 US-5
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ID Requirement KD US

FR-7 The library could provide API calls to generate a
gotp key. This makes it a lot easier to get a gotp

key and use gotp encryption. This might cause a risk
since the gotp key must be generated randomly.

US-8

FR-8 The library must provide a way to choose different
block ciphers and strategies to select keys. This will
give the user of the library more freedom on crypto-
graphic preference.

KD-

1 KD-

2

US-10

FR-9 It must be possible to offline share gotp keys to oth-
ers via either SD cards, USB sticks or external hard
drives. Sharing it online takes a lot of time, since the
gotp key is very large, and it poses an extra risk of an
adversary being able to compromise information about
the gotp key as well.

KD-3 US-1

FR-10 A message should consists of just an array of bytes
limited to the size of the gotp key used to encrypt it.
This to keep the library flexible and simple to use.

KD-

1 KD-

2

US-5

FR-11 A ciphertext must be decryptable by only possessing
that and the correct key.

US-6

FR-12 A block ciphermust provide a way to encrypt/decrypt
messages given a subkey.

KD-3 US-10

FR-13 A key selector must provide a way to select and re-
construct encryption keys from a gotp key.

KD-3 US-10

FR-14 A block cipher, key selector and key must have a
unique ID which can be added to the ciphertext as
metadata. To make sure that no errors occur when
decrypting and it can be decrypted without changing
any settings.

US-2

Table C.11: Functional Requirements for the gotp system

Non-functional Requirements
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ID Requirement KD US

NR-1 All separate function calls that are part of the main
functionality of the library must be tested by unit-
tests. This makes sure that when a function is changed
no functionality is lost.

KD-4 US-11

NR-2 The library must be accompanied by an English read-
me. To make sure that anyone can install the library
and use it without having to ask for help.

KD-2 US-

7 US-9

NR-3 The library must consist of logical classes and struc-
tures s.t. it is easily readable. This makes sure that
maintenance can easily be done.

US-12

NR-4 The librarymust not implement its own cryptography.
It is considered bad practice to implement your own
cryptography.

Table C.12: Non-functional Requirements for the gotp system
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