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Abstract

In this paper we look at 3 algorithms used to factor numbers with smaller prime factors: trial
division, Pollard Rho and Pollard’s p− 1 algorithm. We do this with the purpose of factoring very
large numbers modulo an RSA number so we can apply the number field sieve and factor RSA
numbers. We want to know when one algorithm is more effective than another, so we determine
the cutoff between trial division, Pollard Rho and p− 1. To do this, we look at the efficiency of the
smaller algorithms used by these 3: multiple precision multiplication, multiple precision squaring,
multiple precision division, modular exponentiation and multiple precision greatest common divisor.
After we have determined these, we can determine the efficiency of the main algorithms and use
that information to determine the cutoffs. We find that the cutoff between trial division and Pollard
Rho is of a size comparable to 237 and the cutoff between Pollard Rho and p− 1 is of size 20. This
leads us to believe the implementation of Pollard Rho used in this thesis is not efficient enough.
However, the cutoff between Trial Division and p− 1 is around 214, which is reasonable.
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1 Introduction

1.1 Opening

RSA is an important part in protecting your bank data, your social media information and the files

you save on the cloud. It verifies your identity and is used in safely exchanging secret keys. The safety

of RSA is because of the factorization problem: if you have the product of two prime numbers n = p ·q

it is very difficult to determine what its factors p and q are given n. Even for modern computers,

finding these factors is very difficult. Solutions do exist, but these are computationally intensive.

One such solution is the number field sieve. This sieve is used to factor large numbers by finding

squares, of different numbers, which have the same value modulo this large number. To find the

square with the same value, we need to factor random numbers modulo the very large number. Unlike

numbers used in RSA, these numbers are random and thus have a chance to have many smaller factors.

In this thesis, we look at 3 algorithms used to factorize numbers into primes: Trial Division,

Pollard Rho and p − 1. These algorithms differ in efficiency, but none of them are the best in every

case. In this thesis, we will attempt to identify at which size of factors each algorithm is best based on

mathematical calculation and analysis of the algorithms. To do this, we want to determine the cutoff

between Trial Division, Pollard Rho and p− 1: the point at which the next algorithm becomes more

effective than the previous.

1.2 Overview

In section 2 we look at the problem in greater detail, as well as looking at the 3 algorithms we use. In

section 3 we look at the exact algorithms used in this paper written in pseudocode. In section 4 we

look at how efficient the subroutines are, which we use in section 5 to determine the efficiency of the

main algorithms. We then find the cutoff in 6 and discuss this result as well as give a way to improve

it in section 7.

2 Problem Description

2.1 The factorization problem

Factorization of numbers is what we call the operation of writing an integer as a composite of smaller

integers, such as 6 = 2 · 3 or 400 = 24 · 52. These numbers are represented as the product of prime

powers. The traditional way of finding factors is simply trying to divide by every number up to that

number and if the remainder is zero, you have found a factor. As one can imagine, this is not very

efficient for a variety of reasons. It can be improved easily by only trying certain numbers, for example

primes. This the basis of the first algorithm, Trial Division, and is explained further in subsection 2.3.

Our problem has some side conditions. In our case we want to factorize many numbers, so it can

be efficient to do some precomputation. Second, we want to implement our solution in the python-
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based language Sage. Sage uses the GMP library for many of its operations and we will base our

algorithms on this as well. Furthermore, while we do not know the exact size of the numbers we get,

we can assume they are roughly as large as 2500, which is about 10151 (since numbers are stored as

bits, we prefer to use powers of 2 instead of the more understandable powers of 10). In comparison,

secure RSA numbers have an exponent 4 or 8 times larger, sometimes even bigger. This leads to a

problem: numbers cannot be stored in a single space in memory, since computer memory can only

store numbers of size 232−1 or 264−1 depending on the architecture. This will be addressed by using

multiple-precision algorithms for standard operations such as multiplication. Finally, we are not very

interested in the smaller factors of our numbers and do not mind if an algorithm find the product of

multiple factors jointly, as these factors are small, and we do not store the factors. It is enough to

divide the number by the result of the algorithm to retrieve the factors if they are needed.

2.2 Determining a Cutoff

To find which algorithm is more efficient, we look at the cutoff between Trial Division, Pollard Rho

and p − 1. When a cutoff is reached, we assume n has no factor smaller than this cutoff and try to

find new factors larger than this cutoff in the next algorithm. While it is possible to do Pollard Rho

and p− 1 with different input parameters, we can never be sure we have found all the factors.

2.3 Trial Division

Trial division, as mentioned before, is simply trying to divide n by every number, up to
√
n. This is

the same as doing a mod operation and checking if the result is 0, since a number modulo any of its

factors is always 0. This leaves us with the problem of which numbers we check. We could check every

number, but this might be too much work. Furthermore, this creates a lot of redundancy since any

number that is divisible by 400 is also divisible by 2 and 5. For the algorithm we look at, please see

section 3.1. Note that at the cutoff, we simply stop dividing and move on with a new number derived

from n, which has removed all the factors up to the cutoff. We will continue referring to it as n, but

note that we now know it has no factors smaller than the cutoff.

There are generally 2 ways to optimize this: wheel factorization, which only tries numbers that

are likely prime, and only trying primes. Since we can do precomputations, we will be trying only the

primes which we simply store in memory. The cost of this computation will outweigh the increased

number of trials we do when using wheel factorization. However, to find the primes Sage does use

wheel factorization. Wheel factorization works by only trying the numbers that are not divisible by 2,

3 or 5 modulo 30, as well as trying 2, 3 and 5. This removes over 70 percent of all composite numbers.

Sage then checks if these numbers are prime.
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2.4 Pollard Rho

The Pollard Rho algorithm works with the property that if for 2 different integers smaller than n but

larger than 1 we have a2 ≡ b2 mod n we also know (a + b)(a − b) ≡ 0 mod n which means a − b is

a factor or contains a factor of n. The Pollard Rho algorithm looks at pairs of squares in an efficient

way by using Floyd’s cycle-finding algorithm, which keeps track of two iterations with one going at

twice the speed. This way, only two numbers have to be stored. It then determines whether the 2

numbers subtracted are a factor or not. Because Pollard Rho simply looks at a lot of numbers and

will keep running until it finds a match or a case where b = a (at that point it will just start again),

we only do a limited number of runs dependent on the cutoff. If we find a pi, we divide n by peii and

retry the algorithm until the cutoff is reached. For the exact algorithm, see section 3.2.

2.5 p− 1 algorithm

The p−1 algorithm works with the property that for any pair of integers a, k and prime p: ak·(p−1) ≡ 1

mod p. This means ak·(p−1)−1 is a multiple of p. Since the pi are unknown, the algorithm attempts to

construct a multiple of pi−1 by simply multiplying many possible factors and taking the least common

multiple of the numbers up to a boundary determined by the cutoff. This algorithm only runs once.

After this, we switch to the elliptic curve method. Again, it is viable to do some precomputation: we

compute the least common multiple since the cutoff is constant. For the exact algorithm, see section

3.3.

2.6 Elliptic Curve Method

Usually when factoring large numbers, a fourth algorithm is used, which is outside the scope of this

report. This method is similar to the p− 1 algorithm, but is generalized. Since it is outside the scope

of this project, we imply that the cutoff between p− 1 and ECM is 225.

2.7 Goal

We want to know which of these algorithms is the most efficient in which case. To do this we determine

a cutoff between the 3 algorithms, starting with Trial Division, followed by Pollard Rho and finally

p− 1 as upper bound. The way we determine these cutoffs is by finding the number of computations

each of the algorithms does and then comparing these. We will do this by comparing the complexity

for a given factor size of n.
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3 Algorithms

3.1 Trial Division

input : A composite integer n and a list P of integers P to divide by.

output: A list of integers Q ⊂ P that divide n or the empty set if no elements of P divide n.

intarrayarray T ←− [P ];

int i←− 0;

while length(Ti > 1) do

i←− i+ 1;

append [∅] to T ;

for int j = 0, 2(j + 1) < length(Ti−1), j ←− j + 1 do

append Ti−12j · Ti−12j+1 to Ti;

end

if length(Ti−1) odd then

append Ti−1length(Ti−1)−1
to Ti;

end

end

T ←− reverse(T );

/* End of precomputation */

intarray R←− [n];

for t in T do

intarray Rc←− [∅];

for i = 0, i < length(t), i←− i+ 1 do

append Rbi/2c mod ti to Rc;

end

R←− Rc;

end

intarray Q←− [∅];

for rj in R do

if rj = 0 then

append Pj to Q;

end

end

Algorithm 1: Trial Division

The Trial Division algorithm presented in algorithm 1 is more complex than the simple version,

which just calculates n mod p for every p ∈ P . This algorithm constructs a product tree of the primes

P (assume we have m primes), which has all pi ∈ P in the bottom layer, p0 · p1, p2 · p3, . . . pm−2 · pm−1
in the next layer, (

∏i=bm−1
4
c

i=0 p4i · p4i+1 · p4i · p4i+1) in the next layer, etc, until we get to the product of
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all primes in P in the top layer. If the number of elements in a layer is odd, the last element transfers

to the next layer as its last element. We then take n modulo the number in the first layer, that

number modulo the numbers in the second layer, those numbers modulo the numbers that were used

to construct the corresponding element in the product tree, etcetera, constructing a remainder tree.

This uses the property n mod pi ≡ (n mod pipj) mod pi. This keeps the number of modulo steps,

which are expensive, minimal. The product tree is independent of n so this can be precomputed.

3.1.1 Example of Trial Division

To show how the algorithm works, let us take n = 25 · 3 · 13 = 1248 as an example and use the primes

up to 17. We first compute the product tree (in the algorithm this is done from the bottom up):

510510

210

6

2 3

35

5 7

2432

143

11 13

17

17

. Next we construct the remainder tree, which is done from the top, starting with 1248 mod 510510,

then taking the result of that modulo 210 and 2432, etc. The resulting remainder tree is:

1248

198

0

0 0

23

3 2

1248

104

5 0

7

7

This means 1248 has 2, 3 and 13 as factors, which is correct.
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3.2 Pollard Rho

input : A composite integer n, two (random) integers a and c such that 0 < a, c < n and a

cutoff O. Furthermore, c cannot be n− 2 or n− 1, as that might lead to infinitely

repeating sequences of ±1s.

output: One of the factors m of n or the trivial m = n (this is not proof n is prime, merely

that n|n) or failure if the cutoff is reached.

b←− a;

p←− 1;

int i←− 0 (counter for while loop);

while p = 1 AND i < O do

a←− a2 + c mod n;

b←− (b2 + c mod n)2 + c mod n;

d←− b− a;

p←− gcd(d, n);

i←− i+ 1;

end

Algorithm 2: Pollard Rho

In the Pollard Rho algorithm, presented by John Pollard in 1975 [3], we have two variable inputs

a and c. Except c = 0 and c = −2 every number is possible for both of these, and most numbers will

work. Ideally, a and c are chosen in such a way that a and b quickly surpass n, making it a random

walk. We choose a = 1 and c = 10. Since a and b are random numbers modulo n, the expected

number of runs until you find two that are the same modulo a factor m of n is
√
m by the birthday

paradox. Note that unlike Trial Division this algorithm can fail and return nothing or n, meaning we

have no new information and need to switch to the next algorithm.

3.2.1 Example of Pollard Rho

We take n = 29 · 31 = 899 and follow the steps of the algorithm:

a b gcd(b− a mod n,n)

1 1 0

11 131 1

131 19 1

90 104 1

19 555 1

371 309 1

104 162 29
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3.3 p− 1

input : A composite integer n, a boundary B (which is chosen as the sixth root of the cutoff,

rounded down to an integer) and a random integer a such that 1 < a < n.

output: One of the factors m of n or the trivial m = 1 or m = n (this is not a proof that n is

prime).

s←− lcm(1, . . . , B);

A←− as mod n;

m←− gcd(A− 1, n);

Algorithm 3: p− 1

Pollard (the same John Pollard), presented this algorithm in 1974[4]. We again have variable

input, but now we want computation to be as easy as possible. We choose a = 2, which is very

beneficial since we use a sliding window algorithm for exponentiation (see algorithm 7) and this makes

the multiplications in that algorithm replaceable by leftshift operations which are much easier. Since

the cutoff known and s is not dependent on n, it is possible to precompute s. This algorithm can also

return no new factors of n.

3.3.1 Example of p− 1

We take n = 31 · 12314153 = 381738743 (12314153 is prime). We know n has a factor smaller

than or equal to
√
n, so we base the cutoff on that. The boundary is b 6

√√
381738743c = 5, the

least common multiple of all numbers up to and including 5 is 30, 230 mod 381738743 = 310264338,

gcd(310264338− 1, 381738743) = 31.
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3.4 MP Multiplication

input : Two nonnegative integers (us−1us−2 . . . u1u0)b and (vt−1 . . . v1v0)b in radix b (232 or

264).

output: Their product (ws+t−1ws+t−2 . . . w1w0)b in radix b.

for int i←− 0, i < s+ t, i←− i+ 1 do

wi ←− 0;

end

for int j ←− 0, j < t, j ←− j + 1 do

int k ←− 0;

for int i←− 0, i < s, i←− i+ 1 do

(q1q0)b ←− ui · vj + wi+j + k;

wi+j ←− q0;

k ←− q1;

end

wj+s ←− k;

end

Algorithm 4: Multiple-precision multiplication according to Knuth

Note that ui · vj +wi+j + k cannot be bigger than b2 − 1 and thus fits in two spaces, since it is at

most (b−1)2 + (b−1) + (b−1) = b2−2b+ 1 + 2b−2 = b2−1. This algorithm is simply multiplication

of numbers larger than 10 as it is taught on most primary schools. This particular version is based of

algorithm M in section 4.3.1 of Knuth’s The Art of Computer Programming Volume 2 [2].
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3.5 Schoolbook MP Squaring

input : One nonnegative integer (us−1us−2 . . . u1u0)b in radix b (232 or 264).

output: Its square (w2s−1w2s−2 . . . w1w0)b.

for int i←− 0, i < 2s, i←− i+ 1 do

wi ←− 0;

end

for int j ←− 0, j < s, j ←− j + 1 do

(t1t0)b ←− w2j + u2j ;

w2j ←− t0;

int k ←− t1;

int l←− 0;

for int i←− j + 1, i < s, i←− i+ 1 do

(q2q1q0)b ←− 2 · ui · uj + wi+j + k + b · l;

wi+j ←− q0;

k ←− q1;

l←− q2;

end

(q2q1q0)b ←− k + wj+s + (wj+s+1 + l) · b;

wj+s ←− q0;

if j + 1 6= s then

wj+s+1 ←− q1;

if j + 2 6= s then

wj+s+2 ←− q2;

end

end

end

Algorithm 5: Multiplication algorithm optimized for squaring

This algorithm is a more complex version of schoolbook multiplication due to the second carry

and for small s it indeed is more effective to multiply, which we will show when we analyse the

complexity of this algorithm. It is noteworthy that the second carry cannot grow larger than 1:

2(b − 1)2 + b − 1 + b − 1 + b = 2b2 − b < 2b2 (which is the smallest number with a 2 in the most

significant position).
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3.6 MP Division

input : Two nonnegative integers (us+t−1 . . . u0)b and (vt−1 . . . v0)b in radix b.

output: Their quotient bu/vc = (qs−1 . . . w1w0)b and remainder u mod v = (rt−1 . . . r0)b.

int e←− 0 (counter for while loop);

while 2evt−1 < b/2 do

e←− e+ 1;

end

(V1V0)b ←− (2e ∗ (vt−1vt−2vt−3)b)/b;

(rs+t . . . r0)b ←− (us+t−1 . . . u0)b;

for int j ←− s, j ≥ 0, j ←− j − 1 do

(R2R1R0)b ←− (2e(rj+trj+t−1rj+t−2rj+t−3)b)/b;

/* Note that q̂ and r̂ are created by 2 single precision divisions and an

addition. */

q̂ ←− b(R2b+R1)/V1c;

r̂ ←− R2b+R1 mod V1;

if q̂ = b OR q̂V0 > br̂ +R0 then

q̂ ←− q̂ − 1;

r̂ ←− r̂ + V1;

if r̂ < b then

if q̂ = b OR q̂V0 > br̂ +R0 then

q̂ ←− q̂ − 1;

end

end

end

(rj+t . . . rj)b ←− (rj+t . . . rj)b − q̂(vt−1 . . . v0)b;

if rj+t < 0 then

(rj+t . . . rj)b ←− (rj+t . . . rj)b + bt+1;

qj ←− q̂ − 1;

(rt+j . . . rj+1rj)←− (rt+j . . . rj) + (vt−1 . . . v0)b;

/* A carry to the left of rt+j might occur, which should be ignored. */

else

qj ←− q̂;

end

end

Algorithm 6: Multiple-precision division according to Knuth

Note that a lot of steps divide or multiply by a power of 2 or b. These are left- and rightshifts and

are a lot simpler to do than actual divisions or multiplications. This algorithm is simple long division
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as is taught on primary schools, with this particular version being based on Algorithm D, Section 4.3.1

in Knuth [2].

3.7 Powermod

input : Three integers g, n = (ns−1 . . . n0)b and e = (ex . . . e0)2.

output: A = ge mod n.

A←− 2;

for int i←− x− 1, i ≥ 0, i←− i− 1 do

if ei = 1 then

A←− A2 · g mod n;

else

A←− A2 mod n;

end

end

Algorithm 7: Modular Exponentiation according to Algorithm 14.79 of [5].

Simple schoolbook left-to-right binary exponentiation.
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3.8 GCD

We use 2 of the GCD algorithms:

Lehmer’s algorithm

input : u = (us−1 . . . u0)b and v = (vt−1 . . . v0)b with u ≥ v in radix b = 2p

output: Their greatest common divisor g.

while t > 1 do

int i←− p− 1 (counter for while loop);

while (us−1,i)2 = 0 do

i←− i− 1;

end

û←− bu/2(s−2)p+i+1c;

v̂ ←− bv/2(s−2)p+i+1c;

/* These steps are rightshifts */

int A←− 1;

int B ←− 0;

int C ←− 0;

int D ←− 1;

int q ←− b(û+A)/(v̂ + C)c;

while q = b(û+B)/(v̂ +D)c do

int K ←− A− qC;

A←− C;

C ←− K;

L←− B − qD;

B ←− D;

D ←− K;

K ←− û− qv̂;

û←− v̂;

v̂ ←− K;

q ←− b(û+A)/(v̂ + C)c;

end

The algorithm continues on the next page.

This algorithm is a modified version of Euclid’s algorithm based on the idea that if we have u and

v and take u′ = us−1, v
′ = vs−1 + 1, u′′ = us−1 + 1 and v′′ = vs−1 we have u′/v′ ≤ u/v ≤ u′′/v′′. It

then does normal Euclidean greatest common divisor steps until u′/v′ 6= u′′/v′′.
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if B = 0 then

k ←− u mod v;

u←− v;

v ←− k;

else

k ←− Au+Bv;

l←− Cu+Dv;

u←− k;

v ←− l;

end

end

do Binary GCD on u, v;

Algorithm 8: Lehmer’s Algorithm according to Knuth algorithm L in section 4.5.2[2]
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Binary GCD algorithm

input : u = (us−1 . . . u0)b and v = (vt−1 . . . v0).

output: Their greatest common divisor g.

int k ←− 0;

while u mod 2 = 0 AND v mod 2 = 0 do

k ←− k + 1;

u←− u/2;

v ←− v/2;

end

if u mod 2 = 1 then

d←− −v;

else

d←− u/2;

end

while NOT d = 0 do

while d mod 2 = 0 do

d←− d/2;

end

if d > 0 then

u←− d;

else

v ←− −d;

end

d←− u− v;

end

g ←− u · 2k;
Algorithm 9: Binary GCD Algorithm, based on algorithm B in section 4.5.2 of Knuth[2]

This algorithm makes use of the property that if u or v has a factor 2, but not both, there is some

u′ = 1
2u if u is even or v′ = 1

2v if v is even, for which gcd(u, v) = gcd(u′, v) or gcd(u, v) = gcd(u, v′).

Once the factors 2 have been removed, it does the normal u − v step. Since both u and v are now

odd, this always creates a new factor 2.
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4 Efficiency of Subroutines

The way we are going to compare the algorithms is using complexity theory. For our purposes, we

assume a computer can read from memory, write to memory and do operations. For the scope of our

project, we assume the computer can do addition, subtraction, multiplication, leftshift, rightshift and

division. All other operations are a combination of each of these operations. Also note that every

operation is limited to word size, so no computation can use more than 32 or 64 bits at once. We do

assume that if the result of addition or multiplication is too large for a single space, the computer uses a

second space to store the result. Since our numbers are roughly 512 bits long, we use multiple-precision

algorithms to do the basic operations. This gets solved differently depending on the operation for 2

integers using respectively s and t words in memory:

Operation Solution

Addition Only a single bit needs to be stored, treated as min(s, t) + 1 additions.

Subtraction Treated as addition for our purposes

Multiplication See section 4.3, roughly s · t multiplications and additions.

Modulo Depends on situation, see section 4.4 and 4.5.

Division Depends on situation, See section 4.5.

Furthermore, we will need to do exponentiation for the p−1 method and find the greatest common

divisor for the Pollard Rho and p− 1 algorithms. The efficiency of these operations is also described

in this section.

4.1 Registers

For the analysis of algorithms that have counters for for or while loops we store the counter in

registers. For our model this saves read and write operations on those counters. We assume no numbers

are stored in registers for more than one operations that are not counters for the aforementioned loops.

This is because we do not want to make too many assumptions on the architecture of the computer

and we could risk using more registers than the architecture has.

4.2 Leftshift and rightshift

While the other operations are the usual mathematical operations, leftshift and rightshift are opera-

tions used to simplify certain multiplications and divisions. When multiplying by 2 or powers of 2,

such as the radix 232 or 264, shifts simplify the calculation. Leftshifting is comparable to multiplying

by powers of 10 in radix 10: simply append 0s to the end of the number. Similarly, rightshifts remove

the rightmost digits by shifting a number to right by a certain amount of positions and discarding the

part of the number smaller than 1. The analogue in radix 10 is dividing by 10: you simply shift the

dot one space to the left or for multiples of 10 remove a 0 at the end.
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Line Operation(s) Repeated

for int i←− 0, i < s+ t, i←− i+ 1 do 2 reads, compare, addition s+ t

wi ←− 0;end Write s+ t

for int j ←− 0, j < t, j ←− j + 1 do Read, compare, addition t

int k ←− 0; Write t

for int i←− 0, i < s, i←− i+ 1 do Read, compare, addition st

(q1q0)b ←− ui · vj + wi+j + k; 2 writes, 4 reads, 3 additions, multiplication st

wi+j ←− q0; Write, read, addition st

k ←− q1; end Write, read st

wj+s ←− k; end Write, read, addition t

Table 1: Counting the number of steps in MP multiplication.

4.3 Multiplication

In Mathematics, there are multiple ways to multiply two numbers. For multiplying large integers we

use the GNU Multiple Precision library for multiplication of numbers too large to fit into a single stor-

age space. According to the documentation of the library [1], the size of the numbers we use (roughly

512 bit) does not use fancy multiplication methods but sticks to simple schoolbook multiplication.

In the Pollard Rho algorithm, we use squaring. Squaring is up to twice as effective as multiplication

since the numbers are made up of the same components.

The algorithm for multiplication, can be found in section 3.4. We now analyse this system by

counting the number of operations in table 1. In total, we do 4st+s+3t write operations, 7st+2s+4t

read operations, st+ s+ 2t compare operations, 5st+ s+ 3t addition operations and st multiplication

operations. We analyse the squaring algorithm the same way. This results in 16s+3s2 write operations,

1
2(36s+9s2) read operations, 1

2(11s+s2) compare operations, 20s+3s2 addition operations, 1
2(3s+s2)

multiplication operations and 6s+ s2 leftshift operations. This means that in terms of multiplication,

the squaring algorithm is more effective than the multiplication algorithm for s > 3. This is well

within the scope of our numbers.

4.4 Modulo Operations

Modulo operations do not have their own separate algorithm: instead they use the division algorithm

described in 3.6 and take the remainder instead of the quotient. However, computing modulo a power

of 2 is a trivial operation: for modulo 2x simply reading the last x bytes suffices and in this case we

count a read operation.
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4.5 Division

We do the same analysis on the MP division algorithm as we did on the multiplication algorithm.

Note that the if rj+t < 0 only has a chance of 2
b of occurring and we assume in our analysis that it

does not occur. Furthermore, we assume the same for if r̂ < b for reasons described in Section 4.3.1 of

Knuth [2]. Finally, we assume the first while loop only runs once. This is because a random number

of log2 b bits is, on average, of the same size as log2 b−1 (see 1), meaning it is roughly the same size as

b/4. This results in: st+10s+ t+3 write operations, 2st+22s+ t+10 read operations, 5s+2 compare

operations, 2st+ 6s+ 1 addition operations, st+ s multiplication operations, 2s division operations,

3s+ 3 leftshift operations and s+ 3 rightshift operations.

4.6 Modular Exponentiation

According to the GNU Multiple Precision library documentation, modular exponentiation is done with

a sliding window, as given by algorithm 14.85 in Handbook of Applied Cryptography [5]. Since we use

the exponentiation solely in the p− 1 algorithm, we know g = 2. Sliding window is used to reduce the

amount of multiplication steps in the algorithm, but since we use leftshift instead of multiple precision

multiplication it is not necessary to use this window, since we do not worry about additional leftshifts.

As such, we use the simpler left-to-right binary exponentiation, which is the same as sliding window

with a window size of 1, although we removed some of the additions to sliding window.

We also know the value of e, since the cutoff between the p − 1 method and the elliptic curve

method is given as 225. This gives us an s (from the p − 1 method, not the s also used in the

powermod algorithm) of 12252240 or 1011101011110100010100002. We have 12 ones, meaning we’ll

have 11 leftshifts. We also know that x = 23.

This results in the following operations: 23s + 1 write operations, 46s + 35 read operations, 46

compare operations, 23 addition operations, 11 leftshift operations, 23 MP squares of with ssquare =

spowermod and 23 MP divisions with sdiv = tdiv = spowermod. For the total number of operations, see

section 4.8.

4.7 Greatest Common Divisor

According to the GMP documentation, there are 2 greatest common divisor algorithms: Binary is

used for smaller (single space) numbers and Lehmer’s algorithm is used for larger (multiple-precision)

numbers. Lehmer’s algorithm was described in (Lehmer, 1938, [6]) (we use Knuth, algorithm L of

section 4.5.2[2] implementation as a basis). Furthermore, since we know which of the two integers is

1This is because we assume it is a random number. Random binary sequences of length x have, on average, their first

1 on position x
2

+ x−1
4

. . . 2
2x−1 + 2

2x
, since there is a 50% chance the first bit is a 1, a 25% chance the second number is

a 1 and the first number is a 0, etc, with the exception of the final number, which is twice as large. This can be put in

the closed sum formula
∑x
i=1

(
x−i+1

2i

)
+ 1

x
= x− 1 + 2−x + 1

x
. This is sufficiently close to x− 1. We will use this result

several times throughout this chapter.
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larger, namely n, we do not have to test for u ≥ v.

4.7.1 Lehmer’s Algorithm

The while loop of a normal Euclidean GCD algorithm runs, in the worst case, logφ u times (φ is the

golden ratio). The same number of steps will be taken in Lehmer’s Algorithm, but most of these

are single precision. The internal while loop also runs at best logφ b times and at worst 0 times.

According to Knuth’s description of Lehmer’s algorithm[2], this is a rare occurrence, only happening

if v is significantly smaller than u (this also implies that we are far away from the worst case of outer

while loops). We assume this does not happen often enough.1 This puts the number of operations on

the outer while loop at
logφ u

logφ b
= log u

log b .

4.7.2 Binary Algorithm

First, we note that we never use the greatest common divisor algorithm on n when it is even: the

Pollard Rho algorithm is performed after the Trial Division, which would take out any factor 2. As

such, we can entirely skip the first while loop as well as any operation using the carry k. The next

if statement has a 50% chance of being true. The final while loop runs, according to Knuth 4.5.2[2],

0.35N −0.4, with N the radix 2 size of u. We argue that the number of halving steps is 2, analogue to

footnote 1 of section 4.5, but with i instead of x− i in the denominator of the sum. Finally we assume

for our purposes that both u and v are smaller than b when executing the algorithm after Lehmer’s

Algorithm.

This brings us to the following numbers of operations: 4
(
log u
log b

)2
+9 log u

log b +10 logφ u+1.51 log b+0.8

write operations, 8
(
log u
log b

)2
+ 21 log u

log b + 24 logφ u + 3.53 log b + 0.2 read operations, 3 log u
log b + 1 logφ u +

1.51 log b − 0.2 compare operations, 2
(
log u
log b

)2
+ 10 log u

log b + 7 logφ u + 0.50 log b − 0.4 addition opera-

tions, 3 logφ u multiplication operations, log u
log b + 2 logφ u division operations, 2 log u

log b + 0.50 log b + 0.1

rightshift operations and 4 log u
log b MP multiplications. For the total number of operations with the MP

multiplications split up, see section 4.8.

4.8 Summary

The analysis of all previous algorithms has been collected in table 2. We assume input of u =

(us−1 . . . u0)b, v = (vt−1 . . . v0)b, with the exception of u = (us+t−1 . . . u0)b in division.

1This might occur in the Pollard Rho algorithm in the first few iterations. However, we assume that a and b grow

fast enough such that the majority of runs has large GCD computations.
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Algorithm Write Read Compare Add

Multiplication 4st+ s+ 3t 7st+ 2s+ 4t st+ s+ 2t 5st+ s+ 3t

Squaring 16s+ 3s2 1
2(36s+ 9s2) 1

2(11s+ s2) 20s+ 3s2

Division st+ 10s+ t+ 3 2st+ 22s+ t+ 10 5s+ 2 2st+ 6s+ 1

Powermod 2e 92s2 + 644s+ 70 299
2 s

2 +989s+265 23
2 s

2 + 483
2 s+ 92 115s2 + 598s+ 46

GCD u ≥ v 4
(
log u
log b

)2
+

20s log u
log b + 21 log u

log b +

1.51 log b +

10 logφ u+ 0.8

8
(
log u
log b

)2
+

36s log u
log b + 37 log u

log b +

3.53 log b +

24 logφ u+ 0.2

8s log u
log b + 11 log u

log b +

1.51 log b +

logφ u− 0.2

2
(
log u
log b

)2
+

24s log u
log b + 22 log u

log b +

0.5 log b +

7 logφ u− 0.4

Algorithm Multiply Divide Leftshift Rightshift

Multiplication st 0 0 0

Squaring 1
2(3s+ s2) 0 6s+ s2 0

Division st+ s 2s 3s+ 3 s+ 3

Powermod 2e 46s2 + 92s 69s+ 69 23s2 + 138s+ 80 23s+ 69

GCD 4s log u
log b + 3 logφ u

log u
log b + 2 logφ u 0 2 log u

log b +0.50 log b+

0.1

Table 2: Summary of complexity of all subroutines
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5 Efficiency of main Routines

Similar to how we analysed the complexity of the subroutines, we analyse the complexity of the main

algorithms. The precomputation step is assumed to already have been done, but still needs to be read

into memory.

5.1 Trial Division

The cutoff for trial division decides the size of the product tree constructed in the precomputation.

We call the cutoff O. The number of elements in the product tree is related to π(O): it is the

number of primes up to O plus half that, plus half, etcetera, until the root of the tree is reached, the

product of all primes up to O. This can be expressed in the following way: π(O)
∑i=blog2 π(O)c+1

i=0
1
2i

=

π(O)(2− 2−blog2 π(O)c−1). The difference with this function and the non-floored function is at most:

π(O)(2− 2− log2 π(O)−1)− π(O)(2− 2−blog2 π(O)c−1) = π(O)(2−blog2 π(O)c−1 − 2− log2 π(O)−1) =

1

2
π(O)(2− log2 π(O)+(log2 π(O))−blog2 π(O)c − 2− log2 π(O)) =

1

2
π(O)2− log2 π(O)(2log2 π(O)−blog2 π(O)c − 1) =

π(O)

2π(O)
(2log2 π(O)−blog2 π(O)c − 1) ≤ 1

2
(21 − 1) =

1

2

1

2
(2log2 π(O)−blog2 π(O)c − 1) ≥ 1

2
(20 − 1) = 0

This means we can approximate the number of divisions in the first for loop with 2π(O) − 1
2 . The

outer for loop runs blog2 π(O)c+ 1 times.

Before we can analyse the algorithm, we need to know the size of the division. Because we work in

the remainder tree, we know, assuming a random n, that each step the size of the dividend is as large

as the node higher up in the tree, which is roughly the square of the divisor. This means the amount

of words halves every round that we have factors smaller than n. Furthermore, more than half the

divisions will be single precision. We can now analyse the trial division algorithm in table 3. This is

for b = 232, for word size 264, the division steps are all moved up one, meaning bπ(O)(1 + 1
2 + 1

4)c SP

divisions, b18π(O)c 2 word / 1 word MP divisions, etc. The final step of the algorithm is taken thrice:∑m
i=1

1
prime(i) , the sum of chances n is divisible by the ith prime is relatively close to 3 if m is chosen

in such a way that we approach a prime close to 225. The total number of steps taken is in table 4.
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Line Operations Repeats

Precomputation 2π(O)− 1
2 Write, 2π(O)− 1

2 read 1

intarray R←− [n]; Write, read 16

for (t in T ) do Read, compare, add blog2 π(O)c+ 1

intarray Rc←− [∅]; Write blog2 π(O)c+ 1

for (i = 0, i < length(t), i←− i+ 1 do Read, compare, add 2π(O)− 1
2

append Rbi/2c mod ti to Rc; end Write, 2 read, rightshift 2π(O)− 1
2

SP division bπ(O)(1 + 1
2)c

2 word / 1 word MP division b14π(O)c

4 word / 2 word MP division b18π(O)c

8 word / 4 word MP division b 1
16π(O)c

16 word / 8 word MP division b 1
32π(O)c

R←− Rc; end Write, read 2π(O)− 1
2

intarray Q←− [∅]; Write 1

for rj in R do Read, compare, add π(O)

if rj = 0 do Read, compare π(O)

append Pj to Q; end end Write, read 3

Table 3: The steps of the trial division algorithm in radix 232

Operation Write Read Compare Add

Repeated in

b = 232

blog2 π(O)c +

677π(O)
32 + 39

2

blog2 π(O)c +

691π(O)
16 + 33

2

blog2 π(O)c +

159π(O)
16 + 1

2

blog2 π(O)c +

510π(O)
32 + 1

2

Repeated in

b = 264

blog2 π(O)c +

309π(O)
32 + 23

2

blog2 π(O)c +

329π(O)
16 + 17

2

blog2 π(O)c +

101π(O)
16 + 1

2

blog2 π(O)c +

199π(O)
32 + 1

2

Operation Multiply Divide Leftshift Rightshift

Repeated in

b = 232

19π(O)
4

⌊
3π(O)

2

⌋
+ 2π(O) 141π(O)

32
141π(O)

32 − 1
2

Repeated in

b = 264

5π(O)
4

⌊
7π(O)

4

⌋
+ 3π(O)

4
57π(O)

32
97π(O)

32 − 1
2

Table 4: The number of operations taken in the trial division algorithm

5.2 Pollard Rho

The cutoff in the Pollard Rho decides how often the while loop runs. As described in section 3.2

the cutoff in the algorithm is best chosen as the square root of the cutoff between the Pollard Rho

algorithm and the p− 1 algorithm. We can precompute this square root of the cutoff. The variables
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Line Operations Repeats

Precomputation Write, read 1

b←− a; Write, read 1

p←− 1; Write 1

int i←− 0; - 1

while p = 1 AND i < b
√
Oc do 2 read, 2 compare b

√
Oc

a←− a2 + c mod n; x write, 2x+ 1 read, x add, MP square, MP division b
√
Oc

b←− (b2 + c mod n)2 + c mod n; x write, 2x+ 1 read, 2x add, 2 MP square, 2 MP division b
√
Oc

d←− b− a; x write, 2x read, x addition b
√
Oc

if d < 0 Read, compare b
√
Oc

d←− d+ n; end x write, 2x read, x addition 1
2b
√
Oc

p←− gcd(d, n); Write, 2x read, GCD b
√
Oc

i←− i+ 1; end Addition b
√
Oc

Table 5: Steps of the Pollard Rho algorithm

inside the while loop are random numbers modulo n. This means their length roughly is the same as

n’s. n is still of the same order as 2500 which is 16 words in 232 and 8 words in 264. We refer to this

size as x.

We count the number of operations: b
√
Oc(1.51 log(b) + 20.7809 log(n) + 31.5x2 + 81.5x+ 10.8) + 3

write operations, b
√
Oc(3.53 log(b)+24 logφ(n)+59x2+151x+35.2)+2 read operations, 9.5b

√
Oc(0.158947 log(b)+

0.105263 logφ(n)+x2+4.47368x+0.821053) compare operations, 85.2016b
√
Oc(0.5 log(b)+14.5466 log(n)+

41.x2 + 100.x + 8.1) addition operations, b
√
Oc(17x22 + 15x

2 + 3 logφ(n)) multiplication operations,

b
√
Oc(2 log(n)log(φ) +7x) division operations, b

√
Oc(3x2+27x+9) leftshift operations and b

√
Oc(0.5 log(b)+

5x+ 9.1) rightshift operations.

5.3 p− 1

The p−1 method is the least complex of the three algorithms, analysis of its operations is straightfor-

ward. Now we have 1.51 log(b) + 20.7809 log(n) + 116.x2 + 665.x+ 71.8 write operations, 3.53 log(b) +

49.8741 log(n) + 193.5x2 + 1026.x + 266.2 read operations, 1.51 log(b) + 2.07809 log(n) + 19.5x2 +

252.5x + 91.8 compare operations, 0.5 log(b) + 14.5466 log(n) + 141.x2 + 620.x + 45.6 addition op-

erations, 3 logφ(n) + 50x2 + 92x multiplication operations, 2 logφ(n) + 70x + 69 division operations,

23x2 + 138x+ 80 leftshift operations and 0.5 log(b) + 25x+ 69.1 rightshift operations.
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Operation Cutoff for 232 Cutoff for 264

Write 201,071,963 369,890,569

Read 214,701,899 421,713,049

Compare 41,176,963 18,727,537

Addition 6,840,661,034,243 11,417,092,864,561

Multiplication 299,936,017 2,031,186,973

Division 55,274,699 109,002,217

Leftshift 18,462,541 12,816,491

Rightshift 48,871 53,117

Average 120,952,126,699 133,415,889,587

Weighted Average 90,080,017,939 107,423,063,431

Table 6: Cutoff points for different operations for Trial Division and Pollard Rho

6 Results

In this section we present the cutoffs between the algorithms, which we discuss in the next chapter.

6.1 Cutoff between trial division and Pollard Rho

To calculate this cutoff, we assume p is a prime factor of n. We then look at the number of steps both

algorithms would take to find this factor and when Pollard Rho is more efficient than trial division.

First we compare each operation separately. For example, if we take the write operation on b = 232

and n of bitlength 500 (meaning x = 16). We then take b√pc(1.51 log(b) + 10Logφ(n) + 91x2

2 + 127x+

14.8) + 4 − 2(blog2 π(p)c + 213π(p)
8 + 17) and try to find i such that i for i Pollard Rho takes shorter

than Trial Division. The first i for which Pollard Rho is more efficient is 201,071,963 (roughly 227).

We do this for all operations and both b = 232 and b = 264. Finally, we take the average by inputting

all operation at the same time as well as the weighted average which makes the multiplication and

division count 3 times as much, as this emulates the larger complexity of these operations. The

resulting cutoffs between Trial Division and Pollard Rho are in table 6.

6.2 Cutoff between Pollard Rho and p− 1

We use the same method to determine the cutoff between the Pollard Rho and p − 1 method. The

result is table 7.

6.3 Cutoff between Trial Division and p− 1

We also compare Trial Division and p− 1, which results in table 8.
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Operation Cutoff for 232 Cutoff for 264

Write 9 9

Read 9 4

Compare 9 9

Addition 1 1

Multiplication 14 5

Division 3 2

Leftshift 46 41

Rightshift 23 17

Average 1 1

Weighted Average 1 1

Table 7: Cutoff points for different operations for Pollard Rho and p− 1

Operation Cutoff for 232 Cutoff for 264

Write 19,913 18,131

Read 16,741 15,991

Compare 7,873 4,909

Addition 29,537 28,123

Multiplication 32,257 47,303

Division 5,711 6,359

Leftshift 15,919 12,497

Rightshift 601 509

Average 17,891 15,467

Weighted Average 18,199 16,421

Table 8: Cutoff points for different operations for Trial Division and p− 1
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7 Conclusion

7.1 Meaning of the results

The numbers in section 6 represent the cutoff between algorithms if the algorithms are implemented

as presented. If the tables are used to select a cutoff, the effectiveness of the operations must be

considered. Depending on the language the implementation is written in, some of the operations

might take more time than others. The values of table 6 are very large while the results in table 7

are very small. This implies that this thesis’ implementation of the Pollard Rho algorithm is very

ineffective. Indeed, there are several ways to improve the algorithm, such as implementing Montgomery

representation of numbers. However, the cutoff between p − 1 and Trial Division in table 8 is neatly

below the cutoff for the elliptic curve method. As such, we can conclude having a cutoff around 214

for Trial Division and not using Pollard Rho at all in the current implementation.

7.2 Options for Improvement

The Pollard Rho and p − 1 algorithm can both be improved in several ways. By implementing an

alternative way to do the big steps (MP multiplication and MP division), most notably Montgomery

representation for the numbers, the algorithm could be improved overall. This would not speed up

trial division, since the modulus is not constant. The Pollard Rho algorithm can be improved by

taking the GCD of the product of consecutive a − b mod n instead of taking it every step or using

a different, more effective, cycle finding method. A more general improvement to the results can be

made by implementing the algorithms in a low level language and counting the cycles in a precise

manner. Finally, a look can be taken at the elliptic curve method (ECM) for factoring integers. At

the moment, we assume that ECM is better than p−1 at 225 but this also needs further investigation.
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