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Abstract 
 
This Master’s Thesis is aimed to investigate the feasibility of the design and implementation of privacy protection 
features on an OMA (Open Mobile Alliance) DRM (Digital Rights Management) platform, and to analyze the threat 
model on such a proposed system. 
 
The comparison of the architectures of the TeMPES (Trusted Multi-Personalized Entertainment Server) concept 
(developed in Philips Research) and the OMA DRM Specifications shows that the basic privacy protection features, 
i.e. protecting private content and secure sharing, can be achieved on an OMA platform. Although the OMA 
standard has very limited privacy support, its architecture and the security model are quite similar to what the 
TeMPES needs. The basic difference between the architectures of TeMPES and OMA is that TeMPES is person-
based, while OMA is device based. In addition, the privacy protection system has the ownership concept and owner 
rights management functionality, while OMA is standardized basically for users to buy and view commercial 
content. Another challenging issue considered in the project is to study possible implementations of the ‘Family 
Mode’ concept in home environment, especially when the family is the owner of the family content. 
 
By introducing owner concept and the functionality of a Content Issuer and a Rights Issuer in a client device (in 
addition to a standard DRM agent), users can protect their own content and securely share their own content with 
other users. There are four proposed solutions on the owner Rights Object presented and evaluated in the design 
phase. Furthermore, based on OMA V2.0 with Domain support, advanced group sharing and ‘family mode’ are 
achieved by using Personal Devices Domain and Family Domain, respectively. A content owner not only could 
generate a Personal Devices Domain to access his or her content on other devices, but also generate shared domains 
for the devices belonging to other specified users, or simply use the Family Domain for sharing or co-ownership of 
family content. However advanced rights management needs standard extension, for instance, the ownership 
expression in Rights Object, management of issued Rights Objects in user’s identity device, exchange protocols for 
Domain Managers and Rights Issuers, transferring and sharing the ownership of own content to other users and 
other extensions. 
 
The project also implements some major features we have solved, to prove our proposed ideas. However, the current 
demonstration just tries to build up a basic software platform, which includes the functionalities of content 
protection and sharing on the owner’s side. A complete implementation and further research should be carried out in 
the future.  
 
Finally, threat analysis of this system focuses on the users’ identity devices and their communications with other 
DRM Agent. By introducing the RI (Rights Issue) Agent entity in it the system may bring on much more message 
exchanges and content sharing, and consequently increase complexity of the whole system and decrease its 
performance or even availability. Therefore, it is important to make limitations for RI Agent and to introduce filter 
mechanisms for the standard DRM Agent. For the privacy enhancing system, some private behavior, for example, 
users’ relationship or interest may be disclosed by eavesdropping on the communication channel. Numbers of attack 
models on ROAP (Rights Object Acquisition Protocol), which are similar to the attack models in OMA DRM 
system, are also considered. 
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1 Overview 
1.1 Abbreviation 

CA 
CE 
CEK 
CI 

Certificate Authority 
Consumer Electronics 
Content Encryption Key 
Content Issuer 

DCF 
DOS 
DRM 

DRM Content Format 
Denial of Service 
Digital Rights Management 

FD Family Domain 
HTTP Hypertext Transfer Protocol 
IMSI International Mobile Subscriber Identity 
MMS Multimedia Messaging Service 
OMA Open Mobile Alliance 
PDD 
PKI 
PVR 

Personal Devices Domain 
Public Key Infrastructure 
Personal Video Recorder 

REK 
RFC 
RI 
RO 
ROAP 
RSA 

Rights Encryption Key 
Request For Comments 
Rights Issuer 
Rights Object 
Rights Object Acquisition Protocol 
Rivest-Shamir-Adelman Public key algorithm 

TeMPES Trusted Multi-Personalized Entertainment Server 
WIM Wireless Identity Module 
 

1.2 Introduction 

In a connected home with various connected devices that provides personalized utilities and entertainment, 
consumers have been creating and maintaining more and more personal content. The personal content, as well as 
her/his favorite content from others and the data containing personal information about the user and her/his behavior, 
are privacy sensitive. But these data are online accessible. In such an environment, apart from multi-user issues that 
are concerned about properly managing the shared devices and resources, there rise many issues related to privacy, 
for instance:  
 Privacy protection with respect to other users and the rest of the world.  
 Owner controllable content sharing mechanism. 
 Private access to content anywhere. 

 
On the other hand, the online commercial content (which is bought by the consumer) delivery is growing, using the 
DRM (digital rights management) technologies to ensure the fair-use of the delivered digital content. OMA (Open 
Mobile Alliance) DRM is one of the DRM standards, which was started in June 2002 and originally developed for 
mobile phones by the major mobile industry companies, such us Nokia, Motorola, Siemens, etc. Until now, nearly 
200 companies have joined the OMA, including the world’s leading mobile operators, device and network suppliers, 
information technology companies and content service providers. And more and more companies have supported the 
OMA DRM in their products. This can be explained by the fact that the OMA DRM standard is able of bringing 
about compatibility for different kinds or brands of products. SanDisk, a leading maker of flash memory cards for 
phones, digital cameras and other devices, announced in March 2005 plans to produce an OMA DRM-compliant 
secure storage card and has decided to use NDS's mVideoGuard technology and OMA-compliant DRM technology 
in the design [14].  Elsewhere, Irdeto Access, a technology vendor in the conditional access (CA) space, announced 
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on 15 March 2005 that it has acquired LockStream, a mobile DRM vendor with OMA-compliant technology [16]. 
OMA is also interesting for the CE (Consumer Electronics) companies like Philips to link mobile phones and home 
entertainment devices. Nowadays, Philips has already made a step in this direction by announcing an OMA-
compliant music player for the PC as part of its LifeVibes Music suite of mobile music software, and it is working 
on a PC music player that can play music tracks in both OMA and Windows Media formats [14].  
 
In Philips Research, there are projects working on privacy enhancing technologies and on using the OMA for home 
devices. The focus of this internship project is to investigate and to implement privacy protection features for 
handling personal content on an OMA DRM platform.  
 
By an investigation on the OMA and a comparison on use scenarios and requirements between the OMA and the 
TeMPES [3] privacy enhancing concept, it has been found out that the OMA elementary technology and architecture 
could provide privacy enhancing features, although the OMA has very limited features defined for privacy 
protection. The basic difference between the TeMPES and the OMA is that the TeMPES is personal-based, while 
the OMA is device based. In addition, the TeMPES system has ownership concepts and owner rights management 
functionality, while the OMA is standardized basically for users to buy and view commercial content. Another 
challenging issue concerns implementation of the TeMPES ‘Family Mode’ concept, in particular when the whole 
family is the owner of the family content. This report presents the major issues, which have been recognized to 
realize the privacy features on an OMA platform. It describes several solutions, detailed design and a threat analysis. 
 
In this document, Section 2 introduces the background of privacy protection, including the privacy legislation, the 
basic TeMPES concept and the OMA. Then according to the comparison between TeMPES and OMA, the key use 
scenarios and the requirements are given in Sections 3 and 4, respectively; remarks on the feasibility and open issues 
are included at the end of the chapters. Our proposed solutions and the initial implementation are presented in 
Sections 5 and 6. In Section 7 possible attacks on such a system are discussed briefly. Finally, a summary and future 
blueprint are given in the conclusion section. The detailed comparison items between TeMPES and OMA features 
are listed in Appendixes A and B. 
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2 Background 
 
Privacy is one of the most cherished cornerstones in the democratic countries, because it is the necessary resistance 
between people and against authorities. In the connected world, new privacy issues arise, and the privacy concern of 
consumers is growing. The CE industry should not only make products just to obey laws about information privacy 
protection, but also pursue privacy enhancing solutions in products. Technology can guarantee privacy in the front, 
which is what consumers want. TeMPES is such a kind of protection privacy system developed in Philips research.  
 
In this chapter, the first section covers the general background about privacy and legislation, which is interesting for 
people who value their privacy. The TeMPES is introduced in Section 2.2. The OMA DRM standard is presented 
briefly in Section 2.3 as a basis platform and sustentation for the new privacy protection system. Sections 2.2 and 
2.3 are intended for (technical) people to understand the concepts, requirements and technologies used in the current 
privacy enhancing system. 
 

2.1 Privacy & Privacy law 

2.1.1 Privacy 
Privacy is a basic human right and has been realized by public society, while in the common understanding, such as 
in dictionaries, privacy is mainly about ‘hidden from’, ‘seclusion’ and ‘secrecy’. Respecting others’ privacy is one’s 
obligation while protecting privacy is a kind of behavior of respecting human freedom and dignity [11]. However 
privacy is contextual, relational and relative, because it is always in the balance with public interests, with freedom 
of others and with rights of others. Privacy is never absolute. Privacy exists only where freedom and resistance to 
authority are respected. It is a cornerstone of modern societies.  
 
While merchants pay their attention on rights management, more and more people hold the privacy consciousness, 
especially consumers. The emancipatory privacy dreams that people are free to be different, free to determine their 
own behavior, free to choose social personality, free to interact with others, free to choose their own path of life, etc. 
[13] 
 
2.1.2 Privacy in Legislation 
Nowadays the social understandings of privacy are different in different countries. The legislation understandings 
and protections are also different, even between the USA and Europe. Note also that the applicable domain of the 
legislation is also different. For instance, US laws apply for all US citizens, no matter where they are located or 
where they bought the product or where the manufacturer is located. The European laws apply for the European 
market and the manufacturers located in Europe. 
 
At the first place, privacy should be recognized as a cherished value for the society and as a right for individuals. 
Most countries have claimed the value in their constitutions or through international laws, such as the "Universal 
Declaration of Human Rights" (UDHR 1948), the "European Convention for the Protection of Human Rights and 
Fundamental Freedoms" (ECPHRFF, 1950) and the "International Covenant on Civil and Political Rights" (ICCPR 
1966). 
 
Currently privacy is protected in different models: by comprehensive laws, by sectoral laws, by self-regulation and 
by technology [1]. Self-regulation relies on the common moral value of the society. It is also chosen by companies 
with own policies to sustain their business development. However, it is a very weak model and often failed when 
facing profit allurement. The legislation enforcement comes from the laws. 
 
Following legislation histories, some countries, e.g. USA, choose sectoral laws as main protection for privacy, such 
as for video rental records, financial privacy, and for children "Children Online Privacy Protection Act (COPPA)". 
However it is a huge work and thus a big drawback to introduce a new law for every recognized new invasion. 
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Many others such as the European Union and Australia have set up comprehensive laws that contain general privacy 
rules, though practically applying for personal data processing. Yet, because of the many faces of privacy, the 
comprehensive laws cannot cover all details. Many sectoral laws have been and are being established to complement 
comprehensive legislation. [3] 
 
Actually, technology is a main driver of new privacy invasions. There is always a gap between technology 
development and legislation. Therefore, technology solutions are demanded for privacy, especially in the connected 
world. 
 
2.1.3 OECD guidelines  
In 1980, the Organization for Economic Cooperation and Development (OECD) recommended guidelines [12] for 
personal data processing, in the favor of economic cooperation between member countries on sharing electronic data. 
Although the original drive of the OECD guidelines is not for privacy but for economy, the eight principles in the 
guidelines founded the basic rules of personal data processing protection of today: 
 Collection limitation principle: Personal data should be obtained fairly and lawfully; adequate, relevant and not 

excessive to purpose. 
 Purpose specification principle: specifying the purpose to the subject (person) before collecting personal data. 
 Data quality principle: accurate and up to date. 
 Use limitation principle: used only for the original specified purpose. 
 Security safeguards principle: keep secure. 
 Openness principle: about development, practices and policies. 
 Individual participation principle: accessible to the subject (person). 
 Accountability Principle: accountable for complying with measures which give effect to the principles stated 

above. 
 
The rules cover most steps of the personal data processing, from collecting, through processing, storing and using. 
However, these are the minimum privacy rules, according to Serge Gutwirth [13], and the guidelines serve the 
interests of economic forces, since the flow of personal data is free across borders of member states. 
 
2.1.4 EU directives 
In 1995 and 1997, two directives were enacted throughout the European Union in order to harmonize laws on 
protections for citizens and freedom of personal information. Firstly, in 1995, Data Protection Directive sets a 
benchmark for national law for processing personal information in electronic and manual files. Secondly, 
Telecommunications Directive covers the protections for telephone, digital television, mobile networks and other 
telecommunications systems in 1997. The legislation was implemented by almost all European Union countries in 
1998. Every European Union country holds a Data Protection Commissioner or agency enforces the rules. And 
every EU member is also allowed a little change during the implementation process.  
 
Comparing to the OECD guidelines, the Directive includes the destruction principle, which asks to destroy the data 
after its purpose is completed. The Directive explicitly prohibits processing of special personal data, such as racial or 
ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, health or sex life, unless 
it has explicit consent by the data subject, or it is applicable with other exceptions explicitly defined in the Directive.  
 
These Directives, there are several principles of data protection are mentioned emphatically: 
 The right to know where the data originated, the right to have inaccurate data rectified, the right to withhold 

permission to use data in some circumstances.  
 The protections over the utilization of sensitive personal information, such as about health or finance.  

 
The Directives grant people rights over their data, and set obligations on data controllers. Data can be processed 
when the subject has unambiguously given consent or a legitimate contract. And data subjects have the right to view 
data in firms and to correct it. Data collection must be relevant to the stated goal, and there are tight rules on 
sensitive data such as religious beliefs, political opinions and medical information.  
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In general, legislation is necessary for privacy protection, but having laws is not enough for consumers. On one hand, 
technology developments in the fields of audio-visual capturing and communication are opening new ways of 
privacy invasions. There is always a gap between the legislation activity and the technology development, because a 
legislation activity only starts after real cases of privacy invasions happen. On the other hand, there is always a gap 
between the legislation and needs of consumers. Current practical legislation is focusing on regulating fair use or 
process of personal data, while consumers want solutions preventing privacy invasions at first place, not irritating 
lawsuits after their privacy was invaded. 
 

2.2 TeMPES 

Trusted Multi-Personal Entertainment Server (TeMPES) is an internal project launched in 2004 at Philips Research, 
and its approach is to manage personal content in a multi-personalized entertainment environment. It includes 
content protection and key management, content ownership, and rights management such as owner-controllable 
sharing, the transfer of ownership and co-ownership, etc. The references [3] and [2] are the sources of the following 
introduction on TeMPES. 
 
2.2.1 Architecture 
 
Worldwide, homes are getting connected through broadband networks. Via e.g. WLAN (wireless local access 
network) and Ethernet, more and more home devices are connected to the broadband home network, such as PCs, 
home media servers, networked DVD players and audio sets, PDAs (Personal Digital Assistant), PVRs (Personal 
Video Recorder) and other home entertainment servers [3].  
 

Inter net

H ome Ser ver
(can be combined w ith a client )

O n the
Move

Connected
Per sonalized
A lw ays-on

Inter net

H ome Ser ver
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Connected
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M ult iM ult i--H ackerH acker
M ult iM ult i--O bser verO bser ver
M ult iM ult i--H ackerH acker
M ult iM ult i--O bser verO bser ver
M ult iM ult i--H ackerH acker
M ult iM ult i--O bser verO bser ver  

Figure 2.1 Multi-personalized entertainment environment in the connected planet [3] 

In such a connected home, entertainment behavior is changing with experiences of network surfing and PVR 
functions. Therefore, user attention is moving from live broadcasting to personalized recording and downloading, 
enjoying a personal collection in a personal style, sharing content and experiences online, gaming and social 
contacts in virtual communities, etc. Personalization is one of the main drivers. Consumers are expecting 
personalized entertainment for multiple users, in other words, a multi-personalized entertainment environment as 
shown in Figure 2.1. However, when enjoying personalized functions and convenience, consumers are going to face 
risks of being observed or even ‘attacked’ by other users and hackers. 
 
It is important to provide multi-level privacy protection options to consumers, to let them decide themselves what 
they want to protect and which level they want to use. 
 



Release 1   Master project 2005 
 

Protecting Privacy of Personal Content on an OMA DRM Platform 11

In general, family users could use TeMPES server to protect and manage their personal content, and they can also 
share some content with specified users. Furthermore, content owners have rights to share or transfer ownership of 
the content to others. 
 
2.2.2 Access Modes 
In order to realize different privacy levels, each piece of content could be defined as public content, family content 
or private content depending on owner’s choice. When an owner considers the content is not privacy sensitive, he or 
she can put it in public. Public content is not protected by cryptography, and anybody can access it. On the other 
hand, family content and private content are protected by cryptography. Family content, which is sensitive for 
family privacy, can only be accessed by family users. Private content is protected for its owner, which means only 
the content owner can access his/her private content. 
 
There are several access modes [2] in the TeMPES as following: 
Private mode is entered when the user authenticates to the system by means of for example a physical key. In the 
private mode the user can access her/his private content, family content and public content, and can manage his 
environment.  
Family mode is entered when a family member leaves from his private mode. In the family mode, users can access 
all family and public content without the need for authentication every day. The family mode is used most of the 
time. 
Public mode is entered when being powered on or when receiving a manual command. In the public mode, only 
public content and resource are accessible. This guarantees the privacy when the device is in a repair shop or with 
guests. 
 
2.2.3 Cryptographic system 
 
To be able to protect private content and to share it with authorized users in a multi-personalized entertainment 
server, the proposed system consists of a personal physical key and a secure subsystem, in addition to a content 
server.  The physical key concept is probably still the best understandable way for a person with respect to his 
privacy and safety. A fingerprint detector on the physical key, linking it to the owner, can further enhance this safety 
feeling. This prevents the unauthorized use of the physical key by anybody else in case that the owner forgets or 
looses his physical key. 
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(a)                                                                                             (b) 

Figure 2.3 The secure subsystem and the physical key: (a) for creation and (b) for playback [3] 

 
As shown in Figure 2.3, the secure subsystem has a cryptographic processor for content encryption and decryption, a 
secure interface to the private physical key (used for getting the asset keys and so on), and interfaces to the content 
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server (used for receiving and sending content, messages, and other information). A private content item or an asset 
is stored in an encrypted form in the TeMPES device. The secure subsystem is in charge of encrypting assets for 
storing and decrypting assets for playback, using the asset keys received securely from the personal physical key. 
The personal physical key has a message (cryptographic) processor for creating and using so-called Access 
Messages. It contains a unique private-public key pair. The public key is open to the outside through the secure 
subsystem. Other users use the public key to share data with the owner of the physical key, i.e. through the Access 
Message with the asset key and rights data encrypted using the public key. The private key is never exposed outside 
the physical key. It is used in the physical key to sign messages and to decrypt those blocks encrypted with the 
public key. The Access Message contains the asset key of the encrypted content and the access rights for one 
authorized user. The rights determine what the physical key of the user and the secure subsystem can do with the 
asset. The asset owner also uses his physical key to generate access messages for other users with whom he wants to 
share the asset. The owner can also revoke sharing rights and transfer the ownership using his physical key. 
 
Access message: As shown in Figure 2.4, the access message consists of a message identifier, a user ID block, an 
owner ID block, two asset blocks, and a signature block. Each block is 256 bytes, which is large enough for 2048 
bits encryption. One message is created for each user who has access to one asset.  

 

 

Figure 2.4 The Access Message [3] 

 
The User and Owner ID blocks contain the user’s public key and the owner’s public key. They are stored in 
plaintext, as they are public information in the environment. There is still a privacy question mark on this, because 
this shows a sharing relation between the owner and the user. However, since the information of the asset is 
encrypted, it is not a serious issue.  
 
The owner uses the same Access Message mechanism to access his own content. In this case, he has a message with 
full access rights in the asset block and the user ID and the owner ID are identical. 
 
2.2.4 Advanced features 
 
Based on the Access Message mechanism, the cryptographic system can easily provide basic functions for 
transferring ownership, multiple owners or co-ownership, managing private content, such as protecting, unveiling, 
sharing, deleting, protecting scheduled auto-recording. In this section some key issues are presented. 
 
Transferring ownership  
An owner is able to transfer the ownership of his/her content in an offer-accept way. When the owner has chosen a 
user to takeover the ownership of a content, the owner’s physical key creates a special Access Message with an 
‘Ownership takeover’ rights to the user. The system sends that message to the user to whom the offer is made. When 
the private environment of the receiving user has seen the special Access Message, the user’s physical key checks 
the offer of the ownership transfer. The user can choose to refuse or accept the offer. 
 
For instance, the owner’s Access Message is:  
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{PKowner1, PKowner1, EPKowner1[AssetID, Rights=Ownership, Assetkey], EPKowner1[AssetID, Rights=Ownership, 
Assetkey]}signPPowner1,          (1) 
Then the owner prepares and sends to the new owner the following message: 
{PKowner2, PKowner1, EPKowner2[AssetID, Rights=TakeOwnership, Assetkey], EPKowner1[AssetID, 
Rights=TakeOwnership, Assetkey] }signPPowner1.       (2)
 
If the user has accepted to takeover the ownership of the content, the system will complete the transferring: First, his 
physical key creates a new owner’s Access Message using the special TakeOwnership Access Message (2). The new 
owner has a possibility to change the asset key (which is suggested) and re-encrypt the content to ensure a full 
ownership takeover. After taking over the content, the new owner’s physical key creates a special Access Message 
for the old owner with a ‘clean-up’ right, and then the old owner’s private environment will removes the old Access 
Messages, which include messages for the old owner and the old sharing users. 
 
Multiple owners or co-ownership 
The ownership of home-created content is often not clear. Several family members can share the ownership of a 
single piece of content. Depending on the privacy concern to content items, it may be appreciated that one owner 
can freely grant sharing rights of one item to another person; but for another content item it may require agreement 
of all owners before the item is shared.  
 
A new type of the ownership message for multiple-owned content is presented in reference [3], called Multiple-
Ownership Message to provide solutions for the above multiple owners scenarios. It allows the owners to choose 
what type of Shared Ownership they want, and the system will enforce the Shared Ownership by requiring the 
signatures of the required owners. 
 
Scheduled auto-recording 
Creating private content using a scheduled auto-recording in a PVR application is different with making a local file 
private, because the recording is often started days after the private recording request was made. Whenever a private 
recording request is started, the request owner would prefer that the recording is not visible to others. But during the 
recording, the physical key of the request owner is often not available in the system. The secure subsystem should 
encrypt and record the content by itself, store the asset key in a safe place, grant the owner access to the content and 
allow the owner to get the ownership.  
 
There are different ways to achieve this in [3]. The best solution is assumed that the subsystem or the server has an 
embedded Access Message processor (similar to a physical key) with its own unique public-private key pair. This 
key pair identifies the system user (device) that owns the recording function. In this case the scheduled private 
recording can be easily and securely organized. Using the recording request that includes the public key of the 
request owner, the device will create the recordings as shared private content with the device itself as owner and the 
recording request owner as user. So the device itself is not a user in this case. The playability of content is only 
granted to the user and not to the owner. Note that a content owner normally also possesses an Access Message in 
which he is not only the owner but also the user, which allows him to play the content. But in this case the content is 
only playable by the request owner and not by anybody else, not even the device itself who is the owner. For privacy 
and security consideration, the requests in the recording schedule should be protected, even if there are conflicts on 
recording schedules. 
 

2.3 OMA  

The OMA (Open Mobile Alliance) is an open organization that has grown to more than 300 member companies 
since its founding in 2002, which includes mobile device makers, operators, network suppliers, content providers 
and IT companies. The mission of the OMA is to facilitate global user adoption of mobile data services by 
specifying market driven mobile service enablers that ensure service interoperability across devices, domains, 
service providers, operators, and networks, while allowing businesses to compete through innovation and 
differentiation. The role of OMA DRM in distribution of content is to enable business models with controlled 
consumption and use of content. When a user buys content, she or he may agree to certain rights, for example, by 
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choosing between a free preview version and a full version at cost, or agree to pay a monthly fee. DRM allows this 
choice to be translated into permissions and constraints, which are then enforced when the user accesses the content. 
The reference [5] is the source of the following introduction on OMA. 
 
2.3.1 Actors and Functional Entities 
 
The OMA DRM defines actors and logical functional entities that need not represent physical network nodes 
(servers, etc). Different functional entities may be implemented by the same or different physical nodes, and be 
operated by the same or different actors. Different deployments may incorporate some or all of the functional 
entities depending on the required functionality in each deployment setting.  
 
Related to rights management, the following functional entities have been identified in the OMA DRM architecture 
[5]: 

DRM Agent: A DRM Agent embodies a trusted entity in a device. This trusted entity is responsible for 
enforcing permissions and constraints associated with DRM Content, controlling access to DRM Content, etc. 
 
Content Issuer: The content issuer is an entity that delivers DRM Content. OMA DRM defines the format of 
DRM Content delivered to DRM Agents, and the way DRM Content can be transported from a content issuer 
to a DRM Agent using different transport mechanisms. The content issuer may do the actual packaging of 
DRM Content itself, or it may receive pre-packaged content from some other source. 
 
Rights Issuer: The rights issuer is an entity that assigns permissions and constraints to DRM Content, and 
generates Rights Objects. A Rights Object is an XML document expressing permissions and constraints 
associated with a piece of DRM Content. Rights Objects govern how DRM Content may be used - DRM 
Content cannot be used without an associated Rights Object, and may only be used as specified by the Rights 
Object. 
 
User: A user is the human user of DRM Content. Users can only access DRM Content through a DRM Agent. 
 
Off-device Storage: DRM Content is inherently secure, and may be stored by users off-device - for example 
in a network store, a PC, on removable media or similar. This may be used for backup purposes, to free up 
memory in a device, and so on. Similarly, Rights Objects that only contain stateless permissions may be 
stored off-device. 

 
2.3.2 Architecture 
 
Figure 2.5 shows the functional architecture of the OMA DRM solution. Before content is delivered, it is packaged 
to DRM Content to protect it from unauthorized access. A content issuer delivers DRM Content, and a rights issuer 
generates a Rights Object. DRM Content can only be accessed with a valid Rights Object, and so can be freely 
distributed. DRM Content and Rights Objects may be requested separately or together, and they may be delivered 
separately or at the same time. 
 
The content issuer and rights issuer provides DRM Content and its Rights Object that a user can play the content 
using his DRM agent. The DRM Agent embodies a trusted component of a device, which is responsible for 
enforcing permissions and constraints for DRM Content on the device, controlling access to DRM Content on the 
device, and so on. A Rights Object is cryptographically bound to a specific DRM Agent, so only that DRM Agent 
can access it.  
 
As a result, a user could subscribe commercial content for personal devices such as mobile phones, PDAs or MP3 
players from content issuers, and obtain appropriate license from rights issuers to access the content. 
 



Release 1   Master project 2005 
 

Protecting Privacy of Personal Content on an OMA DRM Platform 15

 

DRM Agent 
Other DRM 

Agents 

Protected 
Content 

Content 
Issuer 

Network Store 

Rights 
Issuer 

DRM System 

User 

Content 
Provider 

Removable 
Media 

Rights 
Object 

Usage 
Rules 

Protected 
Content Protected 

Content 

Figure 2.5 Functional architecture [5] 
 
Domain: Domain is an important concept in OMA DRM, and it will be valuable for the enhancing privacy system. 
If rights issuers support it, a Rights Object may optionally be bound to a group of DRM Agents. This is known in 
the OMA DRM specifications as a Domain. DRM Content and Rights Objects distributed to a domain can be shared 
and accessed off-line on all DRM Agents belonging to that domain. For example, a user may purchase DRM 
Content for use on both her phone and her PDA. 
 
Overall, a Domain is a set of devices that possess a common Domain Key provisioned by a Rights Issuer. Devices in 
a Domain may share Domain RO and are able to consume and share any DCFs controlled by Domain ROs. The 
OMA DRM Domain concept is network centric. An RI defines the Domains, manages the Domain Keys, and 
controls which and how many Devices are included and excluded from the Domain. On the other hand, Devices may 
join multiple Domains managed by one or more RIs. To join or leave a domain, the related ROAP must be executed 
between a device and a RI [4]. 
 
Super Distribution: DRM Content can be safely copied and transferred to other DRM Agents, for example a user 
sending DRM Content to a friend. In order to access DRM Content, the friend is taken to the rights issuer, by way of 
a link in the DRM Content package, to acquire a Rights Object. The rights issuer controls whether to release a new 
Rights Object or not to the new DRM Agent. 
 
Backup: DRM Content can be stored safely on removable media, in a network store, or in some other form of 
storage. DRM Content is stored in encrypted form, and so can only be accessed by a particular target DRM Agent 
using an associated Rights Object.  
Rights Objects can be stored for backup purposes if the Rights Object only contains stateless permissions. The 
security model ensures that the Rights Object is protected and can only be accessed by the intended DRM Agent - 
even if a Rights Object is stored off-device, it will still only allow the intended DRM Agent to access associated 
DRM Content. Some permissions require maintenance of state by the DRM Agent, for example a limited number of 
plays. Such Rights Objects cannot be stored off-device, as this might result in loss of state information - e.g. current 
number of plays. A lost or damaged Rights Object may still be restored via the rights issuer by requesting a new 
Rights Object. 
 
Export: DRM Content may be exported to other DRM systems, for use on devices that are not OMA DRM 
compliant but support some other DRM mechanism – e.g. export to copy protected media. The rights issuer may 
limit export only to specific external DRM systems. 



Release 1   Master project 2005 
 

Protecting Privacy of Personal Content on an OMA DRM Platform 16

 
Unconnected Device Support: OMA DRM enables a Connected Device to act as an intermediary to assist an 
Unconnected Device to purchase and download content and Rights Objects, if the Unconnected Device is OMA 
DRM compliant. This functionality enables, for example, a portable device that does not have inherent network 
connectivity to acquire DRM Content and associated Rights Objects. This functionality builds on the Domain 
concept as described above. 
If the user wishes to render the DRM Content on the Unconnected Device then the DRM Agent on the Connected 
Device requests and downloads a Domain Rights Object from the rights issuer. The DRM Agent on the Connected 
Device then embeds the Domain Rights Object in the DCF. The DCF (with embedded Domain RO) can then be 
transferred to the Unconnected Device using an appropriate protocol over a local connectivity technology e.g. 
OBEX over IrDA, Bluetooth or USB. 
Since the Unconnected Device support is built upon the Domain concept then the Unconnected Device must also 
belong to the same Domain as the Connected Device.  In order to join the Domain the Connected Device can 
provide network connectivity to enable the Unconnected Device to perform the steps required to join a Domain. 
 
2.3.3 Trust & Security Model 
 
The fundamental challenge facing any DRM solution is how to ensure that permissions and constraints associated 
with DRM Content are enforced. The main threat comes from unauthorized access to DRM Content beyond what is 
stipulated by the associated Rights Objects, or creation of illegal copies and redistribution of valuable content such 
as music and games.  
 
The DRM Agent has to be trusted by the rights issuer, both in terms of correct behavior and in terms of a secure 
implementation. In OMA DRM, each DRM Agent is provisioned with a unique key pair, and an associated 
certificate, identifying the DRM Agent and certifying the binding between the agent and this key pair. This allows 
rights issuers to securely authenticate the DRM Agent using standard PKI procedures. The information in the 
certificate enables the Rights Issuer to apply a policy based on its business rules, the value of its content, etc.  
 
The basic steps for distributing DRM Content can be summarized as follows [5]: 

1. Content packaging: Content is packaged in a secure DCF. DRM Content is encrypted with a symmetric 
CEK. It is recommended that the same CEK is not used for all instances of a piece of content.  
The CEK needed to unlock DRM Content is contained within a Rights Object. Thus it is not possible to 
access DRM Content without a Rights Object. DRM Content can only be used as specified in a Rights 
Object. 
OMA DRM includes a mechanism allowing a DRM Agent to verify the integrity of a DCF, protecting 
against modification of the content by some unauthorized entity. 

 
2. DRM Agent authentication: The content and rights issuers can securely authenticate a DRM agent, because 

each DRM Agent has its own unique private/public key pair and certificate. The certificate includes 
additional information, such as maker, device type, software version, serial numbers, etc. 

 
3. Rights Object generation: A Rights Object is an XML document, containing the CEK, the permissions and 

constraints associated with the DRM Content. The Rights Expression Language (REL) defined by OMA 
DRM specifies the syntax (XML) and semantics of permissions and constraints governing the usage of 
DRM Content [7]. 
A single Rights Object may be associated with multiple pieces of DRM Content. Furthermore, it is possible 
to assign different permissions to different components of a composite object. Conversely, a single piece of 
DRM Content may be associated with multiple Rights Objects. If there are multiple Rights Objects 
associated with a piece of DRM Content, each Rights Object is treated individually – Rights Objects are 
not combined. This means that at any one time, there may be more than one Rights Object whose 
constraints are satisfied. When this is the case, the DRM Agent selects one to enforce. This selection may 
be made automatically by the DRM Agent based on some selection criteria, e.g. picking the least restrictive 
Rights Object, or it may be done based on user interaction. 
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4. Rights Object protection: Before delivering the Rights Object, sensitive parts (e.g. the CEK) are encrypted. 
The Rights Object is then cryptographically bound to the target DRM Agent using a Rights encryption key 
(REK). This ensures that only this target DRM Agent can access the Rights Object and thus the DRM 
Content. In addition, the RI digitally signs the RO to guarantee the integrity of the RO. 
Since a protected Rights Object is inherently secure, it can be copied and stored off-device for backup 
purposes, if it has only stateless permissions. 

 
5. Delivery: Since both RO and DCF are inherently secure, they can be delivered using any transport 

mechanism (e.g. HTTP/WSP, WAP Push, MMS) together or separately to the target DRM agent. 
 
 
2.3.4 Others 
 
In addition to the above items of security, OMA DRM addresses other security aspects, as following [5]: 
 

Rights Issuer Authentication: Rights issuers are required to authenticate themselves to the DRM Agent 
during delivery of Rights Objects. This gives some level of assurance about the authenticity of the rights 
issuer. 
 
Rights Object Replay Protection: An example of Rights Object replay would be if an intermediary 
intercepts a Rights Object with a limited number of plays during delivery to the DRM Agent. When the 
rights run out on the DRM Agent, the intercepted Rights Object might be delivered again (replayed) 
from the intermediary. OMA DRM prevents this and similar attacks from occurring. 
 
DRM Time: Some constraints (absolute time constraints), as well as some aspects of the delivery 
protocol for Rights Objects, rely on the DRM Agent having a secure time source. DRM Time in the 
context of the OMA DRM specifications means accurate as well as not changeable by users. Since users 
are not able to change the DRM Agent Time, the OMA DRM specifications provide mechanisms for the 
DRM Time to be synchronized when necessary, e.g. if DRM Time is lost after prolonged power failure. 
Due to the limited capabilities of some Unconnected Devices, Unconnected Device may not support a 
real time clock and therefore will not support DRM Time.  Within OMA DRM Connected Devices must 
support DRM Time.  
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3 Use Scenarios 
3.1 Purpose 

For the initial phase of design and implementation of the new protection privacy system, the use cases and 
requirements should be made clear firstly.  
 
This section analyzes the feasibility of the TeMPES privacy protection features on an OMA platform, through a 
comparison of the architectures and use scenarios done by the TeMPES working package in the PET (Privacy 
Enhancing Technologies) project in Philips Research.   
 
Some use cases and requirements are presented and it is necessary to decide possibilities which use cases MUST be 
implemented, which ones COULD be ignored, and which ones MAY be implemented in the future version. That 
will be based on the use cases and requirements in Tempes document [3] [2]. Furthermore, we also need to compare 
them given by TeMPES and OMA requirements [6], and clarify their relationship. The mentioned use cases and 
requirements are related with security and privacy aspects. 
 
Focus of usage scenarios is set on confidentiality, which implies the protection of user data, activities and behaviors 
with respect to outsiders, as well as with respect to the other users of the same system. In addition, authentication, 
data integrity, and system availability issues are also discussed. 
 
The purpose of this use case comparison study is: 
 To clarify what the system is about. 
 To provide a better understanding of the functionality that the system should provide. 
 To offer high-level descriptions of different scenarios. 

 

3.2 Selected use scenarios 

The TeMPES concept has proposed many use scenarios related to multiple users and privacy protection in a home 
environment. The detailed comparison of use scenarios between TeMPES and OMA is shown in Appendix A. The 
selected key use scenarios are listed as following: 
 
U0: Each user of the system can protect his content and entertainment behaviour from being observed by others. 
 A user can protect own personal content as the owner. 
 A user can grant viewing rights of his private content to selected users. 
 A user can set up a sharing group to share his private content to selected users. He is the only one that can 

manage the group: add or remove content, add or remove selected users. 
 A user can share content with all family members by simply putting them into family mode. So that in family 

mode the content can be accessed without user authentication. 
U1: A user can stop sharing content with a selected user. And a user can stop all sharing relationships with a user. 
U2: In family, users can share ownership of content, so they have full rights to the content, which is protected as 
private content for each of them. 
U3: A user can transfer his ownership of content to another user. 
 

3.3 Other useful OMA scenarios 

Some potentially useful scenarios in OMA[6]: 
Scenario 11 - Basic streaming 
Scenario 14 - Preview Rights Object 
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Scenario 18 – Basic (silent) auto-renewal of Right Objects 
Scenario 20 – Hacked DRM Solution (Black list) 
 

4 Requirements 
4.1 Key requirements 

The following requirements have been recognized to achieve the selected use scenarios: 
 
R0: Reuse OMA security algorithms and format as much as possible 
 Security model using PKI and Content Encryption Key (CEK)  
 Rights Object format: using OMA Rights Expression Language to generate OMA compatible Rights Objects 

for the owner of the content and for shared users. 
 Digital Content Format: Personal content is protected using the OMA Digital Content Format. 

 
R1: Support Ownership 
Ownership is supported by the system. The owner of content in such a system has full rights to manage the content. 
 Ownership is created when a user imports a plaintext content file into his private domain. He is then the owner 

of the from-here-on protected content. 
 Only the owner can grant sharing rights to another user. The owner can also revoke the sharing rights of a 

sharing user. The grantee can refuse or give up the sharing rights. 
 Only the owner can grant co-ownership to another user. The grantee can refuse the offer. This is probably an 

advanced requirement. We start with a single owner case. 
 Only the owner can transfer the ownership to another user. The grantee can refuse taking over the ownership. 

 
R2: Content Encryption Key (CEK) 
A piece of private content/data is encrypted using a symmetric key.  
 It is not necessary and not convenient to use a private-public key pair for each content file, especially when the 

amount of content items is huge. 
 The symmetric key, if in plaintext, should stay inside a secure sub-system (that has the content decryption 

function) on the sharing user’s system/environment. Otherwise, the sharing user with sharing rights can get the 
symmetric key and do whatever he likes with the content. 

 The symmetric key should be protected/encrypted by a user key. Such an encrypted license can only be 
decrypted by the user’s public key to access the content. 

 Content sharing is done using such an encrypted license, which contains the symmetric key. The owner creates 
the license with the user key of the sharing user. Note that the owner cannot use the user key to decrypt any 
secret/private data of the user. The public key cryptography is a good choice for managing the sharing of 
content. The user key should be the public key of the user. 

 
R3: Personal Private-Public Key Pair in Identity Device 
Each user has an identity device, containing a private-public key pair, to protect his private content and to manage 
content sharing. 
 The public key is known by other users, and is used as the user key to encrypt the Rights Object for each 

content file that he has access rights for. Such an encrypted RO can only be decrypted using the associated 
private key. 

 The RO contains the CEK encrypted with the user’s public Key. 
 The RO contains the rights of the user: e.g. for owner rights, print, play, etc. 

 
R4: Ownership transfer 
 The transfer of the ownership should be a safe procedure. It should allow the ownership receiver to accept the 

transfer, because as the owner he has the liability to the content. 
 The old owner should not delete his ownership (owner’s license) before the new owner has taken it over. 
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 The ownership transfer should be privacy preserving with respect to old associated sharing rights. Before 
finalizing an ownership transfer, all old associated sharing could be removed or transferred to the new owner. 
However, it has to be taken care of the privacy of the parties that are involved in the transfer, as well as parties 
that share that content. 

 
R5: Revoking rights and deletion 
 Revoking sharing rights: An expire-date in the license may help for revoking. But it requires sufficient easy 

update management. 
 The deletion action of a piece of content by a user who is also the owner means he gives up his ownership and 

all other rights to this piece of content. This means that all the licenses that mention him as an owner of this 
piece of content will be deleted. The content itself is only deleted when a (last remaining) single owner does a 
deletion. 

 The deletion action of a piece of content by a user who is not the owner means he gives up his rights to this 
piece of content. This means that all the licenses that mention him as a user of this piece of content will be 
deleted. The content itself is deleted if there are no remaining licenses to this content in his storage space. 

 
The following requirements are important to a real product, but has lower priority for the project due to limited 
resources. 
 
R6: Authentication 
Easy and user-friendly authentication: Authentication has to be easy and user friendly because the users will be 
required to authenticate to the system every now and then (particularly, every time they want to use some personal 
(not public) content or to benefit from system personalization features). It might be preferable to make this process 
analogous to the authentication with a physical key. 
 
R7: Sharing and protecting personal data 
Data privacy: Personal data should be protected against unauthorized access from other users of the system as well 
as from outsiders. The system should also allow a user to hide the existence of such private data, as well as the 
related metadata. 
Sharing: A user should be able to share the content he owns with any people he wants (other users but also 
outsiders). He must be able to specify different rights with respect to different people and different pieces of content. 
He can also revoke any rights at any particular moment. He can transfer the ownership and even share it (see 
multiple ownership). 
Group sharing: Group sharing must be supported to ease the sharing process (management of rights). Moreover, 
easy group management should be provided. 
 
R8: Multi-ownership 
Managing multiple-owned content: Users can also share ownership of content, e.g. a family video that belongs to 
related family members. The system should allow users to share and manage this content in a similar way as single-
owned content, fulfilling other privacy requirements mentioned in this document. 
 
R9: No or minimum Administrator 
User and system management: The system should provide a way for management of the users that requires no 
system administrator, without any negative effect on other privacy requirements mentioned in this document. 
 
The detailed requirements comparison between TeMPES and OMA is shown in Appendix B.  
 

4.2 Final remarks 

From the above comparison of use scenarios and requirements TeMPES and OMA, it is obvious that OMA as a 
fresh industry standard of DRM, can provide an elementary technology and architecture, but its current version has 
very limited features concerning privacy protection, since the initial purpose of OMA is to protect digital rights for 
content providers. 
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The basic difference between TeMPES and OMA is that TeMPES is person-based, while OMA is device based. In 
addition, the TeMPES system has ownership concepts and owner rights management functionality, while OMA is 
standardized basically for users to buy and view commercial content. Another challenging issue is how to implement 
the TeMPES ‘Family Mode’ concept, especially when the family is the owner of the family content. 
 
The comparison study shows that the basic TeMPES privacy protection features, i.e. protecting private content and 
secure sharing, can be achieved on an OMA platform. Although OMA standard has very limited privacy support, its 
architecture and the security model are quite similar to what the TeMPES needs. In OMA protecting private content 
is almost a blank area. By introducing the owner concept and the functionality of a content issuer and a rights issuer 
in a client device (in addition to a standard OMA DRM agent), consumers can protect their own content and 
securely share their own content to other users. But advanced owner rights management needs standard extension, 
such as ability to transfer the ownership of own content to other users. 
 
Therefore compatible solution for particular privacy requirements should be tailored based on OMA architecture and 
concepts. The following issues are significant for the design and development of the first version.  
 For private content, the user (or its ID device) needs to act as both Content Issuer and Rights Issuer, so that 

she/he can protect and share it with other users using the OMA RO mechanism. 
 Investigate RO format, and see a) whether rights of ownership could be introduced; b) how to make the URL 

(Asset ID in TeMPES) point to the content conveniently and effectively, so that users could move or rename 
personal content easily; c) whether co-ownership policy could be included, etc. 

 In order to realize group sharing and the family mode, the OMA 2.0 platform including domain functionality is 
definitely needed. 

 Evaluate the following three methods for sharing ownership: a) Copy content and generate a new RO for each 
co-owner; b) Co-owners as one group; c) Build up extension protocol.  
Ownership transferring should be considered as well. 

 Revocation could be started with three proposed solution: a) Users’ independent blacklist. (For this point, how 
to maintain independent blacklist for every user, will be also an open issue); b) Expired time in permissions 
element in RO; c) Extension of mutual protocol between users. 

 Content deletion operation for users and for owners should be treated separately. In OMA, related ROs could 
still remain after a user has deleted the content. Whereas, there is no definition on deletion operation by an 
owner. 
 

Furthermore, it is also important to consider the implementation of advanced requirements during the initial phase, 
which means the design and interface of current version should be the base for future work and easy to realize 
version upgrade. 
 
Advanced features will be extended in future versions, such as remote access, backup, guest mode, protection 
behaviors privacy of scheduled PVR, etc. 
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5 System Design 
5.1 Architecture 

The privacy enhancing features are designed for devices with an OMA DRM platform, and the trust model is built 
on a PKI system. Users trust each other to behave correctly with his devices if the certificates of their devices are 
verifiable by the CA (Certificate Authority). The OMA DRM security mechanisms guarantee requirements, such as 
confidentiality, authentication, integrity protection, key confirmation, etc. 
 

Figure 5.1 shows an overview architecture of the solution. Every user has own personal devices, such as the B’s 
devices, which are usable by him self. There are family devices shared by family members, in this case the user B 
and C forms the family. All personal and family devices are OMA DRM compliant. They have OMA DRM 
platform inside. A user can protect his private content in an OMA DRM compatible way using his personal device 
with this content protection feature. He can also protect his family content using such a personal device or family 
device. All personal devices of a user can access his protected private content and family content. Using his personal 
device, the user is able to share his selected content with other users or all family members by granting protected 
content and its RO to the user’s personal devices or to the family devices respectively. There are also public devices 
that cannot access the protected private and family content, so they are outside the protected content domains.  

C’s devices

User C

B’s devices 

User 
B 

Family devices

Family  

Protected Content & RO 

Public device

Figure 5.1 An overview architecture 

 
This global architecture allows to design the use scenarios selected in Section 3. The key design is about how an 
owner protects personal content and generates an owner RO using his or her personal device (see Section 5.2.2), and 
how the owner shares the protected content with another user by generating a sharing RO (see Section 5.2.3) as well 
as shares with a group of users or the whole family (see Section 5.3).  
 

5.2 Content Protection & Sharing 

5.2.1 Motivation 
In current OMA DRM system, the security model is based on the assumption that the user who buys the protected 
content cannot be trusted and therefore the trusted OMA DRM system must enforce the rules governing the content. 
This is achieved by cryptographically binding the protected content to one OMA DRM device, although this device 
based model is quite inconvenient for users who owns and uses multiple devices. This section presents the design to 
allow a user to protect and share own content in an OMA DRM compatible way. It includes solutions to turn the 
model to person based. 
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5.2.2 Content Protection 
 
In order to protect and share personal content in a OMA compatible way, a user (content owner) needs the Content 
Issuer and Rights Issuer functions in addition to the DRM agent in his device. Then, the device can protect his 
content into a DCF and create a Rights Object for him as the content owner. 
 

 
 

Figure 5.2 Protecting personal content 
 
As shown in Figure 5.2, a content owner uses the content protection function to create a protect DCF and the owner 
RO, which are bound to his personal device. 
 
The RI & CI agent, as shown in Figure 5.3, performs the content protection function. After the RI & CI agent 
receives certain plaintext content, it can encrypt the content into a protected DCF, and generate an owner Rights 
Object that stores the symmetric content encryption key and the owner rights. The detailed steps of the protection 
function are designed as follow: 

RI & CI Agent 
 

Symmetric key 

DCF

Owner Public Key Owner Private Key

Owner RO 

Plaintext Content 

1. The RI & CI agent obtains or holds a Rights Issuer certificate. 

Figure 5.3 Flow of generating owner Rights Object 

2. Generate a symmetric key for content encryption. 
3. Encrypt the plaintext content. 
4. Generate Rights Object for owner, in which appropriate permissions and constraints are defined in XML 

format. Herein, the owner RO could be a standard RO, but bound to the specific user identity and has a new 
permission specifying that this user is able to issue rights with respect to that content. Therefore, a new 
permission, such as “owner” (other than “play”, “print”, “display” and “execute”), needs to be extended in 
OMA DRM REL v2 [7].  

5. Include the symmetric key into the RO. 
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6. Encrypt and sign the RO. 
However, there is still a problem during the implementation. Which entity is responsible for signing the RO and 
therefore makes the transformation from device-based to person-based. The following sections present the proposed 
four technique options. 
 

5.2.2.1 A device = A user 
 
A user holds an identity device, e.g. a physical key or a mobile phone with a SIM card inside. For this case, the 
certificate of this user will be also certificate of the identity device. The user should present the device when he or 
she wants to do anything confidentially, and the user could also sign content and log on to other devices by 
presenting the identity device. 
 
There could be some advanced authentication technologies utilized in the device, such as password, or biometric 
authentication, etc. It will depend on the security level of system requirements and deployment cost. 
 
Furthermore, one user could hold one or more identification devices for backup purpose, in case of losing certificate 
and thus related content. More detail discussion is presented in physical key backup section in TeMPES [3]. 
 
Advantages: 

 The structure is similar to TeMPES. 
 Easy to manage in home environment. (Manufacturer is responsible for issuing this kind of devices to 

family users) 
 
Disadvantages: 

 It is probably inconvenient for users who are used to OMA system. Since OMA is device-based, users do 
not need to authenticate themselves frequently.  

 It needs an extra solution that the user protects or accesses content on other devices. For instance, by 
introducing a personal devices domain. 

 

5.2.2.2 User ID involved in RO 
 
There is an element <individual> in constraint model of REL [7].  The <individual> element specifies the individual 
to which content is bound. It does so by binding content to the user’s identity specified via its <context> child 
element.  
 
Herein, the <context> element contains the optional <version> and <uid> elements. A <uid> element can contain an 
IMSI related to the end user’s subscription or a WIM identifier, thus effectively binding the consumption of content 
to the individual. In the case of IMSI binding, the format of its value must be “IMSI:x” (without the quotes) where x 
is replaced by the IMSI to which content is bound. If content is bound to multiple IMSI values, then multiple <uid> 
elements must be used. In the case of WIM binding, the format of its value must be “WIM:x” (without the quotes) 
where x is replaced by the PKC_id of the WIM to which content is bound. 
 
The DRM Agent must not grant access to the DRM content unless one of the user identity(s) to which the use of 
content is constrained matches the user identity associated with the device. 
 
Advantages: 

 Compatible with REL. It means all OMA DRM compliant devices could parse the XML clauses. 
 Easy to generate this kind of Rights Object by following the definition. 

 
Disadvantages: 

 According to the OMA REL [7], the individual identity can only be presented by IMSI or WIM. 
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 The link is necessary between device and the user identity, and it must be in secure way. For instance, if a 
user wants to protect personal content in a TV set, then a secure mechanism presenting the user’s identity 
should be involved. 

5.2.2.3 Grouping devices belonging to one user 
 
A group (or domain) of devices share the owner’s Rights Object, which is also co-ownership. In the group, all 
devices are all associated with one particular user by the join domain protocol [4] and are supported by some 
verification mechanism. Therefore, every device in this group has the identical ability to act as the owner. 
 
Some problems may arise when one device belongs to more than one user’s domain simultaneously. Which 
certificate is selected? And how the content security is guaranteed? One of the solutions is that one device must not 
join in two or more users’ domains simultaneously; otherwise it should be combined with particular user 
identification. More detailed discussion will be given in Section 5.3. 
 
Moreover, when the content owner wants to deal with the content in a device outside the domain, the system allows 
the device to join in the domain temporarily. After having finished the operation, the system must force the device to 
leave the domain.  
 
Advantages: 

 The concepts are compatible with Domain in OMA DRM. 
 
Disadvantages: 

 It needs OMA version 2.0 Domain support. 
 Increase system complexity. Generating owner ROs is a basic requirement for content protection and it 

could frequently happen, so it may be not a good idea for the content owner depending too much on 
“domain”. 

 

5.2.2.4 Register content with a Trusted third party (TTP) [15] 
 
In order to avoid the system vulnerable to illegal content distribution, for example, distribution by users who do not 
own the content, a compulsory registration with a trusted authority is involved. During registration, the content 
identity is initially checked to verify whether the content is new by using fingerprint technology (e.g. a Hash 
method). If it is, the association between user identity and the content can be securely recorded by the TTP, with 
users also having the possibility to remain anonymous towards any other party. In this way, the trusted authority can 
always verify personal content ownership. Furthermore, in case the initial content identification fails and content is 
illegally registered, the authority can ensure user accountability. 
 
Therefore, to introduce a new content into the system, a user has to follow a number of steps, which are described 
below: 

 The user imports to his/her compliant device a content to be introduced. The device calculates and signs the 
fingerprint of the content. 

 The user authenticates with a TTP and provides it with a fingerprint of the content. 
 The TTP matches the fingerprint of the content against a database of fingerprints from known commercial 

content and already registered personal content. 
 If there is a positive match the TTP refuses to register the new content. Otherwise, the TTP proceeds by 

generating an ownership Rights object (license) for the content, which that establishes this user as the 
content owner. This allows the TTP to prevent other users from trying to introduce and distribute this 
content as their own.  

 The TTP distributes the signed ownership license to the compliant device. 
 
The solution described above requires a different authorization hierarchy, which is depicted in Figure 5.4. 
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Figure 5.4: CA Hierarchy with a TTP as a Content Provider Authority  

(normal arrows indicate authorization, while dashed arrows denote certification) 

 
Advantages: 

 Anonymous content could be realized using this method. 
 Ensures control and manage centrally the ownership. 
 Avoid potential misuse of commercial content or others’ content as personal content. 
 Easy to realize ownership transferring by the center TTP. 

 
Disadvantages: 

 Its business model is still unclear. 
 The system’s complexity is greatly increased. So trade-offs must be made between the system privacy 

provision and complexity.  
 

5.2.2.5 Conclusion 
 
The system implementation is mainly based on the first solution presented in Section 5.2.2.1, because the user 
identity device will be of benefit to the transformation from device based to person based. The UID inside RO 
solution could be combined as well for some special case, for instance, when a public device gets some shared 
content and RO, it could further guarantee only legitimate users can access to the content. With respect to grouping 
the owner devices, the solution of group sharing and family mode (Section 5.3) will be derived from this. Finally, 
the TTP solution is not implemented by this project although its advantages are attractive. 
 
5.2.3 Content Sharing 
 
Sharing content with others arises privacy concerns for the content owner. It is reasonable that only the owner can 
grant sharing rights other users, and a shared user should not be able to further share the received content to other 
persons. This can be enforced by verifying the owner RO, when the owner wants to share the content with other 
users. 
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Figure 5.5 Use Scenario of Owner RO Generation 

 
As shown in Figure 5.5, the sharing procedure first verifies the owner RO using the public key of the owner. Then 
the procedure generates a sharing RO for the specified user (using his certificate). The procedure may re-encrypt the 
DCF if the owner wants to do so. Finally the sharing user receives the DCF and the RO for him. 
The RI & CI agent, as shown in Figure 5.6 performs the sharing procedure. The steps of the procedure are listed as 
follows. 

RI & CI Agent 
 

Symmetric key 

Owner RO 
Sharing RO 

DCF 

Owner Certificate
User Public Key 
(Certificate)

DCF

Figure 5.6 Flow of generating sharing rights object 

 

1. The user requests sharing some content on a RI & CI agent (by push or pull).  
2. The owner presents the owner Rights Object and gets the public key (Certificate) of the shared user, and 

provides them to related RI & CI agent. 
3. The RI & CI agent verifies the owner Rights Object. The verification could be finished by checking the 

owner’s signature and <rights> element in the permission model. 
4. The RI & CI agent generates the sharing Rights Object for the shared user and issues proper rights 

(permission and constraints). 
5. The sharing RO and original DCF, both are protected by cryptography, are delivered to the shared user 

together or separately. 
 
Since the sharing RO and DCF are both compatible with OMA DRM v2.0, the user can access the content on any 
OMA compliant device. 
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In order to realize sharing, as well as the group sharing in the next section, the Rights Object Acquisition Protocol 
(ROAP) protocols are required between a RI & CI Agent and a DRM Agent [4]. The ROAP is the common name 
for a suite of DRM security protocols and the suite contains a 4-pass protocol for registration of a Device with an RI 
and two protocols by which the Device requests and acquires RO. The 2-pass RO acquisition protocol encompasses 
request and delivery of an RO whereas the 1-pass RO acquisition protocol is only a delivery of an RO from an RI to 
a Device (e.g. Messaging / push). The ROAP suite also includes 2-pass protocols for Devices joining and leaving a 
Domain; the Join Domain protocol and the Leave Domain protocol. 
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5.3 Group sharing & Family mode 

It is convenient for consumers to share content to a group of people just through one operation. When several 
devices have joined a group and share the group key, each device can access the protected content bound to the 
group key. It is also a very convenient solution to organize the personal devices of each user and the family devices, 
to easily access and manage private content owned by the user or by the family. Group sharing requires OMA DRM 
2.0 Domain support. 
 
5.3.1 Share with a domain of devices 
 
The steps of group sharing are as following: 

1. The user who holds an identity device with RI functionality generates a shared domain and the RI entity is 
responsible for administering the Domain. 

2. RI decides which device(s) is (are) needed to join in this domain. 
3. RI initiates the 2-pass Join Domain protocol using a ROAP Trigger [4]. The Device may also initiate them 

unilaterally as a result of user interactions.  The RI sends the Trigger to the Device to trigger the protocol 
exchange. When the Device receives the ROAP Trigger, it initiates the protocol exchange as soon as 
possible. The ROAP trigger includes an indication of the Join Domain protocol to be started by the Device. 

4. The Device performs the Join Domain protocol by sending JoinDomainRequest message to RI, RI responds 
it with JoinDomainResponse message [4]. 

5. Successful completion of the Join Domain protocol results in the establishment of a Domain Context in the 
Device containing Domain-specific security related information including a Domain Key. The Domain 
Context is necessary for the Device to be able to install and utilize Domain ROs. 

6. Then the identity device with RI entity could generate appropriate RO(s) which will be protected by 
Domain Key for this group of devices. Domain ROs can be acquired by the same mechanism as Device 
ROs, using the 2-pass Request/Response protocol or the 1-pass RO Response protocol.  

7. The Device could be forced to leave the domain actively (by itself) or passively (by ROAP Trigger) once 
the RO(s) and the related content are not available for the Device any more. The process is divided into 
LeaveDomainRequest message from Device to RI and LeaveDomainResponse message from RI to Device 
[4]. The Leave Domain protocol also assumes an existing RI context with the RI administering the Domain. 
When leaving a Domain a Device may, but is not required to, remove the corresponding Domain ROs and 
associated Content. The Devices should obtain user confirmation before deleting operations. 

 
In the above structure, the owner identity device combining with a RI entity can be seen as a domain manager. It has 
inherently RI functionality to administrate the domain members and maintain the domain configuration profile.  
 
As was mentioned that in the home environment person-based model is more convenient than the device-based, a 
hybrid approach, in which the domain consists of both devices and users, is more preferable. The design presented in 
the following sections is based on the grouping devices solution and the (a device = a user) owner RO solution. 
 
5.3.2 Owner accesses his/her personal content on other devices 
 
Normally, an owner can protect personal content on his/her identity device or other devices that provide a secure 
channel to the identity device. The secure channel is used to communicate the private key in a secure way.  
 
After an owner has generated a piece of protected content and its owner Rights Object on a personal identity device, 
the owner may move the content to other devices but must keep the owner RO in the identity device for verifying 
the identity of the owner of the content. As a result, even when the owner wants to access the content in other 
devices, she/he must firstly generate another RO with appropriate sharing rights for these devices. Then the owner 
can access the content in these devices by using the sharing RO, and the RO must be deleted when the owner 
finishes using it on the devices. Herein the sharing RO could be for one or more devices. For a single device case, 
the RO will be protected using the public key of the device. While for the case of multiple devices, a domain key for 
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these devices can be used, which means these devices shares the domain key and can use one identical sharing RO 
for the domain. The identity device can act as a RI entity to manage the domain. 

As shown in Figure 5.7, every user could form a permanent personal devices domain (PPD), which includes all 
personal devices, since it is more convenient to access or manage personal content.  This kind of personal devices 
could involve some authentication mechanisms, such as password or fingerprint, etc. 

DM 

Join in temporarily

C’s PDDB’s PDD 

User CUser 
B 

Public 
render 
device

Server 
device

Figure 5.7 Personal devices domain (PDD) 

 
However, there is a problem exists in this solution. Suppose that a public device (e.g. a TV set) is in the home 
environment, and two or more users can use this device for entertainment by joining the device into their personal 
PDDs respectively. Then one user could access others’ content on this device since the device belong to the two or 
more PPDs simultaneously. This would not be the users’ expectation. 
 
In order to solve this problem, we need a limitation on devices joining in multiple PDDs. In principle, one device is 
allowed to join in multiple domains in an OMA DRM system. However, in the privacy enhancing system, we 
recommend that one device can only join in one PDD at one time, or the system should at least notify the users and 
get their confirmation. Therefore, it is necessary to build up a protocol to synchronize the devices list between the 
domain managers of the PDDs. The proposed protocol will be discussed in next section. 
 
Furthermore, a public device (or family device) must not belong to any PDD permanently. When a user wants to 
access some personal content on the public device, he or she may trigger the device to join into the personal devices 
domain temporarily after verifying the device. The device could also be forced to leave the PDD by user interaction 
or other mechanisms e.g. timer. It means after some time (e.g. expiry time) it should be no longer possible to access 
the content via the temporary device.  
 
Another proposed solution is using UID field in RO, which is mentioned in the second option of owner RO. The 
ROs in this device include a user ID field (which is WIM or IMSI) for authentication. Therefore, only if the user 
presents legal identification and it matches the UID field, he or she can access the content in this device. 
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5.3.3 Owner shares content with other users 
 
When the owner wants to share the content with one other user or a group of users, the owner can generate a sharing 
RO using his/her identity device or any devices with his/her owner RO and the RI & CI agent. The sharing RO is 
encrypted by the public key of the shared user or the domain key of the group and signed by the private key of the 
owner. Then the shared user(s) can access the content on his personal identity devices that have the proper private 
key.  
 
However, it is not allowed that the user accesses the content in other devices since the devices cannot get the user’s 
private key. The proposed solution is based on the assumption that the shared user also has a PDD in which all 
his/her devices have joined. If an owner wants to share some content with this user, the owner can directly form a 
shared domain for this user and ask for the devices list. After the devices have been joined in the shared domain, he 
or she can use the domain key to encrypt the generated RO. As the result, the user can access the content using the 
domain RO on any devices belong to the shared domain.  
 
Therefore, the identity devices of different users could synchronize the devices list as shown in Figure 5.8. As a 
whole, every user identity device can also maintain a local database for all the users’ devices list. When needed, one 
user’s identity device could send a ROAP trigger to others, and let them update the devices list. So a new kind of 
ROAP trigger “SynchDevicesListTrigger” should be defined. Moreover in home environment, a central domain 
manager could be introduced that would be responsible for managing and maintaining family devices information, 
all users’ devices information, and synchronizing these with other users’ identity devices. It will be also mentioned 
in the next section (5.3.4) with respect to Family mode. 
 

Note that an alternative solution is that the owner shares content directly to the PDD or domains owned by the 
shared user. For this simple solution, the personal device list of the shared user can stay private, and it is convenient 
for the shared user if he want to use a temporarily joined device to view the shared content. This is better for the 
privacy of the shared user, but the content owner has more risk of sharing because he has to trust the shared user. 
Another issue for this solution is that, because the RI agent of a user has no list of the devices in others PDDs, it may 
need an extra control function in each (shared) public or family device to limit the device joining multiple PDDs. 
This requires standardization for every DRM agent to have this control function. 

Content Owner 
(ID device) 

Figure 5.8 Devices list synchronization between users

②  
Query database 

① 

③
‘Devices list’ response 

‘Devices list’ request

Shared User 
(ID device) 

Update DB; be able to 
form a shared domain 
for these devices ④ 

 
In this case, if the owner would like to share some content with multiple users, the owner could first form a larger 
domain, which includes these selected devices belonging to all the users’ PDDs. As shown in Figure 5.9, every user 
is RI and DM who is responsible for her/his devices domain, while the owner is also another RI responsible for the 
shared domain. 
 



Release 1   Master project 2005 
 

Protecting Privacy of Personal Content on an OMA DRM Platform 32

Owner A 
C’s PDD B’s PDD

User C 
User 
B

2
1

Protected C
& RO 

ontent 

Shared Domain for multi-users

Public device 

Figure 5.9 Share content with multiple users
 
Suppose that user C wants to access the shared content on a public render device, as shown in Figure 5.9, the 
extensional protocol is required as shown in Figure 5.10. 

One Public 
device 

RI of user 
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JoinDomainRequest
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JoinDomainRequest②

Response for devices list ④ 

Request new devices list
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⑤ JoinDomainResponse 

RI of owner A’s 
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1. Firstly she puts the public device into her PDD using “join in domain” protocol. 
Figure 5.10 Join in shared domain for a public device 

2. The device sends a request to the content owner to join in the shared domain. 
3. The owner’s identity device, which is also the RI of the shared domain, checks the device status in local 

database. If the device is valid, it responses the device to join in the domain. 
4. Otherwise, the content owner’s identity device sends a request to the user’s identity device, and asks 

whether the device has already joined into the user’s PDD dynamically.  
5. If yes, a join domain response message could also be sent back to the public device. Otherwise, the content 

owner would reject the device join in the domain. 
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Alternatively, another proximity based JoinDomain protocol [17]] is similar with the above protocol. The number of 
permanent members can also be kept small and that access to content on non-permanent members would require 
proximity of a permanent member, which restricts content proliferation. Normally, the permanent domain member is 
assumed as a user’s identity e.g. a SIM card which she/he can use to authenticate devices and thereby can access the 
content. 
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As shown in Figure 5.11, the protocol follows the message flow defined in the OMA DRM v2 ROAP protocol [4]. 
One additional exchange is added between the device and the SIM card prior to the standard OMA JoinDomain 
functionality, but the JoinDomain protocol between device and RI is minimally impacted. The SIM card also 
generates some data in this initial step that needs to be transmitted to the RI. The SIMToDIData includes signature 
with SIM private key to prove that JoinDomain request is done with the support of this SIM card. 

Figure 5.11 Proximity based JoinDomain protocol [17] 

 
This protocol reuses the domain key to proof to the temporary member device that it is communicating with a fixed 
member device. The main advantage is: 

 Domain membership extension can in principle be done by any permanent member, being it a user 
authentication device or rendering devices as long as it has received the domain key during registration to 
the domain. 

A number of disadvantages are: 
 User authentication devices need to have the domain key while they do not need it to get access to content. 

The domain key is used for a second purpose. 
 If the domain key is updated then domain extension requires additional measures to keep it working well, 

because (user authentication) devices can be out of synchronization with the domain key they use. 
 



Release 1   Master project 2005 
 

Protecting Privacy of Personal Content on an OMA DRM Platform 34

By evaluating both of the solutions, we consider the first solution more appropriate in the home environment. Since 
the PDD could be reused and the relationship between users and devices is well presented, the system structure 
could be accordingly well recognized and organized. 
 
5.3.4 Family mode and family devices 
 
A content owner can set any personal content as family content, so that all family members can access the content 
without authentication under family mode. This is implemented with a family domain (FD) in the system, in which 
all family members are holding the identical family domain key pair by storing them in the users’ identity devices 
(in a secure way similar to storing the personal keys) and family devices as well.  
 

Join in the FD 
temporarily 

… 

Family domain (FD) 

A’ ID 

B’s ID Device C’s ID Device 

Manage

Family device E Family device D

Public device with family content 

As shown in Figure 5.12, the family mode is designed with the following key points: 

Figure 5.12 Family mode 

 Every user’s identity device has been in the FD. 
 Other than the personal devices joining a PPD of a particular user, family devices could join in the FD so 

that it enters into family mode accordingly. There could be several inherent family devices existing in the 
FD, for instance a TV set in bedroom, which is only used by family members. This kind of family devices 
may have secure identification mechanisms, such as biometrics to prove the presence of family members. 
On the other hand, a public render device could become a family device by user interaction or dynamical 
protocol, as shown in Figure 5.12.  

 There is a central domain manager in the FD, which is responsible for synchronizing information about FD 
and users’ PDD as well. When it is not online, any family user’s identity device could announce to be the 
manager, so that the system usability and functionality are guaranteed. 

 Every user’s identity device could act as Domain Managers both of the FD and the PDD. As the FD 
manager, it should be limited to allow some other devices to join in.  

 The system should make some limitation on the device number of the FD, and the PDD as well. 
 
With this FD solution, family members can easily protect, access and manage their family content: 
 

1. Content can be protected as the Family Content, which means the FD is the owner of the content. The 
owner RO is encrypted by the public key of the FD and signed by the private key of the FD. Every family 
member can play the owner role of the content, since they hold the FD key pair. 
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2. One content owner can share particular content with the FD, which means that she/he shares the content 
with other family members. The sharing RO is encrypted by the public key of FD and signed by the 
owner’s private key. 

3. Thus, all identity devices and family devices could access the content on proper rights, since they have 
joined in the FD and hold the domain key. 

4. Moreover, it is possible for other public device to become a family device. To join a domain, a public 
device must also hold an RI context established with the RI administering the domain. The device joining 
the FD is the process of an RI authorizing a particular device to be able to use all ROs for FD. The result of 
a successful execution is the establishment in the device of a domain context for the FD. The domain 
context includes the family domain key(s), the domain identifier(s) and the domain expiry time. The expiry 
time generated by RI should depend on multi-factor of the public device, such as security level, location, 
etc. 

5. The FD DM is responsible for managing all the family devices, and it could force any device to leave the 
FD. In order for a device to leave the domain, it must assure the RI that it has deleted all information about 
the domain that enables it to use any RO for the domain. 
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5.4 Ownership transferring & Co-ownership 

5.4.1 Transferring ownership 
 
Transfer of the ownership of a piece of personal content could be simply done by copying the content in clear 
between users. In addition, they could sign a contract of the transfer to make it legal. However, this process is not in 
secure. The proposed solution solves the problem in a secure and efficient way. 

Old owner 

① 

③
‘Clean up ownership’ response

‘Ownership take over’ request

New owner 

②
Accept and create new RO 

Delete old RO & 
DCF & sharing 

④

Figure 5.13 Transfer ownership
 
In the proposed solution an owner is able to transfer the ownership of his content in an offer-accept way (Figure 
5.13).  
 

1. The identity device of old owner holds an owner RO. When the owner has chosen a user to take over the 
ownership of the content, the owner’s identity device creates a special RO with an ‘Ownership take over’ 
rights to the user.  

2. The user can choose to accept or refuse the offer. If the user has accepted to take over the ownership of the 
content, his/her identity device creates a new owner RO using the special RO in step 1. The new owner 
could change the CEK and re-encrypt the content to ensure a full ownership takeover. If he or she decides 
so, instead of the old CEK, the new owner RO will stores the new CEK. 

3. After taking over the content, the new owner’s identity device creates a special RO for the old owner with a 
‘clean-up’ right, which is sent to the old owner.  

4. When the old owner’s identity device receives the ‘clean-up’ message, it removes all the old ROs, 
including those for the old owner and the old shared users. It may remove the DCF in his/her space. In case 
the old sharing RO were together with the content distributed to old sharing users, the system should try to 
revoke them, e.g. a black revocation list. 

 
 
5.4.2 Multiple owners or co-ownership 
 
Very often it is difficult to determine who in the family is or is not an owner of homemade content. By nature, some 
content may have multiple owners. However, having multiple owners of the same piece of content can lead to some 
content management and privacy problems, for instance, one of the owners shares content with another person with 
whom other owners do not want to share. 
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The proposed privacy enhancing system could allow an owner to grant co-ownership to other users. This could be 
done similarly using the procedure of ownership transferring in the previous section. But the old ownership and 
perhaps (depending on the agreement between co-owners) old sharing relations with other users are not removed. 
The new owner obtains a co-ownership, while the old owner keeps it, so that each owner has an ownership RO and 
possibly a DCF of the content. 
 
Another proposed solution is forming an owners group for the multiple owners. Every owner in the domain has the 
owner RO for the content, which is encrypted and signed by domain keys. 
 
The above are solutions for independent co-ownership. It needs more work to achieve the co-ownership to enforce 
questioning other owners before an owner can e.g. share a content item to others, A new kind of ownership RO and 
protocols for multiple-owned content should be defined. Firstly, an indication in the RO is needed for the multiple 
owners. Secondly, an extended REL needs to describe the co-ownership policy. Furthermore, it needs a protocol or a 
center server to maintain and manage co-ownership information. 
 



Release 1   Master project 2005 
 

Protecting Privacy of Personal Content on an OMA DRM Platform 38

6 Implementation 
6.1 Overview 

The implementation section gives an initial structural and dynamic design on the RI & CI functionality combined in 
the DRM Agent.  
 

6.2 Components 

Based on the system functions, there are four sub-modules in the enhanced system and they are built up on the OMA 
platform and PKI client, and independent with the DRM Agent sub-module. As shown in Figure 6.1, the interfaces 
between the internal modules would be mainly function calls. The modules should be in one secure package. 
 

The Core, Extension and Support are part of the system delivery. Our focus is mainly on the Core part, while the 
extension part is delivered as an example and needs to be completed in the future. The Support part provides basic 
and necessary functionalities, which contains mainly the cryptographic algorithms and the PKI client platform. The 
Support and Environment blocks should mainly come from the standard OMA platform. 

6.1 Sub-modules division

DB

Basic OMA platform & cryptographic system PKI client 

Cert. Management Symmetric key Man. 

DCF Man. RO Man.

RI & CI Agent Devices & 
Domains Man. 

DRM Agent 

CA Server

Secure package  

Another 
DRM 
Agent ROAP 

Environment SupportExtension
Legend: 

Core 

Devices list,
Sharing 

info, 

 
The communication with the DRM Agent of another device should follow the ROAP protocols. By using the 2-pass 
or 1-pass RO acquisition protocol the owner could issue RO to specified users. The communication between PKI 
Client and CA Server is based on TCP, and the PKI protocols suite includes enrolling certificates, requesting others’ 
public keys and checking certificates status, etc.  
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6.2.1 OMA Platform & Cryptographic system 
The module provides basic OMA DRM Agent functionalities and cryptographic algorithms, such as RSA, AES, 
Hash, etc. The module could be regarded as software support. 
 
6.2.2 DRM Agent 
DRM Agent is an inherent module in an OMA compliant device. 
 
6.2.3 PKI Client 
PKI client is based on TCP Protocol and it provides management and operation on digital certificates and CRL 
(Certificates Revocation List), so that devices identification could be realized. The module is also a software support 
for our new system. 
 
6.2.4 Certificate Management 
6.2.4.1 Description 
The sub-module is responsible for enrolling, checking, updating certificates from CA server, storing the certificates 
or certificates chain in local database. It can provide appropriate certificates to the RO management module. 
When a RI & CI Agent wants to generate an owner RO or a sharing RO, the certificate management module should 
firstly get the appropriate certificates from CA server for encryption or signature on the RO. It also needs to further 
check the certificate status by CRL (Certificates Revocation List) or OCSP (Online Certificates Status Protocol). 
The module could also request new certificates for the identity device, PDD or other shared domains. The PKI client 
module in DRM Agent should support necessary APIs to achieve the certificate management functionalities. 
 

6.2.4.2 Data structure 
Defined in PKI Client module and follows the X509 certificate format [24]. 
 

6.2.4.3 Functions list 
 CM_GetCertFromCA  

Get the certificate (including the public key) of the specified device from a CA server. 
 CM_GetOwnerPriKey  

Get the private key in local database. 
 CM_GetOwnerPubKey  

Get the public key in local database 
 CM_CheckCertStatus  

Check the certificate status by CRL or OCSP. It could depend on system configuration. 
 CM_EnrollNewCert  

Enroll a new certificate from a CA server. 
 

6.2.5 Symmetric key Management 
6.2.5.1 Description 
In order to protect a piece of content, the module must generate a unique symmetric key for the new content. Then 
the symmetric key should be sent to RO Management module for protecting itself, and also be sent to DCF 
Generation module for the content encryption. 
 

6.2.5.2 Functions list 
 SKM_GenSymmKey  

Generate a unique symmetric key for the content. 
 SKM_ClearSymmKey 

Clear the symmetric key temporarily stored in local memory or storage by content ID after the owner RO 
has been generated 
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6.2.6 RO Management 
6.2.6.1 Description 
The sub-module is responsible for generating owner ROs or shared ROs, and it can also verify the owner RO for 
further sharing purpose. 
 
The RO Management module includes functions regarding to device or domain RO generation, revocation, and re-
generation. 
 

6.2.6.2 Data structure 
Defined in OMA platform. 
 

6.2.6.3 Functions list 
 ROM_GenOwnerRO  

Generate an owner RO. 
 ROM_VerifyOwnerRO 

Verify an owner RO. 
 ROM_RevokeRO 

Revoke a RO. 
 ROM_GenShareRO 

Generate shared RO for specified users or domains. And store the sharing information into local database. 
 ROM_RODelivery 

Deliver the RO to specified users or devices by using 1-pass or 2-pass ROAP protocol. 
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6.2.6.4 RO generation flow chart 
The flow chart of generating an RO is shown in Figure 6.2. 

ROM_GenOwnerRO ROM_GenShareRO 

CM_CheckCertStatus 

DCFM_GenDCF 

SKM_GenSymmKey 

Generate owner 
RO?

CM_GetOwnerPriKey 

CM_GetOwnerPubKey 
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Y N

ROM_RODelivery 

DCFM_DCFDelivery 

Generation Success

SKM_ClearSymmKey

ROM_VerifyOwnerRO 

Verify owner RO? 

Y

Throw Error 

N

Start 

Figure 6.2 Flow of RO Generation in RI & CI Agent 
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6.2.7 DCF Management 
6.2.7.1 Description 
The sub-module is responsible for protecting content using the OMA DRM Content Format v2.0 [10]. The content 
is protected by a symmetric key. 
 

6.2.7.2 Data structure 
Defined in OMA platform. 
 

6.2.7.3 Functions list 
 DCFM_GenDCF  

Generate an owner new DCF. 
 DCFM_DCFDelivery 

Deliver the protected DCF file to specified users or devices by using the ROAP protocols. 
 

6.2.8 Devices & Domains Management 
6.2.8.1 Description 
The sub-module is responsible for managing and maintaining the devices list for own or others’ PDDs. As the result, 
the identity device could have the domain manager functionality for own PDD, some shared domains and the FD. 
 
There are some communication protocols between users’ identity devices and the family domain manager. It can 
synchronize the device lists (which devices belong to which family members) and maintain the local database.  
 

6.2.8.2 Data structure 
Not included in current version. 
 

6.2.8.3 Functions list 
 DDM_SynDevicesListByPull 

Synchronize the personal devices list by pulling lists from other ID devices. 
 DDM_SynDevicesListByPush 

Synchronize the personal devices list by pushing own list to other ID devices. 
 

6.3 Implementation Results 

Because we need to reuse the OMA platform, getting OMA stack was an influencing factor to the implementation. 
This hindered the progress of the work. OMA DRM, a fresh standard started in June 2002, still needs time to be 
accepted by customers and industry fields and to become well established. The complete OMA DRM software 
support is also a problem during the implementation.  
 
At the end of this project, we made a demonstration using an OMA stack made in Java language, and we 
implemented basic functionality for owner RO generation together with DCF protection, and the sharing RO 
generation.  
 
6.3.1 Environment & Supported functions 
 
The implementation uses Java language, and use “ant” as the build tool. The coding work is based on Modena 
project, which is an OMA software developed by PDSL (Philips Digital Signal Lab.). The OMA Server of Modena 
system includes content server, rights server and validation server, and the whole Java codes have more than 10 
thousands lines.  
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After study the codes of Modena server, we developed two new Java classes: RiCiAgent and DCFM_GenDCF, and 
modified some original functions. As the result, the demo can realize the following two commands: 
 
A: Owner RO generation together with content protection: 
1. Load properties; 
2. Create CEK; 
3. Encrypt content using CEK; 
4. Load owner’s certificate and get private key; 
5. Add owner rights into protected RO; 
6. Encrypt the CEK using owner’s public key and sign it using owner’s private key; 
7. Update RO and signature. 
8. Create RO XML file. 
 
B: Sharing RO generation: 
1. Load owner RO file; 
2. Get owner certificate and private key; 
3. Verify signature of owner RO; 
4. Verify rights of owner RO; 
5. Get the certificate of shared user; 
6. Retrieve CEK from owner RO by verifying it using owner’s public key and decrypting it using owner’s private 
key; 
7. Encrypt the CEK using user’s public key and sign it using owner’s private key; 
8. Update RO and signature; 
9. Create sharing RO XML file. 
 
6.3.2 An Owner RO example 
 
The following XML is an example of Owner RO, and it was generated by our demo (release v1506): 
 
<?xml version="1.0" encoding="UTF-8"?> 
<roap:roResponse xmlns:ds="http://www.w3.org/2000/09/xmldsig#" xmlns:o-dd="http://odrl.net/1.1/ODRL-DD" 
xmlns:o-ex="http://odrl.net/1.1/ODRL-EX" xmlns:roap="urn:oma:bac:dldrm:roap-1.0" 
xmlns:xenc="http://www.w3.org/2001/04/xmlenc#" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 
status="Success"> 
<deviceID> 

<keyIdentifier xsi:type="roap:X509SPKIHash"> 
<hash>liuyantestdeviceid12</hash> 

</keyIdentifier> 
</dviceID> 
<riID> 

<keyIdentifier xsi:type="roap:X509SPKIHash"> 
<hash>82TICKElRDfKPpZiC3GArxsZ5bg=</hash> 

</keyIdentifier> 
</riID> 
<ocspResponse>miibewqoidpoidsa</ocspResponse> 
<nonce>32efd34de39sdwefqwer</nonce> 
<protectedRO> 

<ro id="a00000000000000000000000" riURL="http://localhost:8080/" stateful="false" version="1.0"> 
<riID> 

<keyIdentifier xsi:type="roap:X509SPKIHash"> 
<hash>82TICKElRDfKPpZiC3GArxsZ5bg=</hash> 

</keyIdentifier> 
</riID> 
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<rights o-ex:id="REL1" xmlns:o-ex="http://odrl.net/1.1/ODRL-EX"> 
<o-ex:context> 

<o-dd:uid xmlns:o-dd="http://odrl.net/1.1/ODRL-DD">a00000000000000000000000</o-dd:uid> 
<o-dd:version xmlns:o-dd="http://odrl.net/1.1/ODRL-DD">2.0</o-dd:version> 

</o-ex:context> 
<o-ex:agreement> 

<o-ex:asset> 
<o-ex:context> 

<o-dd:uid xmlns:o-dd="http://odrl.net/1.1/ODRL-
DD">cid:RWUO7WQZ17aL9hscqEQA3Q%3D%3D@philips.com</o-dd:uid> 

</o-ex:context> 
<ds:KeyInfo xmlns:ds="http://www.w3.org/2000/09/xmldsig#"> 

<xenc:EncryptedKey xmlns:xenc="http://www.w3.org/2001/04/xmlenc#"> 
<xenc:EncryptionMethod Algorithm="http://www.w3.org/2001/04/xmlenc#kw-aes128"/> 
<xenc:CipherData> 

<xenc:CipherValue>CQx308tUa/r9allbh8STOjD5A+wDDU/L</xenc:CipherValue> 
</xenc:CipherData> 

</xenc:EncryptedKey> 
<ds:RetrievalMethod URI="K_MAC_and_K_REK"/> 

</ds:KeyInfo> 
<o-ex:digest> 

<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1" 
xmlns:ds="http://www.w3.org/2000/09/xmldsig#"/> 

<ds:DigestValue 
xmlns:ds="http://www.w3.org/2000/09/xmldsig#">rux1u7UWkg1wFGR+qB+Bzgg3hOM=</ds:DigestValue> 

</o-ex:digest> 
</o-ex:asset> 
<o-ex:permission> 

<o-dd:OwnerRights xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"/> 
</o-ex:permission> 

</o-ex:agreement> 
</rights> 
<timeStamp>2005-06-15T10:34:06Z</timeStamp> 
<encKey Id="K_MAC_and_K_REK"> 

<xenc:EncryptionMethod Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-
kem-kdf2-kw-aes128"/> 

<ds:KeyInfo> 
<roap:X509SPKIHash> 

<hash>82TICKElRDfKPpZiC3GArxsZ5bg=</hash> 
</roap:X509SPKIHash> 

</ds:KeyInfo> 
<xenc:CipherData> 

<xenc:CipherValue>WkeXmxSzxdkwxrBZBArPH7NxlineMstiuX/b9JXo6zhg/c/jZ22aUvUqM5J
Yyt1NJ91jRh2ipe9F35A6upkwyG8b/bCBz+jc+eroO5V3Rv7RJZnfGaJjTriVxAoUFY/8reu+6QfqwXpx3lN6cRWR
ySgDx52zSClzQVbk+2ABe6dnhBpqNahuuMH8K4+uHFL28EKuLHY6r1NeS+TsSJNaYe6PUjhWP+Cx</xenc:Ci
pherValue> 

</xenc:CipherData> 
</encKey> 

</ro> 
<mac> 

<ds:SignedInfo> 
<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-c14n#"/> 
<ds:SignatureMethod Algorithm="http://www.w3.org/2000/09/xmldsig#hmac-sha1"/> 
<ds:Reference URI="#a00000000000000000000000"> 
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<ds:DigestMethod Algorithm="http://www.w3.org/2000/09/xmldsig#sha1"/> 
<ds:DigestValue>WUMYhgWDgcN3yMTjmsiNA8tGcjE=</ds:DigestValue> 

</ds:Reference> 
</ds:SignedInfo> 
<ds:SignatureValue>6ZhWM4RAH86ymBuVNgRi4DFfe7U=</ds:SignatureValue> 

<ds:KeyInfo> 
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/> 

</ds:KeyInfo> 
</mac> 

</protectedRO> 
<extensions></extensions> 
<signature>Vvkqvkcjn1Mh4W/93PsSERXdJ6JTNNmVcrvSFXVwdaiqndXiAcq5uv4hzrUplRLr4slEx372evy4&#1
3;O12OT+eD48JKMcQlJhj4x0YK/bGFxwx5BK5PtsRB1KvvNMoyTH6Md0oqAQIju1YZHCglOu4mcm3B&#13; 
7Ekvk2j9GWrkS2gqgLw= 
</signature> 
</roap:roResponse> 
 
 
6.3.3 Performance 
 
The performance could be an issue for adding the RI & CI agent in a device like a mobile phone. The test 
environment is under Windows XP OS, and CPU is Pentium(R) 4, 3.0Ghz. The measured time is the average of 10 
measurements. 
Table 6.1 shows the execute time of owner RO generation and Sharing RO Generation: 
 

Function Execute Time 
(Millisecond) 

IOs 844 
Update RO 359 
Signature 63 

Others 219 

Owner RO 
Generation 

Total 1485 
Verify Owner RO 435 
Get CEK from RO 103 
Others (inc. Update 
RO, signature etc.)

1056 

Sharing RO 
Generation 

Total 1594 
Table 6.1 Performance for RO Generation  

 
Table 6.2 shows the execute time of DCF generation: 
 

Function Content size 
(bytes) 

Protected 
DCF (bytes)

Execute Time 
(Millisecond) 

209  611  172 DCF 
Generation 5,473,558  5,473,959 2093 

Table 6.2 Performance for DCF Generation  
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7 Threat Analysis 
7.1 Scope  

The privacy protection system must protect against the threat of compromise of any entity, e.g. CA, OCSP responder, 
DRM Agent, etc, especially the identity device, leading to unauthorized behavior. This chapter presents a threat 
analysis on possible attacks when the identity device is introduced to consumers including the RI & CI functions to 
protect and share personal content. The vulnerabilities of PKI, database and smart cards security are not covered in 
this thesis, neither are the attacks on extended protocols of domain solutions. 
 
The system should protect against passive as well as active attacks. In the following, it is assumed that an attacker is 
able to listen to the communication channel between a DRM Agent and a RI, and read, modify, delete or even inject 
messages in this channel.  
 

7.2 Passive Attacks 

An attacker may eavesdrop on and record any conversation carried out between users devices. Due to the security 
nature of the cryptographic system, the passive attacker is not allowed to perform later off-line attacks against 
protected content, wrapped keys or Rights Objects exchanged in such recorded messages. However, such 
eavesdropping may allow the attacker to trace, to some extent, the user’s behavior, interest and latent relationships.  
 

7.3 Active attacks 

7.3.1 DoS attacks 
Denial-of-Service (DoS) attacks are attacks on the availability of a system and include attacks that consume 
resources (bandwidth, storage) and/or the destruction of resources (e.g. software or hardware components, data 
destruction and physical destruction).  
 
In general, if the RI & CI Agent has been involved into a user’s device, the device should be strong enough to 
prevent the attacks on performance, availability and functionality. For example, an attacker could send plenty of 
ROAP-RORequest messages to the RI entity, whether authentic or not. These messages may bind significant 
resources at the RI device (e.g. verifications or decryption), rendering the RI unable to respond to other requests.  
 
Therefore, the RIs need to implement standard DoS precautions to protect against these attacks [4]. Furthermore, we 
propose the following limitations in such a system, both on the RI Agent entity and the DRM Agent entity: 
 
Content owners have the limitation on the frequency of pushing content and ROs. For instance, a user can only 
perform sharing operations to one person e.g. at most 100 times per day or 3000 times per month. This could be 
done by adding extended function in the ID device, or by adding policies in the certificate of the RI Agent. The 
business mode could be based on hierarchy CA as shown in Figure 7.1: herein the RI Agent CA is especially 
responsible for issuing certificates for users’ ID devices, and for introducing or extending the frequency limitation 
policy. Suppose a default setting is 100 times of free pushing/day, if some user wants to get a higher limitation, 
she/he must request the RI Agent CA to do so and may have to pay for the Value Added Service. 
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On the other hand, each DRM Agent should have more capability, because the content is not only come from the 
trusted commercial providers, but also from individuals. For that reason, some filter mechanisms should be 
considered in the DRM Agent entity, like firewall, spam filtering. 
 
7.3.2 Message modification 
The threat model on message modification, insertion and removal is similar to the situation in OMA DRM system 
[4]. 
 
An attacker may modify any message sent between a DRM agent and an RI agent. For most of the ROAP protocols, 
message modification will be detected through the use of digital signatures, for instance, the Registration protocol, 
the RO Acquisition protocols, and the Join domain protocol.  
 
However, for some ROAP triggers (except the leave Domain trigger), the DRM Agent fails to detect message 
modifications because of the fact that the message has not been signed. Another case is ROAP leave domain 
response message, since at this moment a DRM Agent may have already deleted the domain context information, 
the response message is not digitally signed. It may result in the following two situations: 

 A DRM Agent assumes that the RI has removed it from the requested Domain when in fact it has not. If the 
attack is happened on a commercial RI, the billing schemes should be studied with greater attention. For the 
RI Agent held by a consumer, it may continue to share some unexpected content to this DRM Agent device. 

 A DRM Agent assumes that the RI has not removed it from the requested domain when in fact it has. It 
may result in the DRM Agent resending message or notifying its user. 

 



Release 1   Master project 2005 
 

Protecting Privacy of Personal Content on an OMA DRM Platform 48

7.3.3 Message insertion 
An attacker may at any point insert messages into the communication channel between an RI Agent and a DRM 
Agent. The attacker may also record messages and try to replay them at a later point in time.  
 
Most of ROAP protocols against replay attack through the use of Nonce and signature on DRM time, ensuring to 
both parties that the other party is live. All ROAP triggers sent from an RI Agent to a Device can include a nonce 
within the trigger which the Device must insert in the request message sent in response. This stops a Man in the 
Middle from recording a request and replaying it as the response to another ROAP trigger.  
 
However for some ROAP triggers (except leave domain trigger), devices cannot be protected against replay attacks, 
if it does not have digitally signed timestamp. 
 
With respect to replay protection of state Rights Objects, please see the mechanisms in section 9.4 in [4]. 
 
7.3.4 Message removal 
An attacker may remove any message sent between a DRM Agent and an RI Agent. In general, this constitutes a 
DoS attack.  
 
For most of ROAP protocols, message removal will result in the protocol failure, and no establishment of related 
relationship. For instance, if an attacker removes some messages in RO Acquisition procedure, the RO(s) will be not 
delivered successfully to the DRM Agent. And removal of a ROAP trigger before it reaches, the DRM Agent will 
stop the intended ROAP protocol from being executed. The nonce could be also inserted whenever a ROAP trigger 
is sent from an RI Agent to a DRM Agent. This allows coupling of triggers and their corresponding request, but also 
allows the RI to resend the trigger if they do not receive the corresponding request message within a certain time 
period. This allows defeat of non-persistent message removal attacks. 
 
However for the Leave Domain protocol, if an attacker removes the request message from the communication 
channel before it has reached the RI Agent, the RI Agent may still view the DRM Agent as a member of the Domain. 
In a commercial DRM system, billing issue should be noted as the message modification. On the other hand, in the 
privacy enhancing system, the owner will still share some content with the DRM Agent holder.  For the Join 
Domain protocol, if an attacker removes the response message, a DRM Agent will not become a member of the 
requested Domain even though the RI Agent may think it has. Without the domain context, the user cannot do 
anything regarding domain (e.g. PDD or FD) content on this device. 
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8 Conclusion 
This thesis presents the investigation and solutions of building privacy protection features on an OMA DRM 
platform. The privacy features are from the TeMPES concepts, such as allowing the consumer to protect and share 
their own content, and providing the family mode for easily access family protected content, etc. 
 
Privacy protection has become a serious concern in the connected world and also been required in the connected 
home entertainment environment. It is important for CE companies like Philips, not only because the products must 
comply with the laws, but also because it can sell differentiating features on privacy protection in products and can 
gain loyalty of consumers with such privacy solutions. Our goal is to realize selected TeMPES privacy features on 
the OMA platform, since OMA is a new DRM standard supported by major companies and organizations, and since 
many basic technologies used in the OMA DRM platform could be reused, such as the cryptographic system, rights 
expression language, DCF, etc.  
 
OMA DRM, a fresh standard started in June 2002, still needs time to be accepted by customers and industry fields 
and to become well established. The complete OMA DRM software support is also a problem during the 
implementation. When writing this thesis, we got news from DRM Watch [14]: the GSM Association (GSMA), a 
trade association representing wireless carriers, continued to express public disapproval of some patent licensing 
royalty scheme for OMA DRM implementation. From this point of view, the continued viability of OMA DRM 
standards is being jeopardized by wrangling over intellectual property licensing issues, and mobile operators have 
been posturing about abandoning the standards in favor of proprietary technologies, e.g. Microsoft’s. However we 
uphold a unique DRM world standard, to make the products from different venders more compatible. We hope that 
our approach could push the OMA standardization process from another side. 
 
The architectural study of the TeMPES and the OMA DRM specifications shows that the basic privacy protection 
features, i.e. protecting private content and secure sharing, can be achieved on an OMA platform. Although OMA 
standard has very limited privacy support, its architecture and the security model are quite similar to what the 
TeMPES needs. The basic difference between the architectures of TeMPES and OMA is that TeMPES is person-
based, while OMA is device based. In addition, the privacy protection system has the ownership concept and owner 
rights management functionality, while OMA is standardized basically for users to buy and view commercial 
content. Another challenging issue considered in the project is to study possible implementations of the ‘Family 
Mode’ concept in home environment, especially when the family is the owner of the family content. 
 
As proposed in the TeMPES requirements, the owner concept, together with the user concept, is very important to 
manage private content and sharing. The owner can manage his/her content and grant rights, such as sharing or 
destroying private information. The user is the one who can use the content, such as viewing, printing. The 
transformation from device based in OMA DRM system to person based in protection privacy system, is the first 
and most important issue. There are four solutions proposed in this thesis regarding to the owner Rights Object 
generation. The first solution is implemented, where every family member holds an identity device. 
 
The group sharing and family mode solutions are based on OMA domain concepts and ROAP protocols. As we have 
discussed, while PDD is related to one user, the FD takes care of the family devices and content. For a public render 
device, it can join in one PDD at one time or the FD temporarily. In order to realize this, we need OMA V2.0 
platform with domain support, and the extension protocols between Domain Manages of PDDs or FD as well.  
 
The research and analysis gives a general and initial view over the system solutions. There are still numerous open 
issues for the future work. A basic solution that supports transferring of the ownership in an easy and secure way has 
been presented. This also leads to the wish for co-ownership or multi-owners, especially the sharing policy 
management. Furthermore, the in-depth solutions on rights revocation, content deletion and scheduled PVR will be 
further investigated.  
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Finally, threat analysis of this system focuses on the users’ ID devices and their communications with other DRM 
Agent. By introducing the RI Agent entity in it, the system may bring on much more messages exchange and 
content sharing, consequently increase complexity of the whole system, and decrease its performance or even 
availability. Therefore, it is important to make limitations for RI Agent and introduce filter mechanisms for the 
standard DRM Agent. For the privacy enhancing system, some private behavior (e.g. users’ relationship or interest) 
may be disclosed by eavesdropping on the communication channel. There are numbers of attack models on ROAP 
protocols, which are similar to the attack models in OMA DRM system, are also considered. 
 
Nowadays there are more consumers and companies involved into privacy issues, it is widely recognized that the 
privacy rights are inviolability. Privacy enhancing systems are an important topic for wide range of high 
technologies used in CE and mobile industry, and it should be continually developed in the future.  
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Appendix A: Use scenarios comparison: 
Notes:  

1. The status used in the following table is defined as  
S – Supported: The use case must be supported 
I – Ignored: The use case could be ignored 
O – Optional: The use case may be implemented in the next version 
- – Not necessary to define or has been defined in other (father or child) items 

 
2. See more detailed description of use cases in related references. 

 
Item in TeMPES [2] and [3] Status Related items in OAM [6] Remarks 
Related use cases in [2]: 
User and rights management 
& 
Selected TeMPES key use-cases in [3] 6.1 

- - - 

Each user of the system can protect his content and 
entertainment behaviour from being observed by 
others. 

S Scenario 6 – Protecting user 
generated content (Forward 
lock) 

In privacy enhancing 
system, the content 
provider can be regarded 
as another user. 

“I want to share content, but only with my wife 
and my sister.” 
A user can share his content with selected users. 

- Scenario 1 – Using content on 
multiple devices. (Domain) 
Scenario 6 – Protecting user 
generated content. 

 

- A user can grant viewing rights of his private 
content to selected users. 

S - Sharing content. 
There is limited support in 
OMA. It is necessary that 
the user (or its device) can 
act as both RI and CI.   

- A user can set up a sharing group to share his 
private content to selected users. He is the only 
one that can manage the group: add or remove 
content, add or remove selected users. 

O - The utilization of group 
will be benefit to group 
sharing and co-ownership. 
But the implementation 
will need the platform 
support of OMA Version 
2.0. 

- A user can share content with all family members 
by simply putting them into family mode. So that 
in family mode the content can be accessed 
without user authentication. 

S - A particular case of group 
sharing. 
There will be three key 
modes in basic system, 
which are Public, Family 
and Private. Public-Guest 
mode and Family-Guest 
mode will be supported in 
future version. 

“I want to stop sharing with him.” - Scenario 16 – Revoke Device - 
- A user can stop sharing content with a selected 
user. 

S - Revocation: OMA 
provides limited methods:
a) Black-list 
b) Expire time 
Furthermore, potential 
extensions on mutual 
revocation protocol 
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between users also 
applaud. 

- A user can stop all sharing relationships with a 
user. 

S - Easy to implement based 
on the solution of above 
item. 

“Do not bother me, you are also the owner of this 
content. Do what you want.” 

- None - 

- In family, users can share ownership of content, 
so they have full rights to the content, which is 
protected as private content for each of them. 

S - Share ownership with 
others. Family users could 
decide whether accept or 
not the ownership, see 
more in 6.3.5 [3] 
Two methods: 
1). Copy content to shared 
user and create a new RO 
for him. 
2). Co-owners are seen as 
a group. 
Another issue:  
How to realize co-
ownership policy, such as 
at least 3 persons could 
decide to delete the 
content.  
Investigate detailed RO 
format for solution. 

“This is the most important moment for us in this 
year. But do not share this picture to others unless 
we all agree.” 

- None - 

- The owners need co-signature to share, modify or 
remove important content. 

O - Note: It depends on the 
multi-ownership 
management policy,  

“I want to transfer the ownership of my content to 
my son.” 

S None - 

- A user can transfer his ownership of content to 
another user. 

S - Transfer ownership; see 
more in 6.3.4 [3]. 
Could build up an 
extension protocol based 
on co-ownership solution. 

“I want to back up my ownership of the content.” - Scenario 4 –Backup of DRM 
Content and Rights Object from 
a Service Provider 
Scenario 5 – Local Device 
Backup of content and Rights 
Object 

Difference between OMA 
and TeMPES. 
The first one focuses on 
alternative key, the other 
one focuses on backup of 
content and RO. For 
privacy system, they are 
both considerable. 

- A user can have multiple identical physical keys, 
in case he loses one physical key this does not lead 
to a loss of all his content. 

O - Several keys could be 
issued to same person.  

-- The user can order a new identical physical key 
from a trusted third party 

O - If the key has lost, user 
could get another one. 

--- This is problematic for physical keys without O - Need Black list supported 
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biometric authentication. Otherwise a blacklist 
should be implemented to revoke lost physical 
keys. 

if no fingerprint in current 
system. For privacy 
system, it means 
everybody holds an 
independent blacklist.  

-- The user can switch to a new set of physical 
keys and transfer ownership and rights for the new 
physical keys. 

O - Like normal transfer 
ownership without users 
interaction. 

- All access messages need to be transferred to the 
new physical key even the ones that are generated 
by other users. Furthermore existing physical keys 
become obsolete. It requires system support for 
ease of use of such a transfer. 

O - Re-generate all rights 
using new key. It will also 
need a mutual protocol 
when using OMA 
platform. 

Users can simultaneously play their content 
privately, using different terminals. 

O Scenario 1 – Using content on 
multiple devices. 

Support in next version. 

Users can share private entertainment experiences 
via the same terminal. 

I None Multi-users authentication

A user can privately access home content outside 
home, even if using a public network and terminal.

I None Remote support can be 
ignored for current 
version. 
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Appendix B: Requirements comparison 
Items in [3] Status Related items in [6] Remarks 
Chapter 5: (based on privacy issues 
discussed) 
Authentication 

- - - 

Easy and user-friendly authentication: 
Authentication has to be easy and user friendly 
because the users will be required to authenticate 
to the system every now and then (particularly, 
every time they want to use some personal (not 
public) content or to benefit from system 
personalization features). It might be preferable to 
make this process analogous to the authentication 
with a physical key. 

S 7.1.2 The Rights Issuer 
SHALL be able to 
authenticate, prior to delivery 
of Rights Objects to the 
intended Device. 
7.1.4 The Rights Issuer 
SHALL be able to conduct the 
authentication described in 
requirement (0) of this sub-
section without any explicit 
relationship (contractual or 
otherwise) with the Device 
manufacturer. 
7.1.16 It SHALL be possible 
for the Device to authenticate 
the identity of the source of 
the Rights Object. 

 

Secure authentication: The authentication process 
should be secure, so that it becomes very hard (for 
identity theft) to impersonate a user. Therefore, the 
aforementioned token authentication (with 
physical key) should be coupled with some 
biometric or password authentication. 

O 7.10.2 The Device SHALL be 
able to use the smart card to 
provide User identification 
and authentication when 
obtaining and verifying Rights 
Objects. 

Fingerprint support 

Remote authentication: The system should also 
support secure and private remote authentication. 
Private means that an eavesdropper on the 
communication line cannot learn who is 
authenticating on the server. Possibly different 
methods for remote authentication can be 
considered (physical USB key or only encryption 
key for connections from a standard browser) 

O or I - The realization will need 
additional security 
communication method. 

Sharing and protecting personal data - 7.6.1 It SHALL be possible to 
specify Rights Objects for any 
content type. 
7.6.3 and 7.6.4 Permission and 
Constrains.  
7.6.5 It SHALL be possible to 
specify content identities 
within Rights Objects using 
standard identification 
schemes.  In particular it 
SHALL be possible to support 
the use of: URI (RFC 2396) 

- 

Data privacy: Personal data should be protected 
against unauthorized access from other users of the 
system as well as from outsiders. The system 
should also allow a user to hide the existence of 

S 6.1 It SHALL be possible to 
precisely identify DRM 
Content such that Rights 
Object may be unambiguously 

Using RO solution. 
Each user can be seen as 
both RI and CI. 
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such private data, as well as the related metadata. associated with it. 
6.13 It SHALL be possible for 
the Rights Issuer to reliably 
identify the Device for the 
purpose of either issuing or 
refusing a Rights Object to 
that Device.  
 

Sharing: A user should be able to share the content 
he owns with any people he wants (other users but 
also outsiders). He must be able to specify 
different rights with respect to different people and 
different pieces of content. He can also revoke any 
rights at any particular moment. He can transfer 
the ownership and even share it (see multiple 
ownership). 

O 6.2 It SHALL be possible for 
Rights Issuers to send Rights 
Objects to Devices. 
6.3 The Permissions in a 
Rights Object SHALL be 
enforced by an OMA DRM 
Conformant Device. 
6.10 and 6.11 regarding 
permission 
 

The basic sharing with 
family members will be 
supported.  
However, regarding sharing 
with outside, it will need 
remote authentication 
support. And how to 
achieve revocation still need 
to further investigate.  

Group sharing: Group sharing must be supported 
to ease the sharing process (management of 
rights). Moreover, easy group management should 
be provided. 

O 6.15 It SHALL be possible for 
Rights Issuers to protect 
Rights Objects intended for a 
particular group of Devices (a 
“domain”) such that the Rights 
Object can only be processed 
by Devices within the 
intended group. 
7.1.3 It SHALL be possible 
for Rights Issuers to protect 
Rights Objects for a particular 
Device or group of Devices 
such that the Rights Object 
can only be processed by the 
intended Device or group of 
Devices. 
7.7 Form a domain, Join 
domain and leave domain. 

Domain supported (OMA 
2.0 platform). 

Easy search, navigation: The system should allow 
a user to easy search or navigate through the 
content he owns, but also through the content 
others share with him 

I - Advanced searching 
function with privacy 
protection. It is maybe bring 
to possible attack. 

Private workspaces: A user should be capable of 
predefining his different private workspaces and 
attach some of his private content to them (in a 
levelled way or as different views). 

O - Privacy leveled 

Protecting user behaviour - - - 
Behaviour privacy: User behaviour should be 
protected from the other users of the server as well 
as from outsiders. This also holds in the case of 
concurrent use of the system. 

O 6.4 It SHALL NOT be 
possible for a DRM Agent to 
use DRM Content unless 
appropriate Rights Object 
have been associated with that 
DRM Content and the DRM 
Agent possesses the required 
Rights Object. 
7.1.14 & 7.1.15 It SHALL be 

Scheduled PVR should be 
paid more attention in future 
version. 
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possible for the 
Confidentiality of sensitive 
information within the Rights 
Object, for example, user 
identities, to be protected, in a 
manner independent of the 
transport mechanism. 

Group entertainment (more users logged-in 
and/or sitting in front of the same terminal) 

- None - 

Predefined shared workspaces: A user should be 
able to pre-specify his privacy settings in a way 
that the system knows which user’s content to put 
in a joined workspace depending on group 
members. Or maybe this will be defined based on 
sharing rights. 

I - How does the system know 
multi-users login together? 
It need multi-user 
authentication supported. 

Dynamically changed shared workspaces: Shared 
workspace should be predefined and dynamically 
changed as new users log-in. Furthermore, a user 
should be able to dynamically invoke some of his 
private content into a shared workspace. The 
server should be aware of who is operating the 
system and force correct authorization. 

I - Also same with above.  

Remote access - None - 
Remote as local: A system (a small TeMPES 
compatible secure device) and a method, which 
turn any remote environment (devices) into a 
secure environment and makes remote login 
identical to local login. This is considered as a 
remote login from your personal device. 

O - If we can realize the remote 
authentication, we can 
regard the remote access is 
same with a local access. 

Remote from standard browser: A method to login 
from a standard browser. It has to take care also of 
cleaning the memory and temporary files on the 
disk. This is considered as a remote login from a 
public device. 

O -  

Remote upload: The system should support 
authenticated remote upload (in order to avoid 
Spam). 

O -  

Levelled access control: Based on the channel 
security estimation the system can offer a levelled 
access control (for example, do not allow delete 
command if the channel is not completely secure).

O -  

Automatic logout: The problem of forgetting to 
logout has to be solved. 

S or O - The timeout mechanism is 
also needed in local area. 

Multi-ownership - None - 
Managing multiple-owned content: Users can also 
share ownership of content, e.g. a family video 
that belongs to related family members. The 
system should allow users to share and manage 
this content in a similar way as single-owned 
content, fulfilling other privacy requirements 
mentioned in this document. 

S - How to manage the content 
owned by multi-users is an 
important issue, which 
means the interoperate 
policy. 

No or minimum Administrator - None - 
User and system management: The system should S - Based on OMA and Tempes 
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provide a way for management of the users that 
requires no system administrator, without any 
negative effect on other privacy requirements 
mentioned in this document. 

structure, there is no system 
administrator. 

Additional security requirements - - - 
Data integrity: This is primarily important for 
remote access. 

S 7.1.7, 7.1.11 It SHALL be 
possible for the integrity of the 
DRM Content to be protected, 
in a manner independent of the 
transport mechanism. 
7.1.10, 7.1.12 It SHALL be 
possible for the integrity of the 
Rights Object to be protected, 
in a manner independent of the 
transport mechanism.  

Make signature 

System availability: It comprises system 
functionality to support multiple record/playback 
streams, storage space availability for upload, but 
also data availability including methods that can 
prevent unintended data loss. 

O 7.3 Streaming Functionality, e.g. video 
play and control, PVR, and 
space, backup/restore, etc. 

Basic requirements & choices in [3] 6.3.1 - - - 
R0. Ownership is supported by the system. The 
owner of content in such a system has full rights to 
manage the content. The deletion issue is treated 
separately in R5. 

S None  

R0-1: Ownership is created when a user imports a 
plaintext content file into his private domain. He is 
then the owner of the from-here-on protected 
content. 

S - Create ownership. 

R0-2: Ownership of plaintext content is out of 
scope here. Other systems and mechanisms may be 
required for such a case (e.g. the File System). 

S - In privacy system, content is 
combined with License 
(RO) 

R0-3: Only the owner can grant sharing rights to 
another user. The owner can also revoke the 
sharing rights of a sharing user. The grantee can 
refuse or give up the sharing rights. 

S - Share content with others 

R0-4: Only the owner can grant co-ownership to 
another user. The grantee can refuse the offer. This 
is probably an advanced requirement. We start 
with a single owner case. 

S - Multi-ownership will be a 
new feature in OMA. In the 
first version, multi-owners 
could regard as independent 
entities without interoperate 
policy. 

R0-5: Only the owner can transfer the ownership 
to another user. The grantee can refuse taking over 
the ownership. 

S - Ownership transfer. Notes: 
consider the compatibility 
when the system supports 
multi-ownership. 

R1. A piece of private content/data is encrypted 
using an asset key. If many content files use the 
same asset key, content sharing becomes a difficult 
problem: a) the owner cannot share a particular 
content with other users without re-encryption of 
the content; b) to revoke sharing to a user, it needs 
re-encryption of all related content and proper 

S 7.1.1, 7.1.5, 7.1.6 It SHALL 
be possible for the 
Confidentiality of the DRM 
Content to be protected, 
between the Content Provider 
and the Device, content 
provider and DRM Agent on 

We suggested use different 
asset key for different 
content. 
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communication with other sharing users. It is less 
safe and less flexible. 

the device, DRM agent on an 
device and DRM agent on 
other device. 
 

R1-1: The asset key is a symmetric key. It is not 
necessary and not convenient to use a private-
public key pair for each content file, especially 
when the amount of content items is huge. 

S 7.1.9 It SHALL be possible 
for the Content Provider to 
encrypt each instance of a 
particular piece of DRM 
Content with a different CEK 
and for superdistribution of 
that DRM Content to still be 
possible. 

For performance 
consideration, using 
symmetric key to encrypt 
content firstly. 

R1-2: The asset key, if in plaintext, should stay 
inside a secure sub-system (that has the content 
decryption function) or the physical key on the 
sharing user’s system/environment. Otherwise, the 
sharing user with sharing rights can get the asset 
key and do whatever he likes with the content. 

S - In Demo, physical key will 
be software simulation. 

R1-3: The asset key should be protected/encrypted 
by a user key. Such an encrypted access message 
can only be decrypted by the user’s physical key to 
access the content. 

S 7.1.8 & 7.1.13 It SHALL be 
possible for the 
Confidentiality of any content 
encryption key (CEK) in a 
Rights Object to be protected, 
in a manner independent of the 
transport mechanism. 
7.1.14 & 7.1.15 It SHALL be 
possible for the 
Confidentiality of sensitive 
information within the Rights 
Object, for example, user 
identities, to be protected, in a 
manner independent of the 
transport mechanism. 

RO will be encrypted using 
user’s public key, and also 
signed by privacy key of 
owner. 

R1-4: Content sharing is done using such an 
encrypted access message, which contains the 
asset key. The owner creates the message with the 
user key of the sharing user. Note that the owner 
cannot use the user key to decrypt any 
secret/private data of the user. The public key 
cryptography is a good choice for managing the 
sharing of content. The user key should be the 
public key of the user. 

S Same with above. The RO generation. 

R2. Each user has a physical key, containing a 
private-public key pair, to protect his private 
domain and to manage content sharing. 

S 7.10.2 The Device SHALL be 
able to use the smart card to 
provide User identification 
and authentication when 
obtaining and verifying Rights 
Objects. 
And also above items 
regarding confidentiality of 
CEK and RO 

Physical key like a smart 
card (with fingerprint), or 
even a mobile phone etc (in 
near future).  

R2-1: The public key is known by other users, and 
is used as the user key to encrypt the access 
message for each content file that he has access 

S Mentioned in other parts of 
OMA documents.  

Public key will be published 
by CA and encapsulated in 
certificate. 
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rights for. Such an encrypted access message can 
only be decrypted using the associated private key.
R2-2: The private key is used to access the user’s 
private content, i.e. to decrypt the encrypted asset 
key and to pass it to the asset decryptor. 

S Same with above. Private key will be stored in 
user’s Physical key and can 
also be used for signature. 

R2-3: The private key is top secret for each user. It 
should always stay inside the physical key and 
never be exposed outside the physical key. Even 
the owner of the physical key must not know his 
private key. Otherwise, assuming the algorithms 
are known, he can use his private key to decrypt in 
a PC all secrets (i.e. the asset keys) of the content 
to which he has sharing rights. 

S Same with above. For system security 
consideration. 

R2-4: The physical key should have a certain 
encryption/decryption processing power to create 
encrypted access messages containing asset keys 
for users, to decrypt the asset keys, and to do other 
sharing and ownership management if necessary. 
So the physical key is a kind of advanced Smart 
Card. 

S - It will be depended on the 
physical key provider.  
The demo version will be 
software simulation. 

R2-5: The physical key is required to manage 
rights. The private key inside the physical key 
guarantees the real ownership. 

S - The Certificate issued by 
CA will be stored in 
physical key based on OMA 
structure. 

R3. The encrypted access message should be 
coupled to the identity of the owner in a way that 
only he can create such an access message by his 
physical key. Furthermore, the integrity of the 
message should be provided in a way that a 
message modified by any other person will not be 
accepted by a physical key. 

S 7.1.10, 7.1.12 It SHALL be 
possible for the integrity of the 
Rights Object to be protected, 
in a manner independent of the 
transport mechanism. 

Signature. 

R3-1: The access message is digitally signed. The 
signature contains a hash created over the whole 
original message (including the owner’s public 
key), and it is encrypted with the owner’s private 
key. Each physical key (knowing the public key of 
the content owner) has to check the integrity of the 
message using the hash, before it decrypts the 
asset key. 

S - Signature using private key 

R3-2: The access message should contain an 
Owner ID to indicate who owns the content. The 
owner and the user should easily see it from the 
Owner ID, e.g. the Public Key of the owner, so 
that owner can manage his content and the user 
can trust the message. 

S - Find solution how to 
identity owner in RO. 

R3-3: The access message should contain an Asset 
ID as a link to the encrypted content. The Asset ID 
can be a name or a number in plaintext so that the 
user, the content owner and the system can easily 
find and manage it. 

S - In RO, the Asset Id will be a 
URL in XML format. See 
detail in [7].  
Here is an issue: if use move 
the content file to other 
location, how to maintain 
the availability of RO. Re-
generate a new one? Or …  
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R3-4: The access message should contain a User 
ID to indicate who can use the message to access 
the content. The content owner and the user should 
both know the User ID, e.g. the Public Key of the 
user. Besides the user, the owner should easily see 
it from the encrypted message, making it easy to 
revoke the sharing rights. 

S - The User ID  

R3-5: If the User ID is in plain text, other users 
could recognize from the user IDs which user has 
access to which content. This might be a privacy 
issue that needs some protection. However, it is 
probably not in high priority, especially in systems 
where the user has no control or awareness over 
the sharing rights he can obtain from other users. 

S - The plain user ID is not 
privacy sensitive. 

R3-6: The access message contains the asset key 
encrypted with the user’s public Key. 

S - Symmetric key encrypted in 
RO 

R3-7: The access message contains the rights of 
the user: e.g. for playback, ownership, copy, etc. 

S 7.1.10, 7.1.11 and 7.6 
regarding the permission and 
constraints in RO. And we 
also need to add our 
definitions.  

The permission and 
constrains in RO 

--- Because the message is self-authorized, the 
rights can be in the plaintext, if other users cannot 
link the User ID and the Owner ID to the persons 

O -  

--- The rights can also be protected, but visible by 
both the user and the owner. E.g. one package 
encrypted by the user’s public key, and a copy 
encrypted by the owner’s public key. 

S - The RO will be inherent 
secure by cryptography. 

R4: Ownership transfer. S Not mention. Need new Protocol like the 
discussion in [3]? Because 
in current OMA, no 
definition on the ownership 
transferring. 

R4-1: The transfer of the ownership should be a 
safe procedure. It should allow the ownership 
receiver to accept the transfer, because as the 
owner he has the liability to the content. 

S -  

R4-2: The old owner should not delete his 
ownership (owner’s access message) before the 
new owner has taken it over. 

S - New owner need to accept 
the ownership. 

R4-3: The ownership transfer should be privacy 
preserving with respect to old associated sharing 
rights. Before finalizing an ownership transfer, all 
old associated sharing could be removed or 
transferred to the new owner. However, it has to 
be taken care of the privacy of the parties that are 
involved in the transfer, as well as parties that 
share that content. 

S - How to deal with the old 
sharing? It may be depend 
on the policy. 

R4-4: The new owner is suggested to re-encrypt 
the content to surely prevent unauthorized sharing.

O - Totally take over the 
ownership. 

R5: Revoking rights and deletion. S - Revocation or black list 
R5-1: Revoking sharing rights S Not definitely mentioned in 

requirements, but in use 
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scenarios 4, 5 & 16.   
--- Because a sharing user can keep copies of the 
access message, a complete revoking needs re-
encryption of the content 

O - Re-encryption and re-share 
with others. Need solution 
based on OMA. 

--- An expire-date in the access message may help 
for revoking. But it requires sufficient easy update 
management. 

S - Expire-date cannot realize 
revocation automatically. 

R5-2: The deletion action of a piece of content by 
a user who is also the owner means he gives up his 
ownership and all other rights to this piece of 
content. This means that all the access messages 
that mention him as an owner of this piece of 
content will be deleted. The content itself is only 
deleted when a (last remaining) single owner does 
a deletion. 

S 7.13.1 It SHALL be possible 
for the User to delete an 
instance of DRM Content, but 
to keep the Rights Objects 
associated with that content 
(so that he/she could restore 
the DRM Content on the 
Device later without having to 
obtain new Rights Objects).  

First revoke all sharing and 
then delete the content 
itself. 
 

R5-3: The deletion action of a piece of content by 
a user who is not the owner means he gives up his 
rights to this piece of content. This means that all 
the access messages that mention him as a user of 
this piece of content will be deleted. The content 
itself is deleted if there are no remaining access 
messages to this content in his storage space. 

S  The user deletes the RO 
related to the content. 
There is a difference with 
OMA: In OMA, when 
deleting content, user can 
keep the related RO. We 
should follow it.   

R5-4: The user can issue a clean-up command that 
deletes all access messages from his storage space 
that do not mention him or any other family 
member as the user or the owner. Subsequently, 
content with no remaining access messages will 
also be deleted. For this action it is necessary that 
a list of users (their public keys) is stored in a 
secure location in non-volatile memory space e.g. 
in the secure sub-system. 

O - Clean up useless RO and 
content. 
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Appendix C: RI Certificate 
Some information concerning RI Certificate in CMLA document [18]: 
CMLA is one of the originations provide a full solution implementation OMA DRM v2.  

 
RI CA Certificate 
Rights Issuer CA certificate is issued by the CMLA Root CA and stored inside the Rights Issuer as a part of Rights 
Issuer’s certificate chain. Rights Issuer CA certificate is sent, upon request, from the Rights Issuer to the Device as a 
part of the Rights issuer’s certificate chain. 
 
Rights Issuer CA Certificates SHALL be based on OMA DRM specification appendix D.3 “CA Certificates”[4].  
 
Certificate field name Value 
Version V3 (integer value 2) 
Signature Sha-1 WithRSAEncryption as defined in 

[RFC3279] 
Issuer Same as the corresponding CMLA Root CA subject 

field. 
Validity  During 2004-2009: Expires 30 years from the 

issuance date but not later than the certificate of the 
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corresponding CMLA Root CA Certificate. 
CMLA will decide during 2008 the key lengths and 
certificate validity periods that will be used after 
2009. 

Subject Contains attributes: 
- contryName (e.g. “US”) 
- organizationName (e.g. “CMLA”) 
- commonName (e.g. “RI CA 1”) 

SubjectPublicKeyInfo During 2004-2009: carries a 2048 bit RSA public 
key identified with the pkcs-1 algorithm identifier 
as defined in [RFC3279]. 
CMLA will decide during 2008 the key lengths and 
certificate validity periods that will be used after 
2009.  
 

IssuerUniqueID  Not used 
SubjectUniqueID  Not used 
BasicConstraints extension Mandatory, critical 

The Boolean CA field is set to TRUE. The 
pathLenConstraint field is set to zero. 

CRLDistributionPoints extension Not used 
KeyUsage extension Mandatory, critical 

Only key usage bits keyCertSign and CRLSign are 
set 

AuthorityKeyIdentifier extension Mandatory, non-critical. 
The extension contains only the keyIdentifier field 
that has the same value as the corresponding CMLA 
Root CA Certificate’s subjectKeyIdentifier 
extension value. 

SubjectKeyIdentifier extension Mandatory, non-critical. 
The key identifier method (1) is used as defined in 
[RFC3280] (160-bit SHA-1 hash of the 
subjectPublicKey field, excluding the tag, length, 
and number of unused bits). 

CertificatePolicies extension  Not used 
ExtKeyUsage extension Not used 
Id-pkix-ocsp-nocheck extension Not used 
 
 
RI Certificate  
Rights Issuer certificate is issued by the Rights Issuer CA. Rights Issuer certificate is sent, upon request, from the 
Rights Issuer to the Device as a part of the Rights Issuer’s certificate chain. 
Rights Issuer Certificates SHALL be based on OMA DRM specification appendix D.2 “Rights Issuer Certificates” 
[4]. 
Certificate field name Value 
Version V3 (integer value 2) 
Signature sha-1 WithRSAEncryption as defined in [RFC3279]
Issuer Same as the issuing Rights Issuer CA Certificate’s 

subject field. 
Validity  During 2004-2009: Expires 5 years from the 

issuance date but not later than the certificate of the 
corresponding Rights Issuer CA Certificate. 
CMLA will decide during 2008 the key lengths and 
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certificate validity periods that will be used after 
2009. 

Subject Contains always attributes: 
- organizationName (e.g. “CoolService 

Ltd”) as assigned by CMLA for the 
specific Service Provider 

May contain additional attributes as defined in 
[OMADRM-v2]. The values of those fields are 
assigned by the Service Provider. 

SubjectPublicKeyInfo During 2004-2009: carries a 1024 bit RSA public 
key identified with the pkcs-1 algorithm identifier 
as defined in [RFC3279]. 
CMLA will decide during 2008 the key lengths and 
certificate validity periods that will be used after 
2009. Current expectation is that 1536 bit Device 
keys will be used after 2009. 

IssuerUniqueID  Not used 
SubjectUniqueID  Not used 
BasicConstraints extension Not used 
CRLDistributionPoints extension Not used 
KeyUsage extension Mandatory, critical 

Only key usage bits digitalSignature is set. 
AuthorityKeyIdentifier extension Mandatory, non-critical. 

The extension contains only the keyIdentifier field 
that has the same value as the corresponding Rights 
Issuer CA Certificate’s subjectKeyIdentifier 
extension value. 

SubjectKeyIdentifier extension Not used 
CertificatePolicies extension  Not used 
ExtKeyUsage extension Mandatory, critical. 

The extension contains only the oma-kp-rightsIssuer 
object identifier. 

Id-pkix-ocsp-nocheck extension Not used 
 
Rights Issuer Certification  
 
As a prerequisite for issuing a Rights Issuer certificate for the Service Provider, it is assumed that the Service 
Provider has already generated a Rights Issuer RSA key pair in an environment that satisfies the security 
requirements stipulated by the Rights Issuer Robustness Rules. After that has been done, the first time certification 
and subsequent re-certifications are done as defined below. 
 

1. Service Provider creates self-signed PKCS#10 certificate request [PKCS#10], burns a DVD-R containing 
the request, and sends the DVD-R to CMLA. 
The file naming convention is “Rights_Issuer_*_##.p10”, where is replaced with the Service Provider’s 
name and ## is replaced with a two digit number. 
The Service Provider also submits the Service Provider Agreement addendum to CMLA via Fax and as a 
scanned email attachment. This addendum will include the SHA1 hash of the public key from the 
certificate request (20 bytes, encoded in hexadecimal). 

2. CMLA will review and verify each request submitted. After verification, CMLA generates an invoice.  
3. The Invoice is sent via email and hard copy to the Service Provider.  
4. Service Provider makes payment on invoice.  
5. Upon receipt of payment on invoice, CMLA processes order and responds. Order processing includes the 

verification of the hash value provided in the contract addendum to the hash value calculated over the to be 
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certified public key. If none of the verifications fail CMLA creates, according to the certificate request, a 
Rights Issuer Certificate and delivers it with the corresponding Rights Issuer CA Certificate to the Service 
Provider. 

6. CMLA registers into certificate database necessary information such as the certificate issued by the RI CA, 
request data, and certificate delivery data. 

 
Therefore, in order to combine RI & CI functionalities in the DRM agent, it is not necessary to follow anything 
defined in CMLA, but we need to definitely follow RI Certificates specification defined in OMA DRM specification 
v2[4]. The information regarding RI Certificates defined in OMA DRM specification v2 is as follow: 
 
Rights Issuer Certificates in OMA Specification [4]: 
The profile for RI certificates follows the profile for "X.509-compliant server certificate" in [27] with the following 
modifications: 
Signature MUST be RSA with SHA-1 
Serial Number MUST be less than, or equal to, 20 bytes in length 
Issuer Name MUST be present and MUST use a subset of the following naming attributes from 

[CertProf] – countryName, organizationName, organizationalUnitName, 
commonName, and stateOrProvinceName. 

Subject Name MUST be present and MUST use a subset of the following naming attributes from 
[CertProf] – countryName, stateOrProvinceName, localityName, 
organizationName, organizationalUnitName, and commonName. 
The structure and contents of a Rights Issuer subject name shall be as follows: 
countryName=<Country of operation> 
[stateOrProvinceName=<State/Province>] 
[localityName=<City>] 
organizationName=<RI company name> 
[organizationalUnitName=<RI subsidiary/location>] 
commonName=<RI company name>  "OMA Rights Issuer" [<serNo>] 
(For the commonName attribute, the <serNo> string is specified when a given 
organization has several RIs.) 
The countryName, organizationName, and commonName naming attributes must 
be present. The stateOrProvinceName, localityName, and/or 
organizationalUnitName naming attributes may be present. Other attributes are not 
allowed and must not be included. For all naming attributes of type 
DirectoryString, the PrintableString or the UTF8String choice must be used. 
Note that the maximum length (in octets) for values of these attributes is as follows: 
countryName – 2, stateOrProvinceName and localityName – 128, 
organizationName, organizationalUnitName, and commonName – 64. 
Example: 
C="US";O="ROs for everyone"; CN="ROs for everyone OMA Rights Issuer" 

Extensions The extKeyUsage extension shall be present, and contain (at least) the oma-kp-
rightsIssuer key purpose object identifier: 
oma-kp-rightsIssuer OBJECT IDENTIFIER ::= {oma-kp 1} 
CAs are recommended to set this extension to critical. 
If the keyUsage extension is present (recommended), then the digitalSignature bit 
shall be set. When present, this extension shall be set to critical. 
CAs may include the certificatePolicy extension, indicating the policy the 
certificate has been issued under, and possibly containing a URI identifying a 
source of more information about the policy. 
CAs are recommended to not include any other extensions, but may, for 
compliance with [RFC3280], include the authorityKeyIdentifier extension. CAs 
may also include the authorityInfoAccess extension from [RFC3280] for OCSP 
responder navigation purposes. 
CAs MUST NOT include any other critical extensions. 
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DRM Agents processing Rights Issuer certificates MUST meet the requirements on clients processing "X.509-
compliant server certificates" defined in [27]. In addition, DRM Agents: 
MUST be able to process RI certificates up to 1500 bytes long; 
MUST be able to process RI certificates with serial numbers 20 bytes long; and 
MUST recognize and require the presence of the oma-kp-rightsIssuer object identifier defined above in 
the extKeyUsage extension in RI certificates. 
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