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Abstract

Intra-vehicular wireless sensor networks is a promising automotive architecture that applies
wireless communication technologies to the communication between Electronic Control Units
(ECUs) and sensors. The potential benefits of using wireless communication technology over
wired are reduction in wiring complexity, weight and maintenance costs, flexibility of installa-
tion of sensors, quick and easy integration of systems to support additional new applications.

One of the potential wireless technologies that can be considered as a replacement for
wired networks is Time-Slotted Channel Hopping (TSCH) mode of IEEE 802.15.4e standard.
TSCH combines time slotted access, with channel hopping capabilities. Time slotted access
increases the potential throughput that can be achieved, by eliminating collision among com-
peting nodes, and provides deterministic latency to applications. Channel hopping mitigates
the effects of interference and multipath fading, thus improving the communication reliability.

In this thesis, we investigate the increase in reliability that can be obtained by utilizing
time-slotted access and channel hopping features of TSCH. We implemented a distributed test
platform, TP-TSCH(Test platform for evaluation and analysis of TSCH networks) using the
Contiki IPv6 over the TSCH mode of IEEE 802.15.4e (6TiSCH) software stack that runs on
top of NXP’s JN5168 low–power RF platform. The test platform enables us to measure the
link quality at various protocol layers of 6TiSCH software stack and perform test automation
by varying test parameters that influences the TSCH network behavior such as packet size,
transmit power, retransmissions, TSCH schedule and channel hopping during run time. We
conduct experiments in table-top and in vehicles using the test platform. We then perform
cost-benefit analysis of TSCH network operating at different values of the above mentioned
test parameters, by examining performance metrics such as throughput, end-to-end latency,
packet error ratio etc., at each operating point.

We observed that operating at transmit power of 2.5 dBm using dedicated time slots with
retransmissions enabled and channel hopping disabled offers the best performance guarantee
in terms of reliability, throughput and minimum burst packet losses for most of the links,
irrespective of the packet size in all tested experimental scenarios. We observed that random
channel hopping can be counter-productive and can bring a stable link using only a single
channel for communication to an unstable zone. Our analysis provides insights for automotive
application developers in using TSCH as communication technology for in-vehicle networks
and identify configurations if there exists one, which can best meet their application require-
ments in terms of reliability, latency, throughput, application packet-burst loss and energy.

Keywords: in-vehicle network; IEEE 802.15.4e; TSCH; Contiki; 6TiSCH.
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Chapter 1

Introduction

1.1 Context

In the past four decades, the automotive industry has witnessed an exponential increase in the
number and sophistication of in-vehicle electronic systems. Automotive electronics currently
have reached the point where the amount of software and electronic components in a typical
vehicle now accounts for more than 35 to 40% of its manufacturing cost [17]. This is attrib-
uted to the fact that modern vehicles are mandated to meet strict emission regulations by
governments and must provide a host of safety and convenience applications to meet market
needs. These applications require and share an increasing number of sensors and actuators at
various locations inside the car. A modern vehicle typically ends up having multiple In-Vehicle
Network (IVN) that transports the data measured by these sensors from their nearby Elec-
tronic Control Unit (ECU)s to other ECUs, for subsequent post-processing and controlling
of the actuators in the vehicle. Currently most IVNs are wired networks, such as the Lin-
ear Interconnect Network (LIN) network, the Controller Area Network (CAN) network, the
Media Oriented Systems Transport (MOST) network, the Ethernet network and the FlexRay
network [51]. Interconnecting the additional sensors and actuators in a new car design will
require additional bandwidth on these networks, and possibly more communication wires, in
case the bandwidth of these networks is already fully used. The increasing numbers of ap-
plications, sensors, ECU’s, and actuators therefore result in increasingly complex in-vehicle
electronic systems, with a more complex, heavier, and expensive wiring harness. This harness
will have a high installation and maintenance complexity and cost [17], and a negative impact
on the vehicle’s fuel efficiency.

A solution to these problems can perhaps be found in the use of wireless communication
technologies inside these vehicles. Some wireless, automotive systems are already in use in
vehicles today, in particular to deploy sensors and actuators that are difficult to connect using
a wired network. Examples of such systems are the tire pressure monitoring system (TPMS),
the passive keyless entry system, and the engine immobilizer system. Many (consumer) media
and hands-free equipment also already use wireless communication to connect to the car’s
electronic systems, e.g., based on the Bluetooth and WiFi communication standards. If it is
possible to replace current wired networks with a wireless network, then this can potentially
help to reduce the complexity, weight and cost of the in-vehicle wiring harness and enables
quick integration of new applications. This may in turn result in a reduction in the overall

Effectiveness of TSCH in Wireless IVN 1



CHAPTER 1. INTRODUCTION

cost of ownership of a vehicle.

1.2 Motivation

Present day IVN’s are still wired and not wireless. This is mainly because there are doubts
with respect to identifying a suitable wireless technology that offers reliability under harsh
conditions. There are several studies [21] [48], that investigate the suitability of low power
wireless technologies such as Bluetooth Low Energy (BLE), IEEE 802.15.4 standard [29].
These previous studies claim that these technologies have a very low packet error rate of 1%
in most node locations and can be used for non-safety critical automotive applications with
relaxed latency constraint, e.g. in the order of 100 ms or larger. One of the advantages of
using IEEE 802.15.4 over BLE is that they can support a wide range of topologies such as
mesh, star, tree, whereas BLE is limited to a star topology which is likely to be changed in the
future BLE standard . However, studies [35] shows BLE outperforms IEEE 802.15.4 in terms
of reliability in presence of cross technology interference such as Wi-Fi and Bluetooth. This
can be attributed to the fact that the BLE employs the channel hopping technique whereas
IEEE 802.15.4 does not. The present IEEE 802.15.4e[1]MAC is an enhancement over IEEE
802.15.4 and introduces new MAC behavior modes, one among them is Time-Slotted Channel
Hopping (TSCH) . TSCH combines time slotted access, already defined in the IEEE 802.15.4
Medium Access Control (MAC) protocol, with multi-channel and channel hopping capabilities.
In this thesis, we investigate the increase in reliability that can be obtained by using TSCH
in vehicles.

1.3 Problem statement

We deduce the problem statement for our thesis based on our motivation. We investigate the
increase in reliability that can be obtained by using the dedicated time slots and channel hop-
ping features of Time-Slotted Channel Hopping (TSCH) MAC under the influence of different
network parameters such as transmit power, packet size, retransmissions, and TSCH schedule
in an in-vehicle environment. We define a test approach to evaluate the above mentioned fea-
tures and implement a test platform that enables us to integrate the test approach in different
test set-up’s.

1.4 Research Questions

We break the problem statement into a set of research questions which the thesis answers:

1. Research Question RQ_01 How does the dedicated time slots feature of TSCH
impact various network performance metrics such as packet error ratio, throughput, and
latency under different experimental scenarios?

2. Research Question RQ_02 How does the various network configurations such as
transmit power, packet size, retransmissions influence the TSCH network performance
metrics under different experimental scenarios?

2 Effectiveness of TSCH in Wireless IVN
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3. Research Question RQ_03 How does the channel hopping feature of TSCH impact
various network performance metrics such as packet error ratio, throughput, and latency
under different experimental scenarios?

4. Research Question RQ_04 What are the potential benefits and bottlenecks of using
TSCH in an automotive environment?

1.5 Thesis Overview

The remainder of this thesis is organized as follows. In Chapter 2, we provide a background
about the state of the art in-vehicle networks and explain which classes of in-vehicle applica-
tions can leverage IEEE 802.15.4e TSCH standard. We also discuss about the present wireless
applications in vehicles and potential applications that can benefit from a wireless IVN. In ad-
dition, we provide sufficient background information about the research tools (Contiki 6TiSCH
software stack) that is used to study the effectiveness of TSCH in wireless in-vehicle networks.
Chapter 3 presents the related work in the field of wireless in-vehicle networks and highlights
the novel aspects of the current work. In Chapter 4, we present the set of measurement plans
that are designed to study the impact of dedicated time slots and channel hopping features
of TSCH protocol on network performance metrics. We also describe the requirements of the
test platform TP-TSCH (Test platform for evaluation and analysis of TSCH networks). In
Chapter 5, we discuss about the design choices, and the implementation details of the test
platform TP-TSCH (Test platform for evaluation and analysis of TSCH networks) that en-
ables us to execute the measurement plans. In Chapter 6, we discuss the experiments and
the results of the measurement plans. We explain the different test set-up’s that were used
to perform experiments and elucidate the results of the experiments conducted. Finally, we
summarize the conclusions of our work and present the future work in Chapter 7.

Effectiveness of TSCH in Wireless IVN 3





Chapter 2

Background

In Section 2.1, we provide a background about the state of the art in-vehicle networks and
explain which classes of present in-vehicle applications can leverage IEEE 802.15.4e TSCH
standard. In Section 2.2 and Section 2.3 we discuss about the current wireless applications
in vehicles and the potential applications that can benefit from a wireless IVN in the future.
In Section 2.4, we describe in detail the key features and working of TSCH protocol. In
Section 2.5 we describe the different protocols that are part of 6TiSCH stack. In Section 2.6,
we provide background information about the Contiki real-time operating system and how a
packet is parsed and created by the Contiki 6TiSCH stack.

2.1 Suitability of Wireless IVN

The present day wired IVN bus systems such as CAN, LIN, FlexRay, MOST, Ethernet are
designed for specific automotive application domains. For example CAN is more prevalent
in power train and body applications, and MOST is used for infotainment applications. In
the Table 2.1, we summarize the present day wired in-vehicle bus systems, the application
domains that make use of the bus system, the latency and the throughput requirements of
the application domains, the type of the traffic carry, and the maximum data rate offered by
the system. The class of the bus systems refers to the SAE [16] class, which classifies the in-
vehicle communication protocols based on the data rate and the functions that are distributed
over the network. Doo Seop Yun et al. [55] classify the type of data carried by a bus system
into low bandwidth control data, real time control data, safety data, infotainment data, and
driver-assistant cameras. They also specify the bandwidth and latency requirements based on
the application domains. The physical layer specifies the type of the medium used to carry
the data, which also plays a huge role in the throughput offered by the bus systems.

The IEEE 802.15.4e TSCH physical layer can offer an data rate up to 250 kpbs [29]. The
latencies offered by the TSCH protocol can be in the order of few milliseconds to several
hundred milliseconds based on the number of nodes present in the network and the type of
schedule used by the network. This indicates that an IEEE 802.15.4e based wireless IVN, is
best suited for applications domain that use LIN or low date rate CAN wired bus systems.
These application domains require low bandwidth, with low quality-of-service demands and
are not safety critical (comfort subsystems such as seat, mirror control etc.).

Effectiveness of TSCH in Wireless IVN 5
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Table 2.1: State of the art wired IVN protocols[16][55]

Bus Class(SAE) Domain Data rate Traffic Physical

layer

Latency Throughput Applications

LIN Class A Body 20 Kbps Control

data

Single wire High Low

Door switch unit , Climate control,

Blower regulator, flap actuators,

Heaters etc.

K-CAN Class B Body 100 Kbps Control

data

Two-Wire Low Low Seat, Climate control, TPMS etc.

PT-CAN Class B

Power train,

Chassis,

Safety

500 Kbps

Control &

Safety

data

Two-Wire Low Low Engine management, Gearbox,

Transmission, Airbag system etc.

K-CAN2 Class C Body 500 Kbps Control

data

Two-Wire Low Low Lamps, Mirror, Sunroof,

Parking distance control etc.

FlexRay Class D Chassis,

Safety

10 Mbps Control

data

Two-Wire

(Optical fiber)

Low High

Drive by wire applications

Chassis, Stability control,

Electrical power steering etc.

MOST Class D

Infotainment,

Multimedia,

Telematics

24 Mbps Infotainment

data

Two-Wire

(Optical fiber)

Low High

Audio amplifier, Head unit,

Combox, Instrument Cluster

etc

Ethernet Class D

Diagnosis,

Programming,

Safety

100 Mbps Driver assistance

cameras

Two-Wire

(Cat5)

Low High Diagnosis, Advanced Driver

assistance systems

2.2 Current Applications

In this section, we describe the current wireless IVN applications inside the modern car. The
present wireless IVN mostly finds its application in systems that are less safety critical and
have relaxed latency constraints.

2.2.1 Tire Pressure Monitoring System

The tire pressure monitoring system monitors the real-time tire pressure of vehicles, and gives
an warning when the tire is at an exceptional state to ensure the safety of driving. The
legislation bodies in United States and Europe have made these systems mandatory in the
present day car [56]. Early warning of such safety related information could help a driver
to avoid a potentially hazardous driving condition. The tire pressure monitoring system
consists of a robust tire-valve-mounted pressure sensors and radio frequency (RF) transmitters
located on the inside of each wheel. The tire pressure sensor RF transmitter periodically
transmits the tire pressure information to a wireless gateway control unit that alerts the
driver if the tire pressure is too low. Most of the tire pressure monitoring systems use ultra
high frequency (UHF) radio in one of the ‘unlicensed’ ISM bands (industrial, scientific and
medical) for transmitting the data, often around 312-315 MHz or 433.05-434.79 MHz based on
the regions [31]. Zhang et al. [56] show an implementation of a TPMS, based on the wireless
sensor network technology, that uses 2.4 GHz ISM band.
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2.2.2 Immobilizer System

The engine immobilizer is an anti-theft system that prevents the car from starting unless
an authorized key is present and has been properly matched to various components in the
vehicle [47]. The electronic key is embedded with an transponder and it transmits a low power
RF signal when inserted into the ignition switch. This signal is captured by the immobilizer
transceiver. When it detects a correct signal or code, it will enable the ignition and fuel
systems in the vehicle. The engine will only start if the code in the transponder chip embedded
inside the key matches the code in the vehicle’s immobilizer. Most of the current immobilizer
implementations uses a RF module that works on either 312-315 MHz or 433.05-434.79 MHz
ISM band of frequencies and do not contain any standard protocols [5]. Noor Hafizah et
al. [5] propose an immobilizer system with custom hardware and software implementations to
improve the security of the system further.

2.2.3 Remote Key-less System

The remote keyless system is widely used in the automobile industry to lock or unlock the
automobile’s door, trunk, and start the ignition. It comprises a handheld key fob to be held
by the driver and a set of radio transceiver devices located in the automobile. The key fob
and the radio transceiver exchange information in a wireless fashion to realize the various car
operations. The radio modules use one of the 312-315 MHz or 433.05-434.79 MHz ISM band
of frequencies to exchange information [41]. Xiao Ni et al. [41] propose a secure approach in
which encryption of the operation commands between the key fob and the radio transceiver
inside the vehicle is realized by a model of an AES algorithm computed with a fixed key and
a variable key.

2.3 Potential Applications

In this section, we describe the potential innovative applications using wireless sensor techno-
logy that can find a future in vehicles.

Volvo [53] in collaboration with Datachassi AB [12] has demonstrated a prototype anti-
theft application using a wireless sensor technology based on the IEEE 802.15.4 standard [29]
in the master thesis work of Rafael [8]. They deploy a wireless sensor network by forming an
electronic fence surrounding the truck and the trailer using ZigBee [4] technology. The network
consists of the lamps and the Telematics gateway which acts as a ZigBee coordinator. The
gateway has the intelligence to process the messages from the lamps and provides a warning
to the owner if it detects a theft attempt. The potential advantage of using a wireless sensor
network for this application is that it enables the sensors present in the trailer to communicate
with telematics gateway unit in the truck.

Indoor air quality monitoring inside the vehicles is also an interesting application that
can make use of wireless sensor technology. Research has shown that pollen and harmful sub-
stances inside a vehicle can be up to 6 times more concentrated than outside of a car cabin [45].
Wireless sensors technology can be used for monitoring the air quality and report the sensed
information to the Heating Ventilation Air Conditioning (HVAC) control unit. The HVAC
control unit can regulate the appropriate valves and perform oxygen replenishment, removal
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of moisture, odors, smoke, heat, dust, airborne bacteria, and carbon dioxide inside the vehicle.

CHOSeN (Cooperative Hybrid Objects Sensor Networks) [40] is an research project fun-
ded by the European Union. It targets to develop applications that enable the deployment
of smart wireless sensor networks in automobiles. They propose an application scenario for
advanced driver-assistant systems (ADAS) by integrating an wireless sensor inside the car
to monitor road temperature, external air humidity and temperature, tyre temperature and
pressure, braking circuit pressure etc. The application aims to assess the braking distance,
safety distance and risk level for the passengers by estimating the friction coefficient and the
efficiency of the braking system.

Jung et.al [33] show the possibility to adopt wireless sensor networks for commercial vehicle
load monitoring. It is very important for the road authorities to monitor and enforce vehicle
weight limits. The integration of vehicle load monitoring systems with wireless sensor networks
technology has a possibility of reducing installation efforts and costs, and enabling the quick
and easy configuration of data acquisition and control systems. They deploy a wireless sensor
network based system with inclinometer sensors (TI MSP430 platform [32]) and an Access
Point (AP). The inclinometer sensors measure the variation of inclination values with load
changes and report the information to the access point. The access point logs the data collected
from all these sensors and estimates the weight. The weight estimation methods used by them
using the wireless sensor technology showed an acceptable error of less than 3%.

2.4 IEEE 802.15.4e - TSCH

The IEEE 802.15.4 [29] is a standard for low-rate, low-power, and low-cost Personal Area
Networks (PANs) that defines the physical and Medium Access Control (MAC) layers of the
OSI reference model. The IEEE 802.15.4 standard was originally conceived for applications
without special requirements in terms of latency, reliability and scalability [23]. In order to
overcome these limitations, in 2008 the IEEE set up a Working Group (named 802.15e WG)
with the aim of enhancing and adding functionality to the IEEE 802.15.4 standard so as
to address the emerging needs of embedded industrial applications [1]. The IEEE 802.15.4e
standard extends the previous IEEE 802.15.4 standard by introducing new MAC behaviors
to support specific application domains. Time Slotted Channel Hopping (TSCH) is one of
the MAC behavior modes targeted at application domains such as process automation with
stringent timeliness and reliability requirements.

2.4.1 Features of TSCH

TSCH combines time slotted access, already defined in the IEEE 802.15.4 MAC protocol, with
multi-channel and channel hopping capabilities [23]. The potential benefits of these features
are discussed below:

• Time slotted access increases the potential throughput that can be achieved, by elimin-
ating collision among competing nodes, and provides a deterministic latency to applic-
ations.

• Multi-channel communication allows more nodes to exchange their frames at the same
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time (i.e., in the same time slot), by using different channel offsets. Hence, it increases
the network capacity.

• Channel hopping mitigates the effects of interference and multipath fading, thus improv-
ing the communication reliability.

Hence, TSCH provides high reliability, increased network capacity and predictable latency,
while maintaining very low duty cycles (i.e., energy efficiency). TSCH is also topology inde-
pendent as it can be used to form any network topology (e.g., star, tree, partial mesh or full
mesh) [23].

2.4.2 TSCH Terminolgies

Below we discuss the important terminologies associated with the TSCH standard and its
functions.

Slotframe: A slotframe is a collection of timeslots repeating in time. In the TSCH mode,
nodes synchronize on a periodic slotframe consisting of a number of timeslots. Figure 2.1
shows a slotframe with four timeslots. Each timeslot allows enough time for a pair of devices
to exchange a frame and an acknowledgment (Figure 2.2). If the acknowledgment is not re-
ceived within a predefined timeout, the retransmission of the data frame is deferred to the
next time slot assigned to the same (sender-destination) pair of nodes.

TSCH Link: “A TSCH link is defined as the pairwise assignment of a directed communication
between devices in a given timeslot on a given channel” [1]. Channel hopping is one of the
main features of TSCH. In principle 16 different channels are available for communication.
Each channel is identified by a channelOffset i.e., an integer value in the range. However,
some of these frequencies could be blacklisted (because of a low quality channel) and, hence,
the total number of channels Nchannels available for channel hopping may be lower than 16.

Figure 2.1: Slotframe [23]

Hence, a link between communicating devices can be represented by a two values specifying
the timeslot in the slotframe and the channel offset used by the devices in that timeslot. The
frequency f to be used for communication in a timeslot of the slotframe is derived as shown
in equation 2.1

f = F [(ASN + channelOffset)%Nchannels)] (2.1)

where ASN is the Absolute Slot Number, defined as the total number of timeslots elapsed
since the start of the network (or an arbitrary start time determined by the PAN coordin-
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Figure 2.2: Timeslot [23]

ator). The Function F can be implemented as a lookup table, by taking channelOffset, ASN
and Nchannels as input. Simultaneous communications can take place in the same timeslot,
provided that different communications use different channel offsets. Equation 2.1 implements
the channel hopping mechanism by returning a different frequency for the same link at differ-
ent timeslots [23].

TSCH Schedule: In a TSCH network, each node follows a communication schedule, once
they are synchronized with the help of enhanced beacons. The Personal Area Network (PAN)
cordinator of the network starts the TSCH association by periodically transmitting enhanced
beacons. An enhanced beacon contain topology and timing information and make sure all the
nodes in the network share the same Absolute Slot Number (ASN) as the PAN coordinator.

A TSCH schedule (Figure 2.4) is a matrix of cells, each of them indexed by a slotOffset and
a channelOffset. Each cell can be assigned to a pair of nodes, in a given direction. A scheduled
cell can be used by one or multiple pairs of devices (i.e., dedicated and/or shared) timeslots.
Figure 2.4 shows possible link schedule for data collection in a simple sensor network with a
tree topology 2.3. We have assumed that the slotframe consists of only four timeslots and
there are only five channel offsets available. We can see that the multi-channel approach us-
ing TSCH accommodate eight transmissions in a time interval corresponding to four timeslots.

Cells can be shared or dedicated. In the allocation shown in Figure. 2.4 all cells but one
are dedicated (i.e., allocated to a single device for communication). Example: The cell[2,2]
(H→D) with the channel offset 2 and the timeslot 2 allows only node H to transmit. The
IEEE 802.15.4e TSCH standard also allows shared links, i.e., links intentionally allocated to
more than one device for transmission [1]. This is the case of the cell[1,0] (E→C G→C) with
the channel offset 0 and the timeslot 1 which is allocated to both nodes E and G to perform
transmission. The simultaneous transmissions in a shared cell can result in a collision. To re-
duce the probability of repeated collisions, the standard defines an exponential retransmission
back-off algorithm TSCH CSMA-CA [1].
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Figure 2.3: A tree topology
of sensor network [23]

Figure 2.4: Link sched-
ule for data collection of
sensor network with tree to-
pology [23]

2.5 6TiSCH

The IETF 6TiSCH working group [19] was formed in November 2013 to ‘glue’ together a link-
layer standard offering industrial performance in terms of reliability and power consumption,
and an IP-enabled upper stack. They define a custom protocol stack suitable for low-power
lossy industrial wireless networks by combining protocols already defined by the IEEE 802.15,
6LoWPAN, ROLL and CoRE IETF Working Groups at various layers of the protocol stack.
They focus on enabling these different protocols to inter-operate with each other by defining
a complete network stack called IPv6 over the TSCH mode of IEEE 802.15.4e (6TiSCH). The
6TiSCH stack provides IPv6 (network layer) over the TSCH mode of IEEE 802.15.4e (link
layer) to enable the adoption of IPv6 in industrial standards and to converge Operational
Technology (OT) with Information Technology (IT). Figure2.5 [37] summarizes the protocols
specified by 6TiSCH at various layers of the network stack. Below, we elucidate the protocols
specified at each layer of the 6TiSCH network stack and its key functions.

2.5.1 Application Layer

COAP: The IETF Constrained Application Protocol (CoAP) [34] is an application-layer pro-
tocol designed to provide a REST-like interface, but with a lower cost in terms of bandwidth
and implementation complexity than HTTP based REST interfaces. CoAP provides a re-
quest/response interaction model between application endpoints, supports built-in discovery
of services and resources, and includes key concepts of the Web such as URIs and Internet
media types. CoAP is designed to easily interface with HTTP for integration with the Web
while meeting specialized requirements such as multicast support, very low overhead, and
simplicity for constrained environments [27].

2.5.2 Transport Layer

UDP: The User Datagram Protocol (UDP) is a connectionless lightweight transport layer
protocol. The lack of overhead in comparison to the Transmission Control Protocol (TCP),
makes it an ideal candidate for real-time deterministic low latency operations. It also enables
COAP to support multicast (one-to-many communication) and convergecast (many-to-one
communication) traffic patterns.
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Figure 2.5: 6TiSCH stack [37]

2.5.3 Network Layer

IPv6: IP version 6 (IPv6) is a new version of the Internet Protocol, designed as the successor
to IP version 4 (IPv4). With the advent of the Internet of Things (IOT), it is expected that
more than 20 billion of devices will be connected to the Internet [9]. This has created a need
for additional blocks of IP addresses. IPv6 increases the IP address size from 32 bits to 128
bits, to support more levels of addressing hierarchy, a much greater number of addressable
nodes, and simpler auto-configuration of addresses [26].

ICMPv6: The Internet Control Message Protocol for Internet Protocol version 6 (ICMPv6)
is used by IPv6 nodes to report errors encountered in processing packets, to perform other
internet-layer functions, such as diagnostics (ICMPv6 “ping”) and to perform neighbor discov-
ery. The neighbor discovery protocol is responsible for address auto-configuration of nodes,
discovery of other nodes on the same link, determining the link layer addresses of other nodes
(address resolution), duplicate address detection, finding routers for paths to other networks,
address prefix discovery, and maintaining reachability information about the paths to other
active neighbor nodes [25].

RPL: RPL is the standard IPv6 routing protocol for low-power and lossy networks (LLNs)
[28]. It has been built specifically to support the requirements of LLNs which exhibit special
characteristics such as: limited energy, limited processing capabilities and highly dynamic
topologies. RPL builds Directed Acyclic Graph (DAG) representation of the network, with
the possibility of having multiple DAGs for the same network but for different routing criteria
such as estimated transmission count (ETX), latency, hop count, node power, etc. A DAG is
a tree-like structure with a single root node, which has no parents and usually represents a
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border router. RPL supports three modes of traffic [28]: point-to-multipoint (i.e. multicast)
such as downlink traffic from root to children, multipoint-to-point (i.e. convergecast) such as
uplink traffic from children to root and point-to-point (i.e. unicast).

2.5.4 Adaptation Layer

6LoWPAN: 6LoWPAN is an adaptation layer working on top of the IEEE 802.15.4 MAC,
which provides the following services to support IPv6 seamless operation [52]: fragmentation
and defragmentation of IPv6 packets (Maximum Transmission Unit ≤ 1280 bytes) so they can
be carried over multiple IEEE 802.15.4 packets (Maximum Transmission Unit ≤ 127 bytes)
of payload, compression and decompression of the IPv6 header to reduce the transmission
overhead. It can compress the 40 bytes IPv6 header to as little as 4 bytes [39]. The 6LoWPAN
adaptation layer enables using IPv6 with a small overhead in terms of: code size (12-22K),
RAM requirements (4K) and header size (2-11 bytes) [39].

2.5.5 Link Layer

IEEE 802.15.4e TSCH: We explain the protocol in detail in Section 2.4

6TOP: The 6TiSCH Operation Sublayer (6TOP) is the adaptation sublayer between TSCH
and upper layers like IPv6, 6LoWPAN and RPL. It provides a set of functionalities that
includes: providing feedback metrics from cell states to network layers, which helps in making
routing decisions, enabling the configuration of internal TSCH queuing, the size of buffers
and the packet priorities. It also provides set of interfaces for decentralized, centralized or
hybrid scheduling algorithms running at the application layer to form a TSCH schedule at
run time [24].

2.6 Contiki

Contiki [20] is an open source, real-time operating system for networked, resource-constrained
systems with a particular focus on low-power wireless Internet of Things devices. Contiki
3.X [10] supports standardized low-power IEEE protocols at the link layer (IEEE 802.15.4,
IEEE 802.15.4e TSCH). At the network layer and application layer it supports standardized
IETF protocols (IPv6, TCP, UDP, RPL, ICMP, COAP, 6LoWPAN). In addition it provides
radio drivers for a variety of sensor motes and smart objects hardware platforms. All these
features makes it an indispensable presence in the future Internet of things ecosystem.

2.6.1 Process and Events

The Contiki operating system is implemented in C and consists of an event-driven kernel, on
top of which application programs can be dynamically loaded and unloaded at run time [20].
All the application programs in Contiki are implemented as Contiki processes. The code
in Contiki runs in one of two execution contexts: cooperative or preemptive [11]. Contiki
processes run in the cooperative context, whereas interrupts and real-time timers run in the
preemptive context. Contiki processes are implemented as event handlers and run to com-
pletion if not interrupted by real time tasks and interrupts. As shown in Figure 2.6, Process
B can be executed only after Process A runs to completion and cannot preempt Process A.
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Process A runs in the cooperative context. When an interrupt arrives at time t2, it preempts
Process B and once it completes its execution, Process B resumes its execution. Interrupt-1
runs in the preemptive context.

Figure 2.6: Scheduling context in contiki

In addition to protothreads, Contiki also supports per-process optional preemptive multi-
threading and inter-process communication using message passing with the help of events and
polling. There are two types of event that can be posted by a Contiki process: the synchronous
and the asynchronous event. When an asynchronous event is posted by a process A to process
B, the event is put on the kernel’s event queue and delivered to the receiving process B at
some point later. When a synchronous event is posted by process A to process B, the event
is immediately delivered to the receiving process. A poll request is a special type of event to
make a process to be scheduled as quickly as possible. Interrupt handlers make use of this
poll request to check the status of hardware devices.

2.6.2 Contiki 6TiSCH stack

The Contiki network stack implements the protocols specified by the 6TiSCH standard at
various layers of the OSI model. Contiki implements the functions of each protocol as a set
of services [20]. The higher layers in the stack can make use of the services of the lower layer.
In this section, we describe how a packet is parsed and created by the network stack.

Packet parsing through the stack: Contiki has a special set of buffers through which a
packet traverse. These buffers vary in size and are used by the different layers of the stack as
the packet moves from link layer to application layer. The packet buffer has a size equal to
a single IEEE 802.15.4 MAC frame (127 bytes) and is used by the TSCH MAC layer. The
sicslowpan buffer has a size equal to the maximum transmission unit of IPv6 (1280 bytes) and
is used by the 6LoWPAN adaptation layer to store the IP packets after decompression. uIP
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buffer has a size equal to the maximum transmission unit of IPv6 (1280 bytes) and is used
by the UDP transport layer and the IPv6 network layer. In addition to the buffers which
holds a single packet, Contiki also supports queue buffers which store more than one packet.
Table 2.2 below explains how a packet is parsed from a link layer to the application layer. An
incoming packet is typically moved from the radio receive buffer to the packet buffer. Once
the link layer parses the header of the packet received and 6LoWPAN layer performs header
decompression, the packet is moved from the packet buffer to the sicslowpan buffer. Once all
the fragments of the IP packet arrive the packet is moved from the sicslowpan buffer to the
uIP buffer. Once the network layer parses the IP header and the transport layer parses the
UDP header, the packet is delivered to the appropriate application.
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Table 2.2: Packet parsing through Contiki 6TiSCH stack

OSI Model Contiki Net Stack Functions

Link Layer
RADIO: MICROMAC-RADIO
/platform/jn5168/dev/micromac-radio.c

In the TSCH mode of operation, radio interrupts are disabled by Contiki.
The node which intends to receive a packet wakes up in the time slot
based on its TSCH schedule with the help of timer interrupts and
polls the radio for any incoming packet. It copies the packet from the
radio receive buffer to ring buffer and polls the tsch_pending_events-
_process() function.

MAC: TSCH
/core/net/mac/tsch/tsch.c

tsch_pending_events_process(): It parses the input packet by calling the
framer_802154.parse() function and obtains the packet attributes to check
whether the packet is intended for it and also performs duplicate packet
detection with the help of sequence numbers. It then calls the
sicslowpan_driver.input() function.

Network Layer
Adaptation: 6LoWPAN
/core/net/sicslowpan.c

sicslowpan_driver.input (): The 6lowpan packet is put in the packet buffer
by the MAC. Irrespective of whether it is a frag1 (first fragment)
or a non fragmented packet, first the IP header is decompressed. The
6lowpan payload and the uncompressed IP header are then copied in
sicslowpan buffer. If the IP packet is complete it is copied to the uIP buffer
and calls the tcpip_input() function, else it waits for the other fragments
of the IP packet to arrive and then calls the tcpip_input() function.

Network: IPv6
/core/net/tcpip.c

tcpip_input(): Once a packet is present in the uIP buffer with a uip_length
greater than zero, the input handler function, uip_input(), is invoked
by the main control loop. The input handler function parses the
packet in the uIP buffer to check the IP header and checksum. It checks if
the packet is destined for its IP address and if the protocol field in the
header matches (UIP_PROTO_UDP = 0x11) then it calls the udp_input
function and copies the packet to udp buffer.

Transport Layer Transport: UDP
/core/net/uip.c

udp_input: This function performs a UDP header checksum check and
checks if the UDP destination port number in the udp buffer is non zero. It
de-multiplexes the UDP packet between the multiple, active UDP
connections based on the destination port, source port and source IP address.
After identifying the matching UDP connection it forwards it to the
application associated with the matching connection, UIP_UDP_APPCALL().

Application Layer Application: COAP
/apps/er-coap-13/er-coap-13.c

coap_parse_message(): It parses the CoAP requests to identify the type
of transaction, type of resource and method, if it acts as a COAP
server.

Packet formation through the stack :
An application which intends to send an IP packet binds an UDP port and sends a service
request to the transport layer (UDP). The transport layer (UDP) and the network layer
(IP) add appropriate header information to the application payload and copy the packet to
uIP buffer and send a service request to the 6LoWPAN adaptation layer. The 6LoWPAN
adaptation layer performs a header compression and fragments the payload to smaller packets
if necessary to ensure that the fragmented packets are not greater than the maximum IEEE
802.15.4 MAC frame size of 127 bytes. After this process, the 6LoWPAN adaptation layer
copies the packet which is ready to be sent into the packet buffer and sends a service request
to the TSCH MAC layer. The TSCH MAC layer adds the IEEE 802.15.4 MAC header and
copies the packet from the packetbuffer to the queue buffer of the destination neighbor. The
packet stays in the queue until a scheduled timeslot is available to transmit a packet to the
destined neighbor. The packet is then moved from the neighbor queue to the radio transmit
buffer and is then pushed in the air. Table 2.3 below explains the packet creation process of
the Contiki stack.
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Table 2.3: Packet formation through Contiki 6TiSCH stack

OSI Model Contiki Net Stack Functions

Application Layer Application: COAP
/apps/er-coap-13/er-coap-13.c

The Coap based application creates a packet with COAP header and payload
and calls the coap_send_message() function which creates a UDP
connection with the destination port and the address and calls uip_udp-
_packet_send() function.

Transport Layer Transport: UDP
/net/uip-udp-packet.h

uip_udp_packet_send(): This function copies the packet into the uIP
buffer and adds the UDP and IP header. Once the above steps
are done it calls the tcpip_ipv6_output() function.

Network Layer
Network: IPv6
/core/net/tcpip.c

tcpip_ipv6_output(): This function checks the route to the destination
address and calls the sicslowpan_driver.output() function.

Adaptation: 6LoWPAN
/core/net/sicslowpan.c

sicslowpan_driver.output (): The IP packet is initially in uIP buffer. Its
header is compressed and if necessary the packet is fragmented. The
resulting packet/fragments are put in the packet buffer and delivered to
the TSCH MAC by calling the tschmac_driver.send() function.

Link Layer
MAC: TSCH
/core/net/mac/tsch/tsch.c

tschmac_driver.send(): This function calls the NETSTACK_FRAMER.create()
function to add IEEE 802.15.4 specific MAC header to the IP packet
and copies the packet in packet buffer to the neighbor queue. Later,
when a suitable TSCH slot is executed (interrupt context, CPU
awoken from the timer), the packet will be actually sent by calling the
micromac-radio.prepare() function followed by the micromac-
radio.transmit()function.

RADIO: MICROMAC-
RADIO
/platform/jn5168/dev/micromac-radio.c

micromac-radio.prepare(): This function pushes the packet into the radio
transmit buffer from the queue. The micromac-radio.transmit() function
pushes the packet in the air.
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Related Work

In Section 3.1, we present the related work in the field of wireless in-vehicle networks and
time-slotted channel hopping. In Section 3.2, we highlight the novel aspects of the current
work.

3.1 Summary

There have been several studies conducted on the reliability of using wireless sensor technolo-
gies in vehicles. Researchers have explored the suitability of different low power and low date
rate and high date rate wireless standards that operate in unlicensed ISM band frequencies.
These technologies include IEEE 802.15.4, Bluetooth Low Energy, RFID, and Ultra Wideband
(UWB).

3.1.1 IEEE 802.15.4 based IVN

ElBatt et al. [22] evaluate the suitability of the IEEE 802.15.4 standard based wireless IVN.
They show that IEEE 802.15.4 beacon enabled mode with limited guaranteed time slots cannot
support a latency smaller than 15.9 ms (packet size = 17 bytes) for a star network of any size.
This limitation is because of the minimum superframe duration and guaranteed time slots
supported by the IEEE 802.15.4 standard. This limitation is handled in IEEE 802.15.4e
TSCH, an enhanced version of IEEE 802.15.4. D’Errico et al. [13] characterize channels in
two ISM bands at 2.4 GHz and 868 Mhz in an in-vehicle environment. They show that path
loss for most locations do not exceed 75 dB and vary based on the node location and antenna
orientation. They also identify that the coherence bandwidth is larger than 5 MHz in 72%
of the measured scenarios, which indicates that communications using a single channel of the
IEEE 802.15.4 standard will experience frequency flat fading. Elischa et al. [21], investigate
the reliability of IEEE 802.15.4 wireless links inside a vehicle, using NXP’s JN5148 platform.
They use a star topology with one coordinator and eight end nodes and study the link quality.
The end nodes were placed at various positions inside the vehicle, in the engine compartment,
in the trunk and on the roof. They perform link quality tests under different experimental
scenarios such as parking and driving. They show that most of the links have a packet error
rate below 1%. They also highlight that the nodes located in the engine compartment have a
poor link quality and highlight the need for multi-hop topologies to improve the reliability of
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the link further. Tsai et al. [49] study the feasibility of using a ZigBee based wireless IVN and
show that most of the links offer a goodput of 99.98%. They show that engine noise can cause
a power level drop of 2-4 dBm. They devise an adaptive transmit power strategy to provide
tolerance against fading and external interference based on Received Signal Strength Indicator
(RSSI) and Link Quality Index (LQI) values. They also show that the coherence time of 2.4
GHz in-car channel is in the order of a few seconds (in a driving scenario) to hundreds of
seconds (in a parking scenario). This indicates that the in-vehicle channels are slow fading
channels.

Hashemi et al. [30] study the advantages of using a multi-hop topology over single hop star
topology in an in-vehicle environment. They use a Collection Tree Protocol (CTP) with the
coordinator as root. The collection tree protocol is reactive and adjusts the collection routes
based on the link quality. They use estimated transmission count (ETX) as a link quality
metric to form routes. They perform experiments under various test environments such as
parking and driving, in the presence of WiFi interference. They identify that the collection
tree protocol is reactive to different test scenarios and forms multi-hop topologies in the pres-
ence of interference. They show that CTP can achieve a reliability of 95% (goodput) under
all experimental scenarios, whereas the reliability of a single hop star topology can be as bad
as 78% (goodput).

3.1.2 Other technologies suitable for IVN

Several studies [42] [50] show that UWB is the most suitable technology for in-vehicle network.
UWB can meet high reliability and robustness requirements of in-vehicle sensors under harsh
environments and in addition can be energy efficient. The large bandwidth of UWB provides
resistance to multi-path fading, interference and power loss due to non-line of sight. All these
features are hugely beneficial for wireless IVN. Bas et al. [7] perform channel modeling using
UWB modulation technologies in vehicles and show the characteristics and identify path loss
exponent for different node locations.

Mikhaylov et al. [38] compared three wireless technologies; BLE, IEEE 802.15.4 and Sim-
pliciTI. They show that BLE offers better throughput in comparison to IEEE 802.15.4. In
addition they highlight BLE devices are cheaper and more energy efficient than IEEE 802.15.4
devices. However one of the major disadvantages of using BLE is the restrictions concern-
ing the BLE network’s topology. This limitation is likely to be changed in the future BLE
standard. Segers et al. [48] study the suitability of BLE in automotive applications and they
develop a platform model that provides the end-to-end-latency of BLE messages and the prob-
ability that this will occur, based on the size of the packets, the Bit Error Rate, the distance
and the number of retransmissions allowed. They show that BLE is suitable for automotive
applications with relaxed latency constraints in the order of 100 ms or larger. Lin et al [35]
show that BLE outperforms ZigBee [4] technology in the context of a wireless IVN when WiFi
interference exists in the car. They simulate continuous WiFi traffic by using two laptops
and set up a FTP client and server session between them. They show that ZigBee suffers
a goodput degradation of 28% in the presence of WiFi interference inside the car when the
ZigBee channel overlaps with the WiFi Channel. They indicate that ZigBee using a single
IEEE 802.15.4 channel shows poor performance in comparison to BLE as they do not employ
channel hopping technique.

20 Effectiveness of TSCH in Wireless IVN



CHAPTER 3. RELATED WORK

3.1.3 IEEE 802.15.4e TSCH MAC

The enhanced version of IEEE 802.15.4, IEEE 802.15.4e that includes new network struc-
tures and functionalities to meet a variety of application requirements in Low Rate-Wireless
Personal Area Networks. They introduce new MAC behavior modes to accommodate these
requirements. It address the limitation of IEEE 802.15.4 such as limited guaranteed time slots
and no channel hopping. IEEE 802.15.4e provides five different types of mode as follows: (i)
TSCH: time-slotted channel hopping for high throughput requirements,(ii) LLDN: low latency
deterministic network for high reliability and low latency, (iii) DSME: deterministic and syn-
chronous multichannel extension for deterministic latency and scalability requirements, (iv)
RFID: radio frequency identification (e.g., Blink) for item and people identification, location,
and tracking, (v) AMCA: asynchronous multichannel adaptation for infrastructure monitoring
networks. Time slotted channel hopping MAC behavior mode provides deterministic latency
by providing dedicated time slots and channel hopping to mitigate interference techniques
which can be highly beneficial in a harsh in-vehicle environment. Gaglio et al. [23] compare
the beacon enabled and the non-beacon enabled modes of IEEE 802.15.4 with the TSCH mode
by using a Star topology and perform a set of simulation experiments using the ns2 simulation
tool. They show that TSCH provided 100%delivery ratio, with low (and fixed) latency and
minimal energy consumption. They also highlight that non-beacon enable mode outperforms
beacon enabled mode. This is because the periodic beacon synchronizes the nodes, and all the
nodes contend for channel access after receiving a periodic beacon increasing the probability
of collision and back off.

Peng-du et al. [18] show adaptive channel hopping techniques by blacklisting channels with
poor link quality. They periodically scan the noise floor of all the available channels in the 2.4
GHz spectrum and use RSSI as a metric to assess the channel quality. Technologies such as
Bluetooth Low Energy also use adaptive channel hopping techniques to stay away from the
poor channels based on link quality metrics such as RSSI and PER. Baccour et al. [6] present
the state of the art link quality estimation techniques which can be used to assess whether
a link is in a connected region or in a transitional or in a disconnected region. In connected
regions, links are of good quality, stable and symmetric. These regions have a Packet Error
Ratio (PER) of less than 10% and are correlated spatially and temporally. In transitional
regions, links are of intermediate quality, unstable and asymmetric. They have an average
PER between 10% and 90%. Disconnected regions have poor link quality and are out of com-
munication zone.

TSCH network needs to ensure that all nodes stay synchronized after they join the TSCH
network. Stanislowski et al. [38] propose a technique which measures and models the relative
clock drift between neighbor motes, thereby reducing the effective drift rate. Instead of re-
synchronizing at a preset rate, neighbor motes resynchronize only when needed. This reduces
the minimum achievable duty cycle of an idle network by a factor of 10, which in turn lowers
the mote power consumption and extends the network lifetime.

3.2 Novelty

In this section, we describe the limitations of the existing work and the novel aspects of our
work in the field of wireless IVN.
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Limitations

1. Most of the work is focused on characterizing the physical layer behavior of the in-vehicle
channels. The impact of MAC parameters such as retransmissions on the link quality
have not been studied.

2. The effectiveness of channel hopping techniques and dedicated time slots using IEEE
802.15.4 based physical layer have not been studied.

3. The influence of packet sizes on the link quality have not been studied.

4. The influence of using dynamic routing protocol such as RPL [28] on the link quality in
an in-vehicle environment have not been studied.

5. The performance aspects of enhanced beacon advertisement protocol used for TSCH
association in an in-vehicle network have not been studied.

6. The need for dynamic link scheduling algorithms in an in-vehicle environment have not
been studied.

Time slotted channel hopping is a relatively new standard, which has not been tested
in an in-vehicle environment. Our work will focus on identifying the potential advantages
and limitations of using this technology in an in-vehicle environment under the influence of
different network parameters such as transmit power, packet size, retransmissions, channel
hopping, TSCH schedule. Our thesis focuses on handling limitations 1, 2, and 3. We design
a set of measurement goals in Chapter 4 to study the influence of MAC level parameters
such as retransmissions, influence of packet size, effectiveness of dedicated time slots and
channel hopping on the link quality. We implement a test platform (Chapter 5) to study the
measurement goals in different test set-up’s. We conduct experiments (Chapter 6) in different
test set-up’s under different experimental scenarios and analyze the outcomes to study the
above mentioned measurement goals.
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Chapter 4

Test Platform Requirements

In the Section 4.1, we list the set of goals to study the impact of dedicated time slots, channel
hopping features of TSCH protocol, and influence of transmit power, retransmissions, and
packet size on link quality derived from our research questions. In the Section 4.2, we explain
the topology that we use to study our measurement goals and the role of each nodes in the
network. In the Section 4.3, we describe the data dissemination and data collection commu-
nication primitives that will be used to study the link quality. In the Section 4.4, we define
the link quality metrics used for our experimental analysis. In the Section 4.5, we design two
measurement plans that will be executed in vehicles and on table top tests. In the Section 4.6,
we list down the set of requirements of the test platform TP-TSCH (Test Platform for evalu-
ation and analysis of TSCH networks) that enables us to execute the designed measurement
plans.

4.1 Measurement Goals

To answer each of our research questions introduced in Section 1.4, we design a set of meas-
urement goals corresponding to each question. Below we introduce some basic definitions,
which help us to understand the measurement goals. The metrics calculation and definition
are explained in detail in Section 4.4.

• Dedicated time slot: A node understands from its TSCH schedule (Section 2.4.2),
whether it needs to perform a transmission or reception during a time slot. During
a dedicated time slot, the channel access is given only to a single node to perform
transmission.

• Shared time slot: During a shared time slot, the channel access is given to more than
one node to perform a transmission. This can lead to collision. TSCH employs an
exponential CSMA back-off mechanism [1] to avoid collisions.

• Packet Error Ratio (PER): It gives a measure of the relative number of packets lost in
a link.

• Arbitrary Throughput: It gives a measure of the total number of (payload) bytes that
are successfully transmitted within a time window.
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• End-to-End latency: The time taken for a packet to travel from the application layer of
one node to the application layer of another node.

• Stable and unstable link: A stable link is one whose packet error ratio is less than 10%.
An unstable link is one who packet error ratio is greater than 10%.

4.1.1 Research Question RQ_01

How does the dedicated time slots feature of TSCH impact various network performance met-
rics such as packet error ratio, throughput, and latency under different experimental scenarios?

Measurement Goal MG_Dedicated_Timeslots
In measurement goal MG_Dedicated_Timeslots, we investigate the effectiveness of the links
with dedicated time slots over the shared timed slots of TSCH protocol on link quality metrics:
end-to-end latency, PER, and throughput.

Expected Outcome
Dedicated time slots should provide bounded latency, reduce PER and improve throughput
by avoiding collisions under all experimental scenarios.

4.1.2 Research Question RQ_02

How does the various network configurations such as transmit power, packet size, retransmis-
sions influence the TSCH network performance metrics under different experimental scenarios?

Measurement Goal MG_Tx_Power
In measurement goal MG_Tx_Power, we study the influence of the transmit power on the
links with dedicated time slots of TSCH protocol on link quality metrics: end-to-end latency,
PER, and throughput.

Expected Outcome
Increasing the transmit power of a link with dedicated time slots, should significantly increase
the link quality of unstable links under all experimental scenarios.

Measurement Goal MG_Retransmissions
In measurement goal MG_Retransmissions, we study the influence of the retransmissions on
the links with dedicated time slots of TSCH protocol on link quality metrics: end-to-end
latency, PER, and throughput.

Expected Outcome
Enabling retransmissions should significantly reduce the packet error ratio of unstable links
under all experimental scenarios. However it must increase the average end-to-end latency
and hence should not improve throughput of the link.

Measurement Goal MG_Packet_Size
In measurement goal MG_Packet_Size, we study the influence of the packet size on links
with dedicated time slots of TSCH protocol on link quality metrics: end-to-end latency, PER,
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and throughput.

Expected Outcome
Increasing the packet size of a link with dedicated time slots, should decrease the link quality
of unstable links under all experimental scenarios. However stable links should not be affected
by packet sizes.

4.1.3 Research Question RQ_03

How does the channel hopping feature of TSCH impact various network performance metrics
such as PER, throughput, and latency under different experimental scenarios?

Measurement Goal MG_Channel_Hopping
In measurement goal MG_Channel_Hopping, we study the influence of the channel hop-
ping on links with dedicated time slots of TSCH protocol on link quality metrics: end-to-end
latency, PER, and throughput.

Expected Outcome
Channel hopping should significantly increase the link quality of unstable links. However it
should not affect stable links.

4.1.4 Research Question RQ_04

What are the potential benefits and bottlenecks of using TSCH in an automotive environment?

We use the outcome of our previous research questions, to answer this question.

4.2 Network Topology

We use a star topology (Figure 4.1), where each end node is connected to a central coordinator
with a point-to-point connection. We choose a star topology for our experiments for the below
mentioned reasons:

• We are interested in characterizing the link quality using the TSCH protocol and study
its effectiveness. Hence, the wireless sensor nodes have to send their data each time
along the same propagation path. This leads to the mandatory use of a star topology
with static routing, in which the network allows each connected device only to commu-
nicate with the coordinator. For example, in a tree or mesh network, each device can
potentially use any of its neighboring devices to relay the message to the final destination
device when the direct propagation path fails, causing different links to be used and our
measurements and conclusions to no longer correlate to a single link. We disable the
IPv6 Routing Protocol for Low-Power and Lossy Networks (RPL) [28] routing protocol
of Contiki 6TiSCH stack that builds a tree topology with the coordinator as a root.

• The potential wireless in-vehicle applications which Volvo [53] (DEWI [14] project part-
ner of NXP [44]) have in mind will leverage this topology.

Below we describe the functions of each component present in our network topology (shown
in Figure 4.1):
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<<IEEE 802.15.4e TSCH Link>> <<IEEE 802.15.4e TSCH Link>>
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                   <<device>>
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<<device>>
End node: JN5168 mote
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coordinator.jn5168.bin

                  
<<device>>

Coordinator: JN5168 mote

Figure 4.1: Star topology UML deployment diagram

• Coordinator/Gateway node: The central hub of the star network acts as a TSCH
coordinator. It acts as a time source for all the end nodes. It broadcasts enhanced
beacons [1] to form a TSCH network. It can periodically share control information to
the end nodes or request specific information from the end nodes. The coordinator is
a JN5168 dongle. It can be potentially used in conjunction with the wireless gateway
electronic control unit in the present electrical/electronics architecture of a vehicle.

• End Node/Sensor node: End nodes of the star network form a point-to-point connec-
tion with the coordinator. The end nodes share the sensed information periodically to
the coordinator and respond to specific requests from the coordinator. The coordinator
is a JN5168 dongle. The end nodes can be mapped to the potential sensing nodes in the
present electrical/electronics architecture of a vehicle.

• Laptop/PC: Laptop/PC is used as human interface to send commands to the coordin-
ator and log the data exported by the coordinator via the serial interface. The coordin-
ator, is interfaced to a laptop PC through a USB port. This device can be mapped to a
wireless gateway electronic control unit in the present electrical/electronics architecture
of a vehicle making the data accessible to other wired control units.

4.3 Workload

To quantify the link characteristics in both directions, i. uplink: coordinator to end nodes, and
ii. downlink: end nodes to coordinator, we consider two types of communication primitives:

• Data Dissemination: In case of data dissemination, the coordinator broadcasts test
packets to all the end nodes at fixed intervals. This communication primitive is analogous
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to the traffic pattern of a coordinator sending control information periodically to the
end nodes.

• Data Collection: In case of data collection, all the end nodes unicast test packets to the
coordinator at fixed intervals. This communication primitive is analogous to the traffic
pattern of all end nodes sending a sensed information periodically to the coordinator.

4.4 Metrics

Below we define the various metrics that we use to perform comparative analysis of operating
at different network settings.

4.4.1 Packet Error Ratio

It gives a measure of the relative number of packets lost in link. We define the following
variables:

• A = Total number of packets transmitted by the coordinator during data dissemination
tests at the application layer.

• B = Total number of packets received by the end node during data dissemination tests
at the application layer.

• C = Total number of packets transmitted by the end node during data collection tests
at the application layer.

• D = Total number of packets received by the coordinator from the specific end node
during data collection tests at the application layer.

We define the packet error ratio (PER) of uplink and downlink using the above variables.

PERuplink = (A−B)/A (4.1)

PERdownlink = (C −D)/C (4.2)

4.4.2 Queuing Loss

This metric measures the total number of packets that are dropped due to a MAC neighbor
queue overflow. The queuing loss can occur only when retransmissions are enabled in case of
the data collection tests. This is because end nodes unicast data packets to the coordinator.
A lost packet stays in the queue until the subsequent retransmissions are successful or until
the maximum retransmission attempts for the packet elapses. When the packet arrival rate is
greater than the packet departure rate at the queue due to a poor link quality, a queuing loss
may occur. This is not applicable for the data dissemination tests, as we perform a broadcast
and there is no MAC level retransmissions for broadcast packets. The maximum number of
packets a MAC neighbor queue can hold is set to 32 for our experiments.

4.4.3 Length of burst packet losses

The length of burst packet losses is the number of consecutive packets losses on a link.
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4.4.4 Arbitrary Throughput

This gives an indication of the total number of packets received within a time window for data
collection tests. We set the time window to a value of 10 seconds (TEST_PACKET_COUNT
∗ PACKET_INTERVAL = 100 * 100 ms = 10 seconds). When retransmissions are disabled
throughput is functionally equivalent to the metric packet reception ratio (PRR = 100 -
PER). However when retransmissions are enabled, the number of applications packets that
are received within a time window can be less for a high PRR. To capture this information
we use this metric. We define the variables below to calculate the throughput:

• T = Total number of packets received by the coordinator from an end node within the
throughput time window (10 s)

• U = Packet size in bits

Throughputdownlink = T ∗ U (4.3)

4.4.5 End-to-End latency

The end-to-end latency is the time taken for a packet to travel from the application layer of
one node to the application layer of another node. We define the following variables:

Figure 4.2: End to End latency

• Processing time at node A, Pa= Time taken to push a packet from the application layer
to the TSCH MAC layer.

• Queueing time at node A, Qa = Time spent by the packet in the buffer (specifically, the
TSCH neighbor queue) before transmission.

• Propagation time + Transmission time, Pt = Time taken for the packet to travel from
one node to the other node.

• Queueing time at node B, Qb = Time spent by the packet in the ring buffer before it
can be handled by higher layers.
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• Processing time at node B, Pb = Time taken for the received packet to reach the applic-
ation layer from the TSCH MAC layer.

As shown in Figure. 4.2 the end-to-end latency can be calculated using Formula 7.1:

End− to− EndLatency = Pa +Qa + Pt + Pb +Qb (4.4)

4.5 Measurement Plan

The measurement goals defined in the Section 4.1 necessitates the need to vary different
network parameters such as TSCH schedule, transmit power, packet size, retransmissions,
and channel hopping to study its influence on the link quality. We design two measurement
plans, to study these measurement goals by sweeping a parameter over a range of values, while
keeping the other parameters constant. It indicates the set of parameters that will be varied
in the different layers of the network stack. We use the measurement plan as a tool to perform
experiments in-vehicle and on a table top. Below we describe the measurement plans in detail.

4.5.1 Measurement Plan MP_Single_Channel

In measurement plan MP_Single_Channel, we study the influence of dedicated time slots,
transmit power, packet size, retransmissions by varying test parameters : TSCH schedule,
transmit power, packet size, and retransmissions. We disable the channel hopping feature of
TSCH and operate in single channel, as we are interested to quantify the benefits of having
dedicated time slots. Hence in measurement plan MP_Single_Channel, TSCH is reduced to
simple Time Division Multiple Access (TDMA) scheme in the absence of channel hopping.
This measurement plan helps us to study measurement goals MG_Dedicated_Timeslots,
MG_Tx_Power, MG_Retransmissions, and MG_Packet_Size. Below we explain in detail
the parameters that are fixed and the parameters that are sweeped at each layer of the Contiki
network stack.

Application Layer

The test packets we use for our experiments are created at the application layer. We
introduce a variable payload portion at the application layer. It helps us to change the packet
size which we transmit. The payload at the application layer contains a fixed portion and a
variable portion. The fixed portion of the payload contains sequence number (2 bytes) and
the message identifier (2 bytes). We sweep the variable portion of the application payload
over three different sizes: 8 bytes, 32 bytes, and 80 bytes. When the packet passes through
the other layers of the stack, it adds its own header (UDP, IP, MAC). The total header length
is 30 bytes if it is unicast packet, and 25 bytes if it is a broadcast packet. In addition, a 6-byte
packet overhead (Preamble and Start of Frame Delimiter Synchronization header (SHR), and
Frame Length PHY header (PHR)) is also added to the packet before transmission at the
physical layer. After the addition of the respective headers, the actual packet size of a unicast
packet corresponding to application payloads sizes(12, 36, and 84 bytes) is 48 bytes, 72 bytes
and 120 bytes. In case of the broadcast packet, the actual packet size can take values 43 bytes,
67 bytes and 115 bytes. The packet format for broadcast and unicast packet are shown in
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Figure 4.3.

Application 
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Application payloadUDP + IP + MAC 
header SHR + PHR

Unicast packet size
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8 /32/80 bytes2 bytes 2 bytes

Sequence IDMessage ID Variable Portion

Figure 4.3: Packet format

MAC Layer

At the MAC layer we have two test parameters: TSCH schedule and retransmissions. In
case of the TSCH schedule, we sweep over two static schedules (i). dedicated time slots and
(ii). shared time slots. The schedule with dedicated timeslots ensures all the nodes have a
dedicated time slot to perform a transmission. The shared time slots schedule emulates the
beacon enabled mode of 802.15.4 [29] without guaranteed time slots. The time slots are shared
by more than one node and uses the CSMA back-off mechanism to overcome collisions. In
case of retransmissions, we sweep over two possible settings. One where the maximum retries
is set to 0. This means we disable retransmissions under this setting. In the alternate setting,
we set the maximum retransmissions a node can perform to an arbitrary value of 5. We use
this as baseline to study the impact of retransmissions.

Physical Layer

We sweep the transmitting power of the sensor nodes to three different values (-24dBm,
-12dBm, and 2.5dBm). Since we disable channel hopping, we use a single channel for commu-
nication.

The total number of test combinations executed by measurement plan MP_Single_Channel
by sweeping test parameters of our interest equals 36 (2 (TSCH schedule) ∗ 2 (retransmissions)
∗ 3 (transmit power) ∗ 3 (packet size) = 36). Hence measurement plan MP_Single_Channel
executes 36 test cases with unique test settings. Table 4.1 summarizes the configuration of
the stack when measurement plan MP_Single_Channel is executed.

4.5.2 Measurement Plan MP_Channel_Hopping

In measurement plan MP_Channel_Hopping, we enable channel hopping. We choose a ran-
dom channel hopping sequence list {16, 17, 23, 18, 26, 15, 25, 22, 19, 11, 12, 13, 24, 14, 20,
21} specified by the IEEE 802.15.4e [1] standard. Every node hops to one of these channels
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Table 4.1: Contiki network stack configuration for measurement plan MP_Single_Channel

OSI Layer Network Paramteters

Sweep Parameter Application payload size (12 bytes,

36 bytes, 84 bytes)Application Layer
Fixed Parameter Packet Interval (100 ms)

Transport Layer Sweep Parameter None (UDP Enabled)

Network Layer Sweep Parameter None (IPv6 Enabled, RPL Disabled)

Adaptation Layer Sweep Parameter None (6LoWPAN Enabled)

Sweep Parameter
Retransmissions: TSCH_CONF_MAC_MAX

_FRAME_RETRIES (0, 5 )

TSCH Schedule: Dedicated, Shared time slots

Link/MAC Layer
Fixed Parameter

TSCH_CONF_MAC_MIN_BE = 2,

TSCH_CONF_MAC_MIN_BE = 3,

TSCH_CONF_QUEUE_NUM_PER

_NEIGHBOR = 32

Sweep Parameter Transmit Power (-24 dBm, -12 dBm, 2.5 dBm)
Physical Layer

Fixed Parameter Single Channel :

TSCH_CONF_N_CHANNELS = 1

when it has to perform a transmission. We use only a schedule with dedicated timeslots in
this measurement plan. Hence, the total number of test combinations executed by measure-
ment plan MP_Channel_Hopping equals 18 ( 2 (retransmissions) ∗ 3 (transmit power) ∗ 3
(packet size) = 18 ). The measurement plan MP_Channel_Hopping helps us to study meas-
urement goal MG_Channel_Hopping. Table 4.2 summarizes the configuration of the stack
when measurement plan MP_Channel_hopping is executed.
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Table 4.2: Contiki network stack configuration for measurement plan MP_Channel_Hopping

OSI Layer Network Paramteters

Sweep Parameter Application payload size (12 bytes,

36 bytes, 84 bytes)Application Layer
Fixed Parameter Packet Interval (100 ms)

Transport Layer Sweep Parameter None (UDP Enabled)

Network Layer Sweep Parameter None (IPv6 Enabled, RPL Disabled)

Adaptation Layer Sweep Parameter None (6LoWPAN Enabled)

Sweep Parameter Retransmissions: TSCH_CONF_MAC_MAX

_FRAME_RETRIES (0,5 )

Link/MAC Layer
Fixed Parameter

TSCH_CONF_MAC_MIN_BE = 2,

TSCH_CONF_MAC_MIN_BE = 3,

TSCH_CONF_QUEUE_NUM

_PER _NEIGHBOR = 32,

TSCH Schedule: Dedicated

TSCH_CONF_HOPPING_SEQUENCE

_LIST = {16, 17, 23, 18, 26, 15, 25, 22,

19, 11, 12, 13, 24, 14, 20, 21}

Sweep Parameter Transmit Power (-24 dBm, -12 dBm, 2.5 dBm)
Physical Layer

Fixed Parameter Single Channel :

TSCH_CONF_N_CHANNELS = 1

4.6 Test Platform Requirements

The test platform implements the necessary functionalities in the Contiki software to execute
the measurement plans discussed in Section 4.5. Based on our measurement plans and meas-
urement goals defined in previous sections, we develop the following set of requirements for
our test platform.

1. It must support a star topology with one coordinator and multiple end nodes.

2. It must implement two types of workload: data dissemination and data collection.

3. It must enable us to vary network parameters such as packet size, transmit power, TSCH
schedule, retransmissions, channel hopping at run time and perform test automation at
different network settings.

4. It should keep all the nodes in the network synchronized when executing test automation.

5. It must capture physical layer metrics such as LQI, Signal Quality Indicator (SQI),

Effectiveness of TSCH in Wireless IVN 33



CHAPTER 4. TEST PLATFORM REQUIREMENTS

timestamps of the test packet at the various layers of the contiki network stack and
sequence numbers of the test payload, both at coordinator and end nodes.

6. It must enable the end nodes to store the logging information and communicate this
information reliably to the coordinator when requested.

7. It must enable the coordinator to receive commands via the serial interface connection
from the laptop/PC. It should provide a user interface to select the measurement plan
that needs to be executed.

8. It must enable the coordinator to send the logging information and print the log via the
serial interface connection to the laptop/PC.

9. It should run autonomously without human intervention and execute all possible test
combinations of the network parameters based on the selected measurement plan.
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Test Platform Implementation

In this chapter, we describe in detail about the design(Section 5.1), key design choices(Section 5.2),
and the implementation details (Section 5.3) of the test platform TP-TSCH(Test platform for
evaluation and analysis of TSCH networks).

5.1 Test Platform design

The test platform as show in Figure 5.1 consists of six phases:

1. TSCH_ASSOCIATION_PHASE: During this phase, the coordinator waits for the
TSCH association request command from the laptop/PC. Once it receives the TSCH
association request command from the user, it starts broadcasting enhanced beacons.
The end nodes joins the TSCH network once they receive the enhanced beacons. The
associated end nodes then respond with an association acknowledgment message to the
coordinator.

2. TEST_CONFIGURATION_DISSEMINATION_PHASE: During this phase,
the coordinator unicasts test settings to the associated end nodes sequentially one after
another. The test settings contains the information about the transmit power, TSCH
schedule, packet size, retransmissions, channel hopping settings (value) that all the nodes
must operate on when we execute the data dissemination and data collection tests.

3. TEST_DATA_DISSEMINATION_PHASE: Once all the nodes (both coordin-
ator and end nodes) in the network have applied the test settings, the coordinator
broadcasts test packets to the end nodes at fixed intervals. The coordinator sends the
log information (sequence number and transmission timestamps at various layers of the
stack) of the packets it just transmitted to the laptop. The end nodes store the log
information (LQI, SQI, sequence number and the receive time stamps at the various
layers of the stack) of the test packet it received from the coordinator.

4. TEST_DATA_DISSEMINATION_LOGGING_PHASE: During this phase, the
coordinator requests the log information of the data dissemination test packets received
by the end nodes. The end node on receiving the log request from the coordinator, sends
the stored log information of the received test packets to the coordinator.
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Figure 5.1: Phases of Test platform

The coordinator on receiving this log information, sends it serially to the laptop. The
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coordinator requests the log information from the end nodes sequentially one after the
other.

5. TEST_DATA_COLLECTION_PHASE: During this phase, the coordinator broad-
casts a data collection request. The end nodes on receiving the data collection requests,
starts unicasting the test packets to the coordinator. The coordinator stores and sends
the log information of test packets received from the end nodes to the laptop. The
end nodes store the log information (sequence number and transmission timestamps at
various layers of the stack) of the packets it just transmitted.

6. TEST_DATA_COLLECTION_LOGGING_PHASE: During this phase, the
coordinator requests the log information of the data collection test packets transmitted
by the end nodes. The end node on receiving the log request from the coordinator, sends
the log information of the transmitted test packets to the coordinator. The coordinator
on receiving this log information, sends it serially to the laptop. The coordinator requests
the log information from the end nodes sequentially one after the other.

5.2 Important design choices

Below we list the key design choices of the test platform:

1. The test platform consists of two application binaries which will be flashed into the
respective devices (coordinator and end node). One application implements the functions
of the coordinator and will be flashed to the coordinator and other implements the
functions of end node and will be flashed into all end nodes.

2. We send both data dissemination packets from coordinator and data collection packets
from end node at an fixed interval of 100 milliseconds. This packet interval is based on
application requirements of the potential wireless IVN applications which Volvo [53] has
targeted. It is sufficient for a large subset of vehicle sensors.

3. We limit the neighbor queue size of the coordinator and end node to hold at the maximum
of 32 packets. All the outgoing packets are stored in the neighbor queue and when the
scheduled time slot is available these packets are transmitted one after other. If the
queue is full, the packets that follow are dropped. We choose an arbitrary value of 32
for the neighbor queue size, considering the practical limitation of available resources in
the resource constrained wireless sensor nodes.

4. During the data dissemination and the data collection phase, we send 100 test packets.
An end node is not interfaced to a laptop or any logging device. Hence, an end node has
to store the log information of the packets it receives and transmits during a test phase
and communicate it to the coordinator when requested. We are limited by the logging
information that can be stored in a RAM of the end node. The log data of one packet
stores information of 32 bytes.

5. We dedicate a time slot for enhanced beacon advertisement in all test modes. This
ensures all the end nodes are synchronized during the test automation process where we
switch between different modes for example dedicated and shared time slots. By this we
make the synchronization traffic deterministic and do not compete with our test data
during the data dissemination and data collection phases.
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6. We disable the keep alive message mechanism of end nodes. When an end node does
not receive an enhanced beacon or a test packet for a long time (poor link quality), it
sends a keep alive message to the time source coordinator to stay synchronized. This
mechanism is intrusive, it has the possibility to interrupt during the data dissemination
and the data collection phase, if not disabled. We keep the nodes synchronized by
sending enhanced beacons at regular intervals of 100 ms. By this we ensure only test
packets are exchanged during the data dissemination and the data collection phase.

7. Since we use a star topology with static routing, we disable the RPL [28] protocol in the
network layer of Contiki stack. RPL protocol forms a tree topology with coordinator as
the root and can form multi-hop routes. Our goal is to measure the one-hop link quality
from coordinator to end node and vice-versa.

8. We disable the neighbor solicitation and neighbor discovery protocols of IPv6 in the
network layer. This avoids the possibility of neighbor discovery and solicitation message
exchanges between nodes, during the data dissemination and data collection phases.
Neighbor unreadability detection can be intrusive and a node can exchange messages
during test phases. We use static IPv6 addresses, hence functions such as stateless auto
configuration, router solicitation and duplicate address detection performed by these
protocols are not necessary for the nodes.

9. There exist state transitions in the coordinator and in the end node based on the re-
ception of particular messages. There is a possibility that these messages are lost in the
air. We use the timeout mechanism in both coordinator and end nodes to come out of
a phase, if it does not receive an expected acknowledgment or control message within
the maximum retransmission time window. For example when a coordinator sends a
log request message to the end node, it waits for a retransmission timeout (the worst
case response time of the acknowledgment message) to receive a log response. If the
coordinator does not receive a response from the end node within this time window, it
sends the log request to the next end node.

10. We maintain an association table (a linked list) in the coordinator. The association table
contains the IP address and the MAC address of the associated end node. The table is
updated during the TSCH_ASSOCIATION_PHASE phase. We use this information
to request the log from the end nodes and share test settings information to the end
node. This mechanism allows a seamless integration of an end node irrespective of its
MAC address. Hence we have one application binary running in all end nodes, despite
using a static addressing mechanism for the end nodes.

11. We operate in two settings: reliable and test settings. The reliable settings ensures mes-
sages are exchanged with maximum transmit power (2.5 dBm) and enables retransmis-
sion with the maximum retransmissions count of 15. We use the reliable settings during
the TSCH_ASSOCIATION_PHASE, TEST_CONFIGURATION_DISSEMINATION-
_PHASE, TEST_DATA_DISSEMINATION_LOGGING_PHASE, TEST_DATA_C-
OLLECTION_LOGGING_PHASE phases to offer maximum reliability. We use the
test settings during TEST_DATA_DISSEMINATION_PHASE and TEST_DATA_C-
OLLECTION_PHASE phases. The test settings are based on the current test case
which the measurement plan executes.
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12. On completion of every test case, we reset the back off exponent to the minimum value.
We do this to ensure that a new test case does not operate on the back off exponent
updated by a prior test case.

13. We classify the messages exchanged between coordinator and end node into four different
types: i. Association, ii. Test Configuration, iii. Test Data, iv. Test Log. They are
categorized based on the phase they are exchanged. The detailed description about the
messages are summarized in Table 5.1:

Table 5.1: Message types of test platform

MESSAGE TYPE MESSAGE ID MESSAGE SENDER PHASE

Association MSG_TYPE_ASSOCIATION End Node TSCH_ASSOCIATION_PHASE
Test Configuration

i. MSG_TYPE_TEST_CONFIG Coordinator TEST_CONFIGURATION_DISSEMINATION

_PHASE

ii. MSG_TYPE_TEST_CONFIG

_ACK

End Node TEST_CONFIGURATION_DISSEMINATION

_PHASETest Data

i. MSG_TYPE_TEST_DATA

_DISSEMINATION

Coordinator TEST_DATA_DISSEMINATION_PHASE

ii. MSG_TYPE_TEST_DATA

_COLLECTION_REQUEST

Coordinator TEST_DATA_COLLECTION_PHASE

iii. MSG_TYPE_TEST_DATA

_COLLECTION_RESPONSE

End Node TEST_DATA_COLLECTION_PHASE

Test Log

i. MSG_TYPE_TEST_LOG

_REQUEST

Coordinator TEST_LOG_DATA_DISSEMINATION_PHASE

TEST_LOG_DATA_COLLECTION_PHASE

ii. MSG_TYPE_TEST_LOG

_RESPONSE

End Node TEST_LOG_DATA_DISSEMINATION_PHASE

TEST_LOG_DATA_COLLECTION_PHASE

iii. MSG_TYPE_TEST_LOG

_COMPLETE

End Node TEST_LOG_DATA_DISSEMINATION_PHASE

TEST_LOG_DATA_COLLECTION_PHASE

5.3 Implementation

We implement the functions of the coordinator and end node as an autostart Contiki process
operating in a cooperative context, as shown in the Listing 5.1. The process starts executing
when the system is booted.
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// Cont ik i p roce s s c on t r o l d e f i n t i o n in endnode . c
/∗−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−∗/
PROCESS( end_node , "End node proce s s " ) ;
AUTOSTART_PROCESSES(&end_node ) ;
/∗−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−∗/
// Cont ik i p roce s s c on t r o l d e f i n t i o n in coo rd ina to r . c
/∗−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−∗/
PROCESS( coord inator , " coo rd ina to r " ) ;
AUTOSTART_PROCESSES(&coord ina to r ) ;
/∗−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−∗/

Listing 5.1: Coordinator and End node process definitions

We map the phases of the test platform described in Section 5.1 into the corresponding state
machine implementation of coordinator and end node as shown in Figure. 5.2 and Figure. 5.3.
Below we explain the set of actions executed in each state and the events which causes state
transitions in detail.
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Figure 5.2: State machine of the coordinator

5.3.1 TSCH_ASSOCIATION_PHASE

Coordinator States:

The TSCH_ASSOCIATION_PHASE in the coordinator is split into two sub states:

1. PHASE_INIT: Once the coordinator boots and starts executing the coordinator pro-
cess thread, it is initialized to the state PHASE_INIT. When the coordinator receives a
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Figure 5.3: State machine of the end node

serial message command from the laptop, to start TSCH association, it makes a trans-
ition from the state PHASE_INIT to the state PHASE_TSCH_ASSOCIATION.

2. PHASE_TSCH_ASSOCIATION: During this phase, the coordinator sends en-
hanced beacons to initiate the TSCH association process. When an end node is asso-
ciated, it sends a Acknowledgment (ACK) message (MSG_TYPE_ASSOCIATION).
On reception of an ACK message from an end node, we create a new linked list entry in
the association table for the specific end node and store the IP address and the MAC
address of the end node, and associate a unique ID to the end node.

Timeouts:
There is a possibility that an ACK message (MSG_TYPE_ASSOCIATION) from an end
node is lost. We handle this scenario with the help of the timeout below.

1. TSCH_ASSOCIATION_TIMEOUT: Once the coordinator receives an ACK from
all the end nodes (tsch_association_count == END_NODE_COUNT), it makes a
transition to the state PHASE_TEST_CONFIGURATION. The ACK from the end
nodes are sent with maximum reliability settings. However, when a particular link is
unstable, there is a possibility that an ACK can be lost or an end node does not re-
ceive enhanced beacon despite using reliable settings as shown in Figure 5.4. In this
case, coordinator waits for a timeout window before it can make transition to the state
PHASE_TEST_CONFIGURATION. We make this time window calibratable and as
function of the total number of the enhanced beacons transmitted.

TSCH_ASSOCIATION_TIMEOUT = f(TSCH_MIN_EB_PERIOD)
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End Node States :

The TSCH_ASSOCIATION_PHASE in the end node consists of a single state:

1. PHASE_WAIT_ENHANCED_BEACON: Once the end node boots and starts
executing the end node process thread, it is initialized to the state PHASE_WAIT_
ENHANCED_BEACON. On the successful reception of an enhanced beacon from the
coordinator, it sends a association acknowledgment (MSG_TYPE_ASSOCIATION) to
the coordinator and makes a transition to the state PHASE_WAIT_TEST_
CONFIGURATION.
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Figure 5.4: Time out scenario for coordinator in TSCH association phase

5.3.2 TEST_CONFIGURATION_DISSEMINATION_PHASE

Coordinator States:

The TEST_CONFIGURATION_DISSEMINATION_PHASE in coordinator is split into three
sub states.

1. PHASE_TEST_CONFIGURATION: In this state, the coordinator waits for an
input command from the user to choose a particular measurement plan. On reception of
this command, it obtains the test settings for the current test case and unicasts the test
settings (MSG_TYPE_TEST_CONFIG) to the first end node entry in its association
table and makes a state transition to the state PHASE_TEST_CONFIGURATION_
ACK. The test settings structure data type is shown in Listing 5.2.
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s t r u c t t e s t_se t t ing s_t {
uint8_t packet_s ize ;
uint8_t r e t r i e s ;
uint8_t schedu le ;
uint8_t tx_power ;
uint8_t hopping_sequence_length ;
uint8_t channel_count ;
} ;

Listing 5.2: Test settings structure definition

2. PHASE_TEST_CONFIGURATION_ACK: In this state, the coordinator waits
for a test settings ACK (MSG_TYPE_TEST_CONFIG_ACK) from an end node. On
the successful reception of this ACK, it unicasts the test settings to the next entry
in the association table. The test settings information is disseminated sequentially to
all the entries in the association table. On completion of this process, it waits for an
timeout (END_NODE_TEST_CONFIG_APPLICATION_TIMEOUT) and makes a
state transition to the state PHASE_TEST_CONFIGURATION_APPLY.

3. PHASE_TEST_CONFIGURATION_APPLY: In this state, it applies the test
settings with which it must perform the data dissemination and data collection tests
and makes a state transition to the state PHASE_TEST_DATA_DISSEMINATION.

Timeouts:

1. END_NODE_TEST_CONFIG_ACK_TIMEOUT: This timeout is to handle
if the test setting ACK (MSG_TYPE_TEST_CONFIG_ACK) or the test settings
(MSG_TYPE_TEST_CONFIG) message is lost in the air (Figure. 5.5). A coordin-
ator waits for a test settings ACK message from an end node till this timeout and resends
the test settings after this timeout elapses as shown in Figure. 5.5. If it does not get
a response from the end node after the second attempt, it starts unicasting the test
settings to the next end node in the neighbor table. We make this timeout a function
of the number of retransmissions, the maximum back-off exponent and the worst case
queuing time. By this, we ensure that all the retransmission attempts at the end node
have elapsed, before the timeout.

END_NODE_TEST_CONFIG_ACK_TIMEOUT = (CLOCK_CONF_SECOND ∗ RETRIES_RELIABLE
∗ ((1 « TSCH_CONF_MAC_MAX_BE) - 1) ∗ WORST_CASE_QUEUING_TIME)/ 1000

End Node States :

The TEST_CONFIGURATION_DISSEMINATION_PHASE in end node is split into two
sub states.

1. PHASE_WAIT_TEST_CONFIGURATION: In this state, the end node waits
for the test settings message (MSG_TYPE_TEST_CONFIG) from the coordinator.
On reception of this message, it responds with an ACKmessage (MSG_TYPE_TEST_-
CONFIG_ACK) and after a timeout(END_NODE_TEST_CONFIG_APPLICATION-
_TIMEOUT) makes a state transition to the state PHASE_TEST_CONFIGURATION-
_APPLICATION.
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2. PHASE_TEST_CONFIGURATION_APPLICATION: In this state, it applies
the test settings received from the coordinator and makes a state transition to the state
PHASE_-TEST_DATA_DISSEMINATION and is ready to participate in the data
dissemination tests.

Timeouts:

1. END_NODE_TEST_CONFIG_APPLICATION_TIMEOUT: An end node
after receiving the test settings message from the coordinator, waits for this timeout and
applies the test settings. This ensures that the end nodes remain using the reliable set-
tings when they attempt retries of the ACK message (MSG_TYPE_TEST_CONFIG-
_ACK) for the END_NODE_TEST_CONFIG_ACK_TIMEOUT. At the coordinator
side, we wait for this timeout on reception of the ACK message from the last entry in
the association table(Figure. 5.5). This timeout ensures that both coordinator and end
nodes have applied the test settings before they can start performing the data dissem-
ination test.
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Figure 5.5: Time out scenario for coordinator and end node in test configuration dissemination
phase
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5.3.3 TEST_DATA_DISSEMINATION_PHASE

Coordinator States:

PHASE_TEST_DATA_DISSEMINATION: In this state, the coordinator broadcasts
test packets MSG_TYPE_TEST_DATA_DISSEMINATION) with the test settings at an
interval of TEST_DATA_DISSEMINATION_PERIOD and sends the log information of the
packets transmitted to the laptop. On the successful transmission of the last test packet (seqid
== TEST_PACKET_COUNT), it makes transition to the state PHASE_TEST_LOG_
DATA_ DISSEMINATION and applies the reliable settings.

End Node States:

PHASE_TEST_DATA_DISSEMINATION: In this state, the end node receives the
test packets broadcast from the coordinator and stores the log information of each packet re-
ceived as shown in Figure. 5.6. On the successful reception of the log request from the coordin-
ator, it makes a transition to the state PHASE_TEST_LOG_DATA_DISSEMINATION and
applies the reliable settings.
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Figure 5.6: Data dissemination test phase
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5.3.4 TEST_DATA_DISSEMINATION_LOGGING_PHASE

Coordinator States:

PHASE_TEST_LOG_DATA_DISSEMINATION: In this state, the coordinator uses
the reliable settings and requests (MSG_TYPE_TEST_LOG_REQUEST) for the data dis-
semination test log stored in the end nodes as shown in Figure. 5.7. On completing the
collection of log packets from all the end nodes in the association table, it makes a transition
to the state PHASE_TEST_DATA_COLLECTION_REQUEST.

Timeouts:

1. END_NODE_FIRST_LOG_ACK_TIMEOUT: This timeout is to handle if the
log response of the end node (MSG_TYPE_TEST_LOG_RESPONSE) or the log re-
quest (MSG_TYPE_TEST_LOG_REQUEST) from coordinator is lost in the air as
shown in figure. 5.7. The coordinator waits until this timeout after sending a log request
message to an end node. The coordinator expects the first log response from the end node
within this time window. This time out is same for the END_NODE_TEST_CONFIG-
_ACK_TIMEOUT, we wait for the retransmission time window to elapse.

END_NODE_FIRST_LOG_ACK_TIMEOUT = END_NODE_TEST_CONFIG_ACK_TIMEOUT

2. END_NODE_LOG_ACK_TIMEOUT: This timeout is to handle if the log com-
plete message (MSG_TYPE_TEST_LOG_COMPLETE) of an end node is lost in the
air. If the coordinator does not receive a log complete message after receiving a log re-
sponse within this time window, it continues sending the log request to the next end node
in the association table. If it has completed the log requests for all the end nodes, it makes
a state transition to the state PHASE_TEST_DATA_COLLECTION_REQUEST.
The END_NODE_LOG_ACK_TIMEOUT is a function of the retransmission timeout
window and total number of log packets after which we expect a log complete message.

END_NODE_FIRST_LOG_ACK_TIMEOUT = END_NODE_TEST_CONFIG_ACK_TIMEOUT ∗
TEST_PACKET_COUNT

End Node States:

PHASE_TEST_LOG_DATA_DISSEMINATION: In this state, the end nodes re-
spond to the log request from the coordinator, by sending the stored log information (MSG_TY-
PE_TEST_LOG_RESPONSE) as shown in Figure. 5.7. After sending all the log information
stored, it makes a state transition to the state PHASE_WAIT_TEST_DATA_COLLECTION-
_REQUEST. The test log structure data type is shown in Listing 5.3.
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s t r u c t appl icat ion_test_log_payload {
enum application_message_type message_type ;
uint16_t seq id ;
uint8_t l q i ;
uint8_t r s s i ;
uint8_t r e t r i e s ;
uint8_t packet_drop_status ;
uint8_t test_case_id ;
unsigned long timestamp_micromac ;
unsigned long timestamp_tschmac ;
unsigned long timestamp_sicslowpan ;
unsigned long timestamp_tcpip ;
unsigned long timestamp_udp ;
unsigned long timestamp_app ;
} ;

Listing 5.3: Test Log structure definition

Timeouts:

1. DATA_DISSEMINATION_LOG_REQUEST_ELAPSE_TIMEOUT: This
timeout is to handle if the log request from the coordinator is lost in the air. This timeout
is initiated after making the state transition to the state PHASE_TEST_DATA_DISSE-
MINATION. The data dissemination test is started by the coordinator, after it completes
sending the test configuration message to all the end nodes in the association table. An
end node expects a data dissemination log request, after the data dissemination phase
is completed. However, it has to wait for the log request and response exchanges of the
prior entries in the linked list of the association table. We consider all these factors in
designing this timeout.

DATA_DISSEMINATION_LOG_REQUEST_ELAPSE_TIMEOUT= ((TEST_DATA_DISSEMINATION_-

SEND_PERIOD ∗ TEST_PACKET_COUNT) + ((tsch_association_count− client_id) ∗ END_NODE_TEST_-

CONFIG_ACK_TIMEOUT) + (DATA_DISSEMINATION_LOG_REQUEST_TIMEOUT ∗ client_id))

5.3.5 TEST_DATA_COLLECTION_PHASE

Coordinator States:

The TEST_DATA_COLLECTION_PHASE in coordinator consists of two states:

1. PHASE_TEST_DATA_COLLECTION_REQUEST: In this state, the coordin-
ator broadcasts a data collection request message (MSG_TYPE_TEST_DATA_COLL-
ECTION_REQUEST) using the reliable settings and after a short timeout makes a
transition to the state PHASE_TEST_DATA_COLLECTION and applies the test
settings.

2. PHASE_TEST_DATA_COLLECTION: In this state, the coordinator receives
the data collection response message (MSG_TYPE_TEST_DATA_COLLECTION_-
RESPONSE), stores the log information of the test data received, and sends it to the
laptop. If the coordinator receives a data collection response message with the sequence
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Figure 5.7: Time out scenario in coordinator and end node in data dissemination logging
phase

number equal to the TEST_PACKET_COUNT from all the end nodes, it realizes that
all the end nodes have completed the data collection test and makes a transition to the
state PHASE_TEST_LOG_DATA_COLLECTION. If any of these packets are lost,
it waits for a (TEST_DATA_COLLECTION_TIMEOUT) timeout to make this trans-
ition.

Timeouts:

1. DATA_COLLECTION_INIT_TIMEOUT: This timeout ensures that data col-
lection is requested with maximum reliable settings. It is a function of the worst case
queuing time of a message in a node.

DATA_COLLECTION_INIT_TIMEOUT = SLOTFRAME_LENGTH * TIMESLOT_MS

End node States:

The TEST_DATA_COLLECTION_PHASE in end node consists of two states:
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1. PHASE_WAIT_TEST_DATA_COLLECTION_REQUEST: The end node
waits for the data collection request message (MSG_TYPE_TEST_DATA_COLLECT-
ION_REQUEST) at this state. On reception of this message, it applies the test settings
and makes a transition to the state PHASE_TEST_DATA_COLLECTION.

2. PHASE_TEST_DATA_COLLECTION: In this state, the end nodes start uni-
casting data collection response test messages to the coordinator at a fixed interval of
TEST_DATA_COLLECTION_SEND_PERIOD and makes a transition to the state
PHASE_WAIT_TEST_LOG_DATA_COLLECTION after a timeout window (TEST-
_DATA_COLLECTION_TIMEOUT). If the end node receives a log request from the
coordinator before this timeout, it makes a transition to the state PHASE_TEST_LOG-
_DATA_COLLECTION and starts sending log response packets.

Timeouts:

1. TEST_DATA_COLLECTION_TIMEOUT: This timeout can bring the data col-
lection phase to an end as shown in Figure. 5.8 , when the coordinator does not receive
the last packet (seqid = TEST_PACKET_COUNT) from an end node. When retrans-
missions are enabled, we must ensure that this timeout must not elapse before all the
packets in the TSCH neighbor queue of the end node are transmitted. Hence the timeout
is a function of the neighbor queue size and the maximum retransmission window for
each of this packet. This ensures that the coordinator does not prematurely end the
data collection phase, while end nodes are making transmission attempts to send the
test packets in their queue. The end nodes also wait for this timeout to end the data
collection phase.

TEST_DATA_COLLECTION_TIMEOUT = (TSCH_CONF_QUEUE_NUM_PER_NEIGHBOR *
END_NODE_TEST_TIMEOUT)

5.3.6 TEST_DATA_COLLECTION_LOGGING_PHASE

This phase as shown in Figure. 5.9 is similar in functionality and timeout mechanism as the
phase TEST_DATA_DISSEMINATION_LOGGING_PHASE. Although the naming con-
ventions of the states are different, the timeouts remain the same.

Coordinator States:

TEST_DATA_COLLECTION_LOGGING_PHASE: At this state, the coordinator
performs a log request and collects data collection test log data stored in the end node. On
completion of the log collection from all the end nodes, the coordinator makes a transition to
the state PHASE_TEST_CONFIGURATION, if the test platform has executed all the test
cases of a particular measurement plan and awaits for user input to execute next set of measure-
ment plan. Otherwise, it makes a transition to the state PHASE_TEST_CONFIGURATION-
_ACK, where it updates the test settings for the next test case and disseminates this inform-
ation to all the end nodes to execute the next test case.
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Figure 5.8: Time out scenario in coordinator and end node in the data collection test phase

End node States:

The phase TEST_DATA_COLLECTION_LOGGING_PHASE in end node consists of two
states.

1. TEST_DATA_COLLECTION_LOGGING_PHASE: In this state, the end node
waits for the log request. On the successful reception of log request, it applies the reliable
settings and sends log response of the data collection test packets it just transmitted.

2. TEST_DATA_COLLECTION_LOGGING_PHASE: In this state, the end node
sends the stored logging information of the data collection tests to the coordinator. On
the successful completion of this phase, it makes a transition to the state PHASE_WAIT-
_TEST_CONFIGURATION and is ready to participate in the next set of tests initiated
by the coordinator.

5.3.7 Key Optimizations

We perform the optimizations described below, after trail runs on table top to reduce the
timing of the logging phase. These optimizations reduced the average test run time of meas-
urement plan MP_Single_Channel from 220 minutes to 60 minutes.
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Figure 5.9: Time out scenario in coordinator and end node in data collection logging phase

1. Previously, log packets from an end node were sent at a fixed intervals. The interval of
sending was based on the retransmission window. An end node waited for the retrans-
mission window of a prior log packet to elapse, before transmitting the next log packet.
By this we ensured maximum retries were attempted for log packets. The major setback
of using this strategy was that an end node had to wait for this window to expire, even
when the packet was transmitted in the first attempt. This sufficiently increased the
time of logging phase. We optimized this strategy by sending a log packet after a suc-
cessful delivery of a previous packet by collecting feedback from the MAC layer. Hence
the log packets from the application were continuously sent without delay.

2. To reduce the number of logging packets sent, we pack the logging information of two
test packets in a single log packet pertaining to the maximum MAC payload size.

3. To reduce the worst case queuing time while sending log packets, we pick a static schedule
which enables us to use all the time slots in a slot frame to send a log packet. Hence
the worst cast queuing time of a log packet is never greater than time slot duration (10
ms).
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5.3.8 Logging Data

On reception of a test packet during the data dissemination or the data collection phase, we
log the information described below associated to the test packet.

• SQI: We read the SQI value on the reception of a test data packet from the hardware
registers using an appropriate API offered by the micromac library of the JN5168 module.
It refers to the modem signal quality (MSQ) value based on the error detection within
the correlator in the PHY. It takes a value between 0 to 255. The value indicates how
easily a received signal can be demodulated.

• LQI: We read the LQI on reception of the test data packet. The LQI is the highest RF
energy level that the device can determine and is scaled to the range 0 (lowest) to 255.

• Sequence number: We record the sequence number of the test packet received.

• Receive timestamps: We record the timestamps of the test packet received while the
packet is parsed through the various layers of the stack and finally reaches the application
layer. We use the RTIMER module of the Contiki Stack [10] to get the timer ticks
elapsed. The RTIMER of Contiki is mapped to the hardware tick timer of JN5168
module that is clocked from a continuous 16MHz system clock. The resolution of the
timer tick equals 0.0625 µs.

• Throughput flag: We keep track of the test packets that are received within a time
window with the help of throughput flag. For our experiments, we set the throughput
flag to all the test packets received within the time window (TEST_PACKET_COUNT
∗ PACKET_INTERVAL = 100 * 100 ms = 10 seconds) after the start of the test.

At the transmitter side, we log the sequence number of the test packet transmitted, the
number of retries attempted for a packet if retransmissions are enabled, and the transmit
timestamps of the packet at the different layers of the stack, as the packet is created. We also
log if a packet is dropped, because of the neighbor queue overflow.

We use the MATLAB software to perform post processing of the logged data and obtain
metrics defined in Section 4.4 for our analysis.
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Chapter 6

Experiments and Results

The chapter removed due to confidentiality reasons.
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Chapter 7

Conclusions and Future work

7.1 Main Conclusions

We implemented a distributed test platform, TP-TSCH(Test platform for evaluation and
analysis of TSCH networks) using the Contiki 6TiSCH software stack that runs on top of
NXP’s JN5168 [43] low–power RF platform. The test platform enables us to measure link
quality metrics such as RSSI, LQI, PER, throughput, end to end latency, maximum packet
burst length, and number of retransmissions at various protocol layers of 6TiSCH software
stack. It also helps to perform test automation by varying test parameters that influences the
TSCH network behavior such as packet size, transmit power, retransmissions, TSCH schedule
and channel hopping during run time. We conduct experiments in table-top and in vehicles
using the test platform.

• Our results show that the schedule with dedicated time slots offers a better link quality
in terms of reliability (PER), throughput and provide bounded latency. It outperforms
a schedule with shared time slots in all aspects.

• Our results show that irrespective of the test setup and experimental scenarios,

– If a link is in the connected region, the increase in transmit power or enabling
retransmissions or the increase in packet size does not significantly affect the link
quality in terms of reliability (PER) and throughput.

– If a link is in the transitional or disconnected region,

1. the increase in transmit power can bring the link to connected region.
2. the increase in packet size affects the PER negatively.
3. enabling retransmissions reduces the PER, but does not improve the through-

put of the link.

• We observed that operating at maximum transmit power of 2.5 dBm, with retransmis-
sions enabled and random channel hopping disabled irrespective of the packet size offers
the maximum reliability(PER), maximum throughput, and minimum burst packet loss
for the links which are in connected region under all tested experimental scenarios. Most
of the links operate at this setting have PER less than 1% and remain in stable zone
under all experimental scenarios. When retransmissions are disabled with the same set-
tings, it still offers equivalent performance in-terms of reliability (PER), throughput,
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and minimum burst packet loss if the links are in connected region. In addition it also
offers minimum latency as the packets are not queued. An application developer must
consider packet sending interval, size of the queue, acceptable worst case end-to-end
latency while making a design choice to enable or disable retransmission.

• We observed that random channel hopping can bring an unstable link using a single
channel for communication and currently in a transitional region to a connected region.
However random channel hopping can also be counter-productive and can bring a stable
link using a single channel for communication present in the connected region to a
transitional region.

• One of the potential advantages of wireless IVN is the flexibility of installation. However
we observe that certain node locations in the vehicle have links in unstable zone, despite
operating at robust settings with maximum transmit power of 2.5 dBm, retransmissions
enabled and channel hopping enabled. This indicates the need for a topology other than
a star to engage all the nodes. However multi-hop topologies can increase the end-to-end
latency. Another alternative is to further increase the transmit power of the node to
bring it to a connected region. But the maximum transmit power of JN5168 module is
limited to 2.5 dBm. The IEEE 802.15.4 [29] standard states that a node’s transmit power
must not exceed 10 dBm. Hence supporting a hardware which can reach a transmission
range up to this threshold can bring the node to a connected region. They should also
be capable of energy harvesting, as operating at higher transmit power will increase the
energy consumption of nodes.

7.2 Future Work

Multi-hop topologies: In all our experiments, we use a star topology where an end node
can use only one hop to reach the coordinator. There are specific links which show poor link
quality when using single hop because of its location. In our case end node present at the
bottom of the engine compartment shows a poor link quality across most of the channels.
Hence channel hopping also cannot bring the node to the connected region. This indicates
the need for multi-hop topologies to bring the node to the connected region. The trade-off
of using multi-hop topologies over single hop topology with respect metrics such as average
end-to-end latency, PER, throughput, and energy needs to be studied.

Dynamic routing techniques: In our experiments, we use static routing technique, where
every end node can reach coordinator via only one route. We make sure that the end node
can take only one hop to the coordinator and the coordinator can take only hop to reach end
nodes. However, the quality of the links may change under harsh conditions. Hence static
routing is not flexible under these conditions and cannot guarantee reliability. The Contiki
6TiSCH stack comes with a built-in implementation of RPL [28], a dynamic routing protocol
targeted for low power lossy networks. RPL is a Distance Vector IPv6 routing protocol for
LLNs that specifies how to build a Destination Oriented Directed Acyclic Graph(DODAG)
using an objective function and a set of metrics/constraints [3]. The objective function op-
erates on a combination of metrics and constraints to compute the best path. For example,
a DODAG can be formed using a TSCH coordinator as root with the objective to (1) find
paths with best ETX [Expected Transmissions] values (metric) and battery-operated nodes
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(constraint)’ or (2) find the best path in terms of throughput (metric) while avoiding non-
encrypted links (constraint). The objective functions can be derived based on the application
requirements of the specific automotive applications and its performance needs to be studied.

Adaptive channel hopping: Our results show that random channel hopping can be counter-
productive, as a node can hop to channels with poor link quality if not blacklisted. Technolo-
gies such as BLE and WirelessHART [46] standard supports the removal of certain channels
from the channel hopping sequence, but does not provide standardized implementations. Peng
du et al. [18] have proposed a mechanism to perform adaptive channel hopping by periodically
scanning all the channels in the spectrum by putting all the communications to silent, to detect
any energy in the channel. They use this noise floor listening information to identify channels
with poor link quality. Adaptive channel hopping techniques can help the IEEE 802.15.4e
TSCH to coexist with other technologies using the same ISM band. Hence the effectiveness of
using adaptive channel hopping technique in an automotive environment needs to be studied.

Dynamic link scheduling algorithms: In our experiments, we use a static schedule. How-
ever there might be a need for dynamic scheduling algorithms which adapts the schedule of
the nodes present in the network at run time to meet a specific requirement. Some intuitive
examples [2] of these requirements can be are:

• Make the schedule "sparse" for applications where nodes need to consume as little energy
as possible, at the price of the reduced bandwidth.

• Make the schedule "dense" for applications where nodes generate a lot of data, at the
price of the increased power consumption.

• Add more cells along a multi-hop route over which many packets flow.

Based on our application requirements, suitable dynamic scheduling algorithm can be de-
signed and the performance of the scheduling algorithm with respect to different network
metrics such as throughput, PER,end-to-end latency needs to be studied.

TSCH Association time: TSCH association time is the time taken for all the nodes to
receive enhanced beacon which contains synchronization information and join the TSCH net-
work. It is an important metric for automotive applications. The nodes in the network have to
be synchronized, before the application can perform the useful action. The TSCH association
time gives the information how quickly an application can start sharing useful information. It
is important to have predictable worst case TSCH association time. The TSCH association
time depends on various factors such as the number of the nodes in the network, the topology
used, and the number of channels used for enhanced beacon advertisement.

An end node joins TSCH network, after it successfully receives an enhanced beacon from
the coordinator. An end node responds with an association ACK message to the coordinator
after it joins the TSCH network. We define the TSCH association time as the time taken
for receiving an association ACK message from all the end nodes after the coordinator starts
transmitting enhanced beacons. We define the following variables:

• t1 : time instant at which the coordinator starts transmitting first enhanced beacon

• t2 : time instant at which the coordinator receives association ACK message from all
the end nodes.

Effectiveness of TSCH in Wireless IVN 59



CHAPTER 7. CONCLUSIONS AND FUTURE WORK

tsch_association_time = t2− t1; (7.1)

The coordinator transmits enhanced beacons at an interval of 100 ms in channel 21 after
receiving the association command from the user. The end node continuously listens for the
enhanced beacon in the same channel 21 with a polling frequency of 100 ms. We find that the
worst case TSCH association time for a set of 10 trials equals 250 ms.

In our experiments, we use a star topology with one coordinator and eight end nodes and
coordinator advertise enhanced beacons at an interval of 100 ms in a single channel and end
nodes also listen for enhanced beacons in the same channel after they boot up. However using
a single channel to advertise enhanced beacons has its own pros and cons. It can result in
quick association, but it is prone to jamming attacks. Hence the impact on association time
by varying different configuration parameters such as number of channels, and topology needs
to be studied.

Adaptive transmit power control techniques Our results show that a link can stay in
connected region at a low transmit power of -24 dBm. Operating at the maximum transmit
power of 2.5 dBm provides the maximum reliability under all experimental scenarios. Operat-
ing only at the maximum transmit power introduces unnecessarily high energy consumption.
In many targeted automotive applications to fully leverage the advantages of the wireless
sensors, they will be battery operated. Hence, it is essential to operate the links with the
minimum transmission power level that achieves the required communication reliability for
the sake of saving power and increasing the system lifetime. Lin et al. [36] propose a light-
weight algorithm of Adaptive Transmission Power Control for wireless sensor networks. In
this algorithm, each node builds a model for each of its neighbors, describing the correlation
between transmission power and link quality. With this model, they employ a feedback-based
transmission power control algorithm to dynamically maintain individual link quality over
time. They show that RSSI and LQI can be effectively used as binary link quality metrics
for transmission power control. The effectiveness of an adaptive algorithm in an automotive
environment needs to be studied.

Performance in the presence of WiFi interference Lin et al [35], show that BLE outper-
forms ZigBee [4] technology in the context of the wireless IVN when WiFi interference exists
in the car. They simulate continuous WiFi traffic by using two laptops and set up a FTP
client and server session between them. They show that ZigBee suffer a goodput degradation
of 28% in the presence of WiFi interference inside the car when the ZigBee channel overlaps
with WiFi Channel. They indicate that ZigBee show poor performance in comparison as they
do not employ channel hopping technique. A similar setup needs to be emulated and the
performance improvement offered by the channel hopping capable TSCH protocol needs to be
studied.
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