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Abstract 

An undesirable side effect of almost all information embedding methods is the fact that the original is 
distorted due to the embedding itself. For some applications no distortion is allowed (e.g. modifying 
medical images is not allowed for legal reasons). Reversible information embedding is an easy solution 
to avoid these problems. If the information (message) is reversibly embedded in a host, the receiver is 
able to detect the message and reconstruct the original host. In literature, several algorithms have been 
proposed, however little attention has been paid to the theoretical limits. We computed the capacity for 
the binary and Gaussian case, for other input distributions two algorithms are developed to compute the 
capacity. This theoretical knowledge also gives 'hints' for practical implementations. For the binary 
case we designed an algorithm that improves Fridrich's regular-singular method and for the non-binary 
case an algorithm is designed that has a better performance than the difference expansion method of 
Tian. Newly designed reversible embedding algorithms based on the theory have better performance 
than those described in literature. 
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Chapter 1 

Introduction 

Digital images, audio or video have many advantages over their analog counterparts. Copies of digital 
content are exactly equal to the original, and they do not degrade with time. The ease of sharing on the 
internet is another reason for its popularity. The new technology also comes with disadvantages. It is 
difficult to prevent people from making illegal copies and it is easier to temper with digital than with 
analog work. 

By making small changes to the original, information can easily be embedded in digital content. The 
imperceptible signal that is inserted is called the digital watermark and contains information, e.g. about 
the origin. First related publications date back to 1979. However, it was only in 1990 that it gained a large 
international interest. Information embedding has also other applications, for example information about 
medical images can be embedded into the image itself to increase medical safety. The disadvantage of 
the embedding is the distortion that occurs due to changes in the original. In some cases even the smallest 
distortion is not allowed, and reversible embedding is an elegant solution. Using reversible information 
embedding the receiver is able to reconstruct the original. 

The first patent related to reversible embedding appear~d in 1999 by Honsinger [20]. The algorithm 
was able to embed one bit in an image and the distortion introduced would be unacceptable in many 
applications. An improvement is the regular-singular method introduced by Fridrich in 1999, see [15]. 
This method has a higher capacity while the distortion is very small. Three years later, Tian published 
his difference expansion method [34] [35]. For higher distortions the method of Tian has higher rates, 
for small distortion there is no comparison. Still little attention has been paid to the theoretical aspects. 
Therefore in 2002 Kalker and Willems published a paper [21] on the capacity of reversible information 
embedding. In 2003 reversible embedding algorithms for audio are developed by van der Veen [36]. 

The work described in this report is a continuation of the work started by Kalker and Willems. We 
will improve the fundamental basis of reversible embedding and develop codes, based on the theoretical 
results, that exceed the performance of existing algorithn1s. Concerning the theoretical part, two algo
rithms are presented to obtain the capacity curve. The capacity equations are extended to the continuous 
domain. For a Gaussian input distribution the capacity is computed. The binary embedding algorithm 
described in [21] has been worked out and is described in detail. Using this algorithm Fridrich's regular
singular method is improved. Moreover algorithms for the non-binary case are developed. Since the 
pixels in images are correlated, an wavelet transform is applied (and the information is embedded in the 
coefficients) for better performance. 

In Chapter 2 an extensive introduction is given to reversible information embedding. Closely related 
research areas and applications are given. 



The core of this thesis can be split into two parts, the first chapters deal with the theoretical limits of 
reversible information embedding. In Chapter 3 the capacity function is computed and properties of this 
function are derived. In Chapter 4 we show that for the binary case the capacity function can easily 
be computed. In the general case the capacity is more difficult to obtain, however in Chapter 5 Kuhn
Tucker conditions are computed, and bounds are given. Chapter 6 describes additional properties for 
special distortion measures. Also an algorithm is presented that computes the capacity function. In 
Chapter 7 we extend the capacity equations to the continuous domain, several upper and lower bounds 
are giVen. 

The next chapters discuss codes that can be used in practical situations. For the binary case a recursive 
algorithm is described in Chapter 8. This can be used in the regular-singular method, described in 
Chapter 9 to reversibly embed a message in an image. In Chapter 10 a more general method is given. 
However the assumption of a memoryless host is not a good one for images, so in Chapter 11 it is 
described how codes, that we have developed before, can be applied on signals that result from a wavelet 
transforms. The report is concluded in Chapter 12, where also recommendations for future work are 
gtven. 
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Chapter 2 

Reversible Information Embedding and 
Its Applications 

Reversible information embedding can be seen as a communication process between a transmitter and 
a receiver. We use the definition: Reversible information embedding is the practice of embedding a 
message in a host such that the induced distortion is limited and recovery of the original host is still 
possible. The communication situation is depicted in Figure 2.1. At the receiver side, an encoder (also 

object Y 

message 

transmitter side receiver side 

Figure 2.1: Reversible information embedding: encoding and decoding. 

referred to as embedder or transmitter) embeds a message in object X. The output of the encoder, object 
Y similar to object X, is sent to the receiver side. Receivers without a decoder only see object Y, which 
is satisfying for some applications, other receivers have a decoder (or detector) and are able to extract the 
message and reconstruct the original, object X. Objects may contain any information, examples are text, 
audio, images and video. 

Other expressions similar to reversible information embedding, used in literature are 'reversible data 
hiding', 'lossless data embedding', 'invertible watermarking' and combinations of these. 

2.1 Characteristics 

A reversible information embedding algorithm has several characteristics. We want these characteristics 
to satisfy our criteria (requirements), which depend on the application. Some criteria are more impor-
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tant than others, so we have to make a trade-off between them. For example, intuition tells us that a 
large payload will introduce higher distortions to the original than a small payload. The most important 
characteristics are: 

Distortion 

The distortion is due to the changes that the encoder makes in the original object. To do science, the 
distortion should be measured. Let the object be an image or a video, the best measure would be based 
on models of the human visual system [29]. Unfortunately those models are rather complex and thus 
difficult to use in computations. Therefore simple distortion measures are used, e.g, the mean square 
error (MSE) distortion measure. 

Payload 

The payload is the message that is embedded in object X. The payload itself can also be an object (text, 
image, etc.). The amount of information normalized to the size of the object is the rate. For images the 
rate is expressed in bit per pixel (bpp ). 

Robustness 

A characteristic of an algorithm can be the robustness against unreliable transmission [22]. In these cases 
there is an additional block in Figure 2.1 between the encoder and decoder indicating the channel. Causes 
of the disturbance can be degeneration of the signal due to noise or due to a removal attack. If the code 
is robust enough, the decoder is able to reconstruct the original and detect the message. The opposite of 
a robust algorithm is a fragile algorithm. Those algorithms are often designed to detect tampering. If 
someone tampered with an encoded image, both the original and the message are lost. The algorithms 
described in this report are all fragile. 

Probability ofError 

Three error probabilities are important: 

• The encoder is unable the embed the message, the probability of this event is Penc· Two causes are 
responsible for this error: 1) The payload is too large, reducing the size is a solution. 2) The object 
X is not typical. Most embedders are optimized for typical objects. 

• The decoder is unable to extract the right message with probability P~. This error happens if at the 
transmitter side the encoder is unable to embed the message or something went wrong during the 
transmission. 

• The decoder is unable to reconstruct the original with probability P:'. Again, something went 
wrong during the encoding or the transmission. 

As we will see for ideal channels (the received signal is equal to the transmitted) we have P~ ~ Penc and 

P:' ~ Penc· 
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Reversibility 

For some applications the distortion due to embedding is not acceptable (in medical images for legal 
reasons), in these cases the reversibility should be 100%. One can design algorithms that recover the 
original partly [ 41]. For example JPG images, these images are already distorted due to the compression. 
The original is apparently not that important and a partly reversible schemes may be good enough. 

2.2 Closely Related Areas 

Some research areas are closely related to reversible information embedding; 

Information Embedding 

The infom1ation is embedded in a host signal below a specified distortion [39] [40] [11]. Reversible 
embedding algorithms are sometimes based on non-reversible embedding codes. The host is split in 
small blocks. First a part of the message is non-reversibly embedded in the first block and in the second 
step recovery information (infom1ation to reconstruct the first block) is embedded in the next blocks. 
Information embedding is supposed to be not robust. 

Watermarking 

Reversible infom1ation embedding can be seen as a special case of watermarking. Watem1arking is the 
art of imperceptible embedding information into an object [ 4] [ 5] [ 6]. 

Steganography 

Steganography is the art of invisible communication. Its purpose is to hide the presence of message 
itself by embedding the message in a cover object. However in these applications the message has no 
relationship to the cover object, thus the cover object has no value to the transmitter or the receiver. Since 
the receiver l1as no interest in the original there is no need to make these applications reversible. 

Cryptography 

Since cryptography and reversible information embedding have some applications in common, cryptog
raphy is briefly described. Cryptography is the science of transforming information into a form that is 
as close to impossible as possible to read without the appropriate key. No message is embedded and the 
distortion is incredibly large (it is supposed to have a large distortion), however like reversible embedding 
the transform is reversible. 

2.3 Applications 

Applications tllat use reversible information embedding have some properties in common: 
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• The original host object is invaluable to the receiver. If the original would be unimportant 
then a non-reversible algorithm is a better choice. If the host is completely unimportant then 
steganography is more appropriate. 

• Lossless conversions are possible. Information embedded in the header of the file can be easily 
lost during file format conversions. 

• The output object must be similar to the original. Without this requirement compressing the 
original lossless and appending the message is a better alternative. Embedding the information in 
the image as additional lines may give annoying artifacts and will increase the image size. 

Some applications are given below: 

Covert Channel 

The original video Sis split in two parts X and P such that P = S-X. For example Sis a football game, 
the ball is detected and removed, next the gap is reconstructed with the information from the surroundings 
and we obtain X. The message W is the encrypted payload P using the key K. The encoder gets the host 
data X and embeds the message W reversibly. The output Y is public and broadcasted. Everyone is able 
to decode the stream Y, but only authorized customers have the key K and are able to reconstruct the 
original video S by adding the payload P to the host X. Besides removing the ball, texts can be inserted, 
for example an internet address to download the key. 

Medical and Military 

The message to be embedded is often additional information (text) to the original image, such as a 
caption, date and time information or the origin. Embedding text can be applied in medical images. If 
the names of the patients are embedded in the x-ray photos themselves to prevent mixing up, medical 
safety is increased. Encryption would be an alternative (names are stored together with the key), however 
the image is 'destroyed' and other application that are not able to decrypt the image are useless. An 
other example would be military applications. Satellite photos are viewed under special conditions (e.g. 
extreme zoom). Distortions to the original are not allowed, which make reversible embedding a good 
alternative. 

Distortion Constrained Compression 

Well known compression techniques like zip or arj have output data that in perceptual sense is com
pletely different to the original. For lossless image compression techniques like gif special viewers are 
needed. With reversible embedding we have the possibility to compress the original and still use the 
same viewers. Three examples are given. 

For some special situation, normal color images with 24 bit per pixel color information is not enough, 
27 bits are needed. However the image is put in a database and regular image viewers should be able to 
view the image. A solution is as follows. The image is saved as a 24 bit bmp image. The three bits that 
are needed to reconstruct the original are reversibly embedded in the rest. 

The audio quality of the ISDN telephone network is known as poor (compared to CD or FM radio). The 
signal consists of 8000 samples every second containing 8 bit of information. To increase the quality, we 
increase the sample rate to 12000 samples per second. This is losslessly compressed under a distortion 

6 



constraint with a factor 2/3 to fit in the ISDN protocol. Customers with conventional telephones have 
a small decrease of quality (the distortion due to the embedding) and a customer with an advanced 
telephone has an in1proved audio quality. 

The last example concerns an application for robust reversible embedding. Due to attenuation and noise 
the FM signal has decreased in quality. Radios using robust reversible embedding algorithm are able to 
recover the original thus have an improved audio quality while users of old radios are still able to listen 
to the same radio station. 

Authentication 

Proving the authenticity of images (or tamper proofing) has great importance in courts. However by 
embedding the authentication information, the original is distorted. Making the embedding reversible 
avoids the legal problems that have prevented the spread of these techniques until now. A watermark is 
embedded in the original and stored. If no tampering happened the authenticator is able to remove the 
watem1ark and restore the original. 

2.4 Examples 

2.4.1 Reversible Embedding in Text 

This example of reversible embedding messages in text is naive and straightforward, nevertheless good 
to illustrate an embedding algorithm. In every word one bit is embedded. A codebook is used to 1) assign 
the bits to the words and 2) to recover the original. The codebook we use is the English dictionary and all 
words of the host are assumed to be in it. At the receiver side all words in the dictionary have label '0' and 
all other words have label '1 '. The spelling mistakes are such that a simple spell checker can reconstruct 
the original. The message embedded in the text in Figure 2.2 is 010100011101001001110011011 01· · ·. 

An undezirable side efect of many data-bidding (watarmark
ing) mettods is thet the host singal into which teh mesage iz 
embedded is distortet. Findign an optimel balanse between teh 
ammount of information embeded and the innduced distortyon 
is terefore an active feeld of rezearch. In recend yeers there 
hes been conciderable progres in understending the fundamen
tal limmits ov teh capasity versus distortion uf datta-hidding 
schemmes. For sume aplications noo distortyon rezulting from 
embeding daata, however small, iz alowed. lnthese cases the 
uze of reverzible data-bidding mettods profides a way oot. Us
ing this mettod teh reseiver iz eble to recofer the orriginal host 
singal. 

Figure 2.2: Bits are embedded in text. 
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2.4.2 Blind embedding with additive channel is reversible 

In Section 2.2 we stated that information embedding (below a specified distortion) is related to reversible 
embedding. This is certainly true for blind embedding with an additive channel, since in this case the non
reversible embedding can be made reversible, see Figure 2.3. Blind embedding means that the encoder 

X 

Figure 2.3: Blind reversible information embedding using an additive channel. 

does not use the side information, i.e., the knowledge about the original sequence. Codes should be used 
to make absolutely sure that the message can be detected with almost zero error probability. Using the 
encoder again at the receiver side, we obtain the signal that is added to the host, thus subtracting this 
from the channel data gives the original sequence. 

To obtain the capacity of blind embedding we have to maximize over the input distribution p(z) 

Cblind = maxl(Z; Y) = maxH(Y)- H(X). 
p(z) p(z) 

(2.1) 

As a preliminary result we already state that the capacity for non-blind reversible embedding is 

C = max H(Y) - H(X). 
p(zlx) 

(2.2) 

Where the optimization process has more freedom thus the capacity will be larger. See Costa's paper 

Writing on Dirty Paper [7]. 
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Chapter 3 

Capacity for Reversible Embedding 

To study the theoretical limits, a more formal problem description is needed. The capacity computed 
in this chapter has a different requirement than the capacity computed by Kalker and Willems [21). In 
this report we compute the maximum rate for an arbitrary small average symbol error probability for the 
recovery of the host, Kalker and Willems observed the reversible embedding for an arbitrary small block 
error probability. Although a small average symbol error probability is a weaker requirement, it turns out 
that both capacities are equal. 

3.1 System Description 

The reversible embedding setup is depicted in Figure 3.1. A source produces the host sequence xN = 
x1x2 • · • XN with symbols from the discrete alphabet X. We assume the source is memoryless and has 
probabilities Pr{X = x} = p(x). The message source produces messages w E {1, 2, · · · , M} with 
probability 11M, independent of xN. The encoder forms the composite sequence yN = y1y2 · · · YN of 

message 
source 

w 

..--------y-N--1~ temporary 
destination 

host 
destination 

message 
destination 

Figure 3.1: Reversible information embedding: encoding and decoding. 

symbols from the discrete alphabet Y, hence 

We require that the sequence yN is close to xN, i.e. the average distortion should be small 

1::. I ~ { N N} D = -- ~ Pr X =X d(Xn, Yn), 
NM N 

x ,w,n 

9 
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with d (Xn, Yn) is a specified distortion measure between the symbols x n and Yn. The distortion d ( ·, ·) can 
be as well negative as positive, moreover infinite distortions are allowed to force not to use transitions. 
For every x we require at least one y to have a finite distortion d(x, y). All finite distortions are bounded 
in absolute value by dmax. i.e., 

dmax = max ld(x, y)l. 
x,y:d(x,y) is finite 

(3.3) 

The embedding-rateR, in bits per source-symbol, is defined as 

l:. l 
R = N log(M). (3.4) 

The decoder produces a message estimate w with the probability for an error 

(3.5) 

The decoder also produces a host sequence estimate. The probability that a symbol at location n = 
l, 2, · · · , N is wrong is 

P::n £ Pr { Xn # Xn} , (3.6) 

and the average probability for the total sequence is computed as 

""'!"""" I""' {A } pe = N ~ Pe,n = N ~ Pr Xn # Xn . (3.7) 
n n 

3.2 Achievable Region and Capacity 

The distortion-rate pair (~, p) is called achievable if for all f > 0, there exist encoders and decoders 
such that 

D :5 ~ + f, 

R ~ p -f, 

p: :5 f, 

P:' :5 f. 

The capacity C(~) is the largest p such that(~, p) is achievable. 

Theorem 1. The capacity as a function of the distortion ~for reversible embedding is 

C(~) =max H(Y)- H(X) 
p(yix) 

C(~) ~ 0, 

where the maximum is over all test channels p(ylx) such that 

LP(x)p(ylx)d(x, y) :5 ~. 
x,y 

(3.8) 

(3.9) 

(3.1 0) 

Proof The proof consists of two parts. In Section 3.3 the converse proof shows that higher rates are 
impossible and the achievability proof in Section 3. 4 proofs the existence of encoders and decoders that 
achieve rates R ~ H(Y)- H(X)- f. D 

The requirement C(~) ~ 0 is important since for negative capacity reversible information embedding 
is impossible, however if we refer to the capacity function or capacity curve we aim at the function 
C(~) = maxp(ylx) H(Y) - H(X) (including the negative capacities). Whenever this function is !mown 
it is easy see where C(~) ~ 0. 
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3.3 The Converse Proof 

The converse proof is based on theFano inequality for the error probabilities P~ and P::n 
(3.11) 

and 
(3.12) 

with H(a) = -a log a- (1 -a) log(l -a). We use the Jensens inequality to obtain a bound with P:' 
instead of P::n 

n n n 

:::: NH(~ LP::n) +NP:'log(IXI) 
n 

= N H(P:') + N P:'log(IXI). 

We proceed with 

NR = H(w) = H(YN, xN. w)- H(YN, xN1w) 

=(a) H(YN, xN, W, W)- H(YN, XNIW) 

= H<YN, xN. w) + H<WIYN, xN, w)- H(YN, xNiw) 

:::(b) H(YN) + H(WI W)- H(YN, XNI W) + H(YN, XNIXN, W) 

= H(YN) + H(WIW)- l(YN, XN; XNIW) 

= H<YN) + H(WI w)- H<XNI w) + H<XNIYN, xN. w) 

:::(c) H(YN) + H(WI W)- H(XN) + H(XNIXN) 

:::(d) L [ H(Yn)- H(Xn) + H(XniXn)] + H(WI W) 
n 

(3.13) 

With (a) since w is a function of yN, (b) since w and i are functions of yN, leaving out conditions 
increases entropy and entropy is non-negative, (c) since XN and W are independent and entropy increases 
with less conditions, (d) see Theorem 3.2.3 and Theorem 3.2.4 in Blahut [2], (e) Jensens inequality 
for H(Yn). H(Xn) = H(X) and we used (3.11) and (3.13). The random variables X, Y have a joint 
distribution 

1 
Pr{X = x, Y = y} = N LPr{Xn = x, Yn = y}. (3.15) 

n 

We continue with (3 .14) and move P;N R to the left and divide by N, this gives 

(3.16) 

Substitution of (3.8) and assuming E :::: ! gives 

(1- E)(p- E):::: H(Y)- H(X) + H(E) + E log(IXI) + 1/N. (3.17) 
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ForE i 0 and N -+ oo 
p ::; H(Y)- H(X). (3.18) 

This proves all rates are smaller than H(Y) - H(X). For the distortion D we have 

= ~ L Pr {XN = xN, yN = YN} d(xn, Yn) 
xN,yN,n 

1 = N L Pr{Xn = Xn, Yn = Yn} d(Xn, Yn) 
n,Xn,Yn 

= :LPr{X=x,Y=y}d(x,y). (3.19) 
x,y 

Since D ::: .6. + E for all E, rate distortions pairs are achievable only if Lx,y p(x) p(ylx )d(x, y) ::: .6.. 
This ends the converse proof. 

3.4 Achievability Proof 

In this section we prove the existence of a code that achieves (3.8) with p = max H(Y) - H(X) such 
that Lx,yP(X)p(yix)d(x, y) ::: .6. for a given .6.. The test channel p(ylx) that achieves the maximum 
will be used in the achievability proof. 

According to the definition of the achievable region, the symbol distortion should be arbitrary small. 

In our proof we assume a word error probability Pr { XN ::j; }(N}. A small word error probability is a 

stronger requirement than a small symbol error probability. The following probability can be written in 
two ways 

Pr {xN ::j; }(N, Xn ::j; Xn} = Pr {xN ::j; xN} Pr {xn ::j; XniXN ::j; xN} 

{ 
A} { N AN A } = Pr Xn ::j; Xn Pr X ::j; X IXn ::f; Xn . 

=I 

The last probability is one because a symbol error implies the whole word to be wrong. Since 

Pr { Xn ::f; Xn IXN ::f; }(N} ::: 1 we write 

Averaging over n gives 

Pr { xN ::j; }(N} ::: ~ L Pr { Xn ::j; Xn} 
n 

(3.20) 

(3.21) 

(3.22) 

thus letting the word error probability go to zero forces the symbol error probability to go to zero as well. 
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-----------------------------

3.4.1 Defi nition of the Typical Sets 

The achievability proof is based on four typical sets, two are conditional typical sets. The set A 8(X), 
also depending on p(x) and N, is defined as 

(3.23) 

with #(x lxN) the number of occurrences of x in xN. A8(X) contains sequences that are strongly typical. 
For all xN E A8(X) a conditional typical set A8(YixN) containing yN sequences is defined as 

Ao(YixN) ~ {yN E YN: j#(x,ylxN,yN) -#(xixN)p(yix)j:::: 8#(xixN)p(ylx)}, (3.24) 

with#(x, ylxN, yN) the number of occurrences of(x, y) in (xN, yN). Assume the source behaves typical, 
i.e. xN E A 8(X), and the channel behaves typical yN E Ao(YixN), then the output sequence yN is also 
typical (proof in Appendix A). The set of typical yN sequences is thus 

Ao(Y) ~ u Ao(YixN). (3.25) 
xNeAo(X) 

For allyN E A 8(Y) we know there is at least one xN with yN E Ao(YixN). The set of all sequences xN 
pointing to yN is 

(3.26) 

3.4.2 Inequalities for the Typical Sets 

In the achievability proof we need bounds on probabilities and cardinalities of these sets. First we show 
that the typical sets Ao(X) and A 8(YixN) have probability nearly 1. Next we give a lower bound for the 
cardinality of Ao(YixN) and an upper bound for the cardinality of Ao(XIyN). The proofs of the lemmas 
are in Appendix A 

Lemma 1. For a typical set Ao(X) defined in Subsection 3.4.1 it can be shown that 

Pr {xN f/ Ao(X)} < 8 (3.27) 

for N large enough. 

Lemma 2. Given the typical sets A8(X) and A.5(YixN) defined in Subsection 3.4.1. It can be shown that 
for all XN E Ao(X) 

(3.28) 

for N large enough. 

Lemma 3. Given the typical sets A8(X) and A8(YixN) defined in Subsection 3.4.1. For all xN E A8(X) 
the cardinality of the set A 8(YixN) is bounded as 

(3.29) 

for N large enough. 

Lemma 4. Given the typical sets A8(Y) and Ao(XIyN) defined in Subsection 3.4.1. For allyN E A 8(Y) 
the cardinality of the set A 8(XIyN) is bounded as 

(3.30) 

for N large enough. 
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Particularly Lemma 3 and Lemma 4 will be used in the achievability proof. To simplify notation, we 
introduce 

H-(YIX) £ (1- 82)H(YIX)- 8 

H+(XIY) £ (1 + 8) 2 H(X, Y)- (l- 8)2 H(Y). 

(3.31) 

(3.32) 

Thus IAo(YixN)I 2: 2NW(YIX) and IA.s(XIyN)I :S 2NH+(XiYl. Given an xN E Ao(X) and an yN E 

Ao(YixN) sequence, the average distortion between these sequences is (for N large enough) 

1" l" N N N ~d(xn.Yn) = N ~#(x,ylx ,y )d(x,y) 
n x,y 

1 
:SN L (1+8)#(xlxN)p(ylx)d(x,y) 

x,y:d(x,y)>O 

1 + N L (1 - 8)#(xlxN)p(ylx)d(x, y) 
x,y:d(x,y)<O 

< L (1 + 8)2 p(x)p(ylx)d(x, y) 
x ,y:d(x ,y)>O 

+ L (1- 8)2 p(x)p(ylx)d(x, y) 
x ,y:d(x ,y)<O 

=(1 + 82
) LP(x)p(ylx)d(x, y) + 28 LP(x)p(ylx)ld(x, y)l 

x,y x,y 

(3.33) 

see (3.3) for the definition of dmax· If the encoder selects an yN E Ao(YixN) for an xN E Ao(X) and 
for an xN not in this set a random sequence with finite distortion then we can compute a bound on the 
average distortion (again we assume N is large enough) 

D = ~ L Pr {XN = xN, yN = yN} d(xn, Yn) 
xN,yN,n 

1 
=N L Pr{XN =XN, yN =yN}d(Xn,Yn) 

xN e.A,s(X),yN ,n 

+ ~ L Pr {XN = XN, yN = YN} d(Xn, Yn) 

xN !!A.s (X) ,yN, n 

:SO + 82 )~ + 28dmax + Pr {XN ¢ A.s(X)} dmax 

<(1 + 82 )~ + 38dmax· 

This can be made smaller than ~ + E by making 8 small enough. 

3.4.3 Encoder and Decoder Description 

(3.34) 

We are ready to describe the encoder and decoder. We only consider the xN sequences in A.s(X). More
over, if we select an yN E Ao(YixN) we are assured that the distortion is okay. If H(Y) > H(X) (this is 
necessary for a positive capacity) then IA.s(Y)I ~ 2NH(Y) » IAo(X) I ~ 2NH(X) for large N thus there is 
space enough to embed a message. Each sequence yN is given a random message label, i.e., 

Pr { W (yN) = w} = ~ for w E {1, .. · , M}, (3 .35) 
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where w(yN) is the message label of yN. Given an input sequence xN and a message w the encoder 
tries to select an output sequence yN such that w(yN) = w. Recovering the host sequence xN is still a 
problem, because the output sequence yN is probably associated with more then one xN sequence. To 
solve this problem, every yN E .A.8(Y) is associated with only one xN E Ao(X\yN) with equal probability 

{ 
N N} } 

Pr B(y ) =X = \Ao(X\yN)\' (3.36) 

See Figure 3.2 for an example. The input and output sequences are nodes and if they are connected by an 
edge, they are jointly typical. For the output yN, \Ao(X\yN)\ - 1 edges are removed, so yN is connected 
to only one input sequence. 

XN yN w(yN) 

0 

1 

0 

0 

0 

1 

1 

Figure 3.2: Graphical example of the encoder. Edges are removed (the crosses) such that only one 
sequence xN is connected to anyN. Every yN has a random message label w(yN). Further \.A.8(X)\ = 4, 
\.A.J(Y)\ = 6, \.A.8(Y\xN)\ = 3, \Ao(X\yN)\ = 2. 

If the encoding stage is successful, i.e., 1) xN E .A.8(X) and 2) there is an yN such that w(yN) = w 

and b(yN) = xN, then the decoder will decode xN = b(yN) equal to xN with probability one. The 
probability for this first kind of error is P j and can be made smaller than 8, for the second kind of error 
(with probability P} we assume xN E .A.8(X). The probability that yN E .A.8(Y\xN) is a suitable output 
sequence for x N is 

(3.37) 
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For a given xN E A,s(X) the probability there is no suitable output is 

p; = n (l- MIA c~1 N)l) 
yN eA.!(YixN) 8 y 

< n (1 _ ~2-NH+(XiY)) 
yN eAJ(YixN) 

= (1 _ _..!_2-NH+(XIY))IA.!(YixN)I 
M 

IAa(YixN)Ilog(l - _..!_2-NH+(XiY)) 
=2 M 

-IA,s(YixN) I loge 2-NH+(XIY) 
~2 M 

-2NH-(YiX) loge rNH+(XiY) 
~2 M 

2N[H-(YIX)-H+(XiY)-R] 
= (lje) , 

independent of xN and can be made arbitrary small if 

(3.38) 

(3.39) 

On the other hand, choosing 8 small enough (H-(YIX)- H+(XIY)--+ H(YIX)- H(XIY) = H(Y)-
H(X)) we are able to use rates 

R 2::: H(Y)- H(X)- E. (3.40) 

If an error occurs at the encoder, the behavior is random. The probability of this event is 

Penc ~ P} + P'j. (3.41) 

Finally we have 

P: ~ Penc and P:' ~ Pr { XN =J }(N} ~ Penc· (3.42) 

If P} ~ E and P'j ~ E the achievability is proved. 

3.5 Notation 

Since the symbols in the alphabet X andY are immaterial in all that follows, we replace the alphabets 
by intervals on Z. For example if lXI = J and IYI = K a possible replacement would be 

X'= {1, 2, · · · , J} 

Y' = {1,2, ··· ,K}. (3.43) 

For a j E X' that corresponds to an x E X and a k E Y' corresponding to any E Y we introduce the 
notation 

Pi= p(x)(= Pr{X = x}) 

qk = q(y)(= Pr{Y = y}) 

d1k = d(x, y) 

QkiJ = Pr{Y = yiX = x}. 
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A test channel is completely described by its transition probability matrix 

Q = {QkiJ}. 

To simplify notation we define the following functions 

H(Q) ~ =-~ ( ~PJQtu) log ( ~PJQkiJ) 
D(Q) ~ = L Pi QkiJdjk· 

j,k 

The set of all possible test channels is 

Q = {Q: QkiJ ::: o. :L QkiJ = 1}, 
k 

note that this set is closed. The set of all distortion constrained test channels is 

QA = {Q E Q : D(Q) ~ M· 

(3.45) 

(3.46) 

(3.47) 

(3.48) 

(3.49) 

It will become clear that the matrix Q is sparse, a set containing the positions of the nonzero probabilities 
will be useful. This set C is defined as 

c ~ {U, k) E (X' X Y') : QkiJ > 0}. (3.50) 

For example the channel in Figure 3.3 gives Q = ( ~:~ ~ ). and C = {(0, 0), (0, 1), (1, 1)}. From now 

0.2 

1 G-------::....o 1 
1 

Figure 3 .3: An example of a test channel. 

on X' and Y' will be denoted as X and Y respectively. 

3.6 Properties of the Capacity 

Given Theorem 1 the capacity for a given distortion measure is not known. Nevertheless we can show 
some properties of the capacity function. In this section the points (.6.*, C*) and (.6.', C') will be intro
duced, graphically shown in Figure 5.2 on page 29. 

3.6.1 The Smallest b. 

The smallest .6. for which the capacity is defined is determined by the minimum Dover all test channels. 
This distortion is 

(3.51) 
j 

with d1 = mink dJk· A test channel is found by, for each j, setting QkiJ = 1 for a random k that realizes 
the minimum. Thus QA• contains at least one test channel. For .6. < .6.*, QA is empty. 
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3.6.2 The Existence 

As we have seen QL'.* is not empty, for all D.. > D..*, QL'. is not empty either since QL'.* C QL'.. Being 
not empty does not guarantee the existence of a maximum. A supremum would guarantee the existence, 
however since the set QL'. is closed and the entropy H(Q) is a continuous function the maximum exists. 

3.6.3 An Upper Bound 

Without the distortion constraint (we are free to use all transitions U, k) with a finite distortion dJk) the 

maximum capacity is 
C' £ maxH(Y)- H(X). (3.52) 

Q 

For distortions D.. larger than the distortion of the test channel that maximizes (3.52) the capacity is equal 
to C'. Thus the capacity function C(D..) is constant for distortions D.. large enough. The distortion D..' is 
defined as the smallest D.. for which C(D..) = C' 

Since the entropy H ( Y) is upper bounded by log K 

C' :5 log K - H(X). (3.53) 

3.6.4 Concavity of the Capacity 

The capacity function is a (not strict!) concave function of the distortion D... To prove this we use the 
definition of concave functions C(aD.. 1 + (1- a)D..2) ~ aC(D.. 1) + (1- a)C(D..2). Given D.. 1 and D.. 2, a 

Q 1 and Q2 exist such that 

D(QJ) = D..1 D(Q2) = D..2 
H(Q1)- H(X) = C(D..J) H(Q2)- H(X) = C(D..2). (3.54) 

The distortion is lineair with respect to the test channel, thus D(aQ1 + (1- a)Q2) = aD..1 + (1- a)D..2. 
For any a E [0, 1] 

aC(D.. 1) + (1- a)C(D..2) = aH(QJ) + (1 - a)H(Q2)- H(X) 

:5 H(aQ1 + (1 - a)Q2) - H(X) 

:5 C(aD..1 + (1 - a)D..2), 

(3.55) 

(3.56) 

(3.57) 

the last inequality holds because the capacity is the maximum of all test channels with distortions D :5 D... 

3.6.5 Capacity is Strictly Increasing for b..* :::: 1:1 < 1:1' 

The capacity function is strictly increasing for D..* :5 D.. < D..'. Assume distortions D.. and .3. such that 
D..* :5 D.. < .3. < D..', the capacity is concave so we lmow that 

C(.3.) > D..'- .3. C(D..) + .3.- D.. C(D..'). 
- D..'-D.. D..'-D.. 

(3.58) 

Because of the definition of D..' we have C(.3.) < C(D..'). Substituting this in (3.58) gives 

1 - C(D..) > C(D..) 
( 

.3. - D.. ) A D..' - .3. 
D..'-D.. D..'-D.. 

(3.59) 

we conclude that C(.3.) > C(D..), thus the capacity is strictly increasing. 
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3.6.6 Capacity for !1 = !1* 

The output distribution that maximizes the entropy for the smallest distortion (~ = ~*) is {q; : k E 

Y}. Assume the probability distributions {qf*} and {qf*} have maximum entropy then there exist a test 
channel with distortion~* and output probabilities q; = (qk* +qf*)/2 that has a higher entropy (because 

. the entropy is strict concave). This proves {q; : k E Y} is unique. A test channel having this output 
distribution and distortion~* is Q* 

C* = C(g) = H(Q*) - H(X) (3.60) 

The set JC1 = {k E Y : d;k > d1} contains the outputs k that not minimize the distortion given an 
input j. We assume all symbols have non zero probabilities, otherwise we reduce the alphabet X. To 
obtain minimum distortion we have the constraints Lk,t!CJ QklJ = I (afterwards we have to check if the 
constraints QklJ ~ 0 are satisfied). Using Lagrange multipliers T/t, i E X the maximum occurs where 

aQa . (H(Q)- L Tit L Qz 1t) ~ o, 
k[; t I ¢/Ci 

with equality if the probability Q klJ (with j E X and k ¥. JC 1) is nonzero. Solving (3. 61) gives 

-p1(logq; +loge)- 17; ~ 0 

The conditions for Q* become 

qt ~ P; forallj EX andk ¢ JC1 

with equality if QklJ > 0 and P; = 2-~JIPJ /e. In Chapter 5 we will need these conditions again. 

3.6.7 Continuity ofthe Capacity Function 

We prove continuity of the capacity by proving 

lim C(~) = C(~ *). 
1::.-+-D.* 

(3.61) 

(3.62) 

(3.63) 

(3.64) 

Assume three arbitrary distortions ~~ < ~2 < ~3 with capacities C1, C2 and C3 respectively. Since the 
capacity function is increasing we have C1 ~ C2 ~ C3. Using concavity we can construct a bound for 

c2 

Letting ~2 t ~3 gives 
lim C2 ~ C3. 

1::.2 t 1::.3 

Thus lim~::. 2 tt:. 3 C2 = C3 and rewriting (3.65) gives a bound for C3 

~3 -~1 
c3 ~ c1 + cc2- C1). 

~2-~1 

(3.65) 

(3.66) 

(3.67) 

Thus lim~::.3 tt:.2 C3 = C2. This proves continuity for ~ > ~*. For ~ = ~* continuity is more difficult to 
prove. We use the definition of the limit, thus we have to prove that for any real number E > 0 a 8 > 0 
exists such that~* < ~ < ~* + 8 implies that !C(~) - C(~*) I < E. Using the non-decreasing property 
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we have to prove C(t::.* + 8) - C(t::.*) < E. Assume Q achieves capacity for 1:::. = 1:::.* + 8, we have to 
prove the existence of a channelS with D(S) = 1:::.* such that H(Q)- H(S) < E. Consider test channels 
with distortions D < 1:::.* + 8 

j,k 

= LPJQk[jdj + LPJQk[j(djk -dj) 
j,k j,k 

= 1:::,.* + L PJQk[j(djk- dj)· 
>0 

(3.68) 
J,keJC j 

For all j and k E lC 1 the probability QklJ < 8 I (p 1 ( d; k - d1)). The test channel S based on Q is defined 
as 

S ~ 1 l QklJ k fj. JC1 
k[j-

Lk~ICj Qk[j 0 k E /Cj. 
(3.69) 

This is valid test channel and gives minimum distortion, i.e., D(S) = 1:::.*. The elements in the difference 
matrix Q - S go to zero if 8 -+ 0. First we show this for j E X and k E lC 1 

(3.70) 

for the other elements (k fj. lC 1) we have 

QklJ(Lk~ICj QklJ- 1) -QklJ LkeiCj QklJ 
Qk 11 - sk11 = = -+ o. 

Lk~ICj Qk[j Lk~ICj Qk[j 
(3. 71) 

We have shown that for every Q there exists an S with D(S) = 1:::.* and Q - S -+ 0 for 8 -+ 0. Since · 
the entropy is a continuous function of the test channel we have H(Q) -+ H(S). Since we proved the 
existence of an 8 such that H(Q) - H(S) < E we must conclude 

lim C(t::.) = C(t::.*) 
L\..j..L\.* 

(3.72) 

Thus C ( 1:::.) is continuous for 1:::. ::;: 1:::. *. 
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Chapter 4 

Binary Capacity 

Consider the case of a memory less source with binary alphabets X = Y = { 0, I}. Let p 0 = Pr {X = 0} 
and p 1 = Pr {X= I}. If p 0 is smaller than p 1 we exchange the symbols in the alphabet (they are not 
important after all) and tins leads to po 2: PI· The test channel is Q is a two-by-two matrix and can be 
written as 

Q = ( I - do d1 ) , 
do I- d1 

(4.1) 

with do E [0, I] and d1 E [0, 1]. The distortion measure is assumed to be the Hamming distance, i.e., 

The output probabilities are 

D = LPr{X = x} Pr{Y = y\X = x}(x $ y) 
x,y 

qo = (1- do)Po + P1d1 

ql = Podo + (1 - ddPI· 

Using Theorem I the capacity as a function of D. is computed as 

C(D.) = max H((l- do)Po + P1d1)- H(po). 
O:;odo,dl :;:I 

podo+ Pl d1 :5~ 

(4.2) 

(4.3) 

(4.4) 

This convex optin'lization problem is graphically shown in Figure 4.1. The black triangle indicates Q~, 
the set oftest channels for which D :::: D.. The result is given in the following Theorem. 

Theorem 2. The capacity C(D.) for a memory less, binary source with Po 2: 1/2 is given by 

C(D.) = ~H(po- D.)- H(po) D. <Po- 1/2 
1 - H(po) D. 2: Po- 1/2, 

(4.5) 

with H(a) the binary entropy function. 

Proof First focus on the case in which D. < Po - 1/2. The smallest qo possible for D :::: D. is obtained 
by taking d1 = 0 and do= D./ Po (see (4.3)), thus 

qo 2: Po - D. > t · (4.6) 
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'• 

Figure 4.1: Optimizing the test channel. The parameters are Po= 0.7 and/). = 0.2 

Since H(q0 ) is a monotonically decreasing for q0 > I /2 the maximum is obtained for qo =Po - !)., 

For !). ~ p 0 - I /2, the test channel 

Q = (:~_I_ :) 
2po 

(4.7) 

yields the output distribution {q0, qd = {1/2, 1/2}, which maximizes the entropy H(Y). The distortion 
of this channel is D = p 0 - I /2 ::; !). . This completes the proof. 0 

Corollary 1. For distortions 0 < !). < p 0 - 1/2 (and p 0 < 1), the capacity achieving test channel is a 
Z-channel. 

Proof The channel achieves capacity if and only if qo = Po - !)., Substituting this in ( 4.3) and repeating 
( 4.2) gives 

podo - P1 d1 = !). 

podo + P1 d1 :S !). . (4.8) 

Solving these equations results in d1 ::; 0 with d1 = 0 the only valid solution. Only the most probable 
symbol is allowed to be modified. 0 

For several p 0 , the capacity function is shown in Figure 4.2. The dotted line indicates !). = p 0 "- 1/2, on 
the right hand side of this line C(J).) is constant. 
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0.15 0.2 0.25 
Distortion 

0.3 0.45 

Figure 4.2: Capacity for binary reversible embedding 
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Chapter 5 

Test Channel Optimization 

This chapter discusses the optimization of the test channel for discrete distributions. Throughout the 
chapter we assume the input probabilities to be nonzero (p 1 > 0). The test channel is shown in Figure 
5.1. The constraints are QkiJ :::: 0 and Lk QkiJ = 1, furthermore the output probabilities are qk = 

discrete Pj channel qk 
memory less Q = {Qklj} 

source 

Figure 5.1: The Test Channel 

L 1 p 1 Q kiJ. The number of inputs are J and the number of outputs are K. 

5.1 Lagrange Multiplier Technique 

According to Theorem 1, the main problem is to solve 

C(~) = max H(Q)- H(X). 
QEIQ>LI 

Using a Lagrange Multiplier A, solving ( 5.1) is equivalent to solving 

F(A) =max [H(Q)- H(X)- AD(Q)] 
QeiQ> 

C(~) = min[F(A) +A~], 
J.:::O 

(5.1) 

(5.2) 

(5.3) 

see [9] Lemma 3.1 for the proof. The capacity C(~) is the lower envelope of the straight lines F(A)+A~, 
thus easy to compute if F(A) is know. Moreover if (5.2) is known, (5.3) is not computed at all since we 
know that the test channel Q that maximizes (5.2) is capacity achieving1• Thus the point (D(Q), H(Q)
H(X)) is on the capacity function C(~). 

1 If F(A.) + 1..6. hits C(f:..) it must be a tangent (it is an upper bound, intersecting is thus impossible). Every F(A.) + 1..6. hits 
the capacity curve since (D(Q), H(Q) - H(X)), which is a point on this line, is achievable. 
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5.2 Kuhn-Tucker Conditions 

The Lagrangian is L(Q, A.) = H(Q)- H(X)- A.D(Q). The derivative with respect to QkiJ is 

aL(Q, A.) = aH(Y) ~_A.~ 
a Qk11 aqk a Qk11 a Qku 

= -a Lz qz log qz a Li Pi Qkli - A a Li,Z Pi Qliidil 
aqk a Qk11 a Qk11 

= -p1 (logqk +loge+ A.d1k). (5.4) 

The Q that maximizes L has to satisfy QkiJ 2:: 0 and Lk QkiJ = 1. To incorporate the sum constraints 
we add the Lagrange multipliers TJi, i EX. By elementary calculus, the maximum occurs where 

aQa . (L(Q, A.)- I: TJi I: Qzli) :::: o, 
kl; i I 

with equality if the probability QkiJ is nonzero. Equation (5.5) is equivalent to 

a 
;---Q L(Q, A.) :::: T/J· 
u kiJ 

Substituting (5.4) and noting that p1 > 0 for j E X, the Kuhn-Tucker conditions become 

logqk + A.dJk 2:: /LJ 

logqk + A.dJk = /LJ 

for all j and k 

QkiJ > 0, 

(5.5) 

(5.6) 

(5.7) 

(5.8) 

where f.L 1 = -loge - TJ 1 I p 1. The Kuhn-Tucker conditions are satisfied if and only if the test channel Q 
is at capacity. 

5.3 The Non-Zero Output Probabilities 

If for a rate-distortion pair (A, C) on the capacity curve with A > A* a tangent exists F (A.) + A. A then 
this straight line is above the point (A*, C*) (all the lines F(A.) + A.A are upper bounds). For A > A* the 
slope A. is bounded by 

C- C* C'- C* 
A. :::: A - A* :::: A - A* ' (

5
·
9
) 

where we used upper bound C' from Section 3.6.3. Moreover for every input j there is at least one output 
k for which QkiJ > 0 and thus for this particular k we have qk > 0. From (5.8) we conclude that for all 
j, JL 1 is finite(> -oo) since there is a qk > 0. Since A. and 1-L 1 are finite we obtain for all k that 

(5.1 0) 

iffor the output k there is an input j with finite distortion dJk· 

5.4 An Upper Bound for the Capacity 

We start by defining the sets 
JCJ £{kEY: dJk > dj} (5.11) 
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and 
£1 £ {/ E Y: a Q* exists with Q~1 > 0}, (5.12) 

where Q* is a test channel that is capacity achieving for minimal distortion (il*). For every input j, the 
outputs are partitioned in three disjunct sets: 1) K 1 Is the set of outputs that have not minimal distortion, 
using these outputs gives distortions larger than il*. 2) £ 1 Is the set of outputs that give minimal distortion 
and maximize the entropy H ( Y) and 3) the other outputs also give minimal distortion, however if one of 
these outputs is connected with input j, the entropy H(Y) is not maximized (for the distortion il*), this 
follows from the definition of£ 1. For the following lemma we use the definition 

1 q* 
A* £ max log ...L. (5.13) 

j,kEICj,lELJ djk - dj qz 
Lemma 5. Given an input distribution {p 1} with p 1 > 0 and a distortion measure d1k then the capacity 
C ( Ll) is bounded by 

C(il) :;: C* +A *(il - Ll*). (5.14) 

Proof First we show that for A= A* a solution ofthe Kuhn-Tucker conditions (5.7)-(5.8) is given by 
Q*. 

In subsection 3.6.6 we gave the conditions for Q*, viz. qz* 2::: p 1 (for j E X and l fj K 1) with equality 
if l E £ 1. For l E K1 no conditions are needed since those outputs are not used (Qz 11 = 0). Using 
the Kuhn-Tucker conditions for the minimal distortion (3.63) we proof that Q* satisfies (5.7)-(5.8). The 
proof consists of three parts. 

1. The second Kuhn-Tucker condition ( 5 .8) is satisfied with 1-i 1 = log p 1 +A* d1. This because all the 
outputs connected with input j have the same distortion d1k = d1. 

2. Next we prove (5.7) for j E X and k fj KJ. 

logqz +A*d1k::::: logp1 +A*d1 

(5.15) 

where we used the Kuhn-Tucker condition for minimal distortion (q; 2::: P;) and dJk = d; since 
k fj }()· 

3. Finally we prove (5.7) for j EX and k E K 1. Rewriting A* 2::: 1/(d1k- d1) log(qz* jq;) gives 

logqz + A*d1k::::: logqz* + A*d1 

where l E £1 and thus qz* = PJ· 

= logp1 +A*d1 

= /L;. 

The test channel that maximizes (5.2) for A = A* is Q* thus 

(5.16) 

F(A*)=C*-A*Ll*, (5.17) 

since C* = H(Q*) - H(X) (see (3.60)) and il* = D(Q*). For the capacity (5.3) we have to minimize 
over A, thus 

C(il):;: F(A) +ALl, 

Finally substituting A= A* gives the upper bound 

for aliA 2::: 0 

C(il) :;: C* +A *(il - Ll*). 
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5.5 The Derivative for Small Distortions 

In this section we describe a test channel with rate R(D..) and distortion D = D.. It appears that the test 
channel is tight for very small distortions. Since every test channel has a rate below capacity we write 

C(D..) - C* R(D.) - C* 
---->----

D. - b.* D. - b.* 
(5.20) 

Assuming the derivative of R(D.) exists and R(D..*) = C*, taking the limit D. .J.- D.* gives 

- >-de[ dR[ 
db. b.* - db. b.* • 

(5.21) 

The test channel Q is equal to the channel Q* except for a j E X, k E JC 1 and a 1 E L 1 the difference is 

QIIJ = Q711 - a 

QkiJ =a 

q, = qt -ctpj 

qk = qz +ap1, (5.22) 

with 0 ::::: a ::::: Q111 • So an extra transition is added in the test channel from input j to output k. Because 
k E JC 1, this test channel has a distortion D. > 0 for a > 0. We are interested in dR I db. (D.), a first step 
is the computation of the derivatie of the rate with respect to a. The rate of the test channel described 
above is 

R(a) =H(Y) - H(X) 

with the derivative to a 

=- q~ logq~- · · ·- (qt- apJ) log(qt- apJ)- · · · 

- (q; +ap1)Iog(q; +ap1)- · · ·- H(X), 

The distortion of this test channel is 

and the derivative of the distortion with respect to a is 

db. 
da = PJ(dJk- dJ). 

Combining (5.24) and (5.26) gives us the derivative of R to D. 

_dR_ = _dR __ da_ = log qt- api 
db. da db. djk- dj qz + apj 

For the distortion D. .J.- D.* (thus according to (5.25) a .J.- 0) we obtain 

dR I = lim dR = I log q,: . 
db. b.* a.j,.O db. djk - dj qk 
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Maximizing over all possible test channels and using (5.21) we obtain a lower bound for the derivative 
of the capacity function 

- ~ . max log~ = A*. dC I I q* 
db. A* J,ke1Cj,IE£j djk- dj qk 

(5.29) 

Together with (5.19) we conclude 

del * 
db. A*= A 

(5.30) 

The upper bound, which is a tangent for b. = b.* is shown in Figure 5.2. For the L P distortion measure, 

c 
C' 

C* 
I 

I 

C* +A.*(~-~*) 

I 

I 
I 

I 

I (~ *, C*) 

~I 

Figure 5.2: Bounds on the capacity. 

this result is published in [27]. 

5.6 A Recursive Algorithm 

Suppose the test channel Q' that maximizes (5.2) for a given A is known. Question is: can we compute 
the k probabilities QklJ for input j given the rest of the test channel. The answer is yes. First we define 

qk ~ L Pi Q~li' 
i:i-FJ 

Now for all kEY the Kuhn-Tucker conditions have to be satisfied, thus 

log(qk + PJ QklJ) + AdJk;::: 1-LJ• 

(5.31) 

(5.32) 

with QklJ the unknowns. This problem is known as water-filling and is graphically depicted in Figure 
5.3. The water levels are h = log qk + AdJk and if we increase p1 we allow a transition probability to 
the output with the lowest level. After filling the levels of the outputs with Q klJ > 0 are equal, viz. J-L 1. 

The problem is solved in an iterative way. We start with selecting the lowest level, compute J-L J and if 
necessary we add other outputs. The set of outputs that have non-zero probabilities for input j is 

YJ = {k E y : Qkl} > 0}. (5.33) 
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Figure 5.3: Water-filling for one input. 

Fork ¢ Y; we have QkiJ = 0 and fork E Y; (5.32) must be an equality thus we obtain an expression to 

compute Q kiJ 
21-L;-).djk - l}k 

QkiJ = ___ __::.... 
PJ 

Since LkeYj QkiJ = 1 we are able to compute JL 1 

LkeYj qk + PJ 
11

1· = log ).d • 
"" " 2- jk L..keYj 

(5.34) 

(5.35) 

We start with Y; = arg mink h For all k ¢ Y; the water level should be larger or equal to JL 1 , if not then 
Y; is extended with the output k, not yet in the set Y;, that has the lowest level. 

The function QkiJ = jlk(Q') computes the probability according to this procedure. Doing the same for 

the other inputs gives the function 
Q = f(Q'), (5.36) 

that reproduces the test channel Q'. Thus, ifQ is capacity achieving then Q = f(Q). The other way 
around, if Q = f(Q) we know the channel is capacity achieving because the Kuhn-Tucker conditions 

are satisfied. The MATLAB code for f is 

function Qnew = f(p, d, lambda, Q) 
[K, J) = size (Q) ; 
Qnew = zeros(K, J); 
for j = l:J 

end 

qhat = Q*p- Q(:, j)*p(j); 
level= log2(qhat) + lambda*d(:, j); 
notYj = l:K; 
addoutputs = 1; 
while addoutputs, 

Yj = find(level <= min(level(notYj))); 
notYj = find(level > min(level(notYj))); 
mu = log2((sum(qhat(Yj)) + p(j))/sum(2.A(-lambda*d(Yj, 

addoutputs = 0; 
if -isempty(notYj), 

addoutputs = sum(level(notYj) < mu); 
end 

end 
Qnew(Yj, j) (2.A(mu- lambda*d(Yj, j))- qhat(Yj))/p(j); 
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Finally we want to use the function f in a recursive algorithm. We assume the convergence is such that 

(5.37) 

is a good stop criterium. However, even (5.37) is sometimes not obtained, for example with QU+l) = 
j(QU)) oscillations occur. For tested input distributions and distortion measures good results are ob
tained with 

. Q(i) + f(Q(i)) 
Q(t +I) = ...::.... _ _.::_...:....::__;_ 

2 
(5.38) 

The recursive procedure is started with an uniform test channel, i.e. Qm = 1/ K. 
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Chapter 6 

The L P Distortion Measure 

In Chapter 5 optimization with an arbitrary distortion measure is discussed, however for some specified 
distortion measures more properties of the capacity achieving test channel can be derived. Again we 
focus on the optimization of the test channel with a distortion constraint, however the distortion measure 
is an L P distance, i.e., 

(6.1) 

with p E lR and p > 1. We associate the test channel to a graph, with the vertices the input and output 
nodes. If QklJ > 0 then there is an edge between vertex in1 and outk. We only focus on distortions 
0:::: .6. :::: .6.'. For these distortions the capacity is strictly increasing, see Section 3.6.5. 

In the previous chapters we maximized the rate over all test channels with distortion smaller than or equal 
to .6.. However if the capacity curve is strictly increasing we can also minimize the distortion over all test 
channels with a constraint on the rate. This is possible since all capacity achieving test channels have a 
minimum distortion given the rate. Proof: If a capacity achieving test channel would not have a minimal 
distortion for this rate, then we could have the same rate for a smaller distortion, thus the capacity curve 
would not be strictly increasing (contradiction). 

In this chapter we show that a capacity achieving test channel does not have crossing edges. Thus in a 
planar representation of the graph, with inputs on the left, outputs on the right (both ordered numerically), 
no crossing edges occur. For the input probabilities we still assume p 1 > 0. 

6.1 Crossing Edges 

As stated above, the capacity achieving test channel minimizes the distortion D = "E, J,k p 1 QklJ d1 k given 
an output distribution {qk : k E Y}. If a test channel has crossing edges, i.e., (), k) E C and (i, I) E C 
whereas j < i and k > l, the distortion of this channel is not minimal. 

Lemma 6. For a quadratic distortion measure, i, j E X and k, I E Y 

(6.2) 

with i < j and k < I. 
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Proof Substitution of the distortion gives 

dik + dJI - da - dJk = (i - k) 2 + (j -1)2 
- (i -1) 2 

- (j - k)2 

= 2( -ik - j l + il + j k) 

= 2(i - j)(l - k) 

< 0. 

This proves the lemma. 

Pi • 

• b.qz 

(a) (b) 

Figure 6.1: Removing crossing edges. 

(6.3) 

0 

Theorem 3. Assuming quadratic distortion, a test channel Q with crossing edges, can be replaced by 
another channel Qnew, with the same output distribution, but with a smaller distortion. 

Proof Consider a part of the channel with crossing edges as depicted in Figure 6.1(a). The contribution 
of this partial channel to the distortion is 

(6.4) 

If PJQkiJ > PiQlli• the partial channel in Figure 6.1(b) is a better alternative. The contribution to the 
output probabilities is the same, but the distortion is smaller than before. This follows from 

l:::.Dnew =Pi Qlli(dik + djl- djk) + PJ Qkl)djk 

< PiQ/iida + PJQkiJdJk 
=!::.D. 

Where we used Lemma 6 for the inequality. For PJ QkiJ ::; Pi Qiii the proof is similar. 

In Appendix B we prove that lemma 6 also holds for an L P distortion measure with p > 1. 

6.2 The Proper Test Channel 

Definition 4. A test channel Q or C without crossing edges is called a proper channel. 

(6.5) 

0 

Theorem 5. Given an input distribution {p1 }, an output distribution {qk} and the L P distortion measure, 
the test channel Q that minimizes the distortion is proper. · 
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Proof In the preceding text we assumed already the existence of a minimum. The set of test channels Q 
having the output distribution {qb k E Y} is constraint by 

I: Qkii = 1, 
k 

L Pi Qkii = qk, 
i 

(6.6) 

This is again a closed set. Since the distortion is a lineair function of Q, it is also continuous and this 
implies the existence of a minimum. If a test channel Q is not proper (so it has crossing edges) then 
according to Theorem 3 this channel can be replaced by another channel Q' with a smaller distortion, so 
Q was not a minimum. Since a minimum exists we know this must be a proper test channel. 0 

6.3 Building the Proper Test Channel 

In this section we prove that only one proper test channel exists. To simplify notation we change the 
input and output alphabets into X= {1, 2, · · · , J} andY= {1, 2, · · · , K}. Again we use the variables 
i, j E X and k, l E Y. 

Lemma 7. Given a test channel Q, an input j and an input k. If Qkii is not equal to 

Q
/ - min(pi - p, qk- q) 
ki'- ' 

J Pi 
(6.7) 

with 

k-1 

P §:.Pi L Q1ii• (6.8) 

1=1 
i-1 

q §:. L Pi Qkii, (6.9) 
i=1 

then this test channel Q has crossing edges. 

Proof First we prove that Qkii can not be larger then the minimum. We distinguish two cases 

1. Pi-p :S qk -q. Forthis caseweobtainacontradictionifwechoose Qkii >(Pi- p)/Pi· We 
write 

k-1 

1 = L Qkii 2::: L Qlli + Qkii = .!!_._ + Qkii > 1. 
k 1=1 P; 

(6.10) 

2. Pi-p 2::: qk- q. We assumed Qkii is larger than the minimum Qkii > (qk- q)/Pi· This time 
we have a contradiction since 

i-1 

qk = LPiQkiJ 2::: LPiQkii + PiQkiJ = q + PiQkiJ > qk. (6.11) 

i i=1 
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If the minimum is zero, then the proof is finished, for a larger minimum we have to prove that smaller 
probabilities for QkiJ introduce crossings. If QkiJ < min(p1 - p, qk- q)jp1 then Lf=l QIIJ < 1 thus 

an edge U. l) exists with I > k. However, also L{=1 Pi Qkli < qk thus there is also an edge (i, k) with 
i > j. These are crossing edges. 0 

Theorem 6. Given an input distribution {p 1 }, an output distribution {qk} and the L P distortion measure, 
if the test channel Q is proper then the distortion is minimized. 

Proof Using Theorem 5 we know that the test channel with minimal distortion is proper. We now only 
have to prove that for every input and output distribution only one proper test channel exists. For this 
we use Lemma 7. Assume there are two different proper test channels with minimal distortion: Q 1 and 
Q2

. An input j and an output k exist such that Q 111 :f Q~11 and for all 1 ::S i ::S j and 1 =::: I ::S k 
except (i, l) = U, k) the probabilities QJ1i = Q?

1
i. Computing the Q~11 from Lemma 7 gives the same 

result for Q1 as for Q2 (since Q~IJ depends only on the probabilities that were the same). However since 

Q 111 # Q~11 , minimal one of the two test channels must have crossing edges according to Lemma 7. 
This is in contradiction with the assumption, thus we conclude only one proper test channel exists. 0 £1 

We can also use Lemma 7 to compute the proper test channel. We start with j = k = 1, then according 
to Lemma 7 the first probability is Q 111 = min(p~o qJ)j p 1• Next increase j and compute Qll2• Q1 13, etc. 
Once the first row is know, we continue with the second row Q 211 , Q 212 , etc. Finally the whole matrix Q 
is known. An algorithm in MATLAB to compute the proper test channel is 

function Q = GetProperChannel(p, 
j 1; k = 1; PP = p; 
J = length (p) ; 
Q = zeros(J,J); 
while (j <= J & k <= J) 

dq = min(p(j), q(k)); 
p(j) = p(j) - dq; 
q(k) = q(k) - dq; 
Q(k, j) = dq/pp(j) i 

ifp(j)==O, 

end 

j = j + 1; 
end 
if q(k) == 0, 

k = k + 1; 
end 

q) i 

Corollary 2. Given an input distribution {p1 }, an output distribution {qk}, then the average L P distortion 
is minimized if and only if the test channel Q is proper. 

Proof The proof is a combination of Theorem 5 and Theorem 6. 0 

6.4 Sparcity of the Proper Test Channel 

Since crossing edges are not allowed, the cardinality of C is bounded. Since every input must be con
nected with at least one output the lower bound is ICI ;::: J. The upper bound is given in the following 
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lennna. 

Lemma 8. Suppose that the number of inputs and outputs are J and K respectively. The number of 
edges jC I of a proper test channel C is bounded by 

ICI < J+K, (6.12) 

moreover test channels exist with J + K - 1 edges. 

Proof To prove this lennna, we define the following function 

g(J, K) £ max ICI 
C :C is proper, 

(6.13) 

has J inputs and K outputs 

i.e., the maximum number of edges in a proper test channel with J inputs and K outputs. In this proof, 
Cis a test channel with J inputs and K outputs and Cis a test channel with J + 1 inputs and K outputs. 

Suppose g(J + 1, K) > g(J, K) + 1. The test channel C has g(J + 1, K) edges. From this channel we 
construct the channel C by changing all the edges ( J + 1 , k) to ( J, k). Double edges occur if ( J + 1, k) E C 
and (J, k) E C, but since the graph is proper, at most two edges are double, so in the worst case we have 
to remove one edge. For the cardinality of C we write 

ICI::: g(J +I, K)- 1 > g(J, K). (6.14) 

This is a contradiction thus g(J + I, K) _:::: g(J, K) + 1. On the other hand, given a graph C we can 
always make C = (J + 1, K) U C, this proves the equality g(J +I, K) = g(J, K) + 1. Doing the same 
for K gives the following set of equations 

g(J +I, K) = g(J, K) +I, 

g(J, K + 1) = g(J, K) +I, 

g(l, 1) = I. (6.15) 

A solution of these equations is g(J, K) = J + K - 1, this is the only solution because g(J, K) is a 
maximum and thus the lemma is proven. 0 

6.5 The Sub-Channel 

A test channel C can be split in I sub-channels. The inputs of a sub-channel are connected with only 
outputs of the same sub-channel and the outputs are connected with inputs of only this sub-channel. A 
sub-channel can not be split into smaller sub-channels. The inputs of the sub-channel i are in the set .A; 
and the outputs of sub-channel i are in the set B;. 

6.6 Distortion for a Fixed C 

In general the transition probabilities QklJ are a not lineair function of the output distribution {qk}. In 
this section it becomes clear that QklJ is a linear function of the the output probabilities qk for a fixed C, 
and as a result of this, also the distortion is linear. The function 

(6.16) 

computes the graph of C of the proper test channel Q, which is computed according to the algorithm in 
Section 6.3 and has output probabilities q1, q2, · · · , qK. 
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Theorem 7. Given an input distribution {Pi} and a proper test channel C. If an output distribution 
satisfies C(qh q2 , · • · , qK) = C then 

(6.17) 

where (/Jk and De are constants, depending on Pi and C. With other words all output distributions 
{qk} resulting in a proper test channel with graph C, have a distortion that is a lineair function of the 
probabilities qk. 

Proof See Figure 6.2 for this proof. Since the gray surfaces do not contain sources or drains (input and 

Figure 6.2: Probability flow 

output vertexes respectively), the sum of probabilities crossing the border has to be zero. The probability 
of an edge U, k) is Pi Qkli· We write 

P/; = Lqz- LPi (6.18) 
l<k i<i 

and 

Pj!n = Lqz- LPi· (6.19) 
l>k i>i 

For a proper test channel, and U, k) E C a direct edge from the lower gray surface to the upper gray 
surface is impossible. After all, this edge would cross the edge U, k). A positive P means that a fraction 
of probability pi goes into the surface and a negative P indicates a probability flow into the vertex k on 

the output side. The probability Qkli is only affected by positive P/.: and Pj:wn• we write 

1 ( k "k 'k ik ) QkiJ = 1 - Pi nl Pjp + pl pdown , (6.20) 

with nik = 1 if P/.: > 0 and nik = 0 otherwise. Similar for pik and Pi:wn Substituting this into the 
distortion equation gives 

D = L Pi Qklidik 
U,k)eC 

"" ( 'k 'k 'k ik ) = ~ Pi- nl PjP - P1 
Pdown dik 

U,k)eC 

= L(/Jkqk +De 
k 

(6.21) 

(6.22) 

(6.23) 

The last equality is true because linearity is preserved under addition and multiplication with a constant 
(nik or pik). Notice that the (/Jk and De constants are determined by C and {Pi}. 0 
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For distortion measures with dJk E Z (for example LP with p E .N+) the coefficients (/Jk E Z. 

6.7 The Test Channel for Small Distortions 

We continue by assuming that the input and output alphabets are the same, i.e. X = Y. Distortion is 
minimized if and only if Q = I, the identity matrix. The capacity is zero in this case. Whereas in Section 
5.5 the derivative is computed for .6. = .6.*, in this section the capacity curve is calculated for small 
distortions .6. = 8 (8 < minp1/IXI as we will see later on). 

Theorem 8. For distortions, 0 ::::: D s 8 < min p 11 I X I, the capacity achieving test channel has proba
bilities QJIJ > 0 and thus 

U,J) E c for all j EX. 

Proof We have to prove that the elements Q111 are larger than zero. The distortion is 

D = LPJQkiJdjk::::: 8. 
j,k 

Since all the contributions are positive and d1k =:::: 1 for j :f:. k 

For Q JIJ we write 

for all j :f:. k . . 

QJIJ = 1 - L QkiJ 
J# 

> 1- ~8. 
- Pi 

For 8 < minp1/IXI we have Qflf > 0 thus U, j) E C. 

(6.24) 

(6.25) 

(6.26) 

(6.27) 

(6.28) 

0 

As a result of Theorem 8, we conclude that test channels for small distortions have only transitions QkiJ 

with lk - j I s 1 to avoid crossings. The simplified transition probability matrix becomes 

Qlll fh 0 0 

a1 Q212 fh 0 

Q= 0 a2 Q313 (6.29) 

fJJ-1 
0 0 aJ-1 QJIJ 

with Q111 > 0 and a1 =:::: 0 and {31 =:::: 0. Now, we are going to simplify the Kuhn-Tucker conditions. 
Since Q111 > 0 we know the 'water-levels' 

(6.30) 

The Kuhn-Tucker conditions log qk + 'Adfk =:::: log q1 for li - kl = 1 (thus dJk = 1) become 

(6.31) 
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for 1 ::::: k < K, we defined the ratio r £ 2;. and alb= max(a/b, b/a). Moreover if ak = Qk+llk > 0, 
Kuhn-Tucker condition (5.7) becomes logqk+l +). = logqk. Raising to the power of2 and substitution 
of r = 2;. gives the condition 

qk 
--=r. 
qk+l 

Similar if fh = Qklk+l > 0 the Kuhn-Tucker condition (5.7) becomes 

qk+l 
--=r. 

qk 

(6.32) 

(6.33) 

For small distortions the derived Kuhn-Tucker conditions in the left box are equal to the general Kuhn
Tucker conditions in the right box 

qk 
--=r 
qk+l 
qk+l 
--=r 

qk 

qkiqk+l ::::: r 

~k > 0 

for all k 

An algorithm to construct the test channel is 

logqk + i.dJk::: f.LJ 

logqk + i.dJk = f.LJ 

for all j and k 

QkiJ > 0, 

1. Choose r = maxk PkiPk+l to start. For this value of r the identity channel is a solution of the 
Kuhn-Tucker conditions. 

2. Decrease r. AB soon as a Kuhn-Tucker condition is violated (qklqk+l > r) an edge has to be added. 
Adding ak will decrease qk/qk+l and adding ~k will decrease qk+dqk. Note that only one of the 
two ratios can be larger than r since r > 1. The probability of the edge is chosen such that an 
equality of the Kuhn-Tucker condition (6.31) is obtained. 

3. Repeat step 2. 

Once the ratios of the output probabilities are known and the added edges are known, it is possible to 
compute the output distribution {qk}. For every sub-channel the sum of the input probabilities should 
equal the sum of the output probabilities, i.e., 

LPJ = Lqk. (6.34) 
}eA; keB; 

Ifthe output distribution {qk} is known, we compute the rateR = - Lqklogqk- H(X) and the 
distortion. For the distortion we can use the procedure described in Section 6.6. 

Example 1. Take the test channel from Figure 6.3 as an example. The distortion is 

(6.35) 

For r = 3 the output distribution is equal to the input distribution and the distortion is zero. 

For r E [3, 2.5] the ratios are shown in Figure 6.4 and in Figure 6.5 the capacity is shown for small 
distortions. For r ::: 2.5 we see that all ratios qkiqk+l are smaller or equal tor. If we still want to 
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Figure 6.3: Example of a test channel for small distortions. 

Figure 6.4: Ratio qklqk+l for different r. 
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Figure 6.5: Capacity as a function of the distortion 
and the upper bound. 



decrease r, we have to add the edge ( 6, 5). Have in mind that this method described here is only valid as 
long as Q111 > 0. For distortions 8 < minp1/IXI = 1/162 ~ 0.0062 it is guaranteed, however this is 
a very rough bound. 
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6.8 Maximizing Entropy for a Fixed C 

Theorem 9. For a given input distribution {p1} and a test channel C, the output distribution 

qk = c;r-<Pk 

Proof To achieve capacity we have to maximize the output entropy over the variables q k 

C = ~~ (- _Lqklogqk)- H(X), 

(6.36) 

(6.37) 

(6.38) 

under the some constraints. The first constraint deals with the distortion. The distortion, a linear function 
of qk. for a given C (see Theorem 7) should be equal to!::. 

D = L CfJkqk + De = !::. . (6.39) 

The second constraint ensures that the output distribution can be realized with the given channel C. For 
each sub-channel the total probability on the input has to be equal to the total probability on the output, 
i.e., for 1 s i s I 

(6.40) 
keB; }EAt 

Using a Lagrange multiplier A for (6.39) and using I Lagrange multipliers J.L for (6.40), the Lagrangian 
we want to maximize becomes 

A(qk. A, J.L) =- Lqk logqk- A (L (/Jkqk +De-!::.)- L J.Li (L qk- L Pi) · (6.41) 
1 ::;:; ::;:1 keB1 J eA; 

According to the Kuhn-Tucker theorem, if qk is a maximum then VA(qk, A, J.L) = 0, thus 

V A(qk. A, J.L) = -log qk -loge - ACfJk - J.L; = 0. 

Moving log qk to the other side and raising to the power of two results in 

qk = 2-loge-1'-;2-A.rpk = Cir-<Pk' 

with C; = 2-tJ-; je a constant to satisfy the constraint (6.40) 

L qk = C; L r-<Pk 
keB; keB1 

= LPJ· 
;eA; 

(6.42) 

(6.43) 

(6.44) 

The inequality constraint qk ~ 0 which was ignored until now, turns out to be satisfied because the 
solution for qk is always positive. The set Y is divided into two disjunct sets, a fixed set Yr and a set with 
changeable output probabilities Yc· 

The set of all possible distributions { q k : k E Yc} such that C ( q 1, q2, · · · , q K) = C, is an open set. 
This is because all edges (}, k) E C that are free to change have probabilities 0 < QklJ < l. Edges in 
C that are not free to change have probability 1, if we decrease this probability then another edge with 
probability zero has to increase, thus C(q1, q2, · · · , qx) =/; C. Since {qk : k E Yc} is an open set we 
known that if C(q1, q2, • • • , qx) = C the derivatives exist and thus the output distribution (6.43) must be 
aminimum. 0 
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6.9 Capacity Algorithm for L P Distortion Measure 

Once a capacity achieving channel C is known, we are able to compute the capacity for a small interval !::. 
using Theorem 9. Different values of !::. can be found by changing the ratio r. The algorithm described 
in this section is based on one assumption. We assume q a vector containing the output probabilities 
'moves' from q = p (with p a vector with the input probabilities as its elements) to q = u without 
jumping. The uniform distribution is u and has probabilities 1/ K. The 'path' of q is graphically shown 
in Figure 6.6. If this assumption is true then also the test channel Q is continuous in!::.. The algorithm 

Figure 6.6: Path of q. 

described in Theorem 6 indicates that if we slightly change qk the computed probabilities QklJ are not 
completely different. 

The algorithm works as follows. We start with distortion !::. = 0, for this distortion the only test channel 
possible is Q = I. Next, for small distortions we use the test channel described in Section 6.7. We start 
with r = maxp1 IPJ+l and decrease this ratio. While decreasing r we add and remove edges. 

Removing edges 

Removing edges is the easy part. For the current test channel C and ratio r, the output probabilities 
are computed, using this probabilities we compute the proper test channel Q. If r is decreasing then 
sometimes an edge probability becomes zero. We remove the edge(}, k) from C if 

(6.45) 

Adding edges 

A possibility for adding edges is always the same, see Figure 6. 7. Between the edges (i, k) and (j, l) two 
potential edges can be added. According to the Kuhn-Tucker conditions the JL; and JL 1 are 

JL; = log qk + Ad;k 

ILJ =log qz + )..dJl. (6.46) 
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J k 

Figure 6.7: Adding the edge U. k) or (i, 1). 

For the U, k) and (i, 1) we have the inequality constraints 

log qk + 'Ad1 k ::: JL 1 = log q, + 'Ad11 

log q, + 'Adil ::: J..L; = log qk + 'Ad;k, 

respectively. If one of these constraints is violated then we have to add an edge, thus add (j, k) if 

and add the edge (i, 1) if 

(6.47) 

(6.48) 

da-d;k @j_ > r. (6.49) yq; 
Notice that the conditions for adding edges is very similar to the one described in Section 6.7. The only 
difference is the root. 

Stop Criterium 

We continue decreasing the ratio r as long as it is larger than one. If it is one, the output probabilities are 
equal and we obtained the maximum entropy. A flowchart of the algorithm is shown in Figure 6.8. 
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Figure 6.8: Algorithm for computing channel capacity. 

6.10 Comparing the Algorithms 

The algorithm described in this chapter is considerably faster than the one in the previous chapter since 
this algorithm does not have to iterate to the a fixed point, however is more complicated and is restricted 
to L P distortion measures. We compare the two algorithms for the input distribution 

{ } -{8 4 2 5 3} PI> ... 'P5 - 22• 22• 22• 22• 22 (6.50) 

and a quadratic distortion measure. The results are shown in Figure 6.9, where 'Algorithm I' is the ,'1 

algorithm described in this chapter and 'Algorithm 2' is the algorithm described in Section 5.6. The x 
mark is the rate-distortion point for an uniform output distribution and minimal distortion (computed 
with the MATLAB algorithm on page 36). 
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Figure 6.9: Comparison of the two algorithms. 
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Chapter 7 

Continuous Channel and Source 

In this chapter we discuss discrete memoryless sources, were the output is described by the random 
variable xe.. Here xe. is a quantized version of the discrete-time memoryless stationary process X with 
a probability density function p(x). The source is depicted in Figure 7. Question is, what happens with 

source X XI). 

p(x) quantizer 

tl\ 
Figure 7.1: Quantized source. 

the capacity if we let D. go to zero? For the capacity we have to maximize over the test channel QkiJ· 

However instead of the test channel Q kiJ we maximize over a continuous test channel with a conditional 
probability density Q(ylx). We assume 

p(x) = 0 for X f/. [x8 , Xe) 

Q(ylx) = 0 for Y f/. [ys, Ye), 

moreover p(x) and Q(yix) are assumed to be differentiable (this implicates they are continuous). 

7.1 Quantization 

The quantized random variables X"' and ye. are defined as 

where 

Xj = j/::i 

Yk = kD.. 

49 

if Xj ~X< XJ+I 

if Yk ~ Y < Yk+I, 

(7.1) 

(7.2) 

(7.3) 

(7.4) 

(7.5) 



The corresponding probabilities are 

!
U+I}t. 

Pi= p(x)dx 
)f. 

1(k+l}t.1x 0 

qk = p(x) Q(ylx)dxdy. 
kt. x, 

(7.6) 

The sizes of the input and output alphabets are J ::: l(xe- X8 )/ 111 + 1 and K ::: l(ye- Ys)/ 111 + 1 
respectively. 

Example 2. In this example X"" N(O, a 2) and 11 = 1 o-N thus 

xt. = Lx10Nj 10-N, (7.7) 

where N also can be seen as the number of decimals or the accuracy. The quantizer also maps values 
ofx ::: -0.5 to xt. = -0.5 and values ofx 2:: 0.5 to xt. = 0.5 - 11. For N large enough and a 2 small 
enough the output probabilities of the quantizer are 

-x2 
1 _J 

Pi= Pr {xt. =xi}~ p(xi)11 = -- e 2a 2 10-N. 
$a 

(7.8) 

If we compute the maximum capacity, the 10N outputs have the same probabilities, viz. qk = 10-N. The 
entropy is 

H(Yt.) =- Lqk1ogqk = LqkNlog10 = NloglO. 
k k 

The entropy of the input is 

H(Xt.) =- LPi logpi 

i 
x2 

~ t log2:rra2 + tOoge) LPi-i + Nlog 10 
i (1 

1 
= t log2:rrea2 + 

2
a 2 (loge) G(N) + Nlog 10, 

(7.9) 

(7.10) 

with G(N) = CL:i pix}) - a 2
• The first term in G(N) is the variance of the quantized variable. For 

N --+ oo the variance of the discrete variable is almost equal to the variance a 2 of the continuous 
variable, i.e., G(N) ~ 0. The approximation because the discrete random variable has outputs only in 
the interval [ -0.5, 0.5). For the reversible embedding capacity we obtain 

lim H(Yt.)- H(Xt.) ~ -t log2:rrea 2. 
N-+oo 

(7.11) 

From the example it becomes clear that the capacity converges (saturates) to a finite value by increasing 
N (or decreasing 11). As we will see also the distortion converges. In the next two sections we use the 
Riemann Theorem to comput~ the capacity and distortion for 11 {. 0. 

We explain the convergence in the following way. Assume a decimal d at M places after the decimal 
point. If M is large enough, then the probability for a '0', '1 ', · · · , '9' given the first M- 1 decimals is 
almost equal to 1 I 10. Reversible embedding information at this decimal is thus impossible. If we make 
encoders and decoders, we only use the first M - 1 decimals and let the rest unimpaired. Increasing N 
does not change the capacity anymore! 
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7.2 Differential Entropy 

Theorem 10. Let X be a random variable with distribution p(x) and the distribution of the output, q(y) 

is determined by the test channel Q(ylx) 

q(y) = J p(x)Q(ylx) dx. 

For a quantization (as a function of D..) like (7.2)-(7.6) then 

limH(Y")- H(X") = h(Y)- h(X), 
A.J,O 

where h(·) is the differential entropy [8]. 

Proof By the mean value theorem, values x j. and y~ exist such that 

PJ = p(x')D.. 

qk = q(y~)D.. 

where x J ::=:: xj < x J+J and Yk ::=:: y~ < Yk+J. The entropy of X" becomes 

H(X") =- LPJ log(pJ) 
j 

=- LP(xj)D..log(p(xj)D..) 
j 

=- LP(xj)D..logp(xj)- Lp(xj)D..logD.. 
j j 

=- LP(xj)D..logp(xj)-logD... 
j 

For the output entropy similar results are obtained 

H(Y") =-L q(y~)D..logq(yj) -log D... 
k 

If we compute the difference, the term that goes to infinity (-log D..) disappears 

(7.12) 

(7.13) 

(7.14) 

(7.15) 

(7.16) 

(7.17) 

H(Y")- H(X") =- Lq(y~)D..logq(y~) + LP(xj)D..logp(xj). (7.18) 
k j 

For D.. ,!, 0 the Riemann Theorem [25] is applied to obtain 

limH(Y")- H(X") = -1Y• q(y) logq(y) dy + r· p(x) logp(x) dx 
A.J,O Ys lx, 

=-£: q(y) logq(y) dy + £: p(x) logp(x) dx 

= h(Y)- h(X). (7.19) 

D 
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7.3 Distortion 

The distortion measure d(x, y) is defined for (x, y) E lR x JR. For d(x, y) we assume that the partial 
derivatives ad;ax and ad;ay are bounded. The choice of the quantization points (x J, YJ) is not important 
for the entropies, we only need them for the distortion. We show that every choice of (x}k• yjk) E i}Jk 
with 

i}jk £{(X, y) E JR X JR: Xj :::S X< Xj+l 1\Jk :::S Y < Yk+l}, (7.20) 

gives the same result for the distortion if we let D. i 0. For a quantization like (7.2)-(7.6) the test channel 
probabilities become 

1
(k+l)~ ~U+l)~ 

p(x) Q(yix)dxdy 

Q 
6 k~ j~ 

klJ = ~U+l}~ 
p(x)dx 

}~ 

Note that the condition qk = LJ PJ QkiJ, with Pi and qk according to (7.6), is satis:fied1
. 

(7.21) 

Theorem 11. Let X be a random variable with distribution p(x), Q(ylx) the probability distribution 
of the test channel having a distortion measure d (x, y). For a quantization (as a function of D.) like 
(7.2)-(7.6) and (7.21) then the distortion converges to 

lim LPJQk[jdjk = rXJ rXJ p(x)Q(yix)d(x, y)dxdy. 
~.).0 . k 1-oo 1-oo 

], 

Proof The distortion of the discrete test channel is 

D = LPJQk[jdjk• 
j,k 

with d1k = d(x1, Yk). By the mean value theorem, values (xjk, Y)k) E i}Jk exist such that 

in these points the distortion is d)k = d(x}k• Y}k). We continu with 

j,k j,k 

(7.22) 

(7.23) 

(7.24) 

(7.25) 

where g_1k = inf(x,y}eiljk d(x, y) and d1k = sup(x,y}eiljk d(x, y ). Since the partial derivatives of the 

distortion measure d(x, y) are bounded, for all E > 0 a D. exists such that d1k < g_Jk +E. Thus for D. 

small enough every d1k E [g_Jk' d1k] will give an average distortion that differs at most E from (7.23). 
Since we want to apply the Riemann Theorem, we have to use the distortion in the point (x)k• yjk), i.e. 

I This is an important requirement because for every !!.. the quantized test channel must have output probabilities q k given 
the input probabilities p J. If we defined the probabilities like PJ = r p(x J) !!.., with r such that L p J = 1, instead of the 
integral, and the same for qk and Qk[J then qk = LJ PJ QklJ is not true for distributions in general. 
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d)k· Letting E --+ 0 we write 

(7.26) 

This proofs the theorem. D 
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7.4 Capacity Equations 

The capacity as a function of the distortion .6. for continuous reversible embedding is 

C(.6.) = max h(Y) - h(X), 
Q(ylx) 

where the maximum is over all test channels Q(ylx) such that 

I I p(x)Q(ylx)d(x,y)dxdy::: .6.. 

(7.27) 

(7.28) 

This capacity must be interpreted as the limit of the discrete case, thus with a very small step size of 
the quantizer. If the source sequence, in which the information is embedded, has a continuous distribu
tion (thus without the quantizer) then infinitely much information can be embedded at arbitrary small 
distortions, see Example 3. 

Example 3. Assume a memoryless source with an output X,..,., N(JL, a 2). For the n-th symbol, the output 
is for example 

Xn = 3.141592653589793238462643383279502884197169399 · • · . (7.29) 

The output Yn of the encoder consist of 4 parts 

1. The digits before the point and the point itself 

2. N digits from Xn 

3. M binary symbols from the message source 

4. the rest of the digits from Xn 

For M = 1 0 the output could be 

Yn = 3. 14159265358979323846264338327950 ~2884197169399 · · · (7.30) 
N M 

Note that this scheme is reversible, viz., the original is obtained by removing the M message bits. The 
rate is R = M and the distortion 

(7.31) 

can be made arbitrary small. 

7.5 Quadratic Distortion Constraint 

Before continuing we assume that p(x) is non-zero and finite and the first and second derivatives exist. 
We also assume that p'( -oo) = p'(oo) = 0, so there are no oscillations (or other irregularities) in the 
tails. As we have seen in the discrete case qk > 0 (Section 5.3), for the continuous case we assume that 
the output distribution q(y) is non-zero. We also assume the output distribution q(y) if finite, this is 
a reasonable assumption because a very high concentration of probability results in a very small (even 
negative) differential entropy, thus distributions like this are not likely to maximize h(Y). 
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Until now we had an arbitrary distortion measure, as we will see, choosing a quadratic distortion, i.e., 
d(x,y,) = (x- y) 2, simplifies the optimization problem significantly. Substitution of this distortion 
measure in (7.28) gives 

This is the same as 

D = J J p(x)Q(yix)(x- y)2 dxdy. 

D =E[(X- Y) 2
] 

=E[(X- J.Lx) 2 + (Y- J.Ly) 2
- 2(X- J.Lx)(Y- J.Ly) 

+ X(2J.Lx - J.Ly) + Y(2J.Ly- J.Lx) - (J.Lx - J.Ly) 2
] 

=a;+ a;- 2axayPxy + (J.Lx- J.Ly) 2
, 

(7.32) 

(7.33) 

with J.Lz = E[Z] the mean of the random variable Z and a} = E[(Z- J.Lz) 2
] the variance and Pxy = 

l/axayE[(X- J.Lx)(Y- J.Ly)] the correlation coefficient. 

Consider the joint distribution f(x, y) = p(x) Q(ylx). The marginals are J f(x, y) dy = p(x) and 
J f(x, y) dx = q(y). If this marginals are known (so the rateR = h(Y)- h(X) is known too) what is 
the distribution f (x, y) that minimizes the distortion? The variances and means are fixed so according 
to (7.33) the minimal distortion is obtained if the correlation coefficient Pxy is maximized. In Appendix 
C is proven that the correlation coefficient is maximized if the relation between x andy is deterministic, 
i.e., 

y = Q(x), (7.34) 

moreover 
Q'(x) = dy = p(x). 

dx q(y) 
(7 .35) 

Lemma 9. Given an input distribution p(x) with mean J.Lx and variance a} and the quadratic distortion 
constraint d(x, y) = (x - y)2. If the average distortion D of the test channel is smaller than a specified 
distortion !::.. then the variance a y of the output distribution q (y) is bounded by 

ay ::S ,JX +ax. (7.36) 

Moreover ay = ..Jl5 +ax if and only if the test channel is deterministic with 

ay 
y = Q(x) = -(x- J.Lx) + J.Lx· (7.37) 

ax 

Proof Since the correlation coefficient is limited -1 ::::: Pxy ::::: 1, the distortion (7 .3 3) is bounded by 

Thus we have the following chain of inequalities 

t::..~D 

~ (ay- ax)2 + (J.Lx - J.Ly) 2 

~ (ay- ax)2
. 

(7.38) 

(7.39) 

(7.40) 

Taking the square root and moving ax to the other side, (7.36) is proven. If and only if there is a lineair 
relation between x and y 

y=Ax+B, (7.41) 
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the correlation coefficient Pxy = ±1 [32], the sign depends on the sign of A. For a lineair relation (7.39) 
is an equality, to obtain A we compute the variance 

o} = E[A 2x 2 + 2ABx + B2] - E[Ax + B]2 

= A2(o} + A2 tL;) + 2AB JLx + B2 
- (AtLx + B)2 

-A2a2 - x• (7.42) 

thus A = ay/ax. Furthermore (7.40) is an equality only if fLy = fLx, this is true if B = JLxO -A). 0 

7.6 Gaussian Source 

Theorem 12. For a Gaussian source X "" N (tLx, a'}) and a quadratic distortion constraint the capacity 
is 

(7.43) 

and the test channel is deterministic with 

ay 
y = Q(x) = -(x- fLx) + fLx· (7.44) 

ax 

This results in an Gaussian output distribution, i.e., Y ""N(fLx, a;) with variance a; = (ax+ ./X)2. 

Proof The capacity for continuous random variables is (7.27). For a given D. this is bounded by 

C(D.) =max h(Y) - h(X) 
D::;il. 

:s<aJ max h(Y) - h(X) 
cry:;:..IX+crx 

=(b) t log2rre(.Jb" + ax)2
- t log2rrea; 

=lo{~~ +I) (7.45) 

where (a) is due to Lemma 9. The requirement D ::5 D. is stronger than the requirement ay ::5 ./X+ 
ax. Note that before (a) the maximization was over test channels and now the maximization is over 
output distributions. Equality (b) is because the Gaussian distribution maximizes entropy (see Blahut 
[2], theorem 7.2.1 or [8]). However (a) is an equality if and only if D = D. and ay = ,f]5 +ax, thus 
with a deterministic relation between x andy as in (7 .37). 0 

Note that the derivative of this 'Gaussian capacity' with respect to D. is 

dC t loge 

db. = D.+ ax./X' 
(7.46) 

thus for D. = 0 the derivative is infinite. 
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7. 7 The Variational Problem 

With the assumption of a quadratic distortion constraint the test channel that maximizes h(Y) - h(X) 
is deterministic since the distortion is minimized by a deterministic test channel. This is true as long as 
C(D.) is strictly increasing. In subsection 3.6.5 this is proven for the discrete case but it is also valid for 
the continuous case 2 • Applying (7.35) to the general capacity equation (7.27) results in 

C = max h(Y) - h(X) 
Q(ylx) 

=max I q(y) log -
1
- dy- I p(x) log -

1
- dx 

Q(x) q(y) p(x) 

= max I p(x) log -
1
- dx - I p(x) log -

1
- dx 

Q(x) q(y) p(x) 

I p(x) 
= max p(x) log -- dx 

Q(x) q(y) 

= max I p(x) log Q' (x) dx. 
Q(x) 

(7.47) 

Given a test channel y = Q (x) the rate for an input x is defined by R (x) = log Q' (x). If Q' (x) = 1 then 
for this input the rate is zero, however if Q' (x) > 1 then this input has a positive rate R (x) because the 
input interval dx is 'spread' to a larger output interval dy (see (7.35)). On the other hand if Q'(x) < 1 
the rate for this input is negative. The rate for the test channel is R = h(Y) - h(X) = E[R(x)]. Given 
a D., for the capacity we have to maximize E[R(x)] over all test channels Q(x) with a distortion smaller 
than D.. The distortion (7.32) for a deterministic channel reduces to 

D =I p(x)(Q(x)- x)
2 

dx (7.48) 

Like we did in Section 5 .I we use a Lagrange multiplier to eliminate the distortion constraint. We remain 
with the following problem 

arg max[h(Y) - h(X) -AD] 
Q(x) 

with I= h(Y)- h(X)- AD the functional 

= arg max I p(x)[log Q'(x)- A(Q(x)- x) 2
] dx 

Q(x) 

= arg max I F (x, Q, Q') dx. 
Q(x) 

(7.49) 

(7.50) 

This type of problem is known as a variational problem. We have to find a function Q(x) such that 
the integral over F is maximized. A necessary, but not sufficient condition is that Q(x) satisfies the 
Euler-Lagrange differential equation [12] [31] 

8F d 8F 
BQ = dx 8Q' 

(7.51) 

2 In the continuous case the capacity is not bounded by a C' like the discrete case, viz. test channels exist that have an output 
distribution Y ~ N(J.Ly, u]). For u] -+ oo also h(Y)- h(X) -+ oo. Conclusion: for all distortions!'!.. with a finite capacity 
C(/1), the capacity is strictly increasing (because of the concavity). 
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Substitution ofF in (7.51) gives 

d p(x) 
-2J.(Q(x)- x)p(x) = dx Q'(x). 

After computing the right hand side the final differential equation is 

_ 2J.(Q( ) _ ) (x) = p'(x)Q'(x)- p(x)Q"(x). 
X X p (Q'(x))2 

The output distribution q (y) can be found by computing the inverse of y = Q(x) which is 

X= P(y). 

The output distribution now is 
q(y) = p(P(y)) P'(y). 

Note that for a Gaussian input distribution a lineair test channel like (7.44) is a solution of (7.53). 

7.8 The logineq and simpleQ Bound 

Theorem 13. We define the function cuP(6) as 

cup(6) £ [ max Jp(x)Q'(x) dx -1] loge. 
Q(x):D:;:f'> 

This function is an upper bound, i.e., 

for all 6 that have a .finite cuP(6). 

(7.52) 

(7.53) 

(7.54) 

(7.55) 

(7.56) 

(7.57) 

Proof Let S(x) be a test channel that maximizes h(Y)- h(X) and have a distortion smaller than 6, then 

This completes the proof. 

C(6) = maxh(Y)- h(X) 
Q(x) 

= J p(x) logS' (x) dx 

::; j p(x)(S'(x)- 1) loge dx 

::; max/ p(x)(Q'(x)- 1) loge dx 
Q(x) 

= cup(6). (7.58) 

0 

To compute the Cup(6) function we use again a Lagrange multiplier. The test channel S(x) that achieves 
the maximum is 

S(x) =argmax/p(x)[Q'(x)loge-J.(Q(x) -x)2
] dx 

Q(x) 

the -1 is left away because it is irrelevant. The condition (7. 51) is still valid 

d 
- p(x )J.(2S(x) - 2x) = dx p(x) loge, 
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(7.60) 



rewriting gives 
p'(x) 

S(x) = x- 8--, 
p(x) 

(7.61) 

with 8 = (loge)/(2.1v) ::=:: 0. Using this test channel we compute cup as a function of 8. The product 
p(x)S'(x) is p(x)- 8p"(x) + 8(p'(x))2/p(x). The integral of the first term is 1, the second term 
disappears because J p"(x)dx = p'(oo)- p'(-oo) = 0 and with 

2 £ J (p'(x))2 dx (7.62) 
y p(x) ' 

the function cup becomes 3 

For the distortion D = !J. we have 

combining with (7.63) yields 

!J. = J p(x)(x- S(x))2 dx 

=(ey)2, 

C(!J.) :::: cuP(!J.) = ..(I.y loge, 

(7.63) 

(7.64) 

(7.65) 

which is the logineq bound. For Gaussian input distribution y = !fax. And thus (7.43) is bounded 

by .Ji.!ax loge. 

Every test channel is a lower bound, as well as (7.61). This bound is named the simpleQ bound. For 
small distortions 8 --+ 0, S'(x) --+ I, log S'(x) = S'(x)- I and thus the simpleQ lower bound is equal 
to the logineq upper bound. For small distortions these bounds are tight. 

7.9 The minD Lower Bound 

The test channel used for this bound is the same as in Theorem 12, viz., 
ay 

Q(x) = -(x- J.tx) + 1-tx· 
ax 

(7.66) 

This bound is called the minD bound because the test channel minimizes the distortion for a given output 
variance a;. The output probability density is 

ax (ax ) q (y) = - P - (y - 1-tx) + 1-tx · 
ay ay 

Together with dy = ay/axdx the differential entropy is computed 

h(Y) =- j q(y) logq(y) dy 

= -fax p (ax (y- J.tx) + 1-tx) log [ax p (ax (y- J.tx) + 1-tx)] dy 
ay ay ay ay 

= - J p(x) log ( ~ p(x)) dx 

(7.67) 

= h(X) +log ay. (7.68) 
ax 

3 Assume the probability density p(x) = 1/2fe-x
2 
(I + cos(eX

2
)) then for large x, (p1 (x))2 1 p(x) ~ 2rx2eX

2 
(I -

cos(eX
2
)), thus y defined as in (1.62) is not finite, but then again we assumed that p ( -oo) = p' (oo) = 0. 
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The distortion is minimal, i.e., D = (ay- ax) 2. If we combine this with the rate of this channel we 
obtain the bound 

(7.69) 

7.10 The maxH Lower Bound 

The maxH lower bound computes the test channel that maximizes the output entropy for a given variance 
a; of the output distribution. For a given output variance a; the maximum entropy is obtained with a 
Gaussian distribution, the rate is 

R = h(Y)- h(X) = ~ log2:rrea;- h(X). (7.70) 

Given an output distribution q(y) we compute the test channel with minimal distortion using (7.35). The 
minD and maxH bounds are shown in Figure 7.10. As we see the maxH bound does not start is (0, 0). 

R rate-distortion curve 

maxH 

(J2 = 0 
~+---------------------------------------------

D 

Figure 7.2: Capacity function with bounds. The increase of variance is a 2 = a; -a;. 

7.11 The comb Upper Bound 

In (7.45) we used a Gaussian input, however this upper bound also holds for general distributions 

C(~) ~ ~ log2:rre(~ + ax) 2
- h(X). (7.71) 

This bound can also be explained graphically, see Figure 7.3. Assume all test channels that result in a 
output distribution with variance a'}. The rate of the test channel is always smaller than t log2:rrea'} -

h(X). We also know that the distortion is larger than (cry- ax) 2. All test channels that have an output 
with variance a'} and are capacity achieving are in the gray triangle on the graph (the lower bound is a 
time sharing line between a point on the minD lower bound and a point on the maxH lower bound). 
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R 
bound 

maxH 

D 

Figure 7.3: Construction of the comb upper bound. 

7.12 The conv Lower Bound 

If the output distribution is close to the input distribution, i.e., p(x) ~ q (y) then the minimal test channel 
(computed according to (7.35)) has a small distortion. On the other hand if the output distribution is 
Gaussian then it has a large entropy. The following output distribution is close to p(x) for small a 2 and 
Gaussian for large a 2 

(x- y)2 
1 !00 -q(y) = -- p(x) e 2a 2 dx 

..j2]Ta -oo 
(7.72) 

·with 

a;= a] +a2
. (7.73) 

The deterministic test channel is computed with (7.35). 

7.13 An Example of the Bounds 

For most distributions p(x), it is impossible to compute the bounds analytically. An exception is the 
Gaussian distribution, in this case the simpleQ, minD, maxH, comb and conv bounds are equal 
to the capacity curve C(ll). If analytical computation is impossible the bounds can be approximated 
numerically. The computation is done in MATLAB. The input distribution is shown in Figure 7.4. The 
bounds are numerically computed and shown in Figure 7.5. As expected the minD bound is good for 
small distortions, the maxH bound is good for large distortions and the conv bound is good for all 
distortions. Concerning the upper bounds, the logineq bound is better for small distortions while the 
comb bound is better for higher distortions. The simpleQ lower bound is only good for very small 
distortions, for better comparison the simpleQ and the logineq bounds are enlarged and shown in 
Figure 7.6. 
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Figure 7.5: Bounds on the capacity function. 
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Figure 7.6: The simpleQ and the logineq bound for small distortions. 
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Chapter 8 

Recursive Code Construction for Binary 
Sequences 

In the preceding chapters the theoretical limit of reversible information embedding has been explored. 
In this and the next chapters constructions (or codes) that are applicable in practice are discussed. The 
purpose is to obtain rates close to the capacity for a for a given distortion. This chapter is published as 
[26]. 

8.1 The Error Probability 

The binary memoryless host sequence xN with finite length N is known to the encoder. The output 
sequence given by the encoder is yN. The sequences are supposed to have a finite length, as a result of 
this the average error probability of recovering the original host can not be made arbitrary small. The 
explanation is as follows. For some xN every message is associated with a different output yN. The 
number of the host sequences is equal to the number of the output sequences, i.e. 2N in the binary case. 
If a decoder is used to decode the yN sequence and if there are two yN that are decoded to the same 
xN sequence then the other 2N - 2 output sequences yN are not enough to distinguish all the 2N - 1 
host sequences xN. If the first bit of yN is used to indicate whether information is embedded (and it is 
completely reversible) at most one bit is wrong thus the average error probability can be made smaller 
or equal than 1/ N. The probability of detecting a wrong message can be made zero (for example by the 
use of lookup tables). 

8.2 Simple Embedding 

This naive method simply compresses the memory less bit sequence x N into a smaller sequence yL and 
appends M = N - L message bits. The decoder uncompresses the first part of yN to obtain xN and the 
last part of yN contains the message bits. Since the source parameter is unknown we also have to find a 
good coding distribution. We define the probability for a zero as 

(8.1) 
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according to a source with this parameter, the probability for the sequence xN is 

(8.2) 

For the compression we use an Arithmetic encoder (see Appendix D). For an arbitrary coding distribution 
we obtain codewords, with the theoretical limit of the codeword length [38] 

1 
L < log--N- +2 +8, 

P(x ) 
(8.3) 

where 2 is the coding redundancy and we used 8 bits to transmit p 0 . Substituting (8.2) in (8.3) gives 

L < -#(0, XN) logpo- (N- #(0, XN)) log(l- Po)+ 10 

= N H(po) + 10. (8.4) 

The rate of this code is Mj N > 1 - H(p0 ) - 10/ N ~ 1 - H(p0 ). In practice the upper bound (8.3) is 
larger since: 1) The implementation of the arithmetic encoder in software has a finite precision. 2) Only 
8 bits are used to transmit p 0 thus a quantized version of (8.1) is used in practise. 

All host bits are substituted by either a '0' or a '1' with equal probability. Using Hamming distortion, 
the average distortion becomes 1/2. 

8.3 Time Sharing 

For smaller distortion an option is to use only a fraction a of the bits. The new distortion is ta and the 
new rate is R = a( 1 - H (po)) - 10 IN. Choosing a too small makes the coding inefficient because the 
term 10/ N, responsible for the redundancies, has a too large influence. 

8.4 Improved Reversible Embedding 

The basic ingredient for the improved embedding method is a non-reversible (lossy) information em
bedding method with rate close to H(YIX) and distortion D. A host signal xN into which message 
information is to be embedded is split in chunks, such that the number of chunks as well as the size of 
the chunks is large enough. The construction then proceeds by selecting a first chunk and non-reversibly 
embedding a first part w1 of the message wM into this chunk. Reversibility for the first chunk is then 
achieved by embedding proper recovery data in a second chunk. Coding of recovery data is done in 
such a way that only the uncertainty of x given y in this first chunk is encoded. If the chosen lossless 
scheme has a sufficiently high rate, some capacity remains in this second chunk to embed a second part 
w2 of the message wM. This process continues until one chunk remains. This last chunk is losslessly 
compressed, concatenated with recovery data for the one but last chunk and appended to the output sig
nal y. Decoding of y to restore x and retrieve the message wM is trivially done by recursively reading 
message and recovery data from the chunks, where only the uncertainty of x given the received signal y 
needs to be retrieved. If the number of chunks is large enough, the distortion of this embedding scheme 
is D and the (reversible) rate is given by H(YIX) - H(XI Y) = H(Y) - H(X), (Theorem 1). The term 
H(XI Y) represents the loss of rate due to reversibility. In the next sections we will present a practical 
code construction that follows the outline given above. 
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8.5 Preliminaries 

Consider a host signal x N and a message wM. Both signals are assumed to be binary with alphabet 
{0, 1 }. The host signal is memory less with the probability ! :S p0 :S 1 for a zero symbol. The signal N 
and message length Mare assumed to be sufficient large. A reversible information embedding method 
consist of a transmitter and a receiver. The structure of transmitter is shown in Figure 8 .1. In this figure 

wM ________________________________ ~ 

XN ________ ~-------+----~ 

Figure 8.1 : Reversible transmitter. 

the embedder block represents the non-reversible information embedding function, the encoder block 
the compression function (it compresses the host signal xN given the output yN) and the mux block the 
mixing of recovery and auxiliary data. 

detector 

yN 
------~----------------------~ 

Figure 8.2: Reversible receiver. 

The receiver is less complex than the transmitter since it does not contain a recursive loop. The compo
nents detector, decoder and demux have the opposite functionality of the corresponding components in 
the transmitter and will therefore not be described in great detail. 

8.6 The Embedder 

The non-reversible information embedding is done by the embedding unit. Given an auxiliary data 
symbols sequence zK and a host sequence xN, it produces an output sequence yN that is within distortion 
D of the original sequence xN. The rate is given by Rnrev ~ H(YIX) = KIN, see [39]. For example, in 
the trivial case of bit substitution the rate is equal to 1. The corresponding distortion is computed as 

D ~ L Pr{X = x} Pr{Y = yiX = x}(x ffi y), (8.5) 
x,y 
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and is equal to 1/2 because Pr{Y = yiX = x} = Pr{Y = y} = 1/2. 

A more sophisticated embedder with rate-distortion ratio larger than 2 is described next. As a first step 
the embedder splits the host signal into segments oflength 3. The set of all binary triples (also referred 
to as states) is divided into 4 classes by computing two syndromes, viz. the sum of the first and second 
component and the sum of the first and third component. Two triples belong to the same class if they 
have equal syndromes. We label the classes with the four integers {0, 1, 2, 3}. Furthermore we assign to 
every triple a set of 4 directed transitions, such that for an arbitrary label j, any triple t is connected to 
exactly one triple i with label j. The particular choices for this report are presented in Figure 8.3, where 
for readability purposes the transitions with equal source and target are not drawn. 

000/0 

/1~ 
001/2 010/1 100/3 

I I 
011/3 

~I/ 
111/0 

Figure 8.3: The state transition diagram of the embedder. 

Considering the transition diagram as a test channel with transition probabilities t. the probability for an 
output triple is given by 

7 

Qk = L QkiJPJ· (8.6) 
J=O 

with p 1 the probability of an input triple and Q kiJ the transition probability. The rate of this non-reversible 
embedding scheme is easily seen to be ~. The distortion is a function of p 0 and for the computation we 
use the symmetry 

where P1 = 1 - Po· 

8. 7 The Encoder 

The encoder unit encodes the signal xN given the side information yN. Since the codeword yN is known 
to the decoder, the encoder can use this information to reduce rate. The theoretical bound for the rate 
is the uncertainty of X given Y, viz. H (XI Y). Initially Huffman coding was explored as a method 
to approach H(XIY), mainly because of the simple codeword construction. However, in practice this 
resulted in an impractical encoding implementation. Using the Huffman algorithm for blocks of n triples 
to encode x:+3n given y:+3n, would require a table containing all possible x:+3

n sequences with their 
conditional probabilities. As both the length of the table as well as the computational effort to compute it 
are exponential in n, a practical implementation is restricted to small n only. However, good performance 
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is only obtained for large n, in particular when p 0 is close to 0.5. To avoid these problems an arithmetic 
coder was chosen as a better alternative. For this particular problem a Rubin implementation was selected 
as it has linear encoding time and constant storage space, see Appendix D. For every bit being input to 
the arithmetic encoder the probability p~ can be given as side information to the encoder. Thus for the ith 

bit we have to calculate p~ = Pr{Xi = 01 YQ" = y~, ~-I = x~- 1 }. As the source triples are independent, 
the size of the probability table is limited to 8+ 16+ 32=56, 8 contexts are needed for the first bit in a 
decoding triple (the decoder knows the yf+2 triple and since there are 23 = 8 triples, the size of the first 
table is 8), 16 for the second (one table of size 8 if the first bit is '0' and one table of size 8 if the first bit 
is '1 '), 32 for the third (a table of size 8 for all the combinations of the first two bits). The Rubin coder 
operates with a fixed register such that every encoding operation changes this register. Occasionally bits 
fall out of this register and are being put into an output buffer Q. These are the recovery bits, ready to be 
used by the multiplexer. 

8.8 The Multiplexer 

The multiplexer combines the compressed host signal Q and the message wM into one data signal zK 

for the embedder. Naively, it does so by simple concatenation of recovery bits and data bits. On the 
receiving end the demultiplexer must be able to spit the data signal. Therefore a proper synchronization 
mechanism is required. 

In the most naive solution, for every chunk a fixed amount of bits is reserved for recovery data. However, 
this does not work as the amount of recovery bits is not fixed for variable length encoders and in general 
therefore varies from chunk to chunk. An implicit synchronization mechanism can be used in case of 
Huffman encoding. If the start position of the encoded recovery bits is known to the decoder (for example 
by fixing the start position at the beginning of a chunk), the decoder can restore recovery bits until just 
enough recovery data is obtained to restore the previous chunk. The remaining bits in the chunk are then 
necessarily data bits. In such a scheme both the number of recovery and data bits is variable. 

However, this solution is not practical in case of an arithmetic encoder because there is no guarantee 
that all recovery bits have made it to the output buffer Q. This can of course be enforced by closing the 
arithmetic encoder after every chunk, but that would lead to a decrease in efficiency. 

The solution that is chosen adds explicit synchronization bits in the data signal. The multiplexer operates 
on blocks of length A, either only containing recovery bits or only data bits. A one-bit header indicates 
the type ofbits in the block, see Figure 8.4. We have given the recovery of the host a higher priority than 

zK I 0 I message II I recovery I 
A 

Figure 8.4: The output format of the multiplexer. 

the embedding of a message, so recovery bits are transmitted as soon as A - 1 recovery bits are available 
from Q. 

8.9 Implementation Issues 

Since the code construction is recursive some special tricks have to be applied at the tail to minimize 
the probability of bit errors. In particular, the recovery data of the tail have to be encoded in the tail 

69 



itself (as there is nothing after the tail). An effective and simple solution is brute force encoding of the 
tail and embedding by bit substitution. Bit substitution has a high embedding rate (at the cost of a large 
distortion) and can guarantee that enough space is left to embed pre-tail recovery data and possibly some 
data bits. Another solution would be to brute force encode the tail and use the state transition diagram in 
Figure 8.3 to embed the bits, however the rate is less (2/3 compared to rate 1 if we use bit substitution) 
thus this works only if the compression is good enough (the length of the compressed sequence must be 
smaller than 2/3 of the original, thus p 0 > 0.8260). 

Another implementation issue is at the receiver side. The Rubin decoder has to know the probability 
Po· A simple solution is to approximate this probability with an eight bit integer value and embed these 
bits as special message bits at the beginning of the stream. Another solution is to start decoding with 
Po = 0.5 and to adaptively estimate its value from the decoded bits. 

8.10 The Rate 

The capacity function can be computed by (3.9) 

C(b.) =max H(Y) - H(X), (8.8) 

where the maximum is taken over all test channels QkiJ with average distortion D :::: b.. For a fixed 
embedder, the output probabilities are fixed and we can write 

R(p0) = H(Y)- H(X) 

To compute this rate, equation (8.9) is used 

= H(YIX)- H(XIY) 

= Rnrev- H(XJY). 

7 

R(po) = t L(p; logp;- q; logq;), 
i=O 

(8.9) 

(8.10) 

(8.11) 

where p; and q; are the probabilities of the input triples (generated by the source) and the output triples 
(determined by the embedder unit) respectively. Note that the resulting theoretical rate distortion pair 
(R, D) (see Section 8.6) is sub-optimal with respect to the capacity function (8.8). This is due to the · 
choice of a sub-optimal embedder. The practical rate distortion pair obtained by performing the construc
tions in the previous section is even more sub-optimal. This is caused by the presence of synchronization 
bits, the sub-optimal encoder and the tail construction. 

In Section 8.8 the operation of the multiplexer unit is presented as a mechanism to separate recovery and 
message data. In practice a message block is followed by one or more recovery blocks. We will derive 
an expression for the ratio t between recovery and message rates. The recovery rate is given by H (XI Y). 
Let y be the recovery density, the fraction of recovery data in zK. Then the recovery rate is also equal to 
y Rnrev· Both expressions should be equal so 

H(XIY) 
y = H(YJX). (8.12) 

The message density is 1 - y. The ratio t between recovery data and message density is then given by 

y H(XIY) 
t = 1- y = H(YJX)- H(XIY) 

(8.13) 
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From Equation (8.13) we learned that for H(YIX) = H(XIY) the recovery-message ratio becomes 
infinite. This agrees with Equation (8.1 0), which forces the message rate to be zero. A plot of Equation 
(8.13) is shown in Figure 8.5. We see that for the given embedder, reversible information embedding is 
impossible for p 0 < 0.590. 

18 

16 

!! 14 
!!! .. 
~12 

~ 

Figure 8.5: The ratio between recovery and message rates. 

8.11 Comparison to Bit Substitution 

In the previous section we found that the proposed method breaks down for low Po· In this section we 
will show that for certain p 0 bit substitution is a better choice. Bit substitution has the highest possible 
rate (R = 1 - H(p0 )), but also the largest possible distortion (D = 0.5). By applying time sharing 
it is possible to simultaneously decrease the rate and distortion by a certain factor, see Section 8.3. In 
Figure 8.6 we compare this extended bit substitution scheme with the embedding scheme by plotting 
embedding rates at the same distortion level. The two lines cross each other at Po "'=i 0.626. For higher 
probabihties the best choice is the proposed method, for smaller Po time sharing is the most effective 
solution. The method can of course be made to work with small p 0 by choosing a better non-reversible 
encoder with a larger rate-distortion ratio. 

71 



8.12 Results 
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Figure 8.6: Rate-distortion comparison. 

In this section we will show the results we achieved for p 0 = 0.73 (the choice of this particular Po will 
become clear in the next chapter). The results are plotted in Figure 8.7 together with the binary capacity 
curve. The point (0.295, 0.132) is realized with the embedder shown in Figure 8.3. An even better point 
has been realized for this p 0 : (0.319, 0.147). This is done by moving outgoing arrows for the triples 
'0 11 ', ' 1 0 1 ' and ' 11 0' to trip 1es with two or three ones. This will introduce a larger distortion, but the 
rate will increase with an even larger factor. 
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Figure 8.7: Achievable rate-distortion pairs for p 0 = 0.73. 

8.13 Future Improvements 

0.6 

Since the encoding and multiplexing are close to perfect, the best way to improve is changing the em
bedder block. Given a state transition diagram, like Figure 8.3, together with p 0 the rate distortion pair 
can be computed. As shown before the ideal embedder is a Z -channel, however the embedder we are 
using, with block length 3, has transitions in both directions. If longer blocks are used, this knowledge 
can be exploited to obtain points closer to the capacity. Moreover state transition diagrams have to be 
designed for different p 0 and for different D, so depending on an embedding parameter the transmitter 
selects a state transition diagram. 
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Chapter 9 

The Regular-Singular Method 

In this chapter a method for reversible embedding information in images is discussed. We focus on 
grayscale images, however the results can also be applied to color images: The information can be em
bedded in each color component individually or one can decorrelate the dependence among the different 
color components first and then embed the information. For grayscale images we assume that the pixels 
take values between 0 and 255 (X = {0, 1, · · · , 255}) and are not memoryless. The host image is x N, 

where N is the width times the height of the image. 

9.1 The Regular Set and the Singular Set 

The idea of the regular-singular (RS) method was introduced by Fridrich [15] and will be described 
briefly. The host sequence is partitioned in groups g, e.g., g1 = X1X2X3X4 and g2 = XsX6X7Xg. Let G be 
the set of all possible groups g, thus the cardinality of G is 2564

. The set G is split in two sets of the same 
size, the regular set G r and the singular set G s, see Figure 9 .1. Furthermore every group is connected 

• 
Gr 

the singular set 

Figure 9.1 : The regular and singular set. 

with a group in the other set. This 'mirror' group of g is found by the invertible flipping operator F. Let 
gr E Grand gs E Gs then F has the three following properties: 

• F(gr) E Gs 

• F(gs) E Gr 
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• F(F(g)) =g. 

A good partitioning of G in a regular and a singular set has the following properties: 

• The average distortion between g and F(g) is small. 

• The probability of the regular set is much larger than the probability of the singular set. 

The first property is needed because the embedding is done by flipping groups. The second property is 
needed because we need redundancy to embed information reversibly. If the set G has an odd number 
of groups then partitioning in two equally sized sets is impossible and therefore a third set will be used, 
the set of unusable groups Gu. If the probability of g and F(g) is nearly equal, it is better to move both 
groups to the unusable set. By doing this we increase the probability between the regular and the singular 
set. It will become clear that if the group g and F (g) have almost the same probability, this is only a 
contribution to the distortion. 

9.2 The RS Algorithm 

First the host xN will be partitioned in L groups. The sequence rL, having symbols from the alphabet 
{R, S, U} is computed is 

ifg; E Gr 

ifg; E Gs 

ifg; E Gu. 

(9.1) 

From these groups a bit sequence vM is derived by assigning a '0' to a regular group and a '1' to a 
singular group and the U's are removed. The message is reversibly embedded in the vM sequence and 
we obtain the uM sequence. The sL sequence with symbols from the alphabet {R, S, U} has the U's on 
the same places as the vM sequence and the gaps are filled with the uM sequence where 'O's become R's 
and' 1 's becomeS's, e.g., 

rL = 
vM = 
uM = 
sL = 

R S 
1 0 

0 
R S 

R U S U R R 
1 0 1 1 
0 1 0 
S U R U R S 

(9.2) 

Constructing the output yN is the last step in the algorithm. If S; = r; then the output pixels in group 
i are the same as the input pixels, otherwise the group is flipped. The dependencies of the successive 
sequences are 

where w is the embedded message and ( ·) indicates the dependencies. On the receiver side we have 

YN--+ SL(yN)--+ UM(SL)--+ iJM(UM)--+ fL(SL, iJM)--+ XN(yN, pL, SL). (9.4) 

Note that a reversible binary embedding scheme (vM = vM) results in fL = rL and thus the groups that 
are flipped to obtain yN are known and flipping them back gives iN = xN. 

Toggling at bit sequence level is reflected by flipping at the image level. Reversible embedding is then 
achieved by reversible embedding at the bit sequence level and translating the result to the image level 
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using the flipping function. The RS method reduces the problem of embedding in images to embedding in 
bit sequences. A naive method is to compress the bit sequence vM into a smaller sequence with a length 
approximately equal to M H(V) and append message bits M(l - H(V)) to obtain again a sequence 
with length M (see Section 8.2). Better is to use the improved method, assume we have a reversible bit 
embedding method with rate Rbin and distortion Dbin• then the rate of the RS algorithm is 

M 
R = NRbin (9.5) 

and the distortion in the image is 

1 N 
Dimg = N L D(Xn, Yn) 

n=l 

(9.6) 

where D is the distortion between the symbols Xn and Yn and A is a constant depending on the flipping 
function equal to the average distortion in the image due to a flipping. If a flipping operator F can be 
reduced to flipping individual symbols in the group with Fsymb· 

(9.7) 

then the constant A is easier to compute 

A= L P(g)D(g, F(g)) 
geG 

1 
~ iGT L D(g, F(g)) 

geG 

1 "" 2 = jXj L.,(X - Fsymb(X)) , 
xeX 

(9.8) 

where D(g, F(g)) is the average distortion in the image due to flipping group g. The approximation 
follows from the assumption that G is large enough and there is no correlation between the probability 
of a group P (g) and the distortion due to flipping D(g, F (g)). 

9.3 The Flipping and Partitioning 

A flipping function proposed by Fridrich is the least significant bit (LSB) flipping function Fsymb = FLsB, 
defined as 

0 *+ 1' 2 *+ 3, ... '254 B- 255, (9.9) 

corresponds to flipping the LSB of each pixel in the group. A discrimination function f is used to classify 
the groups 

f(F(g)) > f(g) -+ g is regular 

f(F(g)) <f(g) -+ g is singular 

f(F(g)) =f(g) -+ g is unusable 
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Note that if gr is regular then F(gr) is singular again because 

/(F(F(gr))) = f(gr) 

< f(F(gr)). (9.11) 

Using the same argument a singular group becomes regular and a flipped unusable group is still unusable. 
The best discrimination function would be a probability measure, if g has a higher probability than 
F(g), then /(g) should be smaller than /(F(g)) to make g regular and F(g) singular. Image models 
or statistical assumptions [29] can be used to design discrimination functions. We assume the pixel 
values vary slowly in the spatial directions, so the 'variation' could be a good discrimination function, 
letg = X1, X2, · · · , Xn then 

n-1 

f(g) = L lxi+l -x;l. (9.12) 
i=l 

Using (9.8) the amplitude for FLsB is equal to 1. 

9.4 Results for the Lena Image 

Tests have been done on the Lena image, see Figure 9.2(a). The groups consists of four neighboring 

pixels, forming a square together, we use the ordering ~ ~· To indicate the result of the labeling, in 

Figure 9.2(b) a back block (the four pixels are replaced by a uniform colored block) corresponds to a 
regular group, a white block to a singular group and a gray block is an unusable group. After splitting 

(a) (b) 

Figure 9.2: On the left the original Lena image and on the right the segmentation in regular, singular and 
unusable groups. 

the image in groups and using the discrimination and flipping function to label the groups, it appears 
that Lena has 37439 regular groups, 14075 singular and 14022 unusable groups. This resulted in a bit 
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sequence with po = 0.73 and length N = 51514. We were able to embed M = 7583 message bits by 
making only 16440 errors on bit sequence level using the improved reversible embedding, Section 8.4. 
The original Fridrich method (simple embedding, Section 8.2) embeds M = 7837 bits by making 25757 
errors (i.e at Dbin = 0.5). Scaling back by time sharing (a = 0.6383) to 16440 bit errors, the original 
Fridrich method has a capacity of 5002 bits, 34% less than the improved method. This is also reflected 
in Figure 8. 7, where the straight line is the time sharing line and the stars are our practical results. 
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Chapter 10 

Encoder and Decoders for Sources with 
Large Alphabets 

In this chapter we describe methods for reversible embedding in source sequences having symbols from 
large alphabets as opposed to the binary alphabets of the previous chapter. Occasionally embedding 
algorithms for binary sources can be used, for example the RS algorithm described in the preceding 
chapter, where a compressible subset of the host forms a binary sequence. However this extra layer 
causes unnecessary losses. Algorithms will be described that work immediately on the source symbols. 

Again no information is known about the source except the output sequence x N. We also assume the test 
channel that achieves capacity is known to encoder and decoder. 

10.1 Splitting into Z-Channels 

In this section two additional assumptions are made: 1) The distortion measure is L P thus the optimal 
test channel is proper and does not have crossing edges. 2) The input alphabet X is equal to the output 
alphabet Y. The next example illustrates a splitting concept. 

Example 4. Given a source having output symbols from the alphabet {0, 1, 2} with probabilities p 0, p 1 

and p 2 respectively that has the output sequence xN. After maximizing over the test channel, it appears 
that 

( 

1 0.2 0 ) 
Q = 0 0.7 0 

0 0.1 0 
(I 0.1) 

maximizes the entropy H(Y) (capacity achieving). Is it possible to use binary encoders and decoders 
(Chapter 8) for this channel? The answer is yes, the test channel (1 0.1) is split in two successive channels, 
see Figure 1 0.1. The transition probability matrix Q of the original test channel is the multiplication of 
the matrices Q 1 and Q2 of the new channels 

( 

1 0.2 0 ) ( 1 0 0 ) ( 1 2/10 0 ) 
0 0.7 0 = 0 7/8 0 0 8/10 0 . 
0 0.1 1 0 1/8 1 0 0 1 

(I 0.2) 

First the sequence xN is encoded into the sequence zN and the .first message bits from wM are embedded. 
The second part of the message bits are embedded in zN and we obtain yN. Since the embedding is 
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Figure 10.1 : Splitting a test channel. 

reversible, the decoder is able to obtain zN from yN and subsequently it obtains xN. The rate of the first 
step is R1 = H(Z) - H(X) and the rate of the last step is R2 = H(Y)- H(Z). The total rateR is the 
sum of the separate rates 

R = R1 +R2 

= H(Z) - H(X) + H(Y) - H(Z) 

= H(Y) - H(X) = C. (1 0.3) 

The average distortion between X and Z is D1 = 2/10p1. The distribution of Z is not equal to the 
distribution of X. The probability for a '1' is 8/10p1. Using this, between Z andY the distortion is 
D2 = 1/8 · 8/10p1. Finally the distortion between X andY is 

(1 0.4) 

additive over the channels. This result is easier to understand if we look at the number of non-zero 
distortion transitions. The number of 1 -+ 2 transitions in the first section must be equal to the number 
of 1 -+ 2 transitions in the original test channel to have the same output distribution, the number of 
1 -+ 0 transitions in the second section must be equal to the 1 -+ 0 transitions in the case we used the 
original test channel. 

Conclusion: reversible embedding according to the original test channel is possible with binary encoders 
and decoders, the rate is the sum of the individual rates and the distortion is the sum of the individual 
distortions 1

• 

Relevant question is: can every test channels be split? For a general test channel (input alphabet is not 
necessary the same as the output alphabet) the answer is not known yet. However if X = Y and the 
probabilities Q111 > 0 (test channels for small distortions, see Section 6.7) we can show a construction 
that splits the test channel into channels that have only Z -transitions. Since we assumed an L P distortion 
measure the test channel does not have crossing edges. Moreover since for every j the edge U, j) E C we 
conclude that every edge (j, k) E C has to satisfy IJ - kl :::: 1. Let M be the number of edges for which 
IJ - kl = 1, thus the number of edges that have a non-zero distortion. The recursive constructions will 
split the original test channel in M successive channels that only have one edge with non-zero distortion 
(and becomes part of a Z -channel). The construction start with selection an arbitrary edge with non-zero 
distortion and splits the test channel in three sections according to Figure 1 0.2. Note that splitting will 

1 Although the additive property is true in general for the rates it is not for the distortions. Imagine a transition in the fi rst 
section 0-+ I and a transition in the second section 1 -+ 2, individually the weight of the transition (distortion) is 1, however 
together the distance is 2, thus the weight is 2P > 2 for an L p distortion measure. 
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X Q y y 

Figure 10.2: Splitting a test channel in Z-channels. 

not change the edges (the graph) in the gray blocks, however the conditional probabilities of the edges 
will change see Example 4. The first and the last section can be split recursively into sections with single 
Z-channels. 

Although the conditional probabilities ( Q kli) change, the joint probability (pi Qkli) for an edge after the 
split is still the same as in the original test channel. The distortion can be written as 

D= :L Pi QklidU, k) 
U.k)eC:dU,k)>O 

= :L Pi Qkli 
U,k)eC:dU,k)>O 

(10.5) 

where Dm is the distortion in section m. This additive property is valid in this particular case since all 
distortions (in the original as well as in the sections) are equal to 1. For every section the distortion is 
positive, however the rate can be negative as well as positive. If a section has a negative rate, no message 
bits can be embedded moreover additional information is needed to recover the original. This information 
is embedded in the next sections like they were message bits. The cumulative rate Rf ~ 2::::=1 Ri is 
always smaller than the capacity, see Figure 1 0.3. If for section t the cumulative rate would exceed 
the capacity then a test channel based on the sections 1, · · · ,t would have a higher rate and a smaller 
distortion than the test channel Q we started with. This is a contradiction since we assumed Q was 
capacity achieving. 
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Figure 10.3: The bars are the separate rates and distortions of the sections and the lines are the cumulative 
rate and distortion for an imaginary test channel. The dotted line is the capacity. 

10.2 High Capacity Encoder 

Although the splitting method, described in the previous section, works good for small distortions, it 
has two main disadvantages: 1) For higher distortions the splitting is not always possible, a single input 
connected with four outputs can not be split into Z-channels (we assume both inputs of a Z-channel 
have a non-zero probability, however if we allowed one of the probabilities to be zero then it would be 
possible). For these types of channels (single input to multiple outputs and multiple inputs to single 
output) other encoders and decoders are needed. 2) The encoder for the Z-channel described in the 
preceding chapter has bad behavior for short sequences. A Z-channel that has inputs i and j embeds 
only information in the symbols i and j. Although N is large, the number of occurrences of the symbols 
i and j can be small (pi + p 1 is small) and this will result in bad performance for the encoder. Moreover 
for every section the arithmetic encoder is used and every use we loose a particular amount of bits. 

The disadvantage 2 suggest that an encoder using all symbols is an improvement over multiple encoders, 
each embedding in specific symbols. The embedder described in the following sections is easy to use 
(easier than the Z -channel embedders) and has a very high embedding rate. The embedding procedure 
starts with making changes in the test channel to obtain an effective channel. Effective because the rate 
and distortion of this encoder are the rate and distortion of the effective channel the encoder is based on. 

10.3 The Effective Channel 

The symbols x are assumed to be values from the finite alphabet X which is a subset of the set Z the 
integer numbers. The cardinality of the alphabet X is J. The message wM is a binary sequence with 
equal probability for a one or a zero. The encoder produces the sequence yN with symbols from the 
alphabet Y, which has cardinality K. 

To obtain the effective channel, the test channel Q is divided in I disjunct sub-channels by removing 
edges (Section 6.5: The inputs of a sub channel are connected with only outputs ofthe same sub-channel 
and the outputs are connected with inputs of only this sub channel), see Figure 1 0.4. For sub-channel i, 
with 1 ::; i ::; I, the input symbols are in the set A. with cardinality Ai, and the output symbols are 
in the set Bi, with cardinality Bi. Thus we partitioned X andY into I sets. The effective channel has 
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uniform transition probabilities 

Qeff -!1/ B; 
kiJ- 0 

an i exists such that j E A; and k E B; 

otherwise. 
(10.6) 

For example see Figure 1 0.4, the color, from white to black, indicates the probability, 0 to 1 respectively. 
The effective channel has 20 sub-channels and is similar to the original (given an input distribution, the 
rate and distortion of the effective channel are close to the original). The partitioning into sub-channels is 
an optimization problem, no easy solutions have been found yet. The current algorithm tries to removes 
edges in a smart way to obtain disjunct sub-channels. The optimum partitioning has a rate and distortion 
closest (Euclidean distance) to the original. The probability sub-channel i is used is 

5 

\ 
5 ..... 

10 
.. 

10 

\ :; :; 
.9- .9-
:::> .. ~ :::> 
0 0 

15 15 

20 20 
I 

5 10 15 20 5 10 15 20 
input input 

Figure 10.4: The effective channel (right) is close to the original test channel (left). 

P;= LPr{X=x}. (10.7) 
xeA; 

If a symbol x is submitted to the encoder, the corresponding sub-channel i will be determined, x E A;. 
For the output, the encoder is restricted to an y E B;. Since the decoder uses the same sets, it detects 
the same sub-channel y E B;, thus knows the original host signal x is in the set A;. Since the output is 
dependent on the input, the encoder is using side information. This can be exploited by the decoder. 

10.4 The Capacity 

The encoder transmits an arbitrary symbol from the setB;, thus log(B;) bits ofinformationareembedded. 
For reversible data-hiding we also have to embed recovery information. Assuming the worst case of 
equiprobable symbols, 

1 
Pr{X = xlx E A;}=-, 

A; 

in a set, we need at most log(A;) recovery bits. The worst case reversible rate for a sub-channel is 

(B;) R; =log A; , 
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which is equal to the capacity if both input and output distributions are uniform. The total rate is 

I 

R = E[Cd = _LP;R;. (10.10) 
i=l 

10.5 The Distortion 

The distortion is 
I P; 

D= _L- L d(x,y). 
B· 

i=l 1 (x,y)eA;xB; 

(10.11) 

For an L P distortion measure, we assume the sets A; and B; are intervals on X and Y respectively. This 
is a reasonable assumption because in a proper test channel the outputs that are connected to a particular 
input j also form an interval. For smooth probability distributions of X, (1 0.9) becomes very accurate. 
Moreover, we enforce an ordering in the sets, all elements in A; are larger than the elements in A;-J. 
For the output sets B; the same. Due to this ordering·we do not have crossings between edges from 
different sub-channels. Inside the sub-channels crossings can occur (if and only if there are multiple 
inputs and multiple outputs). Making the sub-channels as small as possible gives less crossings thus 
better performance. 

The smallest element in A; is a;, and the smallest element in B; is b;. The values a; and b; can be 
determined using the relations 

a1 =minX and b1 = minY, 

a;+!= a;+ A; and b;+J = b; + B;. 

10.6 The Implementation 

(1 0.12) 

(10.13) 

The encoder and decoder are shown in Figure 10.5. The encoder first detects sub-channel i if x E A;, 
this is equal to a; ~ x < a;+!· After substraction of a; and using (1 0.13) 

0 ~ x -a;< A;, (10.14) 

this x -a; is the recovery information and has to be transmitted to the decoder. The block 'A -+ 2' in the 
figure actually translates symbols from the alphabet {0, 1, · · · , A; - 1} to the binary alphabet {0, 1}. For 
this we use a modified Rubin encoder, explained in Section 10.7. The recovery bits are put in the buffer 
\11. The 'mux' block adds the message bits to \II and Q is obtained. Since the recovery of the host is more 
important, the recovery bits are first transmitted. The bits are embedded in the host by first translating 
several bits into y - b;, a value between 0 and B;. Adding b; gives the output y. 

The decoder has the same functionality except for the 'demux' block. Since the codewords of the arith
metic encoder are prefix-free the number of recovery bits is exactly known at the decoder side. The 
remaining bits are message bits. 
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Sub Channel Detector (Encoder Side) 

Sub Channel Detector (Decoder Side) 

Figure 10.5: High capacity encoder and decoder. 

10.7 Arithmetic Encoder as Translater 

The easiest way to translate symbols from an alphabet having size A to a binary alphabet is using r1og Al 
bits. For the case A = 5, three bits b0b1b2 are needed to distinguish the 5 symbols. The entropy is 3, 
however an entropy of H(5) ~ 2.321 is desired. To obtain rates close to the entropy, an arithmetic 
encoder is used. The three bits are given to the encoder together with the conditional probabilities, see 
Table 1 0.1. First b0 is encoded with the probability for a '0' equal to p 0 = Pr{b0 = 0}. Next the second 

Po bo Po bl Po bz 
0 2/5 0 112 0 1 0 
1 2/5 0 112 1 1 0 
2 2/5 1 1/3 0 1 0 
3 2/5 1 113 1 112 0 
4 2/5 1 113 1 112 1 

Table 1 0.1: Encoding and decoding table for A = 5 

bit b1 is encoded with the probability p 0 = Pr{b1 = Olbo} for a '0'. This Po depends on the first bit 
bo, thus the second column of p 0 in the table depends on bo. Finally b2 is encoded with the conditional 
probability p 0 = Pr{b2 = Olbob1}. At the decoder side, first b0 is extracted. Using this bit the next 
conditional probability is computed and the next bit is extracted from the stream. 

10.8 Estimate of the Host without a Decoder 

The algorithm is tested on the Lena image, Figure 1 0.6(a). After embedding the image does not look 
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(a) (b) 

Figure 10.6: An example of an input and output image, on the left side the original and on the right hand 
side the output. The encoding has similar effects as increasing the contrast. 

noisy, the embedding has the effect similar to increasing the contrast, see Figure 10.6(b). The middle 
values moved to the sides of the spectrum. As mentioned in the introduction, only receivers with a 
decoder are able to reconstruct the original. In this section it will become clear that also receivers without 
a decoder (no arithmetic decoder is needed) are able to make an estimate of the original. Furthermore 
we have to ask ourselves if an increase of contrast is really a distortion and should it be measured with 
an L P distortion measure. 

Using a simple function iN = g(yN) we can make a good estimation of the original xN. The function 
g detects for every Yn the sub-channel i and assigns an x E A, to Xn. No arithmetic coders are needed. 
Note that the estimation is not exactly equal to the original and if the function g is applied the message 
is lost and the image is not reversible anymore. The image in Figure 10.6(b) has a PSNR of24.76, after 
applying the function 

g(y) = 90 arcsin C~o -1) + 130, (1 0.15) 

the PSNR is increased to 43.28, using a simple function we increased the PSNR with 18.52 dB. The 
function gin (10.15) is the inverse of the continuous test channel y = Q(x), which is an sinusoidal 
approximation of the discrete test channel Q, where the embedding algorithm is based on. 

10.9 Test Results 

The results presented here are sub-optimal since the encoder does not compute the capacity achieving 
test channel. The encoder uses a test channel that minimizes the distortion for a fixed output variance. In 
the continuous case this test channel would be a lineair channel. For the discrete case the encoder tries 
to chose the effective channel such that the blocks in a presentation like Figure 10.4 form a straight line. 
Note that the lineair channel is optimal for Gaussian input distributions, so images with distributions 
close to the Gaussian have better performance. Next step for the embedder is to make a proper test 
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channel using input and output distributions, the MATLAB algorithm on page 36 is used. After this the 
effective test channel is computed, see Figure 1 0.4. We use a quadratic distortion measure, from now on 
referred to as mean square error (MSE) 

1 N 
MSE = N L(xn- Yn) 2

• (1 0.16) 
n=l 

To compare the results with those given in literature, exactly the same date is plotted again, however this 
time on a logarithmic scale with the peak signal to noise ratio (PSNR) as distortion measure 

PSNR = 10 
10 log~;~. (10.17) 

The results are shown in Figure 10. 7(a) and Figure 10. 7(b ). From the theory, we know that the maximum 
capacity C' (see Section 3.6.3) is obtained with an uniform output distribution qk = 1/256. To compute 
C' we also need the entropy of the input H(X), where we computed the input probabilities asp 1 = 
#U, xN)/ N. Using the uniform output distribution and the MATLAB algorithm on page 36, the minimum 
distortion D' is computed and we obtain the pair (D', C') = (750.73, 0.55). Our results have a rate 0.18 
bit per pixel less than the capacity. If better methods are found to obtain effective channels, results closer 
to the point ( D', C') are expected. 
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Figure 10.7: Results of the high capacity encoder. 
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Chapter 11 

The Wavelet Transform 

The assumption for memory less hosts is not a good assumption for images. As much as possible redun
dancy has to be exploited. The redundancy can be used to decrease the amount of recovery data, thus 
higher message rates are possible. The uncertainty for a pixel value is reduced significantly given the 
values of the neighboring pixels. Instead of developing new coding techniques we try to apply trans
forms to the image to obtain new memory less host sequences. After reversible embedding the auxiliary 
information, an inverse transform gives the code image, see Figure 11.1. 

message source 

I rev.emb@Ro I 

discrete xN lossless transform rev.emb@RJ inverse transform yN 

source 
( decorrelator) 

Fo, F1,F2, ·· · 
Ho,HJ,H2, ··· 

·1 rev.emb@RL 1 

Figure 11.1: Embedding using transforms. 

11.1 Integer Wavelet Transform 

For recovering the original host, the transform function f has to be invertible. Transforming the input 
data, consisting of integers, gives in general output data that no longer consists of integers . It would 
be interesting to characterize the output completely with integers, in this case we are able to use the 
embedder described in the previous section. The two requirements are 1) invertible and 2) integer to 
integer. Many transforms are possible, we focus on the integer to integer wavelet transforms [ 1 0]. In 
[3] is described how to make a arbitrary wavelet transform an integer to integer transform. We used the 
Haar transform, which simply computes pairwise averages and differences. An integer version of the 
orthogonal Haar transform is known as the S (sequential) transform. Let x 1 and x 2 be two neighboring 
pixels then 

(11.1) 

The inverse is given by 

X1 = S + fd/21 X2 = s- Ld/2J. (11.2) 

91 



------- ---- ---------------------------

The S transform is invertible and integer to integer. For the wavelet transform the pairing is done first 
horizontally and then vertically. For four pixels in a square x 1x2x3x4 the transform gives the sequence 
s1s2s3s4, in this sequence the message is embedded reversibly (encoded) and we obtain the t 1t2t3t4 se
quence. The inverse S transform gives y 1y2y3y4 which is transmitted to the receiver, that performs the 
processing in the reverse direction, see Figure 11.2. 

~IWT 
~WT 

Figure 11.2: Embedding using the S transform. 

~ 
~ 

Tests have been done on the Lena image. Figure 11.3(a) shows the result of the wavelet transform on the 
Lena image and Figure 11.3(b) shows the histogram. In the upper left hand corner is the LL image, the 
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Figure 11.3: Wavelet transform applied on Lena. 

upper right the LH, the lower left the HL and finally in the lower right hand corner is the HH image. The 
LL image has a histogram equal to the original, whereas the histograms of the other wavelet coefficients 
are very narrow and have a mean zero. A narrow histogram means a small entropy (there is not much 
uncertainty in the host) and a high reversible embedding rate, since less recovery data is needed. Instead 
of one, the embedder has now four parameters, viz. RLL• RLH, RHL and RHH. The relation between these 
rates to optimize the total rate and distortion is not lmown, since the individual images have different 
capacity curves and the individual distortions have a different contribution to the total distortion. In the 
tests RLL is chosen zero because it has a high contribution to the distortion (from (11.2) we see that the 
s coefficient has a higher influence then the d) and embedding is more difficult (for the same distortion, 
embedding in the LL image has a smaller rate than the other images since the entropy is larger thus more 
recovery data is needed). Furthermore RLH = RHL because of symmetry. Results ofthe tests are shown 
in Figure 11.4 together with the results from Tian [35] and Fridrich [17]. 

92 



The method of Tian is called difference expansion and he uses the same Lena image for the tests. Tian 
first applies the S-transform, in some d coefficients he embeds information, in others not. For reversibility 
he has to make a location map to indicate where the information is embedded. This location map is 
compressed and embedded together with the message data. 

We did tests using the RS algorithm on the same Lena image, this resulted in a rate of 0.0269 bpp and 
an MSE and PSNR of 1.2106 and 47.3006 dB respectively. For an PSNR of 46.67 dB Fridrich has an 
average result of 0.041 bpp. From the same article it becomes clear that rate depends extremely on the 
image (mandrill. bmp: 0.0027 bpp to desert. bmp: 0.1020 bpp for an average PSNR of46.67 dB). 
We used the results from the article to compare with our results. If we compare the results, we see that 
our wavelet based method has results similar to Tian. All the results of Fridrich except the 53 dB point 
are inferior to the results ofTian and our results. For the 53 dB point there is simply no comparison at the 
moment. Our results can be improved by constructing better effective channels. To compare our method 
to Fridrich's 53 dB point we have to construct effective channels with very small distortion. 
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Figure 11.4: Results of embedding in wavelet coefficients. 
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11.2 Correcting the Overflow 

Comparison of the rate distortion points in Figure 11.4 is not fair since overflow and underflow occurs 
due to the wavelet transform. After embedding the message, the s and d values are changed and ( 11.2) 
does not guarantee values in [0 · · · 255]. Changing to the nearest valid integer (clipping) will remove the 
message and recovery of the original will not be possible anymore. Unless the clipping is reversible, so 
the changes are embedded in the image again, see Figure 11.5. First we make a 'valid' image from yn. 

Figure 11.5: Solving the overflow problem. 

All n with Yn < 0 or Yn > 255 are changed into Yn = 0 and Yn = 255 respectively. The values n and 
Yn are compressed and put in a binary buffer G. Using the reversible embedding method from Chapter 9 
or Chapter 10, G is embedded. Note that these methods do not have overflow or underflow. After this 
additional embedding the overflow and underflow is corrected, however the distortion is increased. 

11.3 Embedding in Pairs 

Dealing with the overflow and underflow problem is possible during the embedding itself, no correcting 
step is necessary. In this section a method is described that uses the S transform and does not have 
overflow or underflow. Instead of a test channel that is equal for all pairs, the test channel adapts itself to 
prevent overflow and underflow. The s coefficient (the average) is kept constant during embedding and 
indicates test channel. To avoid overflow and underflow the distance d should satisfy 

ldl :;:: rnin(2s + 1, 2(255 - s)). (11.3) 

For every s we construct a test channel that embeds a message in d, see Figure 11.6. For s too close to 
the borders (e.g. s = 0, s = 255) the test channels are too small and embedding is impossible. For s 
values closer to the middle, the test channels are larger. The size of the test channel depends on the value 
of s, however the edges depend on the embedding parameter a. If a=O the embedding rate is zero and 
all the effective channels are identity channels (output is input). If alpha increases the effective channels 
change in a way that the rate as well as the distortion increases. The algorithm has the following steps 

1. Pairwise the pixels Xn and Xn+l areS transformed into Sn and dn coefficients. 

2. Depending on the value of sn and the embedding parameter a a effective channel is selected. 

3 . The coefficient dn determines the active sub-channel i. 

4. If sub-channel i has multiple inputs Ai, the particular input (selected by dn) is encoded (log Ai 
bits) and put into the buffer \ll. 

5. Message bits are appended to \ll and we obtain n. 

6. If sub-channel i has multiple outputs Bi, bits from Q (log Bi bits) are used to determine the output 

d~. 
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-------------------------------------------------

s Xt X2 d Q d' 

1 0 1 • • 1 

0 0 0 0 • • 0 
/ 
'::.: 

0 1 -1 • • -1 

255 253 2 :;;: 2 

255 254 1 1 

254 254 254 0 0 
-~ 

254 255 -1 -1 

~ 253 255 -2 -2 

255 255 255 0 • • 0 ' 

Figure 11.6: The s value selects the channel. 
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7. Apply the inverse S transform to Sn and d~ to obtain Yn and Yn+ I· 

The receiver has the opposite functionality, as we see the Sn coefficient are unchanged thus the receiver 
will select the same effective channel as used by the transmitter. Since the embedding is reversible, 
we can use the same method again but this time with a different pairing. In Figure 11.7 the results are 
shown. The straight line is the single embedding, where the pairing is only horizontally. For the dots, the 
double embedding, the pairing was first done horizontally and the next step the pairing was vertically. 
Let the rate of the first pass be R1 and the rate of the second pass be R2. The best results (highest rates 
for a small distortion interval) have a ratio Rd R2 between 1.2 and 1.5. The difference expansion of 
Tian is still better, this since we have not optimized our effective channel yet. We also see that for small 
distortions one pass is optimal and for higher distortions we have a larger rate is we use two passes. 
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Figure 11.7: Results of the pairwise embedding. 
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11.4 Optimizing over the Effective Channel 

The embedder used for the tests in this section does not use the arithmetic encoder anymore. The number 
of inputs and outputs of the sub-channels in the effective channel are powers of2. If we translate a symbol 
from an alphabet having 21 symbols with 1 E N to a binary alphabet we need exactly 1 bits. The effective 
channels that are used in the tests are shown in Appendix E together with the code. The test results are 
shown in Figure 11.8. From the figures it becomes clear that our method is better than the difference 
expansion and the RS method. 
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11.5 Implementation Issues 

The embedding parameter a (used to select an embedding rate) has to be transmitted to the receiver site. 
Since decoding is impossible without this parameter, simply embedding is impossible. An easy solution 
is to embed the parameter in the LSB's of the first pixels. To be able to restore the original, these least 
LSB's are appended to the message and embedded in the rest of the image. 
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Chapter 12 

Conclusions 

The capacity computed in [21] by Kalker and Willems is the capacity for arbitrary small word error 
probabilities. For a weaker requirement, viz. average symbol error probability, we have shown by giving 
a new converse proof, that the capacity is the same. Properties of the capacity curve that are proven 
include: the existence, strictly increasing for .6.* :5 .6. < .6.' and the continuity. 

Using the Lagrange multiplier technique the Kuhn-Tucker conditions are derived. If and only if a 
test channel satisfies the Kuhn-Tucker conditions, the test channel is capacity achieving. Using these 
conditions an upperbound is computed. The existence of a lower bound with the same derivative for 
the minimal distortion .6.* proves that the derivative of the capacity curve to the distortion is known 
( dC I dll = A.*). A recursive algorithm based on water filling is proposed to obtain the capacity curve. 
However tests show that the algorithm is not always converging. A simple adjustment made the algorithm 
reliable in the specific test case. 

For a more specific problem statement, we used an L P distortion measure instead of a general one, and 
more properties of the test channel can be derived. In a planar representation of the test channel with 
the inputs and outputs ordered numerically, no crossing edges occur for capacity achieving test channels. 
Test channels without crossing edges are proper test channels. An algorithm is given to compute the 
proper test channel. if the input and output distributions are known. For small distortions the capacity 
curve is computed and for higher distortions an algorithm is described that constantly modifies the graph 
C of the test channel. If the graph C is known the probabilities can be computed to obtain the capacity. 
The results are compared to the recursive algorithm for general distortion measures and are exactly the 
same. 

The Riemann theorem is used to extend the capacity equation to the continuous domain. We have shown 
that the entropies become differential entropies. For a quadratic distortion measure the optimal test 
channel appears to be deterministic. Moreover if the input distribution is Gaussian, the optimal test 
channel is lineair and thus the output is Gaussian again. For more general input distributions, the problem 
is more difficult. Using calculus of variations, the optimization problem becomes a differential equation. 
Upper and lower bounds are given for the continuous case. 

The simple binary embedding method (bit substitution) used by Fridrich is improved. The method we 
propose uses side information at the encoder side. For almost the same rate, we reduced the distortion 
with 36%. Theoretically it is possible to reduce the distortion with more than 50%. Responsible for this 
gap is the sub-optimal embedder we are using. The embedder uses a state diagram where every state 
is a bit sequence with length 3. Increasing this length will give better performance. The optimal test 
channel in the binary case is a Z-channel, only the most probable symbol ('0') is allowed to change. 
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However for some non-typical sequences (like the all '1' sequence) we have to change symbols in the 
opposite direction. If we increase the length, the probability for an non-typical sequence decreases, the 
expectation is that this will increase the over-all performance. 

Also for non-binary alphabets encoders and decoders are described. If the distortion is small enough we 
show that the test channel can be split in sections having only Z -channels. For every section we apply 
the binary reversible embedding. For larger distortions an algorithm is developed that first makes an 
effective channel. This effective channel has disjunct sub-channels and is based on a test channel that 
achieves capacity. Using an arithmetic encoder the recovery data (the sub-channel has multiple inputs) 
is encoded first and embedded (in sub-channels with multiple outputs) together with the message data. 

For images the algorithm is not optimal since it does not exploit the redundancy due to the correlation 
between neighboring pixels. For this reason a wavelet transform is applied first, however if the coeffi
cients are changed overflow and underflow occurs. One additional reversible embedding step using an 
algorithm without this problem will solve the overflow and underflow. A more elegant way is to solve 
the overflow and underflow during the embedding. The algorithm first applies the S transform, we obtain 
the averages and differenced coefficients. The message is embedded in the d coefficients while the s 
coefficients keep unchanged. The effective channel (the channel that will change the d coefficient) is 
chosen is such a way that overflow and underflow does not occur. The results for the naive effective 
channel are for the same distortion 0.1 bit per pixel less than the results of Tian, however optimization 
over the effective channel has given results that are better than the results of Tian. 

12.1 Recommendations for Future Work 

For improving the theory of reversible information embedding the following topics are recommended: 

• The capacity for host signals with memory is not known yet. 

• For robust reversible embedding, little properties about the capacity function are known yet. 
Bounds can be constructed and properties like convexity and continuity can be shown. 

• For the binary case the capacity is known only for symmetric distortion measures, not for a general 
distortion measure. 

• The capacity function for non-binary sources is not known yet. Maybe solutions similar to the 
Blahut algorithm can be used to maximize the entropy. Another solution is to make the waterfilling 
algorithm described in Chapter 5 convergent. 

• For L P distortion measures no crossing edges occur. Is there a more general class of distortion 
measures that have this property? 

• Not all the steps in the algorithm described in Chapter 6 to obtain the capacity curve are proven. 
We also have to work on a good implementation. 

• In the continuous domain, the class of distortion measures that result in deterministic test channels 
is not known. For these distortion measures we have to apply the calculus of variations again to 
end up with a more general differential equation. The current differential equation is only valid for 
quadratic distortion constraints. 

For developing codes or embedders, the following topics are recommended for future research: 
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• The embedder uses a state diagram where every state is a bit sequence with length 3. Increasing 
this length will give better performance. State diagrams with sequences longer than 3 bits have to 
be designed. In general, we have to search for better non-reversible embedders. 

• For the non-binary case, test channels with small distortions can be split into sections containing 
only Z-channels. However for test channels with larger distortions similar splitting is probably 
possible as well. Except the Z -channel other elementary channels are needed (one input to multiple 
outputs or multiple inputs to one output). 

• The high capacity encoder described in Chapter 10 uses an effective channel based on a test chan
nel. It is not known how to find the optimal effective channel given a test channel. 

• Other transforms than the wavelet transform may have better results. 

• For the double pairwise embedding the procedures are: transform, embed, inverse transform, trans
form, embed, inverse transform. For the second step the coefficients are already distorted, an im
provement could be to change the order of the procedures into: transform (vertical), transform 
(horizontal), embed, inverse transform, inverse transform. Dealing with the overflow and under
flow problem during the embedding is more difficult. 

• One can look for codes for reversible embedding. Using codes there is no need to embed recovery 
data like all the algorithms described in this report. 

• For robust reversible information embedding algorithms have to be designed. An example is given 
in [22]. 

105 



106 



Bibliography 

[ 1] R. J. Barron, B. Chen, and G. W. Womell, "The duality between information embedding and source 
coding with side information and some applications," ISIT2001, p. 300, 2001. 

[2] R. E. Blahut, Principles and practice of Information Theory. New York: Addison-Wesley, 1987. 

[3] A. R. Calderbank, I. Daubechies, W. Sweldens, and B. L. Yeo, "Wavelet transforms that map inte
gers to integers," Applied and Computational Harmonic Analysis 5, pp. 332-369, 1998. 

[4] B. Chen and G. W. Womell, "Quantization index modulation: A class of provably good methods 
for digital watermarking and information embedding," IEEE Trans. Inform. Theory, vol. IT-47, 
pp. 1423-1443, May 2001. 

[5] B. Chen and G. W. Womell, "Quantization index modulation methods for digital watermarking and 
information embedding of multimedia," Journal ofVLSI Signal Processing, pp. 7-33, 2001. 

[6] A. S. Cohen and A. Lapidoth, "The gaussian watermarking game," IEEE Trans. Iriform. Theory, 
vol. 48, pp. 1639-1667, June 2002. 

[7] M. H. M. Costa, "Writing on dirty paper," IEEE Trans. Iriform. Theory, vol. IT-29, pp. 439-441, 
May 1983. 

[8] T. M. Cover and J. A. Thomas, Elements of Information Theory. New York: Wiley, 2001. 

[9] I. Csiszir and J. Komer, Iriformation Theory. New York, USA: Academic Press, 1981. 

[1 0] I. Daubechies, Ten Lectures on Wavelets. Philadelphia: CBMS-NSF Regional Conf. Series in Appl. 
Math., Vol. 61, Society for Industrial and Applied Mathematics, 1992. 

[11] M. van Dijk and F. M. J. Willems, "Embedding information in grayscale images," in Proc. 22nd 
Symp. Iriform. Theory in the Benelux, (Enschede, The Netherlands), pp. 147-154, May 2001. 

[12] G. M. Ewing, Calculus ofvariations with applications. New York: W.W. Norton and Company, 
Inc., 1969. 

[13] J. Fridrich and M. Goljan, "Protection of digital images using self embedding," in Proceedings of 
NJIT Symposium on Content Security and Data Hiding in Digital Media, (Newark, NJ), May 1999. 

[14] J. Fridrich and M. Golian, "Images with self-correcting capabilities," in Proc. of the IEEE Interna
tional Coriference on Image Processing, (Kobe, Japan), pp. 792-796, October 1999. 

[15] J. Fridrich, M. Goljan, and R. Du, "Invertible authentication," in Proc. SPIE, Security and Water
marking of Multimedia Contents, (San Jose, California), 2001. 

107 



-----------------------------------------------~-------

[16) J. Fridrich, M. Goljan, and R. Du, "Invertible authentication watermark for jpeg images," in ITCC 
2001, (Las Vegas, Nevada), pp. 223-227, April 2001. 

[17] J. Fridrich, M. Goljan, and R. Du, "Lossless data embedding new paradigm in digital watermark
ing," in Special Issue on Emerging Applications of Multimedia Data Hiding, pp. 185-196, February 
2002. 

[18] J. Fridrich, M. Goljan, and R. Du, "Lossless data embedding for all image formats," in Proc. SPIE, 
Security and Watermarking of Multimedia Contents, (San Jose, California), 2002. 

[19] J. Fridrich, M. Goljan, and R. Du, "Distortion-free data embedding for images," in 4th Information 
Hiding Workshop, LNCS, vol. 2137, (Springer-Verlag, New York), pp. 27-41, 2001. 

[20] C. W. Honsinger, P. Jones, M. Rabbani, and J. C. Stoffel, "Lossless recovery of an original image 
containing embedded data." US Patent application, Docket No: 77102/E-D(l999). 

[21] T. Kalker and F. Willems, "Capacity bounds and constructions for reversible data-hiding," in Proc. 
14th International Conference on Digital Signal Processing, vol. I, (Santorini, Greece), July 2002. 
CD ROM. 

[22] T. Kalker and F. Willems, "Capacity bounds and constructions for reversible data-hiding," in IS& 
T/SPIE's 15th Ann. Symp. Electronic Imaging, January 2003. CDROM. 

[23] A. van Leest, M. van der Veen, and F. Bruekers, "Reversible embedding methods," 

[24] E. L. Lemann, "Some concepts of dependence," Ann. Math. Statist., vol. 37, pp. 1137-1153, 1966. 

[25] J. van Lint and S. Ackermans, Algebra en Analyse. Den Haag: Academic Service, 1976. 

[26] D. Maas, T. Kalker, and F. Willems, "A code construction for reversible data-hiding," in Proceed
ings of the 2002 ACM workshops on Multimedia, pp. 15-18, Dec. 2002. 

[27] D. Maas, T. Kalker, and F. Willems, "Capacity of reversible information embedding for small 
distortions," in Proceedings of the 24th Symposium of Information Theory in the Benelux, pp. 95-
102,2003. 

[28] P. Moullin and J. A. 0' Sullivan, "Information-theoretic analysis of information hiding." preprint, 
1999. 

[29] A. N. Netravali and B. G. Haskell, Digital Pictures. New York: Plenum, 1988. 

[30] F. Rubin, "Arithmetic stream coding using fixed precision registers," IEEE Trans. Inform. Theory, 
pp. 672-675, Nov. 1979. 

[31] R. Schechter, The variational method in engineering. New York: McGRAW-HILL BOOK COM
PANY, 1967. 

[32] A. Starn, Inleiding tot de waarschijnlijkheidsrekening. Technische Uitgeverij H. Starn, 1964. 

[33] A. H. Tchen, "Inequalities for distributions with given marginals," Ann. of Prob., vol. 8, pp. 814-
827, 1980. 

[34] J. Tian, "Wavelet-based reversible watermarking for authentication," in Proceedings of SPIE, 
vol. 4675, pp. 679-690, Jan. 2002. 

108 



[3 5] J. Tian, "Reversible watermarking by difference expansion," in Proceedings of the 2002 A CM work
shops on Multimedia, pp. 19-22, Dec. 2002. 

[36] M. van der Veen, F. Breukers, A. van Leest, and S. Cavin, "High capacity reversible watermarking 
for audio," in SPIE Photonics West, Security and Watermarking of Multimedia Contents, 2003. 

[3 7] W. Whitt, "Bivariate distributions with given marginals," Ann. Statist., vol. 4, pp. 1280-1289, 1976. 

[38] F. Willems, Y. Shtarkov, and T. Tjalkens, "Context-tree weighting method: Basic properties," IEEE 
Transactions on lliformation Theory, vol. 41, May 1995. 

[39] F. M. J. Willems and M. van Dijk, "Codes for embedding information in grayscale signals." 

[ 40] F. M. J. Willems, "Embedding information in data-streams," November 2001. Diderot Symposium, 
presentation. 

[41] F. Willems and T. Kalker, "Methods for reversible embedding," in Proc. 40th Annual Allerton 
Coliference on Communication, Control, and Computing, (Allerton House, Monticello, Illinois), 
2002. CDROM. 

109 



110 



Appendix A 

Bounds on Typical Sets 

In the achievability proof we need bounds on probabilities and cardinalities of these sets. First we show 
that the typical sets .A.8(X) and .A.8(YlxN) have probability nearly 1. Next we show that the elements in 
the typical set are equiprobable and finally we give a lower bound for the cardinality of Ao(YlxN) and 
an upper bound for the cardinality of ..4.8 ( Xly N) . 

Lemma 10. 

I Pr {XN fj .A.8(X)} < oj (A.1) 

for N large enough. 

Proof 

Pr{XN fj Ao(X)} :5 LPr{l#(x~N) -p(x)l > 8p(x)} 
xeX 

(A.2) 

= L Pr{l#(x~N)_p(x)l>op(x)} 
xeX:p(x)>O 

(AJ) 

< ~ p(x)(1- p(x)) 
L., N8 2p(x)2 

(A.4) 
xeX:p(x)>O 

1 
< L N82p(x) 

xeX:p(x)>O 

(A.5) 

(A.6) 

The last inequality is true since (N8 2 p(x))- 1 -+ 0 for N-+ oo. 0 

Lemma 11. 

(A.7) 

for N large enough. 

111 



Proof 

(A.8) 

(A.9) 

(A.lO) 

(A.ll) 

(A.l2) 

D 

Lemma 12. lfxn E A8(X) 

,.....,_-N_(_l_+-~-)H-(X)-:::-lo_g_p-(x_N_)_::: ___ N_(I_--~)-H-(X___,) J (A.l3) 

Proof 

logp(xN) =log ri p(x )#(xlxN) (A.l4) 
x:p(x)>O 

= L#(xlxN)logp(x) (A.l5) 
X 

::: L N(I - ~)p(x) logp(x) (A.l6) 
X 

= -N(I - ~)H(X) (A.l7) 

Also 
logp(xN) ~ -N(I + ~)H(X) (A.l8) 

D 

Lemma 13. lfxN E A 8(X) and yN E ~(YixN) then 

J-N(l + ~) 2 H(YIX) ::: logp(yNixN) ::: -N(l - ~) 2 H(YIX) J (A.l9) 

Proof 

(A.20) 
x,y:p(ylx)>O 

(A.21) 
x,y 

::: I:o- ~)#(xlxN)p(ylx) logp(ylx) (A.22) 
x,y 

::: I:o - ~) 2 Np(x)p(ylx) logp(ylx) (A.23) 
x,y 

= -N(I - ~)2 H(YIX) (A.24) 
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Also 

Lemma 14. JfxN E A.c(X) and yN E Ac(YixN) then 

(A.25) 

0 

1-N(l + 8) 2 H(X, Y) :=:logp(xN, yN) ::5 -N(l- 8) 2 H(X, Y) I (A.26) 

Proof 
logp(yNixN) =log fl p(y, x)#(x,yixN,yN) (A.27) 

x,y 

0 

Lemma 15. JfyN E A.c(Y) then 

1-N(l + 8)2 H(Y) ::5 logp(yN) ::5 -N(l - 8)2 H(Y) I (A.28) 

Proof 

#(x,ylxN,yN) ::5 #(xlxN)p(yix)(l +8) (A.29) 

::5 Np(x)(l +8)p(yix)(l +8) = N(l +8) 2p(x,y) (A.30) 

also 
(A.31) 

Summation over all x 

N(l-8) 2 Lp(x,y) ::5 L#(x,ylxN,yN) ::5 N(l+8)2 Lp(x,y) 
X X X 

N(l - 8) 2 p(y) ::5 #(ylyN) < N(l + 8)2 p(y) (A.32) 

Next 

Also 

Lemma 16. 

for N large enough. 

logp(yN) =log fl p(y)#(ylyN) 

y:p(y)>O 

= L #(ylyN) logp(y) 
y 

y 
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(A.34) 

(A.35) 

(A.36) 

(A.37) 

0 

(A.38) 



Proof 

Thus 

Lemma 17. 

for N large enough. 

Proof 

1-8 :5 L p(yNixN) 

yN e.A,s(YixN) 

< L 2-N[(I-8)2H(YiX)] 

yN e.A,s(YixN) 

= IA8(YixN) 12-N[(I-8)zH(YIX)l 

> ---------- 2-N[(I-8)2H(YiX)] 

= 2N[(I-8)2 H(YIX) -8] 

1 :::: L p(xNiyN) 

xN e.A,s(XIyN) 

p(XN, yN) 

= xNe.EiyN) p(yN) 

2-N(I+8)2 H(X,Y) 

:::: L 2-N(I-8)2H(Y) 
xN e.A,s(XiyN) 

= IA8(XIyN) 
1
rN[(I+8)2s<x.r)-<l-8)2 H(Y)J 
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(A.40) 

(A.41) 

(A.42) 

(A.43) 

(A.44) 

0 

(A.45) 

(A.46) 

(A.47) 

(A.48) 

(A.49) 
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Appendix B 

Proof of the L P Distortion Inequality 

The main result is formulated in Theorem 14. Although the inequality we want to prove looks not very 
difficult, a straightforward proof is not found yet. 

Lemma 18. Let x, a, p E JR, x > 0, 0 ::5 a < 1 and p > 1 then 

1 + (x +a)P < (1 +x)P +aP 

1 +xP(1-a)P < (1 +x)P +xPaP. 

Proof The functions f(x) and g(x) are defined as 

f(x) ~ (1 +x)P- (x +a)P +aP -1 

g(x) ~ (1 +x)P- xP [(1- a)P- aP]- 1. 

Note that j(O) = 0 and g(O) = 0. The first derivatives are 

(B.l) 

(B.2) 

(B.3) 

(B.4) 

f'(x) = p(I +x)p-l- p(x +a)p-l > 0 (B.5) 

g'(x) = p(l +x)P-l- pxP-l [(1-a)P -aP] 

2:: p(l + x)p-l - p xP-l > 0. (B.6) 

Thus f(x) > 0 andg(x) > 0, because f(x) andg(x) are strictly increasing for x 2:: 0. 0 

Lemma 19. Let x, y, p E JR, x > 0, y > 0 and p > 1 then 

1 + 11 +x -yiP< ll-yjP+j1 +xjP. (B.7) 

Proof First we split the region into three parts and proof the inequality for each part. The different parts 
are 

l.y?::x+l 

2. I ::5 y < x +I 

3. 0 < y < 1. 
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For the first part we have 1 + (y - x - 1) P < (y - 1 )P + ( 1 + x )P . This is valid because 1 < ( 1 + x ) P and 
(y- x- l)P < (y- l)P. For the second part 1 + (1 + x- y)P < (y- l)P + (1 + x)P we use Lemma 
18 with a = (y - 1) I x, thus 0 :::; a < 1. Also for the third part 1 + (1 + x - y )P < (1 - y )P + (1 + x )P 
we use Lemma 18. This time a= 1- y with 0 <a< 1. D 

Theorem 14. Fori, j, k, 1 E Z, with i < j, k < 1 and an L P distortion measure with p E JR. and p > 1 

Proof Substituting the L P distortion measure gives 

li - kiP + IJ -ZIP < li - w + IJ -kiP. 

Next we substitute z E z and r, s E w+. z = i - k, r = j - i and s = 1 - k. 

!ziP+ lz +r -siP< iz -siP+ lz +riP. 

For z = 0 we obtain the triangle inequality for z =/:- 0 

With 

inequality (B.ll) becomes 

r- s s r 
1 + 11 + --IP < 11- -IP + 11 + -IP. 

z z z 

l(r/z,s/z) z > 0 
(x, y) = 

(-s/z, -r/z) z < 0, 

1 + 11 +x- yiP< 11- yiP+ 11 +xiP, 

with x > 0 andy > 0. This inequality is proven in Lemma 19. 
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Appendix C 

Maximizing the Correlation Coeffi cient 
with given Marginals 

C.l Problem Statement 

Given F(x) the marginal cumulative distribution of X and G(y) the marginal cumulative distribution 
of Y, what is the joint cumulative distribution H (x, y) that maximizes the correlation coefficient Pxy = 
E[(X- JLx)(Y- JLy)]/(axay)? 

C.2 Solution 

Given the marginal distributions F and G of X and Y respectively, the maximum correlation coefficient 
Pxy is obtained if H(x,y) = min(F(x), G(y)). 

C.3 Proof 

Lemma 20. If H denotes the joint cumulative distribution of X andY and D(F, G) the set ofjoint 
distributions with the marginals F and G of X and Y respectively, then 

H(x, y) ::: H*(x, y) = min(F(x), G(y)) with H(x, y) E D(F, G). 

Proof The lemma follows from 

H(x, y) = {~ {~ h(x', y') dx'dy'::: {~ 1: h(x', y') dx'dy' = F(x) (C.l) 

and 

H(x, y) = i~ 1:
00 

h(x', y') dx'dy'::: 1:1:
00 

h(x', y') dx'dy' = G(y) (C.2) 

Notice that H*(x, y) E D(F, G). 0 

Before continuing, we define 
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Lemma 21. If H denotes the joint and F and G the marginal distributions of X andY, then 

E(XY)- E(X)E(Y) =I I H(x, y)- F(x)G(y) dxdy. 

Proof 

with (X1, Y1), (X2 , Y2 ) independent and distributed according to H. 

= E I I [I(u, XJ)- l(u, X2)][l(v, Y1)- l(v, Y2)] dudv 

~ I I E[I(u, XJ)l(v, Y1)]- E[I(u, X 1)/(v, Y2)] 

- E[I(u, X 2)l(v, Y1)] + E[I(u, X 2)I(v, Y2)] dudv 

= 2 I I E[I(u, X)I(v, Y)]- E[l(u, X)]E[I(v, Y)] dudv 

~ 2 I I H(u, v)- F(u)G(v) dudv. 

The equality (a) is valid because the expectations are assumed to be finite and the equality (b) is valid 
because 

Exr[l(u, X)l(v, Y)] =I I h(x, y)l(u, x)l(v, y) dxdy 

= loo 1oo h(x, y) dxdy 

= /_~/_~ h(x,y) dxdy- /_~/_: h(x,y) dxdy 

- /_: /_~ h(x, y) dxdy + /_: /_: h(x, y) dxdy 

=H(u, v)- F(u)- G(v) + 1 

In a similar way we can prove E[I(u, X)]= 1- F(u) and E[l(v, Y)] = I - G(v). 

(CJ) 

0 

Theorem 15. Given the marginal distributions F and G of X and Y respectively, the maximum correla
tion coefficient P:x:y is obtained if H(x, y) = min(F(x), G(y)). 

Proof For the correlation we write 

H _ E(XY) - E(X)E(Y) 
P:x:y-

a:x:ay 

= _I_!! H(x, y)- F(x)G(y) dxdy 
a:x:ay 

:5 _I_!! H*(x, y)- F(x)G(y) dxdy 
a:x:ay 

* = P:x:y· 

Thus H* (x, y) gives the maximum correlation possible. 
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C.4 Interpretation of the result 

We have proven that the joint distribution H(x, y) = min(F(x), G(y)) maximizes the correlation, see 

Figure C. I. 

Figure C.l: H(x, y) = min(F(x), G(x)) 

The relation between x andy is deterministic, since 

h(x, y) = a
2 
H(x' y) = 0 for F(x) # G(y). 
axay 

(C.4) 

Assume g(y) > 0, then G(y) is a strict increasing function we can determine the inverse function, for y 
this results in 

y = G- 1(F(x)) = Q(x). 

Differentiation of F(x) = G(y) gives 

f(x)dx = g(y)dy. 

Rearranging leads to 

f(x) = dy = Q'(x). 
g(y) dx 

C.S References 

The results are based on [24] [33] [37]. 

119 



120 



Appendix D 

Rubin Encoder 

Aritlnnetic coders have not only been used for compression of bit sequences, but also for translation of 
alphabets, e.g. ternary to binary. The Rubin implementation has a fixed register such that every encoding 
operation changes this register. This implementation is interesting because it has a linear encoding time. 
Before encoding or decoding starts, the user has to initialize the length of this fixed register. Length 
between 8 and 32 bits are possible (depending on the machine). The bits that fall out of the register are 
put in a buffer. The code (in C++) for the encoder, decoder and the buffer operations is shown in the next 
two sections. 

D.l rubin.h 

#ifndef RUBINJI 
#define RUBINJI 

typedef unsigned long RUBIN..REG; 
typedef __ int64 RUBIN_REG..BIG; 

class CRubin { 
public: 

CRubin ( in t ) ; 
- CRubin (); 

void Enclnit(); 
void Declni t (char* buf, in t len); 
char* GetBuf (); 
in t Get Co de Length(); 

void Encode (double pO, char sym); 
void EncEnd (); 
char Decode (double pO); 

private: 
void shift(); 
void DeleteBuf (); 
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} ; 

void push (char sym); 
char pull(); 
bool msb(RUBIN..REG x); 

char type; 
int bits; 

RUBIN..REG MAX; 
RUBIN..REG bot; 
RUBIN..REG cod; 
RUBIN..REG top; 

int buLlength; 
int bufs; 
char* buffer; 
int buLind; 

#endif 

D.2 rubin.cpp 

#include "rubin .h" 
#include < iostream. h> 
#include <string .h> 
#include < stdlib .h> 

CRubin : : CRubin (in t b) 
bits = b ; I I maximum of 3 2 

MAX= (l<<(bits )) - 1; 
if (bits == 32) MAX= 4294967295; 
bufs = 1024; 
buLlength = 0; 
buffer = NULL; 

CRubin : :- CRubin () 
DeleteBuf (); 

llll//lllllllllllllllllllllllll/l/lllllllllllllll/l/ll/11111 
111111111111 Buffer 
ll//l//llll/lllllllll/llllllll////llllllll/lllllll/lllllllll 

char* 
CRubin : : GetBuf () 

return buffer; 
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int 
CRubin : : GetCodeLength () 

return buLind; 

void 
CRubin: : DeleteBuf () { 

if (type== 'e') { 
if (buffer) delete[] buffer; 
buf _length = 0; 

void 
CRubin : : push (char sym) 

if (type != 'e') { 
I I error 

char 

return; 

if ( buLind >= buLlength -1) { I I increase buffer 
char *temp = new char [ buf _length + bufs]; 

} 

if (buffer) { 
memcpy(temp, buffer, buL1ength); 
delete [] buffer; 

buLlength += bufs; 
buffer = temp; 

buffer [ buLind ++] = sym + '0'; 
buffer[buLind] = 0; 

CRubin:: pull () { 
if (type != 'd') { 

I I error 
return 0; 

if ( buLind >= buLlength) { 
I I error 
return 0; 

else 
return (buffer[buLind++]- '0')&1; 

111111111111111111111111111111111111111111111111111111111111 
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/111/1/11111 Rubin Specific 
//////l///////////l///l/l/l////////////////////l//ll//////// 

void 
CRubin::Enclnit() { 

top = M\X; 

void 

bot = 0; 

DeleteBuf (); 
buf_ind = 0; 
type = 'e '; 

CRubin:: Declnit(char* buf, int len) { 
top = M\X; 

boo I 

bot = 0; 

DeleteBuf (); 
buffer = buf; 
buLlength = 
buLind = 0; 
type = 'd'; 

cod = 0; 

len; 

for (int i = 0; i <bits; i++) 
cod = (cod<<1) +pull(); 

CRubin::msb(RUBIN_REG x) { II most significant bit 
return (x>>(bits- 1))&1; 

void CRubin:: shift() { 
bot ( bot<<1)&MAX; 
top = ((top<<1) + 1)&M\X; 

void 
CRubin:: Encode (double pO, char sym) { 

RUBIN _REG A = (RUBIN _REG) ( pO * (M\X/ 4)) ; 
RUBIN_REG B = M\X/4 - A; 
RUBIN_REG threshold; 

while (msb(bot) == msb(top)) 
push(msb(bot )); 
shift(); 
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threshold = bot + 
(RUBIN.REG) ( ( ( RUBIN..REGJ3IG )(top-bot )*A + B) I (A + B) ) ; 

if ( sym) 
bot threshold; 

else 
top threshold - 1; 

void 
CRubin : : EncEnd () 

char 

for (inti= 0; i <bits; i++) { 
push (msb (bot)); 
bot<<= 1; 

CRubin:: Decode (double pO) { 
RUBIN .REG A = (RUBIN .REG) ( pO *(MAXI 4)); 
RUBIN.REG B = :MAXI 4 - A; 
RUBINJREG threshold; 

char sym; 

while (msb(bot) == msb(top )) { 
shift (); 
cod= ((cod<<1) + pull())&:MAX; 

threshold = bot + 
(RUBIN.REG)( ((RUBIN_.REGJ3IG)(top-bot)*A + B)/(A +B) ); 

sym = ( cod>=threshold); 
if ( sym) 

bot threshold; 
else 

top threshold 1 . 
' 

return sym; 

//ll/l/l/////l/l///l//ll//l/l/l//ll///ll//l/l///l/l///l/ll/1 
////Ill///// Test Application 
//l/ll///////ll///ll/////l/ll//ll////ll/l/ll/l/ll////l/ll/1/ 
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class TestAppl 
public: 

} ; 

TestAppl () 
int N = 1000; 
int i; 
double pO = . 9; 
char* x = new char [N+ 1]; x [N] 
char* y; 
char* z = new char [N+ 1]; z [N] 

O· 
' 

o· 
' 

CRubin rubin (23 ); I I Use 23 bits registers 

I I Encoding part 
rubin. Enclnit (); 

for (i = 0; i <N; i++) { 
x[i] = char(double(rand())IRAND.MAX > pO) + '0'; 
rubin.Encode(pO, x[i]- '0'); 

rubin. EncEnd (); 

I I Copy codeword 
int code len = rubin. GetCodeLength (); 
y = new char [co del en+ 1]; 
memcpy(y, rubin. GetBuf (), code len+ 1 ); 

I I Decoding part 
rubin. Declnit (y, codelen); 

for (i = 0; i <N; i++) 
z[i] = rubin.Decode(pO) + '0'; 

I I Show results 
cout << "input:~~" << x << endl; 
cout << "code:--~" << y << endl; 
cout < < "output:~" << z < < endl; 
if (strcmp(x, z)) 

cout < < "errors -occured" << endl; 
else 

cout <<"strings-are-identical"<< endl; 

delete[] x; delete[] y; delete[) z; 

TestAppl test; II Run the test application 
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Appendix E 

The High Capacity Encoder and Decoder 

In the following two section the C++ code the encoder and decoder is shown. In the third section the 
parameters of the effective channels for the results shown in Figure 11.8 are given. Effective channel 1 
has smallest distortion and effective channel 4 has the largest distortion. 

E.l Encoder 
i n t j , i , s , d , dmax ; 

I I step 1 

for(j = 0; j < x.Length()l2; j++) 
s = (x[2*j] + x[2*j + 1])12; 
d = x[2*j]- x[2*j + 1]; 
dmax = min(2*s + 1, 2*(255- s)); 

if ( abs(d) <=50 && dmax >= 50) { 
i = GetSubChannel1 (d); 
if (A[i] > 1) II store recovery bits 

Buffer.PushBits( lnt2Bits(d- a[i], log2[A[i]]) ); 

mexPrintf("Recoveryubits :~uuuuuu%d\n", Buffer. Length()); 
Buffer. PushBits ( MessageBits); 
Buffer. Setlndex (0); 

I I step 2 

y = x; 
for(j 0; j < x.Length()l2; j++) 

s = (x[2*j] + x[2*j + 1])12; 
d = x[2*j]- x[2*j + 1]; 
dmax = min(2u + 1, 2*(255- s)); 
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} 

if (abs(d) <=50 && dmax >=50) { 
i = GetSubChanne11 (d); 
d = b[i]; 
if ( B [ i ] > 1) I I embed bits 

d += Bits2Int ( Buffer. Pull Bits ( log2 [B[ i]] ) ) ; 

y[2*j] s + (int)ceil(dl2.0); 
y[2*j+1] = s- (int)floor(dl2.0); 

E.2 Decoder 
int j, 1, s, d, dmax; 

I I step 3 

for (j = 0 ; j < y. Length() I 2 ; j ++) 
s = (y[2*j] + y[2*j + 1 ])12; 
d = y[2*j]- y[2*j+1]; 
dmax = min (2 * s + 1 , 2 * ( 2 55 - s ) ) ; 

if (abs(d) <=50 && dmax >=50) { 
i = GetSubChanne12 (d); 
if (B[i] > 1) II get data 

Buffer.PushBits( Int2Bits(d- b[i], 1og2[B[i]]) ); 

Buffer. S etlndex ( 0); 

I I step 4 
X = y; 
for(j = 0; j < y.Length()l2; j++) { 

s = (y[2*j] + y[2*j + 1 ])12; 
d = y[2*j]- y[2*j + 1]; 
dmax = min ( 2 * s + 1 , 2 * ( 2 5 5 - s ) ) ; 

if (abs(d) <=50 && dmax >=50) { 
i = GetSubChannel2 (d); 
d = a[i]; 
if (A[ i] > 1) I I recovery needed 

d += Bits2Int ( Buffer. Pull Bits (log2 [A[ i]]) ) ; 

x[2*j] = s + (int)cei1(dl2.0); 
x[2*j + 1] s- (int)floor(dl2.0); 
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MessageBits = Buffer. Pu11Bits (); 

E.3 Parameters of the Effective Channels 

i AI B1 a! bl A2 B2 a2 b2 A3 B3 a3 b3 A4 B4 a4 b4 
0 1 1 -50 -50 1 1 -50 -50 1 1 -50 -50 4 1 -50 -50 
1 1 1 -49 -49 1 1 -49 -49 1 1 -49 -49 4 1 -46 -49 
2 1 1 -48 -48 1 1 -48 -48 1 1 -48 -48 4 1 -42 -48 
3 1 1 -47 -47 1 1 -47 -47 1 1 -47 -47 4 1 -38 -47 
4 1 1 -46 -46 1 1 -46 -46 1 1 -46 -46 4 1 -34 -46 
5 1 1 -45 -45 1 1 -45 -45 1 1 -45 -45 4 1 -30 -45 
6 1 1 -44 -44 1 1 -44 -44 1 1 -44 -44 2 1 -26 -44 
7 1 1 -43 -43 1 1 -43 -43 1 1 -43 -43 2 1 -24 -43 

8 1 1 -42 -42 1 1 -42 -42 1 1 -42 -42 1 1 -22 -42 
9 1 1 -41 -41 1 1 -41 -41 1 1 -41 -41 1 1 -21 -41 

10 1 1 -40 -40 1 1 -40 -40 1 1 -40 -40 1 1 -20 -40 
11 1 1 -39 -39 1 1 -39 -39 1 1 -39 -39 1 2 -19 -39 
12 1 1 -38 -38 1 1 -38 -38 1 1 -38 -38 1 2 -18 -37 
13 1 1 -37 -37 1 1 -37 -37 1 1 -37 -37 1 2 -17 -35 
14 1 1 -36 -36 1 1 -36 -36 1 1 -36 -36 1 2 -16 -33 

15 1 1 -35 -35 1 1 -35 -35 1 1 -35 -35 1 2 -15 -31 

16 1 1 -34 -34 1 1 -34 -34 1 1 -34 -34 1 2 -14 -29 

17 1 1 -33 -33 1 1 -33 -33 1 1 -33 -33 1 2 -13 -27 

18 1 1 -32 -32 1 1 -32 -32 1 1 -32 -32 1 2 -12 -25 

19 1 1 -31 -31 1 1 -31 -31 1 1 -31 -31 1 2 -11 -23 

20 1 1 -30 -30 1 1 -30 -30 1 1 -30 -30 1 2 -10 -21 

21 1 1 -29 -29 1 1 -29 -29 1 1 -29 -29 1 2 -9 -19 

22 1 1 -28 -28 1 1 -28 -28 1 1 -28 -28 1 2 -8 -17 

23 1 1 -27 -27 1 1 -27 -27 1 1 -27 -27 1 2 -7 -15 

24 1 1 -26 -26 1 1 -26 -26 1 1 -26 -26 1 2 -6 -13 
25 1 1 -25 -25 1 1 -25 -25 1 1 -25 -25 1 2 -5 -11 
26 1 1 -24 -24 1 1 -24 -24 1 1 -24 -24 1 2 -4 -9 

27 1 1 -23 -23 1 1 -23 -23 1 1 -23 -23 1 2 -3 -7 

28 1 1 -22 -22 1 1 -22 -22 1 1 -22 -22 1 2 -2 -5 

29 1 1 -21 -21 1 1 -21 -21 1 1 -21 -21 1 2 -1 -3 

30 1 1 -20 -20 1 1 -20 -20 1 1 -20 -20 1 2 0 -1 
31 1 1 -19 -19 1 1 -19 -19 1 1 -19 -19 1 2 1 1 

32 1 1 -18 -18 1 1 -18 -18 1 1 -18 -18 1 2 2 3 
33 1 1 -17 -17 1 1 -17 -17 1 1 -17 -17 1 2 3 5 
34 1 1 -16 -16 1 1 -16 -16 1 1 -16 -16 1 2 4 7 
35 1 1 -15 -15 1 1 -15 -15 1 1 -15 -15 1 2 5 9 
36 1 1 -14 -14 1 1 -14 -14 1 1 -14 -14 1 2 6 11 
37 1 1 -13 -13 1 1 -13 -13 2 1 -13 -13 1 2 7 13 
38 1 1 -12 -12 1 1 -12 -12 2 1 -11 -12 1 2 8 15 
39 1 1 -11 -11 1 1 -11 -11 2 1 -9 -11 1 2 9 17 
40 1 1 -10 -10 1 1 -10 -10 1 1 -7 -10 1 2 10 19 
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i AI B1 a! bl A2 B2 a2 bz A3 B3 a3 b3 A4 B4 a4 b4 
41 1 1 -9 -9 1 1 -9 -9 1 1 -6 -9 1 2 11 21 
42 2 1 -8 -8 2 1 -8 -8 1 1 -5 -8 1 2 12 23 
43 2 1 -6 -7 2 1 -6 -7 1 1 -4 -7 1 2 13 25 
44 1 2 -4 -6 1 1 -4 -6 1 1 -3 -6 1 2 14 27 
45 1 2 -3 -4 1 2 -3 -5 1 2 -2 -5 1 2 15 29 
46 1 1 -2 -2 1 2 -2 -3 1 2 -1 -3 1 2 16 31 
47 1 1 -1 -1 1 1 -1 -1 1 2 0 -1 1 2 17 33 
48 1 1 0 0 1 1 0 0 1 2 1 1 1 2 18 35 
49 1 1 1 1 1 1 1 1 1 2 2 3 1 2 19 37 
50 1 1 2 2 1 2 2 2 1 1 3 5 1 2 20 39 
51 1 2 3 3 1 2 3 4 1 1 4 6 1 1 21 41 
52 1 2 4 5 1 1 4 6 1 1 5 7 1 1 22 42 
53 2 1 5 7 2 1 5 7 1 1 6 8 2 1 23 43 
54 2 1 7 8 2 1 7 8 1 1 7 9 2 I 25 44 
55 I 1 9 9 I I 9 9 2 I 8 10 4 I 27 45 
56 I I IO IO I I IO IO 2 I IO 11 4 I 31 46 
57 1 1 II 1I 1 I 11 11 1 1 12 12 4 I 35 47 
58 1 1 I2 12 1 I 12 12 1 1 13 13 4 1 39 48 
59 1 1 13 13 I I 13 I3 1 I 14 14 4 1 43 49 
60 I 1 14 14 1 I 14 14 1 1 I5 15 4 1 47 50 
6I 1 1 15 15 1 I I5 I5 I I 16 16 
62 I I 16 16 I I 16 16 I I I7 I7 
63 1 1 I7 17 I I 17 17 1 I I8 I8 
64 1 1 I8 18 1 I 18 I8 I 1 I9 19 
65 1 1 19 19 1 1 I9 19 1 1 20 20 
66 1 I 20 20 1 I 20 20 1 1 2I 2I 
67 1 1 2I 21 1 1 2I 21 1 1 22 22 
68 1 I 22 22 I I 22 22 1 I 23 23 
69 I I 23 23 I I 23 23 1 1 24 24 
70 I 1 24 24 I I 24 24 I I 25 25 
71 I 1 25 25 I 1 25 25 1 1 26 26 
72 1 1 26 26 I I 26 26 1 1 27 27 
73 1 I 27 27 1 I 27 27 I 1 28 28 
74 1 . 1 28 28 1 I 28 28 I I 29 29 
75 1 1 29 29 I I 29 29 1 1 30 30 
76 1 1 30 30 I I 30 30 I 1 3I 3I 
77 1 I 3I 3I 1 1 3I 3I 1 I 32 32 
78 1 1 32 32 I I 32 32 I I 33 33 
79 1 1 33 33 1 I 33 33 I 1 34 34 
80 1 I 34 34 I I 34 34 I I 35 35 
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i AJ BJ aJ b! A2 B2 a2 b2 A3 B3 a3 b3 A4 B4 a4 b4 
8I I I 35 35 I I 35 35 I I 36 36 
82 I I 36 36 I I 36 36 I I 37 37 
83 I I 37 37 I I 37 37 I I 38 38 
84 I I 38 38 I I 38 38 I I 39 39 
85 I I 39 39 I I 39 39 I I 40 40 
86 1 1 40 40 1 1 40 40 1 1 41 41 
87 I I 4I 4I I I 4I 4I I I 42 42 
88 1 1 42 42 I 1 42 42 1 I 43 43 
89 1 1 43 43 1 I 43 43 1 I 44 44 
90 I 1 44 44 I I 44 44 I 1 45 45 
9I 1 I 45 45 I 1 45 45 I 1 46 46 
92 I I 46 46 I I 46 46 I I 47 47 
93 I I 47 47 I I 47 47 1 I 48 48 
94 1 1 48 48 I I 48 48 1 I 49 49 
95 I 1 49 49 1 1 49 49 1 1 50 50 
96 I I 50 50 I I 50 50 

I3I 


