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Abstract

Robust measurements of network dynamics (such as topology, packet loss rate,
delay, and failures) are becoming increasingly important to the design and oper
ation of large inter-networks like the Internet. Distributed Internet applications
thus try to detect and recover from failures or degraded performance of the
underlying Internet infrastructure.

One approach to doing this requires using special purpose network support
in order to gain access to statistics collected at internal nodes, wherefrom net
work performance can be gauged. However, such a solution can be difficult
or even infeasible since it involves introducing measurement mechanisms into a
wide range of routers in large and administratively diverse networks. Therefore,
devising methods for inference of desired network characteristics by means of
end-to-end measurements, which obviate the need for access to internal nodes,
forms a very important class of problems. It is this methodology that has been
termed as 'network tomography'.

In the past decade, several approaches have been proposed towards this end,
that send sequences of probe packets from a set of sources to a set of receivers,
and infer link-level metrics of interest from the received packets. Until recently,
the traditional methods of doing this have been by sending probes either over
unicast paths or by using multicast trees to cover the entire network, or some
desired subset of links. The bandwidth efficiency of these methods can be mea
sured by the number of probe packets needed to estimate the metric of interest
within a desired accuracy. Clearly, there is a tradeoff between bandwidth ef
ficiency and estimation accuracy; it is desirable to improve both as well as to
keep computational complexity low.

This project explores the novel method of inferring the success rates of links
(link probabilities) in a network by employing network coding techniques. The
area of network coding emerged in 2000, and since then, has attracted a lot
of interest due to its potential for contributions to the theory and practice of
networks. The core idea in network coding is to allow intermediate nodes to
combine packets before forwarding them. It has been shown that the network
coding approach to tomography can decrease the bandwidth used by probes,
improve the accuracy of estimation, and decrease the complexity of selecting
paths or trees through which to route probes, when compared to unicast or
multicast based inference.

Given a network topology whose link probabilities must be estimated, there
exist a number of possible solutions to the network coding based inference prob-
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lem depending on the choices of nodes that serve as sources, receivers and coding
points (nodes at which coding is done). Our observation is that each such so
lution may lead to a different estimation accuracy. We will call each solution a
configuration. In this project, we develop a number of heuristics for estimation
of link probabilities for any arbitrary coding scheme (i.e. the configuration)
that is applied to a topology. Our starting point towards these heuristics is
the maximum likelihood (ML) estimator and its simplified implementation for
multicast probes over tree topologies presented in [1].

In deriving some of these heuristics we use an estimator that had been pre
viously developed for multicast based systems as a convenient starting point.
The configuration that a given network topology is made to assume together
with the heuristic employed for the estimation therefore constitutes the solution
to the inference problem.

Various networks are studied during the course of this thesis, where dif
ferent solutions, including the multicast method to the inference problem are
sought. These are then characterised by means of suitable metrics and a com
parative study is carried out. The simulation results very conclusively show
that in general, well chosen network coding estimators outperform multicast
based estimators in terms of the quality of estimation (as well as bandwidth
efficiency) .
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Introduction

The design, operation, control and management of large internetworks like the
Internet requires robust measurements of network dynamics for measuring their
performance. There are two different approaches to monitoring network perfor
mance. These are :

(i) Collecting statistics at internal nodes and using network management
packages to generate link-level performance reports.

(ii) Characterizing network performance based on end-to-end behavior of
point-to-point traffic such as that generated by TCP or UDP.

In large scale networks, end-systems cannot rely on the network itself to
cooperate in characterising its own behaviour. This is because gaining access to
a wide range of routers in an administratively diverse network can be difficult,
thus making it impractical to monitor every link on an end-to-end path. More
over, introducing new measurement mechanisms into the routers themselves is
difficult as well, because it requires persuading large companies to alter their
products. This therefore creates a significant drawback to the first approach.

A large volume of research has stemmed from adopting the second of the
two approaches, that explore feasible solutions to characterising network perfor
mance by means of end-to-end measurements. It is this methodology that has
been termed as 'network tomography', and it is defined as the problem of iden
tifying topology and inferring link-level performance parameters such as packet
drop rate or delay variance using only end-to-end measurements. Network to
mography thus, is a vital component in current efforts to transform large scale
internetworks into well-understood and predictable systems.

In this thesis, the focus is active tomography where sources send probe pack
ets towards the receiver. Our application is to estimate the success rates on
individual links within a given network. The success probability (or link prob
ability) of a link e is denoted as Q:e and this is one minus the packet drop rate
i.e. one minus the loss probability of the link.

Section 1.1 contains some literature study of traditional multicast-based and
unicast-based inference methods. Section 1.2 introduces the concept of network
coding based inference, which is the subject of study of this project. Section 1.3
explains the motivation behind this research work.

3



4 Introduction 1

1.1 Traditional methods of inference

Till recently, the two traditional methods of estimating network internal char
acteristics were by the measurement of end-to-end (i) unicast traffic and (ii)
multicast traffic. While many networks do not currently support multicast due
to its scalability limitations (routers need to maintain per group sate), and lack
of access control, unicast inference in contrast is easily deployed on a scalable
commercial infrastructure. On the other hand, it is difficult to determine the
performance characteristics of individual links from end-to-end measurements
of unicast traffic, while multicast traffic provides a more suitable framework for
inference. Moreover, multicast solutions are more bandwidth efficient.

In inferring link probabilities of a network, it is assumed that the topology
of the network is known in advance. The analysis of networks with a single
source and multiple receivers that can be represented as an acyclic graph (tree)
G = (V, E), consisting of a set of nodes V that represent the source, routers and
receivers in the network and a set E of links has been done in previous works
such as [1]' [3] and [5]. The levell(k) of some node k in the tree is defined as
the number of links in the path from the (single) source to node k. The set of
all link probabilities of the tree is denoted by 0'.

End-to-end measurements made on an isolated subpath (a subpath consist
ing of two or more links in which internal nodes have only one child) do not
provide sufficient information to resolve the individual losses in the isolated sub
path. Thus, if isolated subpaths exist in the network under study, we remove
the internal subpath nodes and use a single composite link to represent the iso
lated subpath. This forms what is called a 'logical tree', and is demonstrated
in Figure 1.2.

Figure 1.1: An example of how a the original tree representation of a two-receiver
network is converted into its logical equivalent, as required by the inference
algorithm for identifiability.

All nodes in the logical tree thus have at least two children, apart from the
source (one child) and the receivers (no children). All the links in such a tree are
then said to be 'identifiable', because there is a one-to-one mapping between the
measurements and the set of link probabilities, 0', of the logical tree. Figure 1.1
depicts the logical tree of the simplest non-trivial network (a triad).

1.1.1 U nicast based inference

The inference of network losses using end-to-end unicast traffic is researched
extensively in [5]. It is shown that inference based solely on measurement of
unicast traffic is not possible, and resolving losses requires identifying and incor
porating reasonable prior information or constraints. The inference procedure
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Figure 1.2: A simple network involving a source So, a router G l and two receivers
R 2 and R 3 •

requires setting up a network modeling framework based on the correlation be
tween unconditional (single packet) losses and conditional (back-to-back) packet
losses. Based on internet loss observations and theoretical results from queue
models, a coupling between the unconditional and conditional loss probabilities
is then established and this coupling is used in the inference procedure.

Figure 1.3: Unicast based inference of network internal characteristics: An
example of a depth-4 tree. The arrows depict the paths traversed by the first
packet (Pd and second packet (P2 ) of a (6,10) packet pair.

Measurements made using back-to-back pairs provide an opportunity to gen
erate spatio-temporal statistics of the system. By back-to-back packet pairs we
mean two packets that are sent one after the other by the source, possibly des
tined for different receivers, but sharing a common set of links in their paths.
The reason for introducing back-to-back measurements is that the correlation
between the link-level success probabilities of closely-spaced packets traveling
along the same links can be anticipated and it is this correlation can be used
for the estimation purpose.

If we wish to estimate the success probabilities for the entire tree, then for
each pair of receivers (rj, rk), we gather the following statistics using back-to
back probing pairs. If we use the term "(r j, rk)-pairs" to denote those pairs in
which the first packet was destined for receiver rj and the second for receiver
rk, then the nature of a (6,10) pair for example is shown by the two arrows
in Figure 1.3. The first packet Pl is sent to receiver 6 and the second packet
P2 to receiver 10. In the case of the (rj, rk) receiver pair, the measurements to
be made are: the number nj,k of trials wherein the first packet is received by
receiver rj, the number mj,k of trials wherein both the first packet is received
by rj and the second packet is received by rk. Similarly, nk,j and mk,j are



6 Introduction 1

measured. In general, if there are N receivers, then there are N 2 back-to-back
receiver pairings.

Unfortunately, ensuring that two packets will stay back-to-back until their
destination is impractical, as it requires perfect synchronization, knowledge of
delays in every network element and no cross-traffic. An advantage of inference
using multicast traffic as opposed to unicast traffic is that it obviates the need
for back-to-back probing pairs.

1.1.2 Multicast based inference

The inference of network losses using end-to-end multicast traffic is researched
extensively in [1]. The key to this approach is that multicast traffic introduces
correlation in the end-to-end losses measured by receivers. This correlation can,
in turn, be used to infer the loss behaviour of the links within the multicast
routing tree spanning the sender and receivers.

Using this approach, a maximum likelihood estimator (MLE) of the link
loss rates within a multicast tree connecting the sender of the probes to a set
of receivers has been developed in [1]. These estimates are derived under the
assumption that link losses are described by independent Bernoulli losses, in
which case the problem is that of estimating the link loss rates given the end
to-end losses for a series of n probes.

The subtree rooted at some node k E V is denoted by G(k) = (V(k), E(k)).
If the set of receivers is denoted as R, then the 'receiver subset' of node k is
R nV(k) and is denoted by R(k). Ifwe wish to estimate the success probabilities
for the entire tree, the measurements required to be made are as follows: for
each node k E V, measure the number of trials, say, ')'(k) wherein a packet
is received by at least one receiver in R(k). It is shown that the estimates
derived are strongly consistent (converge almost surely to the true loss rates)
and moreover, the asymptotic normality property of MLEs allows deriving an
expression for their rate of convergence to the true rates as n increases.

Another strong advantage of using multicast rather than unicast traffic is
efficiency. N multicast servers produce a network load that grows at worst
linearly as a function of N. On the other hand, the exchange of unicast probes
can lead to local loads which grow as N 2 , depending on the topology. We
illustrate this in Figure 1.4 In this example, 2N servers exchange probes. For
unicast probes, the load on central link grows as N 2

; for multicast probes it
grows only as 2N.

bost 1

bostN

bostN+l

host 2N

Figure 1.4: 2N servers exchange probes. For unicast probes, the load on the
central link grows as N2; for multicast probes, it grows only as 2N.

The multicast based inference method will be studied in detail during the
course of this project because it will serve as a starting point for our analysis
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of network coding based inference procedures. The inference problem requires
two questions to be addressed, which are outlined below.

Given a set of links L ~ E whose behaviour is of interest, a set of minimum
cost multicast trees must be chosen within the network which cover the links in
L in a way that their associated link loss rates can be inferred. This is called the
'minimum cost tree cover problem'. Resolution of this problem is especially im
portant as poorly designed sets of measurements can easily overwhelm network
resources. It has been established [9] that the cover problems are NP-hard and
that in some cases, finding an approximation within a certain factor of optimal
is also NP-hard.

The next question is whether the set of trees that cover the links in L will
allow one to determine the behaviour of all the links in L. This is called the
'identifiability problem'.

In connection with these two issues, three versions of these problems are
defined: the weak, strong, and medium cover problems. Briefly, the weak cover
problem is based on the assumption that it is sufficient that each link of interest
appear in at least one tree. The strong cover problem requires that each link
occur between two branching points in at least one tree. The medium cover
problem relaxes this last requirement and instead requires that the set of trees
covering the link provide enough information to determine the link measure
(link probability, in this project) of interest.

If we wish to identify the links in the topology shown in Figure 1.5 by means
of a strong cover, we see that only 4 of the links are identifiable. Moreover, we
need to perform the experiment 4 times on 4 different multicast trees that will
cover these four links in a strong cover.

52 SIfl : 82
, .

A B Ar----' B: !:
: ::

D C ' ,. eD ·,········l:
:: ::

RI R2 R1 IV Iv R2

Figure 1.5: A network wth a cycle: all links are identifiable with the network
coding approach; only links SIA, S2B, DR I , CR2 are identifiable (from a strong
cover).

Now the purpose of the discussion above is to compare the solution to the
two problems explained as offered by the traditional multicast technique, that
has just been explained, against the solutions offered by the network coding
technique. The concept of network coding is briefly introduced below and then
we address the problems of minimum cost covering and identifiability and show
why network coding is advantageous to the traditional multicast approach.

1.2 Network coding based inference

The area of network coding emerged in 2000 [6, 7], and since then it has attracted
a lot of interest [13] due to its potential for contributions to the theory and
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practice of networks. The application of network coding to network tomography
was introduced in [2]. In this work, we use this work as a starting point and
study the use of network coding techniques to improve several aspects of network
monitoring.

The basic idea of network coding is to allow intermediate nodes to process
the incoming packets before forwarding them. The set of operations that inter
mediate nodes perform are referred to as a network code; typically, linear codes
are used [7]. The idea of network coding (albeit difficult to apply to today's In
ternet routers) can be gracefully applied to overlay networks, where the network
designer has control over the intermediate nodes in the overlay.

Figure 1.6: Four 5-link configurations which lead to all 5 links being identifiable.

Consider as an example, the first network depicted in Figure 1.6.

Example 1 Nodes A and B send probes and nodes E and F receive them. The
intermediate nodes C and D can look at the content of the incoming packets and
form packet(s) to forward to their outgoing link(s). Every link loses a packet
according to an i.i.d. Bernoulli distribution, with probability unknown to us. We
are interested in estimating the corresponding success probabilities in all links,
namely O::AC; O::BC; O::CD; O::DE; O::DF from the contents of the received probes at
nodes E and F.

The basic idea of applying network coding to this case is the following. Node
A sends to node C a probe packet with payload that contains the binary string
Xl = [10]. Similarly, node B sends probe packet X2 = [01] to node C. If node C
receives only Xl or only X2, then it just forwards the received packet to node D;
if C receives both packets Xl and X2, then it creates a new packet, with payload
their linear combination X3 = [11], and forwards it to node D; more generally,
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X3 = Xl EB X2, where EB is bit-wise xor operation. Node D sends the incoming
packet X3 to both outgoing links DE and DF. All operations happen in one time
slotl

.

In every time period, probe packets (Xl; X2) are sent from A, B and may
reach E,F, depending on a random experiment: the transmitted packet traverses
every link in {AC;BC;CD;DE;DF}, with probability alink. The possible outcomes
observed at nodes E and F are summarized in the left two columns of Table 4.1.
The next five columns at show the combination of loss and success events in the
links that lead to the observed outcome. For example, the outcome (Xl; Xl) is
due to the event (AC = 1; BC = 0; CD = 1; DE = 1; DF = 1) and happens
with probability aAc(1-aBc)(1-acD)(1-aDE)(1-aDF). Similarly, we can
write the probability of each of the 10 observed events as a function of the link
loss probabilities. The last column gives each of these event probabilities. The
goal is to estimate aAC; aBC; aCD; aDE; aDF from the contents of the received
probes at nodes E and F. By repeating the experiment a number of times, we
can observe how many times each event occurs and then use standard Maximum
Likelihood (ML) estimation to infer the underlying link success rates. The ML
estimator identifies the link-success rates that would, with higher probability,
result in obtaining our particular set of data.

In contrast, the multicast-based tomography approach would use two multicast
trees rooted at nodes A and B and ending at E and F, in order to cover all five
links at least once. The network coding approach has the following advantages:

• The two multicast trees approach would not distinguish the loss-rates be
tween links AC and CD (or similarly BC and CD). The network coding
approach solves this problem.

• In every experiment we send exactly one probe on every link, which is the
minimum possible required to cover the entire graph. In contrast, the two
multicast trees would overlap and thus send two probes on each one of the
links CD, DE and DF.

• Finally, by looking not only at the number of received probes but also at
their contents, we are able to infer additional information.

1.2.1 Minimum Cost Covering Theorem

With the constraints of network topologies and link capacities, achieving the
optimal end-to-end throughput in data networks (a problem known as packing
Steiner trees) with single or multiple unicast, multicast and broadcast sessions
has been known to be a fundamental but computationally hard problem. Thus,
the problem of achieving optimal throughput in such data networks, leads to
solving NP-complete problems. However, in [8] it is shown that in networks that
employ network coding, computing the strategies to achieve the optimal end-to
end throughput can be performed in polynomial time. In [8], it was shown that
by combining independent network/information flows at intermediate nodes, the
throughput can be maximised using polynomial-time algorithms. This idea can
then be used [2] to choose routes (over which we send probe packets) that cover

IThe duration of the time slot (time that the node waits for incoming packets before
declaring them lost) should be carefully chosen based on the frequency of probes, the network
delays, the synchronization between sources etc.
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the network we want to monitor; the solution can now be found in polynomial
time, which is an improvement over [9]. The difference from [8] is that instead
of maximizing throughput, we are interested in minimizing the cost of sending
probes.

The goal is to estimate the loss probabilities for all links in L at the mini
mum bandwidth cost. First, a cost is associated that is proportional to the flow
through a link, and then the links to be utilized to estimate Q e for all eEL
are selected so as to minimise the total cost. Then, the minimum cost cover
problem can be formulated as a Linear Program (LP) (done in [2]), which allows
to solve it in polynomial time, provided that intermediate nodes can combine
probes. The LP is reproduced below.

Notation: Each link ei E L is associated with a conceptual flow fi and
conceptual flows of different links in L share links without contending for link
capacity. If the total flow through an edge is f, then fi ~ f expresses the fact
that each packet in f might be a combination of several packets of conceptual
flows. Let C: E ---+ R+ denote the cost function that associates a non-negative
cost C(e) with each link e. The total cost L::e C(e)f(e) must be minimised,
where f(e) is the flow through e. fin(V)/fout(v) is the total incoming/outgoing
flow of vertex v and fin(e)/ fout(e) is the total incoming/outgoing flow to edge
e. All nodes in {Si} are connected to a common source node S through a set
of infinite-capacity and zero-cost links Es = {SSi}' Similarly, nodes in {Ri }
are connected to a common node n by means of infinite-capacity and zero-cost
links ER = {nRi }.

Algorithm 1: LP Program

minL::e C(e)f(e)
f(e) ~ a "Ie E E - SE - R E

f(e) = a "Ie E L
Each conceptual flow f corresponding to ei
straints:
fi(e) ~ f(e) "Ie E E - ei
fi (e) ::::: 0 "Ie E E
ffn(S) = 0
f~ut(R) = 0
ffn(u) = f~ut(u) Vu E V - {S, n, Ui, Vi}
a ~ ffn(Ui) ~ 2a
a ~ f~ut(Vi) ~ 2a
ffn(Ui) + f~ut(Vi) ::::: 4a

UiVi, which satisfies the con-

A useful special case. If we want to estimate the loss-rate on all identifiable
edges of the graph (as opposed to a restricted set L) we do not even need to
solve the LP problem. We can simply have each source send a probe and each
intermediate node forward a combination of its incoming packets to its outgoing
edges, as in 1.6. This simple scheme utilizes each edge of the graph exactly once
per time slot and thus has the minimum total bandwidth cost.

In the example shown in Figure 1.5, as opposed to the multicast scenario
wherein only 4 links could be strongly covered, we see in that with network
coding employed, all links are in a strong cover and we need only use each link
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once per time slot for the estimation of the link probability.

1.2.2 Identifiability theorem

11

Consider estimating the loss rate on a single link, typically in the middle of
the network, by sending and observing probes from the edge. Let us revisit
Figure 1.6, and estimate the loss rate on link CD. Apart from illustrating our
approach, this basic 5-links topology is important in two ways: (i) it is the basic
structure required for link CD to be identifiable (ii) any arbitrary topology can
be reduced to this basic topology, if we view all links (except the link of interest
CD) as directed paths from/to edge nodes A, B, E and F, with the same loss
rates as their equivalent links. For example, a path from A to C, denoted as
(A, C), can be reduced to link AC with a loss rate G:AC, of the associated path.

The following theorem [2] gives necessary and sufficient conditions for iden
tifiability. CD is the directed link from node C to node D; (C; D) is a path from
Cto D.

Definition 1 A link e E E is said to be identifiable if it is possible to estimate
the associated loss rate of the link by sending probing packets from nodes in S
to nodes in n.

Figure 1.6 depicts the four cases, i.e. choices of sources and receivers, that
form the basic structures for the identifiability of the loss rate of link CD, when
neither C or D are edge nodes. Notice that Cases 1 and 3 use network coding
with 2 sources and 2 receivers, Case 2 uses a multicast tree with source A, and
Case 4 uses a reverse multicast tree with sink F.

Theorem 1 Given G = (V; E) and sets Sand n, a link CD is identifiable {==}

both conditions (1) and (2) hold:

Condition 1: At least one of the following holds:
(a)CES.
(b) There exist two edge disjoint paths (A, C) and (B, C) that do not employ
edge CD with A,B E S.
(c) There exists two edge disjoint paths (A, C) and (C, B) that do not employ
CD with A E S, BEn.
Condition 2: At least one of the following holds:
(a) DEn.
(b) There exist two edge disjoint paths (D, E) and (D, F) that do not employ
edge CD with E, FEn.
(c) There exists two edge disjoint paths (E, D) and (D, F) that do not employ
CD with E E S, FEn.

Sketch of Proof: A link CD is identifiable if C is a source or a branching
point, and D is a receiver or a branching point, otherwise the link loss rate
of edge CD will be undistinguishable from the loss rate of an ascendent or a
descendant edge. These are the structures depicted in 1.6, where we want to
identify the link-loss rate associated with edge CD and interpret the remaining
edges as possibly corresponding to paths. It is easy to see that if both conditions
are satisfied link CD is identifiable. Conversely, assume the first condition is
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not satisfied. Then C can only receive one stream of probe packets, since it is
connected to one source only. There exists an edge e through which this stream
of probe packets arrives to node C. The linkloss rate associated with link CD
cannot be distinguished from the link lossrate associated with link e.

•
The underlying requirement of this theorem, e.g. for condition (1 b), is not

necessarily that probes come to node C through two distinct links, but that two
a-rate flows (that have undergone failures i.i.d. Bernoulli distributed) arrive
to node C. This is enforced by the a-capacity links. Under these assumptions
and Pe < 1, identifiability is a topological property of the graph that does not
depend on the loss-rate values Pe, as was also discussed in [3].

For the configurations in Figure 1.6, the links that are identifiable when
network coding is employed and when only multicast is used are listed in the
Table 1.1.

case network coding multicast probes
1 all links DE, DF
2 all links all links
3 all links AC,CB
4 all links no links

Table 1.1: Links that are identifiable in the 4 basic configurations when network
coding and simply multicast is used.

1.3 Problem motivation

Simply stated, our objective is to estimate the link probabilities of a desired
set L ~ E of links in any given network at minimum bandwidth cost. The
three fundamental approaches to the estimation problem using end-to-end mea
surements are by means of using unicast traffic, multicast traffic and network
coding.

The bandwidth efficiency of these methods can be measured by the number
of probe packets needed to estimate the metric of interest within a desired
accuracy. It depends both on (i) the choice of paths/trees over which sequences
of probes are sent and on (ii) the number of probes in each sequence. Clearly,
there is a tradeoff between bandwidth efficiency and estimation accuracy; it
is desirable to improve both as well as to keep computational complexity low.
However, the same assumption is made in all cost covering formulations in the
literature, wherein the cost only reflects the bandwidth consumed by the probe
packets, and does not take into account how the estimation accuracy (of a) is
affected by the placement of sources and receivers.

Looking at the 4 configurations in Figure 1.6, we observe that the choice of
sources and receivers impacts the accuracy of the estimator; that is, for a fixed
number of probes, each configuration leads to a different estimation accuracy;
equivalently, to achieve the same mean squared error (MS E), we may need to
use a different number of probes for each configuration.

This was our motivation behind the problem that is the subject of this
thesis, and that is precisely formulated in Section 2.4. Clearly, the dependence



1.3 Problem motivation 13

of estimation accuracy on the number of sources and receivers would extend to
larger topologies. In fact, not only the number of sources and receivers, but also
their relative position on the tree (the "viewing point") affect the estimation
accuracy. Therefore, in the forthcoming chapters, we will quantify these various
dependencies of the estimation accuracy.
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Link probability estimation

As described in the previous chapter, given a network represented as a directed
graph G = (V, E), our purpose is to estimate the link probabilities of some set
of links LEE. Estimates of links can be obtained by maximising the likelihood
function associated with the observation space of the network being studied. We
find that this is a reasonable approach only for very small networks (we have
worked out the likelihood formulae for various networks having up to 9 links).
Some basic definitions in connection with the networks we estimate are given in
Section 2.1. In Section 2.2, we formulate the estimation problem as a maximum
likelihood equation. In Section 2.3, we define metrics by which to obtain per
formance measures in order to compare different topologies and configurations;
this will be illustrated by studying two simple 3-link networks. Section 2.4 de
fines the research problem of this thesis, and finally the contributions made in
this project are listed in Section 2.5.

2.1 Model

We study inference of links in networks that can be represented as a tree l

G = (V, E). Moreover, as elaborated in Section 1.1, it must be a logical tree
as required by the identifiability theorem. All nodes in the logical tree have
at least two children, apart from the source (one child) and the receivers (no
children). All the links are identifiable, because there is a one-to-one mapping
between the measurements and the set of link probabilities, 0:, of the logical
tree.

We distinguish between three types of nodes in the graph (see Figure 5.3).

• Multicasting nodes: nodes that have one parent and two or more children.
They merely forward the incoming packet as is, to all their children.

• Coding nodes: nodes that have 2 or more parents and 1 child. They
linearly combine (according to the coding scheme and field size) incoming
packets before forwarding the new packet to its child.

1 In Chapter 8, we study networks that contain cycles. A cycle, sometimes also called a
circuit, is a subset of the edge set of that forms a path such that the first node of the path
corresponds to the last.

15
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• Multicasting cum coding nodes: Nodes that are a combination of the
2 types above. They have 2 or more parents and 2 or more children.
They linearly combine incoming packets and then simultaneously send
(multicast) the new packet to all their children.

The parent(s) of a node k is (are) denoted by f(k) and its child(or children)
is (are) denoted by d(k). Similarly, the origin node of a link e is f(e) and the
destination node is d(e).

2.2 Maximum Likelihood Estimation

The observation space is denoted by n and every outcome x E n, is observed
with a frequency denoted by n(x). The outcome observed at some time instant
m is x m . If the sample size (number of trials in the experiment) is 'n', then the
probability of n independent observations parameterised by a is

n

p(x l , ... , Xn; a) = II p(xm ; a) = II p(x; a)n(x)
m=l xEll

(2.1)

Our task is to estimate the value of a from a set of experimental data (n(x))xEll'
We do this by finding the value a that maximises the log-likelihood function

L(a) = log p(xl, ... , Xn; a) = 2.:.: n(x)log p(x; a)
xEll

(2.2)

for the data xl, ... , x n . The log likelihood function for basic configuration 1 is
plotted in Figure 2.1 as an example. We see that it is a well behaved function
(in the [0,1] interval), that is it does not have any local maxima and minima.
The same holds true for the other configurations as well.

Log likelihood function for basic configuration 1
edge links have 30% loss, middle link has 70% loss

loss on edge link
o 0 loss on middle link

Figure 2.1: Log likelihood function for basic configuration 1.

Now, let the observed event counts be contained in the vector 6 = (nl, n2, ... nK)
where K is the number of events and nl is the number of times event 1 occur
and so on. The log-likelihood function is then

(2.3)
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Finally, we attempt to find an analytical solution to

a = argmax",L(o:)

This will be done for the two 3-link networks shown in Figure 2.2.

17

(2.4)

3

a,

(a)

2

1

10

4

(b)

2
01

Figure 2.2: 2-leaf topology with multicasting (a) and network coding (b)

Example 2 The observation space, underlying link loss patterns and event
probabilities are shown in Tables 2.1 and 2.2. A link state is '1' if it functions,
a '0' if it fails and '-' represents the don't care condition.

Note that the event spaces are identical for these two configuration? . Hence,
their log-likelihood functions are the same as well, and the estimator would per
form identically for corresponding links in the two cases.

Observation Link loss pattern Event probability
R1 R2 link 1 link 2 link 3
1 0 1 0 1 PI = 0:1 * (1 - 0:2) * 0:3

0 1 1 0 1 P2 = 0:1 * 0:2 * (1 - 0:3)

1 1 1 1 1 P3 = 0:1 * 0:2 * 0:3

0 0 1 0 0 P4 = 0:1 + 0:1 * 0:2 * 0:3

0 - -

Table 2.1: Binary 2-leaf tree with multicasting. R 1 is node 3 and R2 is node 4.

Multicast case
Consider the multicasting case, i.e.configuration (a). Let us denote by

• "12, the fraction of events wherein packet 1 is received by at least one of
the receiver nodes 3 or 4 (i.e. by the receiver set of node 2).

• "13, the fraction of events wherein packet 1 reaches receiver node 3.

• "14, the fraction of events wherein packet 1 reaches receiver node 4.

2This is a consequence of Theorem 2 (reversibility) which was discussed in Section 3.1
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Observation Link loss pattern Event probability
R link 1 link 2 link 3
10 1 0 1 p] = 0:] * (1 - 0:2) * 0:3

01 1 0 1 P2 = 0:] * 0:2 * (1 - 0:3)

11 1 1 1 P3 = 0:] * 0:2 * 0:3

00 1 0 0 P4 = 0:] + 0:] * 0:2 * 0:3

0 - -

Table 2.2: Binary 2-leaf tree with network coding. Nodes 1 and 2 are sources,
node 4 is the receiver.

The ML solution turns out to be

(n2 + n3)(n] + n3)

n3
1'31'4

n] + n3
1'3 + 1'4 -1'2

1'4
n3

(2.5)

(2.6)

(2.7)

(2.8)

The measurements that must be made at the receivers to obtain this solution
are illustrated in Figure 2.3(a).

The expressions for the o:i's are intuitively obvious. For instance, the corre
lation between the measurements made at the 2 receivers is a measure of how
lossy link 1 is. As seen from the figure, 0:] is estimated as

(frequency with which node 3 receives a '1') (frequency with which node 4 receives a '1')
(frequency with which node 3 and node 4 receives a '1')

Therefore, the better is this link (higher the value of 0:]), the more decorrelated
these measurements become, and 1'31'4 approaches 1'3 + 1'4 -1'2·

Network coding case
Consider the network coding case, i.e. configuration (b.). Let us denote by

• 1'3, the fraction of events wherein any packet (10 or 01 or 11) is received
by at least one of the receiver nodes 3 or 4 (i.e. by the receiver set of node
2).

• 1'L the fraction of events wherein 10 reaches receiver node 4 (i.e. by the
receiver set of node 3).

• 1'5, the fraction of events wherein 01 reaches receiver node 4 (i.e. by the
receiver set of node 3).
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(a.)
V2

19

y3+y4- y2

Figure 2.3: 2-leaf topology. Measurements for ML estimation (a) multicast (b)
network coding

The ML solution turns out to be

(n2 + n3)(n1 + n3)

n3

,h~

n1 + n3
,j +,~ - ,3

,~
n3

n2 +n3
,j +,~ - ,3

,j

(2.9)

(2.10)

(2.11)

(2.12)

The measurements that must be made at the receivers to obtain this solution
are illustrated in Figure 2.3(b).

Again, the expressions for the ai's are intuitively obvious. For instance, the
correlation between the measurements made at the 2 receivers is a measure of
how lossy link 1 is. As seen from the figure, 0'1 is estimated as

(frequency with which node 4 receives a 'lO')(frequency with which node 4 receives a '01')

(frequency with which node 4 receives a '11')
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Therefore, the better is this link (higher the value of al), the more decor
related these measurements become, and 1'h~ approaches 1'j + 1'~ -1'3. Both
these cases always have a single, valid solution i.e. {a E (0,1)3}.

In Chapter 3, we solve the likelihood equation for the 4 basic configurations
as well as some other small sized networks (4-, 5-, 7- and 9-link trees).

2.3 Performance metrics

The quality of the estimation for a single link e is captured by the mean-squared
error metric, i.e., MSE = [lae - aeJz], where ae is the estimator based on the
observations on R of sources S, and a e is the true value of the loss rate on e. In
order to get a measure of performance for the set of estimators across all links
e E E, we need a metric that summarizes all links.

We use an entropy measure ENT that captures the residual uncertainty.
Since we expect the scaled estimation errors to be asymptotically Gaussian
(similar to the case in [1]), we define the quality of the estimation across all
links as

ENT = L logz ([ae - ae]Z) , (2.13)

which is a shifted version of the efit!topy of independent Gaussian random vari
ables with the given variances [11]. If the entire error covariance matrix R is
available, then we can compute the metric as ENT = log detR, which captures
also the correlations among the errors on different links. The metric ENT as
defined above, captures only the diagonal elements of R, i.e., the MSE for each
link independently of the others.

In Chapter 6, we will study the performance of various estimation algorithms
as a function of network size (a 45 link and a 200 link network), i.e. the number
of nodes jlinks in the network. In order to do this, we define another metric
called the 'average' ENT as

(2.14)

Under some regularity conditions (see for example Chapter 7 in [10]), the
scaled (by sample size n) asymptotic covariance of the optimal estimator is
lower-bounded by the Cramer-Rao bound I-I, where the Fisher information
matrix I is defined as

(2.15)

and a p , a q are the loss probabilities of two links, defining a square matrix with
size equal to the number of links. In particular, under the regularity condi
tions, the MLE is asymptotically efficient, i.e., it asymptotically (in sample size)
achieves this lower bound. 3 Hence the asymptotic error covariance of the MLE

3In [lJ, it has been shown that the asymptotic mean-squared error converges to this Fisher
information bound for the multicast case. We believe that this should also be true for the
multiple source case as well; so far, we have only numerically verified it to be so in our
simulations.
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is approximately ~1-1
• Therefore, we study the behavior of the Fisher informa

tion matrix for different topologies and network views as a basis of comparison;
we can then lower bound the asymptotic mean-squared errors by examining the
Fisher information matrix.

We go back to the example of the two simple 3-link configurations in Fig
ure 2.2 and show how the Fisher matrix can be used to describe the performance
of an estimator.

Example 3 As mentioned in Example 2, the log-likelihood functions of the two
networks are equal, and indeed, if we evaluate the Inverse Fisher information
matrices for these two configurations, we see that they are equal to each other
and is

_02 0 3
03

_02 0 2
a10::3

_02 0 3
01

(2.16)

where n is the sample size.
Consider first, the 2-leaf multicast tree. All 3 links are set to have equal a.

The Cramer Rao bound for the middle and edge links are plotted versus sample
size in Figure 2.4(a) and in (b) we perform a 2-D sweep and plot regions where
the middle link and edge links are better estimated.
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Figure 2.4: (a) Cramer Rao for the middle and the leaf link(s) when all three
links have the same a = 0.5 (b) Middle link set to am and edge lin~,s to a e ,

regions where each link is better estimated are depicted.

2.4 Problem Statement

Given a network whose link probabilities must be estimated, various coding
schemes can be applied, each of which, along with the algorithm chosen for the
estimator, constitutes the solution to the estimation problem. Given a network
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with IVzlleaves (degree 1 nodes), the number p of coding schemes that can be
applied is

(2.17)

The factor ~ results from eliminating schemes that are equivalent by the re
versibility theorem. Equality in the above relation holds when an additional
constraint is imposed that specifies which sources reach which receivers (or
equivalently, which nodes are chosen as coding nodes). Note that a multicast
approach offers IVz I solutions.

The estimation problem is defined by specifying the following quantities.

1. The adjacency matrix A of an undirected graph, G = (V, E), representing
the network whose links are to be estimated

2. Nodes in V which act as sources (these are leaf nodes)

3. Nodes in V which act as receivers (these are leaf nodes)

4. The set of nodes Vc E V where coding is performed

All other nodes are taken to be multicast nodes. All nodes in {Vc UVm }, i.e.
all coding and multicast nodes must be of degree 3 or higher,that is, we assume
the network to contain only logical links since this is a necessary condition for
identifiability (see Chapter 1). Given which nodes act as sources, which nodes
as receivers, and as coding nodes, there is a unique solution to the flow in the
network.

2.5 Contributions of this project

Our contributions in this project include the following.

1. For a given network topology, devise various coding schemes for the es
timation purpose. These could in principle range from the traditional
multicast inference scheme with a single source, to schemes with as many
as L - 1 sources, where L is the number of leaves.

2. Develop algorithm(s)/estimator(s) to estimate the link probabilities of a
network, for any coding scheme that is applied to it. We have not yet
derived an exact maximum likelihood estimator for the case when any
arbitrary coding scheme is applied (though for specific configurations, we
have done so). Therefore, we have developed a number of simplified (sub
optimal) estimators. The solution to the estimation problem is therefore a
combination, both of the coding scheme employed and the heuristic used
for deriving link probability estimates. We study trees of various sizes and
the dependence of the estimator on the heuristic employed and the coding
scheme: number and placement of sources, receivers and coding nodes.

3. Extend the procedures developed to general graphs, that is networks that
contain cycles.
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Reversibility theorem

This chapter contains initial results on network coding based inference. Sec
tion 3.1 defines dual networks, illustrated first by a motivating example, and
then the reversibility theorem which states that dual networks perform identi
cally, is proved. Section 3.2 looks at networks that are directional (loss rates
along the two directions of a link are different). The chapter is concluded in
Section 3.3 where some advantages offered by the network coding approach over
the multicast approach are listed.

3.1 Dual Configurations and Reversibility

Example 4 We noted in Example 3 that the 3-link multicast tree and inverse
multicast tree (in Figure 2.2) have the same event space, the same likelihood
junction and Fisher information matrices. Also, if we look at cases 2 and 4 in
Figure 1.6, whose event spaces are written put in Tales 4.2 and 4.4, we see that
the event spaces and hence likelihood junctions of these two configurations are
equal. We say that such configurations are the 'dual' of each other. Clearly,
given a configuration, its dual can be obtained by converting all sources to re
ceivers and vice versa and converting coding nodes to multicast nodes and vice
versa. The flow through each link in a configuration is thus the negative of that
in the corresponding link of its dual.

Consider a tree with £ leave nodes, where £1 act as sources and the remain
ing £2 = £ - £1 act as receivers of probes, and a given orientation of the links.
We refer as "dual configuration" to the configuration that results from revers
ing the o:ientation of all links in the network, and from having the £1 sources
become receivers, while the £2 receivers act as sources. In this section, we show
that, for the purposes of parameter estimation, the associated ML estimator
function for a network and its dual is the same.

For example, a multicast tree is the dual configuration of an inverse multicast
tree (Case 2 and 4 in Figure 1.6). In Chapter 4, we will see in Figure 4.14(a) and
(b) that these dual configurations result in the same mean square error bound.
We also see in Figures 4.16 and 4.17 that the regions of superior performance
(lowest inverse Fisher information) corresponding to basic configurations 2(red)
and 4(pink) are symmetrical to each other. In fact, we observed that their

23
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associated ML estimator functions coincide. We now generalize this notion to
arbitrary tree-like networks.

Theorem 2 The ML estimator for a tree configuration and its dual coincide.

Proof: Let C = (V, E) be the original tree, with lEI = n, and Cd its dual. For
every probe trial, there exist 2n possible error events, depending on which links
fail. Observing the outcomes at the receiver nodes corresponds to observing
unions of such events, that occur with the corresponding probability. For a
given configuration, the ML estimator depends on the observable outcomes at
the receiver nodes. Therefore, it is sufficient to show that a network and its
dual have effectively the same set of observable outcomes. In particular, we will
show that for every observable outcome, that occurs with probability p in C,
there exists an observable outcome that occurs with the same probability in Cd
and vice-versa.

With every edge e = (j, k) of C, we can associate a set of sources S(j) C V
that flow through this edge, and a set of receivers R(k) C V that observe the
flow through e. Our main observation is that the pair {S(j), R(kn uniquely
identifies e, i.e., no other edge has the same pair. In the dual network Cd, edge
e is uniquely identified by the pair {R(k), S(jn. If in C edge e fails while all
other edges do not, the receivers R(k) will not receive the contribution in the
probe packets of the sources S(j). If in Cd edge e fails while all other edges
do not, the receivers S(j) will not receive the contribution in the probe packets
of the sources R(k). Thus there is a one-to-one mapping between these events.
Using this equivalence, an observable outcome, consisting of a union of events
can be mapped to an observable outcome at the reverse tree.

•
Note that this theorem establishes reversibility only for the maximum likeli

hood estimation. The performance of suboptimal algorithms might differ when
applied to a configuration and its dual.

We make some remarks here. If two networks are the dual of each other it
implies that they necessarily have the same observation space and hence likeli
hood functions. However, the converse is not true i.e., it is possible that given a
topology with a specific configuration, there can exist another configuration for
the same topology which has the same observation space, but which is not the
dual of the first. This is because the event spaces underlying the observation
spaces are not the same. This is illustrated in Figure 3.1.

Writing out the events with their event probabilities for the three cases shown
in the figure shows us that the likelihood functions for the first two configurations
are identical, but that that of the third is not, because though it has the same
observation space, the underlying event space is not the same. This means that
if an experiment is performed to estimate the links of the network, then the
(maximum likelihood) link estimates obtained when configuration 1 is used are
the same as that when configuration 2 is used, whereas the same link estimates
are not obtained from configuration 3. We write this as
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s, R, A, S, R, S,

1 1 5

X, X, X,

+------+

x2

5 2 2

R, A, R, S,

Figure 3.1: The first and second configurations are the dual of each other, but
the third is not. ??

(i:h, a2, a3, a4, a5h (aI, a2, a3, a4, a5h
-I- (al,a2,a3,a4,a5h (3.1)

where the subscripts denote the configuration that is used for estimation.
We illustrate this by writing out the event probabilities for the three config

urations in Table 3.1. In the Figure 3.1, Xl is the packet produced by source 8 1

and X2 by 8 2 , The two receivers R I and R2 for the three cases are indicated as
well.

Observation configuration 1 configuration 2 configuration 3
RI R2
¢ Xl al a2 a3 a4 a5 al a2 a3 a4 a5 al a2 a3 a4 a5

¢ X2 a4 a5 (al a2 a3 + ad al a2 (a5 a3 a4 + (5) a4 a5 (a3 al a2 + (3)

¢ Xl 67 X2 al a2 a3 a4 a5 al a2 a3 a4 a5 al a2 a3 a4 a5

Xl ¢ al a2 (a5 a3 a4 + (5) a4 a5 (al a2 a3 + al) al a2 (a4 a3 a5 + (4)

Xl Xl al a2 a3 a4 a5 al a2 a3 a4 a5 al a2 a3 a4 a5

X2 X2 al a2 a3 a4 a5 al a2 a3 a4 a5 al a2 a3 a4 a5

Xl Xl 67 X2 al a2 a3 a4 a5 al a2 a3 a4 a5 al a2 a3 a4 a5

¢ ¢ 1 - (LJ-l Pi) 1 - (LJ-l Pi) 1 - (LJ-IPi)

Table 3.1: Event space and event probabilities for the three configurations in
Figure 3.1.

It must be noted here that when looking at the observation spaces of config
urations 1 and 2, for every observation in the observation space of configuration
1, there is a unique observation in the space of configuration 2 with the same
event probability. These two events represent the functionality of the same set
of paths in the two configurations. For example, the second event in case 1
occurs with the same probability as the fourth event in case 2. Both require
links 4 and 5 to function (marked in red in the figure) and the other three links
to collectively fail. The second event in case 3 requires links 4 and 5 to function
and the other three links to collectively fail; however, this event probability is
not equal to that corresponding to cases 1 and 2 (obviously because the failure
pattern on the other three links is different).
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Again, the inverse Fisher information matrices of dual configurations are
equal whereas this is not true of cases 1 or 2 and case 3. There would be a
correspondence between the diagonal elements of the 2 matrices (of cases 1 and
3 for instance) only if the apriori link probabilities were symmetrically chosen.
In the figure, this would be the case if the following mapping were applied :
01 ---* 02 and 04 ---* 05.

As mentioned in Chapter 2, we have not yet been able to derive a heuris
tic for ML estimation of arbitrary coding schemes, but have developed several
sub-optimal methods instead. Now whereas an ML estimator yields identical
performance for a configuration and its dual (when link probabilities are sym
metrical of course), this would not be the case for sub-optimal estimation in
general. We will study three suboptimal methods in Chapter 5, the first two
methods for which the above applies, but the third method called the mes
sage passing algorithm, operates identically on networks that have equal event
spaces, and hence, yields identical performance for any network configuration
and its dual, even for an arbitrary coding scheme applied.

3.2 Measuring Directional Networks:

We examine the case where the loss rates are different in the two directions of a
link. The basic observation is that it is sufficient to send probes over only two
configurations: the original and its dual.

Theorem 3 Consider a tree configuration with 1£1 leaves. We are interested
in measuring the loss rates in both directions for all links of the tree. Using
network coding saves a factor of 1£1 in bandwidth usage by probes, compared to
the multicast tree approach.

Proof: Consider a tree configuration with L leaves. To measure the link loss
rates in both directions for all edges of the tree, using the multicast approach,
we need to use £ multicast trees. Indeed, let e = AC be the link adjacent to leaf
A E L, we can measure 0AC only if A is the root of the multicast tree. Using
the network coding approach, for any choice of sources and receivers, we only
need to perform two rounds of measurements: one on the network and one on
its dual.

•
This theorem can also be interpreted as a tradeoff in directional measure

ment. We can either I£I-fold increase the measurement bandwidth (using mul
ticast probes), or allow intermediate nodes to do linear combinations (network
coding). The former option keeps intermediate nodes simple at the expense of
using extra bandwidth. The latter option sends exactly one probe per link for
each measurement, but requires some operations from intermediate nodes.



3.3 Advantages of network coding based tomography 27

3.3 Advantages of network coding based tomog
raphy

From our study of multicast inference, the subsequent formulation of the net
work coding based inference problem and our initial results as regards identifi
ability and reversibility, we conclude that network coding offers several benefits
when compared against multicasting.

1. Minimum cost cover : While this is an NP hard problem when a mul
ticast solution is sought, it reduces to a problem that can be cast as a
linear program which is solved in polynomial time when network coding
is employed.

2. Identifiability: Given a network that contains only logical links, network
coding based inference always results in the maximum possible number of
links in the graph being included in a strong cover.

This is definitely not the case when multicast based inference is used. We
showed by means of the example network in Figure 1.5 that all links were
identifiable by means of network coding based inference, but this was not
the case when multicast was used.

3. Measuring directional networks with a network coding approach allows
an .c-fold decrease in measurement bandwidth compared to the multicast
approach.
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Network coding based
inference

As an initial analysis, we address the problem of estimating a single link in the
network in Section 4.1. In connection with this, we study four tomographic
schemes applied to a 5-link topology, resulting in what we call the 'basic con
figurations'. Along with this, we also study some small sized networks here
(ranging from 5 to 9 links). Based on our study of these topologies, we make
some observations and draw some conclusions as regards the estimation problem
given an arbitrary coding scheme in Section 4.2. In Section 4.3, we state some
properties of the MLE and its convergence behaviour and then use this for a per
formance evaluation of some small networks, including the basic configurations.
Hence, our purpose is twofold: (i) to compare the basic configurations against
each other and (ii) make an initial demonstration of how network monitoring
depends on your points of view: how a choice of coding scheme applied to the
same topology can entail different solutions, in terms of their performance and
analysis. Finally, in Section 4.4, we study the convergence of the MLE to the
true value for any tree with an arbitrary coding scheme applied to it.

4.1 Estimation problem: basic configurations
and other small networks

From the identifiability conditions that were established in Chapter 1, a link 'e'
within the network which has a degree 'm' origin node fee) and a degree 'n'
destination node d(e) can be estimated by the general configuration shown in
Figure 4.1.

The identifiability theorem requires the node degrees m and n to be at least
3 (unless f (e) E S or d(e) E R. The curved lines denote paths from (to) the
source subset of f (e) (the receiver subset of d(e)).

Clearly, link e can be identified for all configurations wherein

• The number of incident incoming links of node f (e) lies in {I, m - I}, the
remaining being incident outgoing links.

29
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m

'e' is the link to be estimated e

.. '-,

;<::j1;";~:~~:,::t'//!
receiver sub,set of. : '. s9Urce subset of
of f(e) and d(eJ··..... : \, (?te)

...... ) ~ ,,'
' .. _,'

Figure 4.1: Estimating a single link 'e' in the network. The source and receiver
subsets of the origin node (f(e)) and destination node (d(e)) are depicted.

• The number of incident outgoing links of node d(e) lies in {I, n - I}, the
remaining being incident incoming links.

Whether each of the nodes f(e) and d(e) are coding nodes or multicast
nodes depends on the choice of configuration. Our aim is to characterise the
performance of these various configurations in terms of the quality of estimation
of the link probability of 'e'. Toward this end, we consider the simplest instance
of this scenario, wherein the node degrees m and n are both set to 2. This
results in 4 'basic configurations', shown in Figure 1.6 in Chapter 1.

Configurations 1, 3 and 4 employ network coding techniques. 1 and 3 have
one coding node each, whereas all the nodes in configuration 4, which is an
instance of an inverse multicast tree, are coding nodes. Configuration 2 results
from application of the classical multicast technique to the topology, and all the
nodes here are of the multicast type.

Now, these 4 configurations are associated with different event spaces, which
translates into different likelihood functions associated with the observations.
The estimate of the link probability of the desired link(s) is obtained as the
maximising argument of the likelihood function. Hence, we write out the event
space, event probabilities and finally the likelihood functions for each of the 4
configurations in the Tables 4.1,4.2,4.3 and 4.4. Configuration 1 has 10 possible
outcomes summarised in table 4.1. Configuration 2 has 8 possible outcomes
summarised in 4.2. Configuration 3 has 8 possible outcomes summarised in 4.3.
Configuration 4 has 8 possible outcomes summarised in 4.4.

4.1.1 Basic configuration 1

Now, let us denote by
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Observation Link loss pattern Event probability
R1 R2 L1 L2 L3 L4 L5
¢ Xl 1 0 1 0 1 (};1 * (1 - (};2) * (};3 * (1 - (};4) * (};5

¢ X2 0 1 1 0 1 P2 = (1 - (};1) * (};2 * (};3 * (1 - (};4) * (};5

¢ Xl EB X2 1 1 1 0 1 P3 = (};1 * (};2 * (};3 * (1 - (};4) * (};5

Xl ¢ 1 0 1 1 0 P4 = (};1 * (1 - (};2) * (};3 * (};4 * (1 - (};5)

Xl Xl 1 0 1 1 1 P5 = (};1 * (1 - (};2) * (};3 * (};4 * (};5

X2 X2 0 1 1 1 1 P6 = (1 - (};1) * (};2 * (};3 * (};4 * (};5

Xl Xl EB X2 1 1 1 1 1 P7 = (};1 * (};2 * (};3 * (};4 * (};5

X2 X2 0 1 1 1 0 Ps = (1 - (};d * (};2 * (};3 * (};4 * (1 - (};5)

X2 X2 1 1 1 1 0 P9 = (};1 * (};2 * (};3 * (};4 * (1 - (};5)

¢ ¢ multiple possibilities 1 - (PI + P2 + P3 + P4 +P5 +P6 + P7 +Ps +P9)

Table 4.1: Basic configuration 1 : Observation space, underlying link loss pat-
t d t b bTt"erns an even Jro a 11 l€S.

Observation Link loss pattern Event probability
R 1 R2 R3 L1 L2 L3 L4 L5
¢ ¢ X 1 0 1 0 1 PI = (};1 * (1 - (};2) * (};3 * (1 - (};4) * (};5

¢ X ¢ 1 0 1 1 0 P2 = (};1 * (1 - (};2) * (};3 * (};4 * (1 - (};5)

¢ X X 1 0 1 1 1 P3 = (};1 * (1 - (};2) * (};3 * (};4 * (};5

X ¢ ¢ 1 1 0 - - P4 = (};1 * (};2 * ((1 - (};3) + (};3 * (1 - (};4) * (1 - (};5))

1 1 1 0 0
X ¢ X 1 1 1 0 1 P5 = (};1 * (};2 * (};3 * (1 - (};4) * (};5

X X ¢ 1 1 1 1 0 P6 = (};1 * (};2 * (};3 * (};4 * (1 - (};5)

X X X 1 1 1 1 1 P7 = (};1 * (};2 * (};3 * (};4 * (};5

¢ ¢ ¢ multiple possibilities Po = 1 - (PI + P2 + P3 + P4 +P5 +P6 + P7 )

Table 4.2: Basic configuration 2 : Observation space, underlying link loss pat-
t d t b bTt·erns an even nro a 1 1 1es.

Observation Link loss pattern Event probability
R1 R2 L1 L2 L3 L4 L5
¢ Xl 1 0 1 0 1 PI = (};1 (1 - (};2) (};3 (1 - (};4) (};5

¢ X2 1 0 0 1 1 P2 = (};4 (};5 ((};1 (1 - (};2) (1 - (};3) + (1 - (};d)
0 - - 1 1

¢ Xl EB X2 1 0 1 1 1 P3 = (};1 (1 - (};2) (};3 (};4 (};5

Xl ¢ 1 1 0 0 1 P4 = (};1 (};2 ((};5 (1- (};3) (1 - (};4) + (1 - (};5))

1 1 - - 0
Xl Xl 1 1 1 0 1 P5 = (};1 (};2 (};3 (1 - (};4) (};5

X2 X2 1 1 0 1 1 P6 = (};1 (};2 (1 - (};3) (};4 (};5

Xl Xl EB X2 1 1 1 1 1 P7 = (};1 (};2 (};3 (};4 (};5

¢ ¢ multiple possibilities Po = 1 - (PI + P2 +P3 + P4 + P5 + P6 + P7 )

Table 4.3: Basic configuration 3 : Observation space, underlying link loss pat
terns and event probabilities.

• ')'3, the fraction of events wherein any packet Xl, X2 or Xl EB X2 is received
by at least one of the receiver nodes 5 or 6 (Le. by the receiver set of node
4).
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Observation Link loss pattern Event probability
R l L1 L2 L3 L4 L5
Xl 1 0 1 0 1 PI = al * (1 - a2) * a3 * (1 - a4) * as
X2 0 1 1 0 1 P2 = (1 - al) * a2 * a3 * (1 - a4) * as
X3 0 0 1 1 1 P3 = a4 *as * (a3 * (1 - a2) * (1 - al) + (1 - a3))

- - 0 1 1
Xl EB X2 1 1 1 0 1 P4 = al *a2 * a3 * (1 - a4) *as
Xl EB X3 1 0 1 1 1 Ps = al * (1 - a2) * a3 * a4 * as
X2 EB X3 0 1 1 1 1 P6 = (1 - al) * a2 * a3 * a4 * as

X 1 1 1 1 1 P7 = al * a2 *a3 * a4 * as
Xl EB X2 EB X3 multiple possibilities Po = 1 - (PI +P2 +P3 + P4 +Ps +P6 +P7 )

Table 4.4: Basic configuration 4 : Observation space, underlying link loss pat-
terns and event probabilities. s, 1 2 S,

Rot 6 6 R,

Figure 4.2: Basic configuration 1

Note that we could call this quantity as ')'4 as well, since nodes 3 and 4
have the same receiver set.

• ')'Hor ')'4), the fraction of events wherein Xl reaches at least one of the
receiver nodes 5 or 6.

• ')'~, the fraction of events wherein X2 reaches at least one of the receiver
nodes 5 or 6.

• ')'5, the fraction of events wherein any packet Xl, X2 or Xl EB X2 is received
by receiver node 5.

• ')'6, the fraction of events wherein any packet Xl, X2 or Xl EB X2 is received
by receiver node 6.

The ML solution turns out to be

n2 + n3 + n6 + n7 + n8 + ng

')'§ + ')'~ - ')'3

')'~
n2 + n7 + ng

nl + n3 + n4 + ns + n7 + ng
')'§ + ')'~ - ')'3

')'§

(4.1)

(4.2)
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The expression for a3 in terms of the ni's is rather large, hence, it is written
directly in terms of our definitions above

'YI~l (,j + ,g - '3)
n5 + n6 +n7

nl + nz + n3 + n5 + n6 + n7
,5 +,6 -,4

,6
n5 + n6 + n7

n4 + n5 + n6 + n7 + ns + ng
,5 +'6 -,4

,5
We have the following equalities which are satisfied

(4.3)

(4.4)

(4.5)

(1 - &"1&"Z)Q3(1 - &"4&"5)
a1Q3(1 - &"4&"5)
QzQ3(1 - &"4&"5)

(1 - &"1&"Z)Q3Q4
(1 - &"1&"Z)Q3Q5

(4.6)

(4.7)

(4.8)

(4.9)

(4.10)

Hence, in the maximum likelihood estimate, the probability P(Receiver set
of node 3 receives any packet) is estimated by the quantity ,3; the probability
P(Receiver set of node 3 receives Xl) is estimated by the quantity ,§ and so on.

Note that, if we denote by

• ,J, the fraction of events wherein receiver node 5 receives Xl

• ,g, the fraction of events wherein receiver node 5 receives Xz

• ,J, the fraction of events wherein receiver node 6 receives Xl

• ,g, the fraction of events wherein receiver node 6 receives Xz

we find the following inequalities

,J =I- ala3a4
,~ =I- aZa3a4
,~ =I- ala3a5
,~ =I- aza3a5

(4.11)

(4.12)

(4.13)

(4.14)

Hence, in the maximum likelihood estimate, the probability P(Receiver set
of node 5 receives xI) is not estimated by the quantity ,J and so forth.
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S, 1

x

R, 5

4 R.,

6 R,

4.1.2

Figure 4.3: Basic configuration 2.

Basic configuration 2

(n4 + n5 + n6 + n7) (n1 + n2 + n3 + n5 + n6 + n7)

n5 + n6 + n7

1'3 + 1'4 - 1'2
n5 + n6 + n7

(4.15)

(4.16)

n1 + n2 + n3 + n5 + n6 + n7
1'3 + 1'4 - 1'2

1'3

(n5 + n6 + n7) (n2 + n3 + n6 + n7 )(n1 + n3 + n5 + n7)

(n3 + n7) (n4 + n5 + n6 + n7) (n1 + n2 + n3 + n5 + n6 + n7 )

15+16-13
1516

n3 +n7

n1 + n3 + n5 + n7
1'5 + 1'6 - 1'3

1'6
n3 +n7

n2 + n3 + n6 + n7
1'5 + 1'6 - 1'3

1'5

Hence, we have the following equalities which are satisfied

(4.17)

(4.18)

(4.19)

1'2

1'3

1'4

1'5

1'6

(}d1 - J'2(J'3 + a3J'4J'5)]

a1(1 - J'4J'5)

(}l a2

(}1(}3&4

(}1(}3(}5

(4.20)

(4.21)

(4.22)

(4.23)

(4.24)

4.1.3 Basic configuration 3

In this case, it turns out to be intractable to find a closed form solution to the
system of equations a~l~) = 0 ,i = {I, 2, 3, 4, 5}.
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8,

5 R,

6 R,

Figure 4.4: Basic configuration 3

However, the equations can be solved numerically, and we find that this is a
cubic system of equations, 1 root is always valid, lying in the (0,1) interval, the
other 2 roots always being invalid. The existence of a unique valid solution has
not been proven rigourously, but has been verified numerically.

Now, if we denote by

• 15, the fraction of events wherein receiver node 5 receives Xl'

• I~' the fraction of events wherein receiver node 6 receives Xl.

• Ig, the fraction of events wherein receiver node 6 receives X2.

• 16, the fraction of events wherein receiver node 6 receives any packet (Xl

or X2 or Xl + X2).

• Ig, the fraction of events wherein the receiver set of node 3, i.e. receiver
nodf's 5 and 6 receive Xl.

we find the following equalities and inequalities

15 ala2
Ig a4a S

I~ -I- alagaS

16 -I- as(1- &"4(1 - alag)

Ig -I- al(l- &"2(1 - agas)

(4.25)

(4.26)

(4.27)

(4.28)

(4.29)

Note that none of the I'S defined here above are maximum likelihood estimates
of event probabilities which involve ag.

Much time was spent trying to find estimates of probabilities of other events
that depend on the state of link 3, but was of no avail. It is thus not clear what
measurements must be made in order to derive a maximum likelihood solution
to a.

Another method of forming an estimate (not ML but MMSE) of the link
probabilities of this configuration was attempted as described here. The ob
served event counts are contained in the vector 6 = (nl' n2, ... n K) where K
is the number of events. The estimate of a particular link in the network a e ,
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(4.30)

(4.31 )

given the event-count vector is the expectation of the posterior

JQ:eP(Q:eIO) dQ: e

1 P(O,Q:)
Q:e P(o-) dQ:-;'a

The joint probability of the observed event counts and the link probabilities
(i.e. the likelihood function) Q:-;' is given by

P(0, ex) = p~l p~2 ... p~K

and the probability of the observation is

P(O) = l P(O, ex) dex

Therefore, our estimate of the link probability Q:e is

(4.32)

(4.33)

1 P(O,ex) d-
Q:e - Q:

a IaP(O,ex) dex
(4.34)

Again, finding a closed form solution to this integral analytically is not pos
sible. It is thus this configuration which is of particular interest. Despite having
the same topology, configuration 3 has a likelihood equation which has 3 roots,
whereas cases 1,2 and 3 are all linear systems (with a single, valid root). Now
cases 2 (multicast) and 4 (inverse multicast) are identical from an analytical
perspective by the reversibility theorem. On the other hand, Case 1 can be
seen as an inverse multicast tree connected by a single link (link 3) to a multi
cast tree, hence, we can only but expect its solution to be of the same nature
(requiring measurements of the same nature) as that of cases 2 and 4.

We will study other simple topologies in the course of this chapter that
employ coding schemes which are intractable to solve for analytically.

4.1.4 Basic configuration 4

Figure 4.5: Basic configuration 4

Now let us denote by

• /4, the fraction of events wherein receiver node 6 receives any of the 7
possible packets.
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• ,1, the fraction of events wherein receiver node 6 receives a packet from
source node 1.

• ,1, the fraction of events wherein receiver node 6 receives a packet from
source node 2.

• ,s, the fraction of events wherein receiver node 6 receives any of the 7
possible packets.

• ,J, the fraction of events wherein receiver node 6 receives a packet from
source node 3.

• ,t (which is the same as '4in this case), the fraction of events wherein
receiver node 6 receives a packet from its parent node 4.

n2 + n4 + n6 + n7
,1 + ,1-,4

,1
n4 + n7

nl + n4 + ns + n7

,1 + ,1-'4
,1

(ns + n6 + n7) (nl + n4 + ns + n7) (n2 + n4 + n6 + n7)

(4.35)

(4.36)

(4.37)

(n4 + n7) (n3 + ns + n6 + n7) (nl + n2 + n4 + ns + n6 + n7 )
3

'~+'~-'5
'4+'4 -,4,',2

,:,~

nl + n2 + n4 + ns + n6 + n7
,J + ,4 -,s

,4
(n3 + ns + n6 + n7)(nl + n2 + n4 + ns + n6 + n7)

(ns + n6 + n7)

,J + ,4 -,s
Hence, we have the following equalities which are satisfied

(4.38)

(4.39)

,4 (1 - ala2)a3aS (4.40)

,1 ala 3a S (4.41)

,1 a2a 3a S (4.42)

'S as(l - a4(a3 + a3ala2)) (4.43)

,~ a4a S
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4.1.5 Other small sized networks: 4-,5-,7- and 9-link trees

Given a 4-link topology, there are 3 different configurations that it can assume
:(i) a tertiary multicast tree with 1 source and 3 receivers, (ii) a multicast cum
coding tree with 2 sources and 2 receivers and (iii) a tertiary coding tree with
3 sources and 1 receiver.

We study (i) and (ii) here ( (iii) is equivalent to (i) by the reversibility
theorem (see Chapter 3)). See Figure 4.6.

a1 S11V ,2S2

~J~ A·
3 5 4 5

4 ~ R1

4

a,
~ii)

a,

Figure 4.6: (i)multicast tree: 2 roots to the ML equation (ii) coding cum
multicast tree: 5 roots to the ML equation (iii) inverse multicast (equivalent
to (i))

The multicast case (i) can be solved analytically, and has 2 roots and it is
verified that there is always 1 valid solution (Le. a E (0, 1)3), the other solution
lying outside this interval.

It is the configuration in (ii) that is of interest; gain, no closed form solution
was obtained, however, the system was solved for numerically. The ML equation
has 5 roots, with 1 valid root (lying in (0,1)4).

We can see what happens if a third receiver is added to topology (ii) above.
See Figure 4.7.

4

5

6

Figure 4.7: (i)multicast tree: 2 roots to the ML equation (ii) coding cum
multicast tree : 7 roots to the ML equation

This system has 7 roots. It is seen that each additional link added to the
4-link case (ii), either above the center node or below it, increases the order of
the system by 2.

Now we look at what would happen if an additional coding node were added
to basic configuration 1 as shown in Figure 4.8.
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81

x,

8 R2

Figure 4.8: 2 links and 1 coding node added to basic configuration 1 : ML
equation has 3 roots. The red path has consecutively, a coding-, multicast- and
coding- node.

Again, non analytical solution was obtained; numerical evaluation shows
that the system has 3 roots.

If we now add an additional multicast node to basic configuration 3, as
shown in Figure 4.9, we again see that no analytical solution can be obtained,
but numerical evaluation shows that the ML equation has 3 roots.

81 6 R1

a R3

Figure 4.9: 2 links and 1 multicast node added to basic configuration 3 : ML
equation has 3 roots. The red path has consecutively, a multicast-, coding-, and
multicast- node.

This can be expected from the reversibility theorem (see Chapter 3). The
configuration in Figure 4.9 is equivalent to that in Figure 4.8 since by replacing
every source with a receiver and vice-versa, the 2 topologies translate into one
another.

Now consider Figure 4.10. We add an additional coding node to basic con
figuration 3. We see cannot solve this system numerically for all possible roots,
however, it is confirmed that the ML equation has more than 5 roots.

Finally, we look at a 9-link topology, see Figure 4.11. Again, we are unable
to solve the ML equation for all its roots, but it can be verified that the system
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6

8
R2

Figure 4.10: 2 links and 1 coding node added to basic configuration 3 : ML
equation has more than 5 roots. The 2 red paths each has consecutively, a
multicast- and coding- node.

has more than 5 roots.

10 RJ

Figure 4.11: 9-link network with 3 sources, 2 receivers and 2 coding points.
The red path is of the form coding node-multicast node-coding node -multicast
node. The system has more than 5 roots.

4.2 Estimation problem
elusions

observations and con-

Based on our study of the networks in the previous section, we make some
observations here that will prove useful in chapter 3 where we develop heuristics
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for estimation of link probabilities of a network with any arbitrary coding scheme
applied to it. We note the following.

1. A multicast tree can always be solved for analytically. A multicast node
with out-degree 2 results in a linear ML system of equations. Hence, a link
that is incident to 2 nodes, each with out-degree 2, would have a single
solution from the ML equation.

A multicast node with out-degree 3, results in a quadratic ML system
of equations, hence a link that is incident to 2 nodes, one of which has
out-degree 2 and the other, an out-degree of 3, will have 2 solutions (one
of them a valid root) from the ML equation.

A multicast node with out-degree 4 results in a cubic ML system of equa
tions and so forth.

2. An inverse multicast tree can always be solved for analytically. The same
remarks made for a multicast tree hold here by virtue of the reversibility
theorem. A coding node with in-degree 2 results in a linear ML equation,
coding nodes with in-degree of 3 results in a quadratic ML equation and
so forth.

3. Nodes that are of the coding cum multicast type always result in a non
linear ML equation, for which no analytical solution has been obtained.
Even the simplest node of this type : with in-degree 2 and out-degree 2
(see Figure 4.7) results in a 5th order system. As mentioned before, every
link added to the topology (either above or below the center node) in this
figure, increases the order of the system by 2. This can be expected since
the same node (Figure 4.7) performs both coding and multicast opera
tions and is equivalent to a network that has 2 source-receiver paths, each
with a multicast node and a coding node in succession. This is further
elaborated upon in the following.

4. We saw that basic configurations 1, 2 and 4 are all linear systems and
yielded analytical solutions. Configuration 3 on the other hand, is a cubic
system, which could not be solved for analytically. Ofthe 3 coding schemes
applied to this topology (configurations 1, 3 and 4), it is case 3 which has
a general/arbitrary coding scheme and is analytically different from the
others. Now case 2 (multicast) and case 4 (inverse multicast) are identical
by virtue of the reversibility theorem. Case 1, is an inverse multicast tree
connected by a single link to a multicast tree, and has an ML system of
equations of the same nature as cases 2 and 4.

Whereas in case 1, the coded stream is transmitted to both receivers, in
case 3, the coded stream is transmitted to only one of the receivers (Rz,
see Figure 4.4). The first source stream (originating at 8 1) is multicast to
receiver R 1 before being coded at node 4 and forwarded to Rz.

5. We saw that in basic configuration 3, we were unable to form an estimate
of any event probability that involves the state of link 3. We saw that
the fraction of events wherein Rz receives Xl from 8 1 was not equal to the
product of the link probabilities of the corresponding path w = (1- 3 - 6).
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If we denote this fraction as r~~

(4.44)

We see the same thing again in figures 4.8, 4.9 and 4.10 where for the
paths marked in red, the ML estimate of the probability that the path is
functional is not equal to the fraction of events wherein a measurement is
made at the receiver of the path.

Note: Whenever a network contains a path 'w' (from source s to receiver
r) with both a coding node and a multicast node, we have

(4.45)

In Chapter 5, we develop heuristics that find the maximum likelihood
estimates of link probabilities for networks that are

• multicast trees (all nodes are of the multicast type)

• inverse multicast trees (all nodes are of the coding type)

• inverse multicast tree connected by a single link to a multicast tree.
Note: Here, we have both multicast and coding nodes, but that all
the multicast nodes are preceded by coding nodes.

We have not yet derived ML estimators for networks

• which contain nodes of the coding cum multicast type.

• which have an arbitrary coding scheme, i.e. wherein a path has
multicast nodes that precede coding nodes.

6. A path that has a multicast node with out-degree 2, followed by a coding
node with in-degree 2, results in a cubic ML equation. Hence, paths of the
3 types below, all render 3 roots to the ML equations.

• (multicast-coding)

• (coding-multicast-coding)

• (multicast-coding-multicast)

We see in Figure 4.11 that the red path is of the form (multicast-coding
multicast-coding), and that this renders at least 5 roots.

Also, Figure 4.10 has 2 connected paths, both of the (multicast-coding)
type, and this system has at least 5 roots as well.

7. In Chapter 5, where we develop heuristics for the estimation purpose, we
see that
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• In a multicast tree, maximum likelihood estimates of a link outgoing
from some node 'k', requires measurements to be made only at the
receiver subset of k.

Measurements made at all receivers outside this receiver subset do
not affect the estimates of the desired link. Therefore, only receivers
that occur 'below' the link are relevant here,

• In an inverse multicast tree, maximum likelihood estimates of a link,
that is incoming to some node' k', requires only those measurements
to be made at the receiver/sink that contain packets generated by
sources in the source subset of k.

Measurements involving packets generated by all other sources out
side this source subset do not affect the estimate of the desired link.
Therefore, only sources that occur 'above' the link are relevant here,

Hence, in multicast, inverse multicast inverse multicast-multicast type
trees, only measurement of information flows that traverse through a link
are relevant for estimation purposes. In short, we need only look at re
ceivers that occur below a link and sources that occur above a link for
estimating that link.

8. For a tree with arbitrary coding scheme applied, the above does not hold
true. That is,
When a path contains a multicasting node(s) preceding a coding node(s),
maximum likelihood estimation of a link (k, l) in the path requires measure
ments to be made at receivers above the link (in addition to the receiver
subset) and of sources below the link (in addition to those in the source
su

receiver sub set of
k and I

link (k,l) to be estimated

Figure 4.12: Arbitrary coding scheme wherein link (k, l) is to be estimated.
Receivers above the link and sources below the link are relevant for maximum
likelihood estimation.
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The path in red is a 'mixed path' with both types of nodes. We will show
that receivers above the link and sources below the link are relevant for
maximum likelihood estimation.

We demonstrate this dependance by a simulation experiment using basic
configuration 3. We do two things,

(i) Simulate for the variance of the ML estimates of the link probabil
ities of links 4 and 5 as a function of the link probability of link 2.
Note that link 2 is a path to receiver RI that occurs 'above'links 4
and 5 (both of whose receiver subset is R2 ). Now, if the maximum
likelihood estimates of links 4 and 5 were to be independent of link 2
(which does not carry information flows that traverse either of links
4 or 5), the variance plot (see Figure 4.13(a)), would be a horizontal
line, Le., variance of these two links would be a constant, irrespective
of the value on link 2.

00lt~,----c~~-""'..---,:,..,-----~..'o-,----c~----:o----!
link probability of link 2

Ca.. 2: Variance oIe.timal.. 01 link 4 and link 5 (both with alpha=O.S) wllh N =100
11M 2 : ~::'8nc. of satlm.lss 0' link 4 and link 5 (both with alpha=O.5) wtth N : 18 x 10"' when only link 21. "'.Imulatecl for 8UCC888iv8 ••1I1Tl111..

(a) Basic case 3: Variance of links 4 and 5 as (b) Basic case 3: Variance of links 4 and 5
a function of the link probability of link 2. as a function of the link probability of link 2,

when only link 2 is re-simulated for successive
estimates

Figure 4.13: Basic configuration 3 in Figure4.4 : ML estimates of links 4 and 5
requires measurements to be made at receiver RI .

However, we see that the variance improves (decreases) as link 2 improves
(a2 increases).

(ii) Simulate for the variance of the ML estimates of the link probabilities
of links 4 and 5 as a function of the link probability of link 2 (when
only link 2 is re-simulated for successive estimates). This gives us some
sort of measure of the sensitivity of the estimates of links 4 and 5 to the
measurement made at RI . Hence, what we see in Figure 4.13(b) is the
variance of links 4 and 5 due only to the statistics of link 2. We compare
the order of this against that in plot (a) and observe that the sensitivity
is considerable.

Hence, finding an ML solution to the estimation problem is very compli
cated in a general coding scheme. As the number of alternating multicast
coding nodes in a path increases, and as the number of such 'mixed' paths
in a network increases, the order of the ML system of equations grows and



4.3 Choice of coding scheme: basic configurations and other small networks 45

as we saw earlier, even for 7- and 9- link topologies, all the roots cannot
be determined.

9. For arbitrary coding schemes, it might become difficult to numerically
solve the maximum likelihood equation, in which case, an iterative algo
rithm can be used. Often, variants of the Newton-Raphson algorithm can
be used. Given a starting value at, we expand the ML equation, a~~Q) = 0
by a Taylor series about at to obtain

...:.. 8L(6:) _ 8L(a t ) 82L(at ) (V _ t)
0- 8v - 8v + 8 T a aa a aa

On rearranging, we get

(4.46)

(4.47)

where U(a) = a~~Q) is the 'score vector' and J(a) is the 'observed infor
mation' matrix.

4.3 Choice of coding scheme: basic configura
tions and other small networks

The fundamental object controlling convergence rates of the MLE 6: is the
'Fisher information matrix' at a. This is defined for each a E (O,l)IEI as the
lEI-dimensional real matrix

8L 8L
Ij,k(a) = Cov(-8 (a), -8 (a))

aj ak
(4.48)

(4.49)

If the regularity conditions hold (see Section 4.4), I is equal to the more conve
nient expression

82L
Ij,k(a) = -E8 8

aj ak

We use the following theorem for all further analysis. This is proved in
Section 4.4.

Theorem 1
When a e E (0,1], e E E, I(a) is non-singular, and as noo, y'n"(6: - a) converges
in distribution to a lEI-dimensional gaussian random variable with mean 0 and
covariance matrix I-1(a).

•
Hence, the inverse Fisher information matrix provides a lower bound for the
mean squared error of an unbiased estimator. This is known as the 'Cramer rao
bound'. This helps us in estimating the number of probes required to obtain an
estimate with a desired accuracy.

Additionally, it helps us, for example, to associate confidence intervals with
our estimates. For asymptotically large n, de will lie, with probability 1 - 8,

between the points a e ± Z% VIkk~(Q).
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We begin by comparing the 4 basic configurations based on the Cramer Rao
bound of the link estimates. We start by

i setting all links in the basic topology to have the same loss probability. The
inverse Fisher information of the middle link is then calculated and plotted
as a function of this loss probability in Figure 4.14a. The plot shows
that configuration 1 is consistently superior. Note that the curves for
cases 2 and 4 coincide (by virtue of their equivalence from the reversibility
theorem). This plot can however, by no means be taken as conclusive,
since it is just a I-dimensional parameter sweep.
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(a) (b)

Figure 4.14: (a) All links have the same loss probability. Cramer raa bound for
the middle link plotted as a function of this. (b)All edge links have the same loss
probability (0.5). Cramer raa bound for the middle link plotted as a function
of its loss probability.

ii setting the 4 edge links to have a loss probability of 0.5 and then plot the
Cramer-Raa bound as a function of the loss probability of the middle link
in Figure 4.14b. Again, configuration 1(coding) seems to be superior over
most of the region, with configuration 3(coding) being the best at a region
of low loss probability of the middle link.

We now run 2 parameter sweeps

Set all the 4 edge links in the basic topology to a e and the middle link (to
be estimated) to am. We sweep these 2 parameters over the (0,1)2 range
and then section the 2-D space into regions that are coloured according
to the particular configuration that has the highest Fisher information or
equivalently, the lowest lower-bound to the variance in Figure 4.15.

ii The links 1 and 2 are set to as , while the links 4 and 5 are set to a r . The
middle link is fixed at 4 different values and the 2-D space is sectioned as
done above. See Figures 4.16 and 4.17.

From Figure 4.15, we see that when no apriori information is available as
regards the quality of links from (to) the sources (receivers)incident to the link
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Figure 4.15: The 4 edge links are set to a e and middle link is am' Configuration
1 has the lowest variance in most of the region, with configuration 3 proving to
be superior for in a region of high am
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Figure 4.16: Graph sectioned based on configuration with lowest Cramer Rao
bound of the middle link. The links 1 and 2 are set to a. , while the links 4 and
5 are set to a r. The middle link is fixed at am = 0.] in (a)and am = 0.5 in (b).
a. and a r are swept over the (0,1)2 range.

that is to be estimated, Le. we set all edge links (paths) to have the same
probability, then it is the two coding schemes (configurations 1 and 3) that out
perform the others.

Following this, in Figure 4.16(a), configuration 1 is consistently the best
estimator. This is a case with a middle link that has very poor link probability
(0.1). As the middle link improves in Figure 4.16(b), the multicast and inverse
multicast estimators start performing well. Note the symmetry wrt. each other
with which these configurations appear in the graph. Further improvement of the
middle link in 4.17(a), shows all 4 estimators occupying regions of the graph.
Configuration 3, which did poorly up until now, appears in this plot and finally,
out performs the others with a more improved middle link in Figure 4.17(b).

So far, we have studied estimator performance as regards only a single link.
We now study some other networks, all of whose links we are interested in
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Figure 4.17: Graph sectioned based on configuration with lowest Cramer Rao
bound of the middle link. The links 1 and 2 are set to as , while the links 4 and
5 are set to a r. The middle link is fixed at am = 0.8 in (a)and am = 0.9 in (b).
as and a r are swept over the (0,1)2 range.

estimating.
Consider the 4-link configurations of Figure 4.6 the 'X network' with a

coding cum multicast node and the 3-leaf multicast tree. The X-network is
symmetric in all its 4 links when each is set to the same a. We plot the Cramer
Rao bound as a function of a for the middle link and edge links in the multi
cast tree, and for one of the 4 links in the X network in Figure 4.18(a-i). In
Figure 4.18(a-ii), we plot the ENT as a function of a for these 2 configurations.

:H~amer Rao bound for the 4 link topology:coding and multicast
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111Y8~ ~sher Informabon for Bach hn~ 1111119 ·X· /lQ1W'o~BIld lhe 3-IBaf lree
all hnlls ant I19t 10 aJpll8 =0.5

"~'F---'~~~~~=:~:-CC~~--CC==:~~~~

lO-'OC-~;;---;:;;;-~;--C<OO~----:,",=----:COO<l=----cO;;----;:::;---=;--::
sarnol. &I.l:. (~)

(b)

Figure 4.18: (a) Cramer Rao bound for links in the X network and 3 leaf
multicast tree (b) ENT for the X-network and 3-leaf multicast tree.

range.

We see that the middle link of the multicast tree is estimated with a lower
variance as compared to any link in the X-network, but the edge links are
estimated poorly, hence, the overall entropy (ENT) of the X-network is lower.
Part (b) of the figure plots the cramer ra bound as a function of the sample size



4.3 Choice of coding scheme: basic configurations and other small networks 49

(N).
We explained in Section 4.2 that we do not have an ML estimation procedure

(heuristic) for networks that contain nodes of the coding cum multicasting type.
One suboptimal method of estimation is demonstrated by means of the simple
X-network. Consider Figure 4.19.
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Figure 4.19: (a) Cramer Rao bound for links in the X network and 2 leaf
multicast tree (b) Average (per link) ENT for the X-network and 3-leaf multicast
tree.

range.

We can for instance, make an estimate of 0'1 in the X-network by disregarding
the second source(S2)and working with the a 3 link (2-leaf)subtree with node
set V = (1,3,4,5). 0'2 could in turn be estimated by working with the subtree
with node set V = (2,3,4,5),0'3 by looking at V = (1,2,3,4) etc. We can make
a measure of the sub-optimality of this approach by comparing the variance of
the middle link of such a 2-leaf tree against that of a link in the X-network.
This is done in the plot in (a-i) above. The solid blue line would be the variance
obtained by the suboptimal method just described. The variance resulting from
ML estimation is shown by the solid black line (we also plot the variance of the
2 edge links of the subtree considered in the suboptimal method, just for the
sake of comparison). The plot in (a-ii) compares the per-link (average) ENT
function of the X-network against that of the 3-link subtree. Part (b) of the
figure plots the Cramer Rao bounds as a function of the sample size (N).

We see that even for this 4 link network, the degradation in performance is
considerable when some information is disregarded and a suboptimal approach
is adopted. We now study the 9-link topology shown in Figure 4.20.

We do the following

place a single source at node 1

ii place a single source at node 3

iii place sources at nodes 1 and 3 (with the coding node at 9)

iv place sources at nodes 1 and 4 (with the coding node at 9)
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Figure 4.20: The 4 edge links are set to a e and middle link is am. Configuration
1 has the lowest variance in most of the region, with configuration 3 proving to
be superior for in a region of high am

We set all 9 links to the same link probability and then plot the entropy as
a function of a in Figure 4.21.

Nine link topology: Entropy of estimator lor 4 different coding schemes

!Z
w

- multicast: source at 1
- multicast: source at 3
- coding: sources at 1, 3
- coding: sources at 1, 4
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link probability on each of the 9 links (alpha)

Figure 4.21: ENT for 4 different configurations of the 9 link topology.

We see that when the topology assumes the configuration of a multicast tree
hung from node 3 (pink line), the far end (case ii), the performance is poorest.
When multicasting is done from node 1 (red line), centrally placed (case i),
performance improves very much. When two sources are placed at nodes 1 and
3 (case iii), we see that the performance (blue line) is an average of (i) and (ii).
This is intuitively satisfying. Note finally that when 2 sources are placed at the
symmetric nodes 1 and 4 (black line), the performance is consistently the best.

In all the networks studied so far, we see that when no apriori information
about link states is available, a coding scheme that is as symmetrically applied
as possible, proves to be the best estimator.
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Finally, we plot the mean squared error of estimates of all 9 links as a function
of N for the 2 multicast trees (cases i and ii) in Figure 4.22.

~ = =
sample size (N)

(a)

Lower bound on lhe MSE in the 9-link mulbcasl netwOlt. source at 3
(all links are set 10 alpha = 0.5)

..000 ~ooo ClOOO 7000 IlOOO IilOOO ooסס1

Sample size (N)

(b)

Figure 4.22: MSE of each of the nine links in the 9-link topology for (a) multicast
from node 1 (b) multicast from node 3

We see from these plots that i general, links closer to the source are better
estimated, and variance of the estimates increases with distance from the source.

4.4 Convergence properties

If a certain set of conditions [10] are satisfied, it has been proven that the MLE
exists and converges almost surely to the true value. Further, I(a)!(& - a)
would then converge in distribution towards a standard normal distribution, as
n goes to 00. It follows that asymptotically, the distribution of (& - a) can be
approximated by N(O,I(&)-l) or N(O, J(a)-l). This set of conditions is

1. The set a of values is compact (closed and bounded) and the true value
ao is not on the boundary.

2. Regularity and derivatives : There exists a neighborhood B of ao and a

constant K such that for a E B, and for all i,j,k,n, .lEla o~3(c;i ]::::; Kn at Ct j Cik

3. For a E B, the Fisher information matrix is finite in (0, l)IEI and has full
rank (will be proven in this section)

4. For a E B, the interchanges of integration and differentiation in J op~~~n) dx =
~ Jp(x· a)dx and J o2p(x;n) dx = ~ J op(x;n) dx are valid.
an,' aniOn, ani an,

5. Identifiability: For different values of a, the densities p(x; a) are different
(to be proven)

We must prove the third and fifth items above: (i) non-singularity of the
Fisher information matrix and (ii) identifiability, for any tree with arbitrary
coding scheme applied to it.

We prove non-singularity of the Fisher matrix in the latter part of this
section.
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Now identifiability has been proven in [1] for a multicast tree. The proof
follows from the algorithmic technique they developed there for optimal estima
tion. The same holds true for an inverse multicast tree (and inverse multicast
multicast tree). We are however, unable to prove identifiability for a tree with
any arbitrary coding scheme applied to it.

We have verified that the mean squared error (MSE) converges to the Cramer
Rao bound for (a) the 4 basic configurations (b) the X-network and (c) the 9
link network with 2 coding points in Figure 4.11.

In Figure 4.23, we set all 5 links to have a link probability = 0.7 and then
look at convergence of the MLE as a function of the number of probes, for
basic configurations 1 and 2. The figure shows the estimated value (for one loss
realization) of a for the middle link. Both estimators converge to the true value,
but from the graph, it appears that when a network coding estimator is used,
less probes are required.
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Figure 4.23: Basic configurations 1 and 2, all links are at a = 0.7. All links are
set to a. A one shot estimate of the middle link is plotted as a function of N.

Now, we simulate for the variance of the estimate of the middle link in basic
configurations 1,2 and 3. All links are set at a = 0.7. The curves for cases 2
and 4 coincide, hence the latter is omitted here. See Figure 4.24.

The CRB is approached in all the cases. Convergence occurs for a smaller
number of probes in the case 3. We now follow the same procedure for the X
network and the 9-link topology. See Figure 4.25. In X-network, we see that the
bound is achieved for N less than 100 probes. In the 9-link network, the bound
is achieved between 300 and 500 probes. Note again here that the configuration
wherein coding is done (red lines) is superior to when multicasting is done (blue
lines).

We prove non-singularity of the Fisher information matrix corresponding to
any tree with arbitrary coding scheme applied to it in Appendix A, where we
first reproduce the proof for the specific cases of a multicast tree (done in [1])
and an inverse multicast tree (proof is similar to that of a multicast tree). Then,
the proof for the general case Le. for a network with an arbitrary coding scheme
is done simultaneously with working out an example.
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Figure 4.25: All links are at 0: = 0.7. Variance of middle link and cramer rao
bound as a function of N.(a) X-network (b) 9-link topology with 2 coding points
(see figure 4.11.)
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Estimation algorithms

The general ML estimator is computationally challenging for large tree topolo
gies, as explained in Chapter 2. Therefore, there is a need for low complexity,
yet efficient heuristics that estimate link probabilities. A heuristic that com
putes maximum likelihood estimates of link probabilities of tree topologies that
assume a multicast configuration is developed in [1]. We reproduce this in Sec
tion 5.1. In Section 5.2, we develop a heuristic for ML estimation of link prob
abilities of tree topologies that assume an inverse multicast configuration. We
then also derive an ML estimator for multicast-inverse multicast trees. These
estimators do not result in closed form expressions of the likelihood function. In
Sections 5.4.1,5.4.2 and 5.5, we develop heuristics that compute (sub-optimal)
estimates of link probabilities for networks to which arbitrary coding schemes
are applied.

5.1 ML estimator for a multicast tree

Given a network that can be represented as an acyclic graph G = (V, E), esti
mating the link probabilities of the network can be done by letting the graph
assume the configuration of a multicast tree [1] and sending probe traffic from
the (single) source and making end measurements at the leaves/receivers of the
network. A generic heuristic that can be applied to compute the maximum like
lihood estimates of link probabilities was developed in [1] and will be reproduced
here briefly.

The tree must be a logical multicast tree, i.e. all nodes excepting the leaf
nodes (of degree 1) must have degree 3 or more as required by the identifiability
theorem (see Chapter 1). Every node has one .r;arent and (unless it is a receiver
node), has two or more children. Some definitions follow.

There is a single source S and the set of receivers is denoted by R.

ak is the link probability of the link ending in node k.

The parameter space to be estimated is the set of 'link probabilities'
a = (ak)kEV\S which denotes the success probabilities of all links in the graph.

55
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The j children of k are represented by the set d(k) = {dl , d2 , . .. ,dm , ... ,dj }.

The (single) parent of k is the node f(k) and the m th ancestor of k is fm(k).

x is the 1xN observation vector, where N is the number of receivers. That
is x = (Xn)n=l to N where Xn is the observation made at the nth receiver. The
observation made in the mth trial of the experiment is x m

D is the observation space. D = {a, l}N

n is the sample size and n(x) is the number of outcomes wherein the ob
served event is x.

The probability of n independent Xl, n'••• X is

n

p(xl , ... x n;a) = II p(xm ; a) = II p(x; a)n(x)
m=l xED

(5.1)

Our task is to estimate the value of a from a set of experimental data (n(x))xED
We will maximise the log likelihood function which is defined as

L(a) = log p(xl, .,. xn;a) = L n(x)log p(x; a)
xED

(5.2)

D(k) = {x ED: UnER(k) Xn = 1} is the set of events wherein the receiver set of
k, R(k) receives a packet from the source.

Ik is the probability of occurrence of an event in D(k) i.e. Ik = P",[D(k)].

f3k = P[D(k)la packet reachesf(k)] is the probability of R(k) receiving a
packet given that the parent of node k, which is f(k) receives a packet.

J-Lk = P",[a packet reackes node k].
An estimate of Ik is

ik = L p(x)
xED(k)

(5.3)

where p(x) = n~) is the observed proportion of trials with outcome x.
Now a can be calculated from ,= (rk)kEV and the MLE a =arg max",L(a)

can be calculated in the same manner from the estimates i.

The measured quantities I'S can be described as

I(k)

Ik = f3k II a/irk)
i=l

(5.4)
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where l(k) is the distance of node k from the source.
The (3's satisfy the relation

13k = Cik + CXk II 13j , k E V \ Rand
jE(d(k))

Now from the relations 5.4 and 5.6, we have the following equation

57

(5.5)

(5.6)

II (1 'Yd;)
jE(d(k)) fLk

(5.7)

which has a unique valid solution for fLk [1], i.e. only 1 root which lies in (0,1).
Finally, the link probability CXk is calculated as

fLk
CXk = -- k E V \ s

fL f(k)
(5.8)

5.2 ML estimator for an inverse multicast tree

Now consider the topology in Figure 5.1 to which an inverse multicast configu
ration is applied.

s, S., s,

\'1o

Figure 5.1: An inverse multicast tree.

The notation to be used in this section is largely the same as in the previous
section, and will not be repeated, only notational differences will be given here.
We will develop an algorithm for estimating some set L ~ E of links in the
network.
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There is a single receiver R, all other leaf nodes serving as sources.

The set of sources is S, with M being the number of sources.

CYk is the link probability of the link starting in node k.

The i parents of k are represented by the set f (k) = {PI, P2, ... ,Pm, ... ,Pi}.

The source subset of node k is S(k).

(S(k)) is the lxM binary vector which is an indexing ofthe sources in S(k).
That is, each of the M places in the vector corresponds to one of the M sources
and is a 1 whenever the corresponding source is in the source subset of k, S(k).

x = (Xn )n=l to !'vI where X n is the the nth bit in the packet observed at the
receiver. The observation made in the m th trial of the experiment is x m

O(k) = {x EO: UnES(k) xn = I} is the set of events wherein a source in
S(k) reaches the receiver.

'Yk is the probability of occurrence of an event in O(k) i.e. 'Yk = P",[O(k)].

13k = P[O(k)la packet reachesf(k)] is the probability of the receiver receiv
ing a packet from node k given that the parent of node k, which is f(k) receives
a packet.

11~= = P[any source in S(Pm) reaches node k]

11k = P[any source in S(k) reaches node k]

'YPI 11~1 f3d(k)

'Yp= 11~= f3d(k)

'Yp; 11~; f3d(k)

'Yk I1kf3d(k)

(5.9)

Note that f3d(k) denotes the probability that the path (k, R) is functional. Let
us call f3d(k) as 13 for convenience.

We now use the relation

(5.10)

to derive the following equation relating the observations ('Y's) with the condi
tional probabilities (f3's).
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(1- {~I) * ... * (1 _{~= ) * ... * (1 _{~i)

(5.11 )

Then, Equation 5.11 is solved for (3, which is the probability that the path from
node k to the receiver R is functional. We can show easily [1] that there is a
unique valid solution to (3, i.e. only 1 root which lies in (0,1). We can then
compute the node probabilities as

fJ-~1
{PI

(3

fJ-~=
{P=

(3

fJ-~i
{Pi

(3
{k

fJ-k
(3

Finally, the link probability ak is calculated as

ak = fJ-d(k) k E V \ R
fJ-k

(5.12)

Now that we have seen how to derive maximum likelihood estimates of the
link probabilities of some desired set of links in multicast and inverse multicast
trees by means of generic heuristics (without explicitly writing out the formula
for the likelihood function), we show that the same procedures can be applied to
a network as shown in Figure 5.2 for deriving ML estimates of link probabilities.

5.3 ML estimator for an inverse multicast-multicast
type tree

We represent the network by the graph G = (V, E), the set of coding nodes is
denoted by Vc, and the set of multicast nodes by Vm'

For estimation of all nodes in Vc" we treat the tree simply as an inverse
multicast tree, with the full set of receivers (R1 to Rs in the example shown in
the figure) playing the role of the single receiver R in the inverse multicast tree
we studied previously.

For estimation of all nodes in Vm , we treat the tree simply as a multicast
tree, with the full set of sources (81 to 8 5 in the example shown in the figure)
playing the role of the single source 8 in the multicast tree which we studied in
Section 5.1. Hence, let us denote the full source set by (8) and the full receiver
set by (R).

Therefore, the probabilities of a coding node such as j receiving a packet
from either parent and all parents collectively, would be estimated according to
Equation 5.11, which is reproduced here
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8,
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Figure 5.2: An inverse multicast-multicast tree. j is a coding node and k is a
multicast node.

(1- r~l) * ". * (1 _r~= )* ... * (1 _r~i)
(5.13)

where rj = P[any source in the source subset of j i.e. 8(j) reaches the full receiver set (R)]
and (3 is the probability that the channel from node j to (R) is functional. We
solve this equation for (3 and obtain a unique valid solution, which we can then
substitute in the equation set 5.9 to compute the estimates of probabilities of
node j receiving a packet from each (or any) of its parents. These can then be
used to obtain estimates of links incident to node j.

A multicast node such as k on the other hand, would be estimated according
to Equation 5.7, which is also reproduced here

(1_:d:) * .. ' * (1 _r:~)* ... * (1_:d:)
(5.14)

where rk = P[any source in the full source set (8) reaches the receiver subset of k i.e. R(k)]
and ILk is the probability of node k receiving some packet from (8). We solve
this equation for ILk and obtain a unique valid solution, which we can then use
to obtain estimates of links incident to node k.

5.4 Estimation of a tree with an arbitrary cod
ing configuration

In the previous two sections, we saw that estimating a link in a multicast net
work, inverse-multicast network or a concatenation of the two, requires only
the measurement of those information flows that traverse the link. However,
in Chapter 4, we proved that when a link (j, k) in a network with an arbitrary
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coding scheme applied to it has to be estimated, the above does not hold true.
That is, we must make measurements at receivers that occur 'above' the link,
i.e. receivers that 'hang off' the path(s) (S(j),j) and of sources that occur 'be
low' the link, i.e. sources that feed into the path(s) (k, R(k)). See Figure 4.12
. We also showed in Sections 4.2 in Chapter 4 why it is not yet clear how to
go about developing a generic heuristic for ML estimation for such an arbitrary
case. Following from this, we derive three suboptimal estimation procedures
that can be used to estimate some desired set L <;;; E of links in a network with
an arbitrary coding scheme. Now for any of the sub-optimal algorithms, the
degree of sub-optimality would depend on a number of factors, including the
number of coding nodes; the placement of these nodes in the network, i.e. their
distance from source and receiver leaves; the shape of the topology; the apriori
link probabilities of the network.

The following three sub-sections present the 'sub-optimal algorithm 1', the
'subtree decomposition' algorithm and the 'message passing' algorithm.

5.4.1 Suboptimal estimator 1

We consider trees to which an arbitrary coding scheme is applied. Basic defini
tions are illustrated using Figure 5.3.

Figure 5.3: Arbitrary coding scheme.

Definitions

1. Consider a tree G(V, E) representing a network as shown in the figure
above. The nodes within the tree are classified as 'coding nodes' (belonging
to the subset of V denoted by 'Ve ') or 'multicast nodes' (belonging to the
subset of V denoted by 'Vm ') depending upon whether they have more
than one input (the incoming packets of which are then linearly combined)
or a single input, which is simply forwarded to all outgoing nodes.
The nodes which are of the coding cum multicast type are denoted by
Vem'
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2. The parameter to be estimated is the set of 'link probabilities' D: which
denotes the success probabilities of all links in the graph.

3. The total number of sources is M and the total number of receivers is N.

4. The set of receivers is R = {R 1 , R2 ,·· • ,RN }.

5. The set of sources is 8 = {81 , 8 2 "", 8 M },

6. Every node in Vm has at least 2 children.

7. A node in Vc has one child, and has more than 2 parents.

8. A node in V is denoted by k = k(i, j) where i is the number of parents of
k and j is the number of children of k.

9. The i parents of k are represented by the set f (k) = {PI, P2, ,Pm, ,pd.

10. The j children of k are represented by the set d(k) = {d I , d2 , ,dm , , dj }.

11. The link probability of the link ending in node k : k E Vm is D:u whereas
for k : k E v;" D:~= characterises the link from the m th parent of k to k.

12. Let D:(k,R{k}) denote the 'channel probability' that at least one path from
node k to its receiver set R{k} is functional.

13. R(k) is the receiver subset of node k.

14. 8(k) is the source subset of node k.

15. (8(k)) is the lxM binary vector which is an indexing of the sources in
8(k). That is, each of the M places in the vector corresponds to one of
the M sources and it is a 1 whenever the corresponding source is in the
source subset of k, 8(k).

16. n is the observation space.

17. The lxN observation vector

X {XRI,xR2""XRm"",XRN}

(x(

where each of the x Rm is an 'M-dimensional packet' that traverses the
network, and which is received at receiver R m , that is

A packet arriving at some node k E V is denoted by x k • If k E v;" then
x~m refers to the packet arriving at node k from its m th parent.
The source packets are designed such that the M sources transmit the
binary packets [1000 ...J, [0100 ...J, ... ,[0000 ... 1].

18. n(k) will be used to denote the set of events wherein the receiver subset
R(k) of node k receives a packet from some source in 8(k).
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19. rk will be used to denote the probability of 8(k) reaching R(k).

20. f3k denotes the probability of R(k) receiving a packet from 8(k) given that
the parent f (k) of k receives a packet from 8 (k). In a similar fashion,
f3(d(k)) denotes the probability of R(k) receiving a packet from 8(k) given
that node k receives a packet from 8(k).
Note that f3(d(k)) = a(k,R(k)) is the probability that the channel from k to
R(k) is functional.

Now, consider as example, a node k in the network as shown in Figure 5.4.

R,

Figure 5.4: Example of a network with an arbitrary coding scheme

It has 2 parents PI and P2. In general, the set of outcomes wherein at least
one source in the source subset 8(Pm) (of some parent Pm of node k) reaches
the receiver subset R(k) is denoted by

OP"'(k) = {x EO: U (8(Pm)) nXR; of. {¢}}
i:R;ER(k)

The probability of occurrence of an event in OP", (k) is given by

In the example shown in the figure, the probability of source subset 8(Pl)
reaching R(k) is the probability of at least one of the SOUi'ces (81 , 8 2 ) reaching
at least 1 receiver in (R3, R4) is denoted as P",[OPI (k)].

Now in general, the probability an event in OP"'(k) occurring conditioned
on the reception of at least one source in 8(Pm) by the parent node Pm
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The probability of at least 1 source in 5(Pm) reaching node k is

/1i= = P{a source in 5(Pm) reaches k}

Now the log likelihood function is to be maximised. If the sample size is n
and the observation at the m th trial is denoted by x m , then the log likelihood
function is given as

L(a) = log(x1
, x2

... xn
;a) = L n(x)log p(x; a)

xErl

where n(x) is the number of times event x occurs.
The estimates of /'k are obtained as

(5.15)

L p(x),
xErlP=(k)

where p(x) = n(x)
n

(5.16)

Our analysis is done for a tree, Le. an acyclic graph. The absence of cycles
results in the following for any node k( i, j) E V,

1.

5(Pk) n5(Pk) = {¢} for all parent nodes Pk and Pk and

5(k) = 5(p~) + 5{p%) ... + 5(p~) (5.17)

2.

R(Pk) nR(Pk) = {¢} for all parent nodes Pk and Pk and

R(k) = R(p~) + R(p%) ... + R(P{) (5.18)

Algorithm

Now we demonstrate the application of this algorithm on the network in
Figure 5.5. The configuration has 1 coding node C, with all the other nodes
being multicast nodes. Now we will follow the procedure outlined below.

for a coding node
We will estimate the coding node C (the probability of C receiving a packet

from 51, 52 and collectively from either 51 or 52) by making the approximation
shown in Figure 5.6. We do this by making measurements of 51 and 52 in the
receiver set of node C, Le. in subtree 3. Note that we ignore the receivers in
subtrees 1 and 2.
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subtree 2

C : coding point

Figure 5.5: A network with an arbitrary coding scheme applied to it.

C ; coding point

Figure 5.6: The coding node in the network shown in figure 5.5 is estimated by
the approximation shown here.

The measurements are described as

If:' J.Lk
i
f3d(k)

Ik J.Lkf3d(k)

(5.19)

Note that f3d(k) denotes the probability that the channel (k, R(k)) is func
tional.

We now use the relation

1 - fJr ... Pkrn
••• Pk' (5.20)

to derive the following equation relating the observations (,'s) with the condi
tional probabilities (f3's).
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( 1 'k)
fJd(k)
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( ,Pi ) ( ,Pm ) ( ,Pi)
1 - fJd~k) * ... * 1 - fJ:(k) * ... * 1 - fJd~k)

(5.21)

This equation is now solved to obtain fJd(k). From this, the probability of
the node k receiving packets from 8{P1}, 8{Pm}, ... ,8{Pi} are respectively

J1~1 =
,r

fJd(k)

(5.22)

J1~m
,~m

fJd(k)

J1~i
,ri

fJd(k)

(5.23)

We thus see that when estimating the probability of a coding node,this
algorithm is a better approximation algorithm when the coding node is placed
closer to the periphery of the network than when it is deep within the network,
because in the former case, the number of receivers that occur' above' the coding
node is likely to be fewer than that which would have been the case had the
coding node been placed far away from the periphery. As we saw, this is because
we ignore the measurements made at these receivers that occur above the coding
node, thus making the algorithm better suited when the number of such receivers
(which we ignore) is small.

for a multicast node
Again, we take as an example the configuration in figure 5.5. All nodes

except C are multicast nodes. Now, the approximations made are as follows.

1. When we estimate node probabilities of a node (k) in subtree 1, we ignore
measurements of 8 2 in the receiver set of C, R(C). We also ignore receivers
outside R(k).

2. When we estimate node probabilities of a node (k) in subtree 2, we ignore
measurements of 8 1 in the receiver set of C, R(C). We also ignore receivers
outside R(k).

3. When we estimate node probabilities of of a node (k) in subtree 3, we
ignore measurements of 8 1 and 8 2 in the receivers outside of the receiver
set of C, R(C).

The measurements are described as
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rk 11 f(k)fJk

rdl I1kfJdl

rd= I1kfJd=

rdj I1kfJdj

Now, fJk is related to fJdl' ... and fJdj as

fJk (ail * ... *aii
) + (1- ail * ... *ai') (fJdl * ... * fJdj)

Also, 11(f(k» is related to 11k as

11k = akl1 f(k)

67

(5.25)

(5.26)

We substitute from Equations 5.24 and 5.26 in Equation 5.24 to obtain

(1 - :d~) * ... * (1 _~~)* ... * (1 _:d:)
(5.27)

This is now solved for 11k.
In the case of estimating the probability of a multicast node k, this algorithm

is a better approximation when the number of sources that feed into the (k, R(k))
path is small. This is because, when estimating the multicast node, we ignore
measurements of sources that occur 'below' the multicast node, thus making
the algorithm better suited when the number of such sources is small.

Finally, when k E v;, , the link probabilities of the links incoming to k are
obtained as

p=
p= - 11k l'a k - -- m = ... z

I1p=

and the link probabilities of the links below the node k are obtained as

(5.28)

k
I1dm

11k
m = I. .. j (5.29)

In practice, we apply this algorithm to configurations wherein the multicast
nodes outnumber the coding nodes. This is in general the type of coding scheme
that would be applied in a practical setting as well.

Finally, we apply the suboptimal algorithm 1 to the basic configuration 3
and plot the ENT obtained in figure 5.7.
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f--
Z ...0
UJ

basic configuration 3 : ENT (alpha = 0.9 )

- message passing
.. - suboptimal 81g. 1

- - - cramer faD lower bound

·800~~"'C;:-0 --='00:::-0-,cC:",c;:-0-;'="'0'------',0;:;"'0,--;0""""'--:::'''''=--':''=-00---:O:"oo::;--;;!,,·oo
sample size (N)

Figure 5.7: The ENT for the basic configuration 3 obtained upon application
of the suboptimal algorithm 1, the message passing algorithm and the cramer
rao lower bound to the ENT.

We compare the algorithm's performance against the cramer rao bound. We
see that the ENT does come close to the lower bound, but does not converge to it
asymptotically (even after 5000 probes). This is because the estimates resulting
from this sub-optimal algorithm are biased, and remain so even asymptotically,
hence, the MSE does not approach the CRB. Figure 4.24 (b) in Chapter 4 shows
that the ML estimator does reach the cramer rao bound for as small a number
of probes as 200.

5.4.2 Suboptimal estimator 2 : subtree decomposition

This algorithm partitions the tree into multicast subtrees separated by coding
points. Each coding point virtually acts as a receiver for incoming flows and as
a source for outgoing flows. As a result, each subtree will either have a coding
point as its source, or will have at least one coding point as a receiver. In each
subtree, we can then use the tomographic method proposed in [1].

Note that we can only observe packers received at the edge of the network
but not at the coding points. However, we can still infer that information from
the observations at the receivers downstream from the coding point. The fact
that we infer the coding-points' observations from the leaves' observations is
what makes this algorithm suboptimal.

Algorithm 1:

Subtree Decomposition Algorithm

- Consider a graph G. Given a choice of sources S and receivers R, the coding
points are determined and G is partitioned into ITI subtrees.
- Each source sends one probe packet.Each receiver receives at most one probe
packet.
- For each of the ITI subtrees:
If the multicast tree is rooted at a coding point:

• if any of the descendant receivers receives a probe, use this experiment as
a measurement on the subtree
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• otherwise, W.p. p, ignore the experiment.
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If the multicast tree is rooted at a source Si:
Sequentially consider the descendant coding points that act as receiver. For
coding point C:

• if no descendant receivers C(R) observed a probe, assume, w.p. p, that C
did not receive a packet.

• otherwise

- if at least one of C(R) observed a linear combination of Xi, deduce
that C received Xi'

- else, deduce that C did not receive Xi, w.p. Pc.

Figure 5.8: A network topology with 9 links. The link orientations depicted
correspond to nodes 1 and 2 acting as sources of probes.

For example, in Fig. 5.8, consider the tree rooted at Sl, if R2 receives Xl or
Xl + X2 we deduce that Xl was received at node 4. If R2 received X2, we deduce
that Xl was not received at node 4. If R2 does not receive a probe packet, then,
with probability p, we assume that 4 did not receive a probe packet. In general,
the parameters p and Pc should depend on the graph structure and prior infor
mation we may have about the link-loss rates.

The subtree method is a better approximation algorithm when the coding
node(s) is located deep within the network, at a large distance from its source
subset.

Now we find that the subtree method does reasonably well (compared to an
optimal estimator) when the coding node(s) k is placed deep within the network,
i.e. at a large distance from its source set S(k). This is evident because when no
measurement is made at the receiver set of k, attributing the loss to the part of
the network that precedes the coding node is a better approximation when the
coding node is deep within the network than when it is closer to the periphery
(its source subset) since in the former scenario, the length of the path (S(k), k)
is larger, hence making the probability of a loss having occurred along it, more
likely.
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Message passing

This approach was first developed in [13] for multicast based inference. We
apply the same concepts to inference based on arbitrary network coding schemes.
Consider a network represented as a graph G = (V, E). E is the set of links in
the network, with every link e E E being associated with a random variable X e

that represents the state of the link. The state X e takes values in {O, 1} and is
defined as

x = { 1, link e is functional
eO, link e is not functional

Denote by W, the set of all paths in the graph, with every path w E W
being associated with a random variable X w that represents the state of the
path. The state X w takes values in {O, 1} and is defined as

x _ { 1, path w is functional
w - 0, path w is not functional

Every path w E W is described by the links e E w contained in that path as

w = (e)eEw (5.30)

The state X w of a path w is related to the states X e , VeE w of the links
contained in it as

(5.31)

Also, we represent the set of states of each of the links e contained in a path
was

Collectively, the set of random variables representing the states of all the
links in the network is represented as

XE = {Xe : e E E} (5.32)

and the set of random variables representing the states of all the paths in the
network is represented as

X w = {Xw : WE W}

The parameter set, which is to be estimated is

(5.33)

(5.34)
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The problem of link loss inference in the network is then the problem of
estimating aE based on the observation of Xg;.,N). We will denote the sets of

link and path states at time instant 'i' as X~) and xW. The problem is set
up as, for each e E E, finding the De that maximises the posterior probability
P[aeIXg;.,N)] of a e conditioned on the observation (of path states)Xg;.,N) (at N
consecutive instants of time).

This can be done by representing the joint probability mass function (PMF)
of the three random variables X E, Xw and aE as a factor graph. A factor graph
is a bipartite graph that represents the factorisation of a multivariate probabil
ity mass function by specifying a set of conditional independence relationships
between the variables. There are two types of vertices in the graph : variable
vertices representing the variables of the global multivariate function and func
tion vertices representing the factors in the factorisation. A variable vertex is
connected to a function vertex if the variable is a function of the factor. The
sum product algorithm [12] is a generic message passing algorithm that can be
applied to the factor graph in order to compute desired marginals of the PMF.
We will now show this can be used to find the required posterior mentioned
above.

Let the joint PMF of X~) parameterised by aE be denoted by BE(XE,aE).
Upon the assumption that each link suffers from independent link loss rates, we
have

BE(XE,aE) = II B(Xe,a e)
eEE

where

Then the joint PMF of aE, x11,n) and Xg;.,n) factors as

n

P(a X(l,n) X(l,n)) ex IIB (X(i) a)F (X(i) X(i))E, E , WEE' E WIE W, E
i=l

(5.35)

(5.36)

(5.37)

where PWIE(XW,X~)) is the conditional PMF of xW given X~), and in fact,
if we define a constraint indicator function 6[.] as

6[C(x)] = { ~ :

the conditional density can be written as

if C(x)
otherwise

p (X(i) X(i)) - II £[X(i) - EB X(i)]W\E W, E - U w - eEw e

wEW

Then our objective becomes finding De for each e E E that maximises

(5.38)
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(5.39)

The objective of finding for each e E E the maximising ae for the function

(5.40)

precisely coincides with the objective of the sum-product algorithm. Now, the
function

n

II (') (') (')
BE(X~ ,aE)PwIE(X~,X~)

i=l

(5.41 )

multiplicationof all incoming
messages here

....##...... at the variable node

can be represented by a factor graph as shown in Figure 5.9. Hence, the sum
product algorithm can be used to simultaneously find ae for all e E E in parallel.

Figure 5.9: The factor graph representing the the function in Equa
tion 5.41.

Let us further express the factors B E (.) and PWIE (.) according to Equa
tions 5.35 and 5.38. Then, as an example, the factor graph of the 3-link net
work shown in Figure 5.10 can be expanded to a form similar to that shown in
Figure 5.11.

This diagram is a representation of the factor graph in the form of layers of
subgraphs. Each layer corresponds to a single trial ofthe experiment (which has
a sample size of N) The message passing algorithm when applied to the factor
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0,:)
w, ../2

a·/..-c............

w, = (b,c)

w2 =(b,a)

....
4

3

Figure 5.10: A 3 link network, the factor graph of which is shown in Fig
ure 5.11. There 3 links a, band c and 2 paths: WI = (b, c) and W2 =
(b, a)

Figure 5,11: The factor graph representing the function in Equation 5.41 in its
expanded form. The sample size is n.

graph therefore requires messages to be passed within each layer, called 'intra
layer' message passing, and after convergence, messages are passed between the
layers, called 'inter-layer' message passing. With such a schedule, the processing
of the path state at each time instant can be carried out independently.

The variable nodes corresponding to each path - X{c,b}, and X{a,b} - in each
layer are leaf nodes, and hence can be discarded, with the messages simply being
passed between the J[.] check nodes, which henceforth, we will refer to as X w

and the X e variable nodes.
Each layer defines the relation between the function P(XWIXE) and its

arguments Xwand X E .
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P(XW!XE) = II [Xw = EBxe ]

wEW

(5.42)

We now derive the messages computed at the check nodes and the variable nodes
within each layer. Each message is defined to be the posterior probability of a
link taking state 1 (the probability of the link state being zero is one minus this
quantity). In the initialisation phase, each variable node X e passes a message
J-Le--+w representing the uniform distribution over the link state X e to every ad
jacent X w check node, i.e. J-Le--+w = ~.

Notation:

- The edge directed from variable node X e to check node X w is denoted as
e ----> w.

- The edge directed from check node X w to variable node X e is denoted as
w ----> e.

- J-Le--+w is the linear message passed along e ----> w, which is the posterior
probability of X e = 1.

- J-Lw--+e is the linear message passed along w ----> e, which is the posterior
probability of X e = 1.

The entire algorithm is implemented in the logarithmic domain, hence the
messages are converted into log-likelihood ratios (LLR's). We have

LLR(J-Lw--+e) = Iw--+e = log (1 ~w--+e )
J-Lw--+e

Similarly,

LLR(J-Le--+w) = le--+w = log ( J-Le--+w )
1 - J-Le--+w

Computation at a check node:

Consider a path w E W that contains a link e E E. We have

(5.43)

(5.44)

(5.45)

From the theory of the sum product (SP) algorithm applied on a factor graph,
we know that the quantity computed by the check node X w which is passed
along edge w ----> e of the factor graph is

quantity computed by the SP

algorithm along edge w ----> e = P[Xw = X w IXe = x e ] (5.46)
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We will proceed to compute the quantity in 5.46 which will then be used to
derive the required message defined in Equation 5.45. Toward this end, we can
derive an expression for P[Xw = 0IXe = xe], and then P[Xw = 11Xe = xe]

follows simply as 1 - P[Xw = 0IXe = xe]. Therefore, consider

P[Xw = 0IXe = Xe]

L P[Xw = OI(Xe' = X e' )e'Ew] P[(Xe' = X e' )e'Ew\e]

L<5[O = Eg e'EW X e'] II P[Xe, = Xe']

"'-'X e e'Ew\e

1- X e II f.Le'

e'Ew\e

We have to compute f.Lw---+e = P[Xe = 11Xw = x w ]. We have

(5.47)

P[Xe = l!Xw = 1] = 1

and

(5.48)

P[Xe = 11Xw = 0]

From Equation 5.47, we have

P[Xw = 0IXe = l]P[Xe = 1]
P[Xw = 0]

(1 - TIe'Ew\e f.Le' )P[Xe = 1]

P[Xw =0]
(5.49)

P[Xw = 0] 1 - P[Xe = 1] II f.Le'---+w

e'Ew\e

P[Xw =0]
., P[Xe = 1]

1

P[Xe = 1] II f.Le'---+w

e'Ew\e

II 1 .
2 - f.Le'---+w·" we set P[Xe = 1] to "2 smce (5.50)

e'Ew\e

we have no apriori information about the state of link e

Substituting this in Equation 5.49, we have

P[Xe = 11Xw = 0]
1 - TIe'Ew\e f.Le'---+w

2 - TIe'Ew\e f.Le'---+w

{

I,
f.Lw---+e = l-rre'E,"\eJ.Le'~'"

2-ne'Etv\e J.Le'_w

Converting to the LLR form,

if X w = 1

, if X w = 0
(5.52)
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(5.53)
if X w = 0

if X w = 1

~"'-. ~ {:g' (1-fl.'Ew\. ,..:t:,:. ) ,
Computation at a variable node:
The computation at a variable node is simply the summation of all incoming

messages, therefore

re->w = L rw'->e (5.54)
w'EN(e)\w

where N(e) is the set of all check nodes X w adjacent to the variable node X e in
the factor graph.

In terms of the linear messages, this translates into

(5.55)
TIw'EN(e)\w J.Lw'->e

J.Le->w = TI TI ( )
w'EN(e)\w J.Lw'->e + w'EN(e)\w 1 - J.Lw'->e

At the end of each iteration, a summary message J.Le is computed for each variable
vertex e using messages along all edges incident to it as

(5.56)
TIw'EN(e) J.Lw'->e

J.Le->w = TI TI ( )
w'EN(e) J.Lw'->e + w'EN(e) 1 - J.Lw'->e

The iterative process is terminated when the summary messages converge or
when a pre-set number of iterations have been completed. Now when the sum
mary message has been computed for each of the N trials of the experiment, we
apply the sum-product algorithm by passing messages between the layers of the
graph, Le. inter layer message passing. Messages are passed from the variable
nodes X e corresponding to the links in the network to the vertices G:e via the
check nodes representing the B (.) function.

The required posterior P[G:e IX~,N)] will be computed from the SP algorithm
now. The rule for the sum-product algorithm at the check node is to multiply
all incoming messages to the check node with the function represented by the
check node and then sum this over all variables except the variable associated
with the variable node to which the check node is sending the message.

The incoming message at the check node B e(.) is P(XeIXw ). The function
associated with the check node is B(xe , G:e ) = XeG:e + (1 - x e)(l - G:e ). The
message from each Be (.) check node to the G:e variable nodes for e E E is
computed as

(G:e + O)P[X~ = 11Xivl + (0 + (1 - G:w))P[X~ = 0lxivJ
G:eJ.L~ + (1 - G:e )(l - J.L~) 'V i E {I, N} (5.57)
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This is done at each time instant i E {I, N}.
Now finally, message going out of the variable node a e is by the sum-product

algorithm, the product of all incoming messages. Therefore, the message at the
output of the variable node a e is

N

P[aeIX£"N)] ex rr[aeJ-l~ + (1 - ae)(l - J-l~)]
1

(5.58)

We now evaluate this function (in the R.H.S. above) for every element of some
discrete set S = {i, i ... I} for L > 1 and then choose O:e as that element of
S that maximises this function. Of course this entails an additional quantisa
tion error, but if the discretisation is done finely enough (compared with the
(intrinsic) variance of the estimator), then the effect of quantisation will not
be felt keenly. Moreover, efficient use of computation power can be made by
performing adaptive discretisation : using a coarse interval initially to make a
rough estimate and then using a finer quantisation interval over a narrow region
around the initial estimate of the maximum.

We show the posterior probability function in Figure 5.12.

200 link network: links estimated by maximising the posterior
x 10-'" N =250

[~ .7\
%, 0.2 ----:::o.,--::-:-----:::,,-~O'"'----~07-~O'--::::--

(values have been scaled up by aj:f-~nsmnl faclor 10 a~id unde~I/(OOO : j
0\ ~ M M M ~

link probability (alpha)

Figure 5.12: The posterior probability function in Equation 5.58 for 3 differ
ent values of the sample size in a 200 link network (which will be studied in
Chapter 6). Note how the function becomes steeper as the sample size grows.
Care must be taken to ensure that overflowjunderflow does not occur during
the maximisation process here.

Care must be taken especially in this step of the algorithm to ensure that
overflow j underflow does not occur during the maximisation process here.

Now we apply the message passing algorithm on the 3 link network seen in
Figure 5.10. We set all 3 links to a. We then sweep this parameter across its
entire range, and for a fixed sample size (N) we find draw estimates of each of
the links. The estimates of one link in the 3 link tree is shown in Figure 5.13.

We see that in a large scale sense, the mean of the estimate tends to the
actual link probability (apriori) with increasing a, but that there is some local
'oscillation' of the mean about this apriori value.
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2-leaf tree estimate of a link by message passing
(all 3 links set at alpha)

!~R~-·.-
ffiO""~
~ ~, 0.' 0' 0' ""o.,-o~,--:.,.......-:;:;-----::':-

alpha

Figure 5.13: The message passing algorithm applied to the 3 link network in
Figure 5.10. The estimate of one of the links as a function of the parameter a
is shown here for a fixed N.

Performance of the message passing algorithm

Figure 5.7 in Section 5.4.1 shows the ENT resulting from application of the
message passing algorithm on basic configuration 3. As compared to the cramer
rao bound for the ENT as well as the performance of the suboptimal algorithm
1, message passing performs rather poorly. But we will see in Chapter 6 that
this approach is much more suited for application to large networks.

Now we know that when the factor graph contains cycles, the sum-product
algorithm will result in a sub optimal solution. The degree of sub-optimality
is determined by the number and size of these cycles, i.e. the sparsity of the
factor graph.

Now a cycle is created in the factor graph of a network configuration when

1. two different paths (set of links connecting some source to some receiver)
have more than 1 link in common. Two paths that have two links in
common give rise to (;) = 1 length 4 cycle in the factor graph. Two paths
that have 3 links in common, give rise to (~) = 3 length 4 cycles. Hence
in general, when two paths have 'm' paths in common, then this creates
(';) length 4 cycles in the factor graph.

This is illustrated in Figure 5.14.

Configuration 2 contains two paths W2 and W3 that share links 1 and 3,
hence resulting in the length 4 cycle show in red. Note that the factor
graph of configuration 3 does not contain any cycles.

2. a set say Wm of m paths cover a set Em of m links, with each of the paths
in W m containing at least two links in Em- This results in a length 2m
cycle in the factor graph. See Figure 5.16.

We see in this example that 6 paths if connected in this fashion results in
a length 12 cycle, shown in red in the factor graph.

It is a well known fact that as the factor graph becomes more and more
cyclic, the performance of the sum-product algorithm degrades. Hence, every
additional link that two paths share adds tight (length 4) cycles to the factor
graph, thus making it the more ill suited for application of the sum-product
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basic configuration 2

basic configuration 3

Figure 5.14: Basic configurations 2 and 3 and their factor graphs. The factor
graph of configuration 3 s cycle free.

cycle of length 12

Figure 5.15: When paths in the network are connected to each other as shown,
a cycle results. The dark black lines are the links which adjacent paths have in
common. Here, the 6 paths result in a length 12 cycle in the factor graph.

algorithm. Also, as the number of sets of paths that are connected as described
in point number 2 above, increases, the number of cycles in the factor graph
increases as well.

Therefore, given a specific network configuration which we want to estimate
by means of the message passing algorithm, we can make a fair prediction of its
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performance by studying the nature of the factor graph that the configuration
translates into. Any non-trivial network results in a cyclic factor graph. The
'average number of links contained per path' and the 'average number of paths
that a link is contained in' gives a raw estimate of the extent of cyclicity of the
factor graph. The lower the values of these two quantities, the more sparsely
connected the factor graph could be expected to be. All this will be corroborated
in Chapter 6 when we apply the message passing algorithm to large networks
(45 link and 200 link) and show that it performs better on those configurations
that result in sparsely connected factor graphs.

ENT : basic configu rations 2 and 3
message passing

-30,--------,,--------.----,-----,-~-~--~-_,__-.______,

I
Z
W

500 1000 1500 2000 .2500 3000 3500 4000 4500 5000

sample size (N)

Figure 5.16: ENT of basic configurations 2 and 3 with the message passing
algorithm. Note that the algorithm performs much better on configuration 3
whose factor graph is cycle free.
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Simulation results

The estimation problem is defined by specifying the following quantities.

1. The adjacency matrix A of an undirected graph, G = (V, E), representing
the network whose links are to be estimated

2. Nodes in V which act as sources (these are leaf nodes)

3. Nodes in V which act as receivers (these are leaf nodes)

4. The set of nodes Vc E V where coding is performed

All other nodes are taken to be multicast nodes. All nodes in {Vc UVm },

i.e. all coding and multicast nodes must be of degree 3 or higher. That is,
we assume the network to contain only logical links since this is a necessary
condition for identifiability (see Chapter 1).

Given which sources reach which receivers, there is a unique solution to the
flow p in the network. We can thus rewrite the adjacency matrix A of the
undirected graph as that of a directed graph which is uniquely characteristic
of the chosen solution to the estimation problem (that is the specific choice of
source, receiver and coding nodes). We thus know

• for every node k E V, its parents (f(k)) and children (d(k)) .

• for every edge e E E, its origin node f(e) and destination node d(e).

Having done this, the estimation algorithms discussed in Chapter 5 can be
applied to the directed graph.

Various solutions to the estimation problem are characterised by means of
simulations. We apply all of the algorithms studied in Chapter 5 to each of the
coding schemes chosen for study. These algorithms are, of course, suboptimal for
arbitrary coding schemes (i.e. the scheme is not a multicast, inverse multicast
or multicast-inverse multicast). Comparison of various solutions must therefore
be made along 2 dimensions: (a) choice of coding scheme and (b) choice of
estimation algorithm.

In Section 6.1, a 45 link network, is studied. We choose several coding
schemes and then apply the algorithms in Chapter 5 as well as a modifica
tion/enhancement of the subtree decomposition method, tailored to this specific
topology, which makes additional measurements. The idea is to get as close to

81
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an optimal solution as possible in order to be able to make a fair comparison be
tween arbitrary coding schemes and the traditional multicast approach (which
is optimally estimated). In Section 6.1, we generate a random 200 link tree
by means of a random branching process (to which any desired probability dis
tribution can be applied) and apply the various coding schemes and the three
suboptimal algorithms to this. Finally, our conclusions from the simulation
results are listed in Section 6.3.

6.1 45 link network

We begin by considering a symmetric 45 link binary tree shown in Figure 6.1.
(6.0)

(6.1)

2

24

23

19

Figure 6.1: 45 link binary tree with 24 leaves

This is a depth 4 tree that has 24 leaves. We apply the following coding
schemes

• multicast tree: 1 source, 23 receivers

• 2 sources, 22 receivers, 1 coding point

• 3 sources, 21 receivers, 2 coding points

• 5 sources, 19 receivers, 4 coding points

• 8 sources, 14 receivers, 7 coding points (this is an inverse multicast
multicast tree)

• 11 sources, 13 receivers, 10 coding points

In this section, we will denote the source i by Si and the probe packet it generates
as Xi.

In the case of the multicast tree, the single source can be placed at any of
the 24 leaves, and these will be equivalent because of the symmetry (if all links
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are assumed to have the same link probability). There is only 1 type of flow
throughout the entire graph.

With 2 sources, the graph is divided into 3 subtrees as shown in Figure 6.2.

5,
.I--c==-----~f'~n

C : coding point

Figure 6.2: 45 link tree: 2 sources, 1 coding node, 3 subtrees.

We first apply the suboptimal algorithm 1 and the message passing algorithm
to this configuration. The average of the estimates of the 45 link probabilities
obtained for a sample size (N) of 250 is shown in Figure 6.3.

Average of link estimates: 45 link network: alpha = 0.5, N = 250
suboptimal algorithm 1

Ql
0>
~ 0.8

~ 0.6

Qln; 0.4

E
ti 0.2
W

15'0 20 25 30

link number

message passing algorithm

35 40 45

Ql
0>
~ 0.8

! 0.6

Ql
10 0.4

E
ti 0.2

W

'0 '5 20 25 30

link number
35 40 45

Figure 6.3: 45 link tree with 2 sources. All links are set to a = 0.5. Suboptimal
algorithm 1 and message passing.

Note how, with the suboptimal algorithm 1, the 2 incoming links into the
coding node, links 43 and 44, are underestimated, while the outgoing link 45 is
overestimated. The average of the estimates (with suboptimal algorithm 1 as
the estimator) of these 3 links are plotted as a function of a in Figure 6.4 for
N = 5000.
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45 link network: Bias in estimates of links 43, 44 and 45
N = 5000, all links set to alpha

O·b':-.1-;C;;-----;C;----;C,--O;C;.5--;,';O.';----;C;-----,;C;;-----;C;-----:
alpha

Figure 6.4: 45 link tree with 2 sources (N=5000).

Notice how, especially for lower values of Q:, the estimates are strongly biased
away from the true parameter value. These 3 links tend to contribute signifi
cantly to he degradation of the ENT. The ENT was defined in Chapter 2 and
is written here again

ENT = 2: log2 ([a e - Q:e ]2) , (6.3)

Estimates of other links in tll&1fietwork are not so strongly biased. Let us
therefore look at what happens if we disregard the estimates of these 3 links
(discount them in the calculation of the ENT) and then compare the multicast
estimator with the 2-source estimator. The results are shown in Figure 6.5.

Average (per link) ENT for the 45 link network
(N = 5000)

---- 1 source: all links
- 2 sources: all links

_1 .-IiP. 1 source: disregard links 43,44,45

.-JJ,., 2 sources :disregard links 43,44,4

f-
Z -0
W

-1 0,2 06

alpha

Figure 6.5: 45 link tree, N = 5000. ENT of multicast tree and 2-source tree
when links 43, 44 and 45 are disregraded.

We see that eliminating these three links really widens the performance gap
between the multicast case and the 2-source case. This results from improvement
(decrease) of the ENT of the 2-source estimator. That ENT of the multicast
estimator is unchanged as expected and is confirmed by the graph.

As mentioned earlier, we will now develop a heuristic tailored to the specific
45 link, 2-source topology that 'enhances' the subtree method. The procedure
is described here.
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Enhanced subtree method (2 sources): When no observation is made at the
receiver subset of coding node,

• if a measurement is made at receiver nodes 5, 6, 7 or 8, then assume Xl

has entered C.

• if a measurement is made at receiver nodes 13, 14, 15 or 16 then assume
X2 has entered C.

• otherwise, assume neither Xl nor X2 entered C.

We now apply suboptimal algorithm 1, the subtree method and enhanced
subtree method to the directed graph representing the 2-source network and
obtain the results shown in Figure 6.6. The enhanced method is superior for
small values of N « 1500), whereas algorithm 1 does better for higher values
of N. There is negligible difference in performance in the two however. It is the
subtree method that in this case seems to have a relatively high (bad) value of
ENT.

We set 5 of the leaves as sources, and place these uniformly around the
network as shown in Figure 6.7.

The graph is subdivided symmetrically into 6 subtrees, each carrying a char
acteristic flow. We make enhanced measurements as in the 2 source case and will
show that this will yield considerably more benefit over the general heuristics
than in the 2 source case.

Enhanced subtree method (5 sources): The measurements made additional
to that in the subtree method in order to estimate the probability of each of the
4 coding nodes receiving a packet from each parent is illustrated by means of
the flowcharts below. We have included the flowchart for coding nodes A and
D as examples in Figure 6.8.

Measurements are made both at receivers 'above' coding node A and of
sources 'below' coding node A in order to estimate the probability of A receiving
a packet from 8 1 . The same procedure is followed for estimating the probability
of A receiving a packet from 82 , and likewise for coding node D.

Let us call the fraction of events wherein Xl is measured at the receiver subset
(nodes 17-24) of coding node A as /1~. This is the estimate of the probability
of A receiving Xl as per the subtree decomposition method. We now use the
additional measurements shown in the flowchart to derive an improved estimate
/1~' of the this probability as

1, 1 t t
/I =/1 +t +.2.+..2.
I""'A I""'A 1 2 2 (6.4)

The measurements made to improve the estimate of the probability of coding
node B receiving a packet from its first parent, coding node A, i.e. of receiving
a packet from 8 1 or 8 2 is shown in Figure 6.9. (6.4)

Let us call the fraction of events wherein Xl, X2 or both is measured at the
receiver subset (nodes 17-24) of coding node B as /11. This is the estimate of
the probability of A receiving a packet from its first parent as per the subtree
decomposition method.We now use the additional measurements shown in the
flowchart to derive an improved estimate /1~ of the this probability as
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45 link network with 2 souroes : ENT (alpha=O.7)
subopt alg. 1. subtree method, enhanced subtree method
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~-- enhanced subtree method
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(a) ENT vs sample size for Q = 0.7

45 link network with 2 souroes : ENT (N=250)
sUbopt alg. 1, subtree method, enhanced subtree method
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(b) ENT vs Q for N=250

Figure 6.6: 45 link network, 2 sources

subtree 2

subtree 6

Figure 6.7: 45 link tree 5 sources, 4 coding nodes, 6 subtrees.
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no

x,orx. received at 17,18,19 or20?

87

Figure 6.8: Estimating the probaility of coding node A receiving packet Xl form
8 1 ,

x5 received at 17,18,19 or 20?

yes

x3 received at 11 or 12 and x3 received at 15 or 16

(6.6)

Figure 6.9: Estimating the probaility of coding node B receiving a packet from
8 1 or 82 •

l' 1 V
II =11 +-!.+v
r-'B r-'B 2 2

The results are shown in Figure 6.10. The improvement rendered by the
enhanced method as compared to the other 2 routines is much more evident in
this 5 source case as compared with the 2 source case and as seen, the algorithm
outperforms the others especially at low values of 0: and N.

We now place 3 sources as shown in Figure 6.11.

The graph is divided into 4 subtrees. We have made no enhanced measure
ments in this case, and merely apply the general heuristics to the topology. The
results will be depicted shortly. Finally, for the sake of comparison, we set 8
neighbouring leaves as sources as shown in Figure 6.12.

The graph here is divided into 2 subtrees - one is a multicast subtree and
the other an inverse multicast subtree and as we have seen in Chapter 5, the
links in such a graph can be optimally estimated. This topology is not of much
practical use however, since we do not want to place all the coding points in
one section of the network. It will however provide a benchmark for comparison
with the other schemes.
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45 link network with 5 sources: ENT
subopt alg. 1, subtree method, enhanced subtree method
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(a) ENT vs sample size for a = 0.7

45 link network with 5 sources: ENT for N=250
subopt alg. 1, subtree method, enhanced subtree method

--subopt. algorithm 1
- • - subtree method
--enhanced subtree metho
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(b) ENT vs a for N=250

subtree 3

Figure 6.11: 45 link tree: 3 sources, 2 coding nodes, 4 subtrees

Finally, we placed 12 sources uniformly around the network as shown in
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sUbtree 1

Figure 6.12: 45 link tree: 8 sources, 14 coding nodes

Figure 6.13.

Figure 6.13: 45 link tree: 12 sources, 11 coding nodes, 12 receivers

89

Now we have seen that a comparison has to be made along 2 dimensions 
performance of each of the heuristics and weighing up different coding schemes
against each other. We have made some initial study of the first dimension. We
now do the following.

1. Set the sample size to some constant N and then plot the ENT as a
function of a - the parameter which defines all 45 link probabilities. The
ENT resulting only from the algorithm that is seen to perform the best
are shown here.

2. Set all link probabilities to some constant a and plot the ENT as a function
of sample size (N).

The a-sweep for N = 250 is shown in Figure 6.14.
The sweep with N = 5000 is redrawn with the results from the 8-source case

included in Figure 6.15.
This scheme does rather badly for values of a < 0.5, but improves rather

swiftly for higher values. Finally, we plot the a-sweep with the results of the
12-source case included in Figure 6.16.
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ENT for N = 250 in the 45 link network
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(a) ENT vs a for N=250

ENT for N = SOOO in the 45 link network
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(b) ENT vs a for N=5000

Figure 6.14: 45 link network, 4 different coding schemes

The message passing algorithm delivers best results for the 12-source con
figuration (black line), hence this is shown in the plot. We also show the ENT
resulting from the 5-source cum message passing estimator in the plot for the
sake of comparison.

The message passing cum 12-source configuration estimator has the lowest
ENT for values of a < 0.65 whereafter, the performance comparatively degrades,
becoming worse than even the multicast estimator for values of a> 0.75.

The conclusion to be drawn is clear. At least for the values of N considered
here, it is seen that performing coding results in much better estimators as
compared to when no coding (multicast) is done, and it must be emphasised
here that this is despite the fact that the multicast tree is optimally estimated
whereas all the other coding schemes are sub-optimally treated.

Now, we set all links in the network to a = 0.7 and vary the number of
probes/sample size from 250 to 5000 and plot the results in Figure 6.17.

Part (a) shows that the trends observed in Figure 6.14 are consistent here for
the entire sweep of N. The ENT drops steeply initially, and then flattens out
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ENT for N = 5000 in the 45 link network
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Figure 6.15: 45 link network, N=5000, a-sweep, 5 different coding schemes

ENT for N = 250 in the 45 link network
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Figure 6.16: 45 link network, N=250, a-sweep, 5 different coding schemes

for N > 4000 samples. Part (b) plots the ENT of the message passing estimator
as well. We see that this algorithm is inferior to the estimator for the multicast
tree (this is an ML estimator) as well as the 2-source tree (estimated with the
suboptimal algorithm 1). However, it does a great deal better than the latter
for the 3-source case and even more so in the 5-source case.

This trend can be explained by looking at the nature of the factor graphs
that each of these topologies translates into. Consider Table 6.1. We see that
as the network becomes more sparse, the message passing algorithm performs
better.

This is because the factor graph improves, since as we saw in Chapter 5, the
greater the number of links two paths have in common with each other (directly
or indirectly), the more cyclic is the factor graph and the less suited it becomes
for application of the belief propagation approach. The factor graphs of the
I-source and 5-source topologies are shown in Figure 6.18.

We plot the average (per link) ENT for three of the coding schemes in
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Figure 6.17: 45 link network, 4 different coding schemes, suboptimal algorithm
1 and message passing

Figure 6.19. The average ENT was defined earlier and is reproduced here.

Note that the average ENT is a much 'harsher' metric for comparison. The
average mean squared error of the 5-source estimator is about ~ of that of the
multicast estimator for N = 5000. This is a considerable difference.
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coding scheme links per path paths per link
1 source 7.0435 3.6
2 sources 6.5333 4.3556
3 sources 5.7241 3.6889
5 sources 5.7714 4.4889
12 sources 4.5217 2.3111

Table 6.1: Sparsity of configurations resulting from the 45 link graph.

6.2 200 link network

93

Having seen the results up until this point, it seems that we can but only
conclude that having no apriori information of the link probabilities, we are
much better off performing coding than not. However, the 45 link network
studied is a symmetric graph and in order to convince ourselves of the merits
of network coding by means of an even more firmly founded conclusion, we
generate a random 200 link tree (acyclic graph) and repeat the experiments we
did on the 45 link network here. The tree is shown in Figure 6.20.

The tree has 102 leaves. We study 4 different estimators.

• 1 source (multicast tree)

• 2 sources

• 4 sources

• 7 sources

Note that the sources are chosen such that the source in the multicast case
is one of the sources in the 2-source case, and these two sources are among the
4 sources in the following scheme and so forth. This gives us a firm ground for
performance comparison. We first set all 200 links to a = 0.7 and then perform
a sample size sweep, the results of which are shown in Figure 6.21.

We have applied the suboptimal algorithm 1 and the subtree methods here.
Again, the conclusion is plain to see, with the multicast estimator being the
worst, followed by the 2-source, 4-source and the 7-source estimator being the
best. Note that the subtree method performs nearly as well as the first algorithm
for the 2-source case, but its performance degrades with increasing number of
coding points (sources).

We now set the sample size N = 1000 and perform an a-sweep. The results
are shown in Figure 6.22.

Here, we apply the suboptimal algorithm 1 and the message passing algo
rithms. The message passing algorithm performs considerably poorer than the
maximum likelihood estimator for the multicast (1-source) case. Its performance
is better than the suboptimal algorithm 1 for low values of a in the 2-source
case, but this trend is reversed for higher values (a > 0.6).

Note how the variance of the suboptimal 1 estimator decreases faster than
the variance of the message passing estimator with increasing a. It has been
observed that for relatively large values of a, a sizeable number of links are
estimated by the message passing algorithm to have link probabilities close to
1.
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Now as we move on to the 4-source and 7-source configurations, we see
that the message passing algorithm greatly outperforms the other algorithm up
until values of a around 0.7, the 2 algorithms performing more or less equally
thereafter. Again, this trend can be explained by looking at the sparsity of the
directed graphs that result from application of these coding schemes to the 200
link topology. See Table 6.2.

coding scheme links per path paths per link
1 source 10.0891 5.0697
2 sources 9.1496 5.7811
4 sources 7.1034 4.0995
7 sources 6.9333 4.6567

Table 6.2: Sparsity of configurations resulting from the 200 link graph.
We now look at the average (per link) entropy of the multicast estimator

when applied to the 45 link and 200 link topologies. The results are shown in
Figure 6.23.

We plot the ENT of both the ML estimator and the message passing esti
mator. We see that the average ENT is better for the 45 link network for a
given number of probes. Also, note that the message passing algorithm does
relatively better in the 45 link case since the tree is more sparse than in the 200
link case (see the two tables above for sparsity values).

6.3 Conclusions

We conclude with some remarks.

1. We note that the subtree method does well for the 2-source configuration,
but that its performance becomes poorer for increasing number of sources
(and hence coding nodes). Our observations show the method is suitable
when the coding points are deep within the network , i.e. they must not
have any sources in their proximity. The closer the coding nodes are to
their receiver subsets, the better suited is the subtree method.

2. The suboptimal algorithm 1 on the other hand is more favourable to con
figurations wherein the coding nodes are close to their source subsets.
Hence, the growing disparity between the 2 methods as the number of
coding points is increased.

3. The message passing algorithm does well for configurations that translate
into sparse factor graphs. The merits of this method over the other 2
methods are more keenly felt for lower values of a and sample size (N).
The MSE of this estimator drops rather slowly with a and N as compared
with MSE of the other 2 methods. Hence, as a and/or N become larger,
the performance of the suboptimal method 1 and the message passing
method approach one another. The summary messages were observed to
definitely converge after 15 iterations. In our simulations however, we set
the number of iterations to 30.
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4. Having seen all this, our conclusion is that (well chosen) coding schemes
result in far better estimators than the multicast estimator, and this is de
spite the fact that arbitrary coding schemes are sub-optimally estimated.
The complexity of the suboptimal algorithm 1 is the same as that of the
multicast estimator (maximum likelihood).

5. We have seen that certain coding schemes are much better estimated by
the suboptimal algorithm 1 (schemes fewer coding nodes) as compared
to the message passing approach, whereas certain other coding schemes
(generally with a larger number of coding nodes, and sparse factor graphs)
are better estimated by the latter. So in general, for any coding scheme,
we do have some sub-optimal routine that performs well enough to justify
preference for the network coding approach over the multicast approach.
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Figure 6.18: Factor graph of the 5-source, 12-source and I-source configurations
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Figure 6.21: 200 link network, 4 different coding schemes, suboptimal algorithm
1 and subtree method
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Cyclic networks

Heretofore, we have restricted ourselves to networks that are trees or un-directed
acyclic graphs. Here, we address the estimation problem when the network is
a cyclic graph. The network coding principles that apply to the tomographic
problem when the underlying topology is a tree can be easily extended to apply
to cyclic topologies as well. Formally, a cycle of a graph , sometimes also called
a circuit, is a subset of the edge set of that forms a path such that the first node
of the path corresponds to the last. In other words, in our context, if a source
reaches a node in the network via more than one path, this constitutes a cycle.
We illustrate the estimation problem applied to a cyclic graph by means of a
small example. Crm"irlpr thp ~ link []T"nh "hnwn in l<'i<Tllrp 7 1

$,

\,

\·······'ct
1

. \-...··....w
4

" .
..........•.

• •••• ::.110.

R2

Figure 7.1: (i). The solution to the estimation problem employs a coding scheme
with 1 source, 3 receivers and 1 coding point

The links e2, e4, e5 and e7 constitute the cycle. All links are required to be
identified. The topology is symmetric, and if we assume no apriori information
regarding link probabilities, there are two solutions to the estimation problem:
(i) 1 source, 2 receivers (b) 2 sources, 1 receiver (the scheme with 3 sources and
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102 Cyclic networks 7

1 receiver would be equivalent to (ii) by the reversibility theorem, hence is not
considered). (i) is shown in the Figure 7.1.

Note that the information flow (flow of probe packets) in solution (i) is cyclic,
with the source 8 1 reaching receiver R 2 via 2 different paths W2 and W3. The
factor graph corresponding to this configuration is shown in Figure 7.2.

Figure 7.2: Factor graph of the configuration (i)

The factor graph is cyclic with three tight (length 4) cycles; the cycle corre
sponding to the paths W2 and W3, which constitute the cycle in the network is
shown in red. One of the other two tight cycles is shown by the dashed line.

Solution (ii) is shown in Figure 7.3. Note that the information flow in case
(ii) is not cyclic. Each of the sources 8 1 and 82 reaches each of the two receivers
R 1 and R 2 , but only via a single route. Hence, a cycle in the (physical) network
need not imply a cycle in the information flow, depending on the choice of coding
scheme. The factor graph of this configuration is in Figure 7.4.

There are no tight (length 4) cycles here, the single cycle of length 8, being
shown in red.

Now solution (i) requires the network coding principles we have seen to be
extended to accommodate the cyclic information flow.

The operation at the coding node instead of being an xor of its inputs as has
been the case heretofore, now requires the first input to be multiplied by 2 and
added to the second input. The information flow is thus not described over a
binary field any more, but over a quaternary field. If the information flow were
to go through more than 1 cycle, the field order would have to be increased
suitably, but the basic coding principle remains the same. The principle of
working is explained in Table 7.1 and is demonstrated in Figure 7.6.
(7.0)

All links are identifiable. We can work out the maximum likelihood functions
for the configurations (i) and (ii) and compute the inverse Fisher information
matrix. We plot the ENT function for these two cases in Figure 7.5.
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Figure 7.3: (ii). The solution to the estimation problem employs a coding
schemE

Figure 7.4: Factor graph of the configuration (ii)

The lower bound to the variance has just been plotted for illustration; our
purpose is not to compare the two schemes in terms of quality of estimation,
but merely to show that network coding throws up a variety of solutions when
a cyclic network must be estimated.

If such a solution is chosen that involves a cyclic flow of information, the field
order has to be increased; but when the solution does not cause information to
flow in cycles, then the field order can be preserved as is.

Again, we note that a multicast approach would offer only the messy solution
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R1 R2 R3 Wl W2 W3 W4

X 3x x 1 1 1 1
x 2x x 1 1 0 1
x x x 1 0 1 1
x ¢ x 1 0 0 1
x 3x ¢ 1 1 1 0
x 2x ¢ 1 1 0 0
x x ¢ 1 0 0 0
x ¢ ¢ 1 0 0 0
¢ 3x x 0 1 1 1
¢ 2x x 0 1 0 1
¢ x x 0 0 1 1
¢ ¢ x 0 0 0 1
¢ 3x ¢ 0 1 1 0
¢ 2x ¢ 0 1 0 0
¢ x ¢ 0 0 1 0
¢ ¢ ¢ 0 0 0 0

Table 7.1: Solution (i) : observation space and functional paths. The state of a
path is '1' if it is functional and '0' otherwise.

ENT for an 8 link topology: cyclic graph
All links set to alpha

4 L
, ---cO~.2---cO~.3--0~'--O"'.5-~O.6-----,L0.7'-----~O.8,---------JO.9

alpha

Figure 7.5: ENT of the two solutions for the cyclic 8 link topology for a fixed
sample size.

of performing multiple experiments on all the different subtrees that span the
graph and then combining these estimates.

The three suboptimal algorithms discussed in Chapter 5 can be applied
without any modification to cyclic graphs, with the only difference being that
the field might no longer be binary.



[2(input 1) + (input 2)]

R2

Figure 7.6: Operation at the coding node in configuration (ii)
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Conclusions and
recommendations

The subject of study in this project has been network coding based inference of
link probabilities. Given a network whose links are desired to be estimated, we
devised various estimators, which are a combination of both the coding scheme
employed and the heuristic applied to derive link estimates.

Based on the analytical and experimental results that have been used to
characterise these various estimators, we draw a few conclusions and make rec
ommendations to further research in this area.

1. For any network, the coding scheme employed, i.e. the choice (number
and placement) of the nodes that act as sources, receivers and coding
points determines the quality of the estimator. This dependence again,
is a function of various other factors such as the actual link probabilities
of the links in the network, the size of the network and the shape of the
topology.

2. The difference in the performance of the estimators is not seen to be
extremely large when the network in question is relatively small, that is
having below 10 links or so. The difference in performance of various
estimators becomes much more evident as the size of the network grows.

3. For all the graphs we studied and coding schemes we applied, the conclu
sion is clear: given that we have no apriori information as regards the link
probabilities in the network, we are much better off employing network
coding based inference than simply multicast based inference.

4. The benefits rendered by network coding based inference are much more
pronounced at low values of 0: and low values of sample size (N). This
is nice since it means that network coding results in estimators that de
liver performance far superior to multicast based estimators when a small
number of probes is desired to be used.

5. We saw that distributing the sources at roughly equal distances along the
periphery of the network such that the tree is partitioned into roughly
equal-sized subcomponents generally yields a good estimator.
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6. The suboptimal 1 algorithm performs well when the number of multi
cast nodes (greatly) outnumber the number of coding nodes. This holds
true for the subtree method as well. The latter performs well when the
coding points are located far away from the periphery (source leaves, in
particular) of the network. We also saw how we can make 'enhanced'
measurements to improve the performance of the subtree estimator.

The message passing algorithm performs well when the configuration re
sulting from application of the coding scheme to the given topology results
in a sparse factor graph. We also saw that the algorithm's benefits over
the other 2 sub-optimal algorithms are more keenly felt at small values of
a and sample size (N). The fall of the mean squared error of this estima
tor with increasing a and N was seen to be much slower than the other 2
heuristics. In general, this method performs well for large networks.

7. Given that we have observed such a large improvement in the quality of
estimation when network coding is chosen over multicast and more so,
despite the fact that all of the network coding based inference methods
are sub-optimal whereas the multicast based estimators are optimal, makes
the problem of deriving a heuristic for ML estimation of arbitrary coding
schemes a very valid and important one to research further. Though
network coding based estimators are superior enough to justify their use
(in the sub-optimal form), the benefits delivered if optimal estimation
procedures cold be developed would definitely be greater.

8. The network coding estimator should be implemented in the ns-simulator
and its performance studied on networks that emulate the behaviour of
the internet.

9. The performance of various coding based estimators on general graphs
(networks which contain cycles) should be studied in greater extent.
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Fisher Information Matrix
is non-singular

1. If k E Vm , the link probability of the incident incoming to k is denoted by
O:k; if k EVe, that of the outgoing link from k is denoted by O:k (A.O)

2. 0: E (0, 1)IU1

3. The set of sources is S, set of receivers is R, receiver subset of node k is
R(k) and the source of k is called S(k).

4. The subtree rooted at node k is T(k) = (V(k), E(k)). If k E Vm , the set
of nodes in the subtree, V(k) = {l E V : l j k}. If k EVe, the set of
nodes in the subtree, V(k) = {l E V : l t k}.

5. In a multicast tree, the vector received at R is x = (Xi) ViER with Xi E
{O, 1} being the packet received at a certain receiver i. In an inverse
multicast tree, the vector received at the receiver R is X = (Xi) ViES where
Xi E {O, 1} is the bit received from the ith source Si' Note that the bit
positions received by any node k are indexed by its source subset, S(k).

6. For k E Vm , X k is the state of the path from the source (S) to node k,
i.e. X k = 1 if the path functions (a packet is received at node k) and
otherwise, X k = 0 if the path fails (no packet is received at node k). For
k E v", Yk is the state of the path from the node k to the receiver (R),
i.e. Yk = 1 if the path functions (a bit from S(k) is received at receiver R
conditioned on it being received by node k) and otherwise, Yk = 0 if the
path fails (a bit from S(k) is not received at receiver R conditioned on it
being received by node k).

7. For a multicast tree, U = V \ {S} and for an inverse-multicast tree, U =
V \ {R}.

A.I Multicast and inverse multicast trees

We look at a multicast tree first.
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The score vector S(a) = (Sk(a)h with Sk(a) = :!:k (a) (A.I)

The Fisher information matrix is

Cov(Sj(a), Sk(a))

EO!(Sj(a)Sk(a))
aL p(x, a)alog(p(x, a))

xEll ak

aL a(p(x, a))
xEll ak

o (A.3)

Now suppose that I(a) is singular for some a = (ak)kEu E (O,I)IUI. Then
there exists some non-zero vector c = (Ck)k for which c.I.cT = o. But c.I.cT is
the variance of the mean zero random variable c.S(a), so then we would have
that c.S(a) = 0, pO! almost surely, or equivalently

L Ck a logp(x,a) = 0 tlx E n
kEU aak

(A.4)

since PO! ({x}) > 0 for all x E n. We show that in fact, equation A.4 implies
Ck = 0, first for k E R, then for all k E U. (A.4)

1. We define the event XCD) E n such that X~D) = 1tI i E R. Then

p(xCD),a) = II ai
iEU

2. We define the event x(1) En, such that for some k E R

(1) {I i =1= k
Xi = 0 i = k tlk E R

Then

p(xC1 ), a) = elk II ai
iEU\{k}

And so from equations A.4,A.6 and A.7, we have

(A.6)

(A.7)

Ck L---=- +ak a·
iEU\{k} •

o and

o

(A.8)

(A.9)

Combining these last two equations, we find Ck = o.
We now proceed by induction. For some k E U, assume that Ci = 0 tI i --< k.

We now prove that Ck = o.
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3 We define the event X(2) E 0, such that for some k E U

(2) _ {I i E R \ R(k)
Xi - 0 i E R(k)

Then

111

(A.10)p(X(2),O) = (Ok + Ok¢k) II 0i

iEU\{V(k)}

where ¢k = ITIEd(k) /31 with /31 = Fn[Xi = 0 't/ i E R(k)IXk = 1].

Following from our assumption that we have already proved Cj = 0 't/ j -<
k and from equations A.4,vA.6 and A.10, we have

= 0

= 0 and_ Ck(¢k -1) + L Ci

Ok + Ok¢k iEU\V(k) °i

Ck '"' Ci-+ 6
Ok O·

iEU\V(k) t

Combining these last two equations, we find Ck = O.

(A.ll)

(A.12)

The proof for an inverse multicast tree is similar on account of the reversibil
ity property.

A.2 General coding scheme on a tree

The proof is written simultaneous with an example network with a 'generalised
coding scheme'. The approach is to enumerate the events wherein for every
link e = (jo, ko), S(jo) does not reach S(ko). Consider the configuration in
Figure A.I.

Linkset in subtree rooted
at multicast node 4

Linkset in subtree rooted at
coding node 15

Figure A.1: A 21 link tree with a generalised coding scheme applied to it. We
prove that the corresponding 21x21 Fisher is non-singular.

(A.12)

We set out to prove that the corresponding 21x21 Fisher matrix of this
network is non-singular.
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1. The network is denoted by G = (V, E).

2. Vm is the set of multicast nodes, Ve is the set of coding nodes.

3. A link from node 10 to ko is denoted by e = (10, ko) and has link probability

a e ·

4. a E (O,I)IEI.

5. Note that for any node k, the set of receivers R(k) are connected to the
sources in the source subset of k, S(k).

6. The subtree rooted at node 'k' is T(k) = (V(k), E(k)) defined such that:
(i) When k is a multicast node, V(k) is the set of multicast nodes which
are descendants of k, V(k) = {l E {VnVm } : l :5 k}k} and E(k) is the set
of all links incident to V(k) (ii) When k is a coding node, V(k) is the set
of coding nodes which are ancestors of k, V(k) = {l E {V n Ve } : l ~ k}
and E (k) is the set of all links incident to V (k). This is illustrated in
Figure A.I.

Again, as before, a supposition that I(a) is singular for some a = (ae)eEE E

(O,I)IEI would imply A.4, reproduced here with slightly different notation in
accordance with the definitions just above.

L C
e

8 logp(x, a) = 0
8aeeEE

(A.14)

We now have to show that equation A.14 implies Ce = 0 first for the e's
which are leaves, and then for all e E E.

We have p(x CO ), a) = DefEE ai, which from equation A.14, results in

21

L~ = 0
e=l a e

(A.15)

We now systematically show that Ce = 0 \:j e E E. Remember, the link
under consideration will be denoted as e = (jo, ko).

1. For leaf links from a source to a coding node : 10 E S, ko E Ve

links: 3 and 5 : These are leaves. The event wherein only this link fails
and all other links function is called x(1). In the case of link 3, this means
that S3 does not reach any receiver. The probability of this event is

c c'
-~+ L e

a3 a f
iEE\{3} e

o {from equation A.14}

(A.16)

(A.17)

Combining this with equation A.15, we have C3 = O. Similarly, it can be
proven that C5 = O.
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2. For leaf links from a multicast node to a receiver: jo E Vm ko E R

links : 6, 13, 14, 18, 20, 21 : These are all leaves as well. The event
wherein only this link fails and all others function is called X(2). In the
case of link 6, this means that the receiver ko (node 3) does not receive a
packet from S(ko) (source node 1), while all other receivers in the receiver
set of source 1 do. In this case, the only other receiver is node 6. The
probability of this event is

(A.18)

c c'
-~+ L e

a6 a,
iEE\{6} e

o {from equation A.14} (A.19)

Combining this with equation A.15, we have C6 = O. Similarly, it can be
proven that Cl3, C14, C18, c20andc2I = O.

3. For links from a source or a multicast node to a multicast node : jo E

Vm or jo E S, ko E Vm

link 12 : here, jo E Vm , ko E Vm

Proving C12 = 0 requires CI3 and C14 to be O. We have proved this above.

Consider the event x(3) wherein sources in SUo) (namely, source 10) do
not reach R(ko) (namely, receivers 8 and 9), but reaches all other receivers
in the receiver set of jo, RUo) (namely, receiver 6). The probability of this
event is

(Qe + ae¢ko ) II a e,

e'EE\E(ko)

(A.20)

where ¢ko II !Jz
ZEd(ko)

(A.21)

In this case,

p(X(3); a) (a12 + a 12¢ko ) II a e,

e'EE\{12,13,14}

(A.22)

and ¢ko (A.23)

This and equation A.15 alongwith Cl3 = C14 = 0 give

(A.24)o and

_ Ce(¢ko - 1) + " c~ = 0 which in this case is
a + a A.k LJ a'

e e<p a e'EE\E(ko) e

_ CI2(¢ko - 1) + L c~

a12 + a12¢ko e'EE\{12,13,14} a~

C'ece L-+
a a'

e e'EE\E(ko) e

o which in this case is

C'eCI2 L-+
a a'

12 e'EE\{12,13,14} e

o (A.25)
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Combining these two equations gives C12 = O.

4. For links from a multicast node to a coding node: jo E Vm , ko E Vc

links: 7,8,11,17: jo E Vm , ko E Vo

Consider the event x(4) wherein only one of these links fails and all others
function. Here, the sources in SUo) do not reach the receivers in R(ko).
The probability of this event in the case of link 7 is

p(X(4); 0:) = &7 II o:~

e'EE\ {7}

from equation A.I4, we have

_C!+ L ~=O
0:7 0: '

iEE\{7} e

(A.26)

(A.27)

Combining the above with equation A.I5, we get C7 = O. Similarly, Cs, Cn

and C17 are O.

5. For links from a source or multicast node to a multicast node: jo E Vm

or jo E S, ko E Vm

links: 10, 1, 2 and 4 : First consider link 10. Now x(3) was defined as
the event wherein sources in SUo) (namely, source node 10) do not reach
R(ko) (namely, receiver nodes 6, 8 and 9), but reaches all other receivers
in the receiver set of jo, RUo) (namely, receiver nodes 18 and 19). The
probability of this event is

(&e + O:ecPko ) II O:e'

e'EE\E(ko)

(A.28)

(A.29)where cPko II ill
IEd(ko)

and E(ko) is the linkset in the subtree rooted at ko (node 4 here) having
only multicasting nodes as shown in the figure. In this case,

p(X(3); 0:) (0:10 + O:lOcPko) II O:e' (A.30)
e'E{E\{1O,8,12,13,14} }

and cPko &8(0:12 + 0:120:130:14) (A.3I)

Note: (0:10 + O:lOcPko ) is the probability that a loss occurs within the
linkset E(ko) contained in the subtree rooted at jo (node 4 here), where
this subtree is defined such that it contains only multicasting nodes.

The above equation and equation A.I4, along with Cs = C12 = C13 = C14 =
ogive

_ ClO(cPko - 1) + L c~

0:10 + O:lOcPko e'EE\{1O,8,12,13,14} o:~
,

~+ '" 2
0:10 L.J 0:'

e'EE\{1O,S,12,13,14} e

o and

o

(A.32)

(A.33)

which results in ClO = O.

Similarly, it can be proved that C1 = C2 = C4 = O.
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6. For leaf links from a source to a coding node : jo EVe, ko E Ve or ko E R

links 15, 16 and 9 :

Link 16 is of particular interest, but to prove C16 = 0, we first need to
prove C15 = 0, hence, consider link 15 and look at an event X(5) such
that the sources in S(jo) (namely, source nodes 11 and 12) do not reach
the receivers in R(ko) (namely receiver nodes 18 and 19). The event
probability is

(a15+ a 151]jO) II a e,

e'E{E\{15,3,17}}

(A.34)

and 1]jo (A.35)

Using the procedure followed so far, C15 = O.

We now consider link 16 and look at an event X(5) such that the sources
in S(jo) (namely, source nodes 10, 11 and 12) do not reach the receivers
in R(ko) (namely receiver nodes 18 and 19). The event probability is

(ae + a e1]jo) II a e ,

e'E{E\E(jo)

(A.36)

where 1]jo II iii
IE/(jo)

(A.37)

and E(jo) is the linkset in the subtree rooted at jo (node 15 here) having
only coding nodes as shown in the figure.

In this case,

and 1]jo

(a16 + a161]jo) II a e,

e'E{E\{16,1l,15,3,17} }

all (a15 + a1s(a3a 17))

(A.38)

(A.39)

Note: (a16 +a 161]jo ) is the probability that a loss occurs within the linkset
E(jo) contained in the subtree rooted at jo (node 15 here ), where this
subtree is defined such that it contains only coding nodes. The above
equation and equation A.14, alongwith Cll = C15 = C3 = C17 = 0 give

(A.41)

(A.40)o and

oC16 L-+
a16 a'

e'EE\{16,1l,15,3,17} e

_ C16(1]jo - 1) + " c~
a +a '11- ~ a'

16 16,/}o 'EE\{161115317} e
e '" ,

C'e

which results in C16 = O. Similarly, Cg = o.

7. For links from a coding node to a multicast node: jo EVe, ko E Vm

link 19 :
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Finally, we consider an event x(6) wherein sources in S(jo) (namely, source
nodes 10, 11, 12 1nd 13) do not reach receivers in R(ko) (namely receiver
nodes 18 and 19). The event probability is

[ae + a e [l - (1 - II JLl)(l - II 13~)]] II a~
lEf(jo) mEd(ko) e'\{E(ko) U E(jo)}

(A.43)

which in this case is

p(x(6); a) (a19 + a19[1 - [1 - (a16 + a16(a1da15 + a15a3(17)))][1 - a5]]

* [1 - a20a21] II a~ (A.44)
e'EE\{E(ko ) U E(jo)}

As demonstrated previously, when p(x(6») is used in this form in equation
A.14, and alongwith equation A.15, this leads to C19 = o.

And this concludes the proof of the non-singularity of I.
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