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Abstract 
 

With the growing of the pay-TV market, the protection of this valued digital content 

appears to be a challenge to broadcasters and network operators. Therefore, conditional 

access is adopted by broadcasters and network operators to offer various pay services for 

video, audio and data transmitted via satellite or cable. Conditional access is commonly 

used in the field of digital television and it is based on set-top box and smart card 

technology with integrated circuits.  Here the mutual authentication between smart card 

and set-top box is essential for secure communication to foil pirate attacks. So the smart 

card needs to be sure that it is inserted into a genuine broadcaster-controlled set-top box, 

while the set-top box should also be convinced that the smart card is genuine.  

 

The current solutions to achieve mutual authentication is either server based or heavy 

Public Key Infrastructure (PKI) based. Both of these solutions have significant 

drawbacks. Server based solution requires online connection with broadcaster-controlled 

server, so it brings problems in cost, unavailability or user friendly in certain cases. While 

PKI based solution, as an option to replace server based solution, improves and solves 

some problems of server based solution, but it needs the usage of digital certificate, 

which is costly and has difficult in revocation. Therefore a feasible, economic and secure 

solution, which may provide superiority in certain aspects over the current existing 

solutions, is desired.  

 

Our project proposes and investigates mutual authentication solutions that are using 

Identity based encryption (IBE), including Boneh/Franklin IBE scheme and Cocks IBE 

scheme. Then we perform feasibility study for the proposed solutions through prototype 

construction. Furthermore, the comparison of IBE based solution with other existing 

mutual authentication solutions is done according to the characteristics analysis.  

 

The feasibility study of IBE based solutions gives a result that a mutual authentication 

solution using Boneh/Franklin IBE scheme and the method of Random Number 

Concatenation gives the best performance of all proposed IBE based solutions to generate 

a 128 bits session key. When comparing with the other existing mutual authentication 

solutions, IBE based solution has advantages on offline mechanism and small 

communication size. IBE based solution is concluded to be a feasible, economic and 

secure solution that can be used as an option to replace server based solution or PKI 

based solution for mutual authentication of Consumer Electronic devices.   
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Summary 

 

This master thesis is written for the master graduation project of Biyong Zhang, who is a 

master student in Information Security Technology program of the Eindhoven University 

of Technology, with topic “IBE based mutual authentication of CE devices”. This report 

mainly investigates and proposes IBE based mutual authentication solutions and their 

related feasibility study based on implemented prototypes. Afterwards, the proposed IBE 

based solutions are compared with the current existing solutions, typically server based 

solution and PKI based solution, to emphasize its characteristics differing from the other 

mutual authentication solution.  

 

This thesis first gives the background information to carry out this project, as well as the 

state of the art for mutual authentication of CE devices. Then the concept of IBE is 

presented, and in particular, two practical IBE schemes (Boneh/Franklin IBE scheme and 

Cocks IBE scheme) are introduced. Afterwards, several mutual authentication solutions 

using different IBE schemes and session key generation methods are proposed. These 

proposed IBE based mutual authentication solutions are compared and analyzed based 

prototype implementation and examination. The examination result shows that 

Boneh/Franklin IBE scheme has superiority over Cocks IBE scheme and Random 

Number Concatenation has superiority over Diffie-Hellman key exchange agreement 

and Elliptic Curve Diffie-Hellman for mutual authentication solution. Finally, a 

comparison between IBE based solution and current existing solutions including server 

based and PKI based is carried out, considering six factors (online connection 

requirement, cost, availability, device revocation, device computation capability and 

communication size).  The result shows that IBE based solution has superiority in online 

connection requirement, cost (bandwidth), availability and communication size, but also 

has disadvantages in higher security requirement, device revocation issue and higher 

device computation capability.  
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Chapter 1 Introduction 
 

The mutual authentication of Consumer electronics (CE) device and smart card is an 

important topic in pay-TV industry. Current solutions are either server-based, or in need 

of a heavy Public Key Infrastructure (PKI). Both solutions have significant disadvantages 

on their applications. Therefore, an efficient, inexpensive and viable solution is desired 

for a mutual authentication solution. 

 

This master thesis project is proposed by Irdeto research and it is carried out in the Irdeto 

research office in Eindhoven, Netherlands. The project is focusing on the investigation on 

IBE based mutual authentication solution of CE devices and the comparison with other 

mutual authentication solutions. The various existing IBE schemes and knowledge of the 

current mutual authentication solutions are the fundament of this research project.  

 

In this chapter, the background and reasons which motivate us to carry out this project is 

explained. A general introduction of the current existing mutual authentication solutions 

is given as well. In addition, we formulate research questions and their corresponding 

approach methods. Finally, the structure of this thesis is presented.  

1.1 Background  

Irdeto is a world leading company in content security. For pay-TV operators to protect 

and create business models, the ability to secure content and offer advanced services is 

fundamental to their strategy [12]. Irdeto is committed to enable content owners, service 

providers and device manufacturers to succeed in the digital media age by providing 

innovative and reliable software technologies that protect and monetize digital assets and 

maximize return on any content sent over any network, to any device [12].  

 

One of the major products from Irdeto is pay TV conditional access system (CAS). It is 

applied to protect digital content that is broadcasted in a variety of standards based 

environment. An Irdeto CAS mainly contains two devices, a Set-Top Box (STB) as a 

computerized device to process digital information and a smart card (SC) as identification 

to authenticate a legal user. In more detail, a STB receives encrypted signal from 

satellites, however it can’t decode the signal independently. The STB itself has no key for 

signal decryption. The STB obtains an entitlement control message (ECM) that is an 

encrypted message that contains a signal key for signal decryption. But the STB has no 

rights to read this signal key from the ECM directly. The functionality of ECM is to 

prevent unauthorized reception for such services as cable or satellite television. An 

authorized SC has rights to decrypt the ECM and extract the signal key out of it. 

Obviously the SC must pass the extracted key to the STB by using a secure channel 

which is resistant to interception and tampering. That’s why a session key, which is a 

single use symmetric key, should be distributed to both the STB and the SC for secure 

session key transmission. The STB may use its session key (denoted as sKey in figure 1) 

to decrypt the signal key that is encrypted by the same paired session key held by the SC. 

By doing so, the STB receives a signal key from the SC securely and uses it to decode 
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received encoded signal. Eventually the STB outputs decoded audio or video content to 

TV set.  
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Figure 1: Irdeto Conditional Access System 

 

Within the workflow of the CAS described previously, there are two obvious issues 

existing there. The first one is the distribution of session keys. It is definitely not an 

option to preload session keys into SC or STB, since we don’t know which SC will be 

inserted into which STB at the beginning. This means session keys should be generated 

and distributed after a pair of SC and STB is decided. Secondly, session keys must be 

distributed to genuine and paired SC and STB accurately as expected. Especially, faked 

SC and STB have to be discriminated. In the other words, the SC needs to be sure that it 

is inserted in a genuine service provider controlled CE device, typically a STB, and in the 

meanwhile the STB should also be convinced that the SC is genuine.    

 

Therefore, an ideal CAS system requires bidirectional authentication and secure 

communication based on symmetric keys distribution between SC and STB. Currently, 

there are mainly two types of mutual authentication solutions exiting in the market. In 

practice, many CASs are using server based solution. Besides, PKI based solution is 

arising nowadays. In the coming section, we look into these two categories of 

authentication solutions in details.   

1.2 State of the art  

Many companies are using a server based solution for mutual authentication in practice 

recently, as well as Irdeto. This is a simple scheme, but with significant disadvantages. 
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The major characteristic of server based scheme is the requirement of online connection. 

The communication between the device and the server can either be one way or two-way. 

In order to cover the drawback of online connection requirement, Irdeto developed an 

offline solution which was based on PKI. Such kind of PKI based solution relies on 

digital certificate management and Diffie-Hellman key exchange agreement. In the rest of 

this section, these two mutual authentication solutions are explained and analyzed.  

1.2.1 Server based solution  

 
Figure 2: Server based mutual authentication solution 

 

The server based solution builds upon a secured server which acts as an activation center. 

The database of the activation center contains all STB IDs or SC IDs corresponding to 

their unique symmetric keys. The original idea of server based scheme is as follows. 

When a user inserts a SC into a STB for the first time, the user needs to call the appointed 

activation center and provide both the IDs of his SC and STB. In many cases, service 

providers also provide multiple channels for their users to deliver these identity data to 

the activation center, such as web portals, SMS or fax. By receiving these data, the 

activation center randomly generates a session key (denoted as sKey in figure 2) and 

encrypts this session key with SC’s key (denoted as cKey in figure 2) and STB’s key 

(denoted as bKey in figure 2) which are corresponding to the IDs it received. Afterwards, 

it broadcasts these two ciphertexts through network. Once the user’s STB and SC receive 

identified ciphertexts, they can perform mutual authentication by decrypting ciphertexts 

using their own keys to obtain their unique shared session key.  There is no meaning for 

other devices to receive these ciphertexts, since only targeted devices possess the 

corresponding (symmetric) keys to decrypt such ciphertexts. This means a STB can 

always be authenticated by a SC if they hold the same session keys, and the other way 

around works identically.  

 

It is obviously not user friendly in such a mechanism. Although telephone networks and 

internet already spread all over the world nowadays, customers still feel inconvenient for 
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this troublesome activation procedure. Therefore variations of server based solution are 

implemented. One of the simplest ways is to distribute a session key to STB and SC 

before they are delivered to customers, but after they are paired in shops. However, our 

CAS requires flexible pairing of STB and SC, meaning that one SC can be paired with 

multiple STBs at different moment and vice versa. In order to form new pair, the shared 

session keys in STB and SC need to be updated. To do so, it is even more inconvenient to 

return STB and SC to shops than to call activation center. Actually this solution just 

moves the inconvenient activation procedure from final user’s side to dealer’s side.  

 

Alternatively, an extra function to send identities of both SC and STB is added to STB as 

shown in figure 3. A STB with this extra function can communicate with the activation 

center through TV cable network, telephone network or internet depending on its 

hardware configuration (see figure 3). In this way, a STB can collect the ID of the SC 

which is inserted into it and send this card ID together with its own ID to the activation 

center. This solution does cover the drawback of user unfriendly from the original server 

based solution, but still several significant disadvantages are left. First of all, the 

bandwidth of broadcast network is limited and it is very difficult to be extended. Using 

limited bandwidth to broadcast session keys means the reduction of audio or video 

content broadcasted which is the major benefit of service providers. Of course, service 

providers prefer to use their limited bandwidth to broadcast paid content as much as 

possible. Furthermore, it is rather costly to build and maintain activation centers. 

Broadcasters and network operators have to place activation centers in different countries 

or regions where their customers are located in to save the cost of international calls. In 

many cases, service providers also bear their customers’ telecommunication cost in order 

to reduce customers’ misgiving. 

 

 
Figure 3: A variant of server based mutual authentication solution 
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1.2.2 PKI based solution  

The PKI based scheme relies on public key infrastructure and is an offline mechanism. 

Once a SC is inserted into a STB, the STB initiates authentication procedure 

automatically, since all data needed for authentication are pre-loaded into the memory of 

the SC and the STB. The whole process contains two major parts in order to authenticate 

the SC and the STB by each other, and to establish secure communication. The first one 

is to exchange certificates and establish trust between the SC and the STB. The second 

one is the generation of uniquely shared session key. Here Diffie-Hellman Key 

Exchange Algorithm, RSA and digital certificate are used [9].  
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Figure 4: PKI based mutual authentication 

 

Figure 4 gives a picture of a successful mutual authentication and shared session key 

establishment. Initially we need a ROOT CA which is responsible to generate and sign 

certificates for all retail devices including SCs and STBs. Secondly a RSA key pair is 
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generated for each device. During the manufacture procedure, the STB is personalized 

with a certificate signed under the ROOT CA private key (denoted as RootCApriv in 

figure 4). The certificate contains its unique ID and the public key of its RSA key pair 

(denoted as bKeyPub in figure 4). Besides the certificate (denoted as bCertificate in 

figure 4), ROOT CA public key (denoted as RootCApub in figure 4), the private key of 

its RSA key pair (denoted as bKeyPriv in figure 4) and the Diffie-Hellman parameters p 

and g are hard coded and inserted into the STB’s memory too.  

 

For SCs, the same operation is applied as well. The SC is personalized with a certificate 

signed under the ROOT CA private key. The certificate contains its unique ID and public 

key (denoted as cKeyPub in figure 4). The certificate (denoted as cCertificate in figure 4), 

the ROOT CA public key (denoted as RootCApub in figure 4), the private key (denoted 

as cKeyPriv in figure 4) and the Diffie-Hellman parameters p and g are hard coded and 

inserted into the SC.  

 

The main part in the scenario of a successful mutual authentication between SC and STB 

is described as follows:  

 

1a.   When SC is inserted into STB, STB sends its bCertificate to SC. 

1b.   SC sends its cCertificate to STB.  

2a.   STB checks cCertificate to establish trust and recover cKeyPub by using 

RootCApub.  

2b.   SC checks bCertificate to establish trust and recover bKeyPub by using   

RootCApub.  

3a.   STB loads DH parameters p and g, and then randomly generate a private 

key y. Consequently a DH public key modyg p  is calculated.  

3b.   SC randomly generates a private key x. Consequently a DH public key 

modxg p  is calculated.  

4a.   STB sends the generated DH public key modyg p  encrypted with the 

computed cKeyPub to SC.  

4b.   SC sends the generated DH public key modxg p  encrypted with the 

computed bKeyPub to STB.  

5a.   STB decrypts the received message to retrieve modxg p  by using 

bKeyPriv. 

5b.   SC decrypts the received message to retrieve modyg p  by using 

cKeyPriv.  

6a.   STB generates the shared secret by calculating ( ) modx yg p . 

6b.   SC generates the shared secret by calculating ( ) mody xg p . 

7a. STB derives the sKey from the shared secret 

7b.  SC derives the sKey from the shared secret 

 

In this scenario, the certificate exchange assures the public key received by SC or STB is 

actually belonging to their paired other party. We take SC’s side as an example. A SC 

obtains its paired STB’s public key from STB’s certificate. Then the SC uses the STB’s 
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public key to encrypt modxg p  and send it to the STB. Because only the paired STB has 

the private key to decrypt the encrypted message, no one else could read the content of 

modxg p  except for the paired STB. Even if a third party steals the STB’s certificate 

and imitates the STB to communicate with the SC, it still has no way to read modxg p

from the encrypted message and take an ulterior step to generate ( ) modx yg p , unless it 

also hacks the STB to gain the corresponding private key. Therefore it can be concluded 

that the STB is authenticated to the SC if it can generate the session key ( ) modx yg p , 

provided the private key of the STB is kept secure enough. For STB’s side, the principle 

is the same.  

 

Admittedly, the PKI based scheme can provide strong authentication mechanism and it 

saves the bandwidth from session key distribution for service providers, as an offline 

solution. But it also brings common disadvantages of PKI systems, like complexity, 

costliness and the need for certificate management. Below we list several shortages of 

PKI in the previous proposed scheme.  

 

• Certificate revocation: generally if a certificate is no longer valid due to certain 

reasons such as improper issue, then it has to be revoked from the device. 

Revoked certificates are identified on Certificate Revocation List (CRL). In order 

to check whether a certificate is still valid, one must have access to the live CRL 

and thus online validation is required. Thus the system loses its superiority of 

using offline mechanism. Therefore actually certificate revocation remains to be 

an open issue in the PKI based scheme.  

• Certificate expiration and replacement: Certificates issued by CA are always 

with a finite period by design, because older generations of encryption 

technology could become vulnerable due to the development of computer 

technologies. To check whether a certificate is expired is much easier than 

certificate revocation check, since it doesn’t need online validation. But still the 

replacement of expired certificates is very expensive in terms of bandwidth. 

• Root CA compromising: The trust of Root CA is one of the most important 

groundwork to make the system secure. In the worst case, if a Root CA is 

compromised, then all the certificates issued by this Root CA become invalid 

immediately. Therefore the security requirement of Root CA against 

compromising is high and such strict requirement also makes big cost.  

1.3 Research questions and approaches  

The goal of this project is to study identity based encryption (IBE) as a basis to construct 

efficient and viable mutual authentication solution between SC and STB. The research 

work is carried out by splitting research questions into two major groups. One is the 

comparison of IBE based mutual authentication solution with other existing solutions. 

The other one is the comparison of variant IBE based solution and their feasibility study. 

In this section, we formulate research questions for each group and describe 

corresponding approach methods respectively.  
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1.3.1 Comparison of variant IBE based solutions  

� What are characteristics of variant IBE schemes?  

� Which IBE scheme is the best choice to construct mutual authentication solution 

between SC and STB?  

� Are there any security threats or weakness for the proposed IBE scheme and 

solution?  

  

The concept of identity based cryptography was firstly proposed by Adi Shamir in 1984 

[11]. However there is only one instantiation of identity based signatures given in his 

literature. According to our further literature study, we find out that there are two IBE 

schemes are generally credited in academic field [2]. One is Boneh/Franklin's pairing-

based encryption scheme which is also considered to be the first practical IBE scheme in 

the world and the other one is Cocks's encryption scheme, which is based on quadratic 

residues problem.  

 

We are going to launch deep investigations on literature about existing IBE schemes. 

Afterwards these studied schemes are used to construct variant mutual authentication 

solutions. Thus the first question is answered. The proposed IBE based solutions are 

compared through prototype construction, in order to answer the second question. Finally, 

the last question is answered by analyzing the final proposed IBE based mutual 

authentication scheme with the consideration of the project requirements.  

1.3.2 Comparison of IBE and other existing solutions 

� What are disadvantages of current existing solutions for mutual authentication? 

� What are superiorities and limitations of IBE based solution? 

� What factors should be considered to be elements in the comparison matrix?  

 

In order to measure the value of IBE based mutual authentication, it is necessary to 

analyze the limitations of current solutions and the superiorities of IBE based solution 

when compare with other solutions. Of course, extra limitations that might be brought by 

IBE based solution in our case should also be considered. Furthermore, to give a 

universal judgment, the comparison performed should be based on different aspect. So 

the critical factors that are used to evaluate candidate solutions as selection criteria need 

to be formulated.  

 

Through documentation and literature study, the superiorities and limitations of IBE 

based solution can be analyzed and reported, as well as the two existing solutions. The 

system requirements and the state-of-the-art technology of Irdeto are the major input to 

generate critical factors, since the ultimate aim of this research project is to find out the 

best mutual authentication solution that could satisfy the needs and requirements of Irdeto. 

Therefore the generation of critical factors is also important.  

1.4 The structure of this thesis 

The concept of IBE is presented, and in particular, two practical IBE schemes 

(Boneh/Franklin IBE scheme and Cocks IBE scheme) are introduced in Chapter 2. 

Chapter 3 proposes and analyses several mutual authentication solutions using different 
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IBE schemes and session key generation methods. The following is Chapter 4 and it is a 

technical manual with the information of prototypes implementation. Then the fifth 

chapter carries out a performance study of the proposed IBE based solutions and 

compares the proposed IBE based solutions with the current existing solutions. Lastly, 

the conclusions and recommendations for further study are given in Chapter 6.    
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Chapter 2 Identity Based Encryption 
 

Identity Based Encryption (IBE) is a kind of public key encryption where the unique 

identity of a user is employed as a public key or a contributor of a public key. Here the 

identity of a user can be name, serial number, email address, IP address and so on, 

provided that it is unique in the whole system. IBE is an important primitive of identity 

based cryptography and the concept of identity based cryptography was first proposed by 

Adi Shamir in 1984. He envisioned a system that enables users to establish secure 

communication and verify each other’s signature only by using their public known 

identities. The original purpose from Adi Shamir to introduce identity based 

cryptography was to remove the certificate management in email system [11]. 

 

In this chapter, we first analyze email systems with digital certificate and identity based 

cryptography respectively in order to show the benefit of using identity based 

cryptography. Then in the second section, we give a typical structure of an identity based 

cryptosystem using IBE. Finally, two well recognized identity based encryption 

algorithms are introduced.    

2.1 Email system with identity based cryptography   

In a secure email system, there are two points that must be achieved. First of all, the 

message content sent from one user to another user has to be kept confidential. Secondly, 

a message sender should be able to ensure that the message is really sent to the recipient 

as he wants. In traditional email systems, asymmetric cryptography is used to guarantee 

the confidentiality of messages. 

 

We assume that Alice, Bob and Carl are users in our email system. Bob has created one 

asymmetric key pair including a public key and a corresponding private key. The public 

key can be used to encrypt data, and then the private key can be used to decrypt the 

encrypted data. Bob broadcasts his public key in the system and keeps the private key as 

a secret himself. Any user in the system can send a message which is encrypted by Bob’s 

public key to Bob and Bob is the only one who could decrypt the ciphertext by using his 

private key and read the message afterwards. This satisfies the first condition of being a 

secure email system.    

 

However there is one issue existing here. If everyone in the system has freedom to create 

key pairs, then one can also create key pair under other user’s name. For example, Carl 

could create a key pair and publish the public key under the name of Bob. Thus Carl may 

play as an imposter to read messages for Bob. In order to solve this problem, Certificate 

Authority (CA) is introduced into the system. Certificate Authority is a trusted third party 

and it can generate digital certificates which provide attestation that a public key belongs 

to the person who created it.   

 

In a system with CA, Bob needs to be authenticated to CA and provide his public key at 

the same time. For example, face to face visit to CA is good way of authentication. Then 

Bob gets his certificate from CA. CA is trusted by all users in the system. CA holds a 
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secret CA private key and a corresponding public key. CA uses the CA private key to 

sign all certificates. The certificate can be verified by other users with the CA public key. 

Thus all users may also trust the content contained in the certificate if the CA is trusted. 

Thus the problem is reduced to knowing the CA public key. The figure below shows how 

a certificate is issued to Bob.  

 

 
Figure 5: Issue of Digital Certificate 

 

By doing so, the second condition of being a secure email system is achieved as well. So 

far, we may get a clear view of how an email system with certificate management works 

in principle. Figure 6 gives an image about an email system with certificate management.  

 

 
Figure 6: Email system with certificate management 

 

The scenario works as follows: 

1. Bob gets his digital certificate from CA (TTP) first.  

2. Bob sends his digital certificate to Alice 
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3. Alice verifies Bob’s certificate by using the CA public key and then gets Bob’s 

public key. Finally Alice sends a message encrypted by Bob’s public to Bob. 

4. Bob receives the message and uses his private key to decrypt it.  

 

The email system with certificate management seems to be complicated. As we know, in 

public key cryptography, the public key is always known to users in the system. So there 

is no secret related to public key. This means we could also use user’s public known 

identity as public key, as long as the user identity is unique in the system, otherwise two 

same public keys existing in the system may cause misuse and conflict.  We assume that 

there is a key generation center existing in the system which is a trusted third party and 

has inimitable ability to generate a private key corresponding to a given public key. 

Based on this assumption, an email system can work as following. When Alice wants to 

send a message to Bob, she simply encrypts this message by using Bob’s email address 

and sends it. Email address is always assumed to be unique in the system and can be used 

to identify the user. Bob receives the encrypted message and he asks his private key from 

the key generation center
1
.  Eventually Bob may use his private key to decrypt the 

encrypted message sent by Alice.  

 

Now the scenario works as follows as shown in figure 7:  

1. Alice generates a message for Bob and then she encrypts the message with Bob’s 

email address.  

2. Bob receives the message and he requests his private key from key generation 

center by providing his email address.  

3. Bob decrypts the message with his private key. 

 

 
Figure 7: Email system with identity based cryptography 

                                                 
1
 The issue about how to authenticate user by the key generation center is not discussed here. When 

comparing with the system using certificate management, the same situation also exists when user requests 

digital certificate from TTP [3].  
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As can be seen from Figure 7, the core of the whole system is actually relying on the 

inimitable ability of private key generation from the TTP. Because the user identity itself 

is normal, if one can use certain way to compute a private key that is corresponding to a 

specific user identity, then he may also have the ability to compute other private keys for 

the other user identities. In such a case, the security of the email system is crashed. 

Therefore, the key generation center must have some privileged capabilities to generate 

private keys, such as the knowledge of the factorization of a large number [11]
2
.   

2.2 The Construction of IBE system 

The implementation of IBE was a long-standing open issue after the concept of identity 

based cryptography was carried out [2]. In factor, the inimitable ability of PKG is a key 

point to construct an IBE cryptosystem. According to this, the structure of an IBE 

cryptosystem is envisioned.   

 

Kerckhoffs’ principle states that: a cryptosystem should be secure even if everything 

about the system, except the key, is public knowledge [8]. This principle is generally 

credited as a golden rule in cryptosystem design. Certainly an IBE based cryptosystem is 

no exception to this principle. People believe that the inimitable ability of PKG must be 

based on private keys that PKG is in sole possession of, but not relies on complicated 

algorithms. Thus the general structure of feasible IBE is determined (see figure 8). 

  

P
ublishes

 
Figure 8: The structure of a feasible IBE 

 

As we could see from Figure 9, PKG keeps a master private key as secret itself and 

publishes a corresponding master public key which is somehow related to the master 

private key. Then PKG may use certain algorithm to generate User Private Key using 

Master Private Key and User ID as input. The output User Private Key is passed to the 

authenticated user securely. On the other hand, any user may use the publicly known 

algorithm to generate User Public Key using Master Public Key and User ID. The 

                                                 
2
 Adi Shamir gives an instantiation of identity based signature which uses principle of RSA. That’s why he 

mentions that the factorization of a large number can be the privileged secret of key generation center.   
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generated User Private Key and User Public Key from the same User ID form an 

asymmetric key pair. 

 

A classic IBE system is formed through a set of four phases and it is firstly proposed by 

Dan Boneh and Matthew K. Franklin in 2001 [4]. 

 

 

2.3 Encryption algorithms 

Since the structure of a feasible IBE cryptosystem is clear, the next issue is how to 

construct such a framework. The application of IBE has been an open problem for many 

years since the concept was raised in 1984, because people couldn’t find out good 

algorithm that can be used to implement a feasible IBE cryptosystem. In 2001, the 

breakthrough was made by Dan Boneh and Matthew K. Franklin. They developed a 

practical IBE scheme, which is called BasicIdent, based on the application of Weil 

pairing over elliptic curves and finite field [4]. Immediately following the Boneh/Franklin 

scheme in the same year, another IBE scheme came out, which is proposed by Clifford 

Cocks [5], and it is based on the hardness of the quadratic residuosity problem. In the 

section, the details of those two classic types of IBE algorithms are introduced.  

2.3.1 Pairing-based encryption 

The Boneh/Franklin scheme is the first implementation of IBE scheme can be used in 

practice. The theoretical principle of this scheme is bilinear maps and the Bilinear Diffie-

Hellman (BDH) Assumption. Here we give a brief introduction of Bilinear Maps first.  

 

Setup:  
The PKG chooses Master Private Key that adheres to certain policy 
requirements and generates corresponding Master Public Key which is somehow 
related to the Master Private Key. It outputs 

1. Master Private Key as secret kept itself and Master Public Key 
published widely in the system 

2. The message space Μ  and cipher space C  

 
Extract:  
When the PKG gets request from a user to ask for his private key, the PKG takes 
Master Private Key and User ID as inputs and returns User Private Key for User 
ID.  
 
Encrypt:  

The sender takes a message m∈M and the recipient’ user ID, and then outputs 

the encryption c ∈C . 

 
Decrypt:  

The recipient uses its User Private Key to decrypt the received c ∈C and 

retrieves m∈M . 
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For easy explanation purpose, we give a simple version of Boneh/Franklin IBE scheme 

first, which is called BasicIdent. In BasicIdent scheme, the master private key 
qs
∗

∈Z  is 

randomly chosen by the PKG, and the master public key is calculated as sP , where P  is 

a generator of group 1G . Here the advantage obtained by the PKG is that, given a user 

ID string, it has the unique power in the whole system to calculate the user private key 

IDsQ  , where IDQ  is derived from the user ID string through certain public hash function. 

The user public key can be generated by anyone in the system based on the master public 

key and IDQ  calculated through the same way as previously done by the PKG.   

 

Bilinear Maps 
 

Generate two cyclic groups 1G and 2G of order q which is a big prime. Normally 

1G is treated as an additive group, while 2G is treated as a multiplicative group 

(Note: actually the group operations in 1G and 2G are not exactly the same as 

the well-known defined addition and multiplication).  
 

Let P  be a generator of 1G , and we have 

{ | }aP a= ∈1G Z  

The bilinear mapping e  is defined as :e × →1 1 2G G G  

 
The bilinear map is considered to be useful only in the case it satisfies three 
properties, namely Bilinearity, Non-Degeneracy and Computability.  
 

Bilinearity: For all ,P Q ∈ 1G  and ,a b ∈Z , we have  

( , ) ( , )abe aP bQ e P Q=  

 

Non-Degeneracy: The map e should not match all pairs in 1G to the identity in 

2G , such as:   

If P generates 1G , then it implies ( , )e P P generates 2G  

 

Computability: For any ,P Q ∈ 1G , ( , )e P Q  can be efficiently computed.  
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Boneh/Franklin IBE scheme (BasicIdent) 
 
Setup: 

a. Initially the system creates two groups 1G and 2G  of prime order q with 

a bilinear map :e × →1 1 2G G G , and let P ∈ 1G  be a generator.  

b. The PKG chooses a private secret key 
qs
∗

∈Z randomly and computes

pubP sP= . 

c. The system publishes cryptographic hash functions { }1 1: 0,1H
∗ ∗

→ G  

and { }2 2: 0,1
n

H →G for some n .  

d. The system denotes message space as { }0,1
n

=Μ and cipher space as 

{ }1 0,1
n∗

= ×C G .  

 
Extract:  

a. When the PKG receives request from a user with { }0,1ID
∗

∈ , it 

calculates ( )1 1IDQ H ID
∗

= ∈G .  

b. It returns the user private key ID IDd sQ= to the user. 

 
Encrypt:  

When a sender wants to encrypt a message m for recipient with { }0,1ID
∗

∈ , he 

creates ciphertext  

,c u v= 〈 〉  where 

a. u rP=  (
qr
∗

∈Z is randomly chosen). 

b. ( )2

r

ID
v m H g= ⊕   

( ( ) 2,
ID ID pub

g e Q P ∗
= ∈G

 
and ( )1 1IDQ H ID

∗
= ∈G ) 

 
Decrypt:  
When a recipient receives a cipher, he may retrieve the encrypted message m
as follows: 

( )2 ( , )IDm v H e d u= ⊕  
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The correctness of the decryption process can be checked as follows:  
 

( )2

2

2 1

2 1

2

2

2

2 2

( , )

( ( , ))

( ( ( ), ))

( ( ( ), ) )

( ( , ) )

( ( , ) )

( )

( ( )) ( )

ID

ID

rs

r

ID

r

ID pub

r

ID

r r

ID ID

v H e d u

v H e sQ rP

v H e sH ID rP

v H e H ID P

v H e Q sP

v H e Q P

v H g

m H g H g

m

⊕

= ⊕

= ⊕

= ⊕

= ⊕

= ⊕

= ⊕

= ⊕ ⊕

=  
 

The BasicIdent works perfectly except for one objection that it is not secure against 

adaptive chosen ciphertext attack (CCA2).  CCA2 is an interactive form of chosen 

ciphertext attack in which an attacker sends a number of ciphertexts to be decrypted, and 

then uses the results of these decryptions to select subsequent ciphertexts. In order to 

cover this weakness, the BasicIdent is converted into an improved scheme called 

FullIdent, applying a universal transformation method invented by Fujisaki and Okamoto 

[16]. The FullIdent is considered to be a secure scheme and the name of Boneh/Franklin 

IBE scheme used in this report refers to the FullIdent if it is not explained particularly.   
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2.3.2 Quadratic residues based encryption 

The Cocks IBE scheme is another major type of IBE implementation that is both practical 

and secure, apart from pairing based IBE scheme. It was proposed by Clifford Cocks in 

2001 [5]. The system fully builds upon the hardness to find the root of the quadratic 

residues module a large composite integer. In this section, we introduce the details of the 

Cocks IBE scheme and we give deep analysis and explanation about this scheme.   

 

Before we look into the details of the scheme itself, we give a brief introduction of two 

terms, Quadratic Residue and Jacobi Symbol, in order to help readers understand the 

algorithm in an easier way.   

 

Boneh/Franklin IBE scheme (FullIdent) 
 
Setup: 
Keep the same as in BasicIdent and add two new hash functions 

e. { } { }3 : 0,1 0,1
n n

q
H ∗

× → Z  and { } { }4 : 0,1 0,1
n n

H → . 

 
Extract:  
Keep the same as in BasicIdent.  
 
Encrypt:  

When a sender wants to encrypt a message m for recipient with { }0,1ID
∗

∈ , he 

creates cipher  

, ,c u v w= 〈 〉  where 

a. { }0,1
n

σ ∈  is randomly chosen. 

b. u rP=  

 (
3( , )r H mσ= ). 

c. ( )2

r

ID
v H gσ= ⊕  

 ( ( ) 2,
ID ID pub

g e Q P ∗
= ∈G

 
and ( )1 1IDQ H ID

∗
= ∈G ) 

d. ( )4w m H σ= ⊕  

 
Decrypt:  

When a recipient receives a cipher, he checks whether 1u ∗
∈G  . If it is not, then 

he rejects it. Otherwise he may retrieve the encrypted message m as follows: 

a. Calculate ( )2 ( , )IDv H e d uσ = ⊕  

b. Calculate ( )4m w H σ= ⊕  

c. Calculate 
3( , )r H mσ= , and check whether u rP=  

If not, reject the cipher, else confirm m as real message 
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In Cocks IBE scheme, the master private key contains two large prime numbers which 

are congruent to 3 mod 4 , and it is kept securely by the PKG. The master public key 

widely published in the system is the product of these two prime numbers. So the 

inimitable advantage held by the PKG is that it can easily calculate the root of the 

quadratic residue module the product of these two prime numbers, knowing these two 

prime numbers. Here the quadratic residue can be derived from a user identity by 

applying certain public function. The calculated root is securely passed to the user as a 

user private key, while the user public key can be generated by anyone in the system 

based on the master public key and the quadratic residue derived from the user identity.   

 

The details of the four phase algorithm of the Cocks IBE scheme are introduced below.   

Quadratic Residue 
 

In number theory, if an integer q  is congruent to a perfect square mod n , such 

as that there exists an integer x  and 
2 modx q n≡ , then this integer q  is 

called a quadratic residue module n .  

 
Jacobi Symbol 

Jacobi Symbol denotes 
a

p

 
 
 

, defined for all integers a  and all odd primes p  by  

2

0 if 0 (mod )                                                             

1 if 0 (mod ) and for some integer ,  (mod ) 

1 if there is no such                                              

a p
a

a p x a x p
p

x

=
 

= + ≠ = 
 

−              





  

 
For integer a  and positive odd integer n ,  

1 2

1 2

1 2

1 2

 if 

k

k

ee e

ee e

k

k

a a a a
n p p p

n p p p

     
= =     

       
L L  
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From the algorithm, we could see that the calculated private key r satisfying either 
2 modr a m≡  or 2 modr a m≡ − . Normally the sender doesn’t know which of a− or a  

Cocks IBE scheme 
 
Setup: 

a. The PKG generates a public modulus m , which is a product of primes 

p  and q (so m p q= × ). Both of p  and q
 
should be congruent to 3 

mod 4 and they are kept privately by the PKG.  

b. The system denotes message space as { }1, 1= + −Μ and cipher space 

as n=C Z . 

c. The system makes a hash function { }: 0,1
n

H
∗

→ Z , which is public.   

 
Extract:  

a. When the PKG receives request from a user with { }0,1ID
∗

∈ , it derives 

a value a which satisfies that the Jacobi symbol ( ) 1a
m

= by applying a 

deterministic function on the ID string.  

b. The PKG calculates 
5

8 mod
m p q

r a m
+ − −

= (here the calculated r  will 

satisfy either 
2 modr a m≡  or 

2 modr a m≡ −  depending upon which 

of a  or a−  is a square module m ).  

c. It returns the user private key r to the user. 
 
Encrypt:  

a. When a sender wants to encrypt a message for recipient with

{ }0,1ID
∗

∈ , he has to encrypt and send the message bit by bit, 

provided that the message m  is in binary format. Let x ∈ M  be a bit in 

message, coded as 1+  or 1− . 

b. The sender randomly chooses a value t such that ( )t
m

x= . 

c. He computes 
1

1 modc t at m−
= +  and 

1

2 modc t at m−
= − . 

d. He sends 1 2( , )c c c=
 
to the recipient.   

 
Decrypt:  

When a recipient receives a cipher 1 2( , )c c c=  , he may retrieve the encrypted 

message bit x as follows: 

( )1 2c r

m
x

+
=  (if 

2 modr a m≡ ) or 

( )2 2c r

m
x

+
=

       
(if 

2 modr a m≡ − ) 
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is the square for the private key r held by the recipient [5]. That’s why the sender has to 

calculate and send two ciphertexts 1c and 2c to the recipient. But the recipient obtains all 

parameters that can be used to check 2 modr a m≡  or 2 modr a m≡ − , so he may choose 

the corresponding cipher that matches his private key to decrypt and retrieve the message 

bit x . 

 

The correctness of the decryption process can be checked as follows (we take the case 

that 2 modr a m≡  as example):  

( )

( )

( )

( )

( )

( ) ( )

( )

( )

1

1

2 1

2 2 1

1 2

1

2

2

(1 2 )

(1 2 )

(1 )

2
1

2( 1)

c r

m

t at r
m

t at rt

m

t r t rt

m

t rt

m

t rt
m m

t
m

t
m

x

−

− −

− −

−

−

+

+ +

+ +

+ +

+

+

=

=

=

=

=

= ±

=
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Chapter 3 Mutual Authentication using IBE 
 

Our motivation to carry out an investigation on Identity-based mutual authentication is to 

replace the digital certification exchange mechanism by a more efficient and cheaper 

solution that is using IBE. But the protocol structure of PKI based mutual authentication 

is believed to be reliable and efficient, so we are going to keep it in our Identity-based 

mutual authentication as well. Following the strategy of PKI based mutual authentication, 

we split a successful and complete identity-based mutual authentication mechanism into 

three stages, namely public key exchange, session key generation and session key 

verification.  

 

In the PKI based mutual authentication, the public key exchange stage contains the digital 

certificate exchange in order to convince each other the ownership of device public key 

for both parties. The session key generation is achieved through Diffie-Hellman key 

exchange agreement. In the session key verification stage, the identical session keys 

generated by both parties is verified to finalize the mutual authentication. If both of the 

parties have the same session keys, then the mutual authentication succeeds.  Otherwise, 

this pair fails in mutual authentication.  

 

In this chapter, we explain several solutions in each stages of Identity-based mutual 

authentication.  Based on the analysis of different solutions in each of three stages and 

their possible combinations, we propose three identity-based mutual authentication 

solutions and their possible relevant variants. These proposed solutions are analyzed 

theoretically and the valuable ones are implemented as prototypes in the next phase. 

Furthermore, we analyze the security of our proposed solution in the last section.  

3.1 Stages in mutual authentication 

As explained previously, we use three stages strategy to construct our mutual 

authentication scheme. These three stages are dependent with each other. Especially the 

first two stages have closer relationship, because the way to generate public key in the 

public key exchange stage determines the encryption algorithm used in the session key 

generation stage. In order to make the boundary between the first two stages clear, we 

treat the usage of encryption algorithm as a part of the public key exchange stage. So 

there is an overlap between the public key exchange stage and the session key generation 

stage. On the other side, the method used for session key generation is also affected by 

the limitation in the applied encryption algorithm. This property can be observed when 

detailed solutions in each stage are introduced in this section.     

3.1.1 The public key exchange stage 

Due to the property of IBE, there are no worries about the ownership verification of the 

generated public key. The public key and its owner are bound by nature, because the 

owner’s identity is a contributor of its public key. So the only target in this stage is to 

generate public key by choosing certain IBE algorithm. As introduced in the previous 

chapter, our choices of practical IBE are quite limited and we can only choose either 
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Boneh/Franklin IBE scheme or Cocks IBE scheme. These two types of schemes have 

significant differences.  

 

For the Boneh/Franklin IBE scheme, its security lies on the hardness of the BDH 

Problem for the groups used. It is flexible in block size for the plaintext encryption. But 

from the algorithm used in the scheme, we could see that it always take more time on 

computation if the block has bigger size. This scheme can be implemented based on 

either Weil pairing or Tate pairing, since they both can satisfy the requirements to 

construct an IBE based cryptosystem. However, the Tate pairing is considered to be more 

efficient on computation than the Weil pairing [6]. So most cryptographic applications in 

practice make use of Tate pairing.  

 

For the Cocks IBE scheme, its security lies on the hardness of solving the quadratic 

residues problem.  The major issue of this scheme is that it can only encrypt messages bit 

by bit. This means the algorithm has to be run an amount of times, which is twice of the 

message length in the case that 2 modr a m≡
 
or 2 modr a m≡ −  is not known, to encrypt 

and decrypt a message. Considering the computation efficiency required by most 

cryptographic applications, this scheme can be only used to send message with limited 

length, such as a session key.  Beside, although lack of anonymity is a property of the 

Cocks IBE scheme, it is not an issue in our case [1].  

3.1.2 The session key generation stage 

The PKI based Mutual Authentication scheme uses the Diffie-Hellman Key 

Exchange Agreement to generate session key.  Basically, the security of the Diffie-

Hellman Key Exchange Agreement relies on the hardness of the discrete logarithm 

problem for big prime modulus. Therefore the size of the prime modulus has direct 

effect on the secure level of the cryptographic applications using the Diffie-Hellman 

Key Exchange Agreement. According to the current technology, 1024 bits is 

generally considered to be a minimum size to satisfy the security requirement. In 

view of the further development of computer technology, longer key length is needed 

for cryptographic applications in practice [10]. In our case, 1024 bits is enough in 

consideration of security.  

 

The purpose of using the Diffie-Hellman Key Exchange Agreement is to generate 

session keys, which can be directly the shared secret generated through the Diffie-

Hellman Key Exchange Agreement or indirectly derived from the shared secret. The 

session key is a symmetric key. Generally speaking, 80 bits is considered to be a 

sufficient key length of security for symmetric algorithm [10]. Here we require a 128 

bits key as session key since we use AES in our system. But we have to notice that if 

we use the shared secret directly generated from the Diffie-Hellman Key Exchange 

Agreement as a session key, which is 1024 bits, then the key size is much more than 

the size we require for a session key. The subsequent issue for big key size is time 

consumption for computation, as the session key is used frequently in practice and it 

is a waste of computation capability. So it is necessary to do extra processing to 

derive a 128 bits session key from the shared secret generated. 
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Elliptic curve Diffie-Hellman, as a variant of the Diffie-Hellman Key Exchange 

Agreement using elliptic curve cryptography, can be another option. Its security 

relies on the hardness of solving the Elliptic Curve Discrete Logarithm Problem. It is 

commonly recognized that an elliptic curve system with a 160 bits modulus may 

offer the same security level as DH with 1024 bits modulus [13]. Although the 

shared secret generated from the Elliptic curve Diffie-Hellman cannot be used as a 

session key directly, the computation to derive a 128 bits key from 160 bits secret is 

much easier than the case using the Diffie-Hellman Key Exchange Agreement.    

 

There is also another kind of methods to generate session key with arbitrary length. 

The idea is as follows. Firstly, both of the two parties involved generate a random 

number with size that is equal to the length of the session key expected separately. 

Secondly, they exchange their random numbers by each other and thus each party has 

two random numbers. Finally, they simply concatenate these two random numbers 

and hash the result to generate a session key. We name this method as Random 

Number Concatenation (RNC) here in this paper. There is no obvious security issue 

existing for this session key generation method right now and we believe it is also an 

efficient session key generation algorithm.    

 

 
Figure 9: Session key generation using Random Number Concatenation  

3.1.3 The session key verification stage  

The verification of the equality of both session keys is the indication of a successful 

mutual authentication. To check whether the sessions key generated in both devices 

separately are the same, a SC may simply generate a test message, which is encrypted 

with its session key, and send it to the other party. When the paired STB gets this 

encrypted message, it tries to decrypt it with its session key. If the decryption is 

successful, it proves it has the same session as the SC. Then the STB sends an encrypted 

acknowledge message back to the SC. When the SC receives the acknowledge message, 

it confirms it has the same session as the STB as well.  

3.2 Proposed Identity-based Mutual Authentication Schemes 

In this section, three Identity-based mutual authentication schemes are proposed of which 

one has two variants. They are constructed based on the solutions of the first two stages 

introduced in the previous section. The session key verification stage is essential as a part 

of complete mutual authentication scheme. But we disregard this stage in our proposed 
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mutual authentication scheme from now on in this report, because when comparing with 

other two stages, this stage has relatively easy operation. Moreover it is independent of 

methods used earlier. 

 

In addition, the Boneh/Franklin IBE scheme and the Cocks scheme have completely 

different principle in asymmetrical key pair generation and encryption/decryption 

algorithm. But this cannot be seen on the surface in our scenario diagram. For 

convenience, we don’t expressly point out the specific IBE scheme if the type of IBE 

scheme used is obvious in context, except for the case where indication is necessary.   

 

Thus the three proposed Identity-based mutual authentication solutions are 

Boneh/Franklin IBE scheme & Diffie-Hellman Protocol (including normal DH and 

ECDH), Boneh/Franklin IBE scheme & Random Number Concatenation and Cocks IBE 

scheme & Random Number Concatenation. Cocks & DH/ECDH is not investigated 

since we believe the performance of such solution would be rather poor comparing with 

Cocks & RNC. Cocks scheme encrypts messages only bit by bit and Cocks & RNC is 

believed to have much better performance than Cocks & DH/ECDH because DH/ECDH 

has longer message length. 

3.2.1 Boneh/Franklin IBE scheme & Diffie-Hellman Protocol 

The mutual authentication scheme using Boneh/Franklin IBE scheme and Diffie-

Hellman key exchange agreement inherits part of the scenario from the PKI based 

solution and it is also an offline mechanism. Just as its name implies, the scheme also 

uses Diffie-Hellman Key Exchange protocol to generate shared session keys. But instead 

of digital certificate, the authentication of STB and SC builds upon Boneh/Franklin IBE 

scheme.   

 

The ECDH is a variant of the Diffie-Hellman key exchange agreement and it has 

relatively some differences with the latter as pointed out previously. But both 

protocols have the same principle. For the purpose of explanation, we only take the 

normal Diffie-Hellman key exchange agreement when introducing the complete 

mutual authentication scheme. The differences with the scheme using ECDH are 

explained briefly afterwards.   

 

Figure 10 gives a picture of a successful IBE based mutual authentication using the 

Boneh/Franklin IBE scheme and the Diffie-Hellman key exchange agreement. In this 

IBE based scheme, initially there is a service provider controlled Private Key Generator 

(PKG) which keeps a master private key as secret and generates a corresponding master 

public key (denoted as MasterPubKey in figure 10) that is going to be embedded into SC 

and STB. For each device (either SC or STB), the PKG generates a device private key 

based on its device ID and the master private key. The device private key is embedded 

into the device as well (denoted as cKeyPriv for SC and bKeyPriv for STB in figure 10). 

Being different with the PKI based scheme, device IDs
3
 (denoted as cID for SC and bID 

for STB in figure 10) are embedded into devices directly, rather than contained in digital 

                                                 
3
 Device ID can be directly the existing device serial number.  
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certificates. Besides, it is the same as the PKI based scheme that the Diffie-Hellman 

parameters p and g are hard coded and inserted into the STB’s memory too. Additionally, 

all devices contain a function that uses certain algorithm to compute the public key from 

the device ID and the master public key for its paired device.   

 

 
Figure 10: Mutual Authentication Scheme using Boneh/Franklin IBE scheme & DH 

 

The main part in the scenario of a successful IBE based mutual authentication, using 

Boneh/Franklin IBE scheme and Diffie-Hellman key exchange agreement, between SC 

and STB is described as follows:  

 

1a.   When SC is inserted into STB, STB sends its bID to SC. 

1b.   SC sends its cID to STB.  

2a.   STB computes cKeyPub from cID and MasterPubKey. 

2b.   SC computes bKeyPub from bID and MasterPubKey.  

3a.   STB loads DH parameters p and g, and then randomly generate a private 

key y. Consequently a DH public key modyg p  is calculated.  
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3b.   SC randomly generates a private key x. Consequently a DH public key 

modxg p  is calculated.  

4a.   STB sends the generated DH public key modyg p  encrypted with the 

computed cKeyPub to SC.  

4b.   SC sends the generated DH public key modxg p  encrypted with the 

computed bKeyPub to STB.  

5a.   STB decrypts the received message to retrieve modxg p  by using 

bKeyPriv. 

5b.   SC decrypts the received message to retrieve modyg p  by using 

cKeyPriv.  

6a.   STB generates the shared secret by calculating ( ) modx yg p . 

6b.   SC generates the shared secret by calculating ( ) mody xg p . 

7a. STB derives the sKey from the shared secret 

7b.  SC derives the sKey from the shared secret 

 

The devices authentication in this scenario is fully building upon the concept of IBE. For 

explanation purpose, we take SC’s side as an example. A SC receives a STB ID from a 

STB that needs to be authenticated. Then it uses its public key computational function to 

calculate the STB’s public key based on the STB ID and the master public key. The 

public key computational function contains a normal algorithm, so the algorithm itself is 

not secret and it is shared with all devices in the whole system.  The SC uses the STB’s 

public key to encrypt modxg p  and send it to the STB. Although every party in the 

system could calculate the STB’s public key and use it to encrypt message, the paired 

STB is the only one has the corresponding private key to decrypt the encrypted message. 

Therefore only the paired STB could decrypt the message to read the content of

modxg p  , and then generate ( ) modx yg p  afterwards. We could say that the system is 

secure as long as the private key of the STB is kept secure enough.  

 

In the previous mutual authentication scheme, there is an extra step to derive a session 

key from the shared secret, instead of using the shared secret as a session key directly. 

Because the size of a sufficient session key doesn’t need to be as big as the shared secret 

and an overweight session key only gives extra workload for computation without any 

further benefits. A reasonable session key can be simply derived for instance by using 

matrix multiplication.  

 

As an alternative choice, the normal Diffie-Hellman key exchange agreement can be 

replaced by Elliptic Curve Diffie-Hellman here. There are several reasons to do so. First 

of all, the Elliptic Curve Cryptography is recognized to be a more computationally 

efficient than the Diffie-Hellman with the same security level [13]. Our required key 

sizes are 1024 bits for the Diffie-Hellman and 160 bits for the Elliptic Curve, which 

are considered to be in the same security level, but the latter has much less 

computational cost. In addition, the shared secret generated by the Elliptic Curve 

Diffie-Hellman is much shorter than the normal Diffie-Hellman key exchange 

agreement. Then a session key can be generated from the shared secret more efficiently 



Identity Based Mutual Authentication of CE Devices  2010 

 

 

by using matrix multiplication. Even in the case that the shared secret has the same size 

as the session key needed, the shared secret can be used as a session key directly without 

derivation. Thirdly, the Elliptic Curve Cryptography is used for the Boneh/Franklin 

IBE scheme as well and then no extra function library is needed in this case.  

3.2.2 Boneh/Franklin IBE scheme & Random Number Concatenation 

The Elliptic Curve Diffie-Hellman is a slightly complicated system. In the best case, 

meaning that the shared secret has the same size as the session key needed, the amount 

of bits needs to be transported between devices is the size of the session key. But this best 

case cannot be achieved at all time. For example, to generate a 128 bits session key, we 

need to transport at least 161 bits between devices, using Elliptic Curve Diffie-Hellman 

(this is explained in detail in section 4.3). For this point, the Random Number 

Concatenation method has relatively advantages, because RNC always transport the 

size of the session key between devices each time. Moreover, RNC has easier 

computation than Elliptic Curve Diffie-Hellman, so it saves computation time.  

 

Thus the Random Number Concatenation may also work with the Boneh/Franklin IBE 

scheme together. Figure 11 gives a picture of a successful IBE based mutual 

authentication using the Boneh/Franklin IBE scheme and the Random Number 

Concatenation.  

 

Send bID

Send cID

[cID, MasterPubKey, cKeyPriv]

Compute bKeyPub from 

bID and MasterPubKey

Compute cKeyPub from 

cID and MasterPubKey

Generate random number x Generate random number y

Send {x}bKeyPub   

Send {y}cKeyPub   

Generate sKey:

sKey = H(x||y)

Decrypt {y}cKeyPub with cKeyPriv Decrypt {x}bKeyPub with cKeyPriv

Set-Top BoxSmart Card

[bID, MasterPubKey, bKeyPriv ]

1a

1b

3b

2b

4a

6a

5a

3a

2a

4b

5b

6b Generate sKey:

sKey = H(x||y)

 
Figure 11: Mutual Authentication Scheme using Boneh/Franklin IBE scheme & RNC 
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The scheme works the same as the previous scheme, except for the way to generate a 

session key. Since the Diffie-Hellman key exchange agreement is not used, the 

parameters used for Diffie-Hellman key exchange agreement can also be removed. 

The main scenario of a successful mutual authentication according to this scheme is as 

follows:  

 

1a.   When SC is inserted into STB, STB sends its bID to SC. 

1b.   SC sends its cID to STB.  

2a.   STB computes cKeyPub from cID and MasterPubKey. 

2b.   SC computes bKeyPub from bID and MasterPubKey.  

3a.   STB randomly generate a 64 bits number y.  

3b.   SC randomly generates a 64 bits number x.  

4a.   STB sends the random number y encrypted with the computed cKeyPub 

to SC.  

4b.   SC sends the random number x encrypted with the computed bKeyPub to 

STB.  

5a.   STB decrypts the received message to retrieve x by using bKeyPriv. 

5b.   SC decrypts the received message to retrieve y by using cKeyPriv.  

6a.   STB does concatenation of x and y, and then applies a hash function on it 

to generate the sKey. 

6b.   SC does concatenation of x and y, and then applies a hash function on it 

to generate the sKey.   

3.2.3 Cocks IBE scheme & Random Number Concatenation  

The two previously introduced mutual authentication schemes both need Elliptic Curve 

Cryptography. Unfortunately, the current Irdeto equipment doesn’t support Elliptic 

Curve Cryptography. In this case, using the Cocks IBE scheme together with the 

Random Number Concatenation in the IBE based mutual authentication scheme 

appears to be a better choice since no time consuming pairing needed. The random 

number needs to be transported for Random Number Concatenation only has 128 bits, 

which is acceptable by using the Cocks IBE scheme as we think, considering 

computational performance.  

 

We don’t go through into the scenario details for this IBE based mutual authentication 

scheme since the scheme works the same as the mutual authentication scheme using the 

Boneh/Franklin IBE scheme and the Random Number Concatenation as shown in 

figure 11.  

3.3 Security Analysis 

There are several general threats might be applied to all the proposed IBE based mutual 

authentication schemes, including: 

 

1. Recover master private key 

2. Recover device private key 

3. Recover master private key 

4. Man-in-the-middle attack 
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In this section, we examine and analyze the influence or consequence to the system when 

these attacks are applied. We also propose corresponding countermeasures to recover the 

system.   

Recover master public key 

Master public keys can be recovered from STB or SC through physical attacks for 

example. But it is rather useless to steal a steal master public key. The only value of a 

master public key is to contribute as a parameter to generate device public key and 

actually every device contains the same master public key, being open in the system. In 

addition, although there is certain relationship existing between the master public key and 

the master private key, the nature of IBE determines it is considered to be unfeasible to 

recover a master private key, knowing the corresponding master public key.  

 

Recover device private key 

Device private key can also be recovered from STB or SC through physical attacks for 

example, but it takes more effort to steal a device private key than a master public key. 

Device private keys are more sensitive, so they are better protected. Gaining a specific 

device private key and the related device ID, one may easily start emulation and cloning 

of a device. Of course, the influence on the whole system is still limited, since hacking a 

device private key doesn’t leak any information for other devices. In the other words, the 

disaster is only confined to the hacked device itself.  

 

The straightest countermeasure is to revoke the hacked device and automatically revoke 

all clones. The issue of revocation is explained in section 5.2.4.   

 

Recover master private key 

Master private key can be recovered through brute force attacks for example. Such a hack 

may cause catastrophe to the whole system, however the feasibility is infinitesimal based 

on current technology, either for pairing based IBE or quadratic residues based IBE.  

 

It is almost impossible to recover the whole system in case the master private key is 

recovered. All devices contain a private key generated from the covered master private 

key have to be rekeyed in a new IBE instance.   

 

Man-in-the-middle attack 

The man-in-the-middle (MITM) attack is a kind of classic threat on mutual authentication. 

The attacker can eavesdrop and impersonate one of the involved parties to the satisfaction 

of the other. In PKI based system, using digital certificate is an impactful way to against 

the man-in-the-middle attack. In our IBE based mutual authentication solution, such 

kinds of attacks can be prevented due to the characteristics of IBE. If an attacker 

eavesdrops a device ID and impersonate this device to communicate with another device, 

the attacker cannot be authenticated by the other device through this way. Because this 

attacker doesn’t have the corresponding device private key to decrypt the message 

encrypted by the device public key generated from this device ID.  
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Chapter 4 Prototype Implementation  
 

In order to analyze feasibility and measure performance for the proposed identity based 

mutual authentication solutions, as well as PKI based mutual authentication solution, five 

prototypes are implemented for comparison purpose and they are PKI based mutual 

authentication solution (with DH), Boneh/Franklin IBE scheme & DH, Boneh/Franklin 

IBE scheme & ECDH, Boneh/Franklin IBE scheme & RNC and Cocks IBE scheme & 

RNC. These prototypes are windows console applications developed by using C++, 

which uses statically-linked library MIRACL.  

 

In this chapter, we give some background information of implementation first. 

Afterwards, the static library MIRACL that we use in the prototype development is 

introduced in section 4.2. Finally, section 4.3 explains the applications included in each 

prototype in detail. It is also treated as the technical manual of the developed prototypes.     

4.1 The Selection of Implementation  

The prototypes are developed for the purpose to compare the performance of different 

encryption algorithms and session key generation methods used for mutual authentication. 

Specifically Boneh/Franklin IBE scheme & DH, Boneh/Franklin IBE scheme & ECDH, 

and Boneh/Franklin IBE scheme & RNC are used to compare DH, ECDH and RNC. 

Boneh/Franklin IBE scheme & RNC and Cocks IBE scheme & RNC are used to compare 

Boneh/Franklin IBE scheme and Cocks IBE scheme. Boneh/Franklin IBE scheme & DH 

and PKI & DH, which is the original proposal in Irdeto, are used to compare 

Boneh/Franklin IBE scheme and PKI. These prototypes are enough to perform necessary 

comparison, so no more combinations are implemented.  

 

The table below gives the selection of implemented prototypes: 

 

 DH ECDH RNC 

BF IBE √√√√    √√√√    √√√√    

Cocks IBE x x √√√√    

PKI √√√√    x x 
 Table 1: Selection of prototypes implementation 

4.2 MIRACL Library  

There are few software libraries that can provide Boneh/Franklin IBE implementation. 

The most well-known Boneh/Franklin IBE implementation libraries include MIRACL 

and Stanford IBE system [2, 7]. Both of these two libraries are developed by using 

C/C++. As far as we know, there is no publicly known Boneh/Franklin IBE library using 

Java up to now. MIRACL can provide more functions that are necessary for our 

prototypes implementation, but Stanford IBE system can’t. This is the main reason for us 

to choose MIRACL library.  
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MIRACL stands for Multi-precision Integer and Rational Arithmetic C/C++ Library and 

it is an arithmetic software library developed by Shamus Software Limited for 

cryptography and number theory programs. Besides the Elliptic Curve Cryptography, 

hash functions and efficient Tate pairing algorithm required for Boneh/Franklin IBE 

implementation, MIRACL also provides RSA public key cryptography, Diffie-Hellman 

Key exchange, DSA digital signature and Advanced Encryption Standard (AES), which 

are necessary for our implementation of mutual authentication prototypes. In addition, 

MIRACL includes a benchmarking program BMARK which allows the user to quickly 

determine the time that is required to implement any of the popular public key methods.  

 

MIRACL is considered to be a compact, fast and efficient software library, but there are 

still some drawbacks left. It is originally implemented as C library. Although a well-

thought out C++ wrapper is provided, the pity is no particular reference manual available 

for C++ developer up to now. Furthermore, MIRACL is only free for non-profit making, 

educational or non-commercial use. In other words, it is a commercial software library 

for other purposes of usage.    

4.3 The Structure of Prototypes  

The prototypes we developed contain multiple sub-applications in order to give a clear 

demonstration. In particular, Boneh/Franklin IBE scheme & RNC and Cocks IBE scheme 

& RNC contain four applications which are corresponding to the four standard phases of 

IBE, namely Setup, Extract, Encrypt and Decrypt. Boneh/Franklin IBE scheme & DH, 

Boneh/Franklin IBE scheme & ECDH contain five applications. Beside the four standard 

applications, the extra one is used for DH/ECDH generation.
4
 The structure of the PKI 

based mutual authentication prototype is more complicated and it has nine applications in 

total, due to additional certificate generation and management when comparing with IBE 

based solution. The specific functionalities of those applications are described and 

explained in detail as below.  

 

PKI & Diffie-Hellman Protocol 

 

Refer to figure 4.  

Sub-application  Description  

Setup.exe 

(run by CA) 

This application generates shared algorithm parameters (p, q, g) 

for Digital Signature Standard and stores those parameters in file 

common.dss 

Ca.exe 

(run by CA) 

This application generates one set of root public and private keys 

(RootCApub and RootCApriv) for Digital Signature Algorithm 

and stores these two keys in files root_public.dss and 

root_private.dss respectively  

Rsakey.exe This application generates one set of RSA keys for devices and 

                                                 
4
 DH/ECDH generation can also be integrated with Encrypt application. But in our implementations, these 

two applications have conflict with each other when they are integrated due to unknown reason. We believe 

the conflict is caused by certain functions called from MIRACL library and this issue can be solved if an 

elaborate MIRACL manual (for C++) can be provided.   
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(run by device) stores these two keys in files public.key and private.key 

respectively. Each device may run this application to get its own 

RSA key pair, public<deviceID>.key and private<deviceID>.key.   

Sign.exe 

(run by CA) 

This application asks for a device public key file 

public<deviceID>.key, computes its message digest, signs it by 

using root private key stored in file root_private.dss, and outputs 

the signature to file public<deviceID>.sig 

Veri.exe 

(run by device) 

This application verifies the signature in file 

public<deviceID>.sig, which is given to the public key stored in 

file public<deviceID>.key (step 2 in figure 4) 

DH.exe 

(run by device) 

This application generates a random exponent x (or y) and stores 

it in file x.dh (or y.dh). Then it calculates exponentiation value 

and stores it in file px.dh (or py.dh).   (step 3 in figure 4) 

Enco.exe 

(run by device) 

This application encrypts the calculated exponentiation value in 

file px.dh (or py.dh) with verified device public key in file 

public<deviceID>.key and stores it in file <deviceID>.rsa (step 4 

in figure 4)  

Deco.exe 

(run by device) 

This application decrypts the message in file <deviceID>.rsa with 

device private key in file private<deviceID>.key and stores the 

plaintext in file px.dh2 (or py.dh2). (step 5 in figure 4)   

SKG.exe 

(run by device) 

This application calculates shared secret from exponentiation 

value in file px.dh2 (or py.dh2) and exponent y (or x) in file y.dh 

(or x.dh). Then it derives a session key sk from the shared secret 

and stores it in file sk.pki (step 6 and 7 in figure 4)   

 

Boneh/Franklin IBE scheme & Diffie-Hellman Protocol 

In this program, Boneh/Franklin IBE doesn’t encrypt the exponentiation value 

generated by DH directly, but instead, it uses a 128 bits AES symmetric key to 

encrypt the exponentiation value and use Boneh/Franklin IBE to encrypt the 128 bits 

symmetric key. By using this way, the performance of the program can be improved, 

because the calculation of AES is much faster than Boneh/Franklin IBE for a 1024 

bits message. It is a good technique that we only need to use Boneh/Franklin IBE to 

encrypt a 128 bits symmetric key, instead of a 1024 bits exponentiation value.  

 

For Boneh/Franklin IBE, there are four hash functions implemented. Hash function 1 

(H1) hashes a zero-terminated string (an ID string) to a number in 
p
F . Hash function 

2 (H2) hashes an number in 2p
F  to a 256 bits string. Hash function 3 (H3) hashes two 

strings to a number in 
p
F . Hash function 4 (H4) hashes 256 bits string to another 

string with the same length.  

 

The block size we use for Boneh/Franklin IBE scheme for all prototypes is 256 bits. 
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Refer to figure 10. 

Sub-application  Description  

Setup.exe 

(run by PKG) 

This application generates shared system parameters:  

Prime p (the modulus for finite field); Prime q (the order of elliptic 

curve) 

Point P – x coordinate; Point P – y coordinate (P is the generator 

of 1G ) 

Point Ppub – x coordinate; Point Ppub – y coordinate 

Cube root of unity in 2p
F  – x component ( 2G ) 

Cube root of unity in 2p
F  – y component ( 2G ) 

These parameters are stored in file common.ibebf. 

It also generates master secret s and stores it in file master.ibebf 

Extract.exe  

(run by PKG) 

This application asks for a device ID number and generates a 

device private key based on the received device ID and the master 

secret stored in file master.ibebf. It stores the generated device 

private key in <deviceID>.privatekey 

DH.exe 

(run by device) 

This application generates a random exponent x (or y) and stores 

it in file x.dh (or y.dh). Then it calculates exponentiation value 

and stores it in file px.dh (or py.dh). (step 3 in figure 10)   

Encrypt.exe 

(run by device) 

This application works as follows in order:  

1. Ask for a target device ID number 

2. Calculate device public key by applying H1 on the 

retrieved device ID. (step 2 in figure 10) 

3. Get Diffie-Hellman exponentiation value in file px.dh (or 

py.dh).    

4. Generate a random AES session key, and use it to encrypt 

the exponentiation value retrieved. The output is stored in 

file <deviceID>.ibebf (step 4 in figure 10) 

5. Encrypt the AES session key by using Boneh/Franklin IBE 

algorithm with  the device public key and store the output 

in file <deviceID>.key (step 4 in figure 10) 

Decrypt.exe 

(run by device) 

This application works as follows in order:  

1. Decrypt the message in file <deviceID>.key to retrieve the 

AES session key by using Boneh/Franklin IBE private key 

stored in file <deviceID>.privatekey (step 5 in figure 10) 

2. Decrypt the message in file <deviceID>.ibebf to retrieve 

the exponentiation value by using the retrieved AES 

session key (step 5 in figure 10) 

3. Calculate the shared secret by using the retrieved 

exponentiation value and own exponent in file y.dh (or 

x.dh). (step 6 in figure 10) 

4. Derive a 128 bits session key from the shared secret by 

multiplying a standard matrix with the shared secret. (step 

7 in figure 10)  
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Boneh/Franklin IBE scheme & Elliptic Curve Diffie-Hellman 

In this program, we don’t use AES to improve the performance of the program as in 

Boneh/Franklin IBE scheme & Diffie-Hellman Protocol. The public key generated by 

ECDH has a compressed form of two coordinate values and they have size 160 bits 

and 1 bit, so the communication size for ECDH is 161 bits. Because the block size of 

our Boneh/Franklin IBE is 256 bits, so they almost cost the same time to encrypt a 

128 bits message and a 161 bits message.  

 

No reference illustration, but figure 10 has reference value. 

Sub-application  Description  

Setup.exe 

(run by PKG) 

The same as in Boneh/Franklin IBE scheme & Diffie-Hellman 

Protocol 

Extract.exe  

(run by PKG) 

The same as in Boneh/Franklin IBE scheme & Diffie-Hellman 

Protocol 

ECDH.exe 

(run by device) 

This application generates a secret random value x (or y) for 

ECDH and stores it in file x.ecdh (or y.ecdh). Then it calculates 

the public key for ECDH in compressed form and stores it in file 

px.ecdh (or py.ecdh). (step 3 in figure 10)   

Encrypt.exe 

(run by device) 

This application works as follows in order:  

1. Ask for a target device ID number 

2. Calculate device public key by applying H1 on the 

retrieved device ID. (step 2 in figure 10) 

3. Get the ECDH public key value in file px.ecdh (or 

py.ecdh).    

4. Encrypt the AES session key by using Boneh/Franklin IBE 

algorithm with  the device public key and store the output 

in file <deviceID>.key (step 4 in figure 10) 

Decrypt.exe 

(run by device) 

This application works as follows in order:  

1. Decrypt the message in file <deviceID>.key to retrieve the 

ECDH public key value by using Boneh/Franklin IBE 

private key stored in file <deviceID>.privatekey (step 5 in 

figure 10) 

2. Calculate the shared secret by using the retrieved ECDH 

public key and own secret in file y.ecdh (or x.ecdh). (step 

6 in figure 10) 

3. Derive a 128 bits session key from the shared secret by 

multiplying a standard matrix with the shared secret. (step 

7 in figure 10)   

 

Boneh/Franklin IBE scheme & Random Number Concatenation 

 

Refer to figure 11. 

Sub-application  Description  

Setup.exe 

(run by PKG) 

The same as in Boneh/Franklin IBE scheme & Diffie-Hellman 

Protocol 
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Extract.exe  

(run by PKG) 

The same as in Boneh/Franklin IBE scheme & Diffie-Hellman 

Protocol 

Encrypt.exe 

(run by device) 

This application works as follows in order:  

1. Ask for a target device ID number 

2. Calculate device public key by applying H1 on the 

retrieved device ID. (step 2 in figure 11) 

3. Generate a 128 bits random number and store it in file 

random.ibebf (step 3 in figure 11) 

4. Encrypt the random number by using Boneh/Franklin IBE 

algorithm with with  the device public key and store the 

output in file <deviceID>.key (step 4 in figure 11) 

Decrypt.exe 

(run by device) 

This application works as follows in order:  

1. Decrypt the message in file <deviceID>.key to retrieve the 

128 bits random number (step 5 in figure 11) 

2. Do concatenation of the retrieved 128 bits random number 

and the own generated 128 bits random number stored in 

file random.ibebf (step 6 in figure 11) 

3. Derive a 128 bits session key from the concatenated value 

by applying hash function. (step 6 in figure 11)  

 

Cocks IBE scheme & Random Number Concatenation 

 

No reference illustration, but figure 11 has reference value. 

Sub-application  Description  

Setup.exe 

(run by PKG) 

This application generates two primes p and q, both satisfying 

congruence to 3 mod 4 , to form an RSA modulus by calculating the 

multiplication of p and q. The modulus is stored in file 

common.ibecoc as a public shared parameter. The sum of p and q 

is stored in file master.ibecoc as a secret 

Extract.exe  

(run by PKG) 

This application works as follows in order 

1. Ask for a device ID number  

2. Derive value a from the device ID number through one or 

multiple application of hash function (deterministic 

process) 

3. Generates a device private key r based on the value a and 

the master secret stored in file master.ibecoc. 

4. Check 2 modr a m≡  or 2 modr a m≡ −  , and store 

parameter 1 to file privatekey.<deviceID> in the first case, 

otherwise store parameter 0  

5. Store the generated device private key in file 

<deviceID>.privatekey 

Encrypt.exe 

(run by device) 

This application works as follows in order:  

1. Ask for a target device ID number 

2. Derive value a from the device ID number through one or 

multiple application of hash function (deterministic 
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process) (step 2 in figure 11) 

3. Generate a 128 bits random number and store it in file 

random.ibecoc (step 3 in figure 11) 

4. Encrypt the random number bit by bit by computing 

corresponding c1(i) and c2(i) in files c1.ibecoc and 

c2.ibecoc respectively (step 4 in figure 11) 

Decrypt.exe 

(run by device) 

This application works as follows in order:  

1. Check the parameter value in privatekey.<deviceID>, if it 

is 1, take file c1.ibecoc, else take file c2.ibecoc 

2. Compute every bit from c1(i) in file c1.ibecoc (or c2(i) in 

file c2.ibecoc) (step 5 in figure 11) 

3. Do concatenation of the computed 128 bits random 

number and the own generated 128 bits random number 

stored in file random.ibecoc (step 6 in figure 11) 

4. Derive a 128 bits session key from the concatenated value 

by applying hash function (step 6 in figure 11) 
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Chapter 5 Comparison of Mutual Authentication Solutions 
 

The implementation of prototypes not only gives a feasibility study of the proposed 

mutual authentication solutions, but also provides tools for performance examination. 

Here in this chapter, the application performance of the proposed IBE based solutions are 

compared for the purpose to recommend the best IBE based solution according to the 

current situation and security requirements. Furthermore, the comparison among server 

based, PKI based and IBE based mutual authentication solutions are performed. Since the 

motivation to carry out this project is to find a feasible, economic and efficient mutual 

authentication solution, it is necessary to compare IBE based mutual authentication 

solution with other existing solutions in order to examine the value of IBE based solution.   

5.1 Performance comparison of IBE solutions   

The performance of an application involves several aspects, such as memory occupied, 

data capacity of computation, and complexity of computation. These factors can be 

measured accurately in order to compare the performance of several different 

applications with similar functionality in some cases.  But in our case, the differences 

between our solutions are not that big and their performance cannot be easily seen 

according to the factors mentioned previously. For example, if one application defines 

more variables and another one uses more multiplication calculation, then it is hard to 

judge which one has better performance. So the best factor we use to measure the 

performance of the applications in our case is time consuming. Considering that the 

running time of the variant IBE solutions does not have obvious difference, the high 

accuracy unit of time consuming is used. We use the Win32 functions 

QueryPerformanceCounter and QueryPerformanceFrequency that can measure the 

performance of applications up to nanosecond accuracy, which is one billionth of a 

second. The result calculated through these functions is actually quite variable and it is 

affected a lot by the processes or services running behinds the scenes, so too high 

precision is not necessary and the precision unit we use here is 100 ns. Due to the same 

reason, the examined application should be run multiple times and then the total time is 

averaged to get a more precise result. Of course, this can also be done by calling the 

measures code multiple times as described in the code below. We choose to pick the 

average value of 10 times for examination. The code that is inserted in to our applications 

to measure performance is as follows: 

 

 

LARGE_INTEGER start, finish, frequency;     
QueryPerformanceFrequency(&frequency);     
 
QueryPerformanceCounter(&start) ;         
 // measured code for time consuming    (repeating n times) 
QueryPerformanceCounter(&finish);     
    
cout << “The time cost is: ” << (double) (finish.QuadPart - start.QuadPart) / 
frequency.QuadPart / n << endl; 
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We execute prototype applications on normal desktop for comparison. The situation of 

the PC platform has direct effect on the time consuming of the applications, but it doesn’t 

affect the comparison result. Here we give out the basic information of our PC platform.  

 

 
 

The IBE based solutions proposed all contain four or five sub-applications as explained 

in the previous chapter. Because the setup and extract sub-applications are always be 

operated in factory, the performance of these two sub-applications is not considered to be 

an important factor for solution selection. Therefore we only measure the performance of 

the encryption (including DH/ECDH generation) and decryption that should be operated 

by devices themselves separately and the total time consuming of these two operations is 

considered to be the key factor for solution selection.  

 

The three solutions using Boneh/Franklin IBE scheme are examined first. The 

examination result for encryption operation is displayed in the table below.  

 

 BF & DH BF & ECDH BF & RNC 

Communication 

Value Generation 
0.004 sec 0.004 sec 0.001 sec 

BF Encryption 0.080 sec 0.080 sec 0.080 sec 

AES Encryption 0.001 sec - - 

Total 0.085 sec 0.084 sec  0.081 sec 
Table 2: Encryption performance of variant solutions using Boneh/Franklin scheme 

 

It can be seen in Table 2, BF&DH and BF&ECDH have the same time consuming, either 

for DH/ECDH generation or BF encryption. In fact, ECDH generation has advantage in 

shorter message length, but the computation for ECDH generation is more complicated 

than DH generation. That’s why the difference of their time consuming is limited, which 

is even ignored in our table. For BF Encryption, BF&DH encrypts a 128 bits message 

while BF&ECDH encrypts a 161 bits message. They both use 256 bits block size for BF 

IBE, so the time cost is the same. Actually BF&ECDH takes a little bit more time to read 

and compute a longer message, but this is also ignored here because the difference is 

rather tiny. However BF&DH also has AES encryption. As we could see, the AES 

encryption for a 1024 bits message is much faster than the BF encryption for a 128 bits 

message. This proves the success of the technique used for BF&DH. In BF&RNC, a 128 

System: 
 Microsoft Windows XP Professional Version 2002  
 Service Pack 2 
 
Computer: 
 Pentium(R) 4 CPU 3.00GHz 
 2.99 GHz of RAM 
 Physical Address Extension 
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bits random number generation is obviously faster than DH/ECDH generation. BF&RNC 

also encrypts a 128 bits message as in BF&DH, so the time cost is the same.    

Table 3: Decryption performance of variant solutions using Boneh/Franklin scheme 

 

The decryption operation includes BF decryption, AES decryption and key generation 

and the result is displayed in Table 3. The decryption process has the same principle as 

the encryption process. Therefore BF&RNC takes benefits on key generation method 

compare with BF&DH and BF&ECDH. In addition, the session key generation in 

BF&RNC is using concatenation of two random numbers and hash function, which is 

proved to be faster than the way using DH/ECDH and matrix multiplication in BF&DH 

and BF&ECDH.  

 

In general, considering encryption and decryption together, BF&RNC has the best 

performance out of the three mutual authentication solutions using Boneh/Franklin 

scheme and RNC has significant superiority over DH/ECDH. BF&ECDH has slightly 

better performance than BF&DH. (The result is displayed in Table 4).   

 

 BF & DH BF & ECDH BF & RNC 

Encryption (Total) 0.085 sec 0.084 sec 0.081 sec 

Decryption (Total) 0.136 sec 0.134 sec 0.129 sec 

Total 0.221 sec 0.218 sec  0.210 sec 
Table 4: Performance of variant solutions using Boneh/Franklin scheme 

 

From the performance comparison of variant solutions using Boneh/Franklin scheme, it 

can be concluded that RNC has relatively advantage on performance. Since 

Boneh/Franklin and Cocks IBE scheme both can work with RNC together, it is worth to 

measure which of BF&RNC and COCKS&RNC has better performance. BF scheme has 

disadvantage on time consuming pairing, while Cocks scheme has disadvantage on bit by 

bit encryption. It is hardly comparable without real implementation and examination. 

Next, we test the COCKS&RNC encryption and the corresponding decryption. (The 

result is displayed in Table 5).  

 

 BF & RNC COCKS & RNC 

Encryption (Total) 0.081 sec 0.125 sec 

Decryption (Total) 0.129 sec 0.095 sec 

Total 0.210 sec 0.220 sec 
Table 5: Performance of solutions using Boneh/Franklin scheme and Cocks scheme 

 

Since both solutions use RNC and the same way to derive session key, there is no need to 

count separate sub-operations’ running time and only the total encryption and decryption 

 BF & DH BF & ECDH BF & RNC 

BF Decryption 0.129 sec 0.129 sec 0.129 sec 

AES Decryption  0.002 sec - - 

Key Generation 0.005 sec 0.005 sec 0.0003 sec 

Total 0.136 sec 0. 134 sec  0.129 sec 
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running time is counted. The result clearly indicates that COCKS&RNC can save about 

26% time cost on decryption, but waste about 54% time cost on encryption to generate a 

128 bits session key, comparing with BF&RNC. Generally considering encryption and 

decryption together, BF&RNC can save about 5% time cost than COCKS&RNC to 

generate a 128 bits session key. It is still early to conclude that BF&RNC has the best 

performance we found up to now. A further question we have is whether BF&RNC loses 

superiority over COCKS&RNC if a longer session key is required to be generated. So we 

examine the performance of these two solutions to generate 192 bits and 256 bits session 

keys. Our original applications are implemented to generate a 128 bits session key, so 

they have to be modified in order to generate longer session keys. (The result is displayed 

in Table 6).  

 

Key Length Encode / Decode BF & RNC COCKS & RNC 

128 bits 
Encryption 0.081 sec 0.125 sec 

Decryption 0.129 sec 0.095 sec 

192 bits 
Encryption 0.081 sec 0.189 sec 

Decryption 0.129 sec 0.143 sec 

256 bits 
Encryption 0.081 sec 0.250 sec 

Decryption 0.130 sec 0.188 sec 
Table 6: Performance of generating 128, 192 and 256 bits session keys 

 

 
Figure 12: Encryption Performance Trend 
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Figure 13: Decryption Performance Trend 

 

Observing Table 6 (and also Figure 12 and 13), the time cost increases sharply when the 

generated session key length gets longer for COCKS&RNC either in the case of 

encryption or decryption, while the time cost almost keeps the same for BF&RNC 

encryption and decryption. We use 256 bits block size for BF IBE, that’s why it almost 

takes the same time for encryption and decryption in BF&RNC. Of course, small time 

cost increase still exist when generating 192 and 256 bits session keys, because reading 

and computing longer message always take more time and it is more obvious during 

decryption, which contains session key generation operation. But comparing with the 

total time consuming, such increase is rather tiny and can be ignored. For now, it is not 

difficult to estimate that BF&RNC can enlarge its superiority over COCKS&RNC if the 

required session key length keeps increasing.  

 

Time consuming is a key factor when performing feasibility study, but it is not the only 

one in our case. Based on the current technology, the channel size used for the 

communication between STB and SC is quite limited, so it is also valuable to compare 

the communication size needed for each solution. Here we list the communication size 

for all variant IBE based solutions (for 128 bits session key generation).  

 

 BF & DH BF & ECDH BF & RNC COCKS & RNC 

Communication 

Size (bits) 

1024 (BF) 

+ 

1024 (AES) 

1024 (BF) 1024 (BF) 2*128*1024 

Table 7: Communication size of variant IBE based solutions 

 

If the transmitted message has length smaller or equal to 256 bits, then the 

communication size is always 1024 bits for solutions using BF IBE, because our block 

size is 256 bits. BF&DH also use AES for 1024 bits message encryption, so the 

communication size is doubled. For COCKS&RNC, the communication size if much 
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bigger. 2*1024 bits communication size is needed in order to transmit one bit, so 

2*128*1024 bits communication size is needed in total.  

  

The conclusion is that BF&RNC has the best performance for a 128 bits session key 

generation, considering either time consuming or communication size. Moreover the 

situation will not be changed if a longer session key length is required.    

5.2 Comparison of variant mutual authentication solutions   

The implementation and performance study of variant IBE based solutions proves the 

feasibility of IBE based mutual authentication. Then in this section, the characteristics of 

IBE based solution is compared with sever based and PKI based solution to reflect the 

advantages, but also the disadvantages of using IBE in mutual authentication. The 

comparison performed is based on six aspects, namely online connection requirement, 

cost, availability, device revocation, device computation capability and communication 

size.  

 

Here we first summarize the advantages and disadvantages of variant mutual 

authentication solutions in table 8 and then they are explained and analyzed at length.   

 

 Server based PKI based IBE based 

Online connection 

requirement 
Yes  No No  

Cost (bandwidth) High  Low  Low  

Cost (security) Not Comparable High High + 

Availability Medium Good Good 

Device revocation Easy Difficult Difficult 

Device computation 

capability 
Low Low + High 

Communication size 0 Big Small 
Table 8: Advantages and disadvantages of variant mutual authentication solutions 

5.2.1 Online connection requirement 

Server based solution needs online connection to provide the ID numbers of the paired 

devices to the activation center. The meaning of online connection includes all the 

communication channels connected to the activation center. So the communication 

doesn’t have to be provided by the device itself, but can also be manual operation through 

web portals, SMS or fax. When the activation center receives requests from the paired 

devices, it sends encrypted random session keys to both devices through the broadcast 

network, which is also used for radio or television program transmission.  

 

PKI and IBE based solutions are both offline mechanisms, so no online connection is 

required for them.   

5.2.2 Cost  

The cost is divided into two types, the cost of bandwidth and the cost of security. 
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For server based solution, the broadcast of the encrypted session keys is rather costly. 

The network bandwidth is limited and hard to be extended due to technical bottlenecks. 

Each time when two devices are paired, the network bandwidth is occupied for session 

key broadcast. Therefore using limited bandwidth to transmit huge amount of session 

keys, but not profitable radio or television program directly affect the service provider’s 

benefits. PKI based solution and IBE based solution don’t have such issue.  

 

Regarding the cost of security, the activation center in server based solution, the CA for 

PKI based solution and the PKG for IBE based solution all need to be highly secured. 

However the PKG even requires higher security than PKI based solution, because if the 

PKG is compromised, then all existing devices are not secure anymore. If the CA is 

compromised, then all existing devices are still secure. The activation center is not 

comparable here since server based solution has different system structure.   

5.2.3 Availability 

The mutual authentication of the devices decides the availability of services, which might 

be the most important thing that is considered by customers when purchase. As 

introduced previously, server based solution needs the support of activation center, so it 

has disadvantage on availability, comparing with PKI based solution and IBE based 

solution. First of all, there is always a delay between sending IDs and getting session 

keys. Secondly, the availability of the services depends on usability of the activation 

center. The whole mechanism takes the risk that the activation center is down in certain 

moment, which never happens with PKI based solution and IBE based solution as offline 

mechanism.  

5.2.4 Device revocation  

The device has to be revocable in case it is not valid anymore. For server based solution, 

the activation center can keep a revocation list of devices. When a revoked device 

requests a session key for pairing purpose, the activation center will reject its request. It is 

an easy, but efficient way of device revocation.  

 

For PKI based solution and IBE based solution, the revocation is difficult. One possible 

solution is to keep the revocation list of devices on the devices. Before the mutual 

authentication starts, one device has to check whether the other party is listed on the 

revocation list. If so, authentication is rejected. But keeping a long list occupies memory 

space and the list keeps growing, especially for the device with limited memory space 

such as smart card, it is a heavy load. For the other side, the update of the revocation list 

can be done through broadcast. However broadcast occupies bandwidth and it is has 

certain cost. Of course, the cost depends on how frequent the revocation list is updated.  

5.2.5 Device computation capability 

All three mutual authentication solutions require computation in devices, but with 

different levels. For server based solution, the device only needs to decrypt the session 

key message sent by the activation center by using AES. As a fast algorithm, the 

computation capability required for AES is rather low.  
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For PKI based solution, it mainly uses RSA cryptography, but it needs certificate 

verification before using device public key for decryption. On the other side, the 

decoding of RSA is recognized as a painfully slow process. However we still consider 

that PKI based solution is much faster than IBE based solution, since IBE based solution 

has a real time consuming process (group pairing for BF scheme or bit by bit encryption 

for COCKS scheme). In order to validate our judgment, one PKI based prototype and one 

IBE based prototype are examined together. The IBE based prototype we choose is 

BF&DH for comparable convenience, because the only PKI based prototype we 

implemented is PKI&DH. Furthermore, we only output the time cost to encrypt a DH 

exponentiation value and its retrieval through decryption. The examination result is 

displayed in the table below.  

 

 BF & DH PKI & DH 

Encryption 0.080 sec (BF) 0.005 sec  

Certificate Verification - 0.004 sec  

Decryption 0.129 sec (BF) 0.034 sec 

Total 0.209 sec (BF) 0.043 sec 
Table 9: Performance of PKI&DH and BF&DH 

 

The examination result proves our judgment is correct. PKI&DH solution is about four 

times faster than BF&DH solution. The gap between PKI based solution and both IBE 

based solutions is obvious.  

5.2.6 Communication size 

Server based solution has no communication between devices for mutual authentication 

operation, so the communication size is 0. For PKI based solution, the communication 

size is used for certificate exchange and ciphertext transmission. The digital certificate 

mainly contains DSA signature (320 bits) and the signed public key (1024 bit). The RSA 

ciphertext has the same length as RSA public key and it is 1024 bits. The total 

communication size is 2368 bits for a 128 bits session key generation, without 

considering the length of device ID. For IBE based solution, if BF&ECDH or BF&RNC 

is chosen, then the communication size is 1024 bits for a 128 bits session key generation, 

with block size of 256 bits. If the block size is reduced to 128 bits, then BF&RNC only 

needs 512 bits communication size, because RNC only requires a 128 bits random 

number for transmission.   

 

 Server based IBE based PKI based 

Communication 

size (bits) 
0 512 (minimum) 2368 

Table 10: Communication size of variant mutual authentication solutions (128 bits key generation) 
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 Chapter 6 Conclusion 
 

In this master thesis, we propose and investigate mutual authentication solutions that are 

using different types of IBE with combination of variant session key generation methods. 

In detail, the proposed combinations forming IBE based solutions include 

Boneh/Franklin IBE scheme & Diffie-Hellman key exchange, Boneh/Franklin IBE 

scheme & Elliptic Curve Diffie-Hellman, Boneh/Franklin IBE scheme & Random 

Number Concatenation, Cocks IBE scheme & Random Number Concatenation. Then we 

perform feasibility study for the proposed solutions by using prototype construction and 

carry out performance examination among these IBE based solutions based on the 

prototypes implemented. The result of the examination shows that Boneh/Franklin IBE 

scheme has superiority over Cocks IBE scheme when working with Random Number 

Concatenation to generate a 128 bits session key and Random Number Concatenation has 

best performance out of the three session key generation methods in our case.  

 

Then we compare IBE based solution with other existing mutual authentication solutions, 

typically server based solution and PKI based solution, in six different aspects. PKI based 

solution and IBE based solution have superiority over sever based solution in cost 

(bandwidth) and availability because of their offline characteristics. However they both 

have difficulties in device revocation, which is easier in sever based solution. All three 

mutual authentication solutions use different cryptographic algorithms, so the device 

computation capabilities required are different. Within these three types of solutions, IBE 

based solution has the highest computation capability requirement while server based 

solution has the lowest. When comparing IBE based solution with PKI based solution, 

IBE based solution takes advantage that it has no digital certificate needed. Thus it has 

much lower communication size than PKI based solution. But the PKG used in IBE 

based solution has higher security requirement than the CA used in PKI based solution. 

 

In general, IBE based solution is considered to be a feasible, economic and secure 

solution that can be used as an option to replace server based solution or PKI based 

solution for mutual authentication, having superiority in offline mechanism and small 

communication size. Our variant proposed IBE based solutions are typically designed for 

the mutual authentication between set-top box and smart card. But they are also 

applicable for other kinds of mutual authentication of CE devices, such as mobile phones 

and SIM card, with necessary modification.   
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