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Executive Summary 

While only private organizations are allowed to operate and maintain public charge points in the 

Netherlands, the distribution system operator is responsible for the development, construction, and 

maintenance of electricity distribution networks in its operating area. As a result, both parties need to 

collaborate in order to further develop the public charging infrastructure. In order to achieve 

collaboration, the use of control mechanisms is necessary (Das & Teng, 1998; Vlaar, Van den Bosch & 

Volberda, 2006). Consequently, and because organizations can have different privacy and security 

requirements in the public charging infrastructure, the following main research question has been 

formulated: 
 

What control mechanisms could (semi-) public organizations use to successfully collaborate with private 

organizations, while simultaneously meeting different privacy and security requirements? 
 

 

Since there is no preliminary research available on how (semi-) public organizations should use control 

mechanisms, exploratory research was used to answer this question. Before the main research, a pre-

research was conducted to gain knowledge from people who are experienced in the public charging 

infrastructure and to attain support for the method of data collection. Subsequently, qualitative research 

was used to collect the data by means of semi-structured interviews. In total, 27 interviews were 

conducted within the public charging infrastructure and three respondents from more experienced 

markets, i.e. the telecom, healthcare, and banking market, have been interviewed to answer the main 

research question. 

It can be concluded that (semi-) public organizations should use formal and informal control 

mechanisms as complements to successfully collaborate with private organizations. To elaborate, when a 

private organization is dependent on the requirements of a (semi-) public organization, contracts and 

protocols as formal control mechanisms can be used for collaboration. On the other hand, when private 

and (semi-) public organizations are dependent on each other’s requirements, trust, motivation, and goal 

setting as informal control mechanisms can be used for a successful cooperation.  

Based on the analyzed data, the distribution system operator Enexis already uses informal control 

mechanisms, such as trust, motivation, and goal setting. This is the result of ElaadNL, which is a nonprofit 

organization established by several distribution system operators that mainly aims at the further 

development of the public charging infrastructure. However, while informal control mechanisms appear 

to be adopted, formal requirements of governments about the protection of privacy sensitive data, such 

as laws and regulations, have been insufficiently implemented by private and (semi-) public organizations. 

This can be seen as a threat for the public charging infrastructure because authorities are authorized to 

penalize private and (semi-) public organizations when measurements to avoid the distribution of privacy 

sensitive data have not been implemented. Consequently, two recommendations have been developed 

for private and (semi-) public organizations operating in the public charging infrastructure:  
 

(1.) Non-aggregated EV charging data should be treated as privacy sensitive data  

(2.) Awareness of governmental privacy protection regulations should be increased 
 

Enexis should use ElaadNL to inform private organizations about the current privacy laws and regulations 

and convince them that non-aggregated EV charging data must be protected because authorities assess 

these as privacy sensitive data.  
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1. INTRODUCTION 

This study explains which control mechanisms (semi-) public organizations, such as distribution system 

operators (DSOs), could use to successfully collaborate, while simultaneously meeting various privacy and 

security requirements. To start, this chapter provides an introduction of the research topic, research 

question with theoretical and practical relevance, chosen research methods, and the research outline 

which serves as an overview of this thesis. 

 

1.1 Background 

Although it is estimated that the energy consumption in Europe and North America will remain constant 

until 2035, energy consumption in emerging economies, such as China, India, Brazil, and Russia, will 

increase by 30 percent (TNO, 2013). This indicates that the worldwide energy consumption as a whole is 

likely to increase. At this moment, it is believed that fossil fuels, such as oil, gas, and coal, will remain 

important in the worldwide energy market for the coming decades. However, these resources are not 

unlimited and in order to become less dependent, making use of renewable and sustainable resources is 

becoming increasingly important (TNO, 2013). 

To shift from fossil fuels to renewable energy, new technologies and challenges are being introduced. 

The development of solar panels, electric transportation, heat pumps, wind energy, and smart meters 

suggests that consumers, companies, and governmental institutions are becoming more aware of the need 

of environmentally sustainable changes (Netbeheer Nederland, 2014). Figure 1 illustrates that currently 

around ten percent of the total energy consumption in the Netherlands represents sustainable resources 

and this percentage will continue to rise in the coming years (Netbeheer Nederland, 2014). 

To illustrate, one of the innovative sustainable initiatives to increase the use of renewable energy is the 

use of electric vehicles (EVs) instead of the traditional fossil-fueled vehicles. The effect of driving an EV can 

lead to a decrease in carbon dioxide (CO2) emission, nitrogen dioxide emission, and particulate matter 

(RVO, 2011). Furthermore, even when the EV is charged with energy derived from fossil fuels, the total 

CO2 emission is approximately 30 percent lower compared to the internal-combustion driven cars (TNO, 

2015). 

 
 

 

 

 

 

 

 

 
                            Figure 1 Sustainable Energy consumption                                                    Figure 2 Expected Growth EVs 

 

Figure 2 demonstrates an estimation of the amount of EVs in the Netherlands until 2030 (Movares, 

2013). Although the estimated range is quite large, it clearly exhibits the expected exponential growth. 

These expectations are in line with the Dutch government targets. These targets are to have 20,000 EVs in 

2015, 200,000 EVs in 2020, and one million EVs in 2035 (RVO, 2011). While ambitious, these goals are not 
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infeasible. In fact, the first target has already been achieved as more than 60,000 EVs have been registered 

in 2015 (RVO, 2015). However, full electric vehicles (FEV) represent only 14 percent of this total. The 

majority of the EVs consist of the extended-range electric vehicles (E-REV) and plug-in hybrid electric 

vehicles (PHEV), and these vehicles have an internal-combustion engine installed in addition to the electric 

engine (RVO, 2015). This means that the majority of the EVs is not completely electric and can still be 

charged with gasoline or diesel. Nevertheless, all these 60,000 EVs can also be charged at a charging point.  

To increase EV sales, the government uses beneficial fiscal taxes for the potential customer. However, 

from 2016 onwards, the government reduces the fiscal advantages for PHEVs (Rijksoverheid, 2015). As a 

consequence, EVs will become more expensive for the customers, and it is likely that this could harm the 

expected exponential growth. Yet, since the government desires to stimulate the EV market and achieve 

the target of one million EVs sold in 2035, they argue there is a need for a public charging infrastructure 

(RVO, 2015). 

 

1.1.1 Need for public charging infrastructure 

When the EV driver plugs the charger into the energy network and is charged with full speed, the driver 

probably expects the EV to be charged the next time he or she needs it. However, full speed charging leads 

to an increase of stress in the energy network. As such, one, two, or ten EVs might not be a problem, but 

when hundreds or even thousands of EVs are charging at the same time in the same area, the local energy 

network will not always be able to handle this peak (Enexis, 2014a). Hence, possible consequences may 

be overload of the electric network and blackouts.  

Considering the expected growth of EVs until 2035, the current public charging infrastructure cannot 

manage this aggravation. Extending the current electricity network by adding more cables and 

transformers could help the infrastructure. Nonetheless, this is not efficient and leads to high costs (Enexis, 

2014a). Applying smart distribution of energy in the network supported by ICT, i.e. smart charging, makes 

it possible to construct a more flexible network. Smart charging makes it, for example, possible to charge 

EVs for everyone by handling the network capacity in such a way that the energy network will not likely 

overload, even when many customers connect their EVs to the network at the same time (Movares, 2013). 

Consequently, this solution could postpone, reduce, or avoid expensive network reinforcements and may 

benefit the affordability of electricity. However, applying ICT solutions is often associated with high privacy 

and security risks that can undermine the reliability of the network and acceptance in the society (Enexis, 

2014a). Therefore, measures to ensure user privacy and security should be taken (Enexis, 2014a). For 

instance, in a possible scenario of insufficient security, a hacker could obtain access to personal data 

leading to problems such as identity fraud and leaking of payment details. Another scenario is the threat 

of manipulation of the charging infrastructure, e.g. charging too many EVs at the same time. This can cause 

an electricity overload and a possible blackout as the energy network cannot process this extreme peak in 

electricity demand.  

Thus, an appropriate public charging infrastructure is required that is suitable for the one million EVs 

predicted to be sold in 2035. 

 

1.1.2 Current public charging infrastructure 

The flat landscape, relatively short distance between cities, government subsidies, population density, and 

infrastructure make the Netherlands suitable for EVs (PBL, 2012). As such, and since there is a need to 

develop the current charging infrastructure, this research focuses on the Netherlands (Netbeheer 
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Nederland, 2014). Moreover, this development is originated from a concrete question in the EV domain 

(Enexis, 2014b).  

Within the current public charging infrastructure, the government attempts to stimulate the EV market 

with fiscal benefits. As previously mentioned, it can be assumed that these incentives affect the EV market, 

especially because of the current early development phase with only 68,000 EVs (RVO, 2015). This implies 

that the change of governmental fiscal benefits might hinder or foster the development. Despite the fiscal 

benefits, the number of EVs seems insignificant compared to the total of 7.9 million internal-combustion 

driven cars (CBS, 2014). However, Figure 3 reveals that the Netherlands has, together with Norway, 

Sweden, and the US, the highest worldwide EV market share (International Energy Agency, 2015). This 

indicates that the Netherlands play a leading role in the development of EVs and the public charging 

infrastructure. 

 
    

 

 

 

 

 

 

 

 

 

 

   Figure 3 EV Market Share 
 

To date, the Dutch public charging infrastructure is fully in development and is still a work in progress. 

Several parties are involved within the public charging infrastructure and these can be defined as 

“individuals or organizations who stand to gain or lose from the success or failure of a system” (Nuseibeh 

& Easterbrook, 2000, p.39). This means that each party depends on the level of success concerning the 

public charging infrastructure. The involved parties will be clarified and supported by Figure 4. 

In addition to the described government influence, the current public charging infrastructure depends 

on the influence of several groups of stakeholders. These groups are the energy producer, transmission 

system operator (TSO), DSO, EV driver, electric mobility service provider (EMSP), charge point operator 

(CPO), municipality, energy supplier, balancing responsible party (BRP), EV manufacturer, and charge point 

manufacturer (CPM) (Enexis, 2014a; Movares, 2013).  

To illustrate, the energy supplier (I) generates energy that flows through high voltage cables, 

maintained by the TSO (II), to the DSO (III). Subsequently, the DSO transforms this energy into low voltage 

and delivers it to the charge point (IV). Regarding EV usage, the EV (V) must be charged and, dependent 

on the type of contract, the EV driver (VI) can do this at a public, semi-public, or private charge point.  

The EMSP (VII) is responsible for setting up contracts with customers, for managing customer 

information, and billing them after charging. Although the CPO (VIII) is accountable for operating and 

maintaining the charge point, it could also occur that the CPO and EMSP are the same entity. Nonetheless, 

whether they are combined or not, both can work with an online database that attempts to improve the 

level of privacy and security. This database, named Central Interoperability Register (CIR), matches the 

user credentials supplied by the EMSP and can be queried by the CPO to ascertain if the customer is 

allowed to charge the EV. Before the CPO is allowed to install a charge point in a public area, they require 

municipalities’ (IX) authorization, as their permission is needed to legally install a charge point in a public 

area. 
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Figure 4 Current Public Charging Infrastructure 
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The DSO is a regional monopolist in its operating areas and is responsible for the development, 

construction, and maintenance of electricity distribution networks. This implies that the DSO does not 

produce any electric power but ensures it is transported from the power station to the location where it 

is needed. In the near future, an important new task for the DSO is the avoidance of exceeding the capacity 

of the electrical network (Tennet, 2009). For this reason, congestion management could be relevant, as it 

can regulate the distribution of energy in the market by using market and price mechanisms. If this 

regulation is not present, the reliability of the electricity network could be in danger (Tennet, 2009). 

On behalf of the energy supplier (IX), the balancing responsible partner (X) calculates the daily forecast 

for energy consumption and purchases the generated energy from the energy producer. With the help of 

a market mechanism, the balancing responsible partner is induced to calculate the forecast as accurate as 

possible. This mechanism entails that unsold energy leads to unnecessarily high costs for the energy 

supplier. Conversely, if too less energy is calculated, a different energy supplier will manage the delivery 

of the energy whereby the extra costs have to be paid by the original, responsible energy supplier. The 

TSO is responsible for the control of this process and has the power to interfere when necessary. 

Nevertheless, the energy supplier, balancing responsible partner, TSO, and energy producer are not 

directly involved in creating the public charge infrastructure and will, therefore, remain outside the scope 

of this report; yet, the parties within the blue dotted line are part of the scope.  

At this moment, a number of organizations are using a protocol to reduce risk and uncertainty. The 

Open Smart Charge Protocol (OSCP), Open Charge Point Interface (OCPI), and Open Charge Point Protocol 

(OCPP) attempt to secure the data before an organization can transfer it. For instance, the communication 

between the DSO and CPO, related to the capacity of the energy network at specific locations and times, 

could proceed through the OSCP. However, although these protocols can improve the privacy and security 

level, organizations are not obliged to use them. In addition, the protocols are not always secure which 

means additional measures are required (ElaadNL, 2016). 

Finally, although the DSO is dependent on the previously mentioned organizations, it seems logical that 

they take the initiative for the development of the public charging infrastructure since they are already 

responsible for the current electrical infrastructure.  

 

1.1.3 Inter-organizational relationship  

As previously mentioned, organizations are dependent on each other when creating a public charging 

infrastructure. Because of this interdependency and work in progress of the infrastructure, it leads to a 

high need for organizations to collaborate (Dyer, 1996). Hardy, Phillips, and Lawrence (2003, p.323) define 

collaboration as “a cooperative, inter-organizational relationship that is negotiated in an ongoing 

communicative process.” Since the public charging infrastructure is expected to increase exponentially 

until 2035 which could lead to numerous beneficial outcomes for organizations, the motivation to 

collaborate appears to be present. This motivation can derive from different sources. First, financial gain 

(Vangen & Huxham, 2003). Second, solution to a certain challenge (Hardy, Phillips, & Lawrence, 2003). 

Third, sharing knowledge, ideas, and resources can increase the competitive advantage (Inkpen, 2008; 

Marcus, 2005).  

In order to create a collaborative inter-organizational relationship, organizations are generally more 

confident when they feel an adequate level of control over their partners (Das & Teng, 1998; Vlaar, Van 

den Bosch & Volberda, 2006). Control mechanisms are safeguards that could aid to govern inter-

organizational exchange and minimize opportunistic behavior (Jap & Ganesan, 2000). According to Weitz 

and Jap (1995, p. 305), control mechanisms can be defined as “the method used to control and coordinate 
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activities.” Thus, in order to achieve collaboration among organizations, the use of control mechanisms 

are usually necessary. Two broad classes of control can be characterized, i.e. formal and informal 

mechanisms (Ness & Haugland, 2005; Zaheer & Venkatraman, 1995). Formal control is the legally binding, 

written, tangible mechanism, whereas informal control, often referred to as social control, is more 

unwritten and intangible in which behavioral norms determine the contributions of parties (Dyer & Singh, 

1998; Lee & Cavusgil, 2006; Uzzi, 1997). In paragraph 2.1, formal and informal control mechanisms are 

elucidated to establish how they can stimulate collaboration among organizations.  

 

1.1.4 Privacy and security concerns 

Simultaneously with the inter-organizational relationship within the public charging infrastructure, privacy 

and security concerns can arise that undermine the reliability of the network and acceptance in the society 

(Enexis, 2014a). While privacy can be defined as “the right of an individual to be left alone and able to 

control the release of his or her personal information”, security refers to “the technical guarantees to 

ensure that legal requirements and good practices will be met efficiently” (Casalo, Flavián, & Guinalíu, 

2007, p.585; Liu, Marchewka, Lu, & Yu, 2005, p.290). This means that security mechanisms, such as 

software, hardware, organizational procedures, protocols, and algorithms, can be used to protect 

customers and organizations.  

Knorr and Röhrig (2002) reveal that privacy and security concerns have also been found for the online 

service market and is the most important obstacle for reaching full market potential. Online services have 

several benefits such as costs reduction, increasing of business opportunities, lead-time reducing, and 

freedom from place (Turban, Sharda, Aronson, & King, 2008). However, simultaneously with the rapid 

grow of online services, privacy and security concerns often arise when new IT with enhanced capabilities 

for collection, storage, use, and communication of personal information come into play (Casalo, Flavián, 

& Guinalíu, 2007; Liu, Marchewka, Lu, & Yu, 2005).  

Based on the two previous paragraphs, it is evident that privacy and security concerns arise for the 

public charging infrastructure as well as for the online service market. Because both markets could provide 

online services to customers, businesses, and governments and have not reached its full potential due to 

privacy and security concerns, they express signs of similarity. However, while privacy and security 

concerns have been established for the public charging infrastructure and online service market, 

requirements to reduce these concerns have not been appointed yet. Therefore, the privacy and security 

requirements of customers, organizations, and governments for the online service market are explored in 

paragraph 2.2. 

 

1.2 Research question and relevance 

Two notable research gaps with their theoretical and practical relevance are described, followed by the 

main problem statement. 

 

1.2.1 Research question I 

While Dyer and Singh (1998), Ghoshal and Moran (1996), and Gulati (1995) argue for the substitutional 

relation between formal and informal control mechanisms, more recent research from Luo (2002), Poppo 

and Zenger (2002), and Wuyts and Geyskens (2005) contend for a more complementary view. Hence, to 

stimulate collaboration among organizations, formal and informal control mechanisms could be both 

substitutes and complements. 
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However, to stimulate collaboration among organizations, recent literature from Li, Xie, Teo, and Peng 

(2010) claims that formal and informal control mechanisms are complements rather than substitutes. This 

means that in order to stimulate inter-organizational collaboration, the combination of formal and 

informal control mechanism should be preferred above selecting either formal or informal control 

mechanisms. The influence of these control mechanisms has been investigated in the business-to-business 

(B2B) context. Nonetheless, research on relations in business-to-government (B2G) is scarce. The 

governmental influence is simply not yet examined, which leads to a theoretical gap. Next to this 

theoretical gap, the practical relevance is also present. More specific, due to the emerging community 

challenges and their complexity, (semi-) public organizations are forced to collaborate and interact with 

external parties and vice versa (Van der Heijden, 2010). This indicates that the traditional boundaries 

between market and government is fading. As a result, it is in managers’ interest to understand which 

control mechanisms could be used to successfully collaborate with B2G organizations. Yet, at this moment, 

it is not clear which control mechanisms should be selected. Therefore, to fill the theoretical and practical 

gap, the following research question I (RQ I) has been formulated: 

 

RQ I:  Which control mechanisms can be used for successful collaboration among private and (semi-)  

public organizations? 

 

1.2.2 Research question II 

Since the beginning of this century, a shift has been occurring from the industrial manufacturing of 

products to knowledge creation, service delivery, and digitalization (Cavoukian & Chanliau, 2013). 

Although this digitalization has many benefits, such as the increase in work productivity, customers and 

organizations could have privacy and security concerns (Laudon & Laudon, 2000). To illustrate, Knorr and 

Röhrig (2002) discovered that one of the most important obstacle for reaching full market potential, is the 

lack of sufficient privacy and security measures and difficulties with defining adequate requirements. 

The value of information and the need to manage data responsibly has increased enormously since the 

beginning of this century (Cavoukian & Chanliau, 2013). For example, according to President Barack 

Obama, “America’s economic prosperity in the 21st century will depend on cybersecurity (The White 

House, 2009).” Several scientific studies have examined these emerging privacy and security concerns and 

concluded that these are mainly based on personal and organizational leakage of data in the past (Acquisti 

& Grossklags, 2005). To exemplify, the publicity around the hack of PlayStation Network, which has led to 

leak of 12 million names, passwords, home addresses, and unencrypted credit card numbers, damaged 

PlayStation’s brand image (Richmond & Williams, 2011). As a consequence of this publicity, many 

customers were enraged about, in their view, poor privacy and security conditions. In general, according 

to the findings of Casalo, Flavián, and Guinalíu (2007), numerous individuals have serious privacy and 

security concerns in B2C (business-to-consumer) and G2C (government-to-consumer) markets. Customers 

perceive a greater uncertainty when a transaction is carried out digitally. Consequently, private and (semi-

) public organizations should develop strategies to increase the level of individual trust; for example, 

incorporating privacy and security into data systems and technologies by default (Belanger, Hiller, & Smith, 

2002; Cavoukian & Chanliau, 2013; Harris & Goode, 2004).  

The privacy and security requirements of customers, organizations, and governments have often been 

discussed in the literature for B2C and G2C markets, such as the online service market. In summary, 

customers, operating in the online service market, desire to be protected against the loss and 

unauthorized access of personal data, and they would like to control what organizations collect about 
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them. Therefore, the Dutch government and European Union (EU) have developed laws and regulations 

for organizations to protect the customer (European Commission, 2016). As such, privacy and security 

requirements in B2C markets have been elaborated within the literature. However, literature about the 

privacy and security requirements of B2B and B2G markets is somewhat scarce (Peyton & Nozin, 2004; 

Dwyer, Hiltz, & Passerini, 2007). Furthermore, similar to organizations operating in the B2C and G2C 

markets, organizations might also encounter negative consequences from insufficient privacy protection 

within the B2B and B2G market. For instance, a hacker with access to private or (semi-) public organizations 

might influence billing information, device control, personal information, and communication (Cavoukian, 

Polonetsky, & Wolf 2010).  

In conclusion, although the privacy and security requirements have often been discussed in the 

literature for B2C and G2C markets, the contributions for B2B and B2G is somewhat underexposed. As 

there is both theoretical and practical relevance to fill the requirement gap in the B2B and B2G market, 

the following research question II (RQ II) has been developed: 

 

RQ II:  What are the privacy and security requirements of private and (semi-) public organizations?  

 

1.2.3 Main research question 

As has been explained, there is a theoretical and practical relevance to answer research questions I and II. 

These questions are answered in the context of the public charging infrastructure, because there is a high 

need for collaboration among private and (semi-) public organizations.  Additionally, the (semi-) public 

organization Enexis is responsible for the development, construction, and maintenance of electricity 

network for the areas it operates, and they are concerned about the: 
 

(1.) Privacy protection - how organizations handle personal data of the EV driver; and 

(2.) Security of the energy network - how to protect the energy network from exceeding its capacity 

(ElaadNL, 2016; Enexis, 2014a). 
 

Altogether, this leads to the following main research question (MRQ): 

 

MRQ: What control mechanisms could (semi-) public organizations use to successfully collaborate,*  

while simultaneously meeting different privacy and security requirements? 

*with private organizations  
 

1.3 Research method 

The purpose of this research is to identify which control mechanisms (semi-) public organizations could 

use for successfull cooperation, while simultaneously meeting privacy and security requirements. Before 

the main research, a pre-research was conducted to gain knowledge from people who are experienced in 

the public charging infrastructure and to find support for the method of data collection. Subsequently, 

qualitative research was used to collect the data by means of semi-structured interviews. Within the public 

charging infrastructure, 27 interviews were conducted with CPMs, CPOs, EMSPs, EV manufacturers, DSOs, 

municipalities, and EV drivers. Regarding the collected data, 16 interviews were held at profit 

organizations, nine at (semi-) public organizations, and two experienced EV drivers were interviewed. 

Furthermore, since the public charging infrastructure is relatively young, three respondents from more 

experienced markets, i.e. the telecom, healthcare, and banking market, have been interviewed. The 

gathered data has been evaluated by the template approach to identify relevant data in a structured way. 
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1.4 Research outline 

The first part of this study covers the introduction, including the background of the current public charging 

infrastructure which has led to the research question. The second chapter reviews the relation among 

formal and informal control mechanisms in order to stimulate inter-organizational collaboration and 

identifies the privacy and security requirements of customers, organizations, and governments. Chapter 3 

explains the chosen research method, followed by the results in chapter 4. In the final chapter, conclusions 

based on the analyzed data are provided. 
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2. LITERATURE REVIEW  

This chapter reviews the literature in twofold; the relation among formal and informal control mechanisms 

in order to stimulate inter-organizational collaboration (section 2.1) and the privacy and security 

requirements of customers, organizations, and governments (section 2.2).  

 

2.1 How to stimulate inter-organizational collaboration 

This paragraph describes how formal and informal control mechanisms can stimulate collaboration among 

organizations. 

 

2.1.1 Formal and informal control 

Inter-organizational collaboration can be characterized by formal and informal control. Based on the 

extensive literature research, Table 1 provides an overview of these formal and informal inter-

organizational control mechanisms. 

 

2.1.1.1 Formal control 

Das and Teng (1998, p.501) define formal control as “the employment of rules, procedures, and 

regulations,” while Gulati (1995) argues that a contract can serve as an “umbrella” for other control 

variables, such as rules, procedures, and regulations. Thus, in this research, a contract is used as formal 

control mechanism since it covers rules, procedures, and regulations.  

Well-specified contracts can be essential as control mechanism for inter-organizational collaboration 

because it consists of clearly articulated contractual terms and remedies and represent promises of 

obligations to perform particular actions in the future (Lee & Cavusgil, 2006; Sobrero & Schrader, 1998). 

Furthermore, a well-specified contract provides good collaboration among organizations since it reduces 

uncertainty and opportunistic behavior, i.e. risks, by clarifying task and performance expectations, 

information provisions, and penalties for noncompliance (Malhotra & Murnighan, 2002; Williamson, 

1996). Altogether, it can be concluded that contractual agreements could stimulate the control of 

collaboration. More detailed information about the influence of contracts as formal control mechanism is 

described in paragraph 2.1.2. 

 

2.1.1.2 Informal control 

The influence of trust, motivation, goal setting, and other control mechanisms is briefly explained in this 

paragraph.  

Trust can be seen as an influential control mechanism, since it improves the performance of inter-

organizational parties (Zaheer, McEvily, & Perrone, 1998). In addition, it is demonstrated that when trust 

increases, cooperation among partners also increases (Coletti, Sedatole, & Towry, 2005). This means that 

trust can influence the future level of cooperation among partners. Furthermore, Adler (2001) and Ring 

and Van de Ven (1994) argue that trust can be regarded as the principal mode of social control in an inter-

organizational relationship, while Ouchi (1980) suggests that social control is often referred as informal 

control. Therefore, the role of trust appears to be a crucial informal control mechanism.   

Moreover, motivation could stimulate the performance of inter-organizational operating parties 

(Dekker, 2004). According to Dekker (2004), the primary purpose of control can be described as creating 

conditions that motivate partners to achieve desirable outcomes (Dekker, 2004). This, combined with the 

view that motivation is a control mechanism that stimulates cooperation, indicates that motivation is an 

important control mechanism (Clark, 2005). Furthermore, when more organizations within the same 
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market domain are facing uncertainty, they could be more motivated to reinforce existing relationships 

with one another (Beckman, Haunschild, & Philips, 2004). Since the development of the public charging 

infrastructure is considered uncertain, it is relevant to discuss the role of motivation. 

Furthermore, goal setting as control mechanism is found to be essential for inter-organizational 

relationships (Locke & Latham, 1990). Vangen and Huxham (2003) support this finding as they argue that 

the combination of a common goal and collaborative structure provides powerful inter-organizational 

relationships. Dekker (2004) suggests that goal setting determines the directions for task performance and 

Table 1 Study Control Mechanisms 

Formal 
control 

Informal 
control 

Author(s) 

 
 
 

Contract 

 Chen (2000); Ghoshal & Moran, (1996); Gulati (1995); Lane & Lubatkin 
(1998); Larson (1992); Lee & Cavusgil (2006); Luo (2002); Lusch & Brown 
(1996); Lyles & Salk (1996); Macaulay (1963); Malhotra & Murnighan (2002); 
Mooi & Ghosh (2010); Osborn & Baughn (1990); Poppo & Zenger (2002); Ring 
& Van de Ven (1992); Sobrero & Schrader (1998); Wang, Yeung, & Zhang 
(2011); Wathne & Heide (2000); Weitz & Jap (1995); Williamson (1996); 
Wuyts & Geyskens (2005) 

Procedure 
 

Gomez & Sanchez (2005); Gulati & Singh (1998); Sobrero & Schrader (1998) 

Rules and 
regulation 

Gulati & Singh (1998); Ouchi (1980) 

  
 
 
 
 

Trust 
 

Adler (2001); Coleman (1990); Coletti, Sedatole, & Towry (2005); Cullen, 
Johnson, & Sakano (2000); Das & Teng (1998); Dyer & Singh (1998); Gulati 
(1995); Hewett & Bearden (2001); Inkpen & Tsang (2005); Inkpen (2000); 
Kale, Singh, & Perlmutter (2000); Laaksonen, Jarimo, & Kulmala (2009); Lane, 
Salk, & Lyles (2001); Lee & Cavusgil (2006); Li, Poppo, & Zhou (2010); Morgan 
& Hunt (1994); Murakami & Rohlen (1992); Ouchi (1980); Pinto, Slevin, & 
English (2009); Ring & Van de Ven (1994); Rousseau, Sitkin, Burt, & Camerer 
(1998); Uzzi (1997); Wicks, Berman, & Jones (1999); Williamson (1996); 
Wuyts & Geyskens (2005); Zaheer & Venkatraman (1995); Zaheer, McEvily, 
& Perrone (1998) 

 
Motivation 

Bandura (1997); Beckman, Haunschild, & Philips (2004); Clark (2005); Deci, 
Cascio, & Krusell (1975); Deci, Koestner, & Ryan (1999); Dekker (2004); 
Druckman & Bjork (1994); Fang, Gerhart, & Ledford (2013); Gagne & Deci 
(2005); Hackman & Oldman (1980); Hart, Karau, Stasson, & Kerr (2004); 
Hendriks (1999); Herzberg (1986); Homburg & Stock (2004); Kohn (1993); 
Komaki, Coombs, & Schepman (1991); Maccoby (1988); Maslow (1943); 
Njanja, Maina, Kibet, & Njagi (2013); Nuseibeh & Easterbrook (2000); Porter 
& Lawler (1968); Ryan & Deci (2000); Williams, Karau, & Bourgeois (1993) 

 
 

Goal 
setting 

Das & Teng (1998); Dekker (2004); Fishbach, Tal Eyal, & Finkelstein (2010); 
Gulati & Singh (1998); Hollenbeck & Brief (1987); Inkpen & Tsang (2005); 
Kadegors (2003); Li, Poppo, & Zhou (2010); Locke & Latham (1990, 2006); 
Ryan & Deci (2000); Seijts & Latham (2001) Tsai & Ghoshal (1998); Vangen & 
Huxham (2003); Walsh, Wang, & Xin (1999) 

Norms Frazier & Antia (1995); Heide & John (1992); Jap & Ganesan (2000) 

Reputation Coleman (1990); Dyer & Singh (1998) 

Confidence Dyer & Singh (1998) 
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clarifies mutual expectations, while Das and Teng (1998) argue that goal setting usually increases 

consensus among organizations.  Overall, it can be concluded that goal setting could stimulate the control 

of collaboration. 

Other informal control mechanisms have also been explored such as norms, reputation, and 

confidence. However, since they are not as often discussed in the literature as the previous three informal 

control mechanisms, they are described in general. First, norms as control mechanism are useful for 

safeguarding against abuse of control and motivate organizations to behave in a manner that would be 

beneficial to the relationship (Heide & John, 1992; Jap & Ganesan, 2000). It also entails expectations about 

behavior that are, at least, partially shared by a group of decision makers and are likely to emerge when 

external communications occur (Heide & John, 1992; Frazier & Antia, 1995). Second, a positive reputation 

could also act as a control mechanism because it leads to more opportunities to enter into inter-

organizational collaborations (Dyer & Singh, 1998). However, since Coleman (1990) states that reputation 

is part of trust, its role is discussed in the trust domain. Third, Dyer and Singh (1998, p. 669) define trust 

as “one party’s confidence that the other party in the exchange relationship will not exploit its 

vulnerabilities.” According to this definition, confidence and trust are closely linked which means 

confidence is pertained to trust as a control mechanism. 

More information about the influence of trust, motivation, and goal setting as control mechanisms is 

provided in paragraph 2.1.3.  

 

2.1.2 Formal control mechanism 

As has been explained in paragraph 2.1.1.1, contract are used as formal control mechanism since it covers 

other mechanisms such as rules, procedures, and regulations. 

A contract as control mechanism has a stimulating effect on the inter-organizational collaboration 

(Sobrero & Schrader, 1998). More specific, Wang, Yeung, and Zhang (2011, p.115) define contracts as 

“formal, written agreements between two or more business partners that provide a legally bound, 

institutional framework in which each party’s rights, duties, and responsibilities are specified.” This means 

that a contract may state how various future situations will be handled which means that it becomes 

difficult for parties to take advantage (Lee & Cavusgil, 2006; Lusch & Brown, 1996). Other inter-

organizational benefits that could arise after the development of a carefully constructed and sufficiently 

elaborated legal contract can be observed in Table 2. 

When developing a contract, it is believed that past success in contracting yields greater success in the 

present (Larson, 1992). The contract can be established by one party, e.g. authority, or through a 

negotiation process involving more parties who subsequently have to agree upon their responsibilities and 

rewards for performing activities (Weitz & Jap, 1995). Nonetheless, almost every contract varies in their 

degree of completeness because it can differ in the choice of legal form, length of the agreement, extend 

of obligation, degree of personalization, and the distribution of information rights (Chen, 2000; Sobrero & 

Schrader, 1998). 

Although it has been argued that a contract may serve as a basis for organizational relations, Macaulay 

(1963, p.64) states that “detailed negotiated contracts can get in the way of creating good exchange 

relationships between business units.” More recent literature supports this view by the finding that 

detailed contracts could diminish collaboration among organizations (Osborn & Baughn, 1990; Wang, 

Yeung, & Zhang, 2011). Other reasons why a detailed contract should not be secured are that a detailed 

contract might be interpreted as a sign of distrust that subsequently could harm the knowledge transfer 

(Ghoshal & Moran, 1996). Second, flexibility is important for collaborating organizations in order to 



13 
 

counter problems raised by unexpected changes in the market environment (Lee & Cavusgil, 2006); yet, 

detailed contracts could lower this flexibility (Wang, Yeung, & Zhang, 2011). Furthermore, organizations 

often avoid legal sanctions when disputes arise because it could lead to a disadvantage rather than an 

advantage for the organization such as customer loss (Lee & Cavusgil, 2006). In addition, regardless of how 

explicit the contract is, it cannot anticipate every possibility because it is unfeasible to describe all 

contingencies in advance, especially for innovative projects (Lusch & Brown, 1996; Wuyts & Geyskens, 

2005). Finally, the development of contracts can be costly and time-consuming to write, monitor, and 

enforce, while it is not always necessary to be specific (Lee & Cavusgil, 2006; Luo, 2002). 
 

Table 2 Contractual Benefits 
 

Furthermore, the level of contractual detail depends on the level of risk (Mooi & Ghosh, 2010). Namely, 

if risks are low, the organization need to expend effort in constructing detailed contracts because the 

desired product or service is clear and subsequently reduces the uncertainty for both organizations. On 

the other hand, if risks are high, organizations need to be more reserved about the level of detail because 

keeping contractual terms more open enables value-enhancing adjustments and offers the opportunity to 

exploit unspecified fields (Mooi & Ghosh, 2010).  

In sum, when creating a collaborative structure, research indicates that overly detailed contracts are 

just as harmful as contracts with little detail when a slight level of risk is present (Wang, Yeung, & Zhang, 

2011). Therefore, it is common to use less detailed rather than detailed contracts since there is more room 

for interpretation (Chen, 2000; Poppo & Zenger, 2002).  

 

2.1.3 Informal control mechanisms 

As has been briefly explained in paragraph 2.1.1.2, the informal control mechanisms trust, motivation, 

and goal setting could encourage collaboration among organizations. This chapter provides insight into 

the influence and how these control mechanisms can be achieved. 

 

 

 

Benefits Author(s) 

Clarify roles and responsibilities Wathne & Heide (2000) 

Determine pattern of outcomes Poppo & Zenger (2002) 

Manage conflicts Lusch & Brown (1996); Ring & Van de Ven (1992) 

Promote cooperative and long-term 

exchange relationships 

Poppo & Zenger (2002) 

Protect and control proprietary information Osborn & Baughn (1990); Wang, Yeung, & Zhang 

(2011) 

Provide security Lee & Cavusgil (2006) 

Reduce opportunistic behavior Mooi & Ghosh (2010); Osborn & Baughn (1990); 

Wathne & Heide (2000); Wuyts & Geyskens (2005) 

Reduce risk and uncertainty Lusch & Brown (1996); Malhotra & Murnighan (2002); 

Poppo & Zenger (2002) 

State punishments Wuyts & Geyskens (2005) 

Stimulate knowledge sharing Lane & Lubatkin (1998); Lyles & Salk (1996); Ring & 

Van de Ven (1992) 
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2.1.3.1 Trust 

According to Rousseau, Sitkin, Burt, and Camerer (1998, p. 395), trust can be defined as “a psychological 

state comprising the intention to accept vulnerability based upon the positive expectation of intentions or 

behaviors of another.” It is believed that trust is a critical component of building and maintaining 

organizational relations and that it improves the performance of inter-organizational exchanges (Pinto, 

Slevin, & English, 2009; Zaheer, McEvily, & Perrone, 1998). Furthermore, since trust forms the precondition 

for successful collaboration, it can be considered as an important and influential control mechanism 

(Cullen, Johnson, & Sakano, 2000). 
 

Benefits Author(s) 

Reduce conflicts and dispute resolution Lee & Cavusgil (2006); Ring & Van de Ven (1994)  

Reduce negotiation costs 
 

Zaheer & Venkatraman (1995); Zaheer, McEvily, 
& Perrone (1998) 

Reduce opportunistic behavior, i.e. risks Gulati (1995); Laaksonen, Jarimo, & Kulmala 
(2009); Zaheer & Venkatraman (1995); Zaheer, 
McEvily, & Perrone (1998) 

Reduce uncertainty Morgan & Hunt (1994) 

Stimulate collaborative behavior Morgan & Hunt (1994) 

Stimulate communication and personal interaction Morgan & Hunt (1994); Kale, Singh, & Perlmutter 
(2000) 

Stimulate efficiency Pinto, Slevin, & English (2009) 

Stimulate knowledge sharing 
 

Dyer & Singh (1998); Kale, Singh, & Perlmutter 
(2000) 

Stimulate learning behavior Gulati (1995); Lane, Salk, & Lyles (2001) 

Stimulate loyalty and stability Hewett & Bearden (2001); Gulati (1995) 

Stimulate openness and receptiveness to offered 
knowledge 

Inkpen & Tsang (2005); Uzzi (1997) 

Stimulate quickly responds to requests Das & Teng (1998) 

Stimulate reliability and predictability Gulati (1995); Li, Poppo, & Zhou (2010) 
Table 3 Trust Benefits 

 

Zaheer, McEvily, and Perrone (1998) suggest that the relation between inter-organizational and 

interpersonal trust is reciprocal. This means that the more one trusts the person who operates on behalf 

of the organization, the more one trusts the organization and vice versa. Hence, the interpersonal 

mechanisms could also be applied in the inter-organizational setting. Yet, trust could involve a risky 

investment since cooperation might potentially leak valuable knowledge to competitors (Das & Teng, 

1998). However, especially in sharing-knowledge environments, benefits can overcome this threat (see 

Table 3) (Dyer & Singh, 1998; Inkpen, 2000). These benefits could result in a decrease in contract, 

transaction, and negation costs as they might be no longer necessary (Gulati, 1995). Consequently, they 

can invest more energy and resources into collaborative innovation activities such as absorbing and 

utilizing knowledge (Lane, Salk, & Lyles, 2001). 

Next to authors who are enthusiastic about the use of trust as control mechanism, others do not follow 

this finding. More specific, Wuyts and Geyskens (2005) describe the dark side of trust implying that when 

high levels of closeness between organizations occur, opportunistic behavior is likely to increase rather 

than attenuate. This means that beyond a certain point, trust no longer prevents opportunistic behavior. 

Furthermore, Williamson (1996) argues for banning trust as control mechanism because calculated trust 
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would be misleading. Instead, the concept of calculated risk should be used to describe transactions 

between organizations.  

Building trust depends on direct contact, reputation, and the understanding of how the organization 

shapes value and behavior (Coleman, 1990). These mechanisms are connected and are complements 

rather than substitutes; thus, each one has to increase to enhance the whole level of trust. Various theories 

exist on how to build trust among organizations. For example, it is argued that the presence of risk taking, 

time investments, fairness, proactive information sharing, and adjustment to market changes could 

enhance the trust level within the inter-organizational relation (Das & Teng, 1998; Li, Poppo, & Zhou, 

2010). In addition, previous experiences could either increase or decrease this level (Murakami & Rohlen, 

1992). According to Wicks, Berman, and Jones (1999), the amount of trust depends on the situation. 

However, they developed a universal statement that implies the more interdependency there is between 

organizations, the more trust is required to collaborate efficiently. 

In short, although the presence of trust could enhance the inter-firm collaboration, too much trust 

could lead to opportunistic behavior with negative consequences such as leaking valuable information. 

 

2.1.3.2 Motivation 

Clark (2005, p.14) defines motivation as “the process that energizes knowledge and skills and focuses on 

the most important goals.” The main purpose of control in an inter-organizational setting is to create 

conditions that motivate the achievement of desirable or predetermined outcomes (Dekker, 2004). To 

achieve these outcomes, Bandura (1997) states that even the most skilled teams will not succeed without 

motivation. Ryan and Deci (2000) identify two types of motivation, i.e. intrinsic and extrinsic. Intrinsic 

motivation involves people doing an activity because they find it interesting and derive satisfaction from 

the activity itself, such as praise, encouragement, and empowerment (Gagne & Deci, 2005). In contrast, 

extrinsic motivation attains some separable outcome which means that satisfaction does not originate 

from the activity itself but rather from the extrinsic consequences to which the activity leads, such as 

tangible or verbal rewards (Gagne & Deci, 2005). 

Moreover, Maslow’s need theory (1943) is a classic theoretical example of intrinsic motivation. 

According to this theory, the following five levels of needs exist: physiological, safety, social, esteem, and 

self-actualization needs (see Figure 5). To illustrate, physiological needs are the first conditions of life, such 

as water, food, and sleep. Safety needs are necessary to guarantee a safe environment without any 

threats. After achieving the first two needs, individuals seek belongingness and love needs, so-called social 

needs. Esteem needs include receiving respect, and finally, self-actualization represents the opportunity 

to learn and develop new capabilities. Maslow (1943) argues the latter need must be fulfilled in order to 

accomplish a need. This means that, for instance, before fulfilling the esteem need, the three previous 

needs, physiological, safety, and social needs, must be satisfied. Although Maslow’s need theory is well 

known, the theory has been criticized because of its strict hierarchy needs and weak empirical foundation 

(Hendriks, 1999; Maccoby, 1988). For this reason, Herzberg’s two-factor theory has been more accepted 

than Maslow’s need theory because of its empirical verification (Hendriks, 1999). Instead of five levels in 

Maslow’s need theory, Herzberg (1986) argues the existence of only two factors, i.e. hygiene and 

motivators. The hygiene factor includes Maslow physiological, safety, and social needs, while the 

motivator factor affiliates with Maslow esteem and self-actualization needs.  

Homburg and Stock (2004) reveal that employee job satisfaction performs an important role in driving 

customer satisfaction within the inter-organizational relationship. Their results indicate that organizations 

should use programs to increase job satisfaction, especially when the product or service is highly 
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innovative, such as high-tech machinery, software, and telecommunication. Since Herzberg (1986) argues 

that meeting hygiene factors eliminates job dissatisfaction and cannot create positive job satisfaction, 

motivator factors, such as esteem and self-actualization needs, should be present in order to increase job 

satisfaction. More specific, the employees’ effort in company policy and administration should be 

decreased to a minimum since their influence on job dissatisfaction is high (Herzberg, 1986). The most 

efficient manner to increase job satisfaction is achievement, because Herzberg’s (1999) and Bandura’s 

(1997) findings demonstrate that succeeding a certain task has the highest positive influence on job 

satisfaction. Thus, the degree of job satisfaction should be encouraged as it leads to a more motivated 

individual who may stimulate organizational collaboration (Porter & Lawler, 1968). 

 

Maslow Need 
Theory

Herzberg Two-
Factor Theory

Psychological needs

Physiological needs

Safety needs

Social needs

Esteem needs

Self-
actualization 

needs

food, water, warmth, sleep

security, safety

friends, love

respect, accomplishment

learn, development

 
        Figure 5 Maslow’s need theory combined with Herzberg’s two-factor theory 

 

Since organizations represent individuals and teams who stand to gain or lose from success or failure 

of the system, motivational team goals could also apply within the inter-firm setting (Nuseibeh & 

Easterbrook, 2000). Therefore, Clark’s (2005) four team motivational goals are examined within the inter-

organizational domain. First, fostering respect among organizations; when an organization perceives 

respect and support by others, they tend to perform significantly better and work harder over time. 

Second, an organization is only as strong as its weakest link. Hence, the organization should believe that 

everyone’s effort within their network is necessary for success. Third, a shared belief in the cooperative 

capabilities should be supported. When organizations observe that results are due to interactions between 

them, and thus do not only depend on their own contributions, it is more likely that they will collaborate 

(Bandura, 1997; Druckman & Bjork; 1994). Finally, each organization should be hold accountable for their 

own contributions. This is related to the principle of social loafing as it argues that the individual effort of 

people will reduce when group size increases compared to when they perform alone (Williams, Karau, & 

Bourgeois, 1993). Moreover, individuals with low achievement motivation exhibit behavior of social 

loafing when the group is performing well. When the group is not, the likelihood to work hard is present 

for the individual. However, it appears that individuals with high achievement motivation tend to be 
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resistant for social loafing, regardless of whether they are working individually or collectively or whether 

their coworkers are working hard (Hart, Karau, Stasson, & Kerr, 2004). 

A discussion regarding the influence of rewards on motivation has arisen. Komaki, Coombs, and 

Schepman (1991), for example, believe that an individual is encouraged to do better when he or she might 

receive a reward, i.e. extrinsic motivation. More recent research suggests that intrinsic motivation could 

be increased when rewards were offered in a supportive self-control culture or where individuals rate 

themselves as competent (Gagne & Deci, 2005). Furthermore, Fang, Gerhart, and Ledford (2013) illustrate 

in their meta-analysis that rewards affect intrinsic motivation depending on how employees interpret 

them. They, moreover, argue that intrinsic motivation increases if employees see the reward as providing 

positive information about their competence and self-control over results. On the other hand, strategies 

that focus primarily on the use of rewards inhibit rather than promote intrinsic motivation (Ryan & Deci, 

2000). Kohn (1993) supports this view for his research demonstrates that rewards make people feel 

controlled and discourage collaboration and risk taking. Additionally, when employees interpret rewards 

as a control mechanism or when rewards are expected, the intrinsic motivation will decrease (Deci, 

Koestner, & Ryan, 1999). Thus, overall, rewards programs do not necessarily encourage people to become 

more intrinsically motivated. Whether to implement a reward program or not, Gagne and Deci (2005) 

argue that not all occupations are intrinsically interesting and enhancing intrinsic motivation is not always 

feasible. Yet, most people who work have to earn money, so using rewards as extrinsic motivational force 

seems appealing. This indicates that managers should focus on either using rewards—or other extrinsic 

contingencies—to maximize extrinsically and ignore the importance of intrinsic motivation or enforcing 

intrinsic motivation while minimizing extrinsic motivation factors, such as rewards (Gagne & Deci, 2005).  

Other possibilities to increase employees’ intrinsic motivation is to include challenges, autonomy, and 

responsibilities as important parts in a job (Njanja, Maina, Kibet, & Njagi, 2013). Furthermore, the five 

factors based on the developed job characteristics model could positively influence intrinsic motivation, 

such as skill variety, task identity, task significance, self-control, and feedback (Hackman & Oldman, 1980). 

In addition, positive feedback could improve intrinsic motivation, while negative feedback diminishes it. 

Consequently, feedback should entail constructive rather than nonconstructive criticism (Deci, Cascio, & 

Krusell, 1975).  

 

2.1.3.3 Goal setting 

Das and Teng (1998, p. 506) define goal setting as “the aim for desired results.” Goal setting has gained 

acceptance as control mechanism and is considered a prerequisite for the control of informal collaboration 

within the inter-organizational relationship (Das & Teng, 1998; Locke & Latham, 1990). This finding is in 

line with Vangen and Huxham’s study (2003) since they argue that common goals provide more powerful 

inter-organizational relationships. When organizations have the same goal, numerous benefits could occur 

as can be observed in Table 4. However, Das and Teng’s research (1998) explains that goal setting is not 

always possible or even desirable. They suggest that, in the initial stages of collaboration, it is often difficult 

to formulate explicit goals. Furthermore, the deviation between individual and shared goals might evolve 

in a conflict for organizations which could harm the collaboration (Vangen & Huxham 2003; Walsh, Wang, 

& Xin, 1999). 

One of the most replicated findings is the perception that higher goals lead to higher performance, 

even when others assign them, through participation, or by the organization itself (Hollenbeck & Brief, 

1987; Locke & Latham, 1990). To illustrate, Locke and Latham (2006) argue that high, specific goals initiate 

greater effort, persistence, and a higher level of performance compared to easy, unclear, vague, abstract 
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goals such as ‘do-your-best’ goals. However, learning goals do not always lead to better performance when 

they are specific and difficult since they focus more on reaching the goal rather than on acquiring the 

needed skills (Seijts & Latham, 2001). As such, Locke and Latham (2006) believe that the need for do-your-

best goals is more appropriate than specific goals when achieving learning is the goal. 
 

Benefits Author(s) 

Mobilizes effort, directs attention, encourages 
persistence and strategy development 

Locke & Latham (1990) 

Mutual understanding, alignment of approach and 
vision, mitigates the tension 

Tsai & Ghoshal (1998) 

Problem solving, forward-thinking, interaction, 
creativity, increases knowledge flow and amount 
of resources 

Inkpen & Tsang (2005); Li, Poppo, & Zhou (2010) 

Table 4 Goal Setting Benefits 
 

Numerous authors have discussed methods about how to create shared goals. Kadefors (2004) 

provides the first method and states that goals should contain soft and hard characteristics. Soft goals 

could involve work processes and relations such as treat others with respect, communicate openly, and 

solve problems as quickly as possible, while hard goals could formulate cost, time, and quality aspects. 

Second, Gulati and Singh (1998) suggest that organizations should combine their resources into a shared 

pool since all organizations could benefit from it. Third, to achieve the final goal, sub-goals have to be 

created. Therefore, scheduling is necessary to enable constructive teamwork between organizations 

because it clarifies the level of effort and behavior that is expected (Gulati & Singh, 1998). Furthermore, 

frequently monitored feedback is essential for goal pursuit (Fishbach, Tal Eyal, & Finkelstein, 2010). 

Positive feedback is, for instance, regarded as more effective for goal pursuit since it increases individual 

confidence and commitment and, subsequently, the inter-organizational relationship (Ryan & Deci, 2000).  

 

2.1.4 Formal and informal control mechanisms as substitutes and complements 

When controlling the inter-organizational collaboration, the governance structure literature makes a 

distinction between formal and informal mechanisms, as has been explained in paragraph 2.1.1 (Ness & 

Haugland, 2005; Zaheer & Venkatraman, 1995). Formal control is the legally binding, written, tangible 

mechanism and is represented by contracts. This means that well-specified contracts could reduce risks 

and promote cooperative, long-term trusting exchange relationships (Poppo & Zenger, 2002; Williamson, 

1996). In contrast, informal control mechanisms are the unwritten, intangible mechanisms, such as trust, 

motivation, and goal setting (Lee & Cavusgil, 2006). This mechanism could positively affect inter-

organizational performance because it is an essential coordinating mechanism and can determine the 

quality of the cooperation. Table 5 provides definitions of the described control mechanisms. 

Informal control mechanisms are considered much more difficult to imitate than formal mechanisms, 

as they are socially complex and distinctive to the exchange relationship (Dyer & Singh, 1998). However, 

as has been explained in paragraph 2.1.2 and 2.1.3, both mechanisms have the power to stimulate 

collaboration among organizations. This means that both formal and informal mechanisms could 

independently control the inter-organization collaboration. Nevertheless, the relation between these two 

types of control mechanisms have not yet been discussed in this chapter and is therefore explored in this 

section. Figure 6 provides an overview how formal and informal control mechanisms can have a 

substitutional or complementary role and stimulate inter-organizational collaboration. 
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Formal 
control 

Informal 
control 

Definition Author(s) 

 
Contract 

 Formal, written agreements between two or more 
business partners that provide a legally bound, 
institutional framework in which each party’s 
rights, duties, and responsibilities are specified 

Wang, Yeung, & Zhang 
(2011, p.115) 

  
Trust 

 

One party’s confidence that the other party in the 
exchange relationship will not exploit its 
vulnerabilities 

Dyer & Singh (1998, 
p.669) 

Motivation Process that energizes knowledge and skills and 
focuses on the most important goals 

Clark (2005, p.14) 

Goal 
setting 

Aim for desired results Das & Teng (1998, 
p.506) 

Table 5 Definitions Control Mechanisms 

 

Figure 6 Control of Inter-organizational Collaboration 

 

2.1.4.1 Substitutes 

As it is argued that a formal control mechanism signals distrust and an informal mechanism is based on 

trust, combining these mechanisms is fundamentally problematic (Fehr & Gachter, 2000; Ghoshal & 

Moran, 1996). Hence, applying both mechanisms at the same time is not recommended because it hinders 

the other and vice versa (Bernheim & Whinston, 1998).  

However, a substitutional role is present (Dyer & Singh, 1998; Gulati, 1995) because a well-specified 

contracts could replace trust as control mechanism to stimulate cooperation (Sobrero & Schrader, 1998). 

On the other hand, Gulati (1995, p. 93) argues that informal control could also engage as substitutional 
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mechanism since “trust can substitute for hierarchical contracts in many exchanges.” This suggests that 

informal control mechanisms could supplant, obviate, and substitute the formal control mechanism 

(Bradach & Eccles, 1989; Dyer & Singh, 1998; Granovetter, 1985). In other words, formal control could be 

replaced with handshakes (Adler, 2001). In addition, based on the suggestion that if one trusts the other, 

Larson (1992) suggests that formal controls are unimportant because there is simply no need for it. 

Therefore, Mohr and Spekman (1994) and Saxton (1997) ignore the role of formal contracts.  

In summary, formal and informal control mechanisms could have a substitutional role in both directions 

to stimulate inter-organizational collaboration. 

 

2.1.4.2 Complements 

While Dyer and Singh (1998), Ghoshal and Moran (1996), and Gulati (1995) argue for the substitutional 

relation between formal and informal control mechanism, more recent research from Luo (2002), Poppo 

and Zenger (2002), and Wuyts and Geyskens (2005) maintain a more complementary view.  

For example, when the rights and duties of each partner are well-designed, the formal control 

mechanism provides a legal framework which guides the course of collaboration (Luo, 2002; Williamson, 

2008). However, relying completely on formal control mechanisms can be time-consuming and costly; 

moreover, many unexpected changes cannot be contractually specified (Lee & Cavusgil, 2006). In addition, 

when disturbances arise, contracts are unable to maintain the continuity of the inter-organizational 

relationship (Uzzi, 1997). Informal control mechanisms could remedy these inherent limitations and 

facilitate flexibility and efficiency and is, furthermore, less costly than formal control because it minimizes 

transaction cost over the long run (Wuyts & Geyskens, 2005). 

Collaborating organizations who rely too much on trust can be risky since valuable knowledge could 

leak to competitors and agreements can be ignored (Das & Teng, 1998). For this reason, developing 

contracts may serve as basis and initiation, while informal control could enhance the strength and stability 

of the inter-organizational collaboration (Lee & Cavusgil, 2006). To clarify, contracts may perform a critical 

role in the early stages of the cooperation because trust does not yet exist and the organizations are not 

familiar with each other (Wang, Yeung, & Zhang, 2011). After this stage, the importance of contracts may 

decline with time because mutual trust becomes more important to adapt due to fast changing markets 

(Poppo & Zenger, 2002). Overall, Poppo and Zenger (2002) offer empirical support for combining formal 

and informal control mechanisms since it increases the exchange performance in Western countries. This 

indicates that a simultaneous use of formal and informal control mechanism could control collaborative 

inter-organizational relationships (Li, Xie, Teo, & Peng, 2010).  

Thus, although the substitutional relation between the formal and informal control mechanism appears 

to be present, a simultaneous use is more likely to stimulate the inter-organizational collaboration. 

 

2.2 Privacy and security requirements 

The privacy and security requirements of customers, businesses, and governments within the online 

service market are highlighted in this paragraph. 

 

2.2.1 Customers 

Many customers use online services and share information over the internet due to convenience, time 

saving, more choice for products and services, and vast amounts of information (Liu, Marchewka, Lu, & 

Yu, 2005). However, when the transaction is digitally performed, consumers experience greater concern 

about the security of private data compared to more traditional B2C and G2C markets (Casalo, Flavián, & 
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Guinalíu, 2007). To illustrate, according to Udo (2001), seven out of ten online users have privacy and 

security concerns while shopping on the internet. This means the majority of the respondents believed 

that security mechanisms, such as encryption, were not sufficient to protect them. In addition, only the 

minority of the respondents thought the current laws and regulation were enough to protect them from 

fraudulent purposes (Roca, García, & De la Vega, 2009). However, customers want to feel that their privacy 

is being protected, and when they perceive a lack of adequate security mechanisms, it deters people from 

participating in online services, even when the actual risk is low (Udo, 2001; Woo, 2006). This means the 

customers’ privacy concerns should be treated seriously because it could limit their acceptance of the 

online system (Turinawe & Mwesigwa, 2013). To address these concerns, customers have described the 

following privacy and security requirements: 
 

 Protection: customers desire to be protected against the loss and unauthorized access. When they 

notice security mechanisms to protect their privacy sensitive data, customers are more willing to 

provide privacy sensitive data (Carlos, García, & de la Vega, 2009; Liu, Marchewka, Lu, & Yu, 2005). 

Therefore, technical safeguards, such as digital signatures and certificates, must be used to protect 

the user from potential fraud and hacking (Carlos, García, & De la Vega, 2009; Lian & Lin, 2008).  
 

 Control: many customers want to know what information organizations disclose to others (Liu, 

Marchewka, Lu, & Yu, 2005). This means customers would like to have control about what kind of 

data organizations collect about them, for what purposes, and how they record it (Kobsa, 2002).  

 

2.2.2 Organizations 

Online services allow organizations to increase their economic growth, reduce barriers to market entry, 

and reduce costs (Liu, Marchewka, Lu, & Yu, 2005). Next to these benefits, however, the potential loss of 

information, sharing or selling information could violate customers’ privacy. Subsequently, this could lead 

to undesirable consequences for the organization, such as financial penalties imposed by authorities, 

reputational damage, and a decline in customers’ trust and commitment (Casalo, Flavián, & Guinalíu, 2007; 

Peyton & Nozin, 2004). In order to avoid these consequences, organizations should follow the current law 

and regulations and implement security mechanisms (Casalo, Flavián, & Guinalíu, 2007). When security 

mechanisms have been clearly implemented, it could increase the retention rate and customers’ perceived 

level of trust which result in an increases of profits (Carlos, García, & De la Vega, 2009; Casalo, Flavián, & 

Guinalíu, 2007). Thus, organizations should take concerns about the security of privacy sensitive data 

serious. To avoid these concerns, organizations have described the following four privacy and security 

requirements (Tsiakis & Sthephanides, 2005; Knorr & Röhrig, 2002): 
 

 Protection: the content of the communication must be sealed to prevent altering. Next, back-up 

of the data is required in case the system crashes or the network fails. 
 

 Control: parties are obligated to apply quality standards and certifications, such as the 

International Organization of Standardization (ISO) and digital signatures. Contracts could help 

organizations to achieve these. 
 

 Authorization: unauthorized parties have no access to sensitive data.  
 

 Authentication: involved parties are the one they claim to be. 
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2.2.3 Governments 

Governmental institutions have developed privacy and security requirement to protect privacy sensitive 

data from customers and organizations. These requirements are expressed by presenting Dutch and EU 

laws and regulations, i.e. the mandatory Dutch data breach notification obligation (‘Nederlandse 

meldplicht datalekken’) and General Data Protection Regulation (GDPR) (‘Algemene Verordening 

Gegevensbescherming’). 

 

2.2.3.1 Dutch data breach notification obligation 

As of January 2016, when privacy sensitive data has been leaked, organizations operating in the 

Netherlands are obligated to report this within 72 hours to the Dutch Data Protection Authority (‘Autoriteit 

Persoonsgegevens’). Examples of data leaks can be the loss of data due to a fire, loss of USB flash drive, 

obtained access by a hacker, and the access to email addresses due to the accidental use of the CC field 

instead of BCC field (Autoriteit Persoonsgegevens, 2016b). When organizations fail to report the data leak 

immediately and accurately, they could encounter fines up to a maximum of € 820,000 or 10% of their 

annual net turnover per violation (Autoriteit Persoonsgegevens, 2016c). The privacy and security 

requirements of the Dutch data breach notification obligation (‘Nederlandse meldplicht datalekken’) are 

as follows: 
 

 Notification: when a data leak occurs, the Dutch Data Protection Authority should be notified 

accurately and within 72 hours. 
 

 Ensuring enforcement of the rules: private and (semi-) public organizations could face fines up to 

€ 820,000 or 10% of their annual net turnover per violation. 

 

2.2.3.1 European general data protection regulation 

In April 2016, the European Parliament has adopted the GDPR to provide legal certainty regarding the 

protection of customers and organizations (EU Law, 2016). From May 2018, this law will be applicable for 

all EU members, including the Netherlands, instead of 28 different national laws. This means that private 

and (semi-) public organizations have two years to prepare themselves to meet the GDPR requirements. 

In the meantime, every EU member is appointed to their own privacy law. The privacy and security 

requirements of the GDPR updates and modernizes the developed European privacy law of 1995 and the 

national privacy law, which is the data protection regulation law (‘Wet bescherming persoonsgegevens’) 

in the Netherlands (EU Press release database, 2015; Kaam, 2015). The privacy and security requirements 

of the GDPR (‘Algemene Verordening Gegevensbescherming’) are as follows: 
 

 Right to be forgotten: When there is no legitimate ground for retaining information, and the 

individual no longer wants to be processed, the organization has to delete this data. 
 

 Data protection by design and by default: Data protection mechanisms must be built into 

product and services, from the earliest stage of development.  
 

 Access: individuals should have easy access to their personal data collected by organizations in an 

understandable way. 
 

 Notification: individuals and national supervisory authorities have the right to know as soon as 

possible when privacy sensitive data has been leaked.  
 

 Ensuring enforcement of the rules: Organizations could encounter fines up to € 20 million euros 

or 4% of the total worldwide annual turnover of the preceding financial year.  
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2.3 Conclusion 

The literature review has revealed insight in twofold (1) the relation among formal and informal control 

mechanisms in order to stimulate inter-organizational cooperation, and (2) the privacy and security 

requirements of customers, organizations, and governments.  

Paragraph 2.1 explained how formal and informal control mechanisms can be used to stimulate the 

inter-organizational collaboration and could have a substitutional and complementary role. Although 

empirical evidence has been found for the substitutional and complementary view, research in the context 

of B2G has not been performed yet.  

Paragraph 2.2 highlighted several privacy and security requirements of customers, organizations, and 

governments. In sum, customers desire to be protected against loss and unauthorized access of privacy 

sensitive data and perceive control about what kind of information organizations collect. Therefore, the 

Dutch government and EU have developed laws and regulations to protect the customer (European 

Commission, 2016). However, while the privacy and security requirements of customers, organizations, 

and governments have often been discussed in the literature for B2C and G2C markets, the contributions 

for B2B and B2G markets is somewhat scarce (Dwyer, Hiltz, & Passerini, 2007; Peyton & Nozin, 2004).  

Since there is both theoretical and practical relevance to fill these two gaps (see paragraph 1.2), a 

research method is established, which is discussed in the subsequent chapter.  

 

 

 

  



24 
 

3. RESEARCH METHOD 

This research is realized in the context of the public charging infrastructure to understand which control 

mechanisms (semi-) public organizations could use to successfully collaborate, while simultaneously 

meeting different privacy and security requirements. Since there is no preliminary research available on 

how (semi-) public organizations should use control mechanisms, exploratory research was used to answer 

the research question. Exploratory research is created to answer ‘why’ and ‘how’ questions (Blumberg, 

Cooper, & Schindler, 2014).  

This chapter provides insight into the chosen research method. First, the choice for a qualitative 

research is explained in the research design. Second, this chapter elucidates a pre-research conducted to 

gain knowledge and to obtain support for the data collection method from people who are experienced 

in the public charging infrastructure. Finally, the data collection methodology is explained. 

 

3.1 Research design 

Within the literature, the distinction between a quantitative and qualitative research study has been 

widely discussed. To illustrate, qualitative research does not refer to the quality of research and is not 

better or more useful than quantitative research or vice versa. This means that quality does not depend 

on whether the research is qualitative or quantitative, but rather on how well the research is conducted 

(Blumberg, Cooper, & Schindler, 2014).  

The difference between these two types of research is their flexibility (Blumberg, Cooper, & Schindler, 

2014). Quantitative research is more structured, often closed-ended and relies on quantitative information 

such as numbers and figures. On the contrary, qualitative studies base their conclusions on qualitative 

information, such as words, sentences, and narratives, and enables the researcher to interact with the 

respondent and leave space for new ideas. This interaction could aid the researcher to collect more 

relevant insight, ask more specific questions, and draw the attention to matters that the researcher has 

not previously considered (Baarda, 2010).  

For numerous reasons, the qualitative research method has been selected. First, qualitative research 

has often been advocated as the best strategy for discovery and exploring new areas (Miles & Huberman, 

1994). Since it is not possible to measure when it is not known what to measure, qualitative observation 

has to precede quantitative measurement (Aken, Berends, & Bij, 2007). This means that because this 

research topic is new, unexplored, specific, and limited prior knowledge is available, performing qualitative 

research is appropriate. In addition, qualitative research “is particularly important if one intends to study 

people, groups, organizations and societies” (Aken, Berends, & Bij, 2007, p. 129). Thus, since this research 

is examining inter-organizational relationships within the public charging infrastructure, qualitative 

research is justifiable. Finally, the type of research is dependent on the type of research question. When 

the question is open-ended, qualitative research is required as the question is usually broad and little prior 

knowledge is available (Baarda, 2010).  

Yet, although qualitative research has many above-mentioned benefits, it is associated with adverse 

effects as intractable, subjective process, and driving upon the researcher’s intuition (Aken, Berends, & 

Bij, 2007). To overcome this, Crowther and Lancaster (2008) distinguish two analyzing strategies, which 

are the grounded and template approach. The grounded theory approach attempts to identify new 

concepts, relationships between concepts, and patterns. This approach does not consider much 

theoretical preunderstanding, which is in contrast to the template approach that uses existing concepts 

and theories. Furthermore, the template approach enables a more structured analysis because the 
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findings will be placed in a format. This format consists of a matrix and each cell has information about the 

respondent with regard to a particular phenomenon (Aken, Berends, & Bij, 2007).  

Related to the research question in the context of the public charging infrastructure, the template 

approach fits best with this research since it uses existing concepts and theories. As such, two templates 

were used; one to identify which control mechanisms could be used to stimulate collaboration among B2G 

organizations and have a complementary or substitutional relation; another to identify the privacy and 

security requirements of private and (semi-) public organizations.  

 

3.2 Pre-research 

The reason for conducting a pre-research is to gain knowledge from people who are experienced in the 

public charging infrastructure and to attain support for the method of data collection. Therefore, two 

experts operating in this field have been interviewed to 
 

(1.) identify the scope of the research question including verification of Figure 4 in chapter 1.1.2;  

(2.) discuss useful respondents to interview; and 

(3.) discuss and verify the format of interview questions.  
 

The two experts have reinforced the main research because they provided insight in the public charging 

industry; for example, the dependency among private and (semi-) public organizations, feedback on the 

project scope and interview format, and the suggestion of potential interviewees to gather data to answer 

the research questions. Information about the experts’ background can be seen in Table 6.  
 

 Expert I Expert II 

Title Senior innovator IT security officer IT-architect public 
charging infrastructure 

Years of experience in 
the public charging 
infrastructure 

10 2 

Background 
information 

 

 Responsible for IT (privacy and security) 
architectures of innovation projects related 
to energy transition, such as the smart 
charging of EVs. 
 

 Involved in national and European 
standardization related to privacy and 
security for smart grids. 

 

 Responsible for coordination and work 
allocation of a team of senior IT professionals 
involved in setting up requirements, 
architectures, designs, development, and 
testing of smart grid projects. 

 Responsible for the 
interoperability 
between IT systems for 
the public charging 
infrastructure 
 

 Developed privacy and 
security protocols 
related to the EV 
infrastructure 

 

 FEV driver 

Table 6 Pre-research - Experts’ Background 

 

3.3 Data collection 

The purpose of collecting data is to gather information to answer the research question. Interviewing is 

one of the main methods of data gathering (Van Aken, Berends, & Van der Bij, 2007). To gather data from 

organizations, semi-structured interviews have been chosen because the research topic is not fully 

explored. Furthermore, this type of interview enables the researcher to maintain a certain consistency 
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over each interview while the participant is free to add anything else that might be relevant to the topic 

(Aken, Berends, & Bij, 2007, Strauss & Corbin, 1990). This means that it is allowed to omit some questions, 

depending on the context that is encountered in relation to the research topic. Furthermore, it could be 

necessary to ask additional questions to explore undiscovered areas. Hence, information that has not been 

addressed in the literature review could be identified during these interviews.  

 

3.3.1 Interview 

The key for a successful interview is preparation (Aken, Berends, & Bij, 2007). Saunders, Lewis, and 

Thornhill (2009) believe it is critical to plan precisely how the interviewer is going to demonstrate 

credibility and obtain the confidence of the interviewees. To this end, the location of the interview has to 

be convenient and comfortable for the participants. The location should, moreover, be quiet so that the 

interview is unlikely to be disturbed and the environmental noise will not reduce the quality of audio 

recording (Saunders, Lewis, & Thornhill, 2009). 

The interview was audio-recorded because a qualitative study is more likely to miss information than 

quantitative research (Blumberg, Cooper, & Schindler, 2014). This means that, with audio recording, the 

interviewer is able to re-listen, use quotations, concentrate more fully, and listen more attentively to what 

is being said (Saunders, Lewis, & Thornhill, 2009). However, although audio recording can capture the tone 

of the discussion, it cannot record non-verbal expressions. Therefore, and to maintain concentration and 

focus, notes were made during the interview (Ghauri & Gronhaif, 2005). Subsequently, the audio-recorded 

interviews were transcribed, which means the interview was reproduced in a written format. Even though 

this transcript was elaborated in detail, the researcher might be influenced after several interviews 

because of tunnel vision. For this reason, a second analyzer checked the written format and filled out the 

template; this also increased the research robustness. As the second reader graduated in medical science 

at the Radboud University of Nijmegen, it can be assumed the reader is competent to analyze the data. 

During the interview, the interviewer had to be aware of the content-oriented and management role 

at the same time (Aken, Berends, & Bij, 2007). While the content-oriented role is aimed at receiving clear 

and unbiased answers, the managing role should arrange a pleasant atmosphere and keeps an eye on the 

time. Furthermore, open and probing questions were used. Open questions allow participants to define 

and describe situations or events and encourage the respondent to provide an extensive answer. 

Additionally, open questions should help to avoid bias (Saunders, Lewis, Thornhill, 2009). Therefore, what, 

how, and why questions were used. When the researcher, for instance, asks the respondent to elaborate 

on a particular subject or one of the questions does not reveal relevant response, a probing question is 

used to add depth to the obtained data (Saunders, Lewis, Thornhill, 2009). 

The researcher provided a short introduction at the start of the interview. The purpose of the 

introduction is to develop a positive relationship and to relax the participant (Saunders, Lewis, & Thornhill, 

2009). However, this introduction should not take too long as the respondent might become bored or 

restive (Saunders, Lewis, & Thornhill, 2009). Therefore, the introduction took approximately five minutes. 

First, the interviewee was thanked for agreeing to the meeting and for his or her attendance. Second, 

confidentially and anonymity was guaranteed through repeating that nothing the participants said can be 

attributed to them without their permission; this was also promised in the email correspondence. The 

respondent was asked to permit audio recording during the interview so that the researcher could have 

the opportunity to analyze the data afterwards. The reason for recording is important to mention because 

according to Healy and Rawilinson (1994), the respondent acceptance seems to be higher in comparison 

with no explanation. If the respondent wishes, he or she can receive a copy of the audio with the 
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corresponding transcript. Third, the respondent is allowed to skip a question and the interview can be 

paused or stopped at any time. Fourth, the background, scope, and purpose of this research was explained 

to the respondent by means of Figure 4 (section 1.1.2). 

After the introduction, questions were asked to gather data related to the research questions. The 

structure of these questions can be observed in Appendix A. The first part of questions concerns research 

question I, i.e. to identify which control mechanisms could be used to stimulate collaboration among B2G 

organizations. The second part is related to answer research question II, i.e. to identify privacy and security 

requirements of private and (semi-) public organizations. 

 

3.3.2 Review data collection 

In total, 30 semi-structured interviews1 were used to answer the research questions. In addition, 29 out of 

30 interviews provided permission to audio record and were completely transcribed. Since one 

interviewee refused to be recorded, a summary instead of a transcribed document was made for this 

interview. Due to strict time limitations of the respondents and the long distance between researcher and 

respondents, not all interviews were conducted face-to-face; hence, 22 interviews were held face-to-face, 

six through the telephone, and two were conducted via Skype which is an application for video calls. The 

time length of the interviews was between the 25 and 75 minutes. Because all the respondents were 

Dutch, the interviews have been held in their language. Afterwards, the quotations were translated to 

English by the researcher of this report. 

To ensure some diversity in the public charging infrastructure among respondents, eight different 

stakeholder groups were interviewed. As a result, data were collected from CPMs, CPOs, EMSPs, CPO & 

EMSPs, EV manufacturers, DSOs, municipalities, and EV drivers to answer the research questions. 

Regarding the organization types, 16 were profit organizations and nine were (semi-) public. Moreover, 

two experienced EV drivers were part of the collected data. An overview of the 27 public charging 

respondents can be found in Table 7. Since the public charging infrastructure might be deemed as a 

relatively young market regarding the protection of privacy sensitive data, it could learn from more 

experienced markets. Therefore, three respondents from the telecom, healthcare, and banking market 

have also been interviewed. Table 8 offers the background of these respondents. Next to the 30 semi-

structured interviews, the expertise of a lawyer has been consulted to validate a statement derived from 

one of the interviews. This lawyer is working at one of the largest law firms of the Benelux and is located 

in cities such as Amsterdam, London, and New York. Table 9 provides the background of this respondent.  

During the semi-structured interviews, the interview format was used to collect data (see Appendix A). 

It was not always necessary to ask all the questions because respondents could simply not have the 

experience to answer the question. For example, when a respondent of a private organization said they 

have no contractual agreements with organizations, indicates that there is no need to ask what the 

contracts contains. In addition, answering one question could indirectly also answer other questions. 

Therefore, a number of questions were omitted during the interviews.

                                                           
1 Anonymized transcripts are available upon request by sending an email to koenbots@hotmail.com 
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Respondent Stakeholder 

Years of 
experience in 

public charging 
infrastructure 

Date of interview Contact Minutes 
Private 

organization 
(semi-) Public 
organization 

Customer 

1 CPM 6 15-03-2016 at 15:00 Telephone 25 X   

2 CPM 5 11-04-2016 at 09:00 Face-to-face 75 X   

3 CPO 2 16-03-2016 at 15:00 Face-to-face 25  X  

4 CPO 5 28-04-2016 at 11:00 Face-to-face 25  X  

5 CPO 3 01-03-2016 at 09:30 Face-to-face 65  X  

6 CPO 5 10-03-2016 at 09:00 Face-to-face 30 X   

7 CPO 7 12-04-2016 at 15:00 Face-to-face 40 X   

8 CPO 3 23-03-2016 at 11:30 Face-to-face 65 X   

9 EMSP 4 21-03-2016 at 10:00 Face-to-face 35 X   

10 EMSP 3 23-03-2016 at 16:15 Telephone 30 X   

11 EMSP 4 15-03-2016 at 13:00 Telephone 20 X   

12 CPO & EMSP 4 08-04-2016 at 15:00 Face-to-face 65 X   

13 CPO & EMSP 4 08-04-2016 at 12:00 Face-to-face 60 X   

14 CPO & EMSP 4 21-03-2016 at 15:00 Telephone 40 X   

15 CPO & EMSP 7 05-04-2016 at 16:00 Telephone 30 X   

16 CPO & EMSP 8 09-03 2016 at 13:00 Skype 60 X   

17 CPO & EMSP 2 04-04-2016 at 15:00 Face-to-face 60 X   

18 EV manufacturer 3 09-03-2016 at 13:00 Face-to-face 55 X   

19 EV manufacturer 5 15-03-2016 at 09:00 Telephone 45 X   

20 DSO 4 03-03-2016 at 15:00 Face-to-face 75  X  

21 DSO 3 07-03-2016 at 10:00 Face-to-face 65  X  

22 DSO 3 16-03-2016 at 10:00 Skype 60  X  

23 DSO 6 04-04-2016 at 11:00 Face-to-face 60  X  

24 EV driver 3 23-03-2016 at 14:30 Face-to-face 40   X 

25 EV driver 8 06-04-2016 at 10:30 Face-to-face 40   X 

26 Municipality 5 22-04-2016 at 11:00 Face-to-face 60  X  

27 Municipality 4 25-04-2016 at 13:30 Face-to-face 70  X  

Table 7 Respondents Public Charging Infrastructure  
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Table 8 Respondents Experienced Markets 

Respondent Function Industry 
Years of experience 

in the market 
Date of interview Contact Minutes 

28 Tactical Privacy Advisor Telecom 15 13-07-2016 at 13:00 Face-to-face 55 

29 Information security policymaker Healthcare 12 18-07-2016 at 11:00 Face-to-face 25 

30 Liaison officer Banking 14 03-08-2016 at 09:30 Face-to-face 40 

Function Industry 
Years of experience 

in the market 
Date of verification Contact Minutes 

Lawyer financial law Law 2 12-08-2016 at 16:45 Telephone 25 

Table 9 Respondent Law Firm 

https://www.linkedin.com/title/tactical-privacy-advisor?trk=mprofile_title
https://www.linkedin.com/title/tactical-privacy-advisor?trk=mprofile_title
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3.3.3 Data coding 

As mentioned in paragraph 1.2, two research questions have been developed. For each question, a 

different coding strategy have been used to evaluate the gathered data.  

 

3.3.3.1 Data coding research question I 

After every interview, the relation among private and (semi-) public organizations was presented in a table. 

Within this table, the first analyzer marked each B2G relation as formal, informal, or both formal and 

informal. When the fist analyzer filled in both formal and informal control mechanism, there was the 

option to evaluate the relation as to whether the control mechanism complements or substitutes. 

Subsequently, the second analyzer read the transcribed interviews and completed the table again. After 

coding by the first and second analyzer, these results were compared with Cohen’s kappa, which is a metric 

used to guarantee the interrelation and judge reliability (Neuendorf, 2002). Because the percentage was 

sufficiently large, 98% (106/108 = 98% > 95%), it can be concluded that the first and second analyzer have 

filled in the template almost equally.  

 

3.3.3.2 Data coding research question II 

While privacy requirements refer to the protection of personal data of the EV driver, security requirements 

refer to the protection of the electrical network (Enexis, 2016). Due to this difference, the revealed 

requirements were distributed in a table to either privacy or security requirements. In total, 11 

requirements have been mentioned by private and (semi-) public organizations. While the first analyzer 

evaluated the requirement as either a privacy or security requirement, the second analyzer read the 

transcribed interviews and filled in the table again. Because the number of requirements was considerably 

low, the results were not compared with Cohen’s kappa. However, the majority of the requirements 

(10/11) has been distributed to the same requirement. This indicates that the first and second analyzer 

have almost equally filled in the template. 
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4. RESULTS 

Analyzing the data has revealed insight into private and (semi-) public organizations for the public charging 

infrastructure, which is discussed in three sections. At the end of each section, an overview of the main 

findings is provided. The first section elucidates the influence of formal and informal control mechanisms 

on cooperation among private and (semi-) private organizations. The second section highlights the privacy 

and security requirements of private and (semi-) public organizations. The final section explores three 

more experienced markets because the public charging infrastructure is seen as a relatively new market. 

Hence, based on the insight of the telecom, healthcare, and banking market, advice for the public charging 

infrastructure regarding the protection of privacy sensitive data is provided.  

 

4.1 Influence of formal and informal control mechanisms on collaboration  

As has been explained in section 1.2, theoretical and practical gaps had led to two research question. The 

first question is as follows: 

 

RQ I:  Which control mechanisms can be used for successful collaboration among private and (semi-)  

public organizations? 

 

To answer this question, the influence of formal and informal control mechanisms on B2G collaboration 

within the public charging infrastructure is evaluated. First of all, the influence of formal and informal 

control mechanisms is analyzed. Next, it is explained whether both control mechanisms are complements 

or substitutes, followed by an overview of this section. 

 

4.1.1 Formal control 

Regarding the public charging infrastructure, contracts could stimulate B2G collaboration among private 

and (semi-) public organizations. To illustrate, as respondent 12 explained: “Several major municipalities 

invest in the public charging infrastructure through the purchase of charge points. However, since they 

are not specialized in operating and maintaining the charge point, they outsource this to private 

organizations through tendering. Responsibilities among these organizations have been composed in a 

contract.” Overall, it can be concluded that some level of contract stimulates the B2G collaboration. 

However, the use of contracts appears to be inferior to protocols as control mechanism because several 

respondents have frequently referred to two protocols during the interviews. 

These two protocols, electricity network protocol and charge point connection 

protocol, are explicated in the following two sections.  

 

4.1.1.1 Electricity network protocol 

For electricity, everyone in the Netherlands has the right to be connected to the energy network 

(Energiegids, 2012). The DSO is responsible for the technical check to ascertain whether the charge point 

can be connected to the current field. Therefore, the DSO has developed a protocol for becoming 

connected to their network. This means when organizations aspire to connect a charge point to the 

electricity network, they have to meet DSO’s requirements.  

Seen from private organizations, the charge point request seems to be formally regulated as 

respondent 7 said: “Even when I have filled out the same template over 50 times, I still have to follow the 

protocol. This means this procedure has nothing to do with informality, such as a trustful relationship.” 

Thus, the electricity network request has to be submitted at all times and can be labeled as a formal control 

“Protocols are very 

bureaucratic” 
CPO & EMSP 
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mechanism. According to several private organizations, this electricity network request has a number of 

drawbacks. For instance, although the bureaucratic processes seems to be well organized, it takes a great 

deal of time. To exemplify, respondent 13 stated: “The DSO has 18 weeks to review every network request, 

including charge point requests. This is way too long. Especially because it takes only two hours to install 

a charge point. In my belief, these protocols are very bureaucratic.” This bureaucratic insight is supported 

by respondent 12, who claims: “We have to anticipate the fact that government processes could go slow 

and more formal than expected. However, we accept the situation because it is what it is. Despite their 

long formal processes and their conservative behavior, they are well organized and often much better 

than business organizations.” 

Seen from the DSO’s viewpoint, the protocol to be connected to public charging infrastructure is the 

same as any other electricity network request. According to respondent 22: “Organizations who are willing 

to be connected to our electricity network, have to follow our requirements. This means we see a charge 

point as any other electricity network request and we are not responsible for the development of the 

public charging infrastructure.” Although the DSOs are not responsible for the development of the public 

charging infrastructure, they experience the consequences of connecting the charge points to their 

network. As such, they have concerns about the potential capacity problems as a result of placing charge 

points. To illustrate, respondent 20 stated: “To encounter the increase of electricity demand, we have to 

aggravate the electricity network in areas where it is needed. Therefore, it is very important that we can 

read out the charge points every 15 minutes to see what the current electricity use is. However, due to 

formal regulations, we are not allowed to do this.” 

 

4.1.1.2 Charge point connection protocol 

In order to install a public charge point in a public area, the local municipality has to authorize the 

organization. This organization needs permission because the charge point modifies the landscape which 

is property of the local municipality. Therefore, the organization, which is usually the CPO, has to submit 

an approval request in order to modify the landscape and install the public charge point. 

Seen from private organizations, respondent 7 illustrated charge point connection request as follows: 

“We have to fill out the request which will be reviewed by the local municipality.” This procedure is often 

considered as a long formal process as respondent 13 indicated: “The 

charge point request can differ from municipality to municipality. 

However, we are dependent on this long process and have no other 

choice. We want to increase the speed of this request, because during 

this period we are unable to serve the EV driver and receive money.” 

Public organizations, such as municipalities, have confirmed the request as a formal protocol. For 

instance, respondent 26 said that: “Every request is being reviewed in the same way. We have a protocol 

about how to review a request and we follow this strictly before we give a permission to the submitted 

organization.” The municipality attaches considerable importance to the charge point request because 

they are responsible for the landscape in their district. Although all municipalities could be organized 

differently and have different criteria, they all have included the request into a formal process. In general, 

municipalities are precise in the designation of the charge point location due to the different influences of 

stakeholder within their district. To illustrate this process, respondent 26 said: “The request for placing a 

charge point is very formally regulated and when we are planning to give approval, we will communicate 

this through our website and ‘staatscourant’. This gives all the stakeholders the opportunity to comment 

or to object on this intention.” Not all stakeholders receive this intention with gratitude; respondent 27 

“Every charge point request 

is being reviewed in the 

same way” 
Municipality 
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provided a case in point: “The amount of resistance in our city from the citizens is high due to the potential 

loss of parking places for fossil fueled vehicles.”  

 

4.1.2 Informal control 

This section explains how informal control mechanisms, such as trust, motivation, and goal setting, can 

stimulate collaboration among private and (semi-) public organizations. The informal control mechanisms 

are described by means of projects and the charge point location process, because respondents have 

frequently been labeled these as informal processes. 

 

4.1.2.1 Projects 

The public charging infrastructure is dependent on the input of several stakeholders, as respondent 5 

explained: “Every stakeholder in the chain is needed to further develop the public charging infrastructure.” 

To specify, according to respondent 26: “DSOs are dependent on private organizations because the DSO is 

not allowed (anymore) to rollout public charge points. However, because they are responsible for the 

electricity network, they have requirements for organizations who are willing to install a public charge 

point.” This implies both private and (semi-) public organizations are dependent on each other within the 

public charging infrastructure. Because of this dependency, B2G projects have been initiated to achieve a 

common goal: the further development of the public charging infrastructure. This development often aims 

at the increase of interoperability among organizations and the energy network flexibility. First, private 

and (semi-) public organizations can collaborate to increase the interoperability and uniformity. An 

example is illustrated by respondent 17, who says: “As operating CPO and EMSP we are working together 

with ElaadNL, EV manufacturers, and CPMs to develop a new charger.” Another example is the OCPP 

protocol developed to provide uniformity about the communication 

among the charge points in the market (ElaadNL, 2015). Respondent 1 

described the OCPP establishment as follows: “As operating CPM 

organization we have developed the OCPP protocol together with other 

private organizations and ElaadNL, which is a nonprofit organization 

founded by the major DSOs and mainly aims at the further development of the public charging 

infrastructure.” Second, both private and (semi-) public organizations are potentially motivated to 

collaborate in order to encourage the development of flexibility in the electricity network. The DSOs are 

motivated to collaborate as respondent 23 illustrated “We have started a project together with CPOs to 

predict the required energy consumption of the next day. This information could be useful for us to be 

able to manage the electricity network.” Furthermore, several CPOs are willing to start a project with DSOs 

as well because they realize they have an essential position in the public charging infrastructure. As 

respondent 12 stated: “Together with the DSO, CPOs, and EMSPs we have started a project in the province 

Noord-Brabant to observe when price incentives could lead EV drivers to not charge their EVs in peak 

hours.” The outcome provides private organizations with important information about how they could 

build their business model. Simultaneously, the DSOs could learn from the price incentive on the level of 

stress in their electricity network. 

The major DSOs have founded the nonprofit organization ElaadNL to stimulate the development of 

electric transportation. Both private and (semi-) public organizations 

can collaborate with ElaadNL and is based on informal rather than on 

formal control mechanisms. To illustrate, respondent 10 said: “We 

have an informal relation with ElaadNL to increase the interoperability 

“Projects are based on trust, 

rather than contracts” 
CPO & EMSP 

 

“Every stakeholder in the 

chain is needed to further 

develop this market” 
CPO 
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in the market. We have the possibility to ask them questions related to the public charging infrastructure 

without any commitment. This means the collaboration is built on voluntary principles.” This cooperation 

method has an influence on the level of trust; in respondent 14’s words, “Projects are based on trust, 

rather than contracts because our common goal is to stimulate flexibility and absorb aggravation in the 

electricity network.” Seen from a governmental organization, respondent 5 declared: “We have a lot of 

expertise about the charging infrastructure and are willing to share this information with every private or 

(semi-) public organization who is operating within this domain such as CPMs, EMSPs, CPOs, EV 

manufacturers, provinces, and municipalities. We help organizations in the EV market when they need 

advice or have questions and operate as knowledge institutions.” Since there is in general no direct 

compensation for the projects of ElaadNL, it appears both private and (semi-) public organizations are 

motivated to work with the other. For instance, respondent 1 said: “We have developed the OCPP protocol 

together with ElaadNL because both organizations were motivated to find uniformity in the public charging 

infrastructure.”  

Although several private and (semi-) public organizations are willing to collaborate and start B2G 

projects, others are more reserved in their contribution. This reserved attitude could be due to a different 

strategy among CPOs and DSOs, as respondent 2 stated: “I believe they can afford the rollout of the 

network aggravation but refuse to do this. What they should do is focus on their core business, which is 

laying out cables and pipelines, instead of discovering alternatives. It is nothing more than that.” This vision 

is supported by respondent 17, who claims: “I am rather interested in a more efficient charge point 

installation than those flexibility projects.” Furthermore, although numerous municipalities and CPOs 

desire to increase the number of charge points, not all municipalities have public charge points in their 

district. For example, respondent 19 stated: “According to our research, about 200 out of the 400 

municipalities in the Netherland do absolutely nothing regarding public charge points. This is disappointing 

because we need the municipality to reach the potential EV driver.”  

 

4.1.2.2 Charge point location 

As described in section 4.1.1.2, the charge point connection request is a formal process. This means when 

both municipality and CPO have the same preference for the location of the charge point, the standardized 

protocol will be followed. However, when the preference for the charge point location differs, they could 

collaborate in a relatively informal style. To illustrate, respondent 26 said: “Both CPO and municipality 

have a common goal which is positioning the charge point on an appropriate location.” Yet, the preference 

for the charge point location could be different among CPO and municipality. On the one hand, private 

organizations are more interested in gaining profit, as respondent 16 illustrated: “The location is 

appropriate when the charge point is likely to be charged on regularly basis so we could make a profit.”  

On the other hand, this gaining profit vision is slightly different compared 

to numerous municipalities due to their sustainability vision. To 

exemplify, respondent 26 said: “Due to sustainability regulations, we 

need to reduce the CO2 emission. Furthermore, we would like to have a 

responsible image.”  

 
4.1.3 Formal and informal control mechanisms as complements and substitutes 

Although section 4.1.1 and 4.1.2 explained that formal and informal control mechanisms have the power 

to stimulate the B2G collaboration, it is still not clear whether they are rather complements or substitutes. 

This section demonstrates that two forms of complements could stimulate B2G collaboration; as 

reinforcers and as dynamic system.  

“Our common goal is to 

position the charge point on 

the best location” 
Municipality 
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4.1.3.1 Complements as reinforcers 

Formal and informal control mechanisms as reinforcers are elucidated by four examples. 

First, the charge point connection request has been formally regulated due to a protocol. However, the 

influence of informal control mechanisms could be present as well. To illustrate, respondent 26 said: “The 

charge point request follows a formal procedure. Within this procedure, we have defined that the 

minimum range between charge points in the area should be 300 meter. However, we do not follow this 

regulation very strictly, because if the CPO really wants to install a charge point within 300 meters of 

another charge point, and we understand there is likely to be a need for it, we still could give permission.”  

Similarly, in respondent 7’s words: “Selecting the charge point location is based on the simultaneous 

appliance of formal and informal control mechanisms. This means the municipality and CPO are motivated 

to locate the charge point in an appropriate location.” These 

findings suggest that the simultaneously application of the 

control mechanisms protocol and motivation could lead to 

achieving the common goal, which is to locate the public charge 

point at an appropriate location. 

Second, the energy network request has been formally regulated due to a protocol. Nevertheless, 

although the energy connection request protocol has to be followed at all times, the request could be 

influenced by the informal control mechanism trust. For instance, respondent 17 said: “When the same 

DSO employee handles our request regularly, this could lead to a decrease of processing time.” 

Third, while the contract could operate as framework for B2G collaboration, informal control 

mechanisms are also likely to occur. To illustrate, according to respondent 12: “We have signed a pretty 

heavy contract with the DSO. However, during projects the collaboration is rather informal due to the 

positive level of trust. Of course, we could have an intense argument and in that case we will check the 

contract to understand each other responsibilities. However, this situation is very rare luckily.”  

Finally, next to DSO’s formally regulated energy network request, the main DSOs have established the 

nonprofit organization ElaadNL that mainly aims at the further development of the public charging 

infrastructure. ElaadNL aids organizations in the EV market when they require advice or have questions, 

have contributed to several B2G projects, and (co-) developed methods and systems to further develop 

the public charging infrastructure. As such, respondent 16 said: “Approximately every six weeks, the 

majority of the EMSPs and CPOs comes together to discuss all the 

current problems. The six-weekly meeting is very useful because 

all organizations could learn from each other’s problems. 

Examples of problems were questions about billing the EV driver, 

charge data records (CDR) in the CIR, and the helpdesk aimed at 

the EV driver.” 

 

4.1.3.2 Complements as dynamic system 

The relation between formal and informal control mechanism as dynamic system indicate that 

collaboration could flow from formal into an informal control mechanism and vice versa. These two flows 

are explained in the following two project examples. 

First of all, projects could flow from formal to informal control mechanisms. Before organizations are 

willing to collaborate in a project, the need for signing a contract is usually present. As respondent 13 

explained: “We are motivated to collaborate because both organizations understand the need to 

collaborate due to our different roles in the market. A contract represents the fundament of B2G projects. 

“Charge point location is based on 

both formal and informal control” 
CPO 

 

“Apart from the contract, every six 

weeks we have a meeting where 

we can discuss problems” 
CPO & EMSP 

 



36 
 

However, after this signature, we normally never see this contract again.” This indicates that motivation, 

goal setting, and trust are present as informal control mechanisms.  

Second, projects could flow from informal to formal control mechanisms. To illustrate, respondent 23 

stated: “At the beginning of a project, the relationship is informally regulated since EMSPs, CPOs, and DSOs 

are motivated to achieve a common goal, such as increasing the flexibility of the energy network. 

Eventually, the rollout in the market will be formally regulated by the DSO through protocols” As such, 

while B2G collaboration at the start of the project can be informally regulated because of motivation and 

the presence of a common goal, it eventually could turn into a more formally regulated collaboration. 

 

4.1.4 Overview 

In the previous section, it has been established that formal and informal control mechanisms could have 

the power to stimulate B2G collaboration within the public charging infrastructure. Furthermore, based 

on the transcribed interviews, a complementary connection between formal and informal control 

mechanisms has been discerned (see Table 10). Hence, the simultaneous use of both control mechanisms 

could, instead of substitutes, stimulate the cooperation among B2G organizations. Figure 7 provides an 

overview of how the two forms of complements could facilitate B2G collaboration; in other words, formal 

and informal control mechanisms as reinforcers and as dynamic system. 
 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table 10 Formal and Informal Control Mechanisms of the Public Charging Infrastructure 

 

Respondent Formal Informal Complements Substitutes 

1 X X X - 

2 X - - - 

3 X X X - 

4 X X X - 

5 X X X - 

6 X X X - 

7 X X X - 

8 X X X - 

9 - - - - 

10 - X - - 

11 - X - - 

12 X X X - 

13 X X X - 

14 X X X - 

15 X X X - 

16 X X X - 

17 X - X - 

18 X X X - 

19 X X X - 

20 X X X - 

21 X X X - 

22 X X - - 

23 X X X - 

24 X - - - 

25 X - - - 

26 X X X - 

27 X X X - 
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Figure 7 Control Mechanisms That Could Be Used for Successful Collaboration 

 
4.2 Privacy and security requirements  
As has been explained in section 1.2, theoretical and practical gaps have led to two research questions. 

The second question is: 

 

RQ II:  What are the privacy and security requirements of private and (semi-) public organizations?  

 

While privacy requirements refer to the protection of personal data of the EV driver, security requirements 

refer to the protection of the electrical network (Enexis, 2016). Since the EV driver’s personal data is 

involved in the public charging infrastructure (see section 1.1.2), their requirements are also highlighted, 

next to the private and (semi-) public organizations requirements. This means all relevant privacy and 

security requirements of CPMs, CPOs, EMSPs, EV manufacturers, DSOs, municipalities, and EV drivers, are 

specified in this section. An overview of the privacy and security requirements is provided in the final part. 

 
4.2.1 Main findings charge point manufacturers 
The CPM designs and produces charge points for CPOs and the mentioned requirements are underscored 

in this section. 

 

4.2.1.1 Privacy protection 
Evidently, the CPM has no privacy requirements for other organizations because they do not receive EV 

driver’s data or charging data. In fact, respondent 1 said: “I do not see the need for privacy protection 

because no privacy sensitive data of is involved in the connection between charge point, CPM, and CPO.”  
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4.2.1.2 Security of the energy network 
Although the CPM respondents have not mentioned security requirements directed to other 

organizations, they have to conform to the security requirements of the CPO and DSO in order to sell 

charge points.  

First, while the CPO is responsible for operating and maintaining the charge point, the CPM produces 

the charge point. This means, to protect the EV charging data flow from the charge point to the CPO, the 

CPO could impose requirements to the CPM. The CPM aspire to meet to these requirements in order to 

sell charge points. To illustrate, as respondent 1 said: “The CPO is often satisfied with a private access 

point name (APN) connection because this method is sufficient to protect the charging data.” 

Second, in order to connect the charge point to the electricity network, the CPM has to meet to the 

technical security requirements of the DSO. According to respondent 

2: “The CPO will only purchase our charge points when they are 

allowed to be connected to the electricity network. This means we 

have to produce charge points that meets the technical standards of 

the DSO, such as configuration matters.”  

 

4.2.2 Main findings charge point operators 
The CPO is responsible for operating and maintaining the charge point, and they have mentioned several 

privacy and security requirements. These requirements are explored in this section.  

 

4.2.2.1 Privacy protection 

The CPO has to deliver EV charging data to the EMSP in order to be financial compensated. This data 

exchange is protected by the database CIR or through a direct connection between the CPO and the EMSP. 

According to respondent 12, no privacy sensitive data is involved in the data exchange: “Because of the 

separation between CPO and EMSP activities, the CPO has no idea who is charging at a charge point. This 

means there is no need for privacy protection. In my belief, more security is just an activity to increase 

costs and should not be overdone.” Similarly, respondent 7 said: “Because we do not know who the EV 

driver is, we cannot leak any privacy sensitive data of the EV driver.”  

 

4.2.2.2 Security of the energy network 

The CPO mention three security requirements. 

First, in order to connect the charge point to the energy network, the DSO has technical security 

requirements because they are responsible for this network. The CPO passes these requirements on to 

the CPM because they design and produce the charge point.  

Second, the CPO would like to have a real-time connection with the EMSP. Although the data exchange 

in the CIR works, there is a need for an alternative improved method, as respondent 16 explained: “The 

CIR is outdated. I would like to have the possibility to work with different subscriptions and add different 

charging prices for different EV drivers. When an EV driver charges relatively many kilowatt-hours 

compared to other EV drivers, I can give him [or her] discounts.” Another advantage of the real-time 

connection is described by respondent 13: “The real-time connection provides better protection for the 

charge data exchange among CPO and EMSP because it is hard to fraud when the connection is real-time 

instead of offline.” 

Third, the CPO has a requirement for the CPM regarding the protection of EV charging data. For 

instance, respondent 7 said: “To protect the EV charging data from the charge point to us, we want to 

have a private APN connection.”  

“Because we do not know who 

the EV driver is, we cannot leak 

any privacy sensitive data” 
CPO 

 
CPO 

 



39 
 

4.2.3 Main findings electric mobility service providers 

The EMSP is responsible for setting up contracts with customers, managing customer information, and 

billing them after the use of their service. Although requirements related to the security of the energy 

network have not been established, several EMSP respondents mentioned one specific privacy 

requirement; namely, the EMSP wants to receive EV charging data from the CPO and the EV driver’s 

personal information. For example, respondent 3 said: “We need personal information of the EV driver, 

such as name, address, bank account, and telephone number, to bill the EV driver for the charged 

electricity.” Furthermore, several EMSP respondents realize they possess privacy sensitive data of the EV 

driver required protection. To illustrate, respondent 14 

said: “We do not want that other organizations could 

link EV charging data to privacy sensitive data of the EV 

driver. Therefore, we have secured our database and 

are aware of the data protection regulation law (‘Wet 

bescherming persoonsgegevens’).” As such, the EMSPs believe that personal information of the EV driver 

is sufficiently protected as is illustrated by respondent 13, who said: “I am satisfied with the personal data 

protection of the EV driver.”  

 

4.2.4 Main findings EV manufacturers 

It appears that EV manufacturers have no privacy and security requirements. For instance, respondent 18 

said: “At this moment, I do not see privacy and security as a problem. I am more interested in a solution 

for all the different charge prices. Namely, it is for the EV driver often not clear how much he [or she] has 

to pay for a charging session due to the different CPO and EMSPs.” This finding is in line with respondent 

19 who claimed: “I do not believe we have any specific requirements for the public charging infrastructure. 

However, since we believe it is our duty to protect the EV driver, we are reserved to provide sensitive data 

about the EV to organizations.”  

 

4.2.5 Main findings distribution system operators 

The DSO is a regional monopolist in its operating areas and is responsible for the development, 

construction, and maintenance of electricity distribution networks. Since the public charge point could 

increase the level of stress of the electricity network and the DSO is responsible for this network, they are 

interested in the development of the public charging infrastructure (Enexis, 2014a). As such, a number of 

privacy and security requirements have been mentioned by the DSO, which are examined in this section. 

 

4.2.5.1 Privacy protection 

The DSO is not interested in specific individual’s charging data. In 

fact, when the DSO possesses sensible data of the EV driver, it might 

lead to difficulties for managing the electricity network. To 

exemplify, in respondent 23’s words: “We ask the CPO what the 

common electricity usage is but we do not want to know who the EV 

driver is because this means we cannot leak their data. Besides, when the data consists of personal data, 

the EV driver is allowed to reject the readout.” This means the DSO wants to receive aggregated charging 

data in order to manage the energy network. 

 

 

“We do not want that other organizations 

could link EV charging data to privacy 

sensitive data of the EV driver” 
CPO & EMSP 

 
CPO 

 

“We want to receive aggregated 

charging data in order to 

manage the energy network” 
DSO 

 
CPO 
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4.2.5.2 Security of the energy network 

Two security requirements have been mentioned. 

First, the DSO has technical security requirements for organizations who are willing to become 

connected to the energy network. These requirements do not differ for charge points within the public 

charging infrastructure. To illustrate, respondent 22 stated: “We have no additional specific requirements 

for the charging point than usual. This means we see the connection between the charge point and our 

electricity network as a regular connection.” 

Second, another requirement is the avoidance of exceeding the capacity of the electrical network, 

which has been explained section 1.1.2. Several DSOs have started projects together with CPOs to learn 

how they should encounter the charge point impact on the energy network. Achieving a real-time 

connection between the CPO and DSO may aid to increase the manageability of the energy network, as 

respondent 20 explained: “To avoid the peak load of electricity demand, we would like to have a real-time 

connection with the charge point and have to possibility to read the charge point meter every 15 minutes.” 

 

4.2.6 Main findings municipalities 

Although requirements regarding the security of the energy network have not been discovered, two 

privacy requirements were mentioned.  

First, several municipalities mentioned the data protection regulation law (‘Wet bescherming 

persoonsgegevens’) to protect the EV driver’s privacy sensitive data. This means the municipality has to 

mask all personal data of the request taker to make it unrecognizable as other civilians are allowed access 

to the procedure. For example, respondent 27 asserted: “We mark the 

name and address of the charge point requester due to the data 

protection regulation law and do not provide privacy sensitive data to 

others.”  

In addition, since several municipality are willing to facilitate the public charging infrastructure, they 

desire to select the best charge point locations in their region. Hence, as respondent 26 claims: “Our 

concern is to serve the EV driver and to distribute the charge points roughly equally among our territory. 

Therefore, we can receive EV charging from the DSO. However, we have no idea which specific individual 

is charging and are only interested in appropriate charge point locations to serve the EV driver.”  

 

4.2.7 Main findings EV drivers 

While security requirements have not been mentioned, the EV drivers revealed a privacy requirement. For 

instance, although there seems to be some diversity among respondents about privacy requirements, the 

track and trace of the EV driver should be avoided. This means two types of EV drivers can be 

characterized. On the one hand, EV drivers are not highly interested in requirements, as respondent 25 

illustrated: “The charging process should be low-priced, fast, and convenient. Whether some organizations 

have insight into my charging profile or not, I really do not care, because I have nothing to hide.” On the 

other hand, other EV drivers have concerns as respondent 24 explained: “No 

one has the right to track and trace me without my permission as long as the 

received invoice about the charged electricity is correct.” Whether the EV 

drivers are concerned about their privacy or not, even when the minority of EV 

drivers wants to be protected, it seems reasonable to avoid the tracking and tracing of EV drivers.  

 

 

“We do not provide privacy 

sensitive data to others” 
Municipality 

 
CPO 

 

“I do not want to be 

tracked and traced” 
EV driver 

 
CPO 
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4.2.8 Overview 

Several privacy and security requirements of private and (semi-) public organizations, and EV drivers have 

been mentioned in the context of the public charging infrastructure. Table 11 provides an overview of 

these requirements.  

Furthermore, because the EV driver can be concerned about the track and trace in the public charging 

infrastructure, it might be interesting to exhibit the distribution of personal data and EV charging data. 

Therefore, a flow chart has been created to highlight which stakeholders could have access to this data 

(see Appendix B). Although the personal data and EV charging data might not be directly linked, it could 

potentially lead to the track and trace of the EV driver. 

Group of stakeholders Requirement Findings 

CPM  

Privacy   - 

Security 

 Meet the security requirement of the CPO in order to protect the EV charging 
data from the charge point to the CPO, such as a private APN connection. 

 Meet the technical security requirements of the DSO in order to sell charge 
point to CPOs. 

CPO 

Privacy  - 

Security 

 Real-time connection instead of an offline connection with the EMSP in order 
to add different charging prices for the EV driver. Hence, malversation of the 
EV charging data is more difficult. 

 Private APN connection from the charge point to CPO to protect the EV 
charging data exchange. 

 Meet the technical security requirements of the DSO in order to connect the 
charge point on the energy network.  

EMSP 
Privacy 

 Based on the data protection regulation law (‘Wet bescherming 
persoonsgegevens’), the EMSP does not provide personal data of the EV 
driver and their EV charging data to others because it might lead to the track 
and trace of the EV driver. 

Security  - 

EV manufacturer 
Privacy  - 

Security  - 

DSO 

Privacy 
 Receive only aggregated EV charging data in order to manage the energy 

network. 

Security 

 Technical security requirements for organizations who want to be connected 
to the energy network. 

 Avoidance of exceeding the capacity of the electrical network. A real-time 
connection between the CPO and DSO may help to increase the manageability 
of the energy network.  

Municipality 

 
Privacy 
 

 Based on the data protection regulation law (‘Wet bescherming 
persoonsgegevens’), the municipality does not provide personal data of the 
EV driver, such as name and address, to others.  

 Receive EV charging data from the CPO in order to select the best charge 
point locations. 

Security  - 

EV driver 
Privacy  Avoid to be tracked and traced. 

Security  - 
Table 11 Privacy and Security Requirements 
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4.3 Advice from more experienced markets regarding the control of privacy 

This section reveals insight into more experienced markets regarding the control of privacy and provides 

advice for the public charging infrastructure. The findings of the telecom, healthcare, and banking market 

are elucidated in the subsequent three sections. In the final section, an overview of the main findings is 

provided. 

 

4.3.1 Telecom market: judge EV charging data as privacy sensitive data and create a procedure 

The telecom respondent offered insight into how they deal with privacy government regulations: “We 

have created procedures what to do when privacy sensitive data has been lost. In principle, we report 

every minor and major issue to the Dutch Data Protection Authority because if we fail to report and the 

authority finds out, we could have a major problem because we have not followed the law.” Appendix C 

illustrates how this telecom provider has adapted the Dutch data breach notification obligation 

(‘Nederlandse meldplicht datalekken’) into their organization. Based on the insight into the telecom 

sector, the respondent mentioned two recommendations for the public charging infrastructure. 

First, the distribution of EV charging data from CPO to municipality has been explained by respondent 

27 as follows: “I receive EV charging data from the CPO where I can see the unique card number, from 

which CPO they are, how many different EV drivers have charged, and how much and how long they have 

charged.” Yet, according the telecom respondent, the Dutch Data Protection Authority (‘Autoriteit 

Persoonsgegevens’) handles EV charging data as privacy sensitive data. Thus, as long there is a data source 

which connects EV driver data with EV charging data, EV charging data cannot be seen anonymously. This 

indicates that CPOs and municipalities should assess EV charging data as privacy sensitive data. 

Second, when an organization has leaked or lost privacy sensitive data, they have to inform the Dutch 

Data Protection Authority within 72 hours. Therefore, the telecom respondent advised to create a 

procedure to notify the Dutch Data Protection Authority. 

 

4.3.2 Healthcare market: consider encryption technique to protect privacy sensitive data 

The healthcare respondent explained how they can protect privacy sensitive data. According to this 

respondent, retractable pseudonymization is being used to be able to collect anonymous data of 

individuals for research purposes (European Parliament, 2007). A visualization of the retractable 

pseudonymization process can be observed in Figure 8 (Aamot, Kohl, Richter, & Knaup-Gregori, 2013). 
 

 

 
 

 

 

 
 

Figure 8 Retractable Pseudonymization Process 
 

The idea of this technique is to replace personal identifiers, such as name and address, with codes to avoid 

that the data can be assigned to an individual (Bird & Bird, 2016). However, when researchers have found 

something which could have negative consequences for the individual, reversibility can be performed 

under strictly controlled conditions (Neubauer & Riedl, 2008). The Dutch Data Protection Authority has 

formulated these five conditions have been formulated as follows: 
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(1.) Two data encryptions must be implemented, whereby the first one takes place at the supplier. 

(2.) Technical and organizational actions must be implemented to avoid traceability of the encryption. 

(3.) The processed data cannot indirectly be identified. 

(4.) Independent audit to guarantee requirement 1, 2, and 3. 

(5.) The pseudonymization technique must be explained unambiguously in a public document. 

 

Based on the insight in the healthcare sector, the respondent cannot indicate whether the 

pseudonymization technique is useful for the public charging infrastructure. According to the respondent: 

“Although retractable pseudonymization method is successfully implemented in the healthcare sector, I 

am not sure if it can be used for the public charging infrastructure. However, since it seems that privacy 

sensitive personal was send from CPO to the municipality, the retractable pseudonymization technique 

might be useful as safeguard technique.” 

 

4.3.3 Banking market: consider measurements to guarantee the integrity of EV charging data 

The banking respondent emphasized the importance of integrity, i.e. accurate and consistent information 

usage, as a requirement for customer acceptance (Cherdantseva & Hilton, 2013). Therefore, the 

respondent mentioned that cryptography is being used as control mechanism to guarantee data integrity. 

As a result, although cryptography will increase the costs because keys to unlock the data need to be sent 

to authorized organizations, problems might eventually become larger when actions are not being taken. 

Nonetheless, the banking respondent explained it is not always necessary to use cryptography, as long as 

the organization has control over their data and are aware of privacy risks.  

In the context of the public charging infrastructure, there also appears to be an integrity issue, as 

respondent 9 illustrated, “To bill the EV driver, we need accurate EV charging data from the CPO. However, 

on a regular basis, EV charging transactions records do not match with the billable data.” Similarly, 

respondent 13 stated: “I wonder if all the EV charging data is being measured correctly.” Based on the 

insight into the banking sector, the respondent mentioned that organizations in the public charging 

infrastructure must perceive control about privacy sensitive data and sufficient measurements must be 

taken to guarantee the integrity of EV charging data. 

 

4.3.4 Overview 

Respondents from the telecom, healthcare, and banking market elucidated how they encounter privacy 

issues and protect privacy sensitive data. Furthermore, they provided advice for organizations in the 

context of the public charging infrastructure. The main findings are presented in the following overview:  

 

Telecom organization 
 

 Insight: this organization has developed a Dutch data breach notification obligation (‘meldplicht 

datalekken’) structure to inform the Dutch Data Protection Authority (‘Autoriteit 

Persoonsgegevens’). 
 

 Advice: private and (semi-) public organizations in the public charging infrastructure must judge 

EV charging data as privacy sensitive data because this data could eventually be linked to an EV 

driver. Hence, when organizations want to send EV charging data to another, the unique card 

number which correspond to the EV driver, must be removed. 
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 Advice: when private and (semi-) public organizations have access to privacy sensitive data, they 

should consider developing a procedure to notify the Dutch Data Protection Authority (‘Autoriteit 

Persoonsgegevens’) as soon as possible. 

 

Healthcare organization  
 

 Insight: this organization uses the retractable pseudonymization technique to anonymize and 

protect privacy sensitive data of patients. 
 

 Advice: when private and (semi-) public organizations have access to privacy sensitive data, they 

should consider implementing an encryption technique, such as pseudonymization, in order to 

anonymize and protect privacy sensitive data. 

 

Bank organization 
 

 Insight: the banking respondent highlighted the importance of integrity. Although measurements 

can be taken to guarantee integrity, it is not always necessary to apply these when the 

organization has control over their data and are aware of privacy risks. 
 

 Advice: since organizations within the public charging mentioned that transactions records about 

the EV charging data does not always correspond with the billable data, sufficient measurements 

must be considered to guarantee the integrity of EV charging data. 

 

  



45 
 

5. CONCLUSION 

This chapter answers the research questions presented in section 1.2 within the context of the public 

charging infrastructure, followed by the theoretical implications, managerial implications, and additional 

recommendations for Enexis, and finally, limitations and future research. 

 

5.1 Answer research question I 

The first research question is as follows: 
 

RQ I:  Which control mechanisms can be used for successful collaboration among private and (semi-)  

public organizations? 
 

Based on the analyzed data, protocols and contracts as formal control mechanisms and trust, motivation, 

and goal setting as informal control mechanisms could stimulate collaboration among private and (semi-) 

public organizations. While these control mechanisms solely could stimulate cooperation, the 

simultaneous use formal and informal control mechanisms have been found as complements. To specify, 

two forms of complements seem to further stimulate collaboration among private and (semi-) public 

organizations, i.e. formal and informal control mechanisms as reinforcers and as dynamic system. Figure 

9 provides an overview of which control mechanisms could be used to successfully collaborate among 

private and (semi-) public organizations. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5.2 Answer research question II 

The second research question is as follows: 
 

RQ II:  What are the privacy and security requirements of private and (semi-) public organizations?  
 

The research findings indicate that private and (semi-) public organizations within the public charging 

infrastructure have different privacy and security requirements, which are described in the succeeding 

sections. 

Figure 9 Control Mechanisms That Could Be Used for Successful Collaboration 
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5.2.1 Requirements of private organizations 

Private organizations are aware they have to follow governmental laws and regulations to protect privacy 

sensitive data. To illustrate, the EMSP referred to the data protection regulation law (‘Wet bescherming 

persoonsgegevens’) which entails they do not transfer the EV driver’s personal data to others without their 

permission. Apart from the GDPR law, private organizations in the public charging infrastructure have not 

mentioned other privacy requirements they have to follow. 

Moreover, concerning the security of the energy network, private organizations have not mentioned 

requirements for (semi-) public organizations because they are not responsible for this network. However, 

private organizations have described two requirements for other private organizations. First, regarding 

the data flow of EV charging data, CPMs and CPOs mentioned the EV charging data protection from charge 

point to CPO, such as the private APN connection. Second, several CPOs are willing to have a real-time 

connection with the EMSP because this connection could provide new business opportunities and is more 

reliable compared to the current CIR system. 

 

5.2.2 Requirements of (semi-) public organizations 

The protection of privacy sensitive data is formally regulated by governmental laws and regulations. Thus, 

regarding privacy protection, private and (semi-) public organizations repeatedly referred to the data 

protection regulation law (‘Wet bescherming persoonsgegevens’). Apart from this law, two more 

government regulations are applicable to private and (semi-) public organizations, i.e. the Dutch data 

breach notification obligation (‘meldplicht datalekken’) and European GDPR (‘Algemene Verordening 

Gegevensbescherming’). However, the majority of private and (semi-) public organizations have not 

mentioned these laws and regulations.  

Furthermore, the security of the energy network is regulated by the DSO because they are responsible 

for the development, construction, and maintenance of electricity distribution networks in the areas it 

operates. When an organization is willing to be connected to the energy network, they have to follow 

DSO’s electricity network protocol. 

Finally, in order to avoid exceeding the capacity of the electrical network, the DSO would like to receive 

aggregated data of the recent electricity demand derived from the charge points. This means that the DSO 

desires to have a real-time connection with the CPO, who is responsible for operating and maintaining the 

charge point, to increase the manageability of their energy network. 

 
5.3 Answer to main research question 

The main research question is as follows: 
 

MRQ: What control mechanisms could (semi-) public organizations use to successfully collaborate,*  

while simultaneously meeting different privacy and security requirements? 

*with private organizations  
 

Based on the analyzed data, it can be concluded that (semi-) public organizations should use formal and 

informal control mechanisms as complements to successfully collaborate with private organizations. 

However, dependent on the situation and the associated privacy and security requirements, (semi-) public 

organizations should also stimulate cooperation by either formal or informal control mechanisms. This 

preference is illustrated by the following two situations. 

First, private organizations could be dependent on the requirements of (semi-) public organizations. 

For example, when private organizations are willing to be connected to the energy network and to install 

a public charge point, they are dependent on the requirements of (semi-) public organizations such as the 
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local DSO and municipality. For this reason, (semi-) public organizations should use contracts and protocols 

as formal control mechanisms to force their requirements on private organizations and to stimulate 

collaboration.  

Second, private and (semi-) public organizations could be dependent on each other’s requirements. To 

illustrate, while only private organizations are allowed to operate and maintain public charge points in the 

Netherlands, the DSO is responsible for the development, construction, and maintenance of electricity 

distribution networks in its operating area. Consequently, private and (semi-) public organizations need to 

collaborate in order to further develop the public charging infrastructure. Therefore, (semi-) public 

organizations should focus on trust, motivation, and goal setting as informal control mechanisms to 

successfully collaborate with private organizations. 

In summary, when a private organization is dependent on the requirements of a (semi-) public 

organization, contracts and protocols as formal control mechanisms can be used for collaboration. On the 

other hand, when private and (semi-) public organizations are dependent on each other’s requirements, 

trust, motivation, and goal setting as informal control mechanisms can be used for a successful 

cooperation. Table 12 offers an overview of when formal and informal control mechanisms should be 

used. 
 

 

 

 

 

 

 

 

 

 

Table 12 The use of Formal and Informal Control Mechanisms  

 

5.4 Theoretical implications 

First, contracts can serve as formal control mechanism and could provide good collaboration among B2B 

organizations (Gulati, 1995; Malhotra & Murnighan, 2002; Williamson, 1996). Similar to the provided 

literature review about B2B collaboration, this research found that B2G collaboration can be stimulated 

by formal control mechanisms. Nevertheless, in contrast to the literature, this research reveals that 

protocols, rather than contracts, are being used as formal control mechanism in order to stimulate 

collaboration among B2G organizations. To specify, within the context of the public charging 

infrastructure, the electricity network request and charge point connection request are formally regulated 

because of protocols. This means protocols can be used as formal control mechanisms in order to stimulate 

cooperation between B2G organizations. 

Second, trust, motivation, and goal setting can be regarded as informal control mechanisms to improve 

B2B collaboration (Dekker, 2004; Locke & Latham, 1990; Zaheer, McEvily, & Perrone, 1998). In line with 

Private organization 
is dependent on the 

requirements of 
(semi-) public 
organization 

x  

Private and (semi-) 
public organizations 
are dependent on 

each other’s 
requirements 

 x 
 

Formal control 
mechanisms 

Informal control 
mechanisms 
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the provided literature, the public charging infrastructure supports the finding that B2B collaboration can 

be stimulated by trust, motivation, and goal setting. For example, respondent 12 stated: “Every six weeks, 

nearly all the private organizations within the public charging infrastructure come together to discuss 

problems they are facing and to find solutions.” This means trust, motivation, and goal setting can be used 

as control mechanisms to stimulate collaboration among B2G organizations and are in accordance with 

the B2B findings of the literature review.  

Furthermore, while formal and informal control mechanisms could have a substitutional relation, more 

recent literature argued for a rather complementary relation to stimulate B2B collaboration (Dyer & Singh, 

1998; Gulati, 1995; Poppo & Zenger, 2002; Wuyts & Geyskens, 2005). Regarding the stimulation of B2G 

collaboration, this research establishes that formal and informal control mechanisms are complements 

instead of substitutes. In fact, two forms of complements are present, which are formal and informal 

control mechanisms as reinforcers and as dynamic system. This means that formal and informal control 

mechanisms can be used as complements, rather than substitutes, to stimulate collaboration among B2G 

organizations.  

Finally, the provided literature often focused on the privacy and security requirement of B2C and G2C 

markets (Dwyer, Hiltz, & Passerini, 2007; Peyton & Nozin, 2004). Yet, this research reveals several other 

privacy and security requirements of private and (semi-) public organizations and contributes therefore to 

the literature on B2B and B2G requirements.  

 

5.5 Managerial implications for Enexis 

Based on the analyzed data, Enexis should use formal and informal control mechanisms as complements 

to stimulate collaboration with private organizations in the public charging infrastructure. On the one 

hand, Enexis should use protocols and contracts as formal control mechanisms to encourage collaboration 

because private organization are dependent on the requirements of the DSO. On the other hand, Enexis 

should also use trust, motivation, and goal setting as informal control mechanisms to stimulate 

collaboration with private organizations because they are dependent on each other’s requirement. As 

such, while only private organizations are allowed to operate and maintain public charge points, the DSO 

is responsible for the development, construction, and maintenance of electricity distribution networks for 

its operating area. As a result, both parties need to collaborate in order to further develop the public 

charging infrastructure.  

According the data, it seems that Enexis already uses informal control mechanisms, such as trust, 

motivation, and goal setting, due to ElaadNL, which is a nonprofit organization established by Enexis and 

several other DSOs that mainly aims at the further development of the public charging infrastructure. To 

illustrate, respondent 12 said: “Approximately every six weeks, ElaadNL and nearly all the private 

organizations within the public charging infrastructure come together to share ideas, discuss problems 

they are facing and to find solutions.” However, while informal control mechanisms appear to be adopted, 

formal requirements of governments about the protection of privacy sensitive data, such as laws and 

regulations, have been insufficiently implemented by private and (semi-) public organizations. This can be 

seen as a threat for the public charging infrastructure because authorities are authorized to penalize 

private and (semi-) public organizations when measurements to avoid the distribution of privacy sensitive 

data have not been implemented. Consequently, two recommendations have been developed for private 

and (semi-) public organizations operating in the public charging infrastructure:  
 

(1.) Non-aggregated EV charging data should be treated as privacy sensitive data  

(2.) Awareness of governmental privacy protection regulations should be increased 
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5.5.1 Non-aggregated EV charging data must be regarded as privacy sensitive data 

The data protection regulation law (‘Wet bescherming persoonsgegevens’) defines personal data as “Any 

information relating to an identified or identifiable individual” (Tweede Kamer der Staten-Generaal, 1998, 

p.45). To exemplify, when organization X knows the location of an anonymous individual, this information 

is seen as personal data because it is, after combining with data from organization Y, traceable to a certain 

individual (ICTrecht, 2014). However, several private and (semi-) public organizations operating in the 

public charging infrastructure labeled EV charging data as non-privacy sensitive data. To illustrate, 

respondent 27 said: “In order to position charge points, I am interested in the current charge point usage 

in our region. Therefore, I receive EV charging data from the CPO whereby I can see the unique card 

number, from which CPO they are, how many different EV drivers have charged, and how much and how 

long they have charged.” Similarly, in respondent 13’s words: “As CPO we have anonymous charging data 

of the EV driver and we distribute this to other organizations such as municipalities. Since this data cannot 

be linked to a specific EV driver, this data cannot be seen as privacy sensitive data.” This means non-

aggregated EV charging data are distributed among organizations in the public charging infrastructure and 

is not believed to be privacy sensitive data.  

In contrast to several private and (semi-) public organizations within the public charging infrastructure, 

the telecom and law respondent labeled EV charging data as privacy sensitive data. For example, the 

telecom respondent said: “Because EV charging data can eventually be linked to a specific EV driver, the 

Dutch Data Protection Authority (‘Autoriteit Persoonsgegevens’) will assess this data as highly sensitive 

privacy data that must be protected.” Similarly, according to a law respondent: “When an organization 

receives aggregated EV charging data, this can be seen as anonymous data and should be interpreted as 

non-privacy sensitive data. However, when an organization has access to EV charging data of an individual, 

even when this person cannot directly be identified, this information is likely to be privacy sensitive data 

because it can eventually be associated to a database with access to personal data.”  

In conclusion, since non-aggregated EV charging data could eventually be linked to an EV driver, private 

and (semi-) public organizations in the public charging infrastructure should label EV charging data as 

privacy sensitive data and need to be more reserved about the distribution of this data. Hence, CPOs 

should, for instance, remove the unique card number, which corresponds to the EV driver, before they 

send EV charging data to the municipality.  

 

5.5.2 Increase of government regulation awareness 

Based on the analyzed data, private and (semi-) public organizations realize they have to protect privacy 

sensitive data because they referred to the data protection regulation law. Although this law has been 

established to protect individuals’ privacy, the respondents have not referred to the following two laws 

and regulations about the protection of privacy sensitive data. 

First, the Dutch data breach notification obligation has been implemented in January 2016. This means 

when data has been leaked or lost, organizations in the Netherlands are obligated to report2 to the Dutch 

Data Protection Authority within 72 hours. When the leak of personal data presumably leads to 

unfavorable privacy consequences, the individual must be informed about the incident (Staatscourant, 

2015). When organizations fail to report the data leak immediately and accurately, they could encounter 

fines up to a maximum of € 820,000 or 10% of their annual net turnover per violation (Autoriteit 

Persoonsgegevens, 2016c). The Dutch Data Protection Authority has developed four stages which need to 

be addressed when data has been lost or leaked. A simplified roadmap can be seen in Figure 10 (Autoriteit  

                                                           
2 Template can be found on: https://datalekken.autoriteitpersoonsgegevens.nl/actionpage?0 
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Figure 10 Roadmap Dutch Data Breach Notification Obligation (‘Nederlandse meldplicht datalekken’) 
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Persoonsgegevens, 2016b; Telecom respondent, 2016). This figure has been translated to a Dutch version 

as can be seen in Appendix D. 

Second, the GDPR will be implemented in May 2018 and modernizes the European privacy law of 1995 

(EU Law, 2016). As such, when organizations within the EU have access to privacy sensitive data, they 

should follow the requirements to avoid potential fines up to € 20 million euros or 4% of the total 

worldwide annual turnover of the preceding financial year. These requirements are as follows: 
 

 Right to be forgotten: when there is no legitimate ground for retaining, and the individuals no 

longer want to be processed, the organization has to delete their data. 
 

 Data protection by design and by default: data protection mechanisms must be built into 

product and services, from the earliest stage of development.  
 

 Access: individuals should have easy access to their personal data collected by organizations, in an 

understandable way. 
 

 Notification: individuals and national supervisory authorities have the right to know when privacy 

sensitive data has been leaked, as soon as possible.  
 

In conclusion, organizations who have access to privacy sensitive data need to increase their awareness 

about two governmental law and regulations, i.e. the Dutch data breach notification obligation and GDPR.  

 

5.5.3 Implementation 

Together with the main Dutch DSOs, Enexis has established the nonprofit organization ElaadNL that aims 

at the further development of the public charging infrastructure. ElaadNL can be considered the 

knowledge and innovation center of the Dutch public charging infrastructure and coordinates, on behalf 

of the involved DSOs, the public charge point connection to the energy network. This means Enexis could 

influence private organizations in the public charging infrastructure. Subsequently, Enexis should use this 

influence to inform private organizations about the current privacy laws and regulations and convince 

them that non-aggregated EV charging data must be protected because authorities assess these as privacy 

sensitive data. Since ElaadNL has a close relationship with the majority of private organizations operating 

in the public charging infrastructure, such as EMSPs and CPOs, they should inform and convince these 

organizations through one of the six-weekly meetings.  

 

5.6 Additional recommendations for Enexis 
Next to the managerial recommendations regarding the research question, three additional 

recommendations have been developed for Enexis. 
 

(1.) Reconsider the mandatory involvement of two contractors 
(2.) Reconsider the electricity network protocol 
(3.) Facilitate real-time connections 

 

5.6.1 Reconsider the mandatory involvement of two contractors 
In order to install a public charge point, the mandatory involvement of two contractors is been perceived 

as redundant by several private organizations because they believe it could also be executed by one 

contractor. To illustrate, respondent 2 said: “When two contractors are solely certificated to do the 

complete process, the DSO still requires the involvement of both. However, when instead of two, only 

contractor would be involved in the total process, I am convinced it would decrease costs, lead-time, and 

risks.” Similarly, as respondent 27 illustrated: “It is essential that only one instead of two different 



52 
 

contracts are involved because we have to communicate with both parties but more important, it has 

almost led to an accident due to a lack of clearness, while this could easily be avoided.”  

In conclusion, since several CPOs and municipalities believe that the mandatory involvement of two 

instead of only one contractor leads to unnecessary costs, longer lead-time, and more mistakes, Enexis 

should reconsider the benefits and drawbacks of their protocol.  

 
5.6.2 Reconsider the electricity network protocol 
Although CPOs are allowed to rollout public charge points, they are dependent on the approval of the DSO 

and municipality because they are responsible for the energy network. This means CPOs have to follow 

two protocols; the electricity network and charge point connection protocol. However, the lead-time of 

these protocols is regarded as too long. According to respondent 17: “Due to protocols, the long lead-time 

has a negative effect on the development of the public charging infrastructure. Therefore, DSOs and the 

government should find a solution to increase the processing time.” Similarly, respondent 13 stated: 

“Although we are able to install the public charge points in a few days, the total process could still take 

more than two months due to long the processes of DSO and municipalities, which is, in my belief, out of 

proportion.” 

In conclusion, since several CPOs perceive the electricity network protocol as unnecessarily long which 

limits the development of the public charging infrastructure, Enexis should reconsider the protocol to 

increase the processing time. 

 
5.6.3 Facilitate real-time connections 
Although CPOs and DSOs seem to be interested in a real-time connection, they have different reasons to 

obtain this connection. Therefore, the need to have a real-time connection is described from the CPO and 

from the DSO perspective. An overview of these real-time connections can be found in Figure 11. 

 

 

 

 

 

 

 

 

 

 

 Real-time connection I: several DSOs would like to have a real-time connection with the CPO to 

avoid exceeding the capacity of the electrical network and increase the manageability of the 

energy network. Therefore, the DSO would like to have the possibility to read the electricity use 

of the charge point every 15 minutes and wants to obtain aggregated charging data. Yet, the DSO 

does not want to receive personal data of the EV driver. 

 

 Real-time II: several CPOs and EMSPs judge the CIR as outdated and no longer sufficient because 

EV charging transactions records do not always correspond with the billable data. Thus, sufficient 

measurements, such as the real-time connection, could increase the integrity of EV charging data 

among EMSP and CPO.  

 

Figure 11 Real-time Connections 
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In conclusion, since ElaadNL has a close relationship with the majority of the EMSPs and CPOs, they 

should take the initiative to facilitate the need to construct real-time connections during one of the six-

weekly meetings.  

 

5.7 Limitations and future research 
First, because this research is conducted within one single market, the generalizability of the results should 

be interpreted cautiously. This means although it has been demonstrated that (semi-) public organizations 

could use formal and informal control mechanisms to successfully collaborate, while simultaneously 

meeting various privacy and security requirements, this research was unable to generate generalizability 

for other markets. For this reason, it might be interesting to understand whether the results in this study 

are similar in other B2G markets. 

Second, although the purpose was to interview the group of stakeholders equally, this has not 

happened due to practical barriers such as the reserved contribution of some groups. To exemplify, while 

seven CPOs have been interviewed, only two municipalities contributed to this research. Hence, future 

research can be used to interview the lagging roles in order to equally distribute the different group 

respondents. 

Third, even though the three respondents from the telecom, healthcare, and banking industry gave 

valuable insight into the protection of privacy sensitive data, the number of respondents and their input 

about the protection of the electrical network might be seen as limited. Therefore, future research should 

acquire more respondents from experienced markets to increase the validity of this research and find 

solutions regarding the protection of the energy network. 

Finally, as the percentage of EVs in the Netherlands is relatively low, 0.85% (68,000 EVs/7.9 million 

internal-combustion driven cars) and the availability of private charge points, several CPOs and EMSPs 

have argued that it is difficult to make profit in the context of the public charging infrastructure (RVO, 

2015). As such, they are more interested in a profitable business model than in privacy and security 

requirements. Therefore, future research should focus on how private organizations can be part of the 

public charging infrastructure. 
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Appendix A: Interview format 

Introductie 

 Bedank de respondent voor zijn deelname en aanwezigheid  

 Benoem geheimhouding an anonimiteit 

 Vraag toestemming voor opname 

 Vertel over de achtergrond, projectafbakening en doelstelling van het onderzoek met als 

ondersteuning figuur 4 uit hoofdstuk 1.1.2 

 

Wat is uw functie in het bedrijf en wat is uw ervaring in het EV-domein? 

 

Deel I 

Welke rol speelt de organisatie in de keten omtrent het EV-domein?  

 

Met welke partijen onderhouden jullie contact in het EV-domein? 

Waarom is dit contact er? 

In hoeverre zijn jullie hiervan afhankelijk? 

Hoe vind dit contact plaats? 

Hoe lopen de informatie stromen?  

Waar gaan deze naar toe?  

Hoe lopen de geldstromen? 

Hoe lopen de product en service stromen? 

 

Hoe worden de relaties in het EV-domein gehandhaafd/beheerd?  

Op basis van contract?  

Waarom dan?  

Hoe ziet dit contract er uit?  

Wat staat er in?  

Uitkomst gebaseerd of processen?  

Tevreden over?  

Waarom tevreden?  

Omdat alles daarin beschreven staat?  

Is het dan zo voorspelbaar?  

Staat alles in het contract gespecifieerd?  

Dus het formele is belangrijk?  

En wordt dit dan nog versterkt door informele relaties?  

Heb je een persoonlijke relatie of meer vanuit organistorisch?  

Dus vertrouwen speelt ook een rol?  

Hebben jullie een hoog vertrouwen in elkaar?  

Dus vertrouwen is ook belangrijk?  

Dus zowel contract als vertrouwen is belangrijk?  

Staat vertrouwen dan bovenaan of het contract?  

Versterken deze elkaar?  

Is het contract top, omdat het bedrijf een super relatie heeft met die persoon/bedrijf?  

Geldt dit voor alles relaties?  



63 
 

Zitten hier verschillen tussen? 

Hoe vindt de samenwerking plaats?  

Zijn jullie hier tevreden over? 

Moet het anders? 

Waar meer/minder tevreden over? 

Hoe denk je dat de samenwerking het best beheerd kan worden in de toekomst? 

 

Deel II 

Zijn er bepaalde eisen omtrent privacy en security waaraan jullie moeten voldoen in het EV-domein?  

(1) Wat voor eisen zijn er? 

Hoe weten de andere partij(en) dat jullie daar aan voldoen?  

Is hier controle op?  

Of juist een kwestie van vertrouwen?  

En als er controle is, hoe controleren zij dit dan?  

Zitten de partijen hier echt achter aan?  

Hoe verplichten die partijen jullie om dit te doen? 

Zijn er beloningssystemen? Van wie?  

Hoe gaan jullie hier mee om?  

Door wie wordt dit opgelegd?  

Hoe verplichten, beloningen?  

Hoe weet die andere partij dit? 

Hoe weet die andere partij nu dat jullie daar aan voldoen?  

Zijn hier controle maatstaven voor? 

Of juist meer een kwestie van vertrouwen?  

 

Hebben jullie privacy en security eisen voor andere organisaties in het EV-domein? 

Hoe gaan zij hier mee om? 

Hoe controleren jullier zit? 

(1) Zelfde subvragen als vraag 5. 
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Appendix B: Data flow of the public charging infrastructure 
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Appendix C: Dutch data breach notification obligation within a telecom organization 
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Appendix D: Roadmap Dutch data breach notification obligation (‘meldplicht datalekken’) 


