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Preface 
 
This master’s thesis project was sponsored by Collis BV Leiden. The work was done at the 
facilities of Collis (e-ID) Competence Centre, Leiden. Collis BV offers cutting edge 
information and communication technology based products, to a varied range of industries. 
Collis corporate slogan is ‘Ensuring Trust in Technology’.   

The theoretical and practical contention underpinning this thesis is an exploration of the 
electronic ticketing domain. Electronic ticketing is a fascinating technological innovation that 
is still evolving. 
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Executive Summary 
 

This thesis synthesizes the results of our exploration of the corpus of electronic ticketing (e-
ticketing). It throws scientific scrutiny on its standards, technology and application, using the 
European Interoperability Framework as baseline and theoretical framework. By so doing, 
this work provides the reader with an understanding of this technological niche.  
 
Indisputably, electronic ticketing holds promises for the improvement of public transportation 
systems. However, major obstacles remain, especially the lack of common standards in which 
electronic ticketing systems can inter-operate. The lack of standardization is the single most 
important obstacle to widespread diffusion of this technological innovation. It is also 
responsible for the lack of critical mass that exist in this domain and the current high cost of 
electronic ticketing equipments. 

In view of the foregoing, this work advocates establishment of a common domain-wide 
standard, without which the full potential of electronic ticketing will not be reached. 

Further, the rest of this scientific inquiry discusses fare media technology associated with 
electronic ticketing, important trends in electronic ticketing and draws the attention of the 
sponsor to opportunities in the domain. 
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1.  Electronic Ticketing  

 

1.1 Introduction 

This thesis explores the corpus of electronic ticketing (e-ticketing). It throws scientific 
scrutiny on its standards, technology and application, using the European Interoperability 
Framework as baseline and theoretical framework. Electronic ticketing (e-ticketing) is an 
emerging technological innovation that has huge potentials for change in traditional tickets 
processing and usage. 

This technological niche has largely been adopted by the airline industry, but other modes of 
transportation (i.e. railways, trams, buses, ferries, etc), have also discovered its potentials. In 
addition, the entertainment industry (i.e. movie houses, theatres, theme parks, etc), sports (i.e. 
football stadiums) and other areas (i.e. museums, trade shows, etc) where tickets are requisite, 
have also joined the bandwagon. 

Interestingly, electronic ticketing has been variously defined. As one definition has it, 
electronic ticketing “is a paperless electronic document used for ticketing passengers”.1

One other source defines it as a “means of documenting the sale, and tracking the usage, of 
passenger transportation without requiring the issuance of paper value documents”.

 

2

Yet another writer defines electronic ticketing as a system that “generates an electronic record 
of ticket details and maintains the status of the ticket”.

 

3

Electronic ticketing has many advantages relative to traditional (paper) ticketing. For one, 
electronic ticketing can drastically reduce operational and marketing costs of any kind of 
ticket. Essentially, electronic ticketing systems can serve as a platform for the provision of a 
plethora of services both in the physical and the virtual world. 

  The above mentioned definitions are 
as interesting as they are instructive because they define electronic ticketing from the 
functional perspective.  From our point of view however, we will simply define electronic 
ticketing as a digital record of ticketing transactions, used in the context of public transit 
systems, such as trains, tramways, buses, ferries, etc. This definition was chosen because it 
embraces our purpose and reflects the spirit of this work. 

Today, many countries are looking for ways to use this technology to improve their public 
transportation systems. Some have already “implemented, or are in the process of developing 
specifications for regional or city-wide”4

                                                           

1  Whatis.com   [last accessed 03/09/08].     

 electronic ticketing systems. For instance,  

2  ‘Electronic ticketing: the business imperative for change’. Published by  SITA: Europe Thornbrook, Weyside 
Park,  Surrey, United Kingdom. 
3   www.knowledgestorm.com  [last accessed 03/09/08].     
4 A publication by International Association of Public Transport (UITP),  Rue Sainte-Marie, Brussels, Belguim 
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implemented schemes include, “ SUICA (Tokyo, Japan), Octopus (Hong Kong), EZLINK 
(Singapore), T-Money (Korea, Seoul), SmarTrip (Washington, USA), Oyster (London, UK), 
NAVIGO (Ile de France, France), regional schemes of Schwäbisch Hall and Rhein-Ruhr area 
(Germany)” 4,  ‘OV-Chip Kaart’ electronic ticketing system (the Netherlands), etc.   

For the purpose of illustration, electronic ticketing implementations in the Netherlands and 
United Kingdom will be used as exploratory studies.  

According to the Air Transport Association (IATA), a body that represents, leads and serves 
the airline segment, “implementation of electronic ticketing, will save the airline industry 3 
billion U.S. dollars each year”.5

As is to be expected with any emerging innovation, those who are currently working with 
electronic ticketing are at the frontier of this technology. However, electronic ticketing 
domain is replete with a broad range of competing standards, largely incompatible 
technologies and applications. As such technical interoperability of these systems poses huge 
challenges.  

  

This has resulted in the slow diffusion of   this innovative technology, leaving it lingering as a 
niche. Undoubtedly, technical interoperability cannot be achieved without standardization. In 
order to address this situation, we advocate the establishment of a common 
standard/specification for the electronic ticketing domain, without which its latency will be   
momentary. 

1.2 

There are twin objectives for doing this project. The first objective is practical and the second 
one is theoretical.  

Objectives 

1.3 Practical Objective   

Ultimately, the aim of this work is to produce a report on electronic ticketing domain that the 
sponsor of this project (Collis) could use. Important tracks within this domain such as the 
standards, technology and application will be closely examined and documented.  

In producing this document, we have attempted to provide the reader with a general 
understanding of the fundamentals of electronic ticketing. We have taken cognizance of the 
fact that this is a new technology and most of its components may be unfamiliar with the 
reader. In this respect, we have kept our description short and concrete. Where possible, we 
included diagrams, tables, and pictures and referenced real applications, all in an effort to 
enhance the reader’s understanding of this material. 

 
                                                           
5   http://www.iata.org/index.htm  [last accessed 04/09/08].     
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1.4 Theoretical Objective 

 A major theoretical objective of this project is to contribute to the general understanding of 
electronic ticketing as a fascinating domain for academic research. Another objective of this 
paper is to contribute to existing knowledge (Haneberg 2008, Blythe 2004) regarding the 
importance of standardization in electronic ticketing, using the European Interoperability 
Framework as baseline and theoretical framework.  Today, no common standard for all 
electronic ticketing systems exist. As such, compatibility and interoperability are major issues 
facing electronic ticketing systems. This study will therefore highlight the essence of 
establishing and deploying a common standard in the focal domain. 

1.5 Research Design and Methodology 

When designing a research project such as this, it is essential to put the research goal into 
proper perspective.  
In other words, an in-depth understanding of the objective of the research is important before 
settling on the methodology to be used.  As theorized by Morgan et al (1980), the “suitability 
of a research method, derives from the nature of the social phenomena to be explored”.6

 

  In 
this work, our focus is on the exploration of an innovative technological domain called 
electronic ticketing. Our interest here spans scientific discovery, the collection of insights and 
interpretation of the results obtained, rather than on testing specific hypothesis. 

Therefore, the choice methodology for this work is an “exploratory case study research”.7

 

   
An exploratory case study research design was chosen because it is an excellent method for 
studying niches such as electronic ticketing. 

As theorized by Yin (1989), case study approach is an “empirical inquiry that investigates a 
contemporary phenomenon within its real life context using multiple sources of evidence”.7   
According to Anderson (1993), case studies are “concerned with how and why things happen, 
allowing the investigation of contextual realities”.8

As Yin (1989), implied, “there are three types of case study research”.
  

7  These are, 
“exploratory, descriptive, and explanatory”.7   

1.5.1  Exploratory Case Study:  As Yin (1989) postulated, an exploratory case study is one 
in which the research focuses on “what” (i.e. How and Why) questions. Exploratory case 
study is used when the locus is on grasping “contemporary phenomenon within a real-life 
context”.7   This study thus, uses this approach, as well as European Interoperability 
Framework, to conduct investigation in the domain of electronic ticketing. 

                                                           
6    Morgan, G., and L. Smircich, (1980), ‘The Case for Qualitative Research’. Acadamic. Managment Review, 5 
(4): 491-500. 
 
7   Yin R., (1989), ‘Case Study Research’. Sage Publications, California, U.S.A.  pp: 22-26. 
8  Anderson, G., (1993), ‘Fundamentals of Educational Research’. Falmer Press, London, pp: 152-160. 
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1.5.2  Our Approach: In this paper, we started the study by first selecting the relevant 
electronic ticketing cases to be studied.  This was followed by data collection, field/desk 
research, and literature survey of published and unpublished works. Insights gathered from 
these activities not only served as source of knowledge for performing the requisite analysis 
but has also been useful in answering the research questions and in developing the final 
document for this project. 

The study also covers some of the electronic ticketing implementations in England and the 
Netherlands. The core activities undertaken include data collection, analysis and ultimately, 
report writing.  Particularly, data was collected via extensive literature study, direct 
observations, technical reports, documentation, white papers, news publications, systematic 
interviews, websites, company journals and from various other sources.   

1.6 Problem Statement 

Collis BV, Leiden has a great need to investigate the domain of electronic ticketing as applied 
in mass transit systems. In view of the wide variety of competing standards and often 
incompatible technologies and applications that characterise the domain, it is important to 
study, evaluate and document this innovation. There is also need to examine the most 
important trends in electronic ticketing and associated transit payment systems (electronic fare 
media technology). 
 

1.7 Research Questions 

Based on the earlier mentioned problem statement, the following main research question is 
formulated:  

 “How has standardization impacted upon the diffusion of electronic ticketing and 
associated mass transit payment systems"? 

Based on the main research question, the following sub-research questions are formulated: 

-  Why is standardization important in electronic ticketing?  

Here, prominence is given to the importance of standardization in electronic ticketing. 

-  What are the critical issues in standardization of electronic ticketing systems?  

Here, we identify the criteria (i.e. techno – economic and technical) for the most successful 
electronic ticketing systems.  

-  How do the different electronic ticketing standards compare?  

Here, an analytical comparison is made of some of the most important aspects of the focal 

standards/specifications (CALYPSO, ITSO, CFMS, and VDV).  The conclusion that can be drawn 
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here is that ISO criteria remain an important threshold, upon which all the standards/specifications are 

measured. 

1.8 Scope 

Scope management is an essential part of any project. When scope management of a project is 
not properly done, the success of that project can easily be in jeopardy. In other words, 
“managing scope is one of the most critical aspects of managing a project”.9  More, “scope 
management can be more important to project success than any of the other individual 
knowledge area”.10

In view of the foregoing, it is important to scope the electronic ticketing project, in such a way 
that will enhance its successful completion within the available resources. This project will 
therefore be restricted to the electronic ticketing domain.  

  

1.9 Contribution to existing Knowledge  

In this work, we provide several contributions to the general understanding of electronic 
ticketing. Among others we aim at making six primary contributions to the existing 
knowledge base in this subject: These contributions are as follows:   

- Highlighting the importance of standardization as a crucial element in the wide-spread 
diffusion of electronic ticketing. This work aims at showing that without 
harmonisation and compatibility in electronic ticketing systems, the full potential of 
this innovative technology will not be harnessed. 

-  Advocacy of the establishment of a single standard/specification for the electronic 
ticketing domain. 

- Emphasizing that standardization is essential for the efficient operation of electronic 
fare payment systems deployed in association with electronic ticketing systems. 

- Show that the domain of electronic ticketing is largely unexplored, interesting and 
offers several possibilities for academic research. 

- Scan the electronic ticketing domain and identify areas with potentials that could be of 
interest to the sponsor of this project. 

Most of the works published so far in electronic ticketing tend to focus on a single aspect 
of this innovation (i.e. transit fare payment, ridership in specific transit system, contactless 
technology, etc). In contrast, the work done here encompasses core aspects of electronic 
ticketing domain (i.e. its most important standards, combined with related technologies 
and applications). 

                                                           
9  http://articles.techrepublic.com.com/5100-10878_11-5034542.html [last accessed 04/09/08].     
10   Dekkers, C. and Forselius, P., (2007), ‘ Increase ICT Project Success with Concrete Scope Management’. 
Software Engineering and Advanced Applications’., 33rd EUROMICRO Conference,  Pp 385 – 392. 
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2. Theoretical Exploration 

 

2.1 Background Information 

As the mass transit industry has grown, so has the array of technological innovation aimed at 
improving the sector?  One of the most recent innovations with huge potentials for the 
industry is electronic ticketing.  Electronic ticketing is about to eliminate paper tickets and 
traditional record-keeping from the transportation industry.   Before the advent of electronic 
ticketing, the average mass transit operator had to contend with a host of issues including 
time-consuming manual-paper ticket processing, fraud in fare collection, lost information, 
data-entry errors and inefficient access to transit data, etc. These and a host of other problems 
confront transport operators daily. Interestingly, electronic ticketing has the potential to 
address the foregoing issues and much more. 

Electronic ticketing can be described as “a form of electronic commerce that offers a new 
distribution channel for different kinds of tickets, e.g. for public transport, for long-distance 
travel by train or airplane or for cultural institutions like cinemas or museums. The tickets are 
sold electronically and stored in an electronic device”.11  Similarly, it is a “method of 
obtaining tickets in which the traditional booking options of telephone, fax, face-to-face, and 
paper tickets are replaced by electronic media”.12

Electronic ticketing as it is known today began “with the replacement of paper tickets by 
magnetic stripe, memory chip and microprocessor chip cards with contact or contactless 
(radio-frequency) interfaces”.

   

13

13

  Electronic ticketing technologies facilitate the development 
and deployment of “convenient and efficient integrated ticketing and fare systems, largely 
relying on automated ticket issuing and access control”.    A major feature of currently 
existing electronic ticketing systems is that they “rely on media and ticket contracts designed 
for clearly delimited fare systems”. 13  There are thus, little or no electronic ticketing schemes 
that span national boundaries.  

Electronic ticketing offers many advantages.  For a start, it replaces traditional ticketing 
methods by eliminating the need for paper tickets, manual data registration and processing.  
In the main, it automates basic electronic ticketing processes, such as ticket booking, 
payment, revenue accounting, transit systems information management, etc. These foregoing 
tasks are time-consuming and labour-intensive to perform in traditional ticketing modes.  
 
                                                           
11  Haneberg, D.,(2008), ‘Electronic ticketing: Risks in e-Commerce Applications’. Institute for Information 
Technology, Faculty for Applied Information Technology, University of Augsburg, Germany. 

12   Woerndl, M.,  Powell, P. and Vidgen, R., (2005),‘Netsourcing in SMEs: E-ticketing in Art Venues’.  
Electronic Markets,  Volume 15, Issue 2  , pp  119 - 127  

13  http://www.uitp.org/mos/focus/Everybody-Local-Everywhere-en.pdf   [last accessed 04/12/08].     
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 Moreover, electronic ticketing not only cuts down on administration time and costs as most 
processes are automated; it also features cutting-edge security measures, which are essential 
for secure transactions in mass transit systems. Other advantages of this technology include 
acceleration of revenue generation and increase in overall operational efficiency of transport 
network. 
 
In spite of all its high potentials, promise and advantages there are still risks involved in its 
adoption. One major risk factor involved in this innovation is that system failures can occur, 
causing major disruptions and heavy financial loses to transport operators. One instance of the 
foregoing occurred in London, United Kingdom, when the  Oyster electronic ticketing system 
“used on London's transport system broke down during morning rush hour, two weeks after a 
similar fault corrupted 40,000 cards”.14   This system failure affected the ‘pay-as-you-go 
Oyster cards’ which are “used as a form of payment across the city on the Tube, buses, trams 
and the Docklands Light Railway”.15   The technical failure was triggered when “incorrect 
data used to update cards was sent out by TranSys, the consortium responsible for Oyster”.16

 

  

 
 
Figure 1: A ‘pay-as-you-go’ Transport for London (TfL) Oyster card. Source: Transport for London, United 
Kingdom 

 
Besides, in electronic ticketing, the security of all communications and transactions are of 
utmost importance. However, securing such systems remain a permanent challenge, requiring 
constant monitoring, appraisal and technological innovation.  
 
Before advancing any further, it is important to take a brief look at the literature associated 
with this technology. Undertaking a literature analysis of publications in electronic ticketing is 
important because it will help us gain further insights in this innovative technology. 
 

 

                                                           
14   http://news.bbc.co.uk/1/hi/england/london/7524754.stm [last accessed 19/12/08]. 

15   http://blogs.zdnet.com/projectfailures/?p=915   [last accessed 22/12/08]. 

16 Transport for London, United Kingdom. http://www.tfl.gov.uk/  [last accessed 22/12/08]. 
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2.2 Literature Review 

The literature review takes a look at some useful publications relating to state-of-art in 
electronic ticketing and associated payment systems. Evidently, electronic ticketing is an 
innovation that is still emerging. As such, it has not yet been adequately covered in literature 
and empirical studies on it are hard to find. Presently, it appears existing paucity in 
publications embracing this innovative technology, will take a while to change.  

Nonetheless, there are several electronic ticketing pilots going on around the globe. 
Hopefully, as these studies are published in the future, there will be more literature available 
for review. For the moment however, we will suffice with the few available literature   
associated with electronic ticketing. 

More, one useful literature in electronic ticketing was the white paper published in 1998 by 
Department for Transport, United Kingdom, entitled, ‘A New Deal for Transport’. The main 
thrust of this paper is the improvement of public transportation using new technological 
opportunities, such as electronic ticketing. This paper concludes that a new direction is needed 
in transportation and that the strategy proposed by the ‘New Deal for Transport’ will make a 
significant difference in the lives of transport users in the country. 

In (Blythe 1994, Blythe et al 1995, Boyle 1997, Blythe 1998) the application of smartcards in 
electronic ticketing systems, are discussed.  The conclusion drawn in these works is that 
smartcards and other e-ticketing technologies offer transportation operators and authorities the 
capabilities to create more efficient fares and payment systems.  
 
Amidst others, standardization in electronic ticketing, with respect to public transportation 
systems, is briefly examined in (Haneberg 2008, Blythe 2004, Quercia et al 2005, Woerndl et 
al 2005, Dekkers et al 2004, and Smart Card Alliance 2006). The conclusion drawn here is 
that standardization is important in electronic ticketing. 

The application of smartcards in mass transit systems, its benefits, barriers and policy issues 
are discussed in (Macdonald 2000, Smartcard Alliance 2003, Blythe 2004, Rankl et al 2004, 
Sylvers 2005, Eguchi et al 2007).   The conclusion drawn here is that smartcards have useful 
applications in electronic ticketing. 

Payment systems in mass transit systems are discussed in (Plotnikov 2001, Heydt-Benjamin 
2006, Maxey et al 2006, and Quibra 2008). The conclusion drawn here is that fare collection 
in mass transit systems can be improved by the deployment of new payment models and 
media. 

An examination of innovative technologies and commercial eco-systems, relating to 
electronic ticketing in public transportation are made in (Xie et al 2000, Booz Allen Hamilton 
2007, Titova-Candel 2008, Railway technology 2008). The conclusion drawn here is   that 
innovative technologies can be used to create convergent ecosystems that integrate e-ticketing 
systems with emerging technologies from a wide range of industries. 
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Equally instructive is the technical guideline published by the Federal Office for Information 
Security, Germany, on the secure use of Radio-frequency identification (RFID) technology in 
electronic ticketing applications. This work concludes by offering technical advice on how to 
implement e-ticketing systems in functional, secure and ultimately, economically viable ways.  

To further enhance our insight in this innovation, it is salient to take a brief look at the history 
of this technological niche. A historical overview is important because it will help us to 
understand where this technology came from and where it is heading. 

2.3 Historical Perspective   

The prospect of   “documenting the sale, and tracking the usage, of passenger transportation 
without requiring the issuance of paper value documents” 2 , has been around for a while.  
However, electronic ticketing systems as currently deployed in mass transit modes (trains, 
airlines, buses, ferries, tramways, etc) began in the 1990’s. 
 
In 1994, United Airlines launched an internal electronic ticketing system product on its, then 
new, intra-California shuttle service.  However, this system lacked technical capabilities to 
adequately cope with the demands placed on it.  At this time as well, French transporters 
looking for ways to improve ticketing operations had launched an initiative introducing 
Calypso electronic ticketing standard.  Around the world, other initiatives towards electronic 
ticketing systems were also in progress. 
 
By 1998, electronic ticketing standards had been implemented in the airline industry.  
Interline electronic ticketing was in operation and   airlines across the globe were joining the 
network.  The railway industry in Europe and elsewhere were also moving towards electronic 
ticketing, although the airline industry was far ahead other modes of mass transportation, in 
this respect. 
 
In 2004,   the Airline industry committed to the goal of eliminating all paper tickets by 2008, 
offering huge potentials in savings for the industry. 

By 2006, electronic ticketing standards such as ITSO (United Kingdom), SDOA (the 
Netherlands), VDV-KA (Germany), had been established and applications based on them 
were being developed and deployed. 

In 2007, an electronic ticketing standard called Contactless Fare Media System was released 
by the American Public Transportation Association (APTA).  This was done by APTA, as 
part of its efforts to “develop a series of documents that provides industry guidance for the 
creation of an open architecture payment environment that promotes greater access and 
convenience to the public transportation network and enables integration of independent 
payment systems”.17

                                                           
17  ‘Automatic Fare Collection System Planning and Implementation Guidelines’. (2005), A publication by 
Universal Transit Farecard Standards Program Operations Committee of the American Public Transportation 
Association, Washington, D.C, U.S.A 
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Moreover, IFMS (Interoperable Fare Management System) specification was published by 
ISO in 2007, as well.  IFMS specification was aimed at greatly expediting the coordination 
involved in the deployment of fare management systems from different mass transit entities. 
In sum, electronic ticketing as it is known today has a relatively short history and is still 
evolving.  

The next section discusses electronic ticketing infrastructure, information processing, 
standardization, etc. 

2.4 Electronic Ticketing Infrastructure 

Electronic ticketing infrastructure as used in mass transit systems “must be able to handle 
large volumes of passenger transactions while providing the minimum possible impedance to 
travel”.18

Electronic ticketing infrastructure integrates ticket selling, validation and other important data 
processing activities in a secure way.  At the heart of an electronic ticketing infrastructure is 
the central management computer, which coordinates the entire system. Other important 
components of the infrastructure includes, database (storage capability), servers, ticket 
validators, vending machines, terminals, card (media), etc. An electronic ticketing 
infrastructure would offer longer life span and hardware stability than traditional ticketing 
methods could provide. 

 

Figure 2:  This diagram shows an electronic ticketing infrastructure for mass transit systems. At the heart of the 
infrastructure is the central management computer, which is connected to all other units of the system. Source: 
Technical Paper, ‘Contactless Ticketing for Mass Transit’, (2003). Published by STMicroelectronics, Rousset, 
France. 
                                                           
18  Heydt-Benjamin, T.S., Chae, H., Defend, B., Fu, K,. ( 2006), ‘Privacy for Public Transportation’, University 
of Massachusetts, Amherst, MA. USA.  
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In this paper we speak of electronic ticketing infrastructure as one that has the capacity to 
process electronic tickets securely, in a distributed computer network model. The distributed 
computer network model “consist of clients and servers connected in such a way that any 
system can potentially communicate with any other system”.19

 
  

 A major characteristic of a distributed environment is that it takes advantage of client/server 
computing and multi-tiered architectures. Accordingly, “it distributes processing to 
inexpensive systems and relieves servers of many tasks. Data may be accessed from a 
diversity of sites over wired or wireless networks”.   
It is fault tolerant and places data close to users.  The distributed model offers low-cost and 
high-unit-volume products capability, which is considered to be a suitable environment for 
electronic ticketing systems. 
 In addition, the distributed model also “allows for users to work at graphical terminals 
connected to servers that perform all processing and store the user's data” , in an approach 
known as ‘thin-client’ method. 
 
Another important dimension to the distributed model is web technology, in which servers 
provide universal access to any client, via the internet. An essential aspect in this model is that 
diverse computing platforms, solutions and operating system form no obstacle to the 
communication and information exchange between the various devices. In the distributed 
model, there is no limit to the kind of electronic ticketing system that can be implemented.  
 
As has been previously indicated, the airline industry is one sector that has largely adopted 
and implemented electronic ticketing systems. This industry also has one of the largest 
electronic ticketing infrastructures in the globe.  
In essence, e-ticketing systems have received “substantial attention in the airline industry, but 
is little explored in other contexts and settings”.   
However, change has come, as other public transit modes such as trains, tramways, buses, 
ferries, have also started implementing this innovative technology. 

2.5 Basic Information Processing 

There are various methods of information processing in electronic ticketing. In most 
electronic ticketing systems, basic information processing begins with the customer indicating 
the ticket of choice. Once the details of the ticket have been decided, the personal and credit 
card information of the customer is securely submitted to the transport operator’s electronic 
ticketing system. This information is then processed and the ticket released to the customer. 
All data collected from ticketing transactions are stored in the appropriate server for future 
reference and statistical analysis (if required). 

An important component in basic information processing, is the electronic ticketing 
management system module. This module usually includes a vendor module, a ticket 
processing module, a web module, ticket order module, delivery module and ticket 
verification module. In electronic ticketing systems where the services of different operators 
are integrated (i.e. transport schemes in the United Kingdom), a central clearing system, 
                                                           
19  http://www.linktionary.com/d/dist_computing.html   [last accessed 08/10/08].     

 



23 

ensures that payments are fairly made to the various operators and that records of such 
transactions are kept securely.   

In some web-based electronic ticketing systems, basic information processing starts when the 
customer signs up for the service using a web portal. The payment for the service occurs 
through bank direct debit, credit card or by creating a virtual wallet in which money can be 
transferred to electronically. Once payment is made, the ticket is delivered to the customer. 

2.6 Organizational Change and Electronic Ticketing  

As an innovative technology, the implementation of electronic ticketing in firms is 
accompanied by organizational changes. More often than not, firms implementing electronic 
ticketing systems tend to under estimate the level of organizational changes the technology 
could trigger. To start with, electronic ticketing eliminates traditional ticketing mode with all 
its disadvantages (i.e. labour intensive, time consuming, inefficient, manual ticket processing, 
etc). In practice this means that existing structures and practices that supported traditional 
ticket processing mode, have to be replaced with electronic ticketing infrastructure. This 
transition requires the training of staff to work with the new system, adoption of new business 
rules, development of new workflows, new system management routines, electronic 
information processing, etc. In sum, this means that far-reaching organizational change has to 
take place to accommodate the new system. 

2.7 Innovation Diffusion and Electronic Ticketing  

According to the scholarly work of (Rogers, 2003), innovation diffusion is “the process in 
which an innovation is communicated through certain channels over time among the members 
of a social system”.20

20

   This theory identifies four key elements (innovation, communication 
channel, time and social system) which are indispensible in the process of innovation 
diffusion. As (Rogers, 2003), put it, an innovation is “an idea, practice, or object that is 
perceived to be new by an individual or other unit of adoption”.   While electronic ticketing 
may be an innovation, its diffusion in the society has been glacially slow. A major factor 
responsible for this has been the multiplicity of competing standards and systems that have 
come to characterize this technological domain. 

2.8 Standardization and Electronic Ticketing 

Standardization is an important issue in electronic ticketing and without it, the potentials and 
promises of this technological innovation, will not be fully realized. In spite of its importance, 
there has been relatively little harmonization or standardization in the electronic ticketing 
domain. This has resulted in duplication of efforts, as each region and each country develops 
its own standard. It has also led to higher development costs and lack of compatibility 
between the various electronic ticketing systems developed using different standards. Besides, 
without standardization, critical mass will not be reached in this domain. 

Standardization could be defined as an agreed set of rules that defines a product and which 
makes it possible for different brands of products to interoperate. Accordingly, “standards are 

                                                           
20  Rogers, E. M. (2003), ‘Diffusion of innovations’, Free Press, New York. 
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accepted authorities or established measures of behaviour, operations or performance”. 21

 “ the process of producing an agreement on the technical specifications or other precise 
criteria to be used consistently as rules, guidelines, or definitions of characteristics to ensure 
that materials, products, services, processes and systems are interconnected and 
interoperable”.

   As 
ISO (International Organization for Standardization) put it, standards can be described as,  

22

Considered from the perspective of the European Union, standards are “documented, 
voluntary agreements which establish important criteria for products, services and processes. 
Standards, therefore, help to make sure that products and services are fit to their purpose and 
are comparable and compatible”.

  

23

 
  

Further more, at the international level standards are, “achieved through consensus 
agreements between national delegations representing all the economic stakeholders 
concerned - suppliers, users, government regulators and other interest groups, such as 
consumers. They agree on specifications and criteria to be applied consistently in the 
classification of materials, in the manufacture and supply of products, in testing and analysis, 
in terminology and in the provision of services”.22   Notably, standardization provides a 
“reference framework, or a common technological language, between suppliers and their 
customers - which facilitates trade and the transfer of technology”.22   Thus, standardization 
has several important functions in the society. 
 
In his work on standardization in modern economy, Tassey (1997) distinguishes four 
functions of standardization.  The functions are: Quality/Reliability, Information, 
Compatibility/Interoperability and Variety Reduction.  Tassey (1997) further elaborates as the 
following quote indicate:  

“Quality/Reliability: Standards are developed to specify an acceptable level of product or 
service performance along one or more dimensions such as functional levels, performance 
variation, service lifetime, efficiency, safety, and environmental impact.  

Information: Standards help provide evaluated scientific and engineering information in the 
form of publications, electronic data bases, terminology, and test and measurement methods 
for describing, quantifying, and evaluating product attributes.  

Compatibility/Interoperability: Standards specify properties that a product must have in order 
to work (physically or functionally) with complementary products within a product or service 
system.  Variety Reduction: Standards limit a product to a certain range or number of 
characteristics such as size or quality levels”.24

                                                           
21  Lim, A.S ., (2006), ‘ Power Battles in ICT Standards-Setting Process;  Lessons from Mobile Payments’. 
Eindhoven Centre for Innovation Studies, Technische Universiteit Eindhoven. pp 14. 

  

22  Published by ISO (International Organization for Standardization), Geneva, Switzerland. 

23   Document on standardisation.  Published by the European Commission. 

24  Tassey, G. (1997), ‘The Economics of R&D Policy’,  Westerport: Quorum Books, pp 169  
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 The foregoing functions of standardization are also relevant for application in electronic 
ticketing domain. In the spirit of the theoretical proposition by (Tassy 1997), this thesis 
describes important technical and techno – economic criteria, that successful electronic 
ticketing systems must meet (see page 28). 

2.9 Importance of Standardization 

Standards are essential to the successful diffusion of electronic ticketing systems in the 
society. The electronic ticketing domain is currently dominated by multiple standards and 
specifications that are not interoperable. It then follows that without properly defined and 
accepted standards, both the adoption and diffusion of electronic ticketing systems will be 
severely limited. 

There are relatively few studies done in standardization of electronic ticketing.  An important 
characteristic of standardization is that it covers specific systems, components, processes or 
tasks. It not only ensures interoperability between parts of equipments, it also standardizes the 
design process and addresses other product related concerns. Standards also may become part 
of a regulation or law of a country.  

It is true that currently, there are no common standards in place yet, in the electronic ticketing 
domain. This however, should surprise no one, because electronic ticketing is still a 
technological niche. Nonetheless, it does not make the issue of standardization any less 
important in this arena. 
 
The importance of standardization stems from the fact that without it, different electronic 
ticketing applications developed by various transit operators will not be compatible with one 
another and ultimately, will not work together. This issue is particularly instructive as most 
applications are developed using proprietary technology, which the owners, understandably 
are unwillingly to open to others. 
 
More, standardization is important in electronic ticketing because it defines the requirements 
and basis for communication between equipments used in this innovative technology. It also 
sets the rules for development of devices used in this area. Standardization makes it possible 
for development of protocols by which electronic ticketing networks exchange data.  
 
One other importance of standardization is that it will enable mass transit operators to take 
full advantage of their “collective purchasing strength to reduce many aspects of fare 
collection system cost and, consequently, the cost of providing public transportation 
services”.25

In the absence of such standardization, mass transit system operators have to depend on 
proprietary solutions and long term agreements with providers of such solutions. These 
proprietary solutions are often expensive as these firms try to recoup their investment. This in 
turn serves as a disincentive for diffusion of this innovation and the development of related 
services. 

  

 

                                                           
25  Quibria I , N. ‘The Contactless Wave: A Case Study in Transit Payments’  (2008), Sr. Payments Industry 
Consultant, Federal Reserve Bank of Boston. U.S.A. 
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Standardization is important because it facilitates the adherence to common principles of 
product design and usage. It not only provides a clear and concise definition of electronic 
ticketing terms but it also facilitates common understanding and evaluation of these systems. 

More, the importance of standardization also lies in the fact that it facilitates the integration of 
electronic ticketing systems into new technological eco-systems. It provides the required 
credentials for infrastructure development and information interchange in this domain. For 
instance, without clear standards, various emerging mass transit payment technologies that are 
currently being deployed in electronic ticketing such as mobile payments, e-purse, Near Field 
Communications, etc, will be of limited use. 
 
In addition, security of electronic ticketing systems is of critical importance and without 
clearly defined standards, this will be impossible to guarantee.  Nonetheless, the importance 
of standardization in electronic ticketing is widely recognized by stakeholders, but reaching a 
consensus is not always easy to achieve because of the many conflicting interests involved. 

2.10 Major Players in Electronic Ticketing Standardization 

Remarkably, there are several organizations and government agencies pushing for 
standardization in electronic ticketing. Globally, electronic ticketing pilots are running and 
standards are being developed in different regions and countries.  
  The trend in Europe is that mass  transit operators (i.e., railways, airlines, bus, tram ways, 
etc),  financial institutions ( banks, payment clearing houses, etc), equipment manufacturers, 
retailers,  government agencies  (i.e. ministry of transport), are some of the most prominent 
backers of standardization in this domain.  For instance, in the United Kingdom, the 
department for transport mandated the use of an electronic ticketing standard called ‘ITSO’, 
which was developed in collaboration with transporters and other interested organizations. 

2.11 Elements of Electronic Ticketing that need to be Standardized 

Primarily, two important elements of electronic ticketing systems that need to be standardized 
are - software and hardware. Software interoperability implies an openness of the electronic 
ticketing software to allow interaction with others regardless of the manufacturer or tools used 
in producing it. Similarly, hardware interoperability imply the ability of electronic ticketing 
devices to interact (work with) one another, regardless of the manufacturer. However, the 
important goal of both software and hardware interoperability can only be achieved by 
standardization. 

2.12 Concerns about Electronic ticketing 

There are several issues facing electronic ticketing domain. Viewed from the perspective of 
mass transit operators, major concerns include lack of a common standard for all electronic 
ticketing systems, incompatibility between electronic ticketing equipments and security issues 
 (i.e. ‘OV Kaart’ security issue in the Netherlands, ITSO Mifare classics security problems in 
England).  
Another concern is the lack of critical mass in this domain, as a result, electronic ticketing 
equipments are very expensive.  
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The prospect of system failure as occurred in London (Transport for London, Oyster card), is 
another area of concern. In the event of a system failure, transport network services would be 
disrupted, discomforting passengers and bringing losses to the transport operator. 
 
From the social perspective, the introduction of electronic ticketing in a firm can cause job 
losses to staff members that are used to working with traditional ticketing methods. This 
category of workers must retrain among others, to be able to work with the new electronic 
ticketing environment. 

2.13 Criteria for successful Electronic Ticketing Systems 

 There are important technical and techno – economic criteria that successful electronic 
ticketing systems should meet. These include: 

Technical: Security (i.e. must be able to execute secure transactions), Compatibility (i.e. must 
be compatible with other applications), Quality (i.e. must be able to give an acceptable level 
of performance), Scalability (i.e. must be able to upgrade). 

Techno – economic:  Privacy (i.e. must respect customer’s right to privacy), Legality (i.e. 
must be legal), Marketing (i.e. must obtain prior consent of customer before using their data 
for marketing purposes) and Anonymity (i.e. must be able to allow customers to travel 
without placing undue obstacles on their way). 

2.14 Types of Electronic Ticketing Standards 

In the recent past, several groups implementing mass transit electronic ticketing systems have 
developed a number of proprietary standards and technical specifications. This has given rise 
to the use of various electronic ticketing standards, technologies and applications, in different 
parts of the globe.  Today, major electronic ticketing standards/ specifications in existence 
include, CALYPSO, ITSO, CFMS, SDOA VDV, IFMS, etc.  While some standards/ 
specifications are used internationally, some are restricted to local or regional areas. In Europe 
for instance, “a suite of three standards which serve as a generic framework has been 
published: a standard for data elements (EN 1545), a standard for a framework for 
interoperable ticketing (EN 15320, also known as “IOPTA”), and a basic standard for the 
functional interoperable fare management system architecture (ISO 24014-1, also known as 
“IFM SA”) which was additionally jointly developed with US and Japanese experts”.13  
Before proceeding further, it is essential to briefly describe some of these standards/ 
specifications. 

Calypso: The Calypso contactless electronic ticketing standard/ specification was founded by 
French transporters in the 1990’s, for domestic use. But today, Calypso has been implemented 
in transit applications across the world. This standard is available to firms under license 
agreements. As stated by the founders, “Calypso system is made up of compliant smart cards 
within the ISO 14443 type B mode, security modules, readers, central system tracking 
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software, compliant and certified end equipment, and support”.26  They (Calypso founders) 
also add that one of its major features is that “it ensures multi-sources of compatible products, 
and makes possible the interoperability between several operators”.27

SDOA  (Specification Document Open Architecture): As stated by the owners of this 
standard/ specification, it “describes any transactions with any products which impact the data 
on the cards, the corresponding card data at Trans Link Systems, the financial records related 
to card transactions, their control mechanisms, or the security infrastructure”.

  

28

ITSO : As stated by the founders of ITSO,  the purpose of this standard/ specification is to “ 
provide a platform and tool-box for the implementation of interoperable contactless smart 
customer media public transport ticketing and related services in the UK in a manner which 
offers end to end loss-less data transmission and security”.

   SDOA is the 
standard used for electronic ticketing system in the Netherlands. The famous ‘OV- Chip 
Kaart’, electronic ticketing system is based on this standard. 

29

26

  ITSO is also intended for 
implementation outside of the United Kingdom.  Notably, ITSO specification does not run 
any schemes, supply equipments, or sway commercial agreements between transport owners, 
however, it creates an environment in which different schemes can interoperate. As the 
founders added, “a significant part of ITSO is the interoperable security solution, certification, 
and data format and management approach to smart card application environments”.   

VDV (Verband Deutscher Verkehrsunternehmen): VDV is the German electronic   
ticketing standard/ specification. According to the authors of this standard, VDV gives a 
detailed “specification of the objects, interfaces, processes and structures relevant for 
interoperability”. 30

CFMS (Contactless Fare Media System): CFMS is a standard/ specification founded by 
American Public Transport Association (APTA). As this organization declared, CFMS 
provides for a “consistent and uniform method for storing and retrieving information from 
smart cards used in transit applications”.

  In a country such as Germany, where different autonomous regions have 
their own transportation requirements, this standard/ specification  was designed to provide a 
unifying platform for all users. 

31
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  A prominent feature of this standard, the founders 
add, is that “it defines the data format used on Proximity Integrated Circuit Cards (PICC).  It 
also references related international standards which define the physical, electrical and 
communications aspects of PICCs”.    
 

                                                           
26  ‘Trends in Electronic Fare Media Technology’, ( 2004), A publication by American Public Transportation 
Association, Washington, DC. U.S.A.  

27  http://calypso.spirtech.net/     [last accessed 04/09/08].     
28  SDOA Specifications. A publication by Trans Link Systems, Amersfoort, The Netherlands. 
29   http://itso.org.uk/content/Specification/Spec_V2.1.3/ITSO_TS_1000-0_V2_1_3_2008-04.pdf   [last accessed 
04/09/08].     
30  http://www.eticket-deutschland.de/      [last accessed 08/09/08].     
31  http://www.aptastandards.com/StandardsPrograms/UTFSStandards/tabid/60/Default.aspx [last accessed 
09/09/08].     
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IFMS (Interoperable Fare Management System): This is a new standard/ specification 
based on ISO 24014, which the owner’s announced, aims at providing a “basis for the 
development of multi-operator, multi-service, interoperable mass transit Fare Management 
Systems”.22  As can be read from the standard, IFMS (Interoperable Fare Management 
System), incorporates functionality that can be used in the management of  transit fare 
processing,  application, products, security,  registration, identification, etc.  

Going forward, the subsequent chapters will take a closer look at four of these standards/ 
specifications (i.e. CALYPSO, ITSO, CFMS, and VDV).  These standards/ specifications 
were chosen because they are currently the most prominent ones in existence, in the electronic 
ticketing domain. Besides, the sponsor of this project has specifically asked for these 
standards to be examined.  

2.15 Framework for the Analysis 

In this work, the European Interoperability Framework will be used as a conceptual 
theoretical framework for the analysis on electronic ticketing. It is important to underscore 
this because such a theoretical framework, will serve as a threshold for the analysis done here. 
In the context of the European Union, Interoperability Framework lays the groundwork for 
interoperability of Information and Communications Technology (ICT) systems. This 
framework aims at expediting “the sharing and re-use of information-services, inter-linking of 
administrative tasks within and between sectors”, which “are essential factors for the delivery 
of high quality, innovative, seamless and customer-centric e-services”,32

 

 to both citizens and 
businesses. 

Additionally, European Interoperability Framework eases standardization by explicitly 
encouraging keeping Information and Communications Technology (ICT) systems 
specifications open and accessible to the general public. To this end, it also underscores the 
analysis of electronic protocols and the adaptation of associated devices, to address 
technological needs, as they arise. 

 

 

 

 

                                                           
32  ‘E-government and Interoperability Issues’  (2007),  IJCSNS International Journal of Computer Science and 
Network Security, VOL.7  No.9   
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3. The European Interoperability Framework 

 

3.1 Introduction 

 
As a subsystem of Information and Communications Technology (ICT), electronic ticketing is 
one of the areas covered by the European Interoperability Framework policy.  European 
Union policy initiative such as the e-Europe 2005 Action Plan, among others, has highlighted 
the importance of ICT systems interoperability, within the governance framework of the 
European Union. This policy initiative stems from the fact that several stakeholders (i.e. 
consumers, governments, industry and other social partners) recognise the essence of 
interoperability. Consequently, “interoperability has supplemented, and in some ways even 
superseded, earlier controversial discussions focused exclusively on open group standards, 
different software licensing models, or technical specifications under public procurement 
laws”.33

 

  

 

 

 

 

Figure 3: European Interoperability Framework .Source40   

More, electronic ticketing specifications such as ITSO (United Kingdom) are also referenced 
within the e-Government Interoperability Framework (which in turn, is based upon European 
Interoperability Framework). Thus, ITSO specifications which was originally established for 
the public transport sector, could also serve as a medium for the operation of applications 
developed for e-Government. This specification (ITSO) already satisfies e-GIF standards for 
interoperability, scalability and openness.  

In the same respect, the government of the Netherlands published a catalogue called “Open 
Standaarden en Open Source Software voor de overheid (OSOSS)”, which lists approved 
open standards for use in government applications”.34

                                                           
33 White Paper ( 2004), ‘European Interoperability Framework’  -  ICT Industry Recommendations. European 
Union, Brussels. 

  

34 ‘Programme for Open Standards and Open Source Software in Government (OSOSS). 
http://www.ictu.nl/download/OSOSS_English.pdf  [last accessed 09/01/09].     
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Similarly, the German Federal Government Co-ordination and Advisory Agency for IT in the 
Federal Administration published the Standards and Architectures for e-government 
Applications (SAGA). SAGA arose from the BundOnline 2005 e-government initiative which   
serves as framework for decision-makers in the e-government teams in German 
administrations”.35

Comparable initiatives have also been launched in France, Spain and other European member 
states. Inherently, “interoperability embraces the wider policy perspective to enhance ICT-
embedded industries and the information society at large”.33  In this context, the notion of 
interoperability also encompasses e-government which entails the ability of various 
government information and communications technology (ICT) systems to exchange 
information in order to improve service delivery to citizens and enterprises. 

   

Subsequently, we describe e-government as a “combination of the use of advanced ICTs, 
especially the Internet, in the support of new ways of working in public administration, 
together with the enhanced provision of information and interactive services accessible over 
different channels”.36

At this juncture, it is also important to define interoperability. In general terms, 
“interoperability means the ability of information and communication technology (ICT) 
systems, as well as, of the business processes they support in order to exchange data and 
enable the sharing of information and knowledge”.

  

37

 
 

In sync with the purpose of this thesis however, we define European Interoperability 
Framework, “as the overarching set of policies, standards and guidelines which describe the 
way in which organisations have agreed, or should agree, to do business with each other. An 
Interoperability Framework is, therefore, not a static document and may have to be adapted 
over time as technologies, standards and administrative requirements change”.38

 

   Primarily, 
interoperability means the “full integration of new technologies for transforming the public 
administrations and facilitating drastically the information flow among different governmental 
agencies, citizens and businesses”. 32  

 

 

                                                                                                                                                                                     
 
35 Guijarro, L. ( 2007), ‘ Interoperability frameworks and enterprise architectures in e-government initiatives in 
Europe and the United States’. Communications Department, Technical University of Valencia, Valencia, Spain. 
36 European Commission Staff Working Paper (2003), ‘Linking up Europe: the Importance of  Interoperability 
for Government Services’ pp 1- 23. European Commission, Brussels. 

37  http://ec.europa.eu/idabc/en/chapter/5883   [last accessed 09/01/09].     

38  http://ec.europa.eu/idabc/en/document/2319  [last accessed 09/01/09].     

http://ec.europa.eu/idabc/en/chapter/5883�
http://ec.europa.eu/idabc/en/document/2319�
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3.2 Background Synopsis 

In view of the increased awareness of the essence of interoperability in Information and 
communications technology (ICT) aimed at public service, which electronic ticketing 
constitutes a subset, both the European Council and the European Parliament adopted the 
Interoperability Decision 6 in 1999. This policy decision rightly identified interoperability as 
“precondition for establishment of a more service-oriented and competitive public sector”. 32  

 This decision also laid the groundwork European Commission to focus “on the pan- 
European dimension of e-Government and on the interoperability requirements for its 
implementation”.32  

More, at the European Union summit held in Seville, in June 2002,   the eEurope Action Plan 
2005 was adopted.  This plan required the European Commission “to issue an agreed 
interoperability framework to support the delivery of pan-European eGovernment services to 
citizens and enterprises”. This important framework was designed to “address information 
content and recommend technical policies and specifications to help connect public 
administration information systems across the EU”.39

The Action Plan also prescribed that the Interoperability Framework “be based on open 
standards and encourage the use of open source software”.

  

40

During the European Union conference in 2003, which was held in Sandhamn, Sweden, 
whose theme was ‘linking up Europe: the Importance of Interoperability for e-Government 
Services’. A number of important conclusions were reached. One of these conclusions, was 
for the implementation of e-Government services to occur, an agreed interoperability 
framework for Europe should be established. This framework would address among others, 
procedures, contents, etc.  

  

Additionally, the declaration issued at the 2003 European Union ministerial conference, held 
in Como, Italy, on European e-Government conference, indentified ICT interoperability to be 
at centre-stage of the development of pan-European e-Government services. This conference 
also embraced the findings of the Commission’s staff working paper on interoperability, 
which was aimed at supporting e-Government implementation in member states.    

Effectively, by 2004, the Interoperable Delivery of pan-European e-Government services had 
taken root. As part of the fore-going, the Public Administrations, Businesses and Citizens 
(IDABC) proposition was adopted by both the Council and by European Parliament. This 

                                                           
39 http://ec.europa.eu/idabc/servlets/Doc?id=19528  last accessed 09/01/09.     

40  European Commission (2004), ‘European Interoperability Framework For Pan- European eGovernment 
Services’. Version 1.1.  pp 1.- 26 
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policy “document represents the highest-ranking module of a comprehensive methodological 
tool kit for implementing pan-European eGovernment services”.40 

 

  

 
Figure 4: European framework of e-Government. Source:40  

3.3 Goals of European Interoperability Framework  

The European Interoperability Framework (EIF) was created to support the pan- European 
delivery of electronic government services.  The goals of the European Interoperability 
Framework include the following:  

-  provide support for  the European Union, in its endeavour to make  user-centred e-
Services available to citizens and businesses 

-  Facilitate  interoperability of ICT services between public administrations, citizens, 
businesses, etc 

- support interoperability across the various policy areas at the pan-European level 
- supplement national interoperability frameworks  
- provide national interoperability frameworks in areas that are not adequately covered by 

national policies and strategies 
 

3.4 Importance of European Interoperability Framework 

The essence of European Interoperability Framework emanates from the fact that it sets 
policies, strategies, standards which are built to facilitate the seamless interchange of 
information within and outside the public sector. It enables the provision of a better access to 
public services for the citizens and businesses at the pan-European and national levels. 
Basically, the importance of European Interoperability Framework includes the following: 

- It supports the concept of ICT interoperability within the context of pan-Europe and at the 
national levels.  

- It details the notion of pan-European  interoperability and explains its essence 
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- It defines the baseline for  interoperability of pan-European and e-Government services 
- It provides support for pan-European e-Government endeavours (i.e. projects) 
- It defines tasks to be performed  by both European Union Institutions and  member states, 

targeting  ICT interoperability in the context  of  public service delivery. 
 

3.5 Basic Principles of the European Interoperability Framework 

As outlined in the eEurope Action Plan 2005, fundamental principles underpinning the 
establishment of European Interoperability Framework include, improvement in collaboration 
between public administrations, support of pan-European eGovernment services delivery to 
citizens and businesses, enhancing efficiency in public and private sectors, etc.   In general, 
these basic principles are expected to be taken into consideration in the establishment of any 
e-Government services at both national and the pan-European level. The basic principle 
incorporates the following: 

 Accessibility: This framework underlines the importance of creating an open and inclusive 
electronic service platform that are equally accessible to all citizens of the European Union 
without any form of discrimination.  More, “generally accepted design principles for 
interfaces should be applied in order to ensure access for disabled persons and offer support in 
a language understood by the user”.40   Limiting factors, “such as socio-economic disparities 
between regions and groups of citizens should”40, not be allowed to prevent those affected 
from accessing the system. 

Security: The security aspect, addresses secure and reliable inter-change of information 
according to prevailing national and EU security policies. This framework makes provision 
for appropriate risk assessment activities to be conducted before services are developed and 
delivered. It requires the respective member states to take into consideration their “own 
security policy and come to an agreement on a common security policy at pan-European 
level”.40  All categories of documents designed for use at EU level must be compliant to 
security regulations as specified by the EU.  This includes protecting both user and system 
data from abuse. 
 
Data Protection:  A basic principle underpinning this framework is that Pan-European e-
Government services should provide uniform levels of personal data protection. This also 
implies that the permission of citizens must be obtained before their personal data can be 
deployed for whatever purpose. It also requires that existing European and national data 
protection legislations be fully complied with. Specifically states that “work on 
interoperability should be coordinated with the mechanisms already in place following the 
Directive 95/46/EC16 (in particular article 29)”.40 
 
 Open standards: This framework emphasis the use of Open standards to achieve 
interoperability. It also states the basic qualities that a specification should have to qualify to 
be designated as open standard. For instance, one of its requirements for a standard to be 
considered to be open,  is that it  must be “ maintained by a not-for-profit organisation, and its 
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ongoing development occurs on the basis of an open decision-making procedure available to 
all interested parties (consensus  or majority decision etc.)”40 

Multiple languages: Since there are several languages spoken in Europe, it is important that 
European eGovernment services be presented in such a way that language does not become a 
hindrance. As such provisions should be made for language translation mechanisms, while 
enabling back-office information architectures to be neutral linguistically. 

Subsidiarity:  This framework adheres to the subsidiarity principle, which implies that it does 
not interfere with the internal workings of member state’s administrations and that of EU 
Institutions.  Essentially, the framework makes provision for European Union member states 
and EU Institution to adopt necessary measures to ensure interoperability at both pan-
European and national levels. 

3.6 Aspects of Interoperability 

The European Interoperability Framework consists of three major parts - Organisational 
interoperability, Semantic interoperability and Technical interoperability.  
 
Organisational Interoperability: Organisational interoperability defines business goals, 
business process modelling and user requirements. It also aids in the collaboration of various 
administrations within the context of EU which is characterised by diverse internal structures 
for the exchange information. 

Semantic Interoperability:  This aspect addresses issues associated with ensuring that   
exchanged data could be understood by any other application. This is important because 
without semantic interoperability, front-end multilingual delivery of services to citizens will 
be difficult to accomplish. 
 
Technical Interoperability: This part of interoperability addresses technical aspects 
associated with interconnections among various ICT systems and services. Technical 
interoperability encompasses “open interfaces, interconnection services, data integration and 
middleware, data presentation and exchange, accessibility and security services”.40 

 

3.7 EU Policy and User Requirements for e-ticketing Schemes 

In this context, the European Union has issued a number of directives, papers, 
recommendation and policy initiatives that are aimed at establishment of e-ticketing schemes. 
An outstanding example of the foregoing is the ‘Open Smart Card Infrastructure for Europe’ 
which is a subset of the e-Europe policy
 

 initiative.  

The ‘Open Smart Card Infrastructure for Europe’ is important as it aims at facilitating the 
introduction of integrated and interoperable e-ticketing schemes in the European context.  It 
also serves as guideline for transportation authorities and private mass transit operators in 
Europe, to construct interoperable electronic ticketing systems. Some of the most important 
requirements incorporated in this framework include, interoperability of electronic ticketing 
systems, security, privacy, etc. 
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3.8 Interoperability of Electronic Road Toll 

In the spirit of European Interoperability Framework, the Electronic Road Toll collection 
policy was established in EU. The interoperability of Electronic Toll Collection in Europe 
was created by Directive 2004/52/EC. This Directive, “lays down the conditions necessary to 
ensure the long term interoperability of electronic road toll systems in the European 
Community”.41

3.8.1 Characteristics of European Electronic Toll Service (EETS) 

  As baseline, this directive calls for the establishment of European Electronic 
Toll Service (EETS) which would be “complementary to national electronic toll services of 
the member states”.41  The aim of the directive is to “ensure interoperability for EETS 
subscribers that use electronic systems caught by the Directive throughout the European 
Community”.41  This directive thus, requires EU member States to implement and provide 
support for interoperability by a European Electronic Toll Service (EETS) system.  The 
European Electronic Toll Service (EETS) service is designed to facilitate Electronic Road 
Toll payment pay in “European charging systems with one contract and one device”.41 

The characteristics of European Electronic Toll Service (EETS) include the following: 
-  implementation by an on-board-unit (OBU) or by on-board-equipment  (OBE)  
- compliance with the requirements of existing and future schemes 
- should  support satellite positioning technologies 
- should  support mobile communication using the GSM-GPRS standards 
- should  support 5.8GHz microwave technology 
 
In addition, the interoperability of Electronic Toll Collection Directive 2004/52/EC also 
makes provisions for tolling operators to be able to choose which technologies to deploy, as 
long as the tolling infrastructure can function (inter-operate with European Electronic Toll 
Service - EETS) on-board-equipment. 

 

 

                                                           
41   Official Journal of the European Union. ‘ DIRECTIVE 2004/52/EC of the European Parliament  and  of the 
Council of 29 April 2004 on the interoperability of electronic road toll systems in the Community. pp 124 – 141.   
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4. Electronic Ticketing Implementation Experience in the Netherlands and England 

 

4.1 Introduction: 

In order to enhance our understanding of electronic ticketing systems, as has been described 
in the preceding chapters, it is instructive to make an in-depth analysis of four different cases  
(domestic and international), where this system has been implemented.   
It is important to do this, as insights gathered from these cases will be useful in the analysis 
and in answering the research questions. It will also be useful  in  developing  the final 
document for this project. The electronic ticketing implementations that will be discussed are:  
GVB (Amsterdam Openbaar Vervoerbedrijf), RET (Rotterdams Openbaarvervoerbedrijf), 
HTM (The Hague), all in the Netherlands and ‘NowCard’ (Lancashire), United Kingdom. 
 
 The implementations in Amsterdam, Rotterdam, The Hague, are part of the national 
electronic ticketing system in the Netherlands, called ‘OV-Chipkaart’. This electronic 
ticketing system is based on the SDOA (Specification Document Open Architecture) 
standard, which is the national electronic ticketing standard for the Netherlands. 
 
This electronic ticketing project which was setup in 2006 was originally budgeted to cost   
“249 million Euros”.42

Our research points out that the cost will eventually soar above 1.3 billion Euros. Even at that, 
there are still several technical and managerial issues plaguing the system. As a result, the 
‘OV-Chipkaart’ is often in the news media, albeit, negatively.  

  However, as it currently stands, the project has over-run this initial 
budget, consuming additional 100 million Euros.   

Added to this, is the general public scepticism about the whole concept, which by all accounts 
remains high.  
 
As if these were not enough, consumer and passenger organisations in country, along with 
entities such as ROVER (representing users of all forms of public transportation modes), the 
ANWB (representing vehicular road users), student organisation (LSVB) and Council for the 
Disabled, collectively withdrew support for the OV-chipkaart, declaring that “this card has 
only disadvantages”.43

Shortly after this declaration, Connexxion (one of the founding partners of the ‘OV-
Chipkaart’) officially announced it was pulling out of the ‘OV-Chipkaart’ project team. In 
order to limit the damage in public perception that its sudden departure from the project 
caused, Connexxion added belatedly that “it still supports the introduction of OV-chipkaart”. 

  

44

 Even at that, it still quickly sold off its shares in TLS (Trans Link Systems), “explaining that 
it was not prepared to invest any more. RET, GVB and NS have taken over the Connexxion 

  

                                                           
42   http://www.volkskrant.nl/binnenland/article1074926.ece/Chipkaart_ov_kost_100_miljoen_extra  [last 
accessed 19/12/08]. 
43   http://webwereld.nl/article/view/id/52829 [last accessed 04/09/08].       
44    http://webwereld.nl/article/view/id/52983 [last accessed 04/09/08].       
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stake, but are expected to seek reimbursement from the Transport Ministry for the missing 
partner’s share of the costs”.45

 
 

 
 

 
 
 Figure 5:
 

 An ‘OV-Chipkaart’ system customer media and terminal. Source:  RET, Rotterdam, the Netherlands. 

 
 A major reason why both the development and implementation of this project has suffered 
setbacks is that the complexity of the project was significantly under-estimated. Besides, the   
implementation team lacked the requisite experience necessary for handling such complex 
and extensive public transportation project.  
 
According to the proponents of, ‘OV-Chipkaart’ electronic ticketing system, it is designed to 
cover existing mass transit systems (i.e. railways, trams, buses, ferries, etc) in the entire 
country. It is also designed to serve as a common “means of payment for all forms of public 
transport in the Netherlands. This contactless chip card, which can be loaded with a balance in 
Euros and specific travel products, will eventually replace all current ticket manifestations”.46

 
  

More, there are three kinds of customer media (smartcard) used in the ‘OV-Chipkaart’ 
system. These are: a personalized version, an anonymous version and disposable version. The 
establishment of the electronic ticketing system ‘OV-Chipkaart’,  is led by Trans Link 
Systems (TLS), which is a consortium of public transportation companies in the country, that  
includes GVB   (Amsterdam Openbaar Vervoerbedrijf), RET (Rotterdam’s Openbaar-
Vervoerbedrijf) and HTM ( the Hague). 

Moving on, ‘NowCard’, is an electronic ticketing system implemented in Lancashire, United 
Kingdom. ‘NowCard’ is one of the largest electronic ticketing schemes “in England to 
conform to the ITSO national specification with 1.7 million transactions per month”.47

 NowCard is also a part of the national concession project which provides free public 
transportation entitlements to the elderly, youth, etc. The national concession service is 
standardized in ITSO. 

  

ITSO specification was designed for use in a variety of contexts and geographical areas. 
 
                                                           
45   Badcock, P.,  (2009), ‘OV-Chipkaart roll-out creeps forward’,  Railwaygazette International. January  
Edition. 
46  TNO Report 34643 (2008), ‘Security Analysis of the Dutch OV-Chipkaart’, Published by TNO Information 
and Communication Technology, Delft, The Netherlands 
47   http://www.nowcard.org/news.asp  [last accessed 19/12/08]. 
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Figure 6:  ‘NowCard’ electronic ticketing customer media. Source: NowCard, Preston, Lancashire, England. 
 
  

4.2 GVB (Amsterdam Openbaar Vervoerbedrijf) - Electronic Ticketing Experience 

Introduction:  The first electronic ticketing implementation in our discourse is the one in 
place, at one of the premier transportation corporations in the Netherlands. The GVB 
(Amsterdam openbaar vervoerbedrijf), is the public transportation company of the city of 
Amsterdam.  The firm “transports about 1,000,000 people within the greater Amsterdam 
area”.48 , and nearby cities by rail, tram, bus, metro, ferries etc, daily. The GVB 
(Amsterdam openbaar vervoerbedrijf), operates an intricate network of mass transit 
systems, which is also linked to the national railway network (NS -Nederlandse 
Spoorwegen). GVB (Amsterdam openbaar vervoerbedrijf), was founded more than a 
century ago. This company states that it is “constantly working to improve the public 
transport network in Amsterdam and its surroundings in both quality and quantity”. 49

 

   

Objective: The objective of the GVB (Amsterdam openbaar vervoerbedrijf), is to provide 
public transportation in the city of Amsterdam and nearby cities by rail, tram, bus, metro, 
ferries etc. In order to improve its services to the public, the firm adopted electronic ticketing 
technology. 

Electronic Ticketing Activities: GVB (Amsterdam openbaar vervoerbedrijf), first introduced 
electronic ticketing system in its “underground railway in 2006”50

                                                           
48    http://www.gvb.nl/english/aboutgvb/aboutgvb/Pages/about-gvb.aspx  [last accessed 19/11/08].     

, with the aim of 
implementing the same in the tram and bus lines thereafter.  The underground railway 
essentially served as a pilot, in which various tests were performed to determine the suitability 

49   GVB ‘Annual Report’ (jaarverslag) 2003,  Afdeling  Communicatie, GVB , Amsterdam, the Netherlands. 
50  ‘GVB ‘Annual Report’ (jaarverslag)  2006,  Afdeling  Communicatie, GVB , Amsterdam, the Netherlands. 
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of the new electronic ticketing system for wider implementation. Thus, electronic ticketing 
infrastructure (i.e. fare gates, card readers, validators, etc) were installed in the metros and 
each of the tram stations. In order to facilitate the sale of ‘OV-Chipkaart’, “the number of 
service points and Tickets & Information desks were increased from two to six. Also a large 
promotion campaign and a temporary purchase discount of (80%) were on offer to stimulate 
sales of personal OV-chipkaart”.50  Further, expansion of the electronic ticketing system and 
its integration with other existing systems in vehicles, continued throughout 2008. 

Lessons learned: The implementation of electronic ticketing system was carried out in 
phases. This implementation approach  provided several valuable lessons. First it aided in 
testing the suitability of  the equipments installed. Secondly, it  helped to introduce the new 
system to travellers on a smallscale and allowed  GVB  to observe the interactions. However, 
there  were several technical problems ( i.e. hardware and software failures) uncovered.  For 
example, customers were frequently charged incorrect fares and gate clocks were not properly 
synchronised. This made a complete “nonsense of the rule that said interchanges between 
modes within 35 min should be free of a second step-in charge”.50

Concluding Remarks: The electronic ticketing scheme has not been fully realized.  The 
implementation of this system in the underground railway is currently being concluded. Fare 
gates have been installed in half of the metro stations. In 2007, there was a slight increase in 
the number of ‘OV-Chipkaart’, sold.  However, more work remains to be done, particularly in 
the harmonization of card sales and distribution, in collaboration with other transportation 
firms. Nonetheless, the general public remain largely sceptical about the ‘OV-Chipkaart’ 
project.  

  Not only was the budget 
exceeded, the project suffered delays due to managerial, technical  and other problems. 

 

4.3 RET (Rotterdam’s Openbaar-Vervoerbedrijf) - Electronic Ticketing  
Experience 

Introduction: RET (Rotterdam’s Openbaar-Vervoerbedrijf) is a dynamic mass transit 
organization that provides public transportation services in the city of Rotterdam and 
surrounding areas. This company describes itself as a multicultural outfit and it is owned by 
the municipality of Rotterdam. RET was established 80 years ago as an independent 
municipal transport services provider. 

Objective: The objective of RET (Rotterdam’s Openbaar-Vervoerbedrijf), is to provide mass 
transit services to the public in and around the city of Rotterdam.  It is in view of this, that 
RET became one of the first companies in the country to adopt this innovative technology. 
The electronic ticketing scheme implemented here served as a national pilot to test the system, 
before being implementd in other cities around the country. 

Electronic Ticketing Activities:  The preparation for implementation of the  ‘OV-
Chipkaart’,  electronic ticketing system “began in 2004 with the installation of fare gates, card 
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readers and vending machines, at all metro stations”. 51   As an incentive to encourage 
passengers to use the new electronic ticketing system, RET  offered 30% discounts on all 
travels,  plus a free application for the cards. It also carried out massive promotion campaigns 
in the region. The action was highly successful because  three months after the campaign,  
250,000 customers applied for the   ‘OV-chipkaart’. The use of the cards also  “multiplied by 
five folds.  By 2007,  the monthly transaction using the electronic ticketing stood at 2.5 
million per month”. 52

Lessons learned: There were several technical challenges  posed by this electronic ticketing 
implementation.  The hardware and software supplied by East West (a consortuim of Thales 
and Vialis) performed poorly and frequently broke down disrupting services.  Even the 
national Railway company (NS) that was conducting  electronic ticketing trials  on the 
Rotterdam CS - Hoek van Holland route had to scaleback its operation due to technical 
problems. It is now expected it will start  new trials on the Weesp - Lelystad line in 2009, 
effectively abandoning the Rotterdam CS - Hoek van Holland route. Though, RET has 
recently reported there has been an increase in the number of travellers using the ‘OV-
chipkaart’ card, since its introduction, however public perception of this system is still 
largely, negative. 

    

Concluding Remarks: RET plans to fully make  the OV chipkaart  the only medium of 
payment in the metro by 2009. It also plans to implement electronic ticketing in the ferry line 
in the future.  Generally, this firm  considers the scheme  a success, although there are still 
technical problems to be resolved. However, several consumer and passenger organisations 
remain sceptical and have also began  withdrawing their support for the ‘OV-Chipkaart’ 
system.  These groups understandably argue  that the card in its present form, offer more 
disadvantages than benefits to the average consumer.  
 

4.4    HTM (The Hague) - Electronic Ticketing Experience   

Introduction: HTM is an independent venture in public transportation owned by the 
municipality of The Hague, the Netherlands. This company operates a network of buses, 
trams, light rail and it is one of the largest transportation networks in the country. Annually, 
this company transports more than 133 million passengers.  HTM prides itself as a service 
oriented firm. In this respect, it deploys service staff to attend to travellers at all its major 
stations.  
Objective:  The main objective of HTM is to make public transportation available to the 
public in The Hague and surrounding areas. This company aims at making its own 
contribution to the comfort of residents and travellers by providing good public 
transportations facilities. With its good connections to shopping centres, schools, hospitals 

                                                           
51  RET ‘Annual Report’    (jaarverslag)  2004 
52  RET  ‘Annual Report’  (jaarverslag)  2007 
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and businesses, the company states that it aims at encouraging as many people as possible to 
use public transportation, instead of private automobiles. 

Electronic Ticketing Activities: HTM had the ambition of “implementing an electronic 
ticketing system by 2006”53

Lessons learned: The implementation of this system suffered several technical and 
managerial setbacks.  It also suffered several other delays and  budget overruns. However, 
work is still in progress and  will take sometime to finish. 

,  however, this goal was not realized. Nonetheless,  the phased 
installation of electronic ticketing equipments in buses, trams, light rail, began in 2007. 
Notably, this company was one of the few that choose to implement the  non-gated variant of 
‘OV-Chipkaart’ electronic ticketing systems. At the time of conducting this study, installation 
of electronic ticketing systems at HTM were still in progress.  HTM  plans to conduct several 
tests on the system in the coming months. This is to ensure that the system is reliable  and can 
cope with the large number of passengers that are expected to use it. HTM  plans to market  
the ‘OV-chipkaart’  at  kiosks in the stations and at the customer service shops. Besides, there 
are plans to install ticket vending machines  at all major  stations, as well.  

Concluding Remarks: The electronic ticketing scheme is yet to be fully implemented. The 
technical and other problems uncovered so far are being addressed. HTM is looking forward 
to using this technology to improve its services to the travelling public, however the target 
consumer groups remain uncertain about the whole idea.  

 

4.5 NowCard  (Lancashire, U.K ) - Electronic Ticketing Experience      

Introduction:  The ‘NowCard’, is an electronic ticketing system implemented in Lancashire, 
North West of England.  It is one of the largest electronic ticketing schemes that comply with 
ITSO. Over 65 different bus operators support this scheme. In this scheme, a major “bank acts 
as sub-contractor and provides the back office functions including the ITSO Host Operator or 
Processing System (IHOPS) and Asset Management System (AMS) elements”.54

 

   This 
scheme when fully implemented would “cost £7,000,000”.54   This amount is expected to be 
partially covered by the department for transport (DFT). The rest of the money would be 
provided by other participating organizations. 

Objective: ‘NowCard’ is a part of the national concession travel pass project, which aims at 
providing free public transportation entitlements to elderly, young people, etc. The other goal 
includes streamlining passenger boarding processes, prevent fraud, enable greater 
interoperability between transit systems from various operators, etc.  

Electronic Ticketing Activities:  Under the ‘NowCard’ electronic ticketing scheme, bus 
operators, local authorities and other agencies supply smartcards and equip buses with 

                                                           
53  HTM ‘Annual Report’   (Jaarverslag)  2007 
54   ‘NOWCARD’ ,  Internal document,  Preston, Lancashire, England. 
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smartcard (customer media) readers.  The smartcard (customer media) readers are linked to 
back office systems where all transactions are processed. More than 310,000 cards have been 
produced and distributed under this scheme. It is expected that more will be sold in the future.  

Lessons learned: The ‘NowCard’ scheme has widely been considerd succesful.  Since its 
establishment, it has largely achieved most of its goals. The production, delivery and use of 
the card have been high.  However, this scheme suffered delays as a result of changes made to 
the national fare policy structure, for the transportation sector. 

Concluding Remarks:   ‘NowCard’ has the prospect of resulting in efficiencies in service 
delivery to customers. It also can improve mass transit data collection which is important for 
statistical analysis. In sum, users of this scheme have been positive about it.  There are plans 
to fuse this scheme with other ITSO compatible smartcard implementations (i.e.  Stagecoach, 
South West Scotland) etc. However, this will take sometime to materialize. 
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5. Synopsis of  major Electronic Ticketing Standard/Specifications 

 

5.1 Introduction 

In general, this chapter aims at enlightening the reader about the four major electronic 
ticketing standards/specifications (Calypso, ITSO, CFMS and VDV) that this study focuses 
upon. It introduces them, mentions their important characteristics and makes an evaluation of 
each of them.  If a reader is interested in knowing more about the fundamental components of 
the aforementioned standards/specifications, such as the systems architecture, media, security 
and data model, the information is available in Appendix A - C. 

 

5.2 Calypso 

As stated by the founders of Calypso, this is a “specification that describes the transaction 
between a contactless card and card reader. The specification offers a standardized approach 
that is supplier independent55

55

 ”. Calypso is one of several electronic ticketing standards in 
existence. It was founded in the 1990’s by transport operators in France, with input from 
“partners from the cities of Brussels in Belgium, Lisbon in Portugal, Konstanz in Germany, 
Paris in France and Venice in Italy  ”.  A major reason for the development of this standard 
was that transport operators were searching for a means to improve their services to the 
general public and to generate more income. 

Since its founding, Calypso has been widely implemented. Today, Calypso is up and running 
in more than 21 countries and more than 80 cities around the globe. There are also “more than 
30 million contactless cards 55 ”, in circulation.  
 
 
 
 
 
 
 
 
 
 
 
 

                                                           
55   http://www.calypsonet-asso.org/index.php?rubrique=main_50 [last accessed  06 /10/08].     
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Figure 7:  Map showing cities worldwide that have already implemented the Calypso technology. Source: 55  
  
However, Calypso is not a complete Automatic Fare Collection (AFC) system specification, 
but rather, a specification for card to terminal communication. This standard/ specification 
however is still evolving and new functional capabilities are being incorporated on an on-
going basis. 

Further more, as the need for transit systems to  move away  from  outdated fare-collection-
only approach,  to  the broader approach of adopting new tools that can aid  company 
management  in improving  quality of services in transportation and  control rising costs, the  
role of standards such as Calypso, has assumed new importance. 

Calypso consists of two major parts. These parts are:  Customer Relationship Management 
(CRM) and Enterprise Resources Management (ERM). The Customer Relationship 
Management part deals with items such as customisation of contracts, access to public 
transportation network, new services, etc. Enterprise Resources Management part, deals with 
issues such as improving systems reliability, fraud prevention, analyses of customer statistics, 
system usage trends, etc. 

 

5.2.1 Characteristics  

Below are the major characteristics of the standard: 

- contact and contactless technology 

- open standard that can be adapted to individual solutions 

- fast, safe transaction  
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- decentralised security system ( i.e. load devices, validators and control equipments are 
embedded with  secure application module which ensures the security of  their 
communications) 

- no restriction to data exchange.  

- flexible transport application that can be built step-by-step 

- designed to address the  electronic ticketing needs of  transit operators 

- upgradable with new services (i.e. adding an electronic purse, customer loyalty 
programme, targeted marketing information, etc). 

- compatibility with  ITSO 

- use of microprocessor, contact and contactless interfaces  

- compliance with current standards (ISO 14443 –B for  contactless interface ) 

- in compliance with (ISO 7816-4 for memory organisation and file structure)  

- compliant with current standards  (CEN ENV 1545, for transit data definition ) 

- common interface for a range of cards 

  

 

5.2.2 Evaluation 

Calypso has been highly promoted by its sponsors as a standard that supports electronic 
ticketing solutions based on state-of-the-art contact and contactless technology. One of the 
selling pitches put forward by the sponsors of Calypso is that it is an open and modular 
standard designed to assist transit operators in developing electronic ticketing solutions. 
Calypso sponsors also state that, as an open standard, it can easily be “adapted to many public 
environments and could be married to other services such as the electronic purse”.56  A major 
strength of Calypso, they say, is its “ability to offer a standardized and interoperable transport 
application, meeting the needs of transport operators all over the world, irrespective of what 
medium they run on”.57

For a start, interoperability between Calypso and other specifications has not been fully 
resolved. The consolidation of devices, transit payment systems and technical standardization 

  While the foregoing claims sound plausible, however, our research 
revealed that adopting and implementing Calypso specifications carries its own perils. 

                                                           
56  ‘Calypso Functional Specification for Ticketing. Card Application’, ( 2005), Ref: 010608-NT-
CalypsoGenSpecs, Version 1.3,  pp 1 -  10. 

57   http://www.silicon-trust.com/html-data/pdf/secure_9/13_trustedlogic.pdf    [last accessed  06 /10/08].     
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of electronic ticketing systems along international, regional and local levels is still a major 
issue.  

As it stands today, applications built using Calypso specifications may not work properly with 
other standards.  As such, a transit operator who invests resources developing Calypso 
systems might run the risk of losing his/her investment, if he/she opts for an entirely different 
system based on other electronic ticketing standards. Besides, the initial cost of substituting a 
traditional fare collection system with Calypso systems may be steep, this however applies to 
other electronic ticketing specifications, as well. 

Another source of concern is that Calypso standard is still evolving. This means that transit 
systems based on this specification need to be routinely upgraded or rebuilt, otherwise the 
transport network owner runs the risk of ending up with an obsolete system.  

In addition, Calypso electronic ticketing system can fail, causing disruption in transit services 
and bringing loses to the operator. On a positive note however, Calypso standard has been 
“extended to become fully interoperable by means of an agreement to add the necessary 
features from ITSO”. 58

 

    However, Calypso is neither an industry standard, nor is it 
mandated by any state legislation. 

5.3 Contactless Fare Media System (CFMS) 

Contactless Fare Media System (CFMS) is a standard/specification founded in 2007 by 
American Public Transportation Association (APTA). APTA actively promotes the use of 
Contactless Fare Media System Standard in transit systems throughout North America and 
beyond. As APTA put it, a major purpose of creating this standard is to lay the industry 
foundation for creation of open architecture environment that is non- proprietary, enhance 
greater access and convenience to public transit network and support the integration of fare 
collection systems.  Other motivations for the creation of this standard include:  

- 

- 

improvement of interoperability and competiveness 

- 

to give transit  operators greater control and flexibility over their fare collection 
systems 

- 

support multi-modal and multi-applications 

Moreover, Contactless Fare Media System (CFMS) is a standard that is also suitable for use 
in the development of contactless bank cards, mobile devices, identification cards and security 
cards that can be used for transit system payment. This standard supports most known transit 

support regional partnerships 

                                                           
58  Blythe, P and Carr, J., (2006), Technical Paper:  ‘Challenges and Opportunities for the Future Roll-Out of 
Transport Smartcards’,. Transport Operations Research Group. University of Newcastle upon Tyne, UK. 
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payment systems and associated services in use in North America. It also supports multiple 
transit firms, within a specific region to accept each other’s (or a common) fare media. This 
specification makes it possible for data structures and related software logic to be applied to 
other systems or projects. It also supports open standards, to enable open sourcing from 
diverse operators and equipment vendors. However, Contactless Fare Media System (CFMS) 
has such a wide coverage that it is neither realistic nor necessary for a single transit agency to 
use all parts of the standard. 

At this point, it is important to define Contactless Fare Media System (CFMS) standard. 
Contactless Fare Media System (CFMS) can be defined as a standard that provides for “a 
consistent and uniform method for storing and retrieving information from smart cards used in 
transit applications. The standard consists of five parts which are designed to be implemented 
together as part of a foundation for end-to-end integration of fare collection information 
processing”.59

Part 1.  -  Introduction and Overview: This part of the standard gives an overview of the 
contactless fare media system standard, as “a consistent and uniform method for storing and 
retrieving information from smart cards used in transit applications”.

   The five parts are as follows: 

60

Part 2.  - Contactless Fare Media Data Format and Interface Standard: This part of the 
standard “defines the data format used on Proximity Integrated Circuit Cards (PICC)”.60    It 
also provides a “consistent and uniform method for storing, retrieving and updating data from 
contactless fare media used in transit applications”.60  It is in compliance with related 
international standards which define the physical, electrical and communications aspects of   
Proximity Integrated Circuit Cards (PICC). 

   

Part 3.  - Regional Central System Interface Standard: This part defines the interface required 
to provide a “uniform and consistent method of communication to a Regional Central System 
of a contactless fare media system for transit applications”.59   It also enables “transit agencies 
that are purchasing or expanding their fare collection systems to participate in a regional 
operating environment where common Contactless Fare Media-based fare instruments can be 
used for fare payment with all the participating transit agencies”.59     

Part 4. - Security Planning and Implementation Guidelines and Best Practices: This part of the 
standard defines the “basic steps and considerations that should be employed in order to 
define, implement, and manage a security program for a regional smart card-based fare 
collection system”.59   

Part 5. - Test Methods Specification Standard: This part of the standard “is a test methods 
specification that provides a tool for verifying conformance with the CFMS standards”60.  

  

                                                           
59  The ‘Contactless Fare Media System Standard’, (2007),  Part I – Introduction and Overview . APTA S-
UTFS-WP0-001-07 . 
60  http://www.aptastandards.com/StandardsPrograms/UTFSStandards/tabid/60/Default.aspx    [last accessed 
19/10/08].      
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It contains guidelines that can be employed in both system and component testing. It defines 
test procedures various parties can use to make sure that their products comply with CFMS 
standards.  It is important to note however, that this portion of the standard is still under 
development and thus liable to change without prior notice. 

 

5.3.1 Characteristics  

The main characteristics of Contactless Fare Media System (CFMS) are as follows:  

- complaint with  ISO/IEC 14443, ISO/IEC 7816, ISO 3166 

- focus on data card contents and messages between systems 

- allows for flexible solutions to be developed according to need 

- test method specification is an integral part of the Standard  

- requires a Proximity Integrated Circuit Card (PICC) with a Card Operating system 

- defines common set of data objects enabling compliant PICCs and card interface 
devices (CID) to be used interchangeably within a system. 

- open architecture environment ( non-proprietary) 

- standard development still in progress  

 

 

5.3.2 Evaluation 

It is important to note that Contactless Fare Media System (CFMS) is still evolving, as such 
changes are bound to occur. Caution is therefore needed in developing electronic ticketing 
applications based on a standard that is still evolving. The reason to be cautious is that such 
applications developed might be obsolete in a few years as the standard moves on. As the 
founders of this specification warn, “All standards evolve to meet changing conditions and 
technology. As required by APTA’s IP Policy, this Standard is subject to periodic review for 
reaffirmation, revision, or withdrawal every 5 years or sooner from initial general release”.60    

It is also important to understand that this specification is only one aspect of a regional 
electronic ticketing system. It is thus, in itself not sufficient to build a complete system. 
Ultimately, several other factors will have to be considered by an organization that plans to 
implement Contactless Fare Media System (CFMS) based technology. 

Another issue is that this standard requires multiple transit agencies to collaborate in the 
operation of a fare collection system. However, this is by all accounts very difficult to 
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achieve, because stakeholders often have incongruent position on such matters. This in turn, 
creates significant obstacles to any form of consensus. One major reason why electronic 
ticketing has been slow to take-off in the U.S.A is that there are many regional players in the 
mass transit industry. As such, securing agreements between these regional entities can be a 
daunting task. 

However, just as is the case with Calypso, Contactless Fare Media System (CFMS) is neither 
an industry standard, nor is it mandated by any state legislation. 

 

 

 

5.4   ITSO 

 ITSO is currently the industry standard for electronic ticketing systems and smart card 
applications in the United Kingdom. This is in clear contrast with standards/specifications 
such as Calypso, Contactless Fare Media System (CFMS), etc.  
 
At this point, it is important we explain what the acronym ITSO, stands for.  The name ITSO 
“is not an abbreviation and does not stand for anything”.62   ITSO is simply, a “brand and the 
name of the card. At the dawn of the existence the organisation was called Integrated 
Transport Smartcards Organisation, and that is where ITSO came from”. 61

 This definition was however, abandoned when ITSO became the industry standard not only 
for electronic ticketing platforms but for other purposes, as well. 

  

 
In this paper, we define ITSO as a standard for interoperable use of contactless smartcards 
aimed at establishing secure lossless communication between card, terminal and the back 
office. It is a common specification at both card and application levels, designed to enable the 
use of interoperable smart cards in transportation systems. Accordingly, ITSO specification 
“covers the entire system - smartcard, point-of-sale/service, back office, data formats, data 
transfer, and security architecture”.62

 
  

 ITSO was founded in 2001 and became mandatory in the United Kingdom in 2006. This 
standard was developed by the state authorities in collaboration with transport operators and 
other organizations. ITSO is maintained by the International Ticketing Smartcard 
Organization (ITSO), a non-profit organization founded in 1998, in collaboration with various 
UK passenger transport authorities. The membership of this organization is broad. 
 
More, the use of ITSO however, is not restricted to the transport sector. It is also suitable for 
use in applications outside the transport domain.  In this respect, ITSO supports a wide range 
of products including: 

1. Identity: (  Entitlement and ID, Physical Access, Logical access) 
       

                                                           
61  Published by ITSO Limited, Quayside Tower, Broad Street, Birmingham, U.K. 
62   http://www.itsoservices.org.uk/page241/Faqs-For-Tcas [last accessed 19/10/08].     
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2. Transport: (Concessions, Season tickets, Single journey tickets) 
 

3. Payment: ( e- purse,  customer loyalty services ) 
 
The founding of this standard was driven by the need to address the lack of suitable standards 
for secure-end-to-end interoperable electronic ticketing systems in the United Kingdom.   
 
Another reason for the founding of this standard was to address the lack of equity and 
transparency in concessionary funding distribution. There were serious concerns that an 
annual subsidy of £400M provided to private transport operators by the government of United 
Kingdom was neither equitably distributed nor properly accounted for. 
 In fact, the revelation that one private transportation network operator alone received an 
annual subsidy of £21M, led to several protests and allegations of foul-play.  The news media 
sized on the story and ran series of negative publicity on the issue. Firms and other entities 
that  did not receive any subsidy or all those that felt short-changed, accused the department 
for transport of complicity in ensuring that citizens did not receive value for their tax money.  
The commotion that ensued forced the department for transport to start searching for a 
technological solution to the problem.  The solution reached was to “develop and deliver a 
fully accounted, dynamically manageable e-Ticketing environment supporting multiple 
schemes, products and services, interoperating across any set of commercial and/or regional 
entities”.63

 
   This was how ITSO specification, came to be. 

ITSO incorporates the following relevant international Standards:  

- Media: ISO/IEC 14443 (can include contacts but  are not mandated by ITSO) 

- Architecture: ISO/DIS 24014-1 IFM 

- Data Elements: EN 1545 and EN 15320 

- ISAM Security: ISO 15408 (CC PP9911 @ EAL4+) 

- Security System: ISO 27001 

The environment consists of different layers which provide the infrastructure/support that 
enables the deployment of ITSO compliant schemes by its users. The environment includes 
the following layers: 

- the Specification 

-  the Security or Trust Device 

- the Security Domain 

- the method for showing compliance  

 

 

                                                           
63  A publication by Department for transport, UK 
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Figure 8: ITSO environment illustrating its various layers. Source:  Department for Transport, United Kingdom. 

 

ITSO can be overlaid on individual transportation schemes.  Although, it is a “voluntary 
specification, but its use is mandated in England where public funds are used to deliver the 
functions that it supports”.64

 

  Consequently, there are several fully interoperable electronic 
ticketing schemes using ITSO standard/specification, available on a countrywide basis.  

5.4.1 Characteristics 

The characteristics of ITSO include the following:  
 

- compliant with  ISO/IEC 14443, ISO/DIS 24014-1 IFM, EN 1545 and EN 15320, ISO 
15408, ISO 27001 

- ITSO ISAM (Secure Application Module ) owned and managed by  licence members  
- multiple customer platform 
- an open system 
- compatible with Calypso specification 
 

 
 
 
 
                                                           
64  Report, ‘National Smart card project’, (2004), County Council, Cornwall, UK. Pp 10 - 20. 
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5.4.2 Evaluation   

As an open and interoperable standard, ITSO has been proven useful not only for mass transit 
ticketing but in other areas, as well. An overarching theme of the ITSO specification is the 
creation of infrastructure to handle the complete life cycle of electronic ticketing. In this 
respect, ITSO is the platform for electronic ticketing and national smartcard project in the 
United Kingdom. The Scottish national concessionary travel scheme (which aims at providing 
free transportation to the elderly and disabled people) and a host of other initiatives are also 
based on ITSO. 

The ITSO specification makes room for integration with a variety of ticket carrying 
technologies (i.e. .disposable cards, smartcards and, mobile phones, etc). This specification is 
compatible (interoperates), with Calypso (an e-ticketing standard/specification from France) 
and negotiations are ongoing to make it compatible with VDV (German standard) and the 
South Africa standard. Both Finland and Hungary have adopted ITSO as their national 
standard.  Austria conducted trials on ITSO specification in 2007, with a view to adopting it 
as a national standard. Most East European countries are also studying ITSO and it is likely 
they will adopt it just as Hungary had done. 

ITSO specification is also a part of IFMS, which is the most recent standard published by ISO 
(International Organization for Standardization), for use in electronic ticketing. Thus, ITSO 
specification and IFMS are compatible. 

As ITSO specification management board stated, ITSO proposes a wide “range of alternative 
media types for future card issue, allowing operators to migrate to another platform whilst still 
remaining compliant”.65

However, there are security risks linked with one of ITSO complaint media platforms. The 
media platform in question is Mifare Classic customer media, which is also “used in 
numerous other applications including London's Oyster, Boston's Charlie Card and disposable 
versions of the Dutch OV-Chipkaart”.

  

66

Due to these risks, it is important to take extra-precautionary measures when deploying the 
Mifare classic platform for use in the scheme. The huge security flaw in Mifare classic 
customer media is that its security algorithm is exposed. As such, this algorithm can be easily 
captured by any, cheap, off-the-shelf equipment and cloned. For instance, researchers at the 
university of Virginia, U.S.A, easily obtained the Mifare Classic customer media security 
algorithm by reconstructing the cryptographic components. 

  

 
 

                                                           
65http://www.railwaygazette.com/news_view/article/2008/11/9051/itso_to_phase_out_vulnerable_smart_card.ht
ml   [last accessed 19/12/08]. 
66  Railwaygazette International (2008),  ‘ITSO to phase out vulnerable smart card’, . November edition. 
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Figure 9: A diagram of Mifare Classic map of logic gates and the connections between them. This was obtained 
after the security system had been compromised. Source: Department of Computer Science, University of 
Virginia, U.S.A. 

 
Evidently, ITSO chose Mifare Classic as one of its customer media platforms without first 
rigorously testing it. ITSO management board also incorrectly assessed the risks associated 
with this media. When the news about Mifare Classic security risks became public, ITSO was 
embarrassed but could do little about the damage this incident had already done to its 
reputation. 
Since the discovery of security risks posed by Mifare, ITSO has launched a phase-out plan for 
this media.  Accordingly, “the Board of ITSO Limited has agreed a timetable for the phasing 
out of Mifare Classic  Media that gives ITSO Licensed Members a realistic timetable to 
migrate their population of cards”.67

In practice, the foregoing lines imply that “ITSO members are required to stop issuing Mifare 
Classic customer media by December 31 2009. Support will be removed from the ITSO 
specification once the last ITSO Mifare Classic card has either expired or been withdrawn, 
with the latest date being December 31 2016”.

, to another platform.  

66  
 
Nonetheless, the above assurance from ITSO has done little to calm the protest and opposition 
of Mifare stakeholders, who are afraid of losing their business as a result of the planned 
phase-out.  
The stakeholders now demand, “that the decision by ITSO to remove MiFare chips from its 
official specification should be set aside”.68

68
  They argue that “we cannot accept an 

organization such as ITSO making arbitrary decisions such as this”.   The stake holders 
further argue that “we cannot sit by when the financial implications will have a real affect on 
the public purse and the business model”.68  
 

 

 

 

 

                                                           
67   Compliance and Security, ITSO Limited, Quayside Tower,  Broad Street, Birmingham, U.K. 
68   Rail Mangement, Issue 173, Nov. 2008,  KT Publications, 25 Burges Close, Dunstable,  United Kingdom. 
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5.5 VDV (Association of German Transport Companies)  

 

 VDV (Association of German Transport Companies) is the electronic ticketing 
standard/specification mandated for use in Germany.  The country’s domestic public 
transportation system (ÖPNV) makes a substantial contribution to mobility of the citizens. In 
fact, passengers use the public transportation system “(ÖPNV) more than 10 billion times a 
year”.69   The relatively, high use of German public transportation system, can be ascribed to 
“its clear design, extensive network and simple, interoperable and intermodal one-ticket 
system in a region”.70

In view of the foregoing, VDV- KA standard/specification was founded in 2004 by the 
Federal Ministry of Research and Technology (BMFT) in collaboration with the association 
of German transport firms, to address the replacement of paper tickets by electronic means 
and the implementation of associated Electronic Fare Management (EFM) system.  Usually, 
passengers make use of mass transit modes (as is the case in other parts of the world), by 
purchasing valid paper tickets, from the responsible transport operator. This ticket in turn, 
entitles the passenger to use the public transit mode (train, bus, tram, etc).  The paper ticket is 
given validity at the time of purchase or by the time the journey commences and can be 
presented for inspection during checks by ticket controllers. 

  However, this system was entirely based on traditional (paper) 
ticketing mode, with its attendant high costs and inefficiencies. 

Across the nation, however, there are over “360 public and 4,500 private transport 
companies”71

The foregoing description prompted the Association of German Transport Companies 
(Verband Deutscher Verkehrsunternehmen) to initiate the development of an IFM 
Interoperable Electronic Fare Management System (IFM) “based on contactless chip 
technology and known as the VDV Core Application (CA). This has become the standard in 
Germany for interoperable electronic fare management”.71  According to the founders of this 

 offering their services. Consequently, “there are no heavily used areas of 
transport that are served by just one single transport company. Since the Verkehrsverbünde, or 
regional transport associations, were introduced in the 1970s, the general situation for most 
passengers is that they draw on the services of several companies using just one single 
interoperable entitlement”.71  In a system such as this, with so much diversity, it is essential to 
establish a mechanism for an equitable payment of transport providers for the services 
rendered. To the mass transit customers, “this mixed service situation comes with difficulties 
that hinder the use of public transport. Every regional transport association has a different, 
complex fare system and its own tickets”.71 

                                                           

69  http://www.vdv-ka.org/  [last accessed 03/09/08].       
70  Radermacher,  B and  Fischer, E (2008 ), ‘eTicket Germany - An Interoperable Electronic Fare Management 
Standard for  Public Transport’. VDV Kernapplikations GmbH & Co.KG., Kolon, Germany. 
71  Technical Guidelines for the Secure Use of RFID (TG RFID). Subdocument 1: Application area “eTicketing 
in public transport”. Federal Office for Information Security,  Bonn, Germany. 
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standard, it was developed with the aim of providing a “continual chain of travel possibilities 
with one electronic ticket 72

At the centre of the specification is the ‘VDV Core Application’. “The VDV Core Application 
is an open system in which transport operators can work flexibly and independently. Its 
organizational core is a logical role model that defines the actors and their functional 
responsibility and their interaction”.70 

 ”. It was designed in such a way as to standardize system 
components and interfaces to enable electronic ticketing in Germany.  

 

Figure 10:  VDV Core Application’ customer media. Source: VDV Kernapplikations GmbH & Co.KG., Kolon, 
Germany. 

 

Basically, this standard aims at reduction of barriers to public transport usage by creating 
common guidelines for the development of electronic tariff management system that would 
assist in addressing mass transit needs. Viewed from this perspective, the ‘VDV core 
application’ was founded to form a “standardised basis for a national electronic fare 
management. The project was a success! A passenger can use his medium (e.g. a smartcard), 
issued by a transport operator, within all regions employing the VDV core application. The 
customer is able to use all EFM-systems with only one user medium. Each EFM-variant 
contains a standardised customer interface for passengers”.71 

In addition, with the aid of VDV core application, contractual arrangements and other 
important organisational measures necessary for electronic ticketing systems interoperability 
could be established. The target here is economic efficiency and autonomy of decision 
making, for transport operators and associated entities of each region. 

However, “electronic tariff management systems are very complex”72 and require careful 
specification and design.   The electronic tariff management system is made up of the 
following three interoperable components:  

- electronic payment component (i.e.  GeldKarte -chip-based electronic purse, the 
PayCard - based on Deutsche Telekom telephone card, etc). 

- electronic ticketing component   (this is also  available on GeldKarte,  PayCard, etc) 

                                                           
72   http://www.vvo-online.de/en/ueber_den_vvo/projekte_und_initiativen/abgeschlossene_projekte/1038.aspx        
[last accessed 19/12/08]. 



57 

- automatic tariff system component (this component actively or passively records   the 
presence of clients or users. It also automatically calculates the correct tariff that the 
client should pay). 

As has been previously mentioned, at the heart of VDV standard is the ‘VDV core 
application’, whose fundamental design is based on enabling extensive flexibility in the 
development of electronic ticketing.  It does this by setting specifications for the development 
of electronic ticketing components, interfaces and data structures. It also sets regulations to 
support an open infrastructure for operators in public transportation and to develop and deploy 
electronic ticketing applications.  
 
Notably, the founders of this specification declared that one of its aims, is to “combine the 
need for implementations of individual electronic fare management (EFM) systems of 
different transport operators and associations with the basic principle of ” 73

Thus, the “vision of the VDV core application is to avoid isolated applications by using a new 
standard and to enable passengers to use their electronic tickets throughout Germany”.73 

, making the 
systems compatible.  

 
The initial responsibility and cost of development of this standard   was shouldered by Federal 
Ministry of Research and Technology (BMFT), Germany. In financial terms, it cost this 
ministry about €5.6 million. The ‘VDV Kernapplikations GmbH&Co.KG ’, located in 
Cologne, Germany, is responsible for the management of this standard. It issues the core 
application, administers the central tender processes, registration, security management, 
certification. It is also responsible for further expansion and improvement of the ‘VDV core 
application’. 

 

5.5.1 Characteristics 

The characteristics of VDV include the following: 

- complaint to ISO/IEC 7816, ISO/IEC 14443, EN 1545, and prCEN/TS IOPTA 

- an open standard 

- national standard of Germany    

- contains SAM module 

-  NFC media-ready 

- core application concept 

 

 

                                                           
73  VDV-Kernapplikations GmbH & Co. KG. VDV Köln . 
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5.5.2 Evaluation 

VDV is one of the most visible standards in electronic ticketing domain. Currently however,  
it is used in one country – Germany. Although, Austria is evaluating it along with ITSO for 
 possible  adoption,  as a national standard. There are also ongoing talks to make VDV 
 compatible with ITSO. 
 
Nevertheless, there are issues yet to be resolved regarding customer data protection and the 
legal framework that should address this matter. Although transport operators using this 
specification are urged in general to be cautious when creating detailed specifications 
involving customer information, but questions remain as to whether this is enough to deter 
abuse.  

 
Moreover, this specification embraces requirements allowing operators to manage customer 
profile using customer media. However, this requirement conflicts with privacy laws that are 
aimed at the protection of customer data. 
 
Additionally, VDV KA does not deploy any specific mechanism to counter eavesdropping 
when transactions are transmitted using the contactless interface. Theoretically, this means 
that its communications over the air can be captured by unauthorized entities. To counter this 
however, the standard makes provision for the strict separation of entitlements and personal 
information of the customer. Thus, the personal data of the client will not be transmitted 
together with the transport rights (entitlements). This method effectively protects data from 
any eavesdropping attack. 
 
Besides, all entitlements in VDV are protected against any sort of unauthorised manipulation 
by a MAC-mechanism. The  process of value loading into customer media, changing and  
deleting of transport rights (   entitlement),  require  successful authentication between a valid 
smartcard and the reader, before it can be allowed to execute. This way, it is extremely 
difficult for security breaches to occur. 
 
VDV is one of the few standards/specifications that supports Public Key Infrastructure ( PKI) 
element. Public Key Infrastructure (PKI) here references “software and/or hardware 
components necessary to manage and enable the effective use of public key encryption 
technology, particularly on a large scale”.74

VDV is also one of the safest electronic ticketing standards/specifications in the world. 

   

Finally, it is interesting to observe that of all the standards studied, VDV is the only one that 
accommodates the existence of electronic ticketing, alongside with paper ticketing. This 
feature of the specification makes it rather unique, relative to other standards. 

 

 

                                                           
74 http://www.gemplus.com/smart/cards/basics/glossary.html  [last accessed 19/12/08]. 

http://www.gemplus.com/smart/cards/basics/glossary.html�
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6. Comparative Analysis of the Standards 

 

6.1 Introduction  

In this chapter a comparative analysis of the systems architecture, data, security and roles of 
the focal standards (Calypso, ITSO, CFMS and VDV) are made. 
The primary theoretical and practical contention underlying this analysis is to gain more 
insights in the focal sub-systems. Such a comparative analysis would serve as a valuable 
baseline towards an in-depth grasp of the standards and their inherent capabilities. 
 

Architecture:  Comparative analyses of the systems architecture of the focal standards show 
that ISO/DIS 24014 is used as an important baseline.  These standards have open architecture, 
which support the single-application concept. An important functional aspect present in the 
standards is the central role played by the architecture in management of communications 
between various parts of the system. In addition, the architectures support multiple media 
platforms, various tariff regimes, multiple products, gated and non-gated systems, etc.  

In Calypso, ITSO and VDV, it is required that the architecture carry Secure Access Module 
(SAM), which is aimed at securing communications with other subsystems (i.e. terminals, 
etc). However, CFMS only provides general guidelines and does not impose specific security 
modules on individual implementations. In fact, a unique part of CFMS architecture is that it 
allows individual implementations to freely determine their own security requirements and to 
implement such, to address their needs.  

Security:  Security is a very important aspect of all the standards. An underlying security 
concept of Calypso, ITSO  and VDV, is the Secure Access Module (SAM). This module is 
based on  ISO/IEC 15408, ISO 27001, ISO 17799 and ISO 9001.  

In ITSO,  both  Secure Access Module (ISAM) and ITSO Security Management  Systems 
(ISMS),  ensures through their  interactions, the  confidentiality of  ticketing transaction data.    
ITSO Security Management  System (ISMS) is supplied and managed by the Royal bank of 
Scotland.  

In Calypso, its security is partially built on the use of secret keys which are embedded in both  
microprocessor cards and  in Secure Application Modules. With this set-up, the Secure 
Access Module (SAM) ensures both security of  the microprocessor chips and data contained 
therein. 

In VDV-KA, the SAM (Secure Access Module) ensures among others the integrity of 
transactions executed by the devices. This security module is managed by ‘VDV-
Kernapplikations’ GmbH & Co. KG, in Cologne, Germany. In addition, Public Key 
Infrastructure ( PKI) component is an important aspect of its security mechanism. 

In Contactless Fare Media System (CFMS), the importance of deploying rigorous security 
controls between the various equipment levels is emphasised, but the specification does not 
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define any particular security module. For the most part, it only provides general guidelines, 
which can be used to develop security modules. 

More, it is important to note that our observation during this research shows that the 
management of these standards are somewhat reluctant to discuss the security details of their 
systems. They all consider security, proprietary and are doing all they can to shield it from 
academic scrutiny. What we learned here, is that security of these systems is a sensitive issue. 
But, is there a reason for managers to be secretive about this?  
The answer perhaps could be found in the Mifare Classic debacle, where university 
researchers exposed the enormous security risks involved in the use of this media. The fallout 
from this exposure is still being felt by the management Board of ITSO and the dispute with 
Mifare Classic stakeholders is still on-going. 
 

Data Model: The data model structure is an important component of all the standards studied. 
Interestingly, the data model of the standards is based on international specifications such as 
CEN ENV 1545, ISO 1545, ISO/IEC 7816-4 and EN 15320 (also known as IOPTA). These 
international standards serve as generic framework upon which the four standards (Calypso, 
ITSO, CFMS and VDV) are built. An important dimension to EN 15320 (IOPTA) is that it is 
a framework for interoperable ticketing which the four standards subscribe to. 

In Calypso specification, it is possible to code data according to the requirements of the 
device using it. To address the data inconsistencies that can arise as a result of this structure, 
Calypso incorporates the use of Application Program Interface (API) in the terminals.  In 
effect, the Application Program Interface (API) was designed to resolve problems arising 
from

Contactless Fare Media System (CFMS) defines data models that should be used in designing 
data records, which covers the needs of fare payment systems operating in the United States 
and beyond. This data model includes such a wide range of message formats that it would be 
impossible for all to be used in one specific implementation.  An essential part of the data 
model is the data object, which is used to build messages. Data objects contain about 16-bytes 
and even then, not all objects would utilize the allocated data space. 

 interpretation difficulties between the various implementations of the Calypso data 
model. Calypso is one of the few specifications that favour this approach. 

ITSO on its part makes provision for the grouping of data in the ITSO Shell.  The data groups 
include ITSO shell environment data group, directory data group, and value record data 
group. Information about the content of these data groups are shown on the labels, which 
resides in the directories.  
 
In VDV, the data model is held in the base object model (BOM). The base object model, 
defines base objects and their attributes, which are present in the associated interface devices. 
An important function of the base object model is to provide a uniform definition of contents, 
value ranges and other basic data attributes.  The aforementioned function is important, 
because without it, devices may not be able to interpret data correctly. 
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Roles: The Contactless Fare Media System (CFMS) is the only standard that specifies several 
roles and functions.  At the same time it allows for the assignment of roles according to the 
needs of the specific implementation. Calypso on the other hand is one specification that does 
not define any roles, at all.  Roles are therefore left to the specific implementation to 
determine. Calypso is one of the few specifications that adopt this approach.  

ITSO is another specification that does not explicitly define roles. Nevertheless, six roles 
could be abstracted by viewing the functionality it contains. The roles are: product owner, 
shell owner, collection and forwarding operators, shell retailers, service operators, product 
retailers and customers. 

 VDV specifies various roles. Notably, it makes provision for a transport owner to take on 
different roles. These roles include product owner, service providers, retailers, and application 
issuer. More information about the focal standards can be found in the comparison table 
below: 

Standard 

 

    Aspect 

 Architecture Security Data Model Roles 

     

CFMS ISO/DIS 24014- 1 
IFM 

Defines none 
explicitly 

EN 1545 and EN 
15320 

Defines  several  
roles  

VDV  ISO/DIS 24014-1 
IFM 

ISO 15408, 

ISO 27001 

EN 1545 and EN 
15320 

Defines  only  4 
roles 

CALYPSO  ISO/DIS 24014-1 
IFM 

Calypso SAM 
Security: ISO 
15408, 

ISO 27001 

EN 1545 and EN 
15320 

Defines none at all 

ITSO ISO/DIS 24014-1 
IFM 

ISAM Security: 
ISO 15408, 

ISO 27001 

 

EN 1545 and EN 
15320 

Defines none 
explicitly 

     

 

Table 1

 

:  A Comparison table of some of the most important components of the standards. Source: Author’s 
compilation 
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Conclusion: 

Further, an enduring feature of these standards is that they are constantly changing.  They are 
also designed for implementation in various settings (i.e. cities, countries). This is where   
they differ most with SDOA (national electronic ticketing specification of the Netherlands), 
which is designed to address domestic electronic ticketing needs but is unsuitable for 
implementation outside this context. 

All the four standards/specifications (Calypso, ITSO, CFMS and VDV) are open. This implies 
that electronic ticketing systems based on them could be fused with other applications (if 
required). Notably, ITSO (United Kingdom) and VDV (Germany) are national electronic 
ticketing standard/specifications, mandated by law for use in their respective countries of 
origin. This however, does not apply to CFMS and Calypso, which as yet enjoys no such 
classification anywhere in the globe.
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7.  Proposal for the Establishment of Common Standard 

 

Based on insights acquired from this study we advocate the establishment of a common 
standard/specification for the entire electronic ticketing domain.  This is to address the 
important issue of standardization and by extension that of compatibility and interoperability 
between various electronic ticketing systems within the domain. The establishment of the 
proposed common standard/specification should involve all stakeholders (i.e. transit agencies, 
municipalities, card issuers, and technology vendors) and other interested parties in electronic 
ticketing. The proposed common standard/specification can be chosen from one of the 
currently existing standards (i.e. ITSO, VDV, Calypso, etc). It can also be a fusion of 
components of these standards into one common interoperable platform. Alternatively, an 
entirely new standard should be created to serve as interoperable platform for the domain. 

The benefits of such a common standard/specification would be numerous.  Firstly, it will 
generate critical mass, which is currently lacking in electronic ticketing. Secondly, it will 
lower the current high cost of electronic ticketing equipments. Thirdly, an interoperable 
platform will eliminate a significant obstacle that has largely hindered the adoption of this 
innovative technology.  Essentially, if a common standard/specification is not put in place, the 
full potential of this innovative technology will not be realized.  

Moreover, this thesis argues that a common standard/specification will do for the electronic 
ticketing domain, what the EMV (Europay International, MasterCard International, Visa 
International) standard/specification did for the financial industry.  
Basically, the EMV specification was developed to facilitate interoperability between various 
card payment systems. Accordingly, the specification ensures “global interoperability - so that 
any EMV-accredited card can be accepted at any EMV-accredited point of sale anywhere in 
the world”.75

Thus in our view, electronic ticketing needs a standard/specification that can achieve similar 
purposes as the EMV. 

   

 
Furthermore, a possible line of argument against the establishment of such a common 
standard/specification, as this thesis is advocating, could be that most transportation services 
are regional (i.e. serving specific areas of a province or country). Bearing this in mind, one 
could further argue that it would serve no purpose establishing a common standard that would 
apply to the whole domain. 

Interestingly, results gathered from our research discounts this line of thinking. We argue that 
one should look at the bigger picture because electronic ticketing technology will eventually 
exceed transportation and be applied to several other areas. An instructive case in point here is 

                                                           
75  ‘Introduction to EMV Chip & PIN’ (2008), The Logic Group Limited, Waterfront Business Park, Fleet, 
Hampshire, United Kingdom. 
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ITSO, which originally started as specification for the transport sector but has so far outgrown 
that area. 

More, this thesis also contends that as long as no common standard/specification exists in this 
domain, electronic ticketing will remain a niche.  We are persuaded that if the present 
proliferations of standards and by extension, the production of incompatible electronic 
ticketing systems continue, consumers and other organizations would become sceptical about 
the whole concept and withdraw their support. 

Our proposal here mirrors the fundamental principles of the European Interoperability 
Framework policy, which targets interoperability of Information and Communications 
Technology (ICT) systems, which electronic ticketing is a constituent unit. 

 

7.1 Our Ideal Electronic Ticketing Standard/Specification 

In view of the fact that we have carried out an in-depth study of the electronic ticketing 
domain, it is only proper we use the resulting insights to describe what our ideal electronic 
ticketing Standard/Specification would be. This would be done with insights gathered from 
the European Interoperability Framework and the research we conducted. 

Compatibility: Compatibility is cardinal to our ideal electronic ticketing 
Standard/Specification. The importance of compatibility arises from the fact that it guarantees 
that electronic ticketing systems, from a diverse range of manufacturers can interoperate. For 
instance, compatibility can allow transportation, identification and retail electronic-media 
systems to interoperate. Moreover, compatibility, which implies system openness and 
flexibility, not only facilitate incorporation of changes in technology, it also accommodates 
future regulatory technological requirements.  

Affordability:  The cost of acquiring and operating such system must be reasonable (i.e.  
affordable). In the domain of electronic ticketing, cost is a major issue because most of the 
existing systems and services are prohibitively high. The high cost of these systems can be 
attributed to the current niche status of this technological innovation. 

Privacy:  User information must be protected from internal and external abuse, both in the 
tracking of individual clients. This implies that the electronic ticketing Standard/Specification 
must incorporate features that are not only designed to uphold user rights but to also protect 
user data.  At the same time, it must also be able to meet the requirements of effective public 
transportation systems.  

Accessibility:  It must adhere to the principle of open and inclusive electronic services that 
will be available to all members of the public to read and implement. However, it must be 
able to guide against predatory practices, malicious vendors can deploy in order to secure 
competitive advantage. 
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Security: It must have the capability to secure transactions and prohibit the misuse of such 
data. It should also be able to protect personal information from being accessed by 
unauthorised entities. One way of achieving this is to design the system in such a way that 
personal data is separated from travel data. This particularly security mechanism is one of the 
methods applied by the German (VDV) electronic ticketing standard/specification. 

System failure:  It must effectively address the issue of system failures. This will be done by 
providing backup systems that can take over the function the failing electronic system. Both 
software and hardware checkups must be performed regularly to ensure that the systems 
continues to perform optimally. Another excellent way to avoid system failure is by allowing 
the concurrent operation of manual ticketing along side electronic ticketing. 
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8.   Electronic Fare Media Technology 

 

8.1 Introduction 

There are various electronic fare media technologies in existence and transporters are 
deploying these innovative systems as tools to improve the process of fare management, 
transit data collection and processing and to generally make mass transit systems more 
efficient.  

 As transportation demands has increased, so has the need for the deployment of new 
technologies aimed at optimizing the service level provided and improving overall 
performance of the transportation industry. However, transporters are not the only people 
involved in the deployment of electronic fare media technology in transit systems. Industries 
such as retail, banking and security, are sharing in efforts to deploy this form of electronic 
media. In effect, electronic media applications are increasingly becoming common and 
coexist in the same medium with other industry applications. 

In this work, we define electronic fare media technology “as any portable media that contains 
the ability to store and retrieve data in a non-volatile manner by a method of electronically 
reading, writing, or both”.76

More, the term electronic fare media technology embraces all techniques used in Electronic 
Fare Payment (EFP), also known as Automatic Fare Collection (AFC) systems.  Electronic 
fare media technology integrates electronic and automated fare payment systems with 
“electronic communication, data processing, data storage and microcomputer technologies in 
the process of fare collection, in subsequent record keeping and funds transfer”.

 Traditionally, fare collection involves cash payments before 
boarding the transit system. Although this method is simple and familiar to many transit users, 
however, it is slow, time consuming, inconvenient, and involves cash handling.   The advent 
of electronic fare media technology is gradually replacing these manual methods and making 
fare payment faster and more convenient.  

77

Major benefits of electronic fare media technology include automation of manual fare 
collection processes, high system reliability, efficient data processing capabilities, etc.  

  

It also reduces the overhead costs of fare revenue collection for operators, lowers transit 
delays, and eliminates revenue leakage associated with paying cash fares on mass transit 
systems.  These systems not only reduce labour-intensive cash handling costs and risk of 
theft, they also improve reliability and maintenance of mass transit systems. “Unlike cash, an 

                                                           
76  ‘Trends in Electronic Fare Media Technology’, ( 2004), Version 1.50,  Published by American Public 
Transportation Association, Washington, DC. U.S.A. pp 7. 
77http://www.calccit.org/itsdecision/serv_and_tech/Fare_Payment_Technologies/Fare_Payment_Systems/fare_p
ayment_systems_report.htm   [last accessed 19/12/08].     
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electronic payment medium that is lost or stolen can be frozen, or “negative listed,” to prevent 
unauthorized use”.25  
 

Electronic fare media encompasses all hardware and software components that facilitate 
electronic fare payment. It also covers fare integration systems that enable the development of 
multi-modal and multi-provider transportation network systems. This linkage makes it 
possible for payment of transit services to be made through the use of bankcards, debit cards, 
credit cards, ATM system and other means of electronic payment systems.  

 Major disadvantages of adoption of these new technologies in transit systems include the 
high initial cost of acquiring them and the high learning curve of running such new systems. 
Moreover, even before these new systems are in place, transit operators tend to pass all costs 
incurred down to consumers (users). This, despite the huge subsidies they receive from 
taxpayers as incentive to adopt new technologies to enhance public transportation services. 

8.2 Kinds of Electronic Fare Media 

Today, there are different kinds of electronic fare media systems in existence. The purpose of 
deploying electronic fare media technologies is to make fare payment convenient for 
travellers and revenue collection less costly for mass transit scheme operators. These fare 
media technologies include contact smartcards, contactless smartcards, magnetic cards, 
capacitive cards, optical cards, etc.  More details about the fore-mentioned media can be 
found in appendix 2. 
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9. Trends in  Electronic Ticketing 

 
 Electronic Ticketing is an innovation with great potentials for mass transit systems and a 
variety of other purposes. However, a huge limitation to the widespread adoption of this 
promising innovation is the lack of interoperability between the various components that 
constitute the system. The fact is that neither interoperability nor compatibility will be 
achieved without standardization. Notably, various stakeholders are gradually beginning to 
acknowledge the importance of standardization in this domain. The foregoing is one of the 
trends that have become visible in electronic ticketing. 
 
Another important trend is that electronic ticketing customer media platform, will also serve 
other purposes (i.e. payment, identification, access control, etc).  

 In addition, there is going to be convergence in smartcards, mobile payment systems, 
identification schemes, health cards, mass transit cards, etc. This will enable each user to 
carry only one card, which will serve multiple purposes, instead of different cards for each 
service, as is the case at the moment. The convergence of different technologies will assist in 
generating critical mass, which electronic ticketing domain currently lack.  

Moreover, the financial services industry (i.e. banks, mobile payment providers, credit card 
firms, etc), will offer payments and other solutions, specifically addressing the needs of  
electronic ticketing domain, as it discovers potentials for growth, available in this area. 
 
Another visible trend is that Near Field Communication (NFC) will become an important 
platform for electronic ticketing systems. Accordingly, transportation is the initial leading use 
of NFC technology. Notably, “Contactless tickets have already begun to revolutionize the 
speed and ease with which all consumers can use public transport and access controlled 
environments like parking garages”.78

 Near Field Communication ( NFC), which   is a “short-range, standards-based wireless 
connectivity technology, based on RFID technology that uses magnetic field induction to 
enable communication between electronic devices in close proximity”

  

79

 

, will alongside  with 
smartcard and other methods,  become essential to the delivery of electronic ticketing 
services.  

 
 
 
 
 
 
 
                                                           
78  ‘The Keys to Truly  Interoperable Communications’, Near Field Communication and the NFC Forum. 
Wakefield, MA. USA. 
79  ‘Near Field Communication in the real world; Turning the NFC promise into profitable, everyday 
applications’. Innovision Research & Technology plc,  Gloucestershire,  United Kingdom. 
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Figure 11: ‘Touch &Travel’ point where chips embedded in the system can transfer ticketing data to the 
passenger's mobile telephone set. Source: Deutsche Bahn (DB), Germany. 
 
One practical application of this emerging technology is the new electronic ticketing system 
called ‘Touch & Travel’ by Deutsche Bahn (DB). Basically, at the customer side of this 
system, the mobile phone device serves as an electronic ticket, that may be used in trains, 
buses, subways, streetcars, etc. 
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10. Summary 

 

These chapter summaries the answers to the various research questions posed in this 
scientific inquiry. The main research question is addressed by answering the four sub-research 
questions.  

For a start, standardization is important because without it, electronic ticketing will not reach 

its full potentials.  Standardization not only ensures interoperability between parts of 

electronic ticketing devices, it also ensures that the design process of such equipments and 

related product concerns are harmonized. Currently, there are no common standards in 

existence for use in electronic ticketing domain and this has affected the take-up (diffusion) of 

this technology.   Here, we surmise that standardization is important in the domain of 

electronic ticketing and that policy initiative such as e-Europe 2005 Action Plan, are useful in   

standardization endeavours. 

Further, there some important technical and techno – economic qualities that successful 

electronic ticketing systems should have. These  include Security (i.e. must be able to execute 

secure transactions), Compatibility (i.e. must be compatible with other applications), Quality 

(i.e. must be able to give an acceptable level of performance), Scalability (i.e. must be able to 

be  upgraded), Privacy (i.e. must respect customer’s right to privacy), Legality (i.e. must be 

legal), Marketing (i.e. must obtain prior consent of customer before using their data for 

marketing purposes) and Anonymity (i.e. must be able to allow customers to travel without  

undue  interference), etc. 

In addition, results of this research show that all the four standards (CALYPSO, ITSO, 

CFMS, and VDV), are useful in the geographical areas where they operate.  However, ITSO 

seems to be pulling ahead. It is the only standard/specification so far that has been adopted as 

a national standard in four different countries (United Kingdom, Finland, Denmark and 

Hungary). Other countries such as South Africa, Austria and a number of East European 

countries are also considering it.  Efforts are currently in progress to make VDV compatible 

with ITSO, as well. Due to the increasing number of countries that have already adopted 

ITSO  or considering it for adoption as a national standard/specification, we conclude that it is 

going to emerge at the top of European electronic ticketing standard/specification.  
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 Remarkably, the   (SDOA) which is the electronic ticketing standard/specification used in the 

Netherlands,  was crafted in such a way that it addresses the situation in the country but too 

little else, outside this setting. This means that it cannot be implemented in its present form, in 

other settings, as is the case with ITSO (British standard/specification) or VDV (German 

standard/specification). 

Moving on, we surmise that there are different kinds of transit payment systems used in 
electronic ticketing. The purpose of deploying these technologies is to make fare payment 
convenient for travellers and revenue collection less costly for mass transit scheme operators. 
These fare media technologies include, contact smartcards, contactless smartcards, magnetic 
cards, capacitive cards, optical cards, etc.  
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11.   Recommendations for Collis 

 

During this research we have had the possibility studying the electronic ticketing domain. 
Based on insights collected from this research, we recommend the following: 

1. Collis should develop own electronic ticketing solutions and bring to the market. This 
will enable the company capture a share of this growing market that is currently 
occupied by a few firms (i.e. Thales, Transys, Accenture, etc).   

2. Around the world, many cities and transit firms are in the process of choosing and 
implementing new electronic ticketing solutions. We believe that Collis is in a good 
position to provide both solutions and expertise that can help these entities to achieve 
their goals, while at the same, earning revenue for itself and building its reputation as a 
firm that provides cutting-edge technologies. 

3. There are consultancy and other opportunities opening up in electronic ticketing in 
Eastern European countries. Interestingly some of these projects are paid for by the 
Netherlands Technical Cooperation Fund. One instance of this is, the ‘Hebros Bus 
Transport Project’ - Electronic Ticketing System Design, for the City of Plovdiv, 
Bulgaria’.  However, bids to do this project ended in December 2008. We are 
confident that more of such opportunities will come in the near future. As such, we 
recommend that Collis bid for and execute such projects, to capture this revenue that 
otherwise would go to other firms. 

4.  There are several opportunities going to open up in NFC. As such, we recommend an 
increase in expertise in this area, to enable Collis take advantage of NFC opportunities 
that are going to arise. 

5. Collis should continue to build up its expertise in ITSO standard/specification, so as to 
take advantage of the opportunities that will come from it. This research found out that 
ITSO is the only specification that has been adopted as a national standard in England, 
Finland, Denmark and Hungary. Other countries such as South Africa, Austria and 
some Eastern European countries are also seriously considering it for possible 
adoption. 

6. Collis should increase its expertise in VDV (German national standard/specification) 
so as to take advantage of opportunities that will arise in that area. Our research shows 
that this specification along with ITSO will be at the top range of European electronic 
ticketing standards/specifications. 

7. Collis should increase its expertise in IFMS, to enable it take advantage of the 
business opportunities that will arise in this area. 
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12.   Conclusion 

 

In this scientific discourse, we have taken an in-depth look at the electronic ticketing domain. 
An objective for doing this is to increase audience knowledge about this innovative 
technology. Electronic ticketing is a technological niche that is gradually gaining acceptance 
in the society. This technology holds several promises among which are the prospects of 
improving public transportation systems.  

However, major obstacles remain, especially in the lack of common standards, in which 
electronic ticketing applications could operate. The lack of standardization is the most 
important obstacle to its widespread diffusion. It is also to blame for the high cost of 
electronic ticketing devices. 

This work therefore calls for the establishment of a common standard to be adopted in the 
electronic ticketing domain. In our opinion, a common standard for this domain will do for 
electronic ticketing what the EMV standard did for the financial industry, namely, make 
systems from various firms compatible. Although most transportation outfits are regional, 
however, it does not make the issue of standardization any less important. Additionally, it is 
in the spirit of boosting standardization (compatibility and interoperability) that European 
Union policy initiative such as the e-Europe 2005 Action Plan, was established. 

Interestingly, of all the standards we studied, ITSO seems to be pulling into the lead. It is the 
only standard that different countries (United Kingdom, Denmark, Finland and Hungary) have 
adopted as a national standard.  Another reason why ITSO is ahead of others and going to top 
the list of European electronic ticketing standard/specification is that it was developed to 
support multiple products/schemes/services and to interoperate across diverse entities.  

Finally, there is much research yet to be done in this technological innovation.  We hope our 
work would provide a basis for further research in this interesting technological niche. 
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Appendix  A.   Calypso 
 
 

Architecture 

One of the core roles of Calypso systems architecture is to ensure secure ticketing transactions 
between the card and terminal. The architecture also defines components of electronic 
ticketing system that can allow any operator to build his/her own solution. Calypso systems 
architecture also makes it possible to manage fare-collection systems and to operate in multi-
application environments.  
The system architecture includes components such as, the central computer system, load 
device, control equipment, validator and calypso card.  
 
Collectors and Central System: This part of the architecture keeps track of all transactions, 
logs statistics and verifies system security and integrity. It also contains a Secure Application 
Modules (SAM), which it uses to check certificates of transactions. 
 

 

 Figure 12:  Calypso architecture showing important system components. Source:  ‘Calypso Functional 
Specification for Ticketing. Card Application’, (2005), Ref: 010608-NT-CalypsoGenSpecs, Version 1.3, pp 8. 

 
Load Device:  The load/ reloading component loads value and tickets (i.e. one way tickets, 
season tickets, etc) into cards.  It contains a Secure Application Modules (SAM), which it 
uses to secure transactions with the cards. 
 
Validator:  This component validates entrance and exit from the transit network. It also uses 
Secure Application Modules (SAM), to secure transactions with the cards. 

Control Equipment: This component controls personalization machines, handhelds, etc. 
It also contains a Secure Application Modules (SAM), which is used to secure transactions 
with the cards. 

Calypso card: This component ensures communication between the card and terminal. It 
contains information related to the owner’s rights (entitlements). It also implements Calypso 
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security authentication scheme. The Calypso card is one of the fundamental components of 
the architecture and is discussed below.  

 

Card/Media 

Calypso card/media technology offers a standardized and multi-application system that allows 
transit operators to develop their own electronic ticketing solutions. According to the 
founders, “Calypso develops and implements a system based on a single smart card for 
multiple uses, for transportation, banking and other services”.80

80

  By deploying the same 
microprocessor chip,  the “system provides contact and contactless operations in a multi-
service, multi-operator environment for payment, ticketing, identification, location, 
reservation, information and security functions”.   Essentially, Calypso card/media is a key 
component of the entire system. “The card is the key component of an electronic ticketing 
system, because the card determines the system performance and the global security level 55 ”.  

More, Calypso card forms a part of a secure system which includes the central system, 
reloading equipment, card validators and other equipments. The central system keeps track of 
all transactions, verifies system security, integrity and provides vital statistics used in 
statistical analysis.  The reloading equipment loads tickets and their values into the 
cards/media). The card validators are used to validate access rights into transit networks. 
Other equipments include, handheld devices, Personal Digital Assistant (PDA), controlling 
devices, personalization equipments, etc. 

 

   
 
 
 Figure 13:  Popular Calypso dual interface contact and contactless cards.  Source:  ASK, Sophia, Antipolis, 
France. 
 
By making use of Calypso cards, it is possible to transfer and verify transport rights (ticket 
monetary value). It is also possible for various kinds of information to be stored on the 
card/media. This information may include the card holder’s personal data, status of the card 
itself, etc,  
 
 

                                                           
80   http://www.calypso.tm.fr   [last accessed  06 /10/08].      
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 Figure 14:  Calypso multi application transit cards. Source:  ASK, Sophia, Antipolis, France. 

 
Transport rights have monetary value as such their use is protected by cryptographic 
algorithms. This prevents fraudulent use of these cards. Calypso cryptographic algorithms are 
based on secret keys that are embedded in the cards, along with secure application modules 
(SAM). 
 

  
 

Figure 15:  Calypso compatible Futura 2 Mk II validator and Futura 4/MX validator. Source:  Advanced 
Engineering,  Via Dei Colli,  Signa, Italy. 

 

 

Types of Calypso Card/Media 

There are different types of Calypso cards in existence. For the purpose of this work however, 
only the most common ones will be discussed. 
As contact and contactless media for public transportation solutions, Calypso may contain 
other applications and interfaces. Below is a brief description of the contactless, contact and 
dual-interface cards, associated with this specification. 
 

Contactless Card: In the past, paper tickets and magnetic technology were the most common 
media used for transit ticketing. However these ticketing media are being pushed into oblivion 
by the development of new generation smartcards, which are based on contactless technology. 
In practice, some contactless tickets are for limited use only (i.e. disposable, recyclable ticket, 
etc.), and some others are for single, multiple journeys, or stored value use. Accordingly, 
“Contactless technology is based on inductive transmission, which is used in the transmission 
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between a smart card and a terminal”.81

- supports full contactless transactions 

  This media also contains and processes information 
from the network terminals (i.e. validators, vending machines, etc.). There are several 
advantages associated with inductive transmission. These advantages include the following: 

- optimum speed of transaction 
-  needs no energy supply on the card  
-  easy to use and flexible 
- reliable (no mechanical system used)  
- cheaper than infra-red systems (i.e. infrared technology, is also used in multi-

application, high speed transit payments systems) 
-  supports  addition of other applications and services 
-  supports use of  microprocessor  technology 
- offers high level of communication and security 
- can be used to monitor transit system usage (traffic flow) 
- low operator maintenance costs 

 

 

 

 Figure 16: A Calypso complaint, contactless device with smart and magnetic card- reading capabilities. This 
device can be used for remote ticketing, transport, debit and credit operations, etc. Source: Groupe Ingenico, 
Puteaux Cedex - France. 

 

More over, the diffusion of contactless technology in  mass transit systems can largely be 
attributed to its capacity to address various needs of both transport operators and end users.  
Specifically, it addresses the need of mass transit operators by reducing fraud and offering 
low maintenance costs. It also eliminates inefficient paper-based fare collection systems.  This 
system also makes a transport operator’s data collection and reporting more efficient.  It not 
only reduces transaction times drastically, it also facilitates a more effective use of the overall 
mass transit network. 

                                                           
81   http://www.calypsonet-asso.org/index.php?rubrique=main_40    [last accessed  06 /10/08].     
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To the end-user (passenger) this technology   provides more functionality than the old 

fashioned paper-based tickets. For instance, apart from serving as a transit card, it also has the 

capability to accommodate other uses such as e-purse. The e-purse can be used to make 

payments instead of carrying physical cash. Thus, this card can serve multiple purposes, 

linking transportation sector, with traders, banks, public organizations, etc 

Contact Card: The Calypso based contact card is a smart card embedded with a tiny secure 
crypto-processor. This kind of card can be recognised by the area of gold-plated chip that 
measures about 1 cm2, similar to credit cards used by bank customers. Calypso contact 
smartcards comply with ISO/IEC 7816 series standards. These smartcards can be used for 
transit systems, payments and other purposes. 

Dual-interface Smart Card Technology: As is the case with similar dual-interface cards, 
Calypso based cards have the ability to carry dual chips on a single card (dual-interface, 
contact and contactless technology).  

 
 

 
 
 Figure 17: Components of Calypso dual-interface card technology.   Source:  Calypso Networks Association, 
Brussels, Belgium. 
 

The dual-interface smartcards support multi-applications season tickets. They are specified as 
both fast ISO1443 type B based contactless interface and as contact interface that allow the 
integration of both traditional ticketing and additional functions. The cards are also embedded 
with high memory density that supports data storage and DES hardware cryptographic 
processor.  

Moreover,  dual-interface chip technology makes it possible for both contact and contactless 
transactions to be executed on a single chip. Below is a description of additional features that 
Calypso dual-interface card carry. 

- microprocessor based-card 
- in compliance with ISO 14443 B 
- allows embedding data in smartcard format. (This complies with ISO 7816-3 and ISO 

7816-4) 
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- permits the coding of ISO 1545 (transport data structures) 
- guarantees fast contactless transactions 
- complies with ISO 7810, ISO 7816-1, ISO 7816-2 standards. (A calypso card package 

can be embedded in paper ticket, wristwatch, mobile telephone, etc). 
- when Calypso cards are packaged as ISO 7816 card, they work at 5V. (This is in 

compliance with ISO 7816-3 T=0 standard. Can also work with other voltages, such as 
3V and protocol support T=1, 12C, etc). 

- works in contactless operations at 13.56 MHz, in compliance with ISO 14443, type B, 
part 1, 2, 3 and 4.  

- card data is organized in files, in compliance with ISO 7816-4 standard. 
 

 
 
 

 

 

Figure 18
Source: ACR128 Technical Specifications. Published by: Advanced Card Systems Ltd. Hong Kong. 

:  A Calypso compatible ACR128 Dual Interface Contact and Contactless Card Reader. 

As a combination of the advantages of contact and contactless technologies in one device,  
dual interface adds value to transit cards by offering high security level and by managing 
Calypso transport applications. It can do this by making it possible for contracts to be stored 
in a card. The microprocessor smartcard can handle at least four types of contracts (i.e., 
special, limited-time fare, electronic token facility and tickets by the unit).  

As multi-application card with stored value, the dual interface chip contains “one or several 
Calypso applications, and possibly other applications (loyalty, private payments, stored value, 
access control etc.) The card, equipped with a contact and contactless chip, incorporates 
several zones. Each zone includes a set of secret keys that firewalls the applications”.82

82

  As 
electronic purse, the dual interface technology “can be associated to any local electronic Purse 
(EP). An Electronic Purse may be used for small purchases in shops, at vending machines, for 
public transport tickets, at pay phones”  , etc.  An interesting observation here is that 
electronic purse offers transit systems users, convenient means of payment based on dual 
interface technology.  

                                                           
82  http://www.calypsonet-asso.org/index.php?rubrique=main_41b [last accessed 07/10/08].     
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Data Model  

The data model structure is an important element in Calypso specification. Without a properly 
organized data model, Calypso systems will not offer optimal performance. As has been 
mentioned previously, Calypso cards can carry several applications, thus, data exchange and 
storage are important parts of the system. When used in transit systems, the card is encoded 
according to the specifications of ISO 1545 transport data structure. However, exceptions are 
also possible. The cards do not have the ability to analyze the data they contain. This makes it 
possible for data to be coded according to the requirements of the device using the card. For 
instance, the layout of Calypso card data is dependent on the requirements of the device. This 
device could be a reloading machine, validator, terminal, etc. The card structure makes it 
possible for the following application and card-user information to be put in the media: 

- 4 contracts 
- 4 counter (i.e.  0 to 16.77.215 units each) 
- Logging of  a minimum of 3 last events 
- Card manufacturing information and secret keys 
- The recording of  data or additional  information  

 
  Basically, Calypso card can contain any type of data for public transit systems or other 
applications. Data in Calypso Cards are organized in hierarchical files that are in compliance 
with ISO/IEC 7816-4.  However, Calypso specification does not expressly define a fixed file 
structure for card layout. It only states the minimum number of files that must be contained in 
a Calypso Dedicated or Directory File (Calypso DF).   There are two major kinds of files in 
the system. These are: Dedicated or Directory Files (DF - directories of files) and Elementary 
Files (EF – files that contain data). A typical Calypso DF is a directory that contains Calypso 
application files. “The DF name is chosen to comply with the ISO/IEC 7816-5 definition” 83

The Elementary Files contain data and these can be user data (records, keys, counters, etc), 
which are arranged in linear or cyclic mode. The root of the DF is also known as the Master 
File (MF). The DF can contain both Elementary Files and other Dedicated Files.  

, 
of such files. 

 

                                                           
83  ‘Calypso Functional Specification for Ticketing. Card Application’, ( 2005), Ref: 010608-NT-
CalypsoGenSpecs, Version 1.3,  pp  21 -  30. 
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Figure 19: Calypso Directory File Architecture. Source: ‘Calypso Functional Specification for Ticketing. Card 
Application’, (2005), Ref: 010608-NT-CalypsoGenSpecs, Version 1.3, pp 11. 
 
Files in Calypso card can be referenced externally by their Long Identifier (LID). 
Alternatively, they can be referenced by their Short File Identifier (SFI) number.  However, 
some files do not have any Short File Identifier number.  
 
Furthermore, the Calypso terminal API (Application Program Interface), was designed to 
address difficulties arising from information interpretation “between different 
implementations of the Calypso data model”.83  The terminal API (Application Program 
Interface) defines common software interfaces for deployment in Calypso card applications. It 
not only plays the important role of card applications management but it also allows the 
sharing of terminal library which manages the cards. 
 
 

Security 

Security is one of the most important aspects of Calypso standard. Calypso features security-
rich architecture that makes it possible for transactions between cards and terminals to be 
executed in a safe way. To be able to do this, the systems architecture, has two important 
security components known as ‘Secure Session’ and ‘Ratification’. 

Secure Session (Secure and indivisible Session):  Calypso ‘Secure Session’ ensures the 
security of transactions between cards and the terminals. The secure session simultaneously 
executes the following functions: 

-  authentication of  card/media 
-  authentication of  terminal 
-  authentication of all the data exchanged during the session 
-  provides proof that  card modifications have been correctly executed 

 
Calypso specifies the use of DES based algorithm during transaction. This is particularly 
important when using cards with a contactless reader. The secure session ensures that all data 
modification commands, entered during the session, are automatically cancelled, and if final 
authentication fails, or is not executed. This way, the session mechanism ensures that either 
the modifications made during the session are fully executed or none at all. Accordingly, if 
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the session is not “successfully closed (because of a bad signature, a card error, an unexpected 
shut down, etc.), then all the modifications done during the session are cancelled”. 84

 
   

Ratification (Interrupted transaction management):  Ratification is an important Calypso 
security mechanism aimed at the management of any interruption or disruption in 
communication during transactions. In the process of a transaction, communication may be 
suddenly interrupted. This is particularly true in contactless communication, where a card 
may be taken out of the validator radio field during normal use and before the transaction is 
completed. The secure session is a very efficient means to solve this problem, as any 
interruption before the session closes, cancels all the modifications made to the card, leaving 
it in the same state as it was, before the session began.  
 
More, various kinds of Calypso compatible cards, offer different levels of security. For 
instance Calypso allows the deployment of  “DES algorithm (associated with a specific hash 
algorithm), with 64 bits secret keys, of the DESX algorithm (associated with a specific hash 
algorithm, with 120 bits secret keys, and of Triple-DES algorithm, with 112 bits secret keys, 
offering high security levels against false card manufacturing, or unauthorized card reloading  
85

Notably, access to data in Calypso cards must conform to specific requirements, as addressed 
by the standard. Accordingly, “access to data in a Calypso card is submitted to a number of 
rules that may require that specific access rights be granted. These rules depend upon file 
access conditions specific to every file, and upon cryptographic computations using secret 
keys stored in the card. A specific security mechanism is also used to change the value of 
these keys”.

 ”.  

85  
Below is a table explaining the secret cryptographic keys defined in Calypso. 
 

 
 
Table 2: This table illustrates the types of secret cryptographic keys defined in Calypso. Source: 
‘Calypso Functional Specification for Ticketing. Card Application’, (2005), Ref: 010608-NT-CalypsoGenSpecs, 
Version 1.3, pp 19. 
 
                                                           
84   http://www.innovatron.fr/applicationpatent.html   [last accessed 07/10/08].     

85  ‘Calypso Functional Specification for Ticketing. Card Application’, ( 2005), Ref: 010608-NT-
CalypsoGenSpecs, Version 1.3,  pp  10 -  20. 
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As follow-up to the fore-going subtopic, we will now turn our focus to discussing one of the 
most important security mechanisms in Calypso called Secure Application Modules (SAM). 
 

Secure Application Modules (SAM)  

The security system in Calypso is partially built on the use of secret keys, which are 
embedded in the microprocessor chips and in Secure Application Modules (SAM). The 
Calypso SAM secures both microprocessor chips and the data it contains. Actually, SAM 
modules are microprocessor based smartcards that are packaged in credit-card formats. They 
are built into removable ‘mini-SIM’ size (format ID000) that work during transactions in 
accordance with IS0/IEC 7816-3 T= 0) standards and HSP protocols. The data is arranged in 
files, compliant to ISO/IEC 7816-4 standards. The Calypso SAM permits the use of “DES 
algorithm (associated with a specific hash algorithm), with 128 bits secret keys”.86   SAM 
modules also control about 62 other autonomous cryptographic keys.  

- Manage data certificates used in contactless tickets.  

Calypso SAM Keys expedites the authentication of cards and their contents. As a matter of 
fact, each terminal that communicates with the cards must be embedded with SAM module. 
Calypso SAM cryptographic keys can be used to do the following: 

- Manage Calypso card processing ( for instance, to reload  or to validate a card) 

- Manage other SAMs (for instance, reloading of SAM used in terminals, loading of 
SAM master keys, etc). 

 

However, SAM can authorize card modifications, generate and verify data authenticity, but it 
cannot interpret data exchanged with the card itself. 

 

 
 Figure 20

                                                           
86  Levey, F. ‘Calypso Functional Presentation, SAM and Key Management’, (2003), Spirtech, Danton,  France. 

: Calypso systems architecture showing Secure Application Modules (SAM).  Source: Levey, F. 
‘Calypso Functional Presentation, SAM and Key Management’, (2003) Spirtech, Danton, France. 
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Basically, Secure Application Modules (SAM) is microprocessor smart cards, holding 
information protected by SAM system secret keys (i.e. SAM Keys).  The cards however need 
the presence of another module in the processing terminals, for them to perform functions 
such as authentication, personalization and modification. This set up ensures the 
confidentiality of the transaction or operation executed. 

 

 

Figure 30

 

: Secure Application Modules (SAM) systems layout and components.  Source: Levey, F. ‘Calypso 
Functional Presentation, SAM and Key Management’, (2003) Spirtech, Danton, France. 
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 Calypso  Glossary 

Source: www.calypsonet-asso.org/downloads/glossary.pdf  [last accessed 03/09/08].     

 

A 

ADEPT – ADUP (French): Automated Debiting and Electronic Payment for transport. 

Algorithm: A mathematical routine used to perform computations (often used for 
cryptography). 

Algorithmic encryption: Computational scrambling of security codes to prevent 
unauthorised access to information. 

Anti-collision (or collision avoidance): A feature commonly used in contactless card 
systems to prevent conflicts between different signals competing for attention at the same 
time. 

Anti-tearing (or Anti-pulling): A card feature, which protects the contents of memory if the 
card is removed before the end of the transaction. 

APDU: The basic command unit for a smart card. An APDU contains either a command 
message or a response message, sent from the interface device to the smart card or from the 
card to the device. See ISO 7816-3 standard for more information. 

API (Application Programming Interface): Application Programming Interface. The set of 
programming tools that allows a developer to work with low-level devices such as smart 
cards. 

Application: The program within a smart card which governs its external functions.   

ASIC (Application Specific Integrated Circuit): American Standard Code for Information 
Interchange. Application-Specific Integrated Circuit - a very large scale integrated circuit 
designed for a specific customer and function (often on the basis of a Programmable Gate 
Array). 

ATC: Application Transaction Counter- a counter maintained within a chip card which 
increments by one for each transaction performed. 

ATM: Automated teller machine (cash machine) (or, for data networks, asynchronous 
transfer mode). A device that can be placed in a public place allowing  cardholders to conduct 
basic banking operations including cash withdrawal. 

ATR (Answer To Reset): The data sent by a card to the reader when the card is first powered 
up. A message that is returned by a smart card when it is powered up. The ATR indicates the 
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card type, communication protocol and other basic information that is used to determine the 
parameters for the communication between the card and the interface device. 

Authentication: The process of determining the precise identity of someone who conducts an 
online transaction or who sends an online communication. The process of verifying the 
identity and legitimacy of a person, object or system. The process whereby a card, terminal or 
person proves who they are. A fundamental part of many cryptography systems. 

Authorisation: The process of granting permission for some action to be taken. The most 
common usage is relative to the authorisation of financial transactions. An authorisation 
service provider determines if a requested transaction may be completed. The process of 
granting access (read, write, update) to a file on a card as a result of correctly presenting the 
Secret Code(s). 

 

B  

Bit: A fundamental unit of information having just two possible values, as either of the binary 
digits 0 or 1. Used mainly in computer related terms. A blend of b(inary), and (dig)it. 

Byte: Unit of information of 8 bits seize 

 

C  

CAD:  Card Acceptor/Accepting Device. A key component in  reader/writer terminals and the 
mechanism into which a smart card is inserted. 

Card accepting device: Device used to communicate with smart card during a transaction  

Cardholder: Generally the person to whom a nominative card is issued. The cardholder is 
usually the customer associated with the primary account (notably for bank cards). 

CB: The French "GIE Cartes Bancaires" is an umbrella body controlling the card operations 
of the French banks. It sets standards as well as running the data network. 

CEN: Centre Européen pour la Normalisation (European Standards association). 

CEPS (Common Electronic Purse Standard): Designed as a standard for the many 
different e-purse systems worldwide to work together. Interoperability among these systems is 
vital and critical to the future success of the e-purse system. 

Certificate: A file, digitally signed by a Certification Authority. There are many different 
types of certificates. 

Chip: Integrated circuit that carries card intelligence. Embedded in the plastic surface of a 
card and hidden by the communication contacts. 
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Chip card: A card which embodies a "chip" (an integrated circuit). Also commonly known as 
a smart card, but the term "chip card" is often used to include those types of card which are 
not really "smart", such as memory cards. 

CIS: Card Information Structure: A data structure written on every card that complies with 
the PCMCIA standard containing information about the formatting and organisation of the 
data on the card. 

Clearing: The process of transmitting, reconciling and in some cases, confirming payment 
orders prior to settlement. Sometimes the term is used (imprecisely) to include settlement. 

Closed systems: A system whose use is limited to the original application issuer(s). Common 
closed systems include campus cards, corporate badges, etc. (See also Open systems) 

Contact smart card: A smart card that requires physical contact with a card reading device 
to exchange data. A card with visible module (usually coloured gold), which has six or eight 
contact points. 

Contactless smart card: A smart card that transmits and receives data using radio frequency 
(RF) technology; does not require physical contact with a card reading device. A smart card 
that uses radio frequencies to provide a wireless connection to the reader. The transmission 
range is only a couple of inches, but allows the card to be quickly passed by a reader in 
applications such as secured entrances. Smart card technology using radio waves rather than 
contacts to energise and communicate with the chip inside the card. Smart card capable of 
working with a read/write unit without physical connection.  

Coupler: A coupler is an electronic system used to read the smart card. It is the basis of a 
reader. Designed to be integrated in a machine (e.g., validator, ADEPT...). 

Cryptography: The science of ensuring that messages are secure. Cryptographic systems are 
based on the concepts of authentication, integrity, confidentiality and non-repudiation. The 
application of mathematical theory to develop techniques and algorithms that can be applied 
to data to ensure goals such as confidentiality, data integrity, and/or authentication. 
Mechanisms and practices used to encode data for security purposes. A cryptographic system 
that uses a single key for encrypting data. The most well-know private key algorithm is DES 
Synonym 

Cryptology: The science of transforming confidential information to make it unreadable to 
non-authorized parties (see also Public Key, Private Key, DES, RSA, Algorithm)  

Crypto-processor: A processor optimised for cryptographic functions (e.g.  variable-length 
arithmetic, modular exponentiation or DES encryption) 

CD97: Ticketing card upon which these specifications are based (Carte Deplacement 97) 
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D  

DES (Data Encryption Standard): Data Encryption Standard (or Data Encryption 
Algorithm)- the most widely used method for "symmetric" encryption (i.e. using the same key 
for encryption and decryption). A cryptographic algorithm for the protection of unclassified 
data, published in Federal Information Processing Standard (FIPS) 46. The DES, which was 
approved by the National Institute of Standards and Technology (NIST), is intended for 
public and government use. This is the most widely used secret key encryption algorithm (56- 
bit key). A strengthened version of DES called triple DES (or 3DES) is commonly used in 
bank cards. 

Digital cash: This term is applied to various schemes which represent money using electronic 
means. In the smart card world, value is usually stored on a card known as an electronic 
purse. Digital cash, however, normally consists of software "certificates" or tokens which can 
be stored on computer, Mobil phone or transferred to another party as payment. 

Dual interface card: A smart card with both "contact" and "contactless" interfaces. A card 
that combines the features of both contact and contactless cards. 

Dedicated File (DF): Equivalent of a directory. A DF contains other files. 

DES: Ciphering algorithm producing 8 bytes of data from 8 input bytes, using a 7 bytes key 
(as defined in ANSI X3.92-1981) 

DESX: Ciphering algorithm producing 8 bytes of data from 8 input bytes, using a 15 bytes 
key (as defined in How to Protect DES Against Exhaustive Key Search by Kilian & 
Rogaway) 

DF: See Dedicated File 

 

E  

e-Cash (Electronic Cash): Electronic cash, also known as electronic purse. A small 
monetary value stored in electronic form on an electronic device such as a smart card. Digital 
money, typically in the form of downloadable "digital coins" that can be stored in a bank 
account, on a PC or on a smartcard. 

EEPROM: Electrical Erasable Programmable Read-Only Memory. "A memory technology 
that can be electronically eased and rewritten" (1997, Allen). 

Electronic Commerce (or e-commerce): Doing business electronically. E-commerce often 
refers to business that is conducted (up to and including payment) over electronic networks 
(especially the Internet). 
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Electronic Purse (E-Purse): Smart cards that contain electronic money as opposed to bank 
notes and coins A card which stores value in the form of digital cash. An electronic purse is 
normally issued by a bank and the value it holds is the strict counterpart of legal tender. See 
also Stored Value Card. Smart card containing electronic money that substitutes for small 
bank notes and coins. Used with compatibles reader or terminal. Designed to eliminate 
security risks and handling costs associated with traditional types of cash payment. 

Embedding: This operation consists in placing the micro-module in the cavity of the card 
body. An electrical test is carried out and the embedded module is then encoded. 

Embossing: The action of implementing raised letters or logos on a plastic card. 

EN (Euronorm or European Standard): Important ENs for smart cards include EN 726 (a 
multifunction telephone card) and EN 1546 (Inter-sector Electronic Purse). 

Encoding: Writing of system, issuer and cardholder data onto the smart card. 

Encryption: A cryptographic procedure whereby a legible message is encrypted and made 
illegible to all but the holder of the appropriate cryptographic key. The use of cryptographic 
algorithms to encode clear text data to ensure that it cannot be learned. 

EPOS (Electronic Point Of Sale): A networked and programmable electronic till (terminal). 

Electronic Point of Sale (terminal): A networked and programmable electronic till. 

EPROM (Electrically Programmable Read-Only Memory): A memory technology that 
can be written only once before being erased using ultra-violet light, after which it may be 
written again" (1997, Allen).  

e-Purse (Electronic Purse) : A card which stores value in the form of digital cash. An 
electronic purse is normally issued by a bank and the value it holds is the strict counterpart of 
legal tender.  

EF:  See Elementary File 

Elementary File (EF): File containing data. There are three types of EF defined by Calypso: 
linear, cyclic and counter files. 

 

F 

Fabrication: The process of manufacturing the chip which is used in a smart card. 

Filtered Function: Refers to a smart card function that has been downloaded into the card's 
EEPROM. A masked function, by comparison, is hardwired in the card's chip (ROM). 

Flash memory: Semiconductor memory which can be written once, but can thereafter only 
be erased as a block. It is increasingly used for program storage, since it allows the program to 
be updated. 
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File Long Identifier (LID):  External unique number identifying a file (0000h to FFFEh, 
without 3FFFh). All files have an LID. The MF has an LID of 3F00h. 

 

H  

HSM (Hardware Security Module): The system within a smart card infrastructure that 
securely manages the encryption and transmission of data. Host Security Module (or 
Hardware Security Module)- a hardware device used for storing keys and performing 
cryptographic functions under control of a host computer. 

Hybrid Card: A smart card including two separate chips : one working in contact mode, 
other one in contactless. 

 

I  

IC (Integrated Circuit): Same as "chip card". The banking industry prefers the term "IC 
card" or "ICC". 

IFD( Interface Device): Same as a Card Accepting Device or Read-Write Unit, the 
equivalent of a card reader. 

Initialization: First stage of the card issuing process. The purpose of  this process is to load 
all the data common to one application into the smart card's EEPROM. 

Integrated circuit "Electronic components designed to perform processing and/or memory 
functions". 

Integrity: Guarantee that a message has not been modified in  transit. Integrity is an essential 
role of cryptography systems. 

Integrity (of data or a message): Not having been altered since it was originated. 

Interoperability: The ability of products manufactured by different companies to operate 
correctly with one another. 

ISO (International Standards Organization): The main international standards 
organization. ISO works to ensure that chip makers, software developers and smartcard 
companies comply with the same specifications. The main ISO standard relating to smart 
cards is ISO 7816 - "Identification cards - integrated circuit cards with contacts". ISO 10536 
and the draft standard 14443 cover, respectively, close-coupled and remotely coupled 
contactless cards. Many other standards covering aspects  of security and computer systems 
operations are used by smart card systems. 

ISO 7816 Standards: The International Standards Organization (ISO) has issued numerous 
rules on Smart card production and security. Not only do the ISO rules standardize the 
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issuance and specifications of Smart cards, but they also delineate how smart cards will be 
formatted and personalized. 

Issuer: The institution identified on the card issued to the user. 

ITSO ( Integrated Transport Smart card Organisation): ITSO is a member organisation 
founded to help deliver smart card systems in public transport in the UK. 

 

K  

KB: Kilobyte (1024 bytes) 

Keys: A symbol or sequence of symbols (or electrical or mechanical correlates of symbols) 
applied to text in order to encrypt, decrypt or sign data. The longer the key, the more secure 
the encryption. In a modern encryption system, the algorithm is generally assumed to be 
known, and what is kept secret is the key. There are many different forms of key, each of 
which can be regarded as a string of meaningless bits until it is used to encode or decode a 
message. 

L  

Loyalty Program:  A promotional program in which points are credited to a cardholder's 
card for various reasons, determined by the vendor or merchant instituting the loyalty 
program. "Frequent shopper" is one type of loyalty program. The points can then be redeemed 
by the cardholder at the vendor/merchant for goods or services.  

LID: See File Long Identifier 

 

M  

MAC (Message Authentication Cipher): Value allowing the computation of a signature of 
data. 

Mapping (or memory map): A functional representation of the different memory blocks. 

Mask: The fixed program of a microprocessor smart card. Masked Set of data or functions 
that are permanently loaded into the chip on the smart-card. 

Masked Function: A function that is manufactured into the original chip 

Memory Card (wired logic card): A chip card with memory, without microprocessor but 
controlled only by fixed logic. Information storage card used principally to contain stored 
value, ticket, book of tickets or low-cost contract. A card containing a memory chip with 
read/write capability only and in some cases hardwired security functions (some people do not 
consider memory cards as smartcards). 
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Micro-module: The electronic unit on a smart card. The micro-module is formed of a chip 
and a contact plate, connected by fine wires and encapsulated in a drop of epoxy resin. The  
micro-module is inserted into a cavity in the card body to form a finished card. 

Microprocessor: A semiconductor device which can execute a program. In a microprocessor-
based smart card, the processor is combined with memory, power control and other functions 
on a single "chip" of silicon. 

Microprocessor Card An intelligent smart card that functions in a manner similar to early-
generations personal computers. Programmable for various applications, this card provides 
read/write memory capabilities information can be added/deleted and processed on the card. 

Multi-application card (or general purpose card): A smart card that can accommodate 
more than one application while maintaining separate security conditions. A microprocessor 
smart card, typically with lots of memory and computing power, with more than one 
application residing on it. A smart card capable of storing data from a number of different 
applications- such as electronic purse, ID and health records. The application may be provided 
by different parties or be controlled by a single scheme developer. 

Network: Two or more machines interconnected for communications. 

 

O 

Off-line: A transaction during which no direct connection is made to a central computer 
facility. see also On-Line. A transaction during which a direct connection is made to a central 
computer facility (usually via the public telephone network or computer networks). see also 
on-line: 

On-Line:  A device is on-line when connected to a communications network. A point-of-sale 
device is an example of an online device. 

Operating System: Software resident in a microprocessor. Like personal computers, smart 
cards use operating systems to manage input/output interface, memory files and security. As 
is the case in the personal computer industry, operating system standardization is a key driver 
in the smart card sector. 

P  

Packet: A block of data sent over the network transmitting the identities of the sending and 
receiving stations, error control information, and message. 

Personalisation: Adding the individual card details to a card after manufacture. These will 
include the cardholder data in the chip's memory, usually the cardholder's name and an expiry 
date printed or embossed on the front. It may include other forms of personalisation such as 
magnetic stripe data or a photograph. During personalisation, any variable program (in 
addition to the mask) may be stored in the card, as well as cryptographic keys. Process by 



100 

which a smartcard is initialized, almost like a floppy disk, to contain information for a specific 
person.  Graphical personalisation modifies the visual aspect of the card (holder's name, 
photograph). Digital personalisation modifies the information in the card's chip. 

PIN (Personal Identification Number): A code (usually 4 to 6 digits) used as a password by 
a cardholder. 

PKI (Public Key Infrastructure): The software and/or hardware components necessary to 
manage and enable the effective use of public key encryption technology, particularly on a 
large scale. 

Point Of Sale Device (POS Device): A device used to capture purchase transactions at the 
point they occur (i.e. at the merchant location). The transaction may be immediately validated 
via a communications link to a financial institution network or may be recorded against a 
stored value card. POS terminals (in comparison to central terminal) are the locations at which 
a transaction is contracted. 

Pre-Paid Card: A card permitting the holder to buy goods or services usually of a particular 
type up to the pre-paid value. Some pre-paid cards are reloadable, others are not. 

Private Key Cryptography: An encryption methodology in which the encryptor and 
decryptor use the same key, which must be kept secret. This methodology is usually only used 
by a small group. 

Protocol: A set of rules and procedures governing interchange of information between a 
smart card and a reader. The ISO defines several protocols, including T=0, T=1 and T=14 

Proximity: Contactless technology operating at a distance of approximately 10 cm. 

Public key: A public key encryption algorithm is one in which one key is published and the 
other kept secret. 

Public Key Cryptography: Type of cryptography in which the encryption process is publicly 
available and unprotected, but in which a part of the decryption key is protected so that only a 
party with knowledge of both parts of the decryption process can decrypt the cipher text. With 
the advent of Public-Key Smart card technology, smart cards can be used for both encryption 
and authentication. Keys are stored in highly secure files on the smart card. Each individual 
uses a recipient¹s Public-Key to send a message. The receiver will then use his or her Private-
Key to decrypt the message. Using this technology prevents the sharing of Secret Keys 
(Private-Keys). 

 

R  

 

RAM: Random Access Memory (the equivalent of normal computer memory). 
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Record:  The data in the files are organized in records of at least 29 data bytes. 

Record Number:  A file may contain more than one record. The record number identifies 
one record in the file. Files have record number from 1 to the maximum number of records of 
the file. For cyclic files, record number 1 if the most recent record added to the file. 

Reading Distance: The distance between the antenna of a reader and a tag over which the 
read function can be effectively performed. 

Registration Authority: The organization that receives individual users to verify their 
credentials prior to emission of a certificate. 

RFID (Radio Frequency Identification): Radio Frequency Identification- a technology 
which allows an object or person to be identified at a distance, using radio waves to energise 
and communicate with some form of tag or card. Automatic identification and data capture 
system comprising readers and tags. Data is transferred using modulated inductive or 
radiating electromagnetic carriers. 

ROM: Read-Only Memory 

 

S  

SAM (Security Access Module) Security Application Module: A dedicated  
microprocessor unit that conducts active authentication with a memory or microprocessor 
card. A chip normally used as part of a terminal to store keys and encryption algorithms 
securely. SAMs often use the same smart card technology as the associated cards, or a more 
specialised cryptographic chip. A device used on some e-Purse schemes to authenticate 
transactions. 

Secret Key: A cryptographic system that uses a single key for encrypting and signing data. 

Security Module (SAM): The system within a smart card infrastructure that securely 
manages the encryption and transmission of data. Security modules are smart cards which 
provide cryptographic services at various points in a stored value network. They are designed 
to facilitate the secure distribution of secret keys and security-related functionality. Security 
modules are used to control the execution of transactions, create cryptographic signatures, 
generate authorisation certificates, and other security related requirements. The security 
functions are loaded as filters on security modules. Every device in the network requires a 
security module to enforce the security. 

Session: Period of time between two card resets, or between power up and a power down. 

SET (Secure Electronic Transaction): A standard for credit-card payment across networks, 
which does not depend on the security of the network and does not allow the merchant access 
to the customer's card number. It also links the payment to a specific sale transaction. SET 
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does not require the use of a smart card, but various ways of implementing SET using smart 
cards have been proposed and are being trialled. 

Single application smart card: A smart card issued by a single organization for a singular 
purpose.  

Smart card: A smart card is a plastic card that contains an integrated circuit that is 
compatible with ISO 7816. It’s a card which incorporates a microprocessor chip and some 
form of storage. By extension, and in common usage, any form of chip card. An intelligent, 
credit card sized piece of plastic that owes its intelligence to a tiny microprocessor computer 
circuit or chip stored within. 

Smart Card Interfaces: A smart card interface consists of a predefined set of services 
available within a smart card, the protocols necessary to invoke the services, and any 
assumptions regarding the context of the services. With respect to smart cards, the term 
"interface" is similar to how it is used in COM, which in turn is similar in concept to the ISO 
7816/5 application identifier but with a different scope. Each smart card interface is identified 
by a globally unique identifier (GUID). Using the interface GUIDs, an application may search 
for a particular set of interfaces, locating any card that supports that set, to complete a task. 
The different implementations would not change the interaction between the application and 
the smart card; however, the interaction between the service provider and the smart cards may 
differ depending on the interface's implementation. The set of interfaces supported by a smart 
card is defined during smart card introduction.  

Smart card operating system: The software on a smart card that controls the operation of a 
card; manages the applications and provides services, such as secure segregation, memory 
management, input/output and access to cryptographic primitives. Credit card-sized plastic 
card with a special integrated circuit (IC) chip imbedded in the surface of the card. The IC 
chip stores information in an electronic form. There are two principals kinds of smart cards, 
microprocessor and memory. The IC chip in the card  provides intelligence sufficient to 
protect its information form theft or damage. 

Standards: A standard is a set of specifications defining the physical, electrical or logical 
properties of a device. For smart cards, there are a number of ISO standards defining such 
issues. Standards for the smartcard industry include: 

- ISO/IEC 7816-1-1998 Physical Characteristics of IC cards 

- ISO/IEC 7816-2:1999 Position of Module and Contacts on IC cards 

-  ISO/IEC 7816-3:1997 Exchange protocol with IC cards (i.e., communication between 
readers and cards) 

- ISO/IEC 7816-4:1995 Command set for microprocessor cards 

- ISO/IEC 7816-5:1994 Numbering system and registration procedure for application 
identifiers 
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- ISO/IEC 7816-6:1996 Inter-industry data elements 

-  ISO/IEC 7816-7:1999 Inter-industry commands for Structured Card Query Language 
(SCQL) 

- ISO/IEC DIS 7816-8 Security related inter-industry commands 

-  ISO/IEC DIS 7816-9 Additional inter-industry commands and security attributes 

- ISO/IEC DIS 7816-10 Electronic signals and answer to reset for synchronous cards 

- ISO 14443 Proximity cards (contactless)  

-  ISO 8583 (EMV Additional Fields)  

 One of the most widely used host protocol to transmit transaction details from a POS 
terminal to a host authorisation system is the ISO 85. The EMV specifications do not include 
how to communicate across this critical link. ISO 8583 is a bit map protocol and includes 
various discretionary fields that can be utilized to carry additional data within a transaction 
message. 

Stored Value: A primary use of smart cards is stored value, particularly loyalty programs that 
track and incentivize repeat customers. Stored value is more convenient and safer than cash. 
For issuers, float is realized on unspent balances and residuals on balances that are never used. 
For multi-chain retailers that administer loyalty programs across many different businesses 
and Point of sale systems, smart cards can centrally locate and track all data. The applications 
are numerous, from parking and laundry to gaming, as well as all retail and entertainment 
uses. 

Stored Value Card: A card which is used to store value such as loyalty points or credit for 
canteen meals. In Europe, the term is used to denote a card which is issued and redeemed 
within a closed circuit, in contrast with an electronic purse, which can be used to buy goods 
and services in the open market. In the USA, the term "stored value card" is used more 
widely, and can denote an electronic purse. 

Short File Identifier (SFI):  External unique number identifying a file (1 to 30). Some files 
have no Short File Identifier.  

 

T  

TASI (Terminal Application Services Interface): The way that an  application interfaces  
with the outside world (for use in testing an application or service). 

TC ( Transaction Certificate):  A value derived cryptographically from other transaction 
parameters, which enables the integrity and source of the transaction to be verified at a later 
date. Transaction Certificate: A cryptogram, generated by the chip card that can be used as 
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proof that card approved the transaction and that the data sent to clearing relates to the 
transaction. 

Terminal: Any device that can communicate with a smartcard (e.g., reader, coupler). Certain 
terminals can operate in standalone mode, while others must be connected to a central 
information system to access an application. 

V  

Volatile Memory A memory device that does not retain stored information when power is 
interrupted (e.g., RAM). 

W  

Wafer Arrays of ICs or discrete devices are fabricated in the wafers during the manufacturing 
process. 
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Appendix  B.  Contactless Fare Media System (CFMS)  
 
 

 Architecture 

Contactless Fare Media System (CFMS) systems architecture

 

 consist of the smart card  

Figure 31: A high level illustration of Contactless Fare Media System (CFMS) architecture. The main 
components that make up the system are clearly shown. Take notice of the presence of the smart card in this 
system, as it is one of the most important aspects of the system. Source: ‘Contactless Fare Media System’ 
Standard. Published by APTA, Washington DC. U.S.A. 

 (PICC), the card readers (card interface device or CID), host fare equipment sub-systems (i.e. 
customer self-service terminals such as vending machines and reload devices), agency central 
data collection and reporting systems (ACS),   regional central data collection and reporting 
Systems (RCS). If the implementation is for a regional or multi-agency payment scheme, 
then, data transmission networks and optional external interfaces (i.e. banking operations, 
credit and debit card operations, and other commercial payment systems) would be included. 

 

The PICC (smartcard media) and CID are the foundation of contactless fare media system and 
must work together in an efficient manner, to ensure full and reliable compliance with the 
standard. The PICC and CID are supported at the communications and messaging level of the 
overall system through communications and messaging between the ACS and RCS. The next 
section will discuss the card/media which is also an important component associated with 
Contactless Fare Media System (CFMS). 

 

 

 

REGIONAL CENTRAL SYSTEM

AGENCY CENTRAL 
SYSTEM

DEVICE
(CID)

PICC
(Smart Card)

DEPOT/STATION 
COMPUTER
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Card/Media 

In Contactless Fare Media System (CFMS) standard, the smart card (Proximity Integrated 
Circuit Cards - PICC) is a fundamental component of the system. This component is built in 
compliance with international standards that define the physical, electrical and   
communications aspects of proximity integrated circuit cards. In Contactless Fare Media 
System (CFMS), proximity integrated circuit cards are designed to take advantage of the “full 
featured PICCS rather than limited use or disposable PICCs”.87

However, by using the standard for the applicable tariffs, there is a strong “assurance that the 
agencies in the region will have the flexibility to implement fare policies as their 
environments evolve, without endangering their common use of the PICC”.

  Notably, the Contactless Fare 
Media System (CFMS) card format was developed to support a diverse array of transit modes 
(bus, rail, etc) and payment structures. 

88

 

   The 
deployment of the standard for applicable tariffs ensures that agencies in the regions will have 
the necessary flexibility to execute fare policies as their environments change, without 
compromising their mutual use of proximity integrated circuit card. 

 

 

 Figure 32: A Contactless Fare Media System compatible Proximity Integrated Circuit Cards (PICC). This 
device can emulate 13.56MHz based RFID transponders / smartcards. Source:  HMW-consulting Berlin

 

, 
Germany 

In general, Proximity Integrated Circuit Card (PICC) is a contactless chip-card which can be 
used in payment applications.  This media communicates via an antenna and runs at a 
frequency range of 13.56 MHz.  The cards are standardized in ISO 14443 and use 
microprocessor-based chips. They do not have their own power supply, instead power is 
supplied through chips, “stored in the circuitry's capacitors, and can then enable the required 

                                                           
87  ‘Contactless Fare Media System Standard’.  Internal document. Published by American Public Transportation 
Association,  Washington, DC ., U.S.A. 
88  The ‘Contactless Fare Media System Standard’, (2007), Published by American Public Transportation 
Association,  Washington, DC ., U.S.A. 
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information”.89   Proximity integrated circuit cards (PICC), are not only used in transit fare 
payment, they are also used in security, identification, access control applications, etc.  They 
are very useful in settings where hands-free operation is preferred. 

 

Figure 33: An illustration of important system components of Proximity Integrated Circuit Cards (PICC). 
Source:  Department of Electrical Engineering and Computer Science, Massachusetts Institute of Technology, 
Cambridge, U.S.A. 

However, proximity integrated circuit cards need to interface (communicate) with a card 
reader (card interface device). The card reader (card interface device) and other media 
associated with Contactless Fare Media System (CFMS) standard are briefly explained below. 

Card Reader (Card Interface Device): The card reader (card interface device) is an 
important component in Contactless Fare Media System. Its primary purpose is to allow 
communication between the card and the electronic ticketing system. The card reader is also 
referred to as smartcard terminal or writer. It ensures the exchange of data with the smart 
card. 

 
 

Figure 34:  Contactless Fare Media System compatible 

 

Card Readers (Card Interface Device). Source: Translink, 
California, U.S.A. 

Ticket vending machines:  The Contactless Fare Media System standard defines the 
electronic ticketing vending machine, as one of the host fare equipment subsystems that work 
in conjunction with other important components of the standard.

                                                           
89  http://mcms009a.nokiasiemensnetworks.com/data-lexicon/lexicon/4/f018924.htm  [last accessed 19/10/08].     

  Contactless Fare Media 
System standard places electronic ticketing vending machines in the same category as reload 
devices, fare boxes, validators, fare gates, sales office terminals, agency central data 
collection and reporting systems (ACS), etc.  

http://web.mit.edu/aboutmit/�
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Figure 35

Most new generation electronic ticketing vending machines are modular and multifunctional 
in nature. This means that they can function as passenger self service terminal, recharge and 
accept payment with contactless smartcards, accept cash payments, process and record 
transactions with the central computer system, etc.  

:  A full service vending machine for transit fare collection.  Source: Massachusetts Bay Transportation 
Authority, Boston, U.S.A. 

Fare Gates: Fare Gates are electronic systems, where passengers can insert or swipe valid 
fare cards to gain access to the transit system (i.e. tram, bus, train, ferry, etc). Fare gates also 
play the important role of serving as physical barrier to prevent non-valid ticket holders from 
slipping into the transit system, for a free ride.  However, if for any reason the fare gate does 
not recognize a specific card or cannot read the card, the gates will not open, and the 
individual will be denied access to the transit system. This experience can be very frustrating 
to tourists or non-regular travellers who may not be familiar with how that specific system 
works.  

 
Figure 36: Fare gates, San Francisco Transit System. Source: Published by San

 

 Francisco Municipal 
Transportation Agency (SFMTA), California, U.S.A. 
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Roles 

The Contactless Fare Media System (CFMS) standard defines several roles and functions. 
These roles and functions can be used to interact with the system in various ways. However, 
the assignment of roles and functions to different individuals interacting with a specific 
system depends largely on the system and implementation concerned. Below is a brief 
description of the roles that CFMS specifies. 

The Agency:  An agency would include organizations or entities that are affiliated. This 
includes product owner, product retailer, service operator, card issuer.  The following can be 
done by an agency:  

- set local fare policies ( i.e. decide what prices to charge for services delivered) 

- participate in  setting rules for the sharing of products and services with other agencies 
( that is if the agency is participating in a regional transit payment scheme) 

- determine geographic validity criteria with associated product owners and service 
operators within the same agency 

- determine local system attributes (i.e. product, type, definitions, etc). 

-  set local security, employee identification and access privileges 

- decide product attributes for usage and acceptance.  

- Determining operational constraints such as service level, acceptance, etc.  

The Cardholder: The cardholders are entitled to make use of their valid cards to pay for 
transit fares. They are also entitled to use same as proof of fare payment.  This can be done in 
accordance with specific   rules and regulations laid down by the agency or by regional 
scheme administrators.  

Card Issuer: The card issuer is responsible for the management of the processes surrounding 
card issuance, distribution, and replacement.  This role also manages the various applications 
that the card contains. 

 Customer Service Representative: The customer service representative would be able to 
retrieve and view transaction records from a cardholder’s PICC (customer media), make 
changes to the profile information and increase or decrease value contained in the card.  This 
can be accomplished by making auto-load requests to the scheme administrator or to a 
product retailer. The role can execute this responsibility by following business and security 
rules, laid down by the agency or regional scheme administrator. 

Product Owners:  The product owners decide the individual attributes of their products.  
This role can decide on the geographic validity and criteria of their services with affiliated 
operators within the same agency. Product owners can choose external agency with whom to 
collaborate in ticket sales, etc. 
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Regional Scheme Administrator: The regional scheme administrator would be able to create 
regional interconnection rules and policies. The regional scheme administrator also 
determines and records regional system attributes of schemes under its management. 

Regional Security Administrator: The regional security administrator can determine system 
security (i.e. key management) and regional system level access rights. This role regulates 
message authentication, network authentication and fraud detection at both transit and 
application levels.  

Regional Auto-load Administrator: The role of the regional auto-load administrator is to 
receive and process action requests for auto-loads from product retailers, benefits providers, 
and customer service. This role maintains and distributes the ‘master action lists’.  It also 
reports completed auto-loads to the initiator. 

The Product Retailers: This role can sell and terminate products on behalf of the product 
owner, collect and refund value to a cardholder as authorized by the product owner. This role 
can transmit auto-load action requests to the auto-load administrator, for auto-loaded products 
and settle appropriate revenues with cardholders and product owners. 

The Service Operator: The service operator defines fare instrument attributes for usage and 
acceptance by deciding operational restrictions. This role can also determine fares for 
journeys, set rules and policies for acceptance of products from other transit agencies. 

 

Data Model 

The data model is an important part of the Contactless Fare Media System (CFMS).

The standard also describes a uniform and consistent method for transit agency fare collection 
systems to exchange data with a common Regional Central System (RCS). It also defines the 
necessary structure and components of the data transmitted. Accordingly, “the data sent to the 
RCS is the result of transactions such as boarding, purchases or other actions performed by 
PICCs. The data sent from the RCS to agency central computer, sub-system controllers and 
other system components are control messages, PICC directives and system configuration 
data”.

 This 
standard clearly defines the data format that should be used in the PICC (customer media), for 
transit systems applications. This definition makes it possible for the design of data records 
that cover known requirements of fare payment systems for public transit and associated 
private transit systems, operating in the United States and beyond.  

 Contactless Fare Media System (CFMS) standard defines a wide range of messages, 
but it is unlikely that all messages will be used in one specific system.  An important part of 
the data model is the data objects. Messages in this specification are

 

 built using these objects. 
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Data Objects 

The data objects consist of groups of data elements. This standard also describes the structure 
of messages between the agency central data collection and reporting systems (ACS) or fare 
collection sub-system and regional central data collection and reporting systems (RCS). These 
messages are built using the objects defined by the standard.  The data objects contain about 
16-bytes. In practice, not all objects would utilize all the allocated 16 bytes.  Accordingly, 
“RFU (Reserved for Future Use) bits are provided for future use by APTA and may not be 
used by any implementer for any purpose. Objects may at times require more data than 16-
bytes can support”.88.  In response to this, the standard provides for additional data via the use 
of extensions. Typically, an extension has a capacity for 16-bytes of data, which   acts like an 
extension of the core object. 

The standard also describes six objects  (  i.e. directory index object,  transit application 
profile object, PICC holder profile object, product index objects, transaction history object, 
add & deduct value  history object), that provide all the requisite grouping and support for  
fare product objects. The six objects execute transit application transactions with high 
certainty of data integrity and security. Below is a short description of the objects: 

The Directory Index Object (DIO): This gives the transit application a logical to physical  

mapping of other objects which the PICC (customer media), memory contains. The DIO also  

The Transit Application Profile Object (TAPO):   This object keeps card interface device 
(CID) application informed of the unique serial number, origin information, capabilities and 
limitation of the PICC (customer media).  Typically, the encoding or configuration of the 
TAPO occurs at pre-issuance stage or at PICC (customer media) initialization stage. The 
TAPO serves as an initial indication that a card is valid and can be given access to the system. 

alerts transit application to the possible existence of object extensions. 

The PICC Holder Profile Object (PHPO):  This object identifies the profile of the transit 
user and their personal preferences of fare products and services. As in TAPO, this object is 
encoded at pre-issuance stage or simply encoded at issuance. 
The Product Index Objects (PIO): It contains the requisite register of transit fares as setup 

 by product objects on a particular PICC (customer media).  It states the details of transit 

 fare products contained in each card (customer media).   It also enables AFC (automated  

The Transaction History Object (THO): This is a required core object and each THO 
registers (records) a single transaction. In order to provide storage for the most recent 
transactions performed by the PICC (customer media), a minimum of six and a maximum of 
sixteen THO objects have to be included in the PICC data structure. Once the maximum 
configured quantity of THO on the card has been reached, the oldest THO is overwritten to 
create space for other transactions.  

fare collection) systems to identify products which are valid for fare payment. 

Add & Deduct Value History Object (A&DVO): This object is optional. It is used to 
register the most recent additions and deductions of value transactions from the t-purse. It can 
also be used for other stored value products as well. It is necessary to include a minimum of 
two and a maximum of eight A&DVO in the PICC (customer media) data structure, when any 
of these objects are deployed. The use of A&DVO is restricted to stored value (including T-
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purse) transactions. It could also contain information that are associated with transaction 
records that were also registered in a THO. However, this could be deleted due to the small 
number of transactions that the card contains. 

 

 

Security 

As a fare collection standard that uses PICCs (customer media) and other contactless fare 
media for fare payment and validation, security is very important in Contactless Fare Media 
System (CFMS). As a matter of necessity, all electronic systems that process monetary 
transactions must deploy rigorous security controls between the various equipment levels. 

However, Contactless Fare Media System (CFMS) does not define any specifics for the 
security module, but it only provides general guidelines. This is largely due to the wide 
diversity of implementations that may be involved. Thus, instead of seeking uniform 
agreement on rigorous security standards, it only provides the reader with an understanding of 
the “terminology associated with security programs for fare collection systems and suggests 
the basic steps and considerations that should be employed in order to define, implement, and 
manage a security program for a regional PICC -based fare collection system”.  However, the 
specification does this in a 

 

relatively non-technical language and for the most part, targets the 
achievement of moderate security level. 
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CFMS Acronyms  

Source: American Public Transportation Association, NW Washington, DC. USA 

 

AFC Automatic Fare Collection 

AID Application Identifier 

ALPO  Account Linked Product Object.  

ALPOX  Account Linked Product Object Extension  

APDU Application Protocol Data Unit 

API Application Program Interface 

APTA American Public Transportation Association 

ASCII  American Standard Code for Information Inter-change 

ATQA  Answer To Request for ISO/IEC 14443 Type A PICCs 

ATQB  Answer To Request for ISO/IEC 14443 Type B PICCs 

AVM Add Value Machine 

AVPO  Auto Value Product Object 

AVPOX Auto Value Product Object Extension 

bps bits per second 

Bps Bytes per second 

CID Card Interface Device  

COS Card Operating System 

CSC Contactless Smart Card  

CSR Customer Service Representative 

DAC Data Authentication Code  

DCE Distributed Computing Environment 

DES Data Encryption Standard 

DF Directory File 

DIO Directory Index Object 

DIOX Directory Index Object Extension 

EEPROM Electrically Erasable Programmable Read Only Memory 



114 

EF Elementary File 

GUI Graphical User Interface 

HTML  Hypertext Markup Language 

HTTP Hypertext Transfer Protocol 

IC Integrated Circuit 

IEC International Electro-technical Commission 

IEEE Institute of Electrical and Electronic Engineers 

ISO International Organization for Standardization 

LAN Local Area Network 

LU Limited Use Smart Card 

MAC Message Authentication Code  

NIST National Institute of Standards and Technology 

OS Operating System 

P&TPO Pass and Transfer Product Object 

PCD Proximity Coupling Device  

PHPO PICC Holder Profile Object 

PHPOX PICC Holder Profile Object Extension 

PICC Proximity Integrated Circuit Card 

PIN Personal Identification Number 

PIO Product Index Object 

PIOX Product Index Extension 

PO Product Object 

POS Point of Sale Device or Terminal 

RAM Random Access Memory 

RF Radio Frequency 

RFU Reserved for future use (From ISO/IEC 7816-4:2005) 

ROM Read Only Memory 

SAM Security Access Module 

S-HTTP Secure Hypertext Transfer Protocol  

SSL Secure sockets Layer 

SV Stored Value 
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SV&TPPO Stored Value and T-Purse Product Object 

TAPO Transit Application Product Object 

TCIP Transit Communications Interface Profiles 

TCP/IP Transmission Control Protocol/Internet Protocol 

THO Transaction History Object 

UID Unique Identifier 

 

WAN Wide Area Network 
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Appendix  C.  ITSO  
 

 
Architecture  

As an open, public transportation electronic ticketing system which employs contactless 
customer media, ITSO architecture is designed to enable interoperability between all 
components of the system. ITSO architecture includes the central management system, 
customer media (smartcard platform), security system, terminals and back office systems. The 
customer media platform supports a wide variety of smartcards. 
 
Interestingly, this architecture is also designed for off-line transactions using customer media 
(smart card platform). At the end of the business day, all transactions (including those 
conducted off-line) are transmitted to the local back office for further processing. In ITSO 
scheme, the local back office, where the terminal and ITSO SAM are registered, perform the 
important function of categorizing these messages and forwarding them to their respective 
destinations. Thus, ITSO architecture is characterized by “store and forward 90

91
 ” schemes, 

which are   interlinked at the level of “collection and forwarding”   nodes.  
 
According to the founders of ITSO, its architecture offers a degree of flexibility and 
scalability. In addition, they state that it also facilitates the development of “transaction 
accounting system for each ticketing event across multiple commercial entities”.90  

 
 
Figure 37: ITSO architecture showing major system components. Source:  ECEBS Ltd, Technology Park, East 
Kilbride, Scotland. 

 

As is stated in the specification, ITSO architecture was designed to facilitate interoperability 
between various components of an electronic ticketing scheme. As such,  ITSO accredited 
customer platform containing  registered tickets or  IPE  ( Interoperable Product  Entity) that 
                                                           
90   A Publication by ECEBS Ltd, Scottish Enterprise Technology Park, East Kilbride, Scotland. 
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resides inside the ticket wallet software or ITSO  Shell, work with any accredited ticketing 
machine or POST ( Point of Service Terminal ). This media platform must also be capable of 
communicating with any ITSO accredited HOPS (Host Operator Processing System). ITSO 
architecture places much emphasis on the proper functioning of the overall scheme and the 
interaction (communication) between all components of the system. 

An important part of the architecture is the customer media (smartcard platform). The 
customer media can be any device that contains standard ticket wallet or ‘ITSO Shell’ that are 
also compliant with ISO 14443 specification.  In fact, all customer media platforms in 
existence comply with ISO 14443 specifications. 

Further, the POST (Point of Service Terminal) makes use of the customer media and an ITSO 
Secure Application Module (ISAM), to construct an ITSO IPE (Product Entity) or rights 
(entitlements). It also uses these components to validate an existing customer media to enable 
a customer to take a journey. The POST (Point of Service Terminal) performs the important 
function of deciding if the customer media holder can pass through the barrier (fare gates) to 
use the specific transport network. 

All communications between the POST (Point of Service Terminal) and customer media are 
recorded and are digitally sealed with the aid of the Secure Application Module (ISAM), at 
the POST (Point of Service Terminal). These transactions are categorized and sent to ITSO 
Host Operator Processing System (ITSO HOPS) for verification and further processing. To 
ensure that no transaction communication to the POST (Point of Service Terminal) is lost 
while being transmitted, a loss-less mechanism is deployed. The transactions are then sent to 
the relevant destination entity (i.e. POST Owner, Shell Owner, IPE Owner, etc).   In ITSO, 
owners can be distinct/ different commercial bodies or entities.  The act of sending all 
transactions to the relevant actor ensures that they (transactions) are cleared by the HOPS 
(Host Operator Processing System) owner.  

A major function of ITSO messaging and ‘collection & forwarding’ utility, which resides in 
the HOPS, is to ensure that transactions are not only received but verified as well. This can 
easily be accomplished by using the HSAM (i.e. an ISAM that is used at the HOPS). One 
other important function that it has is to ensure that all acknowledgements are sent back 
appropriately. 

After transactions have been analysed and verified, they are then transmitted to an accounts 
utility contained in the HOPS. The account information is given to third party system for 
reimbursement, management reporting and various other goals. Both the POST (Point of 
Service Terminal) and HOPS are secured by ITSO through the deployment of ISAM. The 
ISAM contain appropriate cryptographic keys and other business rules that ensure the security 
of their transactions. Moreover, it also ensures that other message oriented information could 
be digitally secured and verified by the receiving party. 

In ITSO, the cryptographic materials are generated and maintained within ITSO Security    
Ma n a g e m e n t System (ISMS) module. The ISMS also facilitate the secure distribution of 
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cryptographic material to the ISAM and HSAM. The foregoing description is a part of the 
"end to end" approach to security that ITSO founders described. 

 
 

Customer Media (Card Media Platform)  

ITSO is designed for use by multiple card platforms that are built to suit the needs of various 
product owners in transportation and other sectors. 
The customer media can be adapted to various purposes. For instance, it can be embedded 
into key-fobs, phones, watches, smart cards, etc. The term customer media “refers to the 
electronic platform that is used by passengers to store the ITSO ticketing products”.91

 

   

 

 

     

 

   

Figure 38: ITSO compliant customer media. Source: Applied Card Technologies Ltd, Chippenham, Wiltshire, 
U.K. 

 

All ITSO compliant customer media must support contactless power and data interface that 
meet with the relevant specifications of ISO/IEC 14443. Each ITSO defined customer media 
platform has a customer media definition. An important function of the customer media 
definition is to “map the logical ITSO data structures onto the physical electronic storage 
provided by the media. In some cases this mapping will be to physical bit and byte level (e.g. 
on a memory card) whereas, in other cases, it will be to logical storage elements provided by 
the media (e.g. on a processor-based platform with an operating and file storage system)”91.  

 The customer media definition also defines the commands required to access data contained 
in the media. ITSO also defines two major classes of media as follows: 

- media platforms that carry full ITSO Shell 

- Media platforms that carry compact ITSO Shell. 

The customer media platform that supports full ITSO Shell can “host a number of ITSO 
ticketing products concurrently, and are capable of hosting a cyclic log”91, in which  ticket 

                                                           
91   ITSO TS1000-0 Interoperable public transport ticketing using contactless smart   customer media – Part 0: 
Concept and context.  Num.2.12, 2007.  pp 1 - 10. 
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value could be stored. It can also be deployed in the POST (Point of Service Terminal) in an 
ITSO environment. 

Thus, ITSO Customer Media architecture facilitates the logical separation of products from 
the media that carries ITSO application.  The ITSO customer media platform has an 
additional layer designed to carry the product. This layout is illustrated in the figure below. 

 

 

 

 

 

 
 Figure 39: ITSO three layer model for Customer Media. This layout also illustrates the relationship between 
media, shell, application and product instance. 

This model therefore implies that an “ITSO Application1 (ITSO Shell) can support multiple 
Products or an ITSO Product can stand alone in someone else’s Application. Furthermore, a 
CM platform may be dedicated to the ITSO Shell, or the ITSO Shell may be added as the 
“ITSO Application” alongside others on a multi-application CM platform”.91  This model also 
allows enough flexibility and maximizes the number of ways in which interoperability can be 
achieved.  

 

 

 

Figure 40: Internal layout of an off-the-shelf customer media solution for reading and writing ITSO formatted 
cards. This device is compatible with card types A, B and Mifare. It is embedded with high speed ARM 
processor for fast transactions. The unit is ITSO SAM ready as well. Source: CJS Technology, Park Drive, 
Rugby, U.K. 
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ITSO members can choose from a variety of suitable customer media. However, it is 
important to observe that ITSO specifies Calypso microprocessor cards as one of its eight 
customer media types. These media types are listed in the table below: 

 

 
CMD1 Mifare® Standard 1K ( to be phased-out due 

to security risks) 
CMD2 Generic Micro-processor 
CMD3 Mifare® standard 4K 
CMD4 Mifare® ultra light 
CMD5 Innovision Jewel – 0301/70 
CMD6 TfL /Transys Oyster® 
CMD7  Mifare® DESfire 
CMD8 Calypso 
  
 
Table 3:  ITSO compatible customer media.  Source:  ITSO Organization, U.K.  

 

 

Data Model 

 
All data contained in an ITSO Shell are categorized into data groups. The different data 
groups contain information relating to the following: 
 

- information that describes specific ITSO Shell 
- information about the customer media where  the ITSO Shell is embedded 
- data with description of the directory and what it contains 
- carries information about the fixed and variable parts of an ITSO Product Entity (IPE). 

 
 
The sealing of the directory and IPE data groups are done in such a way that it is possible to 
verify their authenticity. It is also possible to attribute the foregoing information to the type of 
customer media and the product that are contained therein.  
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 A generic structure of a data group is illustrated below: 
 
 
 

 

 

 

 

 

 

 

 

 
 
Figure 41: A generic structure of a data group. Source: ITSO TS1000-0 Interoperable public transport ticketing 
using contactless smart customer media – Part 0: Concept and context.  Num.2. 12, 2007.  pp 8. 
 
 

Basically, the label, as can be seen in the diagram above identifies the specific owner and the 
kind of data group. The dataset (also visible in the diagram) states the content of the data 
group. The instance identifier simply identifies a specific instance of a data group. The seal 
provides a method for verification and authentication of the entire data, in the group. 

Further, ITSO Shell can contain a number of products. Every product in the Shell has its 
product owner. It also carries such information as the type and subtype of product and its 
expiry date. Labels are registered in a directory. This directory also contains the logical sector 
information that is decoded by the POST (Point of Service Terminals) application.  This 
procedure is executed to enable the POST (Point of Service Terminals) application to identify 
where products are held in the customer media.  By making use of directory information, a 
POST application can identify products in the Shell that may be used to make specific 
transactions.  
 
The data groups include ITSO Shell environment data group, directory data group and value 
record data group. The next diagram shows ITSO data containers. 
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Figure 42

 

: An ITSO data model showing data containers. Source:  ITSO Organization, U.K. 

 

Security 

In general, the ITSO specification prominently features a system-wide, end-to-end, security 
architecture. ITSO gives high priority to the security of cards, products, transaction data and 
interoperability between electronic ticketing schemes.  Nonetheless, ITSO does not run 
electronic ticketing schemes nor supply devices, but it does provide an environment for 
schemes to operate securely.  
 
According to  ITSO Limited,  ( a board that manages ITSO specification), an underlying 
principle of the security architecture is to give every “ITSO Member and Customer Media 
(CM) holder confidence that only genuine ITSO Products will be accepted by the appropriate 
Operators. Also the Transactions that are generated, when used as a basis for any revenue 
claim or apportionment, can be authenticated and if necessary, audited by the Product or Shell 
owner on behalf of the Customer Media holder”.92

  ITSO security architecture executes the following functions:   

   This board also adds that, ITSO security 
architecture was created to facilitate interoperability between various customer media 
platforms that operate within the scheme. 

 
- assignment of unique numbering to  ITSO Shells, products and transactions 
-  assignment of numbering  to the schemes and roots that are interoperable with other 

business areas 
- provision of product life-time seals for service operators 
- performance of key downloads and rollovers that are subject to consultation at any 

time. 
-  manage the profiles to  off-line retailer risks 
- perform  lossless transaction handling 

                                                           

92  http://www.itsoservices.org.uk    [last accessed 19/10/08].     
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- ensures customer media holder privacy, etc 
 

One outstanding ITSO security feature is that when products and transactions are executed, 
they are instantly sealed for their entire lifecycle. The status of these products and transactions 
can also be validated by authorised ITSO Scheme operator. The next diagram illustrates the 
security belt (shown by the dotted lines in the diagram) around some of the most important 
components (customer media platform, POST and HOPS) of the ITSO scheme. 
 

 
 
 Figure 43: The ITSO scheme end to end security architecture. A security belt (illustrated by dotted lines) runs 
around the customer media platform, POST and the HOPS.  Source: ITSO TS1000-0 Interoperable public 
transport ticketing using contactless smart customer media – Part 0: Concept and context.  Num. 2.12, 2007.  pp 
21. 
 
To ensure that security is consistently managed across the board by all ITSO scheme 
members (regardless of the role), a mechanism called security sub-system (SSS) was built 
into the standard. 

 
 Figure 44:  This diagram illustrates a typical ITSO scheme Security sub-system. Source:  ITSO Limited, 
Quayside Tower, Birmingham, United Kingdom. 
 
The security sub-system (SSS) is available to be used by anyone within the ITSO scheme. 
The sub-system (SSS) executes the following functions:  

- customer media authentication (i.e.  interrogates smartcard and determines if it is 
ITSO compliant) 
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- makes it possible for the customer media (smart card) to check whether a terminal is 
authentic. 

- compute unique key(s) to enable the opening of any ITSO product entity for 
transactions to be recorded. 

- protect operator key. 
- confirm any changes to ITSO products (this ensures transaction data security). 
-  secure storage of scheme parameters. 
- perform audit trail management, etc. 
 

 
ITSO  Secure Access Module (ISAM)  

ITSO Secure Access Module (ISAM) is of primary importance in ITSO schemes. This 
component resides among others on all ITSO-compliant point-of-sale equipments and 
ticketing terminals. It handles security key management, certification, and validation of card 
and transaction data. It also secures the transmission of data to the intended recipient, 
ensuring that it is not tampered with or lost in transit. 
ITSO Secure Access Module (ISAM) is based on ISO/IEC 15408 international standard. This 
module encompasses ISO 17799, which stipulates how security systems should be managed. 
It also covers ISO 9001, which sets the guidelines for quality management. 
 
As an application that is located in the ticket issuing and checking equipments, ITSO Secure 
Access Module (ISAM) provides a mechanism by which contactless smartcards, issued by a 
wide array of organizations could be read and authenticated. 
Additionally, ISAM is used to enforce scheme trust between various operators that are using 
the ITSO scheme. This security mechanism “provides the policing of every transaction, 
creating irrefutable records, and then ensuring that each and every such record is circulated to 
the right”90 entity, for further processing. 

 
Figure 45: An ITSO customer media embedded with Secure Access Module (SAM).   Source:  ECEBS Ltd, 
Technology Park, East Kilbride, Scotland. 

A major requirement of the ITSO SAM is that all relevant security keys be held securely in a 
Secure Access Module (SAM) residing in each terminal. This is also required to provide the 
environment for the deployment of the specification, including product testing and 
accreditation. Thus, ITSO Secure Access Module (ISAM) contains the algorithms and keys 
for usage in specific platforms.  To make this possible, ITSO ISAM was built to accept 
security regimes online. The ISAM also securely contains tables and lists, which match 
products in the scheme and the transactions that may be executed using them. 
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Figure 46

 

:  An ITSO customer media embedded with ITSO Secure Access Module (ISAM). Source: ECEBS 
LTD, Scotland. 

Another important function of the ISAM is that it plays the role of a stringent ‘gate keeper’. It 
does this by refusing to accept any card, product or transaction, if it encounters an error code 
or if the maximum threshold parameters have been reached. It would then remain in this state, 
until the system is reset by an authorized ITSO scheme operator.  
 
In sum,   both ITSO Security Management System (ISMS) and the ITSO SAM ensure through 
their interactions, the “integrity and confidentiality of all business critical ticketing transaction 
data”.90  These cornerstone components thus, provide evidence of the existence of all ticketing 
transactions and ensures such evidence is not altered or modified. 
The ITSO Security Management System (ISMS) is supplied and managed by Royal bank of 
Scotland. This bank also generates and distributes the security keys and files related to the 
customer media and other individual products. 
 
Major technical features of ITSO Secure Access Module (ISAM) include the following:  

- storage capacity of 4Mbytes 
- offers standard smartcard interface 
- communication is through ISO 7816 protocol T=1 
- speed communication modes are above 600k Baud.  Standard 9.6k Baud, is also 

offered 
- compliant to Common Criteria EAL4 High specifications 
- offers more than  300 DES based transactions/sec 
 

 

Roles  

Although ITSO does not explicitly define roles, however, looking at the entire specification, 
we abstracted six roles. These roles embrace:  Product Owner, Shell Owner, Collection and 
Forwarding Operators, Shell Retailers, Service Operators, Product Retailers and Customers. 

The Product Owner: The Product owner is responsible for his own products. In this role, 
he/she can specify the prices and set the usage rules of his product. He/she can also perform 
product aggregation, product data acquisition, link data to products, perform detailed 
reporting, etc. 



126 

The Service Operator: Provides services to customers using transit products. He can also 
participate in concessionary travel scheme or in a joint ticketing scheme. 

Product Retailer:  The product retailer sells and terminates the products. He/she also collects 
and refunds value to customers as specified by the product owner.  The product retailer also 
plays the important role of being the financial interface between customers and ITSO scheme. 

Customer:  A customer can acquire products for use in public transportation network. 

The Shell Retailer: The shell retailer has the responsibility for production and loading of 
ITSO shells. 

Collection & Forwarding:  This role performs several activities in the operation and support 
of ITSO compliant schemes. It facilitates the collection of data and its interchange between 
schemes. It performs data collection and forwarding functions. It also receives application 
templates from application owner, product template from product owner, data from service 
operators and security list data from security manager. In the forwarding role, it forwards all 
data with corrupt destination address to the security manager, etc. 
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 ITSO Acronyms 

 

Source: ITSO Limited, Quayside Tower, 252-260 Broad Street , Birmingham, United 
Kingdom. 

 

 

Term Definition 

CLEF In the UK, a Certified Licence Evaluation Facility: an 
agency certified to evaluate security products in 
accordance with the ITSEC and/or Common Criteria 
evaluation criteria 

DfT Department for Transport 

eESC e-Europe Smart Cards 

EMV Europay, Mastercard, Visa (but Mastercard and Europay 
have now merged) 

eURI User Related Information Extended to Multi-application 
Smart Cards (CEN/ISSS CWA 13987:2003) 

FINREAD and 
Embedded 
FINREAD 

CEN/ISSS CWAs defining secure terminal systems 
(initially for financial applications, but has wider 
applicability) 

FSA Financial Services Authority 

Global Platform A consortium developing interoperability specifications for 
smart cards and terminals (now merging with STIP) 

IFM Interoperable Fare Management (CEN TC 278) 

infosec information security 

Interchangeability A condition which exists when two or more items possess 
such functional and physical characteristics as to be 
equivalent in performance and durability, and are capable 
of being exchanged one for the other without alteration of 
the items themselves, or of adjoining items, except for 
adjustment, and without selection for fit and performance 

Interoperability The ability of systems, units, or forces to provide services 
to and accept services from other systems, units or forces 
and to use the services so exchanged to enable them to 
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operate effectively together. OR The condition achieved 
among communications-electronics systems or items of 
communications-electronics equipment when information 
or services can be exchanged directly and satisfactorily 
between them and/or their users. The degree of 
interoperability should be defined when referring to 
specific cases of equipment and systems. 

IOPTA InterOperable Public Transport Application (CEN TC 224) 

ITSEC IT Security 

ITSO™ Integrated Transport Smartcard Organisation Ltd 

MUSCLE Movement for the Use of Smart Cards in a Linux 
environment 

OSCIE Open Smart Card Infrastructure for Europe (output of 
eESC 2002) 

PC/SC Personal Computer/Smart Cards 

RNIB Royal National Institute for the Blind 

STIP Small Terminal Interoperability Platform (now merging 
with Global Platform, and using FINREAD concepts) 

UCI Universal Cardholder Information (part of eURI) 

 

 

 

 

 

 

 

 

 

 

 



129 

 
Appendix  D.  VDV (Association of German Transport Companies) 
Standard/Specification 
 

Architecture 

An overarching objective surrounding the design of the VDV systems architecture is to ensure 
functionality.  The VDV systems architecture thus, consists of several important components 
including the core application, semiconductor-based smartcard equipped with miniature 
antenna, RFID technology, for wirelessly retrieving data from sensor-based card readers, 
back-end application for processing usage and billing data. 
The architecture permits customers to pass-by a card reader device without the need to swipe 
or insert their card media into the reading device. The architecture also allows customer 
information (i.e. identification number, monetary value, prices, etc) to be stored on the chip 
embedded in the smart card.  The architecture not only supports interoperability but it also 
enables customers to buy tickets and use the services of various transport operators within the 
scheme. In effect, ‘VDV core application’, offers standard interfaces that allow customers to 
participate   in the automated fare collection system, by making use of a single chip card. 

 

Card/Media (Customer Medium Platform)  

The VDV electronic ticketing standard specifies a wide-range of customer medium (smartcard 
platform) or user medium and the associated interfaces that could be deployed in the 
interoperable OPV (Public Personal Transportation) core application.  The customer medium 
platform encompasses the data structure, data access, interface objects, etc, all of which 
adhere to the specifications laid down by the ISO, IEC and other international standards. 

 

 

       

 

 

Figure 47: The VDV compliant customer mediums embedded with e-ticketing application. Source: 
Verkehrsverbund Rhein-Ruhr,  Gelsenkirchen, Germany 

Essentially, all customer medium specified for deployment in VDV core application are 
complaint to ISO/IEC 7816, ISO/IEC 14443, EN 1545, and prCEN/TS IOPTA.  As declared 
by the owners of this specification, “VDV Core Application implements the existing 
international system standards into one overall set of technical system specifications  ”. 

An outstanding feature of VDV standard, is that it is both hardware and software systems 
independent. In practice, this means that a plethora of electronic ticketing equipment 
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manufacturers can implement this standard in their products. In this standard, both hardware 
and software independence are achieved by the fact that it only defines a logical data structure 
and not a physical one.  The logical data structure defines “how the user medium behaves at 
the interface, and not the user medium's concrete physical structure. Implementation using 
particular technology is left to the manufacturers, who will each be able to use their own 
special technology93

A customer media is an important feature of VDV, as it performs several functions. For a 
start, it handles the interaction between the user medium and security module. The user 
medium can be used to do the following: 

”. 

- selection and loading of applications (i.e. selecting and placing of ÖPV - Public 
Personal  Transportation application on  user medium, loading of application specific 
commands, etc) 

- generation and initialization of applications (i.e. placing of application into medium so 
that it is accessible to the  core application) 

- recording and deletion of information (i.e.  recording/deletion of status, validity 
period, etc) 

- general administration of user medium content (i.e. recording of entitlements, updates 
insertion of application specific data, etc). 

 
 
Data Model 

In VDV specification, the data model is contained in the base object model. The base object 
model detail, the base objects and the attributes that reside in the associated interface devices. 
The base object model and data elements are defined according to EN 1545, prCEN/TS 
IOPTA international standards. Simply put, all data that is required to interact with VDV core 
application are standardised, together with the corresponding interfaces along the above 
mentioned international standards. 

As stated in the specification, the “purpose of the base object model is to provide a uniform 
definition (meaning of contents, and value ranges) of the basic objects and attributes, across 
all interfaces”.94

At the heart of the base object model is the so-called ‘value objects’.   The value objects 
contain the entitlements, value unit’s memory, etc. The description of the base object model 
includes information on elementary data types, list types (i.e. codes) IDs (i.e. technical keys) 
and the object classes along with their respective attributes. 

   Each individual interface makes use of objects or flat data structures 
optimised for their application. At the same time, they must be complaint with the naming 
convention, content definition, value ranges as specified in the base object model. 

                                                           
93  ÖPV (Public Personal Transportation) Core Application, User Medium Specification, Spec_NM_V10.doc., 
pp 10 –  30. 
94   ÖPV (Public Personal Transportation), Core Application.Technical Specification. Main document with base 
object model (BOM). Spec_HD_BOM_V1001_for_translation_ENGB.d.,  pp 31 – 45.   
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The Elementary data elements:  All elementary data elements used in the application are 
held in the elementary data type’s model. The data types are further divided into two parts 
(i.e.  basic data type and semantic data type).  In practice, the semantic data type makes use of 
a basic data type to which semantic properties are added. 

The List Types: The List Type is based on EN 1545 international specification. This model 
 holds all used codes or enumeration.  
 
The IDs:  These uniquely identify the concerned elements and their validity within the VDV 
core application. The IDs are assigned to the respective entities by the central registration unit 
of VDV Core Application. 

 

Security 

As explained in the specification, VDV provides a security platform that is shared, open and 
secure for the use of customers, public transportation authorities, and other entities in 
Germany. 

 

 

 
 Figure 48: An overview of security management components in VDV standard. Source: VDV GmbH & 
Co.KG., Kolon, Germany. 
 

Accordingly, “the primary goal of the security infrastructure and its management system is to 
systematically protect the production and business processes involved in electronic ticketing 
against intentional attacks as well as unexpected events”.95

                                                           
95    Lutgen, J.,  (2007), ‘The Security Infrastructure of the german core application in public transportaion’. 
Head of Security Management and Technology, VDV Kernapplikations GmbH & Co.KG., Kolon, Germany. 

   In a country such as Germany 
where different autonomous states make decisions regarding public transportation, adopting 
VDV meant that their individual wishes had to be addressed. As  such, this standard meets 
“the expectation that the independence and security of individual organizations (e.g. transport 
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operators, transport associations, customers, system operators and industry manufacturers or 
providers), all of which operate with differing interests in one or possibly several electronic 
ticketing systems, must be preserved”.95  Some of the primary goals of this security system are 
as follows: 

- ensure the integrity of communication and processes 

- provide unique numbering which identifies objects of value (e.g. transactions, 
products, entitlements) within the system.  

-  prevent unauthorized destruction of objects of value within the system  

 

VDV Secure Access Module (SAM) 

VDV specifies the implementation of Secure Access Module (SAM) in terminals, (i.e. retailer 
terminals, service provider terminals, etc).  The VDV SAM (Secure Access Module) 
embedded in the terminals ensures the integrity of transaction executed by the devices. 
Essentially, VDV SAM was developed to ensure secure communication between the 
terminals and customer media.    

 

Figure 49: The VDV SAM (Secure Access Module) layout   Source: VDV GmbH & Co.KG., Kolon, Germany. 
 

The SAM (Secure Access Module) also executes the requisite cryptographic procedures that 
ensure the protection of transactions. The following tasks are executed by VDV SAM (Secure 
Access Module):  

- ensure the integrity of processes, parameters and communications between terminals 
and customer media 

- authorization of customer media and its entitlements 
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- ensure secure transactions between the applications embedded in the terminals and the 
back office 

- perform the management of internal controls 

- ensure secure key management 

- manage security parameters 

In addition, “the SAM ensures the confidential and authentic transfer of master keys (end-to-
end) by a master key’s owner (a retailer, a product owner, or a service provider) to the SAM's 
secure memory. The SAM then uses these master keys in secure internal processes to generate 
and transfer user-medium-specific keys. When a user medium is used on sales-, collection of 
usage data-, or inspection terminal, the SAM can be used to check this medium's authenticity 
and its entitlements”.96

 In sum VDV-KA SAM also provides compatible terminals with cryptographic services 
aimed at the generation and validation of digital signatures and decryption. 

   Moreover, the SAM (Secure Access Module)   can be deployed to 
perform authentication, secure loading and updates of customer media. 

It is possible to personalize the SAM according to the individual needs (requirements) of the 
respective terminals in operation at the transport operator’s location.  
However, operators are responsible for the management of the SAM control parameters.   
As such only an operator can “activate the SAM, enter their own key in the SAM and allow 
the product owner, third-party product retailers or service providers  to enter their keys in the 
SAM (end-to-end security)”.71    
 

 
 
 
Figure 50: Security protocols in role models of VDV Core Application. Source: VDV GmbH & Co.KG., Kolon, 
Germany. 
                                                           
96  ‘SAM (Secure Application Module) Specification for electronic fare management’, (2007),  
Spec_SAM_V1104_EN VDV-Kernapplikations GmbH & Co. KG. VDV Köln pp.  10 –15. 
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Roles 

There are various roles specified in VDV. Remarkably, VDV makes provision for the 
transport operator to assume differing roles. For example, Verkehrsverbund Rhein-Ruhr 
(VRR) is one transport operator that assumes various roles by being a service provider and 
retailer at the same time. The following roles are defined, product owner, service providers, 
retailers, and application issuer: 

 

Figure 51: Role models in VDV Core Application. Source: VDV GmbH & Co.KG., Kolon, Germany. 

 

The Product Owner: The product owner can develop products that can be used in the 
system. He/she can perform audits, set prices, and collect data and exchange information with 
various entities.   

The Service Provider:  Plays the role of providing necessary transport services, collect data 
on transit network usage, check entitlements during use, etc. 

The Retailer: The retailer is responsible for tickets (entitlements) sales to customers. This 
role also administers customer contracts, etc. 

The Application Issuer:  This role serves as a hub of the entire system. VDV established an 
independent firm called, ‘VDV-Kernapplikations’ GmbH & Co. KG, that plays the important 
role of application issuer.  Its responsibilities include the production, distribution and 
management of the VDV-KA SAM (secure application modules). 
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 VDV Acronyms 

Source: Association of German Transport Undertakings. (Verband Deutscher 
Verkehrunternehmen), Cologne, Germany 

 

 
 

Abbreviation  Meaning  
AFC  Automated Fare Calculation  
CICO  Check-in / Check-out. Concept for validation of entitlements and 

collection of calculation data. The passenger actively informs the system 
about the start and the end of his journey by using his customer media at 
readers installed at the platform or in the vehicle.  

eID  Electronic Identity  
ECC  Elliptic Curve Cryptography  
EFS  Electronic Ticket  
IFM  Interoperable electronic fare management  
NFC  Near Field Communication  
NMD  NFC Mobile Device.  
PT  Public transport  
OTA  Over-The-Air. Technical concept that supports the configuration of 

mobile devices over the mobile network  
RF  Radio Frequency  
RFID  Radio Frequency Identification  
KA / CA  Kernapplikation / Core Application. Interoperable concept for automated 

fare calculation by VDV.  
SAM  Secure Authentication Module  
SI  System Integrator  
UID  Unique Identifier of the Chip  
VDV  Association of German Transport Undertakings. In German: Verband 

Deutscher Verkehrunternehmen.  
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Appendix  E.  Electronic Fare Media Technology 
 

Contact Smart Cards:  In general contact cards are compliant with ISO 7816 standards. 
“Most cards originally introduced in the market were contact smart cards. This technology 
contains approximately 800 times the storage capacity of its predecessor, the magnetic stripe 
card”.97

 

    Contact cards that are embedded with microchips that enable them to electronically 
store data. When a card is inserted in a card reader’s slot, the spring-loaded contacts interact 
with the card reader interface. Contact cards therefore require physical contact between the 
chip in the card and the card reader to operate. 

 

 

 

 

 

 

 

Figure 52

 

:  Elements of a contact smartcard showing the chip, antenna and card covers. Source:  American 
Public Transportation Association, Washington, DC, U.S.A. 

 

The application of contact smartcards include their use as bankcards, credit cards, debit cards, 
electronic wallet, door access cards, security systems cards,  customer loyalty programs (i.e. 
frequent flyer points), university identification cards, etc.  In particular, financial institutions 
have favored the use of contact cards, because they are seen as secure and compatible with 
existing infrastructure. 

Contactless Smart Card:   These cards are also called proximity cards. They have inductive 
or radio frequency technology with which they communicate with card reader from a 
distance. To operate, the cards have to be placed in proximity of a card reading device, where 
they can easily identify their presence and communicate.  “This technology enables 

                                                           
97   ‘Basic Overview of Smart Card Technology’, XceedID Corporation, Golden, Colorado, U.S.A. 

Die Module 
Antenna 

Laminated Packaging Materials 

Integrated 
Circuit 
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Payments to be tracked, and also monitors the ticket’s validity and use 25 ”. These cards can 
be used for a variety of purposes, including product identification, keyless entry systems, 
personnel identification, electronic purse for transit and non-transit purchases, etc. 
Magnetic Stripe Cards: These are devices in the format of credit-cards that use 
“international standards (ISO) for the encoding of digital data on a machine readable magnetic 
stripe embedded on the card.  The inexpensive, cost proven technology and high consumer 
acceptance of magnetic stripe cards have made them successful in the transit industry98

 

”. 
These cards work by using magnetic fields to communicate. Magnetic strips may be printed 
on cards, heavy paper, plastics, etc.  

 

 

Figure 53:  A magnetic-stripe card that is designed to be readable in magnetic-stripe card readers. Source: 
CardLogix, Irvine, CA. USA 

These cards have been successfully used in rapid transit systems. Passengers using mass 
transit systems can insert the magnetic stripe card into the reading units at the beginning and 
end of a specific journey to deduct fares according to the length of the trip. The cards can also 
serves as electronic purse where stored value can be used to make small purchases.  

Optical Memory Cards: Optical Memory Cards encompass cards that are complaint to 
ISO/IEC 11693:2005. Optical Memory Cards are used throughout the world for a variety of 
ends, including use in mass transit systems. These cards can contain various applications and 
solutions. Optical Memory Cards have the capacity to hold large quantities of data.  

                                                           
98  http://www.rapts.cutr.usf.edu/doc/CaseStudies/EFPCaseStudyFinal.doc    [last accessed 19/12/08] 
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 Figure 54: Optical memory cards. Source: LaserCard Corporation, Mountain view, California, U.S.A. 

 

They are made of polycarbonate and have a life span of 10 years. They are also protected by 
tamper-proof elements in which they are embedded during the manufacturing process.  These 
cards “can hold more biometrics than any other card and, at a bare minimum, holds a massive 
12 megabits of information 99

Near Field Communications: Near Field Communications evolved from the combination of 
contactless identification and networking technologies. Near Field Communication (NFC) “is 
a wireless connectivity technology that enables convenient short-range communication 
between electronic devices 

 ”. 

100 ”. This technology is suitable for controlling data and it is easy 
to use. It also facilitates secure payment and other financial transactions. NFC technology can 
be used in numerous application including mass transit ticketing, payment, access, 
advertising, connectivity, etc 

 

 

Figure 55: A Near Field Communications enabled payment terminal. Source:  Nokia, Finland. 

 

                                                           
99  http://www.keltec.com.au/HSA1.pdf    [last accessed 19/12/08] 
100   http://www.nxp.com/#/pip/pip=[pfp=53424]|pp=[t=pfp,i=53424]|    [last accessed 19/12/08] 
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Capacitive Cards: Capacitive smartcards make use of capacitive coupling to execute read-
write functions. Capacitive smartcards carry “two or more areas of metal foil that are covered 
by extremely thin layers of a plastic insulator. When the plastic coated metal foil layers are 
closely aligned with the plastic coated metal foils contained within the read-write unit, a 
capacitor is created that couples the circuits of the two components 77 ”.  The coupling 
between these units facilitates exchange of data between the card and the reader, by providing 
the required power and signals. 

 

 Figure 56: Capacitive smartcard and reader: Source: Advanced Card Systems Ltd. Hong Kong 

 

New Form Factors: These are new devices such as watches, USB sticks, key fobs, mobile 
handsets that are compliant with ISO 14443, etc, embedded with chips that can be used to 
load transit values.  

Pay Pass Transit:  This is a new payment scheme based on international standards such as 
EMV and Pay Pass. This system has made its entry into the transportation sector and now 
serves as a means of payment for transit and other purposes. 

 

 

 Figure 57:  MasterCard Pay Pass — enabled card reader, card and payment tag. Notice that the Pay Pass 
payment tag is small enough to fit on a key chain. Source: Citibank, U.S.A 

 

Further there are many new technologies that are emerging which will eventually be deployed 
to the benefit of mass transit systems.  Some of these technologies are listed in the following 
table: 
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Type of Fare Media Applicable or 
proposed ISO 

standards 

Specifics Notes 

Magnetic Cards 
4909 Bank Cards  

(Track number three) 

 

Magnetic Cards 
7811-1 Embossing  

Magnetic Cards 
7811-2 Recording techniques Low Coercivity 

Magnetic Cards 
7811-3,4,5 Magnetic Track location  

Magnetic Cards 
7811-6 Recording techniques High Coercivity 

Magnetic Cards 
10373-2 Test-methods  

Magnetic Cards Proposed High-density Greater than 1000 bits 
per inch 

Magnetic Cards 15457 Thin Flexible Cards 
(Physical magnetic, 

tests) 

 

Optical Memory Cards 11693 General Characteristics  

Optical Memory Cards 11694 Parts 1,2,3,4 Recording (Physical, 
Format) 

Master document 

Optical Memory Cards 10373-5 Test-methods  

Contactless Smart 
Cards 

14443 Parts 1,2,3,4 Physical, RF- 
Modulation, 

Initialization, and 
Protocol 

Master document 

Contactless Smart 
Cards 

14443 addressed by:  
10373-6 

Test-methods Proposed 2003 addition 
to ISO 14443 Support 

Contactless Smart 
Cards 

10373-6 Test-methods Additional action being 
taken on these test 
methods at this time 

Contact Smart Card 7816  

Parts 1,2,3,4,5,6 

Physical, Protocols, 
Interchange, 

Registration and Data 
Elements 

Master document 
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Contact Smart Card 10373-1 General Characteristics Reference only 

Credit Card 7810 Physical Characteristics 
of Credit Card Size 

Documents 

 

Identification Cards 
(RFID Tags) 

15693 Part 1,2,3 Physical, Initialization, 
Anti-Collision and 

Protocol 

 

Identification Cards 

(RFID Tags) 

10373-7 Test-methods  

Other Electronic Fare 
Media Offerings 

   

Capacitive Cards 
Proposed  Listed as a consideration 

Dual Interface Smart 
Cards 

Contains 7816 and 
14443 

 Monolithic Silicon 

Limited Use  Smart 
Cards 

14443 proposed new-
work order 

 Low cost having limited 
functionality that offers 
an alternative to  
magnetic ticketing 

Tri-Plex Magnetic 
Cards 

Based upon 7811  Customized packaging 
materials 

Smart Tokens 
Based on 14443  This may be 

incorporated in the new 
proposed work effort for 
Limited Use 14443 

 

Table 4: Showing different kinds of fare media and associated standards. Source:  ‘Trends in Electronic Fare 
Media Technology’, (2004), Version 1.50.  American Public Transportation Association, Washington, DC. 
U.S.A. pp 11. 
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