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Chapter 1
Introduction

This report is the result of my graduation project to obtain the degree of Master of Science in Industrial
and Applied Mathematics at Eindhoven University of Technology. This project has been carried out at
the Netherlands National Communications Security Agency (NLNCSA) in Zoetermeer.

1.1 Security of cryptographic schemes

Almost 2000 years ago, Julius Caesar, the famous roman emperor, already tried to secretly send messages
to his legionnaires. The idea of Caesar was to replace every letter of the message with the letter 3 places
ahead in the alphabet. So an a became a d, a b became an e, etc. When Caesar had written a message, he
used this method to encode it before he gave it to the messenger. If a legionnaire received the encoded
message, then he could decode it, by replacing each letter with the letter 3 places back in the alphabet.
This was of course only possible if the legionnaire knew beforehand that each letter was shifted 3 places,
that is, he knows that key is 3. This system can be generalized by shifting a letter an arbitrary number
of places, and the key is then said to be number of places that the letters are shifted. However, one
moment of thought shows that there are only 26 possible keys, so an attacker trying to break the scheme
can simply try all keys and select the one that decodes to a readable message.

The method of Caesar to encode messages is an example of a cryptographic scheme. However,
as shown, Caesars method is not very secure. The question arises what it means for a cryptographic
scheme to be secure. Shannon [Sha49] characterized security already in 1949 using his theory of entropy.
However his characterization requires that for every bit in the communication there is a bit in the key.
So in case of submitting a message, this implies that we need a key which is as long as the message.

In those days, only symmetric cryptography, in which both sender and receiver use the same key,
was known. So in order to achieve perfect secrecy, people must agree upon a key beforehand that is
as long as the message that one would like to send on a later point in time. This is of course very
impractical, and therefore other methods where used for secret communication. However, the design of
such methods was mostly based on experience and followed more or less an ad hoc fashion. A period in
which schemes were broken, repaired and broken again followed. Practitioners became more and more
dissatisfied with this situation and the need for mathematically analyzed methods increased. However
it was not clear how to extend Shannons theory.

Then, in a historical paper, Diffie and Hellman [DH76] introduced the idea of asymmetric cryptog-
raphy. That is, in an asymmetric cryptographic scheme every user has 2 keys, one public key, which
is publicly known and one private key, which is only known to the user. The public key can be used
to send encoded messages to the user and these encoded messages can only be decoded using the cor-
responding private key. Furthermore, Diffie and Hellman introduced a new idea for defining security.
Instead of achieving perfect security as defined by Shannon, they show how to base a cryptographic sys-
tem on a computationally intractable problem. This results in the famous Diffie–Hellman key exchange
protocol.

The results of Diffie and Hellman initiated a new direction in cryptographic research. New defini-
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tions of security where developed and new cryptographic schemes were designed and showed to satisfy
these new security definitions. The idea of Diffie and Hellman is formalized by analyzing cryptographic
schemes in the complexity theoretic framework of computer science: all parties, including the attacker,
involved in a cryptographic scheme are modeled as Turing machines with running time bounded by a
polynomial in the input length. Furthermore, security of a scheme is defined by so-called attack capa-
bilities and attack goals. Moreover, the security of a cryptographic scheme is shown by transforming a
successful attacker into an algorithm that breaks a computationally hard problem. As it is assumed that
the underlying hard problem is intractable, no successful attacker can exists.

This method provides a strong security guarantee as the transformation of a successful attacker
provides an algorithm for solving the underlying problem. This implies that instead of attacking a
system, the attacker has to focus on the underlying hard problem, for which no efficient algorithms
are known. Such security guarantees are called security reductions. In this thesis we will focus on
techniques for providing security reductions for cryptographic schemes.

1.2 Project description

The NLNCSA is involved with the protection of information within the Dutch government. As such,
it is interested in techniques for systematically analyzing cryptographic schemes to gain confidence in
the trustworthiness of the schemes they employ. In this project we explore the different models and
techniques used in analyzing cryptographic schemes. Furthermore, given a cryptographic scheme with
a security reduction, we discuss how such a reduction should be interpreted and which practical aspects
should be taken into account.

We started our research with an intensive literature study on the different techniques and models
used in the area. The first part of the thesis is devoted to the results of this study. The second part
of the thesis explores a recently introduced technique by Kiltz and Neven [KN07], called hedging. In
this technique one obtains two unrelated security reductions for a cryptographic scheme, subject to
different idealizations. This technique is very interesting, as it gives more confidence in a cryptographic
scheme. We illustrate this technique by providing some easy examples. Furthermore, we consider
hedged security of the Korean certificate-based signature scheme, which is part of an ISO-standard. For
this signature scheme, there exists a security reduction in the random oracle model. Because there is a
security reduction in the generic group model for a related signature scheme (ECDSA), it was expected
that hedging techniques should be applicable to this scheme. We provide hedged security by giving a
new security reduction in the generic group model. Finally, in the last part of the thesis, the practical
implications of reductionist security arguments are discussed.

In the thesis we restrict our discussion to the discrete logarithm setting. However, note that most of
the techniques, security notions and formal models can also be applied to, for example, an RSA-setting.

1.3 Outline

In Chapter 2 we establish the basic notation and terminology. In Chapter 3 we define security notions
for several cryptographic primitives. In Chapter 4 we list some common hard problems on which secu-
rity of a cryptographic primitives can be based. Furthermore, in Chapter 5 we discuss some common
idealizations, which are sometimes a necessary ingredient for security reductions. In Chapter 6 we illus-
trate the hedging technique and provide the hedged security of the Korean certificate-based signature
scheme. Finally in Chapter 7 we discuss the practical implications of the reductionist security approach.



Chapter 2
Preliminaries

In this chapter we give the definitions and ideas that serve as a basic for the rest of this work.

2.1 Notation

We denote by IN the ring of positive integers. If p ∈ IN then we denote by Zp the ring of integers
modulo p and by Z∗p the corresponding multiplicative group of units.

For λ ∈ IN we let 1λ denote the string of λ copies of 1. Most algorithms take as input this string 1λ,
because this allows one to bound the running time of an algorithm in terms of a polynomial in λ, even
if the algorithm takes no input or very short inputs.

By {0, 1}k we denote the set of bit strings of length k, for k ∈ IN. If not explicitly mentioned,
by m ∈ {0, 1}∗ we mean that the length of m is arbitrary, but polynomially bounded (in a security
parameter). Furthermore, if i is an integer, then by |i| we denote its length as a bit string.

Let A be a finite set and let X be a random variable taking values in A. Furthermore let c be a
variable and a ∈ A. By c← a we denote the algorithmic action of assigning the value a to the variable c.
If A is a subset of the integers, then by c←n a we denote the algorithmic action of reducing a modulo n
and assigning the result to the variable c.

By [X] we denote {a ∈ A | Pr[X = a] 6= 0}. Furthermore, c R←− X denotes sampling from A according
to the distribution of X. If X is the uniform distribution, then we write c R←− A or c ∈R A.

If P is some k-ary predicate and X1, . . . , Xk is a family of random variables taking values in A1, . . . , Ak,
then by

Pr[P(c1, . . . , ck) : c1
R←− X1 ; . . . ; ck

R←− Xk]

we denote the probability that P is true given that c1 is sampled according to X1 and c2 is sampled
according to X2 etc. More generally, each Xi may be a family of probability spaces indexed by elements
c1 ∈ A1, . . . , ci−1 ∈ Ai−1. Then by

Pr[P(c1, . . . , ck) : c1
R←− X1 ; X2(c1) ; . . . ; ck

R←− Xk(c1, . . . , ck−1)]

we denote the probability that P is true given that c1 sampled according to the distribution of X1, after
which c2 is sampled according to X2(c1) etc. Note that in this case the order in which is sampled is
important.

2.2 Computational model and complexity theory

In the reductionist security approach of cryptography one reduces the security of a cryptographic sys-
tem to the insolvability of a well established mathematical problem. As one then assumes that it is
infeasible to solve this problem, the security of the system follows by contradiction: an adversary, which
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is successful in attacking a certain cryptographic system, is also able to efficiently solve the underlying
problem, which is assumed to be impossible. So no such adversary can exists.

Therefore statements like “if problem X is difficult then system Y is secure” are often encountered
in literature. The question that arises, is what kind of problems are needed to make such a statement
practical. Of course, a statement like “if adding two numbers modulo n is difficult then ...” does not
make any sense as adding modulo n is not a difficult problem. So we should define what it means for a
problem to be difficult. Therefore we first describe our model of computation.

It is generally accepted that parties (including the adversary) involved in a cryptographic system
are modeled as probabilistic polynomial-time Turing machines (PTM’s). So whenever we talk about
computationally feasible or efficiently solvable problems, we mean problems that can be solved by a
PTM. Problems that can be solved on a PTM include the complexity class BPP , which is the complexity
class of decision problems solvable by a probabilistic Turing machine in polynomial time, with an error
probability of at most 1/3 for all instances.

As every problem in this complexity class can be solved with bounded error on a PTM, it is for
cryptographic purposes at least required that a problem is not in BPP , otherwise an adversary is able
to efficiently solve this problem. However the restriction for problems to be not in BPP is not yet
sufficient, as a problem that is not in BPP may only be hard in the worst case. What we really need is
a problem that is hard in the average case.

The following definition is informal but can be used to formalize the concept discussed above. The
interested reader is referred to [TW87] and [OO90] for a more detailed discussion.

Definition 2.1 (Random self-reducible) A problem is random self-reducible if any instance I can be solved
in the following steps:

I. transform I in polynomial time into an uniformly selected instance I′

II. solve the problem for instance I′

III. solve instance I in polynomial time given the solution to I′

A random self-reducible problem that is hard in the worst case is also hard in the average case.
This can be seen as follows. Suppose we have a problem P for which a fraction of ε instances are
hard. Using the random self-reducibility property of P we can transform a hard instance I into another
instance I′. However the instance I′ is with high probability an average case instance, for which we can
efficiently obtain a solution. Using the random self-reducibility a second time, we can efficiently extract
the solution for instance I from the solution to instance I′, which implies that we have efficiently solved
instance I. So indeed, if a random self-reducible problem is hard, then it is hard for all instances.

This implies that random self-reducible problems not in BPP are the appropriate problems for
cryptography. Indeed, almost all hard problems considered in cryptography are random self-reducible
and are not known to be in BPP .

2.3 Distinguishability

Now that we have established our computational model, we introduce the terminology needed in dis-
cussing security arguments. Security of a cryptographic system is commonly defined by a game played
by an adversary against a system. In such a game the adversary likely has to distinguish between two
probability distributions. Because we model an adversary as a probabilistic polynomial-time algorithm
it is not always required that two probability distributions are exactly the same. In fact, sometimes it is
sufficient if the adversary is not able to distinguish between the distributions within the available com-
puting time. The upcoming definitions formalize this concept. Furthermore, the propositions following
the definitions, make the game playing technique of [Sho04] an very useful tool in proving security.

Definition 2.2 Let f : IN → IR be a positive function. Then f is called negligible, notation f (λ) = negl(λ), if
for every positive polynomial p there exists a λ0 such that for every λ ≥ λ0 holds

f (λ) ≤ 1
p(λ)

.
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Definition 2.3 Let f : IN→ IR be a positive function. Then f is called not-negligible, if there exists a p(n) such
that for every λ0 there exists a λ ≥ λ0 for which

f (λ) ≥ 1
p(λ)

.

Definition 2.4 Let f : IN→ IR be a positive function. Then f is called non-negligible, if there exists a p(n) and
a λ0 such that for all λ ≥ λ0 holds that

f (λ) ≥ 1
p(λ)

.

Note that a function which is not-negligible is not necessarily non-negligible. For more details on
negligible functions we refer to [Bel08]. We have the following easy, but useful, results.

Proposition 2.5 Let f , g : IN→ Z be two negligible functions. Then the function f + g is also negligible.

Proposition 2.6 Let f : IN → Z be a negligible function. Furthermore let g be a positive polynomial. Then the
function g f is also negligible.

Proof Let p be a positive polynomial. As g is also a positive polynomial, gp is a positive polynomial.
Now, as f is negligible there exists a λ0 such that for all λ ≥ λ0 holds

f (λ) ≤ 1
g(λ)p(λ)

.

This implies that for all λ ≥ λ0

g(λ) f (λ) ≤ g(λ)
g(λ)p(λ)

=
1

p(λ)
,

which means that g f is negligible. 2

The following definition is the first step in formally defining the difference between two probability
distributions.

Definition 2.7 Let X and Y be random variables. The statistical distance ∆(X, Y) of X and Y is defined as

∆(X, Y) =
1
2 ∑

v∈V

∣∣∣Pr[X = v]− Pr[Y = v]
∣∣∣,

where V is the set of all possible values for X and Y.

The following lemma states some properties of the statistical distance, which prove that it is almost a
metric; only ∆(X, Y) = 0⇔ X = Y does not necessarily hold.

Lemma 2.8 Let X, Y and Z be random variables. Then

I. 0 ≤ ∆(X, Y) ≤ 1,

II. ∆(X, X) = 0,

III. ∆(X, Y) = ∆(Y, X),

IV. ∆(X, Y) + ∆(Y, Z) ≥ ∆(X, Z).

We are now ready to define what we mean by ‘an adversary should not be able to distinguish between
two distributions in the available computing time’. Recall that a probability ensemble is a collection of
random variables.

Definition 2.9 Let I be an index set and let X = {Xi}i∈I and Y = {Yi}i∈I be two probability ensembles. Then
X and Y are called

• Perfectly indistinguishable if ∆(Xi, Yi) = 0 for every i ∈ I,

• Statistically indistinguishable if ∆(Xi, Yi) is negligible in |i| for every i ∈ I,
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• Computationally indistinguishable if for all i ∈ I and for all algorithms D ∈ BPP

AdvD(Xi, Yi) =
∣∣∣Pr[D(Xi) = 1]− Pr[D(Yi) = 1]

∣∣∣
is negligible in |i|. In this context the algorithm D is often called a distinguisher.

The function AdvD in the above definition is referred to as the advantage of the distinguisher D.

Lemma 2.10 Let I be an index set and let X = {Xi}i∈I and Y = {Yi}i∈I be two probability ensembles. If X and
Y are statistically indistinguishable then they are computational indistinguishable.

Proof This easily follows by showing that AdvD(X, Y) ≤ ∆(X, Y). 2

The following lemma states a transitivity property of computational indistinguishability, which is a
basic tool in the game playing technique of [Sho04], because it allows us to subsequently make ‘unde-
tectable’ changes to a security game.

Proposition 2.11 Let I be an index set and let X = {Xi}i∈I , Y = {Yi}i∈I and Z = {Zi}i∈I be probability
ensembles and let D ∈ BPP be a distinguisher. Then

AdvD(X, Y) + AdvD(Y, Z) ≥ AdvD(X, Z).

Proof Follows directly from the triangle inequality for IR. 2

As already stated before, security of a cryptographic scheme is often modeled in form of a game
between a challenger and an adversary. A statement about security may be proved by allowing the
challenger to sequentially make small changes to such a game and then arguing that these changes are
not detectable by the adversary. I.e. the games are computationally indistinguishable. In this way we
obtain a sequence of games, for which the last game is often easy to analyse. Sometimes a change is just
an additional test performed by the challenger and the challenger only proceeds if the test succeeds. So
if the test succeeds, the new game proceeds identically to the old game. Only if the test fails something
different occurs. This lemma allows us to bound the probability of success for the adversary in the new
game (with the extra test).

Lemma 2.12 (Difference lemma) Let F1, F2 and A be events in some probability space. Furthermore, assume
that F1 ∧ ¬A occurs if and only if F2 ∧ ¬A occurs. Then

|Pr[F1]− Pr[F2]| ≤ Pr[A].

Proof We have
Pr[F1 ∧ ¬A] = Pr[F2 ∧ ¬A],

which implies

|Pr[F1]− Pr[F2]| = |Pr[F1 | ¬A] · Pr[¬A] + Pr[F1 | A] · Pr[A]
−Pr[F2 | ¬A] · Pr[¬A]− Pr[F2 | A] · Pr[A]|

= |Pr[F1 ∧ ¬A]− Pr[F2 ∧ ¬A] + (Pr[F1 | A]− Pr[F2 | A]) Pr[A]|
= |Pr[F1 | A]− Pr[F2 | A]|Pr[A]
≤ Pr[A],

proving the lemma. 2

2.4 Pairings and computational group schemes

A lot of cryptographic schemes require some kind of key generation phase in which an appropriate
group is selected. So in considering the security of such a scheme we have to take into account all the
possible choices for such a group. To formally handle this, we introduce the notion of a computational
group scheme, which is due to Cramer and Shoup [CS03].
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Definition 2.13 ([CS03] Computational group scheme) A computational group scheme is a sequence of
group distributions, denoted by G := {Sλ}λ∈IN. For each λ ∈ IN, Sλ is a probability distribution of group
descriptions. A group description Γ[Ĝ, G, g, p] specifies a finite abelian group Ĝ, along with a subgroup G of
prime order p and a generator g of G.

In the above definition we use multiplicative notation for the group operation. However, sometimes
we like to use additive notation for the group operation. In that case we write Γ[Ĝ, G, P, q, +] for a
group description to specify a finite abelian group Ĝ, along with a subgroup G of prime order q and a
generator P of G.

In our discussion we also use some pairing based cryptographic schemes. We first define pairings
and next introduce the pairing variant of a computational group scheme.

Definition 2.14 (Pairing) Let G1, G2 and GT be three cyclic groups of prime order p and let g1, g2 be generators
of G1 and G2 respectively. A pairing is an admissible bilinear map e : G1 × G2 → GT . That is e satisfies the
following properties:

I. for x, y ∈ Zp we have that e(gx
1 , gy

2) = e(g1, g2)xy, i.e. e is bilinear,

II. the element e(g1, g2) ∈ GT generates GT ,

III. e is efficiently computable.

The pairing is called symmetric if G1 = G2 in the above definition, otherwise it is called asymmetric.
Some authors insist on the existence of an efficiently computable isomorphism from G2 to G1. This is
not important for the actual calculation of the pairing, but is often important in the security reduction.
Smart and Vercauteren [SV07] have analyzed this requirement in more detail and they show that the
existence of such an isomorphism gives rise to different underlying assumptions. In particular, Smart et
al. show that the precise proof techniques used in pairing based protocols have subtle implications on
the nature of the underlying hard problems. If the isomorphism is required for the security reduction,
then this gives rise to a so-called interactive assumptions, where the adversary has access to an oracle
that computes the isomorphism. This is because with standard representations of the groups G1 and G2
it appears to be impossible to have both an efficiently computable pairing and an efficiently computable
isomorphism of group G2 to G1 at the same time.

In Section 6.5 we discuss the Boneh–Franklin identity-based encryption scheme, where a symmetric
pairing is used. However, if an asymmetric pairing is used, then for the security reduction an efficiently
computable isomorphism is needed. In [SV07] it is carefully analyzed what the implications are for this
scheme. As we only use symmetric pairings we refer to [SV07] for more details. Note however, that
some assumptions in Chapter 4 are formulated for asymmetric pairings.

We now introduce computational pairing group schemes, which are the pairing variant of computa-
tional group schemes.

Definition 2.15 (Computational pairing group scheme) A computational pairing group scheme PG :=
{Sλ}λ∈IN is a sequence of pairing group distributions. For each λ ∈ IN, Sλ is a probability distribution of pairing
group descriptions. A pairing group description Γ[G1, G2, GT , g1, g2, p, e] specifies groups G1, G2 and GT of the
same prime order p, generators g1, g2 of G1 and G2 respectively and a pairing e : G1×G2 → GT . in case G1 = G2
then we use Γ[G, GT , g, p, e] to denote the pairing group description.

Of course, computational (pairing) group schemes should also provide several algorithms. For exam-
ple, a computational group scheme should specify an algorithm that on input of λ ∈ IN, Γ[Ĝ, G, g, p] ∈
[Sλ] and two elements h1, h2 ∈ Ĝ calculates h1 · h2. We refer to [CS03] for more details.

2.5 Hash functions and pseudo-random functions

Let G be a computational group scheme specifying a sequence of group distributions {Sλ}λ∈IN.

Definition 2.16 (Hash function family) Let λ ∈ IN and Γ[Ĝ, G, g, p] ∈ [Sλ]. A family of hash functions is a
set H := {Hk}k∈K of functions Hk : G → {0, 1}`, where ` is polynomially bounded in λ.
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Let λ ∈ IN and Γ[Ĝ, G, g, p] ∈ [Sλ]. For a family of hash functions H = {Hk}k∈K to be used in
a cryptographic system one requires that given h ∈ G and k ∈ K it is computationally feasible to
compute Hk(h) and furthermore usually one or more of the following properties are required. Let A be
a probabilistic polynomial-time algorithm:

Pre-image resistance [RS04] For λ ∈ IN and Γ[Ĝ, G, g, p] ∈ [Sλ] define

AdvPreH,A(λ) = Pr[h ∈ G ∧ Hk(h) = y : k R←− K ; y R←− {0, 1}` ; h← A(1λ, k, y)].

The hash function family H is pre-image resistant if for all probabilistic polynomial-time algo-
rithms A the function AdvPreH,A(λ) = negl(λ).

Second pre-image resistance [RS04] For λ ∈ IN and Γ[Ĝ, G, g, p] ∈ [Sλ] define

AdvSndH,A(λ) = Pr[h′ ∈ G ∧ Hk(h) = Hk(h′) ∧ h 6= h′ : k R←− K ; h R←− G ; h′ ← A(1λ, k, h)].

The hash function family H is second pre-image resistant if for all probabilistic polynomial-time
algorithms A the function AdvSndH,A(λ) = negl(λ).

Collision resistance [RS04] For λ ∈ IN and Γ[Ĝ, G, g, p] ∈ [Sλ] define

AdvColH,A(λ) = Pr[h1, h2 ∈ G ∧ Hk(h1) = Hk(h2) ∧ h1 6= h2 : k R←− K ; (h1, h2)← A(1λ, k)].

The hash function H is collision resistant if for all probabilistic polynomial-time algorithms A the
function AdvColH,A = negl(λ).

Universal one-way [RS04] For λ ∈ IN and Γ[Ĝ, G, g, p] ∈ [Sλ] define

AdvUOWHH,A = max
h∈G

Pr[Hk(h) = Hk(h′) ∧ h 6= h′ : k R←− K ; h′ ← A(1λ, k, h)].

The hash function familyH is universal one-way if for all probabilistic polynomial-time algorithms
A the function AdvUOWHH,A(λ) = negl(λ).

Entropy smoothing [Sho04] Let

AdvESH,A(λ) = |Pr[σ = 1 : k R←− K ; h R←− G ; σ← A(1λ, k, Hk(h))]

−Pr[σ = 1 : k R←− K ; y R←− {0, 1}` ; σ← A(1λ, k, y)]|.

The hash function family H is entropy smoothing if for all probabilistic polynomial-time algo-
rithms A, for all λ ∈ IN and all Γ[Ĝ, G, g, p] ∈ [Sλ] the function AdvESH,A(λ) = negl(λ).

Uniform[Bro05] For each k ∈ K and y ∈ {0, 1}` we define Pk,y := H←k (y) to be the set of pre-images of
y under Hk. The hash function family H is εu-uniform if for all k ∈ K and y ∈ {0, 1}` we have that
1/|Pk,y| < εu and furthermore for all probabilistic polynomial-time algorithms A, for all λ ∈ IN
and all Γ[Ĝ, G, g, p] ∈ [Sλ] the function AdvESH,A(λ) = negl(λ). Note that a uniform hash function
family is thus entropy smoothing.

For relations between several of these requirements and a more detailed discussion of security prop-
erties for hash functions we refer to [RS04]. The entropy smoothing property, may be a bit less known.
However it is relatively easy to construct such a function. For example the identity function satisfies this
requirement. It is also possible to construct these functions using the Entropy Smoothing Theorem (also
known as the Left-over Hash Lemma) [IZ89], as mentioned by Shoup [Sho04].

Furthermore there is an elegant construction by Cramer and Shoup [CS03], which is also used in the
construction of a pseudorandom generator [FSS07] to transfer randomness. Let p = 2q + 1 where p and
q are both prime. Let G be the subgroup of Z∗p of order q. Then G simply is the subgroup of quadratic
residues. The function f : G → {1, . . . , q} defined by

f (x) =
{

x if x ≤ q
p− x otherwise
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is proven to be a bijection in [CS03], which clearly is entropy smoothing. Using bit string representation
for the numbers {1, . . . , q}, we obtain an entropy smoothing hash function if q is very close to a power
of 2. Farashahi et al. [FSS07] generalize this idea to a bijection G×Zl → Zp ×Zl where the extra part
can be used for recycling in the random generator.

The following observation is due to Brown [Bro05] and Stinson [Sti01].

Lemma 2.17 Let H = {Hk}k∈K be a collision resistant, εu-uniform family of hash functions, where εu is neg-
ligible in a security parameter λ ∈ IN. Furthermore, for each k ∈ K, Hk : {0, 1}`1 → {0, 1}`2 , where `1, `2 are
polynomially bounded in λ. Then H is also pre-image resistant.

Proof Suppose there exists an algorithm A that succeeds with non-negligible probability in finding
pre-images. We describe an algorithm A1 that uses A to find a collision. Algorithm A1 gets as input a
random index k ∈ K and has to find two messages M and M′ such that Hk(M) = Hk(M′). Algorithm A1
selects M ∈R {0, 1}`1 and uses algorithm A to find a pre-image M′ of Hk(M). Because H is εu-uniform,
the probability that M = M′ is less than εu, which is negligible. This implies that A1 with non-negligible
probability finds a collision for Hk. This is impossible as H is collision resistant. So no such algorithm
A can exists, and H is also pre-image resistant. 2

We conclude the chapter with the definition of a pseudo-random function family. This notion is
needed in our discussion of the Boneh–Franklin identity-based encryption scheme in Section 6.5.

Definition 2.18 (Pseudo-random function family) Let λ ∈ IN and let F = {Fk}k∈K be a family of keyed
functions, where each Fk : {0, 1}`1 → {0, 1}`2 , where `1 and `2 are polynomially bounded functions in λ. Let
Γ`1,`2 denote the set of all functions from {0, 1}`1 to {0, 1}`2 . Consider an adversary A, which is a probabilis-
tic polynomial time algorithm with oracle access to a function in Γ`1,`2 . Define its pseudo-random advantage
AdvPRFF ,A as

AdvPRFF ,A(λ) = |Pr[σ = 1 : k R←− K, σ← AFk (1λ)]− Pr[σ = 1 : f R←− Γ`1,`2 , σ← A f (1λ)]|.

The family F is called a pseudo-random function family, if AdvPRFF ,A(λ) = negl(λ).
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Chapter 3
Security requirements for cryptographic
schemes

In this chapter we discuss some cryptographic primitives and their required security properties. We first
identify two aspects in considering the security of a particular scheme. The first one are the capabilities
of the adversary. For example, is the adversary allowed to modify messages or is he just able to inter-
cept messages? In the first scenario this is called an active attack, and in the second a passive attack.
Depending on the scheme there are different types of passive and active attacks.

The second aspect of security is the goal of the adversary. For example in case of public-key encryp-
tion, do we consider a scheme broken if the adversary is able to obtain the secret key, or is it considered
broken when the adversary is able to correctly decrypt one ciphertext. Also in this case there are various
goals.

These two aspects of security are usually combined in form of a game between the adversary and a
party called the challenger. The adversary is then declared successful if he is able to win the game. The
rules of the game then correspond to the adversarial capabilities and the adversarial goal corresponds
to winning the game. This game usually consists of a combination of the weakest adversarial goal and
the strongest adversary and a cryptographic scheme is defined to be secure if the probability that the
adversary wins this game is negligible in the security parameter.

In this chapter we follow style of notation and definitions from Cramer and Shoup [CS03], and where
necessary we adapt other definitions to this style of notation. In particular, Sections 3.1 and 3.2 more or
less originate from [CS03]. We use notation from [CS03] because we think it is one of the few readable
styles, that captures all aspects of a formulation, without resorting on an overkill of sub- and superscript
notations. We do not claim any originality in this chapter and where possible we tried to refer to papers,
from which the material originates.

3.1 Public key encryption

Definition 3.1 ([CS03] Public-key encryption scheme) A public-key encryption scheme PKE consists of
three algorithms:

• PKE.KeyGen a probabilistic, polynomial-time key generation algorithm, that on input of the security param-
eter 1λ, λ ∈ Z≥0, outputs pair (PK, SK) of corresponding public and secret key. For λ ∈ IN we define the
probability spaces

PKE.PKSpaceλ := {PK : (PK, SK) R←− PKE.KeyGen(1λ)},
PKE.SKSpaceλ := {SK : (PK, SK) R←− PKE.KeyGen(1λ)}.

• PKE.Encrypt a probabilistic, polynomial-time encryption algorithm that on input of 1λ, a public key PK ∈
[PKE.PKSpaceλ] and a message m, outputs a ciphertext ψ.
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• PKE.Decrypt a deterministic, polynomial-time decryption algorithm that on input of 1λ, a secret key SK ∈
[PKE.SKSpaceλ] and a ciphertext ψ, outputs either a message m, or the special symbol reject.

Different public key encryption scheme’s PKE may specify different message spaces, which may
depend on λ ∈ IN and the public key PK ∈ [PKE.PKSpace]. By PKE.MSpaceλ,PK we denote the message
space associated with λ ∈ IN and PK.

In general there exist two different types of message spaces:

Restricted message space In this case PKE.MSpaceλ,PK is a finite set that depends on λ and PK.

Unrestricted message space In this case PKE.MSpaceλ,PK = {0, 1}∗, for all λ and PK.

Of course, a public key encryption scheme PKE must be sound in the sense that

PKE.Decrypt(1λ, SK, PKE.Encrypt(1λ, PK, m)) = m.

However, requiring this for all m is a very strong property. Therefore, this requirement is sometimes
relaxed (see e.g. [CS03]). A public and secret key pair (PK, SK) ∈ [PKE.KeyGen(1λ)] is a bad key
pair, if for some message m ∈ PKE.MSpaceλ,PK and ciphertext ψ ∈ [PKE.Encrypt(1λ, PK, m)] holds
that PKE.Decrypt(1λ, SK, ψ) 6= m. By BadKeyPairPKE(λ) we denote the probability that PKE.KeyGen
outputs a bad key pair for a given value of λ and a public key encryption scheme is called sound if
BadKeyPairPKE(λ) = negl(λ).

3.1.1 Security properties

For a public-key encryption scheme, security is commonly defined in terms of a game. This means that
there is some kind of setup phase, in which the adversary can prepare itself for the actual attack. In
the next phase the adversary obtains a target ciphertext from its environment. In the last phase, the
adversary has to determine some information about this target ciphertext, depending on the security
notion. We consider three types of adversaries, with different capabilities.

Chosen plaintext attack (CPA) In this scenario the adversary has access to an encryption oracle. Note
that in a public key encryption scheme this is trivial, as anyone who knows the public key, can
encrypt messages. So this attack can be considered as a passive attack.

Chosen ciphertext attack (CCA1) [NY90] In this scenario the adversary has in addition to the encryp-
tion oracle, also access to a decryption oracle, only prior to the point that he obtains a target
ciphertext.

Adaptive chosen ciphertext attack (CCA2) [RS92] In this scenario the adversary has access to a decryp-
tion and an encryption oracle. The only restriction to the decryption oracle is that, after obtaining
the target ciphertext, the adversary is not allowed to submit this ciphertext to the decryption ora-
cle. However, the adversary is allowed to derive new ciphertexts from the target ciphertext and to
submit these to the decryption oracle.

Over the last decades, different adversarial goals for public-key encryption schemes have been formu-
lated. However, it turns out that all adversarial goals are equivalent under an adaptive chosen ciphertext
attack (see e.g. [Gol04]).

Polynomial indistinguishability (IND) [GM84] In this scenario, the adversary obtains a target cipher-
text by submitting two messages to an oracle. The target ciphertext is an encryption of one of these
messages and the adversary’s goal is to determine of which message it is an encryption.

Semantic security (SS) [GM84] In this scenario, the adversary obtains a target ciphertext, and its goal
is to compute some information about it.

Non-malleability (NM) [DDN00] In this scenario, the adversary obtains a target ciphertext and has to
compute a ciphertext of which the plaintext is related to the original one.
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In practice, polynomial indistinguishability of a public-key encryption scheme, is often easiest to es-
tablish. Therefore we will describe an adaptive chosen message attack from viewpoint of polynomial
indistinguishability in more detail. We describe the complete attack game, it is left to the reader to
specify such attack games for the other scenarios.

Stage 1 On input of 1λ the adversary A initiates the game. The challenger runs the key generation
algorithm PKE.KeyGen(1λ) to obtain a public and secret key pair (PK, SK). The public key is send
to the adversary.

Stage 2 The adversary is allowed to ask decryptions of ciphertexts ψ of its choice. The challenger replies
with PKE.Decrypt(1λ, SK, ψ).

Stage 3 The adversary outputs two messages m0 and m1. The challenger chooses b R←− {0, 1} and sends
ψ∗

R←− PKE.Encrypt(1λ, PK, mb) to the adversary.

Stage 4 The adversary continues to make decryption queries ψ, subject to the restriction that ψ 6= ψ∗.
The challenger replies with PKE.Decrypt(1λ, SK, ψ).

Stage 5 Finally the adversary outputs a bit b′, which represents its guess of the bit b.

The adaptive chosen ciphertext advantage AdvCCAPKE,A(λ) of the adversary A against PKE on input 1λ

is |Pr[b = b′]− 1
2 | in the above game.

Definition 3.2 A public key encryption scheme PKE is said to be secure against an adaptive chosen ciphertext
attack, if

AdvCCAPKE,A(λ) = negl(λ).

A public key encryption scheme that is secure in the above sense is often called IND-CCA2 secure in
literature.

3.2 Hybrid encryption

Public-key encryption is usually not very efficient when compared to symmetric encryption, where the
same key is used for encryption and decryption. The idea of hybrid encryption is to first use a public key
encryption scheme to encrypt a key for a symmetric scheme, and then using the symmetric scheme to
encrypt the actual message. For very long messages this results in a far more efficient encryption scheme.
So a hybrid encryption scheme consists of two ingredients, called a key encapsulation mechanism KEM
and a data encapsulation mechanism DEM.

3.2.1 Key encapsulation

Definition 3.3 ([CS03] Key encapsulation mechanism) A key encapsulation mechanism KEM consists of
three algorithms:

• KEM.KeyGen a probabilistic, polynomial-time key generation algorithm, that on input of the security pa-
rameter 1λ, λ ∈ IN, outputs pair (PK, SK) of corresponding public and secret key. For λ ∈ IN we define
the probability spaces

KEM.PKSpaceλ := {PK : (PK, SK) R←− KEM.KeyGen(1λ)},
KEM.SKSpaceλ := {SK : (PK, SK) R←− KEM.KeyGen(1λ)}.

• KEM.Encrypt a probabilistic, polynomial-time encryption algorithm that on input of 1λ and a public key
PK ∈ [KEM.PKSpaceλ], outputs a pair (K, ψ), where K is a key and ψ is its corresponding ciphertext,
which is assumed to be a bitstring. Furthermore the key K is a bitstring of length KEM.KeyLen(λ), which
is a parameter of KEM.
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• KEM.Decrypt a deterministic, polynomial-time decryption algorithm that on input of 1λ, a secret key SK ∈
[KEM.SKSpaceλ] and a ciphertext ψ, outputs either a key K, or the special symbol reject.

Of course, also a key encapsulation mechanism KEM must be sound in the sense that if (K, ψ) =
KEM.Encrypt(1λ, PK) that then KEM.Decrypt(1λ, SK, ψ) = K. However, requiring that this always holds
is a very strong property. Therefore this requirement is sometimes relaxed. We call a public and secret
key pair (PK, SK) ∈ [KEM.KeyGen(1λ)] a bad key pair, if for some (K, ψ) ∈ [KEM.Encrypt(1λ, PK)] holds
that KEM.Decrypt(1λ, SK, ψ) 6= K. By BadKeyPairKEM(λ) we denote the probability that KEM.KeyGen
outputs a bad key pair for a given value of λ and a key encapsulation mechanism is called sound if
BadKeyPairKEM(λ) = negl(λ).

The security notions for a key encapsulation mechanism are very similar to a public key encryption
scheme. Therefore we describe the attack game for a key encapsulation mechanism directly.

Stage 1 On input of 1λ the adversary A initiates the game. The challenger runs the key generation
algorithm KEM.KeyGen(1λ) to obtain a public and secret key pair (PK, SK). The public key is send
to the adversary.

Stage 2 The adversary is allowed to ask decryptions of ciphertexts ψ of its choice. The challenger replies
with KEM.Decrypt(1λ, SK, ψ).

Stage 3 The adversary queries an encryption oracle. The challenger computes a session key (K0, ψ∗) =
KEM.Encrypt(1λ, PK) and a random key K1

R←− {0, 1}KEM.KeyLen(λ) and selects a b R←− {0, 1}. Next
the challenger sets (K∗, ψ∗) = (Kb, ψ∗) and sends this pair to the adversary.

Stage 4 The adversary continues to make decryption queries ψ, subject to the restriction that ψ 6= ψ∗.
The challenger replies with KEM.Decrypt(1λ, SK, ψ).

Stage 5 Finally the adversary outputs a bit b′, which represents its guess of the bit b.

The adaptive chosen ciphertext advantage AdvCCAKEM,A(λ) of the adversary A against KEM on
input 1λ is |Pr[b = b′]− 1

2 | in the above game.

Definition 3.4 A key encapsulation mechanism KEM is said to be secure against an adaptive chose ciphertext
attack if

AdvCCAKEM,A(λ) = negl(λ).

3.2.2 Data encapsulation: one-time symmetric-key encryption

We briefly consider one-time symmetric-key encryption schemes, that is, symmetric-key encryption
schemes in which the key is only used once. This is because that is all we require in building secure
hybrid encryption schemes. The reader is referred to the book by Goldreich [Gol04] for a more thorough
discussion of symmetric-key encryption schemes and their security requirements. In the context of hy-
brid encryption, a one-time symmetric-key encryption scheme is called a data encapsulation mechanism
DEM.

Definition 3.5 ([CS03] One-time symmetric-key encryption scheme) A one-time symmetric-key en-
cryption scheme SKE consists of three algorithms:

• SKE.KeyGen a probabilistic, polynomial-time key generation algorithm, that on input of the security pa-
rameter 1λ, λ ∈ IN, outputs a key K. We assume the key K is a bit string and by SKE.KeyLen(λ) we
denote its length, which should be polynomial-time computable given 1λ. So the key generation algorithm
randomly selects a key K

R←− {0, 1}SKE.KeyLen(λ), given 1λ. We define SKE.KSpaceλ to be the corresponding
probability space, that is

SKE.KSpaceλ := {K : K
R←− {0, 1}SKE.KeyLen(λ)}.

• SKE.Encrypt a deterministic, polynomial-time encryption algorithm that takes as input 1λ, a key K ∈
[SKE.KSpaceλ] and a message m and outputs a ciphertext χ. We assume that the message and the ciphertext
are bit strings and we allow arbitrary length messages m. By SKE.CTLen(λ, `) we denote the maximum
length of any encryption of a message of length ` when using security parameter 1λ.
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• SKE.Decrypt a deterministic, polynomial-time decryption algorithm, that takes as input 1λ, a key K ∈
SKE.KSpace and a ciphertext χ and outputs a message m or the special symbol reject.

It is required that SKE satisfies the following soundness condition for all λ ∈ IN, for all K ∈ {0, 1}SKE.KeyLen(λ)

and for all messages m ∈ {0, 1}∗

SKE.Decrypt(1λ, K, SKE.Encrypt(1λ, K, m)) = m.

We next describe the attack scenario for a one-time symmetric-key encryption scheme. We do this, by
giving a detailed description of the attack game. Note that, for other purposes other security require-
ments may be convenient. The interested reader is referred to [Gol04].

Stage 1 On input of 1λ the adversary A initiates the game. The challenger runs the key generation
algorithm SKE.KeyGen(1λ) to obtain a key K.

Stage 2 The adversary outputs two messages m0 and m1. The challenger chooses b R←− {0, 1} and sends
χ∗

R←− SKE.Encrypt(1λ, K, mb) to the adversary.

Stage 3 The adversary continues to make decryption queries χ, subject to the restriction that χ 6= χ∗.
The challenger replies with SKE.Decrypt(1λ, K, ψ).

Stage 4 Finally the adversary outputs a bit b′, which represents its guess of the bit b.

The adaptive chosen ciphertext advantage AdvCCASKE,A(λ) of the adversary A against SKE on input 1λ

is |Pr[b = b′]− 1
2 | in the above game.

Definition 3.6 A one-time symmetric-key encryption scheme SKE is secure against an adaptive chose ciphertext
attack if

AdvCCASKE,A(λ) = negl(λ).

3.2.3 Hybrid public-key encryption

Definition 3.7 ([CS03] Hybrid public-key encryption scheme) A hybrid public-key encryption scheme
HPKE consists of two components, the key encapsulation mechanism KEM and a data encapsulation mecha-
nism DEM, which is a one-time symmetric-key encryption scheme. Suppose KEM and DEM are compatible, i.e.
KEM.KeyLen(λ) = DEM.KeyLen(λ) for all λ ∈ IN. Then HPKE consists of 3 algorithms:

• HPKE.KeyGen(1λ) a probabilistic polynomial-time key generation algorithm that takes as input 1λ and
outputs a pair (PK, SK) = KEM.KeyGen(λ), of corresponding public and private keys.

• HPKE.Encrypt a probabilistic polynomial time encryption algorithm that on input of 1λ, a public key PK
and a message m outputs a ciphertext ψ̂ = (ψ, χ), which is computed as (K, ψ) = KEM.Encrypt(1λ, PK)
and χ = DEM.Encrypt(1λ, K, m).

• HPKE.Decrypt: a deterministic polynomial time algorithm that takes as input 1λ, a secret key SK and a
ciphertext ψ̂, and outputs a message m or the special symbol reject. The decryption algorithm processes the
ciphertext as follows: first it is checked whether ψ̂ properly encodes a pair (ψ, χ). Next, the algorithm runs
KEM.Decrypt(1λ, SK, ψ), which returns a key K or the special symbol reject. If a key is returned, then the
challenger proceeds with decrypting χ by invoking DEM.Decrypt(1λ, K, χ), which results in a message m,
or the special symbol reject.

Security of a hybrid public-key encryption scheme is defined similar to security of a public encryption
scheme. In [CS03], Cramer en Shoup prove the following theorem.

Theorem 3.8 Let a hybrid public-key encryption scheme HPKE is secure against a adaptive chosen ciphertext
attack if the key encapsulation mechanism KEM as well as the one-time symmetric-key encryption scheme SKE, of
which it consists, are secure against an adaptive chosen ciphertext attack.

In particular, if A is a probabilistic, polynomial-time oracle query machine attacking HPKE then there exist
probabilistic polynomial time oracle query machines A1 and A2, whose running times are essentially the same as
that of A, such that for all λ ∈ IN

AdvCCAHPKE,A(λ) ≤ BadKeyPairKEM(λ) + 2 · AdvCCAKEM,A1
(λ) + AdvCCADEM,A2(λ).
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3.3 Digital signatures

Definition 3.9 ([GMR88] Signature scheme) A signature scheme Sig consists of three algorithms:

• Sig.KeyGen a probabilistic, polynomial time key generation algorithm, that on input of the security parameter
1λ outputs a pair (PK, SK) of corresponding secret and public key. For λ ∈ IN we define the probability
spaces

Sig.PKSpaceλ := {PK : (PK, SK) R←− Sig.KeyGen(1λ)},

Sig.SKSpaceλ := {SK : (PK, SK) R←− Sig.KeyGen(1λ)}.

• Sig.Sign a probabilistic, polynomial time algorithm that on input of 1λ, a secret key SK and a message m
produces a signature σ. We assume that a message is a bit string of length bounded by a polynomial in λ.

• Sig.Verify a deterministic, polynomial time algorithm that on input of 1λ, a public key PK, a message m and
a signature σ, outputs 1 if σ is a valid signature for m with respect to PK or outputs the special symbol
reject if σ is not a valid signature.

A signature scheme Sig must be sound in the sense that

Sig.Verify(1λ, SK, Sig.Sign(1λ, PK, m)) = 1.

However requiring this for all m is a very strong property. Therefor it is sometime convenient to relax
this requirement. We shall call a public and secret key pair (PK, SK) ∈ [Sig.KeyGen(1λ)] a bad key
pair, if for some message m ∈ Sig.MSpaceλ,PK and some signature σ ∈ [Sig.Sign(1λ, PK, m)] holds that
Sig.Verify(1λ, SK, σ) 6= 1. The probability that Sig.KeyGen outputs a bad key pair for a given value of λ is
denoted by BadKeyPairSig(λ) and a signature scheme is called sound if BadKeyPairSig(λ) = negl(λ).

3.3.1 Security properties

As with public key encryption, security for signature schemes is commonly defined in terms of a game.
This means that there is some kind of setup phase, in which the adversary can prepare itself for the
actual attack. In the second phase, the adversary has to determine some information or has to forge a
signature on a message. We consider four types of adversaries, each with different capabilities [GMR88].

Plain known message attack In this scenario the adversary obtains a list of messages and their signa-
tures, however, the messages are not chosen by the adversary.

Generic chosen message attack In this scenario the adversary can choose a list of messages, for which
he obtains a signature. The adversary has to make its choice before he obtains the public key.

Oriented chosen message attack In this scenario the adversary can choose a list of messages, for which
he obtains a signature. The adversary is allowed to make its choice after he has received the public
key.

Adaptively chosen message attack In this scenario the adversary is allowed to ask a signature on any
message he prefers, and the adversary is even allowed to adapt the queries according to previous
obtained signatures.

In contrast to public key encryption, there are several different adversarial goals for a signature scheme
[GMR88].

Total break In this scenario the adversary has to recover the secret key SK of the signer.

Universal forgery In this scenario the adversary has to construct an algorithm which creates a signature
on any message.

Existential forgery Here the adversary’s goal is to create a new message signature pair, which is not
already asked.
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The strongest security notion for a signature scheme is security against an existential forgery un-
der an adaptively chosen message attack. As with public key encryption schemes we give a detailed
description of the attack in form of a game.

Stage 1 On input of 1λ the adversary A initiates the game. The challenger runs the key generation
algorithm Sig.KeyGen(1λ) to obtain a public and secret key pair (PK, SK). The public key is send
to the adversary.

Stage 2 The adversary is allowed to ask signatures of messages m of its choice. The challenger replies
with Sig.Sign(1λ, SK, m).

Stage 3 Finally the adversary outputs a message m∗ and a guess for a signature σ∗ on m. It is required
that the adversary has not previously asked a signature on m∗ from the challenger.

The adaptively chosen message advantage AdvCMASig,A(λ) of the adversary A against Sig on input 1λ

is Pr[Sig.Verify(1λ, PK, m∗, σ∗) = 1] in the above game.

Definition 3.10 A signature scheme Sig is said to be secure against an existential forgery under an adaptive
chosen message attack if

AdvCMASig,A(λ) = negl(λ).

A signature scheme that is secure in the above sense is often called EF-CMA secure in literature.

3.4 Identity-based encryption

Definition 3.11 ([Sha85] Identity-based encryption scheme) An identity-based encryption scheme IBE
consists of four algorithms:

• IBE.KeyGen a probabilistic, polynomial-time key generation algorithm, that on input of the security param-
eter 1λ, λ ∈ IN, outputs a pair (PK, SK) of corresponding public and secret key. For λ ∈ IN we define the
probability spaces

IBE.PKSpaceλ := {PK : (PK, SK) R←− IBE.KeyGen(1λ)},
IBE.SKSpaceλ := {SK : (PK, SK) R←− IBE.KeyGen(1λ)}.

• IBE.Extract a deterministic, polynomial-time algorithm that on input of 1λ, a public key PK and an identity
ID ∈ {0, 1}∗, returns a private key SK.ID corresponding to identity ID.

• IBE.Encrypt a probabilistic, polynomial-time encryption algorithm that on input of 1λ, a public key PK ∈
[IBE.PKSpaceλ], and identity ID ∈ {0, 1}∗ and a message m, outputs a ciphertext ψ.

• IBE.Decrypt a deterministic, polynomial-time decryption algorithm that on input of 1λ, a secret key SK.ID
and a ciphertext ψ, outputs either a message m, or the special symbol reject.

Different identity-based encryption scheme’s IBE may specify different message spaces, which may
depend on λ ∈ IN and the public key PK ∈ [IBE.PKSpace]. By IBE.MSpaceλ,PK we denote the message
space associated with λ ∈ IN and PK.

In general there exist two different types of message spaces:

Restricted message space In this case IBE.MSpaceλ,PK is a finite set that depends on λ and PK.

Unrestricted message space In this case IBE.MSpaceλ,PK = {0, 1}∗, for all λ and PK.

Of course, an identity-based encryption scheme IBE must be sound in the sense that

IBE.Decrypt(1λ, IBE.Extract(1λ, PK, ID), PKE.Encrypt(1λ, PK, ID, m)) = m.

However, requiring this for all m is a very strong property. Therefore, this requirement is sometimes
relaxed. A public and secret key pair (PK, SK) ∈ [IBE.KeyGen(1λ)] is a bad key pair, if for some message
m ∈ IBE.MSpaceλ,PK and ciphertext ψ ∈ [IBE.Encrypt(1λ, PK, ID, m)] holds that IBE.Decrypt(1λ, SK.ID, ψ)
6= m. By BadKeyPairIBE(λ) we denote the probability that IBE.KeyGen outputs a bad key pair for a given
value of λ and an identity-based encryption scheme is called sound if BadKeyPairIBE(λ) = negl(λ).
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3.4.1 Security properties

We consider three different types of adversarial capabilities and three adversarial goals. For a detailed
description and relations among these notions we refer to [ACG+06]. Security is again modeled as a
game. First there is some setup phase in which the adversary is allowed to prepare itself for the actual
attack. In the second phase it obtains a target ciphertext and a target identity (possibly chosen by the
adversary) and the adversary has to determine some information about it. In contrast with public key
encryption, it is possible that the adversary knows some private keys corresponding to identities and an
identity-based encryption scheme should still be secure for identities whose private key is not known.
This is the reason for giving the adversary access to a private key extraction oracle.

Chosen plaintext attack (CPA) In this scenario the adversary has access to an encryption oracle and a
key extraction oracle. Note that the encryption oracle is trivial, as anyone who knows the public
key and picks an identity, can encrypt messages. This attack can be considered as a passive attack.
The adversary is not allowed to ask for the private key of the target identity.

Chosen ciphertext attack (CCA1) In this scenario the adversary has in addition to the encryption and
key extraction oracle, also access to a decryption oracle, only prior to the point that he obtains a
target ciphertext. The adversary is not allowed to ask for the private key of the target identity.

Adaptive chosen ciphertext attack (CCA2) In this scenario the adversary has access to a decryption,
an encryption and a key extraction oracle. The only restriction to the decryption oracle is that,
after obtaining the target ciphertext, the adversary is not allowed to submit this ciphertext to the
decryption oracle. However, the adversary is allowed to derive new ciphertexts from the target
ciphertext and to submit these to the decryption oracle. The adversary is also not allowed to ask
for the private key of the target identity.

The adversarial goals for public-key encryption schemes can be adapted to identity-based encryption
schemes. It turns out that also here all adversarial goals are equivalent under an adaptive chosen
ciphertext attack, see [ACG+06]. So we only describe the polynomial indistinguishability.

Polynomial indistinguishability (IND-ID) In this scenario, the adversary obtains a target ciphertext by
submitting two messages and a target identity to an oracle. The target ciphertext is an encryption
of one of these messages for the target identity and the adversary’s goal is to determine which
message is encrypted.

The strongest notion of encryption for an identity-based encryption scheme is security against poly-
nomial indistinguishability under and adaptive chosen ciphertext attack (IND-ID-CCA2). For complete-
ness we describe the full attack game.

Stage 1 On input of 1λ the adversary A initiates the game. The challenger runs the key generation
algorithm IBE.KeyGen(1λ) to obtain a public and secret key pair (PK, SK). The public key is send
to the adversary.

Stage 2 The adversary is allowed to ask key extraction queries for identities ID. The challenger responds
with IBE.Extract(1λ, SK, ID). The adversary is also allowed to ask decryptions of ciphertexts ψ for
identities ID of its choice. The challenger replies with IBE.Decrypt(1λ, IBE.Extract(1λ, SK, ID), ψ).

Stage 3 The adversary outputs two messages m0 and m1 and an identity ID∗ for which it has not issued a
key extraction query. Next, the challenger chooses b R←− {0, 1} and sends ψ∗

R←− IBE.Encrypt(1λ, PK,
ID, mb) to the adversary.

Stage 4 The adversary continues to make key extraction queries ID and decryption queries ψ, subject to
the restriction that ID 6= ID∗ and ψ 6= ψ∗. The challenger replies with the corresponding answers.

Stage 5 Finally the adversary outputs a bit b′, which represents its guess of the bit b.

The adaptive chosen ciphertext advantage AdvIDCCAIBE,A(λ) of the adversary A against IBE on input
1λ is |Pr[b = b′]− 1

2 | in the above game.



3.4 Identity-based encryption 19

Definition 3.12 An identity-based encryption scheme IBE is said to be secure against an adaptive chosen cipher-
text attack, if

AdvIDCCAIBE,A(λ) = negl(λ).

An identity based encryption scheme that is secure in the above sense, is often called IND-ID-CCA2
secure in literature.
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Chapter 4
Complexity theoretic assumptions

In this chapter we give an overview of some of the most frequently used complexity theoretic assump-
tions in reductionist security. In Section 4.1 we list assumptions related to the discrete logarithm problem
in cyclic groups of prime order and in Section 4.2 we list assumptions related to pairing based cryptog-
raphy.

Note that the overview in this chapter is far from extensive. Currently, with almost every newly
published paper, new complexity theoretic assumptions are introduced. In particular, the number of
pairing based cryptography related assumptions is rapidly increasing.

Also note that associated which each assumption in this chapter is a problem that is considered to be
hard. We do not explicitly mention these problems, because they can be deduced from the assumptions.

Before we can state the assumptions in a precise way, we have to discuss an important parameter,
called granularity, which was first identified by Sadeghi and Steiner [SS02]. Granularity specifies which
part of the underlying group structure is fixed and which part is variable. In [SS02] three granularity
levels for assumptions are identified. Let G be a computational group scheme specifying a sequence
(Sλ)λ∈IN of group descriptions and let λ ∈ IN be a security parameter.

Low-granularity The computational group scheme G is fixed, but not the specific structure instance
Γ[Ĝ, G, g, p] ∈ Sλ.

Medium-granularity The computational group scheme G as well as the group Ĝ and prime order p
subgroup G of Ĝ. However the generator of G is not fixed. Note that our formalism of compu-
tational group schemes, does not specify a distribution to sample in such a way. It is, however,
possible to extend this formalism to include such distributions.

High-granularity The computational group scheme G is fixed as well as Γ[Ĝ, G, g, p] ∈ Sλ, the structure
instance.

Clearly, assumptions based on low-granular problems are weaker than assumptions based on higher
granular problems. In addition, granularity has impact on equivalence of problems. Sadeghi and
Steiner [SS02] show that, depending on the granularity, it is possible for two problems to be or not
to be equivalent. So in discussing assumptions, we should mention the granularity of the underlying
problem. Unless stated otherwise, the assumptions in this chapter are stated in low-granular form.

Furthermore, each assumption is stated in its asymptotic version. That is, for each assumption AS
we define an advantage function AdvASG,A(λ), depending on the computational group scheme G and
a polynomial-time algorithm A. The AS-assumption states that AdvASG,A(λ) = negl(λ), for a security
parameter λ ∈ IN. In case a concrete security version of the assumption is needed, one can easily adapt
the formulation of the assumption to (ε, τ)-AS, meaning that no probabilistic polynomial-time algorithm
A running in time at most τ has advantage AdvASG,A(λ) at most ε in solving the underlying problem.

In practice, it is best to reduce the security of a particular system to an assumption associated with
a low granular problem. However, sometimes a high-granular version of assumption AS is needed.
In that case, for Γ[Ĝ, G, g, p] ∈ Sλ we write AdvASG,A(λ | Γ) to denote the assumption AS where the
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group description Γ is used. Finally note that it is easily seen that assumptions based on high-granular
problems imply the lower-granular assumptions ([SS02], Theorem 5.1).

4.1 Discrete logarithm based assumptions

Let G be a computational group scheme specifying a sequence of group distributions (Sλ)λ∈IN.

Assumption 1 ([McC90] Discrete log assumption) The discrete log (DL) assumption states that, for all
probabilistic polynomial-time algorithms A

AdvDLG,A(λ) := Pr[x = y : Γ[Ĝ, G, g, p] R←− Sλ ; x R←− Zp ; y← A(1λ, Γ, gx)]
= negl(λ).

Assumption 2 ([BNPS08] n-one-more discrete log assumption) The n-one more discrete log (n-OMDL)
assumption states that, for all probabilistic polynomial-time algorithms A

AdvOMDLG,A,n(λ) := Pr[(x1, . . . , xn+1) = (y1, . . . , yn+1) : Γ[Ĝ, G, g, p] R←− Sλ ;

x1, . . . , xn+1
R←− Zp ; (y1, . . . , yn+1)← AO(1λ, Γ, gx1 , . . . , gxn+1)]

= negl(λ),

where O is an oracle that solves the discrete log problem in G and A is allowed to invoke O at most n
times.

Assumption 3 ([DH76] Computational Diffie–Hellman assumption) The computational Diffie–Hell-
man (CDH) assumption states that, for all probabilistic polynomial-time algorithms A

AdvCDHG,A(λ) := Pr[gxy = h : Γ[Ĝ, G, g, p] R←− Sλ ; x, y R←− Zp ; h← A(1λ, Γ, gx, gy)]
= negl(λ).

Assumption 4 ([Bra93] Decisional Diffie–Hellman assumption) Define for all λ ∈ IN and Γ[Ĝ, G, g, p] ∈
Sλ

Tλ,Γ = G3,

Dλ,Γ = {(gx, gy, gxy) ∈ G3 | x, y ∈ Zp}.

The decisional Diffie–Hellman (DDH) assumption states that, for all probabilistic polynomial-time algo-
rithms A

AdvDDHG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 5 ([FTY96] Matching Diffie–Hellman assumption) The matching Diffie–Hellman assump-
tion states that, for all probabilistic polynomial-time algorithms A the advantage

AdvG,A(λ) := Pr[b = b′ : Γ[Ĝ, G, g, p] R←− Sλ ; x0, x1, y0, y1
R←− Zp ; b R←− {0, 1} ;

b′ ← A(1λ, Γ, gx0 , gy0 , gx1 , gy1 , gxbyb , gx1−by1−b)]
= negl(λ).

Assumption 6 ([BG04] Static Diffie-Hellman assumption) Let λ ∈ IN and Γ[Ĝ, G, g, p] ∈R Sλ be given.
Furthermore let x ∈R Zp be an arbitrary but fixed element. The static Diffie–Hellman assumption states
that for all probabilistic polynomial-time algorithms A the advantage

AdvG,A(λ | Γ, x) := Pr[h = gxy : y R←− Zp ; h← A(1λ, Γ, gx, gy)]
= negl(λ).



4.1 Discrete logarithm based assumptions 23

Note that Assumption 6 is stated in a higher granularity setting. This is because we need to fix a
particular group element.

Assumption 7 ([ST04] (n, m)-Extended Diffie–Hellman assumption) The (n, m)-extended Diffie–Hell-
man assumption states that, for all probabilistic polynomial-time algorithms A the advantage

AdvG,A,n,m(λ) := Pr[h = gP(x1,...,xn) : Γ[Ĝ, G, g, p] R←− Sλ ; x1, . . . , xn
R←− Zp ; P1, . . . , Pm, P R←− Zp[X1, . . . , Xn] ;

h← A(1λ, Γ, gP1(x1,...,xn), . . . , gPm(x1,...,xn))]
= negl(λ),

as long as P is not in the linear span of 〈1, P1, . . . , Pm〉.

Assumption 8 ([PM98]) For all probabilistic polynomial-time algorithms A the advantage

AdvG,A,n(λ) := Pr[h = gx·∑n
i=1 yi : Γ[Ĝ, G, g, p] R←− Sλ ; x, y1, . . . , yn

R←− Zp ;

h← A(1λ, Γ, gx, gy1 , . . . , gyn)]
= negl(λ).

Assumption 9 ([MSK02] n-weak Diffie–Hellman assumption) The n-weak Diffie–Hellman (n-WDH)
assumption states that for all probabilistic polynomial-time algorithms A

AdvWDHG,A,n(λ) := Pr[h = g−x : Γ[Ĝ, G, g, p] R←− Sλ ; x R←− Zp ; h← A(1λ, Γ, gx, . . . , gxn
)]

= negl(λ).

Assumption 10 ([BB04b] n-strong Diffie–Hellman assumption) The n-strong Diffie–Hellman (n-SDH)
assumption states that for all probabilistic polynomial-time algorithms A

AdvSDHG,A,n(λ) := Pr[h = gxn+1
: Γ[Ĝ, G, g, p] R←− Sλ ; x R←− Zp ; h← A(1λ, Γ, gx, . . . , gxn

)]
= negl(λ).

Assumption 11 ([MW96] Square Diffie–Hellman assumption) The square Diffie–Hellman (SqDH) as-
sumption states that, for all probabilistic polynomial-time algorithms A

AdvSqDHG,A(λ) := Pr[h = gx2
: Γ[Ĝ, G, g, p] R←− Sλ ; x R←− Zp ; h← A(1λ, Γ, gx)]

= negl(λ).

Assumption 12 ([BDZ03] Decisional square Diffie–Hellman problem) Define for all λ ∈ IN and all
Γ[Ĝ, G, g, p] ∈ Sλ

Tλ,Γ = G2,

Dλ,Γ = {(gx, gx2
) ∈ G2 | x ∈ Zp}.

The decisional square Diffie–Hellman (DSqDH) assumption states that, for all probabilistic polynomial-
time algorithms A

AdvDSqDHG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 13 ([BDZ03] Divisible Diffie–Hellman assumption) The divisible Diffie–Hellman (DiDH)
assumption states that, for all probabilistic polynomial-time algorithms A

AdvDiDHG,A(λ) := Pr[h = gxy−1
: Γ[Ĝ, G, g, p] R←− Sλ ; x R←− Zp ; y R←− Z∗p ; h← A(1λ, Γ, gx, gy)]

= negl(λ).
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Assumption 14 ([BDZ03] Decisional divisible Diffie–Hellman problem) Define for all λ ∈ IN and all
Γ[Ĝ, G, g, p] ∈ Sλ

Tλ,Γ = {(gx, gy, gz) ∈ G3 | x, z ∈ Zp, y ∈ Z∗p},

Dλ,Γ = {(gx, gy, gxy−1
) ∈ G3 | x ∈ Zp, y ∈ Z∗p}.

The decisional divisible Diffie–Hellman (DDiDH) assumption states that, for all probabilistic polynomial-
time algorithms A

AdvDDiDHG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 15 ([PS00a] Inverse Diffie–Hellman assumption) The inverse Diffie–Hellman (IDH) as-
sumption states that, for all probabilistic polynomial-time algorithms A

AdvIDHG,A(λ) := Pr[h = gx−1
: Γ[Ĝ, G, g, p] R←− Sλ ; x R←− Z∗p ; h← A(1λ, Γ, gx)]

= negl(λ).

Assumption 16 ([PS00a] Decisional inverse Diffie–Hellman problem) Define for all λ ∈ IN and all
Γ[Ĝ, G, g, p] ∈ Sλ

Tλ,Γ = {(gx, gy) ∈ G2 | x, y ∈ Z∗p},

Dλ,Γ = {(gx, gx−1
) ∈ G2 | x ∈ Z∗p}.

The decisional inverse Diffie–Hellman (DIDH) assumption states that, for all probabilistic polynomial-
time algorithms A

AdvDIDHG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 17 ([SS02] Inverted additive exponent assumption) The inverted additive exponent (IAE)
assumption states that, for all probabilistic polynomial-time algorithms A

AdvIAEG,A(λ) := Pr[h = g(x+y)−1
: Γ[Ĝ, G, g, p] R←− Sλ ; x, y R←− Z∗p ; h← A(1λ, Γ, gx−1

, gy−1
)]

= negl(λ).

Of course this assumption is only valid as long as x + y ∈ Z∗p.

Assumption 18 ([SS02] Decisional inverted additive exponent assumption) Define for all λ ∈ IN and
Γ[Ĝ, G, g, p] ∈ Sλ

Tλ,Γ = {(gx, gy, gz) ∈ G3 | x, y, z ∈ Z∗p},

Dλ,Γ = {(gx, gy, g(x+y)−1
) ∈ G3 | x, y ∈ Z∗p ∧ x + y ∈ Z∗p}.

The decisional inverted additive exponent (DIEA) assumption states that, for all probabilistic polynomial-
time algorithms A

AdvDIAEG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).
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Assumption 19 ([ABR01] Hash Diffie–Hellman assumption) Let k ∈ IN and define, for λ ∈ IN and
Γ[Ĝ, G, g, p] ∈ Sλ, Hλ,Γ : G → {0, 1}k. The hash Diffie–Hellman assumption (HDH) assumption states
that, for all probabilistic polynomial-time algorithms A

AdvHDHG,A(λ) := Pr[h = Hλ,Γ(gxy) : Γ[Ĝ, G, g, p] R←− Sλ ; x, y R←− Zp ;

h← A(1λ, Γ, gx, gy, Hλ,Γ)]
= negl(λ).

Assumption 20 ([ABR01] Decisional hash Diffie–Hellman assumption) Define for all λ ∈ IN and all
Γ[Ĝ, G, g, p] ∈ Sλ a hash function Hλ,Γ : G → {0, 1}k, for some k ∈ IN and let

Tλ,Γ = G2 × {0, 1}k,

Dλ,Γ = {(gx, gy, Hλ,Γ(gxy)) ∈ G2 × {0, 1}k | x, y ∈ Zp}.

The decisional hash Diffie–Hellman (DHDH) assumption states that, for all probabilistic polynomial-
time algorithms A

AdvDHDHG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 21 ([STW96] n-generalized Diffie–Hellman assumption) The n-generalized Diffie–Hellman
(n-GDH) assumption states that, for all probabilistic polynomial-time algorithms A

AdvGDHG,A,n(λ) := Pr[h = g∏n
i=1 xi : Γ[Ĝ, G, g, p] R←− Sλ ; x1, . . . , xn

R←− Zp ;

I ; h← A
(

1λ, Γ,
{

g∏i∈I xi | I ( {1, . . . , n}
})

]

= negl(λ).

Note that this assumption is sometimes referred to as the group Diffie–Hellman assumption.

Assumption 22 ([Bra93] n-representation assumption) The n-representation (n-RP) assumption states
that, for all probabilistic polynomial-time algorithms A

AdvRPG,A,n(λ) := Pr[g∏n
i=1 yi = g∏n

i=1 xi : Γ[Ĝ, G, g, p] R←− Sλ ; x1, . . . , xn
R←− Zp ;

I ; (y1, . . . , yn)← A
(

1λ, Γ, g∏n
i=1 xi

)
]

= negl(λ).

Assumption 23 ([ABR01] Oracle Diffie–Hellman assumption) Let k ∈ IN and define, for λ ∈ IN and
Γ[Ĝ, G, g, p] ∈ Sλ, Hλ,Γ : G → {0, 1}k. The oracle Diffie–Hellman (ODH) assumption states that, for all
probabilistic polynomial-time algorithms A

AdvODHG,A(λ) := Pr[h = Hλ,Γ(gxy) : Γ[Ĝ, G, g, p] R←− Sλ ; x, y R←− Zp ;

h← AOy(1λ, Γ, gx, gy, Hλ,Γ)]
= negl(λ).

where Oy is an oracle that on input g1 ∈ G outputs Hλ,Γ(gy
1), however input gx is not allowed to ask.

Assumption 24 ([ABR01] Decisional oracle Diffie–Hellman assumption) Define for all λ ∈ IN and all
Γ[Ĝ, G, g, p] ∈ Sλ a hash function Hλ,Γ : G → {0, 1}k, for some k ∈ IN and let

Tλ,Γ = G2 × {0, 1}k,

Dλ,Γ = {(gx, gy, Hλ,Γ(gxy)) ∈ G2 × {0, 1}k | x, y ∈ Zp}.
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The decisional oracle Diffie–Hellman (DODH) assumption states that, for all probabilistic polynomial-
time algorithms A

AdvDODHG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← AOy(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← AOy(1λ, Γ, ρ)]|

= negl(λ),

where Oy is an oracle that on input g1 ∈ G outputs Hλ,Γ(gy
1), however input gx is not allowed to ask.

Assumption 25 ([ABR01] Strong Diffie–Hellman assumption) The strong Diffie–Hellman (SDH) as-
sumption states that, for all probabilistic polynomial-time algorithms A

AdvSDHG,A(λ) := Pr[h = gxy : Γ[Ĝ, G, g, p] R←− Sλ ; x, y R←− Zp ;

h← AOy(1λ, Γ, gx, gy)]
= negl(λ).

where Oy is an oracle that on input g1, g2 ∈ G decides whether gy
1 = g2.

Assumption 26 ([BCP02] Multi Diffie–Hellman assumption) The multi Diffie–Hellman (MuDH) as-
sumption states that, for all probabilistic polynomial-time algorithms A

AdvMuDHG,A(λ) := Pr[hij = gxixj for 1 ≤ i < j ≤ n : Γ[Ĝ, G, g, p] R←− Sλ ; x1, . . . , xn
R←− Zp ;

{hij | 1 ≤ i < j ≤ n} ← A(1λ, Γ, gx1 , . . . , gxn)]
= negl(λ).

Assumption 27 ([BBS04] Linear assumption) The linear (LI) assumption states that, for all probabilistic
polynomial-time algorithms A

AdvLIG,A(λ) := Pr[k = gx+y : Γ[Ĝ, G, g, p] R←− Sλ ; x, y R←− Zp ;

f , h R←− G ; k← A(1λ, Γ, f , h, f x, hy)]
= negl(λ).

Assumption 28 ([BBS04] Decisional linear assumption) Define for all λ ∈ IN and Γ[G, GT , g, p, e] ∈ Sλ

Tλ,Γ = {( f , h, f x, hy, k) ∈ G5 | f , h, k ∈ G, x, y ∈ Zp},
Dλ,Γ = {( f , h, f x, hy, gx+y) ∈ G5 | f , h ∈ G, x, y ∈ Zp}.

The decisional linear (DLI) assumption states that, for all probabilistic polynomial-time algorithms A

AdvDLIG,A(λ) := |Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[Ĝ, G, g, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 29 ([OP01] Gap Diffie–Hellman assumption) The gap Diffie–Hellman (GDH) assumption
states that, for all probabilistic polynomial-time algorithms A

AdvGDHG,A(λ) := Pr[h = gxy : Γ[G1, G2, g1, g2, p] R←− Sλ ; x, y R←− Zp ; h← AO(1λ, Γ, gx, gy)]
= negl(λ)

where O is an oracle solving the decisional Diffie–Hellman problem in G.

Assumption 30 ([CKS08] Twin Diffie–Hellman assumption) The twin Diffie–Hellman (TDH) assump-
tion states that for all probabilistic polynomial-time algorithms A

AdvTDHG,A(λ) := Pr[h1 = gx1y ∧ h2 = gx2y : Γ[G1, G2, g1, g2, p] R←− Sλ ; x1, x2, y R←− Zp ;

(h1, h2)← A(1λ, Γ, gx1 , gx2 , gy)]
= negl(λ)
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Assumption 31 ([CKS08] Strong twin Diffie–Hellman assumption) The strong twin Diffie–Hellman
(STDH) assumption states that for all probabilistic polynomial-time algorithms A

AdvSTDHG,A(λ) := Pr[h1 = gx1y ∧ h2 = gx2y : Γ[G1, G2, g1, g2, p] R←− Sλ ; x1, x2, y R←− Zp ;

(h1, h2)← AO(1λ, Γ, gx1 , gx2 , gy)]
= negl(λ)

where O is an oracle solving the decisional twin Diffie–Hellman problem in G, that is the oracle decides
whether for a tuple (gx1 , gx2 , gy, gz1 , gz2) holds that z1 = x1y and z2 = x2y.

Several other discrete logarithm related assumptions exists. An important class consists of the knowl-
edge of exponent assumptions (KEA) 1 , 2 and 3, introduced in [Dam92], [HT98] and [BP04] respectively.
These are interactive assumptions, using concepts that fall outside the scope of this work. Furthermore,
KEA 2 is proven to be invalid in [BP04].

Another class of assumptions consists of the so-called chosen basis Diffie–Hellman assumptions,
which are introduced in [AP05]. These are also interactive assumptions that fall outside the scope of
this work and are proven to be invalid by Szydlo [Szy06].

The following two assumptions are well known, but fall a bit outside our framework. These are
assumptions about a problem between two different groups G1 and G2 of the same prime order p,
generated by g1 and g2 respectively. In analogue with computational group schemes, we define com-
putational gap group schemes GG, which specify a sequence of gap group distributions. We do not
formally define these notions, but assume the reader can fill in the details.

Let GG be a computational gap group scheme specifying a sequence of gap group distributions
(Sλ)λ∈IN.

Assumption 32 ([BLS04] co-Diffie–Hellman assumption) The co-Diffie–Hellman (cDH) assumption
states that, for all probabilistic polynomial-time algorithms A

AdvcDHGG,A(λ) := Pr[h = gxy
2 : Γ[G1, G2, g1, g2, p] R←− Sλ ; x, y R←− Zp ; h← A(1λ, Γ, gx

1 , gy
2)]

= negl(λ).

Assumption 33 ([BLS04] Decisional co-Diffie–Hellman assumption) Define for all λ ∈ IN and all
Γ[G1, G2, g1, g2, p] ∈ Sλ,

Tλ,Γ = G1 × G2
2 ,

Dλ,Γ = {(gx
1 , gy

2 , gxy
2 ) ∈ G3 | x, y ∈ Zp}.

The decisional co-Diffie–Hellman (DcDH) assumption states that, for all probabilistic polynomial-time
algorithms A

AdvDcDHGG,A(λ) := |Pr[σ = 1 : Γ[G1, G2, g1, g2, p] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[G1, G2, g1, g2, p] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

4.2 Pairing based assumptions

Let PG be a computational pairing group scheme, specifying a sequence (Sλ)λ∈IN of pairing group
descriptions.

Assumption 34 ([BF01, Jou04] Bilinear computational Diffie-Hellman assumption) The bilinear com-
putational Diffie–Hellman (BCDH) assumption states that, for all probabilistic polynomial-time algo-
rithms A

AdvBCDHPG,A(λ) := Pr[h = e(g, g)xyz : Γ[G, GT , g, p, e] R←− Sλ ; x, y, z R←− Zp ;

h← A(1λ, Γ, gx, gy, gz)]
= negl(λ).
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Assumption 35 ([BF01, Jou04] Bilinear decisional Diffie-Hellman assumption) Define for all λ ∈ IN
and Γ[G, GT , g, p, e] ∈ Sλ

Tλ,Γ = G3 × GT ,

Dλ,Γ = {(gx, gy, gz, e(g, g)xyz) ∈ G3 × GT | x, y, z ∈ Zp}.

The bilinear decisional Diffie–Hellman (BDDH) assumption states that, for all probabilistic polynomial-
time algorithms A

AdvBDDHPG,A(λ) := |Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 36 ([BLS04] Co-bilinear Diffie-Hellman assumption) The co-bilinear Diffie–
Hellman (cBDH) assumption states that, for all probabilistic polynomial-time algorithms A

AdvcBDHPG,A(λ) := Pr[h = e(g1, g2)xy : Γ[G1, G2, GT , g1, g2, p, e] R←− Sλ ; x, y R←− Zp ;

h← A(1λ, Γ, gx
1 , gy

1)]
= negl(λ).

Assumption 37 ([BLS04] Co-bilinear discrete log assumption) The co-bilinear discrete log (cBDL) as-
sumption states that, for all probabilistic polynomial-time algorithms A

AdvcBDLPG,A(λ) := Pr[z = xy : Γ[G, GT , g, p, e] R←− Sλ ; x, y R←− Zp ;

z← A(1λ, Γ, gx, gy)]
= negl(λ).

Assumption 38 ([ZSNS04] Bilinear inverse Diffie–Hellman assumption) The bilinear inverse Diffie–
Hellman (BIDH) assumption states that, for all probabilistic polynomial-time algorithms A

AdvBIDHPG,A(λ) := Pr[h = e(g, g)xy−1
: Γ[G, GT , g, p, e] R←− Sλ ; x, y R←− Zp ;

h← A(1λ, Γ, gx, gy)]
= negl(λ).

Assumption 39 ([AFGH06] Bilinear decisional inverse Diffie-Hellman assumption) Define
for all λ ∈ IN and Γ[G, GT , g, p, e] ∈ Sλ

Tλ,Γ = G2 × GT ,

Dλ,Γ = {(gx, gy, e(g, g)xy−1
) ∈ G2 × GT | x, y ∈ Zp}.

The bilinear decisional inverse Diffie–Hellman (BDIDH) assumption states that, for all probabilistic
polynomial-time algorithms A

AdvBDIDHPG,A(λ) := |Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 40 ([ZSNS04] Bilinear square Diffie–Hellman assumption) The bilinear square Diffie–
Hellman (BSDH) assumption states that, for all probabilistic polynomial-time algorithms A

AdvBSDHPG,A(λ) := Pr[h = e(g, g)xy2
: Γ[G, GT , g, p, e] R←− Sλ ; x, y R←− Zp ;

h← A(1λ, Γ, gx, gy)]
= negl(λ).
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Assumption 41 ([Kil06] Bilinear decisional square Diffie-Hellman assumption) Define for all λ ∈ IN
and Γ[G, GT , g, p, e] ∈ Sλ

Tλ,Γ = G2 × GT ,

Dλ,Γ = {(gx, gy, e(g, g)xy2
) ∈ G2 × GT | x, y ∈ Zp}.

The bilinear decisional square Diffie–Hellman (BDSDH) assumption states that, for all probabilistic
polynomial-time algorithms A

AdvBDSDHPG,A(λ) := |Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 42 ([NSN04] Bilinear variant Diffie-Hellman assumption) The bilinear variant Diffie–Hellman
(BvDH) assumption states that, for all probabilistic polynomial-time algorithms A

AdvBvDHPG,A(λ) := Pr[h = e(g, g)xy : Γ[G, GT , g, p, e] R←− Sλ ; x, y, z R←− Zp ;

h← A(1λ, Γ, gx, e(g, g)y)]
= negl(λ).

Assumption 43 ([NSN04] Bilinear decisional variant Diffie-Hellman assumption) Define for all λ ∈
IN and Γ[G, GT , g, p, e] ∈ Sλ

Tλ,Γ = G× G2
T ,

Dλ,Γ = {(gx, e(g, g)y, e(g, g)xy ∈ G× G2
T | x, y ∈ Zp}.

The bilinear decisional variant Diffie–Hellman (BDvDH) assumption states that, for all probabilistic
polynomial-time algorithms A

AdvBDvDHPG,A(λ) := |Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 44 ([Jou04] Generalized bilinear pairing inversion assumption) The generalized bilinear
pairing inversion (GBPI) assumption states that, for all probabilistic polynomial-time algorithms A

AdvGBPIPG,A(λ) := Pr[e(h1, h2) = e(g, g)z : Γ[G, GT , g, p, e] R←− Sλ ; x R←− Zp ;

(h1, h2)← A(1λ, Γ, e(g, g)x)]
= negl(λ).

Assumption 45 ([LW04, BZ04] Bilinear pairing inversion assumption) The bilinear pairing inversion
(BPI) assumption states that, for all probabilistic polynomial-time algorithms A

AdvBPIPG,A(λ) := Pr[h = gx : Γ[G, GT , g, p, e] R←− Sλ ; x R←− Zp ;

h← A(1λ, Γ, e(g, gx))]
= negl(λ).

This assumption is sometimes referred to as the modified generalized bilinear inversion problem.

Assumption 46 ([BB04a] n-bilinear Diffie–Hellman inversion assumption) The n-bilinear Diffie–Hell-
man inversion (n-BDHI) assumption states that, for all probabilistic polynomial-time algorithms A

AdvBDHIPG,A,n(λ) := Pr[h = e(g, g)x−1
: Γ[G, GT , g, p, e] R←− Sλ ; x R←− Zp ;

h← A(1λ, Γ, gx, . . . , gxn
)]

= negl(λ).



30 Complexity theoretic assumptions

Assumption 47 ([BB04a] n-bilinear decisional Diffie–Hellman inversion assumption) Define for all
λ ∈ IN and Γ[G, GT , g, p, e] ∈ Sλ

Tλ,Γ = {(gx, . . . , gxn
, e(g, g)y) ∈ Gn × GT | x, y ∈ Zp},

Dλ,Γ = {(gx, . . . , gxn
, e(g, g)x−1

) ∈ Gn × GT | x ∈ Zp}.

The n-bilinear decisional Diffie–Hellman Inversion (n-BDDHI) assumption states that, for all probabilis-
tic polynomial-time algorithms A

AdvBDDHIPG,A,n(λ) := |Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 48 ([BBG05, BGW05] n-bilinear Diffie–Hellman exponent assumption) The n-bilinear
Diffie–Hellman exponent (n-BDHE) assumption states that, for all probabilistic polynomial-time algo-
rithms A

AdvBDHEPG,A,n(λ) := Pr[h = e(g, g)xn+1
: Γ[G, GT , g, p, e] R←− Sλ ; x R←− Zp ;

h← A(1λ, Γ, gx, . . . , gxn)]
= negl(λ).

Assumption 49 ([BBG05] n-bilinear decisional Diffie–Hellman exponent assumption) De-
fine for all λ ∈ IN and Γ[G, GT , g, p, e] ∈ Sλ

Tλ,Γ = {(gx, . . . , gxn
, e(g, g)y) ∈ Gn × GT | x, y ∈ Zp},

Dλ,Γ = {(gx, . . . , gxn
, e(g, g)xn+1

) ∈ Gn × GT | x ∈ Zp}.

The n-bilinear decisional Diffie–Hellman exponent (n-BDDHE) assumption states that, for all probabilis-
tic polynomial-time algorithms A

AdvBDDHEPG,A,n(λ) := |Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Tλ,Γ ; σ← A(1λ, Γ, ρ)]

−|Pr[σ = 1 : Γ[G, GT , g, p, e] R←− Sλ ; ρ
R←− Dλ,Γ ; σ← A(1λ, Γ, ρ)]|

= negl(λ).

Assumption 50 ([GL07] Permutation pairing assumption) The permutation pairing (PP) assumption
states that, for all probabilistic polynomial-time algorithms A

AdvPPPG,A(λ) := Pr

[
n

∏
i=1

ai =
n

∏
i=1

gxi ∧
n

∏
i=1

bi =
n

∏
i=1

gx2
i ∧ e(ai, ai) = e(g, bi) for i = 1, . . . , n ∧

{ai}not a permutation of{gxi} : Γ[G, GT , g, p, e] R←− Sλ ; x1, . . . , xn
R←− Zp ;

(a1, . . . , an, b1, . . . , bn)← A
(

1λ, Γ, gx1 , . . . , gxn , gx2
1 , . . . , gx2

n
) ]

= negl(λ).

Assumption 51 ([GL07] The simultaneous pairing assumption) The simultaneous pairing (SP) assump-
tion states that, for all probabilistic polynomial-time algorithms A

AdvSPPG,A(λ) := Pr

[
n

∏
i=1

e(ai, gxi ) = 1 ∧
n

∏
i=1

e(ai, gx2
i ) = 1 :

Γ[G, GT , g, p, e] R←− Sλ ; x1, . . . , xn
R←− Zp ;

(a1, . . . , an)← A
(

1λ, Γ, gx1 , . . . , gxn , gx2
1 , . . . , gx2

n
) ]

= negl(λ).



Chapter 5
Formal Models

In this chapter we describe some commonly used formal models, sometimes called ideal models, which
are frequently used in proving security of a cryptographic scheme. Besides a description of the models
we will prove some well known results, like the forking lemma of [PS00b] and the intractability of the
discrete logarithm problem with respect to generic algorithms [Sho97]. Note that there exists several
other formal models, for example the common reference string model [BFM88], which are not discussed
here.

In Section 5.1 we discuss the standard model. Furthermore, in Section 5.2 the random oracle model
is discussed. Finally, in Section 5.3 we describe the generic group model.

5.1 Standard model

In the standard model one completely relies on complexity theoretic assumptions. As described in
Section 2.2, this means that one assumes a certain problem is not efficiently solvable and one declares a
system secure (in the sense of Chapter 3), if every efficient algorithm that breaks the system can be used
to efficiently solve the underlying problem. As it is assumed that this problem is not efficiently solvable,
the security of the system follows. If in such scenario, besides complexity theoretic assumptions, nothing
extra is assumed, then one is said to reason in the standard model.

A easy example to illustrate the idea is as follows. Consider the Diffie–Hellman Key exchange
protocol and let 〈g〉 be a cyclic group. In this system Alice’s private key is x and Bob’s private key is y.
Alice sends gx to Bob and Bob sends gy to Alice. Using their private keys, Alice and Bob can calculate
gxy as shared key. Now a key exchange scheme is secure against passive attacks, if the resulting key
is indistinguishable from a random key. In this case this means that a triple (gx, gy, gxy), with x and y
random, should be computational indistinguishable from a triple (gx, gy, gz), with x, y and z random.
This is exactly the Decisional Diffie–Hellman assumption (Assumption 4). So every passive attacker,
breaking the Diffie–Hellman protocol, can be used to solve the decisional Diffie–Hellman problem. As
we assumed that no algorithm can solve the decisional Diffie–Hellman problem, no algorithm can break
the Diffie–Hellman protocol, and the passive security follows.

Clearly designing secure schemes in the standard model should be the ultimate goal. However,
security in this model, often has negative impact on efficiency. Therefore one sometimes introduces an
extra (less realistic) assumption regarding for example the hash function used in the scheme. Such extra
assumptions frequently allow security proofs for more efficient schemes.

An example illustrating the above is obtained by the ElGamal encryption scheme. This scheme is
secure in the standard model against passive attacks under the decisional Diffie–Hellman assumption
(see e.g. [Sho04]). Cramer and Shoup [CS98] have shown that by adding a few extra group elements and
exponentiations, this scheme can be proven secure in the standard model against an adaptive chosen
ciphertext attack under the decisional Diffie–Hellman assumption. However, the addition of extra group
elements makes the scheme less efficient.
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5.2 Random oracle model

The random oracle model is based on the observation that in a black box setting, the output of a family
of hash functions more or less seems random. So the idea in reasoning about the security of the scheme
is to treat the family of hash functions as a black box containing a random function. This idea has been
formalized by Bellare and Rogaway in their paper [BR93]. When this formalism is used, one is said to
reason in the random oracle model.

Definition 5.1 ([BR93] Random oracle) A random oracle is function O : {0, 1}∗ → {0, 1}∞, chosen by
selecting each bit of O(x) uniformly and independently, for each x ∈ {0, 1}∞.

Modeling a family of hash functions as a random oracle, it is possible to derive lower bounds on the
complexity of pre-image, second pre-image and collision finding. This is in contrast with concrete hash
functions, as in most cases less is known about the complexity of these operations. In particular the
following lemma implies that a random oracle is pre-image, second pre-image and collision resistant.

Lemma 5.2 Let λ ∈ IN be a security parameter and let H := {Hk}k∈K be a family of hash functions, where
Hk : {0, 1}∗ → {0, 1}` for k ∈ K and ` polynomial bounded in λ. The family H is modeled as a random oracle,
whose output is truncated to ` bits. Furthermore let A be a probabilistic polynomial-time algorithm attacking H.
Then

I. AdvPreH,A(λ) = 2−`,

II. AdvSndH,A(λ) = 2−`,

III. AdvColH,A(λ) = O(2−
`
2 ).

The random oracle model can be used in designing a cryptographic protocol. The idea is to first
design a protocol and prove its security in the random oracle model. Next, one instantiates the random
oracle with a concrete hash function, for example SHA-256. The heuristic is, that an adversary attacking
the system has to take into account the specific properties of the hash function used in order to break
the scheme.

Since its introduction, many protocols have been proven secure in the random oracle model. These
include various digital signature schemes, whose security arguments mostly use the so-called forking
lemma. This lemma is a typical example of how the random oracle model is used to prove security of a
scheme and will be discussed below.

Despite its practical usage, there are some indications that care must be taken in using the random
oracle model. Canetti, Goldreich and Halevi have shown in [CGH98] that there exist protocols which
are secure in the random oracle model, but whenever the oracle is instantiated with a concrete hash
function, it is completely insecure. However, the examples given in [CGH98] are not realistic as in the
resulting protocols the secret key is returned in response to a particular question and such schemes will
of course not be used in practice. A simple example of a protocol which is secure in the random oracle
model, but not when instantiated with the hash function MD5 is given below. However, note that there
is more involved with the construction of Canetti et al., as they are able to construct a cryptographic
scheme that is secure in the random oracle model, but not secure with any implementation of a function
ensemble.

A simple example of a scheme which is secure in the random oracle model, but insecure when
instantiated with the concrete hash function MD5 is as follows. Consider the Schnorr signature scheme
in Figure 5.2 (which is the scheme obtained by applying the Fiat–Shamir heuristic [FS87] to the Schnorr
identification protocol in Figure 5.1). This scheme can be proven secure when the hash function O is
considered as a random oracle (see [PS00b]). If the scheme is modified as in Figure 5.3 then scheme
remains secure in the random oracle model. However, if we instantiate the random oracle with the hash
function MD5 then the scheme is obviously insecure, as the secret key will be sent as signature. Of
course, this is a pathological example as such a scheme will never be used in practice. However, it is a
nice example to illustrate the effect of instantiating a random oracle .

A second reason for cautionary using the random oracle model, is provided by Nielsen [Nie02],
who provides a stronger result than [CGH98]. Nielsen shows that there are different ways in which the
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Prover Verifier
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Scheme 5.1 Schnorr’s identification protocol
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Scheme 5.2 Schnorr’s signature scheme

Signer Verifier
(x = logg h)

u ∈R Zn
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c← O(m|a)
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{
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−−−−−−−−−→

gc ?=
{

gO(m|grh−c), if c 6= MD5(m|a)
h, if c = MD5(m|a)

Scheme 5.3 Modified Schnorr signature scheme

random oracle model can be used and that these are not equivalent by establishing a separation between
so-called programmable and non-programmable random oracles. He does this by showing that no non-
interactive non-committing encryption scheme exists in the non-programmable random oracle model,
whereas they do exist in the programmable model. Moreover, he shows that the results of [CGH98]
carry over to the non-programmable random oracle model and thereby also separating this variant from
the standard model. For more details we refer to [Nie02].

Yet another indication of difficulties with the random oracle model is provided by Bellare, Boldyreva
and Palacio [BBP04]. They construct a hybrid encryption scheme, which satisfies some non-standard
security property. In particular they construct a KEM which is IND-CCA preserving, that is, the hybrid
scheme obtained by combining this KEM with any IND-CCA secure DEM is IND-CCA secure. In the
scheme that they construct a very natural KEM. However, as the combination with any DEM is secure
in the random oracle model, they are able to construct a tricky DEM, which when combined with the
KEM is not a IND-CCA secure hybrid scheme in the standard model.

Finally, we mention a remarkable paper by Pallier and Vergnaud [PV05]. This paper explores the
relation between security reductions in the random oracle model and the actual security in the standard
model. Pallier and Vergnaud prove that a security reduction in the random oracle model cannot be tight
with respect to algebraic reductions. Algebraic reductions are reductions that can only apply group
operations on group elements. No other operations are allowed. This is not very restrictive, as there are
no reductions known, which do not satisfy this restriction.

In particular in [PV05] it is shown that the random oracle security reduction for Schnorr signatures
(Figure 5.2) loses a factor

√
q, where q is the number of oracle queries. Interestingly this means that a se-

curity reduction, which is tight when assuming the random oracle model, cannot be tight in the standard
model, thereby suggesting that the random oracle model may give an unfair advantage to the challenger.
Recently, at Crypto 2008, this result has been improved by Garg, Bhaskar, and Lokam [GBL08]. They
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Figure 5.1 Visualization of the Splitting Lemma

improve the factor from
√

q to a factor q2/3 and they show that under certain circumstances this bound
is tight.

The results in [CGH98], [Nie02], [BBP04] and [PV05] indicate that there are some serious concerns
whether to use the random oracle model or not. This has initiated the construction of protocols which
are secure in the standard model under reasonable complexity theoretic assumptions. This, in turn, has
led to various new complexity theoretic assumptions as discussed in Chapter 4. To gain confidence in all
these new assumptions, the generic group model became more popular. This model will be discussed
in Section 5.3.

To conclude, we note that at Crypto 2008 it has finally been shown [CPS08] that another formal
model, the so-called ideal cipher model, is equivalent to the random oracle model.

5.2.1 The forking lemma

In this section we will prove the forking lemma from Pointcheval and Stern [PS00b]. This lemma is
frequently used in providing security arguments for signatures schemes in which the signatures have a
special form, the so-called generic signature schemes.

A generic signature scheme (Sig.KeyGen, Sig.Sign, Sig.Verify) is a signature scheme in which the sig-
nature algorithm Sig.Sign on input of a message m outputs triples (σ1, h, σ2). In these triples σ1 is a
random value in a large set, h is the hash value Hk(m, σ1) and σ2 depends only on m, σ1 and h. Here, Hk
is a hash function uniformly selected from a hash function family H := {Hk}k∈K.

Recall from Section 3.3 that a signature scheme is secure if an existential forgery is computational
infeasible, even under an adaptively chosen-message attack.

The following lemma, the so-called Splitting Lemma, is required in the proof of the Forking Lemma
and is the formal probabilistic version of the Heavy Row Lemma in [OO98]. Before we state and
proof this lemma we provide some interpretation of the result. We consider two sets, X and Y, and
a set A ⊆ X × Y. We think of A as a subset with ‘good properties’ and assume that, with a certain
probability, a pair (x, y) ∈ X×Y is an element of A. The Splitting Lemma can be applied to A to obtain
a set B with the following property: if (x, y) ∈ B and if y is replaced by another y′ ∈ Y, then it is very
likely that (x, y′) ∈ A. This property can be used to transform a pair (x, y) with ‘good properties’ into a
pair (x, y′) which has likely ‘good properties’: first choose (x, y) ∈ A ∩ B, then replace the y by another
y′ ∈ Y, obtaining a pair (x, y′) for which it is likely that (x, y′) ∈ A. This is exactly what is needed in
the proof of the Forking Lemma, when we replay the attack. Figure 5.1 shows a visualization of the
Splitting Lemma.

Lemma 5.3 ([PS00b] Splitting lemma) Let X and Y be two sets, ε > 0 and let A ⊆ X × Y such that for
(x, y) ∈ X×Y holds

Pr[(x, y) ∈ A] ≥ ε.
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For α ≤ ε, let

B =
{

(x, y) ∈ X×Y | Pr
y′∈Y

[(x, y′) ∈ A] ≥ ε− α

}
,

B = (X×Y)\B,

then the following statements hold:

I. Pr[B] ≥ α,

II. For each (x, y) ∈ B holds Pry′∈Y[(x, y′) ∈ A] ≥ ε− α,

III. Pr[B | A] ≥ α
ε .

Proof Before proving the lemma, note that, as a consequence of the definition of A and B,

Pr[A | B] ≥ ε− α,

Pr[A | B] < ε− α.

I. Assume that Pr[B] < α. Then we have

ε ≤ Pr[A]
= Pr[A | B] · Pr[B] + Pr[A | B] · Pr[B]
< α · 1 + (ε− α) · 1
= ε,

which is a contradiction, so Pr[B] ≥ α.

II. This is a straightforward consequence of the definition of B.

III. For the proof of the last statement we use Bayes’ law:

Pr[B | A] · Pr[A] = Pr[A | B] · Pr[B].

We have

Pr[B | A] = 1− Pr[B | A]

= 1− Pr[A | B] · Pr[B]
Pr[A]

≥ 1− (ε− α) · 1
ε

=
α

ε
,

which concludes the proof. 2

Recall from elementary calculus that for a, b ∈ IR+ we have

lim
x→∞

(
1− a

x

)bx
= e−ab.

Furthermore note that
(
1− a

x
)bx for x ≥ a is an increasing function, so we have(

1− a
x

)bx
≤ e−ab. (5.1)

which will frequently be used in what follows. We are now ready to state and proof the forking lemma.

Theorem 5.4 ([PS00b] Forking lemma) Let (Sig.KeyGen, Sig.Sign, Sig.Verify) be a generic signature scheme
with security parameter k. Let the adversary A be a probabilistic polynomial time Turing machine whose input
only consists of public data. The hash function family H of the scheme is modeled as a random oracle and the
number of queries A can ask to this oracle is denoted by Q. Assume that, within time bound T, A produces with
probability ε ≥ 7Q

2k a valid signature (σ1, h, σ2) on a new message m. Then there exists an algorithm M, which
uses A, that produces two valid signatures (σ1, h, σ2) and (σ1, h′, σ′2) on the same message m, such that h 6= h′,
within expected time T′ ≤ 84480TQ

ε .
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Proof Before constructing the algorithm M we introduce some additional notation and terminology.
Let A be a no-message attacker that mounts an attack on (Sig.KeyGen, Sig.Sign, Sig.Verify). This attacker
is modeled as a probabilistic polynomial time Turing machine with random tape ω ∈ Ω, where Ω is
the set of all random tapes for A. Furthermore, let Φ be the set of all random oracles, and let ϕ ∈ Φ.
The attacker A is allowed to ask Q questions to the random oracle ϕ, so let Q1, . . . ,QQ denote these
questions and ρ1, . . . , ρQ the corresponding answers of ϕ. Furthermore we may assume that all the
questions of A are distinct, for instance A can store the questions in a table. Note that these questions
are adaptively asked, so they depend on ω and the answers of the oracle ϕ. However the answers of the
oracle only depend on ϕ and are assumed to be random. So instead of choosing a random ϕ ∈ Φ we
can choose a random sequence ρ1, . . . , ρQ in advance and simply output the next item of the list when
a new question is asked to the oracle. Therefore it is allowed to denote by ϕ|i the restriction of ϕ to
questions of index strictly less than i and likewise to denote by ϕ|i the restriction of ϕ to questions of
index greater or equal than i.

For a random choice of (ω, ϕ) the probability that A outputs a valid generic signature (σ1, h, σ2) on
a new message m is ε. Clearly, for such a signature it must hold that h = ϕ(m, σ1). Because we assume
that the output of the random oracle is a length k bit string, (k is the security parameter) we have by
Lemma 5.2

Pr[h = ϕ(m, σ1)] =
1
2k , (5.2)

unless the query Q = (m, σ1) is asked during the attack. Therefore we define, for ω ∈ Ω and ϕ ∈ Φ,

ind(ω, ϕ) =
{

i ∃i ∈ {1, . . . , Q} : Qi = Q
∞ otherwise

,

and we let

S = {(ω, ϕ) ∈ Ω×Φ | Aϕ(ω) succeeds and ind(ω, ϕ) 6= ∞},
Si = {(ω, ϕ) ∈ Ω×Φ | Aϕ(ω) succeeds and ind(ω, ϕ) = i},

where Aϕ(ω) denotes the situation in which A runs with random tape ω and random oracle ϕ. Clearly
S1, . . . , SQ is a partition of S. If (ω, ϕ) ∈ S, then we call (ω, ϕ) a successful pair.

Before we continue with constructingM we sketch the main idea of the proof. We use A to obtain,
on input of a random tape ω ∈ Ω and random oracle ϕ ∈ Φ, a forgery (σ1, h, σ2) on a new message
m. If it happens that (ω, ϕ) ∈ S then we call the forgery successful and let β = ind(ω, ϕ). In case we
obtained a successful forgery then we replay the attack by ‘rewinding’ A to the β-th question: consider
A with the same random tape ω but with a different oracle ϕ̃, such that ϕ̃|i = ϕ|i. Then the sequence
of questions Q1, . . . ,Qi−1 and answers ρ1, . . . , ρi will be the same, whether A is run with random tape
ω and oracle ϕ or with random tape ω and oracle ϕ̃. This is because A is a deterministic machine. So
the i-th question Qi is in both cases the same. However, the answers will probably not be the same. In
that case we obtain a second signature (σ′1, h′, σ′2) on the message m, for which h′ 6= h. By calculating an
upper bound on the expected running time of this procedure the theorem follows.

Algorithm 1 describes the message forgerM. First, note that in line 3, by assumption, A will succeed
with positive probability ε. This implies that on the average line 3 is executed 1

ε times before A succeeds.
By N we denote the total number of calls to A and by J we denote the final value of j. To prove the
theorem we derive an upper bound on E[N].

First of all by (5.2) it follows that

ν = Pr[S] ≥ ε− 1
2k =

6ε

7
.

Now consider

Pr
[

Nj ≥
1

5ν

]
= (1− ν)d

1
5ν e−1

To bound this probability, first observe that for ν ≥ 1
5 this probability equals 1. However for ν < 1

5 we
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Algorithm 1: Message forgerM
Set j=01

while Not found two forgeries on the same message do2

Run A until, on input of a pair (ω, ϕ) ∈ S, it outputs a forgery (σ1, h, σ2) on a new message m.3

Denote by Nj the number of calls made to A to obtain this forgery and let β = ind(ω, ϕ).
Run A until it produces a new forgery or at most 140 Nj αj times, where α = 7

8 .4

For each run use the random tape ω obtained in step 2 and choose a ϕj ∈ Ω at random, subject
to ϕj|β = ϕ|β.
if Not found a second forgery on m then5

j = j + 16

end7

end8

have

(1− ν)d
1

5ν e−1
(1)
≥ (1− ν)

1
5ν

(2)
≥ (1− 1

5
)

≥ 3
4

where (1) follows from
⌈

1
5ν

⌉
− 1 ≤ 1

5ν and (2) follows as (1− ν)
1

5ν is a descending function and substi-

tuting ν = 1
5 gives a lower bound for all ν ∈ (0, 1

5 ). It follows that for all ν ∈ (0, 1) we have

Pr
[

Nj ≥
1

5ν

]
≥ 3

4
. (5.3)

We define the set of most likely indices I by

I =
{

i
∣∣∣ Pr[Si | S] ≥ 1

2Q

}
.

For (ω, ϕ) ∈ Ω×Φ we have

Pr[ind(ω, ϕ) ∈ I | S]
(1)
= ∑

i∈I
Pr[Si | S]

= 1−∑
i/∈I

Pr[Si | S]

(2)
≥ 1−Q · 1

2Q

=
1
2

,

where (1) follows because all Si are disjoint and (2) follows as the complement of I contains less than Q
elements.

For each integer i ∈ I we have

Pr[Si]
(1)
= Pr[Si ∩ S]
(2)
= Pr[Si | S] Pr[S]
(3)
≥ ν

2Q
,

where in (1) is used that Si ⊂ S, in (2) is used that Pr[A | B] Pr[B] = Pr[A ∩ B] for events A and B, and
in (3) is used that i ∈ I.
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Considering the random oracle ϕ as a random sequence (ρ1, . . . , ρQ) as remarked above, we now
apply the Splitting Lemma to the sets Xi = {(ω, ϕ|i) | ω ∈ Ω, ϕ ∈ Φ} and Yi = {ϕ|i | ϕ ∈ Φ}. Note that
Si ⊂ X×Y. So by the Splitting Lemma (using that notation) with ε = ν

2Q and α = ν
4Q there exists a set

Ωi =

{
(ω, ϕ|i, ϕ|i) ∈ Xi ×Yi

∣∣∣ Pr
ϕ̃|i∈Yi

[
(ω, ϕ|i, ϕ̃|i) ∈ Si

]
≥ ν

4Q

}

=

{
(ω, ϕ) ∈ Ω×Φ

∣∣∣ Pr
ϕ̃|i∈Yi

[
(ω, ϕ̃) ∈ Si

∣∣ ϕ|i = ϕ̃|i
]
≥ ν

4Q

}
,

such that

Pr[Ωi] ≥
ν

4Q
,

Pr[Ωi | Si] ≥
1
2

.

Since all Si are disjoint,

Pr
ω,ϕ

[∃i ∈ I : (ω, ϕ) ∈ Ωi ∩ Si | S] = Pr

[⋃
i∈I

(Ωi ∩ Si) | S

]
= ∑

i∈I
Pr [(Ωi ∩ Si) | S]

= ∑
i∈I

Pr [Ωi | Si] · Pr [Si | S]

≥ 1
2 ∑

i∈I
Pr [Si | S]

=
1
2

Pr[ind(ω, ϕ) ∈ I | S]

≥ 1
4

.

So in the second step of M we have with probability at least 1
4 that β ∈ I and that (ω, ϕ) ∈ Sβ ∩Ωβ.

Furthermore in Step 3 ofM when we replay the attack, we have for (ω, ϕ̃) with ϕ|i = ϕ̃|i,

Pr
ϕ̃

[
(ω, ϕ̃) ∈ Sβ and ρβ 6= ρ′β | ϕ|i = ϕ̃|i

]
≥ Pr

ϕ̃

[
(ω, ϕ̃) ∈ Sβ | ϕ|i = ϕ̃|i

]
− Pr[ρβ = ρ′β]

≥ ν

4 Q
− 1

2k

≥ ε

14 Q
.

Let l = logα Q, then whenever Nj ≥ 1
5ν and j ≥ l we have

140 Njα
j ≥ 28 Q

ε
,

and the probability of a successful fork in Step 3 is

Pr
[
Successful fork in 28 Q

ε steps
]

= 1− Pr
[
No successful fork in 28Q

ε steps
]

= 1−
(

1− Pr
ϕ̃

[
(ω, ϕ̃) ∈ Sβ and ρβ 6= ρ′β

∣∣ ϕ|i = ϕ̃|i
]) 28Q

ε

= 1−
(

1− 14Q
ε

) 14Q
ε ·2

≥ 1− e−2

≥ 6
7

.
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For t ≥ l we have

Pr[J ≥ t] = Pr[No successful fork if j = 0 ] · . . . · Pr[No successful fork if j = t− 1 ]
< Pr[No successful fork if j = l ] · . . . · Pr[No successful fork if j = t− 1 ]
= Pr[No successful fork if j = i | i ≥ l]t−l

=
(

1− Pr[Successful fork if j = i | i ≥ l]
)t−l

≤
(

1− Pr
[
β ∈ I and (ω, ϕ) ∈ Ωβ ∩ Sβ

]
· Pr

[
Nj ≥

1
5ν

]
· Pr

[
Successful fork in 28Q

ε steps
])t−l

≤
(

1− 1
4
· 3

4
· 6

7

)t−l

≤ γt−l ,

where γ = 6
7 . Moreover,

E[N | J = t] ≤
t

∑
j=0

(
E[Nj] + 140 E[Nj]αj

)
≤ 141

t

∑
j=0

E[Nj]αj

=
141

ν

t

∑
i=0

αj

=
141
ν

αt+1

α− 1
.

Finally we obtain

E[N] =
∞

∑
i=1

E[N | J = t] · Pr[J = t]

≤
l−1

∑
i=1

141
ν

αt+1

α− 1
· Pr[J = t] +

∞

∑
t=l

141
ν

αt+1

α− 1
· Pr[J ≥ t]

≤ 141
ν

(
l−1

∑
i=1

αt+1

α− 1
+

∞

∑
t=l

αt+1

α− 1
γt−l

)

=
141

ν

(
l−1

∑
i=1

αt+1

α− 1
+

∞

∑
t=0

αt+l+1

α− 1
γt

)

≤ 141
ν

αl+1

α− 1

(
1

α− 1
+

∞

∑
t=l

(αγ)t

)

≤ 165
ε

αl+1

α− 1

(
1

α− 1
+

1
1− αγ

)
.

Using the definition of the parameters it follows that

E[N] ≤ 165
ε
· 64 Q

7
· (7 + 49) =

84480 Q
ε

.

Because the expected running time of A is T, the expected running time T′ ofM is upper bounded by

T′ ≤ 84480 Q T
ε

,
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which completes the proof. 2

The above version of the forking lemma is the most basic one. There exists several extensions and
variants of the forking lemma. Pointcheval and Stern [PS00b] also prove a variant for an attacker which
mounts an adaptive chosen message attack. Brickell et al. [BPVY00] and Malone-Lee and Smart [MLS03]
prove several extension of the forking lemma. The interested reader is refered to these papers.

5.3 Generic group model

The generic group model was introduced by Shoup in [Sho97] to derive lower bounds on the complexity
of some well known problems. This model captures the idea that an algorithm for solving a particular
problem does not exploit special properties of a group. Such algorithms are called generic algorithms.
Shoup was not the first one trying to formalize this idea, and several other models exists (see for example
[Nec94] and [Mau05]). However, the model by Shoup is perhaps the most intuitive (and most used) one.

We give a more detailed description of a generic algorithm and prove, as an example, a lower bound
on the complexity of the discrete logarithm problem. Let G be a finite cyclic group of order n with
generator g and let Zn be the additive group of integers modulo n. Note that, as G is cyclic, G ∼= Zn.
Furthermore, let S be a set of binary strings of cardinality at least n. An encoding of Zn is an injective
function σ : Zn → S.

In the generic group model we suppose that an oracle performing the group operations is given.
That is, group elements are only accessible through their encoding and given two encodings σ(x) and
σ(y) and a sign bit, the oracle returns σ(x ± y), according to the sign bit. The requirement that an
algorithm may not take advantage of a particular representation of the group elements, is ensured by
requiring the oracle to return an uniformly random encoding. The only requirement is that the oracle
should return the same encoding, whenever an encoding of the same group element is asked twice. We
refer to this oracle as the group oracle G.

A generic algorithm A for Zn on S is a probabilistic algorithm taking as input a list of encodings
σ(x1), . . . , σ(xk), with x1, . . . , xk ∈ Zn. Furthermore, A has access to the group oracle G described above.
The output of A is a bit string denoted by AG(.)(σ; x1, . . . , xk).

As an example, let p be a prime number and consider the multiplicative group Z∗p with some gen-
erator g. An encoding function σ sends an i ∈ Zn, where n = p − 1, to the binary encoding of gi

mod p. The discrete logarithm problem in this group is as follows: given a generator g and an element
gx mod p , determine x ∈ Zn. So a generic algorithm A for solving the discrete log problem in this
group has as input σ(1) and σ(x) and its output is denoted by AG(.)(σ; 1, x) which should be equal to x.

In the generic group model we assume that an adversary has only access to random encodings of
group elements. In particular, we make some complexity theoretic assumption, which is proven to be
valid in the generic model of computation as described above, and we prove security of a scheme for an
adversary with access to the group oracle for performing group operations.

A typical scheme, proven secure in the generic group model by Brown [Bro05], is the widely used
Elliptic Curve Digital Signature Algorithm (ECDSA). Another example of a scheme, proven secure in
the generic group model by Smart [Sma01], is the Elliptic Curve Integrated Encryption Scheme (ECIEC).
Although this scheme is already proven secure in the standard model in the original paper [ABR01]
by Abdalla, Bellare and Rogaway, its security relies on a non-standard intractability assumption, the
so-called the decisional oracle Diffie–Hellman assumption (see Chapter 4). In contrast, the proof by
Smart only relies on the Decisional Diffie–Hellman assumption, which is more standard, and proven to
be valid in the generic group model by Shoup [Sho97].

As with the random oracle model, there are also some considerations in using the generic group
model. Dent [Den02] shows that the construction of [CGH98] carries over to the generic group model,
yielding digital signature schemes which are secure in the generic group model but insecure whenever
a concrete group is used. Furthermore, given a digital signature scheme secure in the generic group
model, Dent shows how to modify it, to obtain a digital signature scheme which is still secure in the
generic group model, but insecure whenever a concrete group is used. However, also this construction
is a contrived one, as in the resulting signature scheme the secret key is appended as signature. Of
course, such a scheme will not be used in practice.



5.3 Generic group model 41

Since its introduction, the generic group model is widely used in cryptographic applications. How-
ever there are many critiques on this model, see for example [Fis00] and [SPMLS02]. However Koblitz
and Menezes argue in [KM07a] that some of these critiques on the generic group model are quite du-
bious. They suggest that these critiques arise as many authors consider the generic group model very
similar to the random oracle model. According to Koblitz and Menezes (Section 4 of [KM07a]), in a
black box setting it is reasonable to think of a well-constructed hash function as a deterministic function
that is essentially indistinguishable from a random function. In contrast, the generic group model is not
a literal description of any of the groups that might be used in cryptography. So considering the generic
group model and random oracle model as ‘similar’ models, can be a very misleading interpretation. For
further discussion, we refer to Chapter 7.

The generic group model has been a useful tool in deriving security of a cryptographic scheme.
However, as with the random oracle model, one should keep in mind that there may be some pitfalls in
reasoning in this model.

5.3.1 The discrete logarithm problem

We first state an important lemma due to Schwartz [Sch80] and Shoup [Sho97], that is required in almost
all proofs using the generic group model. For a simple proof we refer to [Mau05], Lemma 1.

Lemma 5.5 Let F(X1, . . . , Xn) ∈ Zn[X1, . . . , Xn] be a polynomial of total degree d. Then for random x1, . . . , xn ∈
Zn

Pr[F(x1, . . . , xn) = 0] ≤ d
p ,

where p is the largest prime divisor of n.

We only prove that the discrete logarithm problem is hard in groups of prime power order. By
Lemma 5.11 of Section 5.3.2 this implies that the problem is hard for groups of arbitrary order. Note
that the proof uses the game playing technique of Shoup [Sho04].

Theorem 5.6 ([Sho97]) Let n = pe be a prime power for some prime p and integer e. Let S ⊂ {0, 1}∗ be a set of
cardinality at least n. Let A be a generic algorithm for Zn on S that makes at most m oracle queries. If x ∈R Zn
and an encoding function σ is chosen at random, then

Pr
[
AG(.)(σ; 1, x) = x

]
= O

(
m2

p

)
.

Proof We proof the theorem by a sequence G0, G1, G2 of games.

Game G0 This is the original attack game. The challenger chooses a random encoding σ and a random
x ∈ Zn. The adversary A is provided with the group oracle and the encodings σ(1) and σ(x). By
S0 we denote the event that A succeeds in finding x.

Game G1 In this game the challenger simulates the group oracle as follows: he keeps a list L of poly-
nomials F ∈ Zn[X] and encodigs σi. Initially L = {F1, F2}, where F1 = 1 and F2 = X and σ1, σ2 are
chosen at random from S subject to the condition σ1 6= σ2. Each time A submits a query (i, j, b) to
the group oracle, say it is the l-th query, the challenger calculates Fl = Fi ± Fj according to the bit b
and checks whether it is already in the list L. If this is the case then he returns the corresponding
encoding.

If not, then the challenger checks whether the evaluation of Fl at x equals the evaluation at x of
any polynomial in L. If this is the case for a certain Fh ∈ L then we set σl = σh. If not, then we
randomly choose σl ∈ S\{σ1, . . . , σl−1}. We add Fl to L and return σl .

It is clear that this is a perfect simulation of the generic group oracle, and

Pr[S0] = Pr[S1].

Game G2 In this game we modify the simulation of the group oracle. Here the challenger does not
perform the evaluation at x check when the polynomial Fl is not in the list. The challenger simply
selects a random encoding σl ∈ S\{σ1, . . . , σl−1}, adds Fl to L and returns σl to A.



42 Formal Models

This game differs from the previous game if Fi − Fj vanishes at x for some i 6= j. Note that each
polynomial on L is of degree at most 1, so by Lemma 5.5 the probability that Fi − Fj vanishes at x
is bounded by 1

p . As there are at most (m
2 ) pairs it follows by the Difference Lemma (Lemma 2.12)

that

|Pr[S2]− Pr[S1]| ≤
m(m− 1)

2p
.

Note that the simulation in game G3 does not depend on the choice of x so Pr[S2] = 1
p . Summing up

the probabilities gives the result. 2

5.3.2 Sufficient conditions for intractability

In this section the model of the previous section is extended and certain criteria for a problem are
established, which, once satisfied, assure that a problem is intractable with respect to generic algorithms.
Remark that this section states an asymptotic result, whereas the proof of the discrete logarithm problem
gives a concrete result. The results in this section follow [RLB+07], but are adapted to the generic group
model of Shoup.

We start with a very general class of problems. Recall that a Laurent polynomial P over Zn in the
indeterminates X1, . . . , Xl is a finite sum P = ∑ aα1,...,αl X

α1
1 · · ·X

αl
l where aα1,...,αl ∈ Zn and αi ∈ Z. The

total degree deg(P) of a Laurent polynomial P is defined as

deg(P) = max

{
l

∑
i=1
|αi| : aα1,...,αl 6= 0 mod n

}

The set of Laurent polynomials under the usual multiplication and addition forms a ring. By L(c,l)
n we

denote the subring of Laurent polynomials over Zn where only the variables Xc+1, . . . , Xl can appear
with negative exponents.

Definition 5.7 (DL/DH–type problems) Given

• Constants: k, l ∈ IN and c ∈ IN0 where c ≤ l

• Cyclic groups: G1, . . . , Gk of known order n, with corresponding generators g1, . . . , gk that are output by a
probabilistic algorithm GGen(1λ), which takes as input a security parameter λ ∈ IN.

• Laurent polynomials: I11, . . . , I1z, . . . , Ik1, . . . , Ikz ∈ L
(c,l)
n and Q ∈ L(c,l)

n output by some deterministic
polynomial time algorithm PGen(1λ, n) where z = z(λ) is polynomial bounded in λ. We call Iij the input
polynomials and Q the challenge polynomial.

• Group elements:
(

gI11(priv)
1 , . . . , gI1z(priv)

1

)
, . . . ,

(
gIk1(priv)

k , . . . , gIkz(priv)
k

)
, where priv ∈R Zc

n × (Z∗n)l−c

are secret choices and are not part of the input.

Find

• For a DL-type problem: an integer x such that x = Q(priv) mod n.

• For a DH-type problem: annd element a ∈ G1 such that a = gQ(priv)
1 .

Note that in above definition the algorithm GGen can be considered as the natural extension of the
notion of a computational group scheme. Given a DL/DH type problem, we define the operations
allowed to solve the problem.

Definition 5.8 (Operation set) An operation set, denoted by OPSet, is a finite set of tuples of the form

( f , s1, . . . , su, d, F),

where
f : Gs1 × · · · × Gsu → Gd
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and for (a1, . . . , au) = (gy1
1 , . . . , gyu) ∈ Gs1 × · · · ,×Gsu , where y1, . . . , yu ∈ Zn, it holds that

f (a1, . . . , au) = gF
d (y1, . . . , yu)

where u ≥ 1, s1, . . . , su, d ∈ {1, . . . , k} are some fixed constants and F ∈ Z[Y1, . . . , Yn].

We assume that the operation set for each group at least contains operations for performing the group
operation, and group inversion.

Definition 5.9 (Generic group oracle for DL/DH-type problems) Let P be a given DL/DH-type problem.
Let G1, . . . , Gk be cyclic groups of order n which are output by GGen(1λ). Let OPSet be an operation set for P on
G1, . . . , Gk. Let S1, . . . , Sk be representation sets for G1, . . . , Gk respectively. Then, a generic group oracle for P ,
denoted by OP ,OPSet performs computations a follows:

Internal state As internal state OP ,OPSet maintains lists L1, . . . , Lk where a list Li is used for storing computed
elements from Zn ∼= Gi. By Lij we denote the j-th element of Li.

Input As input OP ,OPSet is given λ, n and the secret choices priv belonging to a problem instance of P.

Initialization OP ,OPSet chooses random encoding functions σ1, . . . , σk, where σi : Zn → Si. Furthermore, each
list Li is initialized with elements Ii1(priv), . . . , Iiz(priv), where (I11, . . . , Ikz)← PGen(1λ, n)

Query handling On input of a query ( f , j1, . . . , ju), where ( f , s1, . . . , su, d, F) ∈ OPSet, OP ,OPSet computes
the element a = F(Ls1 j1 , . . . , Lsu ju) and appends it to the list Ld.

Computation of encodings Each time an element a is added to list Li, the oracle returns σi(a).

Note that, in the initialization phase, the oracle outputs the encodings of the group elements
gI11(priv)

1 , . . . , gI1z(priv)
1 , . . . , gIk1(priv)

k , . . . , gIkz(priv)
k .

Definition 5.10 (Generic algorithm for DL/DH-type problems) A generic algorithm A for a
DL/DH-type problem P with operation set OPSet is an algorithm that has access to OP ,OPSet. We say that
A has solved an instance of the DL-type problem if for its final output out holds that Q(priv)− out = 0 mod n.
In case P is a DH-type problem, out is interpreted as a list index for list L1 of OP ,OPSet and A has solved a
DH-type problem instance if Q(priv)− L1out = 0 mod n.

In [RLB+07], the observation is made that we can restrict the treatment to groups of prime power order.
Suppose that G is a group of order n = pe · s, where s > 1 and gcd(p, s) = 1. Then from elementary
algebra it is known that G ∼= G(pe) × G(s), where G(pe) and G(s) are cyclic groups of order pe and s
respectively. Furthermore, G contains a subgroup H, with H ∼= G(pe). Intuitively, it is clear that solving
a problem only in the subgroup H of G cannot be harder than solving the problem for the whole group.
More precisely, in [RLB+07], Lemma 1, the following is proved.

Lemma 5.11 Let a DL/DH-type problem P over groups of order n = pe · s, where gcd(p, s) = 1 and s > 1.
Furthermore, let OPSet be an operation set for P . Then for every probabilistic polynomial time algorithm A using
only operations from OPSet and solving P with probability ε, there exists an probabilistic algorithmA1 that solves
P over groups of order pe with probability at least ε.

So indeed, we can assess the intractability of DL/DH-type problems by restricting to groups of prime
power order. Therefore, we assume in what follows that GGen(1λ) generates groups of order n = pe,
such that p is prime and exponential in λ, (for example 2λ−1 < p < 2λ), and e is constant over all λ. By
N (λ) we denote the finite set of possible group orders for given λ.

In developing the conditions for intractability of a problem we use the intuition following from the
proof of the discrete log problem in Section 5.3.1. First of all it is clear that as soon as the adversary
is able to find to distinct polynomials P and P′ with (P − P′)(x) = 0 mod n the discrete logarithm
problem is solved, as x can be solved from this equation. Thus in order to make a problem intractable,
almost no information about the private elements priv must be gainable by means of equality checking.

Once this is satisfied, the hardness of the problem with respect to general generic algorithms can
be reduced to the hardness of the problem with respect to generic algorithms that take there actions
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independently of the equalities of the group elements computed, and thus independent of the specific
problem instance. This implies that, for fixed n the algorithm always applies the same, fixed, sequence of
operations from OPSet on its input. I.e. the algorithm is deterministic and is fully specified by the output
value and the sequence of operations it applies. Such an algorithm is called a straight line program (SLP).
In case of a generic algorithm, it is specified by a list SLPn = (L1, . . . , Lk) of Laurent polynomials in L(c,l)

n ,
resulting from applying the same fixed sequence of operations on the input polynomials I11, . . . , Ikz.
Once all these polynomials are evaluated with the private choices priv, we obtain the group elements
that occur during execution of the algorithm for a specific instance of the problem.

So the algorithms under consideration can be regarded as straight line program generators as de-
scribed in Algorithm 2, where m(.) is the runtime of the straight line program and select is a determinis-
tic function that in each iteration somehow selects the next operation to apply. So the class of algorithms
under consideration can now be defined as

SLPGen(m) := {SLP-generator S | ∀λ ∈ IN : m′(λ) ≤ m(λ), where m′(.) is the runtime of S},

i.e. the set of straight line programs that run in time bounded by m(λ). Note that this set covers all
possible sequences of group operations that can be applied in time at most m(.). Also note that the set
of polynomials computable by a SLP is closed under substraction.

Algorithm 2: SLP-Generator S
Input: security parameter 1λ, group of order n
Output: A straight line program SLPn = (L1, . . . , Lk)
(I11, . . . , Ikz, Q)← PGen(1λ, n);1

L1 ← [1, I11, . . . , I1z], . . . , Lk ← [Lk1, . . . , Lkz] ;2

for i← 1 to m(λ) do3

( f , j1, . . . , ju) =← select(i, λ, n, L1, . . . , Lk, Q);4

if f 6= fail and ( f , s1, . . . , su, d, F) ∈ OPSet then5

append(Ld, F(Ls1 j1 , . . . , Lsu ,ju))6

end7

end8

return SLPn = (L1, . . . , Lk).9

We are now ready to state the intractability conditions. Condition 1 ensures that it is not possible to
obtain any useful information by equality testing. Condtion 2 (resp. Condition 3) prevents algorithms
which always output the same constant value from being successful.

Condition 1 (Leak resistance) Let

In =
{

P ∈ L(c,l)
n : ∀(x1, . . . , xl) ∈ Zc

n × (Z∗n)l−c : P(x1, . . . , xl) = 0 mod n
}

.

Then for each polynomial m(.) there exists a negligible function f such that for all λ ∈ IN, n ∈ N (λ), S ∈
SLPGen(m) and P ∈ ⋃i Li\I where (L1, . . . , Lk)← S(1λ, n) holds

Pr[P(priv) = 0 mod n : priv ∈R Zc
n × (Z∗n)l−c] ≤ f (λ).

Condition 2 (SLP intractability of DL-type problems) There exists a negligible function f such that for all
λ ∈ IN, n ∈ N (λ) and α ∈ Zn it holds that

Pr[Q(priv) = α mod n : priv ∈R Zc
n × (Z∗n)l−c] ≤ f (λ),

where Q← PGen(1λ, n) is the challenge polynomial.

Condition 3 (SLP intractability of DH-type problems) For each polynomial m there exists a negligible func-
tion f such that for all λ ∈ IN, n ∈ N (λ) and S ∈ SLPGen(m) and P ∈ L1 holds that

Pr[(Q− P)(priv) = 0 mod n : priv ∈R Zc
n × (Z∗n)l−c] ≤ f (λ),

where (L1, . . . , Lk)← S(1λ, n) and Q← PGen(1λ, n) is the challenge polynomial.
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Theorem 5.12 (Intractability of DL/DH-type problems) Let P be a DL-type (resp. DH-type) problem, and
let OPSet be an operation set for P such that Condition 1 and Condition 2 (resp. Condition 3) are satisfied. Then
for each generic algorithm A whose number of oracle queries to OP ,OPSet is polynomially bounded in λ, there
exists a negligible function f such that for all λ and n ∈ N (λ) the probability that A outputs a solution to a
random problem instance of P is upper bounded by f (λ).

Proof We restrict the proof to the case of a DH-type problem. So let P be a DH-type problem with an
operation set OPSet satisfying Condition 1 and 3. Let λ ∈ IN be a a security parameter and let n ∈ N (λ).
Furthermore let (I11, . . . , Ikz, Q) ← PGen(1λ, n) be the input polynomials and the challenge polynomial
of P for fixed values λ and n. Finally let A be a generic algorithm whose number of oracle queries is
bounded by m(λ) for all λ, where m is a polynomial. We prove the theorem by a sequence of attack
games.

Game G0 This is the original attack game. The challenger selects the private choices priv ∈R Zc
n ×

(Z∗n)l−c and initializes the oracle OP ,OPSet with λ, n and priv. The adversary A is run with the
encodings of all elements on the lists L1, . . . , Lk. Once A terminates it outputs out. By S0 we denote
the event that Q(priv)− L1out = 0 mod n, and we use similar notation for subsequent games. Our
goal is to find a negligible function f such that Pr[S0] ≤ f (λ).

Game G1 In this game we change the generic group oracle OP ,OPSet. Instead of selecting random
encodings σ1, . . . , σk the oracle computes encodings as follows if an element a ∈ Zn is added to
list Li, say it is the r-th element, then the oracle checks whether a is already in the list. If this
is the case, say Lij = a for j < r the the oracle sets σir = σij. If not, then the oracle selects
σir ∈r Si\{σi1, . . . , σi(r−1)}. This completes the description of game G1. It is clear that this game is
perfectly indistinguishable from game G0 implying Pr[S1] = Pr[S0].

Game G2 In this game we again modify the group oracle. This time, we change the information stored
in the lists L1, . . . , Lk. Instead of storing elements of Zn we store Laurent polynomials in L(c,l)

n .
List Li is initialized with Ii1, . . . , Iiz. Furthermore each time a polynomial P is added to list Li, say
it is the r-th polynomial, the oracle checks whether there is a polynomial Lij for j ≤ r such that
(Lij − P)(priv) = 0 mod n. If this is the case then the oracle sets σir = σij. If not, then the oracle
selects σir ∈R Si\{σi1, . . . , σi(r−1)}. This completes the description of game G1. It is clear that this
game is perfectly indistinguishable from game G1 so Pr[S2] = Pr[S1].

Game G3 In this game we modify the computation of the encodings in the oracle. During the compu-
tation of the encoding of a newly added polynomial P to list Li the oracle verifies whether there
exists a polynomial Lij on list Li such that (Lij − P)(priv) = 0 mod n. In this game we replace this
check with (Lij − P) = 0 mod In. That is, instead of checking whether there exists a polynomial
that becomes equal to P under evaluation of priv, we check whether there exists a polynomial that
is equal to P under evaluation of all elements of Zc

n× (Z∗n)l−c. It is clear that this game differs from
the previous game exactly when a polynomial P is added to a list Li and there exists a polynomial
Lij such that (Lij − P) 6= 0 mod In and (Lij − P)(priv) = 0 mod n. So we define the following
failure events:

• Failure event over list Li denoted by Fi: there exists j ≥ j′ ∈ {1, . . . , |Li|} such that Lij− Lij′ 6= 0
mod In and (Lij − Lij′)(priv) = 0 mod n.

• Failure event F = F1 ∨ · · · ∨ Fk.

As long as F does not occur games G2 and G3 proceed identically. Therefore by the Difference
Lemma (Lemma 2.12) it follows that

|Pr[S3]− Pr[S2]| ≤ Pr[F].

We proof the theorem by deriving an upper bound on Pr[F] and Pr[S3]. Note that the simulation of the
group oracle in game G3 does not depend on the particular choice of priv. Let Ā be algorithm A on
input 1λ and n with arbitrary but fixed content of the random tape.
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For each choice of priv the lists L1, . . . , Lk of the simulated oracle will contain the same polynomials,
in particular Ā will output the same polynomial Liout. Therefore there exists an SLP-generator in
SLPGen(m) that on input of 1λ and n exactly outputs the lists L1, . . . , Lk. By S̄3 we denote the event that
Ā succeeds. That is, for the output L1out of Ā holds that (Q− L1out)(priv) = 0 mod n. By Condition 3 it
follows that there exists a negligible function f such that Pr[S̄3] ≤ f (λ). Furthermore, this upper bound
holds for all SLP-generators in SLPGen(m) so is independent of the fixed random tape, so we have the
same upper bound for any Ā. Hence Pr[S3] ≤ f (λ). Finally, also by Condition 3, it follows that this
upper bound holds for all values of λ and n.

To conclude the proof we bound Pr[F]. Clearly

Pr[F] ≤
k

∑
i=1

Pr[Fi].

Furthermore, for i ∈ {1, . . . , k} let Ai = {(j, j′) | 1 ≤ j′ < j ≤ |Li| ∧ Lij− Lij′ 6= 0 mod In}, then we have

Pr[Fi] ≤ ∑
(j,j′)∈Ai

Pr[(Lij − Lij′)(priv) = 0 mod n : priv ∈R Zc
n × (Z∗n)l−c].

As noted above, the lists L1, . . . , Lk are the output of some SLP-generator running in time at most m(λ).
This implies the existence of a SLP-generator that computes all the polynomial in the lists L1, . . . , Lk
together with all difference polynomials. The total number of polynomials is bounded by kz(λ) + m(λ),
hence the number of difference polynomials is bounded by (kz(λ) + m(λ))2. One way to compute the
difference polynomial of polynomial P and P′ is to first compute −P′ and then add P and −P′. This
implies that the SLP-generator that computes all these polynomials runs in at most

m(λ) + (kz(λ) + m(λ))2 + (kz(λ) + m(λ))2

steps, where k is a constant and z is polynomial bounded (cf. Definition 5.7). Hence, by Condition 1 it
follows that there exists a negligible function f ′ such that

Pr[Fi] ≤ |Li|2 f ′(λ)
≤ (z(λ) + m(λ))2 f ′(λ).

Moreover, as this bound is the same for each Fi, we obtain that

Pr[F] ≤ k(z(λ) + m(λ))2 f ′(λ),

which is negligible by Proposition 2.5 and 2.6. Note that again this bound holds independent of the fixed
random tape for Ā. Also, by Condition 1, this bound holds for all λ and n, so the failure probability of
A is negligible.

Combining the above results we obtain that Pr[S0] = negl(λ). 2

Conditions 1, 2 and 3 are very abstract conditions and are not easy to verify for general problems.
Therefore we state some practical conditions, which when satisfied, imply the original conditions.

Before we can state the practical conditions, we have to introduce the concept of operation set graphs.

Definition 5.13 (Operation set graph) Let P be a DL/DH-type problem with operation set OPSet. Associated
with OPSet is a directed graph GOPSet = (V, E). In this graph there are four types of vertices: group, sum,
product and power vertices.

• For each underlying group Gi there is a group vertex labeled i.

• For each ( f , s1, . . . , su, d, F) ∈ OPSet, where F = ∑i Si is represented as the sum of non-zero monomials,
the following vertices and edges are added:

– A sum vertex Σ and an edge from this vertex to the group vertex with label d.
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– For each monomial Si add a product vertex with label Π and an edge from this vertex to the sum vertex
Σ
For each variable Yj, 1 ≤ j ≤ u, occurring with non-zero exponent l in Si add a power vertex with
label (.)l , an edge from this power vertex to the product vertex Π and an edge from the group vertex
label sj ∈ {1, . . . , k} to the power vertex.

The operation set graph corresponding to an operation set may contain a lot of unnecessary nodes, i.e.
nodes with exactly one incoming and one outgoing edge. Therefore we define a reduced operation set
graph.

Definition 5.14 (Reduced operation set graph) A reduced operation set graph, is an operation set graph,
where each power vertex labeled (.)1 and each product or sum vertex with incoming degree 1 has been removed
and the two edges entering and leaving such a node, have been replaced by one edge connecting the predecessor
and successor vertex.

We are now ready to state the practical conditions.

Condition 4 (Leak resistance 1) There exists a polynomial r, such that for all λ ∈ IN, n ∈ N (m)

max{deg(Iij) : 1 ≤ i ≤ k, 1 ≤ j ≤ z} ≤ r(λ),

where (I11, . . . , Ikz)← PGen(λ, n).

Condition 5 (Leak resistance 2) Let GOPSet be a reduced operation set graph. Then for every strongly con-
nected component C of GOPSet is holds that

• if C contains a power vertex, then it contains no other vertices.

• every product vertex contained in C has at most one incoming edge from a group vertex that is also contained
in C.

Condition 6 (Non-triviality 1) There exists a polynomial r such that for all λ ∈ IN, n ∈ N (λ) we have
deg(Q) ≤ r(λ), where Q← PGen(1λ, n).

Condition 7 (Non-triviality 2 DL-type problems) There exists a λ0 ∈ IN such that for all λ ≥ λ0 and
n ∈ N (λ) the challenge polynomial Q← PGen(1λ, n) is not a constant in L(c,l)

n .

Condition 8 (Non-triviality 2 DH-type problems) For each polynomial m there exists a λ0 ∈ IN such that
for all λ ≥ λ0, n ∈ N (λ), S ∈ SLPGen(m) and P ∈ L1 holds that P 6= Q in L(c,l)

n where (L1, . . . , Lk)← S(1λ, n)
and Q← PGen(1λ, n).

The following theorem connects the practical conditions with the theoretical conditions. For the
proof we refer to [RLB+07], Theorem 2.

Theorem 5.15

I. If Conditions 4 and 5 hold for a given DL/DH-type problem and operation set, then also Condition 1 holds.

II. If Conditions 6 and 7 hold for a given DL-type problem and operation set, then also Condition 2 holds.

III. If Conditions 4, 5, 6 and 8 hold for a given DH-type problem and operation set, then also Condition 3
holds.

Condition 8 seems to be less practical than Conditions 4 to 7. However, as the next example shows,
in practice also this condition is relatively easy to verify. As an example consider the n-BDHI problem
(corresponding with Assumption 46). The challenge polynomial is Q = 1

X1
for all n. Furthermore all

variable in the input polynomials have positive exponents so no operation can lead to polynomials with
negative exponents in any variable. Hence condition 8 is satisfied, independent of the operation set.

With Theorem 5.15 we are now able to assess the intractability of almost all the problems in Chapter 3.
Indeed we have the following result.

Theorem 5.16 The Assumptions 1, 2, 3, 6, 7, 9, 10, 11, 13, 15, 21, 22, 26, 30, 32, 34, 36, 37, 38, 40, 42, 45, 46
and 48 hold in the generic group model.

Proof This directly follows from Theorem 5.15 by verifying the Conditions 4, 5, 6 and 7 for the DL-type
problems, and by verifying Conditions 4, 5, 6 and 8 for the DH-type problems. 2
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Chapter 6
Hedging security models

In this chapter we discuss some cryptographic schemes with the special property that it is possible to
provide security arguments for the scheme in two different formal models. That is, for the schemes
discussed, we give separate reductionist security arguments in the random oracle model and in the
generic group model. This technique is called hedging, and was first introduced by Shoup [Sho00] and
is recently further exposed by Kiltz and Neven [KN07]. The advantage of hedged security is that it gives
more confidence in the cryptographic scheme. As we have seen in Chapter 5 there are some serious
concerns with both the random oracle as generic group model. By providing two separate proofs for
a scheme we combine the strength of two models: if for example the generic group methodology is no
longer valid, then the security of our scheme still holds with respect to the random oracle model.

We are aware of two methods for providing hedged security arguments, when security arguments
in the random oracle model are already known. The first method is by providing arguments in the
standard model under some (non-standard) assumption and then proving that this assumption is valid
for generic groups. This method will be used in Sections 6.1, 6.2 and 6.3.

These second method is more complex and consist of extending the generic group oracle by allowing
the adversary to ask some non-standard questions. These non-standard questions allows one to handle
the interactivity between the challenger and the adversary in security games. Next one proves that some
complexity theoretic assumption still holds with this extended oracle and one provides arguments that
given an adversary that breaks the scheme in the generic group model, the adversary can be used to
break the underlying assumption. The method will be used in section 6.4, where we provides hedged
security arguments for the Korean certificate-based digital signature scheme.

Sometimes neither of these to methods seems possible, and then it is not clear how to provide
hedged security arguments. It might even be possible that there do not exist hedged security arguments
at all. Recently, Kiltz and Neven [KN07] have shown hedged security of some cryptographic schemes
and questioned whether the Boneh-Franklin identity based encryption scheme also has hedged security
properties. We will explore this question in Section 6.5 and show that neither of these two methods
is possible for the Boneh–Franklin identity based encryption scheme. Thus the question whether this
scheme enjoys hedged security is still an open problem. However, based on the above description, we
think it might be impossible.

In case security arguments in the generic group model are known and one needs to provide security
arguments in the random oracle model, it is not clear how to proceed. A method for showing this
might be to show security in the standard model under some non-standard (interactive) assumption.
Where the assumption might be interactive based on whether the group oracle is extended, allowing
non-standard queries or not. The next step then might be trying to weaken this assumption by moving
to the random oracle model.

Finally, we note that Fischlin [Fis00] points out some pitfalls in using the random oracle model and
generic group model together. However, these pitfalls do not occur here, as we do not give security
arguments in a combination of both models, but give security arguments in each model separately,
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i.e. we provide two different proofs. Furthermore note that for each different cryptographic primitive
discussed in Chapter 3 there seems to exists schemes with hedged security arguments.

6.1 Hashed Diffie–Hellman Key Exchange

Let λ be a security parameter, and let G := {Sλ}λ∈IN be a computational group scheme. Furthermore
let Γ[Ĝ, G, g, p] ∈ Sλ, let H = {Hk}k∈K be a family of hash functions, where for each k ∈ K the function
Hk maps elements of G to {0, 1}`, where ` is bounded by a polynomial in λ. Choose k ∈ K uniform at
random. Consider the key exchange protocol HDH between Alice and Bob in Figure 6.1, which results
in a common key K = Hk(gxy), we assume that Alice and Bob have agreed on a common group and
an index of the hash function before. In this section we consider the security of this key exchange
protocol against a passive attack. In a passive attack against HDH, an adversary A is a probabilistic,
polynomial-time algorithm. The passive attack is defined as a game between the adversary and a party
called the challenger. We require that A runs in time strictly bounded by a polynomial in the length of
its input, independent of its probabilistic choices. We assume that the input to the adversary is 1λ, for
some λ ∈ IN and that A initiates the game. We describe the attack game:

Stage 1 The adversary A initiates the game. The challenger chooses x, y ∈R Z∗p, sets K0 = Hk(gxy) and
chooses K1 ∈R {0, 1}`. Next it chooses b ∈R {0, 1} and sends gx, gy, Kb to A.

Stage 2 The adversary outputs b′ ∈ {0, 1}, which represents its guess for b.

We define the passive attack advantage of A against HDH at λ, denoted by AdvPAHDH,A(λ), to be
|Pr[b = b′]− 1

2 | in the above game.
We say that HDH is secure against a passive attack if for all probabilistic, polynomial-time algorithms

A, the function AdvPAHDH,A(λ) is negligible in λ.

Lemma 6.1 If the DDH-assumption (Assumption 4) holds for Γ[Ĝ, G, g, p] and the hash function family H is
entropy smoothing, then HDH is secure against passive attacks.

In particular, for all probabilistic, polynomial-time algorithms A, there exist probabilistic algorithms A1 and
A2, whose running times are essentially the same as that of A such that for all λ ∈ IN we have

AdvPAHDH,A(λ) ≤ AdvDDHG,A1(λ | Γ) + AdvESH,A2(λ).

Proof LetA be a probabilistic polynomial time algorithm. We prove the theorem by defining a sequence
of games G0, G1 and G2. In each game we modify the attack game and we argue that the adversary
cannot distinguish between these modifications. Let game G0 be the original attack game and define for
i = 0, 1, 2 the event Ti that b = b′ in game Gi.

We define game G1 as follows:

Stage 1 The adversary A initiates the game. The challenger chooses x, y, z ∈R Z∗p, sets K0 = Hk(gz) and
chooses K1 ∈R {0, 1}`. Next it chooses b ∈R {0, 1} and sends gx, gy, Kb to A.

Stage 2 The adversary outputs b′ ∈ {0, 1}, which represents its guess for b.

Alice Bob

x ∈R Z∗p y ∈R Z∗p

−−−−−
gx

−−−−−−−→

←−−−−−
gy

−−−−−−−
K = Hk((gy)x) K = Hk((gx)y)

Scheme 6.1 Hashed Diffie–Hellman key exchange protocol
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We claim that A cannot distinguish between these two games. Because otherwise this yields an efficient
algorithm A1 for solving the DDH-problem in G. Indeed, let A1 be an algorithm that takes as input
1λ, gx, gy, gz and has to decide whether z = xy. The algorithm A1 simply computes K = Hk(gz) and
uses A to decide whether K = Hk(gxy). It follows that

|Pr[T0]− Pr[T1]| ≤ AdvDDHG,A(λ | Γ). (6.1)

We define game G2 by making again a small change to the first stage of the attack game:

Stage 1 The adversary A initiates the game. The challenger chooses x, y ∈R Z∗p, h ∈R {0, 1}` and sets
K0 = h and chooses K1 ∈R {0, 1}`. Next it chooses b ∈R {0, 1} and sends gx, gy, Kb to A.

Stage 2 The adversary outputs b′ ∈ {0, 1}, which represents its guess for b.

We claim that A cannot distinguish between games G1 and G2. This is, because otherwise this yields an
efficient algorithm A2 which has a non-negligible entropy smoothing advantage against H. Indeed, let
A2 be an algorithm that takes as input 1λ, h and has to decide whether h = Hk(gz) for some z ∈ Zp.
The algorithm A2 randomly chooses x, y ∈ Zp and uses A1 with input gx, gy and h to decide whether
h = Hk(gz) for some z. It follows that

|Pr[T1]− Pr[T2]| ≤ AdvESH,A(λ). (6.2)

Furthermore, it is clear that

Pr[T2] =
1
2

, (6.3)

as both keys are randomly chosen. So from (6.1), (6.2) and (6.3) it follows that

AdvPAHDH,A ≤ AdvDDHG,A1(λ | Γ) + AdvESH,A2(λ),

which proves the lemma. 2

In addition to previous lemma, we now prove the passive security of HDH, modeling the hash
function family as a random oracle. Therefore, we modify the attack game, allowing an adversary A to
query the random oracle H:

Stage 1 The adversary A initiates the game. The environment chooses x, y ∈R Z∗p, sets K0 = H(gxy)
and chooses K1 ∈R {0, 1}λ. Next it chooses b ∈R {0, 1} and sends gx, gy, Kb to A.

Stage 2 The adversary A is allowed to make at most QA(λ) queries to the random oracle. The environ-
ment responds to these queries by randomly selecting an element in {0, 1}`.

Stage 3 The adversary outputs b′ ∈ {0, 1}.

We define the passive advantage of a A against HDH at λ in the random oracle model, denoted by
AdvPArom

HDH,A(λ), to be |Pr[b = b′]− 1
2 | in the above game.

We say that HDH is secure against a passive attack in the random oracle model, if for all probabilistic,
polynomial-time oracle query machines A, the function AdvPArom

HDH,A(λ) is negligible in λ.

Lemma 6.2 If the CDH-assumption (Assumption 3) holds for Γ[Ĝ, G, g, p], then HDH is secure against passive
attacks, modeling the hash function family H as an random oracle.

In particular, for all probabilistic, polynomial-time oracle query machines A, there exist a probabilistic algo-
rithm A1, whose running time is essentially the same as that of A such that for all λ ∈ IN we have

AdvPArom
HDH,A(λ) ≤ QA(λ)AdvCDHG,A1(λ | Γ),

where QA(λ) is a polynomial in λ and denotes an upper bound on the number of questions that A makes to the
oracle.
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Proof Suppose there exists a probabilistic, polynomial-time oracle query machine A that has non-
negligible advantage in winning the attack game. We describe an algorithm A1 that uses A in solving
the CDH problem. This algorithm takes as input 1k, gx and gy and has to compute gxy. Note that, we
have to supply A with a correct key half of the times. Therefore algorithm A1 provides an environment
for A by selecting a bit b1 ∈r {0, 1} and proceeding as follows:

• if b = 0 then A1 selects x′, y′ ∈r Z∗p and runs A with input gx′ , gy′ ,H(gx′y′), where the oracle query
is evaluated as described below,

• if b = 1 then A1 selects K ∈r {0, 1}` and runs A with input gx, gy, K.

Whenever A asks questions to the random oracle, A1 replies to them by randomly selecting an element
from {0, 1}`, if the question was not asked before. Therefore A1 stores the questions and answers in two
lists, Q and A respectively. At the beginning of the game Q = ∅, A = ∅ and τ = 0, where τ denotes the
length of Q and A.

In Stage 2 of the attack game A is allowed to ask queries to the random oracle. Each time A asks the
evaluation of the oracle at some group element Q′, algorithm A1 tests whether there is an i ∈ {1, . . . , τ}
such that Q′ = Qi. If this is the case A1 replies with the corresponding answer Ai. Otherwise A1
increments τ and sets Qτ = Q′, chooses Aτ ∈R {0, 1}` and replies with Aτ . When A terminates and
outputs a bit, A1 randomly chooses an i ∈ {1, . . . , τ} and outputs Qi.

We claim that A1 has non-negligible advantage in solving the CDH-problem in G. To prove this, we
define E to be the event that A queries the oracle on gxy. Then we have

AdvPArom
HDH,A(λ) = |Pr[b = b′]− 1

2 |
= |Pr[b = b′ | E] Pr[E] + Pr[b = b′ | ¬E] Pr[¬E]− 1

2 |
(1)
= |Pr[b = b′ | E] Pr[E] + 1

2 (1− Pr[E])− 1
2 |

= |(Pr[b = b′ | E]− 1
2 )|Pr[E]

≤ 1
2 Pr[E],

where (1) follows as in case ¬E occurs, the adversary A has no information about H(gxy) and can do
no better than flipping a coin.

As AdvPArom
HDH,A(λ) is non-negligible, it follows that Pr[E] is non-negligible. However, for the algo-

rithm A1 we have

AdvCDHG,A1(λ | Γ) ≥ Pr[E]
2QA(λ)

,

as A makes at most QA(λ) queries to the random oracle, and only obtains useful information of A if
b1 = 1. This implies that

AdvPArom
HDH,A(λ) ≤ QA(λ)

2 AdvCDHG,A1(λ | Γ).

Because we assume that AdvCDHG,A1(λ | Γ) = negl(λ) for all probabilistic polynomial time algorithms
A1 and because QA(λ) is a positive polynomial, we conclude by Proposition 2.6 that AdvPArom

HDH,A(λ) =
negl(λ), which is a contradiction. It follows that no such adversary A can exist and that HDH is secure
in the random oracle model. 2

Note that the reduction in above theorem is inefficient. Intuitively, the result can be interpreted as
follows. By hashing gxy in the scheme HDH the hash function destroys some information about the
fact that gx, gy and gxy is a Diffie–Hellman tripple. As long as the output of the hash function is not
completely random, not all information is destroyed and the DDH-assumption is needed to guarantee
the passive security of HDH. However as soon as the output of the hash function is completely random,
which is the case in the random oracle model, a random key cannot be distinguished from an actual
key, because they are both random. So a passive attacker with non-negligible advantage in attacking the
scheme, must be able to solve the CDH-problem with non-negligible advantage, because otherwise he
knows nothing about the key.

In [Sho97] it is proven that the DDH-assumption is valid in the generic group model. Therefore
we also prove a security result in the generic group model. We modify the attack game, allowing an
adversary A to query the generic oracle G:
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Alice Bob Charlie

x ∈R Z∗p y ∈R Z∗p z ∈R Z∗p

−−−−−
gx

−−−−−−−→

−−−−−−−−−−−−−−−−−−−−−−−−
gx

−−−−−−−−−−−−−−−−−−−−−−−−−−→

←−−−−−
gy

−−−−−−− −−−−−
gy

−−−−−−−→

←−−−−−
gz

−−−−−−−

←−−−−−−−−−−−−−−−−−−−−−−−−
gz

−−−−−−−−−−−−−−−−−−−−−−−−−−

K = Hk(e(gy, gz)x) K = Hk(e(gx, gz)y) K = Hk(e(gx, gy)z)

Scheme 6.2 Tri-partite hashed Diffie–Hellman key exchange protocol

Stage 1 The adversary A initiates the game. The environment chooses x, y ∈R Z∗p, sets K0 = H(gxy)
and chooses K1 ∈R {0, 1}λ. Next it chooses b ∈R {0, 1} and sends gx, gy, Kb to A.

Stage 2 The adversary A is allowed to make at most QA(λ) queries to the generic group oracle.

Stage 3 The adversary outputs b′ ∈ {0, 1}.

We define the passive advantage of a A against HDH at λ in the generic group model, denoted by
AdvPAggm

HDH,A(λ), to be |Pr[b = b′]− 1
2 | in the above game.

We say that HDH is secure against a passive attack in the generic group model, if for all probabilistic,
polynomial-time oracle query machines A, the function AdvPAggm

HDH,A(λ) is negligible in λ.

Lemma 6.3 The key exchange scheme HDH is secure against passive attacks in the generic group model, assuming
the hash function family H is entropy smoothing.

In particular, for all probabilistic, polynomial-time oracle query machines A, there exists a probabilistic algo-
rithm A1, whose running time is essentially the same as that of A such that for all λ ∈ IN we have

AdvPAggm
HDH,A(λ) ≤ AdvESH,A1(λ) +O

(
QA(λ)2

q

)
.

where QA(λ) is a polynomial in λ and denotes an upper bound on the number of questions that A makes to the
oracle.

Proof Follows from Lemma 6.1 and [Sho97], Theorem 4. 2

6.2 Tri-partite hashed Diffie–Hellman key exchange

Let λ be a security parameter, and let PG := {Sλ}λ∈IN be a computational pairing group scheme.
Furthermore, let Γ[G, GT , g, p, e] ∈ Sλ, let H = {Hk}k∈K be a family of hash functions, where for each
k ∈ K the function Hk maps elements of GT to {0, 1}`, where ` is bounded by a polynomial in λ. Choose
k ∈ K uniform at random.

In this section we consider a variant of the tri-partite Diffie–Hellman protocol of Joux [Jou04]. This
protocol is called tri-partite hashed Diffie–Hellman, THDH, and is depicted in Scheme 6.2. The protocol
THDH results in a common key Hk(e(g, g)xyz) between three parties Alice, Bob and Charlie. We assume
that the parties have agreed upon a common pairing group and a hash function index before.

The proof of the following two lemma’s is exactly the same as the proof of Lemma’s 6.1 and 6.2 and
is therefore omitted.



54 Hedging security models

Lemma 6.4 If the BDDH-assumption (Assumption 35) holds for Γ[G, GT , g, p, e] and the hash function family
H is entropy smoothing, then THDH is secure against passive attacks.

In particular, for all probabilistic, polynomial-time algorithms A, there exist probabilistic algorithms A1 and
A2, whose running times are essentially the same as that of A such that for all λ ∈ IN we have

AdvPATHDH,A(λ) ≤ AdvBDDHG,A1(λ | Γ) + AdvESH,A2(λ).

Lemma 6.5 If the BCDH-assumption (Assumption 34 holds for Γ[G, GT , g, p, e], then THDH is secure against
passive attacks, modeling the hash function family H as an random oracle.

In particular, for all probabilistic, polynomial-time oracle query machines A, there exist a probabilistic algo-
rithm A1, whose running time is essentially the same as that of A such that for all λ ∈ IN we have

AdvPArom
THDH,A(λ) ≤ QA(λ)

2 AdvBCDHG,A1(λ | Γ),

where QA(λ) is a polynomial in λ and denotes an upper bound on the number of questions that A makes to the
oracle.

By Theorem 5.16 the BCDH-assumption is valid in the generic group model. As in Lemma 6.3, we
can proof that the scheme is secure in generic group model.

Lemma 6.6 The key exchange scheme THDH is secure against passive attacks in the generic group model, assum-
ing the hash function family H is entropy smoothing.

In particular, for all probabilistic, polynomial-time oracle query machines A, there exists a probabilistic algo-
rithm A1, whose running time is essentially the same as that of A, and there exists a negligible function f such
that for all λ ∈ IN we have

AdvPAggm
THDH,A(λ) ≤ AdvESH,A1(λ) + f (λ),

where the number of oracle queries is bounded by a positive polynomial in λ.

Proof Follows from Lemma 6.1 and Theorem 5.16. 2

6.3 Hashed ElGamal encryption

Let G be a computational group scheme, specifying a sequence {Sλ}λ∈IN of group descriptions. In this
section we discuss hedged security of the hashed ElGamal encryption scheme, which is described in
Scheme 6.3. Let H := {Hk}k∈K be a family of hash functions, and let SKE be a one-time symmetric-key
encryption scheme, secure against an adaptive chosen message attack.

The hashed ElGamal encryption scheme is secure in the standard model [ABR01, KM04].

Theorem 6.7 The scheme HEG is secure against an adaptive chosen message attack, if the decisional oracle Diffie–
Hellman assumption (Assumption 24) holds for G, SKE is secure against an adaptive chosen message attack and
the hash function family H is entropy smoothing.

In particular, for all probabilistic polynomial time oracle query machines A, there exist oracle query machines
A1, A2 and A3 such that for all for all λ ∈ IN and for all Γ[Ĝ, G, g, p] ∈ [Sλ] we have

AdvCCAHEG,A(λ) ≤ AdvDODHG,A1(λ | Γ) + AdvCCASKE,A2(λ) + AdvESH,A(λ),

where the number of queries to the partial DDH-oracle is bounded by Q(λ).

In [CS03] the scheme is proven secure in the random oracle model under the gap Diffie–Hellman as-
sumption.

Theorem 6.8 The scheme HEG is secure against an adaptive chosen message attack, if the gap Diffie–Hellman
assumption (Assumption 29) holds for G, SK is secure against an adaptive chosen message attack and modeling
the hash function family H as an random oracle.

In particular, for all probabilistic polynomial time oracle query machines A, there exist oracle query machines
A1 and A2 such that for all for all λ ∈ IN and for all Γ[Ĝ, G, g, p] ∈ [Sλ] we have

AdvCCArom
HEG,A(λ) ≤ 2 · AdvGDHG,A1(λ | Γ) + AdvCCASKE,A2(λ) +

2Q(λ)
q

,



6.4 Korean certificate-based digital signatures 55

KeyGen(1λ, Γ[Ĝ, G, g, p])
1. x R←− Zp;

2. k R←− K;
3. h← gx;
4. SK = (Γ[Ĝ, G, g, p], k, x);
5. PK = (Γ[Ĝ, G, g, p], k, h);

Return (SK, PK)

Encrypt(1λ, PK, m)
1. u R←− Zp;
2. ψ← gu;
3. b← hu;
4. K← Hk(a, b);
5. χ← SKE.Encrypt(1λ, K, m);

Return (ψ, χ)

Decrypt(SK, ψ, χ)
1. Parse ψ a group element a ∈ Ĝ; halt and output reject if this is not the case;
2. Test whether a ∈ G; halt and output reject if this is not the case;
3. b← az;
4. K← Hk(a, b);
5. m← SKE.Decrypt(1λ, K, χ);

Return m
Scheme 6.3 Hashed ElGamal encryption scheme

where Q(λ) is a polynomial in λ is the number of queries the random oracle and moreover the number of queries
to the DDH-oracle is bounded by Q′(λ).

Proof Follows from [CS03], Theorem 9 combined with Theorem 3.8. 2

Furthermore in [KN07] the following theorem is proved.

Theorem 6.9 The scheme HEG is secure against an adaptive chosen message attack in the generic group model,
if H is a entropy smoothing family of hash functions, which does not query the generic group oracle, and SKE is
secure against an adaptive chosen message attack.

In particular, for all probabilistic polynomial time oracle query machines A, there exist oracle query machines
A1 and A2 such that for all for all λ ∈ IN and for all Γ[Ĝ, G, g, p] ∈ [Sλ] we have

AdvCCAggm
HEG,A(λ) ≤ AdvES(λ)H,A1 + AdvCCASKE,A2(λ) +

Q(λ) + Q′(λ)
√

q
,

where Q(λ) is a polynomial in λ which is the number of queries the generic group oracle and moreover the number
of queries to the partial DDH-oracle is Q′(λ).

6.4 Korean certificate-based digital signatures

Let G = {Sλ}λ∈IN be a computational group scheme. Let λ ∈ IN and Γ[Ĝ, G, P, q, +] ∈ [Sλ] and let
H = {Hk}k∈K be a family of hash functions, where Hk : {0, 1}`1 → {0, 1}`2 and `1, `2 are polynomially
bounded in λ. Furthermore let f : G → {0, 1}`2 be a function, referred to as the conversion function. In
Scheme 6.4 the signature scheme G-KCDSA, which is a generalization of the signature schemes KCDSA
and EC-KCDSA, is depicted. Because we are primarily interested in the elliptic curve variant of KCDSA
we use additive notation for the group. Furthermore, note that in the actual scheme, the public key is
prepended to the message, before it is hashed. Here, we assume that a message already has the public
key prepended.
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G-KCDSA specializes to KCDSA as follows: let p be a prime and let Ĝ = Z∗p. Furthermore let q be a
prime such that q|p− 1 and let g be a generator of a subgroup of order q in Z∗p, hence gq = 1 mod p.
Then G is a cyclic subgroup of order q in Ĝ, and if we use multiplicative notation, G-KCDSA specializes
to KCDSA.

G-KCDSA specializes to EC-KCDSA as follows: let E be an elliptic curve over a finite field Fpm . By
#E we denote the number of points on E and let q be a prime dividing #E and let P be a point on E
generating a cyclic subgroup of order q. Then Ĝ is the group consisting of the points of E under the
usual addition and G is the cyclic group of order q generated by P.

KeyGen (1λ, Γ[Ĝ, G, P, q, +])
1. x R←− Z∗q ;
2. Q← xP;
3. k R←− K;
4. PK← (Γ[Ĝ, G, P, q, +], k, Q); SK← (Γ[Ĝ, G, P, q, +], k, x);

Return (SK, PK)

Sign(SK, m)
1. c R←− Z∗q ;
2. r ← f (cP);
3. s← x−1(c− r⊕ Hk(m)) mod q;
4. If s = 0 goto step 2;

Return (r, s)

Verify(PK, m, r, s)
1. Check the length of r and s: 0 ≤ r < 2`2 and 0 < s < q; .

Return r ?= f (sQ + (Hk(m)⊕ r)P)

Scheme 6.4 Generalized Korean certificate-based digital signature scheme

It is known that G-KCDSA is secure in the random oracle model, modeling the conversion function
as a random oracle. This follows by an extension of the results of [BPVY00], and thus relies on a variant
of the forking lemma (Theorem 5.4).

We now hedge the security of G-KCDSA by providing a proof of its security in the generic group
model. To prove the security of G-KCDSA we use ideas from [Bro05] and [SPMLS02]. However, before
we actually prove that G-KCDSA is secure in the generic group model, we first describe an extension of
the generic group model and prove a few lemma’s.

6.4.1 Extension of the generic group oracle

In case the underlying group of the signature scheme is an elliptic curve, it might be possible that the
adversary is able to detect in another way then by invoking the group oracle, whether an element is
in the group or not. For example, the adversary can obtain a point on the elliptic curve by solving
an equation or given the representation of an point R on the curve, the adversary may obtain a valid
representation of −R. Therefore, we follow the idea of Brown [Bro05] and extend the generic group
oracle by allowing the adversary to add arbitrary representations to the encoding list. Brown does not
give much more motivation for this extension, note however, that the model becomes weaker, because
the adversary will be given more power. Furthermore, the results proven for G-KCDSA still hold in the
usual generic group model. In this section we shall show that the discrete log problem in G is still
infeasible if the adversary is allowed access to this new group oracle. Let A be a generic algorithm for
Zq on S which tries to solve the discrete logarithm on G and which is allowed to make n queries to the
group oracle. Then A takes as input σ(1) and σ(x).

Note that, because the adversary is allowed to make n queries to the group oracle, the number of
additional elements can be bounded by 2n because each operation involves at most 2 additional elements
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and additional elements that are not used in further queries can be deleted from the list. So the new
generic group oracle can be identified by the probability space Sn+2 ×Zq ×Z2n

q .
A tuple {σ1, . . . , σn+2, x, x1, . . . , x2n} in this space has the following interpretation: σ1 is used as an

encoding for P and σ2 is used as an encoding for Q = xP. The elements σ3, . . . , σn+2 denote the answers
to the n oracle queries of A. Furthermore, x1, . . . , x2n serve as pre-images of the additional 2n elements
that A may add to the list of encodings L.

This interpretation, however, may introduce inconsistencies, as it does not take care of collisions
between σ1, . . . , σn+2. To handle these inconsistencies, we provide a correspondence with polynomials
Fi, i ∈ {1, . . . , 3n + 2} over Zq[X, X1, . . . , X2n], as in Section 5.3. Instead of letting A interact with the
group oracle, we provide A with the following simulation:

• Initially polynomials F1 and F2 are defined as F1 = 1 and F2 = X and L = {F1, F2}, and a random
tuple {σ1, . . . , σn+2, x, x1, . . . , x2n} ∈R Sn+2 ×Zq ×Z2n

q is selected. σ1 and σ2 are send to A.

• When the adversary adds a k-th additional encoding σ′k to the encoding list, polynomial Fn+k+2 is
set to Xk and is added to L.

• When the adversary issues an l-th query (i, j, b) to the oracle polynomial Fl is set to Fl = Fi ± Fj
according to the bit b. If Fl is already on the list L, say Fl = Fh for h < l then Fl is marked and the
oracle returns σh. Otherwise the oracle returns σl .

Observe that all polynomials in L are affine combinations of X, X1, . . . , X2n. Once A terminates, we set
X to x and Xk to xk for k = 1, . . . , 2n.

It is easily seen that this simulation is indistinguishable from the actual group oracle if all σi, for
i = 1, . . . n + 2 are different, and if no Fi − Fj vanishes at (x, x1, . . . , x2n), for i, j ∈ {1, . . . , 3n + 1} with
i 6= j . A tuple {σ1, . . . , σn+2, x, x1, . . . , x2n} that satisfies these requirements is called a safe tuple. From
such a tuple we can define a random encoding function σ as follows:

σ(Fi(x, x1, . . . , x2n)) = σi, for all unmarked Fi, and 1 ≤ i ≤ n + 2,
σ(xk) = σ′k, for k = 1, . . . , 2n.

However, safe tuples do not completely cover the sample space. The following two lemmas allows us to
bound the probability that we select an unsafe tuple in the simulation.

Lemma 6.10 Let n, q ∈ IN, then
n

∏
k=1

(
1− k

q

)
≥ 1−

n

∑
k=1

k
q

.

Proof We proof the proposition by induction on n. For n = 1 the inequality holds. So suppose it is true
for n, we show that it also holds for n + 1. We have

n+1

∏
k=1

(
1− k

q

)
=

n

∏
k=1

(
1− k

q

)
·
(

1− n + 1
q

)
(1)
≥
(

1−
n

∑
k=1

k
q

)
·
(

1− n + 1
q

)

= 1−
n+1

∑
k=1

k
q

+
n

∑
k=1

k(n + 1)
q2

(2)
≥ 1−

n+1

∑
k=1

k
q

,

where (1) follows from the induction hypothesis and (2) follows as the last summand is positive. 2

Lemma 6.11 Let n be the number of oracle queries made by a generic algorithm. The probability that s ∈R
Sn+2 ×Zq ×Z2n

q is an unsafe tuple is bounded above by 5(n + 1)2/q.
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Proof Let s = {σ1, . . . , σn+2, x, x1, . . . , x2n} and denote by A the event that σ1, . . . , σn+2 are all distinct.
We have

Pr[¬A] = 1− Pr[A]

= 1−
n+1

∏
k=1

(
1− k

q

)
(1)
≤ 1−

(
1−

n+1

∑
k=1

k
q

)

=
(n + 1)(n + 2)

2q
,

where (1) follows from Lemma 6.10.
Furthermore, the probability that Fi − Fj is zero at (x, x1, . . . , x2n) is by Lemma 5.5 bounded above

by 1/q. As there are at most (3n+2
2 ) such pairs of polynomials, this implies that the probability that

{σ1, . . . , σn+2, x, x1, . . . , x2n} is unsafe if σ1, . . . , σn+2 are all distinct, is bounded by

(3n+2
2 )
q

=
(3n + 2)(3n + 1)

2q
.

This implies that

Pr[s is unsafe] = Pr[{σ1, . . . , σn+2, x, x1, . . . , x2n} is unsafe | A] Pr[A]
+ Pr[{σ1, . . . , σn+2, x, x1, . . . , x2n} is unsafe | ¬A] Pr[¬A]

≤ Pr[{σ1, . . . , σn+2, x, x1, . . . , x2n} is unsafe | A] + Pr[¬A]

≤ (3n + 2)(3n + 1)
2q

+
(n + 1)(n + 2)

2q

=
5n2 + 6n + 2

q

≤ 5(n + 1)2

q
,

which completes the proof. 2

In particular, note that this lemma (Lemma 6.11) implies that the discrete log problem is still difficult
with the new group oracle. This what we need in the security proof of G-KCDSA, when we replace
the group oracle by the simulation described above. As long as we do not select an unsafe tuple, the
adversary is not able to obtain any useful information for solving the discrete logarithm problem.

6.4.2 Security arguments

We need the following property of the conversion function.

Definition 6.12 Let λ ∈ IN be a security parameter and let Γ[Ĝ, G, P, q, +] ∈ [Sl ]. Let f : G → {0, 1}` be
a function, where ` is polynomial bounded in λ. An almost-inverse for f is a probabilistic, polynomial time
algorithm g, possibly outputting fail, such that

Pr[g(b) ∈ G ∧ f (g(b)) = b] ≥ 1/3.

Furthermore, let

Dg = {g(b) | b ∈ {0, 1}` ∧ g(b) ∈ G},
U = G,
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then f is called (δ, t)-almost-invertible with almost inverse g, if for all probabilistic algorithms A running in
time at most t we have

AdvAIg,A(λ) := Pr[σ = 1 : a R←− Dg ; σ← A(1λ, h)]

−Pr[σ = 1 : a R←− U ; σ← A(1λ, h)]
≤ δ.

We refer to this advantage as the almost-invertible advantage.

Note that in the generic group model, we assume that the conversion function f of G-KCDSA directly
operates on the set of encodings S. So the conversion function does not use the fact that an encoding is
random and thus may correspond to different group elements. The conversion function only converts
encodings. This implies that in the generic group model, the second line of the signing algorithm is
changed to r ← f (σ(cP)), where σ is the random encoding function.

The following lemma now provides a perfect simulation for the output distribution of the signing
oracle. Note that we do not claim that this simulation provides correct signatures. We only claim that
the output distribution of the simulation is perfectly indistinguishable from the output distribution of G-
KCDSA.Sign. However, this lemma is needed in the security arguments to provide a correct simulation
of the signing oracle. In the security arguments we will ensure that the signatures provided by the
simulation are valid ones.

Finally, note that the proof of the lemma depends on the random encoding function σ. Due to its
randomness, it ensures that r and s in the signing oracle are independent.

Lemma 6.13 Let S be an algorithm which on input of message m, randomly selects u ∈R S and s ∈R Z∗q and
returns the pair (r, s) as signature for m, where r = f (u). Then in the generic group model, the output distribution
of S is perfectly indistinguishable from the output distribution of G-KCDSA.Sign.

Proof There are three things to prove, i.e. the distribution of r in the signing algorithm is the same as
in the simulation, the distribution of s is the signing algorithm is the same as in the simulation and the
distributions of r and s are independent.

Note that in the signing algorithm x, k and m are fixed, because they are part of the input. First of
all, by construction, the distribution of r in the simulated oracle is perfectly indistinguishable from the
distribution of r in the signing algorithm G-KCDSA.Sign. Furthermore, in G-KCDSA.Sign we have for
i ∈ Z∗p

Pr[s = i] = Pr[x−1(c− r⊕ Hk(m)) = i]
= Pr[c = ix + r⊕ Hk(m)]
= Pr[c = ix + f (σ(cP))⊕ Hk(m)]

=
1
|S| ∑

y∈S
Pr[c = ix + f (σ(cP))⊕ Hk(m) | σ(cP) = y]

=
1
|S| ∑

y∈S

1
p− 1

=
1

p− 1
,
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so the distribution of s in the simulated oracle is perfectly indistinguishable from the distribution of s in
G-KCDSA.Sign. It remains to prove that r and s are independent. Let (y, i) ∈ {0, 1}`2 ×Z∗p, then

Pr[(r, s) = (y, i)] = Pr[r = y ∧ s = i]
= Pr[r = y ∧ x−1(c− r⊕ Hk(m)) = i]
= Pr[r = y ∧ c = ix + r⊕ Hk(m)]
= Pr[ f (σ(cP)) = y ∧ c = ix + f (σ(cP))⊕ Hk(m)]

=
1
|S| ∑

h∈S
Pr[ f (σ(cP)) = y ∧ c = ix + f (σ(cP))⊕ Hk(m) | σ(cP) = h]

=
1
|S| ∑

h∈S
Pr[ f (σ(cP)) = y | σ(cP) = h] · Pr[c = ix + f (σ(cP))⊕ Hk(m) | σ(cP) = h]

=
1
|S| ∑

h∈S
Pr[ f (σ(cP)) = y | σ(cP) = h] · 1

p− 1

= Pr[r = y] · 1
p− 1

= Pr[r = y] · Pr[s = i],

so indeed r and s are independent and our simulation perfectly simulates the output distribution of
G-KCDSA.Sign. 2

Recall that for all x ≥ −1 we have

ln(1 + x) ≥ x
1 + x

. (6.4)

Proposition 6.14 For all n ∈ IN we have (
1− 1

n2

)n
≥ 1− 1

n
. (6.5)

Proof Because the logarithm function is increasing, (6.5) is equivalent to

n ln
(

1− 1
n2

)
− ln

(
1− 1

n

)
≥ 0.

With (6.4) we obtain

n ln
(

1− 1
n2

)
− ln

(
1− 1

n

)
= (n− 1) ln

(
1− 1

n2

)
+ ln

((
1− 1

n

)(
1 +

1
n

))
− ln

(
1− 1

n

)
= (n− 1) ln

(
1− 1

n2

)
+ ln

(
1 +

1
n

)
≥ (n− 1)

−1
n2 − 1

+
1

n + 1
= 0,

which concludes the proof. 2

Finally we state an easy lemma from elementary probability theory.

Lemma 6.15 Let X be random variable, with a binomial distribution, which is the sum of k = 5 ln n Bernoulli
trials with success parameter 1/3. Then

Pr[X = 0] ≤ 1
n2 .
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Proof We have

Pr[X = 0] =
(

k
0

)
1
3

0(1− 1
3 )k

= ( 2
3 )5 ln n

≤ e−2 ln n

=
1
n2 ,

where the third step follows from
( 2

3
)5 ≤ e−2. 2

By an (εu, εes, τ)-uniform hash function family we mean an εu-uniform hash function, for which no
adversary running in time τ has entropy smoothing advantage greater than εes. We are now ready for
our result.

Theorem 6.16 Let λ ∈ IN and Γ[Ĝ, G, P, q, +] ∈ [Sλ]. Furthermore, let f : G → {0, 1}`2 be (δ, t)-almost-
invertible with almost inverse g and let H = {Hk}k∈K be a (εc, τ′)-collision resistant, ( 1

q , εes, τ′)-uniform family
of hash functions. Then the digital signature scheme G-KCDSA is secure, in the generic group model, against an
existential forgery under an adaptively chosen message attack.

In particular, for all probabilistic, polynomial-time generic algorithms A for S on Zq running in time τ having
probability ε in forging a signature on a new message and making at most n > 1 queries to the generic group
oracle and qs ≥ 1 queries to the signing oracle, there exist probabilistic algorithms A1,A2 and A3 operating in
time bounded by τ′, such that A1 succeeds in a distinguishing game for f with advantage at most nδ, A2 succeeds
in an distinguishing experiment for H with advantage at most nεes and A3 succeeds in finding a collision for H
with probability at most nεc, where

ε <
5(n + 1)(n + qs + 1)

q
+ 2n(εc + εes + δ)

and
τ > τ′ − n(5t ln n + τH),

where τH is the time required to evaluate H.

Proof Let A be a generic algorithm that on input of σ(1) and σ(x) and a hash function index k ∈ K
is able to forge a valid signature (r, s) on a message m. We assume that, once A outputs its forgery it
checks the signature by requesting the encoding of sx + (r⊕Hk(m)) mod q and checking that its image
under f is r. Note that A can do this, by mimicking the usual double and add algorithm with the help of
the generic group oracle. We also assume that A immediately checks all signatures once obtained from
the signing oracle. We prove an upper bound on the success probability of A by defining a sequence
G0, . . . , G5 of games resulting from a sequence of changes to the original attack game.

Game G0 This is the original attack game as described in Section 3.3 extended to generic algorithms.
The challenger chooses an encoding function σ, runs the key generation algorithm of G-KCDSA
and provides A with PK. Note that in this case the public key contains encodings σ(1) and
σ(x) of P and Q respectively. The adversary A queries the group oracle and the signing or-
acle and finally outputs a message m and a signature (r, s). By S0 we denote the event that
G-KCDSA.Verify(PK, m, r, s) = 1. By definition we have Pr[S0] = ε. For game Gi we use similar
notation Si.

Game G1 In this game we provide A with the simulated group oracle described in Section 6.4.1. This
game only differs from the previous game on unsafe sequences. Therefore by Lemma 6.11 and the
Difference Lemma (Lemma 2.12) it follows that

|Pr[S1]− Pr[S0]| ≤
5(n + 1)2

q
. (6.6)
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Game G2 In this game we modify the simulated oracle, to perform an additional test. Each time A
submits a query (i, j, b) to the group oracle, say it is the l-th query, we proceed as usual and
calculate Fl = Fi ± Fj according to the bit b. If Fl is already in the list, say Fl = Fh for h < l then
we mark Fl and return σh. However, if Fl is unmarked, so not already in the list, then we do the
following: if Fl = al + blX for some al , bl ∈ Zq then we randomly select ẽl ∈R {0, 1}`2 and compute
cl ← g(al ⊕ ẽl) until g returns an answer different from fail, however we repeat this at most 5 ln n
times. If cl is undefined after 5 ln n trials, then we abort the game. Otherwise we return σl to A. If
Fl 6= al + blX for some al , bl ∈ Zq then we return σl .

By A we denote the event that we abort the game. It is clear that Games G2 and G1 proceed
identically as long as A does not occur. We analyze the probability that cl is undefined for 1 ≤ l ≤
n. Since ẽl is uniformly distributed, and the successive trials are mutual independent it follows by
Lemma 6.15 that the probability that cl is undefined is at most 1

n2 . This implies that

Pr[¬A] ≥
(

1− 1
n2

)n
.

With Proposition 6.14 it follows that

Pr[S2] = Pr[S2 | A] Pr[A] + Pr[S2 | ¬A] Pr[¬A]

≥ 0 + Pr[S1]
(

1− 1
n2

)n

≥
(

1− 1
n

)
Pr[S1]. (6.7)

Game G3 In this game we again modify the simulated group oracle by replacing σl with cl for each
index l for which Fl is unmarked. Note that this replacement implies that f (σi) = al ⊕ ẽl . As the
ẽl are uniformly distributed, the inputs to g are uniformly distributed as well. By applying the
almost-invertibility of f we bound the probability that A can distinguish between these games.
If we only replace one σl by cl than, as in previous sections, it is straightforward to construct a
distinguishing algorithm A1 that interpolates between game G2 and G3 and has almost-invertible
advantage δ. Now we use a hybrid argument (i.e. we apply n times the almost-invertibility) to
obtain

|Pr[S3]− Pr[S2]| ≤ nδ. (6.8)

Game G4 In this game we again modify the group oracle, by instead of randomly selecting ẽl from
{0, 1}`2 , we randomly choose a message m̃l ∈ {0, 1}`1 and set ẽl = Hk(m̃j). As in the previous
game, for one replacement we can construct a distinguishing algorithm A2 which interpolates
between game G3 and G4, having entropy-smoothing advantage εes. Due to the entropy-smoothing
property of H we obtain (again by a hybrid argument) that

|Pr[S4]− Pr[S3]| ≤ nεes. (6.9)

Game G5 In this game we simulate the signing oracle using the perfect simulation of Lemma 6.13.
That is, given a sign query on a message mj, 1 ≤ j ≤ qs, we calculate ej = Hk(mj) and issue a
random signature (rj, sj) where rj = f (uj) with uj ∈R S and sj ∈R Z∗q . Observe that we now must
assure that this is a valid signature. Therefore we modify the group oracle as follows. During
the verification, the adversary asks the encoding of sjx + rj ⊕ ej mod q. We let l the first index
corresponding to such a query, so Fl = al + blX. We modify σl replacing its earlier value by
uj and we define ẽj = ej = Hk(mj). Observe that still f (σl) = al ⊕ ẽl . This game only differs
from a previous one if polynomial rj ⊕ ej + sjX collides with a previous polynomial. Due to the
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randomness of sj we have for a polynomial a + bX

Pr[rj ⊕ ej + sjX = a + bX mod q] = Pr[(rj ⊕ ej) = a mod q ∧ sj = b mod q]
(1)
= Pr[(rj ⊕ ej) = a mod q] Pr[sj = b mod q]
≤ Pr[sj = b mod q]

=
1
q

,

where (1) is allowed as sj independently selected from ej and rj. As there are at most n polynomials
and qs signing queries, it follows that

|Pr[S5]− Pr[S4]| ≤
nqs

q
. (6.10)

Note that the final algorithm runs in time τ′ bounded by τ + n(5t ln n + τH). We upper bound Pr[S5].
Note that during the verification of the forged signature (r, s) on the message m the adversaries last
request to the group oracle, with index n + 2, is the encoding of sx + r⊕ e mod q where e = Hk(m). Let
l be the first occurrence of Fn+2, i.e. Fl = al + blX is unmarked. If the signature is valid, then we have

e⊕ r = al mod q,

s = bl mod q,

f (σl) = al ⊕ ẽl ,

r = f (σl).

From these identities it follows that e = ẽl mod q, which implies that e = ẽl because e as well as ẽ
are outputs of the hash function Hk. We now consider the encoding σl . In the final game there are two
possibilities for σl . Either it has not been changed, or σl has been changed during a signature verification.
In the first case, σl is created as described in game G3. In the second case σl is created as described in
game G5.

• If σl is created according to game G3, then Hk(m) = e = ẽj = Hk(m̃j) for a randomly chosen m̃j.
By B we denote the event that A found a message such that m = m̃j. If B occurs then we abort the
game. Otherwise we have m 6= m̃j and we found a collision.

• If σl is created according to game G5 then Hk(m) = e = ẽj = ej = Hk(mj). Note that mj 6= m
since otherwise the forger has issued a signature on a message already asked to the signing oracle,
which is not permitted. So also in this case we find a collision.

The probability that an algorithm running in time τ′ ≤ τ + n(5t ln n + τH) finds a collision among n
candidates is at most nεc. So overall we conclude that

Pr[S5|¬B] ≤ nεc.

It remains to bound the probability that B occurs. BecauseH is 1
q -uniform, we obtain that the probability

that B occurs is bounded above by 1
q , which implies that

Pr[S5] = Pr[S5 | B] · Pr[B] + Pr[S5 | ¬B] · Pr[¬B]
≤ 1 · Pr[B] + Pr[S5 | ¬B] · 1

≤ 1
q

+ nεc. (6.11)

It follows that the final game can be transformed in a collision finder for H. So algorithm A3 is defined
to be this transformation. From the above analysis it follows that A3 succeeds with probability bounded
by nεc. By summing up (6.8), (6.9), (6.10) and (6.11) we obtain

Pr[S2] ≤ n
(

εc +
qs

q
+ εes + δ

)
+

1
q

.
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Furthermore, with (6.7), it follows that

Pr[S1] ≤
n

n− 1
Pr[S2]

≤ 2 Pr[S2]

≤ 2n
(

εc +
qs

q
+ εes + δ

)
+

2
q

.

Finally with (6.6) we obtain

Pr[S0] ≤
5(n + 1)2

q
+ 2n

(
εc +

qs

q
+ εes + δ

)
+

2
q

=
5(n + 1)2 + 2(nqs + 1)

q
+ 2n(εc + εes + δ)

≤ 5(n2 + 2n + 1) + 5(nqs + qs)
q

+ 2n(εc + εes + δ)

=
5(n + 1)(n + qs + 1)

q
+ 2n(εc + εes + δ),

which concludes the proof. 2

6.4.3 Improvement of the security reduction

The security reduction given in last section, is not very efficient, as a factor n is lost in the success
probability. However, we have chosen to present that proof in detail, because is transparant and as such
precisely shows which assumption is needed in which part of the proof. Also this proof is game-based,
which makes the proof easer to read and the result better understandable.

It is, however, possible to obtain a much better result. Note that the factor n is lost in games G3,
G4 and G5, because we make adaptations to at most all representations that the adversary may obtain.
Brown, however only modifies one representation and then proves a better result. In contrast, the
analysis is more complicated. The proof given in previous section gives all details necessary to adapt
Dan Browns’ security arguments for G-DSA in [Bro05] to security arguments for G-KCDSA. We only state
the result and omit further details. Note that in Dan Browns’ arguments he needs to include an attack
based on finding a zero of the hash function, however in G-KCDSA this attack is not possible.

Theorem 6.17 Let λ ∈ IN and Γ[Ĝ, G, P, q, +] ∈ [Sλ]. Furthermore, let f : G → {0, 1}`2 be (δ, t)-almost-
invertible with almost inverse g and let H = {Hk}k∈K be a (εc, τ′)-collision resistant, ( 1

q , εes, τ′)-uniform family
of hash functions. Then the digital signature scheme G-KCDSA is secure, in the generic group model, against an
existential forgery under an adaptively chosen message attack.

In particular, for all probabilistic, polynomial-time generic algorithms A for S on Zq running in time τ having
probability ε in forging a signature on a new message and making at most n > 1 queries to the generic group
oracle and qs ≥ 1 queries to the signing oracle, there exist a probabilistic algorithm A1 operating in time bounded
by τ′, such that A1 succeeds in finding a collision for H with probability at most εc, where

ε < εc +
τ2

2q

and

τ >
τ′

2
.

6.5 Boneh–Franklin identity-based encryption

Let PG = {Sλ}λ∈IN be a computational group scheme. In this section we will only deal with symmetric
pairings. Let λ ∈ IN and Γ[G, GT , g, p, e] ∈ [Sλ]. Furthermore, let F = {Fk}k∈K1 be a pseudo-random
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KeyGen (1λ, Γ[G, GT , g, p, e])
1. x R←− Z∗p;

2. k1
R←− K1 ; k2

R←− K2
3. PK← (Γ[G, GT , g, p, e], k2, gx); SK← (Γ[G, GT , g, p, e], k1, k2, x);

Return (SK, PK)

KeyExtract(ID, SK)
1. SK.ID← (Γ[G, GT , g, p, e], k2, Fk1(ID)x);

Return SK.ID

Encrypt(m, ID, PK)
1. r R←− Z∗p;
2. C ← (gr, M⊕ Hk2(e(Fk1(ID), gx)r));

Return C

Decrypt(C, SK.ID)
1. Parse C as (U, V);
2. M← V ⊕ Hk2(e(SK.ID, U));

Return M
Scheme 6.5 Boneh–Franklin identity-based encryption scheme

function family and let H = {Hk}k∈K2 be an entropy smoothing family of hash functions, where for
each k ∈ K2 the function Hk maps elements of GT to {0, 1}`, where ` is bounded by a polynomial in λ.
We assume that Γ[G, GT , g, p, e], F and H are publicly available information.

The Boneh–Franklin idenity based encryption scheme has been proven to be secure in the random
oracle model under the BCDH-assumption (Assumption 34). In this section we consider the generic
group model security of BF-IBE. We therefore first prove the following theorem, modeling one of the
families of hash functions as a pseudo-random function family and modeling the other as an entropy
smoothing family of hash functions. Note that in order to implement F , we have to supply all users
with an oracle for this function. In BF-IBE, this can be accomplished by including the index of the
pseudo-random function in the secret key SK. This allows the trusted authority to evaluate the pseudo-
random function, which can be used to provide oracle functionality for all users. Scheme 6.5 describes
this version of the Boneh-Franklin identity-based encryption scheme (BF-IBE). Note that this scheme
has a restricted message space {0, 1}` where ` is the output length of the hash function Hk2 .

Theorem 6.18 Let λ ∈ IN and Γ[G, GT , g, p, e] ∈ [Sλ]. Furthermore, let F = {Fk}k∈K1 be a pseudo-random
function family and letH = {Hk}k∈K2 be an entropy smoothing family of hash functions. If the BDDH assumption
holds for Γ[G, GT , g, p, e], then BF-IBE is secure against chosen plaintext attacks. In particular for all probabilistic,
polynomial-time algorithms A, there exist probabilistic algorithms A1,A2 and A3, whose running times are
essentially the same as that of A such that for all λ ∈ IN we have

AdvIDCPABF-IBE,A(λ) ≤ AdvPRFF ,A1(λ) + AdvBDDHΓ[G,GT ,g,p,e],A2
(λ) + AdvESH,A3(λ).

Proof LetA be a probabilistic polynomial time algorithm. We proof the theorem by defining a sequence
of games, G0, G1, G2, G3. In each game we modify the attack game and we proof that the adversary can
not distinguish between these modifications. Let G0 be the original IND-ID-CPA attack game. For each
game Gi, i = 0, 1, 2, 3, we define Ti to be the event that b = b′ in game Gi. Note that the original attack
game is slightly modified, because the adversary is allowed to invoke hash-queries to challenger. For
completeness we describe game G0:

Stage 1 The adversary A initiates the game. The challenger runs the key generation algorithm and
obtains a public/private key pair PK = (Γ[G, GT , g, p, e], k2, gx) and SK = (x, k1). The challenger
sends PK to A.
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Stage 2 The adversary is allowed to make key extraction queries for identities ID of its choice. The
challenger replies with SK.ID = Fk1(ID)x. Also the adversary is allowed to make hash queries for
identities ID of its choice. The challenger replies with Fk1(ID).

Stage 3 Once the adversary decides Stage 2 is over, he outputs two messages M0, M1 of equal length
and a target identity ID∗ for which he has not issued a key extraction query. The challenger chooses
b ∈R {0, 1} and r ∈r Zp and sends C = (gr, Mb ⊕ Hk2(e(Fk1(ID∗), gx))) to A.

Stage 4 The adversary continues to make key extraction and hash queries. The only restriction is that
he is not allowed to make a key extraction query for the target identity ID∗.

Stage 5 The adversary outputs a bit b′ which represents its guess for b.

We modify the game G0 as follows to obtain game G1. The challenger keeps a list L of length l of
pairs (ID, h) of identities and group elements. Initially the list is empty and l = 0. If A makes a hash
query for ID, the challenger checks whether ID is already in the list. If this is the case the corresponding
group element is returned. Otherwise the challenger increments l, randomly selects an element h in G
and adds the pair (ID, h) to the list. In Stage 3 the challenger uses the same procedure to obtain the hash
value of the target identity ID∗.

We claim that A is not able to distinguish between game G0 and G1. To proof this, we describe an
algorithm A1 with oracle access to a function in Γ`,G that interpolates between game G0 and G1 with
advantage AdvPRFF ,A1(λ). Algorithm A1 uses algorithm A to decide whether its oracle is a function
randomly chosen from F or from Γ`,G. It works exactly the same as the challenger in game G0, except
that it forwards the hash-queries to its own oracle. If A outputs b′ such that b = b′ then A1 outputs 0
and if b 6= b′ then it outputs 1. From this it follows that

AdvPRFF ,A1(λ) = |Pr[T0]− Pr[T1]|, (6.12)

and A can not distinguish between game G0 and G1, because AdvPRFF ,A1(λ) = negl(λ) by assumption.
In game G2 we modify game G1 by changing the computation of the encryption in Stage 3. Instead

of computing
C = (gr, Mb ⊕ Hk2(e(h, gx)r)),

where h is a random value in G that represents the hash of the target identity ID∗, the challenger picks
z ∈r Zp and computes

C = (gr, Mb ⊕ Hk2(e(g, g)z)).

The adversary can not distinguish between game G1 and G2 as we can again describe an algorithm A2
that interpolates between these two games, for which holds

AdvBDDHΓ[G,GT ,g,p,e],A2
(λ) = |Pr[T1]− Pr[T2]|. (6.13)

Finally we modify Stage 3 of game G2 by again changing the computation of the encryption. Instead
of computing

C = (gr, Mb ⊕ Hk2(e(g, g)z)),

the challenger picks c ∈r {0, 1}n and computes

C = (gr, Mb ⊕ c).

The adversary can not distinguish between game G2 and G3 as we can again describe an algorithm A3
that interpolates between these two games, for which holds

AdvESH,A3(λ) = |Pr[T2]− Pr[T3]|. (6.14)

In game G3 the message Mb is information-theoretically hidden from A, as the encryption is actually
an one time pad. This implies that

Pr[T3] =
1
2

,
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and together with (6.12), (6.13) and (6.14) this implies the theorem. 2

Note that the proof relies on a family of pseudo-random functions, for which the key should be
hidden for all participants. This makes the encryption interactive, because each time a user wants to
encrypt a message to send to user with identity ID, he has to ask the trusted third party to evaluate
Fk1(ID). This is of course not practical and breaks with the whole idea behind identity based encryption.
However, the result is of theoretical interest.

In the proof, in game G1 we want to answer key extraction queries in such a way that the answers
do not depend on the private key x. That is, we simply want to choose them randomly and then argue
that the adversary cannot distinguish. However, the adversary is able to check whether the returned
key SK.ID is the correct one by verifying that e(SK.ID, g) = e(Fk1(ID), gx). So in the standard model, we
really have to provide the correct key, if the adversary can evaluate Fk1 itself. This is a technical problem,
as we want to reduce the security of the scheme to the insolvability of an underlying problem. Recall
that in such arguments, we transform an algorithm A that breaks the scheme into another algorithm
A1 that solves the underlying problem. In general, the underlying problem is solved if the private key
x is recovered. So algorithm A1 does not know the private key, but must be able to answer the key
extraction queries of A. And this is not possible, because A cannot be fooled (unless we use some
kind of randomness such as a pseudo random function family in the proof above). So the only solution
here is to provide A1 with an oracle for computing Fk1(ID)x. However, this still does not solve the
problem, as it is not clear to which underlying problem we can reduce the security of the scheme. In
fact, it must be some non-standard interactive assumption. It seems that some interactive version of
the bilinear decisional Diffie–Hellman problem suffices, however, then we also need an assumption on
the randomness of the output of Fk1 , which implies that we have to move to the random oracle model,
which we try to avoid.

By moving to the generic group model, we have the same problem with answering key extraction
queries. So we need the interactive assumption, if it exists, on which the standard model proof relies.
As we are not aware of this assumption, we have to use another method for showing hedged security.
Hence, as discussed in the introduction of the chapter, we can try to extend the generic group oracle.
The only proper extension would be to add an oracle for computing the encoding of hx on input of a
group element h. However, with this oracle the bilinear computational Diffie–Hellman problem becomes
trivial, and so any variant of the bilinear decisional Diffie–Hellman problem. As we expect that the
security of BF-IBE relies on a variant of the bilinear decisional Diffie–Hellman assumption, this implies
that we cannot make a proper extension of the generic group oracle. So also this technique does not
seem to work and hedged security arguments for BF-IBE may not exists. That is, with the techniques
discussed here we think it is not possible to achieve hedged security. Besides that, we think it is at all
not possible to provide hedged security arguments, as it seems that the scheme is designed to rely on
the random oracle model.

Fortunately, there exists an identity based encryption scheme with hedged reductionist security
arguments. Kiltz and Neven [KN07] proof that the Sakai and Kasahara identity based encryption scheme
[SK03], is IND-ID-CCA2 secure in the random oracle model as well as in the generic group model.

To conclude this section, note that if we remove the identity based part of BF-IBE turning the scheme
into the public key encryption scheme BF-PKE, where the private key consists of x, y and the public
key of gx, gy as shown in Scheme 6.6, then it possible to hedge IND-CPA security. In the random oracle
model, the scheme is IND-CPA secure under the bilinear computational Diffie–Hellman assumption,
whereas in the standard model the scheme is IND-CPA secure under the bilinear decisional Diffie–
Hellman assumption with entropy smoothing family of hash functions. This automatically implies that
the scheme is also IND-CPA secure in the generic group model, as the bilinear decisional Diffie–Hellman
assumption is valid in generic groups.
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KeyGen (1λ, Γ[G, GT , g, p, e])
1. x, y R←− Z∗p; k R←− K;
2. PK← (Γ[G, GT , g, p, e], k, gx, gy); SK← (Γ[G, GT , g, p, e], k, x, y);

Return (SK, PK)

Encrypt(m, PK)
1. r R←− Z∗p;
2. C ← (gr, m⊕ Hk(e(gx, gy)r));

Return C

Decrypt(C, SK)
1. Parse C as (U, V);
2. m← V ⊕ Hk(e(U, g)xy));

Return m
Scheme 6.6 Boneh–Franklin public key encryption scheme



Chapter 7
Reductionist security arguments in
practice

In this chapter we make the connection between the theoretical foundations discussed in Chapter 2 to 6
and practice. Furthermore, we discuss the different aspects to be taken into account in considering
reductionist security arguments.

7.1 Interpretation of reductionist security results

In Chapter 6 we have seen some examples of security reductions. A security reduction is a transfor-
mation of an algorithm that succeeds in a certain attack goal on a specified cryptographic scheme, into
an algorithm that breaks an underlying assumption. That is, given an algorithm A that succeeds in
the attack goal, we show that there exists another algorithm A1 that uses algorithm A in such a way
that it solves an underlying problem of the scheme. As it is assumed that the underlying problem is
intractable, A1 breaks an underlying assumption. It follows that no such algorithm A can exists. Hence
no algorithm A can succeed in this specific attack goal for the specified scheme.

Now suppose we have a cryptographic scheme together with reductionist security arguments, then
immediately some questions should arise:

• What is the security guarantee? I.e. which adversarial goal is not achievable and which security
goal is achieved against such an adversary (Chapter 3).

• What are the underlying complexity theoretic assumptions (Chapter 4)?

• In which formal model(s) are the reductionist security arguments valid (Chapter 5 and 6)?

• If this scheme is used in practice, how should the security parameters (key sizes etc.) be chosen?

The last question really is the one which connects all the theoretical material to practice and which
can make on the one hand reductionist security arguments very valuable and on the other hand quite
worthless. This apparent paradox has led to a lot of discussion and various respected researchers have
given critical views on reductionist security arguments [Ste96, Bel99, Gol06, Den06, KM06, KM07b,
Dam07, Kob07].

In the rest of this chapter we explore the above mentioned aspects of reductionist security arguments
and their critiques in more detail.

7.2 Security claim

Perhaps the only aspect of reductionist security arguments on which almost all cryptographers agree
is the security claim. For almost all practical applications of cryptography (e.g. public key encryption
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and digital signatures) several security notions have been defined, and the strongest known notion is
generally accepted as the security notion which must be assured in order to make a system deployable
in most practical situations.

For example, the notion of indistinguishability under an adaptive chosen ciphertext attack is gen-
erally accepted as the correct notion of security for a public key encryption scheme. As discussed in
Chapter 3 this notion has been proven to be the strongest security notion among the security notions
we defined. Also this security notion is realistic in the sense that in some scenarios it is possible for an
adversary to exploit an adaptive chosen ciphertext attack. However, in some specific situations in might
be possible that a weaker security notion suffices.

Trivially, in reviewing the security claim of a security reduction, one should check that the cryp-
tographic scheme satisfies the security criteria, required by the environment in which it operates. For
example, if an adaptive chosen ciphertext attack is realistic in the environment in which a public key en-
cryption scheme will be deployed, then the encryption scheme should be resistant against such attacks.
If this is not the case then the security arguments of the scheme assure nothing, because they are not
sufficient in this particular situation.

As an example illustrating the above, consider the basic ElGamal encryption scheme. Let G be a cyclic
group generated by g of prime order p. The private key of this scheme consist of x ∈ Zp and the public
key is h = gx. Encryption of a message m consists of choosing r ∈r Zp and computing the ciphertext
(gr, mhr). Decryption of a ciphertext (a, b) consists of recovering m ∈ G by computing b/ax. This scheme
satisfies polynomial indistinguishability under a chosen plaintext attack (see e.g. [Sho04]). However, the
scheme does not satisfy polynomial indistinguishability under an adaptive chosen message attack: in
this scenario an adversary can choose two messages m0 and m1 and obtains an encryption (a, b) of one
of these and has to decide which one is encrypted. The adversary can choose a third message m′ and
can submit (a, m′b) to the decryption oracle, obtaining the decryption m′mb, from which it can recover
mb.

So it is really necessary to check whether the security claim of the security reduction satisfies the
conditions imposed on the cryptographic scheme by the environment.

7.3 Complexity theoretic assumptions

Recall that reductionist security arguments always hold with respect to some complexity theoretic as-
sumptions. In Chapter 4 we provided a list of the most-commonly used complexity theoretic assump-
tions. Clearly not all assumptions are equivalent. For example, being able to solve the decisional
Diffie–Hellman problem, does not automatically imply that your able to solve the computational Diffie–
Hellman problem. In fact, there exist cryptographic schemes that explicitly use this [BLS04]. I.e., there
exists groups in which the computational Diffie–Hellman problem is difficult, but the decisional Diffie–
Hellman problem is trivially solved.

As an example, consider finite cyclic groups G and GT of prime order p. If e : G × G → GT is a
pairing, then the decisional Diffie–Hellman assumption for G cannot hold. This can be seen as follows:
suppose the input is gx, gy, gz, then by evaluating e(gx, gy) = e(g, g)xy and e(g, gz) = e(g, g)z we can test
whether e(g, g)xy = e(g, g)z in GT and we have solved the problem.

Clearly, for cryptographic purposes it is best to give a security reduction based on a weak assump-
tion. The question that arises is which assumptions are considered to be plausible (i.e., weak enough)
and which ones should be avoided. Problems that are intensively studied such as the discrete logarithm
problem and the Diffie–Hellman problem are considered to be problems on which a security reduction
can be based. Note that the intractability of these problems depends on the concrete representation of
the group. For example, for the group Zp under addition, the discrete logarithm problem is trivial and
the Diffie–Hellman problem simply is multiplication of elements. So we should select groups, such as
certain elliptic curves, for which these problem are thought to be intractable. From several other prob-
lems (e.g. the square Diffie–Hellman problem) it is known that they are equivalent to the Diffie–Hellman
problem. So also these kind of problems are plausible in security reductions.

Unfortunately, most of the assumptions stated in Chapter 4 are not plausible in this sense. Some
of these assumptions are based on problems that are not very well studied and may be not as difficult
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as one expects. For example at Eurocrypt 2006, Cheon [Che06] showed that the discrete logarithm
problems becomes easier when given elements g, gx, . . . , gxn

. I.e., in a prime p order subgroup, it is
normally expected that solving the discrete logarithm problem takes about

√
p operations. Cheon is

able to show that given g, gx, . . . , gxn
, it is expected that the discrete logarithm problem can be solved

in approximately
√

p/n operations. This implies that Assumptions 9, 10, 46, 47, 48 and 49 are strictly
stronger than the discrete logarithm assumption.

Other assumptions in Chapter 4 are so-called interactive assumptions, in which an algorithm that
tries to solve the underlying problem has access to some kind of oracle. For example, Assump-
tions 23, 24, 25 and 36 belong to this class. These kind of assumptions are usually very strong and
not very well studied. Note however that it is inherent to the kind of security reductions we would like
to construct, that these assumptions occur. Most security games (Chapter 3) involve some kind of inter-
activity between an adversary and the challenger. In reducing such an security game to a non-interactive
problem, we have to supply, somehow, the adversary with answers to its questions. Sometimes this is
only possible if the assumption itself is interactive.

However, if nothing is known about an interactive assumption, then it might be better to avoid
cryptographic schemes for which the security reduction involves this interactive assumption. This is,
because a lot of interactive assumptions, such as the chosen basis decisional Diffie–Hellman assumptions
[AP05], have been broken and it might well be the case, that also other such interactive assumptions
may be invalid.

In contrast, Cash, Kiltz and Shoup [CKS08] have recently introduced a new interactive assumption,
the strong twin Diffie–Hellman assumption (Assumption 31) which is proven to be equivalent to the
Diffie–Hellman assumption. This is, of course, a really strong result as now a security reduction can be
based on an interactive assumption, but in fact is based on the computational Diffie–Hellman assump-
tion. Cash et al. also show that this interactive assumption gives rise to several practical cryptographic
schemes with short and clean reductionist security arguments. It is clear that such interactive assump-
tions are very powerful tools in designing a cryptographic scheme and the search for such interactive
assumptions might be a future research direction.

Currently, in almost every new publication on cryptography new assumptions are introduced and
therefore the number of complexity theoretic assumptions is rapidly increasing. In fact, it seems that
people sometimes just make an assumption ‘because a security reduction needs one’. That is, it seems
that some people design a cryptographic scheme and then introduce a new assumption which is needed
to make a security reduction to work, without a proper analysis of what they really assume. This is in
our opinion not a very sound methodology, as at the very core of every reductionist security argument is
some kind of assumption. Without a proper analysis of the assumption, the whole reductionist security
argument becomes worthless. Of course the reduction itself can still be of theoretical interest, however,
the reduction does not provide a security guarantee (or argument) anymore.

So in considering a reductionist security argument, one should carefully analyse the underlying
complexity theoretic assumption and one should gain confidence that this assumption is true. Simply
accepting an assumption might cause undesirable problems when deploying a cryptographic scheme for
practical purposes: if the underlying assumption would be broken, the reductionist security argument
for the scheme is not valid anymore and, in fact, the system can become insecure. Remark that we mean
that there is no security guarantee anymore, the reduction itself however can of course still be valid.

7.4 Formal model assumptions

In some cases it might not be possible to obtain reductionist security arguments for a cryptographic
scheme without resorting to extra model assumptions. In Chapter 5 we discussed several of these model
assumptions. Clearly, a security reduction in the standard model is preferable above a reduction in any
other model. However, as indicated, this is not always possible, and therefore one has to rely on these
extra model assumptions. In particular the use of the random oracle and generic group methodology has
been given a lot of attention in literature. The reason is twofold: on the one hand these models are very
powerful and practical, but on the other hand it is possible in these models to construct schemes that
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have reductionist security arguments, but in fact are insecure (see [CGH98] and [Den02] respectively).
Perhaps this aspect has caused the most controversy in the reductionist security community.

7.4.1 Random oracle model

Recall that in the random oracle model a hash function used in a cryptographic scheme is treated as a
random function. Many properties that a well-constructed hash function should have, are proven for
a random function. Therefore the random oracle model is a very useful method, as in general few is
known about concrete hash functions. However, soon after its introduction it became clear that there
might be some pitfalls in applying the random oracle methodology.

The discussion about the random oracle model started with a paper by Canetti, Goldreich and Halevi
[CGH98], showing that there exist cryptographic schemes which are secure in the random oracle model,
but insecure as soon as the random oracle is instantiated with a concrete hash function. However the
result was not taken as a very serious treat to the usage of the methodology, as the construction of
Canetti et al. is a contrived one that resulted in a scheme in which the private key is returned in
response to a particular query to the oracle. Such scheme will of course not be used in practice.

Soon after this publication several other researchers succeeded in constructing schemes which are se-
cure in the random oracle model, but not in the standard model (e.g. [BBP04]). Also these constructions
are contrived and result in schemes which will never be used in practice.

Some authors (e.g. Goldreich [Gol06]) regard the existence of such counterexamples as evidence
that the random oracle methodology should not be used and they regard the existence of reductionist
security arguments in the random oracle model only as a sanity check. However Koblitz and Menezes
argue in Section 6 of [KM07b] that all these unrealistic counterexamples are actual in favor of the random
oracle model. They reason that if the best researchers in cryptography can only produce contrived
counterexamples that violate common practice in cryptography, then perhaps the method is secure in
practice.

Indeed, a practical cryptographic scheme with reductionist security arguments in the random oracle
that has been broken is not known, so at least in practice the random oracle methodology seems to pro-
vide secure systems. Therefore, sometimes reductionist security arguments in the random oracle model
are said to provide ‘strong evidence’ [Sho00] of the security of a cryptographic scheme. Furthermore,
Dent [Den06] gives a novel interpretation of the random oracle model, and conjectures that either all
protocols that are secure in the random oracle model, but insecure in the standard model, must use a
Canetti et al. style argument or there must exist an efficient protocol demonstrating knowledge of the
function computed by the random oracle. If the first one is the case, such protocols will never be used
in practice and reductionist security arguments in the random oracle model will then be sufficient in
practice.

The usage of the random oracle model is controversial and from a purely theoretical point of view, the
random oracle model should not be used, because there exist examples of schemes which are secure in
the random oracle model, but not secure in the standard model. However, the random oracle model has
shown to be of great practical value, as it results in efficient cryptographic schemes which, in practice,
seem to offer sufficient security. Therefore we think that the random oracle methodology is a useful
tool and furthermore we think that security in the random oracle model should be regarded as evidence
that there does not exist an attacker that succeeds for all possible choices of hash functions. That is, a
cryptographic scheme cannot be broken by an attacker that uses the hash function as a black box. So
in attacking the scheme, an attacker has to take into account the specific properties of the hash function
used, in order to succeed. So as long as one uses well constructed hash functions in combination with the
random oracle model, we think that the probability that a scheme with reductionist security arguments
will be broken is negligible.

7.4.2 Generic group model

In Chapter 5 we described the generic group model and showed its practical relevance by proving the
intractability of the discrete logarithm problem with respect to generic algorithms. As with the random
oracle model, there is much controversy about the usage of this model, as also in this case there exists
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cryptographic schemes that are secure in the generic group model, but insecure with every concrete
group [Den02].

However, the existence of such cryptographic schemes is not the only controversial aspect. In the
random oracle model one clear assumption about a fixed part in the scheme, the hash function, is
made. And this assumptions has only impact on this part of the scheme. This is in contrast with the
generic group model, where one makes a strong assumption about the underlying group structure of
the scheme. Namely, one assumes that the underlying group structure is generic, and that an attacker
can only work with representations of group elements and not directly with the group elements itself.
Moreover, a typical group is not generic, as in general much more information about the group structure
is available.

As an example consider the cyclic group Zp and suppose we want to solve an instance of the discrete
logarithm problem. Using generic algorithms, such as the baby-step-giant-step algorithm, this problem
is expected to be solved in exponential time (Theorem 5.6). However, using index-calculus methods
that make use of more information available about the specific group structure, it possible to solve
this problem in sub-exponential time. So in this case, in a generic group the discrete log problem is
intractable, however in the concrete group Zp the problem is not intractable. So in proving results in the
generic group model, one should keep in mind that this only gives useful results with respect to generic
algorithms. It might be well possible that for the instantiation with a concrete group, these results do
not hold.

Furthermore, there are plenty of articles criticizing generic group model results (e.g. [SPMLS02,
Fis00]). However, most of these critiques are debatable and, as argued by Koblitz and Menezes [KM07a],
are mostly based on a misunderstanding of the generic group model. This suggests that the understand-
ing of the generic group model is much more subtle than the understanding of the random oracle model.
This is not surprisingly, as the generic group model concerns an assumption about the underlying struc-
ture of the whole cryptographic scheme. Therefore, the generic group model should be applied with
care.

In our opinion the generic group model is very valuable in evaluating the security of a cryptographic
scheme. In particular, it seems that for some elliptic curves, only generic algorithms can be applied in
solving discrete logarithm related problems. Security arguments in the generic group model should
be interpreted as evidence that there does not exist an attacker that succeeds for all possible groups.
That is, a cryptographic scheme cannot be broken by an attacker that uses the group as a black box.
So in attacking the scheme, an attacker has to take into account the specific properties of the group
under consideration, in order to succeed. So in accepting a cryptographic scheme with generic group
reductionist security arguments for practical purposes, one should be aware that the arguments only
hold for generic groups. Therefore, a well studied group, for which no algorithms other than generic
ones are known for solving discrete logarithm related problems, should be selected.

7.5 Quality of reductionist arguments

In some security reductions the results are stated asymptotic, i.e., the probability that an adversary
succeeds is shown to be negligible in the security parameter. However, in other security reductions,
the security argument is explicitly formulated in terms of the resources of the adversary (i.e., success
probabilities, running time and number of queries to the oracles). This latter formulation is referred to
as concrete security and has as advantage over the asymptotic formulation that it allows one to easier
estimate the security parameters.

Recall that in a security reduction an algorithm A, that breaks a cryptographic scheme, is used by
another algorithm A1 to break an underlying assumption. The quality of the reduction concerns the
running time and success rate of algorithm A1 with respect to A. Suppose that A and A1 run in time
τ and τ′ and succeed with probability ε and ε′ respectively. Loosely speaking, a reduction is of high
quality if it is tight, that is if τ′ ≈ τ and ε′ ≈ ε and is of low quality, or non-tight if τ′ � τ or ε′ � ε.

Informally, tightness says something about the closeness of the relationship between the crypto-
graphic scheme and the underlying problem. To illustrate the practical importance of tightness, suppose
we have a cryptographic scheme, based on the discrete logarithm assumption and furthermore suppose
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that we want an adversary solving the discrete logarithm problem takes expected time 280. As we know
that generic algorithms take about the

√
p operations to solve the discrete logarithm problem in a cyclic

group of prime order p, we should select a group of order 2160 for which only generic algorithms are
known to solve the discrete logarithm problem. This means that, in this group the discrete logarithm
problem can be solved in expected time 280. In this case it is said that we have “80 bits security”.
Now suppose we have an algorithm A that breaks the cryptographic scheme and suppose we have an
algorithm A1 that uses algorithm A to solve the discrete logarithm problem. If the reduction to this
algorithm is tight, then we can conclude that indeed our scheme is secure, because the reduction tells
us that we need approximately time τ ≈ τ′ to break the scheme. However, if the reduction is non-tight,
for example, τ′ ≈ τ2 then τ ≈ 240. This means that our reduction only guarantees 40 bits security.
So in order to arrive at 80 bits security, we have to choose group size of order 2320, because then it is
guaranteed by the reduction that the security level of the scheme is at least 80 bits.

So tightness has influence on the parameter sizes (and thus on efficiency) and for reductionist se-
curity arguments to be of practical value, we need tight reductions. However, a lot of reductions are
non-tight and Koblitz and Menezes [KM06] have identified seven common interpretations of non-tight
security reductions:

1. A non-tight reduction is better than nothing at all.

2. Even though the reduction is not tight, it is reasonable to expect that in the future a tighter reduc-
tion will be found.

3. Perhaps a tight reduction cannot be found for the protocol in question, but a small modification of
the protocol can be made in such a way as to permit the construction of a tight reduction and we
should regard this reduction as a type of assurance about the original protocol.

4. A tight reduction perhaps can be obtained by relaxing the underlying hard problem.

5. Maybe the notion of security is too strict, and one should relax it a little so as to make possible a
tight reduction.

6. Perhaps the protocol is secure in practice, even though a tight reduction may simply not exist.

7. Perhaps the protocol is in fact insecure, but an attack has not yet been discovered.

In practice, citing Koblitz and Menezes, ‘developers usually adopt some combination of the first six in-
terpretations but generally not the seventh’. However, this means that in practice non-tight reductionist
security arguments are simply ignored and are treated as if the arguments were tight. This is really
dangerous, as now nothing is assured by the arguments, and in fact, a feasible attack may exist on the
scheme.

So if one is willing to accept a scheme with non-tight reductionist security arguments, then one
should admit that efficiency should be offered. This is because the reduction then assures you that the
only way to break the scheme is by solving the underlying hard problem, no matter what strategy is
deployed.

A question that might arise is how to choose the security parameters if a cryptographic scheme
enjoys hedged security arguments. As hedging provides arguments in two different idealizations, it
might be possible that one reduction is more tight than the other. If one uses hedging to have the
assurance that the scheme still has security arguments if one idealization is no longer valid, than it
is clear that one should choose parameter sizes according to the less tight reduction. However if one
has enough confidence in the idealization of the most tight reduction, then one can simply choose
parameters according to this reduction.

7.6 ‘Provable’ security

The reader may have noticed that throughout this work we have carefully avoided the term provable
security and used the term reductionist security suggested by Bellare [Bel99]. This is because we think
the term provable security suggests to provide something that is not achievable.
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For people not specialized in the research area of cryptography dealing with reductionist security
arguments, the term provable security suggests to provide unconditional security. As we have discussed
in this chapter, a lot of aspects of a security reduction must be taken into account, before accepting a
scheme with reductionist security arguments for practical purposes.

Consider, for example, a cryptographic scheme with a tight security reduction, based an a very
strong, less studied, assumption. It might well be possible that, in future, the problem underlying
the assumption becomes efficiently solvable, which implies that the cryptographic scheme in fact is
insecure. This is exactly the problem with the term provable security. It is very difficult to explain to
non-specialists that a provably secure cryptographic scheme can become in fact insecure.

We hope that, after reading this thesis, people are aware of what a security reduction really is and that
the interpretation of the term provably secure by non-specialists is not what a security reduction actually
provides. Therefore we hope that researchers start to avoid the term ‘provable secure cryptographic
scheme’ and instead use the phrase ‘cryptographic scheme with reductionist security arguments’ as
suggested by Bellare [Bel99].
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