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2. Introduction

This thesis proposes a possible solution to spam in the SIP Voice over IP protocol. The 
initial thesis subject was simply to determine to what degree VoIP was susceptible to 
spamming or whether it had some form of security that would make the problem less 
serious than e-mail spam. The thesis would describe the various solutions to spam and 
their advantages and disadvantages and explain why the security did or did not work.

During the course of the work it became clear that VoIP does not have any innate security 
and that all the known countermeasures to spam were ineffective. In fact, VoIP is more 
susceptible to spam because the technique used for e-mail, filtering spam based on 
content of the message, is not a viable solution. 

This thesis does not provide a new solution to VoIP spam; instead, the proposal is a 
combination of several existing techniques that attempt to make sending spam more 
costly and thereby unprofitable.

Page 5 of 78



VoIP and SPAM

3. Research context

Electronic mail has been used in various forms since the 1960s. The currently used 
protocols for sending e-mail on the internet were designed in and around the 1980s 
(SMTP for example was first proposed in 1982). During this time the internet was a 
radically different network than it is today. The early designers of these protocols 
therefore never imagined that those protocols were going to be used on such a large scale 
and failed to build in proper security measures against abuse.

VoIP is similarly going through a process of increasing use. In the Netherlands, several 
telecommunication companies have pledged to build and started to build a wireless 
network with national coverage. Such networks, assuming they can provide the necessary 
bandwidth capacity, are expected to bring a huge increase in the numbers of users of 
VoIP. The most important reason for this is the reduced cost of making a phone call. 
Users of VoIP do not have to pay for the actual call. They pay a flat rate for network 
access which they can then use for any kind of communication.

E-mail is similarly set-up. Users do not pay for individual messages, only a flat rate for 
network access. Network access costs have plummeted making electronic mass mail 
advertising a profitable business. If we assume that the bandwidth requirements are met 
can the same thing happen to VoIP? Or does VoIP have some form of security built in 
that will make robocalling impossible? And if it is possible what can be done to stop or 
mitigate the problem?

Page 6 of 78



VoIP and SPAM

4. Definitions

4.1.What is Spam

E-mail spam is such a widespread problem that the term hardly requires an introduction. 
Wikipedia, a popular online and free encyclopedia, defines spam as such:

“Spamming is the abuse of electronic messaging systems to indiscriminately 
send unsolicited bulk messages. While the most widely recognized form of 
spam is e-mail spam, the term is applied to similar abuses in other media: 
instant messaging spam, Usenet newsgroup spam, Web search engine spam, 
spam in blogs, wiki spam, mobile phone messaging spam, Internet forum spam 
and junk fax transmissions.

Spamming remains economically viable because advertisers have no operating 
costs beyond the management of their mailing lists, and it is difficult to hold 
senders accountable for their mass mailings. Because the barrier to entry is so 
low, spammers are numerous, and the volume of unsolicited mail has become 
very high. The costs, such as lost productivity and fraud, are borne by the public 
and by Internet service providers, which have been forced to add extra capacity 
to cope with the deluge. Spamming is widely reviled, and has been the subject 
of legislation in many jurisdictions.”

4.2.What is VoIP

Voice over Internet Protocol is a term used to describe a set of protocol families that all 
provide a means to make telephone calls on top of the Internet Protocol. Examples of 
such protocol families are SIP, H.323, Skype, MGCP, SCCP, etc.

Traditionally, phone calls have been provided through the use of a circuit switched 
network. This was required to provide the necessary bandwidth to the user of the 
network. With the increases in bandwidth capacity the ability to route phone calls over 
packet switched networks has appeared.

VoIP is especially powerful as it can be used to route calls over the Internet, which makes 
it possible for relatively small organizations to provide telephone service to users as the 
network access is provided by an ISP.
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4.3.What is SPIT?

SPIT is an acronym for Spam over Internet Telephony. There are few differences 
between normal spam and spit and in the rest of the thesis I will use the term spam and 
spit interchangeably. 

The main difference between spam and spit is that spit is audio while spam is text or 
images. Another difference is that spam is a more general term for all unsolicited 
messages while spit refers specifically to spam that is sent over telephone networks.

Stored vs. Direct
VoIP provides not only for a way to make phone calls but it also provides for a way to 
send voice mail to users. In this regard it is similar to the existing phone network. Both 
the direct messages and stored messages can be used by spammers to send messages. 
SPIT can come in both forms.

Humans vs. Machines
Although people usually think of spam as automated messages it is possible to have the 
spam sent by an actual person. Telemarketing is already happening on the existing phone 
network which shows that such activity can be worthwhile. SPIT can be an automated 
message from a machine and an actual person.

Exceptions
There are a few grey areas of telephone use that can be considered SPIT. Some of these 
are definitely not SPIT but look very similar to SPIT while others could or could not be 
considered SPIT depending on whom you talk to. 

- Market research
Organizations performing market research will be considered SPIT by many but 
they do not necessarily have to be. If no-one would respond to such inquiries 
market research would not be done in this way.

- Scientific research
Scientific research is very similar to market research in its form but would likely 
not be as quickly branded as SPIT. It is however a form of use that involves 
strangers contacting users.

- Customer service
When customers call customer service they are unknown callers and will probably 
be indistinguishable from spammers until the conversation starts. Obviously, 
customers are not spammers.

- Emergency services
The use of emergency services such as police, firefighters and ambulance is 
definitely not SPIT. However, the emergency services will have a problem 

Page 8 of 78



VoIP and SPAM

differentiating between actual callers in need of help and spammers who are 
erroneously calling the service. 

Ringtone SPIT
One final type of VoIP spam is called Ringtone SPIT. Some VoIP telephones come pre-
configured in a way that they accept a special SIP header information called "Alert-info" 
which may contain an URL pointing to a prerecorded audio file somewhere on the 
Internet. Obviously, this can be used to play advertising messages before the call has 
even been accepted by the user just as the phone is ringing. Proper configuration, i.e., not 
allow downloading ringtones from the Internet, should solve the problem.

4.4.SPAM statistics

There is very little good historical data on the proliferation of spam. Most groups that 
track spam only provide data for the last day, month or at most year. The few sources that 
do go back several years tend not to have data that represents the state of internet spam, 
but instead only provide data for spam received for a single account. However, the data 
that is available, flawed as it is, still provides a reasonable overview of the state of spam 
on the internet.

Three such data sources show the following results:

Figure 1 - http://www.spamnation.info/stats/
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Figure 2 - http://www.xtdnet.nl/paul/spam/all/

Figure 3 - http://www.halverson.org/spam/#yearly

The results of these three sources are very different in the details but share a common 
trend, which is that spam is relatively recent, only becoming a serious problem around 
2002, and on the rise, showing no indication that spamming is going to decrease. There is 
no data available on VoIP spam, mostly because it has not been in significant use. The 
spam statistics show that spam only started happening when e-mail use became more 
prolific so we can expect the same to happen with VoIP.
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5. Voice over IP overview

Voice over Internet Protocol is not a single protocol; instead the term refers to a 
collection of different protocols and technologies that can be used for making telephone 
calls over a packet switched network using the TCP/IP protocol suite. 

Voice over IP is being used in various locations and by various people to solve various 
problems. The phone companies are using VoIP as part of their backbone to provide 
customers of the normal PSTN with a phone service, private corporations are setting up 
VoIP services on their internal networks for their employees and consumers are using 
VoIP services on the internet to make phone calls. It is expected that the number of uses 
and users of VoIP will increase as time progresses.

There are many different VoIP protocols. The most common ones are: Session Initiation 
Protocol, H.323, Skype, SCCP, UNIStim, XMPP/Jingle, SGCP, MGCP and 
H.248/Megaco. These protocols all provide signaling support; other protocols such as 
Real-Time Streaming Protocol (RTSP), Real-Time Transport Protocol (RTP), Secure 
Real-time Transport Protocol (SRTP), Zfone Real Time Protocol (ZRTP), Session 
Description Protocol (SDP), Session Announcement Protocol (SAP), Real-Time Control 
Protocol (RTCP) and Resource Reservation Protocol (RSVP) all provide functionality for 
actual data transport.

Table 1 shows an overview of each of the signaling protocols.
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Table 1
Protocol 
Name

Open / 
Closed

Proprietary Organization Architecture Call Control End-
points

DTMF-relay 
transport

Signaling 
Transport

SIP Open No IETF Distributed / 
Peer-to-peer

Proxy / 
Redirect 
Server

User agent RTP – Real Time 
Transport Protocol

TCP / 
UDP

H.323 Open No ITU-T Distributed Gatekeeper Gateway, 
terminal

RTP – Real Time 
Transport Protocol

TCP / 
UDP

Skype Closed Yes Skype 
Technologies

Peer-to-peer Supernode / 
Login server

Skype 
client

Skype TCP / 
UDP

SCCP Open Yes Cisco 
Systems Inc.

Distributed CallManager Skinny 
Client

RTP – Real Time 
Transport Protocol

UDP

UNIStim Patent Yes Nortel Distributed PBX Phone RTP – Real Time 
Transport Protocol

UDP

XMPP / 
Jingle

Open No XMPP 
Standards 
Foundation 

Distributed Server Client RTP – Real Time 
Transport Protocol

TCP / 
UDP

SGCP Yes Telcordia 
Technologies

Centralized Gateway / 
Call Agent

Media 
Gateway

RTP – Real Time 
Transport Protocol

UDP

MGCP Open No IETF / ITU-T Centralized Call agent / 
Media 
Control 
Gateway / 
Softswitch

Media 
Gateway

RTP – Real Time 
Transport Protocol

UDP

H.248 / 
Megaco

Open No IETF / ITU-T Centralized Call agent / 
Media 
Control 
Gateway / 
Softswitch

Media 
Gateway

RTP – Real Time 
Transport Protocol

TCP/UDP
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6. Session Initiation Protocol

The Session Initiation Protocol (SIP) is an application-layer signaling protocol for 
creating, modifying, and terminating sessions with one or more users. It can be used to 
create two-party, multiparty, or multicast sessions. Sessions can transmit many different 
types of data including internet telephone calls, multimedia distribution, multimedia 
conferences and text messages. SIP is designed to be independent of the underlying 
transport layer; it can run on TCP, UDP, or SCTP. 

The SIP Architecture consist of four distinct elements; the User Agent, the Registrar, the 
Location server and the Proxy server. When a call is initiated by a User Agent the UA 
first contacts its own Proxy server. This proxy server then relays the call initiation 
message to the proxy server belonging to the recipient of the call. This second Proxy 
server then contacts the Location server to find out the address of the intended recipient. 
The recipient’s Proxy then contacts the recipients User Agent. If a call is accepted by the 
recipient an acknowledgement message is sent to notify the caller of this event. The 
actual call is then routed directly from the callers User Agent to the recipients User Agent 
without passing through any other architecture element.

In order for this call to take place User Agents must first register their presence and 
availability. This is accomplished by contacting a Registrar. The User Agent provides the 
Registrar with the necessary location information and stores it in the Location server.

6.1.SIP Uniform Resource Identifiers

SIP uses unique identifiers for users called: Uniform Resource Identifiers. These SIP 
URIs are similar to e-mail addresses both in structure and in use. The format for the URI 
is this:

sip:<user>:<password>@<host>:<port>;<URI-parameters>?<headers>

<user> : The identifier of the person to which the request should go
<password> : The password for the account
<host> : The host of the proxy that services this account. It can be an IPv4 

address, IPv6 address, hostname, or domain name.
<port> : The port number where the request is to be sent.
<URI-parameters> : Parameters affecting the request constructed from the URI. All 

parameters come in the form ‘parameter-name = parameter-value’ 
and are separated using semicolons. There are several parameters 
that can be set; each parameter must only be included once. Some 
of these parameters are:
- transport, the transport protocol that should be used for the 

request, can be UDP or TCP
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- maddr, the address to contact for this user. It overrides the 
address defined in the <host> part of the URI.

- ttl, the time-to-live value for the request to be sent. This 
parameter can only be used if the request transport method is 
UDP and the server address is a multicast address.

- method, the request method to be used such as INVITE or 
REGISTER

<headers> : These are headers that should be included in the request to be sent. 
Headers have a similar syntax to parameters excepts they are 
separated from each other using the ampersand character.

Some examples of URIs include:

sip:alice@atlanta.com
sip:alice:secretword@atlanta.com;transport=tcp
sips:alice@atlanta.com?subject=project%20x&priority=urgent
sip:+1-212-555-1212:1234@gateway.com;user=phone
sips:1212@gateway.com
sip:alice@192.0.2.4
sip:atlanta.com;method=REGISTER?to=alice%40atlanta.com
sip:alice;day=tuesday@atlanta.com

6.2.SIP Architecture Elements

User Agent. The User Agent is the device used by the user to make and receive phone 
calls. This device can be a software program running on a computer, a mobile phone, a 
physical phone, or any other device that registers itself and is capable of sending SIP 
messages.

Proxy server. The Proxy is a go between for User Agents that want to connect to each 
other. The Proxy server provides a way for callers to reach the callee’s and for callee’s to 
register their presence online. It is also useful for firewalling purposes, User Agents can 
register at this Proxy behind a NAT gateway using a private address and callers can still 
reach the user by routing the message through the Proxy.

Redirect server. A redirect server is a user agent server that responds to request with 3xx 
responses telling the caller to contact different URIs.

Registrar server. The Registrar server is used for registering users as active on the 
network. The user sends a REGISTER request to the registrar and it in turn adds the user 
to the location service. The registrar server also handles user authentication.

Location server. The Location service stores the location of each user that is available 
on the network for a specific domain. This information is populated by the registrar and 
used by the proxy when a remote user sends a request to a local user.
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User Agent 1 Alice

Registrar Server

ProxyLocation Server

User Agent 3
Redirect Server

Domain Alice

Bob

User Agent 2

Registrar Server ProxyLocation Server

Domain Bob
Internet

Although the architecture elements are separate entities they do not necessarily have to be 
operating on separate physical machines. The Proxy, Registrar and Location server can 
all be combined into the same machine.

6.3.SIP Messaging

6.3.1.SIP Requests

All SIP requests start with a request line. This request line looks like this:

<method>SP<request-URI>SP<SIP-Version>CRLF

<method> : The request method; INVITE, REGISTER, etc.
<request-URI> : The URI to send the request to.
<SIP-Version> : The version of SIP that is being used.
SP : A space character
CRLF : A carriage return and line feed character

After the request line is a set of message headers. A valid SIP request must always 
contain at least these six headers: To, From, CSeq, Call-ID, Max-Forwards and Via. The 
message is followed by an empty line and an optional message body.

There are several request messages that can be sent to various recipients. This is a list of 
all the requests that can be sent.

INVITE
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The INVITE request is sent by callers to callees in order to set up a telephone call. 

Example:
INVITE sip:bob@biloxi.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds8
Max-Forwards: 70
To: Bob <sip:bob@biloxi.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 314159 INVITE
Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp
Content-Length: 142

ACK
The ACK request confirms that the client has received a final response to an INVITE 
request.

Example:
ACK sip:bob@192.0.2.4 SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKnashds9
Max-Forwards: 70
To: Bob <sip:bob@biloxi.com>;tag=a6c85cf
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 314159 ACK
Content-Length: 0

BYE
Terminates a call, and can be sent by either the caller or the callee.

Example:
BYE sip:alice@pc33.atlanta.com SIP/2.0
Via: SIP/2.0/UDP 192.0.2.4;branch=z9hG4bKnashds10
Max-Forwards: 70
From: Bob <sip:bob@biloxi.com>;tag=a6c85cf
To: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 231 BYE
Content-Length: 0

CANCEL
Cancels any pending searches but does not terminate a call that has already been 
accepted.

Example:
CANCEL sip:41215500309@192.168.1.15 SIP/2.0
Via: SIP/2.0/UDP 192.168.1.9;branch=z9hG4bKfae8cb69f547b8cb
Max-Forwards: 70
To: <sip:41215500309@192.168.1.15>
From: <sip:41215500311@192.168.1.15>;tag=102
User-Agent: UDP Packet Sender
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Call-ID: 070403-200101@192.168.1.9
CSeq: 5000 CANCEL
Contact: <sip:41215500311@192.168.1.9>
Content-Type: application/sdp
Content-Length: 0

OPTIONS
Queries the capabilities of servers.

Example:
OPTIONS sip:carol@chicago.com SIP/2.0
Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bKhjhs8ass877
Max-Forwards: 70
To: <sip:carol@chicago.com>
From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710
CSeq: 63104 OPTIONS
Contact: <sip:alice@pc33.atlanta.com>
Accept: application/sdp
Content-Length: 0

PRACK
The Prack request is an acknowledgement for a received provisional response.

Example:
PRACK sip:+7210000011@192.168.163.166;user=phone SIP/2.0
To: <sip:+7210000011@192.168.163.166>
From: <sip:unavailable@siptlarge2.ericsson.ie>;tag=y350ebuif
Call-ID: 97kz4kf9qcc5i2p@192.168.163.114
CSeq: 12222 PRACK
Max-Forwards: 70
RAck: 12321 12221 INVITE
Via: SIP/2.0/UDP siptlarge2.ericsson.ie:5060;branch=z9hG4bKr0494ria4yldxyyrnj
Content-Length: 0

REGISTER
Registers the address listed in the “To” header field with a SIP server. Registrations can 
require authentication. 

Example:
REGISTER sip:registrar.biloxi.com SIP/2.0
Via: SIP/2.0/UDP bobspc.biloxi.com:5060;branch=z9hG4bKnashds7
Max-Forwards: 70
To: Bob <sip:bob@biloxi.com>
From: Bob <sip:bob@biloxi.com>;tag=456248
Call-ID: 843817637684230@998sdasdh09
CSeq: 1826 REGISTER
Contact: <sip:bob@192.0.2.4>
Expires: 7200
Content-Length: 0

INFO
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The SIP INFO method is used by a UA to send call signaling information to another UA 
with which it has an established media session.

INFO sip:2143302100@172.17.2.33 SIP/2.0 
Via: SIP/2.0/UDP 172.80.2.100:5060 
From: <sip:9724401003@172.80.2.100>;tag=43 
To: <sip:2143302100@172.17.2.33>;tag=9753.0207 
Call-ID: 984072_15401962@172.80.2.100 
CSeq: 25634 INFO 
Supported: 100rel 
Supported: timer 
Content-Length: 26 
Content-Type: application/dtmf-relay 

Signal= 1 
Duration= 160

SUBSCRIBE
Subscribes to be notified of an event occurrence.

Example:
SUBSCRIBE sips:bob@biloxi.ex.com SIP/2.0
From: Alice <sips:alice@atlanta.ex.com>;tag=a2-tag
To: Bob <sips:bob@biloxi.ex.com>
Call-ID: a2b-cid
CSeq: 1 SUBSCRIBE
Contact: alice@u1.atlanta.ex.com
Event: dialog
Accept: application/dialog-info+xml

NOTIFY
Notifies that an event has occurred.

Example:
NOTIFY sips:alice@atlanta.ex.com SIP/2.0
From: Bob <sips:bob@biloxi.ex.com>;tag=b2-tag
To: Alice <sips:alice@atlanta.ex.com>;tag=a2-tag
Call-ID: a2b-cid
CSeq: 1 NOTIFY
Event: dialog
Subscription-State: active;expires=3600
Content-Type: application/dialog-info+xml

UPDATE
Updates offer for not-yet-established sessions. It can also be used to update session 
parameters before a call is active.

Example:
UPDATE sip:UA12@node.under.test.com SIP/2.0
Via: SIP/2.0/UDP ss.under.test.com:5060;branch=z9hG4bK326e84
Via: SIP/2.0/UDP node.under.test.com:5060;branch=z9hG4bKa8543b
;received=3ffe:501:ffff:1::1
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Max-Forwards: 70
Record-Route: <sip:ss.under.test.com;lr>
From: UA11 <sip:UA11@under.test.com>;tag=9fxced76sl
To: UA12 <sip:UA12@under.test.com>;tag=314159
Call-ID: 3848276298220188511@under.test.com
CSeq: 3 UPDATE
Contact: <sip:UA11@node.under.test.com>
Content-Type: application/sdp
Content-Length: 151

REFER
The mechanism to initiate a session transfer. It indicates the recipient (identified by the 
Request-URI) should contact a third party using the contact information provided in the 
request.

Example:
REFER sips:bob@biloxi.ex.com SIP/2.0
From: <sips:pc.biloxi.example.com>;tag=a-tag
To: Bob <sips:bob@biloxi.ex.com>
Call-ID: ab-cid
CSeq: 1 REFER
Refer-To: <sips:carol@chicago.ex.com>
Contact: <sips:pc.client.atlanta.ex.com>

MESSAGE
The means of carrying data for instant messages. The gateway does not support this 
method.

Example:
MESSAGE sip:ville@karpaasi.fi SIP/2.0
Via: SIP/2.0/TCP pc1.acme.fi
Max-Forwards: 70
From: sip:mari@pc1.acme.fi;tag=49583
To: sip:ville@karpaasi.fi
Call-ID: asd88asd77a@1.2.3.4
CSeq: 1 MESSAGE
Content-Type: text/plain
Content-Length: 21

6.3.2.SIP Responses

There are many different SIP response codes that can be sent as replies to the various 
requests. All these response can be grouped together into six basic types:

SIP 1xx : Informational responses (for example, 180 Ringing)
SIP 2xx : Successful responses (for example, 200 OK)
SIP 3xx : Redirection responses (for example, 302 Temporarily Moved)
SIP 4xx : Client failure responses (for example, 404 User Not Found)
SIP 5xx : Server failure responses
SIP 6xx : Global failure responses
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Example SIP response:
SIP/2.0 200 OK
Via: SIP/2.0/UDP server10.biloxi.com ; branch=z9hG4bKnashds8;received=192.0.2.3
Via: SIP/2.0/UDP bigbox3.site3.atlanta.com ; 
branch=z9hG4bK77ef4c2312983.1;received=192.0.2.2
Via: SIP/2.0/UDP pc33.atlanta.com ; branch=z9hG4bK776asdhds ;received=192.0.2.1
To: Bob <sip:bob@biloxi.com>; tag=a6c85cf
From: Alice <sip:alice@atlanta.com>; tag=1928301774
Call-ID: a84b4c76e66710@pc33.atlanta.com
CSeq: 314159 INVITE
Contact: <sip:bob@192.0.2.4>
Content-Type: application/sdp
Content-Length: 131

6.3.3.SIP Message Flow

SIP allows for many different messages to be sent between many different entities 
however, for the purposes of this thesis only the INVITE request is relevant. 

This is a successful message flow for the INVITE request:
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6.4.SIP Odds and Ends

The basic SIP protocol provides only for the signaling between participants. To make 
actual data transfer possible SIP uses several other protocols for Proxy discovery, data 
streaming, data encoding, encryption, etc.

Real-Time Streaming Protocol (RTSP)
The Real Time Streaming Protocol (RTSP), developed by the IETF and created in 1998 
as RFC 2326, is a protocol for use in streaming media systems which allows a client to 
remotely control a streaming media server, issuing VCR-like commands such as "play" 
and "pause", and allowing time-based access to files on a server. The sending of 
streaming data itself is not part of the RTSP protocol. 

Real-Time Transport Protocol (RTP)
The Real-time Transport Protocol (RTP) allows the receiver to detect packet loss. It also 
provides timing information that allows the receiver to compensate for variable packet 
arrival times (that is, jitter). Details of RTP are in RFC 3550.

Secure Real-time Transport Protocol (SRTP)
The Secure Real-time Transport Protocol (or SRTP) defines a profile of RTP (Real-time 
Transport Protocol), intended to provide encryption, message authentication and 
integrity, and replay protection to the RTP data in both unicast and multicast applications. 

Secure Real-time Transport Control Protocol (SRTCP)
Since RTP is closely related to RTCP (RTP control protocol) which can be used to 
control the RTP session, SRTP also has a sister protocol, called Secure RTCP (or 
SRTCP); SRTCP provides the same security-related features to RTCP, as the ones 
provided by SRTP to RTP.

Utilization of SRTP or SRTCP is optional to utilization of RTP or RTCP; but even if 
SRTP/SRTCP are used, all provided features (such as encryption and authentication) are 
optional and can be separately enabled or disabled. The only exception is the message 
authentication feature which is indispensably required when using SRTCP.

Zfone Real Time Protocol (ZRTP)
ZRTP is an extension to Real-time Transport Protocol (RTP) which describes a method 
of Diffie-Hellman key agreement for Secure Real-time Transport Protocol (SRTP). 

Domain Name System (DNS)
In order to send messages between two URIs there has to be a way to discover the IP 
address of the Proxy that serves that URI. This problem exists in e-mail as well. SMTP 
servers use the DNS system to request Mail Exchanger, or MX, records for a given 
domain. 

C:\Documents and Settings\s041125>nslookup
Default Server:  speedtouch.lan
Address:  192.168.1.254
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> set type=MX
> tue.nl
Server:  speedtouch.lan
Address:  192.168.1.254

Non-authoritative answer:
tue.nl  MX preference = 100, mail exchanger = mx-1.mf.surf.net
tue.nl  MX preference = 100, mail exchanger = mx-a.mf.surf.net

mx-a.mf.surf.net        internet address = 194.171.167.219
mx-a.mf.surf.net        internet address = 194.171.167.220
mx-a.mf.surf.net        internet address = 194.171.167.217
mx-a.mf.surf.net        internet address = 194.171.167.218
>

SIP uses a newer record for resource mapping called the service, or SRV, record. A DNS 
client can request this record by asking for a hostname ‘_sip._tcp.<domain>’ or 
‘_sip._udp.<domain>’. This request will return an A record when it is located which can 
then be turned into an IP address with an A request.

C:\Documents and Settings\s041125>nslookup
Default Server:  speedtouch.lan
Address:  192.168.1.254

> set type=SRV
> _sip._tcp.aztelusa.com
Server:  speedtouch.lan
Address:  192.168.1.254

Non-authoritative answer:
_sip._tcp.aztelusa.com  canonical name = premium3.geo.yahoo.akadns.net

akadns.net
        primary name server = internal.akadns.net
        responsible mail addr = hostmaster.akamai.com
        serial  = 1218980997
        refresh = 90000 (1 day 1 hour)
        retry   = 90000 (1 day 1 hour)
        expire  = 90000 (1 day 1 hour)
        default TTL = 180 (3 mins)
> set type=A
> premium3.geo.yahoo.akadns.net
Server:  speedtouch.lan
Address:  192.168.1.254

Non-authoritative answer:
Name:    premium3.geo.yahoo.akadns.net
Addresses:  68.142.234.77, 68.142.234.104, 68.142.234.40, 68.142.234.106
          68.142.234.103, 68.142.234.105, 68.142.234.41, 68.142.234.76

>

Session Description Protocol (SDP)
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Session Description Protocol (SDP) is a protocol that is defined in RFC 2327. It provides 
session announcements and session invitations in a multimedia environment. This 
enables the recipients of the session announcement to participate in the session.

Real-Time Control Protocol (RTCP)
The Real-time Control Protocol (RTCP) accompanies RTP, and is also defined in RFC 
3550. It obtains the network status and QoS feedback information. RTCP provides the 
function to manage real-time delivery of packets.

Resource Reservation Protocol (RSVP)
Resource Reservation Protocol (RSVP) is defined in RFC 2205, and is used to create 
quality of service. The request is processed by each node along the session path and 
devices reserve the appropriate resources to support the application data stream.
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7. Problem Analysis

7.1.Characteristics of spam

Economic Activity. The most important characteristic of spam is that it is an economic 
activity. Spammers do not send spam messages because they want to annoy users or 
because they have nothing better to do, they send messages because it is profitable. 
Modern spammers are also not interested in the products they are advertising, most 
spammers have specialized themselves in spamming and are offering their services to the 
highest bidder.

Advertising. The basic goal of spammers is to get the recipients of the spam to buy a 
product. Common examples of products that are advertised through the use of spam are 
porn, Viagra, fake university diplomas, loans and medication, just to name a few.

7.2.Tricks of the Attackers

Zombie network. The biggest asset that spammers use is a distributed network of slave 
computers, also known as zombies. The spammer provides this network with a list of e-
mail addresses and a message that needs to be sent and the computers send as many 
copies of the message as possible to as many people on the list.

This zombie network is created by writing custom slave-master-controller software. The 
spammer then hacks into as many computers as he can and installs the slave software. 
The slave software is programmed to connect to a master program that is running 
somewhere on the internet. When the spammer wants to send spam he uses his controller 
program to send a command to the master, the master then relays this message to all the 
slaves who then start sending messages to the e-mail addresses in the list.

To save on work the spammers sometimes use a standard IRC server and client as the 
master and controller. Each slave logs into this server as a normal user and waits for the 
controller to send commands.

Low wage countries. One way to make many calls to strangers is to put call centers in 
countries with very low wages. Spamming is inherently an economic activity; it is 
therefore most profitable to pay as little as possible for each call made. Using actual 
human beings for making the call will also allow the spammers to bypass any security 
measure that attempts to defeat spam by using a Turing test or by filtering the messages 
sent.

CAPTCHA defeating strategy. Completely Automated Public Turing test for telling 
Computers and Humans Apart is a term used to describe a specific type of Turing test 
that attempts to tell humans and computers apart by providing a test that is especially 
difficult for computers but very simple for a human to solve. Although these tests work 
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reasonably well for the task they are designed for they can be defeated by recruiting 
human beings to break the test for you. Hiring people in low wage countries is off course 
one option, however, there is another possibility.

The attack works by setting up a website that offers to give the visitor something he or 
she wants in return for breaking the CAPTCHA. The response of this visitor is used by 
the spammer to defeat the test and send his message. If the message gets through the 
visitor gets what he want. The classic example involves offering pornography to the 
visitor (Tell me what this image says and I show you a video of a naked woman.)

Jurisdiction shopping. To avoid legal restrictions the spammers can use what is called 
jurisdiction shopping. Each country has its own set of laws governing computer use. By 
using computers in a country that doesn’t have any laws against spamming the spammers 
can avoid being arrested.

7.3.Criteria for solutions

A solution to SPIT would have an obvious effect; no more VoIP spam. However, there 
are various caveats that need to be kept in mind and criteria to live up to in order for any 
solution to actually be adopted.

Preempting. A common complaint given about spam is that even though it is filtered 
users still have to read some of what gets through and delete the spam that is in their 
inbox and spam folder. A real solution to VoIP spam should not only identify spam but 
also prevent the spam from ever reaching the user.

Implementable. The solution needs to be implementable. Our usage scenario, defined in 
chapter 3, says that VoIP will be used on handheld devices in a roaming manner. 
Handheld devices have always fought an uphill battle against physical limitations. The 
battery can only store so much energy, conservation of what is available is critical for 
user acceptance. The processing power of handhelds is similarly constrained. Too many 
cryptographic calculations or protocol handshakes will slow down the calls to a point 
where they are no longer usable. Do not fight the laws of physics.

Reinventing the wheel. Although some changes to the architecture and protocol are 
unavoidable it is unwise to change too much. Too many changes will stop the solution 
from being adopted by the manufacturers. 
The minimum architecture that has to be kept in place looks like this:
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User Agent 1 Alice

Registrar Server

ProxyLocation Server

Domain Alice

Internet

Spammer

Small footprint. VoIP protocol families are already quite large and the architectural 
requirements of VoIP have already made the system relatively complex. If too many 
changes need to be made or too many architectural elements need to be added then the 
system will simply become to complex to be usable. The cure should not be worse than 
the disease.

Proper incentives. It is easy to draw an architectural element on a piece of paper, 
however, it should always be kept in mind that some organization needs to actually 
purchase, run and maintain that element. If the architectural design of the solution 
requires help from a telecommunications company or financial institution it must be kept 
in mind that that organization needs an economic incentive to perform that task. Qui 
bono?
 
Strangers can call. The current phone system allows anyone to call anyone else at any 
time. All that is necessary is that the user has the phone number of the person he or she 
means to call. The ability to be called by strangers is one of the great advantages of the 
phone system. Governments and corporations use this feature to allow their citizens and 
customers to contact them. Services such as 911 and directory assistance have become 
common place and need to be reachable.

Free calls. The biggest reason why VoIP has such a large potential is that it allows users 
to make phone calls without any kind of payment. There is no charge for setting up a call 
and no charge for the duration of the call. This feature of VoIP has also caused the 
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existence of VoIP spam and it is therefore tempting to bring back call charges to get rid 
of the spam. Do not throw out the baby with the bathwater.

Usability. The solution must not put to high a burden on the legitimate users. Although 
users will accept a certain amount of inconvenience in return for free calls there is a limit. 
Users have come to expect a certain ease of use of the current phone system and might be 
reluctant to switch to a new medium if they will have to deal with the inconveniences of 
either SPIT or the solution to SPIT. Give the people what they want.

Flexibility. Technology changes and becomes more powerful with the passage of time. A 
well known law in computer science called Moore’s Law states that the speed of 
computers roughly doubles every 2 years.

 
Assuming this law stays true in the future, the spammer will have vastly increasing 
resources at his disposal. The proposed solution will have to be able to cope with this 
resource growth.

Scalability. Solutions that require many systems to be in place or many users to work 
together tend to fail. These solutions simply don’t get adopted because the users do need 
see an immediate payoff or there is no incentive to invest in the needed systems. Any 
solution to the VoIP spam problem has to be effective enough to help a small number of 
users and a large number of users without any sizable initial investment.
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8. SPIT Solution Candidates

There are many techniques that can be used to combat spam. Some of these techniques 
are being used successfully on the internet today against e-mail spam. Others are not 
being used because better alternatives exist or because of inherent limitations. Several of 
these solutions can be implemented at various places in the SIP architecture and could 
therefore potentially be listed more than once. This is an attempt at an exhaustive list 
without unnecessarily repeating techniques. 

8.1.Do not call register

The do-not-call register is a one-on-one copy of a solution from the physical world into 
the computer world. The idea is to set up a central repository of phone numbers, or in this 
case SIP URIs, that spammers are not allowed to call. The spammers contact this 
repository to see if the address they wish to call is registered, if it is they do not call the 
address, if it isn’t they do call the address.

 Advantages. 

Protocol changes. The do-not-call register does not require any changes to be made in 
the protocols. The entire system operates on the side of the spammers and is therefore 
completely transparent to the user.

Liability. The register can make spammers liable for their phone calls. If a spammer 
contacts a user that is registered that call can be deemed illegal and the spammer can be 
prosecuted. Organizations that make unsolicited phone calls, such as market research 
organizations, can call users without risking prosecution. Users can be sure that they have 
the law on their side if they do get called.

 Disadvantages. 

Voluntary. There is no mechanism in place to ensure that spammers actually check the 
register. Users have no guarantee that they will be safe from unsolicited calls.

Effort. Users will have to go out and register their own address, if they change their 
address they will have to re-register. The spammers also have extra burden, although they 
can potentially gain immunity from prosecution they might feel that they have nothing to 
fear from the law anyway. E-mail spam has been illegal in many countries for quite some 
time but it has not resulted in a decrease in actual spam. Instead, spammers have simply 
resorted to jurisdiction shopping.
 
Leaking. The existence of a repository of addresses that are currently in use is a good 
target for spammers to harvest new addresses. Furthermore, the organization charged 
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with maintaining the register might be tempted to sell their addresses or individuals 
working within the organization could be bribed to provide the addresses.

Architecture. The implementation of a do-not-call register requires not only that an extra 
server is put in place but it also requires an organization that manages it. In the SIP 
architectural design it is clear who is responsible for which parts and why they would 
want to be responsible for it. It is not clear who would want to carry the economic burden 
for a do-not-call register.

 Tradeoff

When using this method the user will have to decide whether the few spam messages that 
might not be sent by spammers weighs up to the possibility of his address leaking to 
spammers through this list.

8.2.Disposable Addresses

Disposable addresses is a solution taken from e-mail. Instead of giving contacts the actual 
address the user creates a number of aliases which are given out. Whenever an alias 
receives a lot of spam it is discarded and a new alias is created for the contact that used 
that address.

 Advantages.

System changes. This method does not need any architectural changes, protocol changes 
or software changes. The current system already allows this method to be used.
In e-mail this method is already being used by individuals to mitigate the amount of spam 
they receive.

 Disadvantages.

Requires user action. Using disposable addresses puts an extra burden on the user. The 
user needs to play a form of hide and seek with the spammers and hope that the address 
currently in use will not be found. This of course invariably goes wrong at which point 
the user needs to create a new address and notify all of his contacts that a new address has 
been made.

Usability. Using disposable addresses puts an extra burden on the user who is changing 
addresses but it also puts an extra burden on the contacts of the user. Each time the 
spammers discover the new address every contact of this user will need to update his 
address book. Finally, there is a certain annoyance of having to be on the defensive when 
targeted by spammers, users would feel better knowing that they can punish the spammer 
for the spamming.
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Mitigation. Although disposable address can reduce the amount of spam it will never 
fully stop it. From the spammers point of view all that is necessary is a means of 
discovering addresses that is effective enough to reach a certain number of users. Since 
these addresses need to be made public it should not be too difficult to create a list of 
reasonable size. Once a spammer has a list of addresses there is no security measure in 
place to stop the spammer.

 Tradeoff

The tradeoff here revolves around the lowering of usability because of constant address 
changes versus having a temporary reprieve from receiving spam.

8.3.Content filtering

Content filtering is the primary defense against e-mail spam currently in use. The 
technique runs the message through a filter which compares the message against some 
magic data. Eventually this system gives a spam-or-not-spam rating and the spam is 
removed while the good messages are put into the inbox.
There are many different forms of filters; some might look only for the existence or non 
existence of some data, other might give each message an overall rating and throw 
everything away that is below or above some value. Combinations of these approaches 
exist. For VoIP the content filter will have to perform voice recognition.

 Advantages.

No protocol changes. Content filtering does not require any changes to be made to the 
protocols in use. Messages will simply be let through and analyzed while they are sitting 
in the voice mail box or on the fly in the case of a direct call.

No architectural changes. Content filtering does not require any changes be made to any 
existing architecture.

Usability. The method is very userfriendly. Content filtering can be turned on by default 
and work in the background without the user providing any input.

 Disadvantages.

Ineffective. Content filtering is a very ineffective method. The current e-mail content 
filtering schemes do not catch all spam nor has there been any discernable change in the 
amount of spam being sent over the internet. For VoIP the situation is even worse, e-mail 
can be scanned relatively easily because it is text, VoIP messages are audio messages that 
are hard to analyze properly. The ability for people to speak just a little bit different or for 
bots to insert just a little bit of noise is very great and will have a serious impact on the 
accuracy of the filter. The method’s effectiveness is further reduced by the fact that direct 
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calls have to be analyzed on-the-fly, this means that a message will still partially get 
through to the user. 

Resource intensive. Voice recognition is difficult, it takes a lot of time and a lot of 
processing capacity to determine what is being said. In the current architecture there are 
only two places where these resources can come from; the proxy or the user agent. The 
proxy cannot be used since it potentially services thousands of users and the user agent 
cannot be used because mobile phones would simply run out of battery power.

Mitigation. Filtering of e-mail is not perfect, some messages still get through and some 
messages don’t get through that should. This means that the spammer will only have to 
figure out how to circumvent the filter more effectively than his competition. This 
solution does not actually stop the spam, it just makes it bearable. 

 Tradeoff

The tradeoff for content filtering is between saving processing power by not filtering and 
accepting more spam, or spending processing power and removing a few spam messages. 
On wireless handhelds this tradeoff quickly becomes futile since both accepting spam 
messages and filtering spam messages is too resource intensive to be workable.

8.4.Matching System

A matching system is a system where messages aren’t filtered based on their content but 
based on their similarity with previously detected spam. Spammers are likely to send the 
same message unaltered to thousands of users. Messages that have been detected as spam 
by other users can then be immediately removed if they are detected at some other user.

The detection of spam messages does not necessarily have to be done by other users, it is 
possible to set up a honeypot that treats all incoming messages as spam and sends the real 
user the message fingerprints.

 Advantages.

Usability. The method is relatively userfriendly. If the user is not required to run the 
honeypot himself or determine which other users he is going to trust then it could run in 
the background and never be visible to the user at all.

 Disadvantages.

Architectural changes. This solution requires that users or their proxy providers run a 
honeypot system. Also, if this solution is implemented by having users inform each other 
of spam messages it could be necessary to set up a reputation system. The only 
implementation that does not require architectural changes is one where users 

Page 31 of 78



VoIP and SPAM

communicate to each other and they only do so among people that are in their own 
address book.

Protocol changes. Protocol changes will have to be made. Communication between the 
following elements needs to be added:
- Honeypot and user agent; to send the new signatures to the user
- Honeypot and proxy; to send the new signatures to the proxy
- user agent and user agent; if the new signatures are created by the users or user agents

Ineffective. This solution is a variation of the content filtering solution and therefore 
suffers from the same problems:
- Only effective against stored messages, direct calls are more difficult because we 

cannot determine the fingerprint of the message yet.
- Cannot stop messages from actual people such as call centers
- Easy to circumvent by the spammers; they only need to change the message a little 

from user to user to bypass the filter. If the filter is adapted somewhat to also include 
slightly altered messages then the method will suffer from false positives and false 
negatives. 

Resource intensive. Similarly to content filtering; there is an extra burden on the proxy 
or the user agent to filter out the bad messages. The proxy will have difficulty performing 
this task because of the volume and the user agent has difficulty with this because of 
power restrictions.

 Tradeoff

Similarly to content filtering the tradeoff is between using extra processing power to filter 
out bad messages or save on processing power and let a few more messages through. This 
is not a trivial decision considering the User Agent has very real resource restrictions 
with respect to power consumption. The User Agent simply cannot afford performing 
many security checks. Finally, depending on how this is implemented, the method has an 
initial setup cost where a new protocol for user communication needs to be created and 
software needs to be adapted to use this new protocol.

8.5.Computational Puzzle / Proof of effort

One of the reasons e-mail spam has proliferated is its economic attractiveness; it is very 
easy and very cheap to send thousands of messages. The cost of bandwidth is falling all 
the time and it is therefore increasingly profitable to send spam. 
The proof-of-effort solution attempts to fight this profitability by making it more 
expensive to send messages. The easiest way to accomplish this is to provide a 
mathematical challenge to the sender; the sender calculates the result and sends it back to 
the receiver. If the answer is correct the message is let through. In e-mail this mechanism 
is not being used mostly because there is no two way communication, a user deposits a 
message at a server and that server then sends it on to wherever it needs to go. Eventually 
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the message reaches the recipients mail server and it is deposited into the user mailbox. 
VoIP on the other hand has direct two way real-time communication and is therefore 
much more suited to implement a proof of effort system.

 Advantages.

Architectural changes.  The Proof-of-effort method does not require changes to the 
architecture. The proof-of-effort can be given by the caller to the proxy or to the user 
agent.

Effective. The proof of effort method is effective against both robots and human callers 
alike. Everybody has to make the effort to get through.

 Disadvantages.

Protocol changes. The proof-of-effort method works by having the caller solve a 
mathematical equation and verifying the result. This equation needs to be defined and the 
input and output of it needs to be communicated between the caller’s user agent and the 
proxy or the caller’s user agent and the callee’s user agent. Protocol changes will have to 
be made to implement this communication.

Mitigation. The proof-of-effort does not actually make sending spam impossible, it only 
makes it impractical. The spammer will have to make an enormous effort to send a spam 
message and hopefully give up or not even try.

Usability. The method is quite usable for normal callers if there is a small delay but gets 
increasingly more unusable when the delay becomes larger to fight off the spam. The 
caller will therefore be forced to suffer a larger burden as the spammers become more 
numerous and have more resources. The proof-of-effort can however be implemented 
completely transparently to the users.

Resource intensive. Forcing a proof-of-effort on both a caller and a callee is a large 
burden on resources that might not be available to the user. Wireless handhelds have to 
be very conservative with their energy use and cannot make many proofs or verify many 
proofs.

 Tradeoff

The tradeoff for the proof of effort is a choice between receiving more spam or 
sacrificing usability and processing power. This tradeoff is acceptable if the usability and 
processing power lost is not so high that the system becomes unusable while still 
providing adequate security against spam.
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8.6.Handshake / Challenge / Turing test

This method has several names but they all describe a system that is in essence the same. 
The system provides some test to the caller which the caller has to answer in order to 
prove that he is a human being and not a machine. It is similar to proof-of-effort with the 
change that the test should not be possible for a machine to accomplish.

 Advantages.

Architectural changes. Just like the proof-of-effort method this solution does not require 
any changes to the architecture of VoIP. The test can be generated by the proxy or user 
agent of the callee and answered by the user agent of the caller.

Usability. The method does not require any input from the callee and is completely 
transparent.

 Disadvantages.

Protocol changes.  In order to make this method work changes will have to be made to 
the protocols. A possible implementation of this system would involve sending the caller 
an audio message telling him to press several buttons on the keypad of his phone. These 
numbers are then sent back to the callee’s proxy or user agent and verified. New 
signaling between these architecture elements will have to be made.

Caller unfriendly. The method is very unfriendly towards callers. The callers will have 
to jump through a lot of hoops just to be able to reach a person. In the current phone 
system this requirement does not exist.

Mitigation. The method does not stop spam from being sent it only makes it more 
difficult. If the difficulty level is high enough it will stop the spam eventually but it will 
also be more unfriendly towards normal callers.

 Tradeoff

The tradeoff for a Turing test is a choice between usability and effectiveness. If the 
Turing test scares away enough spammers it may be worth putting the users through an 
annoying test. However, it is unknown what the effect will be on spammers of 
implementing this solution and it is unlikely that the test will continue to work into the 
future as test breaking software becomes more sophisticated.
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8.7.Payment for calls

This is the most straightforward solution to VoIP spam. In the real world telephone spam 
is extremely rare. The reason for this is that phone calls are expensive. A caller needs to 
pay a certain amount for each call even if the call is immediately broken off by the 
recipient. It is therefore not economically viable to make such calls. This method simply 
copies that feature from the analogue world into the digital world.

 Advantages.

Punishes the spammer. This method punishes the spammer. If the spamming is not 
stopped the spammer still has to pay for each call and is therefore punished. The method 
could be used to send the money to both the organization in charge of the financial 
transactions as well as the callee. In such a system it would be possible for a normal user 
to setup a honeypot and have it accept and then kill every incoming call, thereby 
collecting money from spammers.

Usability. The method is very userfriendly. Other than having to pay for each call users 
do not have to provide any input and it is completely transparent. This method is just as 
usable as the regular telephone system.

 Disadvantages.

Punishes users. The biggest disadvantage to this method is that normal users are 
punished. One of the advantages of VoIP is that it can offer near free phone calls, using 
this method would remove that feature.

Architectural changes. This method requires significant architectural changes. New 
systems will have to be setup to deal with creating and managing money, managing and 
verifying identities, and making payments.

Protocol changes. The method requires significant changes to the protocols used. The 
messaging protocols need to be changed to be able to send money and new protocols will 
have to be made to allow proxies and user agents to talk to the financial systems.

Efficiency. For each call that is being made the receiving proxy or user agent will have to 
verify the identity of the caller and prove his own identity to the financial system. 
Although it might be possible to setup a more efficient system, perhaps through the use of 
micropayments, it will always have significant overhead.

 Tradeoff

The tradeoff being made here is one of cost versus amount of spam. Paying for phone 
calls is definitely a solution to spam but it is also a burden on users. A user will have to 
choose whether he would rather suffer the burden of spam or the burden of a bill.
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8.8.Payment at risk

The payment-at-risk method is similar to the normal payment system except that now 
callers get their money back if it turns out that they are not spammers. Messages are still 
paid for in advance but returned if the recipient does not mark the call as a spammer. In 
order for this system to function the user would have to have two hangup options in his 
user agent to determine whether to give the money back or not. 

 Advantages.

Punishes spammer. The spammer will have to pay for each call and the normal users 
benefits. Similar to the normal payment system the user can also set up a honeypot 
system to collect money by pretending to accept and listen to calls.

Does not punish users. Unlike the previous method where you could not get your money 
back as a normal user in this system you can get your money back. Legitimate users are 
therefore not punished. VoIP calls are still free for standard users.

Usability. This method is very userfriendly. Its operation is similar to the existing 
telephone system but it allows the user to give the money back to caller and therefore 
choose to punish or not punish the caller. The user can also set the rate of payment 
thereby scaring away strangers that feel they will not receive their refund.

Flexible. The payment rate can be set by the user at any level and thereby regulate the 
amount of spam that gets through. If the spammers have more money they can simply be 
made to pay more and the spammer will no longer get through. It is however still possible 
for telemarketers or other such semi-spam organizations to contact the user.

 Disadvantages.

Architectural changes. This system is similar to the payment-for-calls method and 
suffers from the same architectural problems. New systems will have to be setup to deal 
with creating and managing money, managing and verifying identities, and making 
payments.

Protocol changes. The system requires significant changes to the protocols used. The 
messaging protocols need to be changed to be able to send money and new protocols will 
have to be made to allow proxies and user agents to talk to the financial systems.

Incentives. The money for the call will flow to the user, but the cost of the financial 
transaction will have to be paid for by the financial institution. This creates an 
unworkable situation as the financial institution will not be willing to invest in this 
system. Resolving this problem will involve combining this method with the payment-
for-calls method; unfortunately the hybrid of the two will suffer from the combined 
negative effects of both systems.
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Efficiency. In order to make a single phone call many more actions need to be taken; 
identities have to be verified, new servers need to be contacted and money needs to 
change hands. This burden can either be carried by the Proxy or by the User Agent. In the 
case of the Proxy it could put such a strain on the server that user might not be capable of 
making phone calls. If the burden is placed on the User Agent it is possible that the phone 
will run out of battery power.

Scalability. This method only works well if everybody agrees to use it. A single user or a 
small number of users will not see much benefit. Without a significant number of initial 
users it is unlikely that the system will become popular enough to be effective.

 Tradeoff

This solution has no tradeoff for the user. If spam were to stop as a result of this solution 
that is good and if spam were to continue the user would receive money from the 
spammer which is good. The problem with this solution is that there is no organization 
that is willing to shoulder the burden of the financial transactions.

8.9.Rate limiting

Rate limiting involves setting limits on the number of calls that a given user can receive 
or will allow during a set period of time. This method can be implemented in a very 
simple fashion by not discriminating between calls or in a more advanced way be looking 
at where calls are coming from or when they are being made. A rule could say that a 
given user will only accept 5 calls a day from anyplace that is not his home country. If we 
assume that spammers will try to do jurisdiction shopping and we can detect where the 
connection comes from this could seriously limit the exposure of the user to spam.

 Advantages.

Architectural changes. The solution does not require any architectural changes. The 
method can simply be implemented by the User Agent or the Proxy.

Protocol changes. This method also does not require changes in the protocols in use. The 
initial INVITE message can be counted and denied by either the Proxy or the User Agent.

Usability. The method is user friendly in the sense that the user will not be bothered by 
many calls from spammers and it requires none or very little configuration. Unfortunately 
it could also disadvantage the user by not allowing legitimate users through.

 Disadvantages.

Mitigation. The method does not actual make spam impossible, instead it only limits the 
amount of spam that a user will have to endure. Some spam will still get through and the 
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spammers themselves will not be hampered by this approach, the spammers will simply 
be pushed away to some other user. 

Punishment. Legitimate users can be disadvantaged by this method. Users will be forced 
to make a trade off between spam and legitimate strangers. Stringent rate limiting will 
remove almost all spam but it will also make it very hard for unknown callers to reach the 
user. Lax rate limiting makes it easier for unknown callers to get through but the user will 
also have to endure more spam.

 Tradeoff

The tradeoff being made is one of usability for the user on one hand and effectiveness of 
the rate limit on the other. If the rate is too strict the user will no longer be able to make 
calls or be called, if it is to loose the user will receive too much spam. There is a most 
optimal setting where the least amount of spam is received for a just acceptable usability 
loss. Unfortunately, even this optimal setting may this be unacceptable as a solution.

8.10.Reputation filtering of users

A reputation system works by having users rate each other. If a certain user does not have 
any negative marks against him it is likely that that user is not a spammer and can be 
allowed to connect, if the user has a bad reputation or no reputation at all then that user 
can be denied access. The user reputations are stored in a central repository and can be 
accessed by anybody. Users would have an account on this server in which the trusted 
users list is stored.
There are two ways in which users can choose to make use of the reputations:

- Users can choose to allow any other user to contact them provided they have a 
favorable reputation

- Users can choose to only allow other users to contact them which have a link to 
them. In this case it is assumed that trust is transitive and friends of friends of 
friends, ad infinitum, can therefore be trusted.

 Advantages.

Stops harassment. The method does not stop professional spammers but it does make 
harassment by amateurs more difficult.

 Disadvantages.

Usability. Depending on how the method is implemented it could put extra burden on the 
user or limit the user in whom he can call and who can call him. The user will have to 
determine which users are trustworthy based on their ranking, the user can either trust 
only those people he knows (friends of friends), or choose to trust people who have a 
high ranking. Neither option is very appealing.
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Scalability. This method requires a certain amount work to setup in order to function, 
users need to rate each other. The method therefore does not function as well as it should 
during the initial adoption. As a result users might be reluctant to sign up.

Architectural changes. At least one new architectural element needs to be implemented; 
this element will store the reputation rating of each user. Distributing this element across 
many different organizations will make the method less effective which will make a 
central authority a necessity. Unfortunately such a central authority does not exist; 
adoption of this method is therefore unlikely.

Bad Incentives. There is no incentive for anyone to administer the central reputation 
server. Distributed versions of reputation management, such as using the Proxies, will 
make it harder to determine the reputation of an identity as well as necessitate some form 
of Proxy white listing in order to prevent poisoning attacks.

Protocol changes. The User Agents and Proxies will have to be able to talk with the new 
central reputation server. Each user will need an unfalsifiable identity and register with 
the reputation server as well as provide a list of trusted users.

Information poisoning. This method suffers from an information poisoning attack if this 
method is setup to allow unknown but highly ranked persons to contact the user. This 
attack would involve spammers creating many different identities and then ranking the 
identities up to each other. The friend-of-a-friend option does not suffer from this flaw 
but can still be abused if a friend is tricked into vouching for the spammer.

 Tradeoff

The tradeoff having to be made here is a choice between user effort and protocol 
overhead versus amount of spam received. More effort will result in less spam but it will 
also make users more 

8.11.Reputation filtering of providers

This method works in a similar way as the previous method however this time the 
providers are ranked instead of the user. Similar to the previous method it would still be 
necessary to have a central authority to store identifications as well as the reputations of 
the providers however this list would be significantly shorter.

 Advantages.

Usability. Users will no longer be asked to rank other users. Instead the work is 
delegated to the providers. At the same time most users would still be able to receive 
most calls from strangers.
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Resilient. Unlike the reputation system for users this method does not suffer as much 
from information poisoning. It is still possible for spammers to create many fake 
providers and rank them up but such tricks should be easier to spot since there are far less 
trustworthy providers in the world than trustworthy users.

 Disadvantages.

Architectural changes. Similar to the previous method a reputation server would still be 
required. This reputation server also needs to be a central authority that everybody trusts 
and uses.

Protocol changes. The User Agents and Proxies will have to be able to talk with the new 
central reputation server. Each user will need an unfalsifiable identity and register with 
the reputation server as well as provide a list of trusted users.

Lock-in. This method locks-in users to a set of trusted providers. Instead of letting 
anyone setup their own provider and running the servers themselves this method 
mandates that all users have a predetermined trusted provider. If you are not a trusted 
provider you are not allowed to call anyone.

Bad Incentives. The work of ranking providers will have to be performed by the 
provider of the user while the benefit of the ranking is enjoyed by the user. Although the 
provider has some incentive to do this work in order to prevent users from switching to 
different providers this incentive will only make providers do what is necessary to 
outperform the other providers. The protection provided might not be what the user is 
comfortable with.

 Tradeoff

The user will have to compare the cost of a certain amount of spam versus the effort 
needed to switch to a different provider, which presumably passes along less spam. If no 
provider offers the level of protection that the user requires then not using the system at 
all is the only other option.

8.12.Traffic Analysis by provider

Traffic analysis is an age old technique used in cryptography where instead of looking at 
the content of the message the attacker looks at who is talking to who and where the 
signals are physically coming from. In the field of cryptography this is considered a bad 
thing but it can be used for good.

Telephone companies have for a long time been monitoring call traffic. If a certain 
customer suddenly starts making many long distance calls the telephone company blocks 
the service because it assumes that the phone has been stolen or cloned. A similar method 
can be used to determine whether incoming calls are from legitimate users or spammers. 
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This method generally involves asking some straightforward questions such as ‘Should 
this user be getting phone calls from Nigeria?’ and filtering incoming calls based on the 
answers.

 Advantages.

Usability. This method is completely transparent to the user. The user will never know 
that a call has been dropped and does not need to take action. Since the filtering happens 
at the provider the User Agent will not even show a record of the dropped calls.

Architectural changes. No changes in the VoIP architecture are required. The traffic 
analysis can be implemented either at the Proxy or through the use of an Intrusion 
Detection System. The VoIP architecture itself will not need to be changed.

Protocol changes. If the filtering is performed by an IDS the filtering will be completely 
transparent to SIP. If the filtering is performed by the Proxy a new response code can be 
created such as ‘SIP 5xx Filtered’.

 Disadvantages.

Transparency. Although the method is completely transparent to the user which makes 
it very userfriendly the user will also not be informed of false positives. If the provider 
decides that a person should not be contacted by some other person neither side will 
know about this. This method is therefore userfriendly and not userfriendly at the same 
time.

Incentives. Traffic analysis is reasonably difficult and requires significant resources in 
order to be effective. The VoIP provider might not be willing to accept the extra costs. 

Mitigation. This method cannot stop all spam and will not really deter spammers. Instead 
spammers are pushed away to find users that are not protected by clever filtering rules 
such as these. If no such users exist anymore spammers will attempt to circumvent the 
filtering rules.

 Tradeoff

The tradeoff that has to be made is usability versus spam rate. A lower spam rate can be 
achieved by filtering more calls however this does mean that some legitimate calls will 
also not get through. If the filter employed by the Proxy is accurate enough that enough 
spam is stopped while very few legitimate calls are stopped then this technique can be a 
useful mitigation to spam.
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8.13.Traffic Analysis by user

This method is similar to the previous solution except this time the user does the traffic 
analysis rather than the provider. Although the method is similar there are some 
significant changes as well. The provider can see far more traffic than a single user can 
and it is therefore easier to see bulk calling from a single source, the user, on the other 
hand, knows more about himself and is therefore in a better position to judge whether he 
should receive calls from a certain person from a certain location at a certain time.

 Advantages.

Architectural changes. Just like traffic analysis done by the provider traffic analysis 
done by the user does not need any architectural changes. The added complexity to 
perform the filtering comes solely in the form of extra software on the User Agent.

Protocol changes. All that is necessary to implement this method is to analyze the 
INVITE message from the caller and send an allow or deny response depending on 
whether the software thinks the caller is a spammer or not.

 Disadvantages.

Usability. All forms of filtering suffer from an inherent false positive and false negative 
rate. Even if the software is very accurate there will always be calls that are denied that 
shouldn’t be denied and calls that are allowed that shouldn’t be allowed. Both 
consequences hamper legitimate users in their use of the service. Finally, the software 
will likely require some form of configuration from the user in order to function properly.

Mitigation. This method does not actually stop spammers from sending messages. The 
spammer can simply move to another user that is not as good at traffic analysis.

Resource intensive. All filtering requires a certain amount of resources. Unlike the 
previous method where these resources were, to a certain degree, available this method 
puts the burden on the User Agent. Wireless handhelds simply do not have enough 
battery power to perform all these tasks.

 Tradeoff

The tradeoff revolves around computational and power resources. Any kind of analysis 
performed on the User Agent will consume resources, which can be very limited 
considering that the UA can be a wireless handheld. More analysis will detect more spam 
and increase usability for the user. Too much resource use can deplete the power supply 
of the UA too quickly.
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8.14.Callback

In the existing telephone network calls are charged to the caller, but in VoIP calls are 
free. As a result it doesn’t matter which of the parties of the call actually builds the 
connection. Although the callback function doesn’t actually filter messages it might scare 
away spammers who are reluctant to share a traceable address with the callee. 
Furthermore, it is possible that spammers do not have access to proper callback 
addresses. Callee’s can filter call requests based on callback URI weirdness.

 Advantages

Architectural changes. The callback method does not require changes to the VoIP 
architecture. It does however force the spammer to have a more complex spamming 
system in place. Normally the spammer will use a bot network to distribute the spam calls 
he makes among many different machines. If the legitimate users need to call the 
spammer back this system would have to be capable of receiving incoming calls as well 
as making outgoing calls.

Protocol changes. Very few protocol changes are required to implement this technique. 
An extra SIP response code saying ‘Call accepted; will call back’ is enough.

Litigation. In order for spammers to still be able to make their spam calls they will have 
to use a valid SIP URI as the source of the call. This will make it easier to track down 
where spammers are calling from.

 Disadvantages.

Mitigation. The callback method will not actually stop spamming; it will only have a 
mitigating effect on the amount of spam as some spammers will be afraid of losing their 
anonymity and incapable of creating a false identity. It is doubtful however that this 
technique will have much effect on the amount of spam sent.

Usability. Once an INVITE request has been received the callee will have to send back 
another INVITE request to the caller. This increases the amount of signaling and 
therefore the amount of time required to setup a call. Also, if phones haven’t been 
adapted to understand the callback feature the user will be inconvenienced by first having 
their call denied and then surprised by being called back.

 Tradeoff

The callback technique prevents first time callers from reaching users; this might be an 
unwanted situation for people who need to reach other people quickly. A small protocol 
change will also have to be made.
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Some spam will probably be stopped although it is impossible to say how much. It is 
almost certain that spam will not be stopped completely. Finally, the technique can be 
adapted to by the spammers, which means that any benefit is likely to be temporary only.

8.15.Two way calls

Spammers are only interested in getting their message delivered to the recipient. Unlike 
the existing phone networks, SIP has the ability to setup one way calls. Using this option 
reduces the bandwidth cost of sending spam for the spammer.
Real users, however, almost always want two-way communication. Filtering all calls that 
do not request two-way communication could reduce some of the spam sent.

 Advantages.

Changes. No architectural changes or protocol changes are required for this technique. A 
simple check in either the Proxy or User Agent software can be used to determine 
whether the call is two-way or not.

 Disadvantages.

Ineffective. The technique is likely to only work for a very short time. When spammers 
determine that their messages are not reaching the recipient they will simply start using 
two-way calls and bypass the filter.

 Tradeoff

Filtering these calls causes some loss of usability for the user at the temporary gain of 
some reduced spam. Ultimately this choice is likely to be inconsequential since it is so 
easily circumvented.

8.16.Black listing

Blacklisting is a very common solution that is used for many different security problems. 
At its most simply a blacklist is a list of things that are bad. The accompanying system 
that uses the blacklist checks to see if a certain action, packet, program, etc. is on the list 
and, if so removes or stops it. Examples of blacklists include:

- Virus scanners
- Default allow firewall ACLs
- Intrusion Detection Systems
- Spammer e-mail addresses
- The no-fly list
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The VoIP equivalent of a blacklist would be a list of SIP URIs or IP addresses that are 
being used by spammers and should not be allowed to contact the user. The filtering 
could be performed by either the Proxy or the User Agent.

 Advantages.

Architectural changes. Blacklisting does not require any changes to the VoIP 
architecture; the filtering can be performed at either the Proxy or the User Agent.

Protocol changes. Blacklisting does not require any changes to the protocols in use in 
SIP. When a call comes in by a blacklisted caller 

 Disadvantages.

Ineffective. In the computer security community it has been a truism that security 
solutions that attempt to stop bad stuff by making a list of all the stuff that is bad has very 
little real benefit. These solutions are called ‘enumerations of badness’. Although making 
a list of bad things seems like a good idea when the list is still small it quickly grows in 
size until it becomes unmanageable. Virus scanners have thousands of entries in their 
databases and scanning a hard drive of ever increasing size is becoming to time 
consuming. E-mail spammers have been using fake addresses for such a long time that 
hardly anybody still uses blacklists.

In VoIP it is likely that spammers will quickly adopt the strategies that e-mail spammers 
are using and circumvent the blacklist by using randomly generated SIP URIs.

 Tradeoff

Several considerations can be affecting the tradeoff. If the blacklist is populated manually 
then there is a serious usability versus effectiveness tradeoff, if the blacklist is populated 
automatically then we must worry about efficiency and possibly denial of service of the 
system.

8.17.Grey listing

Although the name grey listing would lead you to believe that this method is a middle 
ground between blacklisting and whitelisting it is in fact a separate method. Greylisting is 
basically disallowing all incoming messages or calls unless those messages or calls have 
already been sent to you once before. The idea behind this is that legitimate users will 
notice that the message or call did not get through and will try again while the spammer 
doesn’t respond to error messages and simply moves on to the next user to spam.
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 Advantages.

Architectural changes. No changes need to be made to the architecture. The Proxy or 
User Agent can simply keep a record of which callers have previously made a call and 
respond with a ‘200 OK’ message the second time a call is made.

Protocol changes. No changes need to be made to the protocols. SIP already allows for 
sending error messages as a response to incoming calls.

 Disadvantages.

Usability. Since all calls will have to be attempted twice in order to get through normal 
callers will be inconvenienced. Those callers that are not aware of this security feature 
might believe that the user cannot be reached and give up. Those that are familiar with 
the security feature might not like it that they are treated like spammers.

Mitigation. Greylisting does not stop spamming. Spammers can still make phone calls to 
all users and will get through to some.

Ineffective. The method is unlikely to work in the long run. Initially it might help a 
single user by making the spammers harass other people but in the long run the spammers 
will simply adapt by remembering who they called when and recall that person.

 Tradeoff

Greylisting is a usability tradeoff. Not using the method will result in more spam, using 
the method will result in missed calls.

8.18.White listing

White listing is the opposite of blacklisting. Instead of making a big list of all the bad 
people the white list attempts to make a list of all the good people. Since each person will 
not have more than a hundred contacts this list will remain small enough to be useful.  

 Advantages.

Effective. Assuming that user identities can not be faked by spammers this method 
eliminates spam entirely. Only messages and calls from authorized people can get 
through, all other messages are dropped immediately.

Architectural changes. White listing does not require any changes to the architecture. 
The list can be stored in the Proxy or the User Agent and used to accept or deny incoming 
calls based on caller identity.
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Protocol changes. No changes have to be made in the SIP protocol. Messages already 
carry caller identities and the protocol already allows for accepting and denying calls.

 Disadvantages.

Usability. This method is very unfriendly to strangers. Since only messages that come 
from people whose identities are stored in the list are let through it becomes impossible 
for strangers to call users. Although this drawback can be mitigated somewhat by white 
listing entire organizations it will still be very inconvenient for normal users to use their 
phone.
Organizations doing market research, scientific research or providing customer service 
cannot operate with white listing in place.

 Tradeoff

Using the method will result in almost no spam at the cost of no longer receiving calls 
from people who are not in the list.

8.19.Litigation

A non-technical method of fighting spam, litigation allows for the direct removal of the 
spammer rather than the spam. Whenever a spam message is received someone tracks 
down the person who sent it and that person is then arrested. In many countries spam has 
already been made illegal and if these laws could be passed in all countries and the law 
enforcement agencies of all these countries were to work together spammers could be 
found and prosecuted.

 Advantages.

Righteousness. Although the object of the method is to stop the spam from happening 
there is a certain amount of satisfaction that comes from prosecuting someone that has 
caused so much annoyance.

Changes. Obviously no changes have to be made to the architecture of VoIP. Protocol 
changes also do not have to be made and even the software needs no changes to 
implement this solution.

 Disadvantages.

Unreliable. Tracking down spammers who are actively trying to hide their identity and 
location can be difficult if not impossible. On top of that spammers have the ability to 
choose which laws they would like to fall under by performing ‘jurisdiction shopping’.
The spammer hides inside a country which has no anti-spam legislation and can therefore 
not be stopped.
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High cost. Tracking down and arresting spammers is a very costly method. Tracking 
down spammers takes time and requires special training that normal police officers don’t 
have. The government will have to hire new people to do this. Also, because of the highly 
international nature of spam it is necessary to work together with many foreign nations. 
This will make the process of tracking down spammers even more difficult.

Mitigation. Prosecuting individual spammers does not stop the remaining spammers 
from sending spam. There exists a market for sending spam in the world, removing a 
single or even a few spammers is unlikely to make a difference, the void created by their 
removal will most likely be filled by someone else.

 Tradeoff

The tradeoff is simple; the cost incurred by receiving the spam versus the cost incurred 
by prosecuting spammers. If it is cheap to prosecute a particular spammer while the cost 
of the spam sent by that spammer is high then prosecute him, if it is expensive to 
prosecute a spammer while the cost of spam sent by that spammer is low then don’t 
prosecute.
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9. SPIT Proposed Solution

Although none of these candidate solutions work on their own it is possible to combine 
them so that the combined solution satisfies all our requirements.

The most obvious starting point is to use whitelisting. Whitelisting prevents all spam 
from unknown senders and has only a single problem; it doesn’t allow strangers to reach 
the callee. The proposal therefore has two tracks that users can walk through, the first 
track is when the user is already on the whitelist in which case the caller is let through 
immediately, the second track is where the user is not on the whitelist.

The second track will attempt to separate out the legitimate strangers from the spammers. 
Two candidate solutions apply for this task; a Turing test and a proof-of-effort. The 
Turing test seems like a plausible solution, however it doesn’t actually separate the good 
guys from the spammer but rather it separates robots from humans. This solution 
therefore suffers from a flaw where the spammer recruits humans to decode the test for 
him. The proof-of-effort is more suitable to this task; its main drawback is that it forces 
users to make a tradeoff between usability and protection from spam. When the proof-of-
effort is used by itself the usability sacrificed is too high compared to the received 
protection. This drawback is severely mitigated by using a whitelist because legitimate 
users will only have to perform the challenge once to get on the list while spammers have 
to perform the challenge for every message.

Additional enhancements can be made to this basic solution:
 The second track can be turned on and off by the callee if he were to know that no 

new users should be trying to call him
 A Turing test can be added to the second track to further inconvenience the caller. 

The amount of inconvenience the callee will force on the caller is left up to the callee 
to decide based on his individual situation.

 Rate limiting can be added based on certain educated guesses. The callee can for 
example make a rule that only X number of strangers from outside his native country 
are allowed to go through the second track per a given unit of time.

 The callback method can be added to prevent spammers using bogus addresses. This 
will make it much harder for spammers to hide their true location.

 The whitelist and security features can be implemented in both the User Agent and 
the Proxy. The best place to put this is the Proxy since the User Agent will probably 
suffer from resource restrictions.

 In case that the spammer tries to bypass the second track by guessing addresses on the 
whitelist the user can request that all callers on the whitelist verify their identity 
through some cryptographic handshake.

 Users can add addresses to the whitelist to save a specific person the hassle of going 
through the second track. Addresses received through the IR-port of the phone or 
manually entered by the user are more trusted than strangers coming in from the 
network; these addresses can be added immediately.
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 If too many spammers still get through it is possible to limit the number of people that 
are allowed to run through the second track at the same time. If someone else is trying 
already the Proxy would send back a ‘Sorry try again in X minutes’ message.

 Honeypots can be set up to further force spammers to waste resources on non-existing 
users.

Since the second track only causes you to be added to the whitelist it doesn’t actually 
have to be done at the time you want to make the call. If you know that you are going to 
have to call X number of people you can tell your phone to pre-call the numbers to get 
added to the whitelists so you don’t have to wait when you actually want to make the call. 

Finally, since the users are essentially fighting a resource battle with the spammers the 
proof-of-effort will have special requirements to make it as hard as possible for the 
spammer while at the same time being very easy for the users. 

These requirements are:
 Complex calculation

Obviously proof-of-effort actually has to involve some effort. If the effort is so low 
that the spammers don’t even notice it the method won’t work.

 Key space too large to pre-compute or to harvest
If the spammer can create a database of answers and pull the answers from this 
database immediately after receiving the proof-of-effort there is no actual effort 
anymore. The spammer must not be able to pre-compute the proofs or harvest the 
possible challenges from the User Agent or Proxy.

 Variable complexity
Moore’s law states that computing power doubles every 18 months. In order to make 
sure that the proof-of-effort remains an effort into the future the solution will have to 
be of variable complexity so that the complexity can be increased as needed.

With these requirements in hand we can craft solutions.

Candidate 1 - Factoring
Callee picks two random primes and multiplies them; caller will have to factor this 
number and send the result to the callee. This candidate may suffer from a pre-
computation attack.

Candidate 2 – Hashing
Callee Proxy invents a password and provides the hash to the caller. The caller will have 
to crack the hash using a brute force technique and send the password back to the callee. 
In order to prevent pre-computation the generated password can be heavily salted. A 
possible challenge would then involve a random 10 character salt plus an additional 4 
character secret that has to be brute forced. 
There are three ways for providing variable complexity in this method:

- Increase the length of the secret part of the password.
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- Increase the character set from which the password is chosen
- Use a new and slower hashing algorithm. If such an algorithm is not available any 

existing algorithm can be made slower by simply increasing the number of times 
the hash has to be performed on the input.

9.1.Analysis

In chapter 7 we defined several criteria for our solution. Now that we have our proposal 
lets look at these criteria again and find out whether the solution actually satisfies all of 
these requirements.

Preempting. The whitelist prevents spam from reaching the user directly. It is still 
possible for spam to get through to the user if the spammer jumps through all the hoops 
of the second track but this should severely limit the amount of spam that a given user 
will receive. If the user decides that he doesn’t want strangers to be able to call him he 
can turn off the second track and all spam will be completely locked out. All the security 
features are implemented on the Proxy, the User Agent doesn’t even know anything is 
happening.

Implementable. The proof-of-effort requires significant resources from legitimate callers 
when they attempt to reach a person for the first time. There are however two reasons 
why this is still acceptable:

- The proof-of-effort will only be required from the user the first time he calls a 
person; afterwards no more proof is required from legitimate users.

- The resource requirements can be delegated to the Proxy. A wireless handheld 
will then be completely insulated from the security; neither the creation, nor the 
solving, nor the verification of the proof will be performed by the User Agent. 
The proxy can further reduce the resource requirements by only performing the 
solving of the proof an X number of times per unit of time for the user and telling 
the user to do the rest.

Small footprint. This solution requires that some changes have to be made to the 
protocols in order to perform the new pre-call signaling, this-was-spam signaling and 
proof-of-effort handshake. Fortunately, SIP and VoIP usage is still in its infancy and any 
changes can still be made before companies have invested too much in the old protocols. 
Also, the new protocol will build heavily on the old protocol. Most of the protocol 
remains the same; the security changes are relatively minor.

Proper incentives. The proposal does not add any new architectural elements to the 
design. The only changes are in the protocols and they will only have to be made by 
people who have an interest in stopping spam. The additional resource requirements are 
also only required of the people who are willing to pay for the removal of spam.
 
Strangers can call. The proposal allows strangers to still reach the user if they are 
willing to suffer the extra effort it takes to pass through the second track. This proposal 
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will probably also have the added benefit of reducing crank calls. Any crack call will be 
called spam by the callee and the crank caller will have to perform the proof-of-effort 
challenge again to be able to call back. Crank calls will have to be planned in advance 
and can only happen once. Telephone harassment is also made more difficult with this 
proposal.

Free calls. The proposal does not force any payment of calls on users. VoIP calls are still 
free.

Usability. The legitimate callers are inconvenienced by the extra time it takes to provide 
the proof-of-effort. Users will have to learn to accept registering to be allowed to make a 
call. This reduced usability is offset by the decrease in spam and the ability to make free 
calls. Users will have to choose which network, VoIP or PSTN, and thus security 
solution, they which to use.

Flexibility. Moore’s law makes it more difficult to make a good proof-of-effort but the 
candidate solutions solve this problem by having a variable complexity. It is also easy to 
determine how high this complexity should be; if too much spam gets through the 
complexity is not high enough.

Scalability. The proposal has reasonable scalability. If we let the caller know what the 
complexity of the proof-of-effort is and spammers act in their own best interest then an 
individual user can scare away spammers by increasing the complexity of the proof. 
Spammers will then move to other users that have lower requirements for their second 
track. This effect can be counteracted by the spammers somewhat if they all decide to 
work together and bombard an individual user until he stops using this security feature. 
The user can prevent this by temporarily turning of the second track or by switching to 
another address.

Reinventing the wheel. This solution builds on top of existing protocols, architecture 
and security solutions. The architecture of SIP does not need to be changed, the SIP 
protocol only requires minimal signaling changes and the whitelist and proof-of-effort 
security solutions have been known for quite some time. The candidates for the proof-of-
effort also make use of standard cryptographic tricks for which there are software 
libraries in existence that can provide this functionality.

9.2.Criticism

The proposed solution as detailed above has several advantages. It is however not beyond 
criticism. 

Source URI Spoofing. The spammer skips the second track altogether and pretends to 
come from an address that is on the whitelist. This attack has several problems for the 
spammer:
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- The spammer does not know who is on whose whitelist. Some of this data may be 
harvested from sites like MySpace and Facebook but the vast majority of users 
will have addresses on their whitelist that are completely unknowable for the 
spammer.

- This attack is easily detected by the user; when the user receives a message 
purportedly coming from a know contact that turns out to be a spam message. 
This contact can then be removed from the whitelist or forced to authenticate with 
a strong cryptographic handshake.

- The user can dial the caller back. If the address was faked the spammer would not 
receive this call and can not deliver his message.

Man-in-the-middle. Cryptographers might note that there is no protocol available to 
safely negotiate a key with a partner. Whatever protocol is ultimately chosen to negotiate 
a key will suffer from a man-in-the-middle attack unless either a PKI or a web-of-trust is 
used. 
This is true but also not relevant to the security of this system. The man-in-the-middle 
attack allows for eavesdropping on a call but this is not what the spammer is after. The 
spammer wants to send a message, when he does the user will know that the spammer 
has performed a man-in-the-middle and renegotiate a key with the legitimate caller. This 
negotiation has to succeed only once for the spammer to be locked out, this is 
fundamentally a loosing game for the spammer so we can assume that the spammer will 
simply not try.

Infinite resources. It has long been an assumption that the spammer has infinite 
resources at his disposal. Although this assumption is useful as a guideline when looking 
for a solution to spam it is not actually true. Even a spammer that uses a zombie network 
consisting of compromised computers will still need to put effort into building a decent 
size network. Sending e-mail spam requires very little real resources, a single computer 
can send thousands of spam messages in seconds, but VoIP spam requires far more 
resources. 

When using the proposed solution a single computer will now be capable of sending only 
a single message per, for example, 30 minutes. On top of this the message being sent by 
the spammer might not actually be going to a user, if the provider is using honeypots and 
filtering techniques the message might be quietly dropped before ever reaching a person.

Nonetheless it is still tempting to think that spammers will still try and simply accept 
these restrictions and keep sending spam at a lower rate. Since the spammer is working 
for profit he will need a certain minimum hit rate in order for spamming to still be 
profitable, if this hit rate is still attainable this proposal would not stop all spam. But even 
if this is true the proposal still provides a level of protection that is far more effective than 
any other solution promises to be.

Denial of Service. The adaptations to SIP cause more overhead in the signaling, the 
generation of a pre call challenge, for example, could put extra strain on a Proxy and 
make it easier to disrupt it.
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Although this criticism is correct in theory in practice it is not a very large problem. With 
the advent of DDoS it has become relatively simple to perform denial of service attacks 
on almost anything, specific protocol tricks to make it a little bit more easy will not have 
a large impact on the overall security of the Proxy.

Usability. Security and usability are frequently at odds with each other in tradeoffs. A 
criticism against this proposal states that it is too difficult for users to understand this pre- 
call mechanism and that users will be too inconvenienced by the time they have to wait 
before they are allowed to call someone. This criticism may well be true; however, when 
comparing the options we should take into account the full tradeoff. At this time users 
have the option of using three different systems:

- The existing telephone network. This system provides good security against 
spamming and good usability. It does however require users to pay for service.

- The existing SIP with no protocol changes. This system provides usability similar 
to the telephone network and it is free, but it offers no protection from spammers.

- SIP plus the enhancements discussed in this thesis. This system offers free phone 
calling and protection from spammers but it does come with a usability price. It 
will no longer be possible to immediately reach strangers and an extra spammer 
button will have to be added to the phone that needs to be pressed

Business Users. The proposal appears to be more applicable to the home user than the 
business user. Business users are more intensive users of the phone network; calling more 
and longer than other people. Although this seems like a valid criticism on first blush it is 
in fact wrong. There is no evidence to suggest that business users call more strangers than 
other people at all. This criticism usually arises when people fail to understand what is 
meant by the word ‘strangers’. In the context of this system a stranger is not just someone 
you don’t know, it is also someone you have no link with whatsoever. If a person calls 
you that you don’t know but works at the same organization as you, that is not a stranger. 
If a person calls you that works at an organization that is a supplier to your organization, 
that is not a stranger. If you meet someone on the street and want to exchange phone 
numbers to be able to call that person later, that is not a stranger.
A stranger in the context of this system is someone you don’t know and have no prior 
connection with and no link to through a third party such as a company. 

Random Number Generation. A possible attack on the proof of effort involves 
breaking the PRNG that is used to generate the password. Random number generators 
have always been a problem for cryptography, especially on simple hardware such as 
mobile phones. In this proposal however the challenge is generated on the Proxy, this 
machine should be capable of creating random numbers of sufficient entropy that 
attempting to break the PRNG would be more difficult than just breaking the challenge.

Turing Test. A possible alternate solution to solving spam would be to use a Turing test 
instead of a proof of effort. This choice was made for three reasons:
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- A Turing test is conceptually the wrong solution. Although a Turing test would 
make it very hard for a spammer to send e-mail and has the same characteristic of 
being easy to generate and hard to break the Turing test wasn’t designed to solve 
this particular problem. A Turing test is meant to tell humans and computers 
apart, not to tell spammers and normal users apart.

- A Turing test can be broken by enlisting humans to break the test for you. This 
can be done by hiring workers in low wage countries or by tricking web users into 
cracking the test.

- Finally, using a Turing test would involve asking users to decode an image or an 
audio message. This will degrade the usability of the system and make it less 
likely that users will adopt VoIP.

Hashing Rounds. An additional possibility for making the proof-of-effort variable is by 
adding hashing rounds. Instead of hashing the password a single time the password is 
hashed several times. Every hashing round takes a certain amount of time. If computers 
become twice as fast the number of rounds could be doubled thereby keeping the total 
amount of time constant. There are two reasons for not using this:

- It is not actually necessary. The method as it is currently defined already provides 
the necessary variability.

- It is unclear whether successive rounds of hashing would have any effect on the 
security of the algorithm. Is there a higher chance of collisions? If there is this 
might compromise our security.

Whitelist Privacy. It is possible to send a series of INVITE requests with different from 
addresses to determine who is and isn’t on someone’s whitelist. This knowledge does not 
help spammers with sending spam, as was shown in the discussion of a man-in-the-
middle attack, but it is a problem in its own right. To defend against this attack the 
protocol would have to be adapted to send the proof-of-effort along with each INVITE 
request. The request would be let through only when the caller is in the whitelist and the 
proof-of-effort matches the previously negotiated proof-of-effort. This solution opens up 
a replay and sniffing attack against the proof-of-effort. To defend against this a 
timestamp can be encrypted using the proof-of-effort as a key. A nonce can be added to 
defend against a known-plaintext attack.
Although this solution solves the privacy problem it also breaks the usability trick where 
two users add each other to their whitelist to avoid having to perform the proof-of-effort 
brute force. To rescue this functionality a new notification message from one user to the 
other would have to be added.
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9.3.Technical Implementation

Proof of Effort. Of our two proposed proof of effort systems we choose the latter; the 
hashing algorithm option. 

Of course just hashing a randomly generated string and providing that to the caller is not 
acceptable. We need to know, roughly, how long it will take to complete that particular 
challenge, both for the sake of usability and for the sake of security.

We can assume that the hashing algorithm is secure and that the spammer and caller will 
be forced to use the brute force method to reverse the hash. If that is the case the average 
time it will take to reverse a hash is equal to the keyspace divided by two multiplied by 
the time it takes to perform one hash operation:

Average time = keyspace / 2 * time_single_operation

First, we must determine how long it will take to perform a single hash operation. For this 
purpose I wrote a benchmark tool, see appendix A, in the Java programming language 
and ran it on an IBM T42 laptop, it has a 1.8-GHz Intel Pentium M 745 and 768MB 
RAM. This setup might not be representative of what a typical spammer or user has 
available. If it is not, the results will give a somewhat distorted image, fortunately this has 
very little effect on the correctness of the overall concept or the end security of the 
system.

The results are:

Number 5 10 15 20 25 30 35
100000 180 220 270 330 371 411 451
500000 701 962 1202 1452 1702 1982 2223

1000000 1443 1912 2414 2894 3355 3886 4427
1500000 2263 2845 3565 4287 5127 5788 6549
2000000 2934 3835 4837 5858 6740 7761 8763

The rows represent the number of hashing operations performed and the columns 
represent the length of the string that was. The cell data contains the time in milliseconds 
to perform all the operations.

If we divide the cell data by the number of operations we get the following data:

Number 5 10 15 20 25 30 35
100000 0,0018 0,0022 0,0027 0,0033 0,00371 0,00411 0,00451
500000 0,001402 0,001924 0,002404 0,002904 0,003404 0,003964 0,004446

1000000 0,001443 0,001912 0,002414 0,002894 0,003355 0,003886 0,004427
1500000 0,0015087 0,00189667 0,00237667 0,002858 0,003418 0,003859 0,004366
2000000 0,001467 0,0019175 0,0024185 0,002929 0,00337 0,003881 0,004382

Page 56 of 78



VoIP and SPAM

The same data graphically:
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With the exception of the first run the results show a very static hashing time. When we 
average these numbers and plot them we see that the hashing time for the MD5 algorithm 
is linearly dependent on the length of string that need be hashed. From this data I deduce 
an approximation of the time of a single hashing operation:

Time_single_operation = 0.001 + 0.0001 * length_of_string

Here we have both results, the blue line represents the measured data and the pink line 
represents the mathematical approximation:
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The two lines diverge a little around a length of 35 characters but since the length of the 
challenges is unlikely to reach this far we do not have to worry that our calculation will 
be off by very much.
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The new algorithm for calculating the average time has now become:

Average time = (keyspace / 2) * (0.001 + 0.0001 * length_of_string)

The keyspace can be calculated by raising the character set used for the password to the 
length of the password.

Average time = (character_set_size ^ password_length / 2) * (0.001 + 0.0001 *
length_of_string)

Finally we must protect against the time-memory tradeoff by adding a salt of a decent 
length to the password. I will assume that a decent length is 8.

T = (c ^ p) / 2 * (0.001 + 0.0001 * (p + s))

Where
T : Average time to perform the challenge
c : Size of the character set
p : Length of the password
s : Length of the salt

There are four dimensions to this algorithm so it cannot easily be visualized in its 
entirety. As an example I can show what the results of the algorithm look like when s 
equals 10:
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The x-axis is the length of the password, the z-axis is the size of the character set and the 
y- axis shows the average time to perform the challenge. Choosing different values for s 
will move the results plane up and down on the y-axis.

In mathematics we can input real numbers into our algorithm but in the real world we can 
only choose character sets, password lengths and salt lengths that are natural numbers. 
Since we want to know what values to choose to approximate 1 second, 2 seconds, 3 
seconds, etc we must go through all possible combinations and compare them. For this 
purpose I have written a Java program, see Appendix B, which will do just that.

The program will output all the approximations for the first 86400 seconds, which is one 
day. Here are the first 20 results:

Average
Time

Password 
Length

Character 
Set Size

Salt 
Length Approximation

1 19 2 9 0,9961472
2 6 10 24 2
3 6 11 18 3
4 5 20 10 4
5 21 2 17 5
6 7 9 8 6
7 6 13 13 7
8 5 22 16 8
9 5 23 13 9

10 5 23 16 10
11 14 3 22 11
12 14 3 26 12
13 7 10 9 13
14 7 10 11 14
15 7 10 13 15
16 7 10 15 16
17 7 10 17 17
18 7 10 19 18
19 7 10 21 19
20 7 10 23 20

Microsoft Excel can only store 65535 rows of data and can only draw 32000 of these:

Page 59 of 78



VoIP and SPAM

0

5000

10000

15000

20000

25000

30000

35000

1 2623 5245 7867 10489 13111 15733 18355 20977 23599 26221 28843 31465

Average Time
Approximation

Although the two lines follow each other almost precisely we can see that there is a 
divergence happening when we go to higher values. When we go back to our data we can 
see that for the time value of 86400 our closest approximation is 86497.55859375001, 
which is also the same approximation used for the value 86398, while 86397 has an 
approximation of 86297.91392475001.

Is this a problem? Well, the difference between the desired time value and the 
approximation will go up over time but since the time value also goes up we can calculate 
the divergence over time by taking the approximation subtracting the time value and 
dividing it by the time value. These are the results:
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Divergence
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We can see that although there is a growing difference between the time value we want 
and the approximation we have the relative divergence actually goes down with higher 
values.

SIP Protocol. In order to implement this proposal several changes will have to be made 
to SIP. These changes include new requests and new responses that can be sent between 
User Agents and Proxies. Fortunately, the protocol has been build with a request/response 
structure and is easily extended.

The fundamental difference to the original protocol is that instead of the Proxy sending 
every INVITE request on to the user the Proxy will now first check to see if the caller is 
in the user’s whitelist. If the caller is not in the whitelist the Proxy will send a ‘440 
Precall Required’ response to the caller. If the caller is in the whitelist of the callee the 
request will be sent on the User Agent as is done in the current SIP specification. The 
Proxy’s duties have thus been extended to a point where it is more apt to call the Proxy a 
Gatekeeper.

By having the Proxy store the whitelist and preempt INVITE requests we have protected 
the callee’s User Agent from constant requests and resource starvation attacks.

In order to make the whole system work we need a way for callers to get onto the 
whitelist and for callees to remove callers from the whitelist and a way to have to Proxy 
perform the challenge in the name of the caller. These features have been added using the 
PRECALL, SPAMMER and CHALLENGE requests respectively.
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 New Requests

PRECALL. The PRECALL request is a request sent from the caller User Agent or Proxy 
to the callee Proxy. It contains a ‘To’ header that determines who it is that we have 
performed the challenge for, a ‘From’ header that determines who has done the actual 
challenge and a ‘Precall-Response’ header that contains the actual password.

The callee Proxy can use this information to verify that the challenge was completed and 
add the ‘From’ user to the ‘To’ user’s whitelist.

The PRECALL request can either by generated by the callers User Agent or the callers 
Proxy depending on which of the two actually performed the work.

There are three responses that can be sent by the callee’s Proxy on receipt of a PRECALL 
request:

- 204 Pre-call Accepted
Sent when the precall challenge was found to be good and the caller has been 
added to the whitelist. This code could also be replaced by a 200 OK response.

- 404 Not found (User not found)
Sent when the precall challenge is received for a non existent user.

- 441 Pre-call Bad
Sent when the precall challenge response does not match the stored password.
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CHALLENGE. The CHALLENGE request is a request from a caller’s User Agent to the 
caller’s Proxy to perform a pre-call challenge in his name. The request will contain a 
‘Pre-call-Challenge’ header that has the necessary information to perform the work. This 
request is a required feature to prevent resource starved mobile handhelds from being to 
flooded with work. 

There are four responses that can be sent by a caller’s Proxy on receipt of a 
CHALLENGE request:

- 205 Challenge Queued
Sent when the challenge has been stored by the Proxy to be processed. This 
response should be sent regardless of whether the challenge was already queued 
or not.

- 206 Challenge Completed
Sent when the challenge has been completed and the callee’s Proxy responded 
that the challenge response was accepted. When this response is sent it should be 
possible for this caller to call this callee.

- 207 Challenge Failed
Sent when the challenge has been completed and the callee’s Proxy denied the 
challenge response. When this response is sent it should not be possible for this 
caller to call this callee. The challenge will have to be redone.

- 443 Challenge Denied
Sent when the Proxy denies performing the challenge for this caller.

SPAMMER. The SPAMMER request is a request from a callee’s User Agent to the 
callee’s Proxy to remove a specific URI from the user’s whitelist. The ‘To’ header 
contains the URI to be removed and the ‘From’ header contains the user who’s whitelist 
the URI needs to be removed from. 

There are three responses that can be sent by the callee’s Proxy on receipt of a 
SPAMMER request:

- 200 Ok
Sent when the Proxy has successfully removed the URI contained in the ‘To’ 
header from the callee’s whitelist.

- 404 Not found (User not found)
Sent when the Proxy could not find the callee.

- 442 URI not found
Sent when the URI contained in the ‘To’ header could not be found in the callee’s 
whitelist.
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 New Headers
Two headers have been added to the protocol. The ‘PreCall-Challenge’ header used for 
sending a challenge to a caller and a ‘PreCall-Response’ header used for sending a 
response to a challenge back to the callee’s Proxy.

Pre-call Challenge

The Pre-call Challenge header is generated by the callee’s Proxy and added to a ‘440 Pre 
call Required’ response message. It is also included in the CHALLENGE request when a 
User Agent asks a Proxy to perform a challenge in his name. The header contains a 
base64 encode hash and four parameters: salt, charset, length and algorithm.

PreCall-Challenge: <hash>; salt=<salt>; charset=<charset>; length=<length>; 
algorithm=<algorithm>

<hash> : The hash to be brute forced, it is constructed by pre-pending the salt to 
the password and then hashing the result. This hash is then base64 
encoded to be able to send it as part of this header.

<salt> : The salt is a randomly generated string of characters. Because the salt is 
sent in plaintext to the caller it does not have to be generated from the 
<charset>. Instead it is generated from the complete character set that is 
used to generate the <charset>. This feature adds complexity to the hash 
and will make it harder for attackers to make use of the time/memory 
tradeoff.

<charset> : This is a list of characters that was used in generating the password. This 
character set was randomly generated from the larger default character 
set. 

<length> : The length of the password.

<algorithm> : The algorithm that was used to generate the hash. This can be any non 
cracked algorithm such as MD5, SHA1, RIPEMD-160, etc.

The default character set can be any set of printable characters that are not prohibited in 
the protocol. A good choice would be all lower case and upper case letters and the 
numbers. This creates a character set of 62 characters. If a larger character set is desired 
the character set can be increased to include the entire byte range. However, because 
most characters in the byte range are not printable and the protocol only allows sending 
of a small subset of the printable characters the <salt> and <charset> will have to be 
base64 encoded as well.
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Pre-call Response

The Pre-call Response header is sent by the caller’s User Agent or Proxy inside the 
PRECALL request. The ‘PreCall-Response’ header contains only the password in 
plaintext.

PreCall-Response: <password>

<password> : The password that was generated by the callee’s Proxy. Because we 
previously defined the default character set to contain only printable 
characters it is acceptable to send it unencoded. If the default character 
set was extended to include characters not acceptable to the protocol we 
must send a base64 encoded password instead. 

If the password is stored by both the caller and callee Proxy then it could be used in the 
future as an encryption key in some form of cryptographic handshake.

The password does not have to be encrypted to prevent eavesdropping since an attacker 
could only use it to send a single message. If the attacker had the ability to eavesdrop on 
the communication of millions of users simultaneously and continuously this would 
become a problem. It is assumed that the attacker does not have this ability.
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10.Proof of Concept Code

To show that the protocol changes can be implemented and what the changes would be 
for the user proof of concept code was written. 

An open source SIP library called MjSIP, developed at the University of Parma. This 
library contains the complete layered stack architecture as defined in RFC 3261 
(Transport, Transaction, and Dialog sublayers), and is fully compliant with the standard. 
It also provides a fully functional example User Agent and Proxy and Registrar.

For the concept code the SIP stack was extended with the requests, responses and headers 
needed. The whitelist was implemented on the Proxy and an extra spam button was added 
to the User Agent to be able to hangup a call and simultaneously remove the caller from 
the whitelist.

In a hypothetical call between Alice and Bob, Alice initiates the call by sending an 
INVITE request to Bob. Bobs Proxy intercepts it and sends back the error message which 
prompts Alice for a Proof-of-Effort.

Figure 4 - The failed message shown in response to the error

Figure 5 - The question given to the user on what to do with the challenge

If Alice decides that she wants to perform the challenge she would click ‘Yes’. The User 
Agent would then perform the brute force attack against the challenge.
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Figure 6 - The brute force attempt against the challenge

Once the password has been found Alice’s UA will send it to Bob’s Proxy and the call 
will get through. 

Figure 7 - Bob receiving the new INVITE request after Alice sends the password

Figure 8 - Alice notified that Bob received the request

Figure 9 - Bob accepting the call

From here bob has two options: he can hangup the call normally with the ‘hangup’ button 
or he can hangup and remove Alice from the whitelist with the ‘spam’ button. If he 
choose to click on the ‘spam’ button Alice will be prompted with another challenge. If he 
chooses to hangup the call normally Alice will remain in Bob’s whitelist and able to call 
again.
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11.Conclusion

This thesis has given a definition of spam, a description of Voice over IP and SIP, a set of 
criteria for a solution to spam, a discussion of the existing spam countermeasures, and 
finally a proposal for the elimination of spam on the Session Initiation Protocol. 

Although the author is of the opinion that this proposal should provide adequate 
protection from spam there are some caveats to take into account.

It is unknown how profitable spam really is or how difficult it is to send spam. Without 
such information it is impossible to say with absolute certainty that the proposal will 
work in the real world. The proposal makes certain assumptions about spamming. These 
assumptions are:

- a finite amount of resources available to the spammers, 
- there is a point where the cost of acquiring more resources outweighs the benefit 

of the additional spam revenue,
- spammers behave rationally,
- the pre-call is an acceptable usability burden on users,
- spamming is an economic activity.

Although these assumptions seem reasonable it should be noted that some might not 
always hold. 
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12.Appendix A

Code that will determine the hashing speed:

package nl.jurgen.scriptie.hashcalc;

import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

public class Calculator
{
  private static byte[] charset = 
"abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890".getByt
es();
  
  private static final int SPARSE_OUTPUT = 0;
  private static final int FANCY_OUTPUT = 1;
  
  private static int output = SPARSE_OUTPUT;
  
  public static void main(String[] args)
  {
    Calculator.measureHashingTime( 5);
    Calculator.measureHashingTime(10);
    Calculator.measureHashingTime(15);
    Calculator.measureHashingTime(20);
    Calculator.measureHashingTime(25);
    Calculator.measureHashingTime(30);
    Calculator.measureHashingTime(35);
  }
  
  private static void measureHashingTime(int length)
  {
    if (Calculator.output == Calculator.SPARSE_OUTPUT)
      System.out.println(length);
    Calculator.measureHashingTime(100000, length);
    Calculator.measureHashingTime(500000, length);
    Calculator.measureHashingTime(1000000, length);
    Calculator.measureHashingTime(1500000, length);
    Calculator.measureHashingTime(2000000, length);
    if (Calculator.output == Calculator.SPARSE_OUTPUT)
      System.out.print("\n"); //$NON-NLS-1$
  }

  private static byte[] generateRandomByteArray(int length)
  {
    byte[] array = new byte[length];
    for (int i = 0; i < array.length; i++)
      array[i] = charset[(int)(Math.random()*charset.length)];
    return array;
  }
  
  private static void measureHashingTime(int amount, int length)
  {
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    long start = 0, end = 0;
    MessageDigest md;
    try
    {
      md = MessageDigest.getInstance("MD5"); 
      start = System.currentTimeMillis();
      for (int i = 0; i < amount; i++)
        md.digest(generateRandomByteArray(length));
      end   = System.currentTimeMillis();
    }
    catch (NoSuchAlgorithmException e)
    { /* never happens */ }
    
    long time = (end - start);
    double average = (double)time / amount;
    
    if (Calculator.output == SPARSE_OUTPUT)
      Calculator.printDataSparse(amount, time);
    else if (Calculator.output == FANCY_OUTPUT)
      Calculator.printDataFancy(amount, length, time, average);
  }
  
  private static void printDataFancy(int amount, int length, long time, 
double average)
  {
    System.out.println("-----------------------------------------------
-------------------------");
    System.out.println("Amount      : " + amount);
    System.out.println("Length      : " + length);
    System.out.println("Total time  : " + time + "ms");
    System.out.println("Average time: " + average);
    System.out.println("-----------------------------------------------
-------------------------");
  }

  private static void printDataSparse(int amount, long time)
  {
    System.out.println(amount + "\t" + time);
  }
}
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13.Appendix B

Code that will calculate approximations for our challenge time algorithm

package nl.jurgen.scriptie.approximation;

import java.io.File;
import java.io.FileNotFoundException;
import java.io.PrintStream;
import java.util.Vector;

public class Approximation
{
  private static Vector<InputSuggestion> result = new Vector<InputSuggestion>();
  
  public static void main(String[] args)
  {
    for (int i = 1; i <= 60*60*24; i++)
      calculate(i);
    printResult();
  }
  
  private static void calculate(double time)
  {
    double first = 0;
    double second = 0;
    InputSuggestion suggestion = null;
    for (int salt = 8; salt < 27; salt++)
    {
      for (int set = 1; set < 27; set++)
      {
        first = 0;
        second = 0;
        for (int pass = 1; pass < 27; pass++)
        {
          first = second;
          second = (Math.pow(set, pass)/2*(0.001+0.0001*(salt+pass)))/1000.0;
          if (second >= time || pass == 26)
          {
            suggestion = closest(suggestion, new InputSuggestion(set, pass-1,
                salt, first, time), time);
            suggestion = closest(suggestion, new InputSuggestion(set, pass,
                salt, second, time), time);
            break;
          }
        }
      }
    }
    result.addElement(suggestion);
  }
  
  private static InputSuggestion closest(InputSuggestion input1,
      InputSuggestion input2, double time)
  {
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    if (input1 == null || input2 == null)
      return input2;
    if (Math.abs(time - input1.getApprox()) < Math.abs(time - input2.getApprox()))
      return input1;
    return input2;
  }
  
  private static void printResult()
  {
    PrintStream out;
    try
    {
      out = new PrintStream(new File("D:\\out2.txt"));
      InputSuggestion input = null;
      out.println("Time\tPass\tCharset\tSalt\tApprox");
      for (int i = 0; i < result.size(); i++)
      {
        input = result.elementAt(i);
        out.println((int) input.getTime() + "\t" + (int) input.getPassLength()
            + "\t" + (int) input.getCharsetLength() + "\t"
            + (int) input.getSaltLength() + "\t" + input.getApprox());
      }
    } catch (FileNotFoundException e)
    { /* whatever */ }
    System.out.println("Done.");
  }
}

package nl.jurgen.scriptie.approximation;

public class InputSuggestion
{
   private double charsetLength = 0;
   private double passLength = 0;
   private double saltLength = 0;
   private double approx = 0.0;
   private double time = 0;
   
  public InputSuggestion(final double charsetLength, final double passLength,
      final double saltLength, final double approx, final double time)
   {
     this.charsetLength = charsetLength;
     this.passLength = passLength;
     this.saltLength = saltLength;
     this.approx = approx;
     this.time = time;
   }

  public final double getCharsetLength()
  { return this.charsetLength; }
  public final void setCharsetLength(final double charsetLength)
  { this.charsetLength = charsetLength; }

  public final double getPassLength()
  { return this.passLength; }
  public final void setPassLength(final double passLength)
  { this.passLength = passLength; }
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  public final double getSaltLength()
  { return this.saltLength; }
  public final void setSaltLength(final double saltLength)
  { this.saltLength = saltLength; }

  public final double getApprox()
  { return this.approx; }
  public final void setApprox(double approx)
  { this.approx = approx; }

  public final double getTime()
  { return this.time; }
  public final void setTime(double time)
  { this.time = time; }
}
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15.Glossary

ACL
Access Control List, a list of rules that govern who or what can access a certain 
resource

Brute Force
A method where a person goes through all the possibilities in order to find a result

CAPTCHA
Completely Automated Public Turing test for telling Computers and Humans Apart

Circuit Switched Network
A network topology that achieves communication by creating physical connections 
between two participants

Client
The requesting side of a client-server architecture

Controller
Part of the Slave-Master-Controller architecture, used for sending commands to the 
master

DTMF
Dual-tone multi-frequency

Factoring
Breaking an initial number into two numbers that multiplied together results in the 
initial number

Hashing
A method for turning a stream of data into a short unique string that identifies that 
data

Honeypot
A computer system setup for the sole purpose of trapping attackers

IETF
Internet Engineering Task Force

IP
Internet Protocol

IRC
Internet Relay Chat
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ISP
Internet Service Provider

ITU-T
ITU Telecommunication Standardization Sector

Intrusion Detection Systems
A computer system setup to detect intrusions and report or prevent them

MD5
Message Digest algorithm 5

Master
Part of the slave-master-controller architecture. Used for relaying commands and 
information between the controller and slaves.

Moore’s law
A law in computing that states “The number of transistors that can be inexpensively 
placed on an integrated circuit is increasing exponentially, doubling approximately 
every two years”

NAT gateway
A machine that perform Network Address Translation

PRNG
Pseudo Random Number Generator

PSTN
Public Switched Telephone Network

Packet Switched Networks
A network architecture that shares bandwidth among its users by breaking data up 
into packets

Peer-to-peer
A method of communication where two peers talk directly to each other

RIPEMD-160
RIPE Message Digest 160, a hashing algorithm

Robocalling
Automatically dialing multiple numbers

SHA1
Secure Hash Algorithm, a hashing algorithm
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SMTP
Simple Mail Transfer Protocol

Server
The receiving side of a client-server architecture

Slave
Part of the slave-master-controller architecture. It receives commands from the 
master, executes the command and provides feedback.

TCP
Transmission Control Protocol

TCP/IP protocol suite
A set of protocols that together provide networking service for the internet

Telemarketing
Selling products through phone calls

Time-To-Live
The time a particular request or packet is allowed to live before it is discarded. Time 
is usually measured in a number of nodes that the unit is allowed to travel through.

UDP
User Datagram Protocol

Virus scanners
A program that attempts to find computer viruses by comparing files to known 
signatures

Zombie network
A network of computers that use the slave-master-controller architecture
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