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Executive Summary

Since companies are increasingly confronted with risks in their operational processes, it is important
that they prevent disruptions from occurring. In addition, because the consequences can be severe if a
company does not respond appropriately, the company must pay attention to mitigate the damage
when struck by a disruption. Prevention and mitigating consequences are in fact the two capabilities of
an organization that refer to the concept of Operational Resilience. Therefore, the capabilities of
operational resilience in an organization are defined as:

 the ability of an organization to prevent disruptions in the operational process from occurring;

 when struck by a disruption, being able to quickly respond to and recover from a disruption in
operational processes

Some examples of these disruptions are loss of IT capacity, fires, extreme weather, loss of
telecommunications, delayed supply etc. (Chapman, 2006). It is therefore interesting to know how
companies can deal with these disruptions (and disasters since they are severe disruptions) related to
operational processes. In other words, what are the characteristics of a resilient company and how can
these characteristics be measured? These questions together represent the overall research objective:

 Develop a generic approach in order to assess operational resilience in a comprehensive way

A boundary condition is that the company should be assessed in approximately a few hours. The
Multi-Attribute Utility Theory (MAUT) has been used to answer the research question because (1) it
allows decomposition of a complex concept into a value tree and (2) it allows for prioritization of
elements within the value tree (Goodwin & Wright, 2004). MAUT uses a performance index to
measure an objective, which in this case is operational resilience. This performance index is calculated
via multiplying weights assigned to elements in the value tree by the score on elements that can be
measured, which are called Performance Measures (PM). The weights for these elements can be
obtained using the Analytical Hierarchical Process, which is useful because one can assign weights to
elements by pair-wise comparison of elements in the same hierarchical level in the value tree. This
makes it possible to see whether judgments are consistent. A deliberation technique between various
stakeholders and process owners in the company can be used in order to determine a final weight in
case there are discrepancies between stakeholders’ judgments. However, in this research the weighing
is based on the author’s judgment only since this would require too much time and the weighing is
therefore only included for illustrative reasons.

The first research question addresses identifying characteristics of operational resilience,
which can be used as a possible decomposition of resilience into elements of the value tree. Some of
these characteristics were generic in nature, others less generic since they were strategies to deal with
risks (e.g. flexibility or redundancy) and this may differ in each company. This makes it hard to
develop a generic approach and therefore is chosen to assess a company’s operational resilience
management performance. This refers to how thorough and how detailed the company has
implemented management activities or practices in order to deal with risks in the operational
processes. The performance of the company that will be assessed is based on an assumed ideal
situation of management practices that must be present in a company in order to deal with disruptions.
This ideal situation (or norm) is based on a synthesis of literature stemming from Business Continuity
Management (BCM), High Reliability Organizations (HRO), Health, Safety, and Environment (HSE),
and Disaster Recovery Management (DRM).

Checklists have been developed to measure how well a company has performed on all the
resilience management practices according to the ideal situation. The checklists are detailed so that
can be assessed how thorough and complete a company has performed these practices. Each checklist
is a Performance Measure and a customized score can be calculated for each Performance Measure
based on the results of the assessment. The checklists have been grouped in the value tree along the
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conventional management cycle PLAN – DO – CHECK – ACT. In total there are twenty-one
Performance Measures that together include 115 checks and these will be used to measure a
company’s operational resilience management performance. In order to do so, a questionnaire has
been developed to be used as a guideline when a company is assessed on resilience management
practices. Now, all the factors are known to assess a company’s resilience management performance:

(1) a value tree with the set of ideal management practices;
(2) weights assigned to the elements within the value tree;
(3) the score for each performance measure is based on the answers during the interview and the

corresponding checklist

The elements of the questionnaire and checklist have been validated by comparing it to a BCM project
and verified by auditing three companies. The verification resulted in nine adjustments of the initial
questionnaire and checklist. Together with validation using 41 out of the 67 cases derived from Sheffi
(2005) regarding operational risk, this is considered as a major validation of the content of the
Performance Measures, since the six Performance Measures that were not or infrequently addressed by
the cases were justified by BCM literature. The remaining 26 case studies in Sheffi (2005) are related
to market risks and are beyond the scope of operational risks. However, since some strategies to deal
with disruptions can be used simultaneously to deal with market risks, this is an opportunity for future
research to concentrate on.

The importance of this research is that it is a comprehensive approach to assess resilience,
whereas previous literature used a rather fragmented approach through addressing resilience aspects as
risk management and culture separately. The second contribution is the prioritization of elements that
contribute most to resilience management performance. Additionally, the MAUT makes the judgments
more objective and the deliberation technique can result in knowledge sharing between the
stakeholders of the organization.

Recommendations for future research are to validate the approach in more companies to
obtain statistical validation. In addition, the deliberation technique with different stakeholders in the
company in order to obtain weights must be executed. A third more challenging goal is to integrate
this approach with other risks such as market risks, financial risks in order to measure overall
company resilience.
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1. Introduction

This master thesis starts with an introduction to resilience and the derivation of the research questions.
Firstly, an illustrative example of resilience and a historical overview of the concept of resilience will
be given. The third section gives the reason why it is useful to discuss the topic of resilience for
companies and Section 1.4 discusses the current literature available on resilience. Section 1.5 gives the
preliminary focus of resilience in organizations and a tentative definition. Because the topic of
resilience requires a more thorough analysis, a detailed description of the focus and the final definition
is given in Section 2. Section 1.6 gives the preliminary research questions which lay the foundation of
this thesis and Section 1.7 the methodology how these questions will be answered. Finally, the last
section gives an outline of the remainder of this thesis report.

1.1. An example of resilience

Before discussing resilience in organizations, an illustrative example described in more detail by
Sheffi (2005) is given. It shows a resilient company and a less resilient company. The companies
involved are Philips NV, the Dutch electronics company with an industrial facility in Albuquerque,
and Nokia and Ericsson, both regular customers of Philips, both purchasing chips used for
manufacturing cell phones. On Friday night, March 17, 2000, lightning struck a Philips industrial
building starting a fire. The first thing Philips did was inform their customers, Nokia and Ericsson.
Philips announced an expected one-week delay. Interestingly, the companies responded differently to
this announcement. Nokia responded by internalizing the bad news and identified which chips came
from the Philips plant. Moreover, a troubleshooter was informed who started working on the issue.
Ericsson assumed that the chips would be delivered with some delay. It even got worse, because after
further investigation Philips announced that it would take weeks to restart the production and might
take months to catch up on the production schedule. Nokia quickly assembled a team of 30 officials
from around the world to find a solution for this major problem. Nokia found other suppliers for three
of the five types of chips, but two types only came from Philips. The Nokia team insisted on rerouting
the capacity of Philips. By the time Ericsson realized the magnitude of the problem, it was too late;
Philips could not help anymore because Nokia had already claimed the spare capacity. Unlike Nokia,
Ericsson did not have alternative suppliers available to produce the chips. As Ericsson’s marketing
director for consumer goods said: “We did not have a plan B”. The consequences were therefore
different for the companies; within six months of the fire Nokia’s share of handset market increased
from 27 to 30 percent, while Ericsson’s dropped from 12 to 9 percent.

This example illustrates the context of this research, namely risks related to operational processes.
Both Nokia and Ericsson produce cell phones and this process was disrupted due to delayed supply of
components (chips). The operational process refers to the input – transformation – output process and
related support processes (e.g. ICT) of a company. Additionally, this example also illustrates which
company is better able to respond to disruptions and which lessons can be learned to become resilient.
The next section gives the historical overview of the word resilience to make the reader more familiar
with resilience.

1.2. Historical overview of resilience

This section includes a brief history about the word ‘resilience’ and how the concept resilience is
applied in science. The Merriam-Webster dictionary (www.m-w.com) gives the following two general
definitions of resilience:

1: “the capability of a strained body to recover its size and shape after deformation caused especially
by compressive stress”
2: “an ability to recover from or adjust easily to misfortune or change”
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According to Klein et al. (2003) resilience can be traced back to the Latin word resilire which means
“to jump back”. Since the 1970s the word is also used in a metaphorical way to describe systems
subject to stress and have the ability to recover from a disruptive event. Introduced by the seminal
work of Holling (1973) discussing resilience in ecological resilience, it was introduced in social
sciences by Timmerman (1981), “where it is applied to describe the behavioural response of
communities, institutions, and economies” (Klein et al., 2003). The link to societies (and accordingly
human capabilities) made it possible to include a proactive component rather than only a reactive
component, which is the case in ecological systems. The generality of the definitions illustrates why
resilience can be widely applied throughout different disciplines, such as (Fiksel, 2006):

- engineering/safety systems
- biology/ecology
- risk management/business continuity
- economics
- psychology
- sociology

Among the different disciplines, the focus of this thesis is on resilience in organizations. As said, a
detailed description will be given in Section 2. For now, it is sufficient to know that the focus is on
organizations. The next section discusses the need for resilient organizations.

1.3. The need for resilient organizations

Having given a short introduction and the focus on business context, this section discusses why it is
important and relevant to address resilience in companies. In essence, there are two main reasons that
stress the need for resilience. Firstly, organizations have to accept that they live in a world in which
they are continuously confronted with hazards and risks. Secondly, if a company is struck by a
disruption, it must be able to withstand and recover from the disruption. Both issues cover various
reasons to introduce the topic of resilience and these will be discussed briefly here. There will be
references to the literature review of this master thesis where some elements are discussed in more
detail (Stolker, 2008). There are four reasons that call for attention on resilience and these are
described below.

1.3.1 Increased risks and vulnerabilities
Many researchers and institutions have mentioned increased risks and vulnerabilities. Georghe (2002)
illustrates that disaster losses have increased dramatically in the last decade of the 20th century. The
increased world population and the more turbulent environment have resulted in more events such as
hurricanes, windstorms, floods, fires, and corresponding economic losses. This is depicted in Figure
1.1 on the next page.

Empirical evidence from the Chartered Management Institute in 2004 in the United Kingdom
also indicates that companies are struck by a variety of disruptions throughout a single year: from 5%
of the companies struck by a fire to 25% struck by loss of IT capacity (in: Chapman, 2006). Additional
evidence is found in the yearly study conducted by Woodman (2007); companies experienced in 2007
a variety of disruptions, such as loss of IT (39%), extreme weather (28%), loss of telecommunications
(25%), and damage to corporate brand/reputation (11%). In conclusion, these studies all stress that
companies must be prepared for disruptions.

1.3.2 Regulatory requirements and recommendations
There are some regulatory requirements and acts which recommend business continuity plans,
although they do not mandate these plans. Examples are the Turnbull act and Financial Service
Authority in the U.K. and the Foreign Corrupt Practices Act and Sarbanes-Oxly in the United States
(Callagher, 2003).
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Figure 1.1: Economic and insured losses due to major world accidents (adapted from George,
2002)

1.3.3 Brand, goodwill, and image cannot be insured
Thirdly, some assets cannot be insured, such as brand, goodwill, and image. Therefore, the best

approach way is to prevent reputational damage from occurring, but the company should at least have
measures to mitigate the consequences when reputation is damaged.

1.3.4 The severity of the consequences of disruptions
The fourth reason is that companies must protect themselves from severe consequences and the
corresponding negative impact on the value of the company. The consequences of disruptions can be
severe and even more severe if companies do not respond appropriately. Knight and Pretty (2005)
examined companies in the aftermath of disruptions and distinguished two types of responses: those
who recovered and those who did not. They examined the reaction of stock prices, as can be seen in
Figure 3 on the next page.

The mass fatality accidents included in the research are aviation disasters (22 cases), fires and
explosions from 2000 to 2004 (27 cases), the terrorist attack on WTC in 2001, and the Asian tsunami
in 2004. The y-axis represents the ValueReaction, which is “a modelled share price reaction where
market-wide influences have been stripped out and returns have been risk-adjusted” (Knight & Pretty,
2005). In total, 71 companies where examined over 51 events. The results indicate a significant change
between companies that were able to manage the circumstances related to crises and those who were
not; the difference in value reaction is approximately 48%. In a competitive world companies cannot
permit to fall and this stresses the need for resilience.

Garcia (2006) also indicates that leadership and acting appropriately in the case of disastrous
events makes a difference for the perception of the people. If a company makes a mistake, e.g. a spill
of oil, people will forgive companies that made a mistake. But they will not forgive a company if it
does not seem to care that bad things happened. This will cause critical damage to the image of a
company. As Garcia (2006) argues, “This perception of indifference is the single largest contributor
harm in the aftermath of a crisis, especially when there are victims”. An old paragon of such a case is
the Exxon Valdez oil spill which cost $ 2.5 billion in punitive damages in addition to the $ 3.5 billion
cleaning and lost fishermen’s catch costs.

In addition to the damage to image and decreased value in terms of stock price, other
consequences of business disruptions can be reduced customer confidence, decline in revenues and
market share, loss of assets, loss of lifes and the like (Sheffi, 2005).
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Figure 1.2: The value reaction to a mass fatality accident (Knight & Pretty, 2005)

In summary, there have been sound reasons to pay attention to resilience in a company. The increased
risks and vulnerabilities and the need to recover quickly are the main motives. Despite these reasons,
the CMI research indicates that 53% of the U.K. companies do not have business continuity plans,
which makes them vulnerable to any kind of disruption (Chapman, 2006). This lack of BCPs is
another motive to pay attention to resilience. The reasons mentioned here in this section may convince
companies to consider implementing resilience related practices. Having examined the need for
resilience, the next section discusses which research disciplines are involved in resilience aspects.

1.4. Developments in organizational resilience

There are two main streams of research that both refer to resilience issues in organizations, namely
Resilience Engineering (RE) and Business Continuity Management (BCM). This link between these
disciplines is based on the common elements in the definitions. In developed research streams, where
much common agreement on the definitions exists, it should not be difficult to compare definitions.
However, for organizational resilience this holds only partially because RE has not been an established
discipline and researchers have not come up yet with a single definition (Hollnagel et al. 2006). For
this reason, the different tentative definitions of RE have been analyzed in order to identify common
elements. Unlike RE, the definition of BCM can be considered as commonly accepted because of
availability of standards about this subject, such as the British Standard 25999 (2007) and ISO/PAS
22399 (ISO, 2008).

Both definitions from RE and BCM used for this thesis will be given and their
interrelationship will be discussed in sections 1.4.1 and 1.4.2, respectively. This interrelationship is
useful for the final definition of resilience, which will be discussed later in Section 2 ‘Definitions and
Scope’. Section 1.4.3 gives the characteristics of resilience plus the attempts to measure aspects of
resilience. Based on the findings in this section, the gap in literature will be identified which in turn
lays the foundation for the research questions in Section 1.6.

1.4.1 Resilience Engineering

Various definitions and descriptions of resilience from the book Resilience Engineering (Hollnagel,
2006) will be given, followed by the definition from Sheffi (2005) who also studied the topic of
resilience. Of course, more definitions can be found but the definitions given here are selected because
they are considered to cover different elements of resilience. The definitions or descriptions are
bulleted on the next page.
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 “Resilience is a (new) paradigm for safety management” (Woods & Hollnagel, 2006)

The authors mention that resilience does not only hindsight, but also foresight, and not reactive, but
proactive.

 According to Hale & Heijer (2006), resilience refers to both preventive measures and reducing the
consequences of an undesirable event.

 “Resilience is the ability of systems to prevent or adapt to changing conditions in order to
maintain (control over) a system property” (Leveson et al., 2006).

In addition to these contributions, another work contributed to the understanding of resilience. Sheffi
(2005) based his conclusions on seventy case studies of (non-) resilient companies during a three-year
research. Sheffi (2005) defines resilience as:

 “The ability of a company to respond (quickly) to any kind of disruption an enterprise can be
faced with”.

Two interrelated concepts can be found in the definitions above, namely security and resilience. In
essence security is concerned with avoiding a disruption, whereas resilience is concerned with
knowing how to handle in case of a disruption. However, resilience cannot be totally separated from
security because security contributes in reducing the company’s vulnerabilities. The company is
therefore more likely to be able to recover quickly from a disruption. In general it is assumed that
security measures complement resilience.

1.4.2 Business Continuity Management

The definition given by the Business Continuity Institute (2007) will be used:
“Business Continuity Management is the act of anticipating incidents which will affect mission-critical
functions and processes for the organization and ensuring that it responds to any incident in a planned
and rehearsed manner”.

The two interrelationships between BCM and Resilience Engineering are:

- Respond to incidents or disruptions
- Anticipate incidents implies preparation for incidents such as preventive measures

These interrelations provide an opportunity to link the two streams of research. This will be done in
this thesis below and elements of both disciplines will be used in the remainder of this thesis,
especially in Chapter 4. The next section elaborates on the properties or characteristics of resilient
organizations and how resilience can be assessed as can be found in contemporary literature.

1.4.3 Properties of a resilient organization and measuring resilience

This section shows current research and knowledge of resilient organizations. The first topic is
properties of resilient organizations. The differences demonstrate why the current insights into
resilience fail to provide a generally accepted view on resilience. The second topic provides current
insights into measuring elements of resilience and BCM.

1.4.3.1 Characteristics of resilience
There have been developments in both research disciplines in order to clarify the concept of resilience
and to measure resilience in companies. Many authors have identified properties of organizations or
practices that must be implemented in companies in order to be resilient. First, three contributions to
characteristics of resilient organizations are given on the next page.
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The first characteristics are derived from Wreathall (2006) where seven themes are given that are
present in highly resilient organizations. These themes are:

1. Top-level commitment
2. Just culture: supports the reporting of issues
3. Learning culture
4. Awareness
5. Preparedness
6. Flexibility
7. Opacity: the organization is aware of the boundaries and knows how close it is to ‘the edge’ in

terms of degraded defences and barriers.

Wreathall (2006) concludes that “there is a need now to tie this approach to the concepts of resilience,
to provide knowledge inside the organization about what its current level of safety is”.

The second contribution can be found in La Porte (2006, p.142), in which resilient organizations are
characterized as:
1. Rapidly acquire information about their environment
2. Quickly adapt their behaviour to changing circumstances
3. Communicate easily and thoroughly with others
4. Broadly mobilize networks of expertise and support

The third research about resilient companies comes from Sheffi (2005) and is based on 67 case studies
during a three-year research. According to Sheffi (2005), seven main activities or management
practices make a company resilient. Though steps are mentioned here, they can also be interpreted as
characteristics, since step 7 ‘building a culture of flexibility’ is similar to theme 6 ‘flexibility’ from
Wreathall (2006) described above. The seven main steps are:

1. Assessing vulnerabilities
2. Reducing the likelihood of disruptions
3. Collaboration for security
4. Detecting disruptions
5. Resilience through redundancy
6. Building resilient supply chains by means of flexibility
7. Building a culture of flexibility

Though only some authors are discussed here, it illustrates that different authors use different
characteristics of resilience. This lack of clarity about the characteristics of resilience is the basis for
the first preliminary research question, which will be discussed in Section 1.6. But first the current
literature about how resilience is measured is examined.

1.4.3.2 Measuring resilience
The characteristics in the previous section are rather abstract and not directly measurable. For instance,
if one observes a company, one cannot directly measure the learning culture, or how flexible the
company is. Furthermore, there is a difference in what measures have been taken in terms of resilience
by the manager, and how resilient the company actually is. As a result, measuring resilience is a
complex issue and there have been several attempts to assess (elements of) resilience within an
organization. Three of them are summarized below and the reader may refer to Section 4.2 in Stolker
(2008) for a detailed description.

Monitoring resilience
Dekker (2006) poses an interesting question about monitoring resilience: “How to detect macro-level
drift towards failure”? The drift towards failure is the “slow, incremental development of systems
operations toward (and eventually across) the boundaries of their safety envelope”. However, it is an
unsatisfactory explanation because it is not a model, only a metaphor.
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This question about the drift to failure is complicated due to trade-offs made by managers at the
micro-level. In theory, a critical component in estimating an organization’s resilience could be
continuously monitoring the distance between operations as they actually take place and operations as
they are imagined in the minds of the managers or rule makers. However, as Dekker (2006) continues,
“this requires comparisons and perhaps a type of quantification (even if conceptual) that may be
challenging to attain”. As it may be too difficult to measure this suggested type of resilience, she
offers two possible alternatives or additional markers of resilience:
- Keeping discussions of risk alive
- How does the organization respond to failure?
However, no methods are given to actually measure this in a company. Accordingly, these markers of
resilience remain theoretical in nature and do not provide practical ways to measure resilience.

Measuring safety culture
In her way to assess the safety culture, Flin (2006) provides three possible techniques for doing this,
namely (1) safety climate surveys, (2) upward appraisal, and (3) identifying managerial scripts.
However, these are not detailed further and do not provide a way to actually measure the safety
culture.

Measuring Business Continuity Management
Recently, the British Standard Institute (BS25999) as well as the International Organization for
Standardization (ISO/PAS 22399:2007) provided a standard about BCM in November 2007. Note that
these works appeared later in time than the RE literature, implying that research on RE did not consult
these particular standards. References to earlier BCM work cannot be found in RE literature, except
for Westrum (2006). He did mention disaster studies, but he was not able to study that discipline for
his contribution in Hollnagel et al (2006). These standards provide guidance for an organization to
develop their own specific performance criteria for incident preparedness and operational continuity.
Therefore, it will be interesting to identify the commonalities between BCM standards and proposed
measures of resilience in Hollnagel et al. (2006).

In conclusion, several attempts have been made to address the issue of measuring resilience. However,
no comprehensive approach for resilience is currently available. Klein et al. (2003) conclude that there
has been important work since the 1970s, but the concept of resilience has not turned yet into an
operational tool for management purpose. In a later work edited by Hollnagel et al. (2006), the authors
draw the same conclusion. The work from McManus et al. (2007) is a response to the lack of
operational methods available for resilience purposes in business context. This master thesis is another
response to this lack of methods for resilience. At least there are thoughts about how to measure
resilience, but there is no comprehensive approach that addresses the various elements of resilience,
such as culture as well as business continuity together. Together with the lack of common agreement
about the characteristics of resilient organizations, these will be the basis for the research questions
given in Section 1.6. Before turning to the research questions, a tentative definition of resilience in the
business context will be given.

1.5. Tentative definition of resilience

The focus of this master thesis will be the business context. More precisely, this report focuses on how
organizations are able to resist and recover from disruptive events and thus implies a focus on risk
management. However, this focus does not imply that the theory from other disciplines will not be
used in the business context; organizations are driven by human beings and thus require psychological
and sociological aspects of resilience. These aspects will be used but they will only be used in the
business context. Based on the sections discussed so far, a tentative definition of resilience in the
business context is given below. Because resilience has not been an established discipline, it requires a
more thorough analysis of this concept. Therefore, the final definition and focus will be presented in
Section 2.
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Based on the discussions so far, resilience refers to:

 The ability of an organization to prevent disruptions from occurring;
 When struck by a disruption, being able to quickly respond to and recover from a disruption

1.6. Preliminary research questions

As already indicated in the section about the assessment of resilience, there is no clear methodology
available to assess resilience. Moreover, there is no common agreement whether all the characteristics
of resilience have already been identified yet, as became clear in Section 1.4.3.1. Presumably, this lack
of clarity and lack of a methodology to assess resilience is partly due to the early stage of the
development of the discipline of resilience as argued in Hollnagel et al. (2006).

The lack of understanding of the concept resilience and corresponding characteristics is the basis for
the first research question. The lack of a methodology to assess resilience is the basis for the second
research question. The research questions of this master thesis are therefore:

Research Question 1: What are the attributes of resilience?

Research Question 2: How can these attributes be assessed in a comprehensive manner?

These two research questions combined are the overall objective of this thesis:

Research Objective: Develop a methodology to assess organizational resilience

Boundary conditions

This research attempts to develop a generic approach to measure operational resilience. Based on this
approach a company will receive an indication of its resilience and indications of potential
improvements so that it is better able to deal effectively with risks and disruptive events in this more
turbulent world. The intention of this research is to develop an approach that assesses an
organization’s resilience very fast, approximately in a few hours. A precondition is that the
organizational member(s) involved have preliminary knowledge of the risk management practices
within the organization as well as of the approaches being used.

1.7. Methodology

This section discusses the methodology to answer the research questions that have been addressed in
this master thesis.

1.7.1 Multi-Attribute Utility Theory

The multi-attribute utility theory (MAUT) is used to measure resilience. There are two main reasons
for using this theory (Goodwin & Wright, 2004). The first reason for using MAUT is to deal with
complexity because resilience consists of many elements. A method within MAUT called the value
tree enables to decompose a complex objective (here: operational resilience) into attributes. An
attribute measures performance in relation to an objective and are also called Performance Measures
(PM). In this way, resilience can be measured. A second reason is that it allows prioritization by
assigning weights to attributes and objectives. This weighing is performed by stakeholders (e.g. risk
officer, Business Continuity Manager, process owners) based on what they consider important to
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resilience. Prioritization in turn supports decision making to tackle resilience problems in companies.
For example, resource allocation in companies can be based on priorities of attributes that contribute
most to resilience.

A literature search will be conducted in order to identify characteristics of resilience. These
characteristics are potential objectives and attributes in a value tree. In this way, the first research
question will be addressed. Additionally, existing literature will be consulted how these characteristics
can be measured in companies in order to address the second research question. A more detailed
discussion of the MAUT is discussed in the sections 3 and 4 where this methodology is applied to
resilience.

1.7.2 Case studies for validation and verification

When a model (in this study also called a methodology or approach) is developed to measure a
concept, the question arises whether this model truly measures its intended objective (Cooper &
Schindler, 2003). Validation is therefore required in order to identify whether the model truly
measures resilience. Two validations will be done in this thesis. The first validation will be done by
means of a comparative study with a BCM project that was executed by PricewaterhouseCoopers. A
comparison between the model and the BCM project allows identification of common elements. Since
BCM and resilience are not completely identical, this validation study is considered as a partial
validation. A full validation is not possible because there are no precedents in real-life that have
already implemented resilience. As a result, the validation through a practical example is a partly
validation of the approach that will be developed to assess resilience.

The second validation is based on cases studies discussed by Sheffi (2005) in the book ‘The
Resilient Enterprise’. Sixty-seven cases describe real-life examples how companies dealt with risks
related to their business processes. The lessons learned from these cases are derived from Stolker
(2006). The validation includes whether the lessons learned from the cases are addressed in the
methodology that will be developed for this thesis.

Another aspect that must be addressed is verification of the methodology. The methodology to
assess resilience will be based on theory and must therefore be verified in practice. Three verification
studies are included to verify whether this model is practical in use in a real-life organization.
Adjustments can be made to the preliminary methodology so that the final version is applicable for use
in companies.

This master thesis project is conducted at PricewaterhouseCoopers in the department System &
Process Assurance (SPA). This department covers services related to reliable IT systems and
operational processes, such as ICT & Process assurance, controls improvement, and internal audit
services. Continuous availability of IT systems is partly supported by means of back-up IT systems
and data availability in case a disruption may occur. In addition to this, the company has experience in
using the British Standard 25999. As a result, there is a fit between this thesis subject and the activities
of the SPA department.

1.8. Outline of thesis report

The remainder of this report first discusses the scope of resilience and which specific risks are
involved in Chapter 2. Additionally, information about resilience and related concepts is given so that
clear definitions can be derived for this thesis. Subsequently, Chapter 3 gives the general methodology
that has been used to assess resilience. An application of this methodology is given in Chapter 4. It
includes the development of a specific approach to assess operational resilience. Finally, Chapter 5
gives the conclusions of this study and recommendations for future research.
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2. Definitions and scope

This section discusses the theoretical framework used to determine the scope and definitions. The
scope of this research is determined by focusing on two aspects. The first focus is on operational risks
and the derivation of operational risks is discussed in Section 2.1. Next, the perspective used to
describe organizations is presented and how companies deal with operational risks. The second focus
is discussed in Section 2.3, which discusses a classification within operational risks. Section 2.4 gives
an analysis of resilience and managerial implications for organizations. Finally, the final definition and
final research questions are given based on the two points of focus and the analysis of resilience.

2.1. Taxonomy of risks

This section discusses some important definitions that are needed for a better understanding of the
concept of resilience. Additionally, two main types of operational risks are discussed, namely
disruptions and disasters.

2.1.1 What are risks?

Risk can be associated with negative outcomes (threats) as well as positive outcomes (opportunities)
according to Chapman (2006). Because disruptions are associated with negative impacts, the main
focus of risks in this thesis is risks with a negative outcome. Events with negative impact may prevent
value creation or erode existing value. Accordingly, risk is here defined as follows (COSO, 2004):

 Risk is the possibility that an event will occur and adversely affect the achievement of objectives.

2.1.2 Focus on operational risks

There are many risks an organization is exposed to, but not all of them are related to the concept of
resilience as discussed in this thesis. These risks can be categorized into types of risks and different
classifications or taxonomies of risks are available. Despite the different classifications, most of these
include financial, operational, strategic, and hazard risks (D’Arcy, 2001; IRM et al., 2002). First, this
classification will be used to identify which risks will be focused on. This starts with an introduction
of Enterprise Risk Management below. After using this classification, a classification with seven risk
types from Chapman (2006) will be used to illustrate why the focus for resilience will be on
operational risks.

2.1.2.1 Enterprise Risk Management and first risk classification

Business Continuity Management is an aspect of Enterprise Risk Management (ERM) which is a
general concept for dealing with all risks an enterprise is faced with. For this thesis, it is important to
realize that Business Continuity Management particularly focuses on operational risks (Callagher,
2003). As the words BCM say, it is about the continuity of the operational processes so that the
organization is able to fulfill its intended services or deliver its products to customers (Chapman,
2006).

Figure 2.1 on the next page is shown to illustrate the link between the concepts of ERM and
BCM. In the upper half, the four main risk categories derived from D’Arcy (2001) and (IRM et al.,
2002) can be seen along a time scale as the elements that are finally encompassed by ERM. Examples
of the specific risks are given inside the square boxes.

The evolution from Computer Disaster Recovery Planning to Business Continuity
Management can be seen in the lower half along the time scale. The two classes of risks on which
BCM is built are hazard risks and operational risks. These links are indicated by the dotted lines.
The hazard risks apply to the last two boxes of BCM (DRP/BRP and BCM) because CDRP focused
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only on IT issues, whereas BCM does apply to hazard of the entire organization. Therefore, hazard
risks are here referred only to DRP/BRP and BCM and not to CDRP.

In conclusion, since BCM is related to operational and hazard risks, this is a key reason to
focus on these risks for this master thesis project. Another classification of Chapman (2006) is shown
to illustrate which risks are within the scope and which risks are beyond the scope.

Strategic
risks
Customer

preferences,
innovation,
regulatory

impediments

Operational
risks
Customer

satisfaction,
Product

development,
product failure,

Financial
risks

Changes in

interest rates,
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Hazard
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Fire, theft,
business

interruption,

pollution

Early 60's Early 70's 80s 90s > 2000

ERM
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(Continuous
Program)

DRP / BRP
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on IT

(Project)

CDRP
Computer
Disaster
Recovery
Planning

(Project)

Business
Continuity

Management

CDRP
Disaster &
Business
Recovery
Planning

(Project)

Figure 2.1 Connection between ERM and BCM, adapted from: D’Arcy (2001), Callagher (2003)

2.1.2.2 Second risk classification according Chapman (2006)

As said, many attempts have been made to categorize risks into separate categories. Chapman (2006)
discusses many of these in Appendix 2 “Sources of Risk” of his book. The risk taxonomy Chapman
(2006) used from the synthesis of categories discussed in this Appendix is shown in Table 2.1 below.

Internal processes Business Operating Environment
- Financial - Economic
- Operational (main focus) - Environmental
- Technological - Legal

- Political
- Market
- Social

Table 2.1 Risk Taxonomy (adapted from Chapman, 2006)

It is relevant to mention that not all categories of risks in the table above will be included for this
thesis. The reason is the justification from the BCM literature; as specified in 2.1.2.1, resilience is
related to disruptions in the business operations. Furthermore, the scope will likely be too broad to
discuss every category in sufficient detail to answer the research question in the time line of this
master project. Accordingly, the focus is on operational risks because these are most important for the
continuity of business processes (BS 25999-1, 2006; Callagher, 2003). The other risks in the
taxonomy above are thus beyond the scope of this thesis and will therefore not be discussed anymore.
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Examples of risks outside the scope are demographic changes (social), demand fluctuations (market),
trade cycle (economic), changes in interest rate (financial).

The risk taxonomy in Table 2.1 may suggest that only the internal processes are examined without
taking the business environment taking into account. However, also external events could disrupt the
operations, as already explained in Section 1.3 ‘The need for resilience’. Additionally, the hazard risks
in Figure 2.1 can also be external risks. Therefore, external events come back in the definition of
operational risk that will be used here in this report, which was developed by the Basel II committee
(Chapman, 2006):

 “Operational risk is the risk of loss resulting from inadequate or failed internal processes, people
and systems or from external events”

Although this definition has been initiated for the banking sector, it can be applied widely to other
industry sectors. It is a general definition and will probably be applied differently depending on the
environment and business of a specific company. However, it is a solid basis to refer to when
discussing operational risks.

2.1.3 Definitions of related concepts
The definitions and/or descriptions of concepts related to resilience will be given. The following
concepts are bulleted below: a disruption, a disaster, and disaster recovery management. Because
resilience is related to disruptions of operational processes, disruption is defined as (ISO/TC 223):

 A disruption is an event, whether anticipated (a hurricane) or unanticipated (a blackout or
earthquake), which disrupts the normal course of operations at an organization’s location

A disruption can be interpreted as a type of operational risk, but not all operational risks are
disruptions; a loss of money through fraud or a failure (examples of operational risks) may not disrupt
the primary processes of a company. However, the fraud or failure may be that catastrophic that it
could disrupt the business process through bankruptcy, for example the Barings Bank
(http://en.wikipedia.org/wiki/Barings_Bank). As a result, a company must minimize operational risks
that could end up in a disruption. These operational risks are within the scope of this thesis.

A severe disruption is called a disaster and is also within the scope of risks of this thesis.
Therefore, a description of disasters is given below as well as the management practices available to
deal with disasters called Disaster Recovery Management. Shaluf (2007) examined the disaster
literature extensively to study the types of disaster and to provide a definition. The conclusion is that
there is no universally accepted definition of disaster. Therefore, the preferred definition according to
Parker (1992) is used for this thesis:

 “A disaster is an unusual natural or man-made event, including an event caused by failure of
technological systems, which temporarily overwhelms the response capacity of human
communities, groups of individuals or natural environments and which causes massive damage,
economic loss, disruption, injury, and/or loss of life”

 “Disaster Recovery Management is the process of restoring operations that are critical to the
company’s business after a disaster”

The distinction between a disruption and a disaster is the severity of the impact. A company may
respond to a disruption in order to avoid adverse impact on the business objectives, whereas a disaster
usually cannot be handled with the available response capacity because the severity is too large. In
other words, a disaster can be seen as a severe disruption.
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Shaluf (2007) classified the types of disasters. A disaster can be classified into:
- Man-made disaster

o Socio-technical
o Warfare

- Natural disaster
- Hybrid (combination of man-made and natural)

The types of disasters are depicted in Figure 0.1 in Appendix A. All the types of disaster included in
this figure are within the scope of this thesis. In conclusion, this section has illustrated that within
operational risks a focus is made on events that could disrupt the business processes, namely as
disruptions and disasters.

2.2. Relation of operational risks and the organization

Having made clear the focus on operational risks, this section discusses how these operational risks are
related to an organization and the organization’s objectives. The reason is that the definition of risk
includes ‘adversely affect the achievement of objectives’. Firstly, in section 2.2.1 a description is given
of the perspective of an organization and its environment. This shows how an organization is exposed
to risks from an abstract perspective. Secondly, the derivation of operations objectives is discussed in
section 2.2.2 based on the focus on operational risks. These are discussed in order to show how
management of an organization sets guidelines for its operations.

2.2.1 Organizations as complex adaptive systems

According to McManus et al. (2007), many authors approached the assessment of resilience by means
of systems theory, more specifically complex adaptive systems. Systems theory does not have a single
meaning, but is interdisciplinary and studies complex systems in nature, science, and society
(http://en.wikipedia.org/wiki/System_theory). A special case is complex adaptive systems, which are
systems that have many interrelated elements and are complex as a result of this. They have the ability
to change and learn from experience, implying there are adaptive. A graphical representation of an
organization according to systems theory is included in Appendix B.

In general, one can state that this definition holds for organizations because they consist of
many interrelated entities and are able to change and learn because human beings are part of
organizations. When applying resilience in this context, the description given by McDonald (2006)
seems most appropriate: “resilience probably needs to be seen as an aspect of the relationship between
a particular socio-technical system and the environment of that system”. There are risks inside the
system (organization), but also from the environment. The environment is potentially very broad,
including external social and commercial factors. All factors must be taken care of to enable the
company to survive in the competitive and turbulent world. However, as explained in the Section 2.1,
in this thesis there will be a focus on operational risks and social, market, and commercial risks are
beyond the scope. How the operational risks are related to the organizational or business objectives is
discussed in the next section.

2.2.2 Business and operational objectives

This section discusses how management of an organization deals with risks exposed to their operations
from an abstract perspective. An entity’s (or organization’s) mission sets out in broad terms what the
entity aspires to achieve. This is the starting point of deriving strategic objectives, which are high-level
goals aligned with and supporting an organization’s mission. Subsequently, the related objectives are
established based on the strategic objectives, as can be seen in Figure 2.2 on the next page. Related
objectives are one level below the strategic objectives and refer to objectives that an organizational
entity wants to achieve (COSO, 2004).
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Figure 2.2 Relation between the different objectives within an organization (adapted from
COSO, 2004)

The importance of having objectives is addressed by the authors from the COSO (2004) framework:
“Objectives must exist before management can identify potential events affecting their achievement”.
Therefore, the organization’s objectives are included into the methodology to assess resilience as can
be seen in Chapter 4. Although it is difficult to assign an objective into a unique category, certain
broad categories are recognized according to the COSO framework (COSO, 2004). These three broad
categories are:

- Reporting objectives: reliability of reporting
- Compliance objectives: compliance with applicable laws and regulations
- Operations objectives: effective and efficient use of resources

The focus of this thesis is related to operations objectives and the corresponding operational risks.
Although it can never be excluded that activities related to reporting and compliance objectives cannot
disrupt the primary business processes, the core of the disruptions are related to operational processes.

In addition to these three categories, sometimes companies also add a fourth category which
mainly involves operations objectives, namely “safeguarding of resources” or “safeguarding of
assets”. This is prevention of loss of an entity’s assets or resources (for example through theft, waste,
inefficiency). This may refer to both daily activities (e.g. general performance improvement, making
processes more efficient) and events that result in loss due to disruptions (e.g. damage to buildings due
to a fire). This fourth category has overlap with the third category of operations objectives and it
specifically addresses the topic of resilience.

Although operations objectives refer to both daily business practices (e.g. efficiency issues of
the operations) and events that may disrupt the operational process, the focus will be made on the risks
that may disrupt the operational processes and not on efficiency issues. Since the term operational
process will be used frequently, a description is given:
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Definition operational process:

 Operational processes constitute the core business of the organization and create the primary value
stream. They are also referred to as ‘primary business processes’ or ‘mission-critical processes’. It
constitutes of the processes of purchasing, manufacturing/transformation, and output delivery to
customers

A last note is made on how much risk is usually accepted by companies at the operational level. The
related term for risk acceptance is risk appetite: “Risk appetite, at the organisational level, is the
amount of risk exposure, or potential adverse impact from an event, that the organisation is willing to
accept/retain” (Carey, 2005). Risk appetite can differ between levels within an organization but also
between organizations.

Within the organization, risk appetite can differ between the strategic and operational level (Paape
et al. 2006). The strategic decisions automatically imply making choices and therefore higher levels of
risks, whereas at the operational level companies want to be certain that operational processes will be
carried out; these processes bring in money for the company and in general less risk is accepted at the
operational level.

The risk appetite can also differ between organizations, which may depend on the business
environment. Manufacturing companies want their products to be made and delivered to their
customers and presumably do not accept much risk. Other companies, such as financial institutions,
may have primary business processes that are inherently related to risks. For these reasons, the risk
appetite may differ between companies and within companies. This may be taken into account in
assessing resilience, since the one company may have a different risk appetite than the other.

2.3. Focus on low-probability/high-impact events

The first focus has been made in Section 2.1 on disruptions within operational risks. A second focus is
made because risks can be classified in terms of probability of occurrence and the level of impact. The
focus that will be made within this classification is explained below.

As already discussed, there are many different perspectives of resilience. This becomes
evident in the different fields of science, but also in the same field of organizational resilience. There
is some debate what types of event should be included when discussing organizational resilience. On
the one hand there are some authors who argue that resilience should refer to events that occur
relatively infrequently. Sheffi (2005) and Business Continuity Management practitioners focus on
these irregular events. On the other hand, there are authors who suggest that an organization should
have resilience capabilities for regular threats (high-probability) as well as irregular/infrequent threats.
Westrum (2006) and Parsons et al. (2007) suggest this approach that resilience covers both frequent
and infrequent events. The focus in this thesis will be on events that do not occur frequently but have
considerable impact on business operations, also referred to as low-probability/high-impact events.

The explanation for this focus is the following: though Westrum (2006) and Parsons et al.
(2007) both mention resilience in normal business situations, there is some difference between their
views. Westrum (2006) suggests that different events may require different approaches to address
resilience issues. Parsons et al. (2007) make a less distinctive approach because they think that if
irregular events are covered by resilience measures and a resilience culture, also regular threats will be
covered by the same resilience measures and culture. However, Parsons et al. (2007) focus initially on
low-probability/high-impact events as becomes clear in their definition “to minimize the impact of
severe disruption events on the business”. As a result of this focus, they think that a company is also
more resilient in normal business operations. The findings of these different opinions thus appear to
focus on low-probability/high-impact events.

Another argument for not including normal business operations into this approach to resilience
is that companies have developed management practices to deal with hazards that occur frequently
(Sheffi, 2005). This is plausible because a company not being able to deal with frequently occurring
disruptions is not likely to survive in this competitive world; it would be in an almost constant state of
“fire-fighting” and crisis management. Similar to Runyan’s (2006) description of disruptive or crisis
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events, resilience will refer in this thesis report on events characterized by high consequence, low
probability, ambiguity, and decision making time pressure.

An often used representation of risk categorization is the risk matrix, shown in Figure 2.3 below. A
risk matrix has two dimensions, namely the impact of a risk and the probability of occurrence. The
dimensions are relative and will be applied to each company individually because each situation has
its own risks and vulnerabilities. As explained above, the events which will be focused on in this thesis
are the low-probability/high-impact events. This is based on the assumption that the other
combinations should have been covered either up-front (high-probability/high-impact) or during
normal operations (high-probability/low-impact) or neglected (low-probability/low-impact). In
conclusion, resilience seems most appropriate for low-probability/high-impact events.

Figure 2.3 Risk Matrix and the location of resilience-related events encircled in red. Adapted
from JISC infonet (source: www.jiscinfonet.ac.uk)

2.3.1 High Reliability Organizations

A special concept in the safety and reliability literature is introduced here because it has overlap with
resilience, namely a High Reliability Organization (HRO). First of all, one must understand that
various terms are used which are all related to HROs. Examples are ‘mindful organizations’ in Weick
& Sutcliffe (2001) and the ‘Highly Protected Risk enterprise’ (HPR) in Karydas & Rouvroye (2006)
or Stress Resistant Organizations (Lin & Carley, 2002). The term HRO will be used here in this report.

HROs strive to achieve virtually problem-free performance under the most trying
circumstances (Dyer, 2005). Trying refers here to an environment where accidents can be expected
because the operations carry the threat of (disastrous) failures. Organizations that usually operate
under these trying conditions are nuclear plants, the aviation industry, aircraft maintenance, space
travel, or chemical companies. These circumstances seem to refer to the upper-right quadrant of Figure
2.4, namely high-probability and high-impact. Or may be better: there are so many low-probability
events that could result in high-impact disruption, that they are threatened almost continuously.
Because of continuous threat, these companies have put considerable effort to be a reliable company
and try to avoid catastrophes. The characteristics of these organizations have been examined so that
lessons can be learnt for organizations not working under these trying conditions (Roberts et al.,
2001). These will be used in the development of the approach to assess resilience, which will be
discussed in Section 4. A short theoretical framework about HROs is given below in order to illustrate
aspects related to resilience.

Mindful organizations notice the unexpected in the early stages and disrupt its development. If
unable to stop the unexpected, they focus on containing it. If containment of the unexpected is not
effective, they focus on resilience and swift recovery of the organization (Karydas & Rouvroye, 2006).
The five characteristics of HROs identified in research by Weick & Sutcliffe (2001) are:
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1. Preoccupation with failure
2. Reluctance to simplify operations
3. Sensitivity to operations
4. Commitment to resilience
5. Deference to expertise

2.3.2 Health, Safety, and Environment (HSE)

The concept of High Reliability Organizations is also addressed in literature regarding Health, Safety,
and Environment (HSE). It refers to protecting the safety, health, and welfare of people in their work
environment. The main goal of HSE is to prevent accidents in the work environment. These risks can
be the same as operational risks; there are risks that both stop the production process and cause harm
to the human body or environment. Consequently, the literature from HSE may provide advice to
control risks that also contribute to operational resilience. For this reason, concepts from HSE related
to operational processes are used in this research.

Research from Hudson et al. (2004) has established a connection between fundamentals of HSE and
HROs. The original focus of the Hearts & Minds program developed by Hudson et al. (2004) is to
develop intrinsic motivation of an employee in the workplace. They especially focused how an
organization can improve its HSE performance (less accidents, less injured or less killed people etc.)
by paying attention the individual’s contribution to HSE. The focus on the individuals required
reviewing psychological literature, such as need theories, learning theories, social-cognitive theories,
and rewards and incentives. “People are intrinsically motivated for HSE when they consistently
behave safely (for environment, alert to danger) without external control” (Hudson et al. 2004). In
other words, there is a safety culture in which (in an ideal situation) people are alert to danger and as a
result, there should be less accidents and failures. A maturity model of a safety culture has been
developed on a continuous scale from pathological to generative, rather than having a safety culture or
not. The generative organization refers to a High Reliability Organization (Hudson, 2003). Generative
refers to a culture in which coping successfully with risks is the normal way of business. The maturity
model is shown on the next page in Figure 2.4.

As said, it starts with a pathological perspective to safety, in which risks are feared and
everybody is happy to survive. The second level is an improvement, but the hazards are not removed
and there are much “fire-fighting” activities after an incident. The third level refers to that hazards are
managed by the organization, but the pro-active part is missing, which is the fourth level in the model.
The final and best level of a safety culture is generative, in which coping successfully with risks is the
normal way of business. An extensive HSE program has been implemented in Shell called Hearts &
Minds (http://www.energyinst.org.uk/heartsandminds/). Part of this program can be used in assessing
whether a company has a generative level of culture. The reason to use it for resilience is that the
generative level is related to successfully coping with risks and therefore prevents accident and
incidents from occurring. This is part of the scope of this research, namely dealing with operational
risks. It is relevant to include culture when assessing an organization because organizations are run by
people. Additionally, as shown by Shaluf (2007) in section 2.1.3, disruptions can be caused by human
beings, the so-called man-made disasters. Together with other HRO literature, the relevant aspects will
be discussed in the development of the approach to assess resilience in Section 4.

Note: Assessing organizations that work under the most trying circumstances requires extensive
knowledge of the complex processes in these organizations. The author of this thesis does not have
this specific knowledge. Despite the focus is on companies in general, the companies referred to as
HROs might be too complex too assess resilience within a few hours, which is a boundary condition of
this master thesis as explained in Section 1.6.
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Figure 2.4 Maturity Model of a safety culture (Hudson et al., 2006)

2.4. Analysis of operational resilience

This section elaborates on disruptions and the managerial implications for organizations. This
elaboration is done for clarification purposes and supports the derivation of the final definition of
resilience at the end of this section. The two figures on the next page show where resilience is located
on a relative time scale of a disruptive event.

The first visualization is the Bowtie-model of accident scenarios and is shown in Figure 2.5 on
the next page. Resilience is located on both the left side and the right side of the undesirable event.
The undesirable event refers to any event that impacts the production process adversely. Thus,
resilience involves security aspects to reduce the vulnerabilities coming from hazards (left side) as
well as recovery aspects to recover as quickly as possible in order to minimize the consequences (right
side).

The second visualization is derived from McManus et al. (2007) and shows elements of
resilience: (1) reduction of vulnerabilities and (2) readiness before the shock or disruptive event; (3)
response and (4) recovery after the disruption has struck and the performance has been negatively
affected, which is indicated by delta KPI (key performance indicators) in Figure 2.6.

As can be seen, Figure 2.6 is more detailed about which elements should be included in
resilience. However, both use an undesirable event or shock to distinguish elements that are related to
resilience. Because this is a clear distinction and is well known in safety literature and resilience
(Sheffi, 2005; McManus et al., 2007), activities to prevent disruptions and to mitigate consequences
are included in the definition of operational resilience.
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Figure 2.5 Bowtie model (adapted from Hollnagel et al., 2006)

Figure 2.6: Graphical representation of resilience elements on a time scale in relation to the
shock or disruptive event (McManus et al., 2007)
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2.5. Final definition and research questions

The first focus on operational resilience requires a change in the preliminary definition and research
questions derived in Section 1.6, since resilience refers to disruptions in the operational processes.
More specifically, to a special class of operational risks, namely disruptions and disasters. The second
focus on low-probability/high-impact events that potentially can occur in companies is a focus within
disruptions, but it is decided not to change the definition of operational resilience for this, since
disruptions are considered as low-probability/high-impact events.

 Definition Operational Resilience:

The capabilities of resilience in an organization are defined as:

o the ability of an organization to prevent disruptions in the operational process from
occurring;

o when struck by a disruption, being able to quickly respond to and recover from a
disruption in operational processes

 The preliminary research questions are adjusted through the term operational resilience:

Research Question 1: What are the attributes of operational resilience?

Research Question 2: How can these attributes be assessed in a comprehensive manner?

 These two research questions combined are the overall objective of this thesis:

Research Objective: Develop a methodology to assess operational resilience

Now the research questions are known, the methodology as discussed in Section 1.7 will be used to
answer the research questions. The next section discusses the multi-attribute utility theory more
detailed and which steps must be taken to finally have a methodology to assess operational resilience.
It does not discuss the characteristics of resilience; this will be done in Chapter 4. Chapter 4 gives an
application of the multi-attribute utility theory and answers both research questions and the research
objective.
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3. The approach developed to assess operational resilience

The multi-attribute utility theory (MAUT) is used to measure operational resilience. Strictly speaking,
the term utility is not correct here because utility is mostly referred to in order to deal with uncertainty
(Goodwin & Wright, 2004). A better term is value instead of utility. However, value and utility can be
used in the same manner according to Weil & Apostolakis (2001), and therefore utility is used also in
this thesis. The reasons for using the theory are its ability to deal with complexity and allowance for
establishing priorities, as already explained in Section 1.7 ‘Methodology’.

Firstly, some background information will be provided to show how operational resilience can
be measured with the help of MAUT. Section 3.2 discusses the requirements that must be met for
using MAUT. Some of them are very strict and there will be a discussion in which cases compromises
are allowed. Compromises and assumptions are also needed in the case of measuring operational
resilience. After this, the process steps in developing an approach to assess operational resilience will
be discussed in Section 3.3. During these steps possible methods to assign weights to attributes and the
Performance Measures will be discussed and why the Analytical Hierarchical Process (AHP) is
selected.

3.1. Establishing a performance index

In this section a short introduction to the hierarchical method is given. In this way, one can understand
the way to measure operational resilience. The basic idea is to decompose the overall objective (goal)
into lower level objectives until they become measurable. By combining weights objectives and the
measurements at the lowest level, the top level objective can be quantified. The goal in Figure 3.1 on
the next page represents the overall objective, which in this case is assessment of operational resilience
management. The derivation of this value tree will be discussed in Chapter 4 but is already given here
for illustrative reasons. The goal can be split into lower-level objectives, which together represent the
higher level objective. Decomposition of objectives is performed until the level that allows the
objectives to be measured. These lowest-level objectives are called attributes, or Performance
Measures (PM). Accordingly, an attribute measures performance in relation to an objective (Goodwin
& Wright, 2004). When all the scores of the performance measures are known, an index of operational
resilience can be obtained.

Analogous to the prioritization method presented in Weil & Apostolakis (2001), the
operational resilience index will be calculated. Prioritization is desirable for this research in order to
identify (combinations of) attributes that contribute most to operational resilience. It helps companies
to allocate resources when they want to improve their resilience. Prioritization is enabled by assigning
weights to both objectives and PMs. A weight is a numerical score of importance in contribution to the
higher-level objective. An objective is compared to the other objectives at the same hierarchical level
in the value tree to determine a weight. The weight is determined by the stakeholders in the decision-
making process and can therefore differ in each decision-making process. The method to estimate a
performance index (in Ch 4: operational resilience management performance index) is explained
below.


pmK

i
ijij uwPI

jPI is the operational resilience management performance index for organization j. iw is the weight

for performance measure i. iju is the utility obtained for performance measure i in organization j. Kpm

is the total number of PMs. jPI can be calculated by taking the sum of the weights of individual

Performance Measures multiplied by the utility for that particular Performance Measure. The higher
the PI, the higher the organization performs on resilience.
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Figure 3.1 Value Tree in order to measure Operational Resilience Management Performance

This equation for the performance index jPI applies under the assumption of additive utility function

(Keeney & Raiffa, 1993). This requirement and some other requirements for constructing a value tree
are discussed in Section 3.2.

3.2. Requirements related to Multi-Attribute Utility Theory

There are five desirable properties of a set of attributes in a value tree when using the Multi-attribute
theory (Keeney & Raiffa, 1993; Goodwin & Wright, 2004). They are listed below including a short
description and must be used to construct a value tree.

1) Completeness
The value tree covers all the important aspects of the overall objective (operational resilience)

2) Operational
The attributes can be measured in a practical way by the decision makers. In addition, the attributes
must be meaningful to the decision makers, so that they understand the implications of the attributes
with respect to the higher-level objectives

3) Independency
The performance on one attribute can be judged irrespective of the performance on other attributes
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4) Non-redundancy
Attributes should be defined in a way that there is no overlap with other attributes in the model in
order to avoid double counting

5) Minimum size
It is desirable to keep the number of measurable attributes as small as possible. If the tree becomes too
large then a meaningful analysis may be not possible. As a result, attributes should not be decomposed
beyond the level where they can be measured

The most important requirement is ‘additive independence’ among the PMs: if PM A and PM B are
two attributes of the same higher-level objective, the level of performance of PM A may not depend
on the fixed level of PM B (Apostolakis & Lemon, 2005; Gifun, 2005). This means that there cannot
be dependencies among the PMs because then elements may be measured twice. This is a requirement
but can be assumed in some circumstances. Since this research is a first attempt to decompose and
measure operational resilience, the aim is to obtain an indication of operational resilience. Similar to
Apostolakis & Lemon (2005), additive independence is a reasonable assumption to make in this case,
because the results are treated as a “useful first-cut approximation” (Clemen, 1991). These five
requirements will be used in Chapter 4 to verify whether the value tree is an accurate and useful
representation to assess operational resilience.

Having given a short introduction to the methodology and its requirements, now the generic
approach to assess operational resilience will be developed. This approach is based on MAUT and
includes six main steps that must be performed to obtain an index of operational resilience (Weil &
Apostolakis, 2001).

3.3. Process steps for a generic approach to assess operational resilience

Six steps will be used to calculate a performance index for operational resilience, which is a score
between 0 and 1. The approach that will be developed will be a generic approach to assess resilience,
meaning that it tends to be applicable to every organization. In Section 4 an application of this generic
approach will be presented to assess operational resilience management performance.

The six main steps in developing a performance index are shown below. The subsequent sections
describe each step in more detail.

1. Structuring the objectives
2. Determining appropriate performance measures
3. Weighing objectives and performance measures
4. Establishing utility functions of performance measures
5. Performing consistency checks
6. Validating the results

3.3.1 Step 1: structuring the objectives

Objectives must be separated from the overall objective with the help of a value tree, as depicted in
Figure 3.1 on the previous page. One must note that splitting is not always appropriate; this depends
on the decision maker’s preference about what is important and what not. This is related to the five
requirements given in the previous section and the reader may consult a useful example in Weil &
Apostolakis (2001, p.27).

The influence of the decision maker requires some flexibility in the approach. This will be
shown in chapter 4 ‘An application to assess operational resilience’. Here some trade-offs will be
made with respect to the generic approach to assess resilience as discussed in this section. Also, often
the strict requirement of additive independency cannot be met and must therefore be assumed. There
are three justifications for this assumption:
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(1) Compromises must be made between additive independency and making the attributes measurable
(Goodwin & Wright, 2004);
(2) The results must be seen as a ‘first-cut approximation’ of operational resilience (Clemen, 1991);
(3) Clear and precise definitions are developed in order to understand that the objectives are indeed
different from each other and the risk of overlap is reduced to a minimum.

Having a basic understanding of the objectives that must be included in the value tree, the next step is
determining performance measures. These measure the performance in relation to the higher-level
objective. Although step 1 and 2 are discussed separately, in practice they are usually performed in an
iterative manner in order not to violate one of the five requirements.

3.3.2 Step 2: determine appropriate performance measures

Having constructed the initial value tree, appropriate performance measures must be determined.
Three types of measurement scales are mentioned by Weil & Apostolakis (2001):

o Natural metrics (dollars for an economic metric)
o Constructed scales are linguistic scales separated into different levels. They are progressive in

terms of contribution to the higher-level objective, often ranging from 0 up to 1.
o Specialized performance measures to include special information or for the ease of use

One should be aware of split allowance when constructing performance measures; it is only allowed to
split when the attributes are utility independent meaning that the utility scale of the one PM can be
assessed independently from the other PMs (Keeney & Raiffa, 1993; Gifun, 2005). Again, it is
stressed that constructing the value tree and corresponding PMs is an iterative process; some
objectives may appear difficult to measure and must be revised or redefined in order to make them
measurable, which may have consequences for the structure of the value tree.

3.3.3 Step 3: weighing objectives and performance measures

There are different techniques available to assign weights to objectives and performance measures.
One of these techniques must be chosen in order to assign weights. Among other methods found in
Goodwin & Wright (2004) as (1) Heuristics and (2) SMART, the Analytical Hierarchical Process
(AHP) has been selected to assign weights in this project. AHP is chosen because of the following
advantages (Abdul-Hamid, 1999):

 A subjective decision process can be formalised through hierarchical structure. This leads to more
accurate decisions

 Clearer understanding of the problem by dividing it into sub-problems.
 The comparison may be made by teams in iterative process until an agreement is reached by the

team members.
 Ensures consistency of the decision judgment.

Heuristics are not analytic enough to deal with a complex concept as resilience. The first three
advantages can also be found in SMART, but the fourth not because SMART does not compare
objectives and/or attributes pair-wise. AHP does provide this opportunity and therefore AHP is the
preferred technique to assign weights. A deliberation technique may be used to assign weights, as
found in Weil & Apostolakis (2001) and Karydas & Gifun (2006). This supports reaching inter-
subjective weights rather than a subjective perspective or an average of subjective weights. The
deliberation technique may also reveal specific knowledge not available at the other stakeholders.
During the approval of the final weights, it is therefore helpful to have documentation regarding the
reasons for the decision makers’ choices. This is helpful in resolving conflicts (because of variation)
between different decision makers and the deliberation technique is therefore recommended. The steps
in this process are the following:
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(1) The reviewer compares one objective to another objective with respect to the overall goal
using a given scale;

(2) compute consistency index for the reviewer’s initial comparison;
(2a: a revision of the weights if not consistent)
(3) calculate the weights for each reviewer;
(4) compare the weights and deliberate to achieve the final weights;
(5) reviewers assess weights for the lower level objectives in the same fashion as steps 1 – 4.

3.3.4 Step 4: Establishing utility functions of performance measures

Having established the weights of objectives, the measurement scales and utilities must be established.
There are several techniques available to assess utility functions. The technique suggested is AHP
with linear transformation to obtain a scale with a range between 0 and 1. Because AHP can be easily
extended with a linear transformation, it is recommended as AHP has already been used in step 3.

In developing a performance index, it is important to have identical ranges between the
different PMs. Otherwise, the weighing of attributes does not make any sense anymore if some PMs
can have higher scores than others. Having different ranges would be redundant because weighing of
the PMs has already been done. For this reason, the PMs must have the same range and AHP with
linear transformation is chosen.

A widely used scale in MAUT research is the constructed scale, which consists of different
levels. The lowest level has no utility (or value) and the highest level represents a utility of 1. The
value of the intermediate levels is assigned using AHP (pair-wise comparison of levels) with linear
transformation. This process has the following steps:

(1) perform pair-wise comparisons between the different levels of the constructed scale by
comparing the importance of each level with respect to the objective using a given comparison
scale

(2) convert the comparisons into weights
(3) revise for consistency
(4) assign a weight to each level
(5) perform linear transformation on the weights to achieve a range from 0 to 1

3.3.5 Step 5: performing consistency checks

The weights from the objectives and performance measures that were assigned by one or more
stakeholders have not been verified yet. To achieve correct weights, the decision maker must perform
consistency checks (Weil & Apostolakis, 2001). They test the appropriateness of the decision maker’s
weights. There are two types that determine whether the stakeholders’ judgment (assigning weights)
are consistent. The first one is transitivity, which means that “if A is more important than B and B is
more important than C, then C is more important than A” (Karydas & Gifun, 2006). The second type
determines the consistency in intensity. For example, if A = 2*B and B = 3 * C, then A = 6 * C
(Gifun, 2005). A consistency ratio can be calculated (often available in software, such as
ExpertChoice®) that determines how consistent the judgments are. A consistency ratio equal or less
than 0.1 indicates that the judgments are consistent. If this is not the case, the judgments must be
reconsidered and revised in order to obtain a consistent ratio less than 0.1.

3.3.6 Step 6: validate results

Once the approach to assess operational resilience has been completed, the results must be validated
through benchmarking (Weil & Apostolakis, 2001). This will test the correctness of the objectives and
the weights. Benchmarking can be done by comparing the current situation and a situation in the past.
If the company has implemented improvements to operational resilience since that situation in the
past, the company should now obtain a higher score on operational resilience. If not, the decision
maker should identify explanations why the improvements do not result in a higher score.
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In conclusion, the MAUT methodology offers a generic technique to establish an indication of a
company’s operational resilience, which is the objective or this thesis. This indication is provided by
the performance index. It may be necessary to make assumption if some of the five requirements
cannot be met. The Analytical Hierarchical Process will be used to assign weights, preferably with the
deliberation technique. The preferred scales of a Performance Measure are natural or constructed
scales, but customized scales may be necessary to deal with the specific situation. The utilities of these
scales can also be determined with AHP, extended with linear transformation. Chapter 4 illustrates the
use of this generic approach and the trade-offs made when using MAUT in order to obtain an
operational resilience management performance index.
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4. An application to assess operational resilience

This section shows an application of the approach that has been developed in the previous section.
Unlike the more theoretical approach in that section, this will be a more practical demonstration. The
steps that are taken in this application are the same as in the generic approach. However, there are
some trade-offs made with respect to the construction of the value tree which are specific to this
application and may be performed differently in other cases.

The first trade-off starts with the overall objective, which is the highest-level attribute in the
value tree. Another trade-off is a customized scale for the Performance Measures. Eventually, this
section illustrates the use of the Multi-Attribute Utility Theory applied to measure operational
resilience management performance. A case study has been used to demonstrate the calculations for
the operational resilience management performance index. The assignment of weights will be done by
the author based on personal judgment. The real-life results from the checklist as obtained in the case
study will be used to calculate the performance index. In the end, an improvement in one of the PM is
suggested which illustrates the use of priorities.

4.1. Step 1: Structuring the objectives

As stated in Section 3.3, steps 1 and 2 (structuring objectives and determining performance measures,
respectively) are executed iteratively. However, the starting point is step 1 and accordingly the
objectives for the value tree were determined first. A literature search has been used to identify the
spectrum of characteristics of operational resilience and the results are given below.

4.1.1 Characteristics of Operational resilience

The young field of resilience and the fact there is no one best way to resilience (McDonald, 2006),
makes it difficult to distinguish unique and general characteristics that contribute to resilience in a
single organization. In table 0.1 in Appendix C on page 57, eleven contributions to the field of
resilience are listed. A variety of commercial organizations, universities, and standard organizations
have published work on resilience. They have used different names for the similar concept of
resilience. Having examined these approaches, the commonalities found in this table could be
distinguished into:

- a process or programme description and the required steps/elements of such a process;
- characteristics of resilient companies;
- a combination of both process requirements and characteristics of resilience.

Guided by research question 1 to determine the characteristics of resilience, an overview of these
characteristics from the eleven authors/institutions has been developed, shown in Table 4.1 on the next
page. It shows the various characteristics mentioned in relation to resilience. The left column
represents the characteristics, the middle part which authors refers to this characteristic, and the last
column the times this characteristic is mentioned in total. The total number of times can be considered
as a first-cut indicator for the importance of the corresponding characteristic. Some authors were more
detailed than others and as a result, there can be subclasses within a main characteristic, of which the
latter is indicated in bold. For example, culture is mentioned six times in total, but two authors
specifically addressed the learning culture and just culture.

Two conclusions can be drawn from this table. The first one is that the characteristics are still
rather abstract. This has implications for the value tree that is to be constructed. Though these
characteristics may be potential objectives in a value tree, they cannot be measured yet. It is not
possible to visit a company and assess these characteristics of resilience in the company directly. As a
consequence, they must be split into lower-level objectives that are measurable.
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Top-level commitment x x x x x 5

Governance/control x x x x 4

Culture x x x x x x 6

Learning culture x x 2

Just culture x x 2

Awareness x x x x x 5

Roles & responsibilities x x 2

Hazard + impact analysis x x x x x 5

Connectivity x x x 3

Flexible processes/flexibility x x x x 4

Hardening/security/robustness x x x x x x 6

Barriers

Monitoring x x x x 4

Redundancy x x x x 4

(IT) backup systems

site

Accessibility/Rapidity/Recovery x x x x x x 6

(human) resources

Diversification x 1

(crisis) Communications x x x x x x x 7

Internal x x x 3

External x x 2
Table 4.1 Categorization of resilience elements derived from various sources of literature

The second finding is that it is difficult to assess whether all the characteristics - mentioned in the table
- should be present in every company. This finding has an implication since this research attempts to
develop a generic approach which is applicable to most companies. Namely, the relevance of some
characteristics may depend on several factors, such as business environment, needs from customers,
commodity or specialized products and/or services etc. If companies are operating in situations where
time is critical, presumably little slack is available in order to meet the customers’ needs after a
disruption. In situations were there is more time to recover, companies may have different strategies.
In the first situation a quick response is required in order to be able to meet the customers’ needs,
whereas in the second situation the emphasis may be on recovery rather than on response. As a
consequence, these companies may have pursued different strategies to deal with these risks; some
may have insured these risks, whereas others have spare capacity (example of redundant production
line) or spare inventory or use flexibility in the supply process to change the distribution.

The implication for this research is that it is hard for an outsider to determine whether the
chosen strategy is right in approximately a few hours. This would require knowledge of the different
options in a specific industry sector to deal with risks. Therefore, it is decided to assess how a
company has performed management practices in order to deal with the risks they are exposed to. This
is generic since every company is confronted with risks to their operational processes. The overall
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objective of the value tree will therefore be measuring operational resilience management
performance.

In summary, it is decided to assess operational resilience management because this can be
included in a generic approach. Additionally, it is decided to first make the attributes of resilience
management measurable rather than using the abstract characteristics. This so-called bottom-up
approach is recommended in case of uncertainty (Forman & Selly, 2001). Determining the
performance measures is the second step in the generic approach and will be discussed below.

4.2. Step 2: determine appropriate performance measures

All the generic elements of operational resilience management must be measured in a company in
order to assess the performance. The following considerations are made regarding the generic
elements:

 Pre-established minimum levels of operational resilience acceptability or a norm for operational
resilience have not been identified yet

 The approach is based upon the theoretically ideal situation how operational resilience is managed
in an organization. This ideal situation has not been addressed yet in literature and therefore an
approximation of this ideal situation will be found with the help of various sources in literature

 Theoretically ideal: combination of BS 25999, ISO/TC 223, McManus et al. (2007), Hudson et al.
(2006), lessons learned from HROs, and other sources from Table 4.1

The synthesis of various elements of resilience in the last point addresses that resilience is assessed in
a comprehensive way, as stated in the research objective of this thesis. This is achieved by determining
all the elements of the various sources and making them measurable. The complete list of all elements
is not shown here, since it will appear in the questionnaire and checklist that will be described later.
However, the main elements will be discussed in Section 4.2.2 when discussing the set up how
operational resilience management must be measured.

Based on the elements that have been identified, ways to measure them must be examined.
These so-called performance measures can be constructed in different way, namely (1) natural scale,
(2) constructed scale (rising scale), and (3) a customized scale (Weil & Apostolakis, 2001). After
having identified all the elements of resilience management, it was found that the preferred
constructed scale was not applicable for assessing the elements. Within an element (e.g. training),
there are many distinctive management activities and/or practices that can be performed independently
from each other. Therefore, there is no such thing as a rising scale. A natural scale is also not
applicable for management practices. As a consequence, a customized scale has been developed for
assessing how well companies perform on operational resilience management, namely a checklist.

4.2.1 Choice for scaling: questionnaire / checklist

Since management practices do not lend themselves readily to the use of quantitative measures, nor to
constructed scales, customized scales are considered for the performance measures. Therefore, a
qualitative assessment has been developed to assess whether a company has addressed the different
management practices derived from various sources. Basically, a company has addressed the element
or not, similar to a checklist. One may refer to this as ‘auditing operational resilience’. Because a real
audit in an organization requires knowledge from the organization and the business the company is
involved in, there must be a relatively extensive audit at the location(s) of the organization. This
covers activities as checking whether documents are available, whether these are updated, whether
people are familiar with resilience elements etc. However, this is beyond the scope of this thesis
because the assessment of organizational resilience is restricted to approximately a few hours, which is
not sufficient to conduct a thorough audit. For this reason is chosen for a questionnaire with closed
questions so that it is possible to check how well implemented risk management activities are in the
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company. However, sometimes there are also open questions in order to let the auditor become
familiar with the company and its processes. After the interview, the results will be used to fill in the
checklist that has been developed for this purpose.

4.2.2 Rationale behind the assessment of operational resilience

This section describes the main findings of the literature about operational resilience management
practices. Management of processes almost always involves the traditional steps PLAN – DO –
CHECK – ACT; first the company must think about how to deal with risks, then implement what has
been considered to contribute to operational resilience, check or test it, and act like it to ensure that the
practices are kept alive in the company. Most important part of operational resilience management is
risk management. The importance of this is stressed by COSO (2004): Risk assessment allows an
entity to consider the extent to which potential events have an impact on achievement of objectives
(COSO framework, 2004). For operational resilience this refers to potential low-probability/high-
impact events that could disrupt the operational processes in the organization. The main elements that
must be addressed in risks management are given below.

The idea is that an organization that has thoroughly identified its risks and vulnerabilities and
subsequently has taken appropriate measures against these risks and vulnerabilities is an organization
with proper or ideal resilience management. This can be simplified into three components, namely a
risk analysis process, the implementation of the risk analysis, and finally testing and maintenance:

Risk Analysis Process + Implementation of Risk Analysis Outcomes + Test & Maintenance = resilient
organization, or abbreviated:

RAP + IRAO + Test / Maintenance = Operational Resilience Management

IRAO is further subdivided into “Business as Usual” and “Business Not as Usual”. There is no strict
distinction between these terms, but ‘business as usual’ can be achieved by anticipating to disruptions,
whereas the company has no direct possibility to maintain business as usual in the situation ‘Business
not as usual’. This situation occurs when a company is struck by disasters that overwhelm the capacity
to respond.

The elements of operational resilience management that are included in these three main components
are listed below.

RAP:
Assess how thorough and complete the Risk Analysis Process is in the organization by comparing it to
a combination of the risk analyses procedures used by BS 25999 (BSI, 2007) and ISO/TC 223 (NEN),
McManus et al. (2007). The following elements have been derived from these sources:

1. Determination of Business Objectives
Organizations must know their objectives or obligations; otherwise a company does not know when it
is able to meet the expectations of customers/clients.

2. Identification of Critical Processes/Activities

3. Hazard & Business Impact Analysis
Which hazards apply to the critical processes and what is the impact if a particular scenario will
happen

4. Risk Assessment
Assigning the likelihood and the severity of impact to the risks identified

5. Which Strategies have been chosen to deal with the vulnerabilities / risks?
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IRAO:
Having assessed the RAP, the auditor must now assess the implementation of the risk treatment
measures. Preferably, these are based on a thorough risk analysis process. Elements from BS 25999
(BSI, 2007) and ISO/TC 223 (NEN) as well as literature from High Reliability Organizations are used.

 Business as Usual assessment (Respond to (rising) disruptions)

Being able to meet the business objectives requires an assessment compared to the ideal situation.
This ideal situation includes:

- elements of HRO:
 Human Resource Strategies (Ericksen, 2005; Hudson et al., 2004):

o (learning) Culture
o Roles & Responsibilities
o Communication (procedures)
o Decision-making authority
o Reward/discourage system
o Job-related knowledge

- elements of BCM:
 Implementation of preventive measures
 Implementation of mitigation measures

o Roles & Responsibilities in case of emergency
o Physical resources

 Redundancy/backup
 Implementation of Risk Transfer measures

Ideal for the most companies will be:
- Strive for continuous availability of critical IT and support services
- Shape communication lines (in normal situations/incident report/emergency cases)

 Business Not as Usual assessment (Respond to & Recover from a severe disruption)

Once struck by a catastrophic event that has severe impact on the organization’s business
objectives, the company must respond quickly to and recover from this disruptive event. In this
case, the company is not able anymore to take corrective measures so that the company is still able
to meet its business objectives. Relevant questions are:

- Is there a disaster response/recovery plan available?
- Do the employees know about this plan?
- Are they capable to use this plan?

Test & Maintenance

The implementations of risk treatment measures must be tested and the complete program must be
maintained in the organization. The steps ‘Check’ and ‘Act’ are combined because they together do
not have many management activities that can be checked. Additionally, they are very much related to
each other. After a test corrective actions may be taken which is also the case when changes occur in
the organization or its environment. They are assumed to be so closely related that it is not necessary
to make separate objectives ‘Test’ and ‘Maintenance’.
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In summary, it has been decided to make the elements of operational resilience management
measurable by verifying whether companies have implemented management practices in a good
manner. The elements that must be included are based on various sources of literature, all covering
operational resilience. This combination of elements is considered assumed to be the ideal
implementation of management practices in order to deal with disruptions in operational processes.
These management practices and/or characteristics related to operational resilience are grouped into
categories along the conventional management cycle of PLAN – DO – CHECK/ACT.

Based on these main and sub-components a questionnaire has been developed to guide the
auditor when he assesses a company’s resilience management performance. Additionally, a checklist
has been developed to check whether the elements of the assumed ideal situation are present in the
company that is being assessed. The next section discusses how a company can receive a score from
these checklists, which is still part of step 2 of the generic approach.

Before obtaining the final version of the questionnaire and checklist, it has been tested in order
to validate the questions and elements addressed in the questionnaire. After practical validation of the
elements, which can be seen as validating the completeness of the value tree (requirement 1 from
Section 3.2), these elements can be structured in a way that they best meet the five requirements of
MAUT. The reason the elements were not structured before the verification in companies was a time
issue. However, this has no consequences since this resulted only in some re-grouping of elements and
was not related to the content of these elements. For this reason, first the verification in three
companies will be discussed in Section 4.4 and subsequently the final construction of the value tree in
Section 4.5. Note that these sections still belong to steps 1 and 2 of the generic approach to measure
operational resilience as discussed in Chapter 3.

4.3. Obtaining scores for performance measures

A performance measure assesses an aspect of operational resilience management performance and is
in this research a checklist. This checklist consists of several questions that each check for compliance
with the ideal situation concerning that aspect. A company that will be assessed can either comply,
partly comply, or cannot comply with the ideal situation. As a result, each answer can be categorized
into: YES – Partly – NO. Each of these categories has a specific utility, which is different for each
specific PM based on the stakeholders’ opinion how each category contributes to operational
resilience.

There are two factors that determine the score on a performance measure/checklist:

(1) the fraction of the total numbers of questions in the checklist scored in a category
(2) the utility of a category

The utility of a category is obtained from the weights through pair-wise comparison of the categories
with AHP. A linear transformation of the weights is executed to obtain utilities ranging from 0 (for
NO) to 1 (for YES). Accordingly, the score for a PM can be obtained by taking the sum of the fraction
in a category multiplied by the utility of a category. In this way, the performance measures all have a
range from 0 to 1. A detailed example how a score for a PM is calculated with the linear
transformation can be found in Appendix J (p.103), but a small example is given below.

An example of a PM is given for the objective ‘Generic Risk Control’ in Table 4.2 on the next page. It
shows the checklist related to PM 6.2 and measures how well a company has performed Contractor
Management. The company can fully comply receiving a ‘Yes’, partly comply, or cannot comply,
receiving a ‘No’. In this fictive example, a company has scored one time in category ‘Yes’ and two
times in ‘Partly’. If the utilities were 1.00 – 0.23 – 0.00 for ‘Yes’ – ‘Partly’ – ‘No’, respectively, the
total score for PM 6.2 would be (1/3 * 1) + (2/3 * 0.23) + (0 * 0.00) = 0.48. How utilities can be
obtained for a single PM will be discussed in the Section 4.6, since this depends on the weights
assigned to the categories ‘Yes’ – ‘Partly’ – ‘No’.
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PM 6.2 Contractor Management:
Are suppliers and contractors well chosen and monitored? Yes Partly No
□ Do contractors/partners in the supply chain also need to have a

BCM programme?
x

□ Is there somebody in the organization responsible for checking
the current and near future circumstances of contractors and their
performance?

x

□ Does the organization try to avoid the use of contract or
outsourced employees for critical processes?
If not: are measures taken to prevent outsourced employees from
making failures / errors in the organization?

x

Table 4.2 Performance Measure 6.2 for Contractor Management. There are three requirements for
well performed contractor management, of which each can receive a YES – Partly – NO.

4.4. Validation and verification of questions in checklists

This section describes how the questionnaire - based on theories - is tested in practice. The testing will
be done by means of a validation study with a BCM-related project executed by
PricewaterhouseCoopers in Section 4.4.1. The detailed results and company name of this case study
are classified and therefore only the key results are presented here. Verification is done by visiting
three companies and testing these on operational resilience by means of the questionnaire and
checklist in Section 4.4.2. The score on operational resilience management performance of two case
studies is discussed in Section 4.4.3.

4.4.1 Comparative Validation Study: Shared Service Centre

A comparative validation study between a BCM project at a Shared Service Centre (SSC) of an
Academy for higher education and the operational resilience assessment model will be conducted for
this thesis. A validation study must answer the question: Does this model truly assess an
organization’s operational resilience management performance? Since the execution of this BCM
project may not be identical to the concept of operational resilience used in this paper, this validation
study is considered as a partial validation. One difference between operational resilience and BCM is
namely (safety) culture and the importance of employee behaviour. Operational resilience also
includes elements of HRO, which stresses the importance of preventing catastrophes in normal
business operations. The two questions addressed in this comparison are:

 What was the approach the BCM project team followed to assess the continuity capabilities of the
SSC?

 Which elements of this BCM project overlap with the operational resilience model, which do not?

Description of the Shared Service Centre

The Academy for higher education has various educational courses or programmes and has the
objective to create teaching and learning environments for students. In order to achieve these
objectives, this Academy has a Shared Service Centre for ICT related services (SSC ICT). Examples
of these services are (1) access to school timetable, (2) access to intranet and knowledge resources, (3)
digital registration of examination results, course evaluation and so on. Size of this shared service
centre is approximately 100 people.

The strong dependence on a digital teaching and learning environment requires high
availability of the services offered by SSC ICT. One practice that must support the high availability is
the presence of a contingency plan or business continuity plan (BCP). For this reason, the Academy
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consulted PricewaterhouseCoopers for implementing a business continuity project. This project will be
used to validate the methodology that has been developed for assessing operational resilience.

The scope of this validation project will be this specific SSC ICT of the Academy and
accordingly not the business continuity capabilities of the entire Academy.

Short description of the PwC Staircase method:

PwC used a five-step method to improve the organization’s capabilities in terms of business continuity
as depicted in Figure 4.1. The HealthCheck® in the first step assesses how the company performs on
business continuity management. This tool is therefore useful for comparison, since it also includes
step 2 till step 5 of the entire BCM project. The HealthCheck® can be subdivided into the following
elements:

- Awareness of risks and environment & Education
- BCP definition & Management
- Business Impact Analysis
- Recovery Strategy
- Plan Development & Documentation
- Plan Maintenance
- Plan Testing

Figure 4.1 PwC Staircase method

The presence of the elements in the HealthCheck® will be compared with the operational resilience
method developed for this thesis (not the questions related to these elements; these are not available in
public). The level of detail in the comparison will therefore be at the level of these main elements.
Below, Table 4.3 shows these seven basic elements and where they can found in the checklist that has
been developed to measure operational resilience management performance. The final checklist
consists of the 21 performance measures which are numbered from 1.1 to 8.2. The complete checklist
including the main elements can be found in Appendix F.

Elements in HealthCheck® Element number(s) in Checklist

- Awareness & Education 2.1 + 2.2 + 3.1 + 3.2 + 6.1
- BCP definition & Management 5.1
- Business Impact Analysis 3.1
- Recovery Strategy 4.1 – 4.3
- Plan Development & Documentation

(all implementations of risk treatment)
6.1 – 6.4 +
7.1 – 7.4

- Plan Maintenance 8.2
- Plan Testing 8.1

Table 4.3 Comparison between PwC Staircase approach and the resilience checklist
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There are two main elements in the checklist that are not specifically addressed by the HealthCheck®,
namely ‘Business Objectives’ (PM 1.1 + 1.2) and ‘Cultural Aspects’ (PM 5.2). The business
objectives are of course a prerequisite in order to determine when a company is not able to produce
products or offer services for its customers. Though these objectives most likely will be addressed,
they are not made explicit in the HealthCheck®. In the checklist they have been included explicitly for
the reason mentioned. The second element not addressed is cultural aspects, which includes rewarding
employees and stems from HRO literature (Hudson et al. 2006; Roberts & Bea, 2001). It was already
expected that these aspects were not covered by a BCM project, since BCM differs from operational
resilience in this aspect.

It can be concluded that the checklist and the BCM project mainly cover the same aspects and
is therefore a partial validation. The two aspects not included in the HealthCheck® can be explained;
the business objectives are inherently present in the HealthCheck® and the cultural aspects are more
related to behaviour of employees rather than continued processes.

Three verification studies

As said, the development of the PM is based on various sources stemming from High Reliability
Organizations, the British Standard 25999 (BSI, 2007) and the like. This ensures the completeness of
the checklist. Though some were based on best practices, three companies (two IT departments, one
parcel distributor) have been visited to test the applicability of the questions and refine them where
needed. These companies have had experience with business continuity management so that they were
able to provide feedback.

Conclusions from the case studies

The case studies were insightful in terms of whether the questions were clear and relevant for the
interviewee and whether additional (sub) questions were needed. In total nine adjustments had been
made to the initial questionnaire. The detailed findings from the case studies and the adjustments made
to the preliminary questionnaire are shown in Appendix D. Each time, the adjustments appeared to be
relevant, although the adjustments of the last interview could not be validated by another interview.
However, this was only one adjustment and this was supported by arguments. The result of these
refinements is the final questionnaire for assessing operational resilience, see Appendix E.

Indication of operational resilience management performance

The results from two cases studies are filled out in the checklist to obtain an indication of operational
resilience management performance. The first case study was considered as a pilot case and therefore
not sufficient to use for this purpose. The score on operational resilience management for the Shared
Service Centre for Academy for higher education is shown below in Table 4.4. For each check, the
answer obtained during the interview was classified into meeting the check (Yes), partially meeting the
check (Partial) or not meeting the check (No). The total score for each class can be calculated by
taking the times scored in each class divided by the total relevant number of questions addressed
during the interview. This score does not include the importance of different elements in the
questionnaire, as will be discussed in Section 4.6. The reason is that the weighing could not be done
within the available time. Nevertheless, this fraction of the total elements scored does tell us the
relation between implementation of BCM and operational resilience management performance. SSC
meets 83% of the total checks which is not surprisingly since it had implemented a BCM project.
However, because it had no maintenance practices (5 elements) and no contractor management (3
elements) it did not meet these checks. The cause of the partial scores is that the organization has not
paid full attention to rewarding resilience and communicating it to all the employees.
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Yes Partial No
Total times scored 82 9 8
Total questionnaire elements 99 99 99

fraction scored on total 0,83 0,09 0,08

Table 4.4 Operational resilience Score for Shared Service Centre

The second company for which results have been obtained is the parcel distributor (Table 4.5). The
parcel distributor has also implemented a BCM programme and a BCM officer has been assigned. It is
therefore not surprising that also this company scores well on operational resilience management
performance. The fourteen checks that are not met result from the fact that the company has not tested
and has not maintained the programme yet. Based on the results of these two case studies, it can be
concluded that BCM contributes to operational resilience management performance as expected.

Yes Partial No
Total times scored 78 7 14
Total questionnaire elements 99 99 99

fraction scored on total 0.79 0.07 0.14

Table 4.5 Operational resilience Score for parcel distributor

4.5. Development of the value tree

Now measurements scales have been developed and validated, the five requirements of MAUT must
be considered to construct a value tree from these elements in the checklists. It must be noted here that
the dependencies are recognized in the main components of the questionnaire, RAP – IROA –
Test/Maintenance. However, the same justifications as determined in chapter 3 apply to this situation:

- This is an example of a compromise between the requirement ‘additive independency’ and
‘operational’. In order to let the value tree be easy to understand and operational (requirement 2),
this split up is considered to obtain better results than when this split up is not being made. This is
appropriate when the stakeholders agree that this split up cannot be avoided to make the value tree
easy to understand and operate (Goodwin & Wright, 2004);

- As long as the results of this value tree are considered as a “first-cut approximation” of operational
resilience, it is appropriate to assume additive independency in this case;

- Clear and precise descriptions of both objectives must be given to avoid communication problems
and to make the objectives as independent on each other as possible. In appendix G this can be
seen for the application developed in Chapter 4.

Elements of the questionnaire have been regrouped so that they best meet the five requirements of the
construction of a value tree. The result is the value tree of Operational resilience Management
Performance, already depicted in Figure 3.1 on page 27. The overall objective is to obtain a
performance index for operational resilience. This can be achieved to split this objective into the three
lower-level objectives, as identified in step 2, namely Risk Analysis Process (RAP), Implementation in
Organization (IRAO), and Test & Maintenance. The first two objectives were not considered directly
measurable because they still consisted of too many unrelated elements. Accordingly, they must be
further split into lower-level objectives. Regarding IRAO, measuring how the company performs on
providing employees training is something different than measuring how a company performs on
contractor management. Therefore, IRAO receives these two lower-level attributes. For these reasons
the RAP and IRAO are split into various lower-level objectives. Test & Maintenance can be directly
measured by two different checklists and are therefore two direct Performance Measures. Finally, the
value tree consists of twenty-one checklists or PMs which together measure the overall objective. The
definitions of all objectives and PMs are presented in Appendix G. This meets requirement number 3
stated in the beginning in order to minimize the effect of dependencies.
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4.6. Validation of performance measures

From the case studies derived from ‘The Resilient Enterprise’ (Sheffi, 2005), 67 events and practices
were used to test whether these cases were addressed by one or more PMs. If the PMs are indeed
addressed by real-life cases, this would be a validation of the content in the PMs. It appeared that 26
out of the 67 cases were not addressed by the PMs. The reason is that these cases discuss market risks,
such as changing market conditions, demand fluctuations, forecasting problems, all beyond the scope
of this research. The remaining 41 cases do include operational risks and these are used to determine
whether they are addressed by the PMs.

4.6.1 PMs addressed by case studies from Sheffi (2005)

Below, Table 4.6 shows the number of times that PMs are addressed by the 41 cases. Four PMs are
addressed by none of 41 case studies related to operational resilience. PM 8.2 ‘Maintenance of a BCM
program’ is justified as an aspect of resilience management, since maintenance is necessary to deal
with changing processes and risks in the organization and environment (BSI, 2007; ISO/TC 223,
2006). Secondly, PM 4.1 ‘Understanding of Risk Strategies’ is also stressed by McManus et al. (2007)
in order to make a conscious choice about how risks will be treated; the company must have
understanding of the different strategies, which are risk acceptance, risk transfer, risk prevention, and
mitigation of consequences. There are also no cases that directly illustrate conscious selections of a
strategy to deal with operational risks, referring to PM 4.2 ‘Selection of Strategy’, but these are also
mentioned by BS 25999 (BSI, 2007) and ISO/TC (NEN, 2006). Finally, there are no cases shown of
insurance of operational risks. A possible explanation for this is that customers may remain
dissatisfied after a disruption and giving them money from an insurance policy may not change this.
Additionally, customers may buy products from competitors if your company cannot meet their needs.
However, insurance is included in operational resilience management because it may mitigate the
consequences of a fire. The costs may be too high so that the company may be bankrupted. In
conclusion, though these four PMs are not specifically addressed in 41 cases, it is clear that these
aspects improve operational resilience management performance.

The other two PMs that are not addressed frequently (less than five) are having ‘Business
Continuity Plans’ (PM 4.3) and ‘Test of BCM program’ (PM 8.1). The justification as given above for
PM 8.2 holds also for having and testing of business continuity plans to verify how well implemented
the risk treatments are and how well prepared employees are. Summarizing, the PMs that are not
frequently addressed are justified by the BCM literature. It can therefore be concluded that the 41
practical cases from Sheffi about operational risks (2005) cover most of the content of the
Performance Measures in the value tree and those that are not covered are addressed by BCM
literature. Accordingly, this is considered as a major validation of the content in the approach to assess
operational resilience management performance.

Element # appeared in Sheffi Element # appeared in Sheffi

1.1 7 6.1 5
1.2 7 6.2 10
2.1 15 6.3 7
2.2 13 6.4 9
3.1 9 7.1 -
3.2 11 7.2 10
4.1 - 7.3 6
4.2 - 7.4 11
4.3 3 8.1 2
5.1 8 8.2 -
5.2 6

Table 4.6 The number of times that elements in the checklist are addressed in 41 case studies
derived from Sheffi (2005)
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4.6.2 Cases not addressed by the value tree

Though the cases regarding market risks are beyond the scope of this research, it is interesting to note
that some strategies to deal with market risks are also used for coping with disruptions in the
operational process. Examples are standardization of parts or facilities and redundant capacity. For
example, redundant planes that can be used in case one is broken, can also be used when there is
additional demand from the market for parcel distribution [Appendix H: Case 43: FedEx]. Here,
operational risks and market risks are solved by the same strategy.

DELL dealing with a disruption and change in demand

Another example of such a strategy that solves both operational risks caused by a disruption and
market fluctuations is postponement of assembly in consumer electronics. This strategy provides day-
to-day flexibility in order to deal with demand changes as well as with disruptions in the operational
processes.

DELL orders components based on forecast and then assemblies the computers based on
customers’ orders. Additionally, DELL operates with only three days of orders in the pipeline, and
consequently has no commitment to specific models, configurations, and prices beyond these three
days. This strategy helps DELL to deal with changing demands from customers. But it also helps in
case of disrupted supplies of chips.

The Taiwan earthquake of September 21, 1999, struck near the heart of Japan’s high-tech
manufacturing core. DELL uses a lean production system and was affected because the earthquake
brought the supply of components to a stop. An additional problem arose since DELL was introducing
a new memory technology supported by new chips from Intel. On September 24, 1999, three days
before the official launch of the chip, Intel canceled the production release because of serious
performance defects. The indefinite delay forced DELL to switch back to the old memory standard.

Because of postponement of assembling the computers, DELL just simply sold what it could
make based on components on hand and adjusted prices to the circumstances. When memory chip
prices spiked after the quake, DELL announced that it would halve the amount of memory in base
configurations to hold prices constant and charge customers who wanted more memory. It is
interesting to note that DELL increased its market share and increased its third-quarter earnings over
the previous year by 41 percent, whereas Apple lost market share. [Appendix H, case 61:
DELL/Apple].

Identical to the case of FedEx, this case also shows that a strategy can be used for dealing with
two types of risks, namely market risks and operational risks. Future research may concentrate on
integrating market (and other) risks in the value tree. One must note that market circumstances are
different for each company. The consumer electronics industry may have more unforeseeable demand
fluctuations as opposed to a parcel distributor that has a more stable demand throughout the year.
Therefore, strategies in the consumer electronics may not be apply to other industry sectors, which is
advised to be taken into account in future research.

4.7. Steps 3 + 4 + 5: Demonstration of operational resilience performance index

The goal of this section is to illustrate the use of multi-attribute utility theory and the calculation of the
Operational Resilience Management Performance Index. It includes steps 3, 4, and 5 of the generic
approach from Section 3.3. As said earlier, the weighing of attributes is not executed by stakeholders
in a company but by the author of this study. The reason is limited time and the actual weighing
through relevant stakeholders is therefore beyond the scope. However, for illustrative reasons, the full
method to assess operational resilience management is discussed.

The reasoning behind the weighing is based on personal judgment with respect to a case study
that has also been used for verification, namely the parcel distributor. The weighing of objectives and
PMs may be interpreted as a simulated discussion about the importance of attributes by the
stakeholders in the decision-making process. There are two times weights must be assigned, namely to
(1) objectives and PMs together and (2) utilities of the categories in a PM.
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Firstly, the weighing of objectives has been performed with ExpertChoice®, a software package that
enables one to use the Analytical Hierarchical Process (AHP) and assign weights to objectives.
Several factors were considered during this weighing process, such as (1) how much does an
objective or checklist cover the organization, (2) the number of employees in the organization, (3) the
number of different management practices covered by an objective, (4) the operational objectives of
the company, and (5) the competitive environment in that industry sector. This simulation of the
weighing of objectives and PMs can be found in Appendix I. The result of the weighing is shown in
Figure 4.2 on on page 46. The numbers above the objectives and PMs represent the weights that have
been assigned to them.

Secondly, the utility scores for the three categories in a PM are obtained with AHP in
combination with a linear transformation, as explained in Section 3.3. The simulated results of the
utility scores for this case study can be found in Appendix J. When the scores of the parcel distributor
in the checklist are derived from the assessment of the company, the total score on a PM can be
calculated. The total score for the parcel distributor is given below each PM in Figure 4.2 on page 46.

Step 5 of the generic approach ‘Performing consistency checks’ is included in Appendices I
and J because ExpertChoice® calculates the Consistency Ratio (CR). All CRs were less than 0.1 and
the judgments are therefore consistent. All information is now available to calculate the Operational
Resilience Management Performance Index using the formula explained in Section 3:


pmK
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ExpertChoice® offers an option based on this formula to calculate the Performance Index because it
calculates the global and local weights of each objective in relation to the PI. A global weight denotes
the influence of that particular objective in relation the overall objective, here Operational resilience
Management Performance. The local weight indicates the weight of a particular objective within the
set of objectives that together represent one higher-level objective.

These different values of global weights can be interpreted as priorities to operational
resilience management performance; the one contributes more than the other. Since the global weights
denote the relative contribution to operational resilience, the operational resilience index can be
calculated when the utilities from the PMs are known. The global weights derived for the parcel
distributor as well as the calculations for the Operational Resilience Management Performance Index
are presented in Table 0.2 in Appendix J. Now, the implications for further improvement of the
operational resilience index are discussed.

Improvements to operational resilience index

As can be seen in Table 0.2 in Appendix J, the operational resilience management score is 0.86776
where a maximum score of 1.00 can be reached. This means there is room to improve the operational
resilience index for this company, namely approximately 13%. It is advised to concentrate on specific
performance measure rather than concentrating on elements within a PM; PMs include activities
related to one topic, and allocation of resources is therefore easier. The difference between the current
value of a PM and the maximum value that can be obtained for a PM, shows us where most
improvement to operational resilience can be made. Derived from Table 0.2, the three PMs where
most improvements to operational resilience can be made are:

Performance Measure Difference
Maintenance 0,06231
Test 0,02200
Risk Assessment 0,01380

Table 4.7 Three maximum improvements to the operational resilience index
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Figure 4.2 Value tree for Operational resilience Management Performance for a parcel
distributor. The number above a box denotes the local weights for objectives and local weights
for PMs, whereas the number below a PM is the utility obtained by the parcel distributor

This information may support companies in their decisions if they want to improve their operational
resilience management performance. However, costs of each improvement for a PM must be taken
into account. One must also note that it will take some time to implement the management practices
within a PM. For example, implementing a maintenance program will probably take some months.
However, this approach can be used occasionally as a snapshot to assess the current performance of
operational resilience management. In conclusion, this demonstration of assigning weights and utilities
shows us how multi-attribute utility theory supports stakeholders in a company to make decisions
regarding operational resilience management performance.

Step 6 of the generic approach ‘Validate results’ must validate the objectives and the weights
that were obtained. The objectives in the value tree of this application to assess operational resilience
management were already validated by case studies in sections 4.3 and 4.5. The weights might be
validated by comparing the current score on operational resilience management performance and a
situation in the past, say three years ago. The practices that have been implemented in these three
years should result in an increase in resilience management performance, whereas management
practices that have been performed less than three years ago should result in a decrease in resilience
management performance. It is a straightforward way to validate the results, but if there are
unexpected differences in the score, then an explanation must be found. Because the weights were
assigned by the author of this thesis and not familiar with situations in the past from the case study,
there was no validation of weights in this study. However, the validation of the content in sections 4.3
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and 4.5 is considered as a valuable contribution to the approach to measure operational resilience
management performance.

Concluding remarks about the application to assess operational resilience

As already described in Chapter 3, there may be trade-offs in the MAUT theory to construct a value
tree depending on the situation. In summary, two specific choices in relation to the application of
MAUT are made in Chapter 4. These two choices are:

 Choosing for an overall objective Operational Resilience Management Performance

Since conventional management steps were chosen that depend on each other, the additive
independency between objectives and PMs is assumed for this research. However, these are justified
because it is a first-cut approximation and the differences between the objectives are stated.

 Checklists are used as Performance Measures to measure operational resilience management
performance

The reason to use checklists as Performance Measures is that natural and constructed scales were not
found applicable to assess resilience management performance. A customized scale to deal with
checklist has been developed to obtain a score for a Performance Measure.
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5. Conclusions and discussion

Since companies are increasingly confronted with risks in their operational processes, it is important
that they prevent disruptions from occurring. In addition, because the consequences can be severe if a
company does not respond appropriately, the company must pay attention to mitigate the damage
when struck by a disruption. Some examples of these disruptions are loss of IT capacity, fires, extreme
weather, loss of telecommunications, delayed supply etc. (Chapman, 2006). It is therefore interesting
to know how companies can deal with these disruptions (and disasters since they are severe
disruptions) in the operational processes. In other words, what are the characteristics of a resilient
company and how can these be measured? The term operational resilience has been introduced here
as the capability to prevent disruptions from occurring in the operational processes and being able to
respond quickly to and recover from a disruption.

The research objective was to develop a generic approach in order to assess operational
resilience in a comprehensive way. The Multi-Attribute Utility Theory (MAUT) has been used
because (1) it allows decomposition of a complex concept and (2) it allows for prioritization (Goodwin
& Wright, 2004). MAUT uses a performance index to measure an objective, which in this case is
operational resilience.

The first research question addresses identifying characteristics of operational resilience.
Some of these characteristics were generic in nature, others less generic since they were strategies to
deal with risks (e.g. flexibility or redundancy) and this may differ in each company. This makes it hard
to develop a generic approach and therefore is chosen to assess a company’s operational resilience
management performance. The performance of the company that will be assessed is based on an
assumed ideal situation of management practices that must be present in a company in order to deal
with disruptions. This ideal situation (or norm) is based on a synthesis of literature stemming from
Business Continuity Management (BCM), High Reliability Organizations (HRO), Health, Safety, and
Environment (HSE), and Disaster Recovery Management (DRM).

The hierarchical decomposition of operational resilience management performance is done by
splitting operational resilience into different elements that together represent operational resilience
management. In this way, all relevant elements can be included so that operational resilience is
measured in a comprehensive way, according to the research objective. These elements are called
objectives and Performance Measures when they measure an aspect of operational resilience. The one
objective may contribute more to operational resilience than the other, and MAUT deals with this by
assigning weights to objectives in order to make the one more important than the other. The preferred
method for obtaining weights is the Analytical Hierarchical Process since the consistency of
judgments can be verified with this method.

Checklists have been developed to measure how well a company has performed resilience
management practices. The checklists are detailed so that can be assessed how thorough and complete
a company has performed these practices. In total there are twenty-one performance measures that
together have 115 checks. A questionnaire has been developed to be used as a guideline when a
company is assessed on resilience management practices. The elements of the questionnaire and
checklist have been validated by comparing it to a BCM project and verified by auditing three
companies. Nine adjustments had been made to the initial questionnaire and checklist. Together with
validation using 41 out of the 67 cases derived from Sheffi (2005) regarding operational risk, this is
considered as a major validation of the content of the Performance Measures, since the six
Performance Measures that were not or infrequently addressed by the cases were justified by BCM
literature. The remaining 26 case studies are related to market risks and are beyond the scope of
operational risks. However, since some strategies to deal with disruptions can be used simultaneously
to deal with market risks, this is an opportunity for future research to concentrate on.

Analogous to the prioritization method presented in Weil & Apostolakis (2001), the
operational resilience management index can be calculated. This index is based on what a company
scores on the Performance Measures and which weight has been assigned to these Performance
Measures. Concerning the score on a PM, a company can score on three classes on each check in the
checklist, which are Yes – Partial – No. With use of AHP in combination with a linear transformation,
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a specific way to obtain a score for each individual PM has been developed. The prioritization method
also identifies which elements contribute most to operational resilience management performance.
This is useful for decision makers if they want to improve their resilience management. An example of
the use of this prioritization method has been included for illustrative reasons, since this was outside
the scope of this research. For this reason, future research should include the weighing of objectives
and constructing of utility scales for the PMs with help of stakeholders within a company.

There are some assumptions made in this research. Compromises have been made between the
five requirements of using MAUT. Additive independency is a basic assumption in this research
because it is recognized that the implementation of risk treatment measures depend on how well you
understand your organizational processes and interrelations between them. The consequence of this
assumption is that some elements can be measured twice, since the score for a specific PM can depend
on the score of another PM. However, there are three justifications for this basic assumption: (1) it was
a necessary compromise otherwise it is hard to identify detailed performance measures that are easy to
understand, (2) this research is considered a first-cut approximation of measuring operational
resilience management performance (Clemen, 1991), and (3) clear definitions of the objectives and
PMs were established in order to avoid misunderstanding.

The importance of this research is that it is a comprehensive approach to assess resilience,
whereas previous literature used a rather fragmented approach through addressing resilience aspects as
risk management and culture separately. The second contribution is the prioritization of elements that
contribute most to resilience management performance. Additionally, the MAUT makes the judgments
more objective and the deliberation technique can result in knowledge sharing between the
stakeholders of the organization.

Recommendations for future research are to validate the approach in more companies to
obtain statistical validation. A second more challenging goal is to integrate this approach with other
risks such as market risks, financial risks in order to measure overall company resilience.

Discussion: an alternative way to construct a value tree

As said, the construction of the value tree may differ depending on the preference of the stakeholders
that are involved in the decision-making process. In order to illustrate this, alternative higher-level
objectives of operational resilience management performance are given.

The suggested overall objective is operational resilience management performance. The two
suggested lower-level objectives of operational resilience management performance are (1)
understanding the organization and (2) understanding vulnerabilities and resolution of it. These
suggestions are mainly based on findings in literature and discussions between the author and Prof.
Karydas. Because the stakeholders may have reasons for a different choice of objectives, these high-
level objectives are suggested as a guideline only. This set-up of the value tree is highly related to the
approach developed in Chapter 4. The content of objectives is completely identical, because the
approach that has been developed contains both understanding the organization (business objectives,
critical processes, resources, culture) and understanding vulnerabilities and resolution (business impact
analysis, risk assessment, risk control measures, test & maintenance). The difference is that some
attributes are switched. This may of course have influence on the weights of higher level objectives,
but at the lowest level this should not make much difference if the same definitions are used. The
choice between this alternative approach and the one presented in Chapter 4 must be based on decision
makers’ preferences.
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Appendix A: Types of disaster

Figure 0.1 Types of disaster (Shaluf, 2007)
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Appendix B: Organization according to systems theory

Figure 0.2 A systematic representation of an organization according to systems theory (adapted from
McManus, 2007)
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Appendix C: (Process) characteristics of resilience

The name of the organization or author(s) is shown in the left column. The name how the
concept resilience has been used is shown in the next column, followed by the year of
publication. The last column describes how resilience was approached because this was done
in different perspectives and in different detail.

Table 0.1 Different approaches to resilience

Organization/author(s) Description of
approach

Year The approach consists of:

Horne & Orr Resilient organizations 1998 7 characteristics
Brookbanks et al. (+IBM) Operational Resilience 2002 5 main activities in a risk management

process
IBM Object-oriented

framework
2005 6 different layers to assess resilience &

6 building blocks
Sheffi Resilient Enterprise 2005 7 steps to build a resilient enterprise
PricewaterhouseCoopers Corporate Fitness 2006 A set of 8 programs & develop a dashboard
Wreathall Highly resilient

organizations
2006 7 characteristics

Intel Maturation of BC
practice

2007 5 phases (established over 5 years)

Multidisciplinary Centre of
Earthquake Engineering
Research (MCEER)

- 2007 4 characteristics

Workshop resilience Australia - 2007 28 characteristics
British Standard 25999 part 2 Business Continuity

Management
2007 Process/Programme involving 6 main steps

and many sub elements
University of Canterbury
(Resilient Organizations
Research Programme)

Resilience
Management

2007 Process involving 5 main elements & 3
main indicators each being subcategorized
into 5 indicators (in total: 15 indicators)
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Appendix D: Three verification studies

Results of Case Study 1: pilot case Tobacco Company

Industry sector of the organization X: Tobacco industry
The scope of the organization: sales department, which is supported by IT hardware
Approximately one hundred people work at this location in the Netherlands.

Interviewer: R. Stolker
Time: 13:30 – 15:15 minutes

Goal of this interview:

1) To identify whether the questions are clear for the interviewee of the organization
2) To identify whether the questions are applicable to the organization that is being assessed
3) To identify whether there are elements related to resilience and business continuity

management missing or redundant
4) Identify how much time is needed for the interview

Results of the interview related to the four goals

 Two adjustments related to 1.2 ‘Business Objectives - operational objectives’

o It seems useful to include an additional subquestion to identify whether the operational objectives
are communicated to the workforce. A workforce that knows what is expected from helps in
achieving objectives rather than a workforce not knowing operational objectives.

Additional subquestions:

- Who has been responsible for developing the operational objectives?
- Is the workforce familiar with the operational objectives?
- How are they informed about these operational objectives?

o The notion (senior) management is not clear in part iii.

Therefore, (senior) management should be divided into:
- management of the department
- management of the organization

 One remark related to 7.4 ‘Organization – Communication Capabilities’

The interviewee could not come up with examples of early warnings that are relevant to the IT
department. This may be a task of the experienced auditor with knowledge of IT departments to come
up with examples in which cases it is useful that the IT organization is warned in advance.
Another conclusion may be that this question is not applicable to an IT department because it may not
have processes where there are indicators in advance that could result in disruptions.
 One remark related to 8.4 ‘Physical Resources Capabilities - Continuous availability of critical IT

and support services’

The company has arranged for another power supply solution than a generator, called Uninterruptible
Power Supply (UPS). The solution is a protection for the hardware systems so that they automatically
shutdown after a lightning stroke for example. As a result, the three questions i, ii, iii became
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redundant for this situation. Therefore, these subquestions must be asked only if the company has
chosen for a generator.

Time for the interview

The interview lasted 1 hour 45 minutes. Every element of the questionnaire has been discussed but in
some cases it was not necessary to discuss elements further because the interviewee did not know the
answer.

For example, the interviewee did not know whether there had been done a Business Impact Analysis
by headquarters in the U.K. However, this indicates that this specific sales and IT department had not
done a business impact analysis and this provided sufficient information for the questionnaire.

Another example is that there was no test plan or maintenance plan available and as a result these
questions were not discussed.

Finding about the description of critical processes
A lesson learned is that the interviewer must take some time for the description of the operational
processes and dependencies. Although for assessing resilience it is sufficient to know whether the
interviewee has knowledge of the processes, it helps the interviewer (and auditor) to understand the
processes. This in turn enables the interviewer to give examples related to questions in the remainder
of the questionnaire.

Finding about the proceedings of the interview
Another finding of this interview is that the interviewee sometimes gave (extra) information that was
not only useful for answering the issue in question but also for other questions in the questionnaire.
This is not harmful for the assessment but must be kept in mind by the interviewer or auditor.
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Results of Case Study 2: Academy for Higher Education

Industry sector of the organization Y: Academy for Higher Education
The scope of the organization: Shared Service Centre ICT (SSC ICT)
Approximately one hundred people work at SSC ICT.

Interviewer: R.Stolker
Interviewee from SSC ICT: Manager Infrastructure plus business continuity manager
Time: 14:30 – 16:15

The same four goals as for case study 1 apply for this case study. Additionally, the additional
subquestions identified in case study 1 were tested on their relevance. Because the organizations from
case study 1 and 2 are both IT departments, it should not be difficult to identify whether these
additional questions are indeed relevant or not.

Results of the interview related to the five goals

 One adjustment related to 5.4 ‘Leadership – Blame Culture’

The source of an ‘incident’ can be interpreted in two ways, namely a mistake of an employee or a
failure because of an employee breaking any organizational rules. Another remark is that the question
actually included two questions; one about responsibility and one about blaming. In order to solve
these ambiguities, the question ‘absence of a blame culture’ must be subdivided into:

- In the case of a mistake from an employee:
o Does management accept responsibility when assessing what management personally

could have done to remove the underlying causes?
o Does management not blame the person(s) involved?

- In the case of a failure because of breaking a rule through the employee:
o Does management accept responsibility when assessing what management personally

could have done to remove the underlying causes?
o Does management not blame the person(s) involved?

 Three adjustments related to 6 “Reward System”

o The first question actually consists of two questions; one about rewarding safety/reliability and
one about celebrate safety/reliability. Rewarding seems to be more related to a (extrinsically)
reward, where celebrating is related to appreciating safety/reliability behaviour which is not an
extrinsic reward. Therefore, the former single question is subdivided into the two elements of
rewarding and celebrating. As one can see, the second and third questions of ‘Reward System’ are
also related to rewarding resilience issues. Therefore, these are adjusted so that they can be
included into the new two elements rewarding and celebrating. The adjusted questions will be:

- Has the organization included safety/reliability/resilience issues included in rewarding
employees in a formal way?

o Has the company implemented a frequent and thorough performance management
system to assess resilience issues of single employees?

o Has the company implemented a frequent and thorough performance management
system to assess resilience issues of the entire department or organization?

- Are employees that raise concerns and point out errors celebrated in an informal way?
o Are managers informed to celebrate safety and reliability behaviour from their

employees?
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 One adjustment related to 7.4 “Organization – Communication Capabilities – question c”

The organization has an automatic electronic early warning system that points out potential hazards to
the IT network. However, the signal of an early warning might be given at night when there is no
employee at the location. Therefore, the organization has developed different communication and
action protocols for the different parts of the day. Therefore, an extra subquestion ii is added to
question C:

ii – Has the company considered the different times on a day a warning can be given and the
(un)availability of employees to deal with the warning signal?

 One adjustment related to 8. “Implementation & Monitoring – Implementation of risk treatment
measure – Question Risk Transfer & Risk Prevention”

The rationale of this question was to assess whether risk treatment measures identified in the Risk
Analysis Process (RAP) have been implemented. In this organization it appeared that not all risk
treatment measures, either risk transfer or prevention, are based on a thorough Risk Analysis Process
similar to the first part of this assessment of resilience. As a matter of fact, many risk treatment
measures have been taken based on logic reasoning during the design of the building, purchase of
equipment etc. For example, this organization bought high-quality equipment to reduce the number of
disturbances and disruptions, and has secured access to some critical locations in the building. In
summary, these risks may have already been reduced and for some reason they were not considered
during the latest RAP. Because the order of the questions was initially based on the assumption that
companies based all their risk treatment measures on the RAP, the order must be adjusted so that risk
treatment measures not based on the RAP are also included in the questionnaire. Thus, the
organization can score on risk treatment measures they have taken, although these were not considered
during the RAP. In conclusion, having implemented risk treatment measures in the past compensates
for that these risks were not addressed in the RAP. This enables the auditor to deal with real-life
practices of risk treatment measures in companies.

The new structure for these questions will be to first ask the organization which risk transfer or
prevention measures it has implemented that are based on the RAP. This is an open question and the
rationale behind this is that the organization must be able to show whether it implemented the risk
treatment measures from the RAP. The organization can then further improve the score on
implementation of risk treatment measures if they paid attention to risks not specifically addressed in
the RAP and have already been implemented. The questions for both risk transfer and risk prevention
measures will be:

- Which of the risk transfer/prevention measures chosen in the RAP have been implemented?
o Is the organization able to show all the implementations?

- Has the organization any other transfer/prevention measures taken not based on the RAP to
deal with vulnerabilities in the organization?

o Examples: insurance policies, design of buildings, security systems, secured access,
the quality of equipment.

 One adjustment related to 9.1 “Testing of Business Continuity Plans ”

The initial questionnaire does not include the various possibilities to test business continuity plans or
disaster recovery plans. However, this organization distinguished these following test methods: (1)
table-top scenario discussion to identify how the people responsible should act in case of a disruption
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or emergency and (2) simulations [not real-life], and (3) real-life, full operational exercises of a
disrupted process or an emergency situation. Similar test methods are described in ISO TC 223.

The best way to assess the BCPs is to execute all three tests but this may sometimes not be
applicable for each risk scenario; the costs are too high and/or it is not possible to stop a production
process because the losses for customers. Therefore, it will not be required for each scenario to have
conducted all three tests. However, it will be assessed whether the company has considered tests with
the best result for specific scenarios. Accordingly, the following subquestion will be inserted after 9.1
b:

i. Has the organization considered the options of table-top discussion, simulation, and real-life
operational exercises for the scenario(s) that will be tested and chosen the one(s) that are best suited
for testing this specific scenario(s)?

All remaining questions from 9.1 c till the last question related to the testing of plans could be checked
for either table-top scenarios, simulation, or full operational exercises. Therefore, these questions do
not have to be changed in the questionnaire.

Findings about the additional questions from Case Study 1:

Question iii: In organization Y there has indeed been discussion between the management of the SSC
ICT and management of the Academy for higher education. This makes the additional question
relevant and has therefore been included in the final questionnaire.
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Results of Case Study 3: Parcel Distributor

Industry sector of the organization Z: parcel post and delivery service
Scope of the organization: the pick up and delivery process (PUD)
Scope of the project: roadhub + depots
Approximately 1350 employees work at this company in the Netherlands.

Interviewer: R.Stolker
Time interview 1: 8:30 – 12:00
Time interview 2: 14:15 – 16:45
Context: The interviewer was able to attend a meeting about BCM and match the questions that were
also addressed in the questionnaire. The remaining questions were addressed in the second interview.

 One adjustment related to 9.1 ‘Testing of Business Continuity Plans’

When assessing the testing, the interviewee mentioned they had done a test about a fire evacuation.
However, this is a legally required test and not a test of business continuity plans. As discussed in
Section 2, only operational risks are included in the scope, whereas legal or reporting objectives are
beyond the scope. Therefore, for the sake of clarity, the next sentence will be added in the
questionnaire”

- Other than the legally required tests, such as fire evacuation?

A final remark about 9.1 “Testing” is that the distinction made in case study 2 about the three different
test is useful because Organization Z also had examined these different tests. Therefore, the additional
question 9.1 b is considered to be useful in the questionnaire.

Finding about the proceedings of the interview
Due to the large size of the company, its various locations throughout the Netherlands, and the
interconnections with locations outside the Netherlands, it took some time to describe the critical
processes of the organization. Approximately 2 hours was needed during Interview 1 to describe the
critical processes and people responsible for processes. A remark must be made that this organization
described its processes very detailed because this was necessary for the specific interview about BCM.
However, completing the whole questionnaire took far more time for Organization Z, 5 hours, as
opposed to Organization X and Y, which both lasted 1 hour and 45 minutes. In conclusion, when the
organization becomes more complex, the more time is needed for the auditor to assess the
organization’s resilience.

Conclusions from the case studies
The case studies were insightful in terms of whether the questions were clear and relevant for the
interviewee and whether additional (sub) questions were needed. In total nine adjustments has been
made to the initial questionnaire in chronological order. Each time, the adjustments appeared to be
relevant, although the adjustments of the last interview cannot be validated by another interview.
However, this was only one adjustment and has been supported by arguments. The result of these case
studies is the final questionnaire for assessing resilience, see Appendix E.
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Appendix E: Final questionnaire for auditing operational
resilience

Essential Questions to assess Risk Analysis Process

Interviewer(s): Name
Interviewee from organization: Name + function (risk officer / BCM manager)
Date interview: DD-MM-YYYY
Scope: fill in (parts of) the organization (department) which will be assessed

Legend of this questionnaire and answers:
1. = required element in Risk Analysis Process that will be assessed
1.1 = Main question the BCM manager/risk officer of the organization must answer

(the number of the question relates to the number on the resilience checklist)
i. / a. = sub-question related to the main question the auditor must check with the BCM

manager/risk officer whether it is present in the organization or not

Blue answers: the answer meets the requirement from the checklist for resilience
Orange answers: the answer partly meets the requirement
Red answers: the answer does not meet the requirement

1. Business Objectives

1.1 What are the organization’s strategic objectives? What does the company want to achieve by
means of its activities?

a. Is the company able to state the strategic objectives?
b. Have these strategic objectives been documented?

1.2 What are the operational objectives?

a. Is the company able to state the operational objectives?
b. Are they based upon the strategic objectives?
c. Have these operational objectives been documented?

o Who has been responsible for developing the operational objectives?

d. Are there Performance Standards of these operational objectives?
- E.g. quality standards
- production targets
- service level agreements

e. Is the workforce familiar with these operational objectives?
- In which manner are they informed about these objectives?
- Is there a system to measure the performance?

f. Is there consensus among (senior) management about these objectives?
o If relevant: Among management team of the department?
o If relevant: Among management of the parent company?
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2. Understanding the organization: critical activities/processes

2.1 What are the critical activities/processes that contribute to realising the business objectives and
operational objectives?

a. Is the organization able to identify and present the mission-critical processes and
corresponding support processes (are they documented)?

i. When have these processes been identified?

b. Does the organization understand the connectivity of their components?

i. Does the organization understand the connectivity of
organizational processes? (e.g. number of locations, internal
supplies)

c. Have these processes been identified with different organizational departments
(responsible employees) that dependent on each other?

What are the required internal resources/organizational components required for these
processes?
d. Equipment
e. Employees
f. Other resources

2.2 What are the required external resources/organizational components required for these
a. processes Suppliers
b. Key service providers (telecom, IT, power, water)
c. Third-party contacts

 Have the following elements been documented?
a. Mission-critical processes
b. Support services/processes (IT, power, telecommunications)
c. A list of external components + contacts?
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3. Vulnerability Assessment

3.1 Has the company conducted a Business Impact Analysis?

i. Is there a list of the hazards to the mission-critical activities/processes?
Is there any documentation of their impact if these hazards occur?

a. Is there a list of hazards to the critical processes?

b. Has there been an assessment how over time the activities would be impacted (the
downtime of activities) as well as the acceptable downtime to avoid negatively
impacting the operational objectives?

c. Is there a categorization of activities according to their priority for recovery?

d. Have key stakeholders or external parties been consulted about what they accept
as downtime?

e. Which resources are required for resumption of the critical activities and is there
an estimation of how much of these resources are needed?

f. Have recovery time objectives (related to the mission) been set for resumption of
critical activities within their maximum tolerable period of disruption?

g. Are the people responsible for the critical processes (process owners) involved in
BIA?

h. Does management or the BCM manager accept the RTO from the process owner
(consensus)?

ii. At what date has the last BIA been done?

3.2 Has the company conducted a Risk Assessment?

a. Are there any procedures or methods to perform a risk assessment (probability &
impact)? Which ones?

b. Is there documentation of the impact associated with probability of the threats?
i. At what date has the last Risk Assessment been done? Are there any

regular updates?

c. Is there a prioritization of risks so that an organization knows which of the
identified risks must be treated first?

d. Are the people responsible for the critical processes involved in Risk Assessment?
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4. Strategies to deal with vulnerabilities of critical activities

Understanding of Risk Acceptance and Possible Strategies

4.1 Does the organization know and understand its level of risk acceptance for specific risks?

a. Is there a procedure or method to determine the risk appetite of the organization at the operational
level? (preferably no or low risk acceptance for operational processes)

b. Does the level of risk acceptance in some way relate to the risk appetite of the company at the
operational level?

c. What are the levels of risk tolerance the residual risk may have (after risk treatment)?

d. Has senior management accepted the risk acceptance levels?

Is the organization aware of insurance possibilities?

i. Is there knowledge of the (current) level of interruption insurance?

e. What insurance products are available for this specific company? e.g. Property (fire, theft, weather
damage)?

f. Are there other aid options (from government)? When can you use these insurance funds?

4.2 Selection for loss mitigation and risk treatments

a. Does the organization make conscious choices for loss mitigation and risk treatments based on the
result of the risk assessment and impact analysis?

i. Who are involved in this decision-making process?
ii. Is there a specific team coordinating this?

b. Has the organization made a trade-off between the costs of the risk treatments and the
effectiveness of these treatments?

c. Does the final decision to decide either not to treat the risk or to do treat the risk correspond to the
level of risk appetite of the company (see risk appetite)?

d. Has the organization determined how it will recover each critical activity within its Recovery
Time Objective?

e. Have business process owners been involved and (co-) developed and documented strategies for
the resumption of their critical business processes?

f. Has the organization determined how it will manage relationships with its key stakeholders and
external parties involved in the recovery process?
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4.3 Documentation: Are Business Continuity Plans (BCP) available including:

a. Who is responsible for which critical process?

b. What is the role of senior management?

c. Are there lines of communications and procedures?

 Who are the persons that must be contacted in the case of an incident?

d. Who are the persons inside the organization that must be contacted?

e. Who are the persons / institutions / agencies / customers that must be contacted
outside the organization?

f. Has the organization developed an approach to deal with the media?

g. Which resources are required for the recovery for each critical activity within its
Recovery Time Objective?
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Assessing the level of resilience culture

5. Leadership

5.1 Has resilience been embedded into the organizational mission, values, and performance metrics
and is there commitment to resilience?

a. Has a justification for the resilience programme / continuity programme been established
to convince employees of the need for BCM?
(Disasters in the past / from other companies).

b. Has the resilience or business continuity policy been communicated to all relevant internal
(employees) and external stakeholders (if this information is not classified)?

a. Which means are used to communicate to all relevant stakeholders?

c. Has been measured how effective the communication program is?
(e.g. questionnaire among employees)

d. Which opportunities are available to provide feedback on the program?

e. Is Business Continuity Management a high priority issue inside the organization?

f. Does management believe that BCM provides benefits for the organization (or even
contributes to making profit)?

g. Is the workforce passionate to work without any errors and failures?

Is Management interested in communicating resilience issues?

h. Is there frequent and clear two-way communication about resilience issues so everyone
knows what to do in case of an accident?

i. Which means are the organization have available for bottom-up and top-down information
about BCM/safety/resilience issues in general (e.g. are employees able to raise security
issues, potential threats) ?
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5.2 Are there any cultural aspects that support resilience?

How does management deal with mistakes? Absence of blame culture:

- In the case of a mistake from an employee:

a. Does management accept responsibility when assessing what management personally
could have done to remove the underlying causes?

b. Does management not blame the person(s) involved?

- In the case of a failure because of breaking a rule (not: violating the law or committing fraud
and the like) through the employee, with a failure or accident as a consequence:

c. Does management accept responsibility when assessing what management personally
could have done to remove the underlying causes?

d. Does management not blame the person(s) involved?

Has the organization included safety/reliability/resilience issues when rewarding employees in a
formal way?

e. Has the company implemented a frequent and thorough performance management system
to assess resilience issues of single employees?

f. Has the company implemented a frequent and thorough performance management system
to assess resilience issues of the entire department or organization?

Are employees that raise concerns and point out errors celebrated in an informal way?

g. Are managers informed to celebrate safety and reliability behaviour from their
employees?
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Assessing implementation of risk treatment measures

6. Organization

6.1 Training & competency development

a. Do employees follow trainings or classes about their job-related environment and other
departments of the organization to become familiar with their jobs and interrelationships?

b. Are people specifically trained to expect the unexpected?
For example, the properties of the system people are working in or with and search for
potential failures that could disrupt the job or system they are working in?

c. Are employees informed about previous failures / mistakes when they start with their job?
E.g. By the person responsible for settling the new employee into that job?
E.g. By colleagues sharing knowledge about what can go wrong or what went wrong
in the past?

d. Is the workforce proud to demonstrate their skills in on-the-job assessments?

Negatively perceived: just another check I must comply with
Positively perceived: proud to let them see their skills

e. Is competence development (both interpersonal and technical) seen as a never ending
process by the workforce?

f. Is competence development (both interpersonal and technical) seen as a never ending
process by management?

6.2 Contractor management

a. Does the organization make no compromises for contractor BCM capability; do
contractors/partners in the supply chain also need to have BCM?

b. Is there anybody responsible inside the organization for checking the current and near
future circumstances of contractors?

- E.g. the solvability of key suppliers or key customers
- Are they involved in any lawsuits that indirectly may impact your business?

c. Does the organization tries to avoid the use of contract or outsourced employees for
critical processes?
If not: what measures does the company take to prevent outsourced employees from
making failures / errors in the organization?
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6.3 Incident/accident reporting, investigation & analysis

a. Are there incident investigation procedures?
i. Who are responsible for investigating incidents?

b. Is there a systematic follow-up to check that required changes have taken place?

c. Are reports of (potential) incidents sent out company wide to share the lessons learned (if
these reports are relevant and not classified to inform employees of these issues)?

d. Are records kept of all business interruptions and incidents?

6.4 Communication capabilities

a. Does the company provide employees enough real-time operation information so that
employees have all relevant information to base their decision on?

Is there an early warning system in the organization in order to detect potential failures or disruptions?

b. Has the workforce been instructed to use the early warning system?

c. Has the organization adapted and integrated any regional or national threat advisory
system or equivalent so that the organization is aware of developments which can
potentially affect the organization’s business processes?

- Is the person responsible for this system aware of all to the organization
related components and its interconnections (different locations, transport
etc.)?

d. Are communication protocols employed?

e. Has the company considered the (un)availability of employees to deal with the warning
signal
(e.g. during night there may not be personnel to respond to an early warning signal)?
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7. Implementation of risk treatment measures

(7.1 and 7.2 are open questions because they are company-specific)

7.1 Risk Transfer

- Which of the risk transfer measures chosen in the RAP have been implemented?
a. Is the organization able to show all the implementations?

- Which other transfer measures have been taken that are not based on the RAP in order to deal
with vulnerabilities in the organization?
b. Examples: insurance policies, design of buildings, security systems, secured access, the

quality of equipment.

7.2 Risk Prevention (reducing the probability of occurrence)

- Which of the risk prevention measures chosen in the RAP have been implemented?
a. Is the organization able to show all the implementations?

- Which other preventive measures have been taken that are not based on the RAP in order to
deal with vulnerabilities in the organization?
b. Examples: insurance policies, design of buildings, security systems, secured access, the

quality of equipment.
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Assessing the Incident Response Structure
(or risk mitigation measures)

7.3 Human Resource capabilities

 Has the responsible group for developing the BCP assigned roles and responsibilities to people
who are included in the response structure when a disruption strikes the organization?

a. Is there a crisis team or several crisis teams?

b. Do these teams cover the scenarios that have been identified during the Risk Analysis
Process?

c. Are these crisis team members selected on their knowledge and experience of the
organizational unit that will be affected by the disruption/crisis?

d. Does incident response personnel having the necessary authority to take control over
the situation?

e. If any, is there a specific location where the BCP(s) are located in the organization?

i. Do people who must use the BCP know where the BCP(s) are located?

f. Are employees familiar with the issues that are addressed in the BCPs and know how
to handle in case of a disruption or emergency?

 Are there any person/positions in the organization that have unique knowledge and experience
which is hard to replace in the case this person is not available anymore (or for a longer period)?

g. Which critical positions has the organization overstaffed?

h. For which critical knowledge or experience has the organization practices to share
knowledge and experience?
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7.4 Physical resource capabilities

Continuous availability of critical IT and support services (ideal situation)

a. Does the organization back up the aspects of the IT system that are required for the
mission-critical operations?

b. Does the organization protect data in real-time so that the organization is able to consult
an exact copy of the data when struck by a disruption?

i. For instance: data mirroring technology at a remote site

c. Does the organization employ more that one telecommunication provider and system to
ensure virtually fail-safe connectivity?

d. Has the organization arranged for alternative sources of power?

e.g. Uninterruptible Power Supply (UPS)

If relevant:
i. Is there a power/diesel generator available?

ii. Have people been instructed how to use the generator?

iii. Is there fuel available at the site or do people know where to get the fuel?

iv. Is the server protected against a power disruption (lightning stroke)

Other physical resource capabilities

e. Are other physical resource capabilities implemented for resumption as identified in the
BCP?

Redundant (inventory / resources)

Emergency Response Room (if relevant)

Etc.
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8. Test & Maintenance

8.1 Testing of the business continuity plans / disaster recovery plans

(Testing of the implementation and risk mitigation measures)

a. Has the organization made a test plan for the scenarios of high-priority risks to the
organization other than legally required test, such as fire evacuation?

b. Is the selection of test plans based on the risk priorities of the Risk Assessment Process?

c. For how many of the high-priority risks have tests been made?

i. Has the organization considered the options of table-top discussion, simulation, and
real-life operational exercises for the scenario(s) that will be tested and chosen the
one(s) that are best suited for testing this specific scenario(s)?

d. Are these test plans documented?

e. Do these plans include:

i. Test scope, which scenario will be tested and the objectives of the test;
ii. A test schedule when the test will be executed;

iii. The recovery time objectives;
iv. The teams and instructions for the employees involved;
v. Predefined test criteria to measure the test results.

f. Has the organization executed test plan(s) with employees?

Test Report

a. Is there a test report available?

b. Does this report include:

i. The outcomes of the test on elements determined in advance;
ii. Which elements passed the test and the results and which elements did not

pass the test, according to their recovery time objectives;
iii. Recommendations and a time table plus the people responsible for their

implementation.

c. Are the results of the report discussed with senior management?
i. When was this discussed?

ii. Are this discussion and its findings documented? Can you show when this
discussion was an item on the agenda at a senior management meeting?

d. By which means are the results of the test report distributed to all relevant people?
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8.2 Plan maintenance and improvements on the business continuity programme

a. Have formal procedures been established by the group responsible for the Business Continuity
Programme to maintain an up-to-date programme?

b. Who is responsible for updating and distributing the current, latest version of the Risk Analysis
Process and the Business Continuity Plan(s)?

c. Is the person responsible or people responsible for maintenance aware of which events or
changing circumstances influence the RAP and BCP(s)?

d. Are these changing circumstances (also called maintenance triggers) documented?

e.g. new supplier, new transportation, new costumers etc.

e. Are people informed about these maintenance triggers so that they can inform the person or people
responsible for updating the business continuity programme?

Result table of operational resilience management performance

Quantitative overview of the results from the resilience checklist

The percentage in the column ‘Yes’ represents the percentage of checks the company successfully
meets out of the total questions, excluding the N/A questions.

N/A = not applicable (not asked during interview and/or not relevant to this company)

Element # quest. Title of questionnaire element N/A No Partly Yes

1 8 Business Objectives
2 10 Understanding critical activities/process
3 12 Vulnerability & Risk assessment
4 19 Strategies to deal with vulnerabilities

5 16 Leadership
6 18 Generic risk control
7 17 Implementation of risk treatment

8 15 Test & Maintenance

Total 115



Appendix F: Checklist for auditing operational resilience

1 Business Objectives [Fill in: Company Name that will be assessed] N/A YES Partly No

1.1 Strategic objectives What are the organization's strategic objectives?
a Is the organization able to state the strategic objectives?
b Have they been documented?

1.2 Operational objectives What are the organization's operational objectives?

a Is the organization able to state the operational objectives?

b Are they based upon the strategic objectives?

c Have they been documented?

d Is there a system to measure the performance of the operational objectives?

e Are the employees familiar with this performance measurement system?

f Is there consensus among the management of dept & organization about operational obj.?

2 Understanding Org.

2.1 Internal resources What are the required internal resources for the critical processes?
a Is the organization able to show the critical processes?
b Is the organization able to show the connectivity between processes?
c Have the process owners been involved in identifying the critical processes?
d Which equipment is required as a minimum?
e Which and how many employees are required as a minimum?
f Have these critical internal resources been documented?

2.2 External resources What are the required external resources for the critical processes?
a Which suppliers provide the resources for critical processes?
b What are the key service providers (telecom, IT, power, water)
c What are the third-party contracts (e.g subcontractors)?
d Have these critical external resources been documented + including a contact list?

Total scored
Total elements 18 18 18 18

Percentage 0,00 0,00 0,00 0,00
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3 Vulnerab. Assessm. N/A YES Partly No

3.1 Bus. Impact Analysis Has the company conducted a Business Impact Analysis of critical activities?

a Is there a list of hazards to the critical processes?

b

Has there been an assessment how over time the activities would be impacted (the downtime of
activities) as well as the acceptable downtime to avoid negatively impacting the operational
objectives?

c Is there a categorization of activities according to their priority for recovery?

d Have key stakeholders or external parties been consulted what they accept as downtime?

e
Which resources are required for resumption of the critical activities and is there an estimation of

how much of these resources are needed?

f
Have recovery time objectives (related to the mission) been set for resumption of critical activities
within their maximum tolerable period of disruption?

g Are the people responsible for the critical processes (process owners) involved in BIA?

h Does management or the BCM manager accept the RTO from the process owner (consensus) ?

3.2 Risk Assessment Has the company assessed the risks to the critical processes?

a Which procedures or methods are used to perform a risk assessment (probability & impact)

b Is there documentation of the impact associated with the threats and vulnerabilities?

c
Is there a prioritization of risks so that an organization knows which of the identified risks must be
treated first?

d Are the people responsible for the critical processes involved in Risk Assessment?

Total scored
Total elements 12 12 12 12

Percentage 0,00 0,00 0,00 0,00
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4 Strategies N/A YES Partly No

4.1 Understanding strategy

Does the organization know and understand its level of risk acceptance for specific risks

and the options for strategies to deal with risks?

a
Is there a procedure or method to determine the risk appetite of the organization at the operational
level?

b
Does the level of risk acceptance in some way relate to the risk appetite of the company at the
operational level?

c What are the levels of risk tolerance the residual risk may have (after risk treatment)?

d Has senior management (dept or org) accepted the risks acceptance level?

e What insurance products are available for this specific company?

f Are there other aid options (from government) and when can you use these insurance funds?

4.2 Selection Has the company made conscious choices for strategies to deal with vulnerabilities?

a Are the decision for specific strategies based upon the result of BIA and risk assessment?

b
Has the organization made a trade-off between the costs of the risk treatments and the

effectiveness of these treatments?

c
Does the final decision to decide either not to treat the risk or to do treat the risk correspond to the
level of risk appetite of the company (see risk appetite)

d
Has the organization determined how it will recover each critical activity within its Recovery Time
Objective?

e
Have business process owners been involved and (co-) developed and documented strategies for
the resumption of their critical business processes?

f Have managing relationships with key stakeholders and external parties considered?

4.3 BCP / DRM Do the BCPs/DRPs for the most prominent risks as identified in RAP include:

a Who is responsible for which critical process?

b What is the role of senior management?

c Is there a list with (communication) actions and tasks that must be executed by personnel?

d Who are the persons inside the organization that must be contacted?

e Who are the persons/ institutions/ customers that must be contacted outside the organization?

f Has the organization developed an approach to deal with the media?

g
Which resources are required for the recovery for each critical activity within its Recovery Time
Objective?

Total scored

Total elements 19 19 19 19
Percentage 0,00 0,00 0,00 0,00
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5 Leadership N/A YES Partly No
5.1 BCM embedded Is the BCM programme well implemented and managed effectively?

a
Has a justification for the resilience programme / continuity programme been established to
convince employees of the need for BCM?

b
Has the resilience or business continuity policy been communicated to all relevant internal
(employees) and external stakeholders

c Has been measured how effective the communication program is?

d Are opportunities available to provide feedback on the program?

e Has the company made Business Continuity Management as a high priority issue?

f Does management believes that it contributes to making profits?

g
Is there frequent and clear two-way communication about resilience issues so that everyone
knows when there is an incident?

h Are there means in the organization for bottom-up and top-down information?

i
Does the workforce have a passion for resilience issues in order to work without any errors and
failures?

5.2 Cultural Aspects How does management deal with mistakes and how is resilience rewarded?

a
In the case of a mistake from an employee: Does management accept responsibility when
assessing what management personally could have done to remove the underlying causes?

b Does management not blame the person(s) involved?

c

In the case of breaking a rule (not violating the law) by an employee with a failure or accident as a
consequence: Does management accept responsibility when assessing what management
personally could have done to remove the underlying causes?

d Does management not blame the person(s) involved?

e
Has the company implemented a frequent and thorough performance management system to
assess/reward resilience issues of single employees?

f
Has the company implemented a frequent and thorough performance management system to
assess/reward resilience issues of the entire department or organization?

g Are managers informed to celebrate safety and reliability behaviour from their employees?

Total scored
Total elements 16 16 16 16

Percentage 0,00 0,00 0,00 0,00
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6 Generic Risk Control N/A YES Partly No
6.1 Training Does the company provide training about employees' job-related environment?

a Is training given about their jobs and job-related environment?

b
Are people trained to expect the unexpected and search for potential failures that could disrupt the
job or system they are working with

c Are employees informed about previous failures / mistakes when they start with their job

d Is the workforce proud to demonstrate their skills in on-the-job assessments?
Is competence development (interpersonal and technical) seen as a never ending process by:

e > the workforce?

f > management?

6.2 Contractor mgt. Are suppliers and contractors well chosen and monitored?

a Do contractors/partners in the supply chain also need to have a BCM programme?

b
Is there somebody in the organization responsible for checking the current and near future
circumstances of contractors and their performances?

c

Does the organization tries to avoid the use of contract or outsourced employees for critical

processes? If not: are measures taken to prevent outsourced employees from making failures /
errors in the organization?

6.3 Incident reporting Is there a well-functioning incident/accident reporting & investigation system?

a Are there incident investigation procedures?

b
Is there a systematic follow-up to check that required changes have taken place and been
maintained?

c Are reports of (potential) incidents sent out company wide to share the lessons learned

d Are records kept of all business interruptions and incidents?

6.4 Comm. Capabilities Is there a proper communication system for up- and downscaling information?

a
Does the company provide employees with lots of real-time operation information so that
employees have all relevant information to base their decision on?
Is there an early warning system to detect potential failures or disruptions:

b > and the workforce has had instructions to use the early warning system?

c > that has integrated any regional/national threat advisory system or equivalent?

d > which includes communications protocols which people/institutions must be informed?

e
> Have the different times on a day a warning can be given considered and the (un)availability of
employees to deal with the warning signal?

Total scored
Total elements 18 18 18 18

Percentage 0,00 0,00 0,00 0,00
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7 Risk Treatment N/A YES Partly No
7.1 Risk Transfer How well implemented has the organization risk transfer measures?

a Is the organization able to show all the implementations based on the RAP?

b
Has the organization any other transfer measures taken not based on the RAP to deal with

vulnerabilities in the organization?

7.2 Risk prevention How well implemented has the organization risk prevention measures?

a Is the organization able to show all the implementations based on the RAP?

b
Has the organization any other prevention measures taken not based on the RAP to deal with

vulnerabilities in the organization?

7.3 Human resource cap. How well implemented are HR capabilities so that they can respond to disruptions?

a Is there a crisis team or several crisis teams?

b Do these teams cover the scenarios that have been identified during the RAP

c
Are these crisis team members selected on their knowledge and experience of the organizational

unit that will be affected by the disruption/crisis?

d Does incident response personnel having the authority to take control over the situation?

e Do people who must use the BCP know where the BCP(s) are located?

f
Are employees familiar with the issues that are addressed in the BCPs and know how to handle in
case of a disruption or emergency?

g Which critical positions has the organization overstaffed?

h
For which critical knowledge or experience has the organization practices to share knowledge and

experience?

7.4 Physical resource cap. How well implemented are physical capabilities enabling a response to disruptions?

a
Does the organization back up the aspects of the IT system that are required for the mission-
critical operations?

b
Does the organization protect data in real-time so that the organization is able to consult an exact
copy of the data when struck by a disruption?

c
Does the organization employ more that one telecommunication provider and system to ensure
virtually fail-safe connectivity?

d Has the organization arranged for alternative sources of power?

e Are other physical resource capabilities implemented for resumption as identified in the BCP?

Total scored

Total elements 17 17 17 17
Percentage 0,00 0,00 0,00 0,00



8.1 Testing of BCP/DRM N/A YES Partly No
Test plan Are there proper and realistic test plans for testing the company's BCM capabilities?

a Has the organization made a test plan for scenarios of high-priority risks to the organization?

b Is the selection of test plans based on the risk priorities of the Risk Assessment Process?

c

Has the organization considered the options of table-top discussion, simulation, and real-life
operational exercises for the scenario(s) that will be tested and chosen the one(s) that are best
suited for testing this specific scenario(s)?

d Are these test plans documented?

e
Do these plans include: (1) Test scope, (2) test schedule, (3) RTO, (4) Personnel involved, (5)

predefined test criteria

f Has the organization executed test plan(s) with employees at all levels of the company?

Test report Is there a proper and well-documented test report available?

a Is there a test report available?

b Does this report include: (1) the outcomes, (2) what went well and wrong (3) recommendations

c Are the results of the report discussed with senior management?

d By which means are the results of the test report distributed to all relevant people?

8.2 Progr. maintenance How well is the BCM programme maintained in the organization?

a
Have formal procedures been established by the group responsible for the Business Continuity
Programme to maintain an up-to-date programme?

b
Who is responsible for updating and distributing the current, latest version of the Risk Analysis

Process and the Business Continuity Plan(s)?

c
Is the person responsible or people responsible for maintenance aware of which events or
changing circumstances influence the RAP and BCP(s)?

d Are these changing circumstances (also called maintenance triggers) documented?

e
Are employees/managers informed about these maintenance triggers so that they can inform the
person or people responsible for updating the business continuity programme?

Total scored
Total elements 15 15 15 15

Percentage 0,00 0,00 0,00 0,00

Total questionnaire scored 0 0 0 0

Total questionnaire elements 115 115 115 115
Percentage scored in complete questionnaire 0,00 0,00 0,00 0,00



Appendix G: Definitions of value tree

Operational Resilience Management Performance [overall objective]

The objective is to measure the performance of how well aspects related to the continuity of mission-
critical business processes are managed in an organization.

The reason that management is assessed is that the company must not be in the hands of random
resilience. For this reason, this approach tests how systematic the company performs operational
resilience management.

Left part of the value tree

Risk Analysis Process

The risk analysis process is a process of identifying what the company wants to achieve, by means of
which resources it realizes these objectives, what the weaknesses are related to the mission-critical
activities, and subsequently which strategies the company has chosen to deal with the vulnerabilities

Business Objectives
What the organization wants to achieve by means of its activities is stated in the business
objectives

Strategic Objectives
High-level goals an organization must achieve to make the strategy succeed

Operational Objectives
Goals related to mission-critical operational processes an organization must achieve so that it
can deliver its products and/or services

Understanding Organization
The company must know how it realizes their objectives. This includes all components and
resources of the input – transformation – output processes and its interconnections plus critical
support processes

Internal Resources
The set of physical and human components in the organization that is required for mission-
critical processes and the support of these processes

External Resources
The set of physical and human components the organization is connected to and is required for
mission-critical processes and the support of it
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Vulnerability Assessment
The weaknesses of the organizations and the risks that apply to mission-critical processes must
be assessed by a systematic method

Business Impact Analysis
The process of analyzing all operational functions and the effect that an operational
interruption might have upon them

Risk Assessment
The organization should identify which hazards apply to the critical business operations and/or
resources and assess the likelihood of occurrence and the consequences (impact) resulting in a
risk matrix or equivalent

Strategy Selection
Strategy selection involves understanding of the current and optional strategies, and a
selection that is based on conscious choices in order to deal with the vulnerabilities of the
mission-critical processes

Understanding Strategies
The company must know its level of risk acceptance, the different possibilities to deal with
operational risks (transfer, control, budget) in order to make a conscious choice

Strategy Selection
Strategy selection identifies which strategies has been chosen for the various risks to which the
operational processes are exposed and whether this selection has been done in a good manner
so that it ensures continued operations of the mission-critical processes

Business Continuity Plans (BCP)
Business continuity plans must be made for the risks that cannot be excluded and might occur
at an unknown time. In these cases, the company must have plans available to respond
adequately in order to mitigate the consequences of the (disruptive) event

Middle part of the value tree

Implementation in Organization
The implementation of risk treatment measures or management activities that reduce the probability of
occurrence of disruptive events and/or enable the company to respond to disruptions

Leadership
Management practices implemented in order to create a culture of awareness related to risks to
the operational processes as well as commitment from management and workforce

BCM embedded
The organization must be committed to BCM and resilience in the organization and it must be
managed effectively

Cultural Aspects
A formal and informal system and procedures to reward and celebrate behaviour from
employees that contributes to safety, reliability and resilience plus management of the
organization must take their own responsibility in the case of mistakes or failures from
employees
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Generic Risk Controls

A set of specific generic risk control measures that should have been implemented in order to
prevent disruptive events from occurring

Training
Training about employees’ job-related environment on known risks is given to minimize
accidents and incidents. Additionally, people are trained to expect the unexpected and alert to
danger in operational processes

Contractor Management
The risks on the supply side are controlled by different practices, such as contractor
management and monitoring suppliers

Incident reporting (including near-miss analysis)
Incidents as well as near-misses are reported and examined so that the company learns from it
and prevent real events from occurring

Communication Capabilities
The organization provides the employees information at all levels in the organization. This
information is as detailed as possible so that people can base their decision upon this. An early
warning system belongs to the communication capabilities

Implementation of Risk Treatment
Implementation of the various risk treatment measures of which some have been possibly
identified during a risk analysis process. It includes risk transfer, risk prevention (other than
generic controls) and loss mitigation measures of which the latter consists of human and
physical resources

Implementation of Risk Transfer
The organization chooses to transfer the risks to another party, e.g. an insurance company.
Current risk as well as risk risk transfer measures which might have been selected during a
risk analysis process will be tested whether they have been implemented

Implementation of Risk Prevention
This approach to deal with vulnerabilities consists of activities aimed at reducing the
likelihood that a disruption occurs (e.g. security measures). Current risk as well as risk
prevention measures which might have been selected during a risk analysis process will be
tested whether they have been implemented
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Human Resource Capabilities for mitigation of consequences
The mitigation approach to deal with vulnerabilities consists of measures that are taken before
a disruption occurs in order to (1) respond effectively to the disruption and thus (2) minimize
the consequences. Current risk as well as risk mitigation measures which might have been
selected during a risk analysis process concerning human resource capabilities, will be tested
whether they have been implemented

Physical Resource Capabilities for mitigation of consequences
The mitigation approach to deal with vulnerabilities consists of measures that are taken before
a disruption occurs in order to (1) effectively respond to the disruption and thus (2) minimize
the consequences. Current risk as well as risk mitigation measures which might have been
selected during a risk analysis process concerning physical resource capabilities, will be tested
whether they have been implemented

Right side of the value tree

Test
Activity in which some part(s) of the operational continuity plan(s) is followed to ensure that
the plan(s) contains the appropriate information and produces the desired result

Maintenance
Regularly discuss, or when significant changes have occurred, the appropriateness of the BCM
structure. Discuss whether the strategies still apply to the current and near future situation,
update risk assessment, identify nonconformities and take either corrective or preventive
measures to eliminate the causes
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Appendix H: Cross-links in case studies from Sheffi (2005)

Legend of the Table:
7.3 : refers directly to the element in the checklist, 7.3 in this case, where the topic of the
lesson learned is addressed
(Q): this lesson learned is a specific question in the checklist
2 + 3.1: the lesson learned refers indirectly to element 2 and 3.1 of the checklist

Case
study

Title case + lesson(s) learned from this case Checklist
Element

1 Thunderstorm in Albuquerque (Philips/Nokia/Ericsson)
- Well-monitoring key suppliers
- Collaboration with suppliers
- The benefits of multiple suppliers
- “Internalizing” the bad news throughout the company
- Exerting the most pressure in order to get the needed supplies

- 2.2 + 3.2 +
7.2 (Q)

4.3 + 7.4 + (Q)
+ 8.3

2 The Kobe Earthquake (Toyota)
- Relying on a sole supplier in combination with lean

manufacturing causes risks in case of a disruption.
- 2.2 + 3.2 +

7.2

3 Mapping vulnerabilities (General Motors)
- Mapping vulnerabilities are used to construct scenarios for

training managers in crises response
- 3 (Q) + 9.1

+ 9.2

5 The confluence of factors leading to large accident “Bhopal”
- Countermeasure for preventing losses:

1. A properly operating safety system
2. A security culture in which everyone is aware of the

importance of security

- 7.4 + 8.2 +
8.3 + 8.4
- 5 + 7 .1

6 The Challenger Explosion (NASA)
- Not only technology failures but also decisions made by the

responsible management can result in disasters. This is also
confirmed by the Colombia Shuttle Crash in 2003 from which
the Board concluded that “cultural treats and organizational
practices detrimental to safety were allowed to develop [in
NASA].”

- 5.1 + 5.2 +

7 The Paddington Train Crash (Railtrack, U.K.)
- COUNTERMEASURES:

1. Develop a management reporting and analysis system
based on “near misses analysis”

2. Provide all employees faced with risky situations with the
right training

3. Develop a security culture throughout the organization

- 7.3 (Q)

- 7.1 (Q)

- 5.1 + 5.2

8 The Morton Explosion (Morton International, U.S)
- Investigating prior instances when temperatures exceeded the

normal range (near miss events) could have corrected safety
problems.

- 7.3 (Q)
- 5.1 + 5.2
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9 Vulnerabilities of the Information System: Viruses
- Be aware of the vulnerabilities of automated systems to cyber-

intrusions
COUNTERMEASURE:
- Use computer security software

- 3.1 + 3.2

- 8.2

10 Government’s over-reaction during the foot and mouth disease
in 2001 (U.K.)
- When assessing the impact or consequences of a disruption, take

possible reactions into account when a disruption does take
place.
- The public’s reaction
- The government’s reaction

- 3.1 + 3.2

11 Over-reacting by government after terrorist attack (U.S.)
See case study 10

- 3.1 + 3.2

28 Threat: intentional disruption (theft) at Intel
- COUNTERMEASURE: apply security principles throughout the

company and its operational processes
- 2.1 + 5 +
7.1 + 8.2 (Q)

29 Threat: terrorism attack at Boston’s Logan International
Airport.
- COUNTERMEASURE: apply security principles throughout the

company and its operational processes
- 2.1 + 5 +
7.1 + 8.2 (Q)

30 Threat: intentional disruption at Quaker Foods
 Quaker created an antiterrorism task force. It provided security

against loss at each of its 11 facilities. Standard security
measures such as reducing access points, requiring electronic
badges, and moving parking lots further from buildings.

 A plant-wide employee training that covered security,
identification of threats, and instruction on what to do about
suspicious objects or people.

- 2 + 8.2

- 7.1 + 7.3 +
7.4

31 Threat: intentional disruption (crime): TAPA + police
 Participate in cross-industry cooperation

(national/regional threat advisory system)
- 2 + 8.2
- 7.4 Q

32 Threat: intentional disruption (crime): Atlanta Casino
 Participate in cross-industry cooperation

(national/regional threat advisory system)
- 2 + 8.2
- 7.4 Q

33 Threat: intentional disruption (crime): whiskey distillers
 Participate in cross-industry cooperation

(national/regional threat advisory system)
- 2 + 8.2
- 7.4 Q

34 Threat: Fire causing a disruption in the semiconductor supply
chain
- COUNTERMEASURE:

- 2 + 7.2 +
8.2
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Collaboration between semiconductor makers - 7.4 Q
35 Threat: Terrorism attacks

- Public-Private Partnership to reduce the vulnerabilities - 2.2 + 8.2

36 Threat: unknown cause of a disruption
- Use monitoring systems for tracing irregularities through “near

misses” analysis - 7.3 (Q)

37 Reliable online system (24x7) at SVS Inc.
- Using Statistic Process Control for early detecting of disruptions - 7.3 (Q)

38 Threat: intentional disruption (blockage): truck drivers
- Use deep understanding of the system and use analytical

capabilities to realize the potential damage of a potential
disruption

- 2.1 + 2.2 +
3.1

39 Threat: disruption through lost packages: Amazon
- Use monitoring systems for tracing irregularities through

“near misses” analysis
- 2.1 + 2.2 +
7.2 + 7.3 (Q)

40 Threat: intentional disruption (Anthrax): U.S. Postal service
- Use redundant capacity - 8.4 (Q)

42 Threat: A disruption to an important product at Boston
Scientific (drug manufacturer)
- Use redundancy to overcome the first period after a disruption,

thereby making time to respond to the disruption
- 1.1 + 1.2 +
3.1 + 3.2 +
8.4 (Q)

43 Threat: A disruption to an important service at FedEx
- Redundant Capacity: extra planes

- 1.1 + 1.2 +
2.1 (Q) + 3.1
+ 8.4 (Q)

44 Terrorist attacks on the twin towers: Deutsche Bank & Merill
Lynch
- Use redundant IT-systems - 1.1 + 1.2 +

2.1 + 8.4 (Q)
45 Threat: SARS epidemic: Intel, HP, Motorola

- Make use of standardization in order to move personnel around
or move work across their plants

- 8.3 + 8.4
(Q)

47 Problem: No quick response possible in case of changing
demands or a disruption through inflexibility: Lucent

- Use strong relationships in case of a small amount of
suppliers

- Use standardized parts

- 7.2 + 8.1

- 8.4

48 Fire at a supplier’s plant: Toyota & Aisin
- No quick response possible due to a disruption through the

reliance on many unique parts from a single supplier
- 2 + 3.1 +
3.2
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49 UPS Worldport struck by a snow storm
- Use standardized (operational) processes
- Use standard equipment
- The company can cross-compare performance at different

divisions, different regions, and different delivery route because
of the standardization

- 1.1 + 1.2 +
2.1 (Q) + 3.1
+ 5.1 + 5.2 +
8.4

51 Threat: A disruption to an important service: required planes at
Southwest Airlines
- Use standard equipment

- 1.1 + 1.2 +
2.1 (Q) + 3.1
+ 8.4 (Q)

58 Threat: Fire at a supplier’s plant: Toyota
- Strong trading partnerships can offer resilience when disaster

strikes (although the costs are higher > service is important)
- 1.1 + 1.2
+2.2 + 2.2 +
3.2 + 5.1 +
7.2

59 The 1998 hurricane Mitch in Honduras: Dole & Chiquita
- Alternative sources of supply could help a company in case of a

disruption
- 2.2 + 3.2

60 The UPF Thompson bankruptcy: a Land Rover supplier
- Align the procurement strategy with the supplier relationships
- Watch important suppliers closely

- 2.2 + 3.2

- 7.2
61 The 1999 Taiwan earthquake: Apple and DELL

- Downstream processes > Postponement of assembly.
Order components based on forecast and then assembly the
computers based on customers’ orders. This provides a day-to-day
flexibility. (Also a strategy for demand fluctuations!!)

- 2.1 + 4.3 +
8.4

62 Problem: infeasible inventory levels at Caterpillar
- Decentralized inventory
- Risk pooling strategy offers flexibility in responding to

emergency orders

- 4.3 + 8.4
- 2.2 + 7.2

63 1999 Taiwan earthquake: Taiwan Semiconductor
Manufacturing Company
- Communication with customers, trading partners and the public are
important to keep the disruption to a minimum and could help the
company to recover quickly
- Showing the importance of proactive responses, mitigating
confusion and uncertainty that is part of most large-scale disruptions

- 2.2 + 4.3 +
7.4 + 8.3

64 Counterfeit + Chicago Tylenol poisoning both at Johnson &
Johnson
One of the most important requirements after a disruption occurs is
to communicate:
 To the public can be based on press conferences

- 2.2 + 4.3 +
7.4 + 8.3
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 Establish a direct line of communication with stakeholders

65 Terrorist attack 9/11: Cantor Fitzgerald (broker)
- Trading system built on dual architecture

- 1.1 + 1.2 +
2.1 + 2.2 +
3.2 + 8.4

66 Disrupted supply of products to customers through 9/11
- Knowing your customers and how much they rely on your

products mitigates the consequences to your customers
- 2.2 + 7.2

67 West Coast port lockout
- Knowing your customers and how much they rely on your

products mitigates the consequences to your customers
- 2.2 + 7.2

Lessons learned NOT included in the resilience model

Case study
No. 4

THREAT: Shortage of supply through tight capacity
- Lesson learned: Monitoring the (future) demands in industries could

avoid shortages of supply, although is it difficult to forecast demands.

Why not included? This topic is related to demand disruptions & forecasting (beyond the
scope)

Case study
No. 12

The 1994 California earthquake (Metrolink, rail system)
- Lesson learned: When a competitor stumbles, a quick response can lead

to increased market share when new customers try the company’s
products or services and stay with them.

Why not included? Monitoring the competitors is beyond the scope

Case study
No. 13

The 1999 strike at UPS (UPS and FedEx)
Lesson learned: see No.12

Why not included? see Case No.12

Case study
No. 14

Roll-over accidents occurred with Ford Explorers and the Firestone
tires
 Do not miss the opportunity to take advantage when a competitor is

disrupted
Why not included? see Case No.12

Case study
No. 15

FORECAST PROBLEMS: “under-forecasting laptop demand IBM”
Lesson learned:
- Consider to make the supply chain more flexible so it is able to respond

to ever-changing demand patterns
Why not included? See Case No. 4



94

Case study
No. 16

FORECAST PROBLEMS: “A new product failure – Ford Edsel”
Lesson learned:
- It’s hard to estimate sales accurately.

Why not included? See Case No. 4

Case study
No. 17

COUNTERMEASURE: Reducing forecasting risks: “range forecasting”
Lesson learned:
- Range forecasting reduces the risks and allows answers what to do if

demand is on the high end or low end of the range.

Why not included? See Case No. 4

Case study
No. 18

COUNTERMEASURE: “flexible contracting”
Lesson learned:
- Flexible (supply) contracts specify a range of performance expectations,

giving a company built-in flexibility to ramp production up or down as
demand materializes.

Why not included? See Case No. 4

Case study
No. 19

PROBLEM: Uncertain demand / changing demand
Lesson learned:
- Build responsiveness to market conditions by means of range forecasting

Why not included? See Case No. 4

Case study
No. 20

PROBLEM: Uncertain demand / changing demand
Lesson learned:
- Build responsiveness to market conditions by means of range forecasting

Why not included? See Case No. 4

Case study
No. 21

COUNTERMEASURE: “Forecasting demand in the aggregate”
Lesson learned:
- Aggregating the demand from smaller regions to one large region makes

the forecasting easier and more accurate.

Why not included? See Case No. 4

“Uncertain demand” holds true for case studies: 22, 23, 24, 25, 26, 27, 52,

Case study
No. 41

PROBLEM: Uncertain demand / demand changes: Johnson & Johnson
Lesson learned:
- Keeping a safety stock strategy used to cushion an unexpected high

demand integrated in daily business operations: inventory for redundancy

Why not included? See Case No. 4
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Case study
No. 46

THREAT: Uncertain demand / demand changes: General Motors
Lesson learned:
- Flexibility to cope with demand changes by means of standardized

factories, processes, and parts

Why not included? See Case No. 4

Case study
No. 50

THREAT: Uncertain demand / demand changes in lean manufacturing
environment: Helix Technology
Lesson learned:
- Demand Flow Technology, a strategy designed to increase manufacturing

flexibility in a lean manufacturing environment by having standardized
operational processes

Why not included? See Case No. 4

Case study
No. 53

Problem: Forecasting difficulties at Benetton (clothing manufacturer)
Lesson learned:
- Use postponement of customization to increase flexibility

Why not included? See Case No. 4

Also forecasting + postponement: 54, 55, 56, 57,

Case study
No. 46

THREAT: Uncertain demand / demand changes: General Motors
Lesson learned:
-

Why not included? See Case No. 4
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Appendix I: Example of weighing objectives

After the weighing of the objectives and performance measures, the following weights were calculated
by ExpertChoice® for the case study of the parcel distributor. These weights were performed by the
author of this research and not by the relevant stakeholders in the organization. The reason is limited
time and the weighing is therefore beyond the scope. However, for illustrative reasons, the full method
is discussed to assess resilience, although the weights should not be considered valid. The reasoning
here may be interpreted as a simulated discussion about the importance of attributes by the
stakeholders in the decision-making process.

Figure 0.1 Global and Local weights obtained for a parcel distributor based on personal judgment
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Global and local weights

The ‘G’ behind the objective denotes the influence of that particular objective in relation the overall
objective, here Resilience Management Performance. The ‘L’ indicates the weight of a particular
objective within the set of objectives that together represent one higher-level objective. For example,
internal and external resources both have a local weight of 0.500 and together represent
‘understanding of organization’. Both of them have an influence of 0.040 to Resilience Management
Performance. These different values of global weights can be interpreted as priorities to resilience
management performance; the one contributes more than the other. Since the global weights denote
the relative contribution to resilience, the resilience index can be calculated when the utilities from the
PMs are known.

Trade-offs made during the weighing of objectives

When comparing the objectives and attributes, some general factors play a role in determining their
relative importance in relation to resilience management performance. These are based on personal
judgment by the decision maker and include the following for this specific parcel distributor:

 How widespread an element the organization covers
(Complete workforce / management)
 The number of employees of the organization (approximately 1400)
 Number of elements / activities that are covered by that attribute / PM
 The operational objectives (high service levels, time is critical)
 Competitive environment / what type of product or service (commodity)

The trade-offs made when comparing the objectives or attributes are shown on the next pages of this
Appendix H in each case where the decision-maker had to assign weights.

Resilience Management Performance

The risk analysis process and the implementations of practices are considered to be substantially more
important than the testing and maintenance. This is partly through the dependency that testing and
maintenance can only done if the previous steps are done properly. The other reason is that
implementation requires more effort to establish, such as culture and risk controls that depend on
many employees in the organization, around 1400 people. This is considered as the most important
contribution to resilience management.
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The left side of the value tree (Risk Analysis and levels below)

Risk Analysis Process

The business objectives are considered to contribute slightly to the Risk Analysis Process because in
comparison with the other three objectives because they are usually embedded in the organization.
Additionally, the strategic objectives could be easily traced from the internet of the organization. The
remaining three were more or less of the same level of contribution, but the assessment of
vulnerabilities must be detailed when there is not much room for mistakes. The reason for this is that
the parcels must be delivered on time.

Business Objectives

As said, companies are usually familiar with the strategic objectives. However, the operational
objectives determine when a company is not achieving its objectives anymore, thus when a disruption
occurs. These operational objectives are more detailed and considered to be more important in
contributing to the risk analysis process.
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Understanding Organization

Understanding of the internal components and external components were considered equally
important. Though the internal organization involves many components and interrelations, the parcel
distributor relies substantially on many subcontractors, such as IT and external distributors, which
must be all known.

Vulnerability Assessment

Both identification of hazards and a risk assessment are considered to contribute equally to the
vulnerability assessment.

Strategy Selection

Having a detailed Business Continuity Plan (BCP) is considered to be far more contributing to the
Risk Analysis Process as opposed to the other two attributes. Understanding the strategies and a
selection out of these are of course relevant, but having detailed plans enabling a response to low-
probability/high-impact events is the steppingstone for a good implementation.
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The middle part of the value tree (Implementation and levels below)

Implementation in Organization

Leadership (embedded in organization and culture) and Generic Risk Control (including important
measures as training, contractor management, incident reporting and communication) are considered
equally important. They are widespread over the company (1400 employees) and therefore contribute
more to resilience management than the remaining risk treatment measures, which require less effort
as opposed to the other two attributes.

Leadership

How well embedded Business Continuity Management is in the organization is considered to be more
important than cultural aspects as rewarding. It is assumed that setting up a program for BCM and
embed it in the whole organization is more valuable in terms of contribution to resilience. Gaining top-
level commitment is time consuming as well as valuable. Despite there may be some overlap because
a reward system with respect to resilience may be the result of how well embedded BCM is, they are
considered as two attributes, of which the first one requires most effort for a 1400 employee company.



101

Generic Risk Control

Two attributes play a significant role in a parcel distributor where parcels must be delivered on time
and not much slack is available in the delivery process. As a result, the delivery process must be
smooth and resilient. This requires lots of real-time operation information in order to be able to
respond to changes or even disruptions. For this reason, the communication capabilities are
substantially important. The second but less important attribute is contractor management because the
organization uses almost a hundred subcontractors for the delivery process. As a result, these must be
reliable. Training and incident report are considered equally important and relatively less important
than the previous attributes.

Risk Treatment

Risk Transfer is considered the least important; there are not many risks that can be transferred so that
dissatisfied customers could be prevented in the case of a not delivered package. A customer wants to
have a good delivery and otherwise he will go to a competitor. For this reason it is least relevant
compared to the other attributes. There are no substantial differences but the human and physical
capabilities are considered slightly more important than risk preventive measures. The reason is that
they refer to implementations in order to respond to disruptions. In this case, these capabilities are
more important than preventive measures but without a specific reason.
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The right side of the value tree (Test & Maintenance and levels below)

Maintenance of a whole BCM or Resilience program requires far more effort than now and then
testing of plans. Testing is usually done one or more times a year. However, concerning maintenance,
almost every change in the organization has an effect and must be monitored and the relevant actions
must take place. The interviewee from the organization referred to the BCM program as a “walking
document”, referring that it must be maintained when changes occur or are going to occur. For this
reason, maintenance is considered strongly more important than testing.
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Appendix J: Example of deriving utility scales

Utility function for the Performance Measures

The performance measures all have a range from 0 to 1. The checklist used for auditing resilience is a
three-point scale. A company that will be assessed can either meet, partly meet, or cannot meet the
required check. As a result, each PM is divided into three classes: YES – Partly – NO. An obvious
scale would be a 1 for fully meeting the requirement and a 0 for not meeting. The value ‘Partly’ must
be assessed for each specific performance measure. The calculation of the score for ‘Partly’ is
performed with AHP. Because AHP results in weights for each attribute and does not provide a scale
ranging from 0 to 1, a linear transformation is done to obtain the desired range. This method is derived
from Weil & Apostolakis (2001) as shown in section 1.1 below. Subsequently, a method is shown in
section 1.2 to deal with the number of elements in a PM because this can vary for PMs. For example,
PM 1.1 ‘Business Objectives’ consists of two elements, whereas PM 1.2 ‘Operational Objectives’ has
six elements, as can be seen in Appendix E, Checklists.

1.1 Linear transformation
The possible score on the scale are ranked by the letter i, where i = 1 corresponds to YES, i = 2 to
Partly, and i = 3 to NO. Utility u is the value for each specific i, and the weight derived from the
calculation in AHP for each i is denoted as w. Best refers to the highest weight derived in AHP, worst
to the lowest.

Ui = a + b * wi ( i = 1, 2, 3 )

a = b * worst

b = 1 / (best – worst)

1.2 Adjusted to cope with the number of elements in the PM
Now the utility can be calculated, an additional calculation method must be inserted in order to deal
with the different number of elements in the Performance Measures. A simple way to deal with the
different lengths of the checklists is presented here for this specific research.

The score for each class in a PM (Yes, Partly, or No) is the fraction of answers from the total number
of questions for that PM in a given class. This is called the class score. Accordingly, the total score
for the PM is sum over 3 class scores multiplied by the corresponding utility earlier derived for each
class by the linear transformation.

1.3 Illustrative example of the calculation of the score for PM 1.1
An example of the calculation for a specific PM is shown in Table 0.1 on the next page. The example
includes the calculation for PM 1.1 ‘Business Objectives’. It has two elements (or required checks)
and the company has met both requirements.

Firstly, in the upper part of the table the class weights for P.M 1.1 are shown as derived with AHP.
Secondly, these weights will be used in the middle part of the table for the linear transformation in
order to obtain the utilities for each class in PM 1.1.
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Based on the information that the company met both requirements (2 out of 2), the class score for YES
for PM 1.1 will be:

 Fraction in class YES: 2 out of 2 = 2/2 = 1
 Class Utility for YES: 1
 Class Score for YES: fraction * utility = 1* 1 = 1

Because the classes Partly and NO were not scored, the do not obtain a class score. The total score of
PM 1.1 can be found by the sum of the three class score, which is shown in the lower right cell of
Table 0.1.

Table 0.1 Linear transformation from AHP weights to obtain a scale from 0 to 1

Class Weights of PM 1.1

w1 = weight for YES 0,743 best = highest AHP weight

w2 = weight for Partly 0,194

w3 = weight for NO 0,063 worst = lowest AHP weight

Utility for PM 1.1

b = 1 / (best - worst) 1 / (0,743-0,063) = 1,470588235

a = - b * worst - 1,470588235 * 0,063 = - 0,092647059

utility1 = a + b * w1 1 Yes

utility2 = a + b * w2 0,192647059 Partly

utility3 = a + b * w3 0 No

Performance Score PM 1.1

Fraction * class utility Class Score for PM 1.1

Fraction Yes * utility1 (2/2) * 1 1,00

Fraction Partly * utility2 (0/2) * 0,192647059 0,00

Fraction No * utility 3 (0/2) * 0 0,00

Total score on PM 1.1 1,00
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Determination of Utility Scales for Performance Measures

The results for the remaining twenty Performance Measures are shown below. As described, first a
weight will be derived from AHP based on the preference from the stakeholder. A short argument is
given in the table that determines the weight for the class ‘Partly’. The results derived from AHP are
shown in the second column. The fifth column shows how the organization in this case study scored
on each class in the audit checklist. The same calculations as in the Example discussed above are used
to obtain the score on the Performance Measure. This is represented in the box in the lower right cell
of the table.

Operational Objectives:

Performance Measure 1.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,696 u1 1 6/6 1,00
w2 = weight for Partly 0,229 u2 0,247987 0/6 0,00
w3 = weight for NO 0,075 u3 0 0/6 0,00

Total Score 1,00

Reason relatively low value for Partly is that a company can easily do these two elements
within the PM 1.2. Therefore, a strict score is used here.

Understanding Internal Resources:

Performance Measure 2.1 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,606 u1 1 6/6 1,00
w2 = weight for Partly 0,333 u2 0,499082569 0/6 0,00
w3 = weight for NO 0,061 u3 0 0/6 0,00

Total Score 1,00

Reason that partly score receives approximately half the score of fully meeting the
requirements is that it the company is considered to mention these internal processes
without many problems. Being able to mention them but just missing some components is
considered not that relevant here.

Understanding External Resources:

Performance Measure 2.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,655 u1 1 6/6 1,00
w2 = weight for Partly 0,29 u2 0,391666667 0/6 0,00
w3 = weight for NO 0,055 u3 0 0/6 0,00

Total Score 1,00

The same reasoning is used as in PM 2.1 but because the company depends heavily on
many external parties it is preferred to know to all well rather than partly. As a
consequence, a lower class utility is obtained for Partly here.

Business Impact Analysis:
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Performance Measure 3.1 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,596 u1 1 3/5 0,60
w2 = weight for Partly 0,346 u2 0,536178108 2/5 0,21
w3 = weight for NO 0,057 u3 0 0/5 0,00

[3/8 checks not applicable] Total Score 0,81

If the elements in this checklist are met party, it is already considered as substantial
contribution to resilience management. Therefore, partially is considered here as
contributing half as fully meeting the requirements.

Risk Assessment:

Performance Measure 3.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,743 u1 1 3/4 0,75
w2 = weight for Partly 0,194 u2 0,192647059 1/4 0,05
w3 = weight for NO 0,063 u3 0 0/4 0,00

Total Score 0,80

The risk assessment process must be done properly and systematically rather than partly or
even without any methods. Therefore, the score is strict if the requirements are not fully
met.

Understanding Risk Strategies

Performance Measure 4.1 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,474 u1 1 2/3 0,67
w2 = weight for Partly 0,376 u2 0,698461538 1/3 0,23
w3 = weight for NO 0,149 u3 0 0/3 0,00

[3/6 checks not applicable] Total Score 0,90

Understanding of the risk acceptance and knowledge of insurance options is more or less
common sense in the company. There is a special insurance department so the interviewee
believes that it is not that important for operational processes. It is therefore not considered
as a deficiency if the score is Partly.

Strategy Selection

Performance Measure 4.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,559 u1 1 4/5 0,80
w2 = weight for Partly 0,352 u2 0,559574468 1/5 0,11
w3 = weight for NO 0,089 u3 0 0/5 0,00

[1/6 checks not applicable] Total Score 0,91

Quite similar to PM 3.1: If the elements in this checklist are met party, it is already
considered as substantial contribution to resilience management. Therefore, partially is
considered here as contributing half of when meeting the requirements fully.

Business Continuity Plans
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Performance Measure 4.3 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,793 u1 1 6/6 1,00
w2 = weight for Partly 0,131 u2 0,076708508 0/6 0,00
w3 = weight for NO 0,076 u3 0 0/6 0,00

[1/7 checks not applicable] Total Score 1,00

The elements in the BCP are most of the cases either present or not. If this is not done
properly, it has not that much value anymore. Therefore, Partly does not obtain a high
value here.

BCM embedded

Performance Measure 5.1 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,577 u1 1 9/9 1,00
w2 = weight for Partly 0,342 u2 0,526209677 0/9 0,00
w3 = weight for NO 0,081 u3 0 0/9 0,00

Total Score 1,00

Quite similar to PM 3.1/4.2: If the elements in this checklist are met party, it is already
considered as substantial contribution to resilience management. Therefore, partially is
considered here as contributing half of when meeting the requirements fully.

Cultural Aspects

Performance Measure 5.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,793 u1 1 5/5 1,00
w2 = weight for Partly 0,131 u2 0,076708508 0/5 0,00
w3 = weight for NO 0,076 u3 0 0/5 0,00

[2/7 checks not applicable] Total Score 1,00

Because creating a resilient culture helps best when the company is consistent in achieving
this. Therefore, Partly is considered to be close to zero otherwise people do not know what
is expected to be good behaviour.

Training

Performance Measure 6.1 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,577 u1 1 4/5 0,80
w2 = weight for Partly 0,342 u2 0,526209677 1/5 0,11
w3 = weight for NO 0,081 u3 0 0/5 0,00

[1/6 checks not applicable] Total Score 0,91

Quite similar to PM 3.1/4.2: If the elements in this checklist are met party, it is already
considered as substantial contribution to resilience management. Therefore, partially is
considered here as contributing half of when meeting the requirements fully.

Contractor Management
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Performance Measure 6.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,761 u1 1 3/3 1,00
w2 = weight for Partly 0,158 u2 0,111929308 0/3 0,00
w3 = weight for NO 0,082 u3 0 0/3 0,00

Total Score 1,00

It is rather essential that these checks are met properly. A few subcontractors that work not
properly or if they have a high-risk profile, could already cause huge problems. Partly is
therefore considered not valuable.

Incident Reporting

Performance Measure 6.3 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,751 u1 1 4/4 1,00
w2 = weight for Partly 0,162 u2 0,112951807 0/4 0,00
w3 = weight for NO 0,087 u3 0 0/4 0,00

Total Score 1,00

It is rather essential that these checks are met properly. If lessons learned from failures or
near-misses are not examined properly, it could end up in a disruption in the near future.
Partly is therefore considered not valuable.

Communication Capabilities

Performance Measure 6.4 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,751 u1 1 4/5 1,00
w2 = weight for Partly 0,162 u2 0,112951807 0/5 0,00
w3 = weight for NO 0,087 u3 0 0/5 0,00

Total Score 1,00

Identical as PM 6.3. It is rather essential that these checks are met properly. Transferring
the right information may be the difference between a disruption or not. Therefore, partly
is not considered highly contributing to resilience.

Risk Transfer

Performance Measure 7.1 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,705 u1 1 1/2 0,50
w2 = weight for Partly 0,205 u2 0,18699187 1/2 0,09
w3 = weight for NO 0,09 u3 0 0/2 0,00

Total Score 0,59

Though partially meeting these requirements also contributes to resilience, there is a
substantial preference that they must be met fully rather than partly.

Risk Prevention
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Performance Measure 7.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,705 u1 1 1/2 0,50
w2 = weight for Partly 0,205 u2 0,18699187 1/2 0,09
w3 = weight for NO 0,09 u3 0 0/2 0,00

Total Score 0,59

Identical as in PM 7.1

Human Resource Capabilities

Performance Measure 7.3 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,785 u1 1 8/8 1,00
w2 = weight for Partly 0,149 u2 0,115438108 0/8 0,00
w3 = weight for NO 0,066 u3 0 0/8 0,00

Total Score 1,00

Identical as in PM 4.3; The implementation from the BCP are most of the cases either
present or not. If this is not done properly, it has not that much value anymore. Therefore,
Partly does not obtain a high value here.

Physical Resource Capabilities

Performance Measure 7.4 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,785 u1 1 5/5 1,00
w2 = weight for Partly 0,149 u2 0,115438108 0/5 0,00
w3 = weight for NO 0,066 u3 0 0/5 0,00

Total Score 1,00

Identical as in PM 7.3; The implementation from the BCP are most of the cases either
present or not. If this is not done properly, it has not that much value anymore. Therefore,
Partly does not obtain a high value here.

Testing of BCP

Performance Measure 8.1 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,649 u1 1 0/10 0,00
w2 = weight for Partly 0,279 u2 0,358752166 0/10 0,00
w3 = weight for NO 0,072 u3 0 10/10 0,00

Total Score 0,00

Most important is that tests are being executed. If the organization scores partly on the
elements, it is already considered that it contributes slightly to resilience management.

Maintenance
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Performance Measure 8.2 weights Class Utilities Fraction Class Score
w1 = weight for YES 0,649 u1 1 0/5 0,00
w2 = weight for Partly 0,279 u2 0,358752166 1/5 0,07
w3 = weight for NO 0,072 u3 0 4/5 0,00

Total Score 0,07

Identical as in PM 8.1; Most important is that tests are being executed. If the organization
scores partly on the elements, it is already considered that it contributes slightly to
resilience management.

Calculation of Operational Resilience Management Performance Index

Using the local weights from Figure 0.1 from Appendix I and the utility scores from the PMs, the
Resilience Management Performance Index can be calculated, which is demonstrated in below in
Table 0.2. The global weight * the utility obtained for a company is the contribution to resilience
management performance for each PM. The sum of these PMs represents the Resilience Management
Performance Index, which is 0.86776 where a maximum of 1.00 can be achieved. The last column
indicates how much improvement is possible from the current to the ideal situation for each PM.

Table 0.2 Calculation of Operational Resilience Management Performance Index

PM global weight utility score difference

1.1 0,004 1 0,004 0

1.2 0,02 1 0,02 0

2.1 0,04 1 0,04 0

2.2 0,04 1 0,04 0

3.1 0,069 0,81 0,05589 -0,01311

3.2 0,069 0,8 0,0552 -0,0138

4.1 0,009 0,9 0,0081 -0,0009

4.2 0,022 0,91 0,02002 -0,00198

4.3 0,05 1 0,05 0

5.1 0,157 1 0,157 0

5.2 0,078 1 0,078 0

6.1 0,033 0,91 0,03003 -0,00297

6.2 0,062 1 0,062 0

6.3 0,033 1 0,033 0

6.4 0,107 1 0,107 0

7.1 0,008 0,59 0,00472 -0,00328

7.2 0,029 0,59 0,01711 -0,01189

7.3 0,037 1 0,037 0

7.4 0,044 1 0,044 0

8.1 0,022 0 0 -0,022

8.2 0,067 0,07 0,00469 -0,06231

Resilience Index 0,86776 -0,13224


