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Summary

This research focuses on particular but important topic in the field of watermarking for audio.
Research at MIT and other institutes [2] has shown that larger payloads can be embedded in
watermarks by using clever quantization methods. It is the goal of this research to investigate
quantization methods for robust and imperceptible watermarking of digital audio. In the course
of this project the following topics will also be addressed:

• The inclusion of a model of the Human Auditory System (HAS)

• Signal modification in the frequency domain

• Implementation & simulation of the developed method(s)

• Robustness testing of the developed method(s)

• Perceptive testing of the developed method(s)

• Reporting :

- on relevant background literature

- on the developed method(s)

In this report two novel methods for embedding a digital watermark into an audio signal are
presented. They use clever quantization techniques to generate a watermark and one of them uses
a psychoacoustic auditory model to shape and embed the watermark into the audio signal while
retaining the signal's pecreptual quality. Recovery is performed without knowledge of the original
audio signal. During this research it has been found that the two presented watermarking methods
suffer from frame miss-alignments. This is still a topic for future research. Until this problem is
solved the methods can only be used for authentication (tamper proofing).
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Chapter 1

Introduction to the report

Digital watermarking is the science of imperceptibly embedding information in multimedia con
tent. As a high profile topic, digital watermarking only took off less than 6 years ago. Today,
digital watermarking is being proposed as a tool for implementing copy-protection, for performing
monitoring and verification tasks, for proving ownership, for tamper-proofing and for creating
interactive radio & television. Furthermore, digital watermarking is an active field of research:
many still feel that as a science it is still quite immature, and there is still many to learn.

This research focuses on a particular but important topic in the field of watermarking for au
dio. Most audio watermarking schemes as found in literature are based on a spread-spectrum
principle. In practice this means that embedding essentially is achieved by adding pseudo-random
noise and that detection amounts to some form of linear correlation. Although these methods
are well understood and give rise to high quality and robust watermarking schemes, there are
indications that these schemes perform well under channel capacity. Research at MIT and other
institutes [2], [29], based upon early work of Costa [28], has shown that larger payloads can be
embedded in watermarks by using clever quantization methods. Basically this larger payload is
achieved by avoiding host interference. However, naive approaches to these quantization strategies
fail to meet any serious robustness requirements. As mentioned in the summary, it is the the goal
of this research to investigate quantization methods for robust and imperceptible watermarking
of digital audio. In the course of this project the following will be addressed in this report:

• An introduction to watermarking is given where several topics around watermarking are han
dled. Some applications where watermarking is used are given. Some previously investigated
watermarking methods are briefly described. Furthermore outlines of the new methods are
presented and the use of human auditory system models is motivated.

• A psycho-acoustic auditory model (HAS model) is described. A psycho-acoustic auditory
model or short PAM is an algorithm that imitates the human auditory system. A PAM uses
knowledge from several areas such as biophysics and psychoacoustics. Some aspects out of
these research fields are described. The most important phenomena of the described model
is masking.

• The watermark embedding process is discussed. In the watermark embedding section the
quantization principle, degradation analysis, quantization implementations, embedded wa
termark and additional remarks regarding the watermark embedding can be found.

• In the watermark recovering section the recovering process is handled. During the recovering
process several stochastic calculations are used, these can be found in this section.

• 'Idle' case results are given. The 'idle' case means that after the embedding no further
processing was done on the files before recovering. Therefore these results are also referred
to as 'clean' or 'optimal' results.
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• The most important requirement of watermarking audio is to retain the perceptual quality
of the signal. Therefore the watermark should be imperceptible. To verify whether the
embedded watermarks are imperceptible listening tests have been performed. The results of
these tests can be found in a latter part of the report.

• An other important requirement of watermarking is the robustness. The robustness has been
tested and the results of these tests are given.

• A discussion is given at the end of the report.



Chapter 2

Introduction to watermarking

This chapter is used as an introduction to watermarking, therefore several topics around digital
audio watermarking are handled. Some applications using audio watermarking are given. A
number of previously investigated audio watermarking methods are briefly described. Furthermore
outlines of the new methods are presented and the use of human auditory system models (HAS
models) is motivated.

2.1 What is watermarking?

Data-transmission takes commonly place over a certain channel. If it is wanted to send additional
information with the data the easiest way to realize this is to use an additional channel. When no
additional channel is available a form of multiplexing to merge the additional information into the
data is unavoidable. This means that in cases that there is only one path available, (for example
TV-broadcasting, where the standards change from PAL, NTC etc. and the only available path
is the video-path) the additional information must be embedded into the data signal (of course,
without perceptible degradation of the data): this is watermarking (see figure 2.1). A more formal
definition of the watermarking can be desirable;

Definition 1: Definition of watermarking
A formal definition of the watermarking field could be:

'Watermarking is the transmission of data (host) and additional information (watermark) over
a single channel, without perceptible degradation of the data. '

In figure 2.1 a data signal and additional information are transmitted over a single channel.
To achieve this the host data and additional information (the watermark) are multiplexed be
fore transmission. At the recovering side two types of receivers can be distinguished; the human
receiver (human auditory and visual systems) and the watermark receiver/detector. For robust
watermarking it is required that the degradation (caused by the channel-transmission) is equal for
both receivers. When this is achieved the recovered h(t) and wet) are of similar quality. Of course
this is the ideal case and in praxis many watermarking approaches perform under channel capac
ity and therefore do not fulfill this requirement. In these situations a more fragile watermarking
method is obtained.

In signal processing, telecommunication and other fields it is well-known and understood that
better detection is gained when more information is available. This means that detection perfor
mance (i.e. the probability of detection and the probability of a false alarm) improves with the
energy of the signal (the watermark) to be detected. Analog to this more robust watermarking
schemes can be achieved by embedding larger payloads into the host data. However embedding

9
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h(t)

wet)

h(t) & wet)

Human receiver

Watermark receiver

h(t) = host data signal

wet) = additional information

Figure 2.1: Transmission of data and additional information over a single channel.

larger payloads can result in more complex approaches due to the fact that the the watermark
should remain imperceptible.

The realization of each watermarking approach can be implemented with a certain complexity.
The bottom-limit of the complexity depends on the approach. Most (real time) applications
confine the complexity to be limited. This results in the undeniable fact that not all approaches
are suitable for every application. Therefore while developing an approach the complexity should
be considered.

An other important phenomena in watermarking are 'false positives'. A typical 'false positive'
occurs when no watermark was embedded but the detector finds one. Since this situation is un
wanted 'false positives' should be prevented. It is obvious that this is the reason why watermarking
approaches try to keep the probability of a 'false positive' as low as possible.

2.2 Watermarking applications

The requirement that watermarking systems have to comply with are always based on the appli
cation. Therefore some applications of watermarking are presented here. Although there is no
'universal' watermarking method, applications require the watermarking methods to have a cer
tain amount of robustness. Different levels of required robustness can be identified depending on
the specific application. In this section some applications are mentioned in decreasing robustness
order.

2.2.1 Copyright protection

Watermarking for copyright protection is used to resolve rightful ownership and requires the
highest level of robustness. However, robustness alone is not sufficient for such applications. For
example, if different watermarks are embedded in the same data, it must still be possible to identify
the first, authoritative, watermark.

The Secure Digital Music Initiative (SDMI) is a forum that brings together the worldwide
recording, consumer electronics and information technology industries to develop open technology
specifications for protected digital music distribution. The specifications released by SDMI will
ultimately provide consumers with convenient access to music both online and in new emerging
digital distribution systems, enable copyright protection for artists work and promote the devel
opment of new music-related businesses and technologies.

Some audio-tools on the marked today for this purpose are: Audiokey by Cognicity, Giovanni by
Blue Spike, licensemusic.com, musicmaker.com and Mjuice which uses Verance's SDMI compliant
technology.

2.2.2 Copy protection

A desirable feature in multimedia distribution systems is the existence of a copy protection mecha
nism that prohibits unauthorized copying of the media. Copy protection is very difficult to achieve
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in open systems; in closed or proprietary systems, however, it is feasible. In such systems it is
possible to use watermarks indicating the copy status of the data. An example is the DVD system
where the data contains copy information embedded as a watermark. A compliant DVD player
is not allowed to playback or copy data that carry a 'copy never' watermark. Data that carry a
'copy once' watermark may be copied, but no further consecutive copies are allowed to be made
from the copy [26], [4].

2.2.3 Monitoring and verification tasks

Applications such as data monitoring and verification require a lower level of robustness. The
main purpose is to detect or identify stored or transmitted data. Examples are automatic verifying
billing purposes of radio broadcast or identification of (audio) files on the World Wide Web with
the help of web crawlers. An other example is in the field of commercials: When Coca Cola is
paying a TV-broadcast company to show their commercial, verification of the date and time the
commercial was sent is of course valuable to Coca Cola. For such applications, the watermarks
have to be easily extractable and must be reasonable robust, for example against standard data
processing like format conversion and compression.

2.2.4 Interactive radio & television

While creating interactive radio & television watermarks are used for triggering the user: some
parts of the video might light up or come into attention and can be selected in order to gain new
information on the topic. So here the interactive part of the medium is realized by watermarks.

For interactive radio & television purposes approximately the same level of robustness is needed
as for the monitoring and verification watermarks.

2.2.5 Authentication (Tamper proofing)

In authentication applications the watermarks have to resist only to certain (bit sensitive) attacks.
Among all possible watermarking applications, authentication watermarks require the lowest level
of robustness. The purpose of such watermarks is to authenticate the data content. For example,
data can be watermarked so that the watermark can accommodate lossy compression but they
are destroyed as soon as the data is manipulated in a different way.

2.3 Approaches to watermarking

As stated by the definition watermarking is the art of transmitting host data together with addi
tional information over a single channel without perceptible degradation of the host data. This
means that the additional information can only be embedded into these parts that are redundant
for the human receiver (the human visual and auditory systems).

Therefore watermarking concentrates on the modification of redundant parts in the host data.
The goal in this is to find and change the redundant parts and reach the edge of perceptibility.
Then and only then the maximum amount of payload is embedded into the host data which is
needed for a robust watermarking scheme, as told before.

To reach the edge of perceptibility many previous approaches to watermarking make use of
the knowledge of the human visual or auditory system. Since this research is concentrated on
audio watermarking some of the previous investigated audio watermarking techniques are (briefly)
presented in this part.

Comparing with the development of digital video and image watermarking, digital audio wa
termarking provides a special challenge because the human auditory system (HAS) is extremely
more sensitive than the human visual system (HVS). Although the HAS is extremely more sensi
tive than the HVS, there are effects (like phase shift and echo-ing) for which the HAS is known to
be relatively less sensitive. Whether these effects are usable for watermarking has been tested by
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Figure 2.2: Echo hiding examples of echo time delays d1 and do.

previous watermarking approaches. The approaches related to the less sensitive effects are referred
to as phase coding and echo hiding. The approaches follow in the next subsections.

2.3.1 Phase coding

In phase coding binary information is embedded into the audio signal by modifying the phase of
each frequency component of the Discrete Short Time Fourier Transform of the signal [37], [10].
Because the HAS is not highly sensitive to phase distortion, the data-change produces no audible
distortion.

Phase coding is one of the most effective coding schemes in terms of the signal-to-noise ratio
because listeners might not hear any difference caused by a smooth phase shift, even though
the signal pattern may change dramatically. When the phase relation between each frequency
components is dramatically changed, phase dispersion and 'rain barrel' distortions occur. However,
as long as the modifications of the phase are within certain limits an inaudible coding can be
achieved.

Phase coding can be used but it is sensitive to most audio compression algorithms. An other
disadvantage is that the watermark can be disturbed by a smooth change of the phase without
noticing perceptually. Since this is rather easy to achieve, the watermarks can be removed by
other parties without the utmost exertion.

2.3.2 Echo hiding

Echo hiding is a method for embedding information into an audio signal. It seeks to do so in a
robust fashion, while not perceivably degrading the original signal. Echo hiding has applications
in providing proof of the ownership, annotation, and assurance of content integrity. Therefore, the
embedded data should not be sensitive to removal by common manipulations to the embedded
audio such as filtering, re-sampling, block editing or lossy data compression.

Echo hiding embeds data by introducing an echo [37], [9]. The value of the hidden data
corresponds to the time delay of the echo (for example d1 for b = 1 and do for b = 0) and its
amplitude. The echo delays are selected to be less than the detectable hearing limit

For the embedding process, the original signal v(t) is divided into segments and one echo
is embedded in each segment. In a simple case, the embedded signal c(t) can for example be
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expressed by equation 2.1.

c(t) = v(t) + a(t) . v(t - db)

13

(2.1)

Where a(t) is an amplitude factor. The watermark bits are the two echo time delays; d1 and do.
This is illustrated in figure 2.2. The extraction is based on the spectrum auto-correlation of the
embedded signal. The decision of a d1 or a do delay can be made by examining the position of a
spike that appears in the auto-correlation diagram.

Echo hiding can effectively place perceptually inaudible information into an audio stream.
However it is easy to be detected by other parties.

2.3.3 Spread spectrum

Spread-spectrum systems have been developed since the mid 1950's. The initial applications
have been military anti-jamming tactical communications, guidance systems, experimental anti
multipath systems and to other applications. A definition of spread spectrum is given by RL.Pickholz
[11].

Definition 2: Definition of spread spectrum

'Spread spectrum is a means of transmission in which the signal occupies a bandwidth in excess of
the minimum necessary to send the information; the band spread is accomplished by means of a
code which is independent of the data, and a synchronized reception with the code at the receiver
is used for despreading and subsequent data recovery. '

Under the above definition, standard modulation schemes such as FM and PCM which also spread
the spectrum of an information signal do not qualify as spread spectrum.

An advantage of spreading the spectrum is that although the power of the signal to be trans
mitted can be large, the signal-to-noise ratio in every frequency band will be small. Even if parts
of the signal could be removed in several frequency bands, enough information should be present
in the other bands to recover the signal [16], [25], [17]. Since spread signals tend to be difficult
to remove, embedding methods based on spread spectrum should provide a considerable level of
robustness.

One method of spreading the spectrum of a signal is to modulate the signal using a very
wideband spreading signal such as pseudo-random-noise. This modulation is usually some form of
digital phase modulation, although analog amplitude or phase modulation is conceptually possible.
The spreading signal is chosen to have properties which facilitate demodulation of the transmitted
signal by the intended receiver, and which make demodulation by an unintended receiver as difficult
as possible.

If the bandwidth of the spreading signal is large relative to the data bandwidth, the spread
spectrum transmission bandwidth is dominated by the spreading signal and nearly independent
of the data signal. Bandwidth spreading by direct modulation of the data-carrier by a wideband
spreading signal or code is called direct-sequence spread spectrum.

Other types of spread-spectrum systems exist in which the spreading code is used to control
the frequency or time of transmission of the data-carrier, thus indirectly modulating the data
carrier by spreading code. In general two variants of spread spectrum are used: direct-sequence
and frequency-hopping schemes.

In direct-sequence watermarking schemes, a typical up-sampling of the watermark is done to
spread the watermark information. The spread watermark information is time-modulated with a
pseudo-random noise-signal to retrieve a wideband signal (see fig 2.3). The resulting signal looks
like the pseudo-noise signal. In particular, the spectrum of the resulting spread signal and the
pseudo-noise signals are similar.
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Figure 2.3: Direct-sequence spread spectrum scheme
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Figure 2.4: Frequency-hopping spread spectrum scheme

An other method for widening the spectrum of a data carrier is to change the frequency of the
carrier (periodically). Each carrier frequency is chosen from a set of frequencies. The spreading
code in this case does not directly modulate the data but is instead used to control the sequence
of carrier frequencies. Because the transmitted signal appears as a data-modulation with a carrier
which is hopping from one frequency to the next, this type of spread spectrum is called frequency
hop spread spectrum. In the receiver, the frequency hopping is removed by mixing with a local
oscillator signal which is hopping synchronously with the received signal.

According to this principle frequency-hopping watermarking schemes alter the frequency of the
carrier signal in a way that it hops rapidly from one frequency to the other. To realize this the
schemes use a random process to alter the carrier frequency which in this way describes a wide
range of frequency values. As a result the modulated watermark signal has a wide spectrum (see
fig 2.4).

Embedding scheme

After an appropriate spread watermark is obtained, this watermark has to be embedded into
a host data signal. An example of this process is given in fig 2.5. Fig 2.5 shows an outline
for embedding and recovering the obtained spread signal into and out of a host signal. Both
schemes mentioned above suffer from the same disadvantage; the re-synchronization between the
received signal and the pseudo-noise signal dominates the recovery process. To achieve significant
(re-)synchronization knowledge of the pseudo-noise signal used during the spreading process is
required which of course is very unfortunate. Another disadvantage is that the spread spectrum
methods suffer from host-interference occurring during the recovering process, which makes (re-)
synchronization and detection even harder.
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Embedding Recovering
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Spread signal

S(jm)

Host signal

Marked host signal

Marked host signal

Spread signal

Figure 2.5: Spread signal embedding and recovering illustrated (in the frequency domain)

2.3.4 LSB modification

The basic idea in the least significant bit (LSB) modification technique is to embed the watermark
in an audio signal by replacing the LSB of each sample value by a quantized version corresponding
to the watermark [8]. LSB modification is the simplest way to embed data into digital audio and
can be applied in all ranges of transmission rates with digital communication modes and of course
in all kind of domains. A brief overview of an example of a LSB modification method is now
described.

watermark

Embedding Recovering

watermark

Figure 2.6: LSB quantization model, watermark embedding and recovering

LSB quantization on a PCM signal

The quantization method mentioned here is based on an ODD-EVEN quantization. For embed
ding this means that the sample values of the PCM signal are modified to gain this odd or even
status which represent the watermark bits. This can be easily achieved by changing the LSB.
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During the watermark recovering, the watermark bits are obtained out of the PCM sample values.
The odd or even status of the sample values represent the watermark bits. These bits can be
obtained with equation (2.2).

Watermardt) = mod (w(t), 2) (2.2)

With the use of equation (2.2) the assumption is made that an even status represents a logic zero
and an odd status represents a logic one, of course all kind of variations on this principle are
possible. The watermark embedding and recovering process of the LSB quantization method is
given in figure 2.6.
The disadvantage in naive quantization watermarking approaches, like the here given LSB quan
tization, is the poor immunity to manipulations; the watermark information can be destroyed
by channel noise, re-sampling etc. In order to overcome this disadvantage two new quantization
methods are investigated and described in this report.

2.4 Outline of the new quantization methods

In the previous section it is written that rather primitive quantization methods such as the LSB
modification suffer from poor immunity to manipulations. Therefore this research tries to develop
a new quantization method which suffers less from these disadvantages. During this research two
methods were investigated.

In this watermarking introduction it has previously been stated that more robust watermark
ing schemes can be achieved by embedding larger payloads into the host data. To determine the
maximum amount of watermark-information (that can be embedded into the host signal) per
ceptual models of the Human Auditory System (HAS-models) can be used. One of the methods
described in this report uses such a HAS-model to determine the maximum amount of embed
able watermark-information. The used HAS-model will be referred to as Psychoacoustic Auditory
Model or short PAM. In the other (second) method described in this report the maximum amount
of embedable watermark-information is based upon the energy per critical band.

In the two methods the quantization step size is adapted to the host signal (by making use of a
PAM or based on the energy per critical band). The step size is used to quantize the components of
the power spectrum. In specific the magnitude of the power spectrum is quantized. By quantizing
the magnitude the phase of the signal is not affected. This is done on purpose because the HAS
is less sensitive to phase shifts and therefore embedding a watermark into the phase is easy to
remove (as described in the phase coding section). The outline of the two methods will be given
in the next subsections.

2.4.1 First method (based on PAM masking threshold)

This method uses a PAM to determine the quantization step size. The PAM processes the audio
signal to produce information about the final masking threshold. The final masking threshold
information is used during the watermark-quantization. By using a PAM the obtained watermark
is ideally imperceptible for the average listener. To overcome the potential problem of the audio
signal being to long to be processed all at the same time the signal is segmented into short
overlapping segments, processed and added back together. Each one of these segments is called a
'frame'.

The outline for this quantization method can be found in figure 2.7. The first step is to
transform the audio signal to the frequency domain using the Fast Fourier Transform (FFT). In
the frequency domain the power spectrum, energy per critical band and the spread energy per
critical band are calculated to estimate the masking threshold. This masking threshold is used
during the watermarking-quantization to gain an imperceptible watermark. At last the frequency
domain output is translated to the time domain using the Inverse Fast Fourier Transform (IFFT)
and the next frame is processed.
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Figure 2.8: Outline of the second watermarking-quantization method

2.4.2 Second method (based on energy per critical band)

Both methods are very similar only the first uses a PAM and the second does not. Therefore
whether the obtained watermark is ideally imperceptible for the average listener is questionable.
The outline for the second quantization method can be found in figure 2.8. Again the first step is
to transform the audio signal to the frequency domain using the Fast Fourier Transform (FFT).
This time only the power spectrum and energy per critical band are calculated and used to
estimate a threshold. This threshold is again used during the watermarking-quantization to gain
an (imperceptible) watermark. At last the frequency domain output is translated to the time
domain using the Inverse Fast Fourier Transform (IFFT) and the next frame is processed.



Chapter 3

Psychoacoustic auditory model
(HAS model)

A Psychoacoustic Auditory Model (PAM) is an algorithm that imitates the Human Auditory
System (HAS). It uses knowledge from several areas such as biophysics and psychoacoustics.
From the many phenomena that occur in the hearing process, the most important for this model
is 'simultaneous frequency masking'.

3.1 Masking

Masing is the effect by which a faint but audible sound becomes inaudible in the presence of another
louder audible sound (the masker) [22]. The masking effect depends on the spectral and temporal
characteristics of both the masked signal (maskee) and the masker [22]. Frequency masking refers
to masking which occurs in the frequency domain; if two simultaneously signals are close together
in frequency the stronger masking signal will make the weaker masked signal inaudible. The
masking threshold of a masker depends on the frequency, magnitude (sound pressure level) and
the tone-like or noise-like characteristics of both the masker and the masked signal [30]. The
difference in sound pressure level between the masker and maskee is called the 'masking level' [12].
It is easier for a broadband noise to mask a tonal than for a tonal signal to mask out a broadband
noise. Moreover, higher frequency signals are more easily masked.

In figure 3.1 some curves that show the masking threshold for different narrow band noise
maskers centered at 70, 250, 1000, 4000 and 8000 Hz are depicted. The level of all the maskers
is 60 dB. The broken line represents the 'threshold in quiet'. Average listeners will not hear any
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Figure 3.1: Masking curves in (a) linear and (b) logarithmic frequency scale [12}
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Figure 3.2: Pre and post-masking in the temporal domain

sound below this threshold. Notice that the shape of all the masking curves is very different across
the frequency range in both graphs of figure 3.l.

Frequency masking refers to masking in the frequency domain as mentioned before but there
is also an other form of masking which is called temporal masking. Temporal masking refers to
masking in the temporal domain. In the temporal domain two types of masking are applicable;
pre- and post-masking. Pre-masking effects render weaker signals inaudible before a (stronger)
masker. Post masking effects render weaker signals less audible after a stronger masker. Pre
masking occurs from 5-20 msec. before the masker is present while post-masking occurs 50-200
msec. after the masker is gone [30]. The pre and post-masking effects are illustrated in figure 3.2.

3.2 Bark scale

As the human ear is part of the HAS, it's function is taken into account while generating a PAM.
The human ear acts as a frequency analyzer and can detect sounds with frequencies which vary
from 10 Hz to 20000 Hz. The HAS can be modeled by a set of 26 bandpass filters with increasing
bandwidths with increasing frequency. The 26 bands are known as critical bands.

Since the bandwidths increase with increasing frequency a non-linear scale is obtained (see
figure 3.1). To overcome this non-linearity a new scale that corresponds to the natural frequency
scale has been introduced. This natural frequency scale is known as 'critical band rate' or 'Bark
scale'. The concept of the Bark scale is based on the well-investigated assumption [12] that
the basilar membrane in the hearing mechanism analyzes the incoming sound through a spatial
spectral analysis. This is done in small sectors or regions of the basilar membrane that are called
'critical bands'. If all the critical bands are added together in a way that the upper limit of one
is the lower limit of the next one, the critical band rate scale is obtained. Also a new unit has
been introduced, the 'Bark' that is by definition one critical band wide. Figure 3.3 shows the
relationship between the Bark scale and the linear and logarithmic frequency scales. It can be
concluded out of the logarithmic plot that the Bark scale is somewhat log-linear from 200 Hz to
10 kHz.

To show the relationship between the masking curves in Frequency scale and Bark scale figure
3.4 shows the same masking curves as in figure 3.1 in the Bark scale. The effectiveness of the
Bark scale is obvious. The shapes of the curves for different center frequencies are very similar.
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Various approximations may be used to translate the frequency scale into the Bark scale [23]:

or:

)

2
-1 0.761 -1 1

z = 13 tan (1000 ) + 3.5 tan ( 75000

= ( 26.811 ) _ 0.53
z 1960 + 1

(3.1)

(3.2)

where 1 is the frequency in Hertz and z is the frequency in Barks. Equation (3.1) is more accurate
and (3.2) is less complex.

3.3 Obtaining the PAM threshold (T[z))

The PAM processes the audio signal to produce information about the final masking threshold.
The final masking threshold information is used during the watermark-quantization. In this part
obtaining the final masking threshold is described. For an outline on the used method is referred
to figure 2.7 and [31].

3.3.1 Fast Fourier Transform of a finite length signal

The cochlea can be considered as a mechanical to electrical transducer and its function is to make
a time to frequency transformation of the audio signal. To be more specific the audio information
in time is translated in first instance into a frequency-spatial representation inside the basilar
membrane. This spatial representation is perceived by the nervous system and translated into a
frequency-electrical representation. The obtained representation is our continuous audio signal.

An analysis of this continuous audio signal of infinite length is desirable. It is very common
in signal processing to base the analysis on the stationary characteristics of the signal. Since it
is impossible to obtain the stationary characteristics of an infinite signal (due to physical restric
tions) the signal is split up into stationary segments of finite length. Normally for proper signal
segmentation window-functions (WI) are used. The main property of these functions W, is that the
sum equals one;

L: W, = 1 l E {O, -+ }

wI(k) = w(k -IN)

Furthermore W can be one out of the various kind of window functions (found in literature) [35],
[7];

W = rect(k).
W = hanning(k)

W = triang(k)
W = .

Now when the continuous audio signal is given as s it can easily be found that;

s = s . 1 = s . L W, = L s . W,
The analysis is now done on the segmented signals s .W, = S,. The signal s, can be transformed to
the frequency domain with the Fourier transformation (described in appendix a). The frequency
representation of s, can then be used to determine the energy per critical band (explained later
on).

In practice the above means that before any discrete transform can be applied the signal needs
to be sampled and windowed, and this may introduce approximation errors. In our 'modern' world
digital audio has already been taken into daily practice (compact disc, MPEG-3, minidisc etc.).
Therefore if these audio sources are used, the problem can be reduced to windowing the discrete
audio signal.
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Windowing is needed because the used digital systems (computer, data-acquisition boards etc)
have physical restrictions (as mentioned before). Due to these restrictions it is not possible to cal
culate the frequency transformation for the whole signal. To overcome this problem 'windowing'
is used.

Mathematically this can be taken into account with the introduction of a window functian w[k].
The window function is used to construct the N-points signal s[l, k] out of the M -points signal
s[k]. In s[l, k] l refers to the offset of the window function. The relation between s[k] and s[l, k] is
given by equation (3.3). An example of windowing a finite length signal is given in figure 3.5.

~-l

s[l,k] = w[k -l~]s[k] and s[k] = L: s[l,k -l~]
1=0

(3.3)

Where:
l =window index 0 ~ l ~ 2t! - 2

s[k] = M-points signal, s[k] = 0 for k < 0 and k > M - 1
s[l, k] = N-points signal, s[l, k] = 0 for k < 0 and k > N - 1
w[k -l~] = window function, shifted right over l~ samples

By using the previous relation between s[k] and s[l, k] The Fast Fourier Transform (FFT) of the
windowed signal s[l, k] can be calculated with equation (A.4):

Sw[l, n] = FFT (s[l, k]) = FFT (w[k -l~]s[k])
or more explicit:

N-l N-l
Sw(l, n] = L: s[l, k]e- j1fnk = L: w[k -l~]s[k]e-j1fnk

k=O k=O

(3.4)

Notice that out of the inverse FFT (denoted IFFT and defined by equation (A.2)) not s[l, k] is
obtained but its periodic form s[l, k];
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s[l, k] =IFFT (Sw[l])

N-l

s[l, k] = ~ I: Sw[l]e-i~lk
1=0

(3.5)

To find s[l, k] the relations between s[l, k] and s[l, k], given in equation (3.6), must be used after
the IFFT;

00

s[l,k]=RNs[l,k] and s[l,k]= l: s[l,k-rN]
r=-ex>

(3.6)

In equation (3.6) RN is aN-points rectangle function. Notice that the M -points original signal
s[k] can be reconstructed by:

¥t--l
s[k] = l: s[l, k -l~]

1=0

Fourier transformations on finite length signals tend to introduce artifacts at the edges of the
spectrum. Research on suppressing these artifacts has lead to various kind of window functions;
Rectangle, Barlett, Hanning, Hamming, Blackman, Kaiser etc. [35],[7]. It has been found that
suppression of the artifacts can be realized by 'smoothing' the edges of the finite length signal to
zero. It can be seen in figure 3.5 that the used window function smooth the edges of the N -points
signal s[l, k] to zero. As a result of these 'smoothing window functions' the frames overlap in order
to take every sample completely into account.

3.3.2 Power Spectrum & Energy per critical band

The first step in the frequency domain is to calculate the power spectra of the audio signal. This
is calculated with :

The energy per critical band, Spz [z], is defined as :

HB[z]

Spz[z] = I: Sp[n]
n=LB[z]

In which:
z = 1,2,.. ,Zt Z € Z

Zt = last critical band applicable
LB[z] = Lower frequency in critical band z
HB[z] = Higher frequency in critical band z

(3.7)

(3.8)

The power spectrum, Sp[n], and the energy per critical band, Spz[z], are the base of the analysis
in the frequency domain. They will be used to compute the spread masking threshold. Figure 3.6
shows the power spectrum and the energy per critical band for a particular frame.

3.3.3 Spread masking across critical bands

In order to include the human hearing masking effect in the PAM, this masking effect must be
defined in a model that can be used during the generation of the PAM.
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Figure 3.8: Basilar membrane spreading function B[z] (in dB), modeled by equation (3.9)

The effect of masking produced by narrow-band maskers is level dependent and therefore a
nonlinear effect. In figure 3.7 experimental data of basilar-membrane spreading curves of a narrow
band noise masking a tone of a given frequency is shown. The level of the masker is varied from
20 dB to 100 dB spectrum loudness (SPL).

As shown in figure 3.7 all masked thresholds show a steep rise from low to higher frequencies
up to the maximum of masking; the left side is almost the same for all the masker levels.

Beyond this maximum the masked threshold decreases quite rapidly toward higher frequencies
for low and medium masker levels. At higher masker levels, however, the slope toward high
frequencies, that is, larger critical-band rate, becomes increasingly shallow; the right slope differs
with the different masking levels.

This nonlinear rise of the upper slope of the masked threshold with the masker level is an effect
that is assumed to be produced in the inner ear already [12].
A model that approximates the basilar membrane spreading function without taking in account
the change in the nonlinear rise of the upper slope is defined [23] (in dB's):

10loglO B[z] = 15.91 + 7.5(z + 0.474) -17.5V1 + (z + 0.474)2 (3.9)

where z = 1,2, ... , Zt (integers) and thus the Bark scale, figure 3.8 shows B[z].

The auditory model uses the information about the energy in each critical band given by equation
(3.8) and uses equation (3.9) to calculate the spread masking across critical bands Sm[z]. This is
done by equation (3.10).

Sm[z] = Spz[z] *B[z] (3.10)

This operation is a convolution between the basilar membrane spreading function B[z] and the
total energy per critical band Sp,,[z]. Notice that equation (3.10) calculates the spreading in the
magnitude domain. A true spreading calculation should include all the components in each critical
band, but for the purposes of this algorithm, the use of the energy per critical band is a close
approximation. Sm[z] can be interpeted as the energy per critical band after taking in account
the masking occasion by neighbouring bands. Sm[z] is shown in figure 3.9.
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Figure 3.9: Power Spectrum and Spread Energy per Critical Band Sm[z]

3.3.4 Masking threshold estimate

Masking index

There are two different indexes used to model masking. The first one is used when a tone is
masking noise (masker = tone, maskee = noise), and it is defined to be 14.5 + Z dB below the
spread masking across critical bands Sm[z], In this case z is the center frequency of the masker
tone using a bark scale.

The second index is used when noise is masking a tone (masker = noise, maskee = tone), and
is defined to be 5.5 dB below Sm[z], regardless of the center frequency [18].

Spectral Flatness Measure (SFM) and tonality factor (19)

The SFM is used to determine if the actual frame is noise-like or tone-like and then to select
the appropriate masking index. The SFM is based on the arithmetic (Am) and geometric (Gm)
means of the power spectrum in the bark domain Spz[z];

Zt

Am = it I: Spz[Z]
z=1

(3.11)
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Lemma 1: Geometric mean VB. arithmetic mean
When the geometric (Gm) and arithmetic (Am) means are defined as:

(
N' )*Gm = ,Ii ai •
,=1

N,

and Am = J.,. L ai
, i=l

where ai is element i in a and N i is the number of elements in a

Then

(rr
N

• a,,) * 1 N.
~ -N. Lai

,=1 ' i=l

States that the geometric mean is always smaller than or equal to the arithmetic mean.

(3.12)

Comment : In order to illustrate the behaviour of the two means, a two variable case (ai
and aj) is described;

Where for example :
ai = 3 (fixed)

aj to lR (variable)

The geometric mean and arithmetic mean are depicted in figure 3.10. Notice that the geometric
mean is smaller than or equal to the arithmetic mean. Notice further that the geometric mean
and arithmetic mean are more or less equal when ai ~ aj'

o
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Figure SFMdB (dB) f)

a -3.5434 0.0591
b -4.1100 0.0685
c -35.5896 0.5932
d -64.3879 1

Table 3.1: SFMdB and f) corresponding to figure 3.11
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In the watermarking method the SFM is defined as the ratio of the geometric to the arithmetic
mean of Spz[z], expressed in dB by equation (3.14). In this equation Zt is the total number of
critical bands in the signal. Notice that SFMdb is smaller or equal to 0 because SFM is less or
equal to 1 due to lemma 1.

(3.13)

By defining the SFM as in equation (3.13) the SFM is close to 1 if the terms of Spz[z] are more or
less equal and the SFM is close to zero for spiky distributions. The SFM can also be expressed
in dB:

(3.14)

The value of SFMdB is used to generate the 'tonality factor' that will help to select the right
masking index for the actual frame. The tonality factor is defined in [23] and [18] as the minimum
of the ratio ofthe calculated SFMdB over a SFMdB maxima and 1. This is according to equation
(3.15).

. (SFMdB )
f) =mm SFM ,1

dBmaz

with SFMdBmax = -60 dB. And knowing that SFMdB ~ 0 implies that:

(3.15)

If the analyzed frame is tone-like, the tonality factor f) will be close to 1 and if the frame is noise
like, f) will be close to O. This is illustrated in figure 3.11 where several spectra are shown. The
corresponding values of SFMdB and f) are given in table 3.1.

The tonality factor f) is used to calculate the masking energy offset O[z] (also in dB's) which is
defined in [23] and [18] by equation (3.16).

O[Z] = 101oglO(O[Z]) = f)(14.5 + z) + (1 - f))5.5 (3.16)

The offset O[z] is subtracted from the spread masking threshold to estimate the raw masking
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Figure 3.11: Several noise-tone spectra

threshold Traw[z] for a critical band. This results in equation (3.17) and an example of Traw[z]
for a particular frame is given in fig. 3.12.

(3.17)

Threshold normalization

The use of the spreading function B[z] increases the energy level in each one of the critical bands
of the spectrum Sm[Z]. This effect has to be undone using a normalization technique, to return
Traw[z] to the desired level. The energy per critical band calculated with equation (3.8) is affected
by the number of components in each critical band. Higher bands have more components than
lower bands, affecting the energy levels by a different amount.

In general when distortion is added to a band the goal is to limit the 'total' distortion of the
band. The distortion should not not exceed a certain threshold. In the problem handled here
this threshold (for a certain critical band) is defined as Traw[z], so the problem can be depicted
as in figure 3.13 and formulated by equation (3.18). In figure 3.13 the frequency components of a
critical band are disturbed with a constant distortion per component: 8[n].

HB[z]

L 8[n] ~ Traw[z]
n=LB[z]

(3.18)

And this results in :
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In which NzJ[n] denotes the total distortion of critical band z and where:

z = 1,2, .. ,Zt (integers)
N z = number of frequency components in band z

Therefore in order to meet the requirement of equation (3.18) the normalization used in [18] simply
divides each one of the components of Traw[z] by the number of points in the perspective band
N z ;

,." [ ] _ Traw[z]
.Lnorm Z - N

z
(3.19)

Final masking threshold

After normalization the last step is to take the absolute auditory threshold or 'hearing threshold'
into account. The hearing threshold varies across the frequency range as stated in Zwicker and
Zwicker [12]. In the proposed auditory model the hearing threshold will be simplified to use the
worst case threshold (the lowest). That is defined in [18] as a sinusoidal tone of 4 kHz with one bit
of dynamic range. These values were chosen based on the data from experimental research that
shows that the most sensitive range of the human ear is in the range of 2.5 to 4 kHz [12]. For a
frequency of 4 kHz the measured sound intensity is 10-12 Watt/m2 • The chosen amplitude (one
bit) is the smallest possible amplitude value in a digital sound format. The hearing threshold is
then calculated according to [18] with equation (3.20).

Where

TH = max(Pp[nJ)

Pp[n] = ISp[nW

Spin] = FFT(P[kJ)

p[k] = 2~ . sin(21r4000 ;. )

k = 1,2 ...N k

N k = (audio) block length
f. = (audio) sample frequency

m = the number of bits (in the used audio format)

(3.20)

Table 3.2 shows some values of TH for different f., m and block lengths.

Nk f. m TH
1024 44100 Hz 12 1.49.10 -::I

16 5.82.10 of>

18 3.64.10-0

1024 22100 Hz 12 1.85.10 -11

16 7.24.10 -14

18 4.53.10 -1f>

512 44100 Hz 12 2.01·10-::1
16 7.76.10-0

18 4.86·10 ./
512 22100 Hz 12 1.31 . 10 '1~

16 5.09.10 ·1f>

18 3.18. 10 ·10

Table 3.2: Some values of T H for different parameters.
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The hearing threshold T H (fs = 44100 Hz and m = 16) and the normalized threshold Tnorm[z]
are depicted in fig. 3.14. The final threshold T[z] is then calculated with equation (3.21).

T[z] = max(Tnorm[z], TH)

Power Spectrum and Normalized Threshold with Hearing Threshold

(3.21)
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Figure 3.14: Normalized masking threshold Tnorm[z) and hearing threshold T H (dashed line)



Chapter 4

Watermark embedding

In this part the the watermark embedding process is discussed. It is the goal to embed an imper
ceptible payload that is as large as possible. Remember that with larger embedded payload, better
detection is possible (as stated before). In this case the embedding is based upon a quantization
method. The main issue in a quantization method is the quantization step size. Therefore the
step size has to meet certain requirements which will be described during this section. First the
quantization principle will be described.

4.1 Quantization principle

A communication channel is created by means of the quantization method in a way so that bits
can be transmitted over the channel. To realize this the bits b are embedded into the samples 8

by the quantization method which is based upon an ODD-EVEN quantization. Therefore the
quantization is done to an odd or even times the quantization step size ~. Defining [8] as in (4.1)
results in the two situations given in equation (4.2).

[8] = {n E Z 1 In - 81 ~~} (4.1)

b = 0: -+ [2t.] ·2~=8 even
(4.2)

b = 1: -+ [stt.t.] .2~ - ~ = 8 odd

When realizing the raw communication channel as given in equation (4.2) it can be easily found
that the difference in the original sample 8 and its quantized version 8 is less or equal to the step
size ~;

\8 - 81 ~ ~

The here given method introduces only a raw communication channel and for practical solutions
it can be required to obtain a more robust communication channel. One way of realizing a more
robust channel is by spreading the bits over more samples like in equation (4.3).

(4.3)

An other essential feature is to make ~ signal dependent. Since this section is restricted to the
quantization principle the bit spreading and signal dependency of ~ are described in an other part
of the report.

As shown in equation (4.2) the quantization is done to and odd or even level, depending on
the embedded bit b. In order to gain this odd or even status the dimension to quantize has to be

34
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Figure 4.1: Quantization of a certain sample s. In (a) the sample s is depicted, in (b) this sample
is quantized to an even level and in (c) quantization to an odd level is shown.

divided into corresponding levels. The size of these levels is determined by the quantization step
size ~. The levels can be defined as in (4.4).

where:

~ ·2k

~. (2k + 1)

even

odd
(4.4)

~ = quantization step size
k = 1,2.. (the quantization index k f: Z)

Notice that using the above equations results in one bit per sample and when ~ equals the LSB-size
this is similar to the LSB modification described previous by this report.

An example of quantizing a certain sample s is depicted in figure 4.1. In figure 4.1(a) sample
s is shown together with the quantization levels and their bit values. However, it can be seen that
the size of s differs from the quantization levels. The difference to the closest even level (~2k)

is <5 and to the closest odd level (~(2k + 1)) is ~ - <5. Quantization to these levels is depicted
in figure 4.1(b) and (c). To realize the quantization to these levels an equation can be derived
mathematically. First the coding rule can be mathematically expressed as;
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Definition 3: Mathematical coding rule
The coding rule is mathematically expressed as:

b =0:
b = 1:

s = tl2k + 8
s = tl(2k + 1) + 8

even
odd

(4.5)

where:
tl = quantization step size

k = 1,2.. (the quantization index, k € IE)

When the defined coding rule is used a general quantization formula can be given;

Lemma 2: Geneml quantization formula
When the coding rule is defined as in equation (4.5) than quantization to the closest odd or even
level can be realized with :

where:

Lslb = (round (2~ +~) ·2 - b) .tl

s = the sample value
Lsl = the quantized sample
tl = quantization step size

b dO, I} = the bit to be embedded

(4.6)

Proof: In the example of figure 4.1(a) two different situations can be separated; an even and
an odd situation. Furthermore s differs from the quantization levels with a certain 8. Therefore
these situations can be mathematically expressed as in equation (4.5).

Rewriting equation (4.5) in a way that it results in an odd or even number of tl's can be done as
in equation (4.7).

where:

b = 0:
b = 1:

2~ = k +8
stt::.t::. = (k + 1) +8

'81 < 0.5
181 < 0.5

even

odd
(4.7)

k = 1,2.. (the quantization index, k € IE)

Equation (4.7) shows that rounding 2~ and stt' results in the integer values k and k+ 1 respectively

because 181 < 0.5. Using this information the formulas for the two quantization situations can be
easily drafted. In equation (4.8) the formulas to quantize s to the desired level are given.

where:

even b = 0:
odd b = 1 :

Lsl = round (2~) ·2tl
Lsl = (round (2~ + 0.5) ·2- 1) . tl

Lsl = the quantized sample

(4.8)

Making use of the bit-value b corresponding to the two equations in (4.8), a general quantization
formula can be derived: equation (4.6).

D
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By using equation (4.6) detection can be easily realized with equation (4.10) as stated in the
following definition;

Definition 4: General detection formula
This definition states that, when using an ODD-EVEN based quantization method as described
in this section, the detection can be easily realized by a modulo 2 calculation;

where:

b = mod (8',2)

b to {O, I} = the detected bit
8' = the prime sample value

(4.9)

To investigate the general detection formula definition two different situations are looked at. First
the situation where the detection is done directly after the quantization (which is the 'idle' case)
is investigated. In the second situation the samples are distorted with noise. The 'idle' case can
be detected according to the following lemma.

Lemma 3: 'Idle' case detection formula (without noise)
When the quantization is done by (4.6) then the 'idle' case the detection can be realized by;

(4.10)

where:
L81b =the quantized sample
b. = quantization step size
b t:{0, I} = the detected bit

Proof: Substituting equation (4.6) into (4.10) results in;

b = d ( L8h 2) = d ( (round (2X + ~) . 2 - b) . b. 2)
mo b.' mo b. '

b= mod ( (round (2~ + ~) . 2 - b) ,2)

since the round( ... ) results in an integer value A it can be stated that;

round (~ + ~) .2 = A. 2
2b. 2

with the above equation (4.11) can be rewritten into;

b = mod ((2A - b), 2)

since b to {O, I} it can now be easily found that;

(4.11)

b = 0:
b = 1:

Therefore the lemma is valid.

b = mod (2A, 2) = 0
b = mod (2A - 1,2) = 1

even
odd

(4.12)

o
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Lemma 4: General detection formula with noise
When the quantization is done by (4.6) then for a 'noisy' channel, in which the absolute size of
the noise does not exceeds half the quantization step size, detection can be realized bYi

(4.13)

where:
6. = quantization step size
b f {O, 1} = the detected bit

LSn1b = the quantized sample disturbed with noise

Proof : For proofing this lemma the quantized sample disturbed with noise can be expressed
as in equation (4.14).

LSnh = Lsh + n

Substituting equation (4.14) into (4.13) results in;

(4.14)

b = mod (round (LS~h),2) = mod (round (Lsl~+ n), 2)

In the above equation it can be seen that when Inl < ~ the detection is equal to the 'idle' case and
no errors occur. Therefore in this the situation that Inl < ~ the equation can be approximated
by (4.10) and the lemma can be proven in the same manner as before.

In the situation that Inl ~ ~ it is found that;

b = mod (round (round (2~ + ;) .2 - b + ~) ,2)

again the inner round( ... ) results in an integer value>' and it can be stated that;

round (~+~) ·2 = >'·2
26. 2

with the above equation (4.15) can be rewritten into;

b = mod (round (2). - b+ ~) ,2)

since b f {O, 1} and Inl ~ ~ it can now be easily found that;

(4.15)

b = 0: b = mod (round (2)' + n), 2) = 1 --+ odd
(4.16)

b = 1 : b = mod (round (2). - 1 + n) ,2) = 0 --+ even Inl ~ !
It is clear that in the case that Inl ~ ~ errors occur. Therefore the lemma is only valid for Inl < ~.

D

More over the noise-disturbance in the detection and what the result is for the channel capacity
can be found in degradation analysis section.

4.2 Degradation analysis

In each digital signal processing method degradation of the data is an essential part of the perfor
mance analysis. Therefore some issues regarding the degradation of the data will be mentioned
here.
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Figure 4.2: Quantization of a certain odd-quantized sample s. In (a) the sample s is depicted,
however the value of the original s can change due to (channel- and quantization-) noise. In
(b) and (c) the sample is quantized to an even level due to a distortion caused by (channel- and
quantization-) noise which is unwanted (wanted detection is an odd value).

4.2.1 Detection degradation due to noise

The quantization method uses a quantization step size which depends on the input signal. To
be more specific it is strongly related to the total energy per critical band (Spz) which will be
described in more detail later on. Furthermore the quantization is done on the magnitude of
the frequency components and therefore affects the critical band energy. Besides this effect the
components can suffer from channel noise which also affects the critical band energy.

As a result of the noise the samples can change from their original value with a certain J. If
this J exceeds the limit of half the quantization step size (for the sample) the returning status of
the sample will be wrong. In figure 4.2 this is illustrated for an intentional odd-quantized sample
which returns in an even-status due to the impact of noise.

4.2.2 Channel capacity

Because the process suffers from detection degradation due to noise it would be nice to get an
impression of the noise-impact. Research on this topic is concentrated in the field of information
theory. Therefore useful books on this topic are related to information-theory, like [36] and [5J.
In the information theory some definitions are commonly used. The applicable definitions will be
mentioned in this subsection. To start off the average amount of information is defined.
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Figure 4.3: The binary symmetric channel

Definition 5: Average amount of information
Let X be a probabilistic experiment with sample space X and probability distribution P, where
p(Xi) or Pi is the probability of outcome Xi EX. Then the average amount of information is given
by

n n

H(X) = - LP(xi)logp(xi) = - LPilogpi
i=l i=l

This definition is also referred to as marginal information measure.

(4.17)

It turns out that in order to get an impression of the noise-impact a discrete communication
channel-model of the process can be useful. To obtain such a model the samples are assumed to
be first quantized and then disturbed by noise, see equation (4.18).

LSnh=Lsh+n
Substituting this in the general detection formula results in;

(4.18)

b = mod (round (ls~h) ,2) = mod (round (lsl~+n), 2) (4.19)

Equation (4.19) shows that the noise does not affect the detection when Inl < ~ as stated before.
On the other hand the detection is disturbed when Inl ~ ~. If the probabilities corresponding to
these situations are known, the channel can be modeled by a binary symmetric channel (BSC).
This is a simple channel where messages are presented out of a binary alphabet X = {Xl, X2} and
which result in messages with a binary alphabet Y = {YI' Y2}. When transmitting Xl and x2, the
probabilities of receiving YI and Y2 respectively are both equal to 1 - q. Such a channel is given
in figure 4.2.2. The used alphabet is defined as;

X = {XI,X2} X E{O, I}
Y = {YI' Y2} Y E{O, I}

The probabilities of the channel are;

Xl = 1
YI = 1

X2 = 0
Y2 = 0

p(XI) = p(X2) = ~ --+ p(Xi) = ~
q(ydX2) = q(y2/xd = q

q(ydXI) = q(y2/x2) = 1 - q

The channel matrix for this channel is given by;

Q=[l~q l~q]

As told before the probability of errors depends directly upon the size of the noise. Therefore q
can be related to the noise by;
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(4.20)

1 - q = 1 - P (Inl ~ ~) = P (Inl < ~)
To calculate the channel capacity the mutual information measure and the conditional information
measure are needed, these are defined as;

Definition 6: Conditional information measure
Consider a probabilistic experiment(X, Y) with two dimension sample space (X, Y), where rij or
r(x;, Yj) is the probability of Xi and Yj' Now consider that the interest is the amount of information
with regard to Y under the condition that outcome Xi has already occurred. Then the probabilities
q(Yj /Xi),j = 1, ... , m in stead of q(Yi), j = 1, ... , m are available. The amount of information with
regard to Y given to outcome Xi can then, in analogy with the marginal information measure, be
defined as

m

H(Y/Xi) = - Lq(Yj/xi)log[q(Yj/xi)]
j=l

By now averaging over all values Xi, the average amount of information of Y given foreknowledge
of X is found:

n n {m }
~P(Xi)H(Y/Xi) = ttp(xd - ~ q(Yj/Xi) log[q(Yj/xi)]

n m

= - L LP(Xi)q(Yj/Xi) log[q(Yj/xi)]
i=l j=l

The conditional information measure with regard to experiment Y given X is equal to:

n m

H(Y/X) = - LLr(xi,Yj)log[q(Yj/xi)]
i=l j=l

(4.21)

(4.22)

In an analog manner the amount of information that is obtained on average with regard to X if
Y is known can be defined as:

n m

H(X/Y) =- LLr(xi,Yj)log[P(xi/Yj)]
i=l j=l

Definition 7: Mutual information measure
The mutual information measure with regard X to Y is defined by:

I(X;Y) = H(Y) - H(Y/X)

=H(X) - H(X/Y)

(4.23)

(4.24)

The amount of transmitted information I(X; Y) of the binary symmetric channel can easily be
calculated. It is found that;

1 1 1 1
I(X; Y) = H(Y) - H(Y/X) = -2 log 2 - 2log 2 + qlogq + (1 - q) log(l- q) (4.25)

1= - log 2 + q log q + (1 - q) log(1 - q)

The capacity C of a noisy channel is defined as the maximum amount of information that can be
transported over the channel.
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Definition 8: Capacity of a noisy channel
The capacity of a discrete noisy channel is given by:

C = max I(X;Y) = max {H(Y) - H(Y/X)}

= max {(H(X) - H(X/Y)} bits/symbol

(4.26)

If the channel is not distorted, Le. H(X/Y) = H(Y/X) = 0, C becomes the maximum value of
H(X). Since max H(x) = logm the capacity then becomes;

C = log m bits / symbol

For the here used channel the capacity C is found to be;

C = log 2 = 1 bit/symbol

4.2.3 Non-fixed quantization step-size

Many times when playing audio the volume is changed due to external influences (disturbing per
sons asking questions, nice songs which should be played louder than others, annoying neighbours
making noise or the same neighbours complaining about music late at night etc. etc... ). Since
the volume is such an important issue when playing audio it can be feasible to change the volume
(and thus the amplitude) of the digital audio.

When a fixed quantization step size is used during the embedding and detection of the water
mark, changing the volume of the watermarked audio results in a false detection. This means that
changing the amplitude removes the watermark which is not acceptable; the watermark should be
far more robust than this.

In order to make the quantization more robust, a non fixed quantization step size is used.
This is needed because fixed quantization step sizes introduce difficulties due to gain degradation
(typical for frequency components) as mentioned above. This occurs if an available signal is a
scaled version of the original, see equation (4.27).

where:

s =a·s

s = original signal
s= scaled version of s

a = unknown scaling factor (gain degradation)

(4.27)

An example of the process is given in figure 4.4 where s is depicted together with some quantization
levels. Also three points are plot. These points indicate measurements of the process. And thus
in the figure the process is repeated three times (at different measurement points). In figure 4.4
the points result in a quantization code, in this case it is: 1 1 0 (odd-odd-even).

Figure 4.5 shows a scaled version of s together with the original s. In this figure the same
quantization levels are used as in figure 4.4. The three measurement points are given for both
the signals. Again these points result in a quantization code, in this case for s it is: 1 0 1 (odd
even-odd). Notice that this code differs from the original quantization code. This means that the
scaling disturbs the detection.

In order to prevent this degradation the quantization step size must be related to the process
of the input signal (see equation (4.28)).

~~~(S) (4.28)
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and in such a way that:

where:
S = input process

A = quantization step size
a = unknown scaling factor (gain degradation)

45

(4.29)

Figure 4.6 shows the signals sand s with quantization levels related to the input process. The
three measurement points are given for signal s. Now the quantization code for s results in: 1 1
o (odd-add-even). And this equals the original quantization code.

Figure 4.4 to 4.6 show that a for the robustness of the watermark a non fixed quantization step
size is preferable. The figures indicated that the problem of gain degradation and scaling can be
overcome by defining a step size that depends on the input process. This is illustrated in figure
4.7. Notice that in this figure the quantization step size is a fraction of the average input and
therefore, the step size is different for each measurement point. The problem of how the step size
can depend on the input process is described in more detail in the following subsection.

4.2.4 Quantization step size based on sample average

In the previous subsection is was mentioned that the quantization step size should depend on the
input process. The most primitive solution to this would be to define the step size as a fraction of
the sample as in equation (4.30). Unfortunately this turns out to be to naive, as will be discussed
in this subsection with the following lemma;

Lemma 5: Quantization step size A as a fraction of the sample s
When the quantization step size is defined as a fraction of the sample as in equation (4.30);

(4.30)

where:
,ER

s = the sample value

The detection is not depending on the embedded bit b and therefore defining A in this way is
incorrect and introduces errors.

Proof: Remember that the quantization formula was given in equation (4.6) as;

Lsh = (round (2~ + ~) . 2 - b) .A

Substituting the step size of equation (4.30) into (4.6) results in;

Lsh= (round(2~ +~) .2-b) ·A= (round(2~S+~) .2-b) ',s

= round (-.!.. + ~) .2,s - b[s
2, 2

For the situation in which b = 0 it is found that;

Ls10 = round (2~) ·2,s

Notice that when, = ~,~, ~,~ ... round U'Y) = i'Y and thus for these cases it is found that;
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1Ls10 = - . 2')'s = s
2')'

The above example shows that the sample is not changed and therefore nothing is embedded !
When the now found Ls10 = s and Ll = ')'S are substituted in the detection formula it is found
that;

b = mod (round (L~o),2) = mod (round (;s) ,2) = mod (round (-y-l) ,2) (4.31)

Which implies that the detected bit b depends only on ')'. To be more general it can be stated
that;

Ls10 = round (2~) .2')'s = ao' s

In which ao . s could be any value and is not bit b dependent. For the situation in which b = 1
the following can be found in an analog manner;

Lsh = round C~ +~) .2')'s - 2')'s = (round (2~ +~) -1) .2')'s = al' s

Notice that al . s could also be any value and only depends on ')'. So it is found that when the
step size is defined as a fraction of the sample the quantized samples can be given by;

Lsh = ab' s (4.32)

Where ab is not depending on the bit b but only depends on ')'. If this is substituted into the
detection formula it can be found that;

b = mod (round e~b) ,2) = mod (round (~) ,2) (4.33)

And since ab depends only on ')' this implies that the detection is only depending on ')' and not
on the embedded bit b. This is not acceptable because the detection should be depending on the
embedded bit b in order to be able to recover this bit. Therefore defining the step size as a fraction
of the sample as in equation (4.30) is unusable and the lemma is valid.

o
Out of the proof of the lemma it can be concluded that by defining the quantization step size as
in (4.30) errors can occur and therefore this solution is not suitable for embedding information
into the samples. This problem can be overcome by defining a step size which does not depend on
just one single sample but on the whole (input) process. Unfortunately basing the step size upon
the whole process is practical impossible due to physical restrictions. Due to these restrictions it
is only possible to base the step size on a part of the process. For an implementation this means
that the quantization step size can be defined as a fraction of the average of (a part of) the input
process, like (for example as) in equation (4.34). In equation (4.34) N samples s are averaged and
the step size is based on this average. The detection is then realized with in equation (4.10) or
(4.13).

Box 1: Quantization step size based on sample average

(4.34)

where
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Figure 4.8: The quantization is done on the power spectrum components. Here this is illustrated
for a certain spectrum component.

4.3 Quantization method implementations

During the research on this topic two methods were investigated and therefore two implementations
are described in this section. For an outline of the two methods the watermarking introduction
chapter is recalled. The quantization used in the two following methods is based on the previous
described odd-even quantization method. Since the HAS is not very sensitive to phase changes, the
embedding is done in the magnitude of the spectrum of the signal. Therefore the quantization is
done on the components of the power spectrum. This has been illustrated in figure 4.8. Remember
that the power spectrum is defined as; Sp[n] = ISw[n]12 = IFFT(sw[k]W.

In the implementations described here the watermark bits Bi are spread (per bit) over the frames.
This provides some form of robustness and therefore is used. The relation between the power
spectrum component bits and the frame bits (watermark bits) is shown in figure 4.9. Since the
implementation is based on a windowing and framing the process shown in figure 4.9 is sensitive
to frame-synchronization. In order to improve synchronization-robustness the frame-bits Bi can
be repeated several times so that detection is still possible, although degraded, when the frames
are out-of synchronization.

The two implementations use a threshold I[n] to embed the watermark. The difference in
the implementations lies in the calculation of the threshold I[n]. In the first implementation the
calculation of I[n] is based on the masking threshold T[n] and the second implementation bases
the calculation on the energy per critical band Spz[n]. The two methods are described in the next
subsections.

4.3.1 First implementation, based on PAM masking threshold

The quantization of this first method is based on the previous explained odd-even quantization
method. Furthermore the watermark-implementation modifies the components of the power spec
trum to gain an odd or even status. In order for the watermark information (thus the change in
the components) to be imperceptible the (previous explained) masking threshold T[n] (equation
(3.21)) is used as a measure of the component change. Using this information the threshold I[n]
(used in the embedding process) is calculated with equation (4.35).
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Figure 4.9: Relation between the power spectrum component bits and the frame bits (watermark
bits). The sequence of power spectrum bits bibibi ...bibibi represent the watermark bit of the cor
responding frame (B1 , B 2 ...B n ). In other words: the frame bits Bi are spread over the power
spectrum component bits bibibi ...bibibi (and therefore the b~s in a frame are equal).
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Figure 4.10: Logarithmic plot of the calculated threshold I[n] and several quantization step sizes
~[n] = Ttl where m varies from 2 - 1000.

Box 2: First implementation quantization step size
In the first implementation the threshold I[n] is defined as;

I[n] = T[n]

The quantization step size is a fraction of the threshold I[n] as given by equation (4.36):

~[n] = 'Y' I[n]

where

'Y=~, 'Y ElR
~[n] = the quantization step-size

m = the number of quantization levels

(4.35)

(4.36)

In figure 4.10 several ~[n]'s and I[n] are show together with the power spectrum. Notice that the
vertical scale is logarithmic.

The watermarking-embedding parameter m (and thus 'Y) is to be investigated in order to deter
mine for which m the watermark is really imperceptible and which values for m result in good
recovering of the watermark, in other words; what is the impact of defincresing m for robustness,
perceptibility and recovering.

To embed the watermark each power spectrum component Sp[n] is modified to the nearest odd
value for an embedded 1 and to the nearest even value for a O. To achieve this equation (4.6) is
recalled and used to form equation (4.37);
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Box 3: Realized implementation quantization formula

(4.37)

The quantized power spectrum lSp[nJl needs to be returned into the corresponding Fourier coef
ficients. In order to do this the positions on the unity circle urn] of the original power spectrum
components Sp[n] can be used;

Sw[n] = Aw[n] .urn] = VSp[n] . urn]

Then using this urn] (lu[n]1 = 1) the quantized (watermarked) Fourier coefficients W[n] can be
calculated using equation (4.38).

W[n] = VlSp[nJl' urn] (4.38)

It can be seen in equation (4.38) that only the power-spectrum magnitude of the original signal is
changed (by the quantization method). Finally the W[n] signal is transformed to the time domain
using the IFFT given in equation (3.5).

4.3.2 Second implementation, based on energy per critical band

This method is also based on the previous explained odd-even quantization method. Also in this
watermark-implementation the components of the Power Spectrum are modified to gain an odd
or even status.

The second method is very similar to the first mentioned method except that not the masking
threshold T[n] is used as a measure of the component change but in stead the energy per critical
band Spz[n] is used. The use of Spz[n] is motivated by the idea that when using not the masking
threshold but the energy per critical band the stochastic properties of the signal are less affected.
This because the used quantization step size is direct depending on the signal. To realize the
above a threshold I[n] is defined by equation (4.39).

Box 4: Second implementation quantization threshold
For the second implementation the threshold I[n] is defined as;

I[n] = S;~~]

where
Spz[n] = the energy in critical band z

N z = the number of frequency components in band z

(4.39)

Notice that now I[n] is defined as half the average energy in a critical band. Furthermore the
quantization step size is again a fraction of the threshold I[n] as given by equation (4.36):

Ll[n] = 'Y . I[n]

where
'Y=,k,'YfIR.

Ll[n] = the quantization step-size
m = the number of quantization levels
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Figure 4.11: Logarithmic plot of the energy per critical band Spz[n] and several quantization step

sizes .6.[n] = ~~}~ where m varies from 1 - 1000.

In the above I[n] is defined as half the average energy in a critical band to have an extra margin to
make sure that the total distortion does not exceeds the total energy in the bands (see figure 3.13).
In figure 4.11 several .6. [n] ,sand Spz are show together with the power spectrum. Notice that the
vertical scale is logarithmic. It can be seen from figure 4.10 and 4.11 that by taking half of the
average energy the obtained I[n]' s for the two implementations are of comparable size order. This
can be an advantage when the implementations have to be compared later on. Furthermore it
can be seen that the threshold obtained during the second method (fig 4.11) is more freakish than
the one obtained during the first method (figure 4.10). This is caused by the elimination of both
the spread masking across critical bands and the masking threshold estimate. As a result of this
the second implementation is more likely to embed larger payloads into areas that are relatively
sensible to the HAS. And this may result in a more perceptual watermark. Whether this is the
case needs to be investigated by means of perceptual tests.

In further processing this second method is identical to the first method and therefore equation
(4.37) can again be used to perform the odd-even quantization. Afterwards the quantized power
spectrum LSp[nll can be returned into the corresponding Fourier coefficients and into the time
domain in the same way as done in the first method, with equations (4.38) and (3.5).

4.4 Pre-echo suppression

During the first embedding implementation a PAM algorithm was used in order to determine
a certain threshold. The most important phenomena in the used algorithm was 'simultaneous
frequency masking', which of course refers to the frequency domain. However this PAM does not
cover any (masking) effects occurring in the temporal domain like pre- and post echo's. During
the research on this topic it has been found that the pre-echo's are unacceptable and therefore
should be suppressed. A method of realizing this is discussed in this part of the report.

The first sub-problem is to find the locations in the data where these pre-echo's occur. In
general the ratio between the watermark energy and the (original) signal energy is constant.
Except where pre-echo's occur. In this situation there is more watermark energy than original
energy. Mostly this situation occurs in parts where there is few or no original signal but still there



52 CHAPTER 4. WATERMARK EMBEDDING

is a watermark added. That in these cases a watermark is present is most often a result of the
windowing, framing and IFFT used in the process.

In figure 4.12 and 4.13 illustrations of pre-echo's are given. In figure 4.12 an example of an
audio signal is given together with the watermark signal. In figure 4.13 the energies of these two
signals are depicted.

4.4.1 Pre-echo analysis based on energy

To look at the problem from a more mathematical point of view, some stochastic characteristics
are investigated. The analysis is based on the energy of the original and the watermark signal. It
is found that the ratio between these two is rather constant except when the (pre-) echo's occur,
see equation (4.40).

Box 5: Pre-echo statement
The Pre-echo statement states that when there are no transients in the ratio of the watermark
power and the original signal power, the expectation of this ratio is equal to the expectation of
the watermark-power divided by the expectation of the signal power and is constant;

E [
Pw] __ E[Pw]-_ a; ( ).. constant
p. no transients E[P.]

(4.40)

(4.41)

Pre-echo's occur typically there where there is more watermark energy than signal energy and
this results in the above mentioned transients. Therefore the above is applicable to the pre-echo
analysis.

For the analysis in this subsection the watermark embedding is assumed to be done by a similar
method as the two implementations described before. For this analysis the quantization step size
~ is defined as;

N
A_')'~2_ 2
Ll. - N ~ si - ')' . si

i=l

When quantizing, the data samples are changed with a certain value. Remember that the embed
ding is done in the power spectrum. Therefore it is found that the change in a power-spectrum
sample equals fJ and this can be noted as;

(4.42)

Furthermore it is assumed that the power-spectrum change is rather constant and depending on
fJ with;

~

a~ = 2~ JfJ2 dfJ = constant

-~

For the samples it can be found that;

(4.43)

(4.44)

e = 2s; - 2siVS; + fJ + fJ (4.45)

Where ~2 is the watermark-energy. Analog to equation (4.43) it can be found that the watermark
energy is rather constant and depending on fJ with;

~

E[Pw ] = 2~ JedfJ = constant
-~

(4.46)
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Figure 4.12: Pre-echo locations. Two examples of pre-echo 's are zoomed out. The gray signal
is the original and the black is the watermark. Notice that there is more watemark signal than
original signal on the left sides shown in the zoomed areas
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Figure 4.13: The same pre-echo locations are given as in 4.12 except now the energies of the
original and watermark signal are given. The gray signal is the original and the black is the
watermark. Notice again that there is more watemark energy than original energy on the left sides
shown in the zoomed areas.
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~

= 2~ J(2S;-2S iV s;+8+8) ·d8
-~

Notice that the component change depends on A and therefore it is found that 8 = ,s; I substi
tuting this results in;

r

= 2~ J(2S; - 2SiVS; + ,s; + ,s;) . d,
-r

Since E[Pw ] = cr~ . E[s;] and the field of interest lies in the stochastic case the sample values s;

are substituted by s; and Si by Si ;

r .

E[Pw ] = cr~ . E[sn = 2~ J(2S; - 2Si\/s; + ,s; + ,S;) .d,

-r

r

= 2~ J(2S; -2Silif~+,s;)·d,
-r

The term -2siJit can be rewritten in a form of -2f3s; by making use of a Rayleigh random
variable. The Rayleigh variable is given in the next definition;

Definition 9: Raleigh random variable
Suppose that a random variable X has the density;

fx(x) = _1_e-x/2u2
2cr2

X is a gaussian random variable. Let

R=VX
that is, R = g(X), where g(X) =..[X, so g-l(R) = X2. Then

fR(r) = fx(g-l(r))dg~~(r)

= (_1_e-(r2
)/2u

2
) (2r)

2cr2

f () r _r 2 /2u 2

R r =-e
cr2

The random variable R is said to be a Raleigh random variable.

(4.47)

Using this definition the expectation of X = s; can be calculated. Notice that since s; is used the
values of X are positive;

00 00

E[X] = Jxfx(x)dx = J2;2e-X/2U2dx

o 0

00

E[X] =J~e-x/2u2dx = [_xe- X/2u2 _ 2cr2e-X/2U2] 00 = 2cr2

2cr2 0
o

(4.48)
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Analog the expectation of R2 = ..jX . ..jX = s; can be calculated. Notice that the values of R2

are also positive;

(4.49)

In the above it is found that ~lIJ:r = 1. When this is used for rewriting the term -2Si~ it is

found that Si \ lit = & ~~ s;. Although this is an approximation it is very well usable for
this purpose. U~ing the approximation results in;

r

E[Pw ] = 2~ J(2s; -2s;~+,sr) ·d,
-r

(4.50)

- 4r + _! (1 + r) ~ + ! (1 - r) ~
E[F ] = S2. 3 3

w, 2r

Thus the watermark energy equals a part of the original signal and depends only on r. Notice
that in this theoretic case r = , = ;k where m is the number of quantization steps. It is now
found for the watermark-energy;

(4.51)

Using this equation results in;

Box 6: Pre-echo statement result

E[Pw ] al' E[s;] 4, + -t(l + ,)~ + t(l - ,)~ _ a2
E[Ps ] - E [s;] = 2, - ~

where: ,= 1...
m

m = number of quantization steps

(4.52)

The previous deviated ratio

~[[~:ll can be measured for several audio files and compared with the theoretic value. The results
of these measurements are given in table 4.1. Notice that the theoretic and measured values are of
the same size-order and that the measurement becomes more accurate with increasing m. For the
measurement files were used that do not suffer heavily from pre-echo's because occurring echo's
disturb the ratio dramatically.
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ITheoretic vs. measured al IMeasured al:

57

m 'Y Theoretic at: acdc.wav: donna.wav: orff.wav: sade.wav: texas.wav:
2 ~ 0.0219 0.0322 0.0325 0.0321 0.0320 0.0323
4 i 0.0053 0.0067 0,0068 0.0067 0.0068 0.0066
6 ~ 0.0023 0.0029 0.0029 0.0029 0.0028 0.0029
20 fn 0.0002084 0.0002409 0.0002409 0.000239 0.000239 0.000241

Table 4.1: Theoretic and measured values of a~ for several test files.

Measurement of a~ for the first implementation

When quantizing with equation (4.6) it can be seen that the maximum change in a sample is two
times the step size ~ where ~ is a part of the sample ("(sn. Using this information a new r can
be defined as a function of m (m is the number of quantization steps):

and thus

r = .3..
m

(4.53)

(4.54)

Furthermore in the previous described deviation of al the quantization step ~ was stated to be
a part of the whole sample. However in the first implementation a hearing threshold is calculated
and used to determine the step-size ~. Remember that this is realized by equation (3.16):

O[Z] = 10log10 (o[z]) = a(14.5 + z) + (1- a)5.5

and (3.17):

Therefore the used step-size ~ is always based on a value that lies at least 5.5 dB below the actual
value. Since -5.5 dB is approximately 3\ the step size ~ for the first implementation can be
found as:

~ =~. s;
3.5 m

Using a similar approach as before results in a watermark sample w; of:

2-r 2-2 2-2"- 2 2w·- ·s·- "'·s·- LJ.---·s·, ,I, 3.5m'

and thus

r=_2_
3.5m

substituting this in equation (4.52) leads to:

(4.55)

(4.56)

(4.57)
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Box 7: al related to m for the first implementation

E[Pwl 4r + -~(1 + r)! + ~(1- r)!
E[Psl = 2r

where:
r- 2 - 2 '"- 3.5m - 3.5 • I

m = number of quantization steps

(4.58)

Again the previous deviated ratio ~r[~:ll can be measured for several audio files and compared
with the theoretic value. The result of these measurements are given in table 4.2. The used files
do not suffer heavily from pre-echo's because occurring echo's disturb the ratio dramatically.

ITheoretic vs. measured a~ IMeasured a~: I
m r Theoretic at: acdc.wav: donna.wav: orff.wav: sade.wav: texas.wav:
2 ~ 0.0069 0.0048 0.0052 0.0049 0.0033 0.0074
4 ~ 0.0017 0.0016 0.0015 0.0022 0.0012 0.0015
6 ;j, 0.000757 0.000879 0.000736 0.000657 0.00039 0.0012
20 ft 0.0000680 0.0000667 0.000151 0.0000718 0.000079 0.00152

Table 4.2: Theoretic and measured values of al for the first implementation. Several test files are
listed.

Measurement of al for the second implementation

In the second implementation also a threshold is calculated and used to determine the step-size
~. Remember that now this is realized by equation (4.39);

Out of this equation it can be easily seen that the step size is based on half the sample value and
thus:

1 
~ = - ·s~

2m '
(4.59)

Notice that here again quantizing is realized with equation (4.6) and that the maximum change
in a sample is two times the step size ~. Using this information again a new r can be defined as
a function of m. This results in a watermark sample W[ of:

2 2 2 2
w· = 2",· s· = 2~ =-. s·, " 2m'

and thus

2 1
r-----"(- 2m - m-

Substituting this in equation (4.52) leads to:

(4.60)

(4.61)
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Box 8: al related to m for the second implementation

E[Pw ] 4r + -~(1 + r)~ + ~(1- r)L
E[Ps ] = 2r

where:
r='Y=;k

m = number of quantization steps

The result of these measurements are given in table 4.3.

I Theoretic vs. measured a~ IMeasured (]"~: I
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(4.62)

m r Theoretic (]"i: acdc.wav: donna.wav: orff.wav: sade.wav: texas.wav:
2 ~ 0.0219 0.0126 0.0073 0.0142 0.0156 0.0191
4 t 0.0053 0.0050 0.0068 0.0049 0.0040 0.0018
6 ~ 0.0023 0.0024 0.000912 0.0030 0.0015 0.0011
20 <to 0.0002084 0.00025 0.000152 0.000192 0.000137 0.000163

Table 4.3: Theoretic and measured values of (]"~ for the second implementation. Several test files
are listed.

4.4.2 Suppression strategy

To solve the problem of the pre-echo's a suppression strategy is handled in this part. In the
previous part a measure was derived for the ratio between the signal energy and the watermark
energy: (]"~. The suppression strategy described here uses this measure to locate the pre-echo's.

This is realized by using the applicable (]"~ as a threshold; When the energy ratio ~ is larger

than the value of (]"~ the watermark should be suppressed. •

This is illustrated in figure 4.14 where the energy ratio ~ is shown for 1000 samples in the
first sub-plot. In the shown example a value of (]"~ = 0.0833 is used. This value has no further
meaning and is just used as an illustration.
This (]"l is also shown in the first sub-plot (dashed line). The parts of the ratio which exceed (]"~

can be easily found. For example with:

Pw ; 2 ( )
PSi > (]"~ 4.63

The information out of (4.63) can be used to generate a suppression signal Vi. This can be realized
with 4.64 The result of (4.64) is shown in the second sub-plot of figure 4.14:

Flow 9: Generating the suppression threshold

else
Vi = 1 ;

end

(4.64)
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Figure 4.14: Echo suppression strategy.
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Figure 4.15: Echo suppression strategy result. In the plots the original signal and the watermark
are shown. Notice that indeed in the second sub-plot the pre-echo parts are suppressed.

The result of (4.64) cannot be used directly to suppress the echo's. In order to make the result
usable the edges must be smoothed. This can be realized by making use of a cosinus roll-on/roll
off. The result of this is referred to as v and shown in the third and last sub-plot of figure 4.14.
Finally the signal v can be used to suppress the echo parts of the watermark by equation (4.65).

or in a more general form:

Flow 10: Suppressed pre-echo watermark

W s = w, v (4.65)

where
w = the watermark

v = the suppression signal
w. = the watermark with suppressed pre-echo's

The result of the pre-echo suppression strategy is shown in figure 4.15. Notice that indeed in
the parts where there was more watermark than original signal the watermark is suppressed.
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4.5 The Watermark

As stated before, a watermark w is embedded into the audio frames. In the previous parts it
is shown that by means of quantization bits can be embedded into a signal. The investigated
methods embed one bit (B i ) in each audio frame. This frame-bit is spread over the power spec
trum components of the corresponding frame with equation (4.66). This spreading is illustrated
in figure 4.9. As mentioned before this is done because it provides some form of robustness.

Bi€{O, I} (4.66)

where

i = the frame index
k ..bi are the spread frame bits

Bi = the frame bit to be embedded

Using B i a binary alphabet for the watermark w can be defined;

wi=2·Bi-1 wi€{-l,l} (4.67)

Using equation (4.67) the watermark can be constructed in such a way that the watermark contains
positive and negative ones which are eight-repeating;

w = +1+1+1+1+1+1+1+1-1-1-1-1-1-1-1-1+1+1+1+1+1+1+1+1-1-1-1-1.. ..
(4.68)

After defining w in this way some stochastic characteristics of the watermark are assumend :

Box 11: Stochastic characteristics of the watermark

E[WiJ = 0

varWi = E[wn = 1

(7Wi = v'varWi = 1

These characteristics turn out to be useful later on when the watermark is recovered.

4.6 Additional remarks

In this section some additional remarks to the audio watermarking embedding will be made.

(4.69)

(4.70)

(4.71)

4.6.1 Higher frequency part

The HAS is less sensitive for the higher frequency part of the spectrum. This affects the the energy
of this part. In general the higher frequency part contains less energy than the lower part. This
phenomena has his impact on the watermark embedding; embedding information into the higher
frequencies can be useless for several reasons.

Firstly, the change in energy in this part of the spectrum can be noticed statistically very easily
and therefore trigger hackers to investigate the change of this part in order to recover (a part of)
the watermark. This is something that must be made as hard as possible in order to survive any
attacks.
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Figure 4.16: Power Spectrum before (a) and after (b) MP3-compression. The MP3-compression
throws away a part of the higher frequencies.

Secondly, due to the fact that the human hearing system is less sensitive for these frequencies
most compression techniques throwaway a part of the higher frequencies. This makes the higher
frequencies useless for information embedding. As an example figure 4.16 shows a power spectrum
before and after MP3-compression. In figure 4.16(a) a power spectrum before mp3-compression
is shown and in 4.16(b) the same spectrum after mp3-compression is shown. In this figure it can
be seen that the first part of the spectra is rather intact but the spectra is cut off at the higher
frequencies (around 17 kHz).

4.6.2 Low energy parts of the spectra

An other point is that the watermarking methods described here are based either on the PAM
masking threshold or on the energy per critical band. In parts where there is few energy, the
threshold will be low. If these components are quantized there is a rather large energy change
and this results into a relative large change of the threshold during the recovering process. In
the detection process many of these components are quantized to zero (thus an even value) which
disturbs the (odd and even) balance. This coarse quantization results in different stochastic pa
rameters. For rely-able detection this has to be overcome.

In order to overcome the above described problems it is suggested that only these critical bands
z are used which contain sufficient energy. To realize this, the used threshold is compared with a
minimal value, see equation (4.72).

I[n] > minimum (4.72)

The minimum value of equation (4.72) has been determined by comparing this minimum with the
bit error rate. This has been done for several audio-files of equal length. The result for the first
method is shown in figure 4.17. Out of the figure it can be found that the optimal value is around
2.5.10-3

. Using this value results in equation (4.73). The figure also shows curves that are rather
flat around their optimum. This implies that changing the minimal value within certain limits
(for example between 10-3 and 5 . 10-1) can be tolerated. If the optimum with it's tolerance
is compared with the value of T H out of table 3.2 (in this case 5.82· 10-5 ) it can be seen that
the here introduced optimum is larger. Notice that this makes the maximum determination of
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Figure 4.17: Minimal value of the threshold versus the bit error rate. Notice that the horizontal
axis is plot logarithmic and that the optimum is around 2.5 . 10-3

equation (3.20) superfluous. This is probably the case for all the situation given by table 3.2 (and
more) but, since this is only tested for the here applicable situation, whether this is really true
(or that there is an other connection) still is to be investigated. This investigation is left over to
future researchers due to shortage of time.

I[n] > 2.5 . 10-3 (4.73)

Now only these critical bands z for which equation (4.73) is valid are used for the quantization.
As a result of this the watermark w is only embedded in the frequency components belonging to
these critical bands, the other frequencies are left unharmed. So a zooming into the larger energy
parts of the frequency spectrum is made.



Chapter 5

Watermark recovering

In this part the process of the watermark recovery is discussed. In order to be able to obtain
useful information out of frames of the audio file, this information has to be recovered from the
file according to the reverse embedding process. Since the embedding is based on a quantization
method, the recovering also is based on this method.

The relation between the component bits, frame bits and recovered watermark alphabet is
shown in figure 5.1. The figure shows that out of the power spectra of each frame the power
spectrum component bits bi are retrieved. Then these bits are used to determine the embedded
frame bits B i and finally these frame-bits are used to obtain the recovered watermark alphabet
characters di .

To select only those critical bands z which contain enough energy, the used threshold is com
pared with a minimal value (the same for both methods) according to equation (4.72);

I[n] > 2.5 . 10-3 (5.1)

The threshold I[n] for the applicable critical bands is again divided into m steps by equation
(4.36);

~[n] = I[n]
m

In which m is the number of quantization levels and ~[n] is the step-size.

The step-size in the frequency domain is now given by ~[n]. To retrieve the spectrum component
bits bi of each spectrum component Sp[n] equation (4.10) can be rewritten into (5.2).

Box 12: Quantization recovering formula

b[n] =mod (round (1[l~J) ,2)
where:

b[n] E{O,l} (5.2)

b[n] = bi = the recovered power spectrum component bit

Out of the recovered component bits b; the embedded frame bits B i are determined. For this
purpose some stochastic calculations are needed.
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Frame 1

.t,·

b,b,b,----------b,b,b, -. B1 ----+ d1
PCl'MlrS~(tn.In componenlbltl

Frame 2

• I~'

b2b2b2----------b2b2b2 ..... B2 ----+ d2
PClWlr Speclnn compon,nt bits

Frame N

bnbnbn----------bnbnbn ..... Bn ----+ dn
POOMf Sp.ctrum compon.nl bill WII..rmltk bill R.co't.~d a1ph.tMt

(~co"r-.d) ch.,..cttrt

Figure 5.1: Relation between the Power Spectrum component bits bi , frame bits B i and the recovered
watermark alphabet di ). The sequence of Power Spectrum bits bibibi ...bibibi represent frame bits
B i .
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5.1 Stochastic calculation of the frame-bits Bi
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For the stochastic calculation of the frame-bits Bi a decision variable x is used, x is defined as:

Box 13: Decision variable x

x = Ebi
i

(5.3)

The decision variable is the sum of the recovered component bits bi (see beginning of this chap
ter). Notice that because bi €{O, I} x is the number of the recovered 1's. When the bits bi's are
randomly and independently selected the distribution is Binominal. The Binominal distribution
is given by the definition in equation (5.4).

Definition 10: Binomial distribution

P(x ~ k) = :t (n)pf qn- f

f=k f
where

(n) n!
f - f!(n - f)!

and
x = the decision variable

n = number of experiments (received bits)
p = the probability of a detected '1', 0 ~ p ~ 1

q = 1 - P = the chance of a detected '0', 0 ~ q ~ 1
P(x ~ k) = the probability on x being larger than or equal to k

(5.4)

We assume that when the bi's are randomly and independently selected the probabilities on a
detected '1' and '0' are equal. This results in p = q = ~. In a special case (which holds if np ~ 5
and n(l- p) ~ 5 are both true) the Binomial distribution can be approximated with the N armal
(Gaussian) distribution with expectation:

and variance :

n
E[x] = J.Lz = np = 2"

n0"; = np(l - p) = "4

(5.5)

(5.6)

Definition 11: Normal distribution
The probability density function of a normal distributed stochastic variable x is defined as;

1 (0-":1')2

pdf(x) = l'Ce- 2"0

O"zV 271"

In which:

J.Lz = np = ~
O"~ = np(l - p) = ~

X € n, the stochastic variable

(5.7)
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Lemma 6: Probability of the decision variable x
When the decision variable x is defined as in equation (5.3) then the probability of x ~ k is given
by:

00

2 ! 2 ( n)2P(X ~ k) = -- e-" x-~ dx
";2mr

k

Where
x = the decision variable

n = number of received bits
P(x ~ k) = the probability on x being larger or equal than k

Proof: Remember that the probabilities of the component-bits bi are assumed to be equal;

1
P(bi = 1) = P(bi = 0) = 

2

(5.8)

The assumption resulted in equation (5.5) and (5.6) (see previous) and substituting these equations
into the definition (5.7) results in;

2 2( n)2pdf(x) = --e-" X-"2
";2mr

This approximation is only valid in the case that n . P(bi = 1) ~ 5 and n . P(bi = 0) ~ 5 are both
true. Notice that this condition can be written as:

!!. > 5 and!!. > 5
2 - 2 -

Both hold if :

n ~ 10

Since there will always be more than ten bits embedded (in practice n ~ 1024), the problem can
be treated as where it Normal (Gaussian) distributed and the lemma is valid.

o

According to the decision variable x the recovered frame-bit B i and the corresponding watermark
alphabet character di are determined. This is done with the Decision program given in (5.9).
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Box 15: Decision progmm

if (x > ¥)

elseif (x < ¥)

elseif (x = ¥)
B i = 0.5 ;

end
di = 2Bi - 1 ;
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(5.9)

Notice that in the program flow i refers to the index of the processed frame. Furthermore the
recovered watermark alphabet-characters d i can be easily found by using equation (4.67). Using
equation (4.67) has also another advantage; It is desirable that parts where nothing is embedded
are left out of the correlation (described in the next subsection). A result of the assumption that
P(bi = 1) = P(bi = 0) = ! is that parts where nothing is embedded are expected to retrieve an
equal number of l's and D's. When this situation occurs the program flow initializes B i = 0.5 and
this results in di = 0 which does not contribute to the correlation.

After all frames have been processed a vector d with the recovered watermark alphabet is
available out of which only the non-zero elements contribute to the correlation (described in the
next subsection) .

5.2 Watermark owners key substraction/comparision

The obtained watermark vector is to be compared with an owners key in order to determine if the
recovered watermark is valid. In order to detect an owners key a few variables are used during
the comparison.

The detection is based on a vector correlation and results in a number, if the number is large
enough, the correlation is accepted. How this comparison works is described in the following parts.

5.2.1 The owners key

According to the embedded sequence, the owners key is defined as in equation (4.68). Analog to
equation (4.68) the owners key contains positive and negative ones which are eight-repeating;

w = +1+1+1+1+1+1+1+1-1-1-1-1-1-1-1-1+1+1+1+1+1+1+1+1-1-1-1-1.. ..
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Box 16: The owners key stochastic parameters

Wi€{-I,I}

E[Wi] = 0

varw ; = E[w;] = 1

(J"Wi = JvarW ' = 1

5.2.2 Verifying the detected watermark with the owners key

In the following analysis the owners key is treated as an unknown stochastic variable. In the
example presented here there is one owners key example taken out of an infinitive set of owners
keys. The main assumption of the owners key is that the characters are independent and the
expectation is zero and its variance and deviation are one. To verify the detected watermark with
the owners key it is wanted to correlate the owners key character with the watermark alphabet
versions of all the corresponding spectrum component bits;

Ya = L Wi' (al + + aN) (5.10)

Notice that here al ...aN denote the watermark alphabet versions of the detected power spectrum
bits bi (the number of bits in a power spectrum is N). Using equation (4.67) this can be rewritten
into;

Ya =L Wi . (2b1 - 1 + ...... + 2bN - 1)
i

= L (Wi' f)2bj -1)) = ~ (Wi' t 2bj ) - NLWi
t ;=1 t ;=1 t

Since E[Wi] = 0 and Wi 10 {-I, I} the latter term N L::i Wi is zero and thus;

Remember the definition of the previous used decision variable Xi = L:: bj ;
j

Ya = 2 L Wi . Xi = 2 . Yb
i

Notice that the correlation based upon the power spectrum alphabet characters ai is twice the
correlation based upon the spectrum bits bi. Furthermore since Xi is a stochastic variable which
represents the number of recovered ones in a frame the probabilities of Xi can be used to obtain
a weighted representation of the detected watermark-alphabet di , referred to as Ii;

Ii =Pi . +1 + qi . -1

o~Pi ~ 1

Pi = P(x ~ Xi) is the probability that the frame-bit di is 1
qi = 1 - Pi = P(x ~ Xi) is the probability that the frame-bit di is -1
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Using qi = 1 - Pi it can be found that;

Ii =Pi' 1 + qi . -1 =Pi' 1 + (1 - Pi) . -1

Ii = 2Pi - 1

Ii is the weighted detected watermark alphabet character with -1 ~ Ii ~ 1

Now the stochastic variable Ya and Yb are defined with equation (5.11).

Box 17: Correlation Y

Ya = 2LIi 'Wi
i

= 2 L Wi (2Pi - 1) = 2 . Yb

Yb is the sum of the correlations between Ii and Wi, for all i
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(5.11)

(5.12)

Remember that during the embedding the watermark-bits were defined eight-repeating (see equa
tion (4.68)). In order to adapt to this the weighted alphabet characters f; are averaged as in the
next equation;

Yb = L f; . Wi = L (~ .t (fj8+i) . Wj)
i j 8 i=O

",1, ""=L.J - . 8Ii .Wj = L.J Ii .Wj
. 8 .

} }

, 7
Where Ii = Pj . +1 + qj . -1 and Wj = k· L (Wj8+i) is the non-eight repeating owners key bit.

i=O
And thus E[wj] = 0, varWj = 1 and G'Wj = 1 and;

Wj = +1- 1 + 1 - 1.. ..

Wj t{ +1, -1} (5.13)

Analog to the previous, jj is used as the known stochast and Wj is used as the unknown stochast.
For the stochastic characteristics of Yb we find that:

~" ~ EwiY.] ~ Ew [~jjWj]

= LEw[jjwj]
j

Since it is found that Ew[wj] = 0, this results in:

(5.14)

(5.15)

(5.16)
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= Ew [p;,Wi] + E w [~j;w;j,w,]

=Ew [p;'w1] +Ew [~M'w;w,]

= Ew [L 1/W;] + LEw [lJ!kwjwk]
j j#

Because Wj and Wk are not correlated, it is assumed that E[WjWk]
information, equation (5.17) can be approximated by:

(5.17)

CTWij = O. Using this

~ LEw [l/w;]
j

In the above equation it can be seen that in situations that lj = 0 there is no contribution to the
summation. Remember that this is desirable and notice that the equation can be approximated
by;

, 2 2
~ N· Ew(Jj ]. Ew[wj ]

N = the number of elements in 1

Previous it was given that Ew[wn = 1 which results in:

(5.18)

Box 18: Distribution of Yb
Finally Yb is found to be Gaussian distributed with

(5.19)

and

(5.20)

In order to be sure not to measure any noise a threshold for the correlation at 5CTYb is used,
(in other words it is determined if Yb 2: 5CTYb is true or false) see equation (5.21).
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~ 2.8665 . 10-7
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(5.21)

The value of 2.8665 .10-7 can be found using mathematical programs such as Matlab etc. and
represents the probability that the calculated value of y is larger than or equal to the 5aYb threshold.
Now it is known with a certainty of 1 - PYb (Yb ~ 5ayb ) that the found owners key is correct.



Chapter 6

Effectiveness

The watermarking schemes described previously were implemented using the software M atlab
version 5.3 of MathWorks, Inc. The watermarking process was composed of two modules; water
mark embedding and watermark recovering. In this part the watermark was embedded in several
wav audio files. The wav files used for the effectiveness tests are given in table 6.1. Also other
parameters of the used files can be found in this table.

File name: acdc.way castanets.way donna.way glockenspiel.way
File size: 3528044 1376300 3049076 3528044
Length: 20.11 07.03 17.09 20.11
Size of Format: 16 16 16 16
Format: PCM PCM PCM PCM
Channels: 2 2 2 2
Samplerate: 44100 44100 44100 44100
Bytes/Sec: 176400 176400 176400 176400
Block Align: 4 4 4 4
Stereo/Mono: mono mono mono mono

File name: mozart.way orff.waY sinead.waY texas.way
File size: 3528044 3528044 3528044 3528044 Bytes
Length: 20.11 20.11 20.11 20.11 Seconds
Size of Format: 16 16 16 16 Bytes/Sample
Format: PCM PCM PCM PCM
Channels: 2 2 2 2
Samplerate: 44100 44100 44100 44100 Hertz
Bytes/Sec: 176400 176400 176400 176400
Block Align: 4 4 4 4
Stereo/Mono: mono mono mono mono

Table 6.1: Files used for testing.

For the effectiveness testing the 'idle case' was studied. The 'idle case' means that after the
watermark was embedded, there was no processing or what so-ever done on the files before the
recovering. Therefore this case is also referred to as the 'clean' or 'optimal' case.

As stated above the embedding is done into the wav audio files out of table 6.1. The experimen
tal test setup is depicted in figure 6.1. Out of the figure it can be seen that the files are represented
by the Audio- file.wav-input at the begin of the embedding. Next the files are segmented into
proper frames using a block size of 1024 samples per frame. Furthermore a 50% frame-windowing
overlap was used. For some brief information on frame-windowing the fast fourier transform of a
finite length signal paragraph is recalled.
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The embedded watermark is as defined in equation (4.68) and the embedded frame-bits B i
can be found out of the watermark bits Wi, as shown in the figure. For the watermark embedding
part is referred to the outlines of the watermarking methods given in figure 2.7 and 2.8. After
watermark bit B i is embedded into frame i the the processed frame i is stored and it is verified
that all frames are processed. If not, the next frame is processed. When all frames are processed
the stored frames are merged to form the corresponding watermarked audio. Then the energy of
the watermark and original are averaged over 150 samples and these averages are used to calculate
the energy ratio ~. The parts that are above two times O"€ are suppressed (described in the
pre-echo suppression subsection) and the result is stored as the watermarked version of the audio
file; Marked-Audio- lile.wav.

Since the effectiveness of the methods is tested (also referred to as 'idle case' or 'clean case')
there is no further processing on the obtained audio file Marked-Audio- lile.wav before the re
covering is started. Thus the obtained audio file is directly used for the recovering, this is shown
on the right side of figure 6.1. During the embedding the file was segmented and windowed frames
where generated. In order to recover the watermark correct it is important that the same frames
are used for the watermark embedding and recovering. Therefore the alignment of frames is very
essential for proper watermark recovering. In this case frame alignment can be easily achieved
because the watermarked audio-file and its original are of equal length and there is no shifting
or miss-alignment during the saving of the file. Therefore following the same segmentation and
windowing procedure as during the embedding results in the correct frames.

Analog to the embedding the Marked-Audio-lile.wav file is segmented into the proper frames
using a block size of 1024 samples per frame and a 50% frame-windowing overlap was used. When
processing a frame, the decision variable Xi (see the subsection about the stochastic calculation of
the frame-bits B i ) is obtained. Next the Decisian program flow from (5.9) is used. The parameters
Xi, B i and di are stored and it is verified whether all frames are processed. If not the next frame
is processed. When all frames are processed the stored parameters together with a predefined
owners key are used to calculate the correlation y (see the subsection over the verification of the
detected watermark with the owners key). The predefined owners key is defined as in equation
(4.68). Depending on the correlation of y the recovered watermark d is accepted or not. Finally
some useful recovering result parameters can be stored.

The effectiveness of both methods has been investigated and the results are given in figure 6.2 and
6.3. More parameters of the first method are given in table B.l to B.9 and more parameters of
the second method can be found in table B.1O to B.18. In the tables the following parameters are
given:

Box 19: Parameters used in the tables

N umber of quantization steps into which the threshold is divided: m

The number of elements in I: N

Standard deviation of y:

Correlation:

Reliability:

O"y ~ IN. (2p-l)2

y = Yb = L. Ii . wi
i

Bit error rate: f _ Ndi""wi
'> - N

False alarm probability:
00 -5

P(y > 1JC7 ) = _1_ J e 2"y dy- y (J'..j2;
Y '1(J'y
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Figure 6.2: First part of the effectiveness results for the two implementations. The reliability is
plot as a function of the number of quantization steps.
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Figure 6.3: Completing part of the effectiveness results for the two implementations. The reliability
is plot as a function of the number of quantization steps.
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6.1 Effectiveness conclusion
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The primary question in the quantization method is whether the calculated embedding threshold
I[n] (see the sections on the watermarking implementations) can be properly retrieved out of the
watermarked audio-signal during the recovering. This is questionable because during the embed
ding the signal is changed due to the quantization. Because the calculation of the threshold I[n]
is related (in both described implementations) to the signal energy it is likely that the during the
recovery retrieved threshold differs from the intentionally (during the embedding used) threshold.
Detection with a different threshold can result in different values. Therefore it is questionable
whether the obtained threshold during the recovery is usable for detection.

Remember that the reliability was defined as; "., = l1LL and that the minimum for acceptance
I7v

was defined as y > 5ay. This minimum is represented in the previous figures by a dashed line. The
results given in figure 6.2 and 6.3 show that the reliability"., is in general far above the minimum of
5. Therefore it is concluded that the during the recovery obtained threshold I[n] is usable for the
detection. In other words; the signal change due to the quantization method does not disturb the
signal in such an amount that the during the recovery obtained threshold is unusable for detection.

In the effectiveness results for the two implementations it can be seen that the reliability of the
first implementation is always higher than the reliability of the second implementation. There
is one file (glockenspiel.wav) for which the second implementation does not meet the minimum
reliability of 5. If this is compared with the SNR and relative step-sizes this is not what was
expected; Remember that a measure of the SNR is derived in the pre-echo suppression section. In
this section at was defined as the watermark energy divided by the original signal energy. This is a
measure of the SNR. In tables 4.2 and 4.3 the following can be seen; Although the threshold I[n] is
divided into the same number of quantization steps (divided by the same m) for both methods, the
SNR (al) for the first implementation is smaller than the SNR (al) of the second implementation.
In other words with the same number of quantization steps the second implementation embeds
more watermark-information than the first. As a result of this it is expected that the second
implementation is more effective in terms of watermark recovering than the first. But the results
show that the effectiveness does not live up to its expectations!

An explanation for this could be that the second implementation adds more distortion to the
samples and thus the I[n] which is retrieved during the recovery is also more distorted. Therefore
it is possible that the recovered watermark is also more distorted and this (of course) degrades
the reliability (which is seen in the previous effectiveness figures).

In summary, it is concluded that out of the implementations (presented in this report) the first
implementation is superior to the second. Furthermore because glockenspiel.wav turns out to be
a problem file for the second method it cannot be used for further comparison between the two
methods; it is not used in further testing.



Chapter 7

Perceptive testing

The most important requirement of watermarking audio is to retain the perceptual quality of the
signal. Therefore the watermark should be imperceptible. This is often referred to as 'trans
parency' of the watermark. To verify whether the embedded watermarks are imperceptible listen
ing tests have been performed.

Left speaker

Test computer

Figure 7.1: Environment set up for the listening tests.

The testing environment is depicted in figure 7.1 and consists out of:

• a set of loud-speakers

• a test computer with testsoftware and a soundcard

• a proper test room

ri ght speaker

For proper testing high-end audio equipment (speakers, D/A-converter, cables etc) and a 'silent'
room (a room without sound influences and good acoustical properties) are preferable. Moreover
how the test room should be build and the needed equipment can be found (for example) in
IEC:60268-13 or AES 20. In order to test conform these requirements the listening tests where
performed at the Philips Research Center in the Fourier room of building WY8.
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Various of perceptive test mechanisms can be found in literature and on the world wide web
(for example at www.listen.org). Some of them like the single stimulus ratings procedure (SSR),
paired raitings procedure (PR), paired comparisons procedure (PC), AB and ABX testing and In'
interval forced choice (NIFC) will be briefly presented in the next paragraphs.

Single stimulus ratings procedure: In the single stimulus ratings (SSR) procedure each
stimulus is presented separately and a rating is made by the subject before the next stimulus is
presented.

The SSR procedure is normally time-efficient but it could be rather time-consuming in particu
lar if the test involves many independent variables like embedding parameters, subjects, listening
positions and programme material elements. The SSR procedure implies that the subject has
nothing to compare against except his or her memory of what the reproduction should sound like.
Therefore the SSR procedure is recommended mainly if the subjects are somewhat trained and/or
if the difference amongst the sound-fragments are expected to be clearly audible.

Paired ratings and paired comparisons procedure: In the paired ratings (PR) procedure
and the paired comparisons (PC) procedure all stimuli are presented in paired sequences, each pair
consisting of a certain programme material element (audio fragments) reproduced over a set of
loudspeakers. The subject has the freedom to switch between the two stimuli according to his/her
wishes. All possible stimulus pairs are presented an equal number of times which automatically
reduces the demand for replications. If the number of (audio) fragments to be tested is three or
more, the desired reliability is likely to be reached without further replications.

The PR and PC procedures generally require more time than the SSR method if the total
number of sound-fragments to be tested is greater than six. PR or PC methods are recommended
in particular when the sound-fragments to be tested are expected to be of about equal quality.
Experience shows that both PR and PC procedures are preferred by non-trained subjects. In the
PR method the subjects are asked to rate on a rating scale the attributes of each of the two stimuli
individually. In the PC method the subjects are asked to give a comparative ranking for the two
stimuli, i.e. decide which stimulus is preferred.

AB-testing: The AB procedure is often based upon the previous described PR or PC procedure
and therefore it shows many similarities to these procedures. However in (some) AB-tests the
subject is not asked to do any rating, but just has to decide which stimuli is better. After the
test a stochastic analysis is used to make a generalized decision about which stimuli is found best.
These kind of tests are often referred to as AB-testing since the subject has to decide between two
stimuli (A and B).

ABX-testing: In an ABX test the subject can hear selection A (for example the original audio
fragment), selection B (the same audio-fragment but watermarked) and selection X (either the
watermarked or non-watermarked audio-fragment). The subject is then asked to decide if selection
X is equal to A or B. The number of correct answers is the basis to decide if the watermarked
audio is perceptually different than the original audio and would, therefore, declare the water
marking algortihm as 'non-transparent' or 'perceptible'. In the other case, if the watermarked
audio is perceptually equal to the original audio, the watermarking algortihm will be declared as
'transparent' or 'imperceptible'.

Furthermore when using an ABX comparator (for example the one developed by the ABX
Company), enables a single person to conduct, without additional help, a 'double-blind' listening
study using him or herself as the listener. Of course this is a big advantage.

'N' interval forced choice In a 'N' interval forced choice (NIFC) test the subject is repeatedly
presented with three audio fragments out of which one is watermarked. It is to the subject to select
the one which he (or she) believes to be the marked fragment. If the correct fragment is selected
N times, the test-parameters embedding strength is changed so that the embedded watermark
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becomes smaller. In case that a wrong fragment is selected the watermark parameter is changed
immediately so that the embedded watermark becomes larger. By doing so the NIFC mechanism
provides a manner to converge the test-parameter.

7.1 Selected test mechanism

As a test mechanism the N Interval Forced Choice (NIFC) mechanism was used. The NIFC
mechanism was chosen because it provides a manner to converge a specific parameter, as stated
before. In this case the investigated parameter is the quantization step size ~. Since the step size
~ is directly related to the number of quantization steps m this latter is used as a test parameter.
Furthermore the tests were performed with a NIFC mechanism where N = 2.

As described before the test set up consists out of a set of loudspeakers and a computer (with
testsoftware and a soundcard) placed in a proper test room. To give an impression of the software
figures 7.2 to 7.4 show some screenshots of the testsoftware. These figures will now be used to
describe (briefly) how the tests are conducted.

AUDIO WATERMARKING - THRESHOLD LISTENING TEST

1.lnput Audio

2. Listening Test

Select Watermarked Audio:

Correct Location: XX

3. Processing

Audio watermarking threshold-listening test. (Version 0.')

Figure 7.2: Start screen for the listening test.

Figure 7.2 shows the testsoftware screen after the audio input has been selected and the test is
ready to start. It is to the subject to press the 'START' button and begin testing. When started,
the software repeatedly presents three audio fragments (out of which one is watermarked) to the
subject. Furthermore when started, the 'START' button changes into a 'REPLAY' button which
makes it possible for the subject to play-back the fragments a desired number of times. Now the
subject has to decide which one is the watermarked fragment. This can be achieved by pressing
one of the three buttons labeled '1','2' or '3' respectively.
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AUDIO WATERMARKING - THRESHOLD LISTENING TEST

1.lnput Audio

2. Listening Test

Select Watermarked Audio:

3. Processing

CORRECT

Correct Location: 1

Audio watermarking threshold-listening test. (Version 0.1)

Figure 7.3: Screen after the correct audio-fragment was selected during a listening test.

When the correct audio-fragment is selected, the word 'CORRECT' appears on the right side of
the screen. Also it is given which one of the fragments was the watermarked fragment. Remember
that the tests are conducted using a NIFC method where N = 2 this means that the correct audio
fragment has to be selected two times directly after one another before the test-parameter (m) is
changed to decrease the embedding strength. Of course this is taken care of by the testsoftware;
when the correct frame is selected for the first time, the same audio-fragments are used (with
randomly changed sequence) to be presented to the subject. When the subject selects the correct
fragment for the second time the test-parameter is changed and a new watermarked fragment is
used to form the randomly sequence of the three audio-fragments. Then this new sequence is
presented to the subject and the test continues.

When the wrong audio-fragment is selected the word 'WRONG' appears on the right side of the
screen. Again it is also given which one of the fragments was the watermarked fragment. This
is depicted in figure 7.4. Furthermore when a wrong fragment is selected the test-parameter is
changed directly to increase the embedding strength and a new watermarked fragment is used to
form the randomly sequence of the three audio-fragments. Again this new sequence is presented
to the subject and the test continues. Notice that although the previous selection could be correct,
selecting a wrong fragment resets the number of correct selected audio fragments. By doing this
the testsoftware achieves that the test parameter is only decreased when two correct watermarked
fragments are selected directly after one another.
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AUDIO WATERMARKING - THRESHOLD LISTENING TEST

1. Input Audio

2. Listening Test

Select Watermarked Audio:

3. Processing

WRONG

Correct Location: 3

Audio watermarking threshold-listening test. (Version 0.1)

Figure 7.4: Screen after the wrong audio-fragment was selected during a listening test.

To the subject the above appears very simple; all he or she has to do is listen to (a random se
quence of) three audio-fragments and select which fragment he or she thinks is the watermarked
fragment until the test is finished. The NIFC method has the same advantage as the ABX-testing
method (described previously); they both enable a single person to conduct, without additional
help, a listening study using him or herself as the listener. Notice that this is possible due to the
random generation of the audio-fragment sequence.

When the test is finished the converging curve is plot and the mean of the converging is given.
Examples of these result plots are given in the next section (figures 7.5 to 7.7). FUrthermore since
the tests were performed with very few listeners they do not provide absolute proof but they pro
vide a rough indication. The perceptive test have proven to be an essential part of the assignment
because they consume time due to the preparation of the needed (test) files and due to the testing
time.
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7.2 Perceptive results of the first implementation

The results of the perceptive tests of the first implementation are given in table 7.1. The con
verging test-paths for some of the files are given in figure 7.5 and 7.6. In the tables the mean
of convergence of the testparameter m and the maximum embedding-strength r are given. The
relation between the number of quantization steps m and r has been previously described in the
pre-echo suppression section. Also a proposed m and the according r are given. The proposed
m is the mean of convergence rounded and added with one. This is done to obtain an extra
inperceptible marge.

File Mean of Convergence m Maximum r Proposed m Proposed r
acdc.wav 3.00 0.190 4 0.142
castanets.wav 2.17 0.263 3 0.190
donna.wav 4.33 0.131 5 0.114
mozart.wav 8.67 0.066 10 0.057
orff.wav 1.50 0.381 3 0.190
sade.wav 6.50 0.088 8 0.071
sinead.wav 3.67 0.156 5 0.114
texas.wav 1.67 0.342 3 0.190

Table 7.1: Listening test results for the first implementation. Remember that for the first imple
mentation r = 3.;m'
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Figure 7.5: Convergence results of the perceptive tests for the first implementation.
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Figure 7.6: Convergence results of the perceptive tests for the first implementation.

7.3 Perceptive results of the second implementation

The results of the perceptive tests of the second implementation are given in table 7.2. Some
of the test-paths are given in figure 7.7. In the tables the same parameters are given as in the
previous first implementation tables.

File Mean of Convergence m Maximum r Proposed m Proposed r
acdc.wav 1.83 0.546 3 0.333
castanets.wav 2.33 0.429 3 0.333
donna.wav 5.00 0.200 6 0.166
mozart.wav 9.17 0.109 10 0.100
orff.wav 1.50 0.666 3 0.333
sade.wav 8.67 0.115 10 0.100
sinead.wav 3.17 0.315 4 0.25
texas.wav 2.17 0.460 3 0.333

Table 7.2: Listening test results for the second implementation. Remember that for the second
implementation r = ;k.

7.4 Perceptive conclusion

Out of the perceptive tests it can be concluded that the amount of watermark that can be embed
ded into an audio-file is strongly depending on the kind of music; non noisy music files allow less
watermark information to be embedded than noisy-like files. Of course this is in harmony with
the masking phenomena of the HAS. Furthermore it is found that the perceptive results of the
two investigated methods are comparable; the convergence regions of m are for both methods of
the same size-order.
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Figure 7.7: Convergence results of the perceptive tests for the second implementation.



Chapter 8

Robustness testing

In this report two watermarking implementations have been proposed and the effectiveness of
these methods has been investigated. In practice this ideal situation is hardly ever applicable
and therefore the methods have to be tested on survival over different channels. This testing
is in general referred to as robustness testing. In today's digital world MPEG layer 3 (mp3) is
probably the most popular audio format for music playback and distribution. Especially the music
distribution (provided by Napster and others) has recently caused a lot of commotion.

Because mp3 is such a popular audio-format nowadays, it is interesting to know whether the
proposed schemes survive a mp3 encoding and decoding channel. Therefore the robustness testing
is realized by means of mp3 compression. The results of these test are given in this part of the
report.

During the robustness tests the same setup was used as for the effectiveness tests (see figure
6.1) except now there i§. some processing on the obtained audio file Marked-Audio- file.wav before
the recovering is started. The form of processing is MPEG layer 3 encoding and decoding as shown
in figure 8.1. Thus the obtained audio file is first encoded to mp3 and then directly decoded back
to wav. The now obtained Marked-Audio-file.wav is used for the recovering, shown on the right
side of figure 6.1. The tool Easy Audio File Converter out of the software package Easy CD-DA
Extractor 4.3.1 from Jukka Poikolainen Software was used for the mp3 encoding and decoding.
The tool Easy Audio File Converter uses the LAME MP3 Encoding Engine version 3.82(beta) to
compress audio to the mp3 format.

Marked_Audio-fiJe. wav

Marked_A udio-fiJe. mp3

Marked Audio-fiJe.wav

Figure 8.1: MPEG layer 3 encoding and decoding of Marked-Audio-file.wav.
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8.1. FRAME MISS-ALIGNMENT

8.1 Frame miss-alignment

89

In order to recover the watermark correct it is important that the same frames are used for
the watermark embedding and recovering, as stated before in the section on the effectiveness of
the two implementations. Since mp3 compression is used and the effect of the compression on
the frame-alignment is (due to various encoder-decoders on the marked using slightly different
standards/algorithms, introduced starting offsets, file-length depending on the bit-rate etc... ) not
exactly known, frame alignment cannot be easily achieved. To adapt to this difficulty the embedded
watermark is as defined in equation 4.68;

W = +1+ 1+ 1+1+1+1+1+1-1-1-1-1-1-1-1-1+1+1+1+1+1+1+1+1-1-1-1-1....

The goal of repeating the watermark-bits Wi a number of times (eight in this case) is to achieve
some form of robustness against the miss-alignment; it is assumed that when the frames are miss
aligned the majority will still be detected as intended and the problem is reduced to these locations
where the watermark-bit value changes.

To show the effect of frame miss-alignment figure 8.2 is given. In this figure the reliability 'Tl is
plot as a function of the frame-miss alignment for two files (acdc.wav an castanets.wav) processed
by the second implementation. More result parameters can be found in the tables B.19 and B.20.
Since the frame miss-alignment phenomena is similar for both methods only the results of one
method (the second) are used in this report to illustrate the effect.

Miss-alignment results of acdc.way and castanet.waY
35,.--.-,.--.-,.----,-,.--.-,.--.-,.--.-,.----,-,.----,-.-----,-.-----.-----,

castanet.wav

acdC.WiV

5

00:--:'':-0---=20':--:30':--40':--:50:':--:60':--:7':-0---=80':--:90':--:-1OO~-:-"'-::0-'20~-13O~---L-~---I.:-.L--L-.:'..--::-:'
••, Frame miss-alignment; [ % I

Figure 8.2: Some miss-alignment results for the second implementation (no search included).

In figure 8.2 it can be seen that the reliability 'Tl decreases with increasing miss-alignment. The
curves show that the minima lie around 50%, 150%, 250% etc. It is interesting to see that
the reliability increases back to a sub-maximum value (that is decreasing with increasing miss
alignment) around 100%, 200%, 300% etc. That the reliability around these percentages does not
equal the original reliability with no miss-alignment (0%) can be explained by the fact that in these
cases the recovered watermark is a whole frame shifted version of the owners key and therefore
the correlation misses (the first or more) bits of the repetitive sequence and thus decreases. These
situations can also typically occur when there is some form of offset introduced by the mp3
compression; in these cases the detected watermark can be shifted for some (whole) frames.
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8.2 Whole frame shifts compensation

To adapt to the whole frame miss-alignment(s) during the calculation of the correlation y (see
previous section about verifying the detected owners key) a search is introduced; the detected
watermark d €{+1,0, -I} is compared with frame-shifted versions of the owners key. In order to
realize this the owners key is defined as in 4.68. Now during the calculation of the correlation y
the frame-shifted versions of the owners key are also used. Since the here used watermark-bits are
repeated eight times, there are sixteen shifted owners key versions. Notice that this is typical for
the here used owners key and al kind variations can be thought of;

Wo = +1 + 1 + 1 + 1 + 1 + 1 + 1 + 1- 1- 1- 1- 1-1 - 1- 1- 1 + 1 + 1 + 1.. ..
WI = -1 + 1 + 1 + 1 + 1 + 1 + 1 + 1 + 1 - 1 - 1 - 1 - 1 - 1 - 1 - 1 - 1 + 1 + 1.. ..
Wz = -1 - 1 + 1 + 1 + 1 + 1 + 1 + 1 + 1 + 1 - 1 - 1 - 1 - 1 - 1 - 1 - 1 - 1 + 1.. ..
W3 = -1 - 1 - 1 + 1 + 1 + 1 + 1 + 1 + 1 + 1 + 1 - 1 - 1 - 1 - 1 - 1 - 1 - 1 - 1.. ..

W14 = +1 + 1 + 1 + 1 + 1 + 1-1 -1- 1-1 - 1- 1- 1- 1 + 1 + 1 + 1 + 1 + 1.. ..
Wl5 = +1 + 1 + 1 + 1 + 1 + 1 + 1-1- 1- 1- 1 - 1- 1 - 1 - 1 + 1 + 1 + 1 + 1.. ..

During the correlation these owners key versions are used and the version that resulted in the
largest correlation is searched and assumed to be applicable. To indicate that, although the above
is used frame-miss-alignment still is problematic figure 8.3 is given. In this figure the same files
(acdc.wav an castanets.wav) as in figure 8.2 are processed by the second implementation, this time
with the mentioned search included. FUrthermore the reliability is plot as a function of the frame
miss-alignment. More parameters of the results can be found in table B.21 and B.22.

Miss-alignment results of acdc.wav and castanet.wav
35 r---.,,---.----,----.,,---,---,---,---,---.-----,

10

castanet.wav

5 ----
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o 10 20 30 40 50 60 70 80 90 100
.-> Frame miss-alignment; [ % J

Figure 8.3: Frame miss-alignment results with search included, for the second implementation.

It can be seen in figure 8.3 that the miss-alignment decreases the reliability of the recovered
watermark with a maximum of degradation still around 50% and that with including the search
the reliability comes back to the original value where no miss-alignment (0%) was used. That there
still is a dip around 50% is a result of the used search; the search is done for whole frame-shifted
versions and therefore only these frame-shifts can be compensated for. In order to compensate for
the sub-frame shifts (the parts in the figures not equal to 0%, 100%, 200% etc.) a search based
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on sub-frame shifted versions of the owners key might bring a solution. Unfortunately this is still
a topic for the future because it has not been investigated due to a shortage of time.

The frame shift testing mentioned above shows that repeating the watermark and owners key
bits eight times is overkill; the main problem lies in the sub-frame shifts and therefore repeating
the bits eight times doesn't provide more robustness than when they were repeated only two or
maybe four times. The exact number of repeats cannot be determined untill the sub-frame shifting
problem is solved.

8.3 Mp3 compression tests

Although the frame miss-alignment may cause serious detection-degradation it is still interesting
to investigate the impact of mp3 compression on the watermark recovering. This because the miss
alignment caused by mp3-compression is unknown and may vary or might be small. Therefore
the robustness of both methods has been investigated by using mp3-compression and the results
are given in figure 8.4 to 8.6. More parameters of the first method are given in table B.23 to B.30
and more parameters of the second method can be found in table B.24 to B.38.

First and second implementation robustness resutis of acdc.wav First and second implementation robustness resutis of caslanels.wav

350
~o.'--~'=:=----'----'------'----'-----'------'

o ffi 100 150 Jl) 250 :m 350
..) MpJ compression bitrilte; [B, kbillsj

o'--_.L-_-'-_--'-_----'-_--'-__'-------'

o ffi 100 150 Xl) 250 :m
..) MpJ compression bitrate; [B, kbillsj

Figure 8.4: First part of the robustness results for the two implementations. The reliability is plot
as a function of the mp3 compression bitrate.
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First and second implementation robustness resu~s of sade.wav First and second implementation robustness resu~s of texas.wav
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First and second implementation robustness resu~s of donna.wav First and second implementation robustness results of mozart.waY
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35050 100 150 JIJ 250 3JJ
--> Mp3 compression bnrate; IB, kbitlsj
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Figure 8.5: Second parl of the robustness results for the two implementations. The reliability is
plot as a function of the mp3 compression bitrates.
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First and second implementation robustness resu~s of orff.wav
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Figure 8.6: Completing part of the robustness results for the two implementations. The reliability
is plot as a function of the mp3 compression bitrates.

8.4 Robustness conclusion

In the previous section it has been brought into attention that the methods suffer from frame
miss-alignment and that, although, when the whole-frame miss-alignments are compensated for
there still lies a problem in the sub-frame shifts. Solving this problem will most likely increase the
robustness of the methods.

Furthermore out of the first and second implementations mp3-robustness tests it follows that
although the reliability increases in general with increasing mp3 compression bit-rate Br both
methods (as presented in this report) do not survive compression algorithms such as mp3 very
well. This is very unfortunate and in the struggle to increase the robustness of the methods some
approaches have been investigated. Although none of the investigated approaches turned out to
be usable, they will be mentioned here to prevent possible future researchers from looking for a
solution in these directions. Remember that a (large ?) part of the degradation may very well be
caused by the frame-miss-alignment caused by the compression.

8.4.1 A first approach

The robustness tests indicated that the watermark is lost after lossy compression algorithms such
as mp3-compression. For robust watermarking schemes this is unacceptable and therefore some
approaches to increase the robustness of the methods has been investigated. The first made anal
ysis shows some similarities with the pre-echo analysis based on energy described previous in this
report. Furthermore the first investigated approach is based on the fact that by the quantization
the samples are changed. Because the quantization step size is depending on the average of these
samples the obtained step size at the recovering side can differ from the intentionally used quan
tization step size during the embedding. These differences in recovering and embedding step size
may be the cause of errors. For the analysis the quantization step size ~ is again defined as in
(4.41);

N
'"Y l: -~ = - s~ = ",. S2N ' 1 ,

;=1
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When quantizing data the data samples are changed with a certain value. Remember again that
the embedding is done in the power spectrum. Therefore it is found that the change in a power
spectrum sample equals 8 and this can be noted as;

(8.1)

Then it is found for the average;

(8.2)

Like in the pre-echo suppresion part it is assumed that the power-spectrum change is rather
constant and depending on 8 with;

2 1 f.:l 2 1 [1 3] .:l 1 2
U6 = 26 8 d8 = 26' "3. 8 -.:l = "3 ·6

-.:l

Now it is found for the average power-spectrum component-change;

- - - 6
s~' = s~ + U< = s~ + -

t • u • J3

(8.3)

(8.4)

The goal of this approach is to retrieve the same quantization step size during the recovering as
the one used during the embedding. Therefore it is needed that;

6'=6

Using the previous it is found that;

- ( ,)-, . s;' =,' 1 + J3 .s;

Therefore to realize 6' = 6 the 6' should hold to;

Box 20: Retrieving the intentionally used quantization step size

The during the embedding used quantization step size can be retrieved during the recovering so
that;

6'=6

By defining;

6' = (-'). S~1 = 6
1 + ....1... •.j3

(8.5)

Testing the above described approach showed that the problem cannot be solved in this manner;
the results are fanciful in terms of increasing and decreasing the detection quality and therefore
this approach is unusable.
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8.4.2 Other approaches

Other investigated approaches to solve the robustness problem were based on introducing different
relations in the frame-bits. In one of the approaches the frame-bits were repeated directly after
one another and the correlation was based on the average of the repeated frame-bits. This sit
uation resulted in lower correlation values (and thus decreasing detection). That the correlation
values decrease in these situation is a result of the averaging; parts which are good recovered are
dominating the 'idle case' correlation but now these parts are smeared out before correlation. This
results in less good recovered areas and therefore results in a lower correlation.

In another approach the frame-bits were related to one another by a linear (frame) mapping.
In this approach the embedded frame-bit of frame N equals the embedded frame-bit of frame
N + M, N + 2M, N + 3M.... etc. The recovered frame-bit is reconstructed out of all the mapped
frame-bits. In the reconstruction the number of recovered zeros and ones is determining the finally
reconstructed frame-bit. Testing this approach resulted in correlations of the same size-order as
without the mapping.

The approaches based on changing the relations between the frame-bits didn't achieve any in
creasing in robustness of the methods. Therefore a solution for the robustness problem is most
likely not to be found in this direction. Maybe the robustness can be increased by introducing
ingenious relations between the Power-Spectrum component bits. Another problem that is most
likely to gain robustness is to solve the possible frame-miss-alignments that occur (as stated be
fore). Maybe the miss-alignment can be solved by using a form of synchronization at the start of
the watermark. When a solution for this problem is found, the impact of mp3 compression can be
determined more accurate. It is regretted that these approaches have not been investigated due
to shortage of time.



Chapter 9

Discussion

During this research various topics of quantization-watermarking have been investigated and are
mentioned in this report. One of the first conclusions (in the effectiveness chapter) revealed that
larger payloads can be embedded into audio-files by means of quantization. Revealing this was
one of the primary goals of the research. Another primary question was whether the calculated
embedding threshold can be properly retrieved out of the watermarked audio-signal during the
recovering. This turned out not to be a problem; it was found that the (during the recovering)
obtained threshold is usable for the detection.

In the effectiveness chapter it was found that some files cause difficulties for the methods. As a
result of this there are files that cannot be watermarked very well. Furthermore the effectiveness
chapter revealed that, although (with the same number of quantiation steps) the second imple
mentation embeds more watermark (than the first), it is less effective. Therefore it is concluded
that out of the implementations (presented in this report) the first (which uses the PAM) is supe
rior to the second. Maybe an even more superior method can be achieved by combining the two
methods; for example a trade-off between the obtained thresholds I[n] (of both methods) can be
made. The advantage of doing so is that the statistical quality of the second and the perceptual
quality of the first method can be combined to form an optimum.

Remember that when embedding more information, the recovered threshold is also more dis
torted. Distortions in the threshold result in reliability degradation. Therefore embedding more
information does not necessarily results in better performance. Unfortunately the exact relation
between the embedded payload and distortion in the recovered threshold has not been investigated
yet; this is left to future research.

Out of the perceptive tests it was concluded that the amount of watermark that can be embedded
into an audio-file is strongly depending on the kind of music. Furthermore it was found that the
perceptive results of the two investigated methods are comparable; the convergence regions of m
are for both methods of the same size-order.

The robustness chapter revealed that the methods suffer from frame miss-alignment and that,
although, when the whole-frame miss-alignments are compensated for there still lies a problem in
the sub-frame shifts. Solving this problem will most likely increase the robustness of the method.
Therefore it is recommended that future research first concentrates on solving this problem.

In the robustness chapter it was also concluded that although the reliability increases in gen
eral with increasing mp3 compression bit rate B r both methods (as presented in this report)
do not survive compression algorithms such as mp3 very well. But is this a result of the mp3
compression only or does the frame miss-alignment contribute largely to this phenomena? Only
solving the alignment problem and new mp3-tests can answer this question. Furthermore at the
end of the robustness chapter some increasing robustness approaches were presented. Although
these approaches didn't achieve anything yet, maybe some of them turn out to be useful after
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the frame-alignment problem is solved. Unfortunately these questions are still to be answered
by future research. Other topics for future research can be thought of such as all kinds of error
correction codes (CRC-codes) to improve the bit-error rate etc.

In summary it can be stated that although lot of effort has been put into this research, it is still
immature and further research is necessary to bring it to its mature state. Furthermore, due to
the poor robustness of the two implementations described in this report, they can only be used
for authentication (tamper proofing). This because authentication watermarks require the lowest
level of robustness.
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Appendix A

The Discrete Fourier
Transformation

Fourier waveform analysis originated in the early 1800s when Baron Jean Baptiste Joseph Fourier
(1768-1830), a French mathematical physicist, developed these methods for investigating the con
duction of heat in solid bodies. Fourier contended that rather complex continuous-time waveforms
could be decomposed into a summation of simple trigonometric functions, sines and cosines of dif
fering frequencies and magnitudes. At first his claims drew strong criticism from some of the most
prominent mathematicians of the time but technical doubts regarding Fourier's methods were
largely dispelled by the late 19th century through the efforts of Dirichlet, Riemann and others.

Following this somewhat rocky beginning, the concepts of Fourier analysis have found applica
tion in many fields of science, mathematics and engineering. Indeed the study of Fourier techniques
is now a traditional undertaking within undergraduate electrical engineering programs. With the
availability of electronic computers, Fourier techniques have matured dramatically in the analysis
of discrete-time waveforms.

The now ubiquitous fast Fourier transform (FFT) is a somewhat general title applied to efficient
algorithms for the machine computation of the discrete Fourier tranform (DFT). To be more
specific; while using the DFT the discrete input signal is considered N periodic. By making this
assumption an N-point DFT can be performed. If N is a power of 2, a faster algorithm can be used
to calculate the spectrum and this decreases the processing time. This algorithm is also known as
the radix-2 decimation in time Fast Fourier Transform (FFT).

In the watermarking schemes described in this report the FFT is an essential part of the
embedding and recovering processes. The FFT is defined by equation (A.l). In this definition g[k]
is assumed to be a periodic time-signal (with period N)j the corresponding N-point FFT, G[n] is
defined by:

N-l

G[n] = FFT (g[k]) = L g[k]e-j~nk
k=O

The reverse path is known as the inverse fast Fourier transform (IFFT) :

N-l

g[k] = IFFT (G[n]) = ~ L G[n]ej~nk
n=O

The periodic functions g[k] and G[n] form a Fourier-pair; in general this is notated as;

g[k]~ G[n]

(A.l)

(A.2)

In digital signal processing the main part of interest lies in signals of finite length and not in
periodic infinite signals. Such a finite length signal g[k] (with g[k] = 0 for k < 0 and k > N - 1)
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is called a N-points signal. When now using the FFT and IFFT not only the signal g[k] but also
!ilk] is taken into account. The periodic signal !ilk] is the periodic expansion of g[n] while g[n] is
the first period cut out of !ilk]. The two signals are related by equation (A.3).

00

g[k] = RNg[k] and g[k] = L g[n - rN]
r=-oo

(A.3)

(AA)

In equation (A.3) RN is a N-points rectangle function. The FFT summation in equation (A.l)
is done from k = 0,1, ... , N - 1; therefore it does not matter for the result G[k] whether this
summation is done over the periodic signal g[k] or over the N-points signal g[k]. For this reason
G[k] is also the FFT of g[n]:

N-l

G[n] = FFT (g[k)) = L g[k]e-j~nk
k=O

However care must be taken: out of the inverse FFT (A.2) not g[n] is obtained but its periodic
form g[k]. To find g[k] the relations between g[k] and g[k], given in equation (A.3), must be used
after the IFFT. Therefore the the functions g[k] and G[n] do form a pair but not a Fourier pair!



Appendix B

Results

B.l Effectiveness results

In this part the idle results of the first method are given. In the tables the following parameters
are given:

Box 21: Parameters used in the tables

Number of quantization steps into which the threshold is divided: m

The number of non zero elements in I: N

Standard deviation of y: O"y ~ JN . (2pi - 1)2

Bit error rate:

Correlation:

Reliability:

y = Eli -wi
i

1] = W
u~

i _ Nd;#wj
,,- N

False alarm probability:
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B.l. EFFECTIVENESS RESULTS

B.!.l First implementation (based on PAM masking threshold)

I acdc.wav I Nr. Frames: N = 1722 I
m Deviation u y : Correlation y: Reliability 1]: Error rate (: P(y 2: 1]Uy ):

1 41.15 1701.36 41.35 0.17% 0.00
2 40.63 1677.10 41.28 0.12% 0.00
3 39.76 1624.71 40.86 0.64% 0.00
4 38.95 1570.03 40.31 1.39% 0.00
5 38.20 1520.57 39.81 2.44% 0.00
6 37.78 1476.09 39.07 3.66% 0.00
7 37.26 1432.13 38.44 4.59% 0.00
8 36.68 1398.67 38.13 5.01% 0.00
9 36.36 1373.79 37.78 6.01% 0.00
10 36.16 1363.63 37.71 5.36% 0.00
11 35.89 1325.17 36.92 7.04% 0.00
12 35.89 1339.17 37.31 6.24% 0.00

Table B.l: First implementation 'idle' results of acdc. wav.

I castanets.wav I Nr. Frames: N = 671 I
m Deviation U y: Correlation y: Reliability 1]: Error rate (: P(y > 1]Uy ):

1 20.90 450.92 21.57 9.52% 0.00
2 19.89 414.07 20.81 12.66% 0.00
3 19.31 396.30 20.52 12.47% 0.00
4 18.96 387.12 20.41 11.92% 0.00
5 18.79 376.54 20.04 13.47% 0.00
6 18.15 345.90 19.05 15.80% 0.00
7 18.20 348.31 19.13 15.75% 0.00
8 17.84 321.90 18.04 18.03% 0.00
9 17.61 324.00 18.39 15.61% 0.00
10 17.30 288.11 16.65 19.37% 0.00
11 17.20 291.31 16.93 20.93% 0.00
12 17.61 285.95 16.23 20.00% 0.00

Table B.2: First implementation 'idle' results of castanets. wav.
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104 APPENDIX B. RESULTS

I donna.wav I Nr. Frames: N = 1488 I
m Deviation {1y: Correlation y: Reliability TJ: Error rate (: P(y > TJ{1y):
1 35.88 1314.64 36.64 3.54% 0.00
2 35.05 1271.96 36.29 3.81% 0.00
3 34.04 1201.02 35.28 5.51% 0.00
4 32.83 1127.39 34.34 6.20% 0.00
5 32.38 1067.16 32.96 9.13% 0.00
6 31.46 1011.99 32.17 10.64% 0.00
7 31.35 1018.17 32.48 10.52% 0.00
8 30.86 967.43 31.34 11.87% 0.00
9 31.12 972.58 31.25 11.82% 0.00
10 30.26 923.53 30.52 13.18% 0.00
11 30.28 904.46 29.86 14.02% 0.00
12 30.06 881.33 29.32 14.54% 0.00

Table B.3: First implementation 'idle' results of donna. wav.

m Deviation {1y: Correlation y: Reliability TJ: Error rate (: P(y ~ TJ{1y):
1 34.88 191.57 5.49 43.87% 1.20.10-8

2 33.60 298.66 8.89 40.39% 3.34.10 -18

3 33.20 329.24 9.92 39.30% 0.00
4 32.73 336.69 10.28 39.66% 0.00
5 32.45 346.88 10.69 38.80% 0.00
6 32.43 357.78 11.03 38.31% 0.00
7 32.40 358.67 11.07 39.33% 0.00
8 32.16 353.39 10.99 39.19% 0.00
9 32.05 361.27 11.27 39.10% 0.00
10 32.04 371.67 11.60 38.40% 0.00
11 31.99 361.58 11.30 39.32% 0.00
12 31.56 373.80 11.84 38.19% 0.00

I glockenspiel.wav I Nr. Frames: N = 1722 I

Table B.4: First implementation 'idle' results of glockenspiel.wav.

I mozart.wav I Nr. Frames: N = 1722 I
m Deviation {1y: Correlation y: Reliability TJ: Error rate (: P(y ~ TJ{1y):
1 34.57 1102.83 31.90 14.47% 0.00
2 34.14 1126.13 32.98 12.58% 0.00
3 33.83 1120.2Z 33.11 12.86% 0.00
4 33.25 1051.77 31.63 14.82% 0.00
5 32.85 1041.99 31.72 14.80% 0.00
6 33.08 1034.46 31.27 15.30% 0.00
7 32.40 977.71 30.18 15.79% 0.00
8 31.93 910.02 28.50 18.13% 0.00
9 31.48 869.61 27.62 19.87% 0.00
10 31.23 866.77 27.75 18.90% 0.00
11 30.63 803.56 26.23 21.71% 0.00
12 30.42 794.67 26.12 21.04% 0.00

Table B.5: First implementation 'idle' results of mozart.wav.
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~.wav] Nr. Frames: N = 1722 I
m Deviation O'y: Correlation y: Reliability 17: Error rate (: P(y ~ 17O'y):
1 40.27 1600.18 39.74 2.27% 0.00
2 39.45 1551.54 39.33 2.56% 0.00
3 38.48 1477.99 38.41 3.67% 0.00
4 37.21 1410.95 37.92 4.19% 0.00
5 36.18 1347.67 37.25 5.72% 0.00
6 35.56 1276.85 35.91 7.52% 0.00
7 34.91 1225.71 35.11 8.99% 0.00
8 34.62 1207.11 34.86 9.68% 0.00
9 34.29 1199.48 34.98 9.04% 0.00
10 34.11 1170.24 34.31 10.37% 0.00
11 33.80 1120.13 33.14 12.62% 0.00
12 33.27 1083.73 32.57 12.54% 0.00

Table B.6: First implementation 'idle' results of orfJ.wav.

I sade.wav I Nr. Frames: N = 2899 I
m Deviation O'y: Correlation y: Reliability 17: Error rate (: P(y ~ 17O'y):
1 43.59 1933.51 44.36 10.48% 0.00
2 41.95 1801.90 42.95 12.47% 0.00
3 41.11 1710.15 41.60 13.99% 0.00
4 40.58 1643.57 40.50 15.15% 0.00
5 40.13 1577.27 39.30 16.41% 0.00
6 39.76 1594.88 40.11 14.88% 0.00
7 39.42 1479.54 37.53 18.41% 0.00
8 39.19 1460.65 37.27 18.38% 0.00
9 38.48 1406.67 36.56 19.15% 0.00
10 38.23 1357.46 34.31 20.43% 0.00
11 38.58 1400.71 36.31 19.75% 0.00
12 38.41 1339.94 34.88 20.51% 0.00

Table B.7: First implementation 'idle' results of sade.wav.

I sinead.wav I Nr. Frames: N = 1722 I
m Deviation O'y: Correlation y: Reliability 17: Error rate (: P(y > 17O'y):
1 38.52 1501.53 38.98 3.77% 0.00
2 37.65 1442.10 38.30 4.53% 0.00
3 36.58 1371.31 36.58 5.45% 0.00
4 35.54 1279.21 35.99 8.30% 0.00
5 34.83 1219.84 35.02 9.17% 0.00
6 34.66 1167.93 33.70 11.98% 0.00
7 33.88 1116.63 32.96 12.02% 0.00
8 33.61 1106.32 32.92 12.22% 0.00
9 32.79 1037.85 31.65 13.83% 0.00
10 32.65 989.31 30.30 16.32% 0.00
11 32.21 935.94 29.06 17.38% 0.00
12 31.72 954.65 30.10 16.51% 0.00

Table B.8: First implementation 'idle' results of sinead.wav.
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m Deviation a y : Correlation y: Reliability 7]: Error rate (: P(y > 7]ay ):

1 38.12 1464.14 38.41 5.16% 0.00
2 37.09 1404.30 37.86 5.55% 0.00
3 36.08 1330.18 36.87 7.10% 0.00
4 35.67 1302.19 36.51 8.07% 0.00
5 34.83 1223.62 35.13 9.06% 0.00
6 34.59 1192.88 34.49 10.62% 0.00
7 34.10 1181.55 34.65 9.93% 0.00
8 33.58 1129.66 33.64 11.63% 0.00
9 33.18 1086.33 32.74 12.95% 0.00
10 32.99 1085.45 32.90 12.90% 0.00
11 32.85 1041.82 31.71 14.54% 0.00
12 32.50 998.43 30.72 16.76% 0.00

I texas.wav I Nr. Frames: N = 1722 I

Table B.9: First implementation 'idle' results of texas. wav.

B.1.2 Second implementation (based on energy per critical band)

I acdc.wav I Nr. Frames: N = 1722 I
m Deviation a y: Correlation y: Reliability 7]: Error rate (: P(y > 7]ay ):

1 37.98 1389.65 36.59 8.16% 0.00
2 36.05 1224.17 33.96 10.86% 0.00
3 35.17 1131.15 32.16 14.26% 0.00
3 33.98 1047.00 30.81 15.92% 0.00
5 33.79 994.55 29.43 17.53% 0.00
6 33.32 943.44 28.31 19.31% 0.00
7 32.79 898.15 27.39 20.82% 0.00
8 32.58 883.52 27.12 20.64% 0.00
9 32.48 859.97 26.48 21.63% 0.00
10 32.07 797.13 24.86 23.03% 0.00
11 31.95 817.32 25.58 23.08% 0.00
12 31.96 801.60 25.08 24.06% 0.00

Table B.lO: Second implementation 'idle' results of acdc.wav.
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I castanets.wav I Nr. Frames: N = 671 I
m Deviation a y: Correlation y: Reliability 1]: Error rate (: P(y > 'flay):

1 21.38 398.67 18.65 16.79% 0.00
2 18.19 355.64 19.55 18.19% 0.00
3 18.92 311.97 16.48 21.25% 0.00
4 17.98 255.81 14.22 25.93% 0.00
5 17.66 221.74 12.56 28.88% 0.00
6 16.78 192.39 11.47 31.58% 0.00
7 17.36 194.54 11.21 30.95% 0.00
8 16.88 195.96 11.61 32.20% 0.00
9 17.59 193.11 10.98 32.20% 0.00
10 16.22 152.63 9.41 34.78% 0.00
11 16.23 159.63 9.84 33.08% 0.00
12 16.76 166.31 9.92 34.67% 0.00

Table B.ll: Second implementation 'idle' results of castanets.wav.

I donna.wav I Nr. Frames: N = 1488 I
m Deviation a y : Correlation y: Reliability 1]: Error rate (: P(y > 1]ay ):

1 35.64 1262.25 35.42 5.05% 0.00
2 34.40 1174.21 34.13 7.42% 0.00
3 33.00 1050.11 31.81 10.54% 0.00
4 32.39 987.29 30.48 13.72% 0.00
5 31.39 907.96 28.93 15.37% 0.00
6 30.66 842.64 27.48 18.23% 0.00
7 30.15 821.24 27.24 16.98% 0.00
8 29.83 766.74 25.70 19.72% 0.00
9 29.86 783.50 26.24 18.85% 0.00
10 29.46 733.58 24.90 21.20% 0.00
11 29.12 725.59 24.92 21.38% 0.00
12 29.00 690.42 23.81 22.79% 0.00

Table B.12: Second implementation 'idle' results of donna. wav.

I glockenspiel.wav I Nr. Frames: N = 1722 I
m Deviation a y: Correlation y: Reliability 1]: Error rate (: P(y > 1]ay ):

1 34.65 148.11 4.27 xx.xx% 9.55.10 -6

2 32.51 21.29 0.65 xx.xx% 2.56.10 -1

3 32.99 45.56 1.381 xx.xx% 8.37.10-2

4 34.16 10.04 0.29 xx.xx% 3.8.10-1

5 35.31 7.47 0.21 xx.xx% 4.16.10 -1

6 34.95 24.34 0.70 xx.xx% 2.46.10 -1

7 34.62 24.07 0.69 xx.xx% 2.43.10 -1

Table B.13: Second implementation 'idle' results of glockenspiel.wav.
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I mozart.wav I Nr. Frames: N = 1722 I

APPENDIX B. RESULTS

m Deviation G'y: Correlation y: Reliability 1/: Error rate (: P(y > 1/G'y):
1 33.97 600.01 17.66 30.66% 0.00
2 33.13 567.58 17.13 32.13% 0.00
3 32.39 465.98 14.39 35.16% 0.00
4 31.68 426.34 13.44 35.15% 0.00
5 31.44 390.31 12.41 36.25% 0.00
6 29.77 336.86 11.32 37.37% 0.00
7 29.40 327.04 11.12 38.32% 0.00
8 28.80 267.78 9.30 40.43% 0.00
9 28.97 294.45 10.16 39.04% 0.00
10 27.66 287.22 10.38 37.91% 0.00
11 27.51 263.67 9.58 39.75% 0.00
12 27.68 277.87 10.04 38.99% 0.00

Table B.14: Second implementation 'idle' results of mozart.wav.

[orff.way I Nr. Frames : N = 1722 I
m Deviation G'y: Correlation y: Reliability 1/: Error rate (: P(y > 1/G'y):
1 36.72 1322.75 36.02 8.01% 0.00
2 35.53 1254.18 35.30 9.29% 0.00
3 33.98 1131.69 33.30 12.41% 0.00
4 32.88 1030.80 31.35 14.80% 0.00
5 32.03 926.29 28.92 18.57% 0.00
6 31.56 883.83 28.00 19.66% 0.00
7 31.27 836.47 26.75 19.66% 0.00
8 30.39 761.81 25.07 22.41% 0.00
9 30.32 741.13 24.44 23.81% 0.00
10 30.24 713.00 23.58 24.14% 0.00
11 30.06 697.11 23.19 25.05% 0.00
12 30.19 653.38 21.64 26.93% 0.00

Table B.15: Second implementation 'idle' results of orff.wav.

I sade.wav I Nr. Frames: N = 2899 I
m Deviation G'y: Correlation y: Reliability 1/: Error rate (: P(y > 1/G'y):
1 48.02 1865.22 38.84 16.44% 0.00
2 47.55 1855.74 39.03 16.65% 0.00
3 47.29 1867.13 39.48 15.24% 0.00
4 46.65 1728.81 37.06 17.96% 0.00
5 46.45 1707.60 36.60 18.89% 0.00
6 46.27 1692.31 36.57 18.26% 0.00
7 46.12 1652.45 35.83 18.97% 0.00
8 45.71 1599.25 34.99 20.15% 0.00
9 45.42 1521.18 33.49 22.58% 0.00
10 45.28 1566.30 34.59 20.04% 0.00
11 45.09 1523.42 33.79 21.16% 0.00
12 45.16 1512.75 33.50 21.14% 0.00

Table B.16: Second implementation 'idle' results of sade.wav.
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I sinead.wav I Nr. Frames: N = 1722 I
m Deviation ay: Correlation y: Reliability "l: Error rate (: P(y > "lay):
1 37.82 1303.31 34.46 9.97% 0.00
2 36.51 1221.75 33.46 12.10% 0.00
3 35.42 1111.10 31.37 14.67% 0.00
4 34.58 1059.22 30.63 15.44% 0.00
5 33.30 1011.65 30.38 15.15% 0.00
6 32.45 903.49 27.84 19.51% 0.00
7 31.57 836.45 26.50 20.93% 0.00
8 31.11 780.34 25.08 23.47% 0.00
9 30.30 735.05 24.26 24.87% 0.00
10 29.99 702.81 23.43 25.03% 0.00
11 30.03 678.43 22.59 26.44% 0.00
12 29.63 640.24 21.61 27.59% 0.00

Table B.17: Second implementation 'idle' results of sinead.wav.

I texas.wav I Nr. Frames: N = 1@
m Deviation ay: Correlation y: Reliability "l: Error rate (: P(y ~ "lay):
1 38.79 1423.62 36.70 7.33% 0.00
2 38.11 1389.85 36.47 7.58% 0.00
3 37.59 1356.88 36.10 7.88% 0.00
4 36.57 1276.41 34.90 9.89% 0.00
5 35.99 1247.63 34.67 10.77% 0.00
6 35.68 1196.96 33.55 11.99% 0.00
7 35.06 1158.11 33.03 13.37% 0.00
8 34.73 1125.37 32.40 13.80% 0.00
9 34.58 1130.19 32.68 12.51% 0.00
10 34.50 1092.32 31.66 14.88% 0.00
11 34.25 1071.96 31.30 15.27% 0.00
12 33.91 1079.59 31.84 14.63% 0.00

Table B.18: Second implementation 'idle' results of texas. wav.
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B.2 Robustness test results

In this part the results for the miss-alignment and after mp3 compression are given. In the tables
the following parameters are given:

Box 22: Parameters used in the tables

Number of quantization steps into which the threshold is divided: m

Standard deviation of y: a y ~ JN· (2Pi - 1)2

Number of elements in f: N

Mp3 bit-rate:

Correlation:

Reliability:

Bit error rate:

B r kbitjs

y = L.fi· wi
i

(
_ Ndj'/.wj
- N

False alarm probability:

B.2.1 Some frame miss-alignment results without search, for the second
implementation
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Miss-align Deviation ay: Correlation y: Reliability TJ: Error rate (: P(y > TJay):
0% 18.92 311.96 16.48 21.25% 0.00
10% 17.39 222.21 12.78 29.90% 0.00
20% 16.92 147.28 8.70 36.39% 1.60.10 -Ill

30% 16.99 119.30 7.02 39.51% 1.09.10 -I:.!

40% 16.75 102.46 6.11 40.83% 4.81.10 -10

50% 17.19 59.46 3.46 xx.xx% 2.70.10 -4

60% 16.74 62.26 3.72 xx.xx% 1.00.10-4

70% 16.90 109.96 6.51 39.54% 3.88.10 -11

80% 16.99 114.69 6.75 38.94% 7.56. 10 -1:$
90% 17.19 209.48 12.18 35.60% 1.31.10 -HI

100% 18.92 233.06 12.31 29.05% 0.00
110% 17.41 178.66 10.26 33.54% 0.00
120% 16.92 108.89 6.44 40.82% 6.17.10- 11

130% 16.99 77.31 4.55 xx.xx% 2.68.10-6

140% 16.75 70.65 4.22 xx.xx% 1.24. 10 -5
150% 17.19 40.28 2.34 xx.xx% 9.56·10-;1
160% 16.75 33.65 2.01 xx.xx% 2.22·10 -;,!

170% 16.90 83.63 4.95 xx.xx% 3.78·10 .,
180% 16.99 80.80 4.76 xx.xx% 1.00.10 -6

190% 17.19 104.33 6.07 39.94% 6.49.10 ·lU

200% 18.92 145.47 7.69 37.61% 7.45.10 -11'

I castanets.wav ~IJ Nr. Frames: N = 671 I

Table B.19: Second implementation frame-miss-alignment results for castanets.wav.

I acdc.wav I m = 3 I Nr. Frames: N = 1722 I
Miss-align Deviation ay: Correlation y: Reliability TJ: Error rate (: P(y > TJay):

0% 35.15 1130.14 32.15 14.26% 0.00
10% 33.99 572.73 16.85 31.69% 0.00
20% 33.53 264.16 7.87 40.96% 1.64.10 ·15
30% 33.16 164.54 4.96 xx.xx% 3.49·10 ."{
40% 32.83 94.71 2.88 xx.xx% 1.96.10 .;1

50% 33.25 31.04 0.93 xx.xx% 1.75.10 ·1

60% 33.23 77.74 2.34 xx.xx% 9.65·10-:$
70% 33.15 110.38 3.33 xx.xx% 4.35.10-4

80% 33.37 200.75 6.02 43.13% 9.03.10 ·15

90% 33.45 400.86 12.58 36.79% 0.00
100% 35.15 892.72 25.39 21.78% 0.00
110% 34.01 429.82 12.63 36.31% 0.00
120% 33.53 182.31 5.44 43.64% 2.69.10 -Il

130% 33.17 123.30 3.72 xx.xx% 1.01.10 -4

140% 32.84 74.84 2.28 xx.xx% 1.13· 10 -;,!

150% 33.26 16.24 0.49 xx.xx% 3.13.10 -1

160% 33.23 32.49 0.98 xx.xx% 1.64.10 ·1

170% 33.14 60.19 1.82 xx.xx% 3.47.10 ·2

180% 33.37 115.19 3.45 xx.xx% 2.78.10-4

190% 33.44 279.51 8.36 41.16% 3.14. 10 ·11

200% 35.13 612.47 17.43 30.85% 0.00

Table B.20: Second implementation frame-miss-alignment results for acdc.wav.
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B.2.2 Some frame miss-alignment results with search, for the second
implementation

Miss-align Deviation ay: Correlation y: Reliability TJ: Error rate (: P(y > TJay):
0% 18.92 311.96 16.48 21.25% 0.00
10% 17.41 222.65 12.78 29.86% 0.00
20% 16.92 147.28 8.70 36.39% 1.60.10 -HI

30% 16.99 119.30 7.02 39.51% 1.09.10 -12

40% 16.75 103.02 6.15 40.82% 3.91.10 -10

50% 17.19 70.52 4.10 xx.xx% 2.05.10-5

60% 16.74 82.23 4.91 xx.xx% 4.54.10 -7

70% 16.90 131.26 7.77 36.69% 4.07.10-15

80% 16.99 148.67 8.75 35.85% 1.11 . 10 -HI

90% 17.19 209.48 12.18 30.80% 0.00
100% 18.92 310.54 16.41 21.25% 0.00

[castanets.wav I m = 3 I Nr. Frames: N = 671 I

Table B.21: Second implementation frame-miss-alignment results for castanets.wav with search
included.

I acdc.wav I m = 3 I Nr. Frames: N = 1722 I
Miss-align Deviation ay: Correlation y: Reliability TJ: Error rate (: P(y > TJay):

0% 35.15 1130.14 32.15 14.26% 0.00
10% 33.99 572.73 16.85 31.69% 0.00
20% 33.53 264.16 7.87 40.96% 1.64.10 -1:>

30% 33.16 164.54 4.96 xx.xx% 3.49.10 1

40% 32.83 94.71 2.88 xx.xx% 1.96.10 -;1

50% 33.25 42.14 1.27 xx.xx% 1.02 . 10 -1

60% 33.23 94.23 2.84 xx.xx% 2.28 ·10 -;1

70% 33.15 146.79 4.43 xx.xx% 4.75.10 -6

80% 33.37 260.33 7.80 41.39% 3.11 . 10 -15

90% 33.45 573.93 17.15 31.86% 0.00
100% 35.15 1114.75 31.71 14.78% 0.00

Table B.22: Second implementation frame-miss-alignment results for acdc.wav with search in
cluded.

B.2.3 First implementation mp3 compression results
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I acdc.wav I m = 4 I
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Br N Deviation ay: Correlation y: Reliability 'fI: Error rate (: P(y > 'flay):
320 1725 37.98 63.82 1.68 xx.xx% 4.64.10 -2

256 1725 38.18 4.71 0.12 xx.xx% 4.51. 10 -1

192 1725 38.23 18.86 0.49 xx.xx% 3.10.10 -1

128 1725 39.81 7.24 0.18 xx.xx% 4.27. 10 -1

96 1725 40.18 10.00 0.25 xx.xx% 4.02.10 -1

64 861 28.98 -1.65 -0.06 xx.xx% 5.23.10 -1

32 861 29.18 1.15 0.04 xx.xx% 4.84.10 -1

Table B.23: First implementation 'mp3 compression' results of acdc.wav.

I castanets.wav] m = 3 I
Br N Deviation ay: Correlation y: Reliability 'fI: Error rate (: P(y ~ 'flay):
320 674 15.26 91.49 5.99 40.89% 1.02.10 -lJ

256 674 15.52 68.72 4.43 xx.xx% 4.75.10 -0

192 674 16.11 35.69 2.22 xx.xx% 1.33.10 -2

128 674 18.88 16.27 0.86 xx.xx% 1.94.10-1

96 674 19.48 26.85 1.38 xx.xx% 8.41.10 -1

64 336 15.22 12.15 0.79 xx.xx% 2.12.10 -1

32 336 11.95 4.26 0.36 xx.xx% 3.61.10 -1

Table B.24: First implementation 'mp3 compression' results of castanets.wav.

I donna.wav 1m = 5 I
Br N Deviation ay: Correlation y: Reliability 'fI: Error rate (: P(y ~ 'flay):
320 1491 29.02 102.27 3.52 xx.xx% 2.12.10 -4

256 1491 29.83 61.10 2.05 xx.xx% 2.02.10 -;.l

192 1491 30.06 66.96 2.23 xx.xx% 1.29.10 -;.l

128 1491 33.26 18.27 0.55 xx.xx% 2.91. 10 -1

96 1491 33.53 11.23 0.33 xx.xx% 3.68.10- 1

64 744 25.58 2.59 0.10 xx.xx% 4.59.10 -1

32 744 25.56 1.99 0.08 xx.xx% 4.68.10 -1

Table B.25: First implementation 'mp3 compression' results of donna.wav.

I mozart.wav I m = 10 I
Br N Deviation ay: Correlation y: Reliability 'fI: Error rate (: P(y > 'flay):
320 1725 27.58 323.42 11.72 38.13% 0.00
256 1725 27.48 323.67 11.77 38.33% 0.00
192 1725 27.01 302.25 11.19 39.23% 0.00
128 1725 28.17 203.59 7.23 43.60% 2.48.10 -1;j

96 1725 28.98 180.00 6.21 43.87% 2.64.10 -lU

64 861 24.36 11.89 0.49 xx.xx% 3.13. 10 -1

32 861 25.51 22.08 0.86 xx.xx% 1.93.10-1

Table B.26: First implementation 'mp3 compression' results of mozart.wav.
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I orff.wav I ill = 3 I
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Br N Deviation (jy: Correlation y: Reliability T}: Error rate (: P(y > T}(jy):

320 1725 30.70 182.26 5.94 44.13% 1.46. lO -ll

256 1725 31.30 133.47 4.26 xx.xx% 1.00· lO -:>

192 1725 31.99 128.lO 4.00 xx.xx% 3.11·lO -:>

128 1725 34.38 98.33 2.86 xx.xx% 2.12. lO -3

96 1725 34.85 47.69 1.36 xx.xx% 8.55· lO -;:
64 861 25.19 3.97 0.16 xx.xx% 4.37· lO -I

32 861 25.82 12.95 0.50 xx.xx% 3.08. lO -I

Table B.27: First implementation 'mpS compression' results of orff.wav.

I sade.wav I ill = 8 I
B r N Deviation (jy: Correlation y: Reliability T}: Error rate (: P(y > T}(jy):

320 2902 41.11 62.84 1.53 xx.xx% 6.32· lO -:./
256 2902 40.91 55.81 1.36 xx.xx% 8.62·10-:'/
192 2902 41.43 51.65 1.25 xx.xx% 1.06.10 -I

128 2902 44.29 17.91 0.40 xx.xx% 3.43.10 -I

96 2902 41.63 23.59 0.56 xx.xx% 2.85.10 -I

64 1450 30.25 7.59 0.25 xx.xx% 4.01.10 -I

32 1450 27.21 4.94 0.18 xx.xx% 4.28.10 -I

Table B.28: First implementation 'mpS compression' results of sade.wav.

Br N Deviation (jy: Correlation y: Reliability T}: Error rate (: P(y > T}(jy):

320 1725 30.70 132.04 4.30 xx.xx% 8.53.10-0

256 1725 32.00 98.71 3.08 xx.xx% 1.02.10 -;1

192 1725 32.80 59.04 1.80 xx.xx% 3.84.10-2

128 1725 35.66 36.75 1.03 xx.xx% 1.51 . lO -1

96 1725 35.66 30.94 0.86 xx.xx% 1.93.10 -1

64 861 26.45 1.22 0.05 xx.xx% 4.81. lO -1

32 861 26.78 15.58 1.71 xx.xx% 2.80.10- 1

Table B.29: First implementation 'mpS compression' results of sinead.wav.

I texas.wav I ill = 3 ]
Br N Deviation (jy: Correlation y: Reliability T}: Error rate (: P(y> T}(jy):

320 1725 30.70 272.35 8.87 41.74% 3.64.lO ·1\1

256 1725 33.46 122.19 3.65 xx.xx% 1.30. lO -4

192 1725 35.71 43.17 1.21 xx.xx% 1.13.10-1

128 1725 37.16 37.54 1.01 xx.xx% 1.56. 10 -I

96 1725 36.55 54.63 1.49 xx.xx% 6.75. lO -2

64 861 27.06 8.79 0.32 xx.xx% 3.73. lO ·1

32 861 26.13 lO.91 0.42 xx.xx% 3.38.10-1

Table B.30: First implementation 'mpS compression' results of texas. wav.
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B.2.4 Second implementation mp3 compression results

I acdc.wav I m = 4 I
B r N Deviation ay: Correlation y: Reliability Tj: Error rate (: P(y > Tjay ):

320 1725 40.40 24.10 0.59 xx.xx% 2.75.10 ·1

256 1725 40.12 31.06 0.77 xx.xx% 2.19.10 ·1

192 1725 39.13 19.81 0.51 xx.xx% 3.06.10.1

128 1725 39.78 20.32 0.51 xx.xx% 3.05.10 -I

96 1725 37.79 21.09 0.55 xx.xx% 2.88.10- 1

64 861 29.08 -1.7 0.06 xx.xx% 5.23.10-1

32 861 26.70 6.83 0.25 xx.xx% 3.98.10 -I

Table B.31: Second implementation 'mp3 compression' results of acdc.wav.

I castanets.wa{] m = 3 I
Br N Deviation ay: Correlation y: Reliability Tj: Error rate (: P(y ?:: Tjay ):

320 674 19.01 108.54 5.71 40.81% 5.72.10 -Ii

256 674 18.50 105.90 5.72 40.76% 5.19.10 -Ii

192 674 18.70 52.15 2.78 xx.xx% 2.65·10 -;j

128 674 21.73 21.14 0.97 xx.xx% 1.65.10 -1

96 674 21.61 18.70 0.86 xx.xx% 1.93.10-1

64 336 16.83 8.82 0.52 xx.xx% 3.00.10 -1

32 336 15.09 16.76 1.11 xx.xx% 1.33.10 1

--

Table B.32: Second implementation 'mp3 compression' results of castanets.wav.

Br N Deviation ay: Correlation y: Reliability Tj: Error rate (: P(y ?:: Tjay ):

320 1491 31.40 84.70 2.69 xx.xx% 3.49.10 -J

256 1491 31.99 43.07 1.34 xx.xx% 8.91· 10 -~

192 1491 31.09 53.08 1.71 xx.xx% 4.39.10 -2

128 1491 34.09 27.88 0.82 xx.xx% 2.07.10 -1

96 1491 31.05 14.15 0.45 xx.xx% 3.24.10 -1

64 744 26.31 4.68 0.18 xx.xx% 4.29.10 -1

32 744 25.03 0.30 0.01 xx.xx% 4.95. 10 -1

I donna.wav I m = 6 I

Table B.33: Second implementation 'mp3 compression' results of donna.wav.
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I mozart.wav I m:= 10 I
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B r N Deviation 0'y: Correlation y: Reliability 1]: Error rate (: P(y > 1]O'y):

320 1725 25.86 116.72 4.51 xx.xx% 3.18. 10 -0

256 1725 26.38 86.20 3.27 xx.xx% 5.42.10-4

192 1725 27.13 89.72 3.31 xx.xx% 4.72.10-4

128 1725 32.51 53.75 1.65 xx.xx% 4.86.10-2

96 1725 34.06 23.27 0.68 xx.xx% 2.47.10 -1

64 861 26.05 5.07 0.19 xx.xx% 4.23.10 -1

32 861 27.09 6.61 0.24 xx.xx% 4.04.10 -1

Table B.34: Second implementation 'mp3 compression' results of mozart.wav.

I orff.wav I m := 3 I
B r N Deviation 0'y: Correlation y: Reliability 1]: Error rate (: P(y > 1]O'y):

320 1725 31.92 180.36 5.65 44.21% 7.97.10 -\I

256 1725 32.38 141.36 4.36 xx.xx% 6.34.10 -6

192 1725 32.61 142.78 4.38 xx.xx% 5.99.10 -0

128 1725 36.26 72.63 2.00 xx.xx% 2.26.10-2

96 1725 35.48 61.22 1.73 xx.xx% 4.22.10-2

64 861 25.90 -3.24 0.12 xx.xx% 5.49.10 -1

32 861 25.22 12.98 0.51 xx.xx% 3.03.10 -1

Table B.35: Second implementation 'mp3 compression' results of orff.wav.

I sade.wav I m:= 10 I
B r N Deviation 0'y: Correlation y: Reliability 1]: Error rate (: P(y > 1]O'y):

320 2902 44.66 284.57 6.37 45.09% 9.31.10 -11

256 2902 45.55 149.35 3.28 xx.xx% 5.21 . 10 -4

192 2902 46.87 94.72 2.02 xx.xx% 2.16.10 -2

128 2902 48.13 28.84 0.59 xx.xx% 2.74.10 -1

96 2902 42.72 42.08 0.98 xx.xx% 1.62.10 -1

64 1450 34.91 14.74 0.42 xx.xx% 3.36.10-1

32 1450 32.92 29.34 0.89 xx.xx% 1.86.10 -1

Table B.36: Second implementation 'mp3 compression' results of sade.wav.

I sinead.wav I m := 4 I
B r N Deviation O'y: Correlation y: Reliability 1]: Error rate (: P(y > 1]O'y):

320 1725 33.48 138.59 4.14 xx.xx% 1.75.10 -f>

256 1725 34.97 135.42 3.87 xx.xx% 5.39.10 -t>

192 1725 34.58 121.58 3.51 xx.xx% 2.19.10 -4

128 1725 37.95 38.86 1.02 xx.xx% 1.53.10 -1

96 1725 35.49 24.28 0.68 xx.xx% 2.47.10 -1

64 861 28.00 8.74 0.31 xx.xx% 3.77.10 ·1

32 861 27.64 5.47 0.19 xx.xx% 4.21.10 ·1

Table B.37: Second implementation 'mp3 compression' results of sinead.wav.
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I texas.wav I m = 3 I

117

Br N Deviation a y: Correlation y: Reliability 1]: Error rate (: P(y > 1]ay ):

320 1725 32.68 430.74 13.18 37.31% 0.00
256 1725 35.63 253.50 7.11 43.86% 5.61.10 -13

192 1725 38.73 53.18 1.37 xx.xx% 8.48.10 -;t

128 1725 39.03 17.61 0.45 xx.xx% 3.26.10-1

96 1725 35.61 92.00 2.58 xx.xx% 4.89.10 -3

64 861 28.41 -3.72 0.13 xx.xx% 5.52.10 -1

32 861 27.41 2.69 0.10 xx.xx% 4.61· 10 -1

Table B.38: Second implementation 'mp3 compression' results of texas.wav.



Appendix C

Human hearing process

In this section the human hearing process is very brief and globally explained, for a brief anatomy
of the ear is pointed to the appendix, for more information about the human hearing is referred
to the large number of books on this topic.

C.l Sound

Sound (air pressure fluctuation) is received by the pinna (auricle) and via the outer ear these
vibrations take the eardrum (tympanic membrane) into movement. By way of the ossicular chain
these vibrations are amplified transported to the footplate in the oval window. Amplified because
the surface of the oval window (3mm 2 ) is 21 times smaller than the surface of the eardrum
(64mm 2 ), so that the pressure on the oval window becomes 21 times the pressure on the eardrum.
This pressure is further 1.5 times increased by the lever-working of the ossicular chain.

Physically spoken, it is better to speak of transformation of the soundstimulus by the middle
ear mechanism in stead of amplification, because there is no energy input in this mechansim.

From the foot plate of the stapes (in the oval window) sound-vibrations are transported on the
perilymph in the scale vestibuli, in which air fluctuations are transformed into fluid fluctuations.
Due to these fluid fluctuations (perilymph) in the scala vestibuli is by way of the fluid fluctiations
in the scala media (endolymph) the basilar membrane moved. On this membrane, lies the organ
of Corti. The basilar membrane is stiff at the oval window, small and leight in weight and towards
the helicotrema more elastic, wider and heavier. The width increases about five times, in a human
from about 0,1 to 0,5 mm. It depends on the frequency of the vibration which part of the basilar
membrane is going to vibrate.

C.2 Organ of Corti

On the basilar membrane lies the organ of Corti, in where the hair cells with the nerve endings are
located. Stereocilla (stiff little hairs) are at the top of these hair cells; per outer-hair-cell about
100, and per inner-hair-cell about 50, which have a bit rougher structure. The upper side of the
hair cells forms a strong structure the lamina reticularis. The tops of the hairs tough or stick
trough the tectorial membrane. This membrane has a different center of rotation than the basilar
membrane. Due to this a movement of the basilar membrane towards the scala vestibuli will
shift the tectorial membrane past the lamina reticularis. The hairs are moved and bended which
generates action potentials in the hair-cells. This moving and bending will result in exitation
of the nerve-endings; this will occur at a vacuuming working (towards the middle ear) from the
footplate of the stapes in the oval window.
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C.3 Hair cells

The hair cells have synapses in the basilar membrane. Two types of synapses (nerve-crossings) can
be found; with or without synaptic bladders, resp. as the outer ends of the afferent nerve-vessels
or as the outer ends of the efferent nerve-vessels. The afferent nerve-vessels make direct contact
withe the outer-hair-cells, while the efferent vessels at the inner-hair-cells contact the afferent
neurons. The efferent neurons move tho the outer-hair-cells after they have passed the tunnl of
Corti; while the afferent neurons move tho the inner-hair-cells. Each outer-hair-cell is innervated
by different neurons and each cell is (again) connected by more collateral connections so that the
outer-hair-cells have a diffuse afferent innervation; this in contradiction to the one on one afferent
inervation pattern of the inner-hair-cells.

Resuming the following can be concluded: the functional units of the inner-hair-cells and their
neurons are better suited for the frequency decisions while the outer-hair-cells and thair neurons
have a lower threshold.

When the outer-hair-cells are destroyed is there little degradation of the hearing while a de
struction of both types of hair-cells results in a complete degradation of the hearing.

CA Concluding

So sound waves are transformed into mechanical energy, than into hydraulic pressure waves and
finally into electrical impulses (action potentials), which are fired via a transmission media, (with
approximately 3000 (afferent) nerve-vessels out of the organ of Corti) from the Cochlea to the
auditory part of the brain.

The vessels are grouped after the frequency of the sound-signal they carry. The number of
vessels that is innervated by a sound together with the number of impulses per time unit, gives
the brain a measure for the intensity of the sound.



Appendix D

Human auditory system

This section provides a very brief and simplified overview of the human auditory system. The
auditory system comprises the ears and their connections to and within the central nervous system.
Physically the auditory system may be divided into the outer, middle, and inner ears; the auditory
nerve and the central auditory pathways. The major divisions of the ear are shown in fig D.1

The outer ear is made up of the pinna (auricle) and ear canal (external auditory meatus). The
eardrum (tympanic membrane) separates the outer and middle ears, and is generally considered
to be part of the latter. The middle ear also includes the tympanic (middle ear) cavity; the
ossicular chain with its associated muscles, tendons, and ligaments; and the Eustachian (auditory)
tube. The inner ear begins at the oval window. It includes the sensory organs of hearing (the
cochlea) and of balance (the semicircular canals, utricle and saccule). While the balance system is
certainly important, the concern here is hearing, and therefore the balance apparatus is mentioned
only in so far as it is directly associated with the auditory system.

The inner ear, beyond the oval window, is composed of the vestible, the cochlea, and the
vestibular apparatus. A membranous duct is continuous throughout these. In the cochlea, it sepa
rates the perilymph-filled scala vestibuli and scala tympani above and below from the endolymph
filled scala media between them. The scala media contains the organ of Corti, whose hair cells are
the sensory receptors of hearing. When stimulated, the hair cells initiate activity in the auditory
nerve fibers with which they are in contact. The auditory nerve leaves the inner ear through
the internal auditory canal (internal auditory meatus), enters the brain (at the angel of the pons
and cerebellum), and terminates the brainstem at the cochlear nuclei. We are now in the central
auditory system.
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Figure D.1: Cross-sectional view of the human ear.
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D.l Outer ear

Pinna
The pinna (auricle) is the external appendage of the ear. It is an irregularly shaped ovoid of
highly variable size, which folds over the side of the head posteriorly, superiorly and interiorly. It
is basically composed of skin-covered elastic cartilage, although it contains some grossly undiffer
entiated muscles which are of a completely vestigial nature in man. The pinna has a number of
extrinsic muscles as well, which are also essentially vestigial in humans.

Ear Canal
The ear canal (external auditory meatus) leads to the eardrum, and varies in both size
and shape. The outer portion of the canal, about one-third of its length, is cartilagenous; the
remaining two-thirds is bony. The canal is by no means straight; rather it is quite irregular in
its course. It takes on a somewhat S-shapede form medially. It curves first anterosuperiorly, then
posterosuperiorly, and finally anterioniferiorly. It is for this reason that the pinna must be pulled
up and back for one to see the eardrum. The ear cnal has a diameter of about 0.7 cm at is
entrance, with an average horizontal diameter of 0.65 cm and a mean vertical diameter of 0.9 cm.
As would be expected from its irregular course, the length of the canal is not uniform. Instead, it
is approximately 2.5 cm long posterosuperiorly and about 3.1 cm long inferoanteriorly.

D.2 Middle ear

Eardrum
The ear canal terminates at the eardrum (tympanic membrane), which tilts laterally at the
top so as to sit in its annulus at an angle of about 55° to the ear canal (see fig D.1). The mem
brane is quite thin and translucent, with an average thickness of approximately 0.074 mm. It is
elliptical in shape, with a vertical diameter of about 0.9-1.0 cm and a horizontal cross section of
approximately 0.8-0.9 cm. The eardrum is concave outward, and the peak of this brad cone is
known as the umbo. This inward displacement is associated with the drum's attachment to (the
manubrium of) the malleus, the tip of which corresponds to the umbo. In contact with the drum,
the malleus continues upward in a direction corresponding to the one-o'clock position in the right
ear and the eleven-o'clock position in the left.

Tympanic Cavity
The middle ear cavity (tympanum) may be thought of schematically as a sixsided box or
room. the lateral wall is the eardrum, and opposite to it the promontory of the basal cochlear
turn forms the medial wall. Fig D.2 shows such a conceptualization of the right middle ear.

The view is as though the lateral wall of the room (the eardrum, shown with the malleus
attached to it) had been folded downward to reveal its contents. The front of the head would be
toward the right in the drawing and the back of the head would be toward the left. The roof of the
middle ear is formed by the tegmen tympani, which separates the middle ear from the middle
cranial fossa above. The floor of the tympanum separates it from the jugular bulb. In the anterior
wall is the opening to the Eustachian tube, and above it the canal for the tensor tympani
muscle. The canal of the internal carotid artery lies behind the anterior wall, posteroinferior
to the tubal opening. The posterior wall contains the aditus ad antrum through which the
upper portion of the middle ear called the epitympanic recess or attic communicates with the
mastoid antrum. The posterior wall also contains the fossa incudis, a recess that receives the
short process of the incus; and the pyramidal eminence which houses the stapedial muscle.
The stapedial tendon exits from the pyramidal promeninence at its apex.

Retruning to the medial wall, we see that the oval window is located posterosuperiorly to
the promontory, while the round window is posteroinferior to the latter. Superior to the oval
window lies the facial canal prominence with the cochleariform process on its anterior
aspect. The tendon of the tensor tympani muscle bends around the cochleariform process to
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Figure D.2: Schematic representation of the middle ear as though it were a room with its lateral
wall (including the tympnic membrane with the malleus attached) folded downward.

proceed laterally to the malleus.
The Eustachian tube, also known as the auditory tube, serves to equalize the air pres

sure on both sides of the eardrum, and to allow for drainage of the middle ear by serving as a
portal into the nasopharynx. From its opening in the middle ear, the Eustachian tube courses
medially, downward at an angle of approximately 45°, and forward to exit into the nasopharynx
via a prominence called the torus tubarius. The overall length of the tube is about 3.5 to 3.8
em. The lateral first third of the Eustachian tube beginning at the middle ear is surrounded by
bone whereas the remainder is enclosed within an incomplete ring of hook-shaped elastic cartilage.
The meeting of the bony and cartilagainous portions is called the isthmus. At this point the
lumen of the tube may be as little as 1.0 to 1.5 mm compared to a diameter of about 3.0 to 6.0
mm at is opening into the middle ear. The cartilaginous part of the Eustachan tube is normally
closed, and opens reflexively by action of the tensor palatini muscle, which uncurls the normally
hook-shaped cartilages in response to swallowing, yawning, sneezing or shouting.

Ossicular Chain
Sound energy impinging upon the eardrum is conducted to the inner ear by way of the ossicles,
which are the smallest bones in the body. There are three ossicles in each ear, the malleus, incus
and stapes, and they are referred to collectively as the ossicular chain. Schematic illustrations
of these bones are shown with the ossicular chain in place in fig D.3

Instead of being attached to the other bones of the skull, the ossicular chain is suspended in
the middle ear by a series of ligaments, by the tendons of the two intratympanic muscles, and by
the attachments of the malleus to the eardrum and of the stapes to the oval window.

The malleus is commonly called the hammer, although it more closely resembles a mace. It is
the largest of the ossicles, being about 8.0-9.0 mm long and weighting approximately 25 mg. The
head of the malleus is located in the epitympanic space, to which it is connected by its superior
ligament. Laterally, the manubrium (handle) is embedded between the mucous membrane and
fibrous layers of the eardrum. The anterior process of the malleus projects anteriorly from the top
of the manubrium just below the neck. It attaches to the tympanic notch by its anterior ligament,
which forms the axis of mallear movement. The malleus is connected to the tensor tympani muscle
via a tendon which inserts at the top of the manubrium.

The incus bears a closer resemblance to a tooth with two roots than to more commonly
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Figure D.3: Schematic representation of the ossicular chain.

associated anvil. It weights approximately 30 mg, and has a length of about 5.0 mm along its
short process and about 7.0 mm along its long process. It's body is connected to the posteromedial
aspect of the mallear head within the epitympanic recess. The connection is by a saddle joint,
which was originally thought to move by a cog-like mechanism when the malleus was displaced.
However, subsequent research demonstrated that these two bones move as a unit rather than
relative to one another. The short process of the incus connects via its posterior ligaments to the
fossa incudis on the posterior wall of the tympanic cavity. Its long process runs inferiorly, parallel
to the manubrium. The end of the long process then bends medially to articulate with the head
of the stapes in a true ball-and-socket joint.

The stapes (stirrup) is the smallest of the ossicles. It is about 3.5 mm high and the footplate is
about 3.0 mm long by 1.4 mm wide. It weights on the order of 3.0-4.0 mg. The head of the stapes
connects to the foot plate via two crura. The anterior crus is straighter, thinner, and shorter than
the posterior crus. The foot plate, which encases the very fine stapedial membrane, is attached to
the oval window by the annular ligament. The stapedius tendon inserts on the posterior surface
of the neck of the stapes, and connects the bone to the stapedius muscle.

Intratympanic Muscles
The middle ear contains two muscles, the tensor tympani and the stapedius (see fig D.2) The
stapedius muscle is the smallest muscle in the body, with an average length of 6.3 mm and a
mean cross-sectional area of 4.9 mm2 • This muscle is completely encased within the pyramidal
eminence on the posterior wall of the tympanic cavity, and takes origin from the wall of its own
canal.

The tensor tympani muscle has an average length of 25 mm and a mean cross-sectional
earea of approximately 5.85 mm2 • The tensor tympani occupies an osseous semicanal on the
anterior wall of the tympanum, just superior to the Eustachian tube, from which it is seperated
by a thin bony shelf. The muscle takes origin from the cartilage of the auditory tube, from the
walls of its own canal, and from the part of the sphenoid bone adjacent to the canal. The tensor
tympani muscle is innervated by the tensor tympani branch of the otic ganglion of the fifth cranial
(trigeminal) nerve.

Both intratympainc muscles are completely encased within bony canals, and attach to the
ossicular chain by way of their respective tendons.

Of particular interest in this context is the acoustic reflex, which is the response of the



124 APPENDIX D. HUMAN AUDITORY SYSTEM

Semicircular
Conoll V..'lbul. Cochlea

~
I I I
I Superior I 1
I I I
I ,.<\0< I I
I ~o~ I I
I I
I

Oval Window

Ampulo. Round
Window

Figure D.4: The osseous (bony) labyrinth.

intratympanic muscles to intense sound stimulation. It is generally accepted that the acoustic
reflex in humans is due mainly, if not exclusively, to contraction of the stapedius muscle. In
contrast, auditory activation of the tensor tympani muscle in humans occurs only for extremely
intense sounds, as part of a startle response.

D.3 Inner ear

The inner ear structures are contained within a system of spaces and canals, the osseous or
bony labyrinth, in the petrous portion of the temporal bone. As shown in fig D.4, these spaces
and canals are grossly divided into three sections; the vestibule, the cochlea, and the semicircular
canals.

The oval window accepts the footplate of stapes and opens medially into the vestibule, which
is about 4.0 mm in diameter and is somewhat ovoid in shape. The snail-shaped cochlea lies
anterior and slightly inferior to the vestibule, and is approximately 5.0 mm high and 9.0 mm in
diameter at its base. Posterior to the vestibule are the three semicircular canals, lying at right
angles to one another, each about 1.0 mm in diamter. The general shape of the bony labyrinth is
followed by the enclosed membranous labyrinth, which contains the end organs of hearing and
balance.

The spaces between the bony walls of the osseous labyrinth and the membranous labyrinth are
filled with a fluid called perilymph (perilymphatic fluid). The membranous labyrinth itself is
mostly filled with endolymph (endolymphatic fluid), but the cochlear hair cells are actually
based in a third fluid called cortilymph.

The vestibule contains two balance organs which are concerned with linear acceleration and
gravity effects. These organs are the utricle and saccule. The most important connection between
the areas of hearing and balance is the ductus reunies, which joins the membranous labyrinth
between the cochlea and the utricle and because our interrest here is hearing, further notation of
these organs will be passed.

Cochlea
The human cochlea is about 35 mm long, and forms a somewhat cone-shaped spiral with about
2 3/4 turns. It is widest at the base, where the diameter is approximately 9.0 mm, and tapers
toward the apex. It is about 5.0 mm high. The modiolus is the core which forms the axis of the
cochlear spiral. Through the modiolus course the auditory nerve and the blood vessels that supply
the cochlea.The osseous spiral lamina is a bony ramp-like shelf that goes up the cochlea around
the modious much like the spiral staircase of a lighthouse. The basilar membrane is attached to
the ouseous spiral lamina medially, as it proceeds up the cochlea.

It is easier to visualize the cochlea by imagining that the spiral has been uncoiled, as in fig
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Figure D.5: Schematic representation of the uncoiled cochlea.

D.5.
The base of the cochlea is shown at the left and the apex at the right. We see three chambres:

the scala media, scala vestibuli and scala tympani. The scale media is self-contained and
separates the other two. The scalea vestibuli and tympani, on the other hand, communicate with
one another at the apex of the cochlea, through an opening called the helicotrema. The scala
media is enclosed within the membranous labyrinth and contains endolymph, while the other two
contain perilymph. The scala vestibuli is in contact with the stapes at the oval sindow, while the
scala tympani has a membranecovered contact with the middle ear at the round window. The
scala media is seperated from the scala vesibuli above by Reissner's membrane, and from the scala
tympani below by the basilar membrane

The basilar membrane has two sections, the inner section extends from the osseous spiral lamina
to the outer pillars, and is relatively thin. The remainder is thicker and extends to the spiral
ligament. thest two sections are called the zona arcuata and the zona pectinata, respectively.
Sitting on the basilar membrane is the end organ of hearing; the oran of Corti. The width,
thickness, and orientation of the basilar membrane and the organ of Corti on it vary along the
course of the cochlear duct. The organ of Corti runs longitudinally along the basilar membrane.
Grossly, it is made up of a single row of -bf inner hair cells (IHCs), three rows of outer hair
cells (OHCs) , various supporting cells, and the pillar cellls forming the tunnel of Corti. The
tunnel pillars contribute considerably to the rigidity of the zona arcuada of the basilar membrane.
This tunnel separtates the IHCs from the OHCs. Fibers of teh eight cranial (auditory) nerve
traverse the tunnel to contact the OHCs.

D.4 Auditory nerve

The sensory hair cells of the cochlear interact with the nervous system by way of the auditory
(cochlear) branch of the eight cranial or statoacoustic nerve. The auditory nerve was
probably first described in the 1500s by Falloppia. However, its structure and connections have
only become well difined during the twentieth century, and the details of its anatomy and physi
ology are still the subject of active research.

There are approximately 30,000 neurons in the human auditory nerve, and approximately
50,000 or more cochlear neurons in the cat. These neurons are primarly afferents which carry
sensory information up from the hair cells, but also include efferents which descend from the
brainstem to the cochlea.

Most sensory neurons are bipolar, so called because the cell body is located part way allong
the axon. Auditory neurons are of this general type.
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Figure D.6: Schematic representation of the major aspects of the central auditory pathways.

D.5 Central auditory pathways

Afferent Pathways
The auditory (or cochlear) nerve appears as a twisted trunk, its core made up of fibers derived
from the apex of the cochlea and its outer layers comming from more basal regions. The nerve
leaves the inner ear via the internal auditory meatus, and enters the brain at the lateral aspect
of the lower pons. Thus the fiber of the auditory nerve constitute the first-order neurons of the
ascending central suditory pathways.

Upon entering the brainstem, the first order neurons of the auditory nerve synapse with cell
bodies in the dorsal and ventral cochlear nuclei (fig D.6). Specifically, neurons arising from the
more basal areas of the cochlea terminate in the dorsal portion of the dorsal cochlear nucleus
(DCN); and the vendtral cochlear nucleus (VCN) and the vental portion of the DCN receive
neurons originating in the more apical parts of the cochlea.

Second order neurons arise from the cochlear nuclei. The trapezoid body is formed from
the ventral acoustic stria, which arises from the VCN. THe fibers of teh trapezoid body decus
sate (cross to the opposide side) to synapse with the nuclei of the contralateralsuperior olivary
complex (SOC) or to ascend in the lateral lemniscus.

Efferent Pathways
The descending efferent fibers enter the inner ear and make contact with the OHCs directly, and
with the IHCs indirectly via synapses with their associated afferent fibers. These fibers are the
cochlear terminiations of the olivocochlear bundle (OCB). The olivocochlear pathway system
is made up of neurons derived from the regions of the medial superior olive (MSO) and the lateral
superior olive (LSO) on both sides. The neurons of the OCB enter the inner ear along with the
vestibular branch of the auditroy nerve, and then enter the cochlea to distribute themselves to the
inner and outer hair cells.

About half of the very roughly 1600 efferents are made up of fibers derived from the vicinity
of the lateral superior olive. These unmyeleniated, small diameter fibers project to the ipsilateral
cochlea, where they synapse with the afferents on the inner hair cells. A comparably small number
of myelinated fibers from the ipsilateral medial superior olive go to outer hair cells on the same
side.
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