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Abstract 

This report covers the development of a web enabled device. An analysis is made of 
the available techniques for communication and the standards that can be used. From 
this analysis it is concluded that for web enabled devices, the most interesting 
physical Izym a e  the ones based tipon radio frequency (wj and powerline 
communication (PLC). 

Connection of a web enabled device to the Internet can be done most cost effectively 
by means of a residential gateway. In this way the physical home network (low 
bandwidth) can be disconnected from the Internet physical layer that has a high 
bandwidth. The (future) standards for communication over RF and PLC will be 
covered in respect with connecting devices to a network. 

The main part of the report covers the design of a web enabled device. A new 
utilisation has been developed that enables embedded processors to be programmed 
over the Internet. This technique is named: Remote Processor Programming (Repro). 
The possibilities for this developed technique are widespread. Firmware upgrading 
over the Internet is envisioned as the most important one. Also changing control 
strategies of control processors are a possibility. 

A web enabled device based upon RePro has been developed. The choice has been 
made for a PIC 16x84 processor. For this processor a lot of freeware is available. The 
programmer chosen for this type of processor is the WISP programmer. This 
programmer has been developed by [Ooijen, 19981 and has interesting functionality. 

The product that has been developed is a programmable keypad. This keypad can be 
provided with new pin codes. The client and server software have been developed in 
the Java programming language (high portability between different operating 
systems). For communication between server and client use has been made of the 
UDP protocol. 
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Chapter 1 

Introduction 

The aim of this report is to give an overview of the design of a web enabled device. 
More specific details will be given for designing web enabled devices that have 
embedded processors that can be reprogrammed. The project is part of the WEBes- 
project (web enabled embedded systems) conducted at the Eindhoven Embedded 
Systems Institute (EESI). 

The ongoing size reduction of electronic components that can also be bought at 
gradually lower prices, make it possible that in the future more and more embedded 
systems can be connected to the Internet. The costs and benefits for connecting 
embedded systems to the Internet become more interesting. A manufacturer of 
household appliances for instance, can determine whether a mechanic needs to be 
dispatched to the appliance through information that is sent by the appliance over the 
Internet to the manufacturer. 

This report contains the complete path of developing a web enabled device. First an 
analysis of the trends in web-enabling will be treated. Next the design and realisation 
of a specific product will be treated. In this report the specific case of reprogramming 
a keypad will be considered. This product contains a processor that can be 
reprogrammed by means of the Internet. Finally conclusions and guidelines will be 
drawn for designing a web enabled device that contains reprogrammable processors. 
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Chapter 2 

Trends and techniques 

This chapter contains information about recent developments in the area of Internet 
technology and communication technology. These technologies will be analysed for 
the usefulness for web enabling products. This chapter will be used as a basis for 
choosing a product to be web enabled and its strategy for realising it (what 
technologies will be used). The realisation of the product will be covered in the next 
chapter. 

Trends 

The world market of home-services will grow enormously in the next few years. This 
becomes possible through the continuous expansion of the Internet, the growth of the 
communications bandwidth and the cheaper and faster electronic components. A 
projection for the growth until the year 2004 has been displayed in figure 2.1. 

figure 2.1: Growth in the demand of home services [Sun, 2001J 

Research at Sun Microsystems [Sun, 20011 reports that a lot of people are interested 
in web enabled devices: 

21 million families in the United States have an interest in home-networking. 
37% of these families would like to control and monitor their heating systems by 
means of a network. 
36% of these families would like to connect household appliances to a network. 
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The conclusion of this research is that there will be a significant growth potential in 
the market for web enabled devices. 

2.1.1 Utilisation 

Figure 2.2 displays an example of what kind of systems in and around the house can 
be connected to the network. 

figure 2.2: Connecting and controlling devices that are 
connected to a network 

An example of a product that has already been connected to the Internet by EESI 
(Eindhoven Embedded Systems Institute) is a coffee maker [Heinen, 20001. This 
coffee maker can be fully controlled over the Internet. Even sensor information like 
temperature of the coffee and the current time can be displayed over the Internet. 

Other utilisations are for instance the replacement of gas and water meters by similar 
devices that are connected to the Internet. This saves a lot of costs because no more 
homes need to be visited to write down the score of the meters. This method of 
metering by means of gas- and water meters that are connected to the Internet is 
called remote-metering. 

2.2 Telecommunication techniques 

To web enable a product the first thing to provide for is a physical layer. This physical 
layer is the medium over which communication takes place. Air for instance can be 
the physical layer through which Indians communicate by smoke signals. 

The Internet is a combination of many physical layers. To connect to the Internet the 
first step is to choose the physical layer to be used. The most common types of layers 
will be considered in section 2.2.1. Regardless of the type of layer, a gateway is 
needed to make a connection over the physical layer (the Indian that moves a cloth 
above the fire). 
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The possibilities for implementing a gateway will be considered in section 2.2.2. In 
section 2.2.3 a number of standards will be considered more extensively. 

2.2.1 Physical communication layer 

Different physical layer types that are most commonly used for communication are: 

Double copper wire / twisted pair (for instance: PSTN, ISDN, ADSL ) 
Single copper wire (used in the automotive industry) 
Energy net (PLC) 
Coaxial cable 
Infrared communication 
Radio frequency communication (for instance: GSM, GPRS, UMTS, WCDMA, 
WirelessLAN, Bluetooth) 
Optical communication (fibreglass) 

The physical layer types can be related to the OSI-7 model as displayed in figure 2.3. 

figure 2.3 Physical layer types related to the OSI-7 model 

The choice for a certain physical layer type can be made by looking at the costs and 
the speed of the connection (bandwidth). 

A web enabled device will have a higher success rate if the added cost of web 
enabling is as low as possible. A consumer probably won't be interested in devices 
that can't be connected to the already available infrastructure in his or her house. To 
install a whole new home infi-astructure based on for instance coaxial cable will be 
very costly. Therefore preference is deserved for using infrastructures that are already 
available in common houses. On the basis of the previous argument coaxial cable and 
optical communication are not interesting. 

Remaining physical layer types for connecting a device to the web are PLC, RF and 
IR. Taking into account the distance of communication, IR is not interesting because 
it needs a free line of sight from transmitter to receiver. Walls and other obstacles 
restrict the line of sight. 
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Based on the arguments mentioned above, two physical layer types remain (PLC and 
RF communication). 

2.2.2 Gateway 

The next thing to provide for after a physical layer is a gateway. Examples of 
gateways are: 

Cable modem 
DSLmodem 
Set top box 
Miniature webservers (PICO, TNI) 

Two different gateway locations are possible: 

Internal: the device that needs to be web enabled includes its own gateway (for 
instance a miniature webserver) and will be connected directly to the Internet. 

External: the device that needs to be web enabled will be connected to a 
(probably) central gateway in a house or residential area where a high bandwidth 
connection to the Internet is available. The central gateway connects a multitude 
of devices to the Internet. Every device can be equipped with a low cost modem 
(PLCIBluetooth) that communicates with the central gateway and has no need for 
a webserver. 

The choice for one of the above mentioned locations depends on a number of factors: 

Cost of the extra hardware needed. 
Readiness of the consumer to pay a higher price for the added functionality. 
Increase of the complexity of the product which leads to a higher failure rate 
(extra support and therefore higher costs for the product). 

1 2 
device 2 

figure 2.4: Principle of the residential gatewqj 
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The idea of a central gateway can be implemented in a form where every house has 
only one gateway: a residential gateway. A comparison can be made with the 
cupboard where the water or gasmeter is installed -+ a central place in the house 
where communication with the Internet takes place (figure 2.4) and where 
communication channels are divided over the house. 

A consumer needs to purchase a residential gateway only once. This enables him to 
connect his devices to the Internet. A possible structure for the residential gateway is - . -- 
one with a rnodda constnlction. Umere~t  home netwo&ing modems c2n be added to 
increase its home networking possibiiities and take into account different physicai 
layer types that are available in each house. This option has been shown in figure 2.4 
(the consumer can equip the gateway with a PLC and Bluetooth modem for basic 
functionality). 

This method of construction enables the consumer to have a cheap, low bandwidth 
home network (PLC and Bluetooth) and at the same time having a broadband 
connection with the Internet (for instance UMTS). 

2.2.3 Communication standards 

In section 2.2.1 the most interesting physical layer types for web enabling devices are 
PLC (powerline) and RF (radiofrequency communication). The standards that are in 
use for these layer types are (quoted fi-om Sun) [Sun, 20011: 

RF (radiofrequency communication): 

Bluetooth 
A computing and telecommunications industry specification that describes how 
mobile phones, computers, and personal digital assistants (PDAs) can easily 
interconnect with each other and with home and business phones and computers 
using a short-range, wireless connection. 

HomeW 
This standards body has developed the Shared Wireless Access Protocol (SWAP) 
specification as a wireless LAN solution that operates in the 2.4 GHz band at a 
raw data rate of 1.6 Mbps. 

IEEE 802.llb 
This standard, also known as 802.1 1 High Rate (HR) and wireless Ethernet, is a 
high-speed, wireless Ethernet connectivity standard designed for both enterprise 
LAN environments and the home network. Operating in the 2.4 GHz band, 
802.11 b is fast, scalable, and has an impressive range: it operates at a raw data rate 
of 11 Mbps, can accommodate up to 128 nodes on a network, and has a range of 
up to 150 meters. 

TU/e technische universiteit eindhoven 



Development of the Remote Processor Programming (RePRO) technique Author: H.A. Surewaard 

Power Line 

Lonworks 
Echelon's Lonworks system is an open, networked automation and control 
solution for the building, industrial equipment, transportation, and home markets. 
Based on physical transceivers and application layer software, Lonworks nodes 
can be connected on multiple types of media; twisted pair and power lines are the 
most common. 

CEBus (Consumer Electronic 
This standard, also known as EIA-600, is a standard for powerline networking 
using spread-spectrum technology. The CEBus Industry Council is merging the 
CEBus protocol and HomePnP into the SCP standard. 

Simple Control Protocol (SCP) 
SCP is a networking technology for devices with limited memory and processing 
power and networks with low bandwidth. Devices that would benefit from SCP 
include lights, home security devices, home automation devices, and other small 
appliances that are not able to support TCPIIP networking, or that connect to a 
home network through a low-speed powerline medium. 
Microsoft is currently developing this SCP protocol. 

HomePlug 
The HomePlug Powerline Alliance, formed in April 2000, has announced a 
powerline technology for home networking that will support a raw data rate of 14 
Mbps. The first version of the HomePlug specification is expected next year. 
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Chapter 3 

Realisation of the product 

This chapter covers the realisation of a web enabled device. First the choice of the 
product (processor with a keypad attached) will be considered. Subsequently the 
deliberation of the type of processor will be looked upon. Finally the development of 
the soft- and hardware will be discussed. 

3.1 Product choice 

There are numerous devices that can be connected to the Internet. A new application 
is to connect a device to the Internet that has a reprogrammable embedded processor. 
The innovation lies in the fact that the reprogramming of the processor will take place 
over the Internet. The processor will be supplied with new internal software. This 
application will be called Remote Processor Programming (Repro). Applications are 
widespread: 

The most important application is updating firmware over the Internet. 
A manufacturer of washing machines for instance, will be able to equip the 
machine with new washing programs. 
Also the TV can be updated and new functionality can be added. 
Updating of engine and vehicle control systems can become a simple task 
and minimal environmental impact (less fuel consumption) and maximum 
comfort can therefore be reached because each car has the most optimal setup. 
When a consumer buys a web enabled device and connects it, the device 
contacts its manufacturer and downloads its software 

Control processors can be provided with new control algorithms. 

Safeguarding: the programming of new codes in a pin code lock. 

With the technology discussed in this report it is able to realise all applications stated 
above. 

3.1 .1 Keypad mechanism 

The choice has been made for a not so complex product to have a high chance of 
success. A 'simple' application is a keypad mechanism that can be reprogrammed 
(equipped with new pin codes for access). 
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3.2 Choosing a processor 

The processor to be chosen has to satisfy a number of requirements: 

A deliberation should be made upon the needed processing capacity and the costs. 
To program a keypad mechanism an 8-bit processor will suffice. 

The processor needs to be extensively documented (on the Internet). Processors 
that are exknsively used by amatitus and lobbyists are a good guideline. 

At least one freeware assembling language and compiler should be available. Also 
at least one higher order programming language (for instance C) should be 
available as freeware. 

Additional hardware for programming the embedded processor (as from now on 
this embedded processor will be called the target processor) should be available 
against a low price. 
The programmer software should preferably be open source. Additional demands 
of the programmer are its reliability (100% certification of a successful 
programming cycle) and its ability to read out the contents of the target processor. 

Deliberating the above leads to two possible processors: 

8-bit Atrnel AVR processors 
8-bit Microchip PIC processors 

The Atmel processors excel in programmability. On the other hand the Microchip PIC 
processors excel in all other areas. Therefore the choice has been made for the 
Microchip PIC processors (in detail the PIC 16x84 processors). 

A freeware C compiler with good functionality is available for the PIC 16x84 (HI- 
TECH PIC-LITE C). 

An excellent programmer with a lot of functionality for PIC 16x84 is available 
(WISP). This programmer offers a lot of options like verification and readability of 
the target processor. The target processor can even be secured by the programmer in 
such a way that the programmed code cannot be accessed in any way. 

3.3 Realisation strategy 

In the following sections the term server includes all soft- and hardware that is 
necessary for programming the target processor in the embedded system. The term 
client means a remotely connected system or computer that negotiates with the web 
enabled device. 
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3.3.1 Security 

An important issue in programming a processor over the Internet is the safety aspect. 
The amount of security that can be reached with a certain embedded system is direct 
related with the amount of computing power available. A high security level (i.e. a lot 
of decoding and encoding effort) can be reached when high-grade processors are 
used. A price (in $) should therefore be paid for added security. 

Two options arise in adding security to an embedded system: 

Checking of the code to be programmed 
The embedded system can check the code for validity and corruptness. In simple 
words the embedded system runs through the code to be programmed and 
interprets it. When it comes across parts of code that initiates a risk to the 
embedded system, the code will be rejected. 
In this case the hardware should have some degree of computing power to 
perform this task. This checking however can be done to a certain degree. 
Complex code is not easy to debug. 

Encrypted data channel 
The server authenticates a connected client. In this case an encrypted connection 
(publict-private key, certification) is necessary between client and server. With 
this method access to the embedded system can be controlled (what people have 
access to the system). Parties that have no hostile intentions will have 
authorisation to the system (for instance the manufacturer is the only one that has 
access to the embedded system. 

The most ideal case would probably be a combination of methods stated above. The 
server checks some part of the source to be programmed in the target system while 
some degree of authorisation and encryption is used. 

3.3.2 Programming language 

To be able to use the software (serverlclient) on different platforms (operating 
systems) use has been made of the Java programming language. For the client 
software JDK1.l has been used. The reason for this is that most browsers don't 
support higher JDK versions. 
The server software has been programmed with JDK1.3. 

3.3.3 Protocols 

For the realisation of the keypad mechanism no specific use of a protocol as stated in 
section 2.2.3 has been made. 

Instead use has been made of the UDP transportprotocol for communication between 
client and server. The UDP doesn't provide a 100% guaranteed communication, but it 
is sufficient because each time data has to be transferred between server and client, 

TU/e technische universiteit eindhoven 



Development of the Remote Processor Programming (RePRO) technique Author: H.A. Surewaard 

the amount of data easily fits into one data packet. This prevents data errors due to 
faulty ordering of data packets. What can go wrong is that in the UDP data exchange 
some of the data packets don't reach the addressee. 

The chance that these communication errors occur reduces with smaller networking 
distance (lesser routers) between server and client. If server and client are within the 
same subnet, failsafe communication takes place in almost 100% of all cases. When 
more routers need to be passed by the data packet the chance for data loss increases. 
The overall chance of data loss depends thus on the distance between client and server 

the TTL (ifrae to live) of the data packets. The TTL si&.i~es the rnaxilaiim liiira'oer 
of routers to be passed before the datagram is discarded. Within normal operating 
limits (within for instance the Netherlands) orderly communication can be estimated 
to be about 98-100% of all cases. 

An extra protocol has been designed to allow for state driven communication between 
server and client. The protocol is displayed in table 3.1 : 

table 3.1: Communication ~rotocol between server and client 
1 Command I ~urpose 1 

sed for logging in to server 1 ....Lo .............................................................. .I .... u ....................................................................................................................................................................................................... I 
1Q.i; 1 Clieiit logs off by using the Quit 1 

................................................................................................................................................................................. .............................................................................................. I Used if command was unsuccessful - 

Used if command was successful 

The commands in table 3.1 are all 8 characters wide (empty spaces are filled with 
blanks). The use of the protocol is explained in appendix A. In the software- 
realisation this protocol will be defined in a separate class. 

3.4 Hardware 

The hardware consists of two parts: a programmer and a keypad mechanism. They 
will be discussed in the next two sections. A picture of the realised hardware can be 
found in appendix H. 

3.4.1 Programmer 

The hardware that is used to program the target PIC 16F84 processor can be found in 
appendix B. Displayed in this appendix is the electronic circuit. This programmer has 
been developed by W. van Ooijen [Ooijen, 19981 and can be used for non-commercial 
activities. The software that accompanies the programmer (PC program and firmware 
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for WISP) can be found on the CD-ROM that accompanies this report (in the 
directory: \Keypad - files\WISP). 

The function of the programmer hardware will be explained with the help of figure 
3.2. This figure displays a number of blocks. Each block has its characteristic function 
that will be explained next: 

figure 3.2: Layout of the WISP programmer [Ooijen, 19981 

The block that contains connectors CON3 and CON4 displays the part that 
connects to the webserver. There are two connectors to make it able to connect 
several programmers in series to one webserver. In this way it is possible to create 
a network of programmers. 

The block that contains B 1, C 1, IC 1 etc. functions as a stable voltage source. If 
you connect an adapter (AC or DC) to connector CON1, a DC voltage is produced 
by bridge cell B 1. IC1 (LM3 17T) is a voltage regulator. C1 - C3, Dl  and R13 - 
R15 are used to regulate the voltage to a stable 5V. The voltage regulator is able 
to provide a maximum output current of 100 mA. This stable voltage (5V) is 
indicated by Vdd. 
The voltage provided by the external adapter should minimally be 8 V DC. 
Maximum ratings on the input are 16V AC122V DC. 

The block with connector CON2 connects the programmer to the target circuit. 
This connection is standardised by Microchip (manufacturer of PIC processors) 
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- -- 

and is called the ICSP connection (In Circuit Serial Programming). The schedule 
provided by Microchip is displayed.in figure 3.3: 

figure 3.3: Principle of In Circuit Serial Programming (ICSP) 
[Microchip, 2000J 

The block that contains D3, D4, D5, etc. exists of several voltage amplifiers. The 
voltage will be amplified to 13V with help of the processor (IC2). This voltage is 
necessary to program the target pic and is put on PIN5 of the ICSP connector 
(pin5 of CON2 in figure 3.2; V, in figure 3.3). 

Processor IC2 runs on firmware that controls the communication between the 
programmer and webserver1PC. It also has the function of programming the target 
processor. Information about how to program a PIC 16F84 processor can be found 
in literature from Microchip [Microchip, 19981. 

The block that contains X1, C7 and C8 is a standard block for a PIC 16x84-10 
MHz processor. It provides an external clock signal for the processor. 

Note: this programmer has been developed and is copyright of [Ooijen, 19981. This 
hardware can be used freely for non commercial projects. 
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3 A.2 Keypad mechanism 

Use has been made of the Microchip PIC 16F84-10 MHz processor. This processor 
has the ability of generating an interrupt when the input changes on port B (int on port 
RBI-RB7). Because RB6 and RB7 are already used for programming the PIC with 
ICSP, it is advisable not to use these ports as inputs. When they are used faulty 
interrupts can occur during initialisation of the PIC software. 

A matrix keypad is used to minimise the amount of ports needed for in- and output. 
I'he rngtrix keypad that has been used, hsrs been disphyed in appendix C. 

The circuit designed for the keypad mechanism is shown in figure 3.4: 

figure 3.4: Hardware for the keypad mechanism 

The DB 1 SF connector is used for the connection to the programmer (ICSP). 

The upper left block with the LM3 17T regulates the voltage to a stable 5V (VDD). 

Diode Dl is a green LED that indicates permission is granted (user punched in a 
correct pin code). D2 is a red LED that is activated when NO permission is granted. 
Because the PIC processor has a maximum output current of 25 mA on each port, it is 
not possible to drive the led by the processor. Putting the LED'S in opposite direction 
with the positive side on the 5V source solves this problem. The LED is turned on 
when the port at which it is connected (RAO or RA1) turns low (OV). When the port 
is high (5V) the LED is not burning. 

The block with the 10 MHz crystal and the two condensators is a standard building 
block for PIC processors (external clock for PIC processor). 
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3.5 Software 

The software consists of a server and a client part. These are discussed separately in 
the next two sections. Because of the simple functionality the client is discussed first. 
Next the more complex server is treated which programs the keypad processor and at 
the same time communicates with the client. 

Based on the analysis conducted in section 3.3.1 a combination of client 
authentication and sewer checking is used. 

The client logs in to the server using a valid usernarne and -code. Regarding the 
available time for performing the project the choice has been made not to encrypt the 
server-client communication. It is however strongly advised to encrypt the 
communication between server and client in some degree. It is not recommended to 
use very complex encryption algorithms because embedded processors often don't 
have much computing power. 

Use has been made of an applet (JDK1.l) for the client. An applet has the advantage 
that it can be used on different platforms. Most browsers (independent of the 
platform) can compile the applet to platform specific code. Use has been made of the 
Java Developer Kit version 1.1 to ensure portability to older browsers. This limits us 
however in the use of graphical options (like for instance tree structures and tables). 

The EEPROM capacity of a PIC 16F84 processor is 64 bytes. When using 4-digit pin 
codes (4 bytes per pin code) the processor has a maximum capacity of 16 different pin 
codes. 

Sending only the pin codes for programming to the sewer (not the complete assembly 
code) will result in an easy task for the server to check validity of the pin codes (not 
more than 4 characters and only digits). The server in this case needs to construct the 
assembly itself and compile it. Compiling it will demand a lot of computing power 
from the server but in this way 100% guarantee can be given that no faulty code will 
be programmed in the target circuit. 

The different JAVA classes used in the client applet and their description are 
displayed in table 3.2: 

1 in the keypad mechanism and also 
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Constants - 
LoninFrame 

1 clearing pin codes and updating the 

. 

UDPClient Provides functions for (de)constructing 
UDP datagrams and sendinglreceiving 

Protocol that has been used. 
. . .... ...... .. ....... . .. .... .......................................... 

GUI for the lonin  ane el. 

More details about the classes, their constructors, fields and methods from the client 
software can be found in appendix D. 

When the client is started the applet will appear as displayed in figure 3.5a: 

figure 3.5: Screenshots of client when (a) started, (b) login panel appears 

Colours have been used to group similar functions. In the left comer two buttons are 
displayed that communicate with the server. 
Buttons that will result in communication with the server are displayed somewhat 
bigger and in the background area. The green area (Usercodes) contains the functions 
for editing the pin codes and has a list for displaying the entered pin codes. The blue 
area (Messages) contains a list for messages. The Save log button has not been 
implemented yet because it performs no critical task (and insufficient time was 
available to complete this task). 
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When starting the server, the only button that is available is the login button. Pushing 
the login button will enable the client to enter his username and -code (figure 3.5b). 
After doing so these will be send to the server, requesting access to the system. 

When the server grants access, the usercode function will become available (figure 
3.6a). Upon access the buttons in the Usercodes section (green area of the applet) 
become available. All editable pin codes are shown too. Note that a total of 16 
changeable pin codes are displayed in the list (maximum amount of codes that can be 
programmed in the PIC'S EEPROM). 

figure 3.6: Appearance of the applet when (a) logged in to server, (8) changing a pin code 

When editing, a panel will appear as displayed in figure 3.6b. The client software 
doesn't check the validity of the pin codes. It sends the entered codes (even if it 
contains 5 or more characters) to the server. It is the task of the server to check the 
codes that are sent to it: faulty entered pin codes will not be programmed in the 
keypad mechanism. 

The codes will be programmed in the keypad mechanism (target processor) by 
pushing the Program button. 

The complete code of the client can be found on the CD that accompanies this report : 

JBuilderprojectcanbefoundat: \Keypad - files\client. jpr 

Javasourcecanbefoundat: \Keypad - files\client\*. java 

The main file for starting the client is: S t  art C 1 i en t . j ava 
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3.5.2 Server 

Like the client software, use has been made of the Java programming language for the 
server software. More specific JDK1.3 has been used (with the Java Swing toolbox) 
to program the server. 

There are a number of features that have to be incorporated in the server software: 

The server has to check usernames and -codes that a certain client enters. The 
cliect is ther, grmted access if the usemme a d  -csde are valid. 

The server has to be able to grant access to more clients simultaneously. The 
maximum number of allowed simultaneous users should be configurable. 

The server has to constantly scan the receiving port for incoming messages. 

The server has to be able to configure new addresses for the client- and server 
port. 

The server has to write assembly code for the target processor (keypad 
mechanism) and compile it. 

The server has to check for validity of the code string to be programmed in the 
target processor. 

The server should be able to program the target processor. 

On the basis of this list of features the server software has been programmed. Like the 
client, use has been made of both the UDPClient-class and the Constants-class. The 
classes from the server software are displayed in table 3.3. More specific information 
of the classes can be found in appendix E. 

Table 3.3: Diffirent classes used in server-sqft~vare 

Server 
Name of the class I Description 
Allowedusers 1 Contains a list of all valid usernames and 

I to the server. Functions to add and 
I remove users for the list are implemented 

currently logged in to the server. This 
class also contains functions for adding 
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I It also compiles the assembly code and 
I programs the target processor with this - - 

I code. The actual programming is done by 

/ incoming messages. 

The complete code of the server can be found on the CD that accompanies this report: 

JBuilderprojectcanbefoundin: \Keypad - files\server. jpr 

Javasourcecanbefoundin: \Keypad - files\server\*.java 

The main file to start the client is: St art Serve r . j ava 

For programming the target processor use has been made of hard- and software 
provided by [Ooijen, 19981. 
When the server software is started, the ports will not be defined yet. As long as the 
server is inactive (offline) the port values can be changed as well as the maximum 

(4 (b) 

figure 3.7: Appearance of the sewer software (a) log window, (b) security window 
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number of simultaneous connections. The state where the server is offline is displayed 
in figure 3.7a. In this figure the log window is also displayed. This window will 
provide chronological feedback about events that occurred. 

In figure 3.7b a screenshot is displayed of the server in active state (online). The 
server, client port and the maximum number of allowed users cannot be changed any 
more in this state. Figure 3.7b also displays the security window that displays allowed 
usernames and -codes. It would not be advisable to display this information in a 
commercial program but for demonstration purposes it is nice to see that the server 
doesn't allow f ~ r  strafigers entering thp system. 

figure 3.8: Screenshot of server displaying connected clients 

In figure 3.8 a screenshot is displayed of the server where the connections window is 
active. In this window all clients that are logged on the system at that moment are 
displayed. Also information about the time of their logging on is displayed. This time 
could be used for logging out users that are logged on too long. If users are logged on 
too long this could indicate some problems at the client side (for instance if the client 
resets its computer while running the applet, this is not registered by the sewer). The 
sewer will get a notification if the client shuts his browser windows and therefore 
ends his connection. As already said this feature (recycling users that are logged on 
too long) is not yet implemented in this server. 

The server has been designed in such a way that it can be adjusted easily if no GUI 
can be used (in for instance embedded webservers). The structure of the server is such 
that it writes its dynamic data to the panels (ConnectionsPanel and Logpanel). These 
classes can be easily replaced by ones that write their information to another location 
(for instance an opened DOS window). In this case the server could be called from the 
prompt with accompanying arguments (maximum connections, server- and client 
port). This feature has not been implemented yet. 
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3.5.3 Programmer 

Processor IC2 (PIC 16F84) is loaded with firmware that can be found on the CD that 
accompanies this report: 

Firmware source (assembly) can be found in: 
Keypad - files\firmware - source 

Compiled hex file for programming the firmware: 
Keypad - files\wisp.hex 

3.5.4 Keypad mechanism 

The software for the keypad mechanism is programmed in assembly. The assembly 
instruction set for a PIC 16x84 processor is relatively simple and can be found in 
[Microchip, 19981. 

The sourcecode for the keypad has been displayed in appendix F. There are two parts 
in the source that are dynamic and being programmed by the server software and is 
dependent of what pin codes the client wants to program in the keypad. The rest is 
standard and is every time the keypad is programmed the same. 

The first part that is dependent of what the client sends the server is: 

; ! !  VARIABEL DEEL VAN DE PROGRAMMACODE - BEGIN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

movlw 
movwf 
call 
movlw 
movwf 
call 
movlw 
movwf 
call 
movlw 
movwf 
call 

movlw 
movwf 
call 
movlw 
movwf 
call 
movlw 
movwf 
call 
movlw 
movwf 
call 

A'l' 
EEDATA 
WriteEeprom - 
A'l' 
EEDATA 
WriteEeprom - 
A'3' 
EEDATA 
WriteEeprom - 
A'9' 
EEDATA 
- WriteEeprom 

A'2' 
EEDATA 

- WriteEeprom 
AVO' 
EEDATA 

- WriteEeprom 
AVO' 
EEDATA 

- WriteEeprom 
AVO' 
EEDATA 

- WriteEeprom 

; ! !  VARIABEL DEEL VAN DE PROGRAMMACODE - EINDE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

In this variable part of the programming code two pin codes have programmed in the 
EEPROM memory of the PIC processor. The first pin code is 1139 and the second 
one is 2000. Dependent of how many and what pin codes the client wants, this part of 
the program is changed by the server software. 
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The second variable part in the assembly source is : 

; ! !  VARIABEL DEEL VAN DE PROGRAMMACODE - BEGIN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

movlw 0*4 
call -Check4 
btfsc STATUS, Z 
goto -ToegangOK 

movlw 1*4 
call -Check4 
btfsc STATUS, Z 
goto -ToegangOK 

; ! !  VARIABEL DEEL VAN DE PROGRAMMACODE - EINDE . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ! 

This part of the software determines the pointer to the EEPROM from each pin code. 
Dependent of the number of pin codes (in this case two) this piece of assembly is 
programmed by the server software. 

In conclusion, the server uses three standard assembler parts that it 'glues' together 
with assembly code generated from information acquired from the client. In this way 
the target processor can never be loaded with corrupt software. 
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Chapter 4 

Conclusions 

This report deals with the development of a web enabled device. First an analysis has 
been made of the available communication techniques. The result from this is that the 
most interesting physical layers for web enabling devices are radio .Frequency (RF) 
and powerline (PLC) communication. The advantage of these physical layer types is 
that no new infrastructure has to be created in-house. 

The standards that are interesting for communicating over these layer types are 
displayed also. These standards also incorporate home networking standards (for 
instance HomePlug and CEBus). 

An innovation on the web enabling of devices is to make it possible to reprogram 
embedded processors. This technique is called Remote Processor Programming 
(Repro) and is developed in this report. The potential of reprogramming processors 
over the Internet are widespread. Application ranges from providing devices with new 
firmware to upgrading control processors with new control strategies and algorithms. 
In this way an embedded system can be updated with the newest ideas and insight. 

The hard- and software needed for reprogramming embedded processors is developed 
and a working demonstrator is created. The demonstrator is a keypad mechanism that 
can be provided with new pin codes. 

The processortype chosen for this application is an 8-bit Microchip PIC processor. In 
specific the PIC 16F84 10 MHz processor has been used. This processor is 
reprogrammable and the hardware used for this reprogramming is the freeware WISP 
[Ooijen, 19981. The benefits of this processor are also that a freeware C programming 
language is available at HI-TECH. 

The potential of reprogramming processors over the Internet are widespread. 
Application ranges from providing devices with new firmware to upgrading control 
processors with new control strategies and algorithms. In this way an embedded 
system can be updated with the newest ideas and insight. 
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Appendix A: Protocol between server and client 

The protocol between server and client is displayed in the next table (commands are 
all 8 characters wide - empty spaces are filled with blanks): 

I Command I Purpose 

by using the Quit 

I ConNA 1 Indicates that the server has no more 1 

Logging in to server 

If a client wants to login to the server with for instance the username Erik and 
password Suwie the string that will be sent to the server has the form: 

char# 1234567890123456789012345 
string Login ErikPasswordSuwie 

The line with char# indicates the character number of the string. As you can see the 
command strings Login and Password are 8 characters wide (underlined in the string). 

The server responds with either (if the username and -code are correct): 

char# 123456789012 
string Login Okay 

or when username and -code do not correspond: 

char# 1234567890123 
string Login NOkay 

or in case no more connections to the server are available: 

char# 1234567890123 
string Login ConNA 

Programming 

If a client wants to program a number of codes (for instance 1432 and 8982) in the 
keypad it uses the next protocol: 
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char# 1234567890123456 
string Program 14328982 

The server responds with either (if the programming cycle was completed success- 
fully): 

char# 123456789012 
string Program Okay 

or in case the programming cycle was unsuccesshi: 

char# 1234567890123 
string Program NOkay 

Client that quits the application 

When a client quits his application this will be notified to the server by the next 
command: 

char# 12345678 
string Quit 

In this case the server knows it can terminate the connection to the specific client. The 
client is identified by his IP address. 
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Appendix C: Matrix keypad datasheet 
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Appendix D: Description of client classes 

1 Availablecodes 
Field summary 

( public I int max 
Constructor summary 

I Availablecodes() 

Field summary 

I Method summary 

I I 

Constructor summary 
I ClientPanelO 

String[j 
void 
String 
void 

Method summary 
I UDPClient I connection() 

getAliCodes() 
clearAllCodes() 
getCodeAtIndex(int) 
setCodeAtIndex(int, String) 

void 
void 

I CodeFrame 

disableAllButtons() 
enableAllButtons() 

void 
void 

Field summary 
I I 

program(boo1ean) 
login(boo1ean) 

Constructor summary 
I CodeFrame(ClientPanel,Av2ilaSleCodes, 

I I / 

Method summary 

/ Constants (Interface) 
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I Field summaw I 

Constructor summary 
I LoginFrame(UDPClient, Clientpanel) 

Method summary 

I Field summaw I 

Constructor summaw 
I PanelActions(List, List, Availablecodes) 

Method summaw 
1 String I getprogramstring0 
void 
void 

I Field summaw I 

addCodesToList() 
clearCodesO , ,, 

Constructor summary 
I StartClientO 

void 
void 

replaceCode(String, int) 
updateLog(String) 

Method summary 
void 
void 
void 
void 
void 
String 

1 Field summaw I 

init() 
start(> 
run(> 
destroy() 
stop(> 
receive() 

void 
void 

I public I InetAddress ia 
Constructor summaw 

send(String) 
handleMessage(String) 

UDPClient(InetAddress, int, int) 
UDPClient(Strinn, String;, String) 
UDPClient(InetAddress, int) 
UDPClient(String;, int, int) -, , , 

~ ~ ~ ~ l i e n t i ~ t r i n ~ ,  int) 
UDPClient(String;, String;) 
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Method summary 
void 
void 
void 
DatagramPacket 
DatagramPacket 

send(b~te [I) 
send(S tring) 
send() 
receive(int) 
receive(int, int) 

DatagramPacket 
int 

receiveString(int, int, int) 
getport() 

int 
IneiAddress 
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String 
void 
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close() 
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Appendix E: Description of server classes 

I Allowedusers 1 
Field summary 

Constructor summary 
I AllowedUsers() 

Method summary 
I String[][] I getUsers() 

I Availableusers 
Field summary 

I public I int maxConnections 
Constructor summary 

I AvailableUsers(int) 

Field summary 

Method summary 

I Constructor summary 

Object[] [I 
boolean 
void 
boolean 
boolean 

Method summary 
1 void I updateConnections(Object[] [I, int) 

getuserso 
addUser(InetAddress, String) 
removeUser(lnetAddress) 
isUserPresent(String) 
isUserPresent(1netAddress) 

I void I clearConnections() 

Field summary 

Constructor summary 
I Logpanel() 

Method summary 
1 void I updateLog(String) 
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1 Programmer 
I Field summarv I 

Constructor summary 
Programmer(InetAddress, UDPClient, 
LogPanel) 

Method summary 
I void I goBurn(String) 

Field summary 

Constructor summary 
I ReadServerPort(UDPClient, ServerFrame, 
AllowedUsers, int, ConnectionsPanel, 
Logpanel) 

Method summary 
I void 1 run() 

I Field summarv I 

Constructor summary 
I SecurityPanel(AllowedUsers) 

Method summary 
I I 

1 ServerFrame 
Field summarv I 

public 
public 

String serverport 
String clientport 

public 
~ub l i c  

L 

I public I LogPanel IogPanel 

int maxConnections 
boolean connection 

public 
public 

Constructor summary 
I ServerFrarne(AllowedUsers) 

ConnectionsPanel conPanel 
SecuritvPanel secPanel 

Method summary 
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I Start Server 
I Field summarv I 

Constructor summary 
I main(String [I) 

Method summary 
I I 

I FOR DESCFUPTION SEE APPENDIX D I 
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Appendix F: Keypad source 

. ** pJgemeen . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

. * * 

. * Programma voor de aansturing van een matrix-keyboard + 

. * met 12 toetsen. * 

. * * 

. * - Processor: Microchip PIC16F84-10 * 

. * - Assembler: Microchip MPASM.EXE * . * * 

. * Copyright (C) 2001 Erik Surewaard * 

. * * 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

list p=16f84 
include <p16f84.inc> 

FREQ equ D'10000000' ; 10 MHz kristal 
BANKORAM equ H'OC' ; Adres van begin RAM in bank0 

cblock BANKORAM ; Begin definitie variabelen 

WTemp 
StatusTemp 
ToetsCode 
Toets 
Temp 
Teller 
Pin0 
Pin1 
Pin2 
Pin3 
Aantal25ms 
Varl 
Var2 

Temp voor w-reg tijdens interrupt 
Temp voor status-reg tijdens interrupt 
Bitcode van ingedrukte toets 
Bevat stringcode van toets 
Tijdelijke opslag van gegevens 
Algemene teller voor functies 
Karakter 0 van de pin code 

Aantal x 25ms wachten 
Hulpvariabelen 

endc ; Einde definitie variabelen 

org HrOOOO' ; Reset-vector 
goto -Init 

org H10004' ; Interrupt-vector 
goto -1ntService 

movlw H'O' 
movwf EEADR 

; ! !  VARIABEL DEEL VAN DE PROGRAMMACODE - BEGIN . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ! 

movlw A'1' 
movwf EEDATA 
call -WriteEeprom 
movlw All' 
movwf EEDATA 
call -WriteEeprom 
movlw A13' 
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movwf 
call 
movlw 
movwf 
call 

movlw 
movwf 
call 
movlw 
movwf 
call 
movlw 
movwf 
cail 
movlw 
movwf 
call 

; ! ! VARIABEL 

bsf 
movlw 
movwf 
movlw 
movwf 
clrf 
bcf 
bsf 
bsf 
bcf 

movlw 
movwf 

call 

WriteEeprom: - 
bsf 
bcf 
bsf 
movlw 
movwf 
movlw 
movwf 
bsf 

WriteWait: - 
btfss 
got0 
bcf 
bcf 
bcf 
incf 
return 

EEDATA 
WriteEeprom 
A191 
EEDATA 
- WriteEeprom 

A'2' 
EEDATA 
- WriteEeprom 
A'O' 
EEDATA 
WriteEeprom 
A'o' 
EEDATA 
- WriteEeprom 
A'O' 
EEDATA 
- WriteEeprom 

DEEL VAN DE PROGRAMMACODE - EINDE . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

STATUS, RPO ; Bank 1 
B'00000000' 
TRISA ; RAO-RA3 uitgang 
B'01110000' 
TRISB ; RBO-RB3,RB7 uitgang; RB4-RB6 ingang 
OPTION-REG 
OPTION-REG,NOT-RBPU ; Weak pullup Op poort B 
INTCON, GIE ; Globale interrupt enable 
INTCON, RBIE ; 
STATUS, RPO 

B'01110000' 
PORTB 

- ToegangNOK 

- Start 

STATUS, RPO 
INTCON, GIE 
EECON1,WREN 
H'55' 
EECON2 
H'AA' 
EECON2 
EECONl, WR 

EECON1, EEIF 
WriteWait - 
EECONl, EEIF 
EECON1, WREN 
STATUS, RPO 
EEADR, F 

Poort B on change 
Terug naar bank 0 

Maak RBO-RB3 h00g 

interrupt enable 

- Start: 
call -Checkcode 
goto -Start 

- Checkcode : 

movf Pin3, F ; Kijk of alle 4 de waarden van de pin code 
btfsc STATUS, Z ; zijn ingevoerd. Zo ja ga verder anders terug 
return 

; Hier komt de code voor het checken van de pin code 

: ! !  VARIABEL DEEL VAN DE PROGRAMMACODE - BEGIN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

movlw 0*4 
call -Check4 
btfsc STATUS, Z 
goto -ToegangOK 
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movlw 1*4 
call -Check4 
btfsc STATUS, Z 
goto -ToegangOK 

: ! !  VARIABEL DEEL VAN DE PROGRAMMACODE - EINDE . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ! !  

Foute pin code -> geen toegang got0 
return 

- ToegangNOF 

- ToegangOK: 
movlw 
movwf 
got0 

B'00000010' 
PORTA 
- ClearPin 

; Maak RAO hoog (bijv. groene led) 

- ToegangNOK: 
movlw 
movwf 

B'00000001' 
PORTA Maak RA1 hoog (bijv. rode led) 

- Clearpin: 
clrf 
clrf 
clrf 
clrf 
return 

PinO 
Pinl 
Pin2 
Pin3 

; Resetten van ingevoerde pin code 

movwf 
bsf 
bsf 
bcf 
movf 
subwf 
btfss 
return 

EEADR 
STATUS, RPO 
EECONl, RD 
STATUS, RPO 
EEDATA, W 
PinO, W 
STATUS, Z 

Adres in EEPROM waar te checken pin code zit 
Bank 1 
Aangegeven dat we uit EEPROM willen lezen 
Terug naar bank 0 

Trek hiervan de code uit het register af 

Indien dit niet 0 oplevert is code niet goed 

incf 
bsf 
bsf 
bcf 
movf 
subwf 
btfss 
return 

EEADR, F 
STATUS, RPO 
EECONl, RD 
STATUS, RPO 
EEDATA, W 
Pinl, W 
STATUS, Z 

incf 
bsf 
bsf 
bcf 
movf 
subwf 
btfss 
return 

EEADR, F 
STATUS, RPO 
EECONl, RD 
STATUS, RPO 
EEDATA, W 
Pin2, W 
STATUS, Z 

incf 
bsf 
bsf 
bcf 
movf 
subwf 
btfss 
return 

EEADR, F 
STATUS, RPO 
EECONl, RD 
STATUS, RPO 
EEDATA, W 
Pin3, W 
STATUS, Z 

return 

- IntService: 
movwf WTemp 
swapf STATUS, W 
movwf StatusTemp ; Tijdelijk opslag van gegevens 
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movlw 
movwf 

B'00000011' 
PORTA 

- IntPortB 
INTCON, RBIF 

StatusTemp, W 
STATUS 
WTemp, F 
WTemp, W 

call 
bcf 

; Interrupt polling 

swapf 
movwf 
swapf 
swapf ; Terughalen gegevens 

; Terugkeren naar punt voor interrupt retfie 

- IntPortB: 

call 
movw f 
call 
call 

; Uitzoeken welke toets is ingedrukt 
; W -> Toets 
; Opslaan van toets in array 
; Wachten tot toets 10s is gelaten 

- Scan 
Toets 

- Opslaan 
- ToetsLos 

movl w 
movwf 
bcf 
return 

B'01110000' 
PORTB 
INTCON, RBIF ; Interrupt Flag resetten 

- ToetsLos: 

comf 
andlw 
btfss 
got0 
movlw 
call 
return 

PORTB , W 
B'01110000' 
STATUS, Z 

- ToetsLos 
D'10' 

- Wait25ms 

; Wachten tot toetsen zijn losgelaten 
; Beschouw alleen de inputs van poort B 

- Opslaan: 
movlw 
subwf 
btfsc 
return 

A' ! ' 
Toets, W 
STATUS, Z 

; Kijk of toetsaanslag goed is 

movf 
btfss 
got0 
movf 
movw f 
return 

PinO, F 
STATUS, Z 

- Opslaanl 
Toets,W 
PinO 

; Kijken of inhoud van PinO leeg is 

; Zo nee, kijk dan naar de volgende Pin 
; Zo ja, sla de ingetoetste code op 

- Opslaanl : 
movf 
btfss 
got0 
movf 
movwf 
return 

Pinl, F 
STATUS, Z 

- Opslaan2 
Toets,W 
Pinl 

- Opslaan2 : 
movf 
btfss 
got0 
movf 
movwf 
return 

Pin2, F 
STATUS, Z 

- Opslaan3 
Toets,W 
Pin2 

- Opslaan3 : 
movf 
btfss 
got0 
movf 
movwf 
return 

Pin3, F 
STATUS, Z 

- Error 
Toets,W 
Pin3 

- Error: 
clrf 
clrf 
clrf 
clrf 

PinO 
Pinl 
Pin2 
Pin3 
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movf Toets,W 
movwf Pin0 
return 

- Scan: 

movlw B'11111111~ 
movwf Teller 

; Scannen van rij 1 
movlw B~O1lllllO1 
movwf PORTB 
noP 
movf PORTB, W 
movwf ToetsCode 
comf ToetsCode, W 
andlw B'01110000' 
btfss STATUS,Z 
goto -Decoderen 

Teller voor herhaald scannen (256x) 

Rij 1 laag maken 
Tijd voor stabilisatie poort B 

Zet waarde van poort B in Toetscode 

Beschouw alleen de inputs van poort B 
Kijk of een toets is ingedrukt 
Zo ja zoek dan uit welke toets 

; Scannen van rij 2 
movlw B'01111101' 
movwf PORTB 
noP 
movf PORTB,W 
movwf ToetsCode 
comf ToetsCode, W 
andlw B1O1llOOOO1 
btfss STATUS,Z 
goto -Decoderen 

; Scannen van rij 3 
movlw B~01111011~ 
movwf PORTB 
noP 
movf PORTB, W 
movwf ToetsCode 
comf ToetsCode, W 
andlw B'01110000' 
btf ss STATUS, Z 
goto -Decoderen 

; Scannen van rij 4 
movlw B'01110111' 
movwf PORTB 
noP 
movf PORTB, W 
movwf ToetsCode 
comf ToetsCode,W 
andlw B1O1llOOOO~ 
btfss STATUS, Z 
goto -Decoderen 

decf 
btfss 
retlw 

; Bepalen of einde teller is bereikt zo ja einde interrupt 
Teller, F 
STATUS, Z 
A' ! ' 

- Decoderen: 
movf 
sublw 
btfsc 
retlw 

movf 
sublw 
btf sc 
retlw 

movf 
sublw 
btfsc 
retlw 

movf 

ToetsCode, W 
B'01101110' 
STATUS, Z 
All' 

ToetsCode, W 
B'01011110' 
STATUS, Z 
A'2' 

ToetsCode,W 
B'00111110' 
STATUS, Z 
A'3' 
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sublw B'01101101~ 
btfsc STATUS, Z 
retlw A14' 

movf ToetsCode, W 
sublw B'O1O1llOll 
btfsc STATUS, Z 
retlw A' 5 ' 

movf ToetsCode, W 
sublw B'00111101~ 
btfsc STATUS, Z 
retlw A16' 

movf ToetsCode,W 
sublw B1O1lO1O1ll 
btf sc STATUS, Z 
retlw A T  7 ' 

movf ToetsCode, W 
sublw B1O1O1lO1l~ 
btfsc STATUS, Z 
retlw A'8' 

movf ToetsCode,W 
sublw B'00111011~ 
btf sc STATUS, Z 
retlw A' 9 ' 

movf ToetsCode, W 
sublw B'01100111' 
btfsc STATUS, Z 
retlw A'*' 

movf ToetsCode,W 
sublw B'01010111' 
btfsc STATUS, Z 
retlw A'O' 

movf ToetsCode,W 
sublw B~00110111~ 
btfsc STATUS, Z 
retlw AT#' 

retlw A' ! ' 

Wait25ms : - 
movw f 
clrf 
clrf 

- Wait0 : 
decfsz 
got0 
got0 

Waitl: - 
decfsz 
got0 
got0 

- Wait2 : 
noP 
decfsz 
got0 
got0 

- WaitEnd: 
return 

end 

Aantal25ms 
Var 1 
Var2 

Aantal25ms 
- Wait1 
- WaitEnd 

Varl, f 
- Wait2 
- Wait0 

Var2, f 
- Wait2 
Waitl - 
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Appendix G: Contents of CD ROM 

This CD-ROM is part of the graduation thesis of H.A. Surewaard 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

REMOTE PROCESSOR PROGRAMMING 
Eindhoven University of Technology 

Author: H.A. Surewaard 
Faculty of Mechanical Engineering 

Research project conducted at the 
Eindnoven Embedded Systems Institute 

June 11, 2001 

All software on this CD-ROM is freeware and can be used without 
licensing provided non-commercial objectives. 

CONTENTS OF THE CD ROM 

Java runtime environment and software develop- 
ment kit version 1.3 

The standard part of the assembly files for 
programming the keypad (source) 
Java classes for the client applet 
Files for the Internet pages 
Microchip PIC assembler 
Java classes for the server software 
Software for controlling the WISP programmer 

Microchip MPLAB development kit 

Datasheets for the PIC16F84 processor 

PIC C lite freeware programming language 

Some pictures of the realised hardware 

Freeware HTML server (Sambar) 

Software and source (Pascal and assembler) 
for controlling the WISP programmer 

To get things working do the next things: 

First install the sambar server to your harddrive. Choose as 
installation directory \SAMBAR44. 

When ready installing copy the KEYPAD-FILES directory from the 
CD-ROM to \SAMBAR44\DOCS directory. You should copy it as: 
\SAMBAR44\DOCS\KEYPAD_FILES. 

Next copy the two HTML files from the root of the CD-ROM to 
the \SAMBAR44\DOCS directory. 

When this is ready install Java 1.3 Runtime environment from 
the \JAVA directory. 

You can start the server by: 
\SAMBAR44\DOCS\KEYPAD-FILES\startserver.bat 

Notice that you should exit McAfee VShield because this 
conflicts with the server software. 
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Appendix H: Realised product 
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