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Samenvatting

Dit rapport beschrijft de beveiligingsaspecten van Universal Personal
Telecommunications (UPT). Na een algemene analyse van de relatie tussen
UPT en beveiliging, zal met name ingegaan worden op het probleem van
gebruikers-authenticatie.

De telecommunicatiedienst UPT moet de klant door gebruikers-identificatie een
maximale vorm van mobiliteit bieden. Netwerk- en plaats-onafhankelijke
persoonlijke identificatie, zorgen ervoor dat de UPT-abonnees op iedere
netwerkterminal gesprekken kunnen ontvangen, eenvoudigweg door zich te
registreren op die (vaste of mobiele) terminal. De abonnee zal ook vanaf elke
terminal gesprekken kunnen voeren, alsof het zijn eigen terminal was. Deze
gesprekken zullen dan ook voor zijn eigen rekening komen, ongeacht de locatie
van de terminal. De UPT gebruiker krijgt hiertoe een uniek persoonlijk
nummer (Personal Telecommunications Number (PTN), dat hem uiteindelijk
wereldwijd, in alle netwerken zal identificeren.

UPT heeft extra signalering nodig om de gebruikers te kunnen lokaliseren
(mobility management), en netwerk databases om de gebruikersgegevens in op
te slaan. Om deze redenen Em vanwege de mogelijkheid om snel nieuwe
diensten te kunnen introduceren (door de scheiding tussen service logic en
schakelfuncties) hebben standaardisatieorganisaties het Intelligente Netwerk
(IN) gekozen als basis voor UPT. Verder is voor efficiente routering ook een
scheiding tussen call control en connection control wenselijk.

Omdat UPT vanaf elke terminal toegankelijk is, zijn zowel UPT gebrui
kers/abonnees als de aanbieder van de dienst gevoeliger voor misbruik. De
vaste relatie tussen gebruikers-identiteit en terminal of netwerktoegang zal
komen te vervallen (deze relatie stond abonnees toe, overzicht te houden op wie
gebruik maakte van hun telefoonaansluiting). Daarom zal de identiteit van een
gebruiker steeds met zekerheid moeten worden vastgesteld, alvorens hij van
de dienst gebruik kan maken.

De threat assessment-methode wordt gebruikt om de bedreigingen jegens UPT
en de aan UPT gerelateerde partijen te identificeren. Tevens wordt een reeks
van eisen aan beveiligingsmaatregelen voor UPT vastgesteld. Ret zal blijken
dat het vaststellen van de identiteit van de gebruiker, wanneer deze een UPT



procedure uitvoert, en het voorzien in een toegangscontrole bij modificatie van
service profile en registratie informatie, belangrijke hoofdpunten van
beveiliging voor UPT zijn. In dit document zal daarom met name worden
ingegaan op gebruikers-authenticatie. Verschillende methoden om hierin te
voorzien worden besproken. Op basis van de eisen aan beveiligingsmaatregelen
en de mogelijkheden van de infrastructuur van het netwerk, zuBen uiteindelijk
aanbevelingen worden gedaan voor een authenticatie-procedure voor de korte
en voor de lange termijn.

Tenslotte zal de invloed van de geselecteerde procedures op IN-signalering
worden geanalyseerd. Voor de korte termijn, zal internetwerk-signalering
noodzakelijk blijven om het gewenste niveau van beveiliging te verkrijgen.
Echter, voor de lange termijn wordt een procedure voorgesteld, waarmee
authenticatie geheellokaal kan worden afgehandeld. Aldus kan de hoeveelheid
internetwerk-signalering bij zich verplaatsende gebruikers aanzienlijk worden
verminderd.



Summary

This report gives a description of the security aspects of Universal Personal
Telecommunications (UPT). Mter a general analysis of the relation between
UPT and security, it will mainly focus on the problem of user authentication.

UPT is a telecommunications service that intends to offer the customer a
maximum level of mobility by user identification. This network- and location
independent personal identification makes that UPT subscribers will be able
to receive calls on any network terminal, fixed or mobile, simply by registering
on that terminal. The subscriber will also be able to initiate calls on any
terminal as if it was his own, and those calls will be charged to his own
account irrespective of the location of the terminal. For this purpose, the user
will be given a unique Personal Telecommunications Number (PTN),
identifying him throughout multiple networks, eventually on a worldwide scale.

To locate the user (mobility management) and to establish the call, UPT needs
additional signalling; to store the user related data, network databases are
needed. For these reasons and for the ability to quickly introduce new services
(because of the separation of service logic and switching) standardization
organizations have accepted the Intelligent Network (IN) as the functional
structure for UPT. Furthermore, a separation of call control and connection
control is desirable, for efficient routing.

Allowing access to UPT from any terminal, makes that both UPT
users/subscribers and service providers are more vulnerable to misuse. There
will no longer be a fixed relationship between user identity and terminal or
network access (enabling subscribers to monitor who is using their
subscription). Thus, the identity of the user needs to be established with
certainty before service can be provided.

The method ofthreat assessment is used to identify the threats to UPT and the
related parties. Also a range of requirements on security measures is
determined. It will follow that the establishment of the user's identity when a
UPT procedure is used, and the provision of access control for service profile
and registration information modification, are important security features for
UPT. This document will therefore focus on user-authentication. Several
methods to perform user authentication are discussed. Based on the



requirements on security mechanisms and the capabilities of the network
infrastructure, a recommendation for a short and a long term authentication
procedure will eventually be given.

Finally the impact of the selected authentication procedures on IN-signalling
is analyzed. This is done by a stage 2 information flow description. For the
short term, internetwork signalling will remain necessary to obtain a desirable
level of security. However, for the long term, an procedure with which the
entire process of authentication can be performed locally, is suggested. Thus,
the amount of internetwork signalling with roaming user's can be decreased
considerably.
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Chapter

1
Introduction

Within the memory of man, people have always searched to be reachable for
each other and to optimize the possibilities to communicate with each other.
Ancient cultures used e.g. smoke, sound and light signals to communicate
messages over long distances, but they had no certainty that their messages
reached the intended person, and their systems only had a relatively small
reach. Therefore, postal services remained for a long time the only way to
perform long distance communication. Their speed has always been directly
related to the available means of transport. Not until the discovery of
electricity and radio waves, a faster medium of communication has become
available: long distance wired (cable), and wireless (radio) communication.

Since the first introduction of the telephone service by Graham Bell in 1876,
its basic operation principle has not really changed: one dials a number (in the
early days: asked the operator for a connection) and the terminal connected to
the selected network access alerts the person(s) that is (are) within its range.
However, the party initiating the call is not sure that the party for whom the
call is intended, is available near the selected network access. Due to increased
mobility of people and the growing need for telecommunications in general, this
problem has only become bigger. In recent years the need for mobile
telecommunications services has increased strongly. These offer the possibility
not to select a fixed network access, but to select a (portable) terminal. Thus,
a person carrying his terminal along, remains reachable and he himselfhas the
possibility to setup a phone call whenever he wants to. But, despite these
advances, the existing role of the terminal identification as a means of
identifying the customer remains preserved.

1



Chapter one

The concept of Universal Personal Telecommunications (UPT) is intended to
offer network-independent personal identification, and thus, to break the
historical link between terminal and user identification. Complete mobility
across multiple networks is provided by identifying the user by a single
personal telecommunications number (PTN) across all networks (telephone,
telex, data etc.). Calling this number, no longer means calling a terminal or an
access point: it is the direct access to the person associated with that number.
A universal service is offered to the user: he has the ability to establish and to
receive calls belonging to services he has or has been subscribed to, across
multiple networks, from any arbitrary network entry point, with service access
limited only by terminal and network capabilities. Furthermore, the customer
is offered a personal service profile and personal charging and billing
(irrespective of the owner of the terminal or network access that is used).

Figure 1.1 Outline of the report

UPT is applicable both to fixed telecommunications (like PSTN) and mobile
telecommunications. The first having a fixed relationship between a terminal
and a network access over a wired or a fixed wireless link (e.g. static radio
link). The latter providing a dynamic relationship between terminals and
network accesses: terminals can change from one access to another without any
serious interruption of communications.

It is intended to offer UPT eventually on a worldwide scale, via various
networks (PSTN, ISDN, GSM). Therefore, UPT is subject to international

2



Introduction

standards being developed in standardization organizations, like CCIIT and
ETSI, to which also PTT Research is participating.

The concept of network access-independent, personal identification, offered
eventually on many telecommunications networks on a worldwide scale, brings
about many security related problems. Just think about the above mentioned
personal charging: how can the identity of a person making a UPT phonecall
be established (in order to charge the costs of that call to the right account),
without leaving the possibility for malevolent parties to make calls on the
account of another user?? The goal of this thesis is to specify the security
requirements for UPT and to define and evaluate possible solutions for the
identified security aspects. Finally, a recommendation for a solution is to be
given. The general security aspects for UPT will be analysed, but as far as
solutions and recommendations are concerned, only the subject of establishing
the user's identity will be treated.

The outline ofthis report is given by Figure 1.1. In Chapter 2 ofthis document
first a general service description ofUPT will be given. Then, in Chapter 3, the
Intelligent Network (this is the network structure that has been chosen to offer
UPT) will be presented to the reader. Next, an introduction to security
(definition, related terms, jargon) will be given in Chapter 4. Also a method to
tackle security problems (threat assessment) and a security model will be
presented here. In Chapter 5 this method of threat assessment will be applied
to UPT. It will follow that authentication is an important security function that
has to be available for UPT, this because of the direct relationship between the
use of services and the identity of the user. Chapter 6 will therefore entirely
focus on authentication, giving a specification and an evaluation of several
security mechanisms to offer authentication in UPT. The impact of the selected
mechanisms on network signalling will be discussed in Chapter 7, on the level
of stage 2 information flows.

3



Chapter

2
Universal Personal

Telecommunications

The goal of this chapter is to give an introduction to UPT. It will not go into
details, but should be seen as an overview. Mter a brief discussion on the
definition and objectives of UPT, UPT will be further described by its service
and network requirements. Finally, the basic procedures and the phases of
introduction will be discussed. Unless statet otherwise, the information in this
chapter is based on the work that has been done since 1989 within
standardization committees, like CCITT1 and ETSI2

, on the concept of UPT
(references: [Edinb91l, [Ischi91], [Lille91]).

2.1 Definition and objectives of UPT

Through the years the following definition of UPT has evolved:

2.1.1 Definition

Universal Personal Telecommunications (UPT) is a telecommunications
service which enables access to telecommunications services by allowing
personal mobility. It enables each UPT user to participate in a user-defined set

1 Comite Consultatif International TeIegraphique et Telephonique
2 European Telecommunications Standards Institute

5



wireless

Chapter two

of subscribed services, and to initiate and receive calls on the basis ofa unique,
personal, network independent UPT number across multiple networks at any
terminal, fixed, movable or mobile, irrespective of geographic location, limited
only by terminal and network capabilities and restrictions imposed by the
network provider. Calls to UPT users may also be made by non-UPT users
[Edinb91].

2.1.2 Objectives of UPT

The aim of UPT is to enable communications users to refer to each other by
means ofa location-independent personal identifier, rather than a number that
is network dependent, and to allow this same identifier to be used in the
person's business dealings with the provider such as billing and accounting
[Balas90].

user identification terminal identification
I.e. UPT number

Figure 2.1 Different types of identification

network access
Identification
i.e. point of attachment

In this way UPT is the final step in the evolution towards maximum mobility.
In fixed telecommunication networks (e.g. PSTN3

), subscribers are associated
with the network access point of the terminal. It is the access point that is
identified (directly or indirectly) by the telephone number (network access
identification). In first generation mobile telecommunications networks,
subscribers are associated with the terminal in use (terminal identification).
The ISDN4 will also offer the possibility to address one out of several
terminals connected to the same physical wire. For the UPT service this
association is moved another step further away from the network towards the
UPT user. This is done by the means of a UPT number (user identification).

3 Public Switched Telephone Network
4 Integrated Services Digital Network

6



Universal Personal Telecommunications

The UPT user is personally associated with his own UPT number. Thus it can
be used as the basis for making and receiving calls, but also for charging and
billing purposes. A UPT user needs a specific subscription to a UPT service
provider. The provider will maintain a service profile for each UPT user (UPT
service profile), containing a list of services and facilities subscribed to. The
UPT user should only need a subscription to one UPT service provider to
obtain access to all national and international UPT services. The UPT
subscriber associated with the UPT user should, hence, receive bills from only
one UPT service provider.

The concept of UPT requires a certain intelligence in the network structures,
provided by advanced databases and signalling capabilities. Therefore, and for
the ability to quickly introduce new services, the standardization organizations
have accepted the Intelligent Network (IN) as a basis for UPT. The reader
should notify that UPT itself is not a network. It is just a service offered over
many networks like PSTN, ISDN, PSPDN5

, GSM6
• The concept of IN, used

to offer this service, will be described in the next chapter.

2.1.3 Operation

[Balas90] Suppose that a user, independent of geographical location, either at
home using the PSTN, at work with an ISDN connection, or in the car using
the mobile network, wishes to establish a call. The user's personal
identification is used by the network to determine the user's service profile for
the call; at the same time, this user identification is stored as the basis for
charging and billing.

When a call is made to a UPT subscriber, the calling party need only know the
called party's UPT number. The network will deduce the destination terminal
for the call as a part of the called party's service profile. This service profile
contains, among others:

• destination terminal for that call;
• whether the UPT subscriber has subscribed to that service or is

permitted access;
• communication terminal capabilities for receiving the call, such as

access medium, bit rate and protocol.

5 Packet Switched Public Data Network
6 Groupe Special Mobile or Global System for Mobile communications
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2.2 Service requirements

Service requirements deal with the behaviour of the network towards the users
and subscribers i.e. how the service is presented to the them. No attention is
given to the internal structure and functional allocation within the network.
This paragraph gives an overview of the basic UPT service requirements.

2.2.1 Mobility and access

• Personal mobility
The UPT subscriber can move freely between any terminal and network.
Outgoing calls are charged to the subscriber, and therefore to the person that
makes the call, instead of the owner of the terminal in use. Based on the
dialled UPT number, incoming calls are automatically routed to the terminal
where the subscriber is currently registered.

Figure 2.2 UPT, changing the face of communications

• Universal access
UPT will be accessible from all types of networks, fixed or mobile, and all types
of terminals. At the end it should be offered on a worldwide basis in different
environments (public, business, domestic) and it should be available for all
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telecommunications services (e.g. telephony, telefax, data etc.). This is
illustrated with Figure 2.2.

2.2.2 Numbering, addressing and identification

Each UPT subscriber shall have his own unique Personal
Telecommunications Number (PTN). By this number the subscriber will
be known to other users. The PTN should be recognizable as a UPT number,
in order to notify the calling user that he may be subject to specific
arrangements (e.g. for charging). The number should be as short as possible
and one must be able to dial it from any terminal on PSTN. Furthermore it
should not be subject to changes whenever a user changes address or service
provider. It is desirable that the UPT Access Codes, if any, used for dialling a
UPT number or for identifying a UPT procedure are the same across national
and international boundaries, amongst UPT service providers and across
networks.

Within the network and by the service provider the user will be known by the
Personal User Identity (PUI) which identifies the user unambiguously. The
PUI is not used by the calling users and does not need to be known to the UPT
users or to any third parties. PTN and PUI will, although being different
numbers/identities, normally have a one-to-one relationship. Their combination
offers the opportunity to use the same UPT number, even in case of changing
the PUI (e.g. by change of service provider). Provided though that the mapping
of PTN on new PUI is known by the service providers.

Whenever a UPT user has to authenticate himself to the UPT service entity,
this procedure may involve the use of a Personal Identification Number
(PIN) code. In later chapters the necessary authentication procedures together
with other solutions will be described in detail.

2.2.3 Charging and billing

The UPT subscriber should only have to receive bills from one source per UPT
subscription, normally from his UPT service provider. The subscriber will be
charged to his own charging account associated with his PTN.

Several types of charges can be distinguished:
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• subscription related charges, e.g. a fixed amount per month;

• subscription management related charges, divided into:
1. service management related actions, i.e. actions that a UPT
user performs with the UPT service management procedures (see
Paragraph 2.4) involving static service and mobility oriented UPT
service profile data like discussed in the next paragraph, charged
e.g. on a fixed amount or on a per action basis;
2. personal mobility related actions, i.e. actions performed with
the personal mobility procedures involving dynamic mobility
oriented UPT service profile data (see Paragraph 2.4). Because
these actions form the basis for the success of the UPT service
itself, they should be implicitly covered by subscription related
charges;

B current
(case 1)

Figure 2.3 The concept of split charging

B current (case 2)

Case 1: The called user (8) is located inside the zone of
expected costs for the calling user (A). In this case
the calling user will be charged for the total costs.

Case 2: The called user (8) is located outside the zone of
expected costs Now the calling user will be charged
up to the home location of user 8, aoo the called user
will be charged for the roaming pan of the
connection (spirt charging)

Remar1<s: The dotted arrow looicates the shonest path
between user A aoo user 8 in case 2. When using
efficient routing, this will be the established
connection.

• call related signalling charges. Because of the large amount of
signalling information needed to establish a UPT call, a user may be
charged even in case of an unsuccessful call;

• location related charges, these are related to the actual connection
set up for the communication and not related to the use of any UPT
procedures. They could depend on various factors, like: location of
calling and called user, the time of the day, the duration of the call,
etc. They are discussed below in more detail;
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There is a significant difference in circuit-connection related charges in a
normal situation with network access identification (PSTN) and in a UPT
situation. In the first case the expected charges are known in advance since the
length of the connection, and thus the estimated costs, can be extracted from
the information hidden in the dialled number. However, when calling a UPT
subscriber, the costs of the connection are not known in advance, due to the
fact that the called party can be registered on any terminal or network access.
Hence the calling party would not be able to estimate costs in advance.

A possible solution to this problem is split charging (see Figure 2.3): the
calling party is charged for the part of the communication up to the called
party's home location, while the called party is charged for the roaming part
of the connection. This solution is also applicable in case of call forwarding
(e.g. the *21 service ofthe Dutch PTT), where every connection will include the
home location.

When using efficient routing, i.e. shortest path between calling and called
party, and the total costs of the call are lower than the reference costs, i.e.
the costs from calling party's location to the called party's home address, only
the caller is charged. A complete separation between call and connection
control is needed in this case, because the home network of the subscriber
might not be part ofthe physical connection (optimal routing). The charges for
a specific party will be transferred to the home network at the end of the call.

When a UPT user is calling a non-UPT user, only the UPT user will be charged
for the call.

2.2.4 UPT data structure, service profile and related
parties

It follows from [PTT91}] that each UPT user, identified by his PUI, can be
subscribed to several services, where each service is identified by a so called
Service Identity (SI) i.e. PUI(l) <---> (n)SI. A subscriber can register himself
for the receipt of a specific service on a specific access point, where the access
point is identified by an Access Point Identity (API) i.e. SI(l) <---> (l)API.
It might also be useful to store the relationship between any access point and
its (terminaVnetwork) capabilities i.e. API(l) <---> (m)possible capabilities. The
same may apply to the relationship between any service and the capabilities
required to offer that specific service i.e. SI(l) <---> (k)required capabilities.
This ensemble is called the UPT data structure, stored somewhere in a
database.
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Figure 2.4 The UPT data structure

In case of a service request by any calling user, this request can be
acknowledged or rejected - the latter if the capabilities at the called party side
do not support the service - after the database has been consulted from the
calling party side.

According to ETSI [Edinb91, p.99J, the list of services and facilities requested
by the UPT subscriber is stored in the UPT service profile. The possibility
to access the service profile has great implications on the security aspects,
because the access procedure should be protected against not-allowed accesses
or user mistakes (see Chapter 5).

The possibility of access is available for three various parties:

• the service provider, having access to all the information. The UPT
subscriber has to agree with him, at subscription time, what kind of
access is permitted to himself and to the eventual UPT users
associated with him.

• the UPT subscriber, i.e. the actual owner of the UPT subscription,
having access only to the information allowed by the service provider.
Some information can only be displayed to him, not modified (e.g. the
UPT number). However, he can ask to modify some parameters via
an administration procedure with the service provider.

• the UPT user, associated with the subscriber, having access only if
this possibility has been given to him by the subscriber. He could
have a restricted access, e.g. not being able to modify the restrictions
on permitted callers or on roaming.
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Service provo part

Subscriber part

Variable part (use",

UPT number, PUI
Authentication information

Default home location

Services subscribed to

Allowed charging op~ons

Maximum credit for the user

Restrictions on roaming

Authentication for incoming calls yin

Activation status for supplementary
services
Type of ac~vatedcharging options

Default terminal accesses for

incoming/outgoing calls

Time dependent rou~ng parameters

Current registration for incoming,

outgoing and combined regjstra~ons

Unchangable information, fixed
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Information changeable by the
subscriber

Service related information

Mobility related information,
changeable by service profile
management procedures only

Mobility related information,
changeable by personal mobility
procedures only

Figure 2.5 The UPT service profile with some examples

In the normal case, subscriber and user will be the same person. However,
imagine a company subscribing its personnel to a specific UPT service (e.g.
telephone or fax), now the company is the subscriber with whom the service
provider has made the business deal and to whom bills will be sent. The
members of personnel will be the actual UPT users. In this case the company
can agree upon e.g. restrictions on roaming on a per user base.

It is suggested to split the service profile into a part with fixed information
and a part with variable information. From the user's point ofview the fixed
part can be divided into:

• unchangeable information, fixed at subscription time, which can
be modified only by the service provider (like: UPT number, PUI,
default home location and bearer services and teleservices subscribed
to); and,

• information changeable by the subscriber, like charging options
allowed, maximum allowed credit for the user, restrictions on
roaming etc.

The, from the user's point of view, variable part can be divided into:

• service related information, changeable by the user or the
subscriber using the profile modification procedure (like: request of
authentication by the user for incoming calls, type of authentication
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procedures activated, type of charging or security options activated,
activation status for supplementary services, etc.);

• mobility related information changeable by UPT service
profile management procedures only, like default terminal
accesses for incoming calls, outgoing calls and combined registrations,
time dependent routing (by day of week, by time of day, etc.);

• mobility related information changeable by UPI' personal
mobility procedures only, like current terminal access for
incoming calls, outgoing calls and for combined registrations (a
registration option, which allows a user to make or receive several
calls on the same terminal without having to authenticate at the
debut of each call. Only one UPT user may have a Combined or
Outgoing Registration at a specific terminal at the time (see
Paragraph 2.4.2)).

As mentioned in the report of ETSI STC NA7 [Lille91, p.74J, there are no
physical units associated with a UPT subscription, other than the eventual
UPT subscription device (see Paragraph 2.2.6). There are thus no terminals or
subscriber lines associated with it, and if the UPT user wishes to use them, he
will have to find and use an existing terminal connected to a network
supporting UPT or subscribe to a subscriber line from an appropriate network
operator and buy an appropriate terminal.

2.2.5 Security

Since the UPT service allows access to UPT features from any terminal, UPT
subscribers are more exposed to fraudulent use of their subscriptions than e.g.
ordinary PSTN subscribers, being able to monitor who is using their telephone
access. The UPT subscriber should therefore among others be protected against
misuse of his resources by unauthorized persons who impersonate a user. Not
only subscribers, but also service providers need protection. E.g. a UPT user
might deny having made a certain call and refuse to pay the charges. These
and other security related issues are discussed in detail in Chapter 5.

It goes without saying that the user information carried on traffic channels
during communication should not be made available or disclosed to
unauthorized individuals, entities or processes. However, this so called user
data confidentiality must be given by the terminals, services and networks
used, but it is not a UPI' feature.
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2.2.6 Terminals and devices

A UPT terminal will at least provide the mInImUm UPT terminal
functionality: the ability to support the minimum UPT procedures required for
normal operation of the terminal for incoming or outgoing calls, i.e. personal
mobility and UPT call handling procedures, with the aid ofa UPT subscription
device, if applicable. UPT facilities must be accessible, both for calls and for
registrations, at least from the now common plain decadic (pulse) and DTMF
(tone) dial telephones.

Furthermore, UPT terminals could have specific features like alerting
mechanisms (in case of registration of several users on one terminal, alerting
by display or loudspeaker with artificial voice). Also other specific indicators
may be available, e.g. UPT call or not, authentication (see Paragraph 2.4.1)
required or not for an incoming call, etc.

The above mentioned UPI' subscription device or UPT key may exist in
different realizations, depending on the networks, terminals and services used.
It is a physical device intended to facilitate the UPT user's interactions with
the UPT service. Ultimately, it is necessary to have a widely standardized UPT
subscription device, functionally and physically. The device is connected to the
subscription of a UPT subscriber and therefore should at least contain:

numbers and identities of the UPT user
authentication functions and facilities (like a PIN code keyboard)

Other, optional, features of the device may include:

the storage and downloading of the user's personal directory, short
numbers etc.
a multi purpose Ie-card or other device including other applications
next to the UPT functions, e.g. banking or credit card applications,
wide-area or local paging equipment.

There are several possible realizations for the device:

• a DTMF type UPT device, using DTMF signalling for communication
with the network.

• a modem type UPT device. This is similar in functionality to the
DTMF type UPT device, but with the physical acoustic in-band
signalling using some modem standard.
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• a magnetic strip-card device. This type of UPT device requires a
terminal with a card reader and a signalling interface to
communicate with the network.

• a smart card UPT device. In this case, e.g. authentication procedures
will be less limited by physical restrictions because the device
contains a considerable amount of processing power. Terminals need
to be equiped with a card slot and a (digital) signalling interface.

2.3 Network requirements

It has already been mentioned that the introduction of IN techniques in the
underlaying networks is the most efficient and flexible way to offer UPT. IN
will be discussed in more detail in the next chapter. This paragraph will focus
on the aspects of signalling, numbering and data storage [Ischi91].

2.3.1 Signalling

UPT requires additional signalling facilities to cope with the roaming capability
of a UPT subscriber: the database where the subscription (service profile)
information elements are stored and the exchange in charge of the calls will be
different in most cases. The following signalling types are distinguished:

• mobility management, this implies the exchange of data across the
network between the personal database and a network entity in
charge of a subscriber roaming in its area.

• call handling. The establishment of incoming calls will require an
exchange of signalling information so that the network can retrieve
all information elements required to route the call and to check if the
service required by the calling party fits with the service profile of the
called subscriber. In the opposite direction, the set-up of an outgoing
call by a UPT user implies the retrieval of his service profile.

• service management. The subscriber should be able to
communicate with the network for registration purposes and for any
other request concerning his service profile.

• subscriber-network dialogues, like identification, authentication
and service requests.
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Figure 2.6 Efficient routing, re-routing and call forwarding

Doelman et a1. [Doelm90] state that: the more separation between call and
connection control is supported within the underlying network, the easier
specific UPT requirements, e.g. efficient routing, can be fulfilled. Call related
communications between e.g. local exchanges, can then be performed without
the need for establishment of a temporarily bearer connection between these
exchanges. In case the establishment of communication pa1hs for call control
is related to the establishment of bearer (speech/data) connections, the
following options would be required:

• re-routing, the underlaying network supports the capability to
disconnect an already established connection or a part of it, in order
to continue with the establishment of the most suitable connection
path;

• forwarding, the establishment of a signalling connection
automatically leads to a bearer connection.

It goes without saying that these options are far less optimal than the efficient
routing possibilities offered in an IN environment, where call control and
connection control have been separated.
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2.3.2 Numbering

In addition to what has been said in Paragraph 2.2.2 on this subject, three
possible ways of structuring the UPT number will be discussed from the point
of view of network aspects:

• no location information in the number;
• detailed location information in the number;
• some location information in the number.

The most suitable PTN structure will contain little location information (e.g.
country code), in order to avoid the disadvantages of having no or detailed
information within the PTN. Namely, when no location information is
contained, a network wide UPT database (or chained databases) including all
numbers will be required and the user will also have to be notified of the
charges because he cannot deduce charging information from the number.
Detailed location information in the number, though easier to implement, will
violate the property of a PTN being personal instead of location dependent, as
the subscriber would probably need to change his PTN whenever he transfers
to a new location.

For the invocation of UPT functionality in an IN environment, Access Codes
might be required as has been mentioned in Paragraph 2.2.2. These codes are
to be dialled before the actual PTN.

2.3.3 Databases

Data related to UPT (like the relationship between PUI and: PTN,
authentication info, subscribed services, current access point identity) will be
stored in databases. The requirements to be fulfilled by these databases are
related to reliability, consistency, access time, signalling capacity, etc. By
Doelman et al. [Doelm90J, the following architectures are considered:

• a centralized database, the data is stored in a centralized manner
from the subscriber's point of view, not necessarily meaning at one
centralized physical location (consider e.g. the storage of user-data at
the home service provider of the user: one could then also speak of a
decentralized database). The advantage is the simplicity of the
database itself and the ease of keeping the data consistent, the
disadvantage is the degradation ofthe reliability of the network itself
(because of lack of redundancy).
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• a distributed database, data is not only partitioned in several parts
(like with the decentralized structure), but also copied to other
locations, resulting in a higher reliability than the decentralized
database, but with more complex data consistency.

The expectation that UPT will require many data retrievals and storages
throughout the covered geographical area, could lead to the conclusion that the
distributed database is best suited for this purpose. Fujioka et al. [Fujio90],
however, discuss the advantages of a hierarchical scheme. This has (like
decentralized databases) the attractive features of flexibility in service and
technology evolution, but, it uses a Global-DataBase, registering all the users
situated out of their local home network and might therefore require more
processing. If the access costs and the access delays to the G-DB could be
minimized the hierarchical scheme could offer advantages over the distributed
scheme. Further discussion is beyond the scope of this chapter and the reader
is referred to the literature.

2.4 Basic UPT procedures

[Edinb91] The following types of basic UPT procedures have been identified:

• Personal mobility procedures
• UPT call handling procedures
• UPT service profile management procedures
• exceptional procedures

Personal mobility procedures are UPT procedures relating to the personal,
or discrete, mobility of the UPT user, used in order to ensure that the user is
able to receive or make UPT calls. They do not involve, however, actual making
or receiving of calls. The personal mobility procedures are:

Registration for Incoming Calls
Deregistration for Incoming Calls
Registration for Outgoing Calls
Deregistration for Outgoing Calls
Combined Registration for Incoming and Outgoing Calls
Combined Deregistration for Incoming and Outgoing Calls

UPT call handling procedures are procedures relating to the actual making
or receiving of UPT calls. The UPT call handling procedures are:
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Outgoing UPT Call
Alerting for Incoming UPT Call
Answering of Incoming UPT Calls

UPT service profile management procedures are procedures used by the
UPT user in order to manage his own accessible UPT service profile data. The
procedures are:

Profile Interrogation
Profile Modification

Exceptional procedures are procedures intended for the protection of the
privacy, integrity and security of third parties (e.g. subscriber of terminal
access). They are intended to be carried out by non-UPT users, and thus
identification and authentication are not required for any of them. The
following procedures have been identified (they will be discussed more
thoroughly in Chapter 5):

Reset of registrations for incoming UPT calls
Blocking of registrations for incoming UPT calls
Deblocking of registrations for incoming UPT calls
Blocking of incoming UPT calls
Deblocking of incoming UPT calls
Reset of registration for outgoing UPT calls
Suspension of registration for outgoing UPT calls

2.4.1 Elementary procedures

In addition to, or included as a part of, the above mentioned basic procedures,
the following elementary procedures have been identified:

• Access
• Identification
• Authentication
• Follow On

An access procedure may be required before a UPT procedure can be carried
out. This, to trigger the UPT functionality within the network (see Paragraph
3.2.2.1 (CCF)).

The identification procedure is used by the UPT user to identify himself to
the UPT service provider. It may be required before, or as a part of, other UPT
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procedures. For a UPT user to identify himself it is necessary to provide some
identification information (e.g. UPT number).

The authentication procedure is used by the UPT service provider to ensure
that the calling party or answering party is the UPT user claimed, as the UPT
subscriber associated with the UPT user may have to pay part of the charges
for UPT calls. Authentication may be required before, or as a part of, other
UPT procedures. Various authentication procedures may be offered to supply
the required authentication information.

The follow on procedure is used by the UPT user to terminate a UPT
procedure in order to follow it by a new UPT procedure without having to
repeat the Identification and Authentication procedures. The mandatory
information to be supplied by the UPT user is the UPT procedure type.

2.4.2 UPT user states

The possible UPT user states are related to the personal mobility procedures
and are identified in terms of personal mobility only. It should be noted that
the states concern UPT users, not terminals. A total of seven different personal
mobility states can be distinguished:

State 0: DETACHED The user is deregistered for both incoming
and outgoing calls.

State 1: READY_TO_CALL Deregistered for incoming calls, registered
for outgoing calls.

State 2: REACHABLE Registered for incoming calls - further
authentication required, deregistered for
outgoing calls.

State 3: READY_TO_ANSWER Registered for incoming calls - no further
authentication required, deregistered for
outgoing calls.

State 4: ATTACHED Registered for incoming calls - further
authentication required, registered for
outgoing calls.
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State 6: LINKED

Registered for incoming calls - no further
authentication required, registered for
outgoing calls.

Identical to READY_FOR_ALL, but with
registrations for incoming and outgoing calls
linked to the same terminal access.

When registered for outgoing calls, the UPT user may have the option of
entering a PIN code before each outgoing call. This may in principle add a sub
state to each of the user states 1, 4, 5 and 6, but these are not listed as
separate states.

Procedures other than personal mobility procedures will not influence the
personal mobility state. Specifically, a UPT user may in each state use a UPT
specific procedure like Outgoing UPT Call to make an outgoing call, or use a
procedure to interrogate or modify his UPT service profile.

The only way to cancel a Combined Registration is by a Combined
Deregistration procedure. In all other cases Registration for Incoming UPT
Calls and Registration for Outgoing UPT Calls are completely independent
actions.

A UPT user may not have more than one registration for incoming calls at the
same time. A new registration for incoming calls automatically cancels the
previous registration. Registrations for outgoing calls, however, are not limited.

Several UPT users may be registered for incoming calls to the same terminal
access simultaneously. Due to charging implications, more than one UPT user
may not be registered for outgoing calls to the same terminal access
simultaneously.

2.5 Implementation phases

Within the standardization organizations a distinction has been made between
a short term (restricted service) and a long term (the target) solution for UPT.

The restricted short-term UPT scenario (Phase 1) is a set ofUPT features
that can be achieved without major changes to current technology and is
characterized as follows:
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• only voice communication
• only provided in the PSTN, and possibly ISDN
• a limited form of security, possibly using a PIN code only
• simple DTMF-type UPT devices, if any
• all the essential UPT features are provided

However, some restrictions will be made on the essential UPT features:

registration for outgoing calls (and consequently combined
registrations) is not provided. A follow-on feature for outgoing UPT
calls, however, is provided, enabling the user to make a series of
outgoing calls without further authentication;
UPT-specific call announcement and answering are not provided (and
thus no authentication for incoming calls is required);
call-related signalling charges are not provided;
charging negotiations during call setup are not provided, calling and
called party will be submitted to split charging;

The execution of the UPT procedures could then possibly be carried out with
normal dialling using different Service Access Codes, UPT procedure codes and
PIN codes.

The basic UPT scenario (Phase 2) contains the essential set of UPT
features, which are those features which, in a mature implementation, are
considered necessary to be supported everywhere.

The enhanced UPT scenario (Phase 3) contains the essential and additional
set of UPT features. The additional UPT features are features which are not
considered necessary to be supported everywhere, but are still considered
useful and therefore subject to standardization.

The evolutionary UPT scenario (Phase 4) contains future enhancements
that cannot be foreseen at this stage, and will depend on the technological and
market developments.

2.6 Summary and conclusions of Chapter 2

This chapter has discussed UPT, a telecommunications service which offers its
users personal mobility through the use of a location-independent personal
identifier (Personal Telecommunications Number) by which users refer to
each other. A UPT subscriber will select the specific services to which he wants
to subscribe himselfor the user(s) associated with him. This set of services will
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then be stored by the service provider in the user's UPT service profile.
Which, besides the service and subscription related information, will also
contain mobility related information, like the current registered terminal
access. Now the user will be able to initiate and receive calls on the basis of his
UPT number across multiple networks at any terminal with access limited only
by terminal and network capabilities. Calls to the UPT user may also be made
by non-UPT users.

• Service aspects:

UPT will offer ultimate personal mobility to the user by user
identification. Incoming calls will be routed automatically to the terminal
where the user is currently registered. Although the user will be known to
other users by his PTN, within the network and by the service provider he will
be known by the Personal User Identity, associated with the UPT service
profile of the user.

Outgoing UPT calls will be charged to the subscriber associated to the user
that makes the call (and not to the terminal owner), irrespective of the
terminal the user made the call from. The estimated costs of a call to a UPT
user are not predictable, because the location of the called party is not known
in advance. Therefore split charging between calling and called party will
have to be introduced.

• Network aspects:

The introduction of UPT in a network will, due to the roaming capabilities of
its subscribers, require extensive signalling in order to locate the UPT
subscriber and then to establish the calL The network should be able to
support efficient routing. Also large database structures with reasonable
access times will be needed to store the large amount ofUPT related data, like
location information, subscription related information, authentication
information, relationship between PUI and PTN, etc. It may be considered to
put some location information in the UPT numbering scheme, to avoid an
extensive search through databases and to give the user the possibility to
deduce some information on the charges to be expected when calling that
particular number. The Intelligent Network, descibed in the next chapter, has
been chosen by the standardization organizations as the functional architecture
for UPT.
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• UPT procedures:

The basic UPT procedures can be divided into four groups:

• Personal mobility procedures
• UPT call handling procedures
• UPT service profile management procedures
• exceptional procedures.

The so called elementary procedures (Access, Identification, Authentication
and Follow On) are included in the basic procedures (except for the exceptional
procedures).

• Introduction of UPT:

A distinction has been made between a short term (restricted service) and a
long term (target) solution for UPT. The restricted short·term UPT
scenario (Phase 1) is characterized as follows:

• only voice communication
• only provided in the PSTN, and possibly ISDN
• a limited form of security, possibly using a PIN code only
• simple DTMF-type UPT devices, if any
• all the essential UPT features are provided

It should make the introduction of UPT easier without deleting most of the
initial functionality. Restrictions are made however on the essential UPT
features, by not providing Registration for Outgoing Calls (Follow On for
Outgoing Calls, however, is provided), charging negotiations during call setup,
call-related signalling charges and call announcement.

This report will, after a brief introduction to IN in the next chapter, focus on
the security aspects of UPT.
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3
Introduction to

Intelligent Networks

In Chapter 2 the Intelligent Network has been mentioned as the functional
architecture for UPT. This chapter will introduce IN to the reader. However,
it does not intend to give a complete description of IN: only the important
issues for UPT are discussed, based on [DTR90]. The functional entities that
are described will be used in Chapter 7 as a basis for the information flows.

3.1 Objectives and scope of IN

The term IN (Intelligent Network) is used to describe an architectural
concept for all telecommunications networks. It aims to ease the introduction
ofsupplementary services (UPT, but also Freephone, Virtual Private Networks
(VPN) etc.) based on more flexibility and new capabilities.

In fact IN is both a market pull and a technology push development:

• the telecommunications service providers want to satisfy their
existing and potential future market need for services in a rapid, cost
effective and differential way; they also want an improved quality
with lower costs for network/service operations and management.

• current trends in technology permit (e.g. digital transmission and
switching, common channel signalling, distributed data processing)
and demand (e.g. improved mobility) greater degrees of intelligence
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and freedom in the allocation of this intelligence in the
telecommunications network.

The objective of IN is to allow the inclusion of additional capabilities to
facilitate service/network implementation independent provision of services in
a multi-vendor (i.e. equipment from more than one manufacturer) environment.
This allows service providers to define their own services independently of
service specific developments of equipment vendors (and thus quicker).
Network operators obtain the possibility to allocate functionality and resources
within their networks and to efficiently manage their networks independently
of network implementation specific developments by equipment vendors.

The scope of IN contains a wide variety of networks including: the Public
Switched Telephone Network (PSTN), mobile networks (e.g. GSM), the packet
switched public data network (PSPDN) and the Integrated Services Digital
Network (ISDN). IN itself should not be considered a network, but is more of
an architectural upper layer on existing and future networks. This is visualized
in Figure 3.1.

Figure 3.1 IN as a concept offered in several networks

The meaning of IN for UPT is the inclusion of data-base and information
processing facilities and also the separation of control (intelligent service logic)
and switching in a multi-network environment. The control over the services
is removed from the network switches and is placed in central computer
systems. Thus, the necessary flexibility in numbering, charging and routing
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needed for UPT is obtained. Also the storage facilities needed for the UPT
related data (registration data, authentication information, service profiles etc.)
are available.

In the next paragraph the IN architecture will be described in more detail.

3.2 The IN architecture

A key objective of IN is to provide service independent functions that can
be used as "building blocks" to construct a variety of services [DTR90]. This
allows easy specification and design of new services.

A second key objective is network implementation independent provision
of services. This objective aims at the isolation ofthe service from the way the
service-independent functions are actually implemented in various physical
networks. Thus services are obtained that are completely independent of the
underlying physical network infrastructures.

The objectives of the network implementation independence are:

• services use distributed network functions in various ways
• services can span several networks and are independent of specific

implementations in these networks
• services are independent oftechnological developments and evolution

in network infrastructure, so that physical networks can evolve
without affecting existing service provision

• vendor independent use of physical elements in such a network

To achieve this, services are composed of the service independent building
blocks (SIBs) which are standardized service, network and vendor
implementation independent. Each SIB will consist offunctions distributed into
one or more physical elements. Each of these functions on its turn will be
standardized to give a consistent view of the resource(s) and control, thereby
achieving vendor-independence.

3.2.1 The IN Conceptual Model

A modelling tool for the IN architecture is obtained with the IN Conceptual
Model (INCM). In Figure 3.2. it is shown that the INCM consists of four
planes, each representing a different abstract view of the capabilities provided
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Figure 3.2 The IN Conceptual Model
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by an IN-structured network. The reader should notice that there is no
interaction between the planes, because they are just different views of the
same model; the entities in adjacent planes, however, are related to each other.
They will be discussed shortly below.

3.2.1.1 The Service Plane

This plane represents an exclusively service-oriented view, containing no
information whatsoever regarding the actual implementation of the services in
the network. All that is perceived is the network's service-related behaviour as
seen e.g. by a service user. Services are decomposed into one or more Service
Features (SFs), the lowest level of description in the service plane.

3.2.1.2 The Global Functional Plane

This plane models an entire IN-structured network as one single entity.
Contained in this plane are the SIBs providing services to the customers. SIBs
are not described in details, they just present simple external interfaces to the
designer of the services. Because of the global nature of the plane, their
locations do not need to be considered. The SIBs are defined from the service
designer's point of view, the SFs were defined typically from the end-user's
point of view. The SFs in the Service Plane are realized in the Global
Functional Plane by a combination of SIBs.

3.2.1.3 The Distributed Functional Plane

This plane models a distributed view of an IN-structured network by
decomposing SIBs into one or more standardized Functions. The distributed
functional plane illustrates how Functions can be aggregated into Functional
Entities (FEs). These are groupings of service providing functions located in
the same physical device. Each function identified in the global functional
plane must be present in at least one FE. A function may be replicated in
different FEs and each FE generally contains a subset of the total set of
functions. Thus, cooperation of several FEs may be needed to realize a SIB.
Next to the description of functions and FEs, also a dynamic descriptive model
of the way the FEs may interact during the execution of a service is given.
Such an interaction is called an Information Flow.
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3.2.1.4 The Physical Plane

The physical aspects of IN-structured networks are modelled by the Physical
Plane. The model identifies the different physical entities and protocols that
may exist in real IN-structured networks. It also indicates which FEs are
implemented in which physical entities (PEs) and thus determine the
behaviour ofthat PE. Each FE must be mapped onto one PE, but each PE may
consist of more than one FE. Relationships (or information flows) between FEs
identified in the Distributed Functional Plane, are specified as protocols in the
Physical Plane.

3.2.1.5 Relationship with 1.130

The different description levels as they have been mentioned above, can be
compared with the three stage description of[I.130] (see also Paragraph 7.1).
The Service Plane corresponds with stage 1, giving an overall service
description from the user's point of view. The Global Functional Plane allows
for describing services in an independent way, viewing the network as a single
entity. It can not be directly mapped on 1.130 but could be seen as a sort of
stage 2a. The Distributed Functional Plane is a service-independent stage 2
(functional network) description, applicable to an IN-Functional
Architecture as discussed in Paragraph 3.2.2. Finally, the Physical Plane
corresponds to stage 3 describing the network implementation aspects, based
on the stage 2 information flows and SDL (Specification and Description
Language) diagrams.

3.2.1.6 Service logic and Interworking

Within each plane the Service Logic (SL) may have a different
representation. In the GF plane there is one set of logic per Service Feature
and it uses SIBs. In the DF plane the SL of the GF plane may be represented
with Service Logic Programs (SLPs) within the SCF (see Paragraph 3.2.2)
FEs. The physical plane allows for loading and executing SLPs everywhere the
SCF FE is implemented.

The Interwork Function (IWF) on the DF plane should be identified between
functional networks and is described by information flows. On the physical
plane the interwork protocols should be identified at reference points between
physical networks.
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3.2.2 The IN Functional Architecture

The reader has now seen the different angles (planes) to look at the concept of
IN. In this paragraph the functional architecture (based on the DF plane) is
shown.

It can be concluded from CCITT draft recommendation Q.1204 [Q.1204J, that
the DF plane architecture is consistent with the framework defined by the
INCM discussed in Paragraph 3.2.1:

• it identifies the specific elements and the relationship between them
that are necessary to support the objectives of IN;

• it models the functions to be performed in IN-structured networks.

The architecture provides the flexibility to support a large variety of services
in a vendor/implementation independent way, thus placing no constraints on
network architecture by allowing multiple physical network configurations.
This corresponds with the objectives of IN as they have been mentioned in
Paragraph 3.1.

Figure 3.3 The IN Functional Model

The model of Figure 3.3 is built by the use of FEs (see Paragraph 3.2.1.3 and
3.2.1.4). A FE is in fact a grouping of functions on a single location and is a
subset ofthe total set offunctions required to provide a service. Other grouping
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criteria of functions, besides their physical location, are technological and
business requirements.

In the model each FE is represented by an oval and is assigned a unique
functional entity identifier. The lines in the model represent the relationships
between FEs. This relationship is defined by the complete set of information
flows between a communicating pair of FEs. If those functional entities are
located in different physical entities, the relationship between them defines the
information transfer requirements for a protocol between the PEs.

According to CCITr [Q.1204], the following FEs are defined in the distributed
functional architecture:

3.2.2.1 IN Service Execution related functions

CCAF or Call Control Agent Function
provides access for users. It is the interface between user and network call
control functions. It interacts with the user to establish, maintain, modify and
release a call or instant of service (by accessing the service-providing
capabilities of the CCF, using service requests (e.g. setup, transfer, hold)).
When received from the CCF, indications relating to the call or service are
relayed to the user.

CCF or Call Control Function
provides calVconnection processing and control in the classic sense (switch in
the original network on which IN is implemented). It establishes, manipulates
and releases calVconnection instances as requested by the CCAF, it is capable
of associating and relating CCAFs involved in a particular call and/or
connection instance. Moreover it provides trigger mechanisms to access IN
functionality (passes events to the SSF).

SSF or Service Switching Function
is associated with the CCF and provides the set of functions required for
interaction between the CCF and a SCF: recognition of service control triggers
and CCF-SCF signalling. Furthermore it modifies calVconnection processing
functions in the CCF when the SCF requests to do so (for IN provided services).

SCF or Service Control Function
contains the logic and processing capabilities to command call control functions
in the processing of IN provided and/or custom service requests. Therefore it
interacts with SSF/CCF, SRF and SDF. Also interactions with other SCFs can
take place.
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SDF or Specialized Database Function
contains both customer and network data for real time access by the SCF in
the execution of an IN provided service. It interfaces and interacts with other
SDFs, if necessary.

SRF or Specialized Resources Function
provides the resources required for the execution of IN provided services (e.g.
digit receivers, announcements, conference bridges etc.).

3.2.2.2 IN Service Creation/Management related functions

SCEF or Service Creation Environment Function
allows services provided in IN to be defined, developed, tested and input to
SMF. The output of this function involves amongst others service logic, and
service trigger information.

SMAF or Service Management Agent Function
provides the interface between service managers and the SMF, so they can
manage their services (through access to the SMF).

SMF or Service Management Function
allows deployment and provision of IN services and allows the support of
ongoing operation. For a given service it coordinates different SCF and SDF
instances e.g. billing and statistic information is received from the SCFs and
made available to authorized service managers through the SMAF; also the
modifications in service data are distributed in SDFs. The SMF manages,
updates and/or administers service related information in SRF, SSF and CCF
(e.g. SLPs).

3.3 Limitations of the IN Functional Architecture

For UPT Phase 1 the IN Functional Architecture as it is described in
Paragraph 3.2.2 has its limitations. Only a centralized data-base structure can
be described in IN CS1. When several networks have to cooperate to offer a
service, the need for interworking (Paragraph 3.2.1.6) occurs. Customers may
wish to access services that cannot be provided by one network alone. In case
a UPT call involves more network operators, a distinction between a
destination and an originating side will already have to be made. In case of
location information retrieval from a user's home location, even a home side
might have to be included. This will be further discussed in Chapter 7.
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Figure 3.4 Possible network interworking functional relationships [Q.12111

CCITT lQ.1211] distinguishes the following functional relationships between
IN functions located in two different networks (see Figure 3.4):

1. SSF
2. SCF
3. SCF
4. SDF
5. SMF

- SCF
- SCF
-SDF
-SDF
-SMF

Only 3. is considered inside the scope of Capability Set 1 (CSl) for IN. A
Capability Set is a set of capabilities for IN that is to be subject of
standardization activities and for which the availability of standards
recommendations will be targeted for a particular time frame [DTR90]. CS1 is
the definition of the initial standardization phase of IN.

3.4 Summary and conclusions of Chapter 3

In this chapter a brief overview of IN was presented to the reader. IN is an
architectural concept for all telecommunications networks, being in fact an
overlay on those networks. It aims at a service and network implementation
independent provision of services in a multi-vendor environment. Thus, it
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becomes a means to quickly respond to market needs for new supplementary
services based on more flexibility and new capabilities.

The most important features in IN for UPT are the data-bases and information
processing facilities and the separation of control and switching in a multi
network environment.

Next the IN conceptual model was presented, showing four different ways to
look at IN:

• based on the services that are offered to the users;
• based on the service independent building blocks (SIBs) used to

let network/service operators easily construct services in a vendor
implementation independent way;

• based on the grouping of functions used by the SIBs in functional
entities (FEs); and

• based on the placement of FEs in physical entities (PEs).

The FEs and their interactions (described by information flows) define the
functional architecture of an IN-structured network.

Finally an important problem for the mapping ofUPT on an IN environment
has been mentioned: the necessity ofinterworking for UPT that has not been
foreseen in CS1. Only an SCF-SDF relation between different networks is
considered inside the scope of CS1.

With Chapter 2 and 3 a description ofUPT and the network structure needed
to offer UPT has been given to the reader. The next chapters will focus on
security. Chapter 4 will present security in a general way, introducing the
vocabulary and definitions; Chapter 5 will highlight the security aspects of
UPT.
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4
Introduction

to security

The purpose of this chapter is to introduce the general aspects of security to
the reader. First some definitions ofseeurity and an explanation ofthe security
jargon, derived from computer networks security, will be given. Mter a
presentation of some attacks that can be made to a system, an approach for
designing a secure system is given. It will follow that, to be able to talk about
security, a security policy will have to defined. Its purpose and implementation
will be described. Finally a general applicable security model is proposed and
a survey of security functions and mechanisms as they are distinguished by
ISO is given.

4.1 Definitions of security and related terms

Looking up the subject of security in the literature leads to computer (network)
security and security of information systems. Many security aspects of
communication networks in general, can be compared with computer network
security. Especially for definitions and jargon often is referred to computer
networks. E.g. ETSI recommendation GSM 02.09 [GSM02.09] on security
aspects of GSM7

, refers to ISO 7498 part 2 [IS088].

ISO 7498 describes the Basic Reference Model for Open Systems
Interconnection (OSI). The general security-related architectural elements

7 the new pan-european mobile communications network (Groupe Special Mobile)
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which can be applied appropriately in the circumstances for which secure
communication between open systems is required, are defined in ISO 7498
part 2. The objective of OSI is to permit the interconnection of heterogeneous
computer systems so that useful communication between application processes
may be achieved. However, the standards defined by ISO, are useful to present
the general aspects of security to the reader.

According to ISO [IS088] the following definition of security and related terms
can be given:

• security means minimizing the vulnerabilities of assets and
resources.

• an asset is anything of value. Cooper [Co089] gives the following
examples: information, hardware, software, people, communication
media etc.

• A vulnerability is any weakness that could be exploited to violate
a system or the information it contains.

• A threat is a potential violation of security.

Cooper [Coo89] gives a shorter definition of security:

security is protecting assets.

According to Cooper [Co089] threats to assets can be divided into two
categories: 1. people who choose to be adversaries (terrorists, organized crime,
individual criminals, malicious people) and 2. happenstance due to people or
nature. Happenstance includes accidents or mistakes made by people,
hardware failures, software errors, environmental problems (fire, water,
power). Also natural events like lightning, earthquakes, flood, etc. are to be
considered here.

By describing threats as accidental or intentional, each with subcategories
active or passive, an even more specific classification of threats is obtained.
This classification, supported by ISO [IS088], is displayed in Figure 4.1.

Accidental threats are those that exist with no premeditated intent.
Examples include system malfunctions, operational blunders and software
bugs.

Intentional threats may range from casual examination using easily
available monitoring tools to sophisticated attacks using special system
knowledge. An intentional threat, if realized, is called an attack.
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Active
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Figure 4.1 Classification of threats by ISO

Passive threats are those which, if realized, would not result in any
modification to any information contained in the system and where neither
operation nor state of the system is changed. The use of passive wiretapping
to observe information being transmitted over a communications line is a
realization of a passive threat.

Active threats to a system involve the alteration of information contained in
the system, or changes to the state or operation of the system. A malicious
change to the routing tables ofa system by an unauthorized user is an example
of an active threat.

Baskerville [Bask88] supports a more complete definition of computer security
using some of the terms introduced above. This definition by the 1984 IBM
Systems Journal gives a delineation of the boundaries of security:

Computer security includes concepts, techniques, and measures that are
used to protect computing systems and the information they maintain
against deliberate or accidental threats.

Three essential aspects of security are captured with this definition:

• the security targets or things to protect (assets);
• the risks, discussed as intentional or accidental threats;
• the controls or the concepts, techniques and measures used to

protect the targets.
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Security measures are needed where vulnerabilities of assets exist
[Co089]. Vulnerabilities are features (design, configuration, procedure) that
allow threats to affect assets. For example, lack of good access control (a
vulnerability) might (a risk) lead to loss of information (an asset) when
someone breaks into the system and destroys that particular information (a
threat). A risk can be viewed as the probability that a particular threat causes
damage to an asset, but also the potential damage to that asset may be
included. Then a threat causing little damage but having a high probability of
occurrence might have the same risk as a threat which is seen as unlikely to
occur but causing great damage if it does.

In general the following assets may require protection [18088]:

• information and data (including software and passive data related to
security measures such as passwords);

• communication and processing services
• equipment and facilities

The terms discussed above and their relationships are shown schematically in
Figure 4.2. Notice that the same controls or security measures can be used to
protect different vulnerabilities of a target.

measures

........

..,•......".""",

. .
..............

Security measure selected

to protect a certain vulne

rability

Threats or attacks

"mOO'OMI}

Figure 4.2 A schematical view on security and related terms
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4.2 Some specific types of attack

An attack has been defined in Paragraph 4.1 as a threat that is realized
intentionally. The ISO reference [IS088] summarizes some ofthe attacks that
may occur in a data communication/data processing environment. The term
authorization, used in the description of these attacks, should be interpreted
as 'the granting of rights'. These rights are the rights to perform some activity
(e.g. to access data). They are granted to some entity, human agent, or process.
The term authorized behaviour, then, is the performance of those activities
for which rights have been granted (and not revoked afterwards).

• Masquerade
A masquerade is where an entity pretends to be a different entity. It usually
occurs with some other form ofactive attack, especially replay and modification
of messages. For instance, authentication sequences can be captured and
replayed after a valid authentication has taken place. Now an authorized entity
with few privileges may use a masquerade to obtain the extra privileges by
impersonating an entity that has those privileges.

• Replay
A replay occurs when a message or a part of a message is repeated to produce
an unauthorized effect, like in the above mentioned example.

• Modification of messages
Modification of messages occurs when the content of a data transmission is
altered without detection and results in an un-authorized effect.

• Denial of service
Denial of service occurs when an entity fails to perform its proper function or
acts in a way that prevents other entities from performing their proper
functions.

• Insider attacks
Insider attacks occur when legitimate users of a system behave in unintended
or unauthorized ways. Protection methods that can be used against these
attacks, are: careful examination ofstaff; scrutinization of hardware, software,
security policy and system configuration to have a degree of assurance that
they will operate correctly; audit trails to increase the likelihood of detecting
such attacks. A security audit is an independent review and examination of
system records and activities in order to test for adequacy of system controls,
to ensure compliance with established policy and operational procedures, to
detect breaches in security and to recommend any indicated changes in control,

43



Chapter four

policy and procedures. The audit trail intends to facilitate the audit by
collection of relevant data.

• Outsider attacks
Outsider attacks may use techniques as wire tapping (active and passive);
interception of emissions; masquerading as authorized users of the system or
as components of the system and bypassing authentication or access control
mechanisms.

• Trapdoor
This means altering an entity of a system to allow an attacker to produce an
unauthorized effect on command or at a predetermined event or sequence of
events. Imagine a modification of a password validation so that, in addition to
its normal effect, it also validates an attacker's password. This modification
could have been done by an insider attack.

• Trojan Horse
When introduced to the system, a Trojan Horse has an unauthorized function
in addition to its authorized function. E.g. a relay that also copies messages to
an unauthorized channel. Also a computer virus is an example of a Trojan
Horse.

4.3 An approach to security: threat assessment

8ecurity features increase the cost of the system and may lead to a more
complex system that is harder to use. Therefore, one should identify the
specific threats against which protection is required, before designing a secure
system. This so called threat assessment will lead to security-to-the-measure.
According to Cooper [Co089] and 180 [18088], issues of threat assessment
include:

1. identifying assets to protect
2. identifying threats to those assets
3. using the concept of a threat to an asset to examine vulnerabilities
4. analyzing the likelihood (risk) of threats aimed at exploiting these

vulnerabilities
5. assessing the consequences if each threat were to be successfully

carried out
6. estimating the cost of each attack
7. costing out potential counter measures
8. selecting the security mechanisms that are justified
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A well performed threat assessment or threat analysis is of a major importance
when designing a security system. It is this threat analysis that the security
design is based upon. Once designed, a security system might become
completely worthless when the assets to be protected are exposed to a threat
that has not been taken into account when performing the threat analysis. This
threat namely could open a back-door through the security measures. Once this
back-door is discovered and used, the security system has become useless.

4.4 Security policy

Security has been presented to the reader as the protection of assets from
threats. Some specific threats have been discussed in Paragraph 4.2. Next an
approach to design secure systems, the so called threat assessment, has been
given. However, to be able to talk about security in statements as "this system
is secure" or "that system is not secure", the concept of security policy has to
be introduced.

4.4.1 The purpose of a security policy

Without a definition of the security policy, phrases like "This is secure" or "This
is not secure" are meaningless. The security policy is defined as:

A security policy is a set of rules that define and constrain the types of
security-relevant activities ofentities.

Thus, it states what is and is not permitted in the field of security during the
general operation of the system, without saying precisely how the desired
results are to be obtained.

Gaarder [Gaar92] states that security is a qualitative concept established by
those who are defining the security policy. If no security policy exists, no
violations of security can exist. This principle could be compared with the laws
of ordinary society: no law means no lawbreakers. In fact, the only way to
define security quantitatively is by reference to some given security policy.
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4.4.2 Security management and security domains

Just like a government issuing laws, there is a security management or
security administration that establish the security policy and identify the
entities to which the policy applies. The set ofentities that is subject to a single
security policy and a single security administration is called a security
domain. Security domains may form hierarchies. To decide which security
requirements apply to an object, the domain to which it belongs has to be found
and the security policy for that domain has to be checked.

When objects move from one security domain to another, a so called
interdomain problem occurs. This motion of objects is likely to occur in e.g.
mobile systems where users move from one service provider to another. The
interdomain problem can again be compared with the legislation example: what
is allowed in one country, may be prohibited in another and thus "breaking the
law" is a relative concept.

4.4.3 The implementation of a security policy

Once the topmost and coarse level of a security specification has been set, it
should be refined in order to tune it to a given application. This refinement will
lead to the security policy stated in very precise terms, directly drawn from the
application, making it easier to determine the implementation details.

There are two aspects to security policies, both depending on the concept of
authorized behaviour. Also the threats mentioned in Paragraph 4.2 involve the
notion of authorized or unauthorized behaviour. Various security policies can
be distinguished by the nature of authorization:

• identity-based policies
• rule-based policies

The goal of an identity based policy is to filter access to data or resources. In
general this can be done in two fundamental ways, depending on whether the
information about access rights is held by the party wanting access, or is part
of the data or services that are accessed. An example of the former case are
privileges or capabilities given to users, for the latter case the reader can
imagine an Access Control List.

Opposite to identity-based policies using authorization criteria based on
specific, individualized attributes, rule-based policies use a small number of
general attributes or sensitivity classes, that are universally employed.
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Figure 4.3 The decision-making process

• Rules and
information

Security mechanisms are used to implement a security policy. They will in
general belong to one of three (overlapping) classes:

•
•
•

prevention
detection
recovery

Prevention is the strongest mechanism, it intends to protect assets against a
specific threat by blocking the possibility of realizing that threat. Detectionjust
aims at notification of the system that it is exposed to an attack, no direct
action is taken. Recovery offers the possibility to take action after the attack
has taken place, e.g. by corrective measures or prosecution. More about
security mechanisms in the next paragraph.

4.5 A general applicable security model

In this paragraph a general applicable security model will be described, based
on the article of Groen et al. [Groen90]. The model covers a wide range of
security requirements and facilities. The proposed method offers the possibility
of a general approach no longer taking care of security in applications
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themselves. It neither obstructs growth nor expansion of the system and it
offers security-to-the-measure.

4.5.1 A decision-making model

The basic idea of the model is decision-making: a security model has to take
decisions, something is allowed or not allowed (this depends on the applied
security policy, as is described in Paragraph 4.4). The decision-making process
is displayed in Figure 4.3.

The applied security policy is framed in rules (describing rights and duties)
and information (e.g. an access control list). The rules and information can
be fixed and dictated from outside the system, but they may also be
accomplished inside the system e.g. depending on the state of the system. A
UPT example of the latter case is a restriction on roaming for a user: this
restriction could be modified by the subscriber related to that user, by changing
the associated information contained in the user's service profile.

On the basis of the above mentioned rules and information, decisions are made
whether to allow a certain activity or not. Three security model tasks have
been identified:

• the formulation of security rules
• the storage of security data
• the testing of security rules

These tasks are allocated to three sub-sectors of the system, shown in Figure
4.4: Security Management (8M), Security Management Information
Base (8MIB) and Security Control Function (8CF). These three sectors will
together determine the deployment ofmeans used to provide the final security.
These means are deployed dynamically to guarantee the three security aspects
of information that can be distinguished:

• confidentiality: information will only be revealed to authorized
persons.

• reliability: information can only be modified by authorized persons
• availability: information will be available in time and on the right

place

It is the task of the 8M to formulate, maintain and monitor the security rules
and thus to translate the security policy into rules. The rules are maintained
by means of alarm reports, data obtained from management operations and
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Subjects I

SCF SMIB SM

Objects

Figure 4.4 Composition of the security model

information on the effectiveness and efficiency of the current rules.

The SMIB is responsible for the save storage of all data relevant to security.
These data are security rules, a description of the system's security state and
security data relating to elements of the system.

The SCF tests security rules and carries them out, with any actions affecting
security being tested before they are performed. It can only carry out existing
rules and cannot adapt rules or add new rules to the system.

4.5.2 Security functions and mechanisms

To execute their tasks, the sub-sectors of the decision-making model have a
number of facilities at their disposal. Each of those facilities takes care of a
security function and thus offers a certain functionality, e.g.
confidentiality. A strict separation is made by the model between security
functions and security mechanisms. The mechanisms are gathered in a pool
from which they can be selected whenever they are needed by a facility.
According to laid down rules, a facility may use several security mechanisms
out of the mechanism pool and combine them.
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Figure 4.5 shows an example of the layered structure of this description. The
reader can verify that in this example the security function authentication has
the mechanisms encryption and digital signature at its disposal. It is this
structure that makes the model simple and enables extension of the model in
a flexible way (simply by adding new mechanisms and/or facilities and defining
new rules).

Facility plane

Mechan;s'~ piahe:::::........ .~.::

\\.. ~\"'~;: " '-
i/

Figure 4.5 How security facilities can use security mechanisms

For the 081 architecture 180 [18088] defines the following basic set of security
functions to provide secure interchange of information between communicating
entities:

• authentication, distinguished are:
l.peer entity authentication, the corroboration that a peer
entity in an association is the one claimed (used by a responding
entity to verify the identity of the initiating entity, vice versa or
even both);
2.data origin authentication, the corroboration that the source
of data received is as claimed and that the message is genuine
(has arrived exactly as it was sent (message integrity).

Notice that peer entity authentication provides protection against
both masquerade and replay, while data origin authentication does
not protect against duplication of data.

• access control:
providing protection against unauthorized use of resources.
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• confidentiality:
providing protection against unauthorized disclosure of data
(connection(-less) confidentiality) or information concerning source or
destination addresses (traffic flow confidentiality).

• integrity:
protects user data from being modified, inserted, deleted or replayed.

• non-repudiation:
implies that a communicating entity is unable to subsequently deny
having communicated data either in the role of sender (non
repudiation with proof of origin) or in the role of receiver (non
repudiation with proof of delivery).

Table IV.I Security functions and applicable mechanisms

Security Peer Data Access Confiden- Integ- Non-
functions entity origin control tiality rity repudia

auth. auth. tion
Security
mechanisms

Encryption Y Y - Y Y -

Digital Y Y - - y y
signatures

Data integrity - - - - y y
mechanisms

Access control - - y - - -
mechanisms

Authentication Y - - - - -
exchange

Traffic padding - - - y - -
Routing control

Notarization - - - - - y

The OSI architecture also provides a list of security mechanisms that may be
used to realize those security functions:

• encryption,
providing confidentiality of information during transfer or storage,
but providing also other security functions when used in conjunction
with other mechanisms. There are two classifications: symmetric (or
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private-key) encryption and asymmetric (or public-key)
encryption (they will both be discussed in detail in Chapter 6).

• digital signatures
are useful in authenticating the identity of the sender. They can be
used to realize authentication related functions and non-repudiation
with proof of origin.

• data integrity mechanisms
will provide data integrity by making use of digital signature
techniques (in combination with so called hashing functions). They
are also relevant to support non-repudiation functions since it does
not make sense to have a proof of origin or delivery if integrity of
data is not ensured.

• access control mechanisms
ensure that an entity does not access unauthorized resources e.g. by
an access control list giving the rights that have been granted to a
certain user. It will be clear to the reader that the identity of the
entity already must have been authenticated.

• authentication exchange,
in conjunction with digital signatures, directly takes care ofpeer-level
authentication. This mechanism specifies a hand-shake procedure
to be followed by peer entities.

• traffic padding (adding pieces ofuseless data to the communication)
and routing control (connection establishment only through secure
networks) provide protection against traffic analysis.

• notarization,
a trusted third party or notary is needed to provide the required level
of assurance, particularly in respect of authentication and non
repudiatiation services.

ISO also defines the relationship between the security functions and the
security measures needed to provide them. Table IV.I gives this relationship.

4.5.3 The decision-making process

The elements in the system to be secured are called entities (cf assets),
Examples are users, applications and data files. A set ofentities covered by the
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same security policy is called a security domain. Each activity in the system
involves an initiating entity, the subject, and an entity to which the activity
relates, the object (see Figure 4.4). If an interaction is achieved between a
subject and an object, this is called an association.

The SCF checks whether the set up of an association is permitted or not. This
process is shown in Figure 4.6. When permission is granted, it states which
security measures should be applied. To do so, every association request is
tested before the association is actually set up. The necessary data for this test
(on the rules to be applied, on the rights and duties of subject and object and
on the state of the whole system) are obtained from the SMIB, which is built
up by the SM.

The SCF itself can also enter security data in the SMIB using rules drawn up
by the SM. The SCF may e.g. log events in the SMIB which are considered
relevant by the SM, this is called event logging. Based on these logged
records, the SM evaluates the effectiveness and efficiency of the rules in the
SMIB, and thus ofthe security policy that has been established. In addition the
obtained information may be used for audit purposes.

Subject and ."

object >

Rules
Association set up

: or not

System
information

Security Information

Ii
Audit trail

(for audit purposes)

Figure 4.6 Checking whether an association is permitted or not

Remembering the functional architecture of IN as described in Paragraph 3.2,
it can be seen that the sub-sectors ofthe security model can be mapped directly
on the functional entities of the IN FA: SM on SMF/SMAF; SMIB on SDF and
SCF on SCF. For IN, one security domain can then be seen as one network,
thus interworking means that two different security policies need to work
together (see Paragraph 4.4.2). A user that wants to use a certain service (e.g.
UPT service profile modification) can then be seen as subject in an association,
in this case his service profile would be the object. Another example will be
given in the next paragraph.
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The model incorporates three types of rules:

• basic rules: these are unalterable model design criteria. An example
of such a rule is: "the establishment of all associations shall be
tested".

• domain rules: these rules are specific to a particular domain and are
independent of the entities. E.g. "to guarantee confidentiality an
access control scheme is used".

• entity rules: they describe how the rights and duties ofentities come
to being. E.g. "a database shall only be accessed via the database
management system".

The rights and duties associated with an object or a subject are the conditions
to be met when an association is to be established. They are laid down in
entity profiles containing all the information on the entity needed to
determine the desired or required level of security. By combining the profiles
of the entities that participate in an association, the association profile is
obtained. This profile gives the level that needs to be offered for each security
aspect relevant to the association: the working level. The security measures,
finally, are selected on the basis of this working level. In the next paragraph
an example will be given.

4.5.4 UPT and the security model, an example

The reader should notice that the example is intended purely to illustate the
the application of a security model in a UPT environment, it does not pretend
to be a real UPT situation.

Consider a UPT user that wants to make an Outgoing UPT Call to another
UPT user, and, to make sure that the responding party is the desired person,
he wants the identity of the responding party to be authenticated (Incoming
Call authentication). For this example Incoming Call authentication should be
seen as a security option that can be selected both by the UPT user receiving
a call and by the user initiating the call (only when this is also a UPT user).
It is further assumed that both parties are in the same security domain.

In this case the calling party can be seen as the subject, the called party as the
object. The UPT call is the association between them. The following describes
how the association will be set up.
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First ofall, the SCF checks the identity ofthe subject requesting an association
(this could be seen as a basic rule in the security model: to perform a UPT
procedure, the initiating party has to be authenticated).
Next the entity profiles of both subject and object need to be checked (this can
be seen as a UPT service profile check: e.g. are both parties in the association
to be set up subscribed to this particular service?). This check is also a basic
rule in the UPT model: it is necessary to check the subscription, because a
service provider does not want to provide a service that has not been paid for.
If, in this security domain, Incoming Call authentication is implemented (this
has been assumed above), the following can be seen as a domain rule: a party
in the security domain that is involved in an association set up needs to be
checked for activated security options. In the example, the calling party has
activated the Incoming Call authentication (this could be done in the service
profile, and he might be charged for using this option). Now the system will
select the appropriate procedure to fulfill the authentication demand and will
authenticate the called party (located also in this security domain).
When the called party has been successfully authenticated, all requirements
have been met and the association can be set up.

Imagine now that the called party roames in another security domain (he could
e.g. be registered at another service provider) not providing Incoming Call
authentication. Now the domain of the call initiator has to be informed that the
procedure is not foreseen and it will then not set up the association. The calling
user might be informed of this fact and might try again, after having modified
his service profile by switching off the selected security option.

The level of security that is offered, depends on the rules and information
(service profiles) in the system. This results in security-to-the-measure: enough
but not too much.

4.6 Summary and conclusions of Chapter 4

This chapter has introduced the reader to the j argon and definitions ofsecurity,
derived from computer network security. Security has been defined as:

(Computer) security includes concepts, techniques and measures that are
used to protect (computing) systems and the information they maintain
against deliberate or accidental threats.

Notice that a general applicable definition is obtained when the words between
brackets are removed. This definition captures the essential aspects ofsecurity:
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• security targets, assets: the things to protect
• intentional or accidental threats: potential violations of security
• security measures: protections against threats

Besides the division into accidental and intentional threats (or attacks), also
a division into active and passive threats can be made. The features that allow
threats to affect an asset, are called vulnerabilities. The probability that this
asset is lost or damaged through a specific vulnerability due to a particular
threat, is called a risk.

The basic idea of security, applied in the proposed security model, is that:

security deals with decision-making: something is or is not allowed

The definition of what is allowed or not (authorized behaviour) is laid down
in rules describing the security policy of the system. It only gives the
requirements on the desired security. The actual implementation of these
requirements is given by the security measures, which can be divided into
three major classes: prevention, detection and recovery.

The proposed security model has been built up around the security policy rules,
by identifying three tasks: formulation, storage and application of rules; and
allocating them to three parts of the system. An important property of the
model is that security measures can be used by more than one facility or
security function. Another feature of the model is the formal description of a
system activity by distinguishing: a subject initiating the activity; an object
to which the activity relates; and an association, the interaction between
subject and object when permission for this interaction has been granted.

It can be concluded that an advantage of the approach of security problems in
a modelled way is, that no attention is paid to the implementation. Only the
requirements are taken into account when formulating security rules. The
confrontation with limitations of e.g. the actual PSTN terminals, not takes
place until one is actually trying to implement the security measures that are
needed. One could then come to the conclusion that the currently available
infrastructure is not capable to offer the desired security. It also prevents the
designer from an ad hoc approach based on a currently available
infrastructure, e.g. security measures only applicable in short term solutions
for UPT. It is better to design a security system covering also long term plans
and trying to modify the current infrastructure to offer a limited version.

After this general introduction to security, the next chapter will present the
security aspects of UPT to the reader. This will be done by making use of the
threat assessment procedure that has been introduced in Paragraph 4.3.
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5
UPT and security

This chapter will give an overview of the general security aspects ofUPT. This
will be done in Paragraph 5.2 by applying the threat assessment procedure,
discussed in Chapter 4, on UPT. To do so, first the assets to be protected will
be identified for UPT (by means ofthose assets, also a definition of security for
UPT will be given). Then, the threats to the identified assets will be discussed.
In its last two paragraphs this chapter will focus on two aspects of UPT that
will appear to have an important impact on security. First, in Paragraph 5.3,
the basic UPT procedures will be discussed as the vulnerabilities ofthe system.
Then, in Paragraph 5.4, the relationship between security and the user's
service profile will be discussed.

5.1 Introduction

The reader has seen in Chapter 2 that UPT, as a step towards maximurn.

mobility, brings about a range of security requirements. It is this maximum
mobility by user identification that makes the UPT subscriber vulnerable to
attack. The possibility to move the subscription between access points offers
the possibility of fraud. Unwanted charges caused by fraudulent use of the
subscribers resources have been mentioned in Chapter 2 as one of the main
problems. Subscribers could e.g. be charged for calls made by unauthorized
users if security at the point of authentication fails. Also the service provider
could be exposed to unauthorized use of the service, causing fmancial damage.
These and other security issues will be discussed in this chapter.
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5.2 General UPT security aspects

The approach to security (threat assessment), that has been discussed in
Paragraph 4.3, has as its first issue: identifying assets to protect. In this
paragraph the assets and the threats to those assets will be identified for UPT.

5.2.1 UPT assets

Figure 5.1 shows the actors that can be distinguished in the UPTenvironment.
It is the UPf user who actually uses the UPT service and thus is responsible
for the charges to the UPf subscriber. The latter is the person or authority
with whom the home UPf service provider has made the contract to offer
the UPT service. The subscriber is also the one to whom the bills will be sent.
Furthermore the home service provider is the master of all the subscription
information, including the security parameters whatever they might be. The
visited UPf service provider is the service provider in the area, not being
the UPT user's home area, in which the UPT user uses the UPT service. This
visited service provider may also want to charge the UPT user for the service
he offers him. However, he will not charge the UPT user directly, but via his
home service provider. The network provider of the networks on which the
service provider(s) offer their service are other actors in the UPT environment.
It is the network owner that wants to be paid for the use of his network. When
a UPT call is made, it will not be the line subscriber that is charged for the
connection. The line subscriber himself probably is U<:lt even subscribed to UPT,
it is just his network access that is being used. Remind that a UPT user does
not need to have a line subscription himself! Finally the third party or
intruder, performing threats towards the other parties, can be distinguished,
it might be one of the above mentioned parties, but one could also think of an
entity masquerading as e.g. UPT user.

The above mentioned actors (except for the third party), together with the
information contained in the system's databases (the service profiles) are the
assets that need protection. Summarized:

• the UPT user
• the UPT subscriber
• the home UPT service provider
• the visited UPT service provider
• the network providers
• the line subscriber
• the service profiles
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For the success of UPT it is necessary that the visited UPT service provider
will be recognized by the home UPT service provider. Although they may be in
competition, they will most likely have mutual agreements. The visited
provider may have to demand the home provider for details on the subscription
of a UPT user demanding service. This exchange of service profile information
needs to be done in a secure way. The reader can e.g. think of the threat of a
masquerade as visited service provider to obtain service profile information of
a certain user. Authentication between service providers could be a solution to
this problem.

Notice that user and subscriber need not necessarily be the same person. This
has already been discussed in Paragraph 2.2.4. Neither do network owner and
service provider need to be the same entity.

5.2.2 UPT security, a definition

The actors in the UPT environment, mentioned in Paragraph 5.2.1, could be
seen as the parties to be protected (the assets or security targets), Using the
definition of security given in Chapter 4, the following definition of UPT
security could be given:

UPT security includes the concepts, techniques and measures that are
used to protect the UPT service provider, the UPT subscriber, the UPT
user, the owner of the network used, the line subscriber and the
information that is contained in the system's data-bases against deliberate
and accidental threats

With this definition the assets to be protected are identified, the next
paragraph will focus on the next step in the threat assessment procedure:
identifying possible threats to those assets.

5.2.3 General threat analysis

Several kinds of threats can be distinguished, they will be mentioned in the
first half ofthis paragraph. Notice that both the accidental and the intentional
'occurrence' of the particular threat should be taken into account. To obtain a
better comprehension, the second half of the paragraph will give some
examples. These examples will concisely cover steps 3. until 6. of the threat
assessment procedure, examining: the vulnerabilities of assets; the risks and
consequences of threats and their costs. Finally, the involved parties will be
shown in Table V.L
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The following threats have been identified:

1. fraudulent use: misuse of the user's resources and of the network
by unauthorized persons who impersonate the user.

2. eavesdropping: unauthorized listening or recording of information
during the communication.

3. unauthorized user actions towards the service provider:
service may only be provided to the users when they are actually
subscribed to that service.

4. unauthorized user actions towards the subscriber: a subscriber
may want to be protected against unwanted actions of the users he
subscribed to UPT.

5. user mistakes: a user may want to be protected against his own
mistakes.

6. unwanted terminal use: the terminal owner or line subscriber,
whether UPT user or not, may e.g. not want to be confronted with
third parties registering to his terminal.

7. destruction, modification or monitoring of data-base
information: the UPT service is in fact based upon the information
stored in data-bases. Destruction or modification of this information
makes the service unusable. Monitoring e.g. the registration
information in the data-base could reveal details of addresses visited
by the UPT user, this is a severe violation of his privacy.

8. repudiation of charges: service providers may want to be protected
from users denying to have used the UPT service and thus refusing
to pay the charges for calls. The occurrence of this threat depends
heavily on the onus probandi (burden of proof) as it is laid down in
the legislation: is it the user that has to deliver a proof that he did
not make the call, or is it the service provider that has to proof that
the user did make the call. Legislations between countries may differ!

9. threats incorporated in new UPT procedures: the service
description for UPT will not be constant, it will be more of an
evolutionary type (Paragraph 2.5): procedures will be added and
others may disappear. When new UPT procedures are added, they
could be inherently insecure e.g. when their possible misuse has not
been thoroughly examined, or when the terminals or networks used
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are not (yet) able to offer the necessary security. Therefore, they have
to be carefully examined before introduction.

For each of the above mentioned threats, a short example will be given below.

1. It is obvious that the first category comprises most of the threats coming
from illegally operating persons or organizations. Fraudulent use could e.g.
take place by impersonating the user, also called a masquerade. The illegal
user could then use the UPT service on his own behalf, but charges will be
done to the account of the user that has been impersonated. So the access to
the UPT service needs to be protected. This access is formed by the UPT
procedures, therefore these procedures are in fact the vulnerabilities through
which this threat can be executed. They are further discussed in Paragraph
5.3.1.

2. If the security function of authentication is used to cope with the threat of
masquerade, the authentication procedure that is used should be protected
against eavesdropping and replay. It is brought to the reader's attention again
that user data confidentiality, in general, is not considered a UPT feature
(Paragraph 2.2.5). User data confidentiality should be given by the terminals,
services and underlaying networks used by UPT. On the other hand protective
measures should be taken when specific data used in UPT procedures, like
authentication, are exposed to these threats. The reader could imagine an
authentication procedure using a fixed PIN. When using UPT via a hotel's
PABX (that sometimes register all the dialled numbers), the PIN could simply
be detected and replayed!

3. An unauthorized action of a user towards the service provider could e.g. be
a UPT user trying to get a service he is not subscribed to. In this case the
user's access to that specific service needs to be rejected by the network.
Service providers charge the UPT subscribers e.g. on a per service basis, the
so called subscription related charges (Paragraph 2.2.3), so services not
subscribed to, and thus not paid for, must not be delivered.

4. An example ofunauthorized user actions towards a subscriber could be given
in the case where parents have subscribed their children to UPT. The parents
may want to prevent a too expensive telephone bill by limiting the amount of
credits on that particular subscription. The same could apply for a company
subscribing members of personnel to certain UPT services.

5. As an example of user mistakes one could imagine a UPT user who does not
want to make UPT calls that exceed a certain cost level. If this situation occurs
anyway, he may want to be alerted by the network to be protected against his
own mistake.
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6. A UPT user could have forgotten to deregister for incoming calls on a certain
terminal, this might result in unwanted incoming calls at that terminal. Also
non-UPT users could be exposed to the registration of UPT users on their
terminal, and could thus be confronted with unwanted incoming calls. More
about unwanted terminal use in Paragraph 5.3.2.

7. Destruction of data-base information could occur accidentally, e.g. caused by
an explosion or earthquake, but could also take place intentionally when third
parties can access the data-base and deliberately destroy or modify its
information. Also because of privacy reasons, the information needs to be well
protected. Especially the amount of parties having access to this data-base
requires a sophisticated protection. Paragraph 5.4 will discuss the structure
and the parties having access to the data-base in more detail.

8. In case the onus probandi for having used the UPT service lays with the
service provider, the threat of repudiation of charges is likely to occur.
Contracts between subscriber and service provider could contain statements
transposing the onus probandi to the subscriber signing the contract, but it
would be better if a legal proof of communication could be obtained by the
service provider. Then for both parties there would be no more reason for
discussion.
In case the user has to proof that he did not make the calls he is charged for,
repudiation of charges will be more difficult. However, there remains another
threat namely that the user is incorrectly charged for calls by malevolent
service providers. For both cases incontestable charging would solve the
problems

9. New UPT procedures should carefully be examined concerning their
agreement with the existing security policy. The UPT procedures themselves
are in fact one of the most important vulnerabilities ofthe system. This will be
further discussed in Paragraph 5.3.

Table V.I summarizes this paragraph by giving a relationship between: threats,
affected party(s), originator(s) and required security functions to protect the
affected party. The numbering of the threats in the table corresponds with the
numbering in this paragraph.

The security functions that are indicated in the Table are needed to cope with
the threat with which they are associated. As has been discussed in Paragraph
4.5.2, security functions will make use of security mechanisms. The next
paragraph will give the requirements on the security mechanisms that now
have to be selected.
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Table V.I Threat analysis

Threat Affected party Originator Security function

1 user/subscriber third party Authentication

2 user/subscriber third party Authentication
data confidentiality

3 service provider user Authorization

4 subscriber user Authorization

5 user user Authorization

6 line subscriber user Exceptional
procedures

7 user/subscriber/ third party Access control,
service provider data integrity/

confidentiality

8 service provider subscriber Non-repudiation
(incontestable

charging)

9 ? ? Examination

5.2.4 Requirements on security mechanisms

General requirements for the security mechanisms in UPT can be summarized
as follows:

• secure, of course the security offered by UPT should at least be as
good as in existing networks and should conform to the agreed
security policy.

• user-friendly, independent of the devices and protocols used, the
procedures needed to offer the desired security, e.g. authentication
procedures, should not appear to the UPT user as difficult and time
consuming.

• effective and efficient, they should e.g. not claim too much
signalling capacity. The UPT signalling already claims extra capacity
and thus network resources. UPT should not become a burden for
'normal' network use!
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• made-to-measure, meaning minimizing system load and user
inconvenience but maximizing the offered level ofprotection, possibly
providing several security levels on customer demand (see Paragraph
5.2.5).

• standardizable, for the success of UPT, being typically a multi
network, multi-provider and international service, the (worldwide)
compatibility ofsecurity mechanisms, protocols and devices is needed.

• low costs, the implementation of security measures should not
exceed the costs of potential attacks and should be as cheap as
possible for the desired security level (especially when devices are
necessary for millions of users).

• customer confidence, security measures should be implemented in
such a way that the users can have confidence in their provision.

It is clear that these requirements might very easily conflict with each other,
but for the success of UPT it is important to take them very well into account.
The introduction ofUPT without the necessary security could deter the possible
customers from subscription. Difficult and time-consuming procedures,
however, will not be encouraging either.

5.2.5 Levels of security

The minimum level of security, stated by the security policy of the service
provider, depends heavily on the capabilities of the network, terminal and
device that are used. E.g. the choice to offer UPT also on non-UPT terminals
might limit the use of authentication procedures to simpler mechanisms and
less powerful UPT devices.

Eventually, requirements from the subscriber and/or user might result in an
upgrade of the level of security if the UPT service provider has foreseen
measures to do so. Examples of such requirements are:

• a demand for optional security mechanisms

• the use of UPT procedures

A UPT service provider might offer his subscribers several optional security
mechanisms to decide upon at subscription time. Including: user event control
mechanisms for protection against user mistakes and an option on user
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identity confidentiality. The latter protecting the user against disclosure of his
identity to unauthorized persons.

Also the use ofUPT procedures has its influence on security. Ifa procedure for
called party authentication is provided, a calling party might optionally invoke
this procedure, and thus be sure that the called party is the one claimed.

5.3 Basic UPT procedures and security

Mter the description ofthe parties involved in UPT and a definition of security
for UPT, Paragraph 5.2 has given a threat analysis. Also the requirements on
the security measures needed to cope with the threats to the involved parties
have been mentioned. This chapter will be concluded by highlighting two
aspects of UPT that have an important impact on security: the basic UPT
procedures and the UPT user's service profile. First, in this paragraph, the
security aspects of the basic UPT procedures that have been presented in
Paragraph 2.4 will be discussed.

Considering their security aspects, the basic UPT procedures can be divided
into two 'opposite' classes. On the one hand the procedures for the normal use
of UPT; they have been identified in Paragraph 5.2.3 as the most important
system vulnerabilities. On the other hand the so called exceptional
procedures have been created especially to cope with the threat of unwanted
terminal use, and thus they should be seen as security measures.

The procedures for the normal use of UPT are:

• the personal mobility procedures, to change the user state (see
Paragraph 2.4.2)

• the UPr call handling procedures, for the actual making or
receiving of UPT calls (they do not influence the user state)

• the UPr service profile management procedures, intended to let
user and subscriber manage the accessible service profile data

The exceptional procedures are procedures aiming at the protection of privacy,
integrity and security of third parties whether UPT user or not. Therefore they
can be carried out without user identification, authentication and
authorization.
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5.3.1 Threats incorporated in normal UPT procedures

The normal UPT procedures, are the procedures necessary to offer UPT. In fact
these procedures are the 'access' to the UPT service and thus the vulnerability
through which most of the threats to the system could occur. Therefore, they
need to be protected.

5.3.1.1 Personal mobility procedures

These procedures offer the possibility to the UPT user to make or receive calls
on one or more terminal accesses. For the Procedures of Registration, a
protection against unauthorized actions by third parties is even more strongly
needed than for Procedures of Deregistration. This will become clear by giving
some examples of unauthorized actions.

• Procedures ofRegistration

The Registration for Outgoing Calls procedure e.g. initiates a session, during
which the UPT user will not have to authenticate himself any further
(however, e.g. an optional PIN code could be foreseen) in order to make
subsequent outgoing calls. By indicating one or more Access Registration
Addresses (ARAs) the user may even choose one or more other terminal
accesses than the one he is currently using. Now imagine a third party being
able to impersonate a certain UPT user (masquerade), this will allow the
former to register for outgoing calls at whatever terminal he likes, and thus he
is able to make calls charged to the impersonated user.

The mentioned PIN code is intended to protect the user against fraudulent use
of his Outgoing Call Registration, e.g. when he has forgotten to deregister. No
outgoing calls can be made by unauthorized persons as long as they do not
know the PIN code. Another option is the specification of a maximum duration
of registration or a maximum number of outgoing calls that can be made
during registration. These parameters all need to be input at registration.

However, the above mentioned optional protection will no longer hold when a
third party is able to impersonate a UPT user and thus can input these
parameters himself. Therefore a strong authentication procedure will be
necessary to cope with false identifications.

The same holds for the Registration for Incoming Calls, but in this case it is
the aspect of privacy that is at stake rather than the aspect of unwanted
charges. Again a PIN code (to authenticate when answering the call) and timer
or counter limits could be provided, but they do not protect against third

67



Chapter five

parties being able to impersonate the user. An example of malevolence could
be a person diverting the incoming calls of another user to obtain information
about that person or to simply make him unreachable.

• Procedures ofDeregistration

As far as Deregistration for Incoming or Outgoing calls is concerned, in most
cases this will be done automatically by registering to another access. A
registration can also be terminated by an exceptional procedure (see Paragraph
5.3.2) and by a timer or counter expiry. But in case the user explicitly
deregisters, some kind of authentication might be required. Otherwise third
parties could terminate registrations whenever they want. The reader should
notify the difference between Deregistration and Reset of Registrations
(exceptional procedure). The former provides remote action and therefore needs
to be protected.

The threats incorporated in the Procedures for Deregistration are clearly less
severe than in Procedures for Registration: they are only annoying, but there
is no danger of e.g. unwanted charges due to illegitimate calls. Therefore the
requirements on an authentication procedure to be established before the
execution of a Deregistration procedure are less severe, e.g. a PIN code only
could be sufficient.

5.3.1.2 UPT call handling procedures

These procedures are threatened by third parties on the aspect of costs and of
privacy. When someone is able to impersonate a UPT user and initiates an
Outgoing Call procedure, the impersonated user will be charged. Therefore the
authentication for an Outgoing UPT Call procedure needs to be strong and will
always be necessary.

The misuse of an Answering of Incoming UPT Call procedure may violate the
privacy of the impersonated user. It can be required by the calling or the called
party to authenticate an incoming call for reasons of privacy.

The Alerting for Incoming UPT Calls procedure is performed by the network
to all accesses given by the user's registration for incoming calls. There are no
threats incorporated in this procedure.
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5.3.1.3 UPT service management procedures

Here the aspect of privacy is at stake. Profile Interrogation as well as Profile
Modification procedures demand for authentication in combination with access
control (see threat No.7, Table V.I). Thus third parties will not be able to look
into or modify service profiles of UPT users. Paragraph 5.4 will discuss the
security aspects of the service profile.

5.3.2 Security offered by exceptional procedures

According to ETSI [Edinb91J, the following exceptional procedures are to be
introduced to cope with the threat of unwanted terminal use (threat No.6,
Table V.I). They will be discussed here on a per procedure basis, taking into
account their security function.

- Reset of Registration for Incoming UPT Calls offers a third party the
possibility to deregister all UPT users registered for incoming UPT calls to a
specific terminal access. If the registration is part of a group registration, all
terminal accesses part of that registration will be canceled. No announcement
is given to the deregistered users. Their registration will fall back to the
default accesses, if any. The address of the used terminal access will be
assumed for the reset. Reset of a remote terminal is thus not allowed.
This procedure will prevent that forgotten registrations keep bothering other
users. Not allowing remote registration is a prevention against third parties
deliberately disturbing the normal use of UPT by deregistering other users.

- Blocking ofRegistrations for Incoming UPT Calls makes it possible to third
parties to prohibit UPI' users to register to a specific terminal access. The
address of the used terminal is assumed for the blocking. Again blocking of a
remote terminal is not allowed.
This procedure prevents third parties for unwanted registrations to their
terminal access. Not allowing remote blocking prevents the procedure against
misuse. Otherwise misuse would be easy by simply blocking the access of third
parties, because for exceptional procedures authentication is not required.

- Deblocking of Registrations for Incoming UPT Calls will cancel the above
mentioned blocking procedure. Remote deblocking will not be possible,
otherwise the blocking ofa certain terminal could be undone by the malevolent
user, allowing him to register to that terminal anyway.

- Blocking ofIncoming UPT Calls is yet a stronger procedure than blocking for
registrations for incoming UPT calls: although it will allow registrations, every
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incoming call will be blocked. Even calls for users who successfully registered
to the terminal will not come through. Remote blocking will not be allowed.
This procedure offers terminal owners the possibility not to be disturbed.
Remote blocking is not possible, because then third parties would be able to
block incoming calls to a certain user. Imagine a company blocking all incoming
calls to a competitor...

- Deblocking of Incoming UPT Calls will cancel the above procedure and UPT
users registered for incoming calls to the terminal access will be able to receive
incoming UPT calls again. Remote deblocking will not be possible.

- Reset of Registration for Outgoing UPT Calls will allow third parties to
explicitly deregister the UPT user who has registered for outgoing calls to the
terminal access. In case of group registration, this procedure will only cancel
the used terminal from the group. This procedure could be convenient if a UPT
user wishes to register for outgoing calls on a terminal and registration has
already been done by another user (remember that only one user at the time
can register for outgoing calls at a terminal).
On the other hand, imagine a company registering malevolently on the
terminal of the competitor, though paying for the other company's outgoing
calls, the obtained specified bill could give interesting information on the
business contacts of the competitor!

- Suspension of Registration for Outgoing UPT Calls could be convenient to
temporarily deregister for outgoing calls when e.g. another user wants to make
a call. If the latter is a UPT user he will use the UPT procedure for an
Outgoing Call, otherwise a normal outgoing "PSTN-call" charged to the
terminal access can be made. The registration for outgoing calls is
automatically resumed when the call is terminated. Suspension of a remote
terminal is not allowed. Only the used terminal will temporarily be canceled
from the group.

As it has been said above, these procedures are all intended to offer protection
against the threat ofunwanted terminal use, they do not create new security
issues or threats themselves.

Besides the possibility to block or reset registrations, a visual sign or a
different dialling tone could be provided on the terminal to indicate the
presence of a registration on that terminal. Also the activation of certain
exceptional procedures, like Blocking of Incoming UPT Calls, could be made
visible to avoid that one forgets to deblock.
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5.4 Service profile and security

The basic procedures discussed in Paragraph 5.3, are in fact the user's 'access'
to the UPT service. Third parties wanting illegal access to UPT services or
private data can use the same procedures in an illegal way. Some examples
have also been given. On the other hand the exceptional procedures are added
to the set ofbasic procedures to cope with the threat of unwanted terminal use.

Service provider part

Fixed part from the user's point of view

Subscriber part

Variable part from the user's point

User part

Figure 5.2 The user's service profile

of view

Looking at the user's service profile, again two different interests can be
distinguished. It is the service profile that has to be protected against the
destruction, modification or monitoring of the information it contains (Threat
No.7). But it is the same service profile through which certain security
measures can be realized! The service profile can be compared with the entity
profile as it has been discussed in Paragraph 4.5.3. All security functions
concerning authorization of actions (see Table V.I, threat Nos 3,4 and 5) can
be realized by checking the service profile, provided that the information it
contains is protected against threat No.7.

By dividing the service profile into three main parts (see Figure 5.2), access
control can cope with different threats. The following parts are distinguished:
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• a fixed, service provider part, containing information that is fixed
at subscription time it can only be modified by a renewal of the
contract between service provider and subscriber;

• a subscriber part, containing information that can be changed by
the subscriber;

• a variable, user part, containing information that is variable from
the user's point of view

Service provider part:
The service provider part contains unchangeable information, fixed at
subscription time. This information can be modified only by the service
provider. Examples of such information are the PTN, the PUI, default home
location, bearer-, tele- and supplementary services subscribed to, maximum
number of failed authentication attempts, type of authentication procedures
and security options subscribed to.
It is this part that must cope with the threat of unauthorized user actions
towards the service provider. After the identification of the user, each of his
service demands must be checked with the profile data in this part to decide
whether or not to deliver the specific service.

Subscriber part:
The subscriber part contains information changeable by the subscriber. The
subscriber can use this part to store data concerning unauthorized user actions
towards the subscriber. In case the UPT user is also the one paying for the
subscription (user =subscriber), the data stored here can be seen as user part.
Examples could be restrictions on roaming, a threshold of credit, profile
modification parameters for the associated user (what parameters he may read
or modify) etc.

User part:
The variable user part contains information that can be modified by the user.
However, the user will only be able to modify this information if the subscriber
associated with him has allowed him to do so. This can be done by indicating
this fact in the subscriber part of the service profile. The user part information
might contain amongst others parameters for: request of authentication for
incoming calls, confidentiality requirements, activated type of security and
authentication options, PIN code required during registration for outgoing calls.

It goes without saying that whenever a modification of the subscriber part by
the subscriber himself is considered, an authentication procedure for this UPT
party to enter the subscriber part of the service profIle must be foreseen.
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Otherwise the user might easily masquerade as the subscriber associated with
him and in this manner change e.g. information limiting his roaming area.

It will be clear to the reader that also for modification of the information in the
variable part ofthe service profile a secure (user) authentication procedure will
be necessary.

The user's service profile will not only be consulted by the user or subscriber.
The visited service provider mentioned in Paragraph 5.2.1 and Figure 5.1 is
also a party demanding information from this data-base. Therefore in the same
way as for the user some kind of authentication ofthis visited service provider
should be foreseen to identify him as a legitimate party. Authentication of the
home service provider should also be considered, to convince the user and the
visited service provider that they are not dealing with a fake environment.

5.5 Summary and conclusions of Chapter 5

This chapter has described security for UPT, using the method of threat
assessment. After a presentation of the actors in the UPT environment, being
the assets to be protected, the following definition of security for UPr has
been formulated:

UPT security includes the concepts, techniques and measures that are
used to protect the UPT service provider, the UPT subscriber, the UPT
user, the owner of the network used, the line subscriber and the
information that is contained in the system's data-bases against deliberate
and accidental threats

The threats to the assets mentioned in the definition have been analyzed and
some examples were given. Summarized the following threats can be
distinguished:

1. fraudulent use
2. eavesdropping
3. unauthorized user actions towards the service provider
4. unauthorized user actions towards the subscriber
5. user mistakes
6. unwanted terminal use
7. destruction, modification or monitoring of data-base information
8. repudiation of charges
9. threats incorporated in new UPT procedures
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Note that the threat of eavesdropping is only considered a UPT feature when
it concerns authentication related data or data contained in the user's service
profile. So user data confidentiality is not considered a UPT feature: when
voice or data is carried on a communications link, the underlaying networks
should take care of this security function.

The requirements on the security mechanisms needed to implement the
necessary security functions for UPT have been discussed. These requirements
determine both the minimum (security policy) and the maximum (e.g. technical
limitations, user friendliness) boundary of the offered level of security.
Furthermore, the level of security depends on: the choice of optional security
mechanisms, the terminal and device used, the use of UPT procedures and
eventually the choice of authentication procedures.

The normal UPT procedures have been identified as the vulnerabilities of
the system, while the exceptional procedures should rather be seen as
security measures against the threat of unwanted terminal use. To protect
the system against threats executed via the UPT procedures, authentication
will be necessary to identify the users of such a procedure as legitimate users.

Also the service profile has dual security aspects: on the one hand the
information it contains is an asset to be protected against the threat of
destruction, modification and monitoring; while on the other hand it could be
seen as a security measure. The latter is the case when the right structure is
chosen for the profile: distinguishing service provider information, subscriber
information and user information. By dividing the information in these three
parts and allowing access only to the authorized parties, the service profile
could cope with the threats: unauthorized user actions towards the service
provider, unauthorized actions towards the subscriber and user mistakes. An
authentication procedure is necessary to identify a legitimate accessor to the
information.

At the end of this chapter on security for UPT it can be concluded that
authentication is a very important security function for UPT. It is both
involved in:

• avoiding fraudulent use of the user's resources and the network by
third parties, and

• avoiding unauthorized access to service profile information.

It could thus be stated that the security policy for UPT is an identity-based
security policy: the identity of the party involved in a certain action decides
whether the action is allowed or not. To determine this identity a procedure of
authentication should be applied.
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The following chapters will focus on authentication. This will be done by giving
a description of possible procedures, by giving a recommendation for the use
of a procedure and by describing the implementation ofthe selected procedures
in information flows for the functional architecture of UPT.
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6
Authentication

The reader has now seen the general security aspects of UPT and the
importance of authentication has been emphasized in Chapter 5. The rest of
this report will focus on this subject. The purpose of this chapter is to come to
a recommendation for an authentication mechanism. First a definition of
authentication will be given in Paragraph 6.1. Then several possible
authentication mechanisms will be studied in Paragraph 6.2. Next the
advantages and disadvantages of these mechanisms will be discussed in
Paragraph 6.3, taking into account the security requirements for UPT as
discussed in Chapter 5. Finally, in Paragraph 6.4 the recommendation for the
use of a certain procedure will be given, based on the outcome of
Paragraph 6.3. As far as authentication is concerned, this chapter will thus
take care ofthe final steps (step 7. and 8.) of the threat assessment procedure
of Chapter 4.

6.1 Authentication, a definition

In the literature several definitions for authentication can be found. 180
[18088] distinguishes between two classes of authentication:

• peer-entity authentication: the corroboration that a peer entity in
an association is the one claimed; and

• data origin authentication: the corroboration that the source of
data received is as claimed.
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Based on this OSI terminology, Davies and Price [Dav89] have defined the two
classes of authentication as: 1. verifying the identity of an individual, such as
a person at a remote terminal or the sender of a message; and 2. ensuring that
a message is genuine, has arrived exactly as it was sent (message integrity)
and came from the stated source. Here only the former category or peer-entity
authentication will be considered: the party wanting access to UPT, whether
legitimate UPT user or not, and the UPT service provider could be seen as the
peer-entities meant by the ISO OSI-model.

Based on ISO [IS088], the following definition ofauthentication has been given
by Jain [Jain90], this definition will also be adopted in this document:

Authentication refers to verifying the identity of an entity by its peer,
preceding the execution of the requested operation.

Peer-entity authentication may be used either by the responding entity to
authenticate the identity of the initiating entity or by the initiating entity to
verify the identity of the responding entity or even both. According to
Paragraph 4.5.2, peer-entity authentication should be seen as a security
function that provides protection against the threats ofmasquerade and replay.
The security mechanisms that can be used to offer this function are discussed
in the next paragraph.

The following peer-to-peer relationships can be distinguished:

• user -7 service provider: whenever a UPT user wants to utilize UPT
he should be authenticated by the service provider;

• service provider -7 service provider: whenever a UPT service provider
needs to consult another UPT service provider, they should mutually
authenticate.

Examples of the first case are: a UPT user that wants to make an Outgoing
UPT Call; a UPT user Answering an Incoming UPT Call (both are call
handling procedures); a UPT user that changes his registration (personal
mobility procedure) and a UPT user modifying his service profile (service
profile management procedure), In order to execute each of these procedures,
the user's identity will have to be authenticated.

The second case will not be discussed here, but a short example is given to
clarify the need for mutual service provider authentication.
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Example 6.1
When third parties can operate as service provider, the network should be seen as an
open network. This means that the possibility to offer UPT is not reserved to the
closed group of network providers but that this market is free for other operators. In
this case service providers should mutually authenticate whenever they exchange
information about a UPT user (registration information or service profile information).
The provider requesting information will have to authenticate to protect against the
threat of an entity masquerading as service provider to obtain details about a certain
user. The provider giving the information will have to authenticate also, this to assure
the requesting provider that the information is not coming from a fake environment.
In case UPT remains reserved to a closed group of service providers, authentication
can be done in a simple way (e.g. call back) or even be omitted when they operate on
the basis of trust.

Summarized it can be stated that, when talking about authentication, for UPT
peer-entity authentication should be considered. This authentication procedure
should take place before executing an operation. In this document only user-to
service provider authentication will be considered. The next paragraph will give
a survey of the mechanisms that can be used to offer this security function.

6.2 Authentication mechanisms

The traditional principle of identity verification has been that a person's
claimed identity can be verified in three ways [Coo89J:

1. by a credential the person has, e.g. a badge, a key, or a card;
2. by something the person knows, e.g. a combination, a password or

PIN; or
3. by something the person is, e.g. face recognition or fingerprints.

Recent developments in biometrics have forced even a new description of 3. to
something characteristic to the person. This enlarges 3. with signature
recognition, voice recognition and recognition of typing or writing rhythm. Of
course also combinations of the three methods of identity verification
mentioned above can be used.

To offer the function of authentication for UPT the following security
mechanisms are considered:

• one-way authentication mechanisms
• two-way authentication mechanisms
• biometric authentication mechanisms
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They will be subdivided in smaller categories that will be discussed thoroughly
in this paragraph. First the one-way authentication mechanisms are studied.

6.2.1 One-way authentication mechanisms

According to CCITT Recommendation X.509 [X.509] the one-way authentication
procedure is intended to provide authorization based upon a Distinguished
Name of the user, a bilaterally agreed (optional) password and a bilateral
understanding of the means of using and handling this password within a
single domain. The Distinguished Name should be interpreted as the name
that identifies the user unambiguously, in the UPTcase this would be his PTN.
There are several means to achieve one-way authentication:

a. transfer of the user's distinguished name and a constant password;
b. transfer of the user's distinguished name and a variable password.

Procedure a. sends the password in the clear, in procedure b. the password is
protected by applying a one-way function. Of course protection of the user's
distinguished name and password provides a greater degree of security: the
property of the one-way function makes it impossible for an eavesdropper to
obtain the true value of the password. As has been discussed in Chapter 4, the
necessary amount of security depends on the security policy that is used.

The above mentioned (mathematical) one-way function has the characteristic
that for any argument x in the domain of f it is easy to compute the
corresponding value f(x) , yet, for almost all y in the range of f, it is
computationally infeasible to solve the equation y:f(x) for any suitable
argument x [Difl76]. Polynomials are examples of such functions: given x, it is
easy to compute y = x4 + 257x3 + 4921x + 57, but given y it is much harder to
find a root x of the polynomial equation. By applying this function, secret
information can be transported over an insecure channel, but only for
comparison purposes, since recovery of the originally sent information is
impossible.

The general procedure for one-way authentication is shown in Figure 6.1. It
involves the following steps:

1. an originating user A sends its distinguished name and password to
B;

2. B sends this information to the Directory, where the password is
checked against that held as the User Password attribute within the
directory entry for A;
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Figure 6.1 The simple authentication procedure lX.509,FigureJ]

3. the Directory confirms (or denies) to B that the credentials are valid;
4. the success (or failure) of authentication may be conveyed to A.

In the most basic form of one-way authentication only step 1. is included and
after B has checked the distinguished name and password also step 4. may be
included. In this case B is the owner of the needed directory information. For
UPT this will be illustrated with example 6.2.

Example 6.2
Imagine A is a user wanting access to UPT, B is a service provider and the Directory
is a centralized data-base. This means that the registered infonnation of users (e.g.
needed for authentication) is available at one location, e.g. the home service provider
of those users. The home service provider could e.g. be identified by a part of the user's
UPT number and a long search through data-bases is avoided [Dijks92J. To get access,
A's identity now first has to be authenticated by service provider B. In the case where
B is the home service provider of A, B will be the owner of the directory information
on A and the most basic form of one-way authentication (step 1. and possibly step 4.)
will be sufficient. In the case where user A is roaming and has to be authenticated by
a visited service provider, the directory of the home service provider has to be
consulted to get the necessary authentication information. Now the Directory is an
external facility and steps 2. and 3. have to be included. If the visited service provider
on the other hand possesses the authentication infonnation on A (see e.g. Paragraph
6.3.2.1) steps 2. and 3. may again be omitted.

When protected one-way authentication is used (case b.), user A sends its
identification information (authenticator) to service provider B in a protected
way. This can be done by applying a one-way function on the ensemble of
password and:
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• timestamp and/or
• sequence number and/or
• random number.

Adding a timestamp protects against the threat of password replay, because
the transmitted authentication sequence varies and is only valid in a certain
interval of time. When a sequence number is used, the detected number can be
compared with the expected value (last received number plus one) and replay
is excluded because in that case the number has already been used. Though
random numbers can provide a changing authenticator, they do not protect
against replay, because a time reference (timestamp) or a series reference
(sequence number) is missing.

• ••~~Nif~.~§~lg~f ••••••••••••••••••••••••1

Distinguished Name --------------.1
Directory

Password

Password

Timestamp

(Seq. No.)

(Random)

one-way

Compare

Remml: 1. All the information except. for the
password ill public
2. Timestamps need not be transmitted in
the authenticator (can be generated with a
local clocl<)

Figure 6.2 The information exchange using protected simple authentication

Mter reception of the authenticator, B will verify it by generating a local
version of the authenticator (making use of the protected copy ofA's password
in the directory and the same timestamp, sequence number or random number
and applying the same one-way function). B compares the received identifying
information with the locally generated value (see Figure 6.2). The information
sent by A is:

Authenticator b. = {timestamp / sequence number / random number;
A's distinguished name; fitimestamp/sequence
number/ random number, A's password)}
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B has to know which one-way function has to be applied (it may even be public
when it is strong enough to stand a known plaintext attack (see Paragraph
6.2.2.2». The sequence number and random number(s) that are used by A are
known to B, because they are transmitted in the clear. The value of an
eventual timestamp may be available when clocks are used.

6.2.2 Two-way authentication mechanisms

This category of authentication mechanisms uses cryptographical methods.
They are called two-way authentication mechanisms because there is an
information exchange in both directions between the entities. Cryptosystems
were initially intended for privacy purposes or as stated by Diffie and Hellman
[Difl76]: to prevent the unauthorized extraction of information from
communications over an insecure channel. By applying cryptography,
confidentiality can be obtained on insecure channels. An insecure channel is
also called a public channel: a channel with inadequate security for its users.
A channel that one user considers private may be considered public by another
user: this depends on their security policies.

Cryptography is defined by Davies and Price [Dav89] as:

Cryptography is the technique of concealing the content of a message by
a code or a cipher.

"By a code" should be interpreted as using a codebook to translate the message
in its coded form. Ciphering means using algorithms to encrypt the message.
In contrast to one-way functions, cryptosystems have the possibility to decipher
the information that has originally been input.

Next to privacy, authentication is another security problem that can be solved
by cryptography. In this paragraph three categories of cryptosystems that can
be used for authentication are considered:

• symmetric or secret key systems, using one (common) secret key
• asymmetric or public key systems, using two keys (one secret, one

public)
• zero-knowledge protocols, using no keys at all

First the symmetric key systems will be introduced to the reader. They will
also be used to explain some general aspects of cryptosystems.
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6.2.2.1 Secret key cryptosystems

Secret key systems are characterized by the fact that the user and the entity
that authenticates him share a common secret key and a common
ciphering/deciphering algorithm. This is why they are also known as symmetric
systems. No third party knows the secret key.

Before secret key authentication systems are presented to the reader, first the
principle of secret key cryptosystems will be explained. Three parties can be
distinguished in such a system: a transmitter, a receiver and an eavesdropper
(see Figure 6.3). The transmitter generates a plaintext or unenciphered
message P, which is to be communicated over the insecure channel monitored
by an eavesdropper. Now the transmitter enciphers P with an invertible
transformation EK to produce the enciphered message C = ER(P) in order to
prevent the eavesdropper from learning P. On the other end of the insecure
channel the legitimate receiver deciphers C with DR to obtain P. The key is
transmitted only to the legitimate receiver via a secure channel, that cannot
be used to transmit P itself for reasons of capacity and/or delay.

Eavesdropper
L .....

I p Encipher C Decipher p
Transmitter i {Ek} {Ok}

K ................................... K

...................................
Secure channel

Figure 6.3 Flow of information in a conventional cryptographic system

The transformation algorithm EK is selected from a family of invertible
transformations, and DR is selected in such a way that is satisfies: DR = ER-1•

The selected encryption algorithm is often publicly known, but the key K is
secret. In fact this key is used to select the way the algorithm encrypts the
message P, so the same algorithm may be used with different keys. Thus, the
message cannot be decrypted without knowledge of the right key. Now let the
legitimate receiver decipher the ciphertext C with DR' this results in:
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with P the originally sent plaintext message.

The goal in designing a cryptosystem is to make the enciphering and
deciphering operations inexpensive but to ensure that any successful
cryptanalytic operation is too complex to be economical [DifI'76]. Systems that
are secure due to computational cost of cryptanalysis, but which would
succumb to an attack with unlimited computation, are called computationally
secure. The class of unconditionally secure systems can resist any
cryptanalytic attack, no matter how much computation is allowed. They result
from multiple solutions to a cryptogram. Most practically used cryptosystems
belong to the computationally secure category.

Cryptanalysis is the adversarial deduction ofinformation from encrypted text.
Some types of attacks towards cryptographic systems are summarized:

• a ciphertext only attack, this is a cryptanalytic attack in which the
cryptanalyst possesses only ciphertext. This is the worst point ofview
for the cryptanalyst. Any system which succumbs to this type of
attack should be considered completely insecure [DifI'79, p.399].

• a known plaintext attack is a cryptanalytic attack in which the
cryptanalyst possesses a substantial quantity of corresponding
plaintext and ciphertext.

• a chosen plaintext attack, with this type ofattack the cryptanalyst
is able to see the ciphertext corresponding to any plaintext he chooses
to submit the cryptographic algorithm. His problem is now to
determine the key for later use in enciphering and deciphering other
messages.

But now, how to apply cryptosystems for authentication purposes? Consider two
entities that use a fixed ciphering/deciphering algorithm and that both occupy
the one secret key to be applied. Now one of them, e.g. the UPT user, demands
the other, e.g. the UPT service provider, for access to UPT, e.g. to make an
Outgoing UPT CalL A so called challenge-signed-response authentication
procedure can then be implemented as follows:

1. The user identifies himself, e.g. by supplying his UPT number.
2. The service provider receives the service request and sends a

challenge, a random number, to the user.
3. The user receives the challenge and encrypts ("signs") it by using his

secret key and applying the encryption algorithm, the result is sent
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back to the service provider; meanwhile the service provider has
looked up the user's secret key by consulting the data-base
registration of the pretended user identity and applies the same
algorithm to the random number that was generated.

4. Finally the service provider compares the received encrypted
response with his own result. If they correspond, authentication is
considered successful.

Key K known
Algorithm A known

~Lr·
RES1

CHAL1 .....~.....••

CHAL1

RES1
•

Key K known
Algorithm A known

Pick random number CHAL1

K: I I. RES.2I A •.

CHAL1 ••

RES1 = RES2 ???

Figure 6.4 A challenge-signed-response procedure using secret keys

This procedure uses a random number as plaintext and an encrypted random
number as ciphertext. Figure 6.4 displays the information flows between the
two parties. Instead of encrypting the original challenge, the service provider
may also decrypt the response and compare the result with the challenge. The
challenge may also be sent encrypted to let it be decrypted by the user which
sends it back unencrypted, again the original random number and the response
have to be compared by the service provider.

When mutual authentication is required, another exchange of data will be
necessary, this time initiated by the UPT user. But instead of generating
another random number (this time by the user), the user could also use his
response to the service provider: the service provider then should encrypt the
received response with the secret key he uses in communication with that
particular user and the user should decrypt this reply (or encrypt the initially
sent response) for comparison. This results in mutual authentication by
transmitting only three messages instead of four.
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The next paragraph will focus on another type of two-way authentication
mechanisms: public key systems.

6.2.2.2 Public key cryptosystems

In 1976 a new type of cryptographic systems was proposed by Diffie and
Hellman in their article New Directions in Cryptography [Difl76]. When looking
at it in general terms, a public key cryptosystem should be seen as a pair of
families {ExlKe(K} and {DxlKe(K} of algorithms representing invertible
transformations:

E K : {M} ~ {M}

D K: {M} ~ {M}

on a finite message space {M}, by applying algorithms E and D with keys K out
of the keyspace {K}, such that:

1. For every K E {K}, DK is the inverse of EK • That is for every K and
every M, DKEI<!M) =M.

2. For every K E {K} and ME {M}, the values EI<!M) and DI<!M) are
easy to compute.

3. For almost every K E {K}, any easily computed algorithm equivalent
to DK is computationally infeasible to derive from EK •

4. For every K E {K}, it is feasible to generate the inverse pair E K and
DKfromK.

It is the third property that allows a user's enciphering key E K to be made
public, without compromising the security of his secret deciphering key DK • The
system can therefore be thought of as two families. On the one hand the family
of enciphering transformations, on the other hand the family of deciphering
transformations. But, given a member of one family, it is infeasible to find the
corresponding member ofthe other family. The fourth property guarantees that
there is a feasible way of computing corresponding pairs of inverse
transformations.

A system of this kind vastly simplifies the problem of key distribution. Only
the deciphering transformation D must be kept secret. The enciphering key E
can be made public and may be placed in a public directory along with the
user's name and address. Of course this directory needs to be protected from
unauthorized modifications. Now anyone can encrypt messages and send them
to the user, but only the user will be able to decipher the messages intended
for him.
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How to use this public key cryptosystem for authentication purposes? This can
be done by making use of the digital signature property of the system.
Analogous to written signatures, its digital replacement must allow a user to
produce messages whose authenticity can be checked by anyone, but which
could not have been produced by anyone else, especially the intended recipient.
Public key systems which also satisfy condition 1':

1'. For every K E (K), EK is the inverse of DK • That is for every K and
every M, EKDxfM) =M.

are usable for the digital signature problem, they are in fact used in a reversed
mode. Consider a user A who wishes to send a signed message M to user B, he
operates on it with his private key DA to produce the signed message
S =DA(M). Note that DA was used as A's deciphering key when privacy was
desired, but is now used as his "enciphering" or "signing" key (this can only be
done when condition 1'. is satisfied). When user B, but also any other user,
receives S he can recover M by operating on S with A's public key EA' Now B
can save S as a proof that A sent the particular message M. Only user A could
have produced S, because only he knows D k Though this technique provides
unforgeable message dependent signatures, the message itself is still
unprotected: any other user than the intended recipient can decipher S, using
the public key Ek To obtain privacy as well, A should encrypt S with B's public
key and send EB(S) instead of S. Only B knows DB so he can recover Sand
thence M [Difl79J.

Public key systems are based on so called trap-door one-way functions.
These are functions which are not really one-way, because simply computed
inverses exist. But given an algorithm for the forward function, it is
computationally infeasible to find a simply computed inverse. Only through
knowledge of certain trap-door information can one easily find the computed
inverse [Difl76J. An example of a public key system is given in Appendix A, the
RSA scheme.

Using a public key system in a UPT environment could yield (see Figure 6.5):

1. At subscription time a public key and its relationship to a secret key
is agreed upon by the UPT user and his home UPT service provider
as are the en-/decryption algorithms.

2. The public key and corresponding encryption algorithm are publicly
available.

3. The user identifies himself, e.g. by supplying his UPT number.
4. Upon reception of the service request by the user, the service provider

picks a random number, encrypts it using the user's public key and
sends it as a challenge to the user.
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Secret key Ks (and public key) known
Algorithm A2. known

Authentication

Public key Kp known
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Figure 6.5 The public key authentication procedure

5. The user decrypts the challenge using his secret key ("signing") and
sends the result back to the service provider.

6. The service provider verifies the response by comparing it to the
original random number. If equal, authentication is considered
successful.

In case of mutual authentication, a secret and public key may be given to the
service provider as well. Now the service provider may encrypt the response he
receives from the user by applying his private key. Next he sends the result
back to the user, who can decrypt with the service providers public key. If the
result is the same as the user's response, the service provider is authenticated
as well.

6.2.2.3 Zero knowledge systems

When party B wishes to authenticate party A, A could transmit its password
to B (the reader has seen this in Paragraph 6.2.1), but then B would also
receive the means to impersonate A. An identification scheme that does not
transfer any information from A to B that would allow B to impersonate A
would be desirable. Both in the secret key and public key challenge-signed
response systems, some information of the authenticating user is transferred
to the entity he identifies to. He either ciphers or deciphers information by
applying his secret key. So the information contained in this key is somehow
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also contained in the response of the user to a certain challenge. In a zero
knowledge system no secret information is transmitted.

A well known zero knowledge protocol is the one introduced by Amos Fiat and
Adi Shamir in 1986 [Dav89]. This protocol, though not providing a signature,
allows one party to identify itself to another entity with the certainty that
during this procedure no information has been passed between them. It does
this with a complexity of calculation that is much lower than with public key
systems. In its most simple form it consists of a sequence of three messages,
but to increase security (this means minimizing the luck factor) a repetition of
these sequences may be applied. Thus, a dialogue between user and service
provider is used to authenticate the user. The basic, three message procedure
will be described shortly in Appendix B. For more details the reader is referred
to reference [Dav89].

All calculations applied in this dialogue are relatively easy, multiplications and
divisions rather than the exponential calculations of the RSA public key
method that is discussed in Appendix A.

6.2.3 Biometric authentication methods

Biometric authentication methods are considered the summum of
authentication mechanisms: where a badge, smartcard or other token may be
lost, a password may be disclosed by carelessness, the measurements of
personal characteristics is free of those problems. According to Cooper [Coo89]
the most widely accepted definition of biometrics is:

Automated methods of verifying or recognizing a person based on a
physical or behavioural characteristic.

Seven relatively successful biometric techniques are currently in use. These
are:

1. Handwritten signature recognition. This technique does not recognize
what is written, but how it was written, utilizing signature dynamics
as time, history of pressure, velocity, direction and acceleration.

2. Fingerprints recognition.
3. Palmprint recognition. To be compared with fingerprints recognition,

but on a larger area.
4. Hand-geometry recognition. Devices are able to recognize several

unique physical characteristics.
5. Voiceprint recognition.
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6. Eye retina pattern recognition.
7. Typing rhythm recognition.

threshold

--r-

Type II

(imposters)

Impostsr pass rate ('!o)

Type I

(au1horized users)

100,!Of-----=c------------:---------=~-

o

All fail Nearly all pass

Figure 6.6 Type I and II errors and threshold setting

If an identification system fails to recognize a properly authorized individual,
this is known as a false alarm or Type I error. If the system on the other
hand accepts a false individual, this false acceptance or imposter pass is called
a Type II error. This is shown in Figure 6.6. Type I errors are annoying to the
entity that is to be authenticated, in the UPT case the UPT user (he cannot get
access to UPT, though he has the right to get it). Type II errors on the contrary
are most annoying to the service providers because they lead to misuse
(illegitimate entities can use the service).

As is mentioned by Davies and Price [Dav89,p.198], an objective comparative
evaluation ofthe above mentioned systems cannot easily be made, because the
conditions under which the systems are tested have not been standardized. A
more significant study was carried out by the Mitre Corporation, when they
evaluated several identity verification systems under contract for the US Air
Force. The systems compared were: voice, fingerprint and signature
verification. The results are displayed in Table VI.I.

The retinal blood-vessel recognition system of Eyedentify has, according to
Davies and Price [Dav89], an effectively zero Type I and II error probability.
The recognition time needed by the system is in the order of seconds.
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Table VI.! A comparison of biometric verification techniques

Voice Signature Fingerprints

Type I errors (%) 1.06 1.88 6.54

Type II errors (%) 3.26 5.63 2.32

Verification time (sees) 6.21 13.49 8.94

The biometric authentication methods will not be described in further detail
here. The reader is referred to the literature: [Dav89] and [Coo89].

6.3 Pros and Cons of the authentication methods

In this paragraph a trade-offbetween the authentication systems ofParagraph
6.2 will be given. It will also look at the agreement with the UPT security
requirements of Paragraph 5.2.4. First, the one-way authentication procedures
will be analyzed.

6.3.1 One-way authentication mechanisms

The one-way authentication procedures have the advantage that they are easy
to implement, one-way procedures, meaning that information is only
transferred in one direction, in this case from UPT user to service provider. A
distinction should be made between:

• procedures using a constant password
• procedures using an altering password

A disadvantage of these procedures is that the code could be found by
exhaustive search: a series of PIN's could be tried until the right one has
been found. For a constant PIN this is easiest to realize because all the
misattempts do not have to be tried again. The probability that a PIN with n
possibilities is not broken after r attempts is:
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This means that for a four digit decimal PIN (n = 104
) 5,000 attempts are

needed to have a 0.5 probability that the code is broken (6,932 attempts for the
altering code). Exhaustive search can be avoided by making the PIN
sufficiently large and by limiting the number ofmisattempts and recording the
misattempts (event logging by a so called audit trail, see Paragraph 4.5.3).

However, none of those security mechanisms can protect against the threat of
eavesdropping and replay in order to masquerade a certain user. E.g. hotel
PABXes sometimes register dialled numbers, so also a dialled (fixed) PIN
would then be registered. When this PIN is next used by an imposter, a
masquerade takes place. Whatever length the PIN might have and whatever
the limits on misattempts might be, when eavesdropping is likely to occur, the
system is insecure.

Altering PIN procedures, using a one-way function and a timestamp or
sequence number, are less sensitive to replay because the authentication
sequence changes each time authentication takes place. The reader must notice
though, that a sequence that has been transmitted may still give an imposter
the possibility of replay if there is no way of verifying that it has already been
used before! Therefore, used sequences need to be registered or timestamps and
sequence numbers should be used rather than random numbers to obtain an
altering authenticator.

Imerval during which authemlcator 'X' is generated by the user
~ ....._ .... __ ...._ ..._._ ..._ ..__.._ .._------_._ .._-_ ..-~

time

____1-17~:.o.: --<"~_'_:_use_'_clo_cI< _

service provider clocl<

Type I error intervalt

CJ-----'- 17:';-;;10:-------------"'-----:-::17:-:-::12;--------

~ r-;;;;;; ;;;;;;;; ,:;;,; ;;;;;..;;;;-.;;;~;~~~-.,
..j Explanation: Because or I.he user clock nmnlng 15 BeConci. ahead of the sy.tem

clock, a Type ) error occurs within the first 15 ....ond. or each
ne.. lime.tamp InlA!rvaJ <&een from the user'. Bide). The
percentage or time during ..hich Type ) errors are likely to occur
< (T-t)fI' l, mUit he .mall. Meaning T has to he large enough
compared to I.he expected synchronization dllfe",nce L

Figure 6.7 Synchronization problems

A disadvantage of altering PINs is that there is a need for synchronization
between user and service provider. If they are to be used in a decentralized
authentication scenario, where validation ofauthenticators will be done locally
by the service providers, this local service provider somehow has to know which
PIN he should expect next. Sequence numbers then are unpractical, because
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they would require an update to all the service providers when an
authentication has been performed (successfully or not): the sequence number
that has just been used, has become invalid. Timestamps, using clocks as a sort
of central reference, would be more appropriate in this situation. However,
these clocks should be indicating the same time all over the world. GMT is
recommended for this purpose. Timestamps even do not need to be transmitted
along with the authenticator: they can be generated from a local GMT clock.
Remains, however, the synchronization problem: independent clocks (in user
devices and at the service providers) are never synchronous. The solution is to
select a time interval large enough to avoid Type I errors (see Paragraph 3.2.3
and Figure 6.7), but not too large because the risk of replay then becomes
greater (ajust recorded authenticator might still be valid when replayed.... ). In
Figure 6.7 the interval is 2 minutes, meaning that during these 2 minutes the
same authenticator will be generated by the device when it is applied.
However, if the two clocks do not agree, a Type I error can occur (shaded
areas).

Using a centralized scenario would be more appropriate for a one-way
procedure. A sequence number rather than a timestamp can now be used (this
may still be a timestamp, being also some sort of sequence number!). The
authenticating party (the service provider) now only has to check whether the
received authenticator is valid and whether the used sequence number is larger
than the one used the last time authentication took place. The last received
sequence number therefore has to be stored by the service provider.

Next to the already mentioned threat of eavesdropping, also knowledge of
the stored passwords gives a third party the possibility of masquerade. The
storage of passwords therefore needs to be protected. Enciphering should be
considered.

Summarized, it can be stated that the one-way procedures combine their
relative simplicity with an acceptable level of security when timestamps and
sequence numbers are used to obtain an altering PIN. To avoid synchronization
problems, centralized scenarios are considered most appropriate for these
procedures. Furthermore, altering PINs still need to be protected against
exhaustive search and a secure password storage remains necessary. The fixed
PIN has been proven to be insecure because of the great risk of eavesdropping
and replay.

Table VI.II combines the above mentioned issues with the requirements on
security mechanisms given by Paragraph 5.2.4. For the altering PIN procedure,
devices will be needed to keep it user-friendly, this will augment the costs for
implementation. Customers will on the other hand have more confidence of
being protected, although it may also be a psychological effect because they
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Table VI.II Appraisal of one-way authentication mechanisms

One-way One-way
procedure with procedure with
constant PIN altering PIN

Security -- •
User-friendly
• without device • --
• with device + +

Use within networks
• needed signalling capacity + +
• applicability on actual

PSTN terminals + +

Made-to-measure - +

Standardizable + +

Implementation costs ++ •
Customer confidence - +

have to use a special device. To protect the users from misuse of their devices
when they have been stolen or lost, users will have to enter a fixed PIN on the
device before it can be used. This, however, can be a short code. The procedure
with altering PIN may also be considered more made-to-measure, because with
little extra signalling need, a greater degree of security can be obtained.

At this stage it is difficult to give an exact figure of the amount of signalling
that is needed for the one-way procedures. Details about an actual
implementation are necessary. However, assume a procedure using a 10 digit
constant password and a procedure using a 10 digit altering password based
on: a timestamp (year-month-date-hour-minute-seconds) and a fixed password
stored in a device. To avoid synchronization problems, some timestamp
information (e.g. only hour, minutes and seconds, resulting in 6 digits) need to
be transmitted within the authenticator. In the first case 10 DTMF-tones need
to be transmitted, in the second case 10 + 6 = 16 DTMF-tones are needed. If
they are transformed to digital information within the network 40 bits and 64
bits are needed (one tone represents 4 bits). But they only need to be
transmitted in one direction! The response from the home service provider of
the user to be authenticated, only contains the authentication result.

REMARK: In the tables an indication is given for the level of security that can
be given by a procedure. This indication, however, should not be seen as an
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absolute indication. It is more of a relative kind, comparing all the
authentication mechanisms that have been considered. And then, a very good
one-way procedure might still have better results than e.g. a secret key system
with very short keys. The comparison should be seen more as the level of
security that is reasonable to be obtained with the considered mechanism.

6.3.2 Two-way authentication mechanisms

For all two-way authentication mechanisms it can be stated that the amount
ofinformation and the number of messages to be exchanged is larger compared
to one-way mechanisms. Devices will be needed for their implementation and
digital subscriber signalling is needed to provide the necessary signalling speed
for quick authentication procedures.

6.3.2.1 Secret key

The secret key system is a system that is already in use in other systems like
e.g. GSM [GSM03.20][Jolie90]. The advantage of this mechanism versus the
other cryptographic methods is that there is more experience in application
and use of the mechanism. A well known secret key algorithm is the DESB

algorithm. The description of the algorithm is abundantly given in the
literature (e.g. [Co089][Dav89][Tan89D and is considered out of the scope of
this report. More interesting is the time needed to find a secret key by
exhaustive search. Under the condition that a cryptanalyst has corresponding
pairs of plaintext and ciphertext blocks (known-plaintext or chosen-plaintext
attack), using an encipherment device with an operation time of 5 JIS, with a
key length of 56 bits, then the total time needed to exhaust the key domain is
just over 11000 years [Dav89,p70].

To implement such a scheme both the user and the home service provider must
have the secret key and the en-/deciphering algorithm (see also Paragraph
6.2.2.1 and Figure 6.4). So a secure storage of the secret keys of all the users
will be necessary at the service provider. Another problem is the roaming
capability ofusers: they can enter the domain ofa visited service provider. This
causes the key distribution problem that will be illustrated below.

There are four possible procedures for the authentication in another security
domain:

B Data Encryption Standard
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1. user and visited service provider share another secret key to
authenticate directly to that service provider, this means that for a
UPT scenario with m service providers and n users n*m key pairs are
needed and should be kept up to date (imagine the problems when a
new service provider is added to the scenario: n new keys should be
generated and issued!);

2. the home service provider transports the secret key to the visited
service provider (this procedure needs to be secured) and the latter
will be able to authenticate the user. Now only n secret keys will be
needed. The keys of visiting users could remain resident at the
visited service providers storage facility for a certain amount of time
to avoid the burden of heavy signalling traffic due to key exchange
when the visiting user makes more than one call.

3. like in the GSM system, the visited service provider could demand
the home service provider to generate and transmit a set ofchallenge
signed-response pairs in order to authenticate the visiting user
several times when necessary. These pairs could also remain resident
for a certain time.

4. the home service provider does not transmit the secret key or a
challenge-response pair but is demanded by the visited service
provider to take care of authentication and inform about the result.
Also a central authentication authority could be considered.

Procedure 1. has the disadvantage that it is not flexible, a new user has to
agree upon a secret key with each of the m service providers and a new service
provider has to do the same with each of the n users. An advantage is that
authentication could become a local procedure, provided that all service
providers use the same algorithm. But if all the service providers would decide
to use their own algorithms, these algorithms also have to be installed in the
user's devices. This would make the procedure infeasible. Moreover, the service
profile information of the user will have to be demanded to his home service
provider or central authority anyway.

Procedure 2. has the disadvantage that the secret keys need to be
transported. All the service providers will have to use the same standard
algorithm, but the amount of keys needed is reduced with a factor m: with
one secret key the user can be authenticated by all the service providers. Trust
between service providers is needed for the exchange of secret keys.

Procedure 3. needs no key transport, and offers the flexibility that all
service providers are free in the choice of their security algorithms. It goes
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without saying that the transmission ofchallenge-signed-response pairs needs
to be secure, because knowledge ofthose pairs by malevolent persons can result
in known plaintext attacks.

Procedure 4. will result in a heavier signalling load, because for each
authentication an information exchange with the home service provider of the
user has to take place. In case ofa central authentication authority, the system
becomes vulnerable to a breakdown of this entity.

When a choice has to be made for UPT, procedure 1. is considered unsuitable
because of its inflexibility, procedure 4 requires a heavier signalling load and
the principle of central authentication does not stroke well with the principle
of UPT, in which distributed data storage facilities would be more suitable
(especially in the later Phases). Depending on the standardization results on
behalf of security mechanisms (the same mechanism for all providers or each
domain its own mechanism), procedure 2 or 3 are most suitable for UPT
because of their local authentication possibility when keys remain resident or
multiple challenge-signed-response pairs are available.

As far as signalling is concerned, secret key systems have the advantage of
short messages that are to be exchanged (e.g. DES uses 64 bits messages
[Dav89], GSM uses 128 bits challenges and 32 bits responses [Knip89]), this
could even be done using a DTMF device. But now a two way protocol is used
so the device will need to be capable of both receiving and transmitting. The
fact that a two-way procedure is used, also results in the need for more
signalling than with the one-way procedures: messages are to be sent in two
directions. Exchanges of keys or challenge/response pairs between service
providers as is discussed above, will also cause extra network signalling.
Compared to the figures mentioned for the one-way procedures, signalling load
has doubled.

Summarized, the secret key mechanisms are quite elaborate systems, that
combine a small key with a short message exchange. Soft- and hardware
implementations of these algorithms are readily available. Implementation is
even possible using sophisticated, DTMF-type, analog devices (equipped with
both receiver and transmitter). The disadvantage of this mechanism clearly
lays in the exchange of authentication information between service providers.
Table VI.I1I gives the comparison with the security requirements.

6.3.2.2 Public key

These systems have the advantage to secret key systems, that they offer a
protection against both:
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• compromising the service provider's authentication data on users, and
• repudiation of charges (see Paragraph 5.2.3).

Thus, the public key system offers a solution for the key distribution problem
that characterizes secret key mechanisms. The service providers no longer need
to protect their key storage facility and key exchanges through the network,
against illegal read actions and/or eavesdropping: authentication
information can be made public. A protection against modification
(integrity), however, needs to be maintained, this can be done by storing the
keys as (user) certificates. They are obtained by signing a collection of
information, including the user's distinguished name and public key, using the
secret key of the certification authority [X.509].

Next, this security mechanism offers also the possibility of digital signatures
and can therefore be used by another security function: non-repudiation.
Service providers can obtain a legal proof that a UPT user made a certain call
and thus incontestable charging can take care ofThreat No.8 in Paragraph
5.2.3: repudiation ofcharges. This advantage ofmechanism sharing is in favour
of the public key procedures.

A disadvantage is that this system is not yet in use in large
telecommunication systems, but its use is considered e.g. in UMTS9 for reasons
of improved security and less complicated key management [Grond91]. A
reduction of the signalling load within the network can be obtained because
the public key can become a record in the user's service profile that can be
transported freely between service providers. When this profile is now stored
as close as possible to the current position of the UPT subscriber (as is
proposed for UMTS by [Boer91]) authentication can be done locally (a
proposal of how to obtain a local authentication procedure, making use of
public keys, will be given in Chapter 7).

Next to the difficulty ofkey generation, another disadvantage of the system
is that more sophisticated devices are needed. This because the algorithms
used for calculation are more difficult, and thus take more calculation time,
and because the messages to be exchanged are longer (512 bit blocks in two
directions [Dav89]). On the one hand this requires extra signalling on the user
network interface (messages are 8 times longer than the messages for the
secret key system). On the other hand signalling between service providers is
no longer necessary with the procedure proposed in Chapter 7. As far as
network signalling is concerned, the latter makes the public key system more

9 Universal Mobile Telecommunication System, aiming at the provision of mobile services
(narrow band) to a large number of users (studied in RACE project 1043) [Grond91]
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interesting than secret key systems with which a local procedure cannot be
obtained.

Summarized, it has been seen that the mechanism offers a solution for key
distribution and thus a reduction in signalling load within the network can be
obtained. Also the sharing of the mechanism with the security function
incontestable charging is an advantage. However, there are some
disadvantages: lack of experience, difficulty with key generation and heavier
signalling load on the user- network interface (digital subscriber signalling is
necessary). Table VLIII gives the comparison with the security requirements.

6.3.2.3 Zero knowledge

The zero knowledge mechanism is a relatively new type of authentication
mechanism. It has the advantage of not using keys or other secret
information on the side of the service provider. By an exchange of a series of
information the service provider can convince himself that the user he is
authenticating occupies a certain secret code. The number of message
exchanges is more than the two messages needed for secret and public key
authentication. However, the calculations are of a simpler type than the
RSA scheme [Dav89].

So summarized this system can authenticate without the use of a key on the
service provider's side: this means no signalling load on behalfofkey exchange.
However, there is no digital signature possibility. Furthermore, if the service
profile information will not be available at the user's location (distributed
database), service profile information will still need to be exchanged between
service providers. This to obtain the information needed to check for
authorization of the user. So compared to public key systems, the absence of
key exchange is no real advantage. The number of messages to be
exchanged is larger but this is compensated by a simpler calculation. A great
disadvantage is that there is not yet much experience with the use of these
systems.

6.3.2.4 Comparison of two-way mechanisms and UPT security requirements

Table VLIII gives a comparison of all the two-way mechanisms with the UPT
security requirements ofParagraph 5.2.4. But first the reader is referred again
to the Remark at the end of Paragraph 6.3.1. The combination of security
functions possible with asymmetric mechanisms is in favour of its security
appraisal. On the aspect of user-friendliness, the user will not be aware of
differences between the mechanisms when devices are used (provided that the
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Table VI.III Appraisal of two-way authentication mechanisms

Symmetric key Asymmetric Zero
authentication key knowledge

authentication

Security + ++ +

User-friendly
• without device irrelevant irrelevant irrelevant
• with device + + +

Use within networks
• needed signalling - • •

capacity
• applicability on • -- --

PSTN terminals

Made-to-measure + ++ +

Standardizable + + +

Implementation costs • - •
Customer confidence + + +

signalling speed on the user-network interface is high enough to avoid
annoying delays). The key distribution difficulties of symmetric key system
make them less interesting as far as network signalling load is concerned. On
the user-network interface, the signalling load for asymmetric and zero
knowledge mechanisms is the largest. However, the fact that no signalling
between service providers is needed, makes them interesting as far as network
signalling is concerned. Digital subscriber signalling is required for those
procedures, since DTMF or modem type devices will be too slow. Asymmetric
systems are most made-to-measure, offering a maximum of security with
relatively smallest signalling load. Key generation difficulties and the need for
sophisticated devices will make them more expensive.

6.3.3 Biometric authentication methods

Finally, the biometric methods are considered. Disadvantages ofthose systems
are:
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• specialized terminals are needed for recognition, and for voice
recognition the characteristics of the telephone channel might
decrease recognition rate

• terminals are often expensive
• large signalling load because of the large amount of information

needed to compare e.g. images
• terminals are vulnerable to vandalism
• they are not yet too secure (Table VI.I) and have rather long

verification delay
• eye-retina checks are not user friendly, fingerprint checks might deter

users

Table VI.IV Appraisal of biometric authentication mechanisms

Biometric
authentication

methods

Security -

User-friendly
• without device -I·
• with device irrelevant

Use within networks
• needed signalling capacity --
• applicability on actual PSTN terminals --

Made-to-measure --

Standardizable •
Implementation costs --
Customer confidence +

On the other hand, no device will be needed to use these methods. But in
general the application of these methods should be sought in the local field
(protection of a premises, rooms etc.). The disadvantages of these methods are
considered too great to use them for UPT.

6.4 Recommendation for a UPT authentication
procedure
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A range ofpossible authentication methods together with their advantages and
disadvantages has been presented to the reader in the above paragraphs. Also
the appraisal of mechanisms when looking at the security requirements for
UPT has been discussed. The need for a device was sometimes mentioned,
because of the requirements mentioned in Paragraph 5.2.4 (e.g. to make a
certain procedure user-friendly or to speed up the process of authentication).
A good example is the one-way mechanism with variable PIN. This PIN could
be calculated by the user and be manually input on a terminal by making use
of the dialling keypad, but this would be time consuming and therefore a device
is needed.

Other requirements stem from the limitations of the Phase 1 UPT scenario
offered on PSTN only (Paragraph 2.5): it will not be convenient to select a
solution that requires lots ofchanges to the existing infrastructure. Therefore,
two recommendations will be given in this paragraph: a short and a long term
solution. For the long term only the outcome of Paragraph 6.3, combined with
the requirements of Paragraph 5.2.4 will be used to select a mechanism. For
the short term, also the limitations of existing PSTN infrastructure will be
taken into account.

6.4.1 Short term recommendation

For a short term UPT solution (Phase 1), on the PSTN only, the following
demands can be obtained from Paragraph 5.2.4 and 2.5:

• security level comparable with existing networks
• devices, if used, applicable to existing terminals
• user-friendly procedure: not time-consuming, easy to perform and

devices, if used, small and light-weight.
• limited set of transmission possibilities: modem, DTMF
• standardized procedures

Keeping these requirements in mind, a selection has to be made between the
one-way authentication procedures discussed in Paragraph 6.2.1 and the
symmetric two-way mechanism ofParagraph 6.2.2.1 that also allows for DTMF
signalling. The one-way authentication procedure with altering
password is considered to be a good solution. It offers an acceptable security
level by changing the transmitted authenticator on the basis of a timestamp
and/or sequence number, thus avoiding the threat of password replay, and it
uses a relatively simple authentication device.
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On the user side a device will be needed to generate the timestamp or
sequence number and (eventual) the random value. This device will also
calculate the authenticator and transform it to a DTMF sequence. By this
device, the procedure will be kept user-friendly. The device will be small in size
and low in cost. That is for the one-way property of the procedure makes that
the device only needs a DTMF-transmitting facility. To protect against the
threat of loss or theft, the user will still need a PIN code to be authenticated
by the device. This might be an 'ordinary' four digit PIN whereas the actual
identification code (password) stored internally in the device can be much
longer than this PIN. Thus, the user needs not to memorize a long sequence.
Upon entrance of the correct PIN on a small keypad, the device will generate
and transmit the authenticator. Both the number of PIN attempts on the
device's keypad as the number of authentication attempts in general must be
limited to avoid exhaustive search. Another application of the device might be
as automatic dialer for a range of stored numbers.

On the network side a protected password directory is needed because, with
knowledge ofboth password and one-way function, the threat offraudulent use
by masquerade (Paragraph 5.2.3) will occur. Also a check on the number of
authentication attempts and on the sequence number needs to be performed.
Next the value of the sequence number to be expected needs to be incremented
and stored. A centralized authentication scenario is considered most
appropriate for UPT when using a one-way mechanism. This to avoid
synchronization problems.

Summarized this procedure offers a reasonable level of security, does not
demand unknown actions from its users (being familiar with PIN codes on e.g.
cash dispensers) and uses already standardized signals (in-band DTMF
signalling) so that existing terminals can still be used. Thus the requirements
have been met. This method of identity verification combines a token with a
PIN and is thus a combination of method 1. and 2. as they have been
mentioned in Paragraph 6.2. Furthermore the device can be used for other
applications.

6.4.2 long term recommendation

For the long term - the reader should think of an ISDN and GSM application
for UPT - the criterium of applicability on existing terminals is weaker.
Specialized terminals could be foreseen on the long term (Phase 2 and further).
For ISDN there will already be a need for new terminals so it would be
possible to build in the extra features needed for UPT. Now the
implementation of the more sophisticated security procedures becomes possible.
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Especially for the use of two-way authentication procedures, DTMF or modem
type devices are not practical. They would become too large and heavy, due to
the need for both a sending and a receiving facility. Procedures might also
become too time-consuming due to limited signalling speed. GSM does not even
support in-band DTMF signalling [Edinb91,p159]. A new terminal should
therefore be equipped with a smartcard reader such as they are already in use
for GSM. Small, light-weight smartcards are able to directly interpret the
digital signalling information, thus avoiding the transformation of signalling
data in DTMF or modem signals. They may also contain (parts 00 service
profile information.

The reader should notice though, that for the use of UPT on GSM-terminals
some problems exist: to use GSM, a GSM subscription identity module (SIM)
has to be present in the terminal, otherwise the GSM-network will no longer
follow the location of the terminal. So the UPT user will either have to be GSM
subscriber or he will need the card of another GSM subscriber to be registered
for incoming calls on a GSM terminal. For outgoing calls, a distinction will now
have to be made between UPT calls and GSM calls related to that SIM.
Authentication will have to be done both for GSM (use of the network) and
UPT (use of the service). These problems, concerning the integration of UPT
and GSM, are considered outside the scope of this report.

Both with public and with secret key systems a security level comparable to
that of the underlaying networks can be obtained. The secret key has the
following advantages compared to the public key system:

• smaller key size
• simpler key generation
• simpler algorithms
• smaller messages to be exchanged
• large amount of experience available (e.g. used in GSM)

The advantages of the public key system are:

• key management is less critical, public keys can be transported freely
as certificates (to assure integrity) between service providers

• they have the possibility to offer, next to authentication, also the
security function of incontestable charging (non-repudiation)

Both these properties make the public key system suitable for UPT, being
typically an environment with a very large user group and a large number of
service providers. The number of authentications that has to be performed will
be large and the simpler the key management, the better. Also the possibility
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to offer two security services using one mechanism is in favour of the public
key systems.

Zero-knowledge systems have the advantage that no key exchange is necessary,
so authentication becomes an entirely local procedure. But, also for public key
systems a mechanism has been found to obtain a local authentication
procedure, without the need for key exchanges within the network! (this will
be explained in Chapter 7). Furthermore, the zero-knowledge systems do not
have the signing possibility of a public key system. Moreover, after a valid
authentication, normally the service profile will have to be checked (for user
authorization checks), so to profit fully of a zero-knowledge system, this
information has to be available locally in the network. Otherwise namely, an
exchange of data will take place anyway so the absence of keys is of no
advantage. Therefore the author considers the advantage of keyless operation
not of greater value than the key management in public key systems (the key
can even be an integral part of the service profile).

The biometric methods finally, were considered too expensive (terminals need
sophisticated scanning features) and moreover their figures (Type I and II
errors, time needed) were not satisfactory.

6.5 Summary and conclusions of Chapter 6

In this chapter, the security facility authentication has been elaborated for UPT
by performing steps Nos 7. and 8. of the threat assessment procedure of
Paragraph 4.3. For UPT, the following definition of authentication can be
adopted:

Authentication refers to verifying the identity ofan entity (user, subscriber
or service provider) by its peer ((another) service provider), preceding the
execution of a UPT procedure demanded by a user / subscriber or
preceding a service profile data exchange between service providers.

Only the first category (user authentication) has been considered.

Identity verification can be done by something a person has, something he
knows and/or something that is characteristic to that person. The survey that
has been given in Paragraph 6.2 shows how several types of security
mechanisms can be used to offer the security function ofauthentication. Three
main categories have been distinguished:
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• one-way authentication methods, using only one-way
transmissions. They are subdivided in mechanisms using a constant
password and mechanisms that use altering passwords.

• two-way authentication methods, using challenge-signed-response
techniques and even dialogues. With subclasses secret key, public key
and zero-knowledge protocols.

• biometric authentication methods, recognizing persons on the
basis of a physical or behavioural characteristic.

Advantages and disadvantages of these mechanisms have been analyzed and
their capabilities have been compared with the requirements on security for
UPT as they were given in Paragraph 5.2.4 (Threat assessment step No.7.).
The restriction that UPT should be offered in Phase 1 on the ordinary PSTN
terminals (see Paragraph 2.5) limits communication to a DTMF or modem-type
protocol. The result is that a selection (step No.8.) for both a short and a long
term recommendation had to be made.

1. Short term recommendation: a one-way communication procedure,
transmitting an authenticator that changes each time by applying a
one-way function with a timestamp as sequence number to a fixed
password. The authenticator is to be generated by a DTMF type
sending device, protected against loss or theft by a PIN code (to be
applied by the user before using the device). Both the number offalse
PIN code entrances as the number of authentication attempts should
be limited to avoid exhaustive search. To avoid synchronization
problems, authentication data should be stored in a centralized way
(e.g. at the home service providers).

2. Long term recommendation: a public key challenge-signed
response system using a smartcard as device, authentication of the
user to the device takes place by a PIN code, next the device will
perform the authentication to the service provider.

For the long term the restriction of using existing terminals will become less
important: ISDN, GSM and UMTS will introduce new terminal types and thus
the possibility to foresee the necessary features to upgrade security. Digital
subscriber signalling will offer the larger signalling speed necessary for the
two-way cryptographical methods.

With this chapter, the threat assessment procedure has been completed. The
next chapter will focus on the implementation details by presenting the
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network information flows both for the short and for the long term solution in
several network configurations.
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7
Information flows for

authentication procedures

In Chapter 6 an overview of possible authentication procedures and their
advantages and disadvantages has been given. Based on the requirements on
security mechanisms, two procedures have been selected, resulting in a short
term and a long term recommendation. This chapter will describe the selected
procedures in more detail, by presenting the information flows that are needed
to implement these procedures. The functional architecture for IN, as it has
been discussed in Chapter 3, is taken as a basis for the information flows.

7.1 Introduction

The description of a procedure in information flows is part of the "Method for
the characterization of telecommunication services supported by an ISDN and
network capabilities of an ISDN" as it is described in [1.130]. The overall
method consists of three stages:

• Stage 1, describing the service aspects from the user's point ofview
(the network is seen as one entity);

• Stage 2, describing functional network aspects, giving an
intermediate view ofwhat happens at the user-network interface and
inside the network between different functionalities;

• Stage 3, describing the network implementation aspects, giving
the actual switching and service nodes description, as well as the
protocols and format to be adopted.
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Stage 2, as it is described in [Q.65J, is, on its term, subdivided into 5
consequent steps of which the information flow description is the second one.
Those steps are described below:

1. the functional model. By this model the functional entities and the
communication relationships between them are identified. In this
chapter the IN functional model, as described in Chapter 3, will be
used.

2. information flows. They identify each interaction between a
communicating pair of entities. Only the cases of successful
operation are identified.

3. SDL diagrams for functional entities. They cover also unsuccessful
and abnormal operation (this may result in the need for additional
flows).

4. functional entity actions. They identify the actions within a FE
from reception ofa flow to the transmission of the next resulting flow.

5. allocation of FEs to physical locations.

The output of the stage 2 description is signalling system independent and is
used as an input to stage 3. The remaining information flows between the
identified physical entities will then be used as a basis for the service
primitives for a signalling protocol between those entities.

7.2 The short term authentication procedure

In this paragraph first a general description of the procedure will be given.
Information flows and a description of the Functional Entity Actions will
conclude the discussion of the short term procedure.

7.2.1 Description of the procedure

The information flows for the short term (Phase 1) solution are based on IN
Capability Set 1 (Paragraph 3.3). This means that interworking will only be
possible between SCF and SDF. Four different service providers can be
involved in a call of a UPT user to another UPT user. They are displayed in
Figure 7.1.

For the short term scenario, the choice has been made in Chapter 6 to use a
centralized database structure. This was done to avoid synchronization
problems between the service providers and between user and service provider.
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Originating side

Information flows for authentication procedures

Destination side

Figure 7.1 Service providers involved in a UPT call

In the centralized structure all the subscriber and user related information will
be stored in the home data-base of the user (SDF of his home service provider).
This means that queries about a given user can only be replied by the SDFh
of that user. Thus, the SCF at the originating side, no matter how far from the
home service provider of the calling user, has to demand the SDFh for
information on the user that he wants to authenticate. A consequence is that
the SCF has to be informed about the location of this information. The user's
PUI (this might be his PTN) could be used for this purpose, provided that it
contains some information to identify the home database (e.g. a country code
and an operator number in case a country has more than one UPT operator).

The authentication procedure will have to be performed each time the user
wants to initiate a UPT procedure. An exception to this rule is the use of a
follow-on option (see Paragraph 2.4.1 and Figure 7.2) or the use of exceptional
procedures for which authentication is not required (see Paragraph 5.3).

The basic principles of the short term authentication procedure are
summarized below:

• one-way procedure with altering password
• altering password created by applying a one-way function on: the

user's password, a sequence number and an (optional) random
number

• a DTMF sending device is applied to calculate the altered password
and to transmit the entire authenticator (including the user's
Distinguished Name (his PTN»

• a PIN has to be entered on the device's keypad before it transmits the
authenticator, this to protect the device from misuse when stolen or
lost

• the number of PIN attempts on the device, as well as the number of
authentication attempts is limited to avoid exhaustive search

• centralized authentication data storage of the user to be
authenticated (at the home service provider (SDFh»
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• this storage facility is to be protected against both illegal write and
illegal read actions (confidentiality and integrity)

• next to the user's password, also the last received sequence number
has to be stored (the one that is received next must be greater than
the stored value)

• the authentication mechanism (the applied one-way function and the
type of sequence number to be used) is assumed to be standardized,
therefore the check on authentication data can be done at the visited
service provider (SCF)

Access, Initiation, Authentication

Selected UPT Procedure

Release I
Follow On

(calling user NOT released)

Figure 7.2 The organization of a UPT sequence

The information flows for this scenario (standardized mechanisms,
authentication performed by the visited SCF) are given in Figure 7.3.

According to the IN Functional Model (Paragraph 3.3.2) and the security model
(Paragraph 4.5.1) it is indeed the task of the SCF to perform the actual check
on the data related to authentication, and to decide whether the association
can be set up or not. The SDF(h) (or SMIB) will merely perform the function
of storage facility.

However, if the applied authentication procedures are not standardized, the
visited service provider on the originating side may use another procedure than
the home service provider (different security domains using different security
mechanisms). Therefore, the SCF on the originating side might not be able to
perform user authentication with the data that is supplied by the SDFh. If this
situation occurs, it will be necessary to put the complete authentication
functionality within the SDFh. In this scenario the SDFh becomes the entity
that performs the complete authentication for all the users associated with that
home service provider. It can, thus, be compared with a centralized
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authentication facility. Information flows for this scenario are given in Figure
7.4.

The disadvantage of the latter scenario is that there is less compatibility with
the long term solution, using e.g. a distributed database structure. Then the
user's service profile (including authentication data) might be available
anywhere in the network. It would then be more convenient if authentication
is a function that can be performed at the SCF, with authentication data either
available at the associated SDF or with authentication data retrieved from
another location. This to avoid that all the signalling on behalf of
authentication has to pass the whole network. The more so as authentication
is a procedure that will be applied very often, a local settlement would be
preferable to decrease the network signalling load.

7.2.2 Information flow diagrams

Two information flow diagrams are given in this paragraph:

• in Figure 7.3 the flows for the scenario with authentication performed
by the SCF of the visited service provider are given.

• in Figure 7.4 authentication is performed by the SDF of the home
service provider (this becomes a centralized authentication facility).

Details of both the scenarios have been discussed in Paragraph 7.2.1.

The diagrams not only show the actual authentication, also the access to UPT
by triggering the SSF and the connection setup with the SRF is shown. Thus,
the entire first block in the diagram of Figure 7.2 is covered. Mter a successful
authentication, the user may continue by selecting the desired authentication
procedure.

7.2.3 Functional entity actions

In this paragraph, the Functional Entity Actions (FEAs) as they have been
identified in the information flow diagrams of Paragraph 7.2.2 are described
shortly. The numbers used for the FEAs correspond to the numbers in Figures
7.3 and 7.4.
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FEA 101

• Receive and recognize UPT trigger event (e.g. access code): UPT req.
• Pass call control to Intelligent Network layer by initiating the SCF:

INITSCF req.ind.

FEA 102

• Receive INITSCF req.ind.
• Activate SLP for received access code (UPT Service Logic)
• SLP will demand for authentication
• Set up a connection with SRF to play announcements and interpret

user in-band DTMF signalling: SRFCONN req.ind.

FEA 103

• Receive SRFCONN req.ind.
• Set up connection between user and SRF (normal network connection

control procedure)

FEA 104

• Receive confirmation rifconnection control procedure: setup resp.conf.
• Inform SCF about established connection: SRFCONN resp.conf.

FEA 105

• Receive confirmation of demanded connection set up procedure:
SRFCONN resp.conf.

• Instruct SRF to collect the user's authentication information:
Prompt&Collect(#)

FEA 106

• Interpret received instruction number: #
• Prompt user by playing an announcement: "Please activate. your

device"
• Prepare for reception of user's identification and authentication data
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FEA 107

• User hears announcement in handset
• Interpret announcement and activate the device by input ofPIN code:

PIN

FEA 108

• Check PIN and check on maximum number of PIN attempts
• Construct and transmit the authenticator

FEA 109

• Receive and interpret the DTMF information received from the device
• Provide the SCF with the demanded user information: COLL

UI resp.conf.

FEA 110

• Receive user information (COLL-UI resp.conf.) and store the user's
identity (among others for charging) and authentication information.

• Collect location information of user's home service provider from
user's identity (PTN or PUI)

• Request home data base (SDFh) for authentication information on the
user: QUERY req.ind.

At this point a (mutual) authentication between SCF and SDFh (this means
service provider authentication) could be foreseen, before the desired
information is provided to the SCF.

FEA 111

• Receive QUERY req.ind.
• Search for requested information (password, sequence number) and

check if user is on blacklist (maximum number of authentication
attempts is exceeded)

• Transmit the information to the SCF: QUERY resp.conf.
• Prepare for reception of authentication result
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FEA 112

• Receive authentication information QUERY resp.conf.
• Perform the authentication (by comparing the user's authenticator

with a self calculated one)
• Inform SDFh about the result and the used sequence number:

UPDATE req.ind.

FEA 113

• Receive UPDATE req.ind.
• Update sequence number and, if authentication result was negative,

counter for maximum number of authentication attempts
• Send confirmation back to SCF: UPDATE resp.conf.

FEA 114

• Wait for UPDATE resp.conf.
• Erase authentication information
• Prompt user about authentication result and instruct him about what

to do next (Prompt&Collect(#», there are three possibilities:
authentication has been correctly completed, the user may
select a UPT procedure
maximum number of attempts exceeded, prompt user to
contact his service provider
authentication incorrect, prompt user to try again (proceed
with FEA 107)

FEA 115

• Interpret received instruction number: #
• Prompt user by playing the selected announcement

"Authentication has been completed, select desired UPT
procedure"
"Maximum number of attempts exceeded, service has been
blocked, please contact your service provider"
"Authenticator invalid, please try again by activating your
device"
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For the scenario with the SDFh performing as a centralized authentication
authority, see Figure 7.4, two other procedures have been identified (instead
of 111, 112, 113 and 114).

FEA 116

• Receive QUERY req.ind. (has to include now the complete
authenticator)

• Check if user is on blacklist (maximum number of authentication
attempts is exceeded)

• Ifnot on blacklist, search for needed information (password, sequence
number)

• Perform authentication
• If negative, increment the counter for the maximum number of

attempts
• Update authentication information: store new sequence number,

erase old one
• Transmit the authentication result to the SCF: QUERY resp.conf.

FEA 117

• Receive QUERY resp.conf. and interpret authentication result
• Prompt user about authentication result and instruct him about what

to do next (Prompt&Collect(#», there are three possibilities:
authentication has been correctly completed, the user may
select a UPT procedure
maximum number of attempts exceeded, prompt user to
contact his service provider
authentication incorrect, prompt user to try again (proceed
with FEA 107)

7.2.4 Evaluation and recommendation

From the information flow diagrams and from the FEAs it can be concluded
that performing the authentication at the SDFh, requires less information
flows. Thus, the burden on network signalling will be lower. Consistency
of database information is another fact that is in favour of this procedure.
In the gap between FEA 111 and 113, the database information is in fact not
consistent: an authenticator has been issued, but the sequence number is not
yet up to date.
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Another reason could be trust between service providers. With
authentication performed by SDFh, the service provider will not have to reveal
security related information (user passwords and sequence numbers) to third
parties: only the authentication result is transmitted. This implies a higher
level of security.

For these reasons, it is recommended to perform authentication at the
SDFh. Nevertheless, the reader is reminded to the fact that performing
authentication in the SDFh is not in accordance with the IN functional model:
some intelligence has to be foreseen in the SDF.

Originating side

UPT user

Outgoing UPT Call

(Authen1i<:ation manda""y)

Incoming UPT Call
(Authentication optional)

Destination side

UPT user

non-UPT user
ordinary cal (no authentication)

non-UPT user

Figure 7.5 UPT Call handling procedures and authentication

For a Phase 1 solution, UPT specific call announcement and answering are not
provided, thus authentication for incoming UPT calls is not possible (see
Paragraph 2.5). Authentication for incoming calls, however, could be provided
using the given diagrams (for the originating side) again, but now on the
destination side. The UPT trigger event this time is initiated from an CCF/SSF
in the originating network. This trigger now has to contain information on the
called UPT user (user identity and Routing Address). The SCFd will now alert
the called user on the Registration Address (without setting up the entire
connection). The call connection will only be completed when SCFd has
successfully completed the user authentication procedure.

Whether Incoming Call Authentication is to be provided, depends among others
also on the time needed to perform this procedure: because meanwhile the
calling user has to wait!
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7.3 The long term authentication procedure

In this paragraph the information flows for a long term procedure will be
presented. But first a proposal for a local authentication procedure using a
public key mechanism will be made.

7.3.1 Proposal for a local authentication procedure

It has been mentioned that the more locally in the network the authentication
procedure can be performed, the less network signalling will be needed. UPT,
being typically a service in a multi-user environment with many
authentication procedures per user, could obtain large benefits from such
a local procedure. Each time a UPT user wants to initiate a UPT procedure,
authentication will have to take place. Signalling on the user-network interface
would then be less annoying than inter- and intra-network data exchanges.

In Chapter 6 the zero-knowledge procedures have been mentioned as local
procedures, but they have the disadvantage that little experience is available
at this time. However, also using public key systems a local authentication
procedure can be obtained.

Instead of storing the public key of a user in a network database (whether
centralized or distributed), it would be more convenient to have that key
always available at the actual location of the user. This can be done by storing
the public key of the user in his authentication device (a smartcard has
been mentioned for this purpose in Chapter 6). To avoid the possibility that
malevolent users generate their own public/secret key pair and store it in a
fake device, the authenticity of the public key has to be checked before it can
be used for authentication procedures. It is the same public key mechanism
with which this check can be established! The user's public key then needs to
be stored in the form of a certificate, signed with the secret key of a
certification authority (this is an authority in the system that is trusted by
the involved parties and that creates certificates and optionally may also create
the keys, e.g. a card issuer). The authenticity of the user's public key can now
be checked using the public key of the certification authority. This means that
only the certification authority's public key has to be available for the service
provider, to be able to authenticate all the UPT users! There is no more need
for searching the user's public key in network databases and to transport
security information through the network to perform user authentication.

A user's public key certificate could have the following format:
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containing the following quantities:

h(y)

user identity (Distinguished Name)
identity of Certification Authority
the user's public key
start and end date of the validity of the certificate
the value of x encrypted using the secret key of the
Certification Authority
the result when a hashing function has been applied on y (to
reduce the length of y to a format on which encryption can be
applied)

When the service provider has obtained the certificate ofthe user's public key
from the device, he can check its validity. With the use ofCA he can determine
the which Certification Authority has issued the certificate. Next he can
decrypt the encrypted part of the certificate using the public key of that CA. If
the plaintext values of PTN, CA, E~er and T correspond with the encrypted
values, the certificate is valid, provided that T indicates a valid date/time.

The service provider may now store the public key for some time in his own
database. Thus, the next time this user has to be authenticated, his public key
is directly available. To protect the devices from misuse when stolen or lost, a
PIN code still needs to be applied on the device, before it can be used. The
device needs to be electronically blocked when the maximum number of PIN
attempts has been exceeded. This protection is very important for the local
authentication scenario. In a scenario with storage of public keys within the
network, these keys could namely be 'marked' when theft or loss of a device
had been reported (black list); but with these keys being stored in the device,
this becomes difficult. Therefore, protection against loss or theft has to be
provided by the devices themselves, although a black list that is updated once
a-day, during instants of low signalling traffic, could still be provided.

On the network side this yields the following authentication procedure (to be
performed when a user has demanded access to UPT and has provided his
identity):

1. Recognition of the UPT user's identification (his PTN)
2. If user is on blacklist, stop the procedure (only if blacklist has been

foreseen)
3. If the user's public key is available in the local database, go to 6.
4. Get public key certificate from user's device
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5. Check validity of user's public key certificate by using the public key
of the certification authority, if not valid, stop the procedure. Ifvalid
the key can be stored for a next authentication

6. Generate random, encrypt it with the user's public key and send this
challenge to the user's device

7. Wait for response or time-out
8. If response is correct (response=random), user has been

authenticated.

On the user side, the device will have to be input in the terminal when the
user wants to use a UPT procedure. The only action that will have to be
performed during authentication is the entrance of the PIN code on the device
or terminal (depends on the design that will be chosen for the device).

7.3.2 Information flow diagrams

For the long term, it is supposed that a direct signalling link via the CCF/SSF
will be available between user (device) and network. Thus, a connection with
the SRF will no longer be required. The information flows in Figure 7.6 show
the authentication procedure as described in Paragraph 7.3.1. Notice, that the
entire authentication procedure is performed by the visited service provider! No
inter-network signalling is required.

In Figure 7.6 the authentication procedure is started after a service request
from a UPT user (e.g. Outgoing UPT Call or Registration Modification).
However, the same procedure (the flows within the "Identification!
Authentication"-box) can be applied on the destination side in case of an
Incoming UPT Call to identify and authenticate the called user. A signalling
connection with the destination terminal (Routing Address) has to be set up
and the called user has to be alerted and must have input his device.

7.3.3 Functional entity actions

In this paragraph, the FEAs as they have been identified in the information
flow diagram of Figure 7.6 are described shortly.

FEA201

• Receive and recognize UPT trigger event (e.g. access code): UPT req.
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• Pass call control to Intelligent Network layer by initiating the SCF:
INITSCF req.ind.

FEA202

• Receive INITSCF req.ind.
• Activate SLP for received access code (UPT Service Logic)
• SLP will demand for authentication
• Activate user device by requesting identification information:

CaLL-UI req.ind.
• Prepare for reception of requested User Information or time-out

(device not installed)

FEA203

• Receive CaLL-UI req.ind.
• Information is read out ofmemory and sent back: CaLL-UI resp.conf.

FEA204

• Receive requested user information: CaLL-UI resp.conf.
• Recognize user identity and check if the public key of this user is

already available in the database: QUERY req.ind.

FEA205

• Receive request for information: QUERY req.ind.
• Look for public key of the user and send it back if found:

QUERY resp.conf.

FEA206

• Interpret received result: if key is available, proceed with FEA 208
• Ask user device to deliver public key certificate of the user:

CaLL-UI req.ind.
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FEA 207

• Receive request for public key certificate: COLL-VI req.ind.
• Information is read out ofmemory and sent back: COLL-VI resp.conf.

FEA208

• Check for validity of the received public key by making use of the
public key of the (trusted) Authentication Authority to control the
certificate

• Generate a random, encipher it under the user's public key and use
it as a challenge to the device: CHAL req.ind.

• Wait for response

FEA209

• Receive the challenge: CHAL req.ind.
• Prompt the user to enter his PIN code on device or terminal (depends

on the design and construction of the device), this can be done e.g.
with a light signal or a beep

FEA210

• V ser is alerted by PIN indo
• Entrance of PIN: PIN resp.

FEA211

• Receive PIN resp.
• Check for validity ofPIN (this information will be stored in the secret

part of the device's memory (see Appendix C)) and for limit on
maximum number of PIN attempts

• Increment false attempt counter and self-destruct if maximum is
exceeded

• Decrypt challenge under user's secret key and send the response
back: RES resp.conf.
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FEA212

• Receive RES resp.conf.
• Compare the received value with the random that was generated in

FEA 208. If they agree, authentication is considered to be successful
• If the user's public key had to be obtained from the device, the key

may now be stored (temporarily) in the database the purpose of
future authentication: UPDATE req.ind.

FEA213

• Receive UPDATE req.ind.
• Store user's public key
• Confirm SCF of update: UPDATE resp.conf.

The SCF may now continue with e.g service profile checks to determine
whether the user is authorized for the demanded service. How the SCF
continues, depends on where the Authentication block has been invoked and
on the UPT req. that first initiated the SCF.

7.3.4 Evaluation

. It goes without saying that for this procedure specialized terminals with a
smart card slot will be necessary. A direct digital signalling link with the user
is another requirement.

Furthermore, to profit fully of the decentralized authentication procedure, it
would be most appropriate to have also the service profile information locally
available. Subscription related information and other fixed information, that
is normally contained in the service provider's part (see Paragraphs 2.2.4 and
5.4), could e.g. also be stored on the smart card (in the confidential part of the
memory (see Appendix C), so protected from unauthorized modifications).

The requirements are then, that:

• the amount of memory on the card has to be large enough, and that
• the user-network signalling link has to be fast enough.

The latter is a special point of interest, because the user-network interface is
in fact most vulnerable to intentional threats like eavesdropping and to
accidental threats like disturbance. Therefore, error correcting codes and
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encipherment of the (confidential!) service profile data will require extra
signalling capacity.

In fact all the information that is not related to mobility can be stored out of
the network if integrity and confidentiality can be guaranteed! Only when the
user actually uses UPT, this information has to be checked (e.g. if there are
restrictions on roaming or if the user is subscribed to the requested service).
Mobility related information, such as all registration information, but also
default terminal addresses and time dependent routing parameters, has to be
available within the network to be able to route the Incoming UPT calls. The
check on authorization and authentication can then be done locally using the
information stored on the user's smart card.

7.4 Summary and conclusions of Chapter 7

This chapter has given a stage 2 information flow description of the two
authentication procedures that have been selected in Chapter 6.

Two solutions have been presented to implement the centralized short term
procedure on an IN functional model (with interworking only between SCF and
SDF):

• authentication performed by the SCF of the visited network,
• authentication performed by the SDF of the home network.

A recommendation for the latter has been given in Paragraph 7.2.4 because of
three reasons:

• less signalling needed
• higher data consistency
• higher level of security

For the long term, first an authentication procedure has been suggested that
can be performed entirely local in the network (meaning at the visited service
provider) without the need for internetwork signalling. This procedure makes
use of the properties of a public key cryptosystem, selected in Chapter 6 for its
advantages in key management. Next, the information flows and the
Functional Entity Actions to be performed by the network entities have been
given.

Although the local authentication procedure, intended for a target UPT
scenario (Phase 2 or later), implies a reduction ofinternetwork signalling load,
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full profit can only be obtained when also service profile information can be
stored locally (meaning.Q!l the user's device). This implies that:

• enough memory has to be available on the card,
• storage on the card has to be secure,
• the user-network signalling capacity has to be large enough and

reliable,
• user-network signalling has to be secure (encryption will be

necessary)

With the information flows, shown in this chapter, the definition and
evaluation of recommendations for authentication procedures has been
completed. In the next chapter the final conclusions of this report will be
presented.
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8
Conclusions &

recommendations

UPT intends to offer its users personal mobility through the use of a
personal identifier. This mobility is to be offered to the user throughout
multiple networks and for all subscribed services, eventually on a worldwide
scale. In this report the security aspects ofUPT have been analyzed, focussing
on user-authentication. In this chapter the final conclusions will be presented.
Two recommendations for user authentication procedures will be given, as well
as some recommendations for future work.

8.1 Conclusions

1. Security is a relative concept, dealing with decision making: something
is allowed or not. Therefore, one needs the definition of a reference level
(saying what is allowed or not allowed) to be able to judge the amount of
security that is given. For the success of UPT it will be necessary to offer a
level of security that is as good as in existing networks: the customer should
be able to use the UPT services he has subscribed to (e.g. UPT telephone
service), as ifhe was using them on a fixed (PSTN) or mobile (GSM) basis. The
performance of activities for which rights have been granted is called
authorized behaviour, this is laid down in the security policy. It only gives
the requirements on the desired security, the actual implementation is given
by the security measures.
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2. Applying the method of threat assessment to UPI' means that first the
affected assets need to be identified. They are:

• service provider
• subscriber
• user
• network owner
• line-subscriber
• data-base information (service profiles)

3. These assets need to be protected against both intentional and
accidental threats (attacks). The following threats have been identified:

1. fraudulent use of network and resources
2. eavesdropping (of authentication information and user profile data)
3. unauthorized user actions towards the service provider
4. unauthorized user actions towards the subscriber
5. user mistakes (accidental threat)
6. unwanted terminal use
7. destruction, modification or monitoring (privacy!) of data-base

information
8. repudiation of charges
9. threats incorporated in new UPT procedures

4. The UPT procedures are the most important vulnerabilities of the
system: many threats are executed via these procedures (threat Nos 1,3,4,5,
6, 7, (9)). Also the exchange of service profile data between service providers
is a vulnerability, it needs to be protected against threat Nos 2 and 7.

5. To cope with the above mentioned threats, the following security
functions can be identified:

• partitioning of the service profile in three parts (related with user,
subscriber and service provider), in combination with an access
control procedure (threat Nos 3,4,5)

• exceptional procedures (threat No.6)
• authentication (threat Nos 1 and 7, and as a part of the access

control procedure), the authentication procedure itself needs to be
protected from threat No.2.

• confidentiality (threat No.2 and 7.)
• integrity (threat No.7)
• incontestable charging (threat No.8)

6. It can be concluded that authentication (the verification ofthe identity
of an entity) is an important security function for UPT. The security policy for
UPT can therefore be called an identity-based policy: meaning that decisions
are made on the basis of the identity of an entity and on the information
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related to that entity (consider e.g.: user identity and service profile
information).

7. To offer authentication and other security functions, security measures
are needed. They are to be selected on the basis of the following requirements:

• the offered security level should be in compliance with the security
policy

• user-friendly
• effective and efficient in an open network
• made-to-measure
• standardizable
• low costs
• customer confidence
• applicable on existing PSTN terminals and network (only for the

short term, Phase 1, UPT scenario)

This document has focussed on user authentication, and based on the
requirements mentioned above, two recommendations for user authentication
procedures have been given. They will be summarized in the next paragraph.

8.2 Recommendations and future work

• Short term solution

For the short term, the signalling needed for user authentication remains
limited to in-band DTMF or modem type signalling. A one-way authentication
mechanism with an altering authenticator, to avoid replay, is recommended.
Thus, a considerable level of security can be combined with a not too time
consuming procedure. The authenticator is based on a fixed password (stored
internally in the device) and a sequence number. Using a device to calculate
and transmit the authenticator makes that the procedure remains user
friendly. Authentication should be performed in a centralized manner (by the
home service providers). This to avoid synchronization problems, inconsistency
of sequence numbers and the need for password transport between service
providers. Furthermore, a PIN needs to be applied to the device before it can
be activated. This to protect it against misuse when lost or stolen. To avoid
exhaustive search ofboth authenticator and PIN, the number ofauthentication
attempts should be limited.

UPT will be offered by many service providers (security domains), each
possibly establishing his own security policy. In the proposed short term
solution, each service provider can have its own security policy because he will
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take care of the entire authentication procedure for the user's associated with
him (the visited service provider is only informed about the result). However,
an agreement upon a common (minimum security) policy would be desirable.
Otherwise the situation might occur that a service provider offers UPT to users
associated with a service provider with less strict security requirements.

The concept of IN has been selected as a basis for UPT, for its database and
information processing facilities as well as for its ability to quickly introduce
new services. UPT, being typically a multi-network service, requires IN
interworking capabilities. For the short term (CSl) they have only been
foreseen between SDF and SCF. For the proposed authentication procedure,
changes to CSI will be necessary to allow for the authentication procedure to
be performed at the SDF ofthe home service provider. Some extra functionality
is to be added to this SDF: it will no longer perform merely database functions.

• Target UPT solution

For the long term a procedure that can be performed locally in the network has
been suggested. This to minimize the signalling load needed for authentication.
For the selected public key system applied in a challenge-signed-response
procedure, the use of smart cards will be necessary to perform the necessary
calculations and to store the authentication related data. A standardization of
the mechanisms to be applied is mandatory for this scenario. However, unlike
solutions as chosen e.g. for GSM, key exchange remains limited to the user
network interface. A certificate (to prove authenticity) of the user's public key
is to be stored on the user's device. Service providers will only need to store the
keyes) of the certification authority(ies). To protect the device against loss or
theft, again a PIN code will be needed.

For the application of this procedure, the following requirements have to be
met:

• standardized mechanisms,
• specialized terminals,
• digital subscriber signalling,
• devices and user-network signalling links need to be fast enough to

prevent for time-consuming procedures.

To profit fully of the local procedure, it would be desirable to store as much
service profile information as possible on the user's device. Thus, the UPT user
information is always available where it should be: namely close to the location
of the user; and internetwork signalling for UPT remains limited to mobility
related information (registration) and call establishment.
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• Future work

Especially when the local authentication procedure is used, service providers
operate on the basis of trust. They authenticate each others users, but the
home service provider has no guarantee that authentication did indeed take
place. Therefore, the threat of repudiation ofcharges could become important.
However, the same public key mechanism can also be used to cope with threat
No.8. With this mechanisms incontestable charging can be obtained by
using the user's secret key as a digital signature. This is for further study.

.. I

.. .i.,:, j'-", ~-~ '-~:) \~ ,,.., ..

The provision of additional security functions could be considered. Users
could e.g. use their public key to exchange temporary secret keys. These keys
can then be used to encipher their communication (using e.g. DES encryption).
Notice that secret key encryption is still faster than public key encryption and
therefore is more appropriate for enciphering of real-time data exchanges. A
DES encryption facility could be provided on the user's smartcard. For this
facility the customer can be charged. Next to authentication for Incoming UPT
Calls, also a mutual authentication between the parties participating in a call
could be foreseen. This could e.g. be done by an authentication procedure on a
user-to-user signalling link. Again the same public key algorithm can be used
in combination with an exchange of certificates.

Also the possibility to store service profile data on the user's smartcards
is for further stlldy. It has already been mentioned that it is necessary that all
mobility related information remains to be stored within the network, but
subscription information and user data may also' be stored on the card. The
exact definition of what information can be stored on the card and what
information is to remain in the network is a topic for future study. Also the
signalling speed necessary to perform a quick data exchange on the user
network interface and the capability ofexisting network signalling protocols to
support this exchange is to be investigated.
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Appendix A

Example of the RSA asymmetric key mechanism

This appendix will clarify the principle of asymmetric key mechanisms as they
have been discussed in Paragraph 6.2.2.2. This is done by making use of an
example describing one of the most well known asymmetric or public key
mechanisms: the Rivest, Shamir, Adleman algorithm [Riv78].

The mechanism has to satisfy the requirements as they are presented in Para
graph 6.2.2.2. They can be summarized as:

1. D(E(M)) = M

2. It is exceedingly difficult to deduce D from E
3. E cannot be broken by a chosen plaintext attack

The RSA method is based on some principles from number theory. The
following parameters are to be computed in advance:

1. Choose two large primes, p and q, each greater than 10100
•

2. Compute n =p x q and z = (p - 1) x (q - 1).
3. Choose a number relatively prime10 to z and call it d.
4. Find e such that e x d = 1 mod z.

Now encryption can begin: first, the plaintext (a bit string) has to be divided
into blocks, so that each plaintext message P falls in the interval 0 :5; P < n.
This can be done by grouping the plaintext into blocks of k bits, where k is the
largest integer for which 2k < n is true.

10 two numbers are called relatively prime if they share no other divider than 1
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Example of the RSA asymmetric key mechanism

To encrypt a block P of the plaintext message, compute:

C = p e mod n.

To decrypt C, compute:

p = Cd mod n.

It can be proven that for all P in the specified range, the encryption and
decryption functions are inverses. To perform the encryption, e and n are
needed; to perform the decryption, d and n are needed. Therefore, the public
key consists of the pair (e,n) and the secret key consists of (d,n), or just d,
actually, since n is already public.

The security ofthe method is based on the difficulty offactoring large numbers.
Ifthe cryptanalyst could factor the (publicly known) n, he could then findp and
q, and from these z. Equipped with knowledge ofz and e, d can be found using
Euclid's algorithm. Fortunately, all the known evidence suggests that the
factoring is an exceedingly difficult problem. According to [Riv78], factoring a
200-digit number requires 4 billion years of computing time; factoring a 500
digit number already requires 1025 years (both using the best known factoring
algorithm and a computer with a 1 Jlsec instruction time). However, it should
be pointed out that no one has proven the absence of a trick that would allow
the cipher to be broken without factoring n. Neither has anyone demonstrated
the presence of any such trick.

Tanenbaum [Tan89] gives a trivial tutorial example of the RSA algorithm, it
is shown in Table A.I. The 'large' primes have been chosen p =3 and q = 11,
giving n = 33 and z =20. A suitable value for dis d =7, since 7 and 20 have
no common factors. With these choices, e can be found by solving the equation
7e = 1 mod 20, which yields e =3. The ciphertext, C, for a plaintext message,
P, is given by C = P 3 (mod 33). The ciphertext is decrypted by the receiver
according to the rule P = C 7 (mod 33). Table A.I shows the encryption of the
plaintext "SUZANNE" as an example. Because the primes chosen for this
example are so small, P must be less than 33, so each plaintext block can
contain only a single character. The result is a monoalphabetic substitution
cipher, not very impressive. Ifinsteadp and q had been chosen"" 1010°, n would
be "" 10200

, so each block could be up to 664 bits (2664
"" 102(0

) or 83 8-bit
characters.
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The Fiat-Shamir zero-knowledge protocol

Davies and Price [Dav89J give a short description of a zero-knowledge protocoL
This protocol uses mathematical ideas similar to those of public key
cryptography (e.g. the RSA scheme, discussed in Appendix A), yet with a
complexity of carrying out the calculations that is much lower. All the
calculations performed in this protocol are in finite arithmetic with a modulus
m which is the product of two large primes p and q. The mechanism is based
on the difficulty of finding square roots modulo m when the factorization of m
is unknown.

If numbers between 0 and m - 1 are taken, and they are squared, modulo m,
only approximately m/4 different results (all, of course, in the range [O..m-l])
are obtained. This means that only one quarter of the numbers in the specified
range have square roots. These numbers are called quadratic residues, and
they can be used for the zero-knowledge mechanism. In nearly all cases, one
quadratic residue has four different square roots. If x is known to be a square
root, then clearly m - x is also a square root; it can be thought of as the
negative of x. Table B.I shows the calculation of the quadratic residues and it
can easily be controlled that x = 2 is a square root of the quadratic residue 4,
and thus m - 2 = 13 is also a square root of 4. The other pair of square roots
of 4 is formed by 7 and 8. The zero-knowledge mechanism is based on the
difficulty of finding square roots in mod m arithmetic.

Consider a party A that has to be authenticated by B. A could e.g. be a smart
card belonging to a UPT user, B could be the UPT service provider. Let I be the
identity of the card (this could be a number, name of the user etc.) to which a
one-way function { is applied. This function will reduce the information
contained by I. The card will hold I and will make it available to anyone, but
uses {(1) for its calculation. In fact not {(1) but {(I, c) is used, where e is a small
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number concatenated with I so that v = {(I,e) is a quadratic residue. All those
values and the one-way function are available. Finally A contains a secret
number u satisfying u2 = v mod m (so being a square root of v), which proves
that A has been issued by the central card authority, who alone knows p and
q, the large prime factors of m.

Table B.l Example of the calculation of quadratic residues

X x 2 x 2 mod m

0 0 0

1 1 1

2 4 4

3 9 9

4 16 1

5 25 10

6 36 6

7 49 4

8 64 4

9 81 6

10 100 10

11 121 1

12 144 9

13 169 4

14 196 1

m = p x q = 3 x 5 = 15

The only assumption about B is that it knows the value of m (not its prime
factors) and that it has received the value of I and e from A so it can also
calculate v (the function (is public). Now A has to proof that it has the square
root u without revealing anything about the value of u. This can be done by the
following dialogue (all calculations are mod m):

1. A finds a random number r and sends a message to B containing two
values: x = randy = v/x. B can easily check thatxy = v.

2. B makes a random decision and sends one bit to A: e = 0 or e = 1.
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The Fiat-Shamir zero-knowledge protocol

3. If e = 0, A sends r to B.
If e = 1, A sends 8 = u / r to B.

Mter this dialogue B can easily check that either r =x or 8
2 =Y according to

its earlier choice of e. It will be clear to the reader that A should not send both
8 and r to B because it could then construct u = r8 and would know the secret
of the card. B has now verified that A is able to deliver on demand either r or
8 and thus that A must know u.

Ifthis dialogue is only applied once, there is a 0.5 probability that a malevolent
user A sends the right result back. Namely, he could have generated a random
r, calculated and transmitted the square x to B, and replied on B's random
challenge by transmitting r (he knows this value because he has generated it
himself). This possibility has to be made very small to make the algorithm
acceptable. By repeating the dialogue t times, this so called luck factor is
reduced to 2-1

•
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The Smart Card

The smart card has been mentioned in this report as a device that can be used
for authentication purposes. It consists of a microprocessor and a user storage
memory embedded in a credit-card-like device. Some technical details will be
discussed in this appendix.

The operating system ofthe card contains the routines to allow the card to hold
data securely in a tamper resistant form, as well as the secure communications
software. For security reasons it can only be implanted in the card during
initial card manufacture and cannot be subsequently changed.

The applications software is loaded in the card under the control of the
operating system at a later stage of card manufacture, just prior to final card
customizing.
It contains the routines for handling network security protocols.

The remaining part of the memory is available for user data, some of which
may also be loaded when the card is customized (e.g. PTN and personal
identity data). Flexible memory partitioning can be employed such that
memory outside the operating system can be split, as required, between
applications software and data.

There are three ways of storing data in the card's memory:

• secret data is data that, once loaded, can never be read outside the
card and cannot be altered.

• confidential data can only be read outside the card upon receipt of
the correct password or key, and cannot be overwritten.
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• free data can be read and written as specified by the applications
software.

Examples of secret data are the user's secret key and his PIN. The PTN or PUI
and also the certificate of the user's public key could be stored in the confiden
tial area. The free data zone can be used for user profile information or for
personal storage of telephone numbers that can be automatically dialled.

All applications software and data is maintained securely in the card's memory,
which is immune to external magnetic fields, radio frequency transmissions
and X-rays.

For UPT, the smart card could be used for authentication purposes as is
described abundantly in this report. Other applications could be user data
storage, e.g. parts of the service profile could be stored on the device. Calls
could also be charged directly to the card, when an the user has paid in
advance for an amount of credits on the card. A direct link with e.g. a credit
card account could be another application.
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