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Abstract

Abstract

1

The management of a network can be defined as the tasks to be performed to deliver a number
of services to the users and to let the network work correctly. These tasks can be performed
in several ways. Two kinds of networks are examined to see what standards are used to do
the managing of the network: the ISDN as a representative of the public networks and the
LAN as a representative of the computer networks. The aim will be the development of a
management toolbox for both kinds of networks.

ISDN uses the TMN (Telecommunications Management Network) to maintain the network.
The CMIP (Common Management Information Protocol) is used to manage the ISDN. For
CMIP managers and agents are defined; the manager(s) manage the agent(s). The features of
the entities in the ISDN are described with objects. All the objects are collected in a database,
the MIB (Management Information Base). A number of actions is defined for CMIP to use
the objects in the database.

WANs (Wide Area Networks) are managed the same way as LANs. The internet is used
as a well known example of a WAN. The internet uses a number of standards, called the
TCP lIP (Transmission Control ProtocolJ Internet Protocol) protocol family. The SNMP
(Simple Network Management Protocol) is becoming more and more important for computer
networks. Another management protocol, CMOT, will be used less in the future. For SNMP
managers and agents are defined similar to the managers and agents of CMIP.

As a result of this research SNMP proves to be a good solution to manage computer networks
as well as public networks. A number of free available libraries implement the basic SNMP
functions: get, getnext, set and trap.

At this moment most managers of networks write their own management software. If a
new entity with new features is added to the network a rewrite of at least a part of the
management software is needed. A better solution for the management of a network would
be a universal manager that automatically updates when a new entity is added. This can
be done by supplying some extra information describing the functionality of every object in
the MIB of the new entity. For one management task, the routing, this idea is worked out.
The extra information can be described by some pseudo code for every management task.
The objects relevant for every task are accessed with the basic SNMP commands. If this
idea is worked out for all management tasks an automatic update of the universal manager
is possible.
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Chapter 1

Introduction

The Digital Systems group of the Department of Electrical Engineering uses a number of
computers. Apollos are grouped in two rings of workstations running Apollo Unix. A number
of Personal Computers are used as terminals for Unix and are running DOS. An Apollo
workstation works as a fileserver for the PCs using PC-NFS. This Local Area Network (LAN)
is used to support the research and development and can also be used as a tool to test
programs developed in the Digital Systems Group.

The subject of research described in this report will be the standardisation of the management
part of Local Area Networks. Also the management of public networks like the ISDN network
will be discussed to see if it is possible to define a uniform standard for management of all
(computer)networks.

The research will result in the creation of a number of tools for management. This toolbox
will be tested with the LAN mentioned above.

1.1 Definition of management

The first question to be answered will of course be: How do we define management and what
does it provide?

A uniform definition of management should be found for all kinds of (computer)networks.
However, for example the world of LANs is 'talking' in a different way about networks than
the world of public networks like ISDN does.

Reports and papers (like [Peeters91] and [Opleiding90]) about management oflSDN networks
are defining the management as

"the processes that are needed to support all telecommunication services for the user of the
network".

As this definition confirms, the owners and managers of ISDN networks (like the PTT) are
more aimed at the consumer than at the features of the network.

A similar definition can be found for pure computernetworks (LANs, WANs etc.). For example

5
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[Sloman88] says
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"management comprises all those actions and reactions which are necessary to permit and to
cause the wanted processing, storage or transfer of information, except the actual transfer or
manipulation of that information".

This definition shows that management of LANs is more aimed at the features of the computer
network, though LANs are commercial products in the first place.

Later we will use a definition of management that describes all our needs for the Local Area
Network. The definitions of management for LANs and ISDNs are quite simmilar. Both
definitions say that management should involve all those tasks to let a computer system act
to serve the users and the managers as good as possible.

1.2 Tasks for management

As seen in the definitions of management, the management part of a (computer)system has to
take care of all the needs in the network. Management should also support the collection of
information about the network, like statistics on usage of the individual lines in the network.
The management tasks can be divided in two categories: the management for the current us
age of the network and the management for the future use of the network (collecting statistics
for the network extensions).

These different tasks of the management of computernetworks will be explained later when
the practical needs for management will be discussed.



Chapter 2

Current status of management
protocols found in literature

2.1 Literature about management

At this moment management is a new subject of research. All kinds of organisations are
trying to define standards for management of computer networks in general or for a group
of computer networks they are interested in. Because this subject has recently received a
lot of attention, up to date literature about it is rarely found. Books about management of
computer networks discusses the definition of standards some years ago, while these standards
have changed very recently and will change again in the near future. For that reason it is
impossible to get recent information from books. Papers and magazines are used for the
recent changes in the development of standards.

Two kinds of networks already mentioned, LANs and ISDN networks, will be viewed more
precisely now. These two networks will be discussed seperately and afterwards we will see if
it is possible to define a uniform standard for management.

2.2 Management of ISDN

At this moment ISDN is not yet available everywhere. It will in the future offer a lot of services
for telecommunication. The use of digital services like data connections is still increasing and
will perhaps become the most used service. For that reason a combination of computer
and telecommunication networks is expected, but integration of these two will cause a lot of
problems that have to be solved.

In [Opleiding90] the telecommunications management is described for a practical network.
The standardisation of management is needed to make it possible to use equipment of several
manufacturers in one network. Management should provide an important service for inter
national telecommunication networks: a "one stop shopping" and "one stop billing". The
payment of the offered service should be easy and not spread out on several deliverers.
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2.2.1 Standardisation organisations
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A number of organisations are developing standards for all kinds of network usage. The
management part is a separate subject of these organisations.

CCITT

The CCITT (Comite ConsulatifInternational de TeIegraphique et Telephonique) defines stan
dards for everything of the telecommunication networks. Study-groups are responsible for a
number of projects. Some of these groups are dealing with telecommunications management.
The management is split into three subjects of interrest; the architecture for maintenance of
the network, the interfaces in the network and the applications.

The architecture for the maintenance of the network is called TMN (Telecommunications
Management Network) and will be described later in this chapter.

ISO

The ISO (International Organisation for Standardisation) is a worldwide organisation that
develops standards for everything that CCITT and IEC (International Electrotechnical Com
mittee) leave untouched. The JTCI (Joint Technical Committee), a part of ISO, has two
committees, SC6 and SC21, which develop standards for datacommunication. The SC6 is
responsible for standardisation of datacommunication networks like LANs. SC21 concerns
about the applications of datacommunication networks.

The ISO and CCITT are cooperating because the differences between telecommunication and
datacommunication has become smaller since digital telecommunication networks are used.
The SC6 and SC2I develop standards for management of datacommunication networks but
these standards can also be used for the digital telecommunication networks.

Tl and ETSI

The TI and ETSI are regional organisations. TI operates in the USA and tries to influence
the CCITT standards. A subgroup, TIMI, is very active in telecommunication management
and has become very important. The ETSI (European Technical Standards Institute) is
an organisation like TI, but operates in Europe. These organisations define a whole range
of standards for networks that are developed in their own area of the world, so there is a
competition between TI and ETSI.

OSI/Network Management Forum

This organisation is formed by network operators and a lot of manufacturers of network
products. The OSI/NMF influence the ISO/CCITT standards to develop standards not
conflicting with the OSI/NMF standards.
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2.2.2 The TMN
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TMN is an important standard for telecommunication management. The increase of the
international telecommunication networks needs a standard for the management of such a
large network. TMN is developed for a number of reasons:

• an increase of management functions needed

• an increase of services available via the network

• an increase of equipment connectable to the network

• the cooperation of equipment of lots of manufacturers

• a uniform way of managing the network at several places

• the possibility of easy increase of management functions

• the whish of users to influence the offered services

• the necessarity to maintain the network in total

The CCITT and the ETSI have developed the needed standards and integrated these in one
management system: the TMN.

Functional architecture of TMN

The functional referencemodel defines the places for information exchange. There are func
tional blocks and reference points as shown in figure 2.1.

OSF = Operations System Function block

MF = Mediation Function block

NEF = Network Element Function block

q = reference point

Figure 2.1: The TMN functional referencemodel.

Each functional block contains a number of functions with common characteristics. The
functional model only defines functions to be done, not what equipment is needed for these
functions.
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The tree functional blocks found in figure 2.1 are:
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• OSF - Operations system function
Examples are accounting and traffic management.

• MF - Mediation function
These functions take care of converting the manufacturers functions and protocols to the
standard functions and protocols. MF also concentrates and temporary stores informa
tion if a constant throughput is not possible.

• NEF - Networkelement function
These functions are inherent to the network and take care of measurement, alarming and
initialising systemparameters.

In figure 2.1 we see the reference points q3 and qx. These reference points are the connections
between the functional blocks. The q3 point is between the OSF and the NEF, the OSF and
the MF or between two OSFs. Communication between MF and NEF or between two MFs
is a qx reference point.

q3 q3 q3

Service Management Layer

Network Management Layer

Network Element Management Layer

Network Element Layer

Figure 2.2: An example of the TMN functional referencemodel.

The OSF contains a lot offunctions and can be split up into three layers as seen in figure 2.2.

1. Network Element Management Layer (NEML)
This layer contains a number of Network Elements Managers each managing a subset of
Network Elements. A Network Element is a piece of equipment, an apparatus. A subset
of Network Elements can be defined for geographical reasons or the subset can manage
a certain type of elements. The NEML communicates with the Network Management
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Layer via a q3 reference point. It is possible for the NEML to communicate directly with
the Network Element Layer with a q3 reference point.

2. Network Management Layer (NML)
This layer contains the Network Managers (NM) that take care of all the management
actions in the network. The NMs provide a network view that is independent of the
manufacturer. The NML communicates with the Service Management Layer via a q3
reference point.

3. Service Management Layer (SML)
This layer manages all services for consumers. Tasks for the SML are for example account
ing and network quality checking. The SML provides communication with management
functions of other network operators via the x reference point.
The TMN splits the SML services into Basic Services (BS) and Value Added Services
(VAS). For this reason there exists an xl (BS) and x2 (VAS) reference point.

The fourth layer in figure 2.2, the Network Element Layer (NEL), contains the network
elements. The management functions in this layer, for example alarming and initialising, are
functions not separated from the network elements.

The Mediation Function from figure 2.1 is not seen in figure 2.2 because the place of this
function is not yet known. The function could be integrated in the NEL or the NEML.

Physical architecture of TMN

The physical architecture defines how the functions of TMN are arranged in implementations,
This is not (yet) of interrest, so we will not discuss the physical situation for TMN now.

Interfaces in TMN

Interfaces are defined in TMN between two systems, for example a NE (network element) and
a OS (operating system, an example of a OSF). Standardisation of these interfaces means a
specification of communication protocols and information to be exchanged.

The communication protocols are stated in a communication profile. The communications
profile is a definition for the seven layers of the Open Systems Interconnection (OSI) model.
The protocols for the lower three layers can be defined in several ways, for example the X.25
protocol can be used. For the higher application-directed layers less protocols can be used.
Some usable protocols for the application layer are:

• CMIP (Common Management Information Protocol) is a protocol that belongs to CMISE
(Common Management Information Service Element) and defines the information ex
change between two management applications .

• ROP (Remote Operations Protocol) is a protocol of ROSE (Remote Operations Service
Element) and serves CMISE.
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• FTAM (File Transfer, Access & Management) supports exchange of (pieces of) files
between management applications.

• ACSE (Association Control Service Element) which serves the setup of a connection
between management applications.

• VT (Virtual Terminal) serves the tranport of display information between two terminals
or between two complex management applications.

The available functions and the needed management information for the interface between NE
and as are described in an information model. The resources to be managed are described
in an object oriented way. The information model defines all messages to be send to the NE.
These messages can be rejected or cause the NE to execute the requested function(s). The
NE as well as the as use the same known definition of the information model so the exchange
of information and messages will result in correct actions to be taken.

An interface is defined by an information model and a communication profile. However,
several combinations of information models and communication profiles can be made, so we
have serveral classes of interfaces. In TMN the next classes are defined:

• Q3. This interface is defined between as and NE, as and as, and as and MD (Medi
ation Device).

• Qx. If a q3 interface is not interesting economically for a network element a qx interface
is used. The qx interface is only possible between NE and MD or between two MDs.

• X. The X interface is used between two TMNs in, for example, two different countries.
By use of the X interface automatic exchange of management information between TMNs
is possible.

• F. Between terminals and a TMN the F interface is used by some management organisa
tions. For example the connection of a PC and a management system via a VT (Virtual
Terminal) connection uses the F interface.

The last interface, the human to terminal interface, is called the G interface, but is of no
concern in the TMN definition.

A shift of management functionality

In the past, the human knowledge of the communication system was a considerable amount
of knowledge. Presently the as contains a lot of management functions, so less human
knowledge is requested. In future more functions will be covered by the as, so eventually
a minimum of knowledge is needed to manage a communication system. This will perhaps
result in an artificial intelligent management system for the network.
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Layer 7 Application

6 Presentation

5 Session

4 Transport

3 Network

2 Link

1 Physical
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Figure 2.3: The OSI reference model.

2.2.3 OSI management

OSI management is developed by ISO after specifying the seven OSI layers of a communication
system.

The seven layers of the OSI reference model split the communication between systems in seven
different levels as seen in figure 2.3. The concept of OSI management is based on management
framework.

Management framework

The management framework defines a framework for the development of standards for OSI
management. A number of concepts involved in TMN are defined in these standards:

• exchange of management information

• the manager-agent model

• managed objects

• the management information base

• CMIS/CMIP

• functional areas
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• Systems Management functions
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OSI management is defined to manage OSI-stacks of Open Systems. For this management
special information has to be exchanged. The ways to exchange information are described in
the OSI management standards and can be done in three different ways:

1. Systems Management application layer protocols.
In this case an Open System manages another Open System trough their applications,
also called MIS-users (Management Information Service users) as seen in figure 2.4.

Open System A Open System B

I MIS-user I MIS-user I
systerr s systems
mana~ement management
servicE service

7 I SMAE I ·1 SMAE I 7
Systems

6
Management

6Protocol

5 5

~ 4

~ 3

~ 2

1 1

Figure 2.4: Systems management.

Both MIS-users use the services offered by the Systems Management Application Entities
(SMAEs). The SMAE takes care of the exchange in the application layer and can be
realized with the use of one of the following protocols:

• CMISE

• ACSE

• FTAM

• ROSE

Exchange of management information between two SMAEs is done with a Systems
Management Protocol, for example CMIP (Common Management Information Proto
col) which will be described later. The Systems Management Protocol should be used
together with the services of the lower OSI-stack layers.
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Systems Management is prefered for OSI Management. Often OSI Management is men
tioned, while Systems Management is meaned.

2. (N)-Layer Managemef1t Protocols.
These protocols can manage one layer of the OSI-stack via a (N)-Layer management
entity ((N)-LME). A (N)-LME is a special entity to exchange management information
for that layer between two systems. A special protocol is used for this exchange, different
from the protocol for the 'normal' information exchange for that layer.

Management via these protocols is not prefered and will not be mentioned any further.

3. (N)-Layer protocols.
In the protocols for the OSI layers some facilities for management are provided. Man
agement via these facilities is called (N)-Layer Operation. The exchange of management
information is done via 'normal' (N)-Layer protocols. An example is the reset-facility of
the X-25 protocol.

This way of information exchange is also not prefered and will not be mentioned any
more.

Two Open Systems exchange management information in a Management-Agent model. The
managing Open System (manager) manages the managed Open System (agent). This will be
described in the paragraph Managers and agents.

To manage an Open System information about the OSI-stack is needed. This information
can be provided by managed objects, which are abstract 'views' of the resources. A resource
can be logically or physically in the OSI-stack of the managed Open System, for example a
protocolmachine or a connection.

So the managed objects offer the information needed to manage the OSI-stack. All managed
objects together form the Management Information Base (MIB) of the system.

Communication between the managing Open System and the managed Open System is done
in the highest OSI-Iayer, the application layer. The information exchange is performed by
the Common Management Information Service (CMIS) and the accompanying Management
Information Protocol (CMIP).

OSI management can be divided in five functional areas:

1. Configuration management

2. Fault management

3. Accounting management

4. Performance management

5. Security management

For each area Systems Management Functions are defined. Many of these functions can
be used in more than one functional area. The functional areas should be seen as a way
to separate the work to be done. Other separations are also used, for example ETSI uses
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23 'areas of attention'. CCITT has the areas Operation, Administration, Maintenance and
Provisioning (OAM&P).

Systems Management

Systems Management is defined in the ISO standard Systems Management Overview and
offers facilities for monitoring and managing resources in the OSI environment. It also defines
a standard protocol for the exchange of management information about the resources. For the
description of management operations the resources are described in management objects.

Systems Management is used in a wide range of networks. Small networks are managed by
one manager and large networks by more, in levels separated, managers.

Managers and agents

The Systems Management is a distributed application. The managing Open System, the
manager, manages the managed Open System, the agent, via processes running on both
systems as seen in figure 2.5.

Managing Open System Managed Open System

IImanag:meq~ management

0operations

MIS-user operatIOns MIS-user
(manager role) IVolifi<aliOn,!

(agent role)

00emitted
notifications

managed

Local system environment objects

Figure 2.5: The manager-agent model.

Doth processes are MIS-users, both use the Management Information Service. This service
is supported by CMIP, what takes care of sending operations from manager to agent and
notifications vice versa. The managed objects define the actions to be taken for the operations
and define the sending of notifications for special events.

Managed objects

As we have seen before, a managed object is the 'view' of a resource as it is seen from the
ma.nager. Every managed object is a member of an objectclass. An example of the objcctclass
'modem' can be found in figure 2.6.
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Operation
•

Notification

Object class: Modem

attribute:
- baudrate
- operationalState
operation:
- diagnose Test
event:
- alarm
behaviour:

== the view of:

Real
resource

Figure 2.6: Example of an object of class modem.

Managed objects with the same characteristics belong to the same objectclass. An objectclass
is defined by a description of:

• one or more attributes. Each attribute defines a characteristic of all objects in the object
class. For example baudrate is an attribute of the objectclass modem.

• operations that effect an object in the objectclass. Examples are 'assignment of a value',
'give a attribute value', 'start a test' or 'discard object'.

• behaviour of the objects of the objectclass after an executed operation.

• notifications generated after special events.

The objectclass definitions are only needed for the exchange of management information, not
to describe the implementation of the operations.

Three standards define the structure of the management information. The information mod
elling is described in ISOs 'Management Information Model' and uses an object-oriented
method. Object-oriented means that datastructures and actions on these structures are de
signed together. In this case the most important fact of object-oriented is the inheritance
concept. This concept offers the possibility to define a special version from an existing class,
the superclass. It creates a new class, the subclass, by extending. For example manufacturer
dependant properties can be defined in a subclass of a generic superclass. So in this case the
advantage of object-oriented is the reuse of previous designs. If a new subclass is made the
objects can be partially managed with an old version of the management software. Another
concept of the object-oriented method, the polymorphism, is used automatically. The result
of an operation on an object is dependant of the object the operation is working on. For
example a reset of an object will be performed by any object in his own way.

The definition of objectclasses is described in the ISO standard 'Guidelines for the definitions
of managed objects'. These guidelines are used by several groups that create the specifications.
Two kinds of groups are working on specifications: groups defining Systems Management
functions and groups defining managed objects for the OSI layers. Management information
of the first groups can be found in the ISO standard 'Definitions of management information'.
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The management information of the last groups will be published in the standards for the
OSI layers.

The MIB

The Management Information Base (MIB) is the collection of all the managed objects of the
managed Open System. The way to select the individual objects of the MIB is defined in
a Naming Scheme. The Naming Scheme, formerly called the Management Information Tree
(MIT), is also standardised. However, how the MIB is implemented is not standardised. This
is not a problem since only the representation to the outer world of the MIB is important.

CMIS and CMIP

The exchange of management information is described in the Common Management Informa
tion Protocol (CMIP). CMIP is a protocol for the application layer and offers an application
layer user a Common Management Information Service (CMIS). These services take care of
the operations and notifications that can be generated by the MIS user. CMIS defines a
number of services for the operations that are to be processed by the MIS user and work on
the MIB:

• M_CREATE: add a new object.

• M-DELETE: delete an object.

• M-.ACTION: send an instruction to an object.

• M_GET: ask for the value of an attribute of an object.

• M...5ET: assign a value to an attribute.

• M_CANCEL_GET: cancel the request for the value of an attribute.

For the support of notifications CMIS contains only one service:

• M-EVENT-REPORT: create a report for an event.

Figure 2.7 shows the manager-agent model in more detail than figure 2.5. The layer-entities
are locally managed and therefore not standardised in TMN. Information about the OSI
layer-entities and the operations available for the manager are standardised by the definition
of the objectclasses for the layer-entities. All objects are collected in the MIB; the operations
and notifications are supported by CMIS and transported with CMIP.

Systems Management functions

OSI management offers with CMIP and the method for the modelling of information enough
tools to the groups of designers to manage a system by creating definitions of the objectclasses.
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Managing Open System Managed Open System

19

IMIS-user (manager) I I MIS-user (agent) 4peratiom MIB

CMIS CMIS
notifications 00

7 I cmise I I cmise I 0
CMIP

6 u

5 5

~ 4 local layer

3
management

3

2 2

1 1

Figure 2.7: The manager-agent model in more detail.

However, some common problems like how to define a relation between objects are not yet
solved. If each group makes an ad hoc solution, internetworking will be difficult and expensive.
For that reason the five areas mentioned in the section about Management framework are
created and Systems Management functions for these areas are defined.

The definition of a Systems Management function should involve one or more of the following
aspects:

1. Systems Management Services.
This aspects describes a service on top of a CMIS-service. Such a service is a value
added service. An example is the Alarming Report Function as a derivative of the
M-EVENT_REPORT.

2. Generic Definitions.
This defines attributes, operations, notifications and objectclasses. An example is the
Usage State of the State Management Function.

3. Functional Units.
A functional unit is a collection of System Management Services. The Functional Units
supported by the agent can be determined when setting up a management-connection.

A number of Systems Management functions are defined already:

• Object management function.
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• State management function.

• Attributes for representing relationships.

• Alarming reporting function.

• Event report management function.

• Log control function.

• Security alarm reporting function.

• Security audit trail function.

• Objects and attributes for access control.

• Accounting meter function.

• Workload monitoring function.

• Measurement summarization function.

• Test management function.

• Confidence and diagnostic test classes.

Full descriptions of these functions can be found in [Opleiding90].

2.2.4 The use of OS1 management in TMN
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OSI Management is designed for managing OSI resources, but the tools appear to work for
non-OSI resoures too. An example is the telephone network as partly shown in figure 2.8
working with the OSI tools.

If OSI Management tools are used for a telephone network objectclasses has to be defined
for the specific telephone equipment like exchanges, crossconnects or multiplexers. The OSI
protocol and most Systems Management functions can be used without changes. CCITT is
working with ISO to finish the design of the OSI Management standards. Studygroup IV of
the CCITT tries to introduce OSI Management in TMN. For example CMIP is used in the
application layers of Qx-, Q3- and X-interfaces and a Generic Network Information Model
(GNIM) is developed. GNIM is a starting point for the groups developing management
applications like the management for ISDN or C7.
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Managing Open System Managed Open System: a telephone exchange

jMIS-user (manager)I I MIS-user (agent) ~ MIB

CMIS CMIS 0
7 I cmise I I cmise I 7 0

CMIP
06 6

Resources of

5 5
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exchange

4 4

~ 3

~ 2

1 1

Figure 2.8: An example of OSI management in TMN.

2.3 Management of LANs

LANs do not differ from WANs (Wide Area Networks) in the view of a manager of the net
work. Both networks consist of a lot of computerequipment, connected via dataconnections.
These dataconnections can be all kinds of connections, however mostly an ethernet connec
tion will be used for direct (short distance) connections and modems or other equipment for
telecommunication will be used for far distance connections.

A worldwide computernetwork can be managed in the same way as a LAN consisting of for
example only four computers. As seen in the introduction of this report different management
tasks for the computernetwork have to be done, but the definition of these tasks do not depend
on the size of the network to be managed. A WAN will, compared to a LAN, only cause more
work to be done.

Solutions for the management of LANs found in literature (see [Stallings90], [Jacobs91] and
[Stockman91]) are mostly using the SNMP standard or a number of SNMP ideas. Therefore
SNMP is a very important standard in all management systems. First we will start with an
overview of all standards for computernetworks as defined by the internet community.
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2.3.1 Internet
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Internet is a worldwide computernetwork consisting of thousands of computers. Most uni
versities have access to the internet, as well as many research laboratories of manufacturers
of network products. Internet is formed by a collection of connections between subnetworks
of different countries. Each subnetwork of a country is again divided in subnetworks of, for
example a university.

Standardisation for the use of the internet network is started by ARPA (Advanced Research
Projects Agency) of the U.S. Department of Defence (DOD), the CCITT and ISO. ARPANET
protocols were defined from 1968 by ARPA and the ARPANET was installed at the University
of California at San Bernardino, the Stanford Research Institute (SRI) and the University of
Utah. From 1971 the Defence Advanced Project Research Agency (DARPA) is continuing
the work of ARPA. TCP lIP, a successor of the earlier network control program is required
from 1983 to connect computers to ARPANET. The University of California at Berkeley
distributes the TCP lIP code, what lead to an international standardisation of networking for
UNIX-based computers.

2.3.2 TCPlIP standards

Today every UNIX station runs the TCP lIP protocols of internet. The internet is admin
istered by the Internet Activities Board (lAB). The lAB has two important groups, the
Internet Research Task Force (IRTF) and the Internet Engineering Task Force (IETF) as
seen in figure 2.9. The Federal Networking Council (FNC) gives advices to the lAB.

lAB FNC

I
I I

IRTF IETF

lAB - Internet Activities Board

FNC - Federal Networking Council

IRTF - Internet Research Task Force

IETF - Internet Engineering Task Force

Figure 2.9: The lAB organisation.

The documentation of internet is formed by the RFCs, the Requests For Comments, each
describing a protocol or recommendation to solve internetworking problems. RFCs are pre
ceeded by the internet drafts, which are proposals for RFCs and can be read and commented
by everyone interested.

The TCP lIP standards are different from the OSI standard; the 'stack' of protocols can be
divided into four levels as seen in figure 2.10. This figure shows an application, a transmission,
an internet and a network level.

In figure 2.10 a number of examples of protocols are given with their relation. The levels and
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ARPANET

file transfer

SLIP

Transmission level

Internet level

Network level

Figure 2.10: An overview of the TCP lIP architecture.

protocols of TCP lIP of figure 2.10 can be related to the OSI layers as given in table 2.1.

Table 2.1. Relation between TCP lIP and OSI
TCP lIP protocol TCP lIP level OSI layer

TELNET Application Application
FTP Presentation
SMTP Session
TFTP
TCP Transmission Transport
UDP
IP Internet Network
Subnetwork Network Link

Physical

Some of the protocols mentioned will be described more precisely, the other protocols can
be found in the RFCs. An overall description of several protocols can be found in [Santi91],
[Comer88] or [Hedrick87].

The internet protocols serve both connection-oriented and connectionless-mode operations.
Connection-oriented means that before data exchange a logical connection has to be set up.
The connectionless-mode does not need a logical connection but sends the data in packages
and the receiver has to determine what packages are to be processed. Important differences
between the connection-oriented and connectionless mode can be given as follows:



Current status of management protocols

Properties for the connection-oriented mode:

• connection is mapped through the network.

• abbreviated addressing can be used, so the network is used more efficiently.

• usually fixed routing between networks is used.

• accountability is provided.

Properties for the connectionless mode:

• limited (or no) end-to-end mapping.

• a full addressing for every data unit is used.

• alternate routing can be used.

• only limited accountability can be offered.
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Depending on the needed properties for a service a connection-oriented or a connectionless
mode is used to describe the protocol for that service. For example UDP is a connectionless
protocol while TCP is a connection-oriented protocol.

For the purpose of management some important protocols are CMOT and SNMP. Also the
MIB plays an important role in managing computersystems.

2.3.3 CMIP over TCPlIP (CMOT)

The Common Management Interface Protocol (CMIP) is based on ISO management standards
as we have seen before while discussing the management of ISDN networks. CMIP needs a
manager-agent model which is used in the internet world too. For the CMIP protocol the
transport layer is not determined; it can be connection-oriented as well as connectionless. So
UDP or TCP can be used. CMIP over TCP lIP (CMOT) uses, as the name says, the TCP
protocol. CMOT can be described in layers as in figure 2.11.

The Common Management Information Service Element (CMISE), the Association Control
Service Element (ACSE) and Remote Operations Service Element (ROSE) are mentioned
in the discussion of Management Framework of the OSI management. The Light-weight
Presentation Protocol (LPP) 'above' TCP and UDP in figure 2.11 is needed as an interface to
the lower layers, the TCP and UDP. This LPP is necessary because the upper layers, CMISE,
ACSE and ROSE are developed with OSI management in mind, while TCP and UDP don't
offer the needed services for ACSE or ROSE.

A full description of CMOT can be found in [RFC1189].
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Lower layers

Figure 2.11: The CMOT layers.

2.3.4 SNMP
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The Simple Network Management Protocol (SNMP) is defined first in 1988 as a result of a
meeting of the lAB about managment of TCPlIP based networks. It was based on SGMP,
which is described in [RFC1028].

The SNMP serves management applications as showed in figure 2.12. This figure also shows
the well known layers below SNMP: UDP, IP and the Lower layers. UDP is used in stead of
TCP because SNMP is a connectionless protocol.

SNMP uses, like CMOT, managers and agents to describe the management actions. The
manager sends messages to the agent and the agent sends messages to the manager. These
messages are called Protocol Data Units (PDU). Most actions of SNMP influences or consult
a database, called a MIB, which is described in the next paragraph.

Communities are used by SNMP to determine what manager is allowed to change values in
the MIB, for example reset an interface. So communities act as a protection of the MIB, like
a password for access to a UNIX machine.

Just a few PDUs are defined for SNMPj only simple (basic) actions are directly offered. The
PDUs available are:

• get request - ask a value of an object of the MIB .

• get next request - ask the value of the next object in the MIB.
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Management applications

I
SNMP

I
UDP

I
IP

I
Lower Layers

Figure 2.12: The SNMP layers.

• get response - the resonse to a get or get next request.

• set request - set an object in the MIB to a specified value.
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• trap - used by the agent to send a message to the manager on a special event or status
change of the network element (the agent).

The PDUs for SNMP can be described in ASN.l code (see [IS08824]). A PDU is described
as given in figure 2.13.

The code given in figure 2.13 can be explaned as follows:

• The request id is used for administration purposes. This is needed because SNMP is a
connectionless protocol, so the requests can reach a destination in another order than
they were send.

• The errorstatus and errorindex can indicate wether or not an error has occurred while
the request was processed by the agent.

• The varbindlist is a list of one or more varbinds. Every varbind contains a name of an
object of the MIB and the value of that object.

After SNMP was defined some separate RFCs have been published to define special pieces of
the SNMP. The convention for describing the SNMP agents can be found in [RFC1303]. For
the definitions of traps for SNMP the convention is given in [RFC1215].

The SNMP protocol is described in a report, see [RFCI098]. The SNMP has become more
important the last couple of years as can be read in [Pluim92].
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Request 10 :: =
INTEGER

ErrorStatus :: =
INTEGER{

NoError (0),
toobig (1),

NoSuchName (2),
badValue (3),
readOnly (4),
genErr (5)
}

ErrorIndex :: =
INTEGER

VarBind :: =
SEQUENCE{

name
ObjectName,

value
ObjectSyntax

}

VarBindList :: =
SEQUENCE OF

VarBind

Figure 2.13: A universal SNMP PDU description in ASN.1.
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2.3.5 The MIB
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The Management Information Base (MIB) is very important to manage the components of
a network correctly. Each element in a network can be described in a database containing a
number of properties of that element. Every property can be assigned a number of relevant
values. For example a counter can contain a value of type INTEGER, while a string can
contain a number of (perhaps not only alphanumeric) characters.

The MIB is a distributed database and a piece of it resides within every network component.
A description of the MIB for every component is available for the manager so the manager
knows what can be managed. The components are manipulated by a manager via an agent.
Figure 2.14 shows the position of the MIBs in a network. In this example one manager is
used to manage two other systems via two agents. The agents access the MIB and the MIB
changes the status of the managed objects (the circles in the figure) if needed. The agents
send answers to requests of the manager. Also traps can be send by an agent to the manager
if a special event occurs.

manager

MIB

MIBs

MIB

Figure 2.14: The place of MIlls in the network.

The implementation of a MIB is not defined in any RFC, but the description of the stan
dard MIB (MIB-II) is defined in [RFC1213]. The standard MIB is described in a subset of
the ASN.1 (see [IS08824]) language. The Structure of Management Information (SMI, see
[RFC1155]) describes the names used to identify managed objects.

The MIB is separated in a number of partitions containing properties for the protocols used
in the internet. The division of the MIB in groups is used to separate the information about
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protocols and features of the agent. The standa~d MIB of [RFC1213] contains the following
groups:

• System.

• Interfaces.

• Address Translation.

• JP.

• ICMP.

• TCP.

• UDP.

• EGP.

• Transmission.

• SNMP.

Between the groups EGP and Transmission was a group CMOT defined, but MIB-II defines
this group as 'historical' and does not define the group anymore. For each entry of the MIB
the access is defined as 'read-only', 'read/write' or 'not accessible'. Depending on this value
a manager can manipulate a MIB entry.

In the previous example only one manager was used and more agents. This situation is mostly
used, but more than one manager at once can manage one or more agents too. Every task
that sends a SNMP PDU can be defined to be a manager, even if no entry in the MIB is
influenced by this task.

Extensions to the standard MIB can be defined as an ASN.1 description of new managed ob
jects. The format to create such new MIB modules is defined in [RFC1212]. An experimental
extension to the general interfaces structure of MIB-II can be found in [RFC1229].

2.4 Practical standardisation

As seen in previous paragraphs, a lot of organisations is developing standa.rds for computer
and telecommunication networks. Practical examples are described in contributions of inter
national meetings about management and standardisation.

2.4.1 NORDUnet

NORDUnet (see [Stockman91]) is a computernetwork used in Scandinavia for some years now.
The NORDUnet connects the computernetworks of Island (SURlS), Denmark (DENET),
Sweden (SUNET), Norway (UNINETT) and Finland (FUNET). The network is a star-shaped
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network with the center in Stockholm and connected to the networks of Europe and the US
via the CWI in Amsterdam and the John von Neuman Center.

A separate working group of the lAB mentioned before, the IETF, tries to define standards
for management. When this standard is supported by all kinds of management protocols, the
exchange of management information won't cause any problems.

The NORDUnet supports serveral protocols for computer communication like TCP lIP, DEC
NET, X.25 and NJE. The management protocol used in NORDUnet is SNMP, is a distributed
system; there are agents and network management stations.

This practical project demonstrates the actual use of the previously explaned methods for
managing a network. The NORDUnet also supplies information about management via a
mailing list. What this mailing list is and how to subscribe can be found in appendix C.

2.5 Conclusions

After reading the available literature about management of networks two important standards
are found:

1. The TMN for management of public networks like ISDN.

2. The SNMP for management of LANs and WANs.

These two standards have a lot of equal features. For example both are defined for a manager
agent model and both use a Management Information Base.

Because of these correspondences it will be possible to use one standard to manage both kinds
of networks.



Chapter 3

Programming management tools
for a LAN

The target, programming a toolbox for management of all kinds of networks, requires the
choice of one of the protocols for network management. For management one standard is
becoming more and more important, the SNMP standard. For a number of reasons the
SNMP protocol should be choosen to develop a management toolkit:

• SNMP is becoming more and more important.

• SNMP is easy to extend.

• SNMP is an internet standard, so worldwide spreaded.

• SNMP can be used with all sorts of equipment (UNIX workstations, Personal Computers
etc.).

• SNMP has a modular design structure.

• SNMP can be implemented very simple.

• SNMP has a great correspondence with CMOT, for example SNMP supports MIBs, like
CMOT does.

• SNMP has equivalent functions for the functions of the TMN that work on the MIB (see
section" CMIS and CMIP" of chapter 2).

Before programming a toolbox for managing a LAN, the tasks to be performed by the man
agement part have to be listed. Some general functions are needed for all tools, like accessing
the MIB for reading or writing.

3.1 Management tasks

The tasks for the management routines can be divided in several groups. A list of tasks as
seen in several books and articles about management is the following:

31



Programming management tools for a LAN 32

• Configuration management.
This can be static or dynamic, and can involve hardware and/or software. Some exam
ples:

- Installing hardware or software

- Updating the management information base

• Routing / name management.
These functions keep track of the names of the equipment parts of the network. A tool
for these functions could be a name server.

• Monitoring.
This task is needed for a couple of obvious reasons. Some items with a relation to this
task to think about:

- Traffic monitoring.

Error reports, status changes (configuration changes).

Usage monitoring.

• Fault handling.
Needed for keeping the network working correctly. Some items again:

Software / hardware errors.

Fault detection and correction.

Diagnostic tests.

Fault reporting.

• Performance optimisation.
This task is not a taks with a high priority, it's a task that can be performed if the other
tasks are executed correctly. Optimisation is done by optimising parameters for data
exchange.

• Security management.
This task is mostly needed in the network, especially in world-wide networks like the
internet. Two places to think of security are:

Access control.

Security of datalinks.

• Accounting.
This task is needed for two reasons:

Usage reports.

Billing.

Some of the tasks listed above have common functions or serve each other. Therefore it is
wise to develop the management tools as a group, a toolbox, where the tools supplement each
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other. A devision of the tasks in layers can be made to show the dependency of a task of
some other tasks.

Other lists of tasks found in literature cover the same tasks to be performed for the manage
ment of a system. For example [Kauffels92] gives the list as given in the left column of table
3.1. The right column gives the associated tasks of the list given above.

Table 3.1. Example of list of tasks
List of [Kauffels92] List as given above
Operational management Routing

Monitoring
Maintenance Fault handling
Configuration management Configuration management
Performance management Performance management
User administration Security management

Accounting

3.2 The tree of names in the internet

All objects in the internet are ordered in a hierarchy, a tree of objects. The MIB is integrated
in this tree too. Figure 3.1 shows the tree for the internet objects.

~r~
CCITT (0) ISO (1) JOINT-ISO-CCITT (2)

STND (0) REG-AUTH (1) MEM (2) IE-org (3)

/
/D(6)

Internet (1)

Directory (1) Mgmt (2)

/
MIB (1)

Exp (3) Pri (4)

Figure 3.1: The tree of objects in the internet.

The numbers given in brackets are the numbers of the branches. These numbers, separated
with dots, are the address of an object. The figure shows that all MID objects start their
address with 1.3.6.1.2.1. The address is used in the SNMP PDUs to identify a specific object
of the MIB.



Programming management tools for a LAN

3.3 General functions to access a MIB
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Because or the choice to use the SNMP protocol the basic (general) functions are minimized
to three functions:

1. get.

2. get-next.

3. set.

The last SNMP operation, the trap, is not used to access a MIB, so first the three functions
listed above have to be implemented. After implementing these functions, a manager can be
build that manages an agent with the three functions. After building a manager, an agent
should be build. This agent can, beside operate in a network as an agent, be used to check if
the manager works correctly. To build the agent, the trap function should be implemented.
The agent can use the trap function to send an alarm, a trap.

Because SNMP is becoming more important a number of institutes are working on implemen
tation of the basic SNMP functions. A couple of these institutes offers the implementations
of the functions for free. The distributions contain the implementation of the basic functions
and some examples to perform a simple task like sending a request to an agent for a value of
an object of the MIB.

3.4 SNMP packages

When developing the management toolkit a number of levels in the software can be distin
guished. Four levels that can be separately developed for the manager of the network are:

1. A description of the MIB in a formal language like ASN.l.

2. The basic SNMP functions (see section 3.3.).

3. The 'inteligent' main part of the software that sends the SNMP commands to the agents.
It is called 'inteligent' because a combination of actions to be taken is made. For example
a crash of one entity of the network can influence several other entities.

4. The presentation part of the manager.

The description of the MIB is delivered by the manufacturer of the hardware used in the
network. The main part and the presentation part have to be developed for a universal
manager. For the basic SNMP functions libraries are developed by some universities.

A couple of SNMP packages are public available via ftp on the internet. One package is
(probably) too big to distribute via ftp, so that package will be distributed via a tape cartridge.
The available packages are:

• The CMU SNMP library (Carnegie-Mellon University).
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• The MIT SNMP Development Kit (Massachusetts Institute of Technology).

• The Tricklet SNMP library (Delft University of Technology).

• The 4BSDjISODE SNMP package (only via tape cartridge).
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Because the management toolkit has to work with the Apollo workstations the first three
packages are tested on an Apollo workstation. First is checked wether or not the packages
can be compiled on the Apollo. Then the support of the basic SNMP functions is checked
and finally the way to describe a MIB is checked.

3.4.1 The eMU library

The eMU library implements the main functions for SNMP, the get, getnext, set and trap
functions. The library is written in e and can be compiled with the standard e compiler cc.
After some minor changes the library can be compiled for the Apollo workstations.

The MIB description used by this library should be a textfile available for the manager
describing the objects in ASN.l syntax. This textfile describes the MIB used by the agent
as seen by the manager (a managers view of the MIB). The standard distribution contains
the MIB-I description. After updating this description to the MIB-II standard the software
works also for agents supporting MIB-II.

The distribution also contains code for some basic utilities to check if the calls to the library
are performed correctly. Small programs that use one basic SNMP command are supplied. A
get, getnext, trap, trapd, walk, status and netstatus program are available for testing. The
get and getnext programs can be used to determine the value of an object of the MIB of an
agent. The trapd program can be used to collect the alarms (incoming traps) send by the
agents to the manager. With the trap program a number of traps can be simulated to test the
trapd program for example. The walk function is very powerfull; it shows the entire contents
of the MIB of an agent to the user. Status and netstatus can be used for a quick check of
an agent; the netstatus shows the network activities of the interfaces of an agent. A program
to test the set function is not added but such a program can be written analog to the get
program.

3.4.2 The MIT Development Kit

The MIT package is called a 'Development Kit'. The e sources contain like the CMU package
an implementation of the basic SNMP functions. The MIT sources have to be compiled with
the standard C compiler cc. However, even after a number of patches it wasn't possible to
get the package to work correctly for the Apollo workstations. Probably the problems can be
solved, but this would imply allmost a rewrite of the complete package.

The package contains a number of additional utilities. Get, getnext, set, trap, trapd and
snmpd are supplied to test the package. This functions act just like the utilities of the CMU
package. The set function can be used to assign a value to an object of the agents MIB.
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The snmpd function is a daemon to collect the incoming SNMP calls, it can be used as an
experimental agent.

A MIB description like the CMU package uses is not available; the MIT package addresses
the objects directly. For testing purposes this is very uncomfortable, because the addresses
are rather long as seen in appendix D.

3.4.3 The Tricklet library

Tricklet is an SNMP library like the CMU library. The main SNMP functions are available
in the library. The C sources have to be compiled with the gcc C compiler. After some minor
changes this library could be compiled successfully for the Apollo workstations.

This packages contains the utilities get, getnext, set and table. The first three utilities are
equal to the equivalent utilities in the other libraries. The table function is a function like
the walk function of the CMU library.

The MIB description used by the Tricklet library is a MOSI outputfile. MOSI is a compiler
that creates a MOSI file from an ASN.l description. The MOSI output is an ascii file and is
more compact than the ASN.l version of the MIB.

3.4.4 The ISODE package

Because the ISODE package is only available via tape I have not examined the possibilities
of this package. Another reason was the availability of the packages mentioned above.

Especially the CMU library offers all the wanted functionality and seems to perform the
wanted tasks correctly. Therefore the CMU library is the best choice for a management
toolbox.

3.5 Other SNMP software

The SNMP libraries are the basic packages to start writing a SNMP manager or agent.
However, some other public available packages are interesting too. These packages can be
examined to get some ideas for programming a manager or agent or to learn how to use the
SNMP libraries.

Some interesting packages for SNMP programs:

• MAP - gives a map ofthe entities in the network to be managed. (uses the MIT SNMP
Development Kit)

• SNMPQL - SNMP Query Language from Performance Systems International inc.

• The Sage - a SNMP based management tool programmable with SCHEME programs.

Now these packages will be examined to check if they can be used for the management toolbox.
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3.5.1 The MAP package
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The MIT MAP package shows a map of the network with the connectivity of the entities.
The map can be displayed in an X windows environment or in a text mode. The package uses
the MIT SNMP Development Kit and is therefore not compilable on the Apollo workstations.

With this package information about the components of the network can be collected. The
geometry of the network has to be supplied in a configuration file. The package has to be
compiled with the standard C compiler cc.

3.5.2 The SNMPQL package

The SNMPQL package is developed by Performance Systems International inc. and is made
public available. This package uses the MIT SNMP Development Kit, so it can not be
compiled correctly for the Apollo workstations. The standard C compiler cc should be used
to compile the package.

When the snmpql program is started a shell is offered with a number of commands based on a
kind of SQL language. For example a select command can be used to select some information
from the database, the MIB. Two internal databases are used by the program to check for
valid objects. A system database is used to describe the real components of the system to be
managed (the agent). A view database is used to define for the manager a view of the agent.
The manager that uses this tool has only to know what can be accessed in the view database,
the relevant objects of the system database are selected by the tool itself.

3.5.3 The Sage

The Sage is a package from the Delft University of Technology. This package offers the
possibility of gathering information about the network by programming in a language called
SCHEME. Also other tasks can be programmed in the SCHEME language and than executed
by The Sage. The SCHEME language is a mix of the ansi C and LISP language.

The package can be compiled with the standard compiler cc. It should be possible to compile
the package for DOS or OS-2 systems too. This package is not further examined because it
uses the SCHEME language that should be learned first to correctly evaluate the package.

3.6 PC software

While developing the software for unix machines like the Apollo workstations a PC can be
used to check what packages are send by the unix machines. Today allmost every network
uses ethernet for a connection between the network components. The ethernet can be made
visible with a PC, an ethernetcard and an ethernet monitor. The ethernet monitor is some
software that checks what packages are send over the ethernet. Filtering is possible to select
the relevant packages.
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3.6.1 CMU-PCIP
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The Carnegie Mellon University has developed the CMU SNMP library to program a man
agement tool for unix machines. This university also developed an implementation of the
Internet Protocol for the PC, the CMU-PCIP. This package should be available via ftp from
te.cc.cmu.edu, but this host looks vanished because the name could not be resolved. If the
package can be traced it would be interesting for developing or porting software for the PC
that uses the Internet Protocol.

3.6.2 The Gobbler

The Gobbler is an ethernet monitor developed by the Delft University of Technology. It is a
successor of their earlier products NetView and NetCapt. The Gobbler can collect statistics
of the network and capture this information in a file. The presentation on screen is made in
separate windows on a text screen. Some standard filters are offered to collect only relevant
information.

3.6.3 The Beholder

The Beholder is an ethernet monitor from the Delft University of Technology. It belongs to
a family of software named 'the Beholder' just like the Gobbler and Spectre too. It offers the
same kind of functionality as the Gobbler does. No reason for the existence of this ethernet
monitor is found; there are no differences to the other ethernet monitors.

3.6.4 Spectre

Spectre is, like the two packages mentioned above, an ethernet monitor developed by the Delft
University of Technology. Spectre offers a measurement in terms of numbers of packages for
the behaviour of entities in the network to be managed. The presentation can be done in two
ways, a direct presentation on display or a SNMP based distribution of the information.

3.7 conclusions

To develop a management toolkit the SNMP protocol is chosen for a number of reasons
as given in the first paragraph of this chapter. The tasks for management are defined in
section 3.1. When developing a manager a number of levels can be separately implemented
as shown in section 3.4. The MIB will be delivered by the manufacturer of the equipment
to be managed. The basic SNMP functions are implemented in a library; the CMU library
seems the best choice when developing a manager at the Apollo workstations. Perhaps some
ideas of the MAP package and the SNMPQL package can be used to develop the manager.
The packages send via ethernet can be monitored by some packages for the PC.

An implementation of the manager can be made with the information from this chapter.



Chapter 4

Extending MIBs and adapting
management software

The Management Information Base is an important part of the management system of a
network. The MIB gives a view of the agent to the manager. Only the objects described in
the MIB of an entity can be used to manage that entity. If new entities with new features are
added the MIB has to be extended; a couple of ways can be used to extend the MIB. These
extensions influence the software to manage the network. At this moment most managers of
networks write their own management software. If the MIB is extended by new entities or
new features of entities, a complete or at least partial rewrite of the management software is
needed. This chapter will describe a method of adding extra information to the objects in
the MIB to define their functionality. This extra information should be used to automatically
adapt or reconfigure the management software to manage the new entities or features of
entities.

The place of the MIBs is shown in figure 2.14. The MIBs of the agents are databases that
don't have to be implemented as conventional databases; the implementation is left to the
manufacturer of the equipment 'and the programmers of the agent. The MIBs of the manager
are views of the MIBs of the agents, these MIBs describe the agents.

4.1 The ASN.1 language to describe a MIB

A MIB as given in [RFC1213] should be described very accurate, it is a standard that should
not be misunderstood. Therefore a formal language is used to describe the MIB, the ASN.1
language. The ASN.1language is a standard language from ISO as stated in [IS08824].

The ISO standard gives a wide varity of possible constructions to describe a MIB. The lAB
has limited the constructions allowed as given in [RFC1155].

Some simple rules can be given for the allowed constructions for the syntax to describe MIBs,
based on the ISO standard for ASN.1:

1. Only the primitive types INTEGER, OCTET STRING, OBJECT IDENTIFIER and
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NULL are permitted.

2. The SEQUENCE constructor type is used for defining lists and tables. Lists are defined
as SEQUENCE { <typel> .. , <typeN> } and tables as SEQENCE OF <entry>.

3. New types may be defined, but have to be build from the allowed ASN.1 types or other
defined types.

4. NetworkAddress is a new defined type, defined as CHOICE and is allowed to represent
an address as used by one of the protocols; currently only the Internet protocol is used.

5. IpAddress is a new defined type and represents an IP address. It is defined as an OCTET
STRING of length 4.

6. Counter is a defined type to represent a non-negative integer that can be increased and
resets when the maximum value (232 - 1) is reached.

7. Gauge is a defined type like Counter, but can be increased or decreased and latches at
maximum value.

8. TimeTicks is a defined type that counts the time in hundredths of seconds since some
epoch.

9. Opaque is a defined type to represent an arbitrary ASN.1 description.

Every object in a MIB is defined by specifying the name, the syntax, the access rights and the
status. The access right for an object can be choosen from read-only, read-write, write-only
and unaccessable. The status is in most cases defined as 'mandatory', but can be defined as
'deprecated' since the MID-II definition is published. The status 'deprecated' means that in
the future MIB versions will be published that don't define the objects marked 'deprecated'
anymore.

4.2 Standard methods to extend a MIB

The standard MIB (version II from [RFC1213]) can be extended in three ways:

1. The publication of a complete new version of the old MIB or an addition to the old MIB.

2. The publication of extensions to the current version of the MIB by defining additional
objects in the experimental subtree (see figure 3.1).

3. The publication of extensions to the current version of the MIB by defining additional
objects in the private subtree.

The first method is used by the lAB to update the current version of the MIB to a new one.
A new MIB is published if a number of additions, changes or supplements are made.

Method two is used for experiments in the internet. The experimental subtree is divided in a
long list of groups.
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The last method is used to make it possible to registrate objects of new products. The private
part of the MIB contains at least the enterprises. Every group in the enterprise tree is assigned
to a manufacturer or other party concerned. For example Apollo has enterprise number 53
to create their own subtree from there.

4.2.1 A MIB extension: the RMON MIB

The first extension method to extend the standard MIB is currently used to define some
commonly used interfaces as the RS-232 interface or the parallel interface. Another extension
of the MIB-II definition is given in [RFC1271]. This extension is the Remote MONitor MIB
(RMON MIB) for monitors in the network to simplify and optimize the managers tasks. The
standard MIB is defined in 11 groups. The groups are defined to devide the objects in a
number of logical parts of the MIB. For example all objects for the same internet protocol
belong to the same group. The RMON MIB is defined as the 16th group of the MIB-II and
is divided in a number of subgroups. Every subgroup has a special task as can be seen in the
following list of subgroups:

statistics (1) - collects the statistics from the ethernet.

history (2) - collects the statistics at sampled times to process the statistics later.

alarm (3) - compares the sampled statistics to thresholds and generates alarms if needed.

hosts (4) - discovers new added hosts.

hostTopN (5) - registrates for every statistic the "top user" host.

matrix (6) - collects the statistics for the connections between hosts (number of packages
send, errors etc.).

filter (7) - offers some filters for packets and can generate events if needed.

capture (8) - captures the packets filtered.

event (9) - controls the event- and notification-generation.

As mentioned before, the intention of this part of the MIB is, the simplification of the man
agers tasks. The MIB belongs to an agent acting as a viewer of an area of the network. Use
of this kind of MIB extensions lead to a distribution of the management tasks.

4.3 Automatic installation of new MIBs

The addition of new equipment to a network to be managed normally implies a rewrite of
the management software. The new features of the entitie(s) need new functionality. The
software for the management station, the manager, consists of several parts as indicated in
figure 4.1. The 'heart' of the manager forms the functionality part. This part is divided in a
number of functionality classes and will be explained in the example for the routing task.
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Figure 4.1: Overview of a universal manager.
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Currently every manager of a network writes his (or her) own software to manage the net
work. It would save a lot of time and money to do the rewrite of the management software
automatically or not at all. However, this is very complicated to design and implement. An
other solution would be writing a universal manager and add some extra information to the
MIB supplied to the new equipment. The extra information should describe the functional
ity of every object of the MIB. The intension is that the manager, by means of this extra
information, can manage the objects immediately.

The idea of automatically use the new MIBs is also applied in IBMs SNMP·DPI (SNMP
Distributed Program Interface) as described in [RFC1228]. The SNMP-DPI differs from
standard SNMP for the agents. The agents of SNMP-DPI are created in two pieces, one
processing the incoming and outgoing SNMP messages and the second one managing the
hardware directly.

The main advantage of the SNMP-DPI is the possibility to change the MIB of an agent even
when the agent is used at that moment. However, the addition of new entities in the network
still cause the need to rewrite at least parts of the management software.

Other solutions for the problem how to automatically add new equipment without a rewrite
of the management software were not found in literature, so a new idea should be made.
Therefore a systematic study of one task is made as an example. The routing task is selected
to develop a general addition to the MIB-II. If for the standard MIB an addition can be made,
the extensions to the MIB can be treated the same way.
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4.4 An example: routing
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Management is divided in a number of tasks. One task is the routing / name management.
Routing is needed at the Internet Protocol (IP) level.

4.4.1 The Internet Protocol

The IP packets are routed through the network to reach the destination address. Before
taking a detailed look at the routing task for management, the working of IP should be made
clear in headlines, because the routing task should correspond to the IP.

The IP is working with datagrams; every datagram has a header and a data part. The data
should be delivered to a higher level protocol, for example TCP. The datagrams are checked
when arriving at an entity in the network to select only the correctly delivered datagrams.
After this checks the datagram can be send to another entity (the next 'hop') or delivered
to a higher level protocol of the entity itself. Erronous datagrams and datagrams that have
reached their time to live are discarded. The time to live is a maximum number of hops (=
maximum number of links) that can be used to deliver the datagram. An overview of the
actions of the IP are given in figure 4.2.

4.4.2 The routing task

The routing part of the routing / name management task can be described as follows:

• Initialisation of variables of the management program. For example IP addresses of the
entities should be read from the MIBs of the entities currently available. These entities
can be defined by hand or by using a special algorithm to find new entities.

• Check what entities in the network are gateways by using the ipForwarding object of the
MIB; only gateways have to support the task of routing.

• Filling (initialisation) of the routing tables of all the entities that are gateways.

• Check usage of links in the network and take action(s) if usage is more than a selected
threshold. This is a continuous process.

• Check if entities are working. This is also a continuous process. If an entity is down, find
new routes through the network without that entity.

All these sub-tasks can be found in figure 4.3. The figure shows the routing sub-tasks for one
subnetwork. The dotted line shows a loop if other subnetworks have to be managed too. The
flow diagram shows a loop to the state of performing checks. This is the main task of routing;
wait until someting goes wrong and in the meantime check if limits of errors or usage (traffic)
are reached. The end state is only used if there are no gateways in the network. However,
this kind of networks will almost never be used, because normally every entity is a neighbour
of some other entities and will exchange data with that entity.
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Figure 4.2: A flow diagram of the Internet Protocol.
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Figure 4.3: The routing flow diagram.
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The routing tasks as given in figure 4.3 should be described in a more precise way. For each
block in the figure a couple of actions have to be taken. The equipment in the network to be
managed consists of entities that are connected together by the network.

A description of the blocks of the flow diagram for the routing task (Vobjects means "for all
objects ..."):

* Initialise data:

• Ventities read sysName and ipForwarding from the MIB of the entity.

* What entities are gateways?

• Ventities check if the entity is a gateway.
~ create a list of gateways and connections between them.

* Fill route table(s) (initialise)

• Vgateways fill routing table.

* Check for errors, failures, traffic (main loop)

• Vgateways check if gateway is up.
~ if gateway is down find new route(s).

• Vlinks check if traffic ~ threshold.
~ if traffic> threshold find extra route(s).

• VUnks check if errors ~ threshold.
~ if errors> threshold find new route(s).

* Find new route(s)

• check list of connections for number of new routes wanted, so the number of connec
tions of a gateway that doesn't work correctly (depends on connectivity ofgateways).

• check list of connections for routees) to replace or to add.

* Update the routing table(s)

• Vgateways involved re-ini tialise route table.

If more than one subnetwork has to be managed the first two sub-tasks (initialise and checking
for gateways) is done iterative. Some very important objects of the MIB for routing are used
in this description.

Classification for the description of functionality

To give an exact description of what should be done in the network to perform the tasks as
described above, a list of objects of the MIB, relevant for the routing task should be made.

The list of objects of the MIB-Il as defined in [RFC1213] can be found in appendix D. This list
can be extended with the functionality for every object. For a description of the functionality
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of every object some functionality classes should be defined. The classes can be defined as
the tasks for management. Every object belongs to one or more classes and can be used by
these classes to perform the task needed.

Following the definition of classes as mentioned above, a list of classes to be used can be given
as:

a configuration (initialisation etc.).

b routing / names.

c monitoring.

d fault handling.

e performance optimalisation.

f security.

g accounting.

This list can be extended if more classes are needed to manage a network. If a new class is
defined, all objects of the MIB should be examined to determine if the object belongs also to
the new created class.

As an example the task of routing will be used to describe the functionality of objects. A list
of objects that can be used for the task of routing is extracted from the MIB-II list of objects.
The objects selected for the routing task are given in table 4.1. The first column gives the
address to select the object (see appendix D) and the second column the object name.

These objects are selected by hand. The description of every object is verified to determine if
the object is relevant for the routing task. All these objects can be used (be read or written)
to perform the routing task.

A formal description of routing

Now it is possible to describe the actions needed for the sub-tasks of routing as seen in fig
ure 4.3. The description will be given in a kind of a programming language. The constructions
used can be found in allmost every programming language.

Every block of figure 4.3 is described as a number of actions and some pieces of english that
should be specified later. In the description some basic SNMP instructions are used to identify
some specific actions (read or write) for the agent(s) involved.

Some primary checks are important for the routing task. For example when creating a
list of connections the ip routing table should be checked. If the table is filled already,
check ipRouteProto for the type of routing protocol used. If table is empty, fill the table if
ipRouteProto has the value netmgmt(3).

Now every block of figure 4.3 can be described by some pseudo program code. The used
program language supports constructions like fOT . .. Tof, if . .. Ii and do ... od. The resulting
code mixed with some pieces of english text indicating what to do can be given as follows:
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Table 4.1. The objects for routing.
address object name address object name
1.5 sysName 4.21.1.7 ipRouteNextHop
2.1 ifNumber 4.21.1.8 ipRouteType
2.2 iITable 4.21.1.9 ipRouteProto
2.2.1 ifEntry 4.21.1.10 ipRouteAge
2.2.1.6 ifPhysAddress 4.21.1.11 ipRouteMask
2.2.1.7 ifAdminStatus 4.21.1.12 ipRouteMetric5
2.2.1.8 ifOperStatus 4.22 ipNetToMediaTable
3.1 atTable 4.22.1 ipNetToMediaEntry
3.1.1 atEntry 4.22.1.1 ipNetToMediaIfIndex
3.1.1.2 atPhysAddress 4.22.1.2 ipNetToMediaPhysAddress
3.1.1.3 atNetAddress 4.22.1.3 ipNetToMediaNetAddress
4.1 ipForwarding 4.22.1.4 ipNetToMediaType
4.12 ipOutNoRoutes 6.1 tcpRtoAlgorithm
4.13 ipReasmTimeout 6.2 tcpRtoMin
4.20 ipAddrTable 6.3 tcpRtoMax
4.20.1 ipAddrEntry 6.4 tcpMaxConn
4.20.1.1 ipAdEntAddr 6.13 tcpConnTable
4.20.1.3 ipAdEntNetMask 6.13.1 tcpConnEntry
4.20.1.4 ipAdEntBcastAddr 6.13.1.2 tcpConnLocalAddress
4.20.1.5 ipAdEntReasmMaxSize 6.13.1.3 tcpConnLocalPort
4.21 ipRouteTable 6.13.1.4 tcpConnRemAddress
4.21.1 ipRouteEntry 6.13.1.5 tcpConnRemPort
4.21.1.1 ipRouteDest 7.5 udpTable
4.21.1.3 ipRouteMetric1 7.5.1 udpEntry
4.21.1.4 ipRouteMetric2 7.5.1.1 udpLocalAddress
4.21.1.5 ipRouteMetric3 7.5.1.2 udpLocalPort
4.21.1.6 ipRouteMetric4 8.6 egpAs
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* Initialise data:
fOT "all entities to be managed"

do SNMPGET(system.sysName);
SNMP GET(ip.ipForwarding)

* What entities are gateways?:
fOT "all entities to be managed"

do if ip.ipForwarding = 1
then "add this entry to the gateway list"
else "add this entry to the no-gateway list"

fi
od
do "check what neighbours this entity has

and build a gateway connections table;
the connectivity of the network can be
given by hand or by a special algorithm
to find new entities"

* Fill route table(s) (initialise):
fOT "all gateways to be managed"

do if ip.ipRouteProto = netmgmt
then "assign (use SNMPset) values to

ip.ipRouteDest for the destination
ip.ipRouteMetric1 (till 5) for the costs
ip.ipRouteNextHop for the next entity
ip.ipRouteType for the type of routing
ip.ipRouteMask for the mask for addresses"
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* Check for errors, failures, traffic (main loop):
1* this subtask is done by the monitoring task too; therefore the objects needed
for the checking of errors, failures and traffic are not mentioned in table 4.1 */
f OT "all gateways to be managed"

do "check for all error-type and traffic-type counters
if they exceed their thresholds, if a counter exceeds
the threshold, find new route(s) "

* Find new route(s):
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if "gateway down"
then "determine the number of neighbours of that gateway and

find new route(s) for all connection(s) to that neighbours"
/* use the gateway connections table created before */

else /* too many errors or traffic for a connection */
"determine the gateways at both ends of the connection and
find new route(s) without using the connection mentioned"
/* use the gateway connections table created before */

• Update the routing table(s):
for "all gateways involved"

do "this subtask has the same task as the 'fill
route table(s) (initialise)' given above"
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The english parts in the given pseudo-code should be filled in with a piece of code with SNMP
calls. This implementation depends on the environment where the manager should work in.

The "all entities to be managed" can be implemented by a list made by hand of all the entities
in the network. This list can also be created automatically by using an algorithm that detects
added entities. The table created while checking what entities are gateways is very important
for the other sub-tasks. This list can also be updated at sampled times with the mentioned
algorithm.

Performing checks for the number of errors and amount oftraffic in the network forms the main
part of routing. This main part is in fact the monitoring task also needed for management.
The mentioned error-type and traffic-type counters are for example the counters addressed
from 4.3 to 4.19 in the IP group of the MIB as seen in appendix D. This are the iplnReceives
until ipFragCreates counters. What counters of this list are used depends on the whishes of
the manager.

4.5 conclusions

As described in this chapter the standard MIB is described with a subset of the ASN.1 syntax.
To extend the MIB three methods are used: definition of a complete new MIB or additions
to the old MIB, definition of new objects in the experimental tree and definition of objects in
the private tree.

If new equipment is added to the network automatic reconfiguration or adaption of the man
agement software should be possible. To reach this target a universal manager is defined in
figure 4.1. A description of the functionality of the objects in the MID should be added to
the MIB to inform the management software what should be done with the objects.

The routing task is selected to try to define such an addition to the standard MIB. To describe
the functionality of objects a number of functional classes is defined corresponding to the tasks
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for management. All objects of the standard MIB that can be used for the routing task are
selected to make a description of what routing means. The english parts of the description
as given in the last part of this chapter should be written out in SNMP commands that act
on the selected MIB objects.

Then a precise description of the actions to be taken for the routing task is given. This
description can be added to the MIB for the manager. The descriptions of all functional
classes together should make clear what can be done with every object of the MIB.

So if descriptions are made for all functional classes an automatic update of the management
software can be done.



Chapter 5

Conclusions

Two kinds of networks, the public networks and the LANs / WANs, are examined to see what
management standards are used to manage these networks. For the group of public networks
the ISDN is examined.

The TMN standard is used to maintain the ISDN. Within the TMN the CMIP takes care of the
management of the network. The network consists of managers and agents; the manager(s)
manage the agents. Every feature of an agent is represented by an object. All objects are
collected in a database: the MIB. A number of actions are defined to use the MIB. Systems
management defines a number of management functions for the management tasks of the
ISDN.

For LANs and WANs the internet is used as an example. For the internet a lot of protocols are
defined. The SNMP is a management protocol that is becoming more and more important.
Similar to the ISDN managers and agents are defined for SNMP. Objects in a MIB are defined
to represent the features of an agent.

After this research it was clear that a combination of public networks and LANs / WANs
can be managed with use of the SNMP. A manager and an agent can be implemented with
SNMP. The basic functions of SNMP are performed by free available libraries.

The MIB is a collection of objects representing the features of the entities of the network. If
new entities are added it would be easy if an automatic update of the management software
could be made. To reach this point of automation an additional description of the functionality
of every object has to be made. As an example for the routing task the relevant objects from
the standard MIB are chosen. A number of subtasks for routing are described with the use
of these objects. After working out this example it is clear that an automatic update of the
management software can be realized with the use of the MIB additions.

5.1 Recommendations for further research and development

The research as described in this report can be extended in a number of directions:

• A manager and an agent can be implemented as described in chapter 3.
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• The way to describe the functionality of objects can be worked out for all functionality
classes. This can be done for the standard MIB and for some extensions to the standard
MIB.

• The presentation part of the manager can be developed. How the information is displayed
can be defined for every object.

In appendix Band C some sources are given where information about management protocols
can be received from.
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Appendix A

List of abbreviations

The management of networks is described by a number of protocols of some standardisation
organisations. Most of these protocols have a long name, so an abbreviation is used after
mentioning the full name first. Because of the number of abbreviations involved is so large,
it can be of use to have a list of abbreviations to look for the full name of a protocol. In most
cases the full name of a protocol says more about the protocol than the abbreviations. All
abbreviations used in this report and some other relevant ones are given below.

ACSE - Association Control Service Element.

ARPA - Advanced Research Projects Agency.

ASN.l - Abstract Syntax Notation one.

BOOTP - Bootstrap Protocol.

BS - Basic Services.

CCITT - Comite Consulatif International de Telegraphique et TeIephonique.

CMIP - Common Management Information Protocol.

CMISE - Common Management Information Service Element.

CMOT - Common Management Information Protocol over TCP lIP.

DARPA - Defence Advanced Project Research Agency.

DNS - Domain Name System.

DOD - U.S. Department Of Defence.

EGP - External Gateway Protocol.

ETSI - European Technical Standards Institute.

FNC - Federal Networking Council.
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List of abbreviations

FTAM - File Transfer, Access & Management.

FTP - File Transfer Protocol.

GNIM - General Network Information Model.

lAB - Internet Activities Board.

ICMP - Internet Control Message Protocol.

IEC - International Electrotechnical Committee.

IETF - Internet Engineering Task Force.

IP - Internet Protocol.

IRTF - Internet Research Task Force.

ISDN - Integrated Service Digital Network.

ISO - International Organisation for Standardisation.

.JTCl - Joint Technical Committee.

LAN - Local Area Network.

LME - Layer Management Entity.

LPP - Leight-weight Presentation Protocol.

MF - Mediation Function.

MIB - Management Information Base.

MIS - Management Information Service.

MIT - Management Information Tree.

NE - Network Element.

NEF - Network Element Function.

NEL - Network Element Layer.

NEML - Network Element Management Layer.

NFS - Network File System.

NMF - Network Management Forum.

NML - Network Management Layer.

NTP - Network Time Protocol.

OAM&P - Operation, Administration, Maintenance and Provisioning.

OS - Operating System.
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List of abbreviations

OSF - Operations System Function.

OSI - Open Systems Interconnection.

PDU - Protocol Data Unit.

RFC - Request For Comments.

RIP - Routing Information Protocol.

ROP - Remote Operations Protocol.

ROSE - Remote Operations Service Element.

RPC - Remote Procedure Call.

SGMP - Simple Gateway Monitoring Protocol.

SLIP - Serial Line Interface Protocol.

SMAE - Systems Management Application Entities.

SMI - Structure of Management Information.

SML - Service Management Layer.

SMTP - Simple Mail Transfer Protocol.

SNMP - Simple Network Management Protocol.

SRI - Stanford Research Institute.

TCP - Transmission Control Protocol.

TFTP - Trivial File Transfer Protocol.

TMN - Telecommunications Management Network.

UDP - User Datagram Protocol.

VAS - Value Added Services.

VT - Virtual Terminal.

WAN - Wide Area Network.
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Appendix B

List of RFCs relevant for
management

An RFC (Request For Comment) is published by the lAB and describes a protocol or a way
to define a protocol. A lot of RFCs are available at the moment (now, june 1992, more than
1300). A full list of RFCs with their subjects is available from a number of ftp-sites. This
appendix gives an overview of the RFCs that are important for managing a network.

The RFCs marked with * are obsoleted by a later version (with a larger RFC number).

RFC 1021 - High-level Entity Management System (HEMS).

RFC 1022 - High-level Entity Management Protocol (HEMP).

RFC 1028 - Simple Gateway Monitoring Protocol.

RFC 1052 - lAB recommendations for the development of Internet network management
standards.

RFC 1065* - Structure and identification of management information for TCPlIP-based
internets.

RFC 1066* - Management Information Base for management of TCPlIP-based internets.

RFC 1067* - Simple Network Management Protocol.

RFC 1083* - lAB official protocol standards.

RFC 1085 - ISO presentation services on top of TCP lIP based internets.

RFC 1089 - SNMP over Ethernet.

RFC 1094 - NFS: Network File System Protocol specification.

RFC 1095* - The Common Management Information Services and Protocol over TCPlIP
(CMOT).
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List of RFCs relevant for management

RFC 1098* - A Simple Network Managment Protocol (SNMP).

RFC 1100* - lAB official protocol standards.

RFC 1120* - Internet Activities Board.
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RFC 1130* - lAB official protocol standards.

RFC 1140* - lAB official protocol standards.

RFC 1147 - FYI on a network management tool catalog: Tools for monitoring and debug
ging TCP lIP internets and interconnected devices.

RFC 1155 - Structure and Identification of Management Information for TCPlIP-based
Internets.

RFC 1156 - Management Information Base for network management of TCP lIP-based in
ternets.

RFC 1157 - Simple Network Management Protocol (SNMP).

RFC 1158* - Management Information Base for network management of TCP lIP-based
internets: MIB-II.

RFC 1160 - Internet Activities Board.

RFC 1161* - SNMP over as!.
RFC 1187 - Bulk table retrieval with the SNMP.

RFC 1189 - The Common Management Information Services and Protocols for the Internet
(CMOT and CMIP).

RFC 1200* - lAB official protocol standards.

RFC 1212 - Concise MIB Definitions.

RFC 1213 - Managment Information Base for Network Management of TCP lIP-based in
ternets: MIB-II.

RFC 1215 - A convention for defining traps for use with the SNMP.

RFC 1227 - SNMP MUX Protocol and MIB.

RFC 1228 - SNMP-DPI: Simple Network Management Protocol Distributed Program In
terface.

RFC 1270 - SNMP Communications Services.

RFC 1283 - SNMP over as!.
RFC 1298 - SNMP over IPX.

RFC 1303 - A Convention for Describing SNMP-based Agents.
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For the standard MIB of RFC 1158 and 1213 a number of extensions are defined. Manufac
turers have extended the standard MIB by specifying their own objects for their management
software. Extensions for some general interfaces are defined in a number of separate RFCs.
The RFCs defining these extensions are given below.

RFC 1162* - Connectionless Network Protocol (1508473) and End System to Intermediate
System (IS09542) Management Information Base.

RFC 1214 - OSI internet management: Management Information Base.

RFC 1229 - Extensions to the generic-interface MIB.

RFC 1230 - IEEE 802.4 Token Bus MIB.

RFC 1231 - IEEE 802.5 Token Ring MIB.

RFC 1232 - Definitions of managed objects for the DSI interface type.

RFC 1233 - Definitions of managed objects for the DS3 interface type.

RFC 1238 - CLNS MIB for use with Connectionless Network Protocol (IS08473) and End
System to Intermediate System (IS09542).

RFC 1239 - Reassignment of experimental MIBs to standard MIBs.

RFC 1243 - Appletalk Management Information Base.

RFC 1248* - OSPF version 2: Management Information Base.

RFC 1252* - OSPF version 2: Management Information Base.

RFC 1253 - OSPF version 2: Management Information Base.

RFC 1269 - Definitions of managed objects for thee Border Gateway Protocol: version 3.

RFC 1271 - Remote network monitoring Management Information Base.

RFC 1284 - Definitions of managed objects for the Ethernet-like interface types.

RFC 1285 - FDDI Management Information Base.

RFC 1286 - Definitions of managed objects for bridges.

RFC 1289 - DECnet phase IV MID extensions.

RFC 1304 - Definitions of managed objects for the SIP interface type.

RFC 1315 - Management Information Base for Frame Relay DTEs.

RFC 1316 - Definitions of Managed Objects for Character Stream Devices.

RFC 1317 - Definitions of Managed Objects for RS-232-like Hardware Devices.

RFC 1318 - Definitions of Managed Objects for Parallel-printer-like Hardware Devices.



Appendix C

Ftp-sites and other sources for
management

This appendix gives some sources where to get information about management. Common
information about management can be found in literature, but information from the sources
given in this appendix is the most up to date. To gather this information access to the internet
should be available.

C.l Newsgroups

Internet is a worldwide network and therefore it is a good medium to discuss about manage
ment with other people from all over the world. The internet news is used to send messages
to all other people reading the news. If a question is posted it can be answered by anybody
in the world.

The internet news is separated in a lot of newsgroups. Some of these newsgroups are in
teresting for managers of networks and programmers of management tools. The following
newgroups are interesting to read about management:

• comp.protocols.tcp-ip

• comp.protocols.tcp-ip.ibmpc

• comp.protocols.tcp-ip.domains

• comp.protocols.iso

• comp.protocols.nfs

• comp.protocols.snmp

• comp.protocols.ppp

• comp.dcom.lans
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Ftp-sites and other sources for management

• comp.dcom.lans.ethernet

• comp.dcom.lans.hyperchannel

• comp.dcom.lans.misc

• comp.dcom.sys.cisco

C.2 Mailing lists

65

The internet news is a way to reach all people interested in a subject. The use of mailing lists
is also a method to reach all people interested in a subject. However, mailing lists use the
email feature of internet. Therefore mailing lists can be used by people with email facilities
that don't have a newsfeed (so can not read the newsgroups).

Two mailing lists discuss about some management subjects. The first list is from the NOR
DUnet about management of networks, the second one from M. Rose about SNMP. To sub
scribe to a mailing list an email message have to be send to a special address. The mailing
lists of interest for management of networks are:

1. NDNNET-I. Subscribe via LISTSERV<DSEARN .SUNET. SE by sending an email with one of
the following commands:

• HELP

• INFO GENINTRO

A mail message with a full description of the actions to be taken is replied.

2. The Simple Times. Subscribe via st-subscriptions<Dsimple-times. org or, if this
name is not correctly expanded, via st-subsriptions<Ddbc .mtview. ca. us by sending
an email. A command is not needed; the sender of the email will be subscribed to the
mailing list automatically.

C.3 Ftp-sites

Chapter 3 describes some SNMP libraries and other public available SNMP software. This
software can be collected from some ftp-sites via ftp. For the username anonymous have to
be used and for the password the email address should be used. The ftp-sites where the
described software can be found and the filenames of the complete packages are:

• eMU SNMP library:

site: lancaster.andrew.cmu.edu (128.2.13.21)

file: pub/cmu-snmpl.O.tar

• MIT SNMP Development Kit:
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site: allspice.lcs.mit.edu (18.26.0.115)

file: pub/snmp/snmp.tar

• Tricklet SNMP library:

site: dnpap.et.tudelft.nl (130.161.144.65)

file: pub/Tricklet/tricklet.tar.Z

• The Gobbler ethernet monitor for PCs:

site: dnpap.et.tudelft.nl (130.161.144.65)

file: pub/Gobbler/gobbler.zip

• The Beholder ethernet monitor for PCs:

site: dnpap.et.tudelft.nl (130.161.144.65)

file: pub/Beholder/beholder.zip

• Spectre ethernet monitor for PCs:

site: dnpap.et.tudelft.nl (130.161.144.65)

file: pub/Spectre/spectre.zip
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Manufacturers can define additions to the standard MIB to support the features of their
equipment. These additions can be made public via ftp. A number of these additions can be
found at the ftp-site venera. isi. edu (128.9.0.32) in the directory pub/mib.

C.4 SNMP agents

When developing management software a correct working SNMP agent is of great use to
verify the software being written. To test the public available SNMP libraries agents can also
be used.

Some SNMP agents that are used to test the SNMP libraries can be used when developing
software at the Apollo workstations. The SNMP agents that were used to test the SNMP
libraries are:

• rwa.urc.tlie.nl (131.155.2.243)

• rwb.urc.tue.nl (131.155.2.244)

• rwc.urc.tue.nl (131.155.2.245)

• viper.es.ele.tue.nl (131.155.20.126)

• gatekeeper.dec.com (16.1.0.2)

• tmmac.urc.tue.nl (131.155.2.17)
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These SNMP agents can be used for example by sending a SNMPget request to ask the value
of an object. The community to be used have to be public for the first five agents. The last
agent can only be accessed with another community name. This community name serves as
a password for the agent.



Appendix D

MIB-II: access rights and
functionality for objects

This appendix gives an overview of all the MIB-II objects. For every object the access rights
are given. R means readable, W means writeable and N means no access. The objects marked
with N are the tables and the table-entries. These objects are not addressable objects of the
MIB. The address of every object is given in this list too. The complete address of an object
can be found by appending the address given for the object to the address for the MIB-II,
1.3.6.1.2.1, as can be seen in figure 3.1 of chapter 3. For example the address used to access
the object system.sysUpTime is 1.3.6.1.2.1.1.3. The last column of the tables represents the
functionality of the objects. Every object can belong to one or more functionality classes as
described in chapter 4. The functionality classes are defined as:

a configuration e performance optimalisation
b routing / names f security
c monitoring g accounting
d fault handling

The groups of MIB-II
group name short description
1 system system identification etc.
2 interfaces interface descriptions.
3 at phys. to logic. address.
4 ip number of packages,
5 icmp errors and other
6 tcp numeric information
7 udp for the IP, ICMP, TCP,
8 egp UDP and EGP protocols.
9 cmot no longer used in MIB-II.
10 transmission reserved for transmission.
11 snmp SNMP numeric information.

68



MIB-II: access rights and functionality for objects

The MIB-II objects
system group (1)

address name access functionali ty
1.1 sysDescr R a
1.2 sysObjectID R a
1.3 sysUpTime R a
1.4 sysContact RW a
1.5 sysName RW ab
1.6 sysLocation RW a
1.7 sysServices R a

interfaces group (2)
address name access functionality
2.1 ifNumber R abe
2.2 iITable N
2.2.1 ifEntry N
2.2.1.1 ifIndex R a
2.2.1.2 iIDescr R a
2.2.1.3 iIType R a
2.2.1.4 ifMtu R ae
2.2.1.5 ifSpeed R ae
2.2.1.6 ifPhysAddress R ab
2.2.1.7 ifAdminStatus RW abc
2.2.1.8 ifOperStatus R abc
2.2.1.9 ifLastChange R c
2.2.1.10 ifInOctets R cg
2.2.1.11 ifInUcastPkts R cg
2.2.1.12 iflnNUcastPkts R cg
2.2.1.13 iflnDiscards R cd
2.2.1.14 iflnErrors R cd
2.2.1.15 ifInUnknownProtos R cd
2.2.1.16 ifOutOctets R cg
2.2.1.17 ifOutUcastPkts R cg
2.2.1.18 ifOutNUcastPkts R cg
2.2.1.19 ifOutDiscards R cd
2.2.1.20 ifOutErrors R cd
2.2.1.21 ifOutQLen R ce
2.2.1.22 ifSpecific R a

address table group (3)
address name access functionali ty
3.1 atTable N
3.1.1 atEntry N
3.1.1.1 atIfIndex RW a
3.1.1.2 atPhysAddress RW ab
3.1.1.3 atNetAddress RW ab
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MIB-II: access rights and functionality for objects

ip group (4)
address name access functionality
4.1 ipForwarding RW ab
4.2 ipDefaultTTL RW a
4.3 ipInReceives R cg
4.4 iplnHdrErrors R cd
4.5 iplnAddrErrors R cd
4.6 ipForwDatagrams R c
4.7 iplnUnknownProtos R cd
4.8 iplnDiscards R cd
4.9 iplnDelivers R cg
4.10 ipOutRequests R cg
4.11 ipOutDiscards R cg
4.12 ipOutNoRoutes R cd
4.13 ipReasmTimeout R bed
4.14 ipReasmReqds R cg
4.15 ipReasmOKs R cg
4.16 ipReasmFails R cd
4.17 ipFragOKs R cg
4.18 ipFragFails R cd
4.19 ipFragCreates R cg
4.20 ipAddrTable N
4.20.1 ipAddrEntry N
4.20.1.1 ipAdEntAddr R ab
4.20.1.2 ipAdEntIflndex R a
4.20.1.3 ipAdEntNetMask R ab
4.20.1.4 ipAdEntBcastAddr R ab
4.20.1.5 ipAdEntReasmMaxSize R ab
4.21 ipRouteTable N
4.21.1 ipRouteEntry N
4.21.1.1 ipRouteDest RW ab
4.21.1.2 ipRouteIflndex RW a
4.21.1.3 ipRouteMetricl RW b
4.21.1.4 ipRouteMetric2 RW b
4.21.1.5 ipRouteMetric3 RW b
4.21.1.6 ipRouteMetric4 RW b
4.21.1.7 ipRouteNextHop RW ab
4.21.1.8 ipRouteType RW b
4.21.1.9 ipRouteProto R ab
4.21.1.10 ipRouteAge RW be
4.21.1.11 ipRouteMask RW ab
4.21.1.12 ipRouteMetric5 RW b
4.21.1.13 ipRoutelnfo R a
4.22 ipNetToMediaTable N
4.22.1 ipNetToMediaEntry N
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ip group (4) (continued)
address name access functionality
4.22.1.1 ipNetToMediaIfIndex RW a
4.22.1.2 ipNetToMediaPhysAddress RW ab
4.22.1.3 ipNetToMediaNetAddress RW ab
4.22.1.4 ipNetToMediaType RW ab
4.23 ipRoutingDiscards R cd

icmp group (5)
address name access functionality
5.1 icmplnMsgs R cg
5.2 icmplnErrors R cd
5.3 icmplnDestUnreachs R cd
5.4 icmplnTimeExcds R cd
5.5 icmplnParmProbs R cd
5.6 icmplnSrcQuenchs R cd
5.7 icmplnRedirects R c
5.8 icmplnEchos R c
5.9 icmplnEchoReps R c
5.10 icmplnTimestamps R c
5.11 icmplnTimestampReps R c
5.12 icmplnAddrMasks R c
5.13 icmplnAddrMaskReps R c
5.14 icmpOutMsgs R c
5.15 icmpOutErrors R cd
5.16 icmpOutDestUnreachs R cd
5.17 icmpOutTimeExcds R cd
5.18 icmpOutParmProbs R cd
5.19 icmpOutSrcQuenchs R cd
5.20 icmpOutRedirects R c
5.21 icmpOutEchos R c
5.22 icmpOutEchoReps R c
5.23 icmpOutTimestamps R c
5.24 icmpOutTimestampReps R c
5.25 icmpOutAddrMasks R c
5.26 icmpOutAddrMaskReps R c

tcp group (6)
address name access functionality
6.1 tcpRtoAlgorithm R ab
6.2 tcpRtoMin R ab
6.3 tcpRtoMax R ab
6.4 tcpMaxConn R ab
6.5 tcpActiveOpens R cg
6.6 tcpPassiveOpens R cg
6.7 tcpAttemptFails R cd
6.8 tcpEstabResets R cd

71



MIB-II: access rights and functionality for objects

tcp group (6) (continued)
address name access function ali ty
6.9 tcpCurrEstab R c
6.10 tcplnSegs R cg
6.11 tcpOutSegs R cg
6.12 tcpRetransSegs R cd
6.13 tcpConnTable N
6.13.1 tcpConnEntry N
6.13.1.1 tcpConnState RW c
6.13.1.2 tcpConnLocalAddress R abc
6.13.1.3 tcpConnLocalPort R abc
6.13.1.4 tcpConnRemAddress R abc
6.13.1.5 tcpConnRemPort R abc
6.14 tcplnErrs R cd
6.15 tcpOutRsts R cd

udp group (7)
address name access functionality
7.1 udplnDatagrams R cg
7.2 udpNoPorts R cd
7.3 udplnErrors R cd
7.4 udpOutDatagrams R cg
7.5 udpTable N
7.5.1 udpEntry N
7.5.1.1 udpLocalAddress R abc
7.5.1.2 udpLocalPort R abc

egp group (8)
address name access functionality
8.1 egplnMsgs R cg
8.2 egplnErrors R cd
8.3 egpOutMsgs R cg
8.4 egpOutErrors R cd
8.5 egpNeighTable N
8.5.1 egpNeighEntry N
8.5.1.1 egpNeighState R c
8.5.1.2 egpNeighAddr R cd
8.5.1.3 egpNeighAs R cd
8.5.1.4 egpNeighlnMsgs R cg
8.5.1.5 egpNeighlnErrs R cd
8.5.1.6 egpNeighOutMsgs R cg
8.5.1.7 egpNeighOutErrs R cd
8.5.1.8 egpNeighlnErrMsgs R cd
8.5.1.9 egpNeighOutErrMsgs R cd
8.5.1.10 egpNeighStateUps R c
8.5.1.11 egpNeighStateDowns R c
8.5.1.12 egpNeighlnterval Hello R ac
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egp group (8) (continued)
address name access functionality
8.5.1.13 egpNeighIntervalPoll R ac
8.5.1.14 egpNeighMode R a
8.5.1.15 egpNeighEventTrigger RW c
8.6 egpAs R ab

snmp group (11)
address name access functionality
11.1 snmpInPkts R cg
11.2 snmpOutPkts R cg
11.3 snmplnBadVersions R cd
11.4 snmplnBadCommunityNames R cd f
11.5 snmplnBadCommunityUses R cd f
11.6 snmpInASNParseErrs R cd
11.8 snmplnTooBigs R cd
11.9 snmpInNoSuchNames R cd
11.10 snmplnBadValues R cd f
11.11 snmpInReadOnlys R c
11.12 snmplnGenErrs R cd
11.13 snmpInTotalReqVars R c
11.14 snmplnTotalSetVars R c
11.15 snmpInGetRequests R c
11.16 snmpInGetNexts R c
11.17 snmplnSetRequests R c
11.18 snmpInGetResponses R cg
11.19 snmpInTraps R cdf
11.20 snmpOutTooBigs R cd
11.21 snmpOutNoSuchNames R cd f
11.22 snmpOutBadValues R cd
11.24 snmpOutGenErrs R cd
11.25 snmpOutGetRequests R c
11.26 snmpOutGetNexts R c
11.27 snmpOutSetRequests R c
11.28 snmpOutGetResponses R c
11.29 snmpOutTraps R cd f
11.30 snmpEnableAuthenTraps RW cd f
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