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Reading guide

This book can obviously be read linearly, from front to back in the order of the chapters. 
However, targeted reading is also possible if one is interested in a particular aspect of traffic 
data, e.g. data retention. In that case the reader is advised to start with:

• Chapter 1 – Introduction
• Chapter 2 – A technically neutral framework
• Chapter 7 – Summary and conclusions

Then, using the table of contents, the reader can target the topic of interest.

Linguistic note

The noun ‘data’ is plural. But although plural, the sentences are often in the singular – “some 
data  is  missing”  instead  of  “some data  are  missing”.  Linguistically,  this  implies  that  the 
speaker or writer treats the noun data as a mass-noun – uncountable, such as water or cheese. 
Both structures are possible: data in the singular as mass-noun or in the plural as count-noun. 
In this study however, any consistent choice for the singular or the plural will produce ugly 
phrases.

Refer to the following questions: “What is traffic data?” and “Which data are traffic data?”. 
The first question is about traffic data as a single concept. The second question is for the 
separate data pieces that constitute traffic data, and as such should be distinguished from the 
data pieces that are not.

The expression ‘traffic data’ is in this study used in the plural when separate data pieces are 
identified as being traffic data (while other data pieces are not). The singular construction is 
used when the discussion is about the single concept of traffic data or when a clearly defined 
set of traffic data is discussed.



1 INTRODUCTION

1.1 Digital data cloud
At  the  beginning  of  the  twenty-first  century,  a  rather  specialized  topic  in  the  field  of 
telecommunications law began to receive a lot of attention: telecommunications traffic data. 
The context of this development was formed by the major technological changes which had 
occurred  in  the  sector  during  the  preceding  decade.  Two  important  innovations  were 
introduced  almost  simultaneously in  the  1990s:  mobile  telephony and  the  internet.  Both 
communication technologies have undergone rapid developments and have now become part 
of  everyday life.  In their  advance,  new communication technologies  have ousted wireline 
telephony. The traditional telephone network is being eroded at a fast pace; subscribers are 
trading in their fixed telephone subscriptions for mobile phones or switch to  bundles where 
fixed telephony is part of a package of voice and data services.

These shifts  in the telecommunications  sector have caused new problems in various legal 
areas. These include issues surrounding the liberalization of the telecommunications market 
(competition and access), law enforcement on the internet (copyright enforcement, cybercrime 
and cyber-investigation) and privacy. The subject matter of this study, communications traffic 
data, has links with all these issues. In short, communications traffic data are the digital data 
about user communications. 

Let  us  think  of  the  following  well-known  image  of  communications:  when  user  A 
communicates with user B, a ‘technical cloud’ separates the two individuals: the network of 
the telecommunications provider. The services of the provider involve the transmission of the 
communication  (the  content,  the  actual  message)  from A to  B.  To achieve  this  goal,  the 
provider  uses  certain  technical  data  required  for  the  proper  functioning  of  the  service. 
Examining the communications network from a legal point of view, there exists a need for a 
division of the digital data cloud: one part belongs to the user (the communication content) 
and one part belongs to the provider (the technical data necessary for the communication).

The communication content belongs to the user, yet it is what the provider must convey and it 
should pass through the network without changes or provider inspection. The provider should 
have  no  interest  in  the  content  of  the  communications.  The  communication  content  is 
confidential, it is only shared between the communicating parties A and B. The involvement 
of the intermediate service provider is limited to the data transfer, the bare transport service. 
The  communication  content  goes  through  the  hands  of  the  provider,  but  he  remains  an 
outsider, totally neutral and preferably invisible to A and B.

In the network of the provider there also is, besides the communication content, data needed 
in the communication  process. It concerns a broad category of data the provider must deal 
with concerning the technical and administrative functions of the network. This engagement 
goes beyond the bare transport  from A to B. The provider is  basically responsible for the 
communication process data, because such data is necessary for the proper functioning of the 
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service. 

The  data  in  the  network  of  the  provider  (the  digital  data  cloud)  can  be  understood  as 
consisting of two legally relevant parts: there is the communication content, and there are the 
process data surrounding the communication content. Concerning the communication content, 
the provider is limited by confidentiality. He should not effectively take note of the content; 
moreover, he should protect the communications from access by others. The process data, 
however, are primarily associated with the provider’s mission of communications reliability. 
The process data should be used for the sound and proper functioning of the service.

Archetypal for the communications data separation into communication content and process 
data, is traditional non-digital mail.

For a letter to be sent by mail it must be enclosed in an envelope. On the envelope is the name  
of the addressee, his or her address and some particulars of the sender. Furthermore, on the  
envelope is  a  postage stamp or  payment  stamp.  The enclosed letter  is  the  content  of  the  
communication. The data on the envelope stand for the process data, they are needed in the 
provider’s business operations. 

The data separation can also be recognized on a postcard: the content is situated on the left 
half  of  the  card,  while  the  process  data  are  located  on the  right.  Moreover,  the  postcard 
example makes clear that the distinction between communication content and process data is, 
in essence, a legal or moral issue: the provider is able to take note of the communication 
content, but is just not supposed to do so. However, the technical form of the communication 
can help in making the distinction in practice. The enclosure of the letter in the envelope is a 
sign that the content should be treated as confidential. The data separation on the postcard 
(content on the left, process data on the right side) has a similar indicator function, but this 
indicator is clearly weaker than when the content is enclosed by an envelope.1

In electronic communications, the data separation indicator is not always clear. Sometimes we 
miss the technical ‘hook’ to recognize the desired separation between communication contents 
and process data.  This  problem is  made clear by the following example of two historical 
communication forms: telegraphy and telex. 

Sending a telegram or telex took place through the intervention of operators. The telegrapher 
or telex operator first had to read (hear) the content of the message and then use a Morse key 
or punch tape. It is inherent to the technology of telegraphy and telex that operators have 
knowledge of the content of the message. The confidentiality of the communication content 
did not take the form of any technical protection, but was part of the confidentiality duty of 
the operator concerned. 

The  two  data  categories,  communication  contents  and  process  data  are,  however,  clearly 
distinguishable in traditional telephony.

1 Hofman assumed the ‘objectified will’ of the communicating parties whether or not the communication would 
be confidential. The criterion for such confidentiality could be found in the technical privacy of the 
communication: a letter enclosed in an envelope would be a confidential communication, but a postcard was 
not. [Hofman 1995, p. 45]. This was also the view of the Minister Sorgdrager, when she answered questions 
from MPs on whether the reading of e-mails by the Justice department should not be regarded as the 
interception of telecommunications, as was governed by Articles 125f-125h of the Code of Criminal 
Procedure, but instead as an examination of data stored in an automated computer work (Articles 125i-125n). 
According to the Minister, the provider was allowed to read the e-mails stored in his network. She drew a 
comparison with picture postcards, which also can be read by the postal employees. [Steenbruggen 2009, p. 
30].
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For a call through the telephone network to take place, a separate communication channel is 
set up. The telephone conversation makes a digital flow through the communication channel.  
Outside  the  communication  channel,  technical  and  administrative  process  data  arise, 
necessary to set up, maintain and remove the communication channel, and for the billing of  
the subscriber afterwards. These last data are also referred to as ‘print  data’ or ‘metering  
data’.

In the case of a telephone network, there is a clear technical data separation. When a call is 
placed,  the  network  constructs  a  digital  communication  channel  that  guides  the 
communication flow from user to user. The communication content of any telephone network 
is what is inside these channels; the process data are the data for setting up, taking down and 
billing the communication channels.

What does the data division on the internet look like?  In the example below, what is  the 
communication content and what is part of the process data?

After entering the words ‘diabetes medications’ into the Google search engine, the following 
line will appear in the web browser address line (simplified):

http://www.google.com/search?q=diabetes+medications 

The answer to  the question is  not  immediately apparent  from the technical modality.  The 
beginning  of  the  line  belongs  intuitively  to  the  process  data;  the  crossing  to  the 
communication content seems to be made somewhere in the middle of the line. This example 
is similar to the postcard where the postman could read the contents, but is supposed not to do 
so. Or is the example similar to that of the telegraph, where the operator is necessarily aware 
of the content? The issue appears to be even more complicated. In the example, there are two 
providers, both of which mediate for the user in seeking information: these are the Google 
search service and the internet service provider. What is the status of Google; is it similar to a 
telecommunications operator or a postal service? Which party is ultimately responsible for the 
data line from the example: the user, the ISP or Google? 

Also in the next example the distinction between communication content and process data is 
not immediately clear. Is the ISP required to read the data from the Date and Subject lines in 
order to transport the message and deliver it to the addressee? Are these data in the letter, or 
on the envelope?2

The header of an e-mail contains the following data fields (simplified):

Subject: vacancy sales manager
From: L. Hasselman <l.hasselman@helsinki.fi>
Date: 21-10-2009 14:06
To: J. Tarma <j.tarma@joensuu.com>

On  the  internet,  the  distinction  between  communication  content  and  process  data  is 
problematic  in  several  respects.  An  ISP provides  various  services  to  users.  Besides  the 
transport of data between individual users, the ISP provides services involving the storage of 
data in the network:  caching and  hosting. With caching, data are temporarily stored in the 
network of  the provider  with the aim of improving the efficiency of the communications 
processes. It concerns for example popular data files of which the provider temporarily stores 
copies, so that they can be provided later upon user request. Thus, the provider can rapidly 
meet a large demand for the same information source. Hosting is the central storage of data on 
2 Compare: Kaspersen & Stuurman 2001, p. 83.
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behalf of a user. With caching and hosting it is not the ISP who is responsible for the stored 
data, but the information-providing user behind the ISP. When the ISP stores the data in the 
network  and  makes  it  available  to  users  on  request,  he  performs  tasks  on  behalf  of  the 
information-providing user. We can illustrate this with an example:

A club of fans of a classic car model  has its own website (www.renault16.com) which is 
hosted by an internet service provider. The information on the website is maintained by the 
club,  but  the  data  are  stored  in  the  network  of  the  ISP.  An  information  request  like  
http://renault16.com/gallery_en.htm is  technically processed  by the  provider;  the  provider 
selects the information object and sends the data to the requesting user.

Activities of this ISP go beyond the ‘bare’ data transport between A to B. The internet service 
provider stores the information content of the car club and handles the individual requests, but 
performs these tasks on behalf of the car club. As the result of the storage activities of caching 
and hosting, the process data seem to expand into the content domain. Data that intuitively 
falls in the confidential realm of communications, is given away to the ISP, who simply has to 
process these data to be able to comply with requests. The process data from the digital data  
cloud are extended by data containing sensitive information about the doings of people, their 
interests and their activities of collecting information.

Pulling apart the data concepts on the internet is not simple. The above examples raise the 
following question: what purpose is served by a sharp dividing line between process data and 
communication content? What legal interests are at stake, or can we just drop the dividing 
line?

Simply  lifting  the  distinction  doesn’t  seem  desirable.  This  is  because  of  the  different 
responsibilities of users and providers with respect to telecommunications data. The provider 
is responsible for the integrity of the communication process, while the user is responsible for 
the communication content.  The responsibilities  for  the communication content  consist  of 
criminal,  copyright  or  general  civil  law  responsibilities.  Issues  of  responsibility  for  the 
contents of networked communications initially emerged with the introduction of telephone 
chat boxes and sex lines. These remained current issues with the rise of the internet in the 
mid-1990s.

The responsibility for the integrity of the transport process is related to the proper functioning 
of telecommunications services. This includes issues such as the occurrence of transmission 
errors  and  the  incomplete  or  inaccurate  transfer  of  the  communication  due  to  provider 
reproachable errors.3 Other provider responsibilities are the integrity of the billing process and 
the availability and performance of the network.4

If – as the above examples indicate – the share of process data from the digital data cloud has 
expanded to include communication content, then we may have to reconsider the rules for the 
use of these data. This is the subject of this study: the expanding share of the process data in 
the digital data cloud of modern telecommunications networks, and the need for appropriate 
rules on the use of these data. 

The  term  ‘process  data’ is  not  used  in  literature;  the  term was  introduced  here  only to 
emphasize that, viewed from a legal perspective, there is a fundamental divide in the digital 
cloud of communications data. There is the content of communications, in which the provider 

3 Dommering, van Eijk, Nijhof & Verberne 1999, p. 33-35.
4 Smits, Verkade (eds.) & Van Duuren 1989, p. 81.
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has no other involvement other than to pass it from A to B. However, there is a category of 
data in which the provider does have interests: the communication process data.

If we think of a communications  network as a digital  data  cloud, then part  of this  cloud 
concerns personal data: data related to individuals. The part of the cloud outside the personal 
data, is the technical data which cannot (or can only with great effort) be linked to individually 
identifiable users. The personal data from the data cloud can be divided into two categories: 
the communications content, which the provider only has to transport from A to B, and the 
process data, in which the provider will make interventions. These process data can then be 
divided into relationship data (name, address, place of residence, type of service) and the 
personal  data  on  the  actual  use  of  the  network.  To  describe  the  latter,  we  now  use  the 
internationally accepted term  traffic  data.  Thus,  the personal  data  in  the digital  cloud are 
divided into three data categories: communication content, traffic data and relationship data.

This study is concerned with traffic data, a form of 
personal  data  in  the network of the provider and a 
data category caught between communication content 
and relationship data.  Typical  of  traffic  data  is  that 
they relate  to  the  actual  use  of  the  network.  Thus, 
traffic data contain the digital traces of the doings of 
persons.  Traffic  data  are  therefore  in  a  state  of 
tension. On the one hand, the provider must be able 
to  use  traffic  data  when  carrying  out  its  tasks 
(providing  telecommunications  services).  On  the 
other  hand,  traffic  data  provide  information  on the 
doings  of  users  and  are  therefore  person  sensitive 
data.  In  terms  of  personal  sensitivity,  moreover, 
traffic data may match the communications content.5

The purpose of this study is to establish the principles for the rules on the necessary protection 
of  traffic  data.  Communication data  protection is  based on two international  fundamental 
rights: (a) the right to privacy and (b) the freedom of expression. These fundamental rights are 
briefly discussed below.

1.2 Traffic data and fundamental rights

1.2.1 Traffic data and the right to privacy
The term privacy was introduced in 1890 in a publication by Warren and Brandeis.  In an 
article for the Harvard Law Review they described privacy as ‘the right to be left alone’.6 This 
publication is generally seen as the starting point of legal thinking about privacy. With the 
advent of modern communications and computer technology, it became clear that merely a 
literal ‘right to be left alone’, would be inadequate in the fact of the possible breaches of the 
private lives of individuals through these technologies. A definition of informational privacy 

5 It is possible for traffic data to surpass the sensitivity of the communication content. Such can be the case with 
location data, a form of traffic data in mobile telephony. The telephone conversation (communication content) 
may be insignificant, but the relating location data may reveal a person’s whereabouts, which are sometimes 
significant.

6 Warren S.D. & Brandeis L.D., The right to privacy, Harvard Law Review, 1890-1891, No. 5, p. 193-220. 
[Cited by: Smits 1985, p. 83; Nugter 1990, p. 15].
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was given by Westin:7

the claim of individuals, groups and institutions to determine for themselves, when, how and 
to what extent information about them is communicated to others. 

This concept of informational privacy is widely accepted, with the exception of the extension 
that Westin makes to privacy for groups and institutions.8

Two important international treaties relate to privacy: the European Convention on Human 
Rights (Council of Europe, November 4, 1950) and the International Covenant on Civil and 
Political  Rights  (United  Nations,  December  19,  1966).  More  specific  and  horizontally 
oriented privacy rules have been incorporated in the Guidelines on the Protection of Privacy 
and Trans-Border Data Flows of Personal Data by the OECD and the Convention for the 
Protection  of  Individuals  with  Regard  to  Automatic  Processing  of  Personal  Data  by the 
Council  of  Europe.9 The last  two documents  are  addressed  later  on  in  this  study.  In this 
section, attention will be given to Article 8, the ECHR article on privacy.

Personal  data are protected by Article 8 ECHR on the right to respect for every person’s 
private life. Article 8 of the Convention reads:

(a) Everyone  has  the  right  to  respect  for  his  private  and  family  life,  his  home  and  his  
correspondence.

(b) There shall be no interference by a public authority with the exercise of this right except such 
as is in accordance with the law and is necessary in a democratic society in the interests of  
national security, public safety or the economic well-being of the country, for the prevention 
of disorder or crime, for the protection of health or morals, or for the protection of the rights 
and freedoms of others.

The first paragraph establishes a general right of protection of privacy. From the wording of 
the article the intended scope of the term ‘correspondence’ is not immediately apparent. In the 
older English version of the article the term ‘right to respect for correspondence’ was used, 
while  the  German  translation  describes  the  rights  as  ‘Anspruch  auf  Achtung  [..]  seines 
Briefverkehrs’.10 The question is whether telephony and modern forms of telecommunications 
are also covered by Art. 8 § 1 ECHR. The European Court ruled on this issue in the Case of 
Klass, which involved a complaint against the Federal Republic of Germany.

In that judgment, the Court states that telephone conversations do fall under the protection of 
Article 8. Instead of broadening the concept of correspondence, the Court places the telephone 
conversation within a combination of the notions of private life and correspondence:11

Although telephone conversations are not expressly mentioned in paragraph 1 of Article 8  
(art. 8-1), the Court considers, as did the Commission, that such conversations are covered by 

7 Westin A.F., Privacy and Freedom, New York, 1967, p. 7. [Cited by: Nugter 1990, p. 15-16].
8 This is a difficult issue involving the scope of privacy protection. Does it only concern individuals or may 

also companies, organizations and even countries claim privacy? The effect of Westin’s view that privacy 
extends to groups and institutions is that statistical data would thus be privacy protected. Nor is generally 
accepted that informational privacy would imply informational self-determination, which is a specific Westin-
oriented interpretation of informational privacy.

9 Guidelines on the Protection of Privacy and Transborder Data Flows of Personal Data , OECD, Paris 1981; 
Convention for the Protection of Individuals with Regard to Automatic Processing of Personal Data, Council 
of Europe, Strasbourg, 1981. [OECD 1981].

10 Hofman 1995, p. 69.
11 Case of Klass and others v. Germany, ECHR 6 September 1978, § 41.
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the notions of ‘private life’ and ‘correspondence’ referred to by this provision.

The importance of the ruling for the subject traffic data is that telecommunications is placed 
under the protection of Art. 8 ECHR. The scope of Art. 8 ECHR was further expanded by 
subsequent rulings of the Court, in the cases of X and Y v. Belgium (May 13, 1982) and 
Mersch  v.  Luxembourg  (May 10,  1985).  Gradually,  the  protection  of  Art.  8  ECHR  has 
extended from written correspondence to telephone, and to communication in general.12

In the Case of Malone v. the United Kingdom, 1984, the European Court also placed the so-
called ‘print data’ or ‘metering data’ under the protection of Article 8 ECHR. Mr. Malone, 
suspected of handling stolen goods, believed that his telephone had been ‘metered’ on behalf 
of the police by a device which automatically records all numbers dialed.13 As evidence for 
this belief, he asserted that when he was charged in March 1977 the premises of about twenty 
people  with  whom  he  had  recently  telephoned  were  searched  by  the  police.  The  UK 
Government denied that the police had caused the applicant’s telephone calls to be ‘metered’.

The Court recognizes that the collection of metering data is necessary for the operator, but 
also put these data under the protection of Article 8 ECHR:14

As  the  Government  rightly suggested,  a  meter  check  printer  registers  information  that  a 
supplier of a telephone service may in principle legitimately obtain, notably in order to ensure  
that the subscriber is correctly charged or to investigate complaints or possible abuses of the  
service.  By its  very nature,  metering is  therefore to  be distinguished from interception of 
communications,  which  is  undesirable  and  illegitimate  in  a  democratic  society  unless  
justified. The Court does not accept, however, that the use of data obtained from metering,  
whatever the circumstances and purposes, cannot give rise to an issue under Article 8 (art. 8).  
The records of metering contain information, in particular the numbers dialled, which is an 
integral  element  in  the  communications  made by telephone.  Consequently,  release  of  that  
information to the police without the consent of the subscriber also amounts, in the opinion of 
the Court, to an interference with a right guaranteed by Article 8 (art. 8).

In the Malone case, the Court placed traffic data along with the telephone conversation (the 
communications content) under the protection of Article 8. But the Court did not amalgamate 
the two concepts. The Court indeed considered traffic data to be privacy-sensitive data, but it 
also found it to be data that can be systematically collected and processed by the provider, for 
example for the purpose of subscriber billing.15 This is the dichotomy of traffic data: on the 
one hand it constitutes privacy-sensitive personal data, on the other hand it is required for 
technical and commercial operations.

1.2.2 Traffic data and the right to freedom of expression
Besides the right to privacy, some internet traffic data are related to another fundamental right: 
to  right  to  freedom of expression.  As an example we consider the reception of broadcast 
programs: this can take place either through the air, via a cable network or over the internet. In 
the  first  two  cases,  it  remains  invisible  to  the  network  administrator  and  broadcasting 

12 Hofman 1995, p. 71-72.
13 Case of Malone v. The United Kingdom ECHR 6 September 1984, § 17.
14 Case of Malone v. The United Kingdom ECHR 6 September 1984, § 84.
15 In a later case of P.G. and J.H. v. The United Kingdom, the Court confirmed the distinction between call 

metering and the interception of communications. The Court notes that call metering does not per se offend 
against Article 8 if, for example, it is done by the telephone company for billing purposes. [Case of P.G. and 
J.H. v. The United Kingdom, ECHR 25 September 2001, § 42].
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corporation when a user tunes in to a particular program. The reception of radio and television 
programs through the air or by means of an analog cable network does not cause traffic data. 
Therefore, the individual activity of information gathering is in these cases – due to the nature 
of the technology – invisible. Internet broadcasting functions differently. The ‘tuning in’ to an 
internet ‘station’ becomes visible in the traffic data generated by the playing of the audiovisual 
material.

WWW works according to the client-server principle. The receiving user (client) requests the 
web server  for  certain computer  files.  The server  responds to  the  request  by sending the 
requested digital objects. The server addresses these objects to the receiving user, using the IP 
address of the client, which was sent together with the request. 

Information gathering on the internet works according to a different communication model 
than  that  of  radio,  television  or  cinema.  The latter  media  have  a  predetermined  program 
schedule, and the user may remain invisible or anonymous while receiving the program. On 
the World Wide Web, all communications start with a specific request from an individual user; 
the communications initiative is  always with the information receiving user. For technical 
reasons it is necessary that the receiving party delivers its individual return address to which 
the information can be sent. Therefore, WWW comes with a – technically inevitable – form of 
user identification. The internet generates traffic data resulting from individual activities of 
information gathering, both with the ISP and with the information provider. Some internet 
traffic data are thus charged with extra sensitivity: besides Article 8 ECHR, these internet 
traffic data also relate to Article 10,  the right to freedom of expression.  Article 10 of the 
ECHR includes the freedom to hold opinions and to receive and impart information and ideas.
16 The government, as the article states, should in principle not interfere with any of these 
activities. However, the principle that individual activities of information gathering become 
visible in traffic data has a potentially chilling effect on free speech.

1.2.3 Conclusions
Traffic data relate to the privacy of citizens (Article 8 ECHR) and, in some cases, also to the 
freedom of expression (Article 10 ECHR). The provider can be viewed as the ‘owner’ of 
traffic data, since traffic data originate in its network and are necessary in business operations. 
This is an embedded conflict in traffic data: on the one hand, traffic data are personal data, 
protected by fundamental rights, while, on the other hand, providers generate and use traffic 
data for certain indispensable functions. 

It is desirable that responsibilities of users and providers to the data in the digital cloud are 
clearly separated. Communication content belongs to the user – the service provider has no 
other  involvement  than  to  convey it  through  the  network  without  changes  or  inspection. 

16 Article 10 ECHR reads: 
1. Everyone has the right to freedom of expression. This right shall include freedom to hold opinions and to 

receive and impart information and ideas without interference by public authority and regardless of 
frontiers. This article shall not prevent States from requiring the licensing of broadcasting, television or 
cinema enterprises.

2. The exercise of these freedoms, since it carries with it duties and responsibilities, may be subject to such 
formalities, conditions, restrictions or penalties as are prescribed by law and are necessary in a 
democratic society, in the interests of national security, territorial integrity or public safety, for the 
prevention of disorder or crime, for the protection of health or morals, for the protection of the 
reputation or rights of others, for preventing the disclosure of information received in confidence, or for 
maintaining the authority and impartiality of the judiciary.
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Traffic data, however, fall precisely under the responsibility of the service provider, although 
the service provider is not entirely free as to its use. The responsibility of the service provider 
is the proper functioning of its communication services. Using traffic data is essential to this 
responsibility. In order to distinguish between the responsibilities of users and providers, the 
legal  and  operational  separation  between  traffic  data  and  communications  content  is 
appropriate and necessary.

1.3 Previous studies

1.3.1 Asscher and Ekker (eds.) 2003: Traffic data
In September 2002, a workshop on traffic data was held at the joint initiative of the Data 
Protection Authority and the Institute for Information Law at the University of Amsterdam. 
The aim of the workshop was primarily to  get more clarity about  the legal  and technical 
definition  of  traffic  data.  In  addition,  relevant  legal  issues  surrounding  the  status  and 
protection of traffic data were explored. The results of the workshop were reflected in three 
articles on the technical, public and criminal investigation aspects of traffic data, compiled in 
the publication Traffic Data – A legal and technical survey. The contributions by Hes, Ekker 
and  Koops  address  the  problematic  distinction  in  practice  between  traffic  data  and 
communication content, the desirability of constitutional protection of traffic data and the use 
of traffic data in criminal proceedings.

Hes’s  contribution  deals  with  the  problem  of  the  definition  of  traffic  data.  “The  legal 
definition of traffic data is based on a distinction between the content of communications and 
traffic data that ensure the transfer of the content from the sender to the receiver”.17 This 
distinction has implications for the protection of such data in the Netherlands. But, as Hes 
stresses, although the distinction is made, the fact remains that both data formats are protected 
–  Directive  2002/58/EC on privacy and electronic  communications  requires  that  Member 
States  ensure  the  confidentiality  of  communications  and  the  related  traffic  data  through 
national legislation.18

In  practice,  however,  especially  on  the  internet,  the  distinction  between  traffic  data  and 
content is difficult to make. Hes demonstrates this problem using examples of e-mail and web 
surfing. Hes proposes a technically defined distinction between the concepts, but he himself 
points out the dangers of this approach.19

Such an approach [a technically defined separation of the concepts] however, brings the risk 
that ever greater technical detail  should be put in the corresponding legislation. This goes 
against  the  desired  approach  to  technology-neutral  legislation.  Also,  the  dynamics  of  the  
technology could lead to a continuous redefinition of the dividing line between content and 
traffic data and therefore to legislation that is repeatedly lagging behind.

Ekker also points to the problematic definition of traffic data and identifies a discrepancy 
concerning the protection of traffic data under Article 8 ECHR and the protection of traffic 
data at the national level by Article 13 Constitution (confidentiality of communications).20 

17 Asscher & Ekker (eds.) 2003, p. 15.
18 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 

processing of personal data and the protection of privacy in the electronic communications sector (Directive 
on privacy and electronic communications) , OJ L 201, Art. 5 (Confidentiality of the communications).

19 Asscher & Ekker (eds.) 2003, p. 18.
20 Asscher & Ekker (eds.) 2003, p. 56.
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The analysis of the Directive on privacy and electronic communications, and the position of  
the Kok II Administration and the Advisory Committee on Rights in the Digital Age, reveals a 
discrepancy  regarding  the  interpretation  of  the  confidentiality  of  communications.  The 
protection  of  traffic  data  is  covered  by  the  Directive,  while  the  government  and  the  
Commission dismiss the claim of protection under Article 13 Constitution.

Koops examines traffic data in the context of criminal procedure. Both traffic data and the 
content  of  communications  have  significance  in  the  detection  and prevention  of  criminal 
offenses.  The competence  to  demand traffic  data  is  an  important  power  for  investigating 
authorities. This competence is enshrined in the Code of Criminal Procedure. Traditionally, 
the content of communications is considered more privacy-sensitive than the corresponding 
traffic data. The interception of communications content is in general a stronger intervention 
than the disclosure of traffic data, so this power rests with a higher authority. The methods of 
interception  and  demanding  traffic  data  are  in  a  hierarchy resulting  from the  system  of 
proportional  powers  in  the Code of  Criminal  Procedure:  the greater  the interference with 
privacy, the higher the authority where the competence is deposited.

New communication  technologies  affect  the  system of  proportional  powers.  As explained 
above, it is still unclear how the division into data categories should be made in practice, and 
the assumed hierarchy of powers no longer seems to apply: in terms of personal sensitivity, 
traffic data are no longer accessory to the communications content. This development deeply 
affects the system of competences to carry out criminal investigations in telecommunications. 
Koops formulates some discussion points concerning traffic data and criminal procedure:21

1. Should  the  distinction  between  telecommunications  content  and  traffic  data  be 
maintained?

2. Is  the  disclosure  of  communication  content  by  nature  more  intrusive  than  the 
disclosure of traffic data?

3. Pertaining to all communications data,  is  there a need for a special competence to 
demand traffic data?

4. Should the legal competence to demand traffic data distinguish between types of traffic 
data?

Regarding criminal procedure, a strict distinction between traffic data and communications 
content  seems  to  be  of  less  importance  than  in  the  horizontal  context  (the  user-provider 
relationship). From a criminal law point of view, both the content and the traffic data are 
privacy-sensitive data originating from the provider network. At most, traffic data and content 
differ in the  degree of privacy sensitivity – but this is now being brought into question. In 
addition, Koops believes that the legal distinction between content and traffic data should be 
maintained.  But  he  raises  questions  as  to  the  lighter  requirements  for  the  competence  to 
demand the disclosure of traffic data.22

In some cases, especially in internet communications, traffic data may be particularly privacy 
intrusive,  and  in  that  respect,  the  question  arises  whether  it  is  still  right  to  consider  the  
interception of communication content as more significant than the disclosure of traffic data. 
[..] It may be useful to differentiate between types of traffic data according to the degree of  
privacy-sensitivity.

This is an important suggestion that will be further investigated later in this study.

21 Asscher & Ekker (eds.) 2003, p. 67, 69 (discussion questions 1-4).
22 Asscher & Ekker (eds.) 2003, p. 69.
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1.3.2 Smits 2006: Criminal investigations of telecommunications
The study by Smits provides a comprehensive overview of the rules governing the criminal 
investigation of telecommunications in the Netherlands and the United States. All important 
laws and bills of both countries were studied, along with case law and multiple reports and 
literature. Smits researches the legal frameworks of the lawful interception of communications 
and the disclosure of traffic data. He also identifies the problem with the data definitions:23 

From the overview it  will  become clear that  some technological  and social  developments  
question  the  contemporary design of  the  criminal  investigation  of  telecommunications.  In 
particular, the traditional distinction between communications content and traffic data is under  
pressure. This pressure arises mainly by the fact that the technical separation of various data  
types in advanced and sophisticated telecommunications networks can no longer be taken for  
granted.

Smits focuses mainly on the criminal investigation of traditional telecommunications:  fixed 
telephony. Some attention is given to the phenomenon of location data in GSM services, but, 
after  turning  to  the  internet,  the  author  stalls  on  the  complexity  and  abstraction  of  the 
technology.24 Smits  does  not  succeed  to  bring  clarity  in  the  desired  distinction  between 
communications content and traffic data, or to make a firm distinction between types of traffic 
data;25 even after the extensive study of Smits remain some of Koops’s discussion points open.

Understandably, most social attention is focused on the criminal investigation side to traffic 
data, the disclosure of traffic data to competent investigating authorities.  But perhaps this 
focus on criminal procedure also stands in the way of resolving the definition issues?

1.4 Research design
A different  perspective  is  chosen  in  this  study.  We  assume  a  ‘natural  habitus’ for  all 
communications, that involves the existence of a fundamental dividing line through the digital 
data cloud between traffic data and content. However, the precise placement of this dividing 
line  is  a  matter  primarily between  end-user  and  service  provider.  Thus,  the  demarcation 
problem is tilted horizontally and the main question that emerges is the following: which part 
of the digital cloud data has to be necessarily processed by the service provider for the proper 
functioning of the service, and in which part of the data cloud has the service provider – 
fundamentally  –  nothing  to  do?  Moreover,  the  significance  of  this  dividing  line  in  the 
horizontal context (i.e. between user and provider) has been virtually neglected. Also here are 
important issues such as the commercial use of traffic data by service providers for purposes 
of direct marketing and the use of traffic data in automatic number identification.

Only after we have investigated traffic data in the horizontal context of users and providers, 
will we also look in the vertical direction: the lawful demand of traffic data from the service  
provider for criminal investigation purposes. We presume that the range of traffic data has 
indeed expanded in the direction of the communications content. This brings us to Koops’s 
proposition that a method should be developed to differentiate between types of traffic data. A 
meaningful grouping of traffic data into sensitivity categories may procreate new approaches 
to law, both in public law as in criminal law.

23 Smits 2006, p. 18.
24 Smits 2006, p. 386-404.
25 See eg. Smits’s example of Mr Krompboer who is looking on the internet for a book about prostate cancer 

[Smits 2006, p. 397-400].
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The consequence of this design is that the entire demarcation research is placed exclusively 
within the context of horizontal public law; criminal investigations or prosecution purposes 
play no role here. The reason for this is the unbridled nature of the criminal investigation 
interests. There is too much pressure on criminal investigations to be able to objectify the 
interests  and  purposes  behind.26 Objectification  is  necessary to  shed  traffic  data  from its 
technical modalities and to study it at the right abstraction level. This is exactly what we want  
to  achieve  in  the  context  of  horizontal  public  law,  where  we  intentionally  reduce  the 
demarcation issue to the limited – but well-objectifiable –  opposition of interests  between 
service provider and end-user. 

But not all uses of traffic data in the context of horizontal public law demonstrate such a 
‘well-objectifiable opposition of interests between provider and user’. In the use of traffic data 
for purposes of direct marketing there is also the intemperance of the commercial interests in 
profitable business operations. Again there is the pressure, the almost insatiable hunger for 
personal customer data: objectification of the purposes and interests behind direct marketing 
may prove to be difficult. 

The opposition of interests between provider and user may be used to define and delineate 
traffic data, both theoretically and in practice. Objectification of the provider’s interests and 
purposes in the processing of traffic data is crucial in this strategy. Therefore we divide the 
provider’s  data  processing  purposes  in  two  parts:  the  primary  and  secondary  processing 
functions  of  traffic  data.  The provider’s  primary functions  with  traffic  data  are  the  well-
objectifiable functions, suitable to define traffic data – the provider’s primary functions frame 
the demarcation research of traffic data. The provider’s secondary functions with traffic data 
are  less  objectifiable;  these functions  do not  contribute  to  the solution  of  the traffic  data 
demarcation problem, but will be studied separately. 

Thus, the provider’s functions with traffic data can be 
viewed as a kernel with two rings around it (Figure 2). 
The kernel functions of traffic data are those that the 
provider must carry out to operate the service properly. 
The kernel functions cannot be left out, they are the 
sine qua non conditions for communications; without 
these processings of traffic data, services may simply 
not work. 

Our research of traffic data will follow the ring model 
in three research parts, working from the inside out. 

Research  Part  I concerns  the  demarcation  issue. 
There is  a need for a legal  ‘litmus test’ with which 
personal data from the digital data cloud can be tested 
whether  or  not  these  data  constitute  traffic  data. 
Subsequently, we need a method to differentiate traffic 

data  into  a  few  categories  of  personal  sensitivity.  Chapter  2  provides  the  theoretical 
framework of this twofold demarcation problem.

Chapter 3 and 4 concern the operationalization of the theoretical concept of traffic data in the 

26 Koops uses the metaphor of a police dog, leashed, but pulling so hard that the dog handler can hardly hold the 
leash. [Koops 2006, p. 46].
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practice  of  modern  telecommunications.  However,  communication  technologies  present 
continuous dynamics. The entire technical field is too large and volatile for integral study with 
sufficient depth. Therefore a choice has to be made.

For the practical investigation of traffic data, the following three dominant communication 
technologies have been chosen: 

1. fixed telephony (PSTN/ISDN);
2. mobile telephony (GSM);
3. the internet. 

Traditional fixed telephony shows the archetypes of traffic data. This technology serves as a 
reference for traffic data in practice. Mobile telephony is chosen for the study of a particular 
type of traffic data: location data,  i.e. traffic data in the network referring to geographical 
positions of users. The internet is the main technical topic of this research – the demarcation 
issue was raised here. Moreover, the internet is the technology where traffic data seems to 
expand towards the communication content. 

With  the  choice  for  telephony and  internet,  the  scope  of  traffic  data  can  be  studied  by 
comparing determined network technologies (fixed and mobile telephony) to open network 
technology (the internet). Integrated communication technologies that bundle voice, data and 
user mobility are so complex that, if we would examine traffic data here, we risk that the 
essence  will  get  lost  in  a  sea  of  technicalities.  For  this  reason  all  integrated  mobile  
communications  technologies  are  omitted  from the  research.  Chapter  3  and 4  are  merely 
intended to serve as demonstrations of how the technically neutral framework of Chapter 2 
can be applied in practice.

Research Part II concerns the provider’s secondary functions with traffic data – the first ring. 
In this ring are all uses of traffic data that are not crucial to the immediate operation of the 
service. Chapter 5 is dedicated to regulations of secondary provider functions with traffic data. 
Three issues are studied in Chapter 5:

• use of traffic data in direct marketing;
• use of traffic data in maintaining the provider’s acceptable use policy;
• use of traffic data in automatic number identification.

Research Part III concerns the functions of traffic data in criminal investigations.  Central 
here is is the current EU Directive on the retention of traffic data. Chapter 6 discusses the 
legal framework for criminal investigation authorities to demand traffic data from providers. 
Traffic data retention and the requirements for the disclosure of traffic data will be examined 
in the context of the traffic data sensitivity categories as established in Chapter 2. 

In Chapter 6, a number of open issues is identified and further examined. These concern the 
following:

• providers affected by data retention;
• methods of data storage;
• linking and searching traffic data files.
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PART I

TRAFFIC DATA DEMARCATION RESEARCH





2 A TECHNICALLY NEUTRAL FRAMEWORK

This chapter offers a theoretical framework for the twofold demarcation issue: what is traffic 
data, and how can traffic data be differentiated and classified by privacy-sensitivity? There is a 
need for a technically neutral definition of traffic data, so that the complex and volatile digital 
data ‘tangle’ can be unraveled in a methodical way in the subsequent chapters.

The definition of traffic data must be described such that, in the long run, it can be employed 
in the complex and volatile technical reality of the internet. There is a need for an approach, 
which on the one hand can properly withstand the changeableness of technology, a technically 
neutral  vision,  but  which  on the  other  hand can  easily be  made operational  in  the  same 
technical reality. The technical changeableness of the internet requires a careful choice of the 
level of abstraction on which the definition must be established. A level of abstraction that is 
too low causes repeatedly new demarcation problems with every technical innovation. On the 
other hand, a level of abstraction which is too high can not provide the required support when 
it has to become operational in technical reality. 

The other objective of this chapter is to obtain a theoretical model (an approach, a method) to 
group traffic data by privacy sensitivity. There are clear indications that new forms of traffic 
data,  such  as  location  data  from  mobile  telephony  and  surf  data  from  the  internet,  are 
considerably  more  privacy  sensitive  than  the  traditional  telephony  ‘metering’ data.  The 
purpose is to reach a technically neutral grouping of traffic data into two categories: a category 
of traditional (telephony-like) traffic data, and a category of special (internet) traffic data.

We start with a discussion on the current definitions of traffic data.

2.1 Current definitions of traffic data

2.1.1 Definitions in EU Directives
The  current  definition  of  traffic  data  is  found  in  Directive  2002/58/EC on  privacy  and 
electronic communications, the successor of the ISDN Directive of 1997.

In 1997, the ISDN Directive was introduced, specifically aimed at the Telecommunications 
sector and intended as a supplement to the Data Protection Directive of 1995.27 The ISDN 
Directive offered a practical framework for the protection of personal data in the use of digital  
telephony services.  The Directive stipulated,  among other  things,  a  number of  telephony-
specific  rules  on  the  processing  of  traffic  data  and  on  abilities  of  automatic  number 
identification.

For the first time, the term traffic data was used as a collective term for a category of data 
which  are  processed  by the  provider  in  order  to  establish  calls.28 Article  6,  paragraph 1, 

27 Directive 97/66/EC of 15 December 1997 concerning the processing of personal data and the protection of 
privacy in the telecommunications sector (ISDN Directive), OJ L 24/1.

28 Directive 97/66/EC, Art. 6 (Traffic and billing data).

15

mhtml:mid://00000135/#_ftn8


COMMUNICATIONS NETWORK TRAFFIC DATA

stipulates  that  these data  – mainly signaling data  and data  in  the call  registers  in  a local 
telephone exchange – must be erased or made anonymous upon termination of the call. This is 
also consistent with the practice in telephony whereby signaling is volatile data. The Article 
mentions  billing  data  separately.  For  the  purpose  of  billing  the  following  data  may  be 
processed:29 

• number or identification of the subscriber station,
• address of the subscriber and the type of station,
• total number of units to be charged for the accounting period,
• called subscriber number,
• type, starting time and duration of the calls made and/or the data volume transmitted,
• date of the call/service,
• other  information  concerning  payments,  such  as  advance  payment,  payments  by 

installments, disconnection and reminders.

The terminology used in the ISDN Directive was completely focused on traditional circuit 
switched telephony services; the Directive was hardly applicable to the internet. The Directive 
had a narrow view on traffic data, namely, one encompassing only data that are processed for 
the purpose to establish telephone calls. Billing data was mentioned separately. The reason for 
this was to enable a distinction between the volatile or temporal traffic data, which must be 
erased or made anonymous (signaling, call registers), and the billing data, which can or must 
be retained for the settlement of subscriber accounts.

In the ISDN Directive, the principles of the Data Protection Directive of 1995 were translated 
into specific rules for the telecommunications sector. The Directive was framed during the 
rapid  and almost  simultaneous rise  of  cellular  telephony and the  internet.  The telephony-
specific rules of the ISDN Directive could not withstand the swift maturation of the internet, 
so  the  Directive  had to  be  amended.  The successive  Directive  on  privacy and  electronic 
communications provides a wider framework for issues relating to communication privacy, 
and when the new Directive was published in 2002, the ISDN Directive was revoked.30

The idea behind Directive 2002/58/EC on privacy and electronic communications is that the 
growth and development of the internet is partly dependent on the confidence of users that 
their privacy will not be at risk.31

The Directive provides a less telephony-bound definition of traffic data:32

‘traffic data’ means any data processed for the purpose of the conveyance of a communication 
on an electronic communications network or for the billing thereof.

Traffic data can therefore be data related to the routing, the duration, the time or the volume of 
a communication, the protocol used, the location of the peripheral equipment of the sender or 
the receiver, the network on which the communication begins or ends, the beginning, the end 
or the duration of the connection; they can also exist in the format in which a communication 
is conveyed by the network.33

29 Directive 97/66/EC, Annex (List of data).
30 Directive 2002/58/EC of 12 July 2002 concerning the processing of personal data and the protection of 

privacy in the electronic communications sector (Directive on privacy and electronic communications), No. L 
201/37, recital 4.

31 Directive 2002/58/EC, recital 5.
32 Directive 2002/58/EC, Art. 2 sub b (Definitions).
33 Directive 2002/58/EC, recital 15.
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Billing data – still an independent term in the ISDN Directive – are placed henceforth in the  
category of traffic data. Similarly, certain location data are also now categorized as traffic 
data,  namely,  in  cases  when they are “processed for  the  purpose of  the conveyance of  a 
communication  on  an  electronic  communications  network  or  for  the  billing  thereof”. 
Furthermore, the Directive defines ‘value added services’ as any service which requires the 
processing of traffic data or location data other than traffic data beyond what is necessary for 
the transmission of a communication or billing.34

Directive 2002/58/EC generally follows the provisions concerning traffic data which were set 
out in the ISDN Directive. Traffic data for the purpose of the transmission of communication 
must  be  erased  or  made  anonymous  once  they are  no  longer  required  for  that  particular 
purpose.35 The exact time of the completion of the transmission of communication after which 
the traffic data must be erased – with the exception of billing – may depend on the type of  
communication  service.  For  instance,  in  the  case  of  a  telephone call,  the  transmission  is  
completed as soon as one of the users disconnects. In the case of electronic mail, it will be as 
soon as the addressee retrieves the message from the server of his provider. The obligation to 
erase traffic data or to make such data anonymous when it is no longer needed for the purpose 
of the transmission of a communication does not conflict with such procedures on the internet 
as the caching in the domain name system of IP addresses or the caching of IP addresses to  
physical address bindings or the use of log-in information to control the right of access to 
networks or services.36

The Directive treats location data as a separate category of data, which can (partially) coincide 
with  traffic  data.  Therefore,  some  location  data  may appear  to  be  traffic  data  and  some 
location data may appear to be not traffic data. Location data which do qualify as traffic data 
are the data that are required in the normal operation of the service. Article 6 of the Directive 
is  applicable here.  Location data which do not  qualify as traffic data  can be used for the 
provision  of  value  added  services,  for  example,  services  involving  personalized  traffic 
information. The processing of such data may only take place with the consent of the data 
subject. However, users should also have the possibility to withdraw their consent for the 
processing of ‘location data other than traffic data’ at any time.37

Traffic data necessary for the purposes of subscriber billing and interconnection payments 
may be processed. Such processing is permissible only up to the end of the period during 
which the bill  may lawfully be challenged or payment pursued. The service provider may 
process traffic data relating to subscribers and users where necessary in individual cases in 
order to detect technical failure or errors in the transmission of communications. Traffic data 
necessary for billing purposes may also be processed by the provider in order to detect and 
stop fraud consisting of unpaid use of the electronic communications service.38 The Directive 
recognizes  direct  marketing  as  a  legitimate  interest  in  the  processing  of  traffic  data,  but 
stipulates that such marketing must be within the context of an existing customer relationship 
and should be attempted only by the company that has obtained the data in accordance with 
the principles stipulated in the Data Protection Directive of 1995.39 Any other processing of 

34 Directive 2002/58/EC, Art. 2 sub g.
35 Directive 2002/58/EC, Art. 6 (Traffic data).
36 Directive 2002/58/EC, recital 28.
37 Directive 2002/58/EC, Art. 9 (Location data other than traffic data).
38 Directive 2002/58/EC, recital 29.
39 Directive 2002/58/EC, recital 41.

17



COMMUNICATIONS NETWORK TRAFFIC DATA

traffic data for the purpose of direct marketing or for value added services requires the consent 
of the users involved. The use of false identities or false return addresses or numbers while 
sending unsolicited messages for direct marketing should be forbidden.40

The Directive endorses the integrity and the confidentiality of communications and traffic 
data.41 The  Directive  specifically  prohibits  listening,  tapping,  storage  or  other  kinds  of 
interception or surveillance of communications and related traffic data without the consent of 
the users concerned, except when it is legally authorized to do so. A separate status is given to 
data in caching. The prohibition of storage of communications and related traffic data is not 
intended for any automatic, intermediate and transient storage of this information in so far as 
this  takes  place  for  the  sole  purpose  of  carrying  out  the  transmission  in  the  electronic 
communications network and provided that the information is not stored for any period longer 
than what is  necessary for the transmission and for traffic management purposes and that 
during the period of storage confidentiality remains guaranteed.42

2.1.2 Definition in the Dutch Telecommunications Act
Chapter 11 of the Telecommunications Act (Tw) provides rules for data protection relating to 
telecommunications.  The  definitions  in  Article  11.1  of  traffic  data  and  location  data 
correspond  with  the  definitions  in  Directive  2002/58/EC on  privacy  and  electronic 
communications:43

traffic  data:  the  data  processed  for  the  transmission of  communication  over  an electronic  
communications network or the billing thereof. 

location data: data processed in an electronic communications network, which indicate the  
geographical  position  of  the  peripheral  equipment  of  a  user  of  a  public  electronic 
communications service.

It should be noted that the separate definition of location data does not preclude that certain 
location data in mobile communications can also be traffic data.

2.1.3 Problem cases arising from current definitions
Although the definition of  traffic  data in  Directive 2002/58/EC on privacy and electronic 
communications  is  not  specifically bound  to  telephony,  it  remains  difficult  to  divide  the 
personal data of the internet digital data cloud in three categories – personal data should be 
either:  communication  content,  traffic  data  or  (customer)  relationship  data.44 The  phrase 
‘processed for the purpose of the conveyance of a communication or for the billing thereof’ 
leaves still some gray area. ISPs may process personal data, definitely not being content data 
or  relationship  data,  but  neither  being  data  specifically ‘processed for  the  purpose of  the 
conveyance of a communication or for the billing thereof’. Examples of these are the log files 
of the various web, mail and access servers. The question also extends to the provider’s data 
processings  in  caching and hosting services.  Furthermore,  the criterion  ‘processed for  the 
purpose of  the conveyance of  a  communication  or  for  the billing thereof’ does  not  fully 
40 Directive 2002/58/EC, recital 43.
41 Directive 2002/58/EC, Art. 5 (Confidentiality of the communications).
42 Directive 2002/58/EC, recital 22.
43 Art. 11.1 Tw, paragraph b and d.
44 Refer to: Figure 1, p. 9. Note that the provisions of Directive 2002/58/EC do not only apply to personal data, 

but also provide for protection of the legitimate interests of subscribers who are legal persons [Directive 
2002/58/EC, Art. 1, paragraph 2].
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resolve the example problems from Chapter 1.45 

The system of internet communication protocols creates another problem. It may be clear that 
the Internet  Protocol  (IP)  is  necessary for  the conveyance of  communications  and should 
therefore also be classified as traffic data. However, the situation is still unclear for TCP, the 
protocol directly on top of IP. In the canonical technical structure of the internet, the provider 
is  not  involved  in  the  processing  of  this  protocol  for  the  purpose  of  conveying 
communications. However, at present this often does occur; providers do inspect certain TCP 
data fields in  order  to  make communications flow more quickly and efficiently.  With the 
definition in Directive 2002/58/EC on privacy and electronic communications, the answer to 
the question of whether the TCP protocol should be viewed as traffic data is that sometimes it  
should and sometimes it should not – it all depends.

Although technically neutral, the definition in the Directive is still inadequate to sort out the 
tangle of internet data in three categories of personal data; we are left with a considerable gray 
area  between  communication  content  and  traffic  data.  We  see a need  for  a  clear  and 
unambiguous legal status for this area, one on which the legislator can base the regulatory 
provisions addressing the provider’s processing methods. There are basically two options: 

1. the gray area is viewed as a new techno-legal data category (a new data category 
between traffic data and communications content), or

2. the gray area is accommodated with traffic data, thus expanding the scope of traffic 
data, but then the expanded traffic data are differentiated by sensitivity.

These options do not differ significantly. In both cases it is about recognizing and naming 
categories of personal data in the technical reality of modern telecommunications. However, 
for  the  purpose  of  broad  acceptance  of  terminology  we  prefer  the  second  option.  The 
consequence is that we need to specify and clarify the definition of traffic data. 

We should keep in mind that traffic data is a  legal concept – technicians don’t need such 
collective term. However, the legal concept must eventually be transferred to technical reality 
– we must be able to point out which specific technical data are considered traffic data. The 
problem  with  the  current  definition  is  that  it  falls  too  early  in  technical  and  practical 
characteristics of traffic data: the “conveyance of a communication or for the billing thereof”. 
Better results may be obtained when we abstract a little from technical practicalities and raise 
the  definition’s  abstraction  level  to  its  legal  essence.  The  technical  and  practical 
operationalization of the definition may happen afterwards. 

We opt for the second strategy, and there is another argument in support of this. One thing that 
mere  conduit,  caching and hosting  have  in  common is  that,  from the  perspective  of  the 
communication recipient, they are autonomous operational decisions by the service provider; 
the communication recipient has no influence on caching or hosting functions of the provider. 
In fact,  the communication recipient is  not aware of any caching or hosting; caching and 
hosting  services  are  practically invisible  to  the  receiving  user.  Thus,  the  data  processing 
functions from caching and hosting are well-objectifiable, which is what we pursue in our 
attempt to define and delineate the concept of traffic data.46

45 Refer to: examples p. 3.
46 Refer to: p. 12.
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2.2 Raising the definition’s abstraction level – widening the scope
The legal essence of traffic data is that the telecommunications service provider has ‘good 
reasons’ to  process  these  data.  A clear  distinction  should  be  made  thereto,  between  the 
processing of personal data and the mere  transport of such data. This distinction, and the 
provider’s ‘good reasons’ for the processing of personal data, are addressed in Data Protection 
Directive of 1995. 

2.2.1 Data Protection Directive 1995 on the processing of personal data
A definition  of  traffic  data  is  given  in  Directive  2002/58/EC on  privacy and  electronic 
communications.  However,  this  Directive  cannot  be  viewed  separately  from  the  Data 
Protection Directive of 1995.47 Although the concept of traffic data came later, the general 
Data Protection Directive of 1995 contains important preliminary work.

The Data Protection Directive instructs EU Member States to protect the rights of individuals 
with regard to the processing of personal data.48 The Directive expounds the general principles 
of  the  protection  of  private  and  family life  in  the  area  of  the  (automatic)  processing  of 
personal  data  and  data  files.  In  the  Data  Protection  Directive,  personal  data  means:  any 
information relating to an identified or identifiable natural person (‘data subject’).49

The Data Protection Directive is intended to ensure that personal data are protected under the 
European Treaty concerning the free movement of goods, persons, services and capital (Treaty 
of  Rome,  1957);  the  flow  of  personal  data  between  Member  States  requires  that  the 
fundamental rights of individuals should be safeguarded.50 The provisions are aimed at the 
data holder, the person or organization that is responsible for the processing. The Directive 
formulates general rules on the lawfulness of the processing of personal data. Two Articles of 
the Directive are of particular importance for the subject of traffic data,  namely,  Article 6 
(principles relating to data quality) and 7 (criteria for making data processing legitimate).

Article 7 provides six alternative criteria for the processing of personal data; personal data 
may be processed only if:

(a) the data subject has unambiguously given his consent; or
(b) processing is necessary for the performance of a contract to which the data subject is 

party or in order to take steps at the request of the data subject prior to entering into a 
contract; or

(c) processing is necessary for compliance with a legal obligation to which the controller 
is subject; or

(d) processing is necessary in order to protect the vital interests of the data subject; or
(e) processing is necessary for the performance of a task carried out in the public interest 

or in the exercise of official authority vested in the controller or in a third party to  
whom the data are disclosed; or

47 In the electronic communications sector, Directive 95/46/EC applies in particular to all matters concerning 
protection of fundamental rights and freedoms, which are not specifically covered by the provisions of 
Directive 2002/58/EC, including the obligations on the controller and the rights of individuals. Directive 
95/46/EC applies to non-public communications services. [Directive 2002/58/EC, recital 10].

48 Directive 95/46/EC of 24 October 1995 on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data, No. L 281/3.

49 Directive 95/46/EC, Art. 2.
50 Directive 95/46/EC, recital 3.
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(f) processing is  necessary for the purposes  of  the legitimate interests  pursued by the 
controller or by the third party or parties to whom the data are disclosed, except where 
such interests are overridden by the interests for fundamental rights and freedoms of 
the data subject which require protection under Article 1.

The first  criterion for  data processing concerns processing pursuant  to  the consent  of the 
person involved. The consent must be unambiguous, aimed at the intended purpose of the data 
processing and the person involved must have given his consent freely. If the person is not 
free to act independently or if he has been pressurized into giving his consent for the data 
processing, then there is no possibility of free will.51 The second criterion for data processing 
concerns processing which is necessary for performance of the contract. The processing is 
permissible as long as the contract cannot be performed properly without the processing of 
personal data. The third criterion concerns data processing within the framework of a legal 
obligation. 

The processing of personal data to protect vital interests of the data subject is intended for 
emergency situations. If it is not possible to ask the person involved for his consent, then this 
processing criterion can be applicable.  The fifth  criterion for  data  processing is  aimed at 
administrative bodies such as authorities with responsibilities under public law. And the sixth 
criterion  for  data  processing  refers  to  a  predetermined  legitimate  interest  of  the  party 
responsible for the data processing. A legitimate interest to process personal data can be a 
proper business operation. This does not only cover the internal organization, but also, for 
example, activities of direct marketing for new products or services. Such business interests 
are overridden by the interests for fundamental rights and freedoms of the data subject.

Article 6 of the Directive lists a number of general conditions for the processing of personal 
data. Personal data must be processed fairly and lawfully, collected for specified, explicit and 
legitimate purposes and not further processed in a way incompatible with those purposes, 
adequate, relevant and not excessive in relation to the purposes for which they are collected 
and/or further processed, having regard to the purposes for which they were collected or for 
which they are further processed.52 The processing of personal data is required to be accurate 
and the personal data should not be kept any longer than is necessary for the purposes for 
which  the data  were collected  or  for  which  they are  further  processed.  The principles  of 
Article  6  relating  to  data  quality  tighten  the  rules  of  purpose  specification.  Purpose 
specification  means  that  the  processing  of  personal  data  is  only  legitimate  if  the  data 
processing is accurate and clearly fulfills one of the six criteria for processing.

In the  Data  Protection  Directive,  an  implicit  distinction  is  made  between communication 
content and the additional personal data which are essential to the operation of the service.53

Whereas  where  a  message  containing  personal  data  is  transmitted  by  means  of  a  
telecommunications or electronic mail service, the sole purpose of which is the transmission 
of such messages, the controller in respect of the personal data contained in the message will 
normally be considered to be the person from whom the message originates, rather than the 
person offering the transmission services; whereas, nevertheless, those offering such services  
will normally be considered controllers in respect of the processing of the additional personal  
data necessary for the operation of the service.

51 Sauerwein en Linnemann 2002, p. 21.
52 Directive 95/46/EC, Art. 6 sub a, b, c.
53 Directive 95/46/EC, recital 47.
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The division of data responsibilities underlies  the distinction between the content and the 
traffic  data.  The  proper  functioning  of  the  service  is  the  task  of  the  telecommunication 
provider;  this  forms  the  legitimate  basis  for  the  processing  of  ‘additional  personal  data 
necessary for the operation of the service’ (this formulation points ahead to what in Directive 
2002/58/EC is referred to as traffic data). Article 7 of the Data Protection Directive, criterion 
b (processing is necessary for the performance of a contract) concretely establishes the ground 
for the processing of the ‘additional personal data necessary for the operation of the service’. 
This is questionable for criterion f (the purposes of the legitimate interests pursued by the 
controller). For example, are direct marketing activities also ‘necessary for the operation of 
the service’?

Intrinsic motives for data processing

For all forms a personal data in the digital  data cloud, a distinction should be made with 
regard to responsibility. The part of the personal data for which the user is responsible, the 
communication content, finds itself in a state of transport; the network provider has no other 
involvement with these data than to transport them from A to B.

However, the network provider is certainly responsible for the rest of the digital data cloud. 
Here, provider involvement goes beyond the mere transport from A to B; the provider is the 
holder of these personal data. According to the provisions of the Data Protection Directive, six 
criteria for data processing may apply to the data holder. These are, in short:

(a) processing takes place with the consent of the data subject;
(b) processing is necessary for the performance of the contract with the data subject;
(c) processing is necessary for compliance with a legal obligation;
(d) processing is necessary in case of an emergency situation;
(e) processing is necessary for the performance of a task of public interest;
(f) processing is necessary for the efficient business operations of the data controller.

Two  of  the  six  criteria  mentioned  above  are  of  immediate  interest  in  the  traffic  data 
demarcation problem in the horizontal relationship between users and providers. The criteria 
in question are (b) and (f), which refer to  intrinsic motives of providers to process personal 
data. Both processing criteria refer to the ‘good reasons’ the provider may have to process 
‘additional personal data necessary for the operation of the service’ (traffic data). Processing 
criteria (b) and (f) enact that providers should process certain personal data in order to allow 
the company to both operate normally and provide its services accordingly.

Usually some intrinsic provider motive will also lie behind processing criterion (a). However, 
this motive is not directly evident from the processing criterion itself (the consent of the data 
subject). Processing criterion (a) is above all a general condition required for the processing of 
personal data. Processing criterion (a) is insufficiently specific and too open to be considered 
an intrinsic motive of the provider. From his freedom of contract, the provider could ask the 
user  for  his  consent  for  just  about  all  uses  of  personal  data.  In  other  words,  processing 
criterion (a) is not objectifiable and therefore not a distinctive characteristic of traffic data; 
with criterion (a),  any personal data in the provider’s network could be designated as traffic 
data.

The remaining criteria (c), (d) and (e) refer to extrinsic motives of the provider to process 
personal data. These reasons are externally motivated and therefore lie outside the scope of 
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our  objective  to  demarcate  traffic  data  in  the  horizontal  relationship  between  user  and 
provider.

A  provider  processes  traffic  data  for  good  reasons  such  as  the  conveyance  of  the 
communication and the billing thereof. We may reverse this principle – traffic data is:  data 
just processed for the provider’s good reasons. Good reasons are the provider’s objectifiable 
intrinsic motives to process personal data of its users. Two criteria from Article 7 of the 1995 
Data Protection Directive address the provider’s good reasons to process traffic data:

(b) processing is necessary for the performance of the contract with the data subject;
(f) processing is necessary for the efficient business operations of the data controller.

Processing criterion (b) meets the requirement of objectifiability of the provider’s intrinsic 
data processing motives. However, processing criterion (f) is still quite open and wide – it 
may refer to specific technical network functions, as well to direct marketing motives.

2.2.2 Essential functions of the provider
Criterion (b) according to which ‘processing is ‘necessary for the performance of the contract 
with the data subject’ is closely linked to the ‘purpose of the conveyance of a communication 
on an electronic communications network or for the billing thereof’ from the definition of 
traffic  data  in  the  Directive  on  privacy and electronic  communications.  Also  criterion  (f) 
which requires that processing is ‘necessary for the efficient business operations of the data 
controller’ is connected to this. Examples of data processing necessary for efficient business 
operations  could  involve  functions  of  network  management  and  development.  Therefore, 
criterion (f) provides clarification, but at the same time increases the scope of traffic data.

Direct  marketing  activities  could  also  be  regarded  as  ‘necessary  for  efficient  business 
operations’.  However,  if  motives  of  direct  marketing  are included in  the  provider’s  good 
reasons  to  process  traffic  data,  some serious  boundary problems  will  arise.  The  interests 
behind  direct  marketing  are  inherently  intemperate  and  barely  objectifiable.  With  the 
provider’s intrinsic motive of direct marketing, the scope of traffic data would be widening 
endlessly. Therefore, efficient business operations is a valid intrinsic motive of the service 
provider, but for the demarcation of the concept of traffic data we should be more specific: 
which business operations are  essential to the provider? Exactly these business operations, 
with  distinctive  capacity  for  the  demarcation  of  traffic  data,  will  be  designated  as  the 
provider’s essential functions. This yields the question as whether direct marketing activities 
are included in the provider’s essential functions.

Activities of direct marketing among the essential functions?

The issue is examined from two recommendations from the Committee of Ministers of the 
Council of Europe: Recommendation R (85) 20 on the protection of personal data used for the 
purposes of direct marketing, and Recommendation R (95) 4 on the protection of personal 
data in the area of telecommunication services, with particular reference to telephone services.

Recommendation R (85) 20 on data protection and direct marketing

The Convention for  the Protection of  Individuals  with regard to  Automatic  Processing of 
Personal Data of 28 January 1981 requires Member States to bring national legislation in 
accordance with certain principles of data protection.  The Convention applies to forms of 
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computer  processing  of  personal  data.  The  Convention  formulates  the  principles  for  the 
automatic  processing of  personal  data  in  the private  sector;  these principles  are,  point  by 
point:54

Personal data undergoing automatic processing shall be:

• obtained and processed fairly and lawfully; 
• stored for specified and legitimate purposes and not used in a way incompatible with 

those purposes; 
• adequate, relevant and not excessive in relation to the purposes for which they are 

stored; 
• accurate and, where necessary, kept up to date; 
• preserved in a form which permits identification of the data subjects for no longer than 

is required for the purpose for which those data are stored. 

Of importance is Article 6 of the Convention, which states that sensitive personal data may 
not be processed automatically unless domestic law provides appropriate safeguards:55

Personal data revealing racial origin, political opinions or religious or other beliefs, as well as  
personal  data concerning health or sexual  life,  may not  be processed automatically unless 
domestic law provides appropriate safeguards. The same shall apply to personal data relating  
to criminal convictions.

In subsequent years, the Council of Europe has complemented the Convention with a number 
of specific recommendations for the processing of personal data in certain sectors. Two of 
these recommendations are linked to the issue of traffic data. 

The Committee of Ministers of the Council of Europe on October 25, 1985 has adopted a 
Recommendation on the protection of personal data used for the purposes of direct marketing.
56 The Recommendation provides guidance addressed to  Member States  for  implementing 
legislation  for  the  use  of  computerized  personal  data  for  direct  marketing  purposes.  The 
Recommendation takes a broad view on direct marketing:57

all  activities  which  make  it  possible  to  offer  goods  or  services  or  to  transmit  any other 
messages to a segment of the population by post, telephone or other direct means aimed at  
informing or  soliciting  a  response  from the  data  subject  as  well  as  any service  ancillary 
thereto.

The Recommendation provides guidance to rules governing the collection of personal data in 
the private sector for purposes of direct marketing. The Recommendation recognizes direct 
marketing as a legitimate purpose for the collection of certain personal data. These include in 
particular the customer relationship data and lists of names and addresses of current, former or 
new customers for direct marketing.58

Restrictions are placed on the collection of personal data for direct marketing. The guidelines 

54 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, 
Strasbourg, 28.I.1981, Art. 5 (Quality of data).

55 Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, 
Strasbourg, 28.I.1981, Art. 6 (Special categories of data).

56 Recommendation No. R (85) 20 of 25 October 1985 on the protection of personal data used for the purposes 
of direct marketing.

57 Recommendation No. R (85) 20, guideline 1 (Scope and definitions).
58 Recommendation No. R (85) 20, guideline 2 (The collection of data for direct marketing purposes).
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of the Recommendation state that the collection of data for any reason other than normal 
customer relations should be permissible for direct marketing purposes only on the condition 
that this has been expressly stated at the time of collection.59 With regard to the collection and 
processing of sensitive personal data falling within the special  categories of Art.  6 of the 
Convention, it is stated that this is permitted only in accordance with the relevant safeguards 
provided by national law and, where appropriate, only with the express consent of the data 
subject.60 Therefore, without special protection rules, the processing of sensitive personal data 
should not be allowed. 

The Recommendation provides guidelines on the trade of relationship data, the rights of the 
person involved about whom personal data are kept and the measures taken by the industry for 
the protection of personal data. In the compilation of data files for direct marketing purposes, 
“all  appropriate  technical  and  organizational  arrangements  should  be  made  to  ensure  the 
security and confidentiality of the data, having regard to the requirements of this sector”.61

In conclusion, direct marketing is recognized as a legitimate purpose for the processing of 
personal data. These include the relationship data and personal data needed primarily in a 
normal customer relationship. The person involved should give his or her express consent for 
any  data  processing  beyond  the  normal  customer  relationship.  If  traffic  data  are  now 
understood as the data (automatically) processed to perform certain essential functions, these 
are precisely the data that are processed by the provider in a normal customer relationship. It 
follows  that  marketing  can  only use  traffic  data  already available  in  connection  with  the 
fulfillment  of  the essential  functions.  Activities  of direct  marketing in  themselves  are  not 
included in the essential functions of the provider; they serve secondary objectives. Call detail 
records, registrations in the telephony network for billing the use of the service, can then – 
conditionally  –  be  used  for  direct  marketing.  But  this  would  not  allow  the  marketing 
department of a service provider to designate personal data from the network as traffic data, 
on the sole basis of these data being useful for purposes of direct marketing. 

Recommendation R (95) 4 on the protection of personal data in telecommunication services

Recommendation R (95) 4 provides guidelines aimed at  the telecommunications  sector to 
protect the privacy of their users.62 As the title indicates, the Recommendation is designed for 
traditional  telephony.  The  Recommendation  views  operators  as  (large)  companies  which 
manage their telephone network within sharply defined technical and administrative domains. 
The Recommendation instructs providers to maintain the integrity of their service domains – 
their  network  and  their  service  –  and  strengthen  these  as  much  as  possible.  The  sharp 
boundaries of the service domains and the separation of data responsibilities are obvious in 
telephony, but this feature has not been inherited by the internet. The limits of an ISP domain 
are not always sharply defined – responsibilities for data can be ambiguous. 

The Recommendation makes a clear distinction between the communications content, which 
is merely to be transported by the provider, and the personal data processed by the provider to 
perform certain functions:63

59 Ibid (2.4).
60 Ibid (2.5).
61 Recommendation No. R (85) 20, guideline 6 (Data security).
62 Recommendation No. R (95) 4 of 7 February 1995 on the protection of personal data in the area of 

telecommunication services, with particular reference to telephone services.
63 Recommendation No. R (95) 4, recommendation 3.1 (Collection and processing of data).
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[Without prejudice to other purposes foreseen in this recommendation,] personal data should 
only be collected and processed by network operators and service providers for the purposes  
of  connecting  a  user  to  the  network  and  making  available  to  him  a  particular  
telecommunication service and for billing and verification purposes, as well as for ensuring 
the optimal technical operation and development of the network and service.

The Recommendation  therefore lists  four  purposes  in  relation  to  which the  processing of 
personal data is legitimate; data processing is legitimate when it is conducted:

• for the purpose of connecting a user to the network,
• for the purpose of making available a particular telecommunication service,
• for billing and verification purposes,
• for  ensuring  the  optimal  technical  operation  and development  of  the  network  and 

service.

The  first  purpose  of  data  processing  relates  to  pre-contractual  measures  necessary  to 
implement  the  service  agreement.64 This  can  be  regarded  as  the  processing  of  customer 
relationship data. The other purposes can be understood as the good reasons for the processing 
of traffic data. 

Conclusion: traffic data relate to three essential functions of the service provider

Article 7 of the Data Protection Directive provides a list of grounds on which the processing 
of personal data could take place. For our purpose, defining the concept of traffic data, this list 
is  still  too  general.  In order  to  define traffic  data  we need a  testing framework,  a  set  of  
objectifiable characteristics, that nail down this particular data concept. 

The Recommendations  discussed  above emphasize  that  direct  marketing  activities  should 
keep sufficient distance from all  sensitive personal data, while the examples in Chapter 1 
suggest new forms of traffic data being sensitive personal data within the meaning of the Data 
Protection  Directive.65 Thus,  we  conclude  that  the  data  processing  motives  behind  direct 
marketing are unfit  to  define and demarcate  traffic  data.  There remain three objectifiable 
intrinsic motives for the processing of traffic data. These motives will now be understood as 
defining criteria for traffic data. From this perspective, we understand traffic data as: 

• necessary to perform the service agreement;
• necessary for billing and verification of the service; 
• necessary for technical management and development of the network. 

These criteria are designated as  essential functions of the provider. The criteria are the  sine 
quibus non of  the communication service – without the processing of these (traffic)  data, 
services  will  not  function  in  the  short  term.66 The  criteria  refer  to  the  normal  business 
operations of the network. Otherwise stated, these three essential functions are part of the 
primary  business  process  of  the  provider.  All  other  functions  are  secondary  functions 
64 Compare: Directive 95/46/EC, Art. 7 sub b. Also refer to: p. 20.
65 Refer to the examples on p. 3.
66 In the long term, direct marketing activities would also be classified as an essential function of the provider. 

This view, however, is dismissed. We are looking for an objective standard to identify traffic data in the 
digital data cloud. However, the phrase “necessary to perform the service agreement” is still multi-
interpretable – a service provider may have different ideas on what is ‘necessary’ than a user. Ultimately it is 
the practical effect of what is ‘necessary’ to perform the service agreement, for the billing and verification of 
the service and for the technical management and development of the network. These practical effects are 
demonstrated for telephony (Chapter 3) and the internet (Chapter 4).
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belonging to secondary business processes. 

The three essential functions of the provider are still insufficient to identify internet traffic 
data.  An  internet  service  provider  offers  a  number  of  services  or  packages  of  services, 
including internet access for individuals and businesses, but also the hosting of websites or the 
provision of space for data storage. The range of services by ISPs is the second dimension of 
the demarcation issue: what types of services cause traffic data or, to be precise, where in the 
network may traffic data appear?

2.2.3 Intermediary service providers
The service of  a  traditional  telephone network is  technically determined.  The task of  the 
network is the establishment, maintenance and removal of uniform communication channels. 
Thus, the different data types in a telephony network can easily be recognized: communication 
content is confined in a reserved communication channel, while traffic data are outside this 
channel. This is different on the internet. Here are no reserved communication channels – 
communications  content  and  traffic data  make  a  technically  complex  mix.  This  issue  is 
addressed  in  the  Directive  on  electronic  commerce,  in  which  rules  are  set  regarding 
responsibilities  for  data  in  communications.  The  Directive  protects intermediary  service 
providers from liability for the content of the communication. The Directive indicates for this 
purpose which data in the ISP systems should be considered as content. The framework of 
concepts and definitions of the Directive on electronic commerce is important here. 

Safe harbor provisions – liability exemptions in Directive on electronic commerce

The breakthrough of the internet in the mid-nineties brought with it a new social phenomenon: 
electronic  transactions  with  individuals.  The  Directive  on  electronic  commerce  was 
established in 2000 and sets rules for the ‘information society services’.67 The E-Commerce 
Directive addresses the fact that “the development of information society services within the 
Community is  hampered by a  number of  legal  obstacles  to  the  proper  functioning of  the 
internal market which make less attractive the exercise of the freedom of establishment and 
the freedom to provide services”.68 These obstacles arise from divergences in legislation and 
from legal uncertainty as to which national rules apply to such services. In the absence of 
coordination and adjustment of legislation in the relevant areas, obstacles might be justified in 
the  light  of  the  case  law  of  the  Court  of  Justice  of  the  European  Communities.  Legal 
uncertainty exists  with regard to the extent to which Member States may control services 
originating from another Member State.

The  Directive  regulates  the  electronic  conclusion  of  contracts  and  the  liability  for  the 
electronic  data  involved.  This  Directive  defines  service  providers and  the  subcategory of 
intermediary service providers with limited liability: 

• ‘service  provider’:  any  natural  or  legal  person  providing  an  information  society 
service;69

• ‘intermediary  service  provider’:  a  service  provider  with  limited  liability  for  the 

67 Directive 2000/31/EC of 8 June 2000 on certain legal aspects of information society services, in particular 
electronic commerce, in the Internal Market (Directive on electronic commerce), No. L 178/1.

68 Directive 2000/31/EC, recital 5.
69 Directive 2000/31/EC, Art. 2 (Definitions).
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transaction content.70

‘Information society service’ has a specific meaning in the Directive. The term originates from 
a  Directive  amending  Directive  98/34/EC laying  down  a  procedure  for  the  provision  of 
information in the field of technical standards and regulations:71

• ‘information society service’: any service normally provided for remuneration,  at  a 
distance, by electronic means and at the individual request of a recipient of services.

Important  here is  that  the service is  ‘at  the individual  request  of  a  recipient’.  Traditional 
broadcasting within the meaning of  Directive 89/552/EEC it is  not an information society 
service because the service is not provided at the individual request of a recipient. By contrast, 
services which are transmitted on a point-to–point basis,  such as video-on-demand or the 
provision of commercial communications by electronic mail, are information society services.
72 The  concept  of  information  society  services,  in  so  far  as  these  services  represent  an 
economic activity, also refers to services for which customers do not pay, such as services 
involving the provision of on-line information or commercial communications, or services for 
searching and disclosing information. Information society services also include services for 
providing access to a communication network or the hosting of information provided by a 
recipient of the service. 

The  Directive  distinguishes  a  category  of  service  providers  with  limited  liability  to  the 
electronic  data  in  their  systems:  intermediary  service  providers.  An  ISP  is  such  an 
intermediary  service  provider  within  the  meaning  of  the  Directive.  The  Directive  then 
distinguishes three types of services for which the ISP’s liability is  limited:  mere conduit, 
caching and hosting. Chapter II, Section 4 of the Directive on electronic commerce governs 
the liability exemptions for intermediary service providers.73 

The first  type of service for which the liability of the service provider is  limited is  mere 
conduit; the service provider is not liable for the information transmitted, on condition that the 
provider:74 

(a) does not initiate the transmission;
(b) does not select the receiver of the transmission; and
(c) does not select or modify the information contained in the transmission.

The second type of service for which the liability of the service provider is limited is caching; 
the service provider is  not liable for the automatic,  intermediate and temporary storage of 
information,  performed  for  the  sole  purpose  of  making  more  efficient  the  information’s 
onward transmission to other recipients of the service upon their request, on condition that:75

(a) the provider does not modify the information;
(b) the provider complies with conditions on access to the information;
(c) the provider complies with rules regarding the updating of the information, specified 

70 Directive 2000/31/EC, Section 4: Liability of intermediary service providers.
71 Directive 98/48/EC of 20 July 1998 amending Directive 98/34/EC laying down a procedure for the provision 

of information in the field of technical standards and regulations, No. L 217/21, Art. 1, sub 2.
72 Directive 2000/31/EC, recital 18.
73 These liability exemptions for intermediary service providers are sometimes referred to as ‘safe harbor’ 

provisions which protect ISP’s from the consequences of their users actions.
74 Directive 2000/31/EC, Art. 12 (Mere conduit).
75 Directive 2000/31/EC, Art. 13 (Caching).
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in a manner widely recognized and used by industry;
(d) the provider does not interfere with the lawful use of technology, widely recognized 

and used by industry, to obtain data on the use of the information; and
(e) the provider acts expeditiously to remove or to disable access to the information it has 

stored upon obtaining actual knowledge of the fact that the information at the initial 
source of the transmission has been removed from the network, or access to it has been 
disabled, or that a court or an administrative authority has ordered such removal or 
disablement.

A service provider can benefit from the exemptions for ‘mere conduit’ and for ‘caching’ when 
it is in no way involved with the information transmitted. This requires, among other things, 
that the provider does not modify the information that he transmits. This requirement does not 
cover manipulations of a technical nature which take place in the course of the transmission, 
as  they do not  alter  the  integrity of  the  information  contained  in  the  transmission.76 The 
exemptions from liability cover only cases where the activity of the service provider is limited 
to the technical process of operating and providing access to a communication network. This 
activity is of a mere technical, automatic and passive nature, which implies that the service 
provider has neither knowledge of nor control over the information which is transmitted or 
stored.77

The third type of service for which the liability of the service provider is limited is hosting. 
Where an information society service is provided that consists of the storage of information 
provided by a recipient of the service, the service provider is not liable for the information 
stored at the request of a recipient of the service on the condition that:78

(a) the provider does not have actual knowledge of illegal activity or information and, as 
regards claims for damages, is not aware of facts or circumstances from which the 
illegal activity or information is apparent; or

(b) the provider, upon obtaining such knowledge or awareness, acts expeditiously to 
remove or to disable access to the information. 

The importance of the Directive on the issue of traffic data lies in the conceptual framework it  
introduces. The Directive appoints three basic service types provided by intermediary service 
providers:  mere conduit,  caching and hosting.  The first  two types  of service relate  to  the 
efficient performance of the transport service. The service provider is not liable for the data in 
transmission, as long as data integrity is preserved. The service provider should not process 
the data transmitted. The transport or the automatic, intermediate and temporary storage of 
data is not data processing in the legal sense. 

Hosting is a completely different type of service from the services mere conduit and caching. 
Hosting is a service whereby the provider offers information to a recipient of the service. The 
service provider now processes the data in hosting, doing so on behalf of a customer. The 
responsibility for the data in hosting is therefore with the customer involved. 

The element of ‘data responsibility’ or ‘data liability’ is useful for our purpose to separate 
between  content data and traffic data. The user is liable for content data, while the service 
provider is responsible for the corresponding traffic data. In short, content data are data for 

76 Directive 2000/31/EC, recital 43.
77 Directive 2000/31/EC, recital 42.
78 Directive 2000/31/EC, Art. 14 (Hosting), sub 1.
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which the intermediary service provider is (conditionally) exempted from liability: data in a 
state of mere conduit, caching or hosting.

It is interesting to compare this conception of content data to the definition of communication 
(content) of Directive 2002/58/EC on privacy and electronic communications. A fundamental 
limitation is placed here on communication (content): traditional forms of broadcasting are 
not covered. The definition reads:79

‘Communication’ means any information exchanged or conveyed between a finite number of  
parties by means of a publicly available electronic communications service. This does not  
include any information conveyed as part  of  a broadcasting service  to  the public  over an 
electronic communications network except to the extent that the information can be related to  
the identifiable subscriber or user receiving the information; 

‘Communication’ can relate to the content of a conversation, correspondence, consultation or 
broadcasting, as long as the technical mode identifies individual users (on the internet this is 
often  the  case).  This  definition  of  communication  (content)  is  not  incompatible  with  the 
approach taken in the Directive on electronic commerce (limiting the liability of intermediary 
service providers). We do however prefer the latter approach, which offers more definition 
support than the communication definition in Directive 2002/58/EC on privacy and electronic 
communications.

Conclusion: traffic data relate to three types of services

The relevance of the Directive on electronic commerce for the issue of traffic data is that this 
Directive appoints the service types for which the provider can claim protection from data 
liability. Liability exemptions are provided for data in a state of mere conduit,  caching or 
hosting.

We will adopt the same approach as to appoint the types of services where traffic data can 
occur: mere conduit, caching and hosting. The intermediary service provider may be exempted 
from liability to (content) data in a state of mere conduit, caching or hosting, but, however, the 
provider is responsible for the traffic data relating to these contents.

2.2.4 3x3 Test for traffic data
Bringing together the conclusions on the provider’s essential functions and service types, we 
may draft an alternative definition of traffic data: 

Traffic data: electronic personal data on the actual use of the network processed by 
intermediary service providers for three essential functions in three types of services.

The essential data processing functions of the intermediary service provider are:

1. service performance: data processing to perform the service agreement with the user;
2. service accounting: data processing for billing and verification of the service;
3. service management: data processing for traffic management and network 

maintenance. 

The three types of services of the intermediary service provider are:

1. mere conduit: the transmission in a communication network of information provided 
by a recipient of the service or the provision of access to a communication network;

79 Directive 2002/58/EC, Art. 2 sub d (Definitions).
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2. caching: the automatic, intermediate and temporary storage of that information, 
performed for the sole purpose of making more efficient the information’s onward 
transmission to other recipients of the service upon their request;

3. hosting: the storage of information provided by a recipient of the service. 

This  definition  provides  a  particular  perspective  on  the  legal  concept  of  traffic  data,  but 
moreover it is a way to make this concept operational in the technical reality. The definition 
can be presented in a matrix of three essential provider functions by three service types. The 
instrumental use of this matrix is as follows: a piece of data from the digital data cloud is  
traffic data, only if it can be placed in (at least) one of the nine squares of the matrix. The 
reverse is also true: a piece of data that does not fit in the matrix is not traffic data. Examples:

A) An ISP logs the subject lines of e-mails: not traffic data.
B) Signaling messages in the telephone network: traffic data.
C) Call detail records in the telephone network: traffic data.
D) Data records of attempts by users to authenticate to the ISP network: traffic data.
E) An ISP processes the line http://renault16.com/gallery_en.htm together 

with the requesting IP number: traffic data (for caching or hosting).
F) An ISP logs HTTP requests and IP numbers on the web server: traffic data (this may 

happen for purposes of management, maintenance, billing or verification).
G) An ISP logs the use of a cache server: traffic data.

3x3 traffic data test matrix Service types
1. mere conduit 2. caching 3. hosting

Provider
functions

1. service performance example B example E, F example E
2. service accounting example C, D -- 80 example F
3. service management example D example G example F

The instrumental use of our definition of traffic data, as demonstrated in the examples above, 
will be referred to as the 3x3 traffic data test matrix, or short: 3x3 Test. 
A  point  of  discussion  concerns  the  service  types  caching  and  hosting  that  we  have 
incorporated  in  our  view.  The  involvement  of  caching and  hosting  in  the  3x3  definition 
contributes to the expansion of traffic data. Moreover, it concerns an expansion with highly 
sensitive types of personal data. This brings us back to the earlier consideration of the choice 
between, on the one hand, introducing a new legal data category for the gray area of data 
processing related to caching and hosting or, on the other hand, deliberately allowing caching 
and hosting to cause an expansion of traffic data concept, but then differentiating into types of 
traffic data.81

The second option (accommodating the gray area in the definition of traffic data) was chosen, 
thus  also  expanding the scope of  traffic  data.  A meaningful  typification  of  traffic  data  is 
therefore needed. The theoretical outset for this typification is made in the next section of this 
chapter. 

80 This combination seems less obvious. 
81 Refer to the gray area discussion on p. 19; also: p. 10 (discussion point 4).
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2.3 Typification of traffic data
The past  decades  have  brought  a  rapid  rise  of  new communication  technologies:  mobile 
communications and the internet. The need for a differentiation in types of traffic data relates 
to these new technologies. Mobile communications can be seen as a further development of 
telephony, a technical tradition that harks back to the nineteenth century. The internet however 
signifies a radical break with this tradition. The internet comes from a completely different 
world,  the  world  of  technical  sciences  and  the  technology  of  the  internet  still  breathes 
experimentation.82 Internet technology is complex and abstract, versatile, open and free, and 
gives the end-user a wide variety of communication forms and uses. 

Technical and practical aspects of the new forms of traffic data are addressed in Chapter 3 and 
4 of this study. But first we need a theoretical framework to conceptualize the versatility of 
communications – in particular on the internet – and to recognize some standard patterns. For 
this purpose we reach back to the classic communications scheme of Bordewijk & Van Kaam 
(Allocution, 1982).83 They distinguish four  information traffic patterns on the basis of two 
criteria: 

1. Schedule: who determines the choice of subject, program, time table, tempo and such 
(a central institution or individual user)? 

2. Content:  who provides  the information  content  (a  central  institution  or  individual 
user)?  Besides,  is  the  information  content  uniform  (central)  or  customized 
(individual)?

These criteria put together in a table shape four information traffic patterns:  conversation, 
registration, consultation and allocution. 

B&VK Scheme 2. Content: individual 2. Content: central
1. Schedule: individual conversation consultation
1. Schedule: central registration allocution

There  are  two  possible  information  traffic  patterns  with  individually determined  content: 
conversation,  when  the  communication  initiative  is  from  an  individual  end-user,  and 
registration, when the initiative is from an established or institutional user. In the right column 
of  the  scheme  are  also  two  information  traffic  patterns.  Here  is  the  information  content 

82 Dommering & Asscher (eds.) 2006, p. 33-34, 42-44.
83 Arnbak, Van Cuilenburg & Dommering 1990, p. 8.
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centrally  determined  by  an  established  information  provider.84 The  pattern  is  called 
consultation when the communication initiative is from an individual end-user; it is called 
allocution when the program schedule is set by an established information provider. Some 
examples to the four information traffic patterns from the Bordewijk & Van Kaam Scheme: 

• conversation: telephony, e-mail, internet chat;
• registration: telemarketing, call center activities;
• consultation: WWW, podcast;
• allocution: radio and television, real-time internet audio and video.85

Bekkers & Smits make a connection between the information traffic patterns of Bordewijk & 
Van Kaam and the  communications  layer  model  of  the Dutch  Media  Council.86 Figure 4 
illustrates  the  four  information  traffic  patterns:  thin  arrows  indicate  the  ‘schedule’;  thick 
arrows represent the content flow. 

The precise meaning of the horizontal layers is not important for the moment, but in general 
terms,  at  the  bottom are  transport  services  while  the  higher  layers  represent  information 

84 The Directive on electronic commerce speaks of an ‘established service provider’ as a “service provider who 
effectively pursues an economic activity using a fixed establishment for an indefinite period”. [Directive 
2000/31/EC, Art. 2 (Definitions), sub c].

85 The Audiovisual Media Services Directive, amending the Television without Frontiers Directive with which 
European media law is adjusted to take account of technological convergences and interactive media, also 
distinguishes the allocution and consultation patterns, but by using different terminology. A linear audiovisual 
media service is an audiovisual media service provided by a media service provider for simultaneous viewing 
of programs on the basis of a program schedule (allocution: television broadcast). A non-linear audiovisual 
media service is an audiovisual media service provided by a media service provider for the viewing of 
programs at the moment chosen by the user and at his individual request (consultation: on-demand programs). 
[Directive 2007/65/EC of 11 December 2007 amending Council Directive 89/552/EEC on the coordination of 
certain provisions laid down by law, regulation or administrative action in Member States concerning the 
pursuit of television broadcasting activities, No. L 332/27, Art. 1, paragraph 2 sub e and g].

86 Compare: Bekkers & Smits 1999, p. 12-13.
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services. The wide sections on the left refer to an established information provider, the narrow 
sections on right refer to the individual end-user. 

The thin ‘schedule’ arrows in these figures can be interpreted as the traffic data generated with 
the thick content arrows. A comment should be made concerning the pattern allocution. There 
is no traffic data at all in traditional allocution methods (radio and television air broadcast or 
via cable networks). But the reception of programs over the internet is technically different 
from radio or television. As a result of the client-server operation of WWW, traffic data are 
generated in the ISP network when an end-user receives a program over the internet.87 

Both columns of the B&VK Scheme, indicating whether the communications contents are 
individually or  centrally determined, are important for the typification of traffic data. In the 
left  column  of  the  B&VK  Scheme  (conversation/registration),  the  traditional  cases  of 
telephony and letter post are included. Here the practical separation between traffic data and 
communications  content  causes  only  minor  problems.  The  communication  content  flows 
through a reserved electronic communication channel or is enclosed in a (digital) envelope. 
The relating traffic data remain outside the communication channel or are on the (digital) 
envelope.  It  is  precisely  this  technical  distinction  based  on  channels  or  envelopes,  that 
exemplify the status difference between content and traffic data: what is inside the channel or 
enclosed in the envelope is confidential; what is outside the channel or on the envelope is to 
be processed by the intermediary service provider. 

In the right column, when the information content is determined centrally, the status difference 
flips. In right column traffic patterns (consultation/allocution), the information content in itself 
is not personal data. For example, the sole existence of a public website is not related to any 
personal data. Only when someone visits this website, personal data are generated: the traffic 
data that link the content of the website to the apparent interests of the visitor. The hierarchy is 
thus reversed: now the traffic data are personally sensitive, while the information content in 
itself  is  not.  Such traffic  data  may require  strong protection,  only that  the  provider  must 
process these data in order to perform its essential functions. We are now dealing with traffic 
data as a highly sensitive form of personal data, while at the same time the desired strong 
protection  needs  to  be  restricted  in  order  to  allow  the  provider  to  perform  its  essential 
functions  – this  is  the delicate  position  of  traffic  data  in  the  right  column of  the B&VK 
Scheme. 

Additionally, traffic data in the right column (consultation/allocution) relate to the freedom of 
expression. As was mentioned earlier, information gathering on the internet works according 
to a technically different model than that of radio, television or cinema. As a result of the 
client-server operation of the WWW, traffic data reveal the individual activities of information 
gathering to the ISP. Traffic data in the right column are thereby connected to two fundamental 
rights: privacy and the freedom of expression.88 

A  sensitivity  status  reversal  between  traffic  data  and  communication  content  is  also 
conceivable in the left column. Location data in mobile telecommunications, when viewed as 
a form of traffic data, may be more sensitive than the content of the conversation on itself. 
Crucial here is the rate and accuracy by which the network samples the user’s geographical 
positions. When user locations are measured precisely and frequently, the whereabouts of the 

87 Refer to: p. 8.
88 Compare: Schuijt 2006, p. 21-22.

34



A TECHNICALLY NEUTRAL FRAMEWORK

person involved become visible to the provider; such location data will form a set of sensitive 
user data. Generally speaking, the resolution of the location data – that is, the combination of 
the geographic accuracy and frequency by which network samples user locations – determines 
whether the sensitivity status reversal between traffic data and communication content will 
actually occur. At this point we lack the insight to set an adequate standard for the resolution 
criterion. To do so, the technical aspects of location data have to be examined first.89 For now 
it is sufficient to understand that location data can be divided into two sensitivity groups:  
when dealing with certain levels of geographical precision and sampling rates, we speak of 
high-resolution location data. Location data below these levels will be referred to as regular 
location data. In the technical part of the research in Chapter 3, the  resolution criterion is 
further elaborated.90

2.3.1 Type I and II traffic data
The analysis of traffic data in terms of the B&VK Scheme yields the following. Regular traffic 
data  occur  with  the  information  traffic  patterns  conversation  and  registration.  Here, 
communication content should be considered confidential  since the content is  individually 
determined. This is usually the case with telephony and e-mail.91 The associated traffic data 
are privacy-sensitive personal data and should be protected accordingly. Certain restrictions 
apply to the protection, since traffic data will enable the provider to perform certain essential 
functions.

In the right column of the B&VK Scheme (consultation/allocution) the sensitivity difference 
between content and traffic data is reversed. Central content from a public information source 
in itself is not confidential, but the traffic data relating to this content are charged with two 
fundamental rights: privacy and the freedom of information gathering.

The B&VK Scheme divides  all  traffic  data  into two groups:  there is  regular  traffic  data 
relating  to  communications  with  an  individually  determined  information  content 
(conversation/registration), and there is special traffic data relating to communications with a 
centrally determined information content (consultation/allocution). In the right column of the 
B&VK Scheme an inversion effect occurs: special traffic data are personal data, while the 
central content of a public information source in itself is not. Special traffic data are traffic 
data  that  link  particular  information  contents  to  requesting  individual  users,  while 
simultaneously revealing the nature of that content. In terms of sensitivity this is an important 
difference  with  regular  traffic  data,  which  in  general  do  not  disclose  the  content  of  the 
communication.
89 The issue of setting standards is similar to the regulation of acceptance policies based on zip codes as used by 

banks, insurance companies or schools. The first digits of a zip code indicate a large geographical area, while 
the full zip code may sometimes cover only a few addresses. Depending on the social impact of acceptance 
policies, standards may have to be set to the ‘resolution’ of zip codes used in such policies.

90 The effect of a widening scope of traffic data affects also location data. Traditionally, location data is viewed 
as traffic data only when it relates to actual user communications. [Compare: EUR 2005, p. 13 (§ 3.3.3 
Location data)]. From the 3x3 Test however, location data is viewed as traffic data when the processing is 
necessary to perform the service agreement with the user (a view which widens the scope of traffic data with 
other technical forms of location data).

91 We place e-mail services in the left column with the patterns of conversation/registration. But the content of 
an e-mail is not always individually determined. It is quite easy to distribute a general public message via 
mailing lists among large groups of (randomly) selected recipients (spam). The main argument for 
nevertheless putting e-mail in the left column, is that the use of e-mail for allocution purposes is often 
regarded as unsolicited communication: a way of abuse.
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All traffic data in our interpretation – that is: the data in the digital data cloud positively tested 
as traffic data by the 3x3 Test – can now be classified into two types: 

• Type I traffic data:  regular traffic data. These are traffic data relating to the traffic 
patterns conversation and registration, except for any high-resolution location data; 

• Type II traffic data: special traffic data relating to the traffic patterns consultation and 
allocution, plus any high-resolution location data. 

Type II traffic data deserve more protection than Type I. Also, the scope of protection of Type I 
traffic data is a priori thinner than the communication content to which it relates.

2.4 Conclusions
Our  interpretation  of  traffic  data  rests  upon  two  pillars:  the  3x3  Test  and  a  two-type 
classification of traffic data.

First, traffic data are the electronic personal data on the actual use of the network processed by 
the service provider:

• for three essential functions (service performance, accounting and management),
• in three types of services (mere conduit, caching, hosting).

Second, traffic data are differentiated into two types; we distinguish:

• Type I traffic data or regular traffic data; 
• Type II traffic data: special traffic data plus high-resolution location data. 

This together is our theoretical framework of traffic data. It is also a toolkit we shall be using 
in  the practical  part  of the research:  the technical  operationalization of traffic  data in  the 
reality of digital telecommunications (Chapter 3 and 4). 

Before we move into the bothersome technical reality of communications, it should be noted 
that drawing borders means evoking border conflicts: difficult cases, ambiguous cases, cases 
of doubt and cases of perspective. The 3x3 Test should clarify most cases but it cannot resolve 
all cases, as will become clear in Chapter 4. Sometimes it’s easier to just cut the knot.
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In  this  chapter,  technical  and  practical  aspects  of  traffic  data  are  studied  for  two 
communication technologies: PSTN/ISDN fixed telephony and GSM mobile telephony. The 
first topic, fixed telephony, serves primarily as reference material: knowing the archetypes of 
traffic data to have a better understanding of new forms of traffic data. 

GSM  mobile  telephony,  the  second  technical  topic,  has  quickly  conquered  a  prominent 
position in the market for telecommunications. Through GSM, the range of traffic data has 
expanded with a new type: location data. Location data may also be sensitive personal data, 
even more sensitive than the communications content to which it relate. The examination of 
GSM traffic data therefore focuses on the practice of generating, processing and storage of 
location  data.  The  ability  of  user  mobility  is  responsible  for  the  complexity  of  GSM 
technology.  Some  technical  procedures  in  the  GSM network  are  discussed  to  clarify the 
importance of location data in mobile telecommunications. 

The choice was made for a treatment of GSM telecommunications, but without its technical 
successors. UMTS is the integration of two technological worlds: mobile telecommunications 
and the internet. These worlds are discussed separately in Chapter 3 and 4, while the UMTS 
integration technologies are skipped for two reasons. In the first place, there is still  much 
uncertainty about the ultimate form of integrated telecommunications. There is a large number 
of technical standards, too many for the required in-depth treatment. The second reason is 
more important: integrated communication technologies that combine internet access and user 
mobility are so complex that the sight on the traffic data concept is likely to be lost in a sea of 
technical  details.  Basic  forms  of  traffic  data  come  forward  with  telephony and  internet; 
integrated  communication  technologies  add  only  little  to  this  (except  much  technical 
complexity).

Chapter  3  and  4  should  not  be  construed  as  an  exhaustive  treatment  of  modern 
telecommunications but rather as demonstrations how to use the theoretical framework of 
Chapter 2 in practice. The treatment of the three selected communication technologies (fixed 
telephony, mobile telecommunications and the internet) follows a fixed approach: 

1. Technical backgrounds. This section provides an outline of the history, background 
and characteristics of the technology. It briefly considers the structure of the market 
and technical standardization. 

2. Technical explorations. Technology and network architecture are discussed in this 
section. 

3. Technical outline of traffic data. Here we designate the actual technical data which 
we perceive as traffic data. 

4. Technical typification of traffic data. We divide traffic data in Type I and II traffic 
data. 

37



COMMUNICATIONS NETWORK TRAFFIC DATA

3.1 PSTN/ISDN fixed telephony services

3.1.1 Technical backgrounds
The history of the telephone starts in the United States with the invention of the telephone by 
Alexander Graham Bell in 1876.92 At the time of the patent, Bell and his assistant Watson 
managed  to  send  sounds  across  a  single  wire  line.  Bell  and  Watson  continued  their 
experiments and on March 9, 1876, two days after the patent was granted, they succeeded to 
get comprehensible speech across the line.

In the United States, after a short period of state intervention, telegraph services developed 
into a private monopoly. Western Union had in 1880 some 500,000 kilometers of telegraph 
line and 35,600 telegraph offices.93 Western Union didn’t buy Bell’s patent but used instead 
the carbon microphone of Edison (1878) with had a stronger signal and better intelligibility 
than  Bells  dynamic  microphone.  Edison  obtained  a  patent  in  England  on  his  carbon 
microphone, before the Bell model used by the Bell Telephone Company (BTC). 

On January 28, 1878, the first public telephone exchange office was opened in New Haven, 
Connecticut.  In  this  office,  telephone  lines  of  individual  subscribers  were  collected  on  a 
switchboard. A user could send a call signal to the operator, who answered the call and used a 
patch  cord  to  establish  a  connection  with  the  requested  party  on  the  switchboard.  The 
telephone  exchange  in  New  Haven  was  an  immediate  success  and  BTC  rapidly  started 
building new exchange offices.94

The concept of providing telephone services from public telephone exchanges brought BTC 
into conflict with Western Union, that held the microphone patent of Edison. Western Union 
had brought its telephony business into the American Speaking Telephone Company (AST) 
and made use of its own telegraph branch office network to establish a large number of public 
telephone exchanges in short time. After a lingering patent dispute between BTC and Western 
Union, the latter sold in 1879 its telephone networks to BTC and withdrew from telephone 
services.95

The patent application of Almon B. Strowger automatic telephone switch was granted in 1891. 
With  the  use  of  the  Strowger  step-by-step  switch  it  became  possible  to  establish  calls 
automatically without  human intervention.  All  switching operations  in  the  exchange were 
from then remotely controlled by the subscriber. The automatic subscriber line reached its 
standard form from 1907, consisting of a telephone set with rotary dial, a single wire-pair to 
the telephone exchange with modified Strowger switches. 

Telephony services in the Netherlands

The number of telephone subscribers grew steadily in the United States and Europe.  The 
Amsterdam telephone  density increased  in  fifty years  by about  one  percentage  point  per 
decade to more than 5% of the households in 1940.96 The question arose whether the operation 
of telephone switchboards, where a switchboard operator could serve a maximum of some 
150 subscribers  per  table,  should  be  continued.  Moreover,  problems  arose  with  the  large 

92 Bell’s patent was assigned on 7 March 1876 (patent 174.465). [Winston 1998, p. 47-48].
93 De Wit 1998, p. 33.
94 Garnet 1985, p. 15-16, 20-22.
95 De Wit 1998, p. 47.
96 De Wit 1998, p.160.
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number of  tables causing delays  and difficulties  for  the operator  to  reach all  positions.  A 
growing problem was the number of service errors that went along with the increasing number 
of service requests.

With the latest generation of hand-operated public telephony, two innovations were made that 
remained visible  in  modern  technology:  call  signaling and task  division.97 The  state  of  a 
subscriber telephone set and the progress of a call could be monitored from signal lights in the 
exchange office.  The operator  no longer  needed to  listen  in  to  the  conversation  to  know 
whether the conversation had ended. This was the first step towards a full technical separation 
between conversation and call signaling. In large exchanges there was a division between the 
task of handling call signaling and establishing connections.

Already in the early years of the twentieth century it was recognized that telephony could be 
within reach of the middle class if high subscription rates were moderated and calls would be 
individually metered and charged instead.  Full  automation of  switching and call  metering 
became important conditions for further growth of public telephone services.98

The automation of Dutch telephony can be roughly divided into three phases. In the 1910s, the 
number of telephone subscribers was expanding with semi-automatic subscriber lines where 
the user was automatically transferred to an available switchboard operator when the handset 
was lifted. The operator took the call and operated the Strowger switch. In this way costly 
switches were shared by large groups of subscribers. In the 1920s, the transition was made to 
fully automatic  telephone services based on the standard telephone set  and single twisted 
wire-pair line. In 1930 it was decided to automate all Dutch telephone networks and in the 
subsequent years automatic call metering was widely deployed.99

For the first  generations of manually operated telephone exchanges, switchboard operators 
accounted calls and call durations in written call records. Later with automatic telephony, a 
metering  system was  used  in  which  the  telephone  exchange  was  accumulating  pulses  in 
electromechanical call  registers.100 From the late 1930s to the early 1960s,  automatic long 
distance telephone calls were metered using special ‘metering trunks’. An advantage of this 
method  was  the  simplicity  of  the  principle.  Disadvantage  was  that  counters  could  only 
produce cumulative,  unspecified  bills:  call  event  and call  duration were summed up in  a 
number  of  metering  counts.  Belgium had  in  the  1930s  to  1950s  a  print  device  in  each 
automatic telephone exchange that stamped call specifications: local area code, phone number 
of called party and calling party, call tariff per 3 minutes, duration of the call in minutes, date, 
time and print device identifier.101

The postwar years were a period of consolidation of the technical principles of automatic 
telephony.  The  number  of  subscriber  lines  and  telephone  traffic  grew  strongly  in  the 
Netherlands, also outside urban areas. Access networks were built using street ground cables 
and technical developments focused on issues of capacity, reliability and cost-efficiency.102 An 
major  step  was  the  introduction  of  transmission  carrier  telephony  in  which  by  signal 
multiplexing,  multiple  calls  could  be  simultaneously transferred  over  a  transmission  link. 

97 De Wit 1998, p. 159-187.
98 De Wit 1998, p. 181.
99 Van Hemert & Kuin 1953, p. 88.
100De Wit 1998, p. 168-180, 185-187, 190-191.
101Van Hemert & Kuin 1953, p. 112.
102Compare technical cases in: Van Hemert & Kuin 1953, p. 26, 33, 357, 377.
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From the 1950s onwards PTT began to apply four-wire transmission links – one such ‘trunk’ 
could carry 48 simultaneous calls.103 

The development  of  wire-controlled  telephone exchanges  started  after  1950.  Architectural 
principles  of  these  telephone  exchanges  were  based  on  electromechanical  switching 
technology from the 1930s, but mechanical control movements were taken over by electrical 
signals. Remaining moving parts were ever miniaturized.104

The development of stored program control systems (SPC) in the wake of the computer boom 
in the 1960s was a significant step in switching technology. The combination of inexpensive 
computer memory and abilities of information technology brought new personal telephony 
functions within reach. It became possible with computer controlled exchanges to replace the 
system of count metering by more sophisticated methods where time, duration, calling and 
called  number  and  any  other  characteristics  could  be  registered  separately.  Digital 
transmission by means of PCM (pulse code modulation) was introduced in the same period.105

Long-distance transmission of voice calls was a technical-economic problem from the outset. 
The number of simultaneous calls that could be transferred over a single transmission link was 
directly determined by the number of wire-systems in the ground or  hanging from poles. 
Construction costs of transmission facilities were high. The principle of signal multiplexing 
came from radio technology; a (wire) signal carrier  is  divided into multiple,  separate  call 
channels. Analog methods of signal multiplexing were used until the 1970s (FDM - frequency 
division  multiplexing).  When  transistors  became  available  for  electronic  switching, 
transmission multiplexing moved to digital (TDM - Time Division Multiplexing). From the 
late 1970s, the trend was towards digital SPC switching which, together with digital signal 
transmission, formed the basis for ISDN. 

Technical characteristics of PSTN/ISDN

Through  all  the  innovations  in  the  long  history  of  fixed  telephony,  some  characteristics 
remained the same through the different stages of network automation and digitization. Some 
of these characteristics are shortly discussed here: channeled transport, call metering, strong 
network integrity and national-geographic number structures. 

Channeled transport

When setting up a communication channel,  the network allocates  the technical  means for 
communication  from a  common  pool  of  technical  resources.  The  network  maintains  the 
channel for the duration of the communication and returns the technical means to the pool 
immediately  upon  completion  of  the  communication.  Conversation  ‘flows’  through  an 
exclusively reserved communication channel: communication is channeled.106

Call metering

Public telephone services have a tradition of call charging which goes back to the early days 
of automatic telephony. The principle is to charge the actual use of network resources: the use 

103Van Hemert & Kuin 1953, p. 143.
104Van Hemert & Kuin 1953, p. 421.
105ITU-T GAS-6 1981, p. 4 (Choice of Telephone Switching Systems).
106The idea of channeled streaming communication is technically not quite correct. Digital transport consists of 

phases of transmission and moments of storage. In telephony however, storage is unnoticeable short.
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of a communication channel, depending on call distance and duration, and the load on the 
telephone  exchange  processor  load  are  charged.  Traditional  telephone  service  billing  is: 
renting network resources for private use.

Strong network integrity

Telephony providers protect their metering data against user fraud. This means in practice that 
the direct and indirect metering data (call detail records, signaling messages) are technically 
shielded from the user. Public telephone services have a strong network integrity; certain data 
are  strictly  managed  by the  network  provider  and  there  is  a  strong  divide  between  the 
technical domains of providers and users. 

The  network  maintains  a  strict  separation  between  content  data  and  control  data.  This 
separation is due to the channeled transport of communications content. The constant factor 
through  all  innovations,  from  analog  electromechanical  to  digital  optical,  is  that  user 
conversations can be conceptualized as data flowing through private communication channels; 
control data are outside the conversation channels. This digital watershed between content 
data and control data  is  realized in  combinations  of technical-physical  properties:  there is 
space  division  (next  to  each other),  time  division  (after  each  other)  and  wave  frequency 
division. 

Another  method  of  domain  separation  is  the  interface  point  between  public  network 
infrastructure and private user peripherals. Electrical signals from the user on the interface 
point must comply with prescribed provider requirements. The provider network ends at the 
interface point and connects to a customer premise network. A telephone exchange observes 
permanently  the  electrical  conditions  on  the  interface  point  and  detects  subscriber  line 
signaling (e.g., a subscriber going off-hook and ‘dialing’ a telephone number). 

National and geographical number structures

Despite  internationalization of  operators,  telephone services  have retained certain  national 
characteristics. The telephony numbering plan is based on national states: each country has a 
unique country code used in cross-border telephony.107 In most cases, the number contains a 
geographical  area  code and a  number  block referring to  the  serving local  exchange.  The 
number system of SS7 Signaling Point Codes has a similar structure of nationally allocated 
number blocks.108

Typical  of  the  telephone number  system is  the  integration  of  number  functions.  A phone 
number provides information on the routing of calls and for management of the network. The 
number also provides indications to the user of the geographical area of the called or calling 
subscriber and on call tariffs.109

Market for fixed telephony

In the  century following Bell’s  invention  national  monopolies  in  telephony were  formed: 
European PTTs and the company AT&T in the United States. In this period, the networks were 
converted from manually operated to automatic telephony services. The period 1970-1980 is 

107The international structure of telephone numbers is laid down in the ITU-T E.100 series. Important 
recommendations are ITU-T E.164 and E.165.

108Dommering (ed.), Clarkson et al. 1999, p. 41, 54, 71-73.
109Dommering (ed.), Clarkson et al. 1999, p. 35-36.
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considered as  a  transition  period from state  monopolies  to  open markets  for  telephony.110 
National operators began to compete in international satellite, fiber and business services. In 
the United States  AT&T was split  for antitrust  reasons into a long distance carrier  and a 
number  of  Regional  Bell  Operating  Companies.  The  technology  trend  towards  digital 
telephony was the driving factor in this development. 

From 1980 develops a step by step process of liberalization of telecommunications markets: 
privatization  of  national  PTTs.  Several  providers  joined  together  in  major  international 
alliances.  Boundaries  between  media  begin  to  blur;  digital  communication  networks  are 
increasingly capable to integrate telephony, internet and broadcast services. 

However,  national  boundaries  remain  visible  in  the  number  plans  of  traditional  public 
telephone  networks.  Providers  competing  at  a  national  level  interconnect  their  telephone 
exchanges. Interconnection traffic is metered in special accounting call detail records (CDRs), 
used by operators to settle their costs of interconnection.

Since the  late  1990s drastic  changes  occur  in  the  networks  for  fixed telephony.  With the 
advent  of  mobile  telecommunications,  for  the  first  time  in  history  the  number  of  fixed 
telephone lines is decreasing.111 At the same time, telephony traffic is growing explosively due 
to the use of telephone modems for ‘dial-in’ access to internet providers. Around the turn of 
the century, ADSL technology arrives on the market. Users then leave the method of dial-in 
internet access and move over to broadband in large numbers. At the same time incumbent 
operators lose subscribers and traffic to new operators through methods of unbundled access. 
In the mid-2000s, a number of methods for internet telephony become available to the public: 
voice over IP (VoIP). The decrease in the number of fixed telephone lines accelerates. 

Measured in the number of subscriber lines and traffic volume, the fixed telephony service of 
KPN shrinks rapidly. Fixed telephony in the traditional form of PSTN/ISDN is to make place 
for mobile telephony and VoIP.
110Dommering, Van Eijk, Nijhof & Verberne 1999, p. 35-43.
111Figures taken from KPN’s annual reports 1997-2008.
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Figure 5: subscriber lines and traffic call minutes (KPN fixed telephony services).
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Technical standardization

National governments regarded telephony as an area for industrial policies favoring domestic 
telecoms  companies.  Full  technical  standardization  forces  to  make  choices,  which  may 
adversely impact on national industry. During a long period, technical standardization was 
limited to essential interfaces necessary for international interconnections. Member states of 
the  International  Telecommunications  Union,  ITU-T,  avoided  mandatory  forms  of 
standardization of equipment in their national telephone networks.112

The  period  until  the  1980s  is  seen  as  the  ancien  régime for  regulation  and  technical 
standardization  of  telecommunications.113 In  the  majority  of  countries,  monopolistic  state 
enterprises  were  created  under  the  administration  of  a  Ministry  of  Post,  Telephone  and 
Telegraph. In North America and parts of Latin America, the choice was made for a mix of 
public enterprises and regulated private companies for local and inter-regional telephony. In 
all  cases  the  state  reserved  all  rights  to  control  and  regulate  the  market.  The  need  for 
interoperability of networks resulted in  the joint support of international  organizations for 
standardization where principles, rules and standards were prepared for the interconnection of 
national networks. 

The  main  institution  for  technical  standardization  of  telecommunications  was  CCITT 
(International  Telephone and Telegraph Consultative Committee),  an advisory body of the 
International  Telecommunications  Union.114 CCITT  was  strongly  dominated  by  some 
developed European countries. The United States made only selective use of CCITT products, 
while less developed Member States could not counter the influence of powerful European 
technology suppliers.  Processes  within  CCITT progressed slowly because of  the  need for 
consensus among leading States. Subject of standardization were the technologies brought in 
by countries with powerful national telecoms industries. CCITT Recommendations remained 
intentionally unspecified on important technical details so that Member States and their PTTs 
retained abilities for specific, potential anti-competitive interpretations of white spots.115

The call for deregulation of telecommunications was born in the US where the government 
from  the  early  1980s  clearly  endeavored  liberalization.  The  CCITT  followed  in  1988, 
reluctantly,  with  the  revision  of  Recommendations  for  pricing  and  accounting  of  private 
networks.116 In  the  late  1980s  some regionally oriented  institutions  for  standardization  in 
telecommunications were created which, within a few years, toke over actual standardization 
work from the slow and little effective,  intergovernmental oriented CCITT. The European 
Telecommunications  Standardization  Institute  ETSI  began  to  provide  CCITT  with  new 
technical standards for renumbering and multilateral acceptance. On March 1, 1993 CCITT 
became ITU-T. 

ITU-T

The International Telecommunication Union was established in 1947 as a specialized agency 
of  the  United  Nations,  headquartered  in  Geneva.  Membership  of  that  organization  was 

112Irmer 1987, p.45.
113Drake (ed.) 1994, p. 73.
114Initial meaning of CCITT: Comité Consultatif International de Télégraphique et Téléphonique. CCITT was 

established in 1956 from a merge of CCIF (telephone, 1924) and CCIT (telegraph, 1926).
115Drake (ed.) 1994, p. 76-77.
116CCITT Series D Recommendations, Melbourne 1988 (Charging and accounting in international 

telecommunications services).
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initially reserved to the ITU Member States, that in practice left the job to national PTTs. 
From the 1990s, the ITU has sector members, including network providers and suppliers.117

Establishing technical standards is generally seen as the main task of the ITU.118 ITU standards 
are called recommendations, and Member States are not obliged to apply standards effectively 
or  to  implement  recommendation  exactly.119 ITU  is  divided  into  three  sectors:  Radio 
communications (ITU-R), Telecommunications Standardization (ITU-T, formerly CCITT) and 
telecommunication development (ITU-D). The quest for consensus in the decision process, 
the organizational bureaucracy and non-binding nature of the recommendations have affected 
the effectiveness and credibility of the ITU-T as an organization for technical standards. The 
US particularly have always maintained distance to major ITU-T Recommendations.120

ETSI

Since  mid  1980s,  the  European  Commission  conducts  an  active  market  policy  in  the 
telecommunications sector. In the same period European standardization policy changes. Until 
the 1980s European legislation contained specific and detailed technical requirements, but in 
mid-1980s  the  Commission  changed  to  the  New Approach when  the  design  of  technical 
standards was outsourced to European institutions for standardization.121

In 1959, CEPT (Conférence Européen des Postes et des Telecommunications) was established 
by  19  European  countries.122 Members  were  representatives  of  national  PTTs  for  the 
coordination of commercial and operational cooperation and technical standardization. The 
decision  to  establish  ETSI  (European  Telecommunications  Standardization  Institute)  was 
taken at  the meeting of the Directors-General of CEPT countries in September 1987. The 
decision was confirmed in a follow-up in London in January 1988 when CEPT countries 
agreed  that  their  role  in  the  development  of  telecommunications  standards  was  to  be 
transferred to ETSI. In 1992, ETSI was recognized by the European Commission as institution 
for  the  preparation  of  telecommunication  standards.123 Members  of  ETSI  are  national 
authorities, network operators, technical suppliers, users, service providers and research or 
consultancy  institutions.124 In  practice,  the  majority  of  the  members  is  formed  by 
representatives of suppliers of communications equipment.  ETSI is  under French law; the 
head of ETSI is located in France.125

ETSI had a major role in the standardization of ISDN. As a result of white spots in the ISDN 
Recommendations of ITU-T and the non-binding nature of recommendations, each country 
made initially different technical implementations of ISDN. The result was incompatibility of 
services and peripherals. For these problems, CEPT countries signed in 1989 a Memorandum 
of  Understanding  for  the  European  standardization  of  ISDN.126 In  December  1993,  the 

117Bekkers 2001, p. 113.
118Codding & Rutkowski 1982, p. 225.
119Van Duuren, Kastelein & Schoute 1996, p. 224.
120Carne 1995, p. 7.
121Bekkers 2001, p. 98.
122Network providers went in 1992 from CEPT to ETNO (European Telecommunication Network Operators). 

Now CEPT is an institution for European policy makers and regulators <http://www.cept.org>.
123With amendment 92/400/EEC ETSI was added to the list of recognized standards bodies (Directive 

83/189/EEC).
124ETSI Directives 2009, p. 10.
125ETSI Directives 2009, p. 5.
126Fuchs 1993, p. 24-25.
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standard  for  Euro-ISDN,  based  on  the  ETSI  proposals  for  ISDN in  1988,  was  officially 
appointed. Related ETSI standards for SS7, ISDN and IN are released in the ETSI 300 series.
127 Also the technical standards of GSM are drafted under the auspices of ETSI.

3.1.2 Technical explorations of the telephone network
The public telephone network has a hierarchical structure. At the bottom of the structure is the 
access network comprising a system of subscriber lines (‘local loops’) running from a local 
exchange to the subscribers in its serving area. A geographical area with a number of local 
exchanges is connected to one or two toll exchanges that carry inter-regional traffic. Figure 6 
shows the structure of a national telephone network with two hierarchical network planes: the 
plane of local exchanges (L) and the plane of inter-regional toll exchanges (T).128 

Interconnection may take place from local or toll exchange level. International interconnection 
is usually from international gateway exchanges (not shown in Figure 6).

Main blocks of the telephone network

Figure 6 is tilted and enlarged to examine the telephone network in more detail.

The telephone network can be divided into a number of main blocks: 

• (P) Peripheral equipment (telephone sets, modems, private branch exchanges) 

127ETS 300 008, 009 etc. (SS7); ETS 300 093, 094, etc. (ISDN); ETS 300 374, 375, etc. (IN).
128Den Heijer & Tolsma 1991, p. 112-113.
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Figure 6: traditional structure national telephony network
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• (A) Access network (local loop, main distribution frame)
• (L) Local telephone exchange, (T) toll exchange
• (C) Transmission carrier systems (cables, radio links, transmission multiplex systems)
• (M) Network Management (billing and network service centers)

The main blocks are discussed below with emphasis on parts relevant to traffic data. 

Peripheral equipment

Network peripherals are PSTN telephone sets and ISDN user equipment, modems and private 
branch exchanges on the subscriber premises. The dividing point between operator network 
and peripherals owned by the subscriber is the network termination point (NT). This point is  
at the subscriber premises where the local loop connects to private subscriber systems.

Access network

The access  network consists  of  the local  loops running from the  main distribution frame 
(MDF)  in  the  local  exchange  to  the  NT points  at  the  subscriber  premises.129 A regular 
subscriber loop can be used for conventional telephone service, ISDN or, depending on the 
length and quality of the line, ADSL. 

Local/Toll telephone exchange

The PSTN/ISDN telephone exchange is  of the 
type SPC digital switching. Call control in this 
type  of  exchange  is  performed  by  computers 
while  the  analog  to  digital  conversion  takes 
place right after the MDF in line block (LB) of 
the local exchange. Figure 8 shows a schematic 
overview of the main blocks of a digital  local 
exchange.130

Local  loops,  entering  the  basement  of  the  exchange  office,  are  connected  to  the  main 
distribution frame (MDF – a large rack with numbered electrical contacts).131 On the MDF, 
subscriber loops are cross-wired to electrical ports on the line block. Functions of a line block 
are: handling the subscriber line signaling (detection of changes in the line status, sending and 
receiving  dial  tone,  reception  of  the  dialed  number).  The  Line  block  also concentrates 
subscriber traffic (only a part of the subscribers of a block can simultaneously make phone 
calls; in practice this is 10 to 40% of the subscribers).132

A line block is controlled by a processor block (PB): any electrical state changes are reported 
to the processor block. Computer memory in the processor block keeps the service profiles of 
all subscribers. These service profiles includes information about the subscriber’s telephone 
number and service (PSTN or ISDN, caller ID, call forwarding, blocking, line restrictions, 
etc.). Furthermore, the processor block manages the current states of all subscriber lines on the 

129Arnbak, Van Cuilenburg & Dommering (eds.) 1991, p. 103; Dommering, Van Eijk, Nijhof & Verberne 1999, 
p. 93.

130Digital telephone exchange modeled on the type 5ESS (Bell Labs, Alcatel-Lucent). 5ESS was the most used 
exchange in the telephone network of KPN in the 1990s. [5ESS Digital Switching System, system 
description, Hilversum: AT&T Network Systems International, 1993].

131Van Hemert & Kuin 1953, p. 26.
132ITU-T GAS 9 1984, p. 55 (Case Study on an Urban Network).
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Figure 8: functional blocks of the local exchange
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line block (free, busy, phase of call setup or termination). The processor block creates a CDR 
with each call.133 The processor block handles signaling with subscriber lines and transmission 
trunks (ITU-T SS7 – Signaling System No. 7). The processor block creates CDRs on the basis 
of  these  signaling  messages  for  the  purpose  of  subscriber  billing  and  cost  settlement 
(accounting)  with  interconnecting  providers.  CDRs  are  temporarily  stored  in  an  internal 
database with the processor block and periodically transferred to the operator billing center. 

A telephone exchange contains a switching block (SB) in which connections are established 
between subscriber lines on the line block with transmission trunks on the transmission block 
(TB).134 Transmission carrier systems are connected to the digital distribution frame (DDF). A 
toll exchange contains the same functional blocks as a local exchange, except for the line 
block and MDF. Toll exchanges interconnect local exchanges and with other operators. Toll 
exchanges may be capable to generate accounting CDRs. 

Transmission carrier systems

The  transmission  network  consists  of  cables  (mainly  fiber),  radio  links  and signal 
multiplexers. Transmission is a sensitive part of the telephone network: a link can be disturbed 
or  broken  due  to  weather  conditions  while  cables  can  be  damaged  by excavation  work. 
Therefore transmission systems have link protection signaling and switching functions: when 
a link signal is lost, the signal is re-routed on a backup link within a fraction of a second. 
Transmission systems also exchange signaling messages for protection purposes. However, 
these  messages  relate  to  transmission  carriers –  not  to  individual  calls.  For  this  reason, 
protection signaling has no relevance to the topic of traffic data.

Administration

A wide  range  of  computer  systems  can  be  found  at  operators  for  various  technical  and 
commercial  administration  purposes.  These  include  operational  network  monitoring  and 
customer administration computer systems. Providers may have their own sales outlets or may 
otherwise  use retailer  sales  channels.  Canceling,  altering or  signing up for  a  subscription 
triggers a chain of automated events starting at the point-of-sale all the way to the subscriber’s 
local exchange. The links in these chains are seldom standardized – systems are custom-made 
for the operational processes of the operator in question.

Digital exchanges provide a variety of options to monitor particular events. The processes of 
establishing, maintaining and terminating a telephone call can be broken down into numerous 
discrete phases. A particular combination of system resources is involved in each stage of a 
telephone call’s  life-cycle.  These technical  resources  consist  of  hardware components  and 
software  processes  that  route  or  control  the  telephone  call.  Monitoring  systems  may be 
enabled  within  digital  exchanges  that  record the use of  these system resources  for  traffic 
management purposes. The operation and usage of such monitoring programs depend heavily 
on the type of exchange and the nature of the provider’s internal operations. 

Telephone exchange registrations can be divided in three categories, these being for billing, 
technical maintenance or statistics monitoring purposes.

Billing registrations. A critical component of business operations is subscriber billing. CDRs 

133Local exchanges are capable to generate CDRs with call attempts (also with unsuccessful calls). KPN did not 
use this option.

134For a detailed explanation of circuit switching, refer to: Stallings 2004, p. 304-307.
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are copied electronically from telephone exchanges to invoice processing systems at regular 
intervals.  Raw CDRs are  collected,  sorted  and linked to  corresponding subscriber  details 
within the invoice processing system. Corresponding rates  are determined using the CDR 
fields:  calling  party’s  telephone  number,  called  party’s  telephone  number,  call  time  and 
duration. Billing systems may also provide data processing options for marketing purposes. 

A CDR is created by the subscriber exchange for every call or attempted call. The content of 
signaling messages and send/receive times determine the CDRs numeric data and time-stamp. 
The CDR format has not been formally standardized, but KPN has adopted a common base 
CDR for the transfer of CDRs to its billing systems:135

Field Position First character Format  Meaning
A-number 1 char(10) The Calling Party’s number
Originating network 11 char(5) The network from which the call originates

B-number 16 char(19) The Called Party’s number
Terminating network 35 char(5) The network where the call terminates

Incoming route 40 char(7) The route at the incoming side of the exchange
Outgoing route 47 char(7) The route at the outgoing side of the exchange

Recording switch ID 54 char(11) Name of the recording switch
Start date/time 65 char(14) Format yyyymmddhhmmss

End date/time 79 char(14) Format yyyymmddhhmmss
Duration 93 char(8) Seconds

Long call indicator 101 char(1) Indicator for multiple CDRs per call

CDRs collected from local exchanges are periodically sent to a central storage and processing 
point – the invoice processing system’s (common base) CDR database. Figure  9 shows the 
main steps involved in processing raw CDRs originating from local exchanges into monthly 
or two-monthly invoices. 

In global terms, an invoice processing system comprises the following process flow steps:136

1. CDRs with different formats are collected and converted to a standard format 

135KPN Reference Offer – Billing Manual 2000, p. 14.
136IEC White Paper on Telephony Billing 2007, Figure 1 (Projected WLL Subscribers by Region).

48

Figure 9: process steps in billing street
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(common base CDR format).
2. Unified CDRs are stored in a database.
3. CDRs are periodically retrieved from the database for billing. A rate is assigned to 

each CDR.
4. Discounts and surcharges are applied to CDRs in accordance with subscriber service 

agreements.
5. Monthly or two-monthly invoices are generated.
6. Invoices are printed and/or mailed.

There are nodes within the billing process flow at which CDRs can be exported to long-term 
data storage facilities or to other processing systems. The common base CDR database serves 
as a source of call detail records for purposes of direct marketing, commercial traffic analysis 
and  long-term  storage  (billing  disputes),  as  well  as  for  disclosure  of  data  for  criminal 
investigation purposes, fraud and abuse detection, and the possibility of unbundled access to 
telephone networks.

Technical  Maintenance  Registration.  In  order  to  be  able  to  troubleshoot  hardware  and 
software  problems,  a  detailed  log  can  be maintained by an  exchange about  the  technical 
phases of a particular telephone call.137 The processor establishes and terminates a telephone 
call  in  discrete  states.  Transition  to  the  next  state  is  triggered  by an  electronic  signal  or 
message. In theory, any event can be logged by an exchange and can then be read out by 
technical staff real-time or after the event. One application of event logging is tracing how a 
call is established from the line block to the outgoing trunk. This is can be used to locate 
errors in exchange routing tables.  Figure  10 shows an example of a detailed event log for 
troubleshooting a subscriber line.

Statistics Registration. Digital exchanges have monitoring programs that gather data relating 
to actual system resource usage.138 Such monitoring programs principally consist of counters 
that record how often certain events occur within a given period. The number of calls to or  
from a line block and the number of successfully completed calls across a bundle are two 
examples of statistical data that can be recorded. Accumulated output from these monitoring 
programs  provides  event  statistics  that  can  be  used  to  analyze  the  technical/economic 
efficiency of the technical resources deployed. Data recorded by these monitoring programs 
focus on groups of users rather than on individual users.

ISDN

ISDN  is  available  to  subscribers  on  a  digital  local  exchange.  ISDN  subscriber  lines  are 
connected to a digital line card in the exchange and are terminated by a network terminator 
(NT) at the subscriber’s premises.139 ISDN terminal equipment is connected to the NT by the 

137Refer to: ITU-T E.400 series.
138Refer to: ITU-T E.500, E.600, E.700 and E.800 series.
139De Jong et al. 1997, p. 80-81.
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Figure 10: example of detailed event registrations on a subscriber line
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S-bus, an ITU-T standardized connector cable.140

ISDN provides users with three separate digital  communication channels for simultaneous 
usage – two bearer channels for voice and data, and one narrow-band signaling channel for 
call signaling and special-purpose data applications.141 ISDN signaling channel usage includes 
regular  telecommunication  control  functions,  as  well  as  several  special-purpose  data 
applications, e.g. PIN terminal payments at retail outlets.

The digital connection line was the culmination of the telephone network digitization process 
– thereafter, it was referred to as ISDN (Integrated Services Digital Network).142 Broadband 
ISDN – based on ATM transmission methods – was the successor to ISDN. The emergence of 
internet access technologies such as ADSL and cable networks has thwarted the continued 
development of B-ISDN.143

Signaling

Telephone network signaling takes one of two forms – subscriber line and network signaling. 
Subscriber line signaling refers to all the signals and messages exchanged between users and 
the provider’s network (PSTN/ISDN). Network signaling refers to all the messages exchanged 
across bundles between telephone exchanges. The current network signaling system is ITU-T 
SS7.

The majority of all signaling arises as a result of user events. Examples of such events include 
picking up the receiver, dialing a subscriber number, providing a dial tone, providing ringing 
current, etc. Network signaling generally arises as a result of subscriber line signaling. Signals 
are transmitted across the transmission bundles between the telephone exchanges themselves. 
The receiving  line  block  or  transmission  block  at  the  exchange separates  signaling  from 
conversations and forwards messages to the processor block. The processor block deals with 
these  messages  virtually  instantaneously and  issues  internal  commands  or  new  signaling 
messages.144

Intelligent Network

Intelligent  Network (IN)  is  a  system for  centralized  call  control.  The concept  of  IN was 
developed in the US in the mid 1980s for personalized telephone services145. The functional 
blocks of a digital telephone exchange can be split  into two parts – a control section (the 
processor block PB) and the actual switching blocks (LB, SB and TB).146 In an IN system, 
certain  functions  have  been  removed  from the  exchange’s  control  section  and  moved  to 
separate computers.

Centralized IN call control features are best utilized if the concept has already be implemented 
as the means for controlling local exchanges. This involves subscriber service profiles being 
removed from local  exchanges and relocated to  a central  database,  the service data  point 
(SDP). A service control point (SCP) has access to this file and can control calls within a 

140Bocker 1991, p. 72.
141Refer to: ITU-T Q.920, Q.921 and ETS 300 052 series.
142Steinfield, Bauer & Caby (eds.) 1994, p. 223.
143Van Duuren, Kastelein & Schoute 1996, p. 90.
144Details on signaling functions: Stallings 2004, p. 307-316.
145De Jong et al. 1997, p. 68-69.
146Refer to: Figure 8; De Jong et al. 1997, p. 73.
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cluster  of  local  exchanges,  or  in  IN  terminology  –  service  switching  points  (SSPs). 
Communication between SSPs and SCPs is based on a special set of SS7 messages.147 Figure 
11 illustrates the IN concept whereby local exchanges are deployed as SSPs.148

IN  provides  personalized  telephone  services  based  on  time  and  location-dependent  call 
forwarding. One particular IN service, universal personal telephony (UPT), allows users to 
configure their personal availability using centrally stored user profiles.149 This form of mobile 
availability (nomadic network usage)  was however superseded by the rapid emergence of 
mobile telecommunication. An important IN application in the Netherlands is inter-provider 
number portability and the option to retain a number when relocating within the area code.

3.1.3 Technical outline of PSTN/ISDN traffic data
The 3x3 Test  discussed  in  Chapter  2  is  applied  in  the  network for  fixed  telephony.  This 
involves  essential  provider  functions  with  traffic  data  required  to  perform  the  service 
agreement with the user, for billing and verification of the service, and for traffic management 
and network maintenance.

Traffic data to perform the service agreement

This includes data for all types of signaling – both subscriber line and SS7 network signaling 
– plus data contained in the telephone exchange’s call registers. 

In practice, signaling messages are temporary data and are only stored for a short period in the 
processor queue. Signaling systems are intended to provide real-time control functions for 
individual  communication  processes,  i.e.  telephone  calls.  Due  to  the  sheer  volume  of 
messages  that  a  telephone  exchange  is  capable  of  processing  per  hour,  signaling  is  not 
intended as a means of systematic registration or storage, since processors were originally not 
designed  for  this  purpose.  Nevertheless,  signaling  messages  give  rise  to  temporary  data 
registration within exchanges. The life-cycle of a telephone call within the exchange passes 
through several discrete phases. A conventional telephone exchange is stateful, i.e. on receipt 
of an SS7 signaling message, the telephone call’s life-cycle passes to the next phase.150

Traffic data for billing and verification of the service

Call registers in the processor block of the telephone exchange, where software processes deal 

147Refer to: ITU-T Q.1600 series, ETS 300 374 and ETS 301 140.
148Compare to: Mansell 1993, p. 113, 143, 160.
149For example, see ETSI standard ETS 300 670.
150Stateful operations – as opposed to stateless operations – is a term that originated in the world of computer 

communication. Stateful systems, i.e. exchanges, record the progress of individual communications.
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Figure 11: Intelligent Network with local exchanges acting as SSPs
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with  telephone  calls,  hold  temporary  data  records  to  incoming  and  outgoing  signaling 
messages (SS-7 messages and subscriber line signals). These records exist for a matter of 
minutes,  seconds  or  in  some  cases,  merely  a  fraction  of  a  second.  What  remains  as  a 
permanent record of a call, is a call detail record.

The CDR is the archetypal form of traffic data, i.e. a record of the outside communication 
properties for purposes of billing. CDRs are created in local exchanges. At a later stage, they 
are used by the billing system and thereafter, they are stored for several months.151

Traffic data for traffic management and network maintenance

Certain data can be gathered by technical monitoring programs – special-purpose software 
processes embedded in the telephone exchange’s processor. The management data gathered is 
stored in the exchange’s permanent memory (hard disk storage) and is forwarded to a central 
network administration point  at  regular  intervals.  In practice,  data  processing and storage 
depends on the nature of the provider’s internal business operations. Similarly, traffic data for 
telephone network management purposes is extremely technical and plays virtually no role in 
discussions concerning privacy.

3.1.4 Technical typification of PSTN/ISDN traffic data
PSTN/ISDN services relate predominantly to conversation and registration patterns as found 
in the left-hand column of the Bordewijk and Van Kaam Scheme. For calls to geographic 
numbers, the information content is  generally individually determined. PSTN/ISDN traffic 
data is in principle Type I, i.e.  regular traffic data. Exceptions to this rule include calls to 
information numbers in the 0800 and 0900 series. If the content is determined centrally (calls 
to information numbers), then the relating traffic data is Type II.

3.2 GSM mobile telecommunications

3.2.1 Technical background
In the early 1980s, telecommunication in Europe was predominantly a national affair. PTTs 
developed, managed and ran their national telephone networks as state monopolies. Cellular, 
analog  mobile  telecommunication  was  introduced  in  this  period.  The  most  important 
standards  were  NMT  (Nordic  Mobile  Telephone  –  Scandinavia),  TACS  (Total  Access 
Communication System – Europe),  AMPS (Advanced Mobile Phone System – USA) and 
NTT (Nippon Telegraph & Telephone Corporation – Japan).152 Mobile telecommunication was 
introduced to the Netherlands in 1985 based on a variant of the Scandinavian NMT system.

As was common practice within the politics of national industries, PTTs in larger countries 
ordered  their  mobile  networks  from their  national  telecommunication  suppliers.  Suppliers 
designed technical standards in accordance with their customers’ requirements, i.e. those of a 
few large PTTs.153 Smaller countries were unable to adopt such an approach and implemented 
modified mobile technologies based on other existing standards. In so doing, a patchwork of 
mutually incompatible mobile standards arose whereby no one provider was able to achieve 

151Report Detection Locations Requested mentions a period of 8 months [Van Nassau & Bulder 2001, p. 19].
152Bekkers & Smits 1995, p. 135.
153This situation arose in the Federal  Republic of Germany, France, Italy and Scandinavia.  The situation in 

Europe was a stark contrast to that in the USA where all network providers made use of the AMPS standard.
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any meaningful economy of scale. The mobile telephone was unable to develop to the point 
that it became common property due to the high cost of the device itself, high calling rates,  
minimal users and correspondingly low network provider turnovers.154

The move towards  the  development  of  a second generation  of  mobile  telecommunication 
technology was made by CEPT with  GSM (Groupe de travail  Spéciale  pour les  services 
Mobiles,  later  redubbed  to:  Global System for Mobile  communications).155 In  addition  to 
standardization,  PTTs  were  looking to  achieve  economy of  scale,  as  well  as  a  degree  of 
autonomy from a few powerful suppliers. The all-important interfaces had to be standardized 
as  part  of  second-generation  mobile  telecommunication.  Firstly,  the  interface  between 
peripheral equipment and networks had to be standardized. This would enable mobile users to 
roam,  i.e.  to  log  on  as  a  guest  user  to  other  provider’s  networks  at  home  or  abroad. 
Standardization of this air interface, as well as several other internal network interfaces, led to 
competition  between  mobile  device  and  network  system suppliers  that  effectively  ended 
monopolistic supplier pricing practices.

Within  the  European  Union,  it  was  recognized  that  technical  standardization  of  mobile 
telecommunication  could  contribute  greatly  towards  the  required  harmonization  of  the 
telecommunication  sector.  As  the  association  of  PTTs,  CEPT was  no  longer  deemed  the 
proper body responsible for bringing about this standardization. CEPT eventually responded 
to  this  by transferring  its  standardization  activities  to  ETSI.156 In  1987,  thirteen  network 
providers from twelve European countries signed a Memorandum of Understanding (GSM 
MoU) to develop GSM networks and services. This also generated sufficient faith among 
suppliers to invest in the development of GSM-based technologies.157

A general  European  policy framework  for  mobile  telecommunication  was  drafted  by the 
European Commission in its  Green Paper on Telecommunications.158 In 1987, two further 
measures were taken towards a European-wide implementation of the GSM standard:

• Council  Recommendation  87/371/EEC  recommended  that  European  member  state 
operators implement GSM-based mobile telecommunication standards by 1991 at the 
latest.

• Council  Directive 87/372/EEC (GSM Frequency Directive) provided member states 
binding directives regarding the radio frequencies to be exclusively reserved for GSM 
usage.159

By 1992,  the  first  GSM networks  had  become  operational.  Initially,  there  was  a  serious 
shortage of GSM-compatible devices due to delays in type approval. By 1994, there was at 
least one GSM network in nearly every EU country. A summary of the major events in the 

154Bekkers 2001, p. 300-302.
155In 1982, Scandinavian and Dutch PTTs requested that CEPT work on standardization of a pan-European 

mobile telecommunication system. The motives for this request were the high costs, limited capacity and poor 
roaming options between existing mobile networks. [Bekkers 2001, p. 312].

156Bekkers 2001, p. 303.
157Bekkers & Smits 1995, p. 137.
158COM (87) 290 (Green Paper on the Development of the Common Market for Telecommunication Services  

and Equipment).
159This directive was required because ITU allocation of the 900 MHz frequency range for mobile services was 

insufficiently  specific.  On  issuing  this  directive,  six  member  states  had  already  allocated  parts  of  this 
frequency range for analogue communication purposes. [Bekkers 2001, p. 341-342].
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realization of the GSM standard can be found below:160

1982 CEPT decides to establish the Groupe Spécial Mobile to develop a common 
standard for a future pan-European mobile network.
1984 Three working parties (WP1-3) established to define and specify services to be 
provided  by  GSM  PLMNs  (public  land  mobile  networks),  radio  interfaces, 
transmission, signaling, interfaces and network architecture.
1985 List of technical recommendations drafted.
1986 Permanent  nucleus  established  to  coordinate  work  effort  performed 
predominantly by industry representatives.
1987 Realization of the GSM MoU signed by operators from twelve countries.
1988 Radio interface technology trials.
1989 Technical specification work transferred from CEPT to ETSI. GSM redubbed 
to  Global  System  for  Mobile  Communications.  Following  approval,  ETSI 
specifications become a European Telecommunication Standard (ETS).
1990 UK influences  ensure  that  GSM specifications  for  the  900 MHz frequency 
bandwidth are incorporated into the DCC (Digital  Cellular Communication)  in  the 
1800 MHz frequency bandwidth.161 
1991 GSM recommendations ultimately encompass over 130 documents consisting 
of over 5,000 pages. The planned commercial launch is postponed due to the lack of 
type-approved GSM devices.
1992 Commercial launch of European GSM services.

Technical characteristics of GSM

GSM  technology is  imbued  with  certain  ISDN  conventions.  This  can  be  seen  from the 
following.162 GSM communication  patterns  can  be  found  in  the  left-hand  column  of  the 
B&VK Scheme, similar to those for fixed telephony. The communication transport mode is 
split into channels, as is the case for PSTN/ISDN. GSM network usage is charged according 
to the same methods and principles as for fixed telephony, i.e. CDR metering. GSM also has 
strict notions regarding network integrity – data for which the provider is the data holder is  
fully shielded from the user. GSM networks are established based on territorial boundaries. 
GSM number structures are compatible with international fixed telephony numbering plans.

Mobile telecommunications market

The GSM market differs to the fixed telephony market with respect to the large number of 
network operators with national coverage. In addition to the network operators themselves, 
there are also several independent service providers providing services across these operators’ 
networks.  In  Europe,  there  are  anywhere  between  two  and  four  GSM  operators  in  each 
country. GSM network providers have an extensive system of roaming agreements in place 
between international providers.163 Domestic roaming is dependent on national regulations and 
scarcely exists in practice.

160Redl, Weber & Oliphant 1995, p. 21.
161The higher frequency bandwidth is more suitable in urban areas with intensive communication traffic.
162Compare to: technical characteristics of PSTN/ISDN, p. 40.
163Over 20,000 bilateral roaming agreements exist between more than 400 GSM providers [GSM Association  

2005].

54



TELEPHONY TRAFFIC DATA

Technical standardization

Under pressure from the European Commission and its New Approach, ETSI was established 
by CEPT in 1998 and was later recognized as the European body for technical standardization.
164 ETSI documents served forthwith as the basis for EU legislation. CEPT standardization 
activities that were already in progress – including GSM – were transferred to ETSI. CEPT 
retained  a  coordination  role  with  regard  to  legislation  and  commercial  matters  between 
providers, e.g. roaming, user billing and provider accounting.165 

Several internal GSM interfaces formed prime candidates for ETSI technical standardization. 
Every interface  relating  to  call  roaming  had  to  be  open  and  fully  standardized.  The  air 
interface was the primary area of concern for standardization, and all parties involved were 
eventually able to agree to an open SIM card/mobile device interface.166

The overwhelming complexity of the all-encompassing mobile communication standard led to 
a  phased implementation  of  GSM standards.  Phase  1  specifications  where  drafted  in  the 
period between 1987 and 1990, and contained the basic functionality for mobile voice and 
data (9.6 kbps) plus several supplementary services.167 Phase 2 specifications were completed 
in  1994  and  included improved  digital  encryption  for  voice,  new supplementary services 
(SMS, call  holding, call  forwarding, cost monitoring),  faster data communication bit  rates 
(14.4 kbps) and additional frequency bandwidths.168

The new packet switching transmission mode came into being in later phases (Phase 2+ and 
later). These technologies – including GPRS – are not discussed here.169

3.2.2 Technical explorations of GSM
GSM is a particularly complex technology, considerably more complex than PSTN or ISDN. 
Its complexity is the result of wide-ranging user mobility combined with the simultaneous 
retention of service charging structures similar to those for fixed telephony. GSM provides the 
following options with regard to user mobility:

• worldwide  communication  on  a  home  network  or  as  guest  on  another  provider’s 
network;

• placing and receiving calls anywhere in the world;
• movement within the confines of the operator network during any single call.

Many technical processes are involved regarding billing (metered usage, post-paid, pre-paid) 
that  relate  to  being  able  to  book  actual  network  usage  to  an  underlying  user  account. 
Regardless of the user’s mobility, billing data may never be lost, manipulated or booked to the 
wrong user account. This is where GSM technology differs radically to that of the internet that 
supports  nomadic network usage,  but  without  any integral  concept  of  conditional  paid  or 
unpaid user access.

In the following sections, GSM network architecture is discussed including several examples 
of the technical network processes relevant to traffic data.

164Bekkers 2001, p. 333.
165Ibid.
166Bekkers 2001, p. 317-318.
167Mouly & Pautet 1992, p. 28.
168Bekkers & Smits 1995, p. 138, 161.
169Refer to comments on the complexity of UMTS in the introduction to this chapter (p. 37). 
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Cellular structure

The  principle  behind  cellular  networks  arose  from  a  scarcity  of  two  technical/physical 
resources, these being radio frequency bandwidth and electrical transmission power output. A 
cellular network structure allows the localized power output to be limited thereby allowing 
radio frequencies to be reused several cells farther away.

The original layout consisted of an antenna in the center of a circular cell that catered for all 
radio traffic within a certain radius.170 Fairly soon, use was being made of directional antennas 
that divided cells into three sectors.171 Nowadays, antennas are even placed at the corners of 
three cells to reduce the overall number of antenna sites.172 Cell sizes vary from a radius of 
150 m to 25 km in densely and sparsely populated areas respectively.173 In coastal areas, use of 
certain technical tricks allows communication distances to be doubled.174

GSM sub-systems

GSM is  an integrated communication concept  covering every aspect  from the network to 

170Cells are usually visualized as a honeycomb structure, since hexagons depict an optimal representation of  
adjacent circles without any interstitial gaps or excessive overlap.

171Redl, Weber & Oliphant 1995, p. 31-32.
172Lempiäinen & Manninen 2002, p. 3.
173Dutch Ministry of Transport, Public Works and Water Management 2004: Navigation Systems, Terrestrial 

Systems, GSM/UMTS [MinV&W 2004].
174Schiller 2003, p. 102, 111.
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peripheral equipment. The standard GSM network architecture consists of four sub-systems:175

• mobile station (MS)
• base station sub-system (BSS)
• network sub-system or network & switching sub-system (NS or NSS)
• operation support sub-system or operation & maintenance sub-system (OSS or OMS)

Each sub-system consists of several pre-defined technical systems that are discussed in the 
following sections.  Figure 13 shows the ETSI-standardized technical interfaces between the 
GSM PLMN (public land mobile network) systems.176

Mobile Station

A mobile station consists of a device referred to as mobile equipment (ME) containing a SIM 
(subscriber identity module) card. The SIM card is a chip that grants the user access to his/her 
personal package of communication services. The SIM card contains a registration number, 
the IMSI (international mobile subscriber identity), that identifies the user on the provider’s 
network. The IMSI is stored permanently on the SIM card. An IMSI number consists of three 
parts – a mobile country code (first 3 digits), a mobile network code (2 digits) and a mobile 
subscriber identification number (last  10 digits).177 The ME also has its  own international 
registration  number,  the  IMEI (international  mobile  equipment  identity).  IMEI  and  IMSI 
numbers are not linked in any way. The SIM-ME interface is standardized so that the SIM 
card-holder can in theory use his SIM card in any GSM device.

Base Station Subsystem

The  base  station  sub-system  (BSS)  manages  the  transmission  pathways  between  mobile 
stations and network sub-system switchboards. The BSS consists of two types of system – 
several base transceiver stations (BTS) and a base station controller (BSC).

A BTS is made up of transmitter and receiver systems for communication between mobile 
stations within a certain cell. A BTS communicates with active mobile users inside the cell 
across the air interface (Um) that consists of a stack of encrypted radio channels.178 The BSC 
manages  the  available  BTS  radio  frequency  bandwidths  thereby  managing  channel 

175Scourias 1997, p. 5.
176ETS 300 522: November 1996 (GSM 03.02 Version 4.2.1), Network Architecture, p. 16.
177ETS  300  523:  March  1995 (GSM 03.03  Version  4.9.0),  European  Digital  Cellular  Telecommunications 

System (Phase 2): Numbering, Addressing and Identification, p. 9.
178As with fixed telephony, GSM communication is based on a channel principle. The net transmission bit rate  

for a GSM channel is 13 kbps as compared to 64 kbps for PSTN/ISDN.
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Figure 13: standard GSM network architecture
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assignment,  frequency hopping and cell  handovers.179 The  BSC is  in  effect  a  small-scale 
exchange that manages a group of BTSs. The BSC switches communication channels with the 
network sub-system. The A and Abis interfaces are defined in ETSI GSM standards.180

Network Subsystem

The network  sub-system (NS)  manages  communication  connections  within  the  provider’s 
GSM network and interconnections with other networks. The NS consists of the following 
systems:

• mobile switching center (MSC)
• home location register/authentication center (HLR/AuC)
• visitor location register (VLR)
• gateway MSC (GMSC)

The  central  component  of  an  NS  is  the  mobile  switching  center  (MSC).  The  MSC  is 
comparable to a digital exchange except that it is equipped to handle control functions specific 
to  mobile  communication.  The  GMSC  manages  interconnections  with  other  telephone 
networks, both fixed and mobile. The NS signaling system is based on SS7 and expanded with 
certain elements for mobility management.181

The MSC uses two registers – HLR and VLR – to route calls and to manage roaming users.  
The HLR contains administrative data for the provider’s registered users and global location 
data for all active users. The authentication center (AuC) is a secure register within the HLR 
that stores the encryption key for the user’s SIM card. This key is used to authenticate users 
and to encrypt the radio communication channel on the air interface. The HLR/AuC contains 
users’ IMSI numbers, their GSM telephone numbers, their authentication keys and accessible 
supplementary services. Current location data for active users is recorded in the HLR as the 
SS7 address for the corresponding VLR.182 In theory, each GSM operator has only one HLR, 
which is generally implemented as a computer system in or adjacent to the GMSC. 

Although the MSC and VLR are segregated in terms of their roles as functional components, 
they often form a single technical unit based on digital telephone exchange technology. This 
entails that in practice the geographical coverage areas of an MSC and a VLR correlate with 
one another. The MSC does not store any data about mobile stations, as this task is performed 
by the registers. A VLR contains part of the HLR user data, but only that part relating to users 
currently located within the VLR’s domain. This relates to data for calls and access to certain 
services. The data stored in the VLR relating to current user locations is more accurate than 
that stored in the HLR. The SIM card stores several pieces of temporary data, e.g. the current 
VLR address, several technical authentication and encryption parameters, and potentially the 
number to which calls should be forwarded.

The  GMSC  manages  interconnections  with  external  networks.  A GMSC  is  essentially  a 

179Frequency hopping: MS communication rapidly switches from one radio frequency to another to maintain 
constant reception quality.  Handover: Communication is routed from one BTS to that of the adjacent cell 
without interruption as the MS moves from one cell to the next.

180See example: ETSI GSM 08.02 Version 5.1.0: April 1997.
181ETS 300 599: December 2000 (GSM 09.02 Version 4.19.1), Digital Cellular Telecommunications System 

(Phase 2): Mobile Application Part (MAP) Specification.
182SS7 addresses are  point  codes that  form a numbering system to coordinate the routing of SS7 signaling 

messages. [Dommering (ed.), Clarkson et al. 1999, p. 41, 71].

58



TELEPHONY TRAFFIC DATA

standard digital exchange with an SS7 add-on for routing incoming calls to mobile users. The 
main  task  of  the  GMSC/HLR  is  to  provide  accessibility  to  mobile  users  from  external 
networks, both PSTNs and other PLMNs. The first digits of a mobile user’s telephone number 
refer to the operator’s HLR.

Operation Support Subsystem

The operation support sub-system (OSS) consists of various computer systems with which the 
GSM network can be centrally managed. Admin functions relate to technical configurations, 
maintenance, billing, performance and network security. OSS computer system functionality 
and its interfaces with other systems are not fully standardized. In principle, use is made of the 
Telecommunication Network Management (TNM) ITU-T concept with a tiered system for 
managing telecommunication networks and services, but in practice a wide range of technical 
admin systems exist, each with its own proprietary interfaces.183 The operation, administration 
&  maintenance  (OAM)  section  provides  options  to  alter  technical  configurations  and 
administrative settings by means of human intervention. Examples of technical OAM features 
include  system self-testing,  activating  standby system components  and troubleshooting  by 
means of call tracing.

The operation & maintenance center (OMC) is linked to the HLR, GMSCs, MSCs and BSCs. 
The OMC typically consists of a cluster of independent computer workstations that control 
network  radio  components  via  the  BSCs.  This  principally  concerns  technical  BSS 
administration functions. Subscriber administration relates to user data stored in the HLR and 
the AuC. Special-purpose workstations located at the service provider are connected to the 
operator’s HLR for the purpose of activating and deactivating SIM cards and their associated 
features. GMSCs and MSCs periodically generate CDRs and route these to the OMC’s billing 
system by means of SS7 messages.

Mobile  station  administration  also  makes  use  of  the  equipment  identity register  (EIR) in 
which the active ME and IMSI numbers are recorded. The EIR is queried by means of SS7 
messaging.184 EIR application  options  include  tagging ME and SIM cards  that  should  be 
refused access to the network by virtue of the fact that they have been registered as stolen or  
faulty, or for device tracking.185

Registers and numbers

An important GSM characteristic is the ability to locate any device worldwide that is switched 
on and in range of a network. The system knows where the user is located at any particular 
moment and provides access to this user via his international telephone number. The GSM 
system also updates the current location on an ongoing basis. This combination of wireless 
communication and worldwide accessibility form the essence of the GSM system’s technical 
complexity. The implementation of all the administrative functions is an interplay between the 
mobile  station  and  the  operator’s  network.  Administrative  functions  are  split  across  four 
hierarchical  functional  layers – communication,  mobility,  radio and interface.  Higher-layer 
systems cater for global communication functions, the lower layers for local functions.186

183Mouly & Pautet 1992, p. 105.
184The EIR is often considered part of the NS by virtue of the SS7 interface between the MSC and EIR. [Mouly 

& Pautet 1992, p. 106].
185Scourias 1997, p. 20.
186Compare: Mouly & Pautet 1992, p. 110-113.
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Roughly speaking, the user’s SIM card corresponds with network sub-systems whereby the 
device establishes contact with the base station sub-system. This task division into four layers 
extends as far as number resolution.187 At each layer, separate numbering systems exist that 
again contribute to the GSM system’s complexity. The four-layer system and its corresponding 
GSM numbering systems are all relevant to the discussion of traffic data.

Communication Management layer

The  highest-level  tier  deals  with  communication  management,  i.e.  administration  of  the 
mobile user’s service profile.188 This profile is stored in the HLR and references the area in 
which the user is located, i.e. the VLR area.189 At this level, three types of numbers are of 
importance – MSISDN, IMSI and MSRN:

• Of all these GSM numbering structures, only the mobile station international ISDN 
number (MSISDN) is visible to users. The MSISDN telephone number is linked to the 
user’s SIM card in the HLR.

• The international mobile subscriber identity (IMSI) identifies the user’s SIM card to 
the HLR. The IMSI is stored on the SIM card and is the key to the user’s service data 
in the HLR.

• The mobile station roaming number (MSRN) is a temporary address for routing calls 
to an MS. MSRN and IMSI numbers are not visible to the user. The VLR creates an 
MSRN for an MS on receipt of a request from the controlling MSC and is issued to the 
HLR where it is stored along with the user’s data.

MSISDN, IMSI and MSRN numbers all have a similar structure. A number consists of three 
fields starting with a country code, followed by a mobile network code or destination code, 
and a mobile subscriber identification number.190 The background to this numbering structure 
lies in the fact that these numbers serve as global title whereby the hierarchical numbering 
intrinsically provides  the  information  necessary to  route  messages  and  calls  to  their  end 
destination.191

187Dommering (ed.), Clarkson et al. 1999, p. 38-39.
188Communication  management  is  further  sub-divided  into  three  groups  of  services  –  call  control,  short  

message service (SMS) and supplementary service. [Schiller 2003, p. 112].
189Location Area: The area in which a user can move without the need to update the location register. [ETS 300 

522 (GSM 03.02 Version 4.2.1): November 1996, Digital Cellular Telecommunications System (Phase 2): 
Network Architecture (GSM 03.02), p. 10–11].

190ETS  300  523:  March  1995 (GSM 03.03  Version  4.9.0),  European  Digital  Cellular  Telecommunications 
System (Phase 2): Numbering, Addressing and Identification, p. 9, 11.

191Compare: Dommering (ed.), Clarkson et al 1999, p. 52, 71-73.
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Mobility Management layer

Mobility  management  relates  to  those  functions  required  for  registration  and  location 
management within the provider’s network. The network MSC and VLR can be found at this 
level. The VLR informs the HLR about the users located within its particular coverage area. 
As soon as a user moves to a new location area, this area’s VLR receives the necessary user 
data from the HLR. In so doing, the user experiences uninterrupted communication while 
switching from one VLR to the next. Two numbers are relevant at the mobility management 
level – LAI and TMSI.

• The temporary mobile subscriber identity (TMSI) can be used instead of the IMSI to 
identify a user (IMSI is transferred unsecured across the radio interface). The TMSI is 
created and managed by the controlling VLR and is only valid within the VLR’s own 
coverage area. The TMSI contains location data in the form of a cell identifier.192

• The location area indicator (LAI) references a location area, i.e. a group of cells within 
a PLMN.193 The LAI is used by the VLR to identify the location area in which an MS 
is located and its corresponding MSC.

Radio Management layer

At  the  radio  resource  management  level,  radio  connections  are  established  and  managed 
between  the  MS  and  MSC.  Radio  resource  management  functions  include  establishing 
connections to an MS, maintaining this connection (cell handovers) and releasing technical 
resources when terminating communication. At this level, cells and MS connections need to 
be identified:

• The cell global identification (CGI) refers to a specific cell and its corresponding BSS. 
The CGI consists of a combination of the LAI and cell identity (CI).194 The CGI forms 
a uniform, worldwide system for location identification at a cellular level.

• The base station identity code (BSIC) is the color code assigned to a group of adjacent 
cells  that  can  be  used  by  an  MS  if  various  BTSs  with  the  same  transmission 
frequencies are received simultaneously.195

Interface Management layer

Signal transmission takes place at the lowest level, the radio interface level. Addressing at this 
level takes on the form of certain technical and physical characteristics, e.g. radio frequency, 
time,  place  and  electromagnetic  field  strength.  Numbering  structures  at  the  interface 
management level consist of computer codes accessible only to technical specialists.

Administrative procedures in GSM

Two networks can be involved in any particular process – the user’s Home PLMN and the 
Visited PLMN in which the user is a guest. In general, the Home PLMN’s HLR contains the  
user’s profile data and knows in which PLMN the user is located. The Visited PLMN records 

192Redl, Weber & Oliphant 1995, p. 38.
193ETS 300 522 (GSM 03.02 Version 4.2.1): November 1996, Digital Cellular Telecommunications System 

(Phase 2); Network Architecture (GSM 03.02), p. 10; ETS 300 523: March 1995 (GSM 03.03 Version 4.9.0), 
European Digital Cellular Telecommunications System (Phase 2): Numbering, Addressing and Identification, 
p. 12.

194ETS 300 523 (Numbering, Addressing and Identification), p. 12.
195Mouly & Pautet 1992, p. 336-339.
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current data for users in the coverage area of its VLR. Records are added or deleted to or from 
the VLR as mobile users either enter or leave the network. A VLR is generally linked one-to-
one to an MSC.196 In practice, a networks acts simultaneously as a Home PLMN (HPLMN) 
for its own users and as a Visited PLMN (VPLMN) for its guest roaming users.

MS Registration

The MS saves several pieces of dynamic data for the period it is logged onto a network – 
encryption key, LAI and, if applicable, the TMSI.

An active MS scans the entire GSM frequency bandwidth, detects any available networks, 
selects one of these networks and requests the BSC for a temporary communication channel 
(base channel). The BSC assigns a channel and informs the BTS accordingly. Using this data, 
the MS is able to determine its location in the network. If this differs from when it is turned 
off, then a registration procedure is performed.197

1. The MS requests authentication and a location update from the MSC using its IMSI 
number. The MSC queries the VLR for authentication and assigns a TMSI to the MS.

2. The VLR issues  a  registration request  via  the international  SS7 signaling network 
addressed to the roaming user’s HLR. The registration request is routed using SS7 and 
the user’s IMSI that is structured as an international telephone number.198 (The VLR 
identifies itself using its own SS7 point code). The HLR can request the VLR for the 
MS’s IMEI.

3. The HLR verifies the request and forwards the required user data to the VLR. The 
VLR now has  the  necessary user  data  to  handle  calls  independently with  the MS 
(including the user’s IMSI and MSISDN).

Call from an MS

Network data processing for a call from an MS will be discussed using a simplified example.
199 An MS places a call to a PSTN/ISDN:

196Kurose & Ross 2005, p. 565.
197Redl, Weber & Oliphant 1995, p. 40.
198This method is known as Global Title Translation. The IMSI number is used for routing SS7 messages. [ITU-

T Recommendation Q.713 (signaling Connection Control Part Formats and Codes), p. 7-18, 32-39].
199Compare: Schiller 2003, p. 114–116. Also refer to: ETS 101 043 (Basic Call Handling): Information Flow for 

an MO Call.
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1. The  MS  sends  a  request  for  connection.  The  request  contains  the  called  party’s 
telephone number. The BSS forwards the request to the controlling MSC that informs 
the VLR about the request.

2. The VLR verifies  the  user’s  permissions  and provides  the MSC with  the security 
encryption parameters for the communication channel. The MSC instructs the BSS to 
establish a communication channel.

3. The  MSC  signals  the  GMSC  to  establish  a  communication  channel  to  the 
PSTN/ISDN.

Call to an MS

The handling of a call to an MS is discussed using an example.200 A roaming MS receives a 
call from the PSTN/ISDN:

1. The call from the PSTN is routed to the user’s Home PLMN GMSC using the mobile 
user’s telephone (MSISDN). The GMSC recognizes the MSISDN as a home network 
number and queries the HLR to route the call. The HLR verifies the called party user 
details.

2. The HLR requests an MSRN from the controlling VLR. The controlling VLR issues an 
MSRN to the HLR.

3. The HLR provides the GMSC with the MSRN that can be used to route the incoming 
call to the Visited PLMN GMSC.

4. The Home PLMN GMSC routes the incoming call to the Visited PLMN GMSC. Call 
routing is based on the MSRN that replaces the called party’s MSISDN in the SS7 set-
up message.

5. The GMSC routes the call to the controlling MSC. (The MSRN does not fit in the 
200Compare: Schiller 2003, p. 114-116; see also: ETS 101 043 (Basic call handling): Information flow for an 

MT call.
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Figure 17: call to an MS
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home network HLR’s number block – this is not queried). The MSC queries the VLR 
about the status of the called MS. The VLR indicates whether the MS is available to 
receive a call.

6. The MSC issues a command to all the BTSs within the location area to page the MS 
by IMSI (TMSI).201

7. Only the  MS with  the  corresponding IMSI (TMSI)  responds  to  being paged.  The 
response is returned to the MSC. The MSC requests encryption parameters from the 
VLR for securing the communication. The VLR provides security data and issues a 
command to establish communication between the two parties.

Call from and to an MS with a prepaid SIM

Prepay usage works based on an intelligent network that manages the user’s account credits in 
real-time and instructs the MSC regarding prepay user communication.

Prepay accounts are stored in a separate CSE database (CAMEL service environment).202 A 
call  placed  by a  prepay user  initiates  IN control  within  the  MSC and  the  MSC service 
switching function transfers call control to the Home PLMN CSE. The CSE determines the 
call rate and informs the corresponding MSC about the maximum permissible call duration. 
The CSE remains connected to the MSC in question for the duration of the call using a special 
SS7 component (CAP – CAMEL application part) that allows the MSC to inform the CSE 
about call progress. The CSE immediately deducts call costs from the prepay account’s credit 
at the end of the call.203

Figure  18 shows how the CSE controls prepay calls from a prepay MS (Home PLMS or 
Visited PLMN) and to a prepay MS on a Visited PLMN.

201The MSC could first determine the cell in which the MS is located. However, this method is time consuming 
with the result that every call has to be paged across a large area. [Schiller 2003, p. 114].

202ETSI TS 101 285 V7.1.0 (2001-01), Digital Cellular Telecommunications System (Phase 2+); Customised 
Applications for Mobile Network Enhanced Logic (CAMEL); Service Definition – Stage 1 (3GPP TS 02.78 
Version 7.1.0 Release 1998).

203Knospe & Schwiderski-Grosche 2002, p. 2.
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Figure 18: call from and to a prepay user
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Call from an MS with prepaid SIM

(c) A call signaling message is sent from a prepay MS to the MSC/VLR.
(d) If an active CSI (CAMEL subscription information) can be found in the VLR for the 

user, then the MSC service switching function (SS7 CAP) contacts the CSE in the 
MS’s Home PLMN. The CSE queries the prepay account database for the user’s credit, 
calculates the maximum permissible call length and instructs the MSC accordingly. A 
communication channel is established and the MSC stays in contact with the CSE for 
the duration of the call. The MSC reports to the CSE when the call is terminated and 
the CSE deducts call costs from the user’s credit.204

Call to a roaming MS with prepaid SIM

4. A call to a prepay MS is received by the GMSC from an external network.
5. The GMSC recognizes the MS as a home network user by its MSISDN and sends the 

HLR a routing information request. The HLR verifies the called party’s CSI.
6. The GMSC service switching function contacts the CSE to receive information about 

the maximum permissible call duration.
7. The call is forwarded to the Visited PLMN GMSC.

MS handover procedures

Handover procedures are involved when switching carrier wave within a cell and transferring 
connections between adjacent cells, and for transfers between BSCs and transfers between 
MSCs. In all instances, communication remains uninterrupted.

The principle behind handovers is  based on monitoring messages issued by an active MS 
every one or  two seconds.205 Monitoring  messages  contain  information  about  current  and 
adjacent cells and their reception quality (measured bit errors), as well as reception signal 
strengths for the current cell and that of a maximum of six adjacent cells. The BTS carries out  
similar measurements and reports these to the controlling BSC. The BSC deals with handover 
decisions based on average values from several monitoring reports and pre-defined criteria.206 
Inter-BSC  handover  decisions  are  made  by  the  BSC  located  in  the  cell  being  left  and 
completed by the controlling MSC managing the handover process.207

BSC handover

4. The MS in the vicinity of a neighboring BTS periodically issues monitoring reports to 
the controlling BTS with information about connection quality with the current BTS 

204Geulen & Hartmann 1997, p. 3.
205Mouly & Pautet 1992, p. 329, 331.
206ETSI TS 100 911 V8.5.0 (2000-10) Digital Cellular Telecommunications System (Phase 2+); Radio Sub-

System Link Control (GSM 05.08 Version 8.5.0 Release 1999), p. 11 (Handover).
207Schiller 2003, p. 119.
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Figure 19: intra-MSC handover
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and the reception quality on certain channels from neighboring cells.208

5. The  BTS  also  performs  MS  reception  quality  measurements  and  forwards  this 
information to the controlling BSC together with the MS measurement information.

6. The BSC calculates averages for measurement data received from the BTS and makes 
handover decisions as soon as certain threshold criteria are exceeded. The BSC then 
requests that the MSC complete the handover.

7. The MSC sends a handover request to the new BSC.
8. The new BSC verifies  the availability of  technical  resources  for  call  transfer  (e.g. 

available radio frequencies and transmission channels) and allocates these resources at 
the receiving BTS.

9. The  new  BTS  and  BSC  confirm  call  transfer  acceptance  to  the  MSC  and 
communication handover is performed.

10. The MSC issues a command to the old BSC to inform the MS about an imminent 
hand-off and to release the communication resources currently in use.

11. The old BSC informs the MS about the hand-off.
12. The MS registers itself with the new BTS. The old BSC releases the resources.

MSC handover

The original  MSC remains  part  of  the  path  during  a  handover  between  two  MSCs.  The 
original MSC plays the role of anchor MSC from which the communication channel is daisy-
chained to the new MSC.209 An inter-network handover is not possible.210

Billing and accounting

GSM users can be split into one of two categories – subscribers and prepay users. Prepay 
users form a significant portion of virtually all GSM service provider’s customer bases.211

208Monitoring reports provide information about the reception quality of neighbouring cells’ broadcast control  
channels (BCCH). [Schiller 2003, p. 118].

209Willig 2005, p. 75-76.
210Geulen & Hartmann 1997, p. 1.
211In 2005, 42% of the total mobile telecommunication market in OECD countries consisted of prepay users 

(58% subscribers) [OECD 2003, p. 106; OECD 2005, p. 110; OECD 2007, p. 99].
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MSC  CDRs  form  the  basis  for  billing  subscribers  and  settlement  (accounting)  between 
providers. At least one CDR is generated by the MSC for every call. GSM CDRs contain pre-
defined data fields as specified by ETSI. CDRs contain a location identifier based on the area 
code or cell  identifier. A change to the caller’s location during the call  generates a record 
based on the LAC or Cell ID.212 

Generated CDRs are forwarded to the PLMN operator’s OMC at regular intervals for rate 
determination and call charging purposes. CDRs generated by calls and SMS messages from 
roaming users are consolidated and converted to TAP files (transferred account procedure). 
Providers with roaming agreements exchange one or more TAP files on a daily basis within a 
maximum period of 36 hours following the termination of a roaming call.213 TAP files contain 
call data in IOT format (inter-operator tariff) according to bilaterally agreed discount plans.

TAP file transfer can be performed directly or via a clearinghouse. The latter is more common. 
Providers settle accounts on a monthly basis. CDRs and TAP files also form the basis of GSM 
service provider’s wholesale billing.

The  billing  of  prepay  users  is  performed  in  a  completely  different  fashion.  The  GSM 
Intelligent Network is involved in every prepay user call in order to monitor account credit  
levels. GSM IN involves a later add-on to the basic design – the ETSI standard for GSM IN is  
CAMEL (customized applications for mobile network enhanced logic).214

212 ETSI TS 100 616 V7.0.1 (1999-07), Digital Cellular Telecommunications System (Phase 2+); Event and 
Call Data (GSM 12.05 Version 7.0.1 Release 1998), p. 86-89 (Annex B).

213Gullstrand 2005.
214ETSI TS 101 285 V7.1.0 (2001-01), Digital Cellular Telecommunications System (Phase 2+); Customised 

Applications for Mobile Network Enhanced Logic (CAMEL); Service Definition – Stage 1 (3GPP TS 02.78 
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Figure 20: prepaid as a percentage of the total mobile telecommunication market (2003).
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SMS and MMS

Short  Message  Service  is  a  simple  text-based  messaging  service.  Text  messages  are 
transmitted between users using the GSM network SS7 system’s store-and-forward principle. 
SMS  was  originally  a  technical  mobile  telecommunication  by-product,  but  as  the  GSM 
standard became more widely implemented, SMS developed into a fully-fledged user service 
that contributed significantly to operator revenues.

The most common form of SMS is point-to-point SMS between end-users themselves. SMS 
messages are sent from a mobile device to the provider’s SMS messaging center (SMSC). The 
SMSC stores the message and attempts to deliver it to the recipient. The message is erased 
after a few days. The SMSC can also provide confirmation of message delivery. Two lesser-
known  variants  of  the  SMS  standard  are  Flash  Message  (Flash  SMS),  e.g.  localized 
transmission of a warning message, and Silent Message (Silent SMS, Stealth SMS), whereby 
receipt is not announced, either visually or audibly. Operators use silent SMS to establish 
connections with a device. This method can be used to observe a user’s movements.

MMS stands for multimedia messaging service. Text, sound and image messages can be sent 
using MMS. MMS messages are sent using GPRS and do not form part of the SS7 signaling 
channel standard.

Location data and location-based services

GSM networks  provide  various  options  for  determining the  location  of  a  mobile  station. 
Several  positioning methods are used internally for network service purposes, i.e. providing 
mobile communication. Additional personalized location services are also provided via GSM 
networks, referred to as location-based services. These services provide added value based on 
up-to-date  and  accurate  geographic  user  positioning.  Examples  include  up-to-date  travel 
information, traffic congestion alerts and commercial shopping directories, film reservations, 
etc.

Technologies used for processing location data for value-added services were initially driven 
by commercial factors. This took a turn in the USA in the late 1990s when the FCC forced 
operators to make mobile location data available in real-time to the authorities and emergency 
services. The FCC established technical standards under its US E-911 standard that required 
operators to be able to locate 67% of mobile calls within several seconds to an accuracy of 
100 m, and 95% of calls to an accuracy of 300 m.215 This has been a determining factor for the 
development of mobile positioning technology in the USA.

There are several methods for locating GSM devices. These methods can be broadly divided 
into one of three categories – basic, extended and hybrid methods.

Basic positioning methods

Basic methods for GSM device location refer to methods used by default as part of a standard 
GSM network for performing its regular communication tasks. This entails the entire system 
of measurements and registration that are standardly performed without any special system 

Version 7.1.0 Release 1998).
215FCC E-911 Accuracy Guidelines 2003. The IP-Enabled Voice Communication and Public Safety Act of 2007 

also requires that VoIP providers make E-911 services available for all their subscribers. This entails that VoIP 
subscribers calling an emergency 911 number are connected to local emergency services and that location 
data is automatically forwarded.
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add-ons.  In this  respect,  a  difference  should  be  made between positioning methods  for  a 
device that is actively communicating with a base station and those for a device in idle mode.

Location Area. An active device in idle mode that is not communicating with a base station 
can be identified within a network based on its location area – a group of cells within which  
call paging is performed.

Cell  Identity.  The  simplest  positioning  method  during  communication  is  based  on  cell 
identity.  The  network  can  issue  the  user’s  cell  ID  using  a  special-purpose  positioning 
application. The accuracy of this method depends on the size of the cell in which the device is 
located. If the cell is sub-divided into sectors, then the device’s location can sometimes be 
refined still further.216

Timing Advance. The distance of a GSM device from a BS can be determined based on the 
communication time delay between the BS and GSM device.  This  method is  accurate  to 
approximately 500 m.217 If the cell is implemented using sector antennas, then the positioning 
application can also indicate the cell sector in which the device is located.

Extended positioning methods

Extended methods require that special-purpose measuring equipment be added to the network. 
These methods do not impose any additional requirements on a user’s equipment. The mobile 
station (GSM handset + SIM card) does not play any active role in network positioning and is 
equally unaware of any location determination being carried out on the MS.

Time  Difference  of  Arrival.  If  base  stations  are  fitted  with  accurate  time  measurement 
equipment, e.g. GPS, then the network can triangulate a device from three base stations to an 
accuracy of approximately 150 m. For certain antenna configurations, it is even possible to 
measure the angle of the received signal.218

Hybrid positioning methods

This category of positioning methods involves the user’s mobile station playing an active role 
in network location determination.

Enhanced  Observed  Time  Difference.  Using  the  EOTD  method,  the  GSM network  and 
mobile device can together determine the device’s location based on signal measurements 
from two or three base stations. Position measurements can only be performed if the network 
is  fitted  with  special  measuring  equipment  (location  measurement  units)  and  the  mobile 
device supports EOTD. This method is often accurate to within 100 m.219

Assisted GPS. Accuracies of several meters can be achieved if the device is fitted with a GPS 
receiver working with the GSM network to determine its location. Locations are accurate to 
within 20 m outside of buildings.

The second category of  positioning methods  is  the  most  common,  i.e.  extended network 
positioning with TDOA. Even in the USA, GSM operators have opted for the simpler TDOA-
based technology, since this complies with FCC imposed accuracy requirements.

216Refer to Figure  12, p.  56: a sector antenna is positioned at the center of the cell or at the intersection of 
several cells.

217MinV&W 2004 (Navigation Systems, Terrestrial Systems, GSM/UMTS); Macnaughtan & Drane 2004, p. 15.
218Sharawi & Aloi 2003, p. 1.
219MinV&W 2004 (Navigation Systems, Terrestrial Systems, GSM/UMTS); Macnaughtan & Drane 2004, p. 16.
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The European Commission is considering a counterpart to US E-911 requirements within the 
auspices of its telecommunication regulations.220 In the EU, EOTD-based technology is more 
likely  to  be  implemented.  ETSI  has  adopted  and  standardized  Cambridge  Positioning 
Systems’ Matrix technology architecture as its generic network architecture for value-added 
location services  (LCS).221 The concept  will  require  new systems to  be implemented  into 
operator GSM networks, e.g. multiple location measurement units in BSSs, a serving mobile 
location center at the MSC and a gateway mobile location center at the GMSC.

An external organization’s or service provider’s LCS client will be connected to the operator’s 
GMLC that authorizes certain positioning information to be released. The GMLC has access 
to the HLR for Visited MSC data. The MSC authorizes the GMLC when location data is 
requested before any such information is released.

The  SMLC controls  multiple  LMUs.222 The  SMLC can  retrieve  measurement  data  for  a 
particular target MS from the LMUs and calculate its estimated geographic coordinates based 
on the corresponding positioning method.

LMUs carry out measurements based on one of the positioning methods discussed above. 
LMUs receive instructions from their controlling SMLC about the times, periods and types of 
measurement to be made.

ETSI  has  standardized  the  generic  architecture  for  LCS  services,  but  has  left  the  actual 
positioning methods  open.223 In practice,  European operators  only adopt  basic  positioning 
methods,  e.g.  cell  identity  and  timing  advance.  Extended  or  hybrid  positioning  methods 
(TDOA, EOTD) are seldom used due to the high investments involved to implement special-
purpose measuring equipment and the large-scale replacement of equipment that this would 
involve.

Components that are important to the subject of traffic data are GMLC and the LCS client. 
The GMLC is the location data interface to external systems owned by data recipients, i.e. 
location-based service providers or emergency services.

E112 and eCall

E112 is a simple location data extension to the European 112 emergency number for mobile 
users. Emergency calls from mobile stations can then be routed to a special exchange (PSAP – 

220Coordination Group on Access to Location Information for Emergency Services, Report E112.
221ETSI TS 101 724 V8.9.0  (2004-06),  Digital  Cellular  Telecommunications System (Phase 2+);  Location 

Services (LCS); Functional Description; Stage 2 (3GPP TS 03.71 Version 8.9.0 Release 1999).
222The SMLC forms part of either the NS or BSS. The SMLC controls the LMUs via the MSC, or via a direct 

BSS interface. [ETS 101 724, p. 19-20].
223ETS 101 724, p. 19, 87.
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public safety answering point) based on the cell ID in which the MS is located. Cell ID-based 
location data and potentially cell sectors can be forwarded by means of signaling along with 
the emergency call to the emergency services’ PSAP switchboard.

The eCall system can be either an automatic or manual add-on to the E112 emergency call. 
eCall technology is intended for vehicles fitted with a GPS receiver. The In-Vehicle System 
(IVS) registers itself with an available GSM network in the event of an accident and places an 
emergency call to the European 112 emergency number. The vehicle provides a minimum set 
of data (MSD) along with the emergency call including information about the vehicle and its 
precise location. An MSD is 140 characters long and fits in a special SMS that is priority 
routed with the emergency call to the appropriate PSAP switchboard based on the cell ID.224

The eCall system requires only a minimum of network modifications. The operator has to 
ensure the routing of priority MSD-SMSs based on the cell ID in which the vehicle is located.  
The IVS remains invisible to the network until immediately after the accident, at which point 
contact is made automatically with any randomly available network.225

Post-GSM developments

In the Netherlands,  UMTS frequency allocation took place in 2000 at  a time that  UMTS 
technology had still not been fully developed. It would take several more years to develop 
more interesting uses for UMTS, e.g. mobile video services. New mobile operators were still 
investing  heavily  in  GSM  technology  at  the  time  of  DCS-1800  frequency  bandwidth 
allocation in 1998. Telecommunication companies’ financial burdens where mounting, which 
resulted in  a series of  migration concepts  to  be implemented incrementally on top of the 
existing  GSM  platform  and  that  would  ultimately  arrive  at  an  integrated  mobile 
telecommunication system based on UMTS technology.

However,  there  were  serious  miscalculations  in  the  UMTS  business  model.  Combining 
mobility and data communication turned out to be a lot more complex than was originally 
anticipated.  Mobile  data  applications  have  many  restrictions.  Calling  while  driving  was 
already proving to be dangerous enough, let alone options for television or internet. UMTS 
also  received  unexpected  competition  –  WiFi,  wireless  internet  access  from  publicly 
accessible local area networks. WiFi provides a limited form of user mobility, i.e. the user is 
restricted to the coverage area of the hotspot for the duration of the call. It allows for nomadic 
network usage, i.e. the location of the device may change, but not during the course of a call.  
Furthermore, the investment required to create a suitable network of WiFi hotspots bears no 
relation  to  the  immense costs  involved in  constructing and managing multiple  competing 
UMTS networks with national coverage. Data services such as internet and digital television 
require  high bandwidth,  which poses  several  additional  technical  challenges if  the user  is 
moving across the network at high speed during the communication session. Added to the 
potentially hazardous combination of driving and surfing the internet, it is still unclear what 
the ultimate and realistic demand will be for high-speed mobile data communication, even 
several years after the UMTS frequency allocations of 2000.

Third-generation mobile telecommunication technologies – not fully developed at the time of 

224Zafeiratou 2006, p. 12.
225A permanently connected IVS would place too high a burden on network resources, if the eCall system were 

to expand significantly. This is why the IVS is only permitted to communicate with the network after an 
accident.
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frequency bandwidth allocations – have undergone a number of intermediate standards that 
have bridged the divide between 2G and 3G, e.g. GPRS and EDGE. The patchwork of mobile 
data  telecommunication  technologies  has  become  very  complicated.  Added  to  this,  each 
technical standard is extremely complex in its own right. Mobile data communication is the 
sum of two already complex technologies – GSM and internet.

If we were to concentrate on UMTS technology and associated interim standards, then we 
would run the risk of becoming entangled in the technical complexity of the subject matter, 
thus missing the target, this being providing clarity with regard to traffic data. In addition, 
there is also a great deal of technical volatility and changeability in this arena. The lifespan of 
the  various  technical  standards  is  sometimes  very short  and often  unpredictable.  For  this 
reason, mobile data communication technologies will only be discussed in brief.

GPRS (2.5G)

Second-generation mobile telecommunication, GSM, was initially intended for voice services 
only. GPRS (general packet radio service) forms an add-on to GSM technology that allows 
surplus radio transmission capacity to be utilized for transmission of data packets. At a certain 
point,  data  traffic  is  separated  from  voice  traffic  and  transmitted  across  a  separate  data 
network.226 GPRS theoretically allows for communication speeds of up to 114 Kbps to be 
achieved, but in practice, this value usually lies around the 40 Kbps mark.

Transmission  capacity  has  to  be  shared  with  other  users;  hence,  actual  data  connection 
performance is often very difficult to predict. GPRS data connections are always on and are 
not charged based on duration, but by volume-based billing.227 ETSI has produced a separate 
CDR for GPRS services that contains data fields for downstream and upstream data volumes, 
as well as the APN (access point name).228 Standardization is important because data CDRs 
also play a role in accounting between value-added service providers.

EDGE (2.75G)

EDGE (enhanced data rates for global evolution, also known as Enhanced GPRS) has not 
been implemented very widely on an international level. EDGE is a further development of 
GPRS  initially  intended  for  GSM  operators  without  UMTS  licenses.  EDGE  provides 
maximum data speeds of up to 384 Kbps, which comes close to UMTS capabilities.

UMTS (3G)

Technical standardization of third-generation mobile telecommunication has been transferred 
from ETSI to 3GPP. UMTS (universal mobile telecommunication services) in combination 
with  the  HSDPA  (high-speed  down-link  packet  access)  protocol  increases  mobile 
telecommunication transmission speeds significantly – download speeds of approximately 1 
Mbps and peak speeds of 14.4 Mbps are possible.229 UMTS technology differs radically from 
GSM technology in two respects. Transmission modes are based on data packets (both voice 
and data)  and the  radio  technology used is  W-CDMA (wide-band code division  multiple 
access). Use of W-CDMA means that existing GSM base station infrastructure is no longer 

226Asscher & Ekker (eds.) 2003, p. 21.
227Ibid.
228ETSI TS 101 393 V7.7.0 (2002-12), Digital Cellular Telecommunications System (Phase 2+); General Packet 

Radio Service (GPRS); GPRS Charging (3GPP TS 12.15 Version 7.7.0 Release 1998), p. 23.
229HSDPA is part of UMTS Release 5.
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suitable for UMTS. Many additional base stations are required for a proper functioning UMTS 
infrastructure with good coverage. It is still unclear whether there is sufficient market demand 
to justify the required investments.

3.2.3 Technical outline of GSM traffic data
The  3x3  Test  discussed  in  Chapter  2  is  used  within  the  GSM  network  for  mobile 
telecommunication. This includes essential operator tasks required to enable the service to 
function properly – traffic data to perform the service agreement with the user, for billing and 
verification of the service, and for traffic management and network maintenance.

Traffic data to perform the service agreement

These traffic data consist of two elements – SS7 signaling and the software processes running 
within the GSM network systems, e.g. BSs, BSCs, MSCs, VLRs and HLR. The HLR and 
VLR registers play a prominent role with respect to mobile station location determination and 
longer-term storage  of  this  location  data.  An  additional  factor  is  signaling  traffic  that  is 
required even for non-communicating GSM users. This forms an important difference with 
fixed telephony where non-communicating users do not generate any signaling traffic.

GSM location data fall into one of two categories – traffic-data-related and non-traffic-data-
related  location  data.  Traffic-data-related  location  data  are  the  location  data  processed  in 
respect of three essential functions. GSM networks process such data down to a cell ID level, 
i.e. location data which are also traffic data. Any precision location data that is more accurate 
than the user’s cell ID is not required for proper network operation. These location data do not 
constitute traffic data. Moreover, this  result is  in line with the definition of traffic data in 
Directive 2002/58/EC on privacy and electronic communications.230

Traffic data for billing and verification of the service

CDRs form the basis for billing. For prepaid services, the CAMEL signaling system is also 
involved, as are user accounts in the CAMEL service environment (CSE). GSM CDRs are 
more detailed than in fixed telephony. By default, GSM CDRs contain location data such as 
LAC and cell ID at the moment the call was initiated, as well as any location changes during 
the course of the call. GSM networks also need to be able to record the following data:231

• mobile call attempts (originated, terminated, emergency, forwarding)
• roaming call attempts in a gateway MSC (roaming, incoming, outgoing)
• transit call attempts
• terminating CAMEL interrogation call attempts
• supplementary service actions

Traffic data for traffic management and network maintenance

Minimum requirements are stipulated in GSM standards for the ability to operators to gather 
certain network management data. MSCs and location registers need to be able to generate 
data records for the following:232

230Refer to: Chapter 2, p. 16.
231ETSI TS 100 616 V7.0.1 (1999-07), Digital Cellular Telecommunications System (Phase 2+); Event and Call 

Data (GSM 12.05 Version 7.0.1 Release 1998), p. 84 (Annex B (Normative): Call and Event Records).
232Ibid.
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• HLR interrogation;
• location updating (HLR and VLR);
• Short Message Service (mobile originated, terminated, interworking MSC, GMSC);
• common equipment usage.

The network needs  to  be able  to  generate  these data  in  order  to  manage the  database of 
subscribers and prepay users,  and for technical network administration purposes.233 Traffic 
data  for  managing  GSM  networks  is  quite  technical,  poorly  standardized  and  virtually 
inaccessible for non-specialists. For this reason, the legal relevance of this category of traffic 
data remains limited.

3.2.4 Technical typification of GSM traffic data
As for fixed telephony, GSM services consist of conversation and registration patterns from 
the left-hand column of  the B&VK Scheme – with the  exception  of  calls  to  information 
numbers,  the  communication  content  is  individually  determined.  GSM  traffic  data  is  in 
principle Type I, i.e. regular traffic data.

Special  attention should be paid to location data.  Differentiation is  made between regular 
location data and high-resolution location data  – precision location data  that  is  frequently 
sampled and updated. Resolution criteria still need to be set.234

Location data formed a new type of data with the introduction of mobile telecommunication. 
This assertion is not strictly 100% true, as a form of location data already existed for fixed 
telephony. Telephone calls placed from a fixed extension have always established a relation 
between subscriber, location and time.235 Nonetheless, location data is generally understood to 
mean mobile communication network data for purposes of identifying the geographical area in 
which the user (with all probability) is located at a certain time. As previously mentioned, 
location data can be divided in:

1. location data which are also traffic data (traffic-data-related location data), and 
2. location data other than traffic data (non-traffic-data-related location data).

Location  data  which  are  also  traffic  data,  are the  data  forms  part  of  the  primary mobile 
communication processes,  i.e.  location signaling between network elements  such as BSC, 
MSC,  VLR,  etc.,  location  registration  for  billing  purposes,  e.g.  cell  ID in  the  CDR,  and 
various  location  data  for  traffic  management  purposes.  As  previously  discussed  in  the 
technical analysis, the various positioning methods can be split onto three main categories – 
basic,  extended and hybrid methods.  These methods correspond sequentially to  increasing 
degrees of accuracy. Only the basic  positioning method based on cell  ID or location area 

233Mouly & Pautet 1992, p. 72.
234Refer to the remark on the location resolution criteria on p. 35.
235In  addition,  there  is  a  difference  between  types  of  subscription  that  allow  for  user  identification  and  

anonymous  prepaid  services.  Fixed  telephony billing  is  traditionally  post-paid.  CDRs  are  generated  by 
telephone exchanges, collected and processed for regular billing. In theory, prepaid billing is also an option 
for  fixed telephony.  However,  fully anonymous prepaid billing as  is  commonly implemented for  mobile 
telecommunication is not possible. The reason for this is that there is a permanent star connection between  
households and the local exchange. The operator administers the access lines between the MDF in the local  
exchange  and  the  residential  termination  point.  The  operator  administers  the  address  to  which 
telecommunication services are supplied on the basis of the access line.  Fully anonymous access from a 
residential connection is therefore not realizable in connection with the subscription portion of the invoice 
that deals with charges for the use of the access line.
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makes use of location data that are also traffic data. Operators process these location data in 
order to perform essential functions. Remaining – and more accurate – positioning methods 
involve value-added services that have nothing to do with the original purpose of providing 
mobile telecommunication services.

In order to standardize criteria for resolution technically and practically, it is sensible to adopt 
GSM standards as a starting point. Location data which are also traffic data provide a location 
accuracy that is determined largely by the size of the radio cell. This leads to the following 
results. GSM location data which are also traffic data, are designated as Type I traffic data. 
Any current or future location data with a higher resolution than basic GSM location data will 
be designated as Type II traffic data. GSM technology standards are thus adopted as the basic 
starting point. This approach is technology-dependent: GSM provides standardization for the 
resolution criterion.

3.3 Conclusions
In practice, telecommunication traffic data consists of temporary data derived from signaling 
traffic, CDR registrations and a plethora of technical network administration-related records.

GSM location data can be divided into one of two types – traffic-data-related and non-traffic-
data-related location data. Traffic-data-related location data concerns the least accurate form 
of location data, i.e. that based on location area. All other more accurate positioning methods 
involve extensions to the GSM standard. These add-ons bear no relation to the basic task of 
providing GSM telecommunication services. These location data are not designated as traffic 
data according to 3x3 Test criteria. Examples of applications using non-traffic-data-related 
location data include E112 and eCall, ICS and other value-added location service applications.
236

Fixed  PSTN/ISDN  telephony  and  mobile  GSM  telecommunication  traffic  data  can  be 
categorized as Type I traffic data with the exception of traffic data for calls to information 
numbers whereby the communication content is determined centrally, i.e. as is usually the case 
for 0800 and 0900 number series. A viable approach can be found in a legal fiction whereby 
traffic data for calls to information numbers are  by definition designated as being Type II 
traffic  data  regardless  of  whether  the  communication  content  is  determined  centrally  or 
decentrally.

236It could be argued that E112, eCall and IVS-related location data are indeed traffic data. Such an assertion 
assumes that processing and disclosing location data in emergency cases then form part of the GSM 
provider’s core tasks (essential functions). If such location data were viewed as traffic data, then this would be 
designated as Type I traffic data while it remains below GSM standard resolution levels. However, we 
consider location data other data than traffic data while the disclosure of location data in emergency situations 
does not cover intrinsic provider motives; this basically concerns external motivations (legal obligations).
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4 INTERNET TRAFFIC DATA

The internet is the last technical subject of this study. It is the most important, but also by far 
the  most  challenging  subject  technically.  The  internet  deviates  from  the  traditional 
telecommunication  world  in  several  respects.  Traffic  data  as  a  legal  concept  has  become 
particularly problematic since the advent of the internet. The first objective of this chapter is 
to dissect the digital data cloud – that represents the internet – into  communication content 
and  traffic data in a satisfactory manner. Only then will the traffic data thus identified be 
typified as being either regular (Type I) or special (Type II) internet traffic data.

The internet technology will be dealt with along previously established lines:

1. Technical backgrounds. This section provides an outline of the history, background 
and characteristics of the technology. It briefly considers the structure of the market 
and technical standardization. 

2. Technical explorations. Technology and network architecture are discussed in this 
section. 

3. Technical outline of traffic data. Here we designate the actual technical data which 
we perceive as traffic data. 

4. Technical typification of traffic data. We divide traffic data in Type I and II traffic 
data. 

4.1 The internet

4.1.1 Technical backgrounds
In the early 1960s, computers were becoming increasingly important for scientific research. 
Scarce processor time could be better  utilized by connecting computers electronically and 
distributing  calculations  across  multiple  processors  simultaneously.  Three  research  groups 
were  working  independently  on  computer  communication  methods  based  on  electronic 
messages or packets. The first publication to appear about packet switching was written by 
Leonard Kleinrock who at  the time was a student  at  MIT.237 Using mathematical  models, 
Kleinrock  demonstrated  that  packet  switching  was  far  more  efficient  for  the  purpose  of 
computer communication than circuit switching as used in the world of telephony. In 1964, 
Paul  Baran  started  researching  packet  switching  techniques  at  the  RAND  Institute  for 
purposes of  securing military telephone connections.  At  the same time,  researchers in  the 
United  Kingdom  were  working  on  packet  switching  communication  techniques  at  the 
National Physical Laboratory. The work that was being conducted at MIT, RAND and NPL 
formed the basis of the modern-day internet.

Lawrence Roberts, a colleague of Kleinrock at MIT, moved over to the Advanced Research 

237Kleinrock 1961 (Information Flow in Large Communication Nets).
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Projects Agency (ARPA) in 1966 to head up its computer science program.238 It was here that 
Roberts  wrote  technical  specifications  for  the  ARPAnet  (1967).  In  August  1968,  DARPA 
(Defense  Advanced  Research  Projects  Agency)  issued  a  Request  For  Quotation  for  the 
development of a packet switch – the Interface Message Processor. The RFQ bid was won by 
a  company called  BBN and  the  first  IMP was  installed  in  early 1969 under  Kleinrock’s 
supervision. By the end of 1969, the predecessor to the internet consisted of four IMP nodes 
(University of California – Los Angeles, Stanford Research Institute, UC Santa Barbara and 
the University of Utah). By the end of 1972, the ARPAnet had grown to fifteen nodes.

The  first  host-to-host  protocol  was  NCP  (network  control  protocol).239 The  first  e-mail 
program was developed in 1972 by Ray Tomlinson at  BBN in  response to  needs  among 
ARPAnet developers to have a means of communication for coordinating their technical work.
240

The first  local  area networks  (LANs) appeared  in  the  early 1970s  –  ALOHAnet  (a  radio 
network between universities on the Hawaiian Islands), SNA (network technology developed 
at IBM) and Ethernet (Robert Metcalf, 1973).

Once again, with perfect hindsight one might now see that the time was ripe for developing an 
encompassing  architecture  for  connecting  networks  together.  Pioneering  work  on 
interconnecting networks (once again under the sponsorship of DARPA – Defense Advanced 
Research Projects Agency), in essence creating a ‘network of networks’, was done by Vincent  
Cerf and Robert Kahn; the term ‘internetting’ was coined to describe this work.241

Remarkably  enough,  many  ARPA  researchers  were  initially  unwilling  to  connect  their 
computers to the network out of a fear that outsiders would place too high a burden on the 
availability  of  their  computers.  Kleinrock  had  to  convince  them  that  networking  would 
provide major benefits for all those who participated. The original ARPAnet developed into an 
internetwork of local computer networks:242

The Internet as we now know it embodies a key underlying technical idea, namely that of 
open  architecture  networking.  In  this  approach,  the  choice  of  any  individual  network 
technology was not dictated by a particular network architecture but rather selected freely by 
a  provider  and  made  to  interwork  with  the  other  networks  through  a  meta-level  
‘Internetworking Architecture’.

Robert Kahn worked at DARPA from 1972 on, came up with the concept of open network 
architecture,  and  took  the  initiative  to  develop  TCP/IP.  Kahn  worked  with  Vincent  Cerf 
(Stanford University) to draft the technical specifications for TCP/IP. DARPA awarded the 
contracts for conducting TCP/IP experiments on the ARPAnet to three research institutes. By 
1980, TCP/IP had become the standard for military computer communication in the USA, 
which  led to  military operation  computer  communications  splitting off  to  form MILNET. 
ARPAnet continued for scientific research purposes.

The  practical  usefulness  of  computer  networks  was  grasped  by other  research  areas  and 

238The Advanced Research Projects Agency (ARPA) changed its name in 1971 to Defense Advanced Research 
Projects Agency (DARPA), then back to ARPA in 1993, and again to DARPA in 1996. [Leiner 1998, Footnote 
4].

239IETF RFC 001, Network Working Group Request for Comment: 1, 07 April 1969.
240Leiner et al. 2003 (A Brief History of the Internet, v. 3.32, Origins of the Internet).
241Kurose & Ross 2003, p. 60.
242Kleinrock 1996 (The Birth of the Internet).
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several computer network initiatives arose throughout the 1980s. BITNET provided e-mail 
and file transfer services between university mainframe computers, CSNET (computer science 
network)  was  set  up  for  communication  between  university  faculties  without  access  to 
ARPAnet, SPAN was implemented by NASA researchers and USENET was involved in an 
initiative  for  sending  computer  files  across  telephone  lines  between  university  UNIX 
computers.

The NSFNET program was  set  up  to  interconnect  and provide  access  to  NSF sponsored 
computer  centers. NSFNET was based on TCP/IP with a view to connection to ARPAnet. 
NSFNET complied with ARPAnet’s existing organizational structure and was a member of the 
Internet Activities Board (IAB).243 Federal Agencies and a Federal Networking Council were 
set  up  to  coordinate  the  CSNET,  NSFNET and  ARPAnet’s  shared  infrastructure  –  long-
distance connections  and the Federal  Internet  Exchanges  (FIXs) for  inter-agency traffic.244 
With NSF’s participation, a non-homogeneous system of internetworks developed that were 
managed and financed by a multitude of universities, NPOs and government bodies, both in 
the USA and internationally.

The  NSF’s  involvement  and  that  of  various  government-financed  initiatives  meant  that 
DARPA was no longer the only financier investing in the internet. This stimulated interest for 
the  internet  from  within  the  private  sector.  Continued  growth  of  the  internet  prompted 
coordination mechanisms to be put in place targeting various areas of technology in the form 
of task forces. The Internet Activities Board (IAB) was formed by the chairs of each of the 
task forces. In 1985, DARPA ended most of its internet activities. The IAB was taking on an 
every  greater  coordination  role,  but  was  hampered  by  insufficient  funding.245 In  1990, 
ARPAnet infrastructure was incorporated into NSFNET.

NSF imposed an acceptable use policy for NSFNET’s backbone. This prohibited the use of the 
backbone for any activities ‘not in support of research and education’. The purpose of this 
policy was to stimulate continued growth of the internet by private funding for commercial 
applications  (corporate  networks).  NSF’s  involvement  ended in  1995 when it  stopped  its 
funding of the NSFNET backbone.

Internet characteristics

Whereas GSM has its roots in the old telecommunications industry, the internet – the advent 
of which was virtually simultaneous to that of GSM technology – deviated in practically every 
respect with that of the telecommunications world. The internet differed with respect to its 
uncharged services, a multiformity of information traffic patterns, a large degree of conceptual 
abstraction and complex technologies. The internet – in its original guise – tore down the 
technical walls that keep users outside the operator network realm.

The internet arose out of an academic culture of technical and scientific experimentation. The 
technologies  that  this  spun  off  often  resembled  a  laboratory  experiment.  The  technical 
components were not always hidden out of sight under the bonnet but remained out in the 
open visible to the user. The final product resulted in a plethora of technical ‘buttons’ and 

243IETF RFC 985, Network Working Group, Request for Comments: 985 (Requirements for Internet Gateways, 
May 1986), p. 1.

244FIXs served as models for many of today’s prominent internet exchanges, e.g. Amsterdam Internet Exchange 
(AMSIX), London Internet Exchange (LINX), FNIX (French Internet Exchange).

245Leiner et al. 2003 (A Brief History of the Internet, v. 3.32, Formation of the Broad Community).
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‘switches’.  The  internet  was  not  developed for  commercial  purposes  and  was  not  secure 
against vandalism, break-in or abuse.

Internet technology was playful and offered the user a high degree of freedom to add new 
elements  and usages  according to  his  own taste  and insight.  This  meant  that  the internet 
became extremely complex, incomprehensible and intangible. The original internet was more 
a  collection  of  ad  hoc  networks  –  a  reflection  of  the  project-based  working partnerships 
between groups of academics – than a systematic concept with geographic and/or national 
structure. The system of territorial domain names was added at a later date. In every way, the 
internet seems to set off against the world of telephony.

Telephony only supports conversation/registration patterns – the  information traffic patterns 
from  the  left-hand  column  of  the  B&VK  Scheme  with  an  individually  determined 
communication  content.  The  internet  is  multi-faceted  and  allows  for  all  types  of 
communication pattern from the Bordewijk and Van Kaam (B&VK) scheme – conversation, 
registration, consultation and allocution.

The internet’s versatility corresponds with its neutral technical design philosophy. This can be 
traced back to its academic roots, i.e. the technical and scientific institutes where internet 
technology was first developed. The concept of internet communication offers users a high 
degree of technical freedom and imposes minimal performance requirements on intermediate 
networks, i.e. no more than an obligation for best effort with regard to data transport. The 
result of this technological freedom is the high degree of multiplicity in communication forms 
that has arisen on the internet – e-mail, WWW, news, telephony, internet broadcasting and 
peer-to-peer file transfer.

Internet  technology  contrasts  with  traditional  telecommunication  technology  in  several 
respects.  These  include  the  following:  transport  modality,  pricing,  open  architecture 
technology and service territoriality.

Unchanneled transport, temporary storage and best effort

In telephony, the telephone call’s communications content flows via an exclusively reserved 
communication channel.  On the internet,  communication data passes through a number of 
phases – transmission, temporary storage and then final storage on a network for a user to 
retrieve  at  a  later  time,  e.g.  retrieval  of  incoming  e-mails  stored  on  a  mail  server. 
Communication content is not in exclusively reserved communication channels. Content is 
mixed  with  other  communication  process  data  during  transport  in  a  particularly complex 
fashion. Technical resource are allocated on a first-come, first-served basis in accordance with 
a best effort principle. A temporary shortage of transport resources thus results in a delay. Data 
is then stored temporarily within the network while the end-user has to wait.

Uncharged network usage

A major change with respect to telephony is the move away from the tradition of metering, i.e. 
charges for actual network usage. This results in service levels based on best effort whereby 
the  user  does  not  reserve  a  communications  channel  for  exclusive  use,  but  may use  any 
technical network resources that happen to be available. A result of the best effort philosophy 
is that there is a rather weak culture surrounding usage registration among internet providers. 
Whereas call detail records (CDRs) form an essential part of telephone companies’ operations, 
internet providers limit  themselves to simple logging of communication sessions and data 
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volumes for tracing any form of misuse.

Billing within the world of telephony essentially corresponds to the rental of a communication 
channel. Internet providers do not have a culture of metered usage and settle interconnections 
among one another on a simpler basis.

Open network technology

Public  telephony  makes  a  clear-cut  technical  difference  between  the  provider  and  user 
domains.  Telephone operators  establish clearly defined technical  interfaces with users and 
interconnected market parties. ISPs, on the other hand, have no high walls to separate their 
networks from other parties – even a regular end-user can act as a provider of information and 
transport services.

In the classic situation of telephony, broadcast or Teletext networks and technologies, there is 
a  natural  delineation  between  users,  information  providers  and  transport/transmission 
providers.  In  contrast,  roles  continuously  change  on  the  internet.  Individual  users  are 
recipients of information, but could equally act as information providers and in so doing may 
even compete with established providers.

Changing roles can also be seen at ISPs that provide information via web portals in addition to 
transport  services.  Some ISPs even intervene  at  a  communication  content  level,  blocking 
access  to  certain  websites  or  checking e-mails  for  viruses.  These  ISPs  operate  at  both  a 
transport  level and an information service level.246 This large degree of freedom (resulting 
from technological playfulness) complicates efforts to provide any clear focus on the parties 
involved and their roles.

Deterritorial number systems

The  international  telephone  numbering  plan  is  based  on  national  states  –  the  telephone 
number refers  to  a  geographical  region,  i.e.  the  user’s  territory.  The relationship  (domain 
name, IP number, network interface address) for internet addressing structures is sometimes 
clear-cut, but is often weak or even totally absent.

Internet market

The internet is a network of networks that has grown ‘organically’ into a global network of 
regional  and local  networks  using  a  wide  variety of  technologies,  but  with  one  common 
technical denominator – the TCP/IP protocol suite.

Providers of public internet services can be identified by their position with respect to other 
providers (Figure 22). The internet core is formed by Tier-1 ISPs or backbone providers. Such 
providers  are  limited  in  numbers  to  a  few international  companies  that  transport  internet 
traffic worldwide.247 A Tier-1 ISP has direct connections to the other Tier-1 ISPs and with its 
customers, i.e. Tier-2 ISPs and networks of large multinational companies and organizations.
248 Typical  Tier-2  ISPs  provide  internet  access  to  users  in  a  country  or  region  and  are 
connected to only a few Tier-1 or Tier-2 ISPs. A Tier-2 ISP has to rely on the Tier-1 ISP’s 

246Compare: Bekkers & Smits 1999, p. 12-13.
247Bouwman et al. identify seven Tier-1 internet providers – Cable & Wireless Inc, GTE 

Internetworking/Genuity, PSInet Inc, Sprint Corp, MCI Worldcom, AT&T and Qwest Communications 
International Inc [Bouwman et al. 2004, p. 117].

248Kurose & Ross 2003, p. 39.
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transit services for handling international traffic. A Tier-1 ISP is therefore a network provider 
for  Tier-2  ISPs  and  generally  bills  on  basis  of  transmission  bandwidth.249 Voluntary 
interconnections between administratively segregated provider networks for the purpose of 
direct  traffic  exchange  are  referred  to  as  peering.  The  original  meaning  of  peering  is  a 
settlement-free exchange of data between parties whereby each party derived its income from 
its own customers. Thus, both parties could save on interconnection with Tier-1 providers.

Peering can be achieved by means of an internet exchange (IX).250 POPs (points of presence) 
are  located  on  the  periphery  of  a  Tier-2  ISP network  where  end-user  internet  traffic  is 
aggregated and transported to the ISP’s servers.

Technical standardization

Internet Society

In the 1980s, the internet grew increasingly farther away from its academic roots. Commercial 
activities  involving business  and private  individuals’ computer  communication  played the 
leading  role.  Within  the  internet  community,  the  concern  was  growing  about  technical 
standardization processes. This ultimately led to the creation of the Internet Society (ISOC) in 
1991 under the guidance of Vincent Cerf. In 1992, the Internet Activities Board (IAB) was 
brought under the auspices of the ISOC and renamed the Internet Architecture Board. The IAB 
consolidated all technical standardization tasks within a group that was becoming increasingly 
important  –  the  Internet  Engineering  Task  Force  (IETF).  The  IETF  divided  the  various 
working  groups  into  areas,  each  under  the  leadership  of  an  Area  Director.  All  the  Area 

249Ibid.
250Dommering, Van Eijk, Nijhof & Verberne 1999, p. 113; Huston 1999 (§ 1. Interconnection: retailing, 

reselling, and wholesaling).
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Figure 22: ISPs Tier-1 and Tier-2, IXs and POPs
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Directors  together  formed  a  steering  group  (IESG).  Other  task  forces  were  merged  into 
research groups within the Internet Research Task Force (IRTF).

Currently, the IETF – consisting of working groups and IESG Area Directors – is responsible 
for  evaluating  and  approving  technical  network  standards  in  the  form  of  Requests  for 
Comment (RFCs).

W3C

Another  group that  is  involved with  researching and developing internet  standards  is  the 
World Wide Web Consortium (W3C). W3C is involved in the development of standards for 
internet applications, i.e. the web. W3C is primarily a coordinating body run by Tim Berners-
Lee at the Massachusetts Institute of Technology in partnership with CERN.251 W3C consists 
of  some  350  member  organizations  from around  the  world.252 The  organization’s  core  is 
divided across three research institutes – MIT (USA), ERCIM (France) and Keio University 
(Japan). These bodies together constitute the W3C’s legal entity. The W3C Team manages the 
W3C’s  technical  activities.  The  Team  consists  of  approximately  sixty  researchers  and 
technicians located at these three main sites. W3C is financed by its member organizations 
consisting of universities, companies and technical standardization bodies.

Over forty W3C working groups are active in various arenas. W3C recommendations include 
matters relating to HTML, XML, XML signatures and XML encryption.

ICANN

The Internet Corporation for Assigned Names and Numbers (ICANN) is an international non-
profit organization that is responsible for assigning IP address spaces and specific protocol 
parameters,  managing generic  and country-code Top-Level  Domains  (gTLD,  ccTLD),  and 
running the internet root system. These tasks were initially performed under contract from the 
American  government  by  the  Internet  Assigned  Numbers  Authority  (IANA).  Nowadays, 
ICANN performs the IANA’s former role.253

IANA’s tasks include assigning IP addresses to Regional Internet Registries (RIRs) from the 
pool of available addresses. If an RIR needs more IP addresses for a particular region, then 
IANA allocates an additional number block to the RIR. IANA is the core registrar for the 
IETF’s activities. Various internet protocols require the registration of addresses, numbers or 
other technical parameters. The IAB has appointed IANA to perform these tasks and ICANN 
finances IANA activities.

ICANN consists of a board of directors, three supporting organizations (Address Supporting 
Organization,  Generic  Names  Supporting  Organization,  Country Code  Names  Supporting 
Organization) and several advisory committees.254

4.1.2 Technical explorations of the internet
The internet works based on packet switching – a transport method that deviates radically 
from classic telephony networks. The concept of packet switching goes hand in hand with the 
layered protocols that form the internet’s technical building blocks. In order to understand 

251Franken et al. 2003, p. 269.
252http://www.w3c.org/Consortium
253http://www.icann.org/tr/english.html (What is ICANN?); Franken et al. 2003, p. 283.
254http://www.icann.org/en/general/bylaws.htm
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internet traffic data properly, it is necessary to discuss the framework of TCP/IP protocols. In 
so doing, it is unavoidable that certain aspects of the technology will be handled in depth and 
sometimes to a very detailed level. On the other hand, we have stated that it is our task to 
minimize the technical complexity surrounding traffic data. For this reason, it is essential to 
reduce the complexity of this subject matter by sorting through this plethora of internet data 
and arranging it into several clear-cut categories. First, it is necessary to go into some depth – 
then later we can mop up the technical details.

General TCP/IP principles

Internet communication and telephony are based on radically different technologies. PSTN, 
ISDN and GSM communication modes are based on the principle of circuit switching and the 
internet  works based on packet  switching. Telecommunications  are routed along reserved, 
segregated  digital  channels.  The  network  establishes  a  channel  prior  to  initiating 
communication and dismantles it upon termination. For internet-based packet switching, data 
blocks (e.g. a computer file) are divided into smaller units – packets. Each of these packets is 
assigned its own digital label and is routed independently across the internet to the destination 
indicated by its  label.255 The  internet  does  not  make use  of  any pre-established routes  or 
exclusively assigned channels for routing packets.

Figure 23 illustrates the principle of packet transport. The underlying communication protocol 
assigns a label to the data block being transmitted. The label acts as a digital envelope for the 
data  block.  This  process  is  repeated  several  times.  At  the  receiving  end,  the  lowest-level 
communication protocol processes the label (outer envelope), strips the label and passes the 
data block to the next higher level. Systems therefore communicate in layers by means of 
protocol labels (digital envelopes). Protocol label are carriers for certain technical functions 
such as packet routing.

Figure 24 shows this principle as applied within the TCP/IP protocol suite. At the periphery of 
this  communication  process  are  the  hosts,  i.e.  the  computer  end-systems.  During  the 
communication process, these hosts establish a client-server relationship. Routers are located 
at  network  nodes  between  the  hosts  that  independently  manage  packet  routing  to  the 
destinations indicated in labels. A router makes routing decisions for each packet it encounters 
independently of any previous packets.256 Packets can arrive at the router in a different order 

255Tanenbaum 2003, p. 348-349.
256This is not strictly true – modern routers do actually determine the context of individual packets (packet 

flows). This will be discussed later in this section.
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Figure 23: packet transport by data encapsulation
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than they were sent. A switch-router operates more efficiently than a conventional router by 
monitoring the context of the packets. Switch-routers handle a series of packets with the same 
source  and  destination  as  a  flow;  hence,  they can  process  data  flows  more  quickly and 
efficiently.

Figure  24 shows the original concept behind internet communication. The technical core of 
internet  communication  is  formed by communication  protocols.  Internet  protocols  can  be 
grouped  into  a  four-layered  hierarchy.  The  bottom  two  layers  contain  communication 
protocols that are used by hosts and switch routers between ISP networks. The top two layers 
are  in  principle  only used  by the  hosts,  i.e.  the  communication  end-systems.  The  divide 
halfway up the stack of internet protocols is the first key to unraveling the digital data cloud 
into traffic data and communication content. The figure above initially shows how the bottom 
two layers in the intermediate network constitute traffic data and that the top layers constitutes 
the hosts’ communication content.257 Reality is more complicated, but this illustration provides 
an important first approximation.

Every internet  system (host,  switch  or  router)  consists  of  a  hierarchy of  communication 
functions that together cater for the entire host-to-host communication process. A protocol is a 
set of communication functions and rules within a particular layer. A protocol or protocol layer 
is an abstract horizontal division of the physical systems – hosts, switches and routers.

The internet has a structure made up of four protocol layers – the internet or TCP/IP protocol 
suite.

The bottom layer, or Network Interface layer, enables electrical,  electromagnetic or optical 
transport of digital data across an available transmission link.

The second layer, or Internet layer, is generally made up of the familiar Internet Protocol (IP). 
This level deals with packets and packet transport. IP’s main tasks include establishing a route 

257Hes adopts a similar principle, but establishes a technical divide between communication content and traffic 
data one layer higher [Asscher & Ekker (ed.) 2003, p. 17]. This is dealt with later when discussing network 
address translation.
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Figure 25: TCP/IP protocol suite
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from host to host and independently routing data packets across the internet.

The third layer, or the Host-to-Host layer or Transport layer, consists of two communication 
protocols. The better known of these two is the Transmission Control Protocol (TCP) and is 
implemented on the  hosts,  rather  than  on intermediate  systems,  i.e.  the ISP’s  routers  and 
switches. The underlying IP layer is unreliable insofar as data packets can get lost en route, 
arrive  too  late  or  arrive  out  of  sequence.  The  purpose  of  TCP  is  to  provide  reliable 
communications for the higher-level communication applications.

The Process layer is the collective name for a whole range of internet applications (HTTP, 
FTP, e-mail protocols, etc.). These applications in turn rely on the services of the underlying 
Transport layer.

Before going any deeper into TCP/IP protocols, it is important to mention several general and 
technical  characteristics  of  packet  switching,  these  being  segmentation,  encapsulation, 
addressing and data multiplexing.

Segmentation is the technique for dividing large computer files into smaller units for packet 
transport. The sending host entity segments the data block and the receiving host peer entity 
reassembles the data packets into the original file. In general, communication content becomes 
fragmented  during transport  and the  resulting data  packets  are  routed  across  the  network 
independently of one another.

Encapsulation is the technique whereby a sending entity communicates with a peer entity by 
attaching protocol data in the form of digital labels to the data blocks. A commonly used 
analogy is the comparison of putting a letter into several envelopes. At the receiving end, the 
envelope data is processed and then each envelope is stripped one by one until the letter in its 
last envelop is delivered to the addressee.

Addressing is  an important  concept  when dealing with communication protocols  –  every 
protocol has its own addressing or numbering system. The internet protocol works based on IP 
numbers and TCP works based on port numbers. Using the previous analogy, each envelope 
has an address to which a receiving entity should deliver the envelope’s content.

Data  multiplexing is  the  mechanism by which  multiple  communication  processes  make 
simultaneous use of the underlying protocol’s services. For example, WWW and e-mail can 
make simultaneous use of the services provided by the underlying TCP protocol. This entails 
that the receiving TCP entity has to deliver the incoming data to the correct application. TCP 
achieves this using the internal address details in the protocol label (digital envelope).

A multiplicity of protocols is used for communication services across the internet. Some are 
readily recognizable to the user, e.g. HTTP, but many protocols carry out technical tasks that 
are largely invisible to the user. It is not meaningful to discuss all internet protocols within the 
framework of this discussion. The emphasis shall be placed on common protocols found in 
the higher layers of the internet protocol suite situated around the divide between traffic data 
and communication content. Internet protocols will be handled along the lines of the TCP/IP 
hierarchy from bottom to top, from the physical infrastructure to the abstract transport and 
Process layers.

The results will be summarized for each subject (layer).
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Network interface layer

Network interface layer protocols (the bottom layer of the TCP/IP protocol stack) form the 
outer envelopes of the data packets being transported. Packaging data for transmission, known 
as  data  framing,  is  the  network  interface  layer’s  main  task.  Network  interface  layer 
technologies can be divided in three groups:

• Local Area Networks,
• access networks and 
• backbone transmission.

Local Area Networks

Two technologies are relevant to LANs – Ethernet cable systems and wireless Ethernet.

Ethernet cable systems form a widely used technology for connecting computer systems at a 
single  location.  Ethernet  makes  use  of  a  shared  transmission  medium  –  the  available 
bandwidth on an Ethernet LAN is assigned to users on a first come, first served basis. The 
Ethernet protocol provides a mechanism for access control – medium access control (MAC) – 
that  regulates  the  contention  between users  on  the  shared  medium.  An Ethernet  cable  is 
attached to a computer by means of an Ethernet computer interface card that is assigned a 
fixed MAC address by its manufacturer.258 There is only one condition that needs to be met by 
a MAC address, this being that it is unique on any particular LAN. An Ethernet interface card 
only accepts data frames addressed to its own MAC address – all other data frames should be 
ignored.

The popular standard for wireless data communication is IEEE 802.11, also known as WiFi. 
WiFi provides wireless Ethernet access at speeds of 11/54 Mbps transmitted in the unlicensed 
2.4 GHz frequency bandwidth.259 The WiFi standard defines the transmission method and the 
MAC mechanism for wireless LANs. The 802.11 standards have the same architecture and 
MAC mechanisms, but vary in their data multiplexing methods. IEEE 802.11 has a cellular 
architecture that uses a base station (access point) in each cell and a number of user stations 
that  communicate  with  the  base  station.  WiFi  is  commonly used  in  homes,  offices  and 
companies. The range of a WiFi signal is approximately 100 m.260

Access networks

The  network  interface  layer,  as  used  in  access  networks,  mainly  consists  of  modem 
technologies – telephone modems, cable modems, DSL modems and fiber-optic modems.

Digital Subscriber Line is a modem technology that makes use of regular telephone lines 
within the fixed land-based network. A DSL modem (DM) is placed at the user end to which 
one or more computers can be connected.

At  the  provider’s  local  premises,  a  central  pool  of  modems  or  a  DSLAM (DSL Access 
Multiplexer) terminates the DSL lines and aggregates the internet traffic from the individual 
users into the ISP’s central systems. PSTN/ISDN telephony signals are separated from the line 
258The Ethernet MAC address system does not have any type of hierarchical or geographical structure. A MAC 

address is a binary number made up of 48 bits. Addresses are assigned to Ethernet computer interface card 
manufacturers in number blocks of 224 addresses by IEEE.

259WiFi belongs to a family of wireless LAN protocols grouped under the name IEEE 802.11. Family members 
include a (54 Mbps), b (11 Mbps), g (54 Mbps) and n (>100 Mbps) protocols. [IEEE 802.11, 2007].

260In and around buildings, this range is significantly lower.
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and passed to the local telephone exchange (LX).

The B-RAS (Broadband Remote Access Server) aggregates traffic from several DSLAMs, 
selects the ISP indicated in the connection and authenticates the user for this ISP.261

A commonly used technology is Asymmetrical DSL (ADSL) whereby the frequency range of 
the connection line is divided into three bands – telephony (< 4 kHz), upstream data traffic (4-
50 kHz) and high-speed downstream data traffic (> 50 kHz).262

Data traffic bands are set  by the DSL provider according to  the data transmission speeds 
agreed with the user.  The DSL network interface layer is  in  turn split  into four  to  seven 
protocol sub-layers.263

The most common protocol in the network interface layer of an access network is PPP (point-
to-point  protocol).264 This  protocol  performs  several  tasks  –  data  framing  (packet 
encapsulation, frame error detection and content delivery to the correct higher-level protocol), 
establishing and terminating the PPP link, and exchanging IP addresses from the Internet layer 
between the two ends of the PPP link.265 PPP is related to two other protocols – IPCP and LCP. 
IPCP (IP control protocol) is used to configure IP addresses at each end of the link. 266 LCP 
(link control protocol) is a PPP extension.267 LCP data is encapsulated inside PPP frames and 
is  used  to  establish  and  terminate  the  PPP link.  Between  establishing  the  PPP link  and 
configuring the IP address, LCP provides an option for user authentication by means of a 
username and password. The protocols used for this purpose are PAP and CHAP.268 For PAP 
(password  authentication  protocol),  username  and  password  are  sent  over  the  PPP  link 
unencrypted. For CHAP (challenge handshake protocol), each end of the PPP link shares a 
secret code. The authenticating end challenges the user prompting it for the secret – the user 
end receives a random number that is converted into a response code using the secret. Only 
the response code is returned across the PPP link.269

Cable. Characteristic components of a modern cable network include one or more headends 
and one or  more CMTSs (cable modem termination  systems).  At  the  headend,  radio and 

261Data framing between CPE and B-RAS is performed by means of PPP [Kitada, Okuda & Ishihara 2002, p. 2].
262Kurose & Ross 2005, p. 27-28.
263Skékely and Kis differentiate six DSL variants (IP routed, IP bridged, PPPoE, PPPoA, L2TP and IPSec 

tunnelled) whereby the DSL network interface layer is sub-divided into four to seven protocol sub-layers. 
[Skékely & Kis 2005, p. 4].

264IETF RFC 1661, July 1994, The Point-to-Point Protocol (PPP); IETF RFC 1662, July 1994, PPP in HDLC-
like Framing; RFC 2153, May 1997, PPP Vendor Extensions.

265IETF RFC 1547, December 1993, Requirements for an Internet Standard Point-to-Point Protocol; Kurose & 
Ross 2003, p. 488-494.

266IETF RFC 1332, May 1992, The PPP Internet Protocol Control Protocol (IPCP).
267IETF RFC 1570, January 1994, PPP LCP Extensions.
268IETF RFC 1334, October 1992, PPP Authentication Protocols.
269It is not possible to determine the secret directly from the response code, which is calculated using a one-way 

hash function. 
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television signals, telephony and internet data traffic are bundled and transmitted by CMTS to 
the hybrid fiber coax (HFC) cable network. Fiber-optic cable is used from the CMTS to each 
neighborhood where a fiber node converts and transfers the signals to electrical coax cable.270 
At the user’s premises, a cable modem is attached to the coax cable where telephony, internet, 
radio and television signals are split.

The  HFC  cable  network  is  a  shared  transmission  medium,  similar  to  Ethernet  LAN 
technology, i.e. the available data transmission bandwidth is shared by all users connected to 
the cable segment at a block level. A general technical problem associated with bi-directional 
shared transmission media is managing access and individual user addressing.

The first attempt to standardize the cable network interface layer (physical layer) was made in 
1994  by  the  IEEE  802.14  working  group  consisting  of  cable  technology suppliers.  The 
working  group  progressed  rather  slowly with  regard  to  standardization  and  in  late  1995, 
several cable service providers took the initiative to develop their own standard – DOCSIS 
(data over cable service interface specification).271 The DOCSIS 1.0 standard (made available 
in  1997) specified internet  access  by cable.  DOCSIS 1.1 (1999) was an extension  to  the 
previous  version  and  added  methods  for  allocating  transmission  bandwidth  to  individual 
users, quality of service (QoS), and cable modem authentication.272 DOCSIS 2.0 allows for 
higher user transmission speeds and Version 3 allows greater privacy protection, given that 
cable remains a shared medium. Suppliers can have their technical equipment (CMTS, cable 
modems,  etc.)  certified  by  DOCSIS  at  CableLabs,  an  international  consortium  of  cable 
companies.

The  Euro-DOCSIS  standard  is  derived  from  the  US-DOCSIS  specifications.  It  contains 
several specific adaptations for European cable networks and is compatible with the European 
DVB (digital  video broadcasting) standard.  The Euro-DOCSIS extension is  recognized by 
ETSI as a technical standard.273

A new  wireless  access  technology is  the  IEEE  802.16  standard,  or  WiMax  (worldwide 
interoperability for  microwave  access).  There  are  two  versions  of  802.16  –  802.16d  and 
802.16e. The d-standard is  intended as a wireless replacement for landlines. The e-variant 
provides users a limited form of mobility and could eventually compete with UMTS/HSDPA. 
WiMax’s  maximum  user  bandwidth  is  100  Mbps,  although  over  large  distances  this  is 
significantly lower, typically 10 Mbps over 10 km. WiMax – referred to as fourth-generation 
mobile telecommunication – radio frequencies still need to be allocated to WiMax providers.

Backbone transmission

Only minimal  attention shall  be paid here to  network interface layer technologies  for the 

270Arnbak, Van Cuilenburg & Dommering (eds.) 1991, p. 103-104; Kurose & Ross 2005, p. 28.
271Kwek 2002, p. 1-2.
272Cable Television Laboratories 2005, p. 7, 13.
273ETSI ES 201 488: November 2000, Data-Over-Cable Service Interface Specifications Radio Frequency 

Interface Specification.
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Figure 27: typical cable network architecture
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internet’s  backbone.  The  reason  for  this  is  that  in  practice  individual  traffic  flows  are 
aggregated into digital transport pipes. At this level, there is no means by which to derive 
traffic data relating to  actual individual network usage.  Several  ommon internet  backbone 
transmission technologies include DWDM (dense wave division multiplexing – fiber-optic 
light wave combination) and SDH (synchronous digital hierarchy – a multiplexing structure 
using electronic containers). One form of backbone transmission that is being increasingly 
used is Gigabit Ethernet. This simply involves applying Ethernet framing methods derived 
from LAN technologies to fiber-optic connections.

Several backbone transmission technologies that do involve traffic data are those relating to 
the issue of QoS. Two examples of QoS protocols are ATM (asynchronous transfer mode – a 
standard  carried  over  from  the  traditional  telecommunications  world)  and  MPLS 
(multiprotocol  label  switching  –  from  the  internet  world).  ATM  is  also  deployed  as  a 
transmission technology for DSL (PPP over ATM). However, there is persistent doubt about 
the future of both these technologies in the market.

Network Interface layer conclusions

In principle, network interface layer protocols and data constitute traffic data.  A side note 
should be made in reference to the aforementioned statement – the privacy sensitivity of these 
traffic data is in most cases limited by the technical complexity of the NI layer.

In general, the following applies to TCP/IP’s building blocks (Figure 25) – the closer to the 
user, the higher the privacy sensitivity. The most sensitive TCP/IP components are located at 
the top of the stack, or using the envelope analogy, the envelopes at the center, closest to the 
communication content are more sensitive than the outer envelopes. The NI layer is at the 
bottom of the stack, i.e. the outer packaging. In this respect, technical NI layer data is far 
removed from the matters impacting individual privacy. Moreover, the NI layer exists in a 
wide range of technical guises. These include DSL, cable, Ethernet, etc. Additionally, NI layer 
addresses are only valid locally, i.e. an NI address is unrecognized outside of the LAN on 
which it is being used.

Internet layer

The  Internet  layer  and  the  network  interface  layer  are  present  in  both  the  hosts  at  the 
communication endpoints and the systems of the intervening provider (Figure 24). The ISP’s 
routers and switches perform the transport tasks at the bottom of the TCP/IP protocol suite. By 
definition, these protocols constitute traffic data.

There is a high degree of technical complexity at the lower layers of internet protocols that is  
not always relevant to our discussion. We can suffice therefore with a global description. The 
principle purpose of the Internet layer is  forwarding packets (datagrams) to their  intended 
destination. The Internet layer consists of three categories of protocols – the Internet Protocol, 
the internet routing protocols and internet control protocols.

Internet Protocol

The current version of the internet protocol is IPv4.274 Datagrams are forwarded at internet 
nodes  by switches  and  routers.  A router  performs  its  tasks  at  the  Internet  layer  level  by 

274IETF RFC 791, September 1981, Internet Protocol (IPv4); IETF RFC 2373, July 1998, IP Version 6 
Addressing Architecture; IETF RFC 2460, December 1998, Internet Protocol, Version 6 (IPv6) Specification
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examining the destination IP addresses of incoming datagrams and identifying the outgoing 
interface for this address in its routing tables. The router places the datagram in an internal 
queue to await transmission across the outbound interface to the neighboring node.275

Every  router  or  host  has  its  own 
routing table that is used to identify 
the  outbound  interface  for  any 
particular  destination  IP  address. 
Routing tables are relatively simple 
in the case of an internet host with a 
single  interface.  However,  an 
internet router’s routing table can be 
complex. Moreover, they have to be 
constantly updated to reflect the ever-changing structure of the internet.

A key element to IP is the IP addressing system itself. An IP address or IP number is made up 
of 32 computer bits  consisting of two parts  – a  network address and a  host address.  The 
division  between  the  two  parts  is  variable.  An  organization,  e.g.  an  ISP or  company,  is 
assigned one or more IP network addresses. The associated block of host addresses can be 
assigned to its own users. An active network interface has either a permanent or a temporary 
IP address. Internet routing is performed using the network address. The host address is only 
used at the last moment when delivering the datagram to the intended interface.276

It was already evident in the 1990s that the number space available using the then current IPv4 
would eventually be insufficient. The IETF (Internet Engineering Task Force) got to work on a 
successor for IPv4 – IPv6.277 IPv6 incorporated two important changes with respect to IPv4:

• Increased IP number space – 128-bit address lengths (IPv4: 32-bit address lengths).
• IPv6 has a mechanism by which it can label packets from a certain source as being part 

off an identifiable flow – Flow label field. The exact definition of a flow is not given 
in the specifications, but a Flow label field is clearly intended for differentiated QoS 
purposes.278

Although the problem of IPv4 numbers running out remains current, its successor IPv6 has 
scarcely been implemented in  practice.  The global  internet  operates  based on IPv4 and a 
significant portion of the equipment in use is still incompatible with IPv6. The current internet 
has become too large to carry out a coordinated switchover to IPv6. Several RFCs exist that 
put  forward  recommendations  for  a  transition  to  IPv6.279 A realistic  but  rather  inefficient 
method is IP tunneling whereby IPv6 datagrams are encapsulated in IPv4. Nonetheless, the 
future of IPv6 still remains unclear.

It is possible to secure data traffic at the IP network layer level. A common method is the IP 
security protocol (IPsec).280 If all intermediate internet nodes support IPsec, then the public 

275Keshav & Sharma 1998, p. 145.
276Compare to the example in Kurose & Ross 2003, p. 325.
277The development of IPv5 was stopped prematurely in favor of a competing protocol – RSVP [Ibid].
278IETF RFC 1752, January 1995, The Recommendation for the IP Next Generation Protocol; IETF RFC 2460, 

December 1998, Internet Protocol, Version 6 (IPv6) Specification.
279IETF RFC 2893, August 2000, Transition Mechanisms for IPv6 Hosts and Routers (dual stack method).
280IETF RFC 2401, November 1998, Security Architecture for the Internet Protocol; IETF RFC 2411, 

November 1998, IP Security Document Roadmap.
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network  can  provide  three  forms  of  security  –  source  verification,  data  integrity  and 
communication confidentiality. In practice, IPsec is generally only implemented at the hosts, 
i.e. on the communicating users’ end-systems. IPsec is used to grant individual employees 
access to a closed corporate or organizational network across the public (unsecured) internet.

Internet routing

An internet router maintains its own routing table using special-purpose routing protocols and 
also broadcasts its own table to neighboring routers at regular intervals. Using this routing 
table  information  from adjacent  routers,  each  router  can determine the shortest  path  to  a 
certain destination and updates the information in its own table accordingly.

There is no such thing as centralized traffic routing planning on the internet. Routers maintain 
their  own  routing  tables  independently,  using  special-purpose  routing  protocols  and 
algorithms. This method is also referred to as routing by rumor, as each router shares its own 
routing information with neighboring routers that in turn update their own routing tables.281

Due to the large number of IP addresses in use worldwide, these routing protocols do not 
communicate the reachability of any individual host.  IP addresses are assigned to ISPs en 
bloc,  as  a  result  of  which  the  global  IP address  space  is  to  a  certain  extent  fairly well 
structured. In principle, routing protocols only announce network addresses, i.e. blocks of IP 
numbers.282

Internet control

ICMP (internet control message protocol) is used by internet hosts and routers to return error 
messages to the Internet layer.283 Several examples of ICMP messages include unreachable 
network (host, protocol), datagram destroyed and error in IP packet header.

Internet layer conclusions

IP and IPsec constitute traffic data, insofar as these are actively supported by the individual 
nodes  on the public  internet.  Internet  control  also constitutes traffic  data.  Internet  routing 
protocols do not relate to the actual usage of individual users. They do not impact privacy and 
are irrelevant to the subject matter of this study.

The Internet layer is the universal carrier for all internet communication – all applications 
make use of internet protocol, IP. IP numbers form a global addressing system. An IP number 
refers to a user and in many cases, a geographic region in which the user is located. The IP 
number  relates  to  all  information  traffic  patterns  found  in  the  B&VK  Scheme  – 
conversation/registration and consultation/allocution.

Transport layer

Transport  layer  protocols  are implemented on end-systems (hosts,  servers,  etc.).  Protocols 
used within the Transport layer include TCP (transmission control protocol) and UDP (user 
datagram protocol).

281This internet routing method contrasts starkly with the concepts behind telephone call routing. Network 
operators set up routing plans for PSTN/ISDN. Call routing tables are uploaded to the exchanges from a 
central management system.

282Kurose & Ross 2003, p. 327-329.
283IETF RFC 792, September 1981, Internet Control Message Protocol.
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Transmission Control Protocol

TCP is a connection-oriented communication protocol that serves two main purposes.284 TCP 
makes  IP data  transport  reliable in  terms  of  file  data  integrity.  TCP compensates  for  the 
unreliability  of  the  underlying  IP service  in  which  packets  can  be  lost  or  arrive  out  of 
sequence. TCP caters for integral data delivery to the receiving communication applications in 
the higher-lever Process layer.

The principle whereby data transport integrity is no longer the responsibility of the transport  
medium,  but  is  left  to  the  communicating  users,  forms  a  radical  break  with  the  design 
philosophy of the OSI model for data communication. The most prominent OSI counterpart to 
the  internet  protocol  is  X.25,285 which  is  connection-oriented  and as  such  carries  out  the 
relevant reliability tasks that are left to the end-systems under TCP/IP.

This relinquishes internet providers of any responsibility for data transport reliability. This is  
related to the notion of best effort service levels, affordable cost structures and uncharged  
network usage.

The second function of TCP is data multiplexing.286 Several communication processes can 
make simultaneous use of TCP services on a single host computer. The TCP service gathers 
and  distributes  data  from and  to  the  higher-level  communication  processes.  TCP uses  a 
numbering  system for  this  purpose to  address  communication  processes  internally –  port  
numbers. A port number is made up of sixteen bits that provide an address space consisting of 
approximately 65,000 addresses. The principle behind TCP data multiplexing is shown in the 
figure below in which several host computers are simultaneously communicating via a central 
web server.287 The web server provides simultaneous connections to the various hosts. In so 
doing, it segregates the different data flows based on port number. The combined IP address 
and port number is referred to as a  socket. A socket identifies an individual communication 
process between the client and the server.

A web client requesting a TCP connection to a web server will do so by appending the default 
port number for HTTP (port number: 80). This number lies in the range of the well-known 
port numbers, i.e. addresses 0-1023.288 Higher port numbers do not have any fixed relation to a 
certain  communication  application  and  are  assigned  at  random  for  process  identification 

284Tanenbaum 2003, p. 486-488.
285ITU-T X.25 or ISO 7776 (link level) and 8208 (packet level).
286Tanenbaum 2003, p. 486; Kurose & Ross 2003, p. 190-196.
287Example taken from: Kurose & Ross 2003, p. 195.
288IETF RFC 1700, October 1994, Assigned Numbers. Examples of well-known port numbers include 80 

(HTTP), 520 (RIP) and 666 (Doom ID software).
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Figure 29: TCP port numbers and sockets.
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purposes at the client side. In the example shown above, the web client on Host A is using a 
random  port  number  26145.  This  enables  a  host  to  maintain  several  simultaneous  TCP 
connections.

Secure Sockets. Two methods exist for providing security at a socket level – SSL (secure 
socket layer) and Secure HTTP. SSL uses an asymmetric encryption system consisting of two 
keys (a secret and a public key) to encrypt sockets between the client and the server. HTTPS – 
an SSL-encrypted HTTP connection – is commonly used for online payment transactions.

An alternative method for secure transport is Secure HTTP (S-HTTP). SSL creates a secure 
socket  between the  client  and the  server,  whereas  S-HTTP encrypts  the  individual  HTTP 
messages. Both methods have been standardized by the IETF.289

User Datagram Protocol

UDP (user  datagram  protocol)  is  a  lightweight  protocol  compared  to  TCP (connection-
oriented). UDP has a single purpose – data multiplexing using the same port number principle. 
UDP is connectionless.

Transport layer applications in corporate and organization networks

The Transport  layer  has  a  special  significance  for  administrators  of  closed  corporate  and 
organization  networks.  In  many  respects,  a  closed  network  in  a  large  company  closely 
resembles  that  of  a  public  ISP – the same protocols  and servers  are  used for  e-mail  and 
WWW. A notable difference is network access. LAN technologies are used within a company, 
whereas access for residential users is generally achieved using cable or DSL connections. 
Users on a closed network,  who also have broadband internet at  home from an ISP, will 
perhaps experience no significant differences when surfing the internet. However, there are 
certainly major technical and deep-rooted differences that often go unnoticed by a corporate 
network user, yet can limit the same user’s communication freedom in some crucial respects.

Companies and organizations often adopt acceptable use policies (AUPs) for private use of 
their  available communication resources.  Administrators of closed networks have a whole 
range of technical tools with which to implement and enforce such policies. The Transport 
layer plays a key role  in  this  process.  Several  common methods will  be discussed in  the 
following sections, e.g. flow accounting, network address translation, firewalls and gateways.

Flow accounting. Sometimes companies and organizations implement flow accounting. This 
involves logging IP traffic in closed networks based on packet flows. In order to be able to 
identify an  individual  packet  flow,  the  logging  system processes  port  numbers  from the 
higher-level protocol layer (TCP or UDP). The principle behind flow accounting relies on 
recording internal address data. Flow accounting can be viewed as the internet counterpart to 
telephone  CDRs  –  however  flow  accounting  goes  further.  A  CDR  only  records  the 
technical/physical communication characteristics, whereas a flow accounting record also logs 
the nature of the communication (which communication application was used, which websites 
were visited, etc.).

Flow accounting generates extremely large log files and can increase the volume of traffic data 
requiring storage up to tenfold. Company network administrators and security departments use 
flow accounting records to trace workstations infected with spam viruses, detect misuse of 

289IETF RFC 2246, January 1999, The TLS Protocol.
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company resources and to combat communications that violate the corporate AUP.

Network Address Translation (NAT). Network address translation (NAT) is a method by 
which IP addresses are translated from private numbering spaces, as used on closed networks, 
to  the  global  IP  numbering  space  as  used  on  the  public  internet.  NAT  was  originally 
implemented as a workaround to deal  with the impending shortage of available public IP 
number blocks. However, NAT took on a life of its own and nowadays, it plays an important 
role  in  allowing  organization  network  administrators  and  even  national  governments  to 
control internet traffic.

The principle behind NAT can be compared to a company or organization’s internal mail  
delivery system. Outgoing post from employees is first sent to the central mailroom where its 
correspondence reference and the sender’s internal address are recorded and replaced with the  
company’s central P.O. Box address.

Incoming replies are first opened by the mailroom. The addressee is first identified by the 
correspondence reference and the central  P.O. Box address is  replaced by the employee’s 
internal address.

The involvement of the NAT gateway (the central mailroom) extends up into the higher-level 
Transport layer recording the communication’s port number (correspondence reference). The 
NAT gateway uses this port number to deliver response packets to the corresponding host 
within the network.

As for flow accounting, the communication port numbers are queried for the purposes of NAT. 
The premise behind NAT is the scarcity of publicly available IP addresses. Companies are 
only assigned a small  number block of publicly available  IP addresses.  Within the closed 
network, use is made of internal, non-public IP numbers. Communication with the outside 
world  is  achieved  via  a  gateway system that  processes  port  numbers  for  internal  packet 
delivery.  Since  all  communication  with  the  outside world  is  routed  via  a  special-purpose 
gateway,  the  principle  behind  NAT  provides  a  wide  range  of  communication  control 
mechanisms. The administrator can monitor individual communications at an employee level 
using NAT.

Firewalls and Gateways. Firewall technology is closely related to NAT technology insofar as 
the process of routing packets is carried out using IP addresses and port numbers. Modern 
firewalls are implemented as firewall blades – a combination of router hardware and software 
that  isolate  the  company  or  organization’s  internal  network  from  the  public  internet. 
Administrators can control access to the organization’s network systems and applications by 
filtering IP, TCP and UDP protocol headers. Many companies and organizations configure 
firewalls so that internal office computers cannot act as servers.
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Figure 30: NAT (network address translation) mechanism.
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A more drastic form of access control is achieved by means of an application gateway. An 
application gateway is a special-purpose server on the periphery of the organization’s network 
through which all inbound and outbound traffic is routed. The application gateway is able to 
filter traffic at a Process layer level. For example, it is possible for only username/password-
authenticated users to gain access to certain communication applications.

Transport layer conclusions

Within the canonical TCP/IP setup, Transport layer data processing is exclusively performed 
on the hosts, i.e. the communication end-systems. This does not mean that only users are 
active at a Transport layer level – providers are also involved at the Transport layer level for 
purposes of performing certain essential functions, e.g. hosting and NAT.

Hosting involves the provider carrying out  the user’s technical  server functions  and in  so 
doing processing protocols from the Transport layer on behalf of the user. In other words, in 
the case of hosting, the Transport layer constitutes traffic data, as the provider is processing 
data from the Transport layer as part of its essential functions.

NAT  (network  address  translation)  involves  intervention  in  the  flow  of  communication 
packets. The NAT gateway processes port numbers, the Transport layer’s addressing system. 
Flow accounting also involves intervention at a Transport layer level. Modern routers combine 
the TCP or UDP port number with the IP address. In conclusion, methods such as NAT and 
flow accounting as implemented by ISPs mean that Transport layer protocols (TCP and UDP) 
constitute traffic data. The challenge is that these methods are not applied consistently by ISPs 
leading to a diffuse situation in which this is sometimes the case, and sometimes not.

NAT was initially conceived as a workaround to circumvent a shortage of IP addresses in the 
public IP numbering space. The concept of a closed numbering space hidden behind an access 
port is used widely by companies and organizations, but also at a national level by certain 
countries. As such, the access port acts much like a central mailroom where all inbound and 
outbound post is opened and sorted by correspondence reference. In practice, Transport layer 
port numbers have grown to become a necessary technical addition to often-scarce IP numbers 
and they are increasingly processed by ISPs’ routers, firewalls and gateways.290

The Transport  layer  thus  forms  a  gray area  with  regard  to  the  question  as  to  whether  it 
constitutes traffic data. Providers sometimes process these protocols as part of their essential 
functions, sometimes they do not.

Process layer

The internet Process layer consists of a wide range of technical protocols. Several of these are 
well  known from popular  applications,  e.g.  HTTP.  Other  protocols  are  more obscure and 
fulfill specific technical tasks, e.g. SNMP, BGP, IGMP. A comprehensive discussion of all 
these communication applications is virtually impossible. This discussion will remain limited 
to the most relevant protocols in order to minimize the technical complexity of this study. 
Initially,  this  deals with the protocols  that  make actual  internet  usage visible.  Next,  these 
protocols will be categorized into several families of related applications, so as not to become 
entrenched  in  a  sea  of  technical  details.  Protocols  can  be  categorized  into  the  following 
clusters:291

290Keshav & Sharma 1998, p. 150.
291Several less well-known Process layer protocols will not be dealt with, e.g. NNTP (news), IRC (chat) and 
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1. access management protocols (AAA);
2. domain name system (DNS);
3. electronic mail protocols (E-mail);
4. internet telephony protocols (VoIP);
5. world wide web protocols (WWW);
6. peer-to-peer communication protocols (P2P).

Some of these protocol clusters have payloads consisting of text, images or sound that do not 
pass the 3x3 Test, i.e. above the Process layer, there is no traffic data and the Process layer 
payload is made up of communication content. The 3x3 Test does not then form any basis for 
the ISP to process the payload.292

The position of the Process layer will now be discussed. The bottom two layers constitute 
traffic  data,  the  Transport  layer  is  borderline  and  the  higher-level  payload  constitutes 
communication content. The position of the Process layer clusters will be examined.

Access management (AAA)

There are various methods by which to authenticate a user on an ISP network. In general, 
users log on using a username and password. The user makes contact with a RAS server that 
prompts  the  user  to  identify  him/herself.  Using  a  special-purpose  network  protocol, 
authentication data is submitted to the RADIUS server.

RADIUS is a client-server protocol that is used by ISPs to authorize users and grant them 
access to their networks and services.293 The RADIUS client, a RAS (remote access server) or 
NAS (network access server) forwards the username and password to  the ISP’s RADIUS 
server. The RADIUS server verifies the user’s credentials and returns an Accept or Reject to 
the RADIUS client.  The client accepts or rejects  the user in accordance with the server’s 
response. RADIUS authorization can limit the user’s access to certain servers.

RADIUS accounting records the actual use certain network resources by the user during the 
internet session, e.g. connection time, no. of packets sent, etc. ISPs can use accounting data 

FTP (file transfer). In addition to these six protocol clusters, the Process layer includes other protocols for 
internet routing and technical administration. These protocols do not relate to actual internet usage by 
individual users and are therefore irrelevant to the subject of traffic data. 

292In practice, certain payloads are actually processed by the ISP. For example, if the ISP filters 
communications, checks e-mails for viruses or makes use of deep packet inspection (DPI) [Sourdis 2007, p. 
3-5]. In Chapter 2, it was decided not to designate such activities as belonging to an ISP’s essential functions. 
In the next chapter, the basis for processing the payload as part of such activities will be examined in more 
detail.

293IETF RFC 2138-2139, RFC 2865-2869.
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for billing purposes and network traffic analysis. These functions are referred to using the 
abbreviation AAA:

• Authentication: the RAS/NAS validates the username and password in the central 
security database (LDAP).

• Authorization: the security database instructs the RAS/NAS about the connection to be 
used, e.g. IP address, IP tunnel, etc.

• Accounting: connection logging, e.g. username and connection duration for invoicing 
and network administration purposes.

RADIUS can  be  used  to  monitor  data  volumes  and  limits.  Microsoft’s  Active  Directory 
system is often used in company networks to manage workstation access to the network.

The Process layer includes a special-purpose protocol for assigning temporary IP addresses to 
users’ host computers from a shared pool – DHCP (dynamic host configuration protocol). This 
is a method that in certain situations allows the size of the IP host address space to be reduced. 
DHCP server log files play a key role in tracing users.

AAA and traffic data. All the access protocols mentioned constitute traffic data. The grounds 
on  which  the  provider  processes  these  data  include  invoicing,  verification  and  traffic 
management.

Domain name system

DNS  (domain  name  system)  occupies  an  unusual  location  in  between  the  Process  layer 
protocols. DNS is not only an application protocol, it is principally known as a user-friendly 
method for internet addressing.294 In technical terms, DNS is a client-server process protocol 
that  translates  internet  domain  names  into  IP addresses.295 DNS can also  be  viewed as  a 
hierarchically distributed database of name servers. In this respect, DNS can be viewed as 
more a technical system than a communication protocol.296

DNS is used by other Process layer protocols to translate domain names into the IP numbers 
that are used by the underlying Internet layer. If a user enters a URL (uniform resource locator) 
in the web browser’s address field, e.g. http://w3.tue.nl/en/the_university.html, then the web 
browser filters the domain name out of the URL (w3.tue.nl) and forwards this to the host 
computer’s DNS client. The DNS client sends a message to the DNS server with a request for 
the domain name’s IP address. The DNS server responds with the IP address belonging to the 
domain name. As soon as the web browser has received the IP address from the DNS client, it 
establishes  a  TCP  connection  with  the  web  server  and  requests  the  object,  i.e. 
/en/the_university.html.  In  many  cases,  there  is  no  one-to-one  relationship  between  the 
domain name and the host’s IP address. DNS provides supplementary services for translating 
host names into IP address, e.g. name aliasing and DNS rotation.

As part of name aliasing, the DNS server translates mnemonic domain names into canonical 
domain names. For example, the mnemonic domain name fafner.com could be translated to 
the  canonical  hostname  www.fafner.com.  DNS  is  capable  of  translating  other  mnemonic 
names to a canonical hostname. The opposite is also possible, i.e. several canonical hostnames 

294Tanenbaum 2003, p. 585-586.
295IETF RFC 1034, November 1987, Domain Names – Concepts and Facilities; RFC 1035, November 1987, 

Domain Names – Implementation and Specification.
296Kurose & Ross 2003, p. 122.
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can be reached under a single alias, e.g. mail and web servers.

Websites receiving high volumes of HTTP requests can be physically distributed over multiple 
web servers. DNS provides a mechanism, DNS rotation, that distributes the load evenly across 
these web servers. This involves the DNS responding in rotation with mirror IP addresses for 
the requested web server.

Technically,  DNS  has  been  implemented  as  a  distributed,  hierarchical  database.  A DNS 
request  initiates  a  series  of  database  requests.  Three  types  of  name  servers  can  be 
differentiated in the DNS interrogation chain:

• Local name server – a provider or organization network has a Local name server;
• Root name server – there are thirteen Root name servers located at the top of the 

global DNS hierarchy, ten of which are in the USA;297

• Authoritative name server – every host is registered with at least two Authoritative 
name  servers.  A name  server  is  designated  as  being  authoritative  for  a  host  if  it 
contains a permanent DNS record that translates the hostname to a host IP address. 
Often, the Local name server is also the Authoritative name server.

Name servers that jointly form the distributed DNS database maintain translation tables of 
domain names and their corresponding IP addresses. A data record from the table is referred to 
as a resource record (RR). An Authoritative name server contains the resource records for the 
hosts within its own administrative domain. A Root name server contains the resource records 
for Intermediate and Authoritative name servers. The example below illustrates the translation 
process of a domain name to an IP address.298

1. The requesting host asks the local name server for the IP address of a requested host
2. The local name server does not contain a resource record for the requested host and 

makes a recursive request to the root name server
3. The root name server knows the intermediate name server for the requested host’s 

domain and refers the local name server to this name server
4. The local name server makes an iterative request to the intermediate name server The 

intermediate name server makes a recursive request to the authoritative name server
5. The authoritative name server responds with the requested host’s IP address The 

intermediate name server creates a resource record for the response in its own cache 
memory and forwards the host IP address as a response to the request (4)

6. The local name server creates a resource record for the response in its own cache 

297http://gnso.icann.org/faq.shtml
298Example taken from: Kurose & Ross 2003, p. 128.
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memory and forwards the host IP address as a response to the request (1)

Initial DNS table data entry can be performed manually by the administrator. Thereafter, the 
tables are updated dynamically by means of special-purpose DNS update messages.299

DNS and traffic data.  Internet services such as WWW and e-mail  can in theory function 
without the domain name system (DNS). The user then needs to know the IP address of the 
web page or mail server. In practice, ISPs translate domain names for their users and in so 
doing, DNS has become an inextricable component of their services. In this respect, DNS 
interrogation constitutes traffic data – both DNS protocol data and any associated records in 
server log files.

E-mail

E-mail  is  associated  with  the  early  history  of  computer  communications  and  the  UNIX 
operating system dating back to the late 1960s. E-mail constituted the most important form of 
internet usage until the mid 1990s until WWW catered for the breakthrough of internet into 
the mainstream. Technically,  e-mail  consists  of two components,  a mail  server and a user 
agent, and several communication protocols.

A mail server can be compared to a post office where outgoing mail is sent to other post 
offices and incoming mail is forwarded to P.O. boxes. Sending e-mail between mail servers is 
achieved using the SMTP protocol (simple mail transfer protocol).

The mail server forms the core of the e-mail infrastructure. Users have their own mailboxes 
on their ISP’s mail server. The mailbox is the user’s letterbox to which incoming e-mail is 
delivered and stored until the user agent retrieves the awaiting e-mail. The mail server has a 
queue  for  outgoing messages.  If  the  destination  mail  server  cannot  be  reached,  then  the 
outgoing server keeps the message and makes a second attempt after a certain interval. The 
SMTP protocol between mail servers works on a client-server principle where the sending 
mail server acts as the client.

The commonly adopted standard for SMTP is included in an IETF RFC, but the technical 
protocol dates back to the 1970s.300 Due to its legacy, SMTP has several serious limitations, 
e.g. the protocol header and the message content may only contain basic text symbols, i.e. 
those standardly encountered on a keyboard. This means that any other content (DOC, GIF, 
JPEG, ZIP, MP3, etc.) first needs to be encoded into pseudo-text before it can be transmitted 
by e-mail.

Figure 33 illustrates e-mail processes in four steps.301

1. Alice opens her e-mail user agent, e.g. Thunderbird, enters Bob’s e-mail address, e.g. 
bob@hamburger.edu, composes a text message and instructs the user agent to send the 

299IETF RFC 2136, April 1997, Dynamic Updates in the Domain Name System (DNS UPDATE).
300IETF RFC 2821, April 2001, Simple Mail Transfer Protocol.
301Example taken from: Kurose & Ross 2003, p. 109.
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message. Alice’s user agent sends the message to her mail server where it is placed in 
the queue.

2. The SMTP client side on the outgoing queue of Alice’s mail server establishes a TCP 
connection with Bob’s SMTP server. After the exchange of several opening messages, 
the SMTP client sends Alice’s message across the TCP connection.

3. Bob’s mail server places the message received in Bob’s mailbox.
4. When Bob opens his user agent, it retrieves the awaiting messages from the mail 

server and Bob’s user agent displays the retrieved message.

The SMTP protocol can be viewed as a dialog between computers, similar to HTTP. The lines 
below illustrate a fictitious SMTP communication between Alice and Bob’s mail servers. It is 
evident how the SMTP protocol (a readable computer dialog) encapsulates the information 
file (several rows following the subject line) as an envelope:

Server: 220 hamburger.edu
Client: HELO crepes.fr
Server: 250 Hello crepes.fr, pleased to meet you
Client: MAIL FROM: <alice@crepes.fr>
Server: 250 alice@crepes.fr ... Sender ok
Client: RCPT TO: <bob@hamburger.edu>
Server: 250 bob@hamburger.edu ... Recipient ok
Client: DATA
Server: 354 Enter mail, end with "." on a line by itself
Client: Subject: ketchup or pickles
Client: From: alice@crepes.fr
Client: To: bob@hamburger.edu
Client:
Client: Hi Bob,
Client: Do you like ketchup? How about pickles?
Client: Alice
Client: .
Server: 250 Message accepted for delivery
Client: QUIT
Server: 221 hamburger.edu closing connection

Access  to  E-mail.  The  most  common  setup  involves  mail  servers  being  managed  by 
institutional ISPs. These mail servers are run continuously so that incoming e-mail can be 
delivered  to  recipient  mailboxes  immediately.  Most  users  do  not  however  keep  their 
computers permanently turned on. When a user goes online, mail access protocols are used to 
receive and send e-mail. Three methods are used to access ISP mail servers – POP, IMAP and 
HTTP.

POP (post office protocol) is a simple method for accessing mail servers.302 A POP session is 
established  over  a  TCP connection  in  three  phases  –  authorization (user  identification), 
transaction (sending outgoing and receiving incoming messages to and from the mail server) 
and updating (removing marked messages from the user’s mailbox).

IMAP provides extensions to the basic options provided by POP.303 IMAP allows incoming 
messages already in the mail server’s mailbox to be sorted into directories. This can provide 
benefits  to  mobile  users  who can  select  in  advance  from which  directories  they wish  to 

302IETF RFC 1939, May 1996, Post Office Protocol – Version 3.
303IETF RFC 2060, December 1996, Internet Message Access Protocol – Version 4 Rev. 1.
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retrieve e-mail depending on their current location.

Webmail  (HTTP)  was  introduced  in  the  mid  1990s  by Hotmail.  The  web  browser  then 
becomes the user agent and the communication protocol used between the browser and the 
mail server is HTTP.

Spam Filtering. At first sight, it would seem simple enough to filter unwanted e-mail (spam) 
at the server by configuring the SMTP server to remove all e-mails form unwanted senders. 
The  problem  with  this  approach  is  that  the  SMTP  header  line  MAIL FROM:  can  be 
manipulated by the sender.

A major portion of all spam is sent with fake sender addresses, which allows spammers to  
remain out  of  range.  The situation differs  significantly with telephony where calling line 
identification is  determined by the provider’s  network and cannot  be manipulated by the  
caller. A new technical standard DKIM (domain keys identified mail) is intended to combat  
the problem of fake sender e-mail addresses.304 The e-mail contains an encrypted signature 
beneath the message header that that can be verified by the recipient by retrieving the sending 
server’s public key using DNS. The recipient verifies whether the sender is authorized to send 
the message from the server in question.

Current  practices concerning spam filtering involve the SMTP server determining a  spam 
score  for  each incoming e-mail  that  indicates  the  probability that  the  message  should  be 
considered  as  spam.  The  spam  score  is  calculated  based  on  several  message  content 
characteristics  and  by querying  an  international  blacklist  of  infamous  spam servers.  The 
SMTP server then has the option to refuse the connection from servers on the blacklist. The 
SMTP server adds an extra header line to the all the received e-mails:

X-Spam-Score: 5.284 (*****)
It is then up to the user agent, i.e. the user’s e-mail application, to categorize the e-mail as 
spam, e.g. if the spam score is higher than 3, and to take appropriate action, e.g. to move the e-
mail to a separate folder.

MIME.  SMTP relies  on  regular  text  for  message  content.305 Moreover,  SMTP does  not 
support any other forms of content. In order to send audio and visual material, it is necessary 
to  add  extra  functionality  that  converts  all  non-textual  content  to  pseudo-text  and  then 
translates it back into its original format at the receiving end. The most common technique 
used for  this  purpose is  MIME (multi-purpose internet  mail  extensions).306 MIME can be 
summarized  as  being an added protocol  layer  in  the  user  agent  that  converts  multimedia 
content for sending by e-mail.

The recipient’s user agent interprets the MIME header and takes the appropriate action to 
display multimedia content to the user in the correct fashion. For example, a JPEG image can 
be compressed and displayed in the message body, an MP3 file can be associated with the 
computers MP3 player and displayed as an icon in the text, etc.

E-mail  and Traffic  Data.  ISPs have grounds for  processing SMTP and the  protocol  that 

304IETF RFC 4871, May 2007, DomainKeys Identified Mail (DKIM) Signatures.
305The characters used should belong to the basic set of ASCII characters (American Standard Code for 

Information Interchange).
306IETF RFC 2045, November 1996, Multipurpose Internet Mail Extensions (MIME) Part One: Format of 

Internet Message Bodies; IETF RFC 2046, November 1996, Multipurpose Internet Mail Extensions (MIME) 
Part Two: Media Types.
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provide access to e-mail messages on the server. As such, these protocols constitute traffic 
data.

By  adopting  practices  such  as  assigning  spam  scores,  ISPs  also  enter  the  arena  of 
communication  content.  Assigning spam scores  does  not  belong to  a  provider’s  essential 
functions – supposedly, such actions are taken with the permission or at the request of the 
user.

Translation of binary content to pseudo-text for SMTP purposes is carried out at the end-users’ 
computer systems; hence, MIME constitutes communication content. An ISP that checks e-
mail traffic for computer viruses or even filters undesirable content such as pornography or 
violent material is then processing data from MIME. Activities such as content filtering and 
virus/spam detection do not form part of the provider’s essential functions since it is not mere 
conduit,  caching  or  hosting.  Data  processing  activities  relating  to  content  filtering  and 
spam/virus detection do not constitute traffic data.

WWW

The WWW (worldwide web) was the killer application that launched the internet into the 
public and business arena. WWW was developed by Tim Berners-Lee and Robert Caillau, and 
consisted of two basic elements – electronic document creation, HTML (hypertext mark-up 
language) and a communication protocol, HTTP (hypertext transfer protocol).

HTTP exchanges HTTP messages between web clients (user agent or web browser) and a web 
server. A webpage (object) consists of one or more elements. An object is simply a computer 
file, e.g. HTML, JPEG, GIF or MP3, and is addressable by means of a URL, for example:307

http://www.someschool.edu/somedepartment/picture.gif

The object is stored on the server www.someschool.edu, and the path to the object on this 
server is /somedepartment/picture.gif. Most webpages consist of an HTML file and a number 
of related objects.

If a user enters a URL in the address field, then the browser calls on the DNS service to 
translate the domain name into an IP address. On receiving the IP address, the browser sends 
an HTTP request message. The message looks something similar to the following dialogue:308

GET /somedir/page.html HTTP/1.1
HOST: www.someschool.edu
Connection: close
User-agent: Mozilla/4.0
Accept-language: fr

The HTTP header is made up of regular text lines. The first line (request line) indicates the 
type of message (method). The most common method is GET whereby the user agent requests 
a certain webpage. The POST method is often used if the user has to fill in an electronic form 
whereby the content of the form’s data entry fields are sent in the entity body that follows the 
header rows.

The  Accept-language  line  indicates  the  user’s  preferred  language.  In  the  example  shown 
above, if the French version of the requested object is available, then the web server will 

307Example taken from: Kurose & Ross 2003, p. 89.
308Example taken from: Kurose & Ross 2003, p. 96.
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return the French-language version.  Otherwise,  the default  version will  be sent  back. The 
response from the web server might look as follows:

HTTP/1.1 200 OK
Connection: close
Date: Thu, 06 Aug 1998 12:00:15 GMT
Server: Apache/1.3.0 (Unix)
Last-Modified: Mon, 22 Jun 1998 09:23:24
Content-Length: 6821
Content-Type: text/html

<entity body>

The first line (status line) indicates that the web server is sending the requested object. The 
Last-modified line refers to the time at which the object was placed on the server. This line is  
used for caching objects on the user’s computer or on special-purpose cache servers (proxy 
servers). The requested data (object) is sent in the response message’s entity body.

Users’ computers or proxy servers managed by organizations or ISPs can temporarily store 
requested objects. Caching reduces the load on the provider’s network and reduces response 
times for loading webpages. A web cache or proxy server then supplies the requested object 
on behalf of the actual web server.

A web cache is  a  temporary data  store in  which copies  of  recently requested objects  are 
placed. Most web browsers can be configured so that all HTTP requests are initially sent to 
the ISP’s proxy server or organization’s cache server Only if the requested object cannot be 
found in the cache, does the web cache then look to the actual web server and request the 
requested document. The cache server then acts as an authorized web server, but also as a web 
client. Web caches can also collaborate with one another using ICP (internet caching protocol) 
to exchange objects.309

An object in a web cache expires if the original object on the actual web server changes or is 
removed. HTTP has a method that ensures that the browser always displays the most current 
version of the requested object – conditional GET. This method involves an extra line in the 
request message to the actual web server where the object is located:

If-modified-since: Mon, 22 Jun 1998 09:23:24

If the requested object has not been altered since the date and time indicated, then the web 
server responds with:

HTTP/1.0 304 Not Modified

The entity body in the response message is empty and the browser displays the object from the 
cache.

Institutional providers can implement web-caching methods whereby each HTTP request is 
first delivered to a centralized web cache.310

Search Engine Method. If an internet search engine uses the GET method, then the user’s 
search  terms  are  sent  as  the  requested  object  in  the  request  line.  For  example, 
http://www.google.com/search?q=diabetes+medication. If the POST method were used, then 

309IETF RFC 2186, September 1997, Internet Cache Protocol (ICP), Version 2.
310This method also provides a means by which to block certain web pages.
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the message content ‘diabetes medication’ was sent in the entity body (the HTTP message’s 
content).

User Verification. Certain websites prompt users to authenticate themselves using a username 
and  password  before  granting  them access  to  the  requested  object,  e.g.  webmail,  private 
member websites.  The web client  first  sends a regular HTTP request  to  the website.  The 
server responds with status code 401 (authorization required). The response message contains 
a WWW-Authenticate line stating the required method of verification – generally a username 
and password. The browser then displays a pop-up window in which to enter a username and 
password,  and  sends  a  new request  message  with  an  Authorization  line  –  username and 
password. All subsequent requests to the web server then contain this extra line until the user 
closes the user agent (browser).

Internet Cookies. Internet cookies are a method by which websites gather data about their 
visitors’ surfing patterns.311 Cookies form an important tool for internet advertising and e-
commerce. The cookie system is made up of four elements:

• a database on the web server
• a cookie header line in the HTTP response message
• a cookie header line in the HTTP request message
• a cookie file placed on the user’s computer used by the browser.

Cookie processing will be illustrated using an example.312

A user visiting an e-commerce website for the first time is assigned a unique identification 
code in the HTTP response from the web server’s database. The response header line might 
look as follows:

Set-cookie: 1678453
The receiving  browser  adds  a  line to  the cookie  file  with  the  server’s  hostname and the 
identification code received. The browser then places a header line in the request message 
every time the user visits this e-commerce site again in future from the same computer (and 
browser).

Cookie: 1678453
The website does not have to know the personal identity of the visitor, but it can make a start  
on  creating  a  profile  of  the  user’s  interests.  All  HTTP requests  from User  1678453  are 
recorded in the website’s database. If the user should enter any personal details at a later date 
via an electronic form on the website, then the user’s details are suitable for direct marketing 
purposes. This is also the technique utilized by e-commerce sites to enable one-click shopping 
services – the user’s personal details can be identified by the provider using cookies.

Advertising companies place banners (most often images) on websites or portals that link to 
an object on the advertising company’s web server. If a user clicks a banner, then the web 
server places a cookie on the user’s computer. The company then knows from which website 
the banner was clicked and if the user clicks on a banner from the same company again on 
another website, then the advertising company’s database recognizes the user using cookie 
identification.  The  visited  website  is  then  added  to  the  user’s  personal  interest  profile. 

311IETF RFC 2109, February 1997, HTTP State Management Mechanism.
312Example taken from: Kurose & Ross 2003, p. 100-101.
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Advertising companies that advertise on many different websites and portals can gather quite 
detailed information about user surfing patterns.

HTTP  is  a  stateless  protocol,  i.e.  the  web  server  sends  the  requested  object  without 
administering traffic data about the clients’ requests.  Hence, the web server is free of any 
administrative burdens required to process such data, which in turn improves the performance 
of heavily loaded web servers. Information service providers may want to gather personal data 
about the visitors to their websites. The cookie system provides a solution in this respect.

HTTP payload. Above HTTP, there is a variety of different applications. The cornerstone of 
the WWW is internet surfing. HTTP works based on objects, i.e. computer files of different 
formats, e.g. HTML, XML, DOC, GIF, JPEG, ZIP, MP3, Java applets, etc. HTTP is also used 
for streaming audio and video content and for peer-to-peer file sharing.

Internet multimedia. Internet multimedia or streaming audio/video forms a popular family of 
internet  applications  that  impose  a  significant  burden  on  the  public  internet’s  available 
resources.  In  the  case  of  streaming  audio  or  video,  a  web  client  places  a  request  to  a 
multimedia file on a special-purpose streaming server (Figure 34).313

1. The  user  clicks  a  hyperlink  for  the 
audio/video file.  The hyperlink points to a 
metafile  with  the  URL  of  the  actual 
audio/video file.

2. The  HTTP response  contains  the  metafile 
with  a  content-type  header  line  indicating 
the specific audio/video application.

3. The client browser starts  the media player 
and  passes  the  content  of  the  response 
message (the metafile) to the media player.

4. The media player contacts the streaming server and requests the media file.
5. The streaming server streams the media file across a TCP connection or using UDP. 

The user can pause, resume of cancel streaming.

RTSP (real-time streaming protocol) allows the user to control the media stream, i.e. play, 
pause, resume, stop. Technical specifications leave it open as to whether the RTSP control 
messages are sent by TCP or UDP.314

RTP  (real-time  protocol)  is  used  to  encapsulate  media  data 
segments  being  sent  to  the  client  system.315 The  RTP  header 
contains  technical  information  about  the  media  stream  (digital 
encoding method), a numbering system for restoring the correct 
packet sequence, a time stamp to glean uneven data flows, and an 
RTP source ID.

RTP  also  has  its  own  control  protocol,  RTCP  (RTP  control 
protocol) that provides data stream statistics for the multimedia 
application.  During  multimedia  multicast  sessions,  RTCP 
messages  are  sent  to  all  participants.  RTP and  RTCP session 

313Example taken from: Kurose & Ross 2003, p. 533-535.
314IETF RFC 2326, April 1998, Real Time Streaming Protocol (RTSP).
315IETF RFC 1889, January 1996, RTP: A Transport Protocol for Real-Time Applications.
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packets use the same multicast address. RTP and RTCP packets are identified by their port 
numbers.

Internet broadcast. Certain communication applications require simultaneous delivery of data 
to a group of recipients originating from a single source – data multicasting. Examples of such 
applications include certain computer network games, delivery of stock exchange messages 
and audiovisual data streams to groups of distributed participants. There are two types of data 
multicasting – one-to-all unicast and explicit multicast.316

For  one-to-all  unicast,  the  source  uses  separate  unicast  connections  to  each  individual 
recipient.  Data  streams  are  routed  from  the  source  across  individual  point-to-point 
connections. This system of internet broadcasting is the simplest – it does not require any new 
internet  functionality and the technical  broadcasting functionality is  located at  the source, 
outside of the public internet.

From a  technical  point  of  view,  considering  the  internet  as  a  broadcasting  network,  this 
method  can  be  highly  inefficient  if  excessive  parallel  connections  need  to  be  made 
transporting the same data stream to destinations in the vicinity of one another (Figure 36).

Explicit multicasting involves only a single data stream from the source to a special multicast 
router on the internet. The data stream is only replicated downstream of the multicast router 
from where separate connections are initiated with the hosts at the end points (Figure 37).

This multicasting method makes efficient use of public internet resources. On the other hand, 
it requires a higher level of complexity due to the additional functionality needed to manage 
the multicast groups. Supplementary protocols are required to establish and manage multicast 

316Kurose and Ross also refer to a third type – application-level multicast. As part of application-level multicast, 
some recipients have to replicate data and forward it to other recipients – daisy chaining. [Kurose & Ross 
2003, p. 375-391].
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groups, and to address individual users. Three such internet multicast protocols include:

• IGMP (internet group management protocol) provides the mechanisms by which a host 
informs the router about the applications that need to be associated or left out from a 
specific multicast group;317

• PIM (protocol-independent multicast) manages routers within an autonomous system 
(AS) that are part of a multicast group;318

• DVMRP (distance vector multicast routing protocol) is the de facto inter-AS-multicast 
routing protocol.319

WWW and traffic data. WWW thus forms another gray area with regard to the question as to 
whether it constitutes traffic data. Providers sometimes process these protocols as part of their 
essential functions, sometimes they do not. In terms of providing mere conduit, the provider 
generally has no grounds for processing HTTP headers. In practice, caching or hosting implies 
that ISPs actually process HTTP data.

In all  cases, the HTTP protocol payload constitutes communication content.  This includes 
text, images, sound, etc. – information files for which editorial responsibility rests with users. 
Cookie technology does not constitute traffic data either. Providers do not process cookies in 
the sense that they take any form of responsibility for these data.

An ISP that filters WWW traffic based on certain forms of content (violence, pornography, 
etc.)  uses  proxy  server  technology  to  intervene  at  a  communication  content  level. 
Communication content filtering does not constitute part of the provider’s essential functions 
and as such, is not classified as traffic data.

Multimedia protocols belong to the WWW family of protocols. Providers can cache or host 
multimedia data. As soon as the provider provides such services, then multimedia protocols 
constitute traffic data.

For internet broadcasting, it depends on the method of broadcast as to whether this constitutes 
traffic data. For one-to-all unicasting, the functionality exists at the information provider’s 
server – it is not apparent to the ISP that this involves any form of internet broadcasting. 
Hence, this does not constitute any form of special broadcasting traffic data.

This is not the case however for explicit multicasting. It then becomes the provider’s task to 
establish and manage multicast groups. The abovementioned multicast protocols constitute 
traffic data because the provider processes protocol data in  order to  perform, invoice and 
manage the multicasting system.

A public service based on multicast routing can be implemented for television broadcasting 
over ASDL. The available ADSL transmission bandwidth is limited and dependent on local 
circumstances.  Whereas satellite,  cable and fiber-optic  network can simultaneously supply 
bundles to users consisting of dozens of programme signals, ADSL can only simultaneously 
transmit a few signals of television quality at most. In order to access the entire range of 
programmes,  users  have to  select  the transmission  signal  remotely,  i.e.  use of  the remote 
control then constitutes part of traffic data.

317IETF RFC 2236, November 1997, Internet Group Management Protocol, Version 2.
318IETF RFC 2362, June 1998, Protocol Independent Multicast-Sparse Mode (PIM-SM): Protocol 

Specification.
319IETF RFC 1075, November 1988, Distance Vector Multicast Routing Protocol; IETF RFC 2715, October 

1999, Interoperability Rules for Multicast Routing Protocols.
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Internet telephony – VoIP

There are two very different technical standards available for internet telephony – SIP and 
H.323.  SIP  is  a  lightweight  technology  and  more  in  line  with  other  popular  internet 
applications. H.323 is an all-encompassing umbrella specification covering several technical 
standards. H.323 is closer to concepts used by traditional telecom operators.

SIP (session  initiation  protocol)  provides  the  means  to  establish  conversations  between a 
calling party and a called party across the internet. The calling party invites the called party for 
a conversation. In the background, the calling and called parties’ clients negotiate the technical 
communication  parameters.  SIP  also  has  mechanisms  for  the  calling  party’s  client  to 
determine the called party’s current IP address.

The following example illustrates the sequence of events for a normal call using SIP.320

4 Alice sends a SIP INVITE (comparable to an HTTP 
request) to her SIP proxy server. The message contains Bob’s 
SIP address,  e.g.  bob@mydomain.com,  Alice’s  IP address, 
technical  preference  parameters  for  Alice’s  client  and  a 
random port number on which the conversation is anticipated.
5 Alice’s SIP proxy server requests a translation of the 
address  to  an  IP number  from  the  SIP registrar.  The  SIP 
registrar’s name server (comparable to DNS) returns the IP 
address for Bob’s proxy server back to Alice’s proxy server.
6 Alice’s INVITE is  forwarded to Bob’s proxy server. 
Bob’s proxy server contains all the current details for Bob’s 
SIP client and knows whether this  is  available for calls.  In 
addition, the proxy server knows Bob’s temporary IP address 
that was assigned when Bob open his SIP client.
7 Bob’s  SIP proxy server  replaces  Bob’s  SIP address 
with his IP number and forwards the SIP INVITE to Bob’s 
SIP client. Bob’s SIP client issues a response, 200 OK, to his 
SIP proxy server indicating that the call can be accepted. The message contains the random 
port number on which the conversation is anticipated.
8 Bob’s response is sent back to Alice’s proxy server.
9 Alice’s SIP proxy server forwards the response to her SIP client on the common port 
number for SIP – 5060.
10 On receiving Bob’s response, Alice’s SIP client sends a confirmation message (not 
shown in the figure) and initiates the conversation by means of VoIP (voice over IP). The 
conversation does not continue via the SIP proxy servers, instead, it  is  conducted directly 
between the hosts.

SIP is a protocol for internet telephony signaling – initiating and terminating calls. It can be 
used for speech and video, teleconferencing and simple text messaging.

H.323 is  an  integrated  suite  of  protocols  for  multimedia  communications.  It  consists  of 
technical standards for user authentication (H.235), signaling (Q.931, H.225, H.450), PSTN 
gateways (H.324), transport (RTP) and transmission codes (G.700 series, H.261, H.263).321

320Example taken from: Kurose & Ross 2003, p. 559-563.
321Korpi & Kumar 1999.
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H.323  constitutes  an  umbrella  standard  for  real-time  audio  and  video  communications 
between internet hosts and/or with regular PSTN/ISDN telephones. An H.323 gatekeeper can 
be compared to a SIP registrar.

H.323 is  a comprehensive and complex collection of technical standards originating from 
regular bodies responsible for telephony standardization (ITU-T, ETSI). SIP was conceived by 
the  IETF and  has  characteristics  of  the  loose  design  philosophy of  the  internet.  Internet 
telephony, or VoIP, is developing rapidly. Lightweight SIP methods currently have an edge on 
the heavyweight H.323 approach.322

Internet  telephony  and  traffic  data.  H.323  protocols  constitute  traffic  data  analogous  to 
telephony SS7 signaling. The same reasoning applies to the communication protocols used 
with  SIP  proxy  servers  and  a  registrar.  It  should  be  noted  that  these  functions  do  not 
necessarily have to be fulfilled by institutional providers – even regular users can manage a 
SIP proxy server or act as SIP registrar.

Peer-to-peer – P2P

Peer-to-peer is a collective term for various forms of communication whereby users log on to 
an ad hoc network to make files available to the community and to be able to search for files 
from other users. P2P (peer-to-peer) differs in two respects to WWW communication. Firstly, 
the P2P application on the user’s computer alternately acts as a client and a server – in the 
WWW world, the user is always the client, the requester and the person taking the initiative to 
establish  communication.  Secondly,  P2P  differs  with  respect  to  its  ad  hoc  nature.  The 
networking community is in a continual state of flux with participants joining and leaving – in 
the WWW world, this applies to users but not to the servers that remain permanently online.

The dynamics of P2P networks give rise to certain technical and organizational challenges. 
These relate to questions such as how a user joining the network makes him/herself know and 
can  interact  with  the  community  of  P2P hosts  currently  active,323 and  how  to  structure 
effective and efficient directory services (locating a specific file or user). These technical, 
organizational  and  legal  issues  mean  that  P2P network  technology is  still  in  a  state  of 
upheaval. This form of communication has also become extremely popular in a very short 
space of time – it is estimated that more than half of all internet data traffic is generated by 
P2P applications.324

A differentiation should be made between direct communications between individual users, 
e.g. music file transfer, and the exchange of control messages for connecting new users or 
locating requested files.325 P2P networks exist in three basic forms:

I. Centralized management, e.g. Napster;
II. Distributed management, e.g. Gnutella;
III. Hybrid structures, e.g. KaZaA, Skype, BitTorrent.326

322Voznak 2000, p. 3.
323The challenge is that participants joining the network do not have a fixed IP address. An entirely different 

issue relates to addressing P2P users within a network using NAT (network address translation).
324http://www.joltid.com/index.php/peercache
325This differentiation also exists in the world of telephony – the conversation channel established between users 

v. the signaling system for call control purposes.
326Kurose & Ross 2005, p. 79; p.141-151.
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Centralized  Directory. An obvious  solution  for  locating files  is  to  maintain  a  centralized 
directory service. New participants log on to one of the centralized servers with their current 
IP address and a list of the files they have available for sharing. Several IP addresses are 
dynamically assigned to every object name in the central database. File name requests are 
made via the database, but the actual file transfer takes place between the peers without any 
intervention from the central server (Figure 39-I).

Napster is an example of this type of P2P file sharing. Soulseek only uses the central server to  
log on to the network. Search requests are then distributed among peers327.

A different method is used by BitTorrent where files can be downloaded from and distributed 
to other peer computers. A user downloading a file simultaneously makes pieces of this file 
available for upload to other users. This is one of BitTorrent’s distinguishing features, i.e. the 
technical process by which a larger file is  fragmented. The downloading user’s BitTorrent 
client downloads the file fragments from several peers in parallel and reassembles these into 
the original file. Any single peer does not necessarily have the complete information file, only 
parts of the whole file. These are simultaneously made available in pieces or chunks to other 
downloaders.

BitTorrent appears to be an effective technology for large-scale distribution of very large files 
such as software packages,  e.g.  Linux,  OpenOffice,  etc.  or entire movies.  Users require a 
BitTorrent client – an application that establishes P2P communication. In order to download a 
file, the user visits a torrent website, e.g. http://distribution.openoffice.org/p2p/. Here, the user 
can download a small file, a torrent metafile, that the user enters into the BitTorrent client. 
The BitTorrent client uses the torrent metafile to download the required information file in 
pieces from multiple peers.

A BitTorrent tracker is  a server that helps downloaders to locate one another. They use a 
simple protocol on top of HTTP in which a downloader provides technical information about 
the file that it is downloading and the port number to use.328 The tracker responds with a list of 
contact  details  for  peers  that  are  downloading  the  same  information  file.  BitTorrent 
differentiates between those peers that have the whole file, seeds, and peers that only have 
pieces of the file, downloaders, and are still busy downloading the rest of the file. The ad hoc 
community of peers that cooperate with one another to exchange a certain file is referred to as  
a BitTorrent swarm. A tracker maintains details about the peers participating in a swarm. A 

327Backx et al. 2002, p. 1-2.
328Cohen 2003, p. 2.
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new peer wishing to participate in the download of a file is referred to a tracker by the web 
server’s torrent metafile. The tracker then refers the peer to several random participating peers 
in the corresponding swarm. The peer establishes links to a large number of peers including 
those peers that the tracker identified, as well as their peers. Every peer keeps track of which 
pieces the other peers have.329

Clients  periodically  report  to  the  tracker  and  receive  information  in  return  about  other 
available peers. A tracker is not directly involved in data transfer and does not hold a copy of 
the information file. A BitTorrent index site provides a list of torrent files in combination with 
a search engine for these files. Supplying new torrents made to BitTorrent trackers also takes 
place via BitTorrent index sites. Well-known BitTorrent index sites include The Pirate Bay 
and Mininova.330

Distributed  Searching.  Decentralized  P2P networks  –  the  pure  form of  P2P –  face  the 
inherent  challenge  of  bootstrapping,  i.e.  how  does  a  new  participant  locate  an  existing 
network of participants? A new participant needs to have a list of IP addresses to try out, or 
he/she has to contact a website or central server that nonetheless maintains the IP addresses of 
connected participants. Decentralized management refers to the method by which connected 
participants locate files within the P2P network.

Gnutella searches for computer files without querying a central directory server. In practice, a 
Gnutella  client  is  only connected  to  a  few other  participants  using  the  Gnutella  protocol 
(Figure 39-II). A participant looking for a certain file sends a keyword in a Gnutella request to 
all adjacent peers who in turn forward the request to their adjacent peers – this is referred to as 
request flooding. To prevent the network from becoming overloaded by a swelling number of 
requests, each request has a counter, which is decremented for each hop the request makes. 
Once the counter has reached zero, the request is eliminated – limited scope query flooding. 
The probability that a requested file present somewhere on the Gnutella network is actually 
found, is not particularly high.331

These pure applications of distributed searching are less popular because of their minimal 
search effectiveness and efficiency. An exception to this rule is the Freenet application that 
provides a very high degree of anonymity when exchanging P2P files. Freenet achieves this by 
sending  files  via  other  P2P computers,  instead  of  directly.332 Freenet  does  not  give  the 
computer user any control over the files shared – the application saves or removes shared files 
autonomously, dependent on requests from other users. Freenet also stores and sends its P2P 
files encrypted.333

Hybrid Searching. The file sharing network KaZaA draws on techniques used by Napster and 
Gnutella. KaZaA does not use central directory servers, but there are still differences between 
individual peers. KaZaA recognizes two types of peers. Powerful peers with fast computers 
and high-bandwidth  internet  connections  are  designated  as  super  nodes  (SN).334 Ordinary 
nodes (ON) are managed by an SN (Figure  39-III).335 Any single SN can manage up to one 

329Parvez, Williamson, Mahanti, Carlsson 2008, p. 302.
330Many BitTorrent websites act as both tracker and index. 
331Kurose & Ross 2005, p. 79; p.145.
332Backx et al. 2002, p. 2.
333http://freenetproject.org
334The user has the option to prevent KaZaA designating his or her computer as a super node. [KaZaA 2005].
335Liang, Kumar & Ross 2004, p. 1.
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hundred ONs.336

A peer logs on to the KaZaA network establishing a TCP connection with an SN and informs 
the SN about the files it has available for file sharing.337 Compared to Napster, an SN is a 
small-scale  directory server  that  also  acts  as  a  regular  peer.  SNs  communicate  with  one 
another across TCP connections to establish an overlay network of SNs. On receiving a search 
request,  an  SN  first  queries  the  database  of  files  being  shared  by  the  ONs  under  its 
administration.  Only if this does not generate any hits,  is the search request forwarded to 
neighboring SNs.338

Signaling traffic between peers consists of messages required to maintain the KaZaA (overlay) 
network, data from the distributed database of shared files and the HTTP messages containing 
advertisements. Peers exchange lists of SNs as part of the signaling traffic. An ON keeps track 
of approximately 200 SNs, whereas an SN keeps track of several thousand SNs.339

A pertinent question is what would happen to the KaZaA network if the company in charge, 
Sharman Networks, ceased operating for legal reasons? Many KaZaA users have a KaZaA 
Lite application installed instead of the official Sharman Networks’ product, KaZaA Media 
Desktop (KMD). It is conceivable that the network would continue to operate independently – 
in  some form or  another  –  without  an owner or  institutional  provider,  due to  its  heavily 
decentralized structure.340

KaZaA technology is based on software and protocols developed by FastTrack. The success of 
several hybrid P2P systems, e.g. KaZaA, Grokster, iMesh, has confronted ISPs with enormous 
volumes of FastTrack data traffic. PeerCache – developed by Joltid – is a system that caches  
FastTrack-based P2P traffic at the ISP, thus saving on international transmission links.341

Skype  is  a  VoIP  application  that  uses  P2P  networks.  The 
application  was  developed  by  KaZaA in  2003  and  grew  to 
become a highly popular form of internet telephony providing 
fair quality and in most cases free of charge.

Skype  technology  is  largely  based  on  the  same  file  sharing 
principles as its predecessor, KaZaA – a hybrid overlay network 
of  ordinary nodes  and  super  nodes.  Any peer  with  sufficient 
computer capacity can become an SN. An ON that goes online 
contacts an SN and logs on to a Skype login server.342 The Skype 
login  server  is  not  a  Skype  peer,  but  a  central  database  of 
usernames and passwords. In this respect, the Skype network can 
be compared to the Napster network. Search requests and data 

about online users are distributed and stored.

Skype uses the Global Index method – a third-generation P2P technology – that can trace any 

336Kurose & Ross 2005, p. 79; p.147-148.
337An ON’s file data includes the file name, file size, content hash (unique verification number) and several file 

descriptors, e.g. artist name, album, etc. File descriptors are used for searching; content hash is used for 
HTTP download requests. [Liang, Kumar & Ross 2004, p. 2].

338Liang, Kumar & Ross 2004, p. 1-2.
339Ibid.
340Kurose & Ross 2005, p. 151.
341Leibowitz et al. 2002, p. 1.
342Baset & Schulzrinne 2004, p. 112.
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user that has logged on to the Skype network in the previous 72 hours. Skype telephony does 
not have any internet counterpart to the telephone exchange – a costly element in terms of 
investment and management. Telephone connections are established by the peers themselves.
343

P2P and traffic data. In general, a provider merely transports P2P communications and has 
therefore no involvement in the P2P protocols. In certain cases, a provider may implement 
caching for temporary storage of frequently requested computer files. Only then,  does the 
provider have grounds to process P2P protocols as part of its essential functions. In practice 
however, systematic P2P caching is  not widely implemented.  Instead,  it  is  more a chance 
circumstance, than a systematic procedure. The grounds for caching would appear to be rather 
weakly based and therefore P2P protocols are classified as borderline – yet somewhere in the 
gray area between traffic data and communication content.

Process layer conclusions

The situation is clear for the AAA, DNS, e-mail and internet telephony protocol clusters – 
these constitute traffic data.  The WWW and P2P protocol  clusters are borderline – if  the 
provider  implements  caching or  hosting,  then these clusters  theoretically constitute  traffic 
data, otherwise they constitute communication content.

Tier-2 ISP networks

A Tier-2 ISP network generally consists of multiple servers, a LAN with switches and routers,  
and transmission systems to the POPs (points of presence) and to peering ISPs.

A POP consists of a RAS (remote access server) – the system for aggregating end-user traffic 
and transmitting it to the servers on the ISP’s central network. The RAS acts as a RADIUS 
client for ISP user identification purposes. Traffic is routed in the ISP’s central network to the 
appropriate servers – traffic to other ISPs is forwarded via a special-purpose interconnection 
router using BGP (border gateway protocol).

In practice, providers often log the communication traffic passing through their servers for 
traffic management purposes.344

343Ibid.
344Stratix 2003, p. 2, 68-74.
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4.1.3 Technical outline of internet traffic data
The  concept  of  internet  traffic  data  will  be  analyzed  in  light  of  the  provider’s  essential 
functions along previously established lines. This involves traffic data required to perform the 
service agreement with the user,  for billing and verification of the service,  and for traffic 
management and network maintenance.

Traffic data to perform the service agreement

Traffic  data  for  performing  internet  services  involves  data  found  within  the  internet 
communication  protocols.  In general,  this  is  temporary data,  i.e.  data  that  is  immediately 
processed without storage for later retrieval. Which protocols constitute traffic data and which 
communication content? A challenge is the overwhelming number of protocols, their technical 
complexity and their level of abstraction. There is a danger of becoming entrenched in long 
lists  of technical  abbreviations.  For this  reason, and for clarity’s sake,  the communication 
protocols at the Process layer have been grouped into six clusters:

1. access management protocols (AAA);
2. domain name system (DNS);
3. electronic mail protocols (E-mail);
4. internet telephony protocols (VoIP);
5. world wide web protocols (WWW);
6. peer-to-peer communication protocols (P2P).

By applying the 3x3 Test, we arrive at the following conclusions (Figure 42). The lower-level 
protocols in  the provider’s network – the network interface layer and the Internet  layer – 
readily constitute  traffic  data  along with  AAA, DNS and E-mail.  The payload of  e-mail,  
internet telephony, WWW and P2P all constitute communication content, as this involves text, 
image and sound material that is transferred by the underlying protocols. The Transport layer 
and the WWW and P2P cannot be classified  a priori – their classification is  a posteriori, 
dependent on the provider’s operational procedures.

Resolving cases of ambiguity – a contiguous block of traffic data

In Chapter 2, it was concluded that the existence of a gray area, i.e. an in-between category 
into  which  personal  details  sometimes  constitute  communication  content  and  sometimes 
traffic data, was undesirable.345 Such borderline cases ultimately have to be categorized as one 
or the other. 

345Refer to: p. 19.
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Figure 42: TCP/IP traffic data, communication content and ambiguous cases
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At  the  Transport  layer  level,  port  numbers  are  involved  that  are  sometimes  used  for 
establishing communications and sometimes are not. The general trend is that these Transport 
layer port numbers are increasingly forming part of the technically required public addressing 
space and are being used to improve the efficiency of packet routing. As such, it would seem 
obvious to classify the TCP and UDP protocols from the Transport layer as traffic data. If a 
provider maintains log files based on packet flows, then these files also constitute traffic data.

It  is  similarly  the  case  for  WWW  and  P2P  clusters  whereby  providers  sometimes  and 
sometimes do not process this protocol data as part of their essential functions. In relation to 
WWW and  P2P,  this  involves  caching and hosting,  which  are  sometimes  applicable  and 
sometimes not. In this respect however, there are important differences between WWW and 
P2P. Caching and hosting constitute the grounds on which providers process WWW protocols. 
The hosting of P2P content does not apply to providers, while P2P caching is a rather marginal 
phenomenon,  since  not  all  P2P technologies  lend  themselves  to  any form of  meaningful 
caching.

This leads to different conclusions being drawn for these two borderline cases – WWW and 
P2P.  WWW  thus  constitutes  traffic  data  while  P2P  protocols  are  placed  with  the 
communication content.346 Figure 43 shows the final result whereby the borderline cases are 
resolved by means of a legal fiction.

This result can be used to resolve two examples given in the introduction.347

WWW and DNS. DNS is a directory service that supports communications and in general; it  
is provided from within the provider’s network. Regular communication processes (WWW or 
e-mail) are initiated by issuing a request for translation of a domain name into an IP address.348 
When applied to the example in the introduction, the following picture emerges.

Anyone entering the terms medication and diabetes into Google sees the following appear in 
the address field (in a simplified form):

http://www.google.com/search?q=medication+diabetes
The web client filters the domain name www.google.com from the address and submits this to 
the DNS server for translation. On receiving the IP number, the web client sends the HTTP 
line  above to  the Google server.  The first  data  processing  operation  (DNS domain  name 
translation) constitutes traffic data. The data from the HTTP line only constitutes traffic data if 

346Compare: Asscher & Ekker 2003, p. 17.
347Refer to: p. 7-8.
348Refer to: Figure 32, p. 99.
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Figure 43: internet traffic data as a contiguous block in TCP/IP
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the intervening provider makes use of caching. Caching is unlikely in this case, as it may be 
supposed that the ISP does not process the data search?q=medication+diabetes from the URL 
itself, but simply forwards these data to the Google server. In this case, only www.google.com 
constitutes traffic data and the rest communication content.349

E-mail. The cluster of e-mail protocols (SMTP, POP, IMAP) concern communication with the 
provider’s  mail  servers  and therefore constitute  traffic data.  Certain lines from the e-mail 
header are filled in by the sender and are essential for purposes of transmitting the message. 
The following lines from an e-mail do not constitute traffic data, but communication content:

Subject: vacancy sales manager
From: J. Tarma <j.tarma@helsinki.fi>
Date: 8-9-2005 14:06

Traffic data for billing and verification of the service

Internet usage is generally not charged and the provider has no counterpart  to telephony’s 
CDR. There are  however  certain  access  control  systems placed on the  user  side of  ISPs’ 
networks. Two forms of data are of importance when examining these systems. Once again, a 
cluster of technical protocols exist that can be processed for access control purposes (DHCP, 
RADIUS,  LDAP and  related  AAA protocols).  Such  protocols  constitute  traffic  data.  The 
practice of logging AAA system events is of legal relevance. Log files contain certain data 
about the user’s traffic, e.g. IP address, time, duration and data volume. These data are used 
for access control purposes and billing usage above imposed data limits.

The  major  difference  with  CDRs  is  the  relatively limited  significance  of  AAA log  files. 
Whereas  the  commercial  operations  of  a  telephone  company  hinge  fully  on  CDRs,  the 
significance of AAA log files are limited to tracing abuse and billing usage above any imposed 
data limits. AAA log files do not provide the same guarantee as CDRs do – ISP AAA logging 
is  relatively nonchalant  in  comparison to  the  solid  CDR billing processes  of  a  telephone 
company.350

Traffic data for traffic management and network maintenance

In practice, providers often log communication events on their servers. The reasons for doing 
this involve technical network administration and fraud/abuse tracing. Additionally, storing 
such log files generally does not cost very much. At most, some heavily loaded servers may 
lose  a  little  performance  as  a  result  of  logging.  Examples  of  log  file  usage  include 
troubleshooting (tracing configuration errors), abuse (service attacks caused by viruses) and 
filtering (prohibited usage of certain applications within a company or organization).

Logging  protocol  messages  can  in  theory  be  performed  at  any  level  within  the  TCP/IP 
protocol suite. Examples of logging at the Process layer level include WWW, DNS, e-mail 
and telephony log files. Logging can also be carried out at a lower level, i.e. at the Transport  
layer level, e.g. firewall and application gateway logging, or even at the Internet layer level. 
The latter is referred to as IP accounting – a method of logging based on data flows.351 A log 

349Google uses the HTTP GET method whereby the search terms are placed in the URL as pseudo-objects. If 
Google had implemented the ‘tidier’ POST method, then the search terms would have been placed in the 
HTTP message’s payload. The search terms would then have immediately constituted communication content.

350Stratix 2003, p. 3, 53-54.
351A method commonly used by many providers to log events on routers is Cisco’s Netflow Collection Engine 
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record consists of the originating and destination IP addresses, originating and destination port 
numbers, date and time, no. of packets and bytes, and the flow duration. Objection to this 
method,  whereby the  ISP generates  CDR-like  records  for  all  communications,  is  that  it 
generates extremely large volumes of data.

4.1.4 Technical typification of internet traffic data
Traffic  data  on  the  internet  has  grown  immensely in  scope  given  that  the  TCP/IP suite 
constitutes an integral part of traffic data. Among this new traffic data, extremely sensitive 
data can be found that relates to personal interests for identifiable users. Caching and hosting 
criteria as applied in the 3x3 Test appear to be the primary culprits – only the mere conduit 
criterion would achieve a more restricted view of internet traffic data. This is the result of the 
choices made in Chapter 2, whereby it was deemed appropriate to avoid a gray area between 
the  categories  traffic  data  and  communication  content.352 Next  comes  the  challenge  of 
adequately grouping internet traffic data into types.

In Chapter 2, traffic data was theoretically typified as one of two types. On the one hand, 
regular  Type  I  traffic  data  from  the  left  column  of  the  B&VK  Scheme  – 
conversation/registration  patterns.  On  the  other  hand,  traffic  data  that  impact  freedom of 
expression, i.e. special Type II traffic data from the right column of the B&VK Scheme – 
consultation/allocution  patterns.  An inversion  effect  is  involved where  it  concerns  special 
traffic data. If the information content is provided centrally, then that content itself has no 
specific significance to privacy, while the traffic data that makes the interests of the individual 
visible do have significance.

We  view  internet  protocol  layers  as  a  system  of  multiple  envelopes  that  are  processed 
sequentially from the outermost to the innermost envelope. The critical question relating to the 
inversion effect can be stated as follows:

Taking the envelope, i.e. a certain internet protocol, may we see or feel what is inside the  
envelope without opening it? If so, then this deals with Type II traffic data.

Protocol  clusters  designated  as  Type  II  traffic  data  are  those  clusters  that  are  commonly 
implemented for communication patterns from the right-hand column of the B&VK Scheme – 
consultation/allocution.  This  includes  the DNS, WWW, Transport  layer  and Internet  layer 
clusters. The inversion effect applies to all these technical building blocks – the traffic data 
constitutes the sensitive, personal information rather than the communication content itself at 
this  stage.  Internet  protocols  to  which no inversion  effect  applies  are  the  e-mail,  internet 
telephony, AAA and network interface layer clusters. These results has been summarized in 
the figure below. An explanation follows.

(NFC). This system periodically collects log files from switches and routers across the organization’s 
network. NFC log data is used for tracing abuse or identifying improper network usage. Within an 
organization, this is often used to identify use of P2P applications and locating computers infected with a 
virus. This includes computer viruses that cause infected hosts to launch DDOS (distributed denial of service) 
attacks.

352Refer to the ‘gray area’ discussion on p. 19.

118



INTERNET TRAFFIC DATA

The network interface layer (bottom TCP/IP layer) forms the outermost envelope. From the 
size of the data frames and frequency with which they are sent, it may well be possible to 
deduce the probable nature of the communication, i.e. the user is retrieving his/her e-mails 
from a server or is busy downloading an entire movie. However, it remains uncertain as to the 
true nature of the contents as with a real envelope. For intrusive forms of data processing, 
network interface layer data is therefore highly unsuitable. The network interface layer only 
reveals  the  communication’s  technical  and physical  characteristics  –  time,  place and size. 
There is no inversion effect at this level; hence, we can classify the bottom TCP/IP layer as 
regular Type I traffic data.

The position assigned to the Internet layer is of major importance. The main component of the 
Internet  layer  is  the  internet  protocol  (IP).  In  relation  to  traffic  data,  the  most  important 
elements  are the communication’s originating and destination IP addresses.  There are two 
reasons to classify IP numbers as Type II traffic data. Firstly, IP is the universal carrier for all 
internet  communication  and  IP addresses  are  required  for  all  higher-level  protocols.  The 
combination of originating and destination IP addresses reveals the pattern of information 
gathering or dissemination, thus exposing the fields of interest for an individual user. In short, 
the inversion effect may clearly arise for an IP number.  Secondly,  IP numbers contain an 
element  relating to  location.  An IP number can in  many cases  be traced to  a geographic 
location. IP numbers can even provide very accurate location data – sometimes significantly 
more accurate than that from a standard GSM CDR. For both these reasons, the Internet layer 
is classified as Type II traffic data.

At the Process layer level, a clear differentiation needs to be made. The inversion effect arises 
for the DNS and WWW protocol clusters. This involves an information file that itself does not 
necessarily constitute privacy sensitive material. The associated traffic data does, revealing 
individual activities concerning information gathering and dissemination. DNS and WWW are 
therefore classified as Type II traffic data. The remaining AAA, e-mail and internet telephony 
components can be classified Type I traffic data.

Transport layer traffic data – sandwiched between the Type II Process layer and Internet layer 
traffic data – presents a challenge. In essence, the Transport layer in itself contains no personal 
data, but this changes when connected to the underlying IP number. Sandwiched between Type 
II traffic data, it is not particularly sensible to isolate the Transport layer by designating it as 
Type I traffic data. As argued in this chapter, the practice of processing port numbers from the 
Transport  layer  is  becoming  increasingly  intermeshed  with  IP  number  processing.  The 
Transport layer is therefore classified as Type II traffic data along with the Internet layer.
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Figure 44: classification of internet traffic data into Type I and II.
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4.2 Conclusions
In practice, internet traffic data are temporary data from communication protocols and data 
records in associated log files. Figure 44 shows the practical outcome of this classification of 
internet traffic data. Type I internet traffic data includes the protocol clusters from the network 
interface layer, AAA access management, e-mail and internet telephony. Type II internet traffic 
data includes the Internet layer, the Transport layer, DNS and WWW.

The classification of traffic data for telephony and internet can now be used to discuss the 
legal rules applicable to traffic data for purposes other than those belonging to the provider’s 
essential functions.
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5 SECONDARY USES OF TRAFFIC DATA

Secondary uses  of  network  traffic  data  refer  to  uses  of  traffic  data  beyond the  essential 
functions of the intermediary service provider – the first ring around the kernel of essential 
functions.353 The view taken in this chapter remains horizontal, addressing traffic data along 
the lines of an ‘A-S-B’ scheme: user – service provider – user.  Here we shall  find some 
interesting issues that have so far received relatively little attention, such as the use of traffic  
data for purposes of direct marketing.

As far as the ‘A-S’ relationship, between the user and the intermediary service provider, is  
concerned, we have so far focused simply on defining traffic data: the essential functions of 
the provider with which the concept of traffic data was nailed down. The essential functions 
are  the  provider’s  legitimate  basis  to  process  traffic  data.  Some  valid  grounds  for  the 
processing of data were kept outside these essential functions. We have viewed these grounds 
as insufficiently objectifiable to resolve the demarcation issue. Some matters that were then 
left outside the demarcation issue are researched in this chapter.

Two types of secondary uses of traffic data can be immediately distinguished in the ‘A-S’ 
relationship: 

1. Uses of network traffic data in the provider’s direct marketing activities; 
2. Uses of network traffic data in maintaining the provider’s acceptable use policy. 

These secondary uses are the first two ‘horizontal’ research topics of this chapter. The first 
research topic has already been mentioned in Chapter 2. The conclusion was then drawn that 
direct marketing is in itself a legitimate purpose for which personal data (traffic data) might be 
used.  At  the  same  time,  the  provider’s  interests  behind  direct  marketing  are  inherently 
intemperate and hence hardly objectifiable. Activities of direct marketing are not included in 
the essential functions of the provider; they serve secondary objectives.354 The conditions to be 
imposed on direct marketing with traffic data are examined in the first research topic.

The second research topic, the use of traffic data in maintaining the provider’s acceptable use 
policy, came up in the technical part of this study (Chapter 4: Internet Traffic Data).355 Again, 
the provider may have legitimate reasons to process the network traffic data in  a manner 
beyond  standard  operations  (the  essential  provider  functions).  For  example,  a  corporate 
provider may wish to avert specific communication applications that are considered harmful 
to the company’s business operations. In the enforcement of such policies, the provider needs 
to  process  the  network  traffic  data.  Again the  troublesome issue  of  objectification  of  the 
business interest arises – the reason why such uses were left out from the essential provider 
functions. The conditions to be imposed on the use of network traffic data in maintaining a 
provider’s AUP, are examined in the second research topic of this chapter.

353Refer to: Figure 2, p. 12.
354Refer to: Conclusions, p. 26.
355Refer to: acceptable use policy, p. 94.
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Certain traffic data may play a role in the ‘A-B’ relationship, between users themselves. This 
is  the  case  in  automatic  number  identification  where  the  intermediate  service  provider 
discloses identifying traffic data to users. This is the third research topic of this chapter: 

3. Uses of network traffic data in automatic number identification.

The third research topic focuses on issues of identification and anonymity between users. 
Examples of such issues, besides automatic number identification in telephony services, are 
the  disclosure  of  location  data  by  the  provider  and  the  issuing  of  acknowledgments  on 
reception  of  communication.  The  thread  in  this  research  topic  is  the  property  of  non-
repudiation of network traffic data once disclosed by the provider. This creates new privacy 
issues – now it is not the user’s privacy versus the service provider’s business interests, but 
the privacy of user A versus the privacy of user B. 

Actually, a ‘ground theme’ or ‘zero research topic’ underlies these three horizontal research 
topics,  namely: uses of network traffic data for the proper functioning of the service. The 
provider should be given just enough work space to use traffic data in certain key operations. 
These concern the data processings related to the basic operation of the network and services. 
This ‘zero research topic’ concerns the traffic data demarcation issue, as researched in the 
preceding  chapters.  The  theoretical  framework  in  Chapter  2  (3x3  Test)  and  the  practical 
elaborations in Chapter 3 (telephony) and 4 (internet), are a useful basis for the regulation of 
the ‘zero order’ processing of traffic data by intermediary service providers. 

5.1 Use of traffic data in direct marketing
Direct  marketing is  a collective term for methods of personalized advertising.  Typical for 
direct marketing is that advertising is not delivered through a mass medium, but via point to 
point communications such as post, telephone or e-mail. This form of commercial advertising, 
which  is  generally  costly,  is  especially  useful  if  the  content  of  the  advertisement  is 
personalized to some extent; the message must be tailored to the individual situation of the 
recipient.356 This means that for a direct marketing campaign to be effective, the advertiser 
must  have  a  collection  of  the  relevant  personal  data  of  the  target  group  of  customers, 
information relating to the future purchase of a product or service. Traffic data may be useful 
for such data collection. Some examples follow.

A provider of mobile telephony services offers a number of standard packages (‘telecoms 
bundles’ and  tariff  plans).  CDRs  of  individual  users  are  analyzed  over  a  period  for  the 
purpose of customer  retention:  call  minutes  and call  intensities.  The optimum package is  
calculated for each user. Users that, based on the historical CDR analysis, would be better off 
with a different telecoms bundle, may receive a personal offer. 

A variation on this example is to send personal offers for specific telecoms bundles in which  
lower rates apply when cell  phone users call  from their  home address. This concerns the  
marketing of FMS – Fixed-Mobile Substitution, a location based service with a special tariff 
plan aimed at the replacement of the fixed wireline telephony by cell-phone telephony. The 
historical location data from the CDR can be used for the direct marketing of such service. 

All web surfing of internet users is registered by the ISP. These log data are associated with  
the names and addresses of the users and then sold to advertising agencies that use the data to  
place targeted ads on websites visited by the users involved. 

356Direct marketing can therefore be viewed as a registration information traffic pattern in the B&VK Scheme. 
[Refer to: p. 32].
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A variation on the last example goes one step further.  The ISP also makes a  deep packet  
inspection on the user traffic, including e-mails and queries to search engines. The marketers 
who purchase these databases construct detailed consumer profiles with this information. The 
ads that the user then gets to see, are adapted to his preferences and historic market behavior.  
Users are hardly aware of the registrations of their (special) traffic data. For an opt-out, the  
user first has to accept a cookie on his computer to have the inspection program blocked.357 

There are forms of direct marketing using traffic data that do not pose insurmountable privacy 
problems. But there are also invasive forms that we want to restrict or even reject. Rules are 
required  for  the  use  of  traffic  data  in  direct  marketing  purposes.  We  now  have  a  solid 
conceptual frame of traffic data, differentiated into two sensitivity classes – Type I & II. As the 
examples  indicate,  in  this  research  topic  we are  out  to  find  the  appropriate  rules  for  the 
processing of traffic data, making use of the typification in Type I and II traffic data. 

We limit the research scope to the direct marketing by intermediary service providers: the use 
of traffic data by providers in whose networks the traffic data were created. On the internet 
there are  examples  of  direct  marketing activities  at  the  level  of  information  services,  for 
example with the use of cookies and web banners. Such issues however fall outside the scope 
of this research. 

The design of the first horizontal research topic is as follows. First of all the legal framework 
for the use of traffic data in direct marketing activities is examined. The findings are brought 
together in a number of general  conditions  for direct marketing with traffic data (Section 
5.1.1). These conditions are then applied in two technical areas: telephony (5.1.2) and the 
internet  (5.1.3).  The  research  topic  concludes  with  some  principles  for  the  regulation  of 
activities of direct marketing with traffic data (5.1.4). 

5.1.1 Current legal framework for direct marketing with traffic data
European countries have privacy laws that limit the processing of personal data by businesses 
and organizations. The history goes back to the advent of the computer in the 60’s and the 
possibilities that computers opened for the collection, storage, processing and distribution of 
personal data.  An overview of developments in national privacy debates that followed the 
advent of computers and data communication is given by Westin. A period of twenty years is 
distinguished in three phases:358 

Phase one: the era of early alarms (1964-1969). Westin characterizes this period as a period 
of major concerns about the computer processing of personal data. The fear was that through 
computers  and  telecommunications,  George  Orwell’s  novel  Nineteen  Eighty-Four  would 
become reality. 

Phase two: the move to empirical studies (1969-1972). Some administrations did investigate 
the predicted hazards of the computer processing of personal data.359 Westin notes that the 
results of these studies showed certain similarities. In the first place it was concluded in all 
studies that the privacy threats posed by computers and telecommunications were real, but not 

357Washington Post, 4 April 2008, p. D01. (Every Click You Make – Internet Providers Quietly Test Expanded 
Tracking of Web Use to Target Advertising) [Whoriskey 2008].

358A.F. Westin, New issues of computer privacy in the eighties, in: Information Processing 83, R.E.A. Mason 
(ed.), IFIP 1983. [Westin 1983; cited by: Nugter 1990, p. 16].

359Studies were conducted in France and Canada, by the US National Academy of Sciences, the OECD and by 
parliamentary committees in the UK, the FRG and the Netherlands. [Nugter 1990, p. 17].
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actual in the early 70’s: technology of computer data communications was immature at that 
time.  Second,  the  studies  brought  to  light  the  fact  that  the  privacy  threats  of  data 
communications  were  not  only related  with  technology and  automation,  but  were  also  a 
question of law and policy: what personal data should a company or organization collect and 
process, and what are the rights of the person involved? Nevertheless, the studies agreed that, 
because of the efficiency of the data processing, new questions were bound to arise for future 
law and policy regarding the processing of personal data by businesses and organizations.

Phase three: entering the era of national regulation (1973-1983).360 From 1973 starts a period 
of implementation of privacy legislation. The reason for the adoption of legislation in this 
field in the Netherlands was the 1972 census in which every citizen of the Netherlands was 
involved. Unrest in relation to the question of privacy in the Netherlands grew in that period, 
among other reasons also because of the use of computers in which the personal data of the 
census were stored.361 A committee was set up to advise on the desirability of privacy laws. 
The  report  of  this  committee  (Advisory  Committee  Koopmans)  appeared  in  1976  and 
contained a draft bill. Only on January 1, 1989, however, was it that the Data Protection Act  
(Wet persoonsregistraties, Wpr) came into force. 

The creation of the Data Protection Act was compulsory. Since 1983, the Constitution had 
contained a provision instructing the legislature to protect personal data (Art. 10 Constitution, 
paragraph 2 and 3). The Data Protection Act also had a basis in international law in the Data 
Protection  Convention  of  the  Council  of  Europe.362 Contracting  parties  were  obliged  to 
establish laws based on certain fundamental principles of data protection. The idea was that, if 
contracting states would adopt legislation on the basis of these principles, personal data could 
flow freely across borders. This expectation was not realized because the details of national 
laws  were  worked out  differently.363 This  was  the  reason why the  European Commission 
decided to draft a harmonization directive. 

At present there is a sound basis of recommendations and legislation at both the European and 
national  levels  for  the  processing  of  personal  data  by  businesses  and  organizations.  In 
connection with the topic of traffic data in the context of direct marketing, three sources of 
law will be discussed: 

• The OECD Privacy Guidelines, 1980 (Part Two)
• Directive 2002/58/EC on privacy and electronic communications (Article 6)
• The Data Protection Act, 2001 (Wbp, Article 8)

OECD Privacy Guidelines Part Two: Basic Principles

In 1987, the OECD commissioned a group of experts to develop guidelines for the cross-
border movement of personal data and the protection of privacy. The idea was that differences 
in national legislation on privacy would constitute obstacles to the free movement of data 
between  countries  (which  may be  harmful  to  the  economic  development  of  the  Member 
States).364 The aim of the guidelines was the harmonization of the national laws of Member 
360For Westin this phase ends in 1983 (year of the publication of the study). Nugter extends the period into the 

90’s, when legislators are still working on the implementations of privacy legislation. [Nugter 1990, p. 19].
361De Vries & Rutgers 2001, p. 14.
362Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data, 

Strasbourg, 28.I.1981.
363Smits 1985, p. 83; De Vries & Rutgers 2001, p. 15.
364Compare: Smits 1985, p. 99.
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States. The Guidelines on the Protection of Privacy and Trans-Border Flows of Personal Data 
were adopted on September 23, 1980 in the form of an OECD Council Recommendation.365 

The Guidelines are not legally binding for OECD countries. National legislators are expected 
to implement the privacy rules in laws and regulations. Of particular interest to the topic of 
direct marketing with traffic data are the eight basic Principles stated in the Guidelines (Part 
Two, Guideline Nos. 7-14). 

Collection Limitation Principle (Guideline Nr. 7):
There should be limits to the collection of personal data and any such data should be obtained  
by lawful and fair means and, where appropriate, with the knowledge or consent of the data  
subject.

Data Quality Principle (Guideline Nr. 8):
Personal data should be relevant to the purposes for which they are to be used, and, to the  
extent necessary for those purposes, should be accurate, complete and kept up-to-date.

Purpose Specification Principle (Guideline Nr. 9):
The purposes for which personal data are collected should be specified not later than at the 
time of data collection and the subsequent use limited to the fulfillment of those purposes or  
such others as are not incompatible with those purposes and as are specified on each occasion 
of change of purpose.

Use Limitation Principle. (Guideline Nr. 10):
Personal data should not be disclosed, made available or otherwise used for purposes other  
than those specified in accordance with Paragraph 9 except:

a) with the consent of the data subject; or
b) by the authority of law.

Security Safeguards Principle (Guideline Nr. 11):
Personal data should be protected by reasonable security safeguards against such risks as loss  
or unauthorized access, destruction, use, modification or disclosure of data.

Openness Principle (Guideline Nr. 12):
There should be a general policy of openness about developments, practices and policies with 
respect to personal data. Means should be readily available of establishing the existence and  
nature of personal data, and the main purposes of their use, as well as the identity and usual  
residence of the data controller.

Individual Participation Principle (Guideline Nr. 13):
An individual should have the right:

a) to obtain from a data controller, or otherwise, confirmation of whether or not the data 
controller has data relating to him;

b) to have communicated to him, data relating to him

• within a reasonable time; 
• at a charge, if any, that is not excessive; 

365Recommendation of the Council Concerning Guidelines governing the Protection of Privacy and Transborder 
Flows of Personal Data (23rd September, 1980) [OECD 1981].

125



COMMUNICATIONS NETWORK TRAFFIC DATA

• in a reasonable manner; and 
• in a form that is readily intelligible to him; 

c) to be given reasons if a request made under subparagraphs (a) and (b) is denied, and to be 
able to challenge such denial; and
d) to challenge data relating to him and, if the challenge is successful to have the data erased, 
rectified, completed or amended.

Accountability Principle (Guideline Nr. 14):
A data controller should be accountable for complying with measures which give effect to the  
principles stated above.

Conclusions I – four conditions on the use of traffic data for purposes of direct marketing

Our approach is as follows. First come the essential functions of the provider in which the 
processing of traffic data is  allowed. Traffic  data  are conceptually defined and practically 
designated by means of  the essential  functions  of the provider (3x3 Test).  Only  after the 
essential provider functions follow the secondary uses of traffic data, which in this context 
refer to the activities of direct marketing. As for direct marketing with traffic data, this would 
therefore only cover the technical data first designated by the 3x3 Test as traffic data. In other 
words, the marketing department of the provider cannot designate certain personal data in the 
network as traffic data, only because these data are useful for purposes of direct marketing. 

This two-phased approach for traffic data (1: essential functions, 2: secondary uses) relates to 
the eight basic principles of the OECD Guidelines as follows.

With regard to traffic data, the first two principles (Collection Limitation and Data Quality) 
relate directly to the essential functions of the provider, as the limits to the collection and the 
relevance to the purposes for which they are to be used are primarily determined by the 3x3 
Test (the marketing department of the service provider cannot freely pick and choose personal 
data for collection and storage). 

The other six basic principles (Purpose Specification, Use Limitation, Security Safeguards, 
Openness, Individual Participation, Accountability) are related to 1 and 2: essential functions 
and secondary uses  of  traffic  data.  Regarding traffic  data,  the essential  functions  (1) and 
secondary  uses  (2)  can  be  associated  with  the  OECD  basic  principles  by  means  of  an 
allocation table: 

Collection 
Limitation

Data 
Quality

Purpose 
Specification

Use 
Limitation

Security 
Safeguards

Openness Individual 
Participation

Account-
ability

1 ● ● ● ● ● ● ● ●

2 ● ● ● ● ● ●

The last six OECD basic principles can thus be regarded as additional conditions on top of the 
3x3 Test, once traffic data is used in direct marketing. Focusing on the use of traffic data for  
direct marketing purposes, we could summarize these six OECD conditions in four points: 

1. Predetermined  objectives (Purpose  Specification  Principle).  Direct  marketing 
activities have a fixed goal. The indiscriminate processing of data, in anticipation of an 
unknown future purpose is not permissible. 

2. Not excessive (Use Limitation Principle). Data processing should be limited to what is 
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necessary to carry out the (predetermined) activities of direct marketing.
3. Notification  policies (Openness  Principle,  Individual  Participation  Principle).  The 

provider must inform the user about the use of his traffic data for direct marketing 
purposes. The user can object to this use. 

4. Within  existing  customer  relationships (Accountability  Principle,  Security 
Safeguards Principle). The processing of traffic data for purposes of direct marketing 
may only take place within the context of an existing customer relationship. At all 
times,  the  processing  of  traffic  data  remains  the  responsibility of  the  provider  on 
whose network the traffic data was created. It follows that traffic data can only be used 
by the provider for the marketing of its own services. 

Article 6 Directive on privacy and electronic communications

Article  6  Directive  2002/58/EC on  privacy  and  electronic  communications  establishes 
regulations  aimed  directly at  the  processing  of  traffic  data.  Article  6  (Traffic  data),  first 
paragraph states:

1. Traffic data relating to subscribers and users processed and stored by the provider of a public  
communications network or publicly available electronic communications  service must  be 
erased or made anonymous when it is no longer needed for the purpose of the transmission of  
a communication without prejudice to paragraphs 2, 3 and 5 of this Article and Article 15(1).

Furthermore, the principle of erasing or making anonymous the traffic data is limited when 
necessary for the purposes of billing, marketing and interconnection payments:366 

2. Traffic data necessary for the purposes of subscriber billing and interconnection payments 
may be processed. Such processing is permissible only up to the end of the period during 
which the bill may lawfully be challenged or payment pursued.

3. For the purpose of marketing electronic communications services or for the provision of value 
added services, the provider of a publicly available electronic communications service may 
process the data referred to in paragraph 1 to the extent and for the duration necessary for 
such services or marketing, if the subscriber or user to whom the data relate has given his 
consent. Users or subscribers shall be given the possibility to withdraw their consent for the 
processing of traffic data at any time.

The use of traffic data for purposes of direct marketing is bound by an additional condition: 
the consent of the user:367 

4. The service provider must inform the subscriber or user of the types of traffic data which are  
processed and of the duration of such processing for the purposes mentioned in paragraph 2 
and, prior to obtaining consent, for the purposes mentioned in paragraph 3.

Finally,  the processing of traffic data may only be performed by persons acting under the 
authority of the provider:368 

5. Processing of traffic data, in accordance with paragraphs 1, 2, 3 and 4, must be restricted to  
persons acting under the authority of providers of the public communications networks and 
publicly available electronic communications services handling billing or traffic management,  
customer  enquiries,  fraud  detection,  marketing  electronic  communications  services  or 
providing a value added service, and must be restricted to what is necessary for the purposes  

366Directive 2002/58/EC, Art. 6, paragraph 2 and 3.
367Directive 2002/58/EC, Art. 6, paragraph 4.
368Directive 2002/58/EC, Art. 6, paragraph 5.
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of such activities.

Conclusions II – tightened 3rd condition on the use of traffic data for purposes of direct marketing

Article 6 of the Directive tightens the rules related to the third conclusion from the OECD 
basic principles.369 The OECD principles of Openness and Individual Participation, still speak 
of a ‘general policy of openness’ by the organization on the use of (traffic) data and the right 
of the person involved to  obtain confirmation whether or not the data  controller  has data 
relating to him. In Article 6 of Directive 2002/58/EC this is strengthened to a right of consent 
of the user. The third condition ‘Notification Policies’ is thus replaced: 

3. Right of consent. The provider should inform the user, prior to obtaining his consent, 
of  the  types  of  traffic  data  processed  and  the  duration  of  the  processing  for  the 
purposes of direct marketing. 

Furthermore,  Directive 2002/58/EC, Article 6, paragraph 5, confirms the fourth conclusion 
from the OECD principles: the use of traffic data for activities of direct marketing must take 
place within an existing customer relationship. Direct marketing with traffic data can only 
take place for the marketing of the provider’s own services; trading of traffic data should not 
be allowed.370 

Article 8 Personal Data Protection Act

The current Dutch Data Protection Act (Wet bescherming persoonsgegevens, Wbp) provides a 
legal  basis  for  the  processing  of  personal  data  in  direct  marketing;  personal  data  can  be 
processed if:371

the data processing is necessary in the legitimate interests of the controller or from a third 
party to whom the data are provided, unless the interests or fundamental rights and freedoms  
of the data subject, in particular the right to privacy, prevail.

A legitimate interest within the meaning of the Data Protection Act, requires that the provider 
cannot  perform operations  without  the  processing  of  the  personal  data.372 The  legitimate 
interest is not confined to the core activities of the provider (providing telecommunications 
services).  Activities  that  are  closely interrelated,  such  as  making  targeted  offers  on  new 
services to customers, may constitute a legitimate interest.  But the article also points to a 
weighing of interests: the interest is no longer legitimate when the fundamental rights and 
freedoms of the person involved – in particular the right to privacy – prevail. 

Direct marketing is recognized as a legitimate interest for the processing of traffic data, but 
only within the context of an existing customer relationship.373 Other forms of processing of 
traffic data for purposes of direct marketing or for value added services, require the consent of 
the user involved. The purpose of the data processing should be predetermined; aimless data 

369Refer to p. 127.
370The restriction to the marketing of the own services is omitted in the Dutch Telecommunications Act. Article 

11.5 paragraph 3 Tw states that “the provider of electronic communications services may process traffic data 
as is necessary to: (a) market research or marketing activities relating to electronic communications, or (b) the 
provision of value added services , provided the subscriber or user to whom the traffic data concerns have 
previously been given permission. The subscriber or user can withdraw the permission for the processing of 
traffic data at any time.”

371Dutch Data Protection Act (Wbp), Art. 8 paragraph f.
372Sauerwein en Linnemann 2002, p. 24-25.
373Ibid.
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processing, in anticipation of an unknown future purpose is not a legitimate interest. The data 
processing must be justifiable to the user, while it must also be necessary for the legitimate 
interest of the provider.

Conclusions III – 5th condition on the use of traffic data for purposes of direct marketing

Article 8 of the Data Protection Act makes an extension to the list of four points:

5. Legitimate interest. The fundamental rights and freedoms of the person involved, in 
particular the right to privacy, prevail over the interests of direct marketing. 

Conditions on the admissibility of direct marketing with traffic data

In conclusion, direct marketing in itself is a legitimate use of traffic data. But this use should 
be bound to some (relative to the 3x3 Test) aggravating conditions. These conditions are, point 
by point: 

1. Predetermined  objectives.  Direct  marketing  activities  have  a  fixed  goal.  The 
indiscriminate processing of data, in anticipation of an unknown future purpose is not 
permissible. 

2. Not excessive. Data processing should be limited to what is necessary to carry out the 
(predetermined) activities of direct marketing.

3. Right of consent. The provider should inform the user, prior to obtaining his consent, 
of  the  types  of  traffic  data  processed  and  the  duration  of  the  processing  for  the 
purposes of direct marketing. 

4. Within existing customer relationships. The processing of traffic data for purposes 
of direct marketing may only take place within the context of an existing customer 
relationship. At all times, the processing of traffic data remains the responsibility of 
the provider on whose network the traffic data was created. It follows that traffic data 
can only be used by the provider for the marketing of its own services. 

5. Legitimate interest. The fundamental rights and freedoms of the person involved, in 
particular the right to privacy, prevail over the interests of direct marketing. 

From now these five points are taken as the conditions on the admissibility of direct marketing 
with traffic data.  The first four of these conditions speak for themselves: they are clear-cut, 
objectifiable requirements that should be made to activities of direct marketing with traffic 
data. The fifth admissibility condition is less objectifiable. In our opinion however, the fifth 
condition cannot be omitted. The examples indicate intrusive and undesirable forms of direct 
marketing with traffic data that are not automatically blocked by the first four admissibility 
conditions.374 

Below, we put the conditions in practice and examine the admissibility of direct marketing 
with Type I and II traffic data by providers of telephony and internet services. 

5.1.2 Direct marketing with telephony traffic data
Direct marketing using traffic data is not uncommon in telephony. Two cases are discussed 
here: direct marketing through CDRs and direct marketing through location data.

374Refer to: p. 122 (an example of direct marketing with web surfing traffic data).
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Direct marketing through CDRs

Direct  marketing  through  CDRs  is  not  a  priori incompatible  with  the  five  admissibility 
conditions. In the targeted offering of telecoms bundles, all conditions can be met as long as 
the use is restricted to the Type I CDRs.

This is different when it comes to profiling users based on the  nature of their phone calls, 
when the privacy of the user is expressly examined. Such form of data processing may intrude 
on someone’s privacy – something that marketing should not do. The CDRs related to calls to 
information service numbers from the 0800 and 0900-series (Type II traffic data) have this 
extra sensitivity. In such cases, direct marketing should be avoided.

In conclusion, activities of direct marketing with Type I CDRs can be compatible with the 
admissibility  conditions.  Direct  marketing  with  Type  II  CDRs  (CDRs  related  to  calls  to 
information service numbers) collide with the fundamental rights and freedoms of the person 
involved; the provider has no legitimate interest in the use of these CDRs for purposes of 
direct marketing.

If  the calling and called  user  subscribe to  the same operator,  this  operator  may have the 
customer relationship data for the B-number in the CDR. This operator is now able to relate 
B-numbers from CDRs to user-identifying contact data. Such practices would be against the 
second admissibility condition that prohibits excessive data processing. The data coupling is 
not necessary for the marketing purpose: the offering of telecoms bundles. However, a form of 
direct marketing where the B-numbers from CDRs remain anonymous would be permissible, 
as  the data processing focuses only on the statistical  properties  of  the B-numbers  from a 
collection of CDRs.375

Direct marketing with GSM location data

Location data are divided into:376 

1. location data which are also traffic data (traffic-data-related location data), and 
2. location data other than traffic data (non-traffic-data-related location data).

Location  data  which  are  also  traffic  data  are  the  location  data  that  are  processed  in  the 
performance of mobile telecommunication services (e.g., location signaling between network 
elements  BSC,  MSC,  VLR,  etc.),  the  location  registrations  for  billing  and  verification 
purposes  (the  Cell  ID  in  the  CDR)  and  the  various  location  data  processed  for  traffic 
management  and  network  maintenance.  Earlier  in  the  technical  analysis,  the  positioning 
methods were divided into three main groups: the basic methods, the extended methods and 
the hybrid positioning methods. These methods represent an increasing degree of accuracy. 
Only in the basic positioning methods based on Cell ID or Location Area, are the location data 
involved also traffic data. The operator processes these location data to fulfill the essential 
functions.  All  other  –  more  accurate  –  methods,  involve  location  data  for  (value  added) 
location-based  services  that  have  nothing  to  do  with  the  original  functions  of  mobile 
telecommunications. 
375Anonymous prepaid use protects against intrusive forms of direct marketing; the operator simply doesn’t have 

the user identifying contact data. In fixed wireline telephony however, anonymous prepaid billing is quite 
unusual. The home of the user is connected through the operator’s wireline, thus providing the operator with 
the user’s home address information. The use of the wireline is billed separately, which makes a subscription 
based service more obvious than anonymous prepaid use. 

376Refer to: Chapter 3, p. 73.
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The location data in GSM which are also traffic data, are classified as Type I traffic data.

Through similar reasoning to the use of CDRs from fixed telephony in direct marketing, we 
may arrive at the following. The Cell ID (or the associated Location Area) that is part of the 
GSM Call Detail Record could be used – with restraint – by the operator for direct marketing 
activities. An example is the targeted offering of telecoms bundles with special rates when the 
user calls  from the vicinity of the home address (FMS). The historical location data from 
CDRs are useful for the purpose of direct marketing of FMS. 

A GSM network continuously observes the geographical positions of the mobile handset. A 
technically complex  system of  signaling between the  network  elements  provides  for  user 
access  (enabling  the  user  to  make  or  receive  calls).  This  signaling  traffic  also  causes 
registrations of the current user locations in the network databases HLR and VLR, and, in case 
of a phone call, in the form of a CDR. The primary basis for the processing of these location 
data is the performance of the service and the billing thereof. 

The second admissibility condition (data processing should be limited to what is necessary to 
carry out the (predetermined) activities of direct marketing)  points to the following. For the 
marketing of telecoms services or bundles with a location-based tariff plan, it is sufficient to 
use the historical low-resolution location data from CDRs. Therefore, only the location data 
registered for essential billing functions, considering all admissibility conditions, may be used 
in the direct marketing of such services, telecoms bundles or tariff plans. The use of location 
data directly obtained from HLR or VLR for the purpose of direct marketing is excessive. 

In  conclusion,  the  Type  I  location  data  from  the  CDR  may  be  applied  under  the  five 
admissibility conditions for direct marketing purposes. This is different for the profiling of 
users by the monitoring of their geographical movements. This form of data processing may 
constitute an invasive inspection of a person’s movements in which marketing should not be 
involved.  The  technical  data  by  which  the  GSM  network  permanently  tracks  all  user 
movements should not be available for direct marketing purposes. 

5.1.3 Direct marketing with internet traffic data
The issue of direct marketing with traffic data returns in relation to the internet, but now with 
more acuity than in the context of telephony. This is also evident in the following example.377 

An ISP provides a package of radio and television programs based on Internet Protocol. If the 
television signals are carried over a telephone twisted pair wireline, at most  a few program 
signals are, for reasons of the limited transmission bandwidth of the wireline, simultaneously 
delivered to the user. The result is that the actual program selection by the user takes place in  
the network of the provider. This is an important difference from a cable, satellite or aerial  
broadcast network, where the full package of program signals is delivered  simultaneously. 
Switching between programs then happens in the peripheral equipment of the user (the user’s  
television set). But the user’s remote control of IP-TV sends switching control signals to a  
multicast router in the provider’s network. In other words, the remote control causes traffic  
data with the provider every time the user switches programs. The network provider might 
thus scrupulously monitor the viewing and listening patterns of the user involved.

With  the  phenomenon  of  special  traffic  data  a  socio-legal  problem  emerges.  The  above 

377Such commercial profiling of individual internet users is also done by means of internet cookies. An 
important difference here is that the profiling by means of cookies is performed by information service 
providers. This is a fundamentally different issue than profiling by the ISP using its network traffic data. 
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example  makes  clear  that  there are  particular  sensitivities  to  traffic  data  arising from the 
information traffic patterns consultation and allocution. It is questionable whether the user can 
be expected to oversee the privacy impact of the careless use of the television remote control. 
It goes without saying that a full data collection on the user’s viewing and listening habits, 
with an accuracy of one second when the individual user zaps from a program, represents a 
commercial  value,  but  at  the  expense  of  the  user’s  privacy and  freedom of  information 
gathering. 

Direct marketing with special traffic data

The third condition on the admissibility of direct marketing with traffic data concerns the 
consent of the user involved. This is the first line of defense for the user against intrusive 
forms of direct marketing by providers. But providers may give some benefits to users who 
give their permission, e.g. a rebate on the subscription in return for the permission to use the 
special traffic data in direct marketing. The result would be a social divide. Groups with low 
incomes  or  with  little  education  may  be  tempted  to  give  away their  somewhat  abstract 
freedom of information-gathering in exchange for a tangible financial benefit. Overstating, we 
can say that, when it comes to protecting special traffic data against the interests of direct 
marketing, the fundamental rights of privacy and freedom of expression are for the privileged. 
In other words, there are situations where the third condition (the user’s right of consent) fails. 
Such social inequality in the protective effect of fundamental rights is undesirable. 

Direct  marketing  is  protected  as  an  economic  liberty.378 It  would  go  too  far  to  view the 
business  interests  of  direct  marketing  as  fundamental  rights  –  economic  liberties  are 
something  different.  They  express  the  desirable  structure  of  the  markets:  economic 
competition, free movement of goods and services. Fundamental rights are rights, and as such 
are different from interests. However, a weighing must be made between fundamental rights 
and the collective goal of economic liberties. Here is a useful connection to our traffic data 
typification, the regular Type I and the special Type II traffic data. Regarding the regular traffic 
data,  the  fundamental  rights  of  privacy  and  freedom  of  expression  may,  under  the 
admissibility conditions,  be reconciled with the collective goal of economic liberties.  The 
special traffic data, however, expose the user’s individual activities of information gathering. 
Here the fundamental rights and freedoms of the person involved clash with the business 
interests of direct marketing. 

The  fifth  condition  on  the  admissibility  of  activities  of  direct  marketing  states  that  the 
fundamental rights and freedoms of the person involved prevail over the interests of direct 
marketing.  This  latter  condition,  the  requirement  of  a  legitimate  interest  of  the  provider, 
blocks all direct marketing activities with special traffic data – direct marketing with special 
traffic data is a priori unacceptable. 

In this context it is interesting to look back to the practice of direct marketing with telephone 
call  detail  records.  Here  it  seems  possible  to  use  CDRs statistically for  direct  marketing 
activities,  without  too much friction between the marketing interests  and the fundamental 
rights of privacy and freedom of expression.

A CDR generally provides no information on the communication content (except for calls to 
information service numbers). CDRs are, except for the billing of the subscriber, also used for 

378Alkema 1995, p. 10, 20-22, 90-93; Dommering et al. 2000, p. 42.
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the  direct  marketing  of  the  service.  CDR  analysis  can  focus  on  the  intensity  of 
communications: frequency and timing of calls and duration of communications. This analysis 
can be used in  loyalty programs and targeted offerings to  subscribers.  Standard telephone 
CDRs cannot without great effort – apart from CDRs relating to information service numbers 
– be processed to privacy-invasive user profiles. A restrained form of direct marketing using 
Type I CDRs may therefore be balanced with the fundamental rights of users. 

A similar approach to the marketing activities by internet providers is obvious. The Type I 
regular internet traffic data are the traffic data that only refer to some technical and physical 
properties of communication: time, place and duration. Regular traffic data do not reveal the 
communication content and are not directly related the freedom of expression. Therefore, a 
restrained form of direct marketing by means of regular traffic data can be permissible. At the 
level of the Process layer there are three clusters in which traffic data may be used for direct 
marketing: AAA, E-mail and VoIP. (Not coincidentally, the applications e-mail and telephony 
are exactly the left-column services from the B&VK Scheme). 

Entirely different is  the situation of special  traffic data. This may include traffic data that 
reveal the actual content of the communication and expose user activities of information-
gathering to the provider. All direct marketing activities with the special Type II internet traffic 
data are therefore unacceptable. Although the provider processes Type II traffic data in certain 
technical functions, as concerns activities of direct marketing, the fiction prevails that such 
traffic data simply do not exist.379 

In our view, all direct marketing activities using the special traffic data should be prohibited. 
But if – for whatever reason – a legal ban is  not feasible, then at least severe procedural 
requirements should be imposed in relation to the data subject’s permission for the use of 
special traffic data in direct marketing.

This can be implemented through in a strict regime for the consent of the person involved in 
the  form of  an  opt-in.  Obtaining  such  consent  casually from the  data  subject  should  be 
prohibited.  The  consent  of  the  person  involved  should  therefore  meet  the  following 
requirements. It must be a system of opt-in in which the person involved should be clearly 
notified of the personal risks of waiving the ban on the use of his special traffic data for direct  
marketing purposes.  Moreover,  the permission should apply only for a limited period,  for 
instance a period of one year. After this period the permission is automatically withdrawn and 
the person involved should repeat the opt-in process. Even under the strict opt-in conditions, 
dilemmas may occur if  providers give some benefits  to users who give their  consent,  for 
example a subscription rebate in return for permission. In other words, the consent of the user 
is contaminated because of some financial benefit. A full ban on the use of any special traffic 
data for direct marketing activities is therefore preferable.

That means that the provider’s marketing department must not have access to systems that 
reveal  which  sites  are  visited  by which  users.  The  use  of  special  traffic  data  should  be 
prohibited for marketing purposes: (log files of) DNS servers, WWW servers, routers and 
gateways. The provider’s involvement with special traffic data should only be technical.

379An additional reason for opposition against direct marketing activities with special traffic data, is that the IP 
address of the user in some cases can be considered as high-resolution location data, such as the user makes 
contact with a wireless access point. High-resolution location data – typically the location data with an 
accuracy of 100 m or better – have high sensitivity to the user’s privacy; it also does not comply with the fifth 
admissibility condition, the requirement of a legitimate interest of the provider.
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5.1.4 Conclusions
There are various forms of direct marketing, as was demonstrated in some examples.380 The 
examples  range from relatively harmless  forms  of  direct  marketing,  such  as  the  targeted 
offerings of telecoms bundles, to the quite intrusive forms, where the aim is to invade the 
privacy  of  the  user  deliberately  in  order  to  profile  movements,  behaviors,  preferences, 
opinions and social position.

The corporate interests in direct marketing with traffic data can be legitimate. However, such 
activities should be subject to certain conditions. A framework of admissibility conditions on 
direct marketing with traffic data was set up above. It is concluded that under these conditions 
Type  I  telephony CDRs  may be  used  for  direct  marketing  activities  by  the  operator.  In 
telephony (conversation-oriented services), the commercial interests of direct marketing with 
traffic data do not necessarily conflict with fundamental rights. Data processing must not be 
excessive (no matching of CDRs with the contact details of the B-number, no high-resolution 
location data). Type II CDRs relating to calls to information service numbers should not be 
used for direct marketing.

Internet traffic data cause sharp contrasts. The interests of direct marketing with Type I regular 
traffic  data,  can  still  be  harmonized  with  the  fundamental  rights  of  the  person involved. 
Regarding Type II special traffic data however, business interests of direct marketing conflict 
with fundamental rights of users and the provider no longer has a legitimate interest in the 
processing of these traffic data for direct marketing purposes. Direct marketing using special 
traffic data should be banned or be subjected to a strict regime of opt-in.

5.2 Use of traffic data in maintaining an acceptable use policy
The second research topic concerns the use of traffic data in maintaining an acceptable use 
policy  (AUP)  regarding  the  provider’s  network.  Two  cases  should  be  distinguished:  the 
enforcement of an AUP by a public network provider and the enforcement of an AUP on a 
non-public network of a company or organization. We start with the second case – the use of 
traffic data for the enforcement of a corporate AUP by companies and organizations.

5.2.1 Enforcement of a corporate AUP in companies and organizations
Administrators  of  (large)  corporate  networks  process  traffic  data  in  a  manner  that  is 
technically consistent with the way public providers do. But the administrator of a corporate 
network plays a dual role: from the perspective of the ISP it a business customer, however, for  
the employees of the company, the administrator holds the position of service provider. The 
administrator of a corporate network has no clear place in the model A-S-B.381

A corporate network affects the structure of essential functions of the provider. Namely, the 
tasks of the administrator of a corporate network may also include maintaining the house rules 
for the use of the ICT operating facilities. This is the problem of the dual capacity of the  
corporate  network  administrator:  business  customer  in  a  sense,  while  at  the  same  time 
provider  for  the employees  (who may also use  the  network  for  private  communications). 
Corporate traffic data play a key role in the maintenance of the ICT house rules.

380Refer to: p. 122.
381The operational distinction between public and private networks is a problematic. This issue is addressed in 

section 6.3.1 (providers affected by data retention).
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From a technical point of view, corporate traffic data show similarities to the traffic data in the 
networks of public providers. But there are policy differences: the neutral public provider has 
no involvement  in  the  content,  while  the  administrator  of  a  corporate  network may have 
legitimate interests in excluding certain communications or limiting private use by employees.
382 Administrators of corporate networks often go a step further in processing corporate traffic 
data. But at the same time, corporate traffic data deserve protection. In this section we look for 
a balance between the corporate traffic data processing interests and the desired protection of 
corporate traffic data.

The first question concerns how administrators of corporate networks process traffic data, in 
ways different from those public network providers do. Two examples follow.

Corporate acceptable use policy.  The internet  is  often accessible to  employees from the 
workplace.  Between the  end-user  and the  public  internet  is  the  corporate  network  of  the 
organization.  Access  is  obtained  through  the  ICT  systems  of  the  organization  and  the 
organization  can  therefore  issue  specific  house  rules  for  dealing  with  the  ICT operating 
facilities.383 For example, it may not be allowed for the employee to visit certain websites 
(websites containing violent, discriminatory, or pornographic contents, sites with games, chat 
pages like MSN, etc.) from the corporate network. It may be prohibited for the employee to 
download  software  and  copyrighted  material  or  to  install  and  run  certain  computer 
applications  (e.g.  P2P  software).  The  network  administrator  has  technical  controls  to 
effectively enforce such corporate acceptable use policy: the administrator can block certain 
applications,  filter  the  communications  and  log  all  the  communications  of  the  workers. 
Regarding the corporate cell phone, some moderate private use is generally accepted. Itemized 
subscription bills are provided by the operator to the company afterwards where they end up 
with the cost center owner (usually the supervisor of the employee involved). If there is the 
impression that the employee makes excessive costs for private purposes, the person involved 
will have to account for his conduct. 

Internet access from an education network. The use of the internet by students and staff of 
universities and colleges may be registered in a manner technically similar to the example 
above. But the administrator’s monitoring of the communications of students and staff is more 
reserved. The university may set house rules concerning the use of the ICT infrastructure. For 
instance, the following house rules are from  the  Regulations for the use of computer and  
network facilities by employees and visitors of TU Delft:384 

The ICT facilities are used for the purposes of work or research at TU Delft, on the 
understanding that occasional and brief use of ICT facilities for personal purposes is 
permitted, on condition that this use does not interfere with daily work and conforms with the 
provisions of these Regulations. (3.1)

Users may not make disproportionate use of the ICT facilities or interfere with the stability of 
the facilities. (3.2)

Users may not infringe license rights or intellectual or industrial property rights. (3.3)

ICT facilities will be set up in consultation with, and after approval by or on behalf of, the 
manager. (3.5)

382Smits, De Jong & Van Der Wees 2008, p. 99.
383Kaspersen & Stuurman 2001, p. 114.
384TU Delft 2003, p. 2.
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Users must not: 

- visit sites containing pornographic, sexual, racist, discriminatory, abusive, subversive or 
otherwise offensive material or view or download such material;
- gain access without permission to sources which are not public;
- alter or destroy information without permission from the proprietor. (4)

Users must not:

- use an e-mail address that has not been assigned to them as the sender;
- falsify e-mail messages in any way whatsoever;
- read, copy or alter e-mail messages not addressed to them;
- send e-mail messages anonymously or under a false or fictitious name;
- send or forward pornographic, sexual, racist, discriminatory, abusive, subversive or 
otherwise offensive messages using e-mail;
- send or forward chain-mail messages;
- harass others or cause them harm by stalking them using e-mail. (5.2)

The administrator of an education network will generally investigate only after the event, in 
response  to  complaints,  the  logs  of  corporate  traffic  data.  Irregularities  may indicate  the 
violation of the ICT house rules. 

The two examples  differ  in  the  way companies  and organizations  use  traffic  data  in  the 
maintenance of the ICT house rules. In the first example there is one hundred percent control 
of  corporate  traffic  data;  communication  that  goes  against  the  corporate  AUP is  blocked 
immediately through the full control of the relating temporal (corporate) traffic data. In the 
second example,  in  which traffic  data  are registered by the administrator of an education 
network,  the aim is  not the watertight enforcement of ICT house rules.  The administrator 
basically does not interfere with the communications of staff and students. The maintenance 
of  the  ICT  house  rules  is  implemented  in  the  possibility  of  detection  and  verification 
afterwards,  in  the  case of  complaints  or  problems.  Here we may recognize  two styles  of 
maintaining the house rules for the use of ICT operating facilities: there is the instantaneous 
enforcement based on temporal traffic data (signaling, communications protocols) and there is 
the subsequent maintenance based on recorded corporate traffic data afterwards. Both forms 
appear in practice.

These  examples  also  reflect  the  problem  of  the  dual  capacity  of  the  corporate  network 
administrator.  The administrator  who uses  the  corporate  traffic  data  for  the  instantaneous 
enforcement of the ICT house rules puts itself above all in position of a business customer. In 
this  capacity  (as  business  customer)  the  legal  difference  between  traffic  data  and 
communications  content  is  blurred,  since  the  administrator  ‘owns’  all data  in  its  private 
corporate network. In the example of the education network, the administrator tends to assume 
the role of the neutral public provider who has no involvement in the communication content. 
Here the distinction between communications content and traffic data is sharp, the corporate 
traffic data really are traffic data. 

In the processing of corporate traffic data we observe conflicting principles. First, an employer 
– being the owner of the operating facilities – should have legitimate access to all information 
in  the  ICT business  systems.  Secondly,  the  employer  must  also  keep some distance with 
regard  to  the  privacy of  its  employees.  Although the  employer  is  the  data  holder  of  the 
corporate traffic data, he is – similar to the provider of a public network – not entirely free in 
the forms of data processing he may attempt. The question is whether the data protection rules 
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for traffic data translate one-to-one into rules suitable for the corporate environment; will a 
rule which applies to traffic data in public communication networks and services also apply to 
traffic data in corporate networks?

Communications data protection in corporate networks

A total ban on private internet use from the workplace is rarely attempted. But a clear line 
between  fair  use  and  abuse  of  ICT operating  facilities  cannot  be  drawn.  Moreover,  the 
distinction  between  private  and  public  networks  is  not  always  clear.  For  example,  the 
acceptable  use  policy of  a  university  network  will  usually  hold  the  middle  between  the 
policies of a public ISP and a large multinational company. 

Important  guidelines  on the private use of  ICT operating facilities  are two rulings  by the 
European Court: the case of Halford and the case of Copland. 

European Court in the cases Halford and Copland

The case of Halford is about the telephone calls made by police officer Halford from the office 
desk that were intercepted by her employer, the police in Merseyside (UK). A legal basis for 
the wire-tapping lacked in this case, but the UK took the view that the tap had occurred in a 
work situation where Art. 8 ECHR did not apply – Ms Halford had no reasonable expectation 
of  privacy in  relation to  the telephone calls  she made from her office desk.385 The Court 
however doesn’t share this view:386

In the Court’s view, it  is  clear from its  case-law that  telephone calls  made from business  
premises  as  well  as  from the  home may be covered  by the  notions  of  “private  life”  and 
“correspondence” within the meaning of Article 8 para. 1 (art. 8-1) [. .].

There  is  no evidence of  any warning having been given to  Ms Halford,  as  a user  of  the 
internal telecommunications system operated at the Merseyside police headquarters, that calls  
made on that system would be liable to interception. She would, the Court considers, have had  
a  reasonable  expectation  of  privacy  for  such  calls,  which  expectation  was  moreover  
reinforced by a number of factors.

In the case of Copland v. UK, the Court brought the private use of the internet through the 
operating facilities of the employer under the protection of Art. 8 ECHR. In the case Klass 
discussed earlier,387 the Court was called upon to rule on what actual forms of communication 
are  under  the  protection  of  Art.  8  ECHR.  The  Court  then  interpreted  the  notion  of 
correspondence not directly in the technical developments of telecommunications, but took an 
approach  according  to  which  telecommunications  are  both  considered  as  part  of 
correspondence and private life. The case of Copland concerned a university which had, using 
the  traffic  data  from  the  operating  systems,  checked  whether  employee  Copland  had 
excessively used the telephone and internet operating facilities for private purposes.

The university was financed by public funds and the state took direct responsibility for the 
actions of the institution. As the case shows, the university systematically recorded corporate 
traffic data on the actual use of telephone and internet for all workers, but the record analysis 
focused specifically on the communications of the person Copland. 

385ECHR 27 May 1997 (Case of Halford v. the United Kingdom), § 43.
386ECHR 27 May 1997 (Case of Halford v. the United Kingdom), § 44, 45.
387Refer to: p. 6.
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In the case of Copland, the Court holds as follows.388

According to the Court’s case-law, telephone calls from business premises are prima facie  
covered by the notions of “private life” and “correspondence” for the purposes of Article 8 § 1 
(see Halford, cited above, § 44 and Amann v. Switzerland [GC], no. 27798/95, § 43, ECHR 
2000 II). It follows logically that e-mails sent from work should be similarly protected under 
Article 8, as should information derived from the monitoring of personal internet usage.

The applicant in the present case had been given no warning that her calls would be liable to  
monitoring, therefore she had a reasonable expectation as to the privacy of calls made from 
her work telephone (see Halford, § 45). The same expectation should apply in relation to the  
applicant’s e-mail and internet usage.

A key concept in the rulings of the Court in both Halford and Copland is  the reasonable 
expectation of privacy of the employee concerned. The Court held that the employer – in both 
cases the state took the responsibility – can have legitimate grounds to collect corporate traffic 
data on the employee’s communications.  But  this  mere fact does not mean that  corporate 
traffic data are not protected by Art. 8 ECHR.389 In other words, in a work situation as well, 
communications and corporate traffic data are protected. 

The  reasonable  expectation  of  privacy  is  based  on  the  principle  of  foreseeability,  a 
requirement that the law (or rules) must be sufficiently clear about the objectives, such that the 
person  involved  has  a  clear  idea  about  the  circumstances  and  conditions  in  which  the 
protection of traffic data will be limited. Although it was the UK State that took responsibility 
in the case of Copland for the actions of the institution and therefore the ruling of the Court  
strictly relates to the collection and use of traffic data in the vertical relationship between 
citizens and government, the validity of this statement can, in our opinion, be extended to the 
horizontal relationship of employer-employee. 

This means that the employee should be familiar with the house rules for ICT use. Next, the 
principle of foreseeability should be interpreted; the employee must have a clear picture of the 
circumstances  and  conditions  in  which  the  corporate  traffic  data  relating  to  the  person 
involved can be collected and analyzed. This may seem obvious for the regular Type I traffic 
data, but special attention needs to be paid in cases where the highly sensitive Type II traffic 
data are involved in the analysis. The employee must know for example when his or her traffic 
data from the log files of the application gateway may attract the attention of the network 
administrator. The house rules for ICT use and the methods of company control, surveillance 
and detection of abuse should be all clear in advance to the employees. 

Conditions on the enforcement of ICT regulations using corporate traffic data

Traffic data under the Telecommunications Act do not only relate to public communication 
networks.  The phenomenon occurs  as  well  in  the  non-public  networks  of  companies  and 
organizations. Therefore, the demarcation research of traffic data in corporate networks does 
not need to be redone; we may build on the results obtained in the preceding chapters. Even in 
a corporate environment we stick to the 3x3 Test: the essential functions of the administrator 
of a corporate network are the same as those of the public network provider. The 3x3 Test 
defines the primary processes of the network administrator (both public and non-public). This 
makes the task of maintaining ICT house rules using corporate traffic data to a secondary 

388ECHR 3 April 2007 (Case of Copland v. the United Kingdom), p. 9 (§ 41, 42).
389ECHR 3 April 2007 (Case of Copland v. the United Kingdom), p. 9 (§ 43).

138



SECONDARY USES OF TRAFFIC DATA

function of the administrator, a task from the secondary administrator processes.390 Thus we 
capitalize on the previously acquired theoretical and practical insights – we focus directly on 
the  protective  conditions  on  the  processing  of  corporate  traffic  data  for  purposes  of 
maintaining the ICT house rules. 

With the view that the maintenance of ICT house rules is not part of the primary business 
processes  of  the  administrator,  we walk  the  same path  as  in  the previous  section  on the 
activities of direct marketing with traffic data by public providers. First,  we recognize the 
importance of these activities: the provision of ICT house rules and the maintenance thereof 
are valid business interests that cannot be waived. Next, we state that those interests are not 
absolute – the maintenance or enforcement of ICT house rules with corporate traffic data are 
at odds with the employee’s privacy and freedom of expression, fundamental rights – as is 
evident from the rulings of the Court in Cases Halford and Copland – that remain valid in a 
work  situation.  Corporate  traffic  data  should  therefore  be  protected  against  the  business 
interests of the employer.

Conclusions I – three conditions on the enforcement of ICT regulations using corporate traffic data

The principles of reasonable expectation of privacy and foreseeability for the employee can be 
expressed in at least three conditions on the enforcement of ICT regulation using corporate 
traffic data:391

1. Predetermined  enforcement  objectives.  The  enforcement  objectives  must  be 
predetermined; the unfocused processing and monitoring of corporate traffic data, in 
anticipation of a yet unspecified ICT regulation enforcement purpose, is wrongful.

2. Non-excessive enforcement processing. The enforcement processing and monitoring 
of  corporate  traffic  data  should  be  limited  to  what  is  necessary  to  achieve  the 
enforcement objectives.

3. Notification policies. The administrator should inform the employee before use of the 
corporate communication facilities on the types and methods of traffic data processing 
and monitoring for purposes of ICT regulation enforcement. 

The above three conditions on the enforcement of ICT regulation using corporate traffic data 
are  mostly  formal;  they  contain  no  substantive  provisions  about  the  reasonableness  and 
fairness of the ICT house rules in themselves. The question is whether these three conditions 
are  sufficient  or  whether  the  intentions of  the  company ICT house  rules  should  also  be 
assessed.

Monitoring computer use at work raises questions concerning the protection of the privacy of 
the  employee.  These  questions  relate  to  the  necessity  and  reasonableness  of  the  ICT 
regulations  in  themselves  and  the  proportionality  of  enforcement  measures.  These  issues 
should be examined in a labor law framework.392 

Employers view the private use of the internet facilities as productivity loss and are afraid of  
misuse of  these  new resources.  Indeed,  there  are  some major  risks  involved.  Viruses  can 
damage the computers or even cripple whole computer networks, hackers lurk and business 

390This is similar to our approach in direct marketing. The definition of traffic data is solely made by means of 
the essential functions, the primary processes of the provider. Activities of direct marketing are viewed as 
secondary functions from secondary provider business processes. 

391Compare: OECD 1981 (Basic Principles); also refer to: p. 126-127.
392Terstegge 2002 (CBP Background Studies and Explorations No. 21: Good Work in Networks), p. 7.
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secrets  may leak.  Also  the  company’s  reputation  may be  discredited  if  an  employer  is 
involved  through  the  corporate  network  in  on-line  gambling,  (child)  pornography,  
discrimination  or  copyright  infringements.  On the  other  hand,  just  because  of  the  use  of 
computers, the employer has more options for monitoring (subsequently or in real-time) than 
if the employee would have used more conventional (off-line) resources. 

In  a  corporate  environment  we  are  dealing  with  the  property  right  of  the  company  or 
organization.393 The company or organization owns the operational communication resources 
and therefore has control over these resources. The employer is entitled, as a result of this 
property  right,  to  regulate  the  (private)  use  of  the  corporate  communication  facilities: 
telephone, e-mail and internet.

As a result of Computer Crime Act II, some new items are added to the Dutch Criminal Code, 
including:  Article  138a  (intrusion)  and  139c  (the  interception  or  recording  of 
telecommunications). Pertaining to criminal law, the protection of communications concerns 
the content of communications.  The starting point is  the protection of the communication 
(content) against infringement by authorities or third parties. The monitoring of the corporate 
traffic data by the employer, who is also responsible for the corporate network, is not covered 
by the offense. But even while monitoring is  not a criminal offense, it  can still  constitute 
wrongful conduct towards workers. That will be the case if the employer does not act as a 
good employer should:394 

The monitoring of e-mail affects the freedom to communicate with others. The registrations of  
the  outer  appearances  of  communications  also  have  a  ‘chilling  effect’  on  freedom  of  
communication.  The  registrations  of  data  that  provide  insight  into  the  activities  of  the  
employee, affect not only his personal life, but also the general employment; it may limit the  
freedom of the employee to carry out the work to his own discretion (autonomy). Mitigating 
such  freedoms  by  the  employer  requires  justification  and  restraint  (requirements  of 
proportionality and subsidiarity).

Good employment practices are expected from the employer and good behavior is expected 
from the employee. The employer may establish rules for the implementation of the work and 
can take measures to promote good order in the company (Art.  7:660 Dutch Civil  Code). 
Rules  for  the use  of  the  corporate  communication  facilities  and measures  to  monitor  the 
worker’s actions fall within this provision. The Dutch Data Protection Authority (CBP) takes 
the view that, although not punishable, certain forms of control may be wrongful.395 

That is the case if the employer does not act as a good employer should. This is the case  
when,  without  need  or  legitimate  interest,  or  by  disproportionate  means,  the  employer 
infringes on the privacy of the employee. This is also the case if not enough care has been 
taken in assessing individual employees based on such information. Here is the principle that 
an employee must have the opportunity to defend himself if objections are raised against his  
work. Here it is essential for the worker to know the facts and circumstances on which he is  
assessed. 

Furthermore,  the  Dutch  Working  Conditions  Regulation  (Arbeidsomstandighedenregeling) 

393Initially there was the intention to bring the property right under protection of the ECHR. Ultimately it ended 
up in Article 1 of the First Protocol (FP) to the ECHR. This article protects natural and legal persons against 
arbitrary interference by a contracting state in respect of their property. The protection by Article 1 FP is 
relatively weak by the many exceptions to the property right.

394Terstegge 2002 (CBP Background Studies and Explorations No. 21: Good Work in Networks), p. 19-20.
395Terstegge 2002 (CBP Background Studies and Explorations No. 21: Good Work in Networks), p. 21.

140



SECONDARY USES OF TRAFFIC DATA

provides that, without the knowledge of the worker, no use may be made of any qualitative or 
quantitative monitoring or control.396 The employee must  have sufficient  clarity about  the 
operation of any control. 

Conclusions II – 4th condition on reasonableness and necessity of regulations

There are at least three conditions on the enforcement of ICT regulation using corporate traffic 
data:  the  enforcement  objectives  must  be  predetermined,  the  enforcement  must  not  be  
excessive and the person involved must be notified. These three conditions are more limited 
than the (five) acceptability conditions on direct marketing with traffic data.397 The first two 
conditions (predetermined objectives, not excessive enforcement) are direct translations from 
the corresponding acceptability conditions on activities of direct marketing using traffic data. 
The  third  condition  (notification)  is  a  weakened  version  of  the  third  condition  on  direct 
marketing  (right  of  consent).  The  fourth  condition  on  direct  marketing  (within  existing 
customer relationship) is irrelevant here. The question is here whether the fifth condition, the 
requirement  for  the  legitimate  interest  of  the  provider,  translates  into  a  corresponding 
condition on the monitoring and enforcement of corporate ICT regulations by means of data 
traffic. In other words, is the employer completely free to regulate the operational use of ICT 
facilities or is there a need to evince the reasonableness and necessity of the regulations? 

In the CBP’s view this is indeed the case. The Board extracts this view from the principle of 
‘good employership’: without need or by disproportionate means, the employer should not 
restrict the privacy of employees. Corporate control in itself is not prohibited. The employer is 
entitled to impose conditions on the operational use of the communication facilities (corporate 
mobile  phone,  e-mail,  computers  and  internet)  and certain  applications  and uses  may be 
prohibited. The employer will have to set the purpose for which the monitoring and controls 
are  necessary.  These  measures  must  be  proportionate  to  the  interests  and  rights  of  the 
employee. 

Based on the concepts of ‘good employeeship’ and ‘good employership’ in the Dutch Civil 
Code, employees are held to a responsible use of the communication operating assets, while 
employers are held to careful control policies. The Dutch Works Councils Act gives the Works 
Council  the  right  of  consent  for  the  establishment  of  such  policies.398 “The  concrete 
implementations of policies for e-mail  and internet use require customizations and should 
therefore be negotiated between employer and the Works Council”.399 This forms the basis for 
the  fourth  condition  on  the  monitoring  and enforcement  of  ICT regulations  by means  of 
corporate traffic data: 

396Regulation derived from the Directive on working conditions [Directive 90/270/EEC of 29 May 1990 on the 
minimum safety and health requirements for work with display screen equipment (fifth individual Directive 
within the meaning of Article 16 (1) of Directive 89/391/EEC), No. L 156, 3 (Operator/Computer Interface) 
sub b].

397Refer to p. 129.
398The Works Council has the right of consent with respect to the processing of personal data and the use of 

personnel monitoring systems (Dutch Works Council Act (Wet op de ondernemingsraden , WOR), Article 27, 
paragraph 1, paragraph k, l). Personnel tracking system include: the “provisions that focus on, or are suitable 
for, the observing or monitoring of the presence, conduct or performance of the employees of a company, as it 
relates to all or a group of persons employed by the company”. The monitoring and control of corporate 
traffic data qualify as such personnel tracking systems, to which therefore the Works Council has the right of 
consent. 

399Terstegge 2002 (CBP Background Studies and Explorations No. 21: Good Work in Networks), p. 7-8; Smits, 
De Jong & Van Der Wees 2008, p. 110.
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4. Right of consent of the Works Council. The Works Council has the right of consent 
on  the  establishment  and  enforcement  of  the  ICT regulations  of  the  company or 
organization. 

This issue of the legitimate interest of some ICT regulations will return in establishing and 
enforcing an acceptable use policy by public internet providers. 

5.2.2 AUP enforcement by public service providers
Some internet providers distinguish themselves from other providers by a distinct acceptable 
use policy. Their method is similar to the administration of a private corporate network on 
which the corporate ICT regulations are actively enforced. 

Examples are the internet services of the providers FilterNet and Solcon. Internet pages with  
pornographic  content  and  sites  that  encourage gambling,  discrimination,  hatred,  violence, 
profanity, etc. are blocked. Software in the systems of the provider searches the detrimental  
sites and places them in a central database (blacklist). When surfing, the requested URL is  
first  checked against  the  database.  When a web page is  blocked the user  will  see a  stop 
screen. The user can also have his e-mails screened by the provider for detrimental content. 

In practice, the same technical methods are applied by administrators of corporate networks 
for the instantaneous enforcement of the operational ICT regulations. This raises the question 
whether the conclusions on the enforcement of ICT regulations using the  corporate traffic 
data should be translated to the AUPs of public providers. 

Two principles apply in situations of corporate communications: the reasonable expectation 
of privacy and the  foreseeability by the employee. These principles were elaborated in four 
corporate AUP conditions to the enforcement of ICT regulations by means of corporate traffic 
data:

1. Predetermined  enforcement  objectives.  The  enforcement  objectives  must  be 
predetermined.

2. Non-excessive enforcement processing. The enforcement processing and monitoring 
of  corporate  traffic  data  should  be  limited  to  what  is  necessary  to  achieve  the 
enforcement objectives.

3. Notification policies. The administrator should inform the employee before use of the 
corporate communication facilities on the types and methods of traffic data processing 
and monitoring for purposes of ICT regulation enforcement.

4. Right of consent of the Works Council. The Works Council has the right of consent 
on  the  establishment  and  enforcement  of  the  ICT regulations  of  the  company or 
organization. 

Do  these  four  conditions,  in  adapted  terms,  also  apply  for  the  public  provider  which 
establishes and actively enforces some distinct AUP regulations? For the first three conditions, 
which  concern  the  reasonable  expectation  of  privacy and  foreseeability  for  the  user,  the 
answer is self-evident.400 Again, the question focuses on the last condition: is it necessary that 
a provider establishes a Users Board that has the right of consent to the provider’s AUP? The 
translation  of  the  fourth  condition  implies  that,  through such  boards,  users  could  have  a 
substantive  view of  the concrete  regulations  of  the AUP. This  would limit  the  provider’s 
control of its network and the way it is used by its customers.

400Compare: Siemerink 2007, p. 72-73.
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There are two perspectives in this issue: the perspective of  freedom of contract versus the 
perspective of consumer protection. 

Perspective of  freedom of  contract.  This perspective assumes certain market conditions: 
there is a sufficiently large number of competing providers, consumers are well-informed and 
the user can easily change provider without market barriers – in summary, that the internet as 
a transparent market. This perspective focuses on free consumer choice. If the regulations or 
methods of enforcement of the provider’s AUP cannot please the user, he or she may simply 
switch to another provider where different regulations may apply.  As it  is the case with a 
private corporate network, the provider’s property right and consequently, the provider’s right 
to establish regulations for the use of the network take precedence.  In this  perspective,  it 
follows  from  the  freedom  of  contract  that  the  provider  can  unilaterally  set  the  AUP 
regulations.401

In  this  view,  only  the  first  three  conditions  apply  to  the  AUP of  the  public  provider, 
representing the principle of informed consent: it is sufficient if the user is clearly informed 
about the purpose, method, procedure, benefits and risks and the degree of uncertainty of the 
outcome.402 Essential elements of informed consent are: user knowledge and understanding of 
the rules, that the contract is freely entered into and that the person involved is familiar with 
the  conditions  for  the  termination  of  the  agreement.  The  first  three  conditions  on  the 
enforcement of the AUP merely concern the formal requirements: the provider should first 
determine enforcement objectives, the (traffic) data processing in the enforcement functions 
should be proportionate to the purpose, and the users involved should have prior knowledge 
of the regulations. From this perspective, the user has no grounds to challenge the necessity 
and reasonableness of the AUP regulations and the method of enforcement. Nor can the user 
treat the provider’s AUP as an à la carte menu. In the perspective of freedom of contract, both 
user and provider  occupy more or less equal  positions  of  power when they enter into an 
agreement. If the user cannot accept the AUP set by the provider, he or she will simply make a 
different choice or switch to another provider. 

Perspective of consumer protection. From this perspective, the consumer will not always 
have  enough  choice  between  competing  providers  or  there  may be  barriers  that  make  it 
bothersome to change provider, e.g. the loss of familiar and well-known e-mail addresses. 
According to this view, there is the need to protect the users against unreasonably onerous 
conditions; the provider is not entirely free to set the regulations of the AUP or to enforce 
these regulations to its own discretion. From the perspective of consumer protection, there are 
also  substantive  conditions  on  the  AUP regulations  (in  addition  to  the  formal  conditions 
above), namely, that fundamental rights – in particular the right to privacy and freedom of 
expression – are not unnecessarily restrictive. From this viewpoint the conditions of informed 
consent may be insufficient and the user should have the possibility to challenge the AUP 
regulations themselves or to prevent them from being applied to his own communications. 

Some examples of possible unreasonably onerous conditions and of cases of users, familiar 
with the AUP of the provider, challenging the enforcement of certain regulations:

401In the view of Alkema, the freedom of contract is implicit in most provisions of the ECHR. [Alkema 1999, p. 
33-46].

402Compare: the International Guidelines for Ethical Review of Epidemiological Studies (Geneva: 
CIOMS/WHO 1991), and the International Ethical Guidelines for Biomedical Research Involving Human 
Subjects (Geneva: CIOMS/WHO 1993). 
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• Prohibited  Applications.  A provider  of  mobile  communications  doesn’t  allow its 
internet subscribers with smart phones to access third party VoIP services like Skype. 
The provider maintains this ban through real-time control of the special traffic data. A 
subscriber to this operator challenges this particular regulation of the provider. 

• P2P throttling. A provider discourages P2P communications by impairing such traffic 
(intentionally delaying, blocking, giving insufficient bandwidth). The provider inspects 
the port numbers and addresses from the Process layer so as to separate P2P traffic 
from other traffic. A user connected to that provider wants the provider to leave his 
P2P communications intact.

• Provider moderation. A user connected to a provider on a religious basis wants his 
provider to end the practice of communications filtering; he does not want his special 
traffic data to be checked against the provider’s blacklist of banned sites.

The cases  show how public  providers  might  restrict  certain  communications  freedoms by 
performing some additional processing of the special traffic data of their customers. Assuming 
that  these  providers  have  met  the  first  three  conditions  (predetermined  enforcement 
objectives, non-excessive enforcement, notification of the person involved), the question at 
hand  is  whether  the  user  should  be  given  the  option  of  challenging  the  necessity  and 
reasonableness  of  the  AUP regulations  in  themselves.  Should  certain  AUP regulations  be 
considered as unreasonably onerous conditions?403 Of interest in relation to this issue is the 
ruling by the European Court in the case of Khurshid Mustafa and Tarzibachi v. Sweden.404

The applicants, husband and wife, are Swedish nationals of Iraqi origin, who were born in 
1957 and 1963 respectively and live in Västerås (Sweden). Relying on Article 10 (freedom to  
receive information) and Article 8 (right to respect for private and family life), the applicants 
complained that they and their three children were forced to move from their rented flat in  
Rinkeby (a suburb of Stockholm) in June 2006 because they refused to remove a satellite dish.

The  Court  observed  that  the  satellite  dish  enabled  the  applicants  to  receive  television 
programmes in Arabic and Farsi from their country of origin (Iraq). That information included 
political and social news and was of particular interest to them as an immigrant family who 
wished to maintain contact with the culture and language of their country of origin. There had 
not  been  any other  means  at  the  relevant  time  for  the  applicants  to  have access  to  such  
programmes and the dish could not be placed anywhere else. Nor could news obtained from 
foreign newspapers and radio programmes in any way be equated with information available 
via  television  broadcasts.  Furthermore,  the  landlord’s  concerns  about  safety  had  been  
examined by the domestic courts who had found that the installation had been safe. Moreover, 
the  fact  that  the  applicants  had effectively been evicted from their  home with their  three  
children  had  been  disproportionate  to  the  aim pursued,  namely the  landlord’s  interest  of  
upholding order and good custom. The Court therefore concluded that the interference with  
the  applicants’ right  to  freedom of  information  had  not  been  “necessary in  a  democratic  
society” and held unanimously that there had been a violation of Article 10.

There  are  some  similarities  between  the  type  of  conflicts  that  may arise  from the  AUP 
regulations established by a provider and the case of Khurshid Mustafa and Tarzibachi v. 
Sweden. Remarkable in this case is the fact that the European Court rules on a ‘horizontal’ 
legal dispute between citizens (the Swedish state finally took responsibility when the national 

403Compare: Siemerink 2007, p. 69, 157-158.
404ECHR, Case of Khurshid Mustafa and Tarzibachi v. Sweden, Application no. 23883/06, Judgement 

Strasbourg 16 December 2008, No. 5-14, 40-50.
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remedies were exhausted). It follows from the ruling that the state has a positive obligation to 
protect the horizontal effect of Article 10 ECHR.405 If we extend that conclusion to the issue of 
whether the provider is entirely free to establish and maintain AUP regulations, the answer is  
in the negative: AUP regulations can be unreasonably onerous; the provider that limits the 
freedom of  expression  –  in  particular  the  freedom of  reception  –  should  account  for  the 
necessity and reasonableness of such restrictive rules.

But there is also a substantial difference between the case of Khurshid Mustafa Tarzibachi, 
and the case of some, perhaps unreasonably onerous, regulations in a provider’s in AUP. The 
consequences of the satellite dish ban by the landlord and the impact of the enforcement of 
this ban were quite significant for the immigrant family. Only by placing such a dish could 
they receive programs in their mother tongue, while the policy enforcement by the landlord 
ultimately led to their eviction. Because of the relatively large number of independent ISPs 
operating in the Dutch market, there is a sufficiently wide range of internet services available. 
Consumers in the Dutch market that are in conflict with their ISP about some regulations of 
the AUP may solve the issue relatively easily by simply changing provider. The relationships 
between users and ISPs exhibit more equal positions of power than, for example, between 
tenants and landlords. 

We take the view that, in the Dutch market, the principle of informed consent is sufficient in 
most situations (i.e. application of only the first three conditions: predetermined enforcement 
objectives, not excessive enforcement, notification of persons involved). However, an ISP that 
establishes AUP regulations that limit the freedom of communication significantly, i.e. further 
than what is widely recognized and used by industry (e.g. practices of FilterNet and Solcon), 
is advised to involve its customers in the formulation and method of enforcement of the AUP 
regulations. Examples include customer involvement in the concrete implementation of any 
communication filters, the establishment and maintenance of black lists and the application of 
methods like deep packet inspection.406 A Users Board (comparable in a way to the Works 
Council  of a company or the Program Board of a cable provider) which has the right  of 
consent to the AUP regulations and its methods of enforcement may provide an appropriate 
structure for a provider to evince in court that, in case of a conflict with a user, his AUP is not 
unreasonably onerous.

5.2.3 Conclusions
Employees of companies and organizations may have access to the communication facilities 
of  their  company or  organization.  Since  it  concerns  operating  facilities,  the  company or 
organization may establish regulations for the use of its assets – the house rules for the use of 
ICT or corporate acceptable use policy. Corporate traffic data are the primary means of control 
of the qualitative and quantitative use of the operational communication facilities. In practice, 
there are two styles of enforcement of the AUP regulations. There is the instantaneous style of 
communications monitoring and intervention, based on the real-time corporate traffic data, 
and there is the ex-post style of monitoring (the investigation of the logged traffic data only 
after  complaints  or  in  case  of  network  problems).  Both  styles  of  monitoring  the  use  of 
operational communication facilities are permissible, as long they comply with the principles 
of reasonable expectation of privacy and foreseeability for the persons involved. 

405ECHR, Case of Khurshid Mustafa and Tarzibachi v. Sweden, No. 50.
406Communication filters could be used to combat issues such as: hacking, phishing, spoofing, identity theft, 

detect spam, scam and virus attacks, fraud and illegal or criminal content.
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Analogous to direct marketing by means of traffic data, these principles are elaborated in four 
corporate  AUP conditions  on  the  enforcement  of  ICT  regulations:  (1)  the  enforcement 
objectives should be predetermined; (2) the data enforcement processing should not excessive; 
(3) the administrator should inform the employees before use of the corporate communication 
facilities on the types and methods of traffic data processing for purposes of ICT regulation 
enforcement and  (4)  the  employer  should  have  a  legitimate  interest  in  establishing  ICT 
regulations in the corporate AUP. The latter condition is expressed in the right of consent of 
the works on establishing and maintaining corporate ICT regulations. 

The following question also arises in relation to AUPs of providers of public networks: is it 
sufficient  in  public  services  to  meet  the  conditions  of  informed  consent  (the  first  three 
conditions) or can some AUP regulations be considered as unreasonably onerous? The service 
provider that limits its users in a way that is not customary in industry is well advised to 
establish  a  Users  Board with  a  right  of  consent  to  the  AUP regulations  and enforcement 
methods. Thus, such provider can, in the case of a dispute over the scope of certain restrictive 
regulations, evince that the contested regulations are not unreasonably onerous. 

5.3 Traffic data in automatic number identification
The  third  research  topic  relates  to  issues  of  anonymity and  identification  between  users, 
whereby traffic data from the provider’s network have a key role in user-to-user identification. 
The digitization of telephony (ISDN) created a new use of traffic data: the conveyance and 
delivery of the telephone number of  the calling party to  the party called.  This  possibility 
already existed in the days that switchboard operators manually established connections, but it 
disappeared  for  more  than  half  a  century  due  to  the  technical  limitations  of  the 
electromechanical switching technology. With the digitization of telephony this function came 
back,  however  it  promptly became subject  of  discussion:  does  the  caller  have  a  right  of 
anonymity before the called party or is there freedom of the called party to identify the caller 
prior to the acceptance of the communication?407

The discussion has so far been conducted mainly in the sphere of number identification in 
telephony. But also on the internet issues of identification between users arise. Automatic 
number identification (ANI) in terms of the A-S-B model is the instantaneous conveyance 
from A to B of user identifying traffic data by the intermediary service provider. In telephony 
this concerns the provision of the phone number of the calling party the called party. On the 
internet it may involve the IP number of the web-surfing user or the e-mail address of the 
sender of a message. The issue in the latter case is the use of a forged return address.408

A person suspected of e-mail defamation was detected by collection of his personal data from 
his ISP and telecoms provider (PTT Telecom).409 In 1995, the suspect had changed his return 
e-mail address in the e-mail return address of his victim E.C.P. (i.e.: EP.@BDU.UVA.NL). 
Over several months suspect had sent pornographic images on the e-mail return address of  
E.C.P. with the accompanying text: “If you want more, e-mail me”.

In the meantime, the internet has so far percolated society that also in this area the regulation  
of number identification should be explored. First, an overview is provided of the relevant 

407Holvast 1994, p. 226-230.
408Technical details on the forging of e-mail headers: Jones 2006, p. 38-40.
409Netherlands Supreme Court Case No. 109081, March 9, 1999, NJ 1999/346. The claim was made on the 

basis of the then Article 125f Code of Criminal Procedure.
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legal  sources  and  literature  on  the  subject.  Then  the  options  for  a  universal  regulatory 
framework on the use of number identification and its internet variants are explored.

5.3.1 Automatic number identification in regulations and recommendations
There  are  two  opposing  principles:  anonymous  communication versus  cognizable 
communication by number identification. The choice became an issue with the introduction of 
digital telephony (ISDN, GSM), when temporal traffic data (SS7 and subscriber signaling) 
were assigned an additional function: the disclosure of the A-number of the calling party to 
the subscriber line of the called party. The called party then had the opportunity to identify the 
calling party prior to the acceptance (or rejection) of the communication.

A number  of  legal  sources  on  this  topic  is  discussed:  Recommendation  R  (95)  4  and 
Recommendation R (99) 5 by the Council of Europe, Recommendation 3/97 by the Article 29 
Working  Party,  and  a  comment  by the  Advisory Committee  Franken  on  the  principle  of 
anonymity. The ISDN Directive, followed by Directive 2002/58/EC on privacy and electronic 
communications, provide concrete regulations on automatic number identification.

Recommendations and opinions on anonymity in communications

Recommendation R (95) 4 on the protection of personal data in telecommunication services

Recommendation  R (95)  4 of  the Committee  Ministers  of  the  Council  of  Europe on the 
Protection  of  Personal  Data  in  the  Area  of  Telecommunication  Services,  with  particular 
reference to telephone services, puts user anonymity first. The option for the calling party to 
block the automatic number identification is explicitly mentioned in the Recommendation:410

Anonymous means of accessing the telecommunication network and services should be made  
available.

The introduction of a service feature permitting the display of the telephone number of an 
incoming call on the called subscriber's terminal should be accompanied by information to all  
subscribers  that  this  feature  is  now available  to  some  subscribers,  and  therefore  that  the  
possibility exists that their telephone number may be disclosed to the called subscriber.

The introduction of this feature should be accompanied by the possibility of the calling party 
to prevent in a simple manner the disclosure of their telephone number to the called party.

Recommendation R (99) 5 for the Protection of Privacy on the Internet

Recommendation R (99) 5 for the Protection of Privacy on the Internet was developed in the 
turbulence of the internet breakthrough. To the Committee of Ministers the time did not see 
ripe to establish concrete internet privacy rules. Instead, the Committee turned directly to the 
sector with some general principles and suggestions for ISPs and users. The Recommendation 
is an attempt to create a social awareness of the privacy risks of the internet. Recurring themes 
are the integrity of networks and service and anonymous access. 

Recommendation R (99) 5 refers expressly to the service providers and users of the internet.411 
410Recommendation No. R (95) 4 of 7 February 1995 on the Protection of Personal Data in the Area of 

Telecommunication Services, with Particular Reference to Telephone Services, 2.2 (Respect for privacy); 
7.16 (Calling-line identification).

411Recommendation No. R (99) 5 of 23 February 1999 for the Protection of Privacy on the Internet – Guidelines 
for the Protection of Individuals with regard to the Collection and Processing of Personal Data on Information 
Highways.
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The recommendations are practical and with a light tone. In Part II the recommendations are 
addressed to the users of the internet, users are warned of the privacy dangers of internet  
communications. Part III addresses the ISPs, which are urged to respect the privacy of users 
and to take technical measures to protect the user’s privacy against breaches by third parties. 

The recommendations  to  internet  providers  encourage the  use of  prepaid  access.412 If full 
anonymity is not possible and to the extent that this is permitted by law, the internet can be 
used under a pseudonym. The recommendations treat internet technology as inherently unsafe 
and providers as still lacking respect for the privacy of the user. Under the circumstances of 
turbulence and rapid technological changes in the sector, anonymous access or the use of a 
pseudonym is a practical and effective remedy.

Recommendation 3/97 by the Article 29 Group – Anonymity on the Internet

Article 29 of the Data Protection Directive provides that an independent advisory Working 
Party  on  the  Protection  of  Individuals  with  regard  to  the  Processing  of  Personal  Data, 
sometimes referred to as the ‘Working Party’ or the ‘Article 29 Group’, is set up.413 The group 
was established by the Council on October 24, 1995. On December 3, 1997 the Working Party 
approved discussion paper XV/5022 “Anonymity on the Internet”, which included a series of 
recommendations on liability for illegal internet activities from the perspective of privacy.414

Working  Party  Recommendation  3/97  deals  with  the  aspect  of  anonymity  in  internet 
communications. The theme of the recommendation is that anonymous communication on the 
internet should be possible where it is possible in the non-virtual world. It is in fact a variant  
of the adage “what holds off line,  also holds on-line”. Recommendation 3/97 expands the 
principle of anonymity to four types of internet use: e-mail, newsgroups, web-browsing and 
making purchases on the internet. 

On e-mail  (point-point  communication),  the debate  is  about  the anonymity of  the sender. 
Without a destination address an email cannot be delivered, but the identification of the sender 
is not strictly necessary for the operation of this service. The Working Party compares it to the 
old-fashioned postal service, where the sender of a letter may choose to remain anonymous to 
the recipient and to avoid leaving any identifiable transactional data behind with the provider 
of the postal service.415 But e-mail is different because the sender can be identified by his e-
mail  address  or  IP number.  The Working Party recommends two methods of  offering the 
sender  a  certain  degree  of  anonymity:  anonymous  access  to  the  internet  and  the  use  of 
anonymous re-mail services. 

In newsgroups, it is important that there are possibilities to exclude inappropriate content and 
to  hold  a  person  liable  if  the  content  of  certain  contributions  appears  to  be  illegal.  The 
Working Party recognizes that a fully anonymous participation in public discussion forums 
can cause problems that do not occur with simple point-to-point communications and that 
appropriate  mechanisms  should  be  developed  to  prevent  abuse.  Communications  in 
newsgroups require a certain degree of control and management. The Working Party opposes 
the idea that  any contributing person must  be identifiable  and that  contributions  must  be 
tracked.  The  Working  Party  questions  whether  such  an  approach  would  be  feasible  and 

412Recommendation No. R (99) 5, 4 (III. For Internet service providers).
413Directive 95/46/EC, Article 29.
414Working Party Recommendation 3/97 of 3 December 1997: Anonymity on the Internet.
415Working Party Recommendation 3/97, p. 7 (E-mail (point-to-point correspondence over the Internet)).
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proportionate to the actual problem. “After all in the non-virtual world there are numerous 
notice boards in workplaces, schools and universities on which individuals are invited to place 
material. It is not conceivable that access to such noticeboards would be closely monitored in 
this way.”416

The Working Party recommends the possibility of anonymous participation in newsgroups 
where the provider of the newsgroup takes care of the moderation of the contributions. If 
completely anonymous access to some public fora were to be deemed problematic, individuals 
may nevertheless be permitted to gain access on the basis of a ‘pseudo-identity’ attributed to 
them by a specialist service provider similar to the anonymous re-mailers. In such cases, while 
anonymity would normally be respected, if criminal activity were suspected, a link with the 
true identity of the individual user could be reconstructed.

Surfing  on  the  internet  is  compared  to  browsing  in  a  public  library  or  a  bookshop,  or 
wandering through the high street window-shopping. The person is doing this out of curiosity 
and in many cases can only achieve this on condition of anonymity. Internet surfing leaves 
identifiable digital traces, simply because surfing users have to give their IP number so that 
the server can return the requested information. The Working Party does not recommend any 
technical methods for anonymous web surfing, but approaches the problem merely from a 
normative angle: “Individuals wishing to browse the World Wide Web anonymously must be 
entirely free and able to do so”.417 

The  question  arises  as  to  whether  an  individual  must  be  identifiable  in  order  to  make 
purchases over the internet or whether the option of anonymity should still be available. The 
Working Party compares small internet transactions to a purchase in a small corner shop; the 
vendor is not interested in the identity of his customer, but solely in the fact that the cash 
being offered to him is authorized legal tender. For larger purchases it is often inconvenient 
for both the purchaser and vendor to use cash. For these reasons non-anonymous payment 
methods such as checks or debit cards tend to be preferred when the amount of the purchase is 
large. The Working Party wants the same principles to apply to internet payments, but also 
acknowledges the risks of money laundering: “Limits to the use of anonymous payment might 
need to be made, but only where there is clear evidence that the anonymity of a transaction 
really does prejudice the detection of money laundering”.418

The Working Party acknowledges that the principle of anonymity conflicts with the prevention 
and detection of crime and the fight against illegal and harmful content, financial fraud or 
copyright  infringements.  The  Working  Party  holds  that  the  possibility  of  remaining 
anonymous is essential if the fundamental rights to privacy and freedom of expression are to 
be maintained in cyberspace and points to the framework of  the European Convention of 
Human Rights  for  resolving conflicts  between different  public  policy objectives:  a  set  of 
fundamental  rights  subject  to  certain  restrictions  for  specified  reasons,  including  the 
prevention of crime.419

Advisory Committee Franken on Fundamental Rights in the Digital Age

In 2000, Advisory Committee Franken advised on the implications of new information and 

416Working Party Recommendation 3/97, p. 8 (Newsgroups, Bulletin Boards, and other Public Discussion Fora).
417Working Party Recommendation 3/97, p. 9 (Passive Browsing of Internet World Wide Web Sites).
418Working Party Recommendation 3/97, p. 10 (Purchasing goods and services over the Internet).
419Working Party Recommendation 3/97, p. 5 (Reconciling privacy with other public policy objectives).

149



COMMUNICATIONS NETWORK TRAFFIC DATA

communication technology for fundamental rights.420 It created a digital context for the current 
information rights in Article 7 (freedom of expression), Article 13 (privacy of correspondence, 
telephone and telegraph) and Article  10 (right  to  privacy)  of  the Dutch Constitution.  The 
report  discusses  two options  for  expressing  the  right  to  informational  privacy:  a  right  to 
anonymity and a right to informational self-determination. The committee considers the right 
to anonymity, defined as a right for anyone to decide what personal data and under which 
circumstances he will release, to not be feasible.421

Indeed, in very many and very diverse situations in daily life, personal data must be disclosed. 
Without disclosure of these data one cannot function. This applies both in the relationship 
between citizens and government and in relationships between citizens. Absolute anonymity is  
an  illusion,  it  exists  neither  the  physical  nor  the  digital  world.  Establishing  a  right  to  
anonymity would also inevitably yield a fundamental right with a large scope, considerably 
larger than the scope of the present Article 10, first paragraph. [..] Since such a right must also  
be restricted for obvious reasons, this would result in a fundamental right with a large scope 
inevitably being limited by clauses with a large scope.  The Committee believes that  such  
“give a lot – take a lot” should be avoided as much as possible. The Committee considers this  
option therefore not useful. 

The Committee sees no reason to extend the right to privacy to a right to informational self-
determination. Article 10 paragraph 1 of the Constitution protects privacy as a whole and is 
not limited to informational privacy that is possibly breached by a displeasing, for the person 
involved, processing of his personal data. The committee argues that the right to informational 
self-determination is not absolute. It should yield to the rights and freedoms of others, if they 
prevail in the given case. 

Article 8 Directive 2002/58/EC on privacy and electronic communications

Specific  rules  on the ANI/CLI (automatic  number identification/calling line identification) 
function appeared in the ISDN Directive.422 This directive was  later replaced by  Directive 
2002/58/EC on  privacy  and  electronic  communications.423 The  regulations  on  number 
identification and the blocking of such functions remained unchanged.  Article 8 lays down 
rules concerning the function number identification (the presentation and restriction of calling 
line identification):424

1. Where presentation of calling line identification is offered, the service provider must offer the 
calling user the possibility, using a simple means and free of charge, of preventing the 
presentation of the calling line identification on a per-call basis. The calling subscriber must 
have this possibility on a per-line basis.

2. Where presentation of calling line identification is offered, the service provider must offer the 
called subscriber the possibility, using a simple means and free of charge for reasonable use 
of this function, of preventing the presentation of the calling line identification of incoming 
calls.

3. Where presentation of calling line identification is offered and where the calling line 
identification is presented prior to the call being established, the service provider must offer 
the called subscriber the possibility, using a simple means, of rejecting incoming calls where 

420Advisory Committee Franken 2000 (Committee on Fundamental Rights in the Digital Age), established by 
Royal Decree of February 23, 1999, Stb. 101.

421Advisory Committee Franken 2000, p. 125.
422Automatic number identification is here referred to as: calling line identification (CLI).
423Directive 2002/58/EC, recital 4.
424Directive 2002/58/EC, Art. 8 paragraph 1-3.
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the presentation of the calling line identification has been prevented by the calling user or 
subscriber.

Article 8 paragraph 1 states that the caller must be able to block the ANI function on a per-call 
basis  and on a per-line basis.  Paragraph 2 provides  that  the called party should have the 
possibility of disabling the ANI function, while paragraph 3 provides that the called party 
must  have  the  possibility  of  rejecting  calls  when  the  calling  party has  blocked  the  ANI 
function. This scheme of rules returns in the Dutch Telecommunications Act, article 11.9 § 1.

The technical reality proved different to what the legislature may have had in mind. Only the 
first rule on the blocking of the ANI function is implemented by operators as a function in the 
network. The other cases, under paragraph 2 and 3, could just as easily be implemented in the 
peripheral  equipment  of  the called  user;  the  operator  doesn’t  need to  make any technical 
arrangements for these functions. The blocking of the ANI function works and is often used in 
telemarketing. The intended defense for the called party – the option of rejecting anonymous 
calls – doesn’t work in practice.

Paragraph 11.2 Telecommunications Act

Paragraph 11.2 of the Dutch Telecommunications Act (Telecommunicatiewet,  Tw) contains 
three articles that regulate the ANI/CLI function: Article 11.9, 10 and 11. Article 11.9 Tw is 
the  legal  implementation  of  Article  8  of  Directive  2002/58/EC on privacy and electronic 
communications. Article 11.9 first paragraph reads (in simplified wordings):

The provider of a public electronic communications network and the provider of a public 
electronic communications service that offers number identification through its network or as 
part of its service provides: 

a. possibilities free of charge to each user to disable the presentation of calling line 
identification;

b. possibilities to the called subscriber to: 
1°. prevent the presentation of calling line identification;
2°. reject calls where the presentation of calling line identification is disabled
3°. disable the presentation of connected line identification.

The second paragraph of  Article  11.9 states that  further  regulations  will  be laid down by 
ministerial regulation with respect to:

a. possibilities of disabling and rejection;
b. the conditions under which the subscriber can prevent the presentation of calling line 
identification;
c. the implementation of number identification in international electronic communications, 
and 
d. the information by providers to users and subscribers about the use of number 
identification. 

The ministerial regulation has not yet been produced. However, the Dutch Data Protection 
Authority (CBP) has established standards for the use of ANI/CLI. In a document entitled 
‘Principles for monitoring number identification’, CBP determines the scope of Article 11.9 
Tw for a number of communications services in relation to the Data Protection Act:425 

ISDN. All numbers belonging to an ISDN subscriber line can be involved in the ANI/CLI 

425CBP 2004, p. 12-20.
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function. The subscriber has no right to pick and choose which of these numbers is issued in 
the ANI/CLI function. 

The following blocking options should be offered:

• per-call blocking by the user;
• per-line blocking by the subscriber. The subscriber hereby has the right to block all 

numbers belonging to subscriber line. 

SMS. There is no ANI/CLI function within the meaning of Article 11.9 Tw, since in SMS text 
messaging there is no number identification prior to the connection (an SMS text message is 
transmitted via the signaling channel, by which the sending number arrives together with the 
text message). A legal basis for the disclosure of the sender’s subscriber number can be found 
in Art. 8 Wbp, sub a, b or f. [..]

E-mail. E-mail is not subject to the rules for ANI/CLI. Since e-mail can not be delivered 
without the IP number of the sender, Article 8 Wbp sub b, can serve as the legal basis for the 
disclosure of the sender’s IP number. 

Internet telephony. The appearances of internet telephony vary too much to make a ruling on 
the applicability of the Telecommunications Act on these forms of telephony. However, there 
are criteria to determine whether Article 11.9 Tw will apply.

We find in the applicable laws and regulations that automatic number identification is strictly 
regulated, but only for conventional voice telephony over PSTN, ISDN or GSM. The SMS 
text message service is outside the rules because the number identification does not take place 
prior to a connection, internet telephony is excluded because the underlying technology is still 
too volatile, and finally e-mail is excluded as it would not be possible to deliver an e-mail  
message without the IP number of the sender.426 Only in traditional telephony is the anonymity 
of the caller protected; for any other technical modalities, such protection does not apply. 

The other articles of section 11.2 Tw restrict the option of anonymity for the calling party. 
Article 11.10 provides that the ANI/CLI function should always be available for calls to public 
emergency  service  numbers,  even  when  the  Article  11.9  option  of  blocking  number 
identification is used. Together with number identification, the related location data should be 
issued,  even  without  the  user’s  permission  to  issue  these  data.  Article  11.11  limits  the 
possibility  of  anonymity  for  the  caller  in  cases  of  nuisance  or  malicious  calls  (in  brief 
language):

1. A subscriber who receives unsolicited or malicious calls, whereby the ANI/CLI function is 
blocked, may request from the public provider the number of the calling subscriber and the 
related name and address data (if available to the provider). 

2. Such requests must meet the following requirements:

a. The request is in writing and contains the name and address data of the applicant 
and the phone number to which the nuisance calls relate, and 
b. The request includes an indication of the dates and times at which the nuisance 
calls have occurred. 

The focus of section 11.2 Tw on the technology of conventional voice telephony (wireline and 
mobile) is remarkable. The right to block the ANI/CLI function exists only for users of mobile 
and traditional wireline telephony, it applies only prior to a (voice) connection, while the right 

426Actually this is not true, one can certainly deliver an e-mail without notifying the receiver of the sender’s IP 
number (refer to: Chapter 4 on e-mail, p. 119-120).
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is specifically restricted for calls to emergency numbers. Afterwards, if the user suffers from 
nuisance or malicious calls, this user may request that the operator reverses the effect of the 
ANI/CLI function blocking. Then this user has to face a hurdle: the request must be in writing 
and must give an indication of the dates and times at which the relevant calls occurred. 

The legislature gives the caller  the option of anonymity,  but also recognizes  the potential 
drawbacks for the called party and therefore limits  the possibility of anonymity in certain 
cases. There is no perspective on regulation of any form of ANI on the internet. This requires 
us to disengage from the habits and customs of voice telephony and to re-examine ANI in the 
broad  and  technically  neutral  framework  of  the  four  information  traffic  patterns  of  the 
Bordewijk & Van Kaam Scheme. 

5.3.2 Automatic number identification in relation to the B&VK Scheme
ANI, as a phenomenon, creates confusion. In the context of voice telephony, the ANI function 
is treated cautiously with a sophisticated scheme of defenses and counter defenses for the 
calling and called parties. Therefore, why is this scheme not simply adapted for the internet,  
why  is  there  an  imbalance  in  regulation?  Indeed,  the  Council  of  Europe  recommends 
anonymous internet access as a practical form of self-defense by the user against breaches of 
privacy.

The confusion has two causes. First there is the undeniable, irrefutable element of automatic 
number identification. ANI is a form of non-repudiation. Number identification involves the 
issuing of user-identifying traffic data.  The traffic data arrive from the provider’s network 
domain  and belong to the  integrity of  the  provider’s  network.  With  ANI it  is  the  neutral 
provider that makes the statement about the identity of the user; ANI deprives the user of the  
ability to communicate under a pseudonym. The undeniable nature of ANI makes this use of 
traffic data somewhat delicate: the ANI function is final – refuting the validity of the identity 
attribute or the use of a pseudonym is meaningless. 

The second source of confusion is the internet itself. The internet is highly versatile and offers 
the user many degrees of communications freedoms. These freedoms of the internet make it 
almost impossible to apply the balanced approach of Article 8 of  Directive 2002/58/EC on 
privacy and electronic communications  to  issues  such as WWW, internet  chat,  discussion 
groups, on-line gaming or even e-mail. The concepts of communications and the technical 
modalities of the internet are too different from conventional voice telephony. In some cases, 
anonymity of the user is key in the format of the communication, for instance when the user 
moves  into  a  virtual  world.  Such  communication  applications  require  a  completely  new 
approach to ANI. 

If we are to say something about the desirability of internet anonymity, ANI or the blocking of 
ANI, we will have to disengage from the telephony oriented thinking of Article 8 of Directive 
2002/58/EC. Again the famous B&VK Scheme turns out to be useful.

B&VK Scheme Contents: Individual Contents: Central
Schedule: Individual Conversation Consultation
Schedule: Central Registration Allocution
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Views on automatic number identification

In technical reality, except for allocution, the four information traffic patterns are rarely found 
in pure form. Often a technical modality combines two patterns. For example, both telephony 
and e-mail cover the patterns of conversation and registration. WWW covers consultation as 
well as allocution. For this reason it is useful to discuss the regulation of ANI column-wise: 
we  distinguish  ANI  functions  with  individual  contents and  ANI  functions  with  central  
contents. 

Rules  that  govern  the  telephone  ANI/CLI  function  already  exist  (Article  8  Directive 
2002/58/EC, Article 11.9 Tw). It should be noted that these rules do seem designed primarily 
for  the  pattern  conversation;  the  phone is  also  used  for  registration,  in  telemarketing  for 
example, but this seems less important. Yet it has previously been reported that the right to 
block the ANI function has a drawback: nuisance communications, against which the recipient 
should be able to defend himself. For instance, Article 13 of the same Directive prohibits the 
forging of the e-mail return address used in direct marketing:427 

In  any  event,  the  practice  of  sending  electronic  mail  for  purposes  of  direct  marketing 
disguising or concealing the identity of the sender on whose behalf  the communication is 
made,  or  without  a  valid  address  to  which  the  recipient  may  send  a  request  that  such 
communications cease, shall be prohibited.

Inherent to telephony and e-mail is the phenomenon of nuisance communications. Automatic 
number  identification  is  the  receiving  party’s  first  line  of  defense  against  telemarketing, 
stalking,  spam or  scam.  Directive  2002/58/EC on privacy and electronic  communications 
signals the delicate balance between the possibility of automatic number identification and the 
right to block such function:428 

It is necessary, as regards calling line identification, to protect the right of the calling party to  
withhold the presentation of the identification of the line from which the call is being made 
and the right of the called party to reject calls from unidentified lines. There is justification  
for  overriding the  elimination  of  calling  line  identification  presentation  in  specific  cases.  
Certain  subscribers,  in  particular  help  lines  and similar  organisations,  have  an  interest  in 
guaranteeing the anonymity of their callers.

Regarding automatic number identification for communications from the right hand column of 
the  B&VK  Scheme,  no  specific  governing  rules  are  found.  The  situation  is  as  follows. 
Automatic number identification in WWW is a legally uncharted territory, while the current 
rules for number identification focus exclusively on telephony and accordingly assume the 
communication pattern of conversation. Existing rules ignore the possibility of registration 
patterns and provide insufficient support for banning nuisance communications. Only for e-
mail is there a regulation that specifically governs the registration pattern: it is prohibited for 
direct marketing by e-mail to forge or mask the e-mail return address. Central to the issue of 
automatic  number  identification  is  the  counter-position  of  the  anonymity interest  for  the 
communication-initiating party against the identifiability interest for the receiving party. 

In his study ‘Anonymous communications – from the press to blogging’, Ekker emphasizes on 
the privacy interest of the caller in having the option of blocking the ANI/CLI function. A 
caller may have an interest to disable such functions, for example so as to obtain unchecked 

427Directive 2002/58/EC, Art. 13, paragraph 4.
428Directive 2002/58/EC, recital 34.
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access to telephone helplines and anonymous crime reporting.429 Assured anonymity may be a 
requirement for the caller to feel free to express problems, complaints or to report a crime.  
Secondly, Ekker looks at the issue of anonymity in relation to the freedom of expression. To 
him this is the case if the caller wants to pass on information anonymously to a journalist. The 
need  for  an  established  right  to  anonymous  communication  exists  because  “a  real  and 
unfettered freedom of expression cannot exist if the pursuit of this freedom remains subject to 
identification and registration. This approach can be supported in different ways. From the 
point  of  view of  the  individual,  the  option  to  remain  anonymous  is  essential  to  express 
opinions freely and to otherwise publish,  disseminate and receive information.  Anonymity 
also supports the right of personal development.”430 This brings Ekker to propose a legal right 
for the subscriber to block the ANI/CLI function. 

Ekker puts the interests of anonymity first. For telephony his argument about the freedom of 
expression is perhaps somewhat far-fetched, for the internet it is certainly not. Ekker points in 
his  examples  to  the  importance  of  a  free  gathering  and  dissemination  of  information. 
However,  this  interest  is  primarily  in  the  right  column  of  the  B&VK  Scheme,  in 
consultation/allocution  –  much  more  than,  as  Ekker  puts  it,  in  conversation/registration. 
Indeed,  in  consultation/allocution  it  concerns  the  individual  processes  of  information 
gathering; any form of automatic number identification – for example, issuing the requesting 
party’s  IP  number  to  the  information  provider  –  would  impede  the  free  gathering  of 
information. 

Holvast also recognizes the importance of the option of anonymity for the caller, but with an 
important  nuance.  Because  of  the  predominant  one-on-one nature  of  telephone  calls  (the 
conversation pattern), Holvast sees equivalent privacy interests of the calling and called party.
431 This view also seems to underlie the scheme of protection rules in Directive 2002/58/EC 
and the Dutch Telecommunications Act. The legislature adopts a neutral position to automatic 
number  identification:  the  ANI  function  is  not  a  priori  privacy  depleting  nor  privacy 
enhancing. Both parties, the calling and called party, receive defenses – a defense against the 
ANI function, as well as against the blocking of such function.

The following view may seem somewhat ‘puristic’,  but touches the core of our problem. 
Assuming that the communication patterns occur in practice column-wise, we can say that 
Ekker’s argument for anonymity in relation to the freedom of expression mainly holds in the 
right  column of the B&VK Scheme.  In the right  column we find the individual  end-user 
opposite the established information provider;  here the processes of information gathering 
relate to the freedom of expression in the sense that individuals must be unfettered in their 
abilities to browse and collect information from public sources. The positions of power of the 
information  requesting  and  information  providing  parties  are  fundamentally unequal.  For 
consultation and allocution, any form of automatic number identification is therefore privacy 
depleting. 

Also in the left column is there an imbalance of powers. The calling party takes the initiative 
in the communication (sets the ‘time-table’), which can be understood as a request to enter 
into the private sphere of the called party. The initiator of the communication may have an 
interest in anonymity, as is the case for example with some commercially motivated parties 

429Ekker 2006, p. 157.
430Ekker 2006, p. 236-237.
431Holvast 1994, p. 226-230.

155



COMMUNICATIONS NETWORK TRAFFIC DATA

(telemarketing). This is contrary to the privacy interests of the recipient, who has to decide 
whether to accept the communication request. This view, in which the privacy interest of the 
called party has more weight than the interests of the calling party’s anonymity, goes against 
the idea of Ekker, who puts the calling party’s anonymity interest first. 

Thus we formulate two distinct views on automatic number identification: the balanced view 
and the unbalanced view. 

Balanced view on  automatic  number  identification.  This  (classic)  view is  based  on the 
premise of the equivalence of the privacy interests of communicating parties A and B. This 
view is found in current laws and regulations on ANI and is also followed by Holvast. The 
classic view on ANI targets the left column of the B&VK Scheme. From the equivalence of 
the privacy interests of A and B, follows a balanced assignment of two rights: a right for party 
A to block the ANI function and a right to party B to reject the communication when A has 
blocked the ANI function. 

Unbalanced view on automatic number identification. This alternative view on ANI assumes 
the power imbalance of the communicating parties. The right column is about the privacy and 
freedom of information gathering by the individual user against the business interests of the 
established information provider. In the right column, ANI is privacy depleting. In the left 
column there will also be an inequality of power: the blocking of the ANI function is within 
the power of the communication initiating party (calling party A), since the communication 
recipient (called party B) must first accept the communication so as to determine whether it is 
a nuisance communication.  In the left column, ANI is privacy enhancing for the recipient 
because he or she can decide in advance about accepting or rejecting the communication. In 
the  unbalanced view on ANI,  in  the  left  column,  the  recipient’s  interest  of  identifiability 
prevails  over  the  initiator’s  interest  of  anonymity  (who  may  set  the  ‘timetable’ of  the 
communication). 

In the unbalanced view on automatic number identification there is a fundamental distinction 
between communications in the left  and right column of the B&VK Scheme. In the right 
column, the anonymity interests of the communication originating party always come first. 
But in the left column, the principle reverses; the recipient’s identifiability interests outweigh 
the initiator’s anonymity interests. In the left column, the availability of some ANI provider 
network functionality should be the norm, without the option of blocking this function.432

The current norm is the balanced view on automatic number identification, in accordance with 
the model of Article 8 of  Directive 2002/58/EC on privacy and electronic communications. 
The telephony ANI/CLI function is approached by a balanced scheme of defense and counter-
defense for both the calling and called parties. There are good arguments for ANI regulations 
following the unbalanced view. This view yields clear rules about the use of automatic number 

432The basic rule in civil litigation is that the burden of proof is initially on the plaintiff. This could be 
paraphrased in: ‘the burden of identification is initially on the conversation initiator’. For internet telephony 
as well there seems to be a trend that ANI should be available. The U.S. Congress has approved a bill that 
prohibits the use of a fake caller ID, also in internet telephony: (1) IN GENERAL- It shall be unlawful for any 
person within the United States, in connection with any telecommunications service or IP-enabled voice 
service, to cause any caller identification service to transmit misleading or inaccurate caller identification 
information, unless such transmission is exempted pursuant to paragraph (3)(B). (2) Protection for Blocking 
Caller Identification Information – Nothing in this subsection may be construed to prevent or restrict any 
person from blocking the capability of any caller identification service to transmit caller identification 
information. [Truth in Caller ID Act of 2007].
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identification: in the left column, the network provides ANI (free of charge, without the option 
of blocking); in the right column, if possible, there is no ANI. However, technical reality does 
not reflect one of these views, not the balanced view nor the unbalanced view on automatic 
number identification.

We examine some cases of ANI in practice, and on this basis set an agenda for regulating the 
use of ANI functions. We do so column-wise, when the communication content is individually 
determined (information traffic patterns conversation and registration) and when it is centrally 
determined (patterns consultation and allocution). 

Regulating the left column ANI functions

In the left column, where the communication content is individually determined, two patterns 
emerge: conversation and registration. Examples of conversations are the telephone, e-mail 
and  internet  chat;  examples  of  registrations  are  the  personalized,  centrally  coordinated 
commercial  communications  from  a  telemarketing  call  center  or  by  e-mail.  Telephony 
represents the left column of communication patterns and, from this technical context, the 
public has become familiar with the ANI function.

The A-number, when available, is  conveyed by the SS7 signaling from the calling party’s 
originating exchange to the terminating exchange (‘end office’) of the called party. If the caller 
blocks  the  ANI  function,  the  terminating  exchange  withholds  the  A-number  from  the 
subscriber line signaling.  The A-number may be available  in  the end office,  but  it  is  not 
presented to the called party. Technically it is therefore possible to ignore the A-party’s wish to 
block the ANI function (which happens indeed with calls to emergency services). A situation 
which seems similar to the option of blocking the ANI function is  when the A-number is 
simply not available to the public network. This may occur with international calls, but in 
practice it is mainly the case with phone calls made from private companies. Companies may 
set their PBXs up in such a way that in the case of calls made from the company, the extension 
phone number of the caller is not presented to the public network. Call centers often make use 
of this method as the resulting caller anonymity allows for the unimpeded exercise of the 
business activities. 

In practice, only the first principle from Article 8 of  Directive 2002/58/EC on privacy and 
electronic  communications  is  technically  implemented  in  the  networks  of  operators:  the 
calling  party can  effectively block  the  operator’s  ANI function.433 The  counterpart  of  the 
option to block the ANI function, the ability to reject such calls (Article 8 paragraph 3), has 
never been implemented in a technical function of the public network. Indeed, the ability for 
the called party to reject calls when the ANI function is blocked may well be carried out in the 
peripheral equipment of the called party (the telephone is configured to respond in a different 
way or, which is even easier, the called party does not answer the phone as the ANI function is 
blocked).434 The legislature probably meant for the rejection of calls with blocked ANI to be 
implemented as  a  functionality in  the network of  the  operator.  In practice,  the subscriber 
himself has to resolve the nuisance of anonymous telemarketing.

The issue with e-mail is similar to the preceding analysis for telephony. The return address of 

433Refer to p. 150.
434Something similar applies to the right of the called party to prevent the display presentation of the A-number: 

the called party may himself switch off the display function (or simply cover the display screen). Art. 8 
paragraph 2 is widely seen as a trivial clause.
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the e-mail is configured by the user (not the ISP), which contributes to the difficulty for the 
receiver to reject unwanted messages. 

The  current  rules  on  ANI  do  not  clearly  express  the  intended  equivalence  of  the 
communication parties involved in the conversation/registration; the communication recipient 
has  no  means  of  defense  against  nuisance  or  malicious  communications.  It  is  therefore 
desirable to reinforce the privacy protection of the recipient. 

This will be achieved when we follow the unbalanced view on ANI, where in the left column 
ANI  is  always  available,  without  the  ability  of  blocking  this  function.  However,  in  the 
balanced view as well it is possible to strengthen the position of the recipient, without denying 
the initiator the option of anonymity (there is no tampering with Article 8 paragraph 1 of the 
Directive, which gives the originator the option of blocking the ANI-function). In our opinion, 
two regulations have to be improved in relation to the practical effects: 

• The recipient must have the ability to reject nuisance communications effectively and 
in advance.

• The rules on automatic number identification must be applicable to all socially 
significant modes of conversation and registration, especially in telephony and e-mail. 

To implement this agenda (strengthening the position of the recipient within the framework of 
Article 8 of the Directive) we would propose an amendment to Article 11.9 Tw. The amended 
article  targets  certain  modes  of  the  conversation/registration  patterns,  appointed  by  the 
legislature. Article 11.9 Tw will not apply for patterns of consultation or allocution.

First, the provider should be required to provide ANI free of charge. This is not incompatible 
with Article 8 of the Directive, which refers to the possibility of such a function. Second, the 
initiator should have the option of blocking the ANI function (free of charge).  Third,  the 
legislature should establish specific rules addressed to the provider concerning the ability of 
the recipient to reject communications where the ANI function is blocked by the initiator. The 
essence is that the option of rejection is implemented as a functionality of the public network: 
the actual rejection is performed by the provider, free of charge.435 The amended Article 11.9 
Tw may receive the following structure: 

1. The  provider  of  a  public  telephone  network  or  public  telephone  service  provides  the 
automatic number identification function as a free service to all users. 

2. The provider of a public telephone network or public telephone service offers to each calling 
user, as a free service, the option of blocking the automatic number identification function.

3. The provider of a public telephone network or public telephone service provides to each user,  
as  a  free  service,  the  option  of  rejecting calls  where the  automatic  number  identification 
function is blocked by the caller. By ministerial regulation arrangements should be made with 
respect to the methods of rejection.

The ministerial  regulation should rule  on meaningful methods of rejection.  In the case of 
telephony this could be a free voice-mail  service in the public network to which calls are 

435This is what we view as the main shortcoming of the current Article 11.9 Tw, first paragraph, paragraph b, 
part 2: it does not appear from the text that it is the provider who should technically perform the rejection. 
The provision does not oblige the provider to facilitate the recipient in the rejection of the anonymous 
communications; the issue is left to the recipient. The principle that the telecoms provider should assist in 
filtering nuisance communications is adopted from the internet, where the ISP may filter unsolicited e-mail as 
part of the regular service. 
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diverted when the ANI function is blocked by the caller. Then afterwards, the recipient can 
listen the voice-mail.  The counter-defense against unsolicited or nuisance communications 
with blocked ANI function comes down to rendering the communication ‘timetable’ to the 
recipient.  This is akin to the way the ISP is involved in the filtering of unsolicited e-mails 
(spam):  the  message  is  marked  and  put  aside  so  that  the  user  –  following  his  own 
communication timetable – may accept or reject the communication. 

This structure can therefore easily be adopted for different modes of the left column patterns 
conversation/registration. An ANI function for e-mail could be: the validation of the e-mail 
return  address  by the  provider.436 Regarding  such  a  function,  Article  11.9  Tw should  be 
amended to state the following: 

4. The  provider  of  an  electronic  messaging  service  provides  the  return  address  validation 
function as a free service to all users. 

5. The provider of an electronic messaging service offers to each sending user, as a free service,  
the option of blocking the return address validation function.

6. The provider of an electronic messaging service provides to each user, as a free service, the 
option  of  rejecting  electronic  messages  where  the  return  address  validation  function  is 
blocked by the sender. By ministerial regulation arrangements are made with respect to the 
methods of rejection.

By ministerial regulation the legislature should require internet providers to separate e-mails 
where the return address validation function is blocked by the sender. They should do so only 
at the request of the recipient.437

It was concluded in Chapter 4 that the From-line in an e-mail message does not constitute 
traffic data, but communication content.438 The main reason for this is that it is the sending 
user who determines the return address in the e-mail message (not the service provider). The 
question  actually  raised  here  is  whether  this  is  the  right  approach.  Especially  from  the 
unbalanced  view  on  ANI  functions  it  follows  that  the  service  provider  determines  (or 
validates)  the  e-mail  return  address.  The  From-line  in  an  e-mail  message  may  then  be 
considered traffic data  as it  is  set  and used by the service provider for instance to return 
undeliverable messages, which may be viewed as necessary to perform the service agreement.

Regulating the right column ANI functions

Regarding  allocution  and  consultation,  there  is  a  marked  power  imbalance  between  the 
communicating  parties:  the  individual  user  opposite  the  established  information  provider. 
Especially  in  the  right  column,  the  point  of  anonymity  versus  identifiability  in 
communications is at issue. Audiovisual media services in particular have great influence on 
the public opinion. It is therefore essential to the user to know who is responsible for the 
content of these services. Providers of audiovisual media services should therefore identify 
themselves by ensuring that users have easy and direct access at all times to information about 
the media service provider.439 However,  to  the recipient  of  allocution or consultation,  any 

436The technical standard that can be used is DKIM [refer to: Chapter 4, p. 119].
437This can be understood as a legal obligation for ISPs to implement a free junk-filter that separates various 

forms of unsolicited mails (spam, scam) at the request of the recipient. It is conceivable that such an 
obligation would help to reduce the traffic volume of unsolicited mail.

438Refer to: p. 117.
439Directive 2007/65/EC of 11 December 2007 amending Council Directive 89/552/EEC on the coordination of 
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method of user identification is undesirable. But the technical operation of WWW requires 
that  the  requesting  IP  number  is  issued  to  the  web  server.  Therefore,  the  desired 
communication  anonymity  cannot  always  be  separated  from  the  underlying  technology. 
Communication anonymity may be of interest to the user, but it can also be a given technical 
condition, as becomes apparent from the examples below. 

Terrestrial  broadcast. The  receiver  is  anonymous  to  the  broadcaster  and  to  the 
administrator  of  the  transmitter  network.  In  analog  broadcasting  technology,  if  or  when 
someone is tuned in to a particular station, this is not visible. Analog broadcasting technology 
has no traffic data or ANI function; the receiver of the allocution remains invisible.440

WWW. Each HTTP request holds the user’s own IP number to which the web server will 
return the requested information. The own IP number is part of the internet traffic data and is  
an inevitable ANI function in communication patterns of consultation and allocution. 

Terrestrial broadcasting represents the ideal or pure form of allocution namely, the invisibility 
of the receiving user: no traffic data and no ANI function.441 It is technically unavoidable in 
WWW that the recipient provides his or her IP number to the web server. The ideal of the 
totally invisible user cannot be accomplished in WWW. 

In  summary,  consultation  and  allocution  on  the  internet  are  accompanied  by  a  form  of 
automatic  number  identification.  Although this  is  undesirable  from the standpoint  of  free 
information  gathering  and  while  there  are  technical  methods  to  reduce  the  IP number’s 
identifying effect,442 for the moment IP number identification should be taken as a technical 
fact. In our view it is not appropriate to regulate the IP number identifying effect in WWW 
through the Dutch Telecommunications Act. The internet is too complex to consider this issue 
only at a national level of legislation. 

Moreover,  the  IP  number’s  identifying  effect  is  limited.  For  the  purpose  of  electronic 
commerce, the IP-number is a weak personal identifier. An IP number may be temporarily 
assigned to a user only for the duration of a communication,  while the user’s personal IP 
number may be hidden behind the gateway computer of a company or organization. When 
strong user identification is required, for example to complete an electronic transaction, then 
other, more reliable methods are used.443

5.3.3 ANI-related functions
Two  cases  are  related  to  the  ANI  function:  the  automatic  presentation  of  receipt 
acknowledgments and the automatic presentation of location data. The common denominator 
with ANI is that, in all cases, it is the intermediary service provider that presents traffic data 
directly and immediately to its users. Both cases are also briefly discussed below.

certain provisions laid down by law, regulation or administrative action in Member States concerning the 
pursuit of television broadcasting activities, No. L 332/40, recital 43; Art. 7, inserted Chapter IIA, Article 3a 
(a).

440These services are also named linear audiovisual media services [Directive 2007/65/EC, recital 7].
441Compare: Bekkers & Smits 1999, p. 13 (Figure 1.6: Allocution).
442Such as the method of Network Address Translation (NAT). Also, in the case of hosting, a ‘Chinese wall’ 

could be built between the hosting provider and information provider. The rule can be that the hosting 
provider should withhold the requesting user’s IP number from the information provider. 

443The need for the information provider to know the identity of the user involves the upper level protocols over 
that of IP: (secure) HTTP and the method of cookies. 
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Automatic Receipt Acknowledgments

Automatic Receipt Acknowledgments (AR) are known from e-mail; most user applications 
have such a function. In the case of e-mail, the AR function is not specifically related to traffic 
data. Here, it is the user application that provides the AR function – not the network of the 
intermediary provider. Relevant to traffic data is the case of the service provider performing 
the AR function as a regular part of its service (similar to the traditional postal service, where 
the  sender  may require  a  proof  of  receipt  from the  postal  service  or  have  the  mail  item 
certified at the post office). The legally relevant question is whether the recipient should have 
the right to reject such AR function, analogous to the recipient’s right to reject anonymous 
communications in advance.

The AR function may, strictly speaking, occur in all communication patterns from both the left 
and  right  column  of  the  B&VK  Scheme.  The  TCP  protocol  used  with  WWW 
(consultation/allocution) provides an AR-like functionality. This protocol ensures the integrity 
of the file transfer; the sender knows by TCP that the data files have been integrally delivered 
to the recipient.444 More interesting however is the AR function in cases of store-and-forward 
communications,  for  instance  e-mail.  Here  the  sender  may have  an  interest,  business  or 
personal,  in  obtaining a proof of receipt of the message.  On the other hand, the message 
recipient may have an interest to refuse such proof, also for business or personal reasons. In 
other words, the possibility for the receiver to block the AR function is a privacy matter that 
shows some similarities with the discussion on automatic number identification.

The importance of an AR function performed in the public network with traffic data is the 
possibility of electronic transactions through e-mail. Although there have been no significant 
developments in this direction, it may be useful as thought-experiment to examine briefly the 
rights of the sending and receiving parties with respect to automatic receipt acknowledgment 
by traffic data. 

The initial step is to decide the view applicable to automatic receipt acknowledgment in e-
mail: a balanced or unbalanced view on the positions of sender and receiver.445 Since e-mail is 
mainly used in conversation and registration patterns, it is natural to adopt the balanced view, 
as it is most in line with Article 8 Directive 2002/58/EC.

It follows that, as the AR function would be available in store-and-forward messaging (e-mail 
for instance), the recipient should be given the right to prevent the automatic issuing of the 
receipt acknowledgment. However, to restore the balance between the sender and the receiver, 
the  prevention  of  the  AR  function  by  the  recipient  must  result  in  a  rejection  of  the 
communication as a whole. In short, accepting the communication means allowing the receipt 
acknowledgment; rejecting the receipt acknowledgment means refusing the communication as 
a whole. This is similar to the postal service – the recipient cannot pick and choose.446

Automatic Location Identifiers

The  issuing  of  Automatic  Location  Identifiers  (ALI)  by  intermediary  providers  (GSM 
operators for instance) to external customers (other users) is more or less akin to the ANI 
function, as discussed above. Evident is the privacy interest of the mobile user to protect and 

444Refer to: Chapter 4, p. 93.
445Compare: p. 156.
446I should be noted that such AR function would require technical adaptations in the protocols used by users to 

fetch their e-mails from the incoming mail server.
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shield his or her location data from other users. Conversely, there is no fundamental right for 
other users to have the automatic location identifiers of the mobile user.

The automatic issuing of location data can therefore only occur with the unambiguous and 
free consent of the person involved or when the processing of this information is necessary to 
protect the vital interests of the person involved (calls to emergency services).447 

Interesting in this context is the future of value-added Location Based Services. The real-time 
tripping of high-resolution location data to (external) providers of location-based services is 
technically possible. But operators are reluctant to invest in LBS: is there a real consumer 
demand for such services or will consumers shrink back for the privacy impact? 

5.3.4 Conclusions
Temporal traffic data play a key role in automatic number identification (ANI), a collective 
term for methods whereby the intermediary provider issues an identifier of originator A to 
recipient B. Since it is the intermediary provider that issues the identifier, ANI is irrefutable; 
the ANI function takes the initiator of the communication out of anonymity and moles the 
effect of a pseudonym. The use of ANI is bound by the rules in the Telecommunications Act 
paragraph 11.2, which in turn are largely derived from Article 8  Directive 2002/58/EC on 
privacy and electronic communications. 

The scope of paragraph 11.2 Tw is limited: it only covers calls within the traditional telephony 
services.  Paragraph 11.2 is  not  applicable  to  internet  services  such as  e-mail  and WWW. 
However, issues of anonymity in communications are also relevant here, albeit in different 
guises.  Examples  are  the  possibilities  of  validating  the  return  address  in  e-mail  and 
identification through the user’s IP number. The social importance of the internet is now so 
big that also here the issue of automatic number identification should draw the attention of the 
legislature.

Two views on number identification are formulated: the balanced view and the unbalanced 
view.  In  the  balanced  view,  the  interests  of  anonymity  and  identifiability  of  the 
communicating parties A and B are equivalent. In the unbalanced view, these interests are 
unequal because of the unequal positions of power of the parties A and B. The right column 
shows the institutional information provider who is  stronger than the individual user.  The 
anonymity of the communication initiating party (that is: the individual user) should therefore 
prevail.  In  the  left  column,  in  the  unbalanced view,  the  recipient’s  identifiability interest 
should  prevail  over  the  interests  of  anonymity  for  the  initiator.  The  latter  sets  the 
communication timetable and the recipient should therefore be able to defend against nuisance 
communications. It follows from the unbalanced view that, in the left column, ANI is privacy 
enhancing and the initiator should not have the ability to block this function.

The unbalanced view however is not entirely consistent with Article 8 Directive 2002/58/EC 
on  privacy  and  electronic  communications.  There  are  good  arguments  for  regulations 
following the unbalanced view. If this is not feasible, then in the left column the position of 
the recipient has to be strengthened. Moreover, the scope of the rules on automatic number 
identification  should  be  extended  to  e-mail.  In  our  opinion,  two  regulations  have  to  be 
improved as concerns the practical effects: 

• The recipient must have the ability to reject nuisance communications effectively and 
447Dutch Data Protection Act (Wbp) , Art. 8 paragraph a and d.
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in advance.
• The  rules  on  automatic  number  identification  must  be  applicable  to  all  socially 

significant modes of conversation and registration, especially in telephony and e-mail. 

Article 11.9 Tw may thereto receive the following structure: 

1. Providers  of  public  telephone  or  e-mail  services  must  provide  automatic  number 
identification to all users, free of charge. 

2. Users have the option of blocking the ANI function.

3. Users have the ability of rejecting communications where the ANI function is blocked. 
By ministerial regulation arrangements should be made with respect to the methods of 
rejection.

In the right  column automatic  number identification obstructs  the freedom of information 
gathering. Here is the principle that users have anonymous access to electronic information 
sources. The attempt to translate this principle into concrete rules, however, encounters the 
technical reality of the internet: the IP number of the requesting party is required to carry out 
the communication. The user’s own IP number is a form of automatic number identification 
that is not always avoided.

The user’s interest to have the automatic location identifiers of the other mobile party is not 
based on any fundamental right. There may be commercial interests to this or interests in the 
family or relationship sphere. The location anonymity of the mobile user is almost absolute 
and the issuing of automatic location identifiers can only take place with the express consent 
of the person involved or when vital interests have to be safeguarded (emergency situations).

In the technical reality,  the four communication patterns from the B&VK Scheme do not 
appear in their pure form. They generally come in combinations, for example: both telephone 
and e-mail combine the left column patterns of conversation and registration, but may also be 
used for  consultation and even allocution from the right  column (e.g.:  the Dutch ‘church 
phone’ service). When drawing up regulations on forms of automatic number identification, 
the regulator may apply a legal fiction: a particular communication service is supposed to fit 
exclusively in one of the columns, left or right, of the B&VK Scheme. The rules on automatic 
number identification are then based on this fiction.
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6 TRAFFIC DATA IN CRIMINAL INVESTIGATIONS

Criminal information and communication law is a dynamic area as a result of digitization and 
convergence in communications.  The focus in this chapter will  be on procedural law: the 
competence to demand traffic data from service providers for crime investigation purposes. 
The intermediary service provider is the holder of traffic data. The Dutch Code of Criminal 
Procedure provides the framework within which authorities should operate when they wish to 
exercise  their  competence  to  command  people  working  with  a  service  provider  to  give 
information on communications of subscribers and users. 

Criminal procedure is meant to facilitate the application of the substantive criminal law and 
moreover, to ensure that this happens in a fair manner. In addition, criminal procedure has the 
power of a monopoly as the substantive criminal law can only be applied through criminal 
procedure. Criminal procedure is ‘strict law’ –  Criminal procedure takes only place in the  
manner  provided by  law (Article  1  DCCP –  Dutch  Code of  Criminal  Procedure).  As  an 
example, the report of the Advisory committee on Information Technology & Criminal Law 
mentioned a need that existed at the time with the police and judiciary, in analogy with the 
then Article 125 DCCP, to  demand the wiretapping of  telex communications.448 The PTT 
refused  cooperation,  referring  to  the  wording  of  the  law,  which  speaks  of  ‘telephone 
conversations’. The position of the PTT, considering the strict nature of the Dutch criminal 
procedure, was correct.

The  relevance  of  this  historical  example  is  the  importance  of  precise  formulations  of 
competences of investigation authorities regarding modern forms of traffic data. So far, we 
addressed traffic data in the context of the horizontal public law: the ‘A-S-B’ model (user – 
service provider – user). The point of view tilts in this chapter: some aspects of traffic data are 
now  examined  in  the  vertical  state-citizen  relationship.449 Criminal  procedure  and  data 
retention are central in this chapter.

Chapter 6 is organized into three sections.

The current situation is examined in Section 6.1: the Dutch regulations, dating from before 
data retention, to issue a lawful demand to disclose traffic data. Then this is linked with new 
insights gained in the preceding chapters of this study. A new type of traffic data (Type II 
traffic data) has to be integrated into the Dutch system of criminal investigation competences.

Section  6.2  deals  with  the  run-up  to  and  introduction  of  data  retention,  the  current  EU 
Directive on the retention of certain designated traffic data.

Some issues that still remain unclear concern the generation, storage and use of traffic data in 
retention. These issues can be summarized in three questions:  who,  where and how. Section 
6.3 addresses these issues in three ‘vertical’ research topics:

448Advisory Committee Franken 1987, p. 75.
449Citizens here are all parties A, B en S: users and service providers.

165



COMMUNICATIONS NETWORK TRAFFIC DATA

1. Providers affected by data retention (who);
2. Methods of data storage (where);
3. Linking and searching traffic data files and records (how).

These three vertical research topics together do not form a systematic treatment of all legal 
issues surrounding the retention of traffic data.  The selection of research topics  is  mainly 
made on the basis of a relationship with the previously mentioned issues, i.e., depending on 
whether progress can be made as to the results and insights obtained in the preceding chapters. 
Section 6.3 is therefore somewhat a section of techno-legal  capita selecta concerning data 
retention; the more fundamental legal questions on data retention are left to specialists in law.

6.1 Current situation
Whether a demand to disclose traffic data will be lawful or not is defined by the Dutch Code 
of Criminal Procedure. The prosecutor may, in the interest of an investigation into criminal 
offenses, command a service provider to disclose traffic data relating to the communications 
of  specific  users  (Art.  126n  and  126u  DCCP).  A suspicion  of  crime  for  which  pre-trial 
detention is authorized or a suspicion of organized crime, committed or planned, that cause a 
serious breach of law is required. Also, in case of signs of a terrorist offense, the prosecutor 
may demand traffic data (Art. 126zh DCCP).

Over the years, the competence to demand traffic data 
has  become  an  important  investigative  power.  The 
competence  was  introduced  casually  and  has  long 
been seen as subordinate to the competence for the 
tapping  of  telephones.450 Subordinate  to  both 
however,  is  the  competence  to  demand  identifying 
information  about  customers  (relationship  data). 
Thus,  the  classification  made  in  Chapter  1  of  all 
personal data in the digital data cloud also shows as a 
hierarchy of corresponding investigative powers.451

The present question is whether the current situation 
(the  hierarchy  of  three  investigative  powers  to 
demand  personal  data  from providers)  still  fits  the 

findings in Chapters 2, 3 and 4, where traffic data was redefined and classified into Type I and 
II traffic data. It is reasonably safe to say that this is not the case: the current competence to 
demand traffic data from providers is not appropriate for Type II traffic data. This conclusion 
will be confirmed in two steps. First, the existing competences to demand communications 
data in Dutch law will be discussed. Second, we will consider how these matters work in 
practice: figures on the deployment of competences in the Netherlands. Finally, the conclusion 
is  drawn on how the competence to  demand in relation to  Type II traffic  data  should be 
integrated into the current system of investigative powers to demand communications data 
from service providers.

6.1.1 Competences to demand communications data from service providers
In November 2001, the bill on Demanding Telecommunications Data was submitted to the 

450Asscher en Ekker (eds.) 2003, p. 59.
451Refer to: Figure 1, p. 5.
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Lower House.452 The Cybercrime Convention served as a direct impetus for the introduction of 
adaptations to  certain articles of the Dutch Code of Criminal Procedure. The reason for the 
adjustment of the Articles 126n and 126u DCCP lay in the need for a precise definition of the 
data  that  can  be  demanded  by  authorities.  Due  to  developments  in  communications 
technology, it was no longer clear what data should be included under the label traffic data.453

Indeed, new technologies lead to more and other traffic data available to communications 
service providers than was the case until recently. This bill seeks to clarify which of these data  
are  subject  to  the  competence  [to  demand  traffic  data]  by  requiring  that  these  data  are  
designated by ministerial regulation.

Competence to demand customer relationship data

On September 1, 2004, the Act on Demanding Telecommunications Data entered into force 
simultaneously, under the same title, with the corresponding ministerial  decree.454 The Act 
creates  a  new  competence  to  demand  identifying  information  about  users  from 
communications service providers. The competence is governed by Article 126na DCCP:455 

In  case  of  suspicion  of  a  crime,  the  investigating  officer  may  in  the  interest  of  the  
investigation, demand information on the name, address, zip code, address, number and type  
of service of a user of a communication service. 

The  competence  can  be  exercised  in  cases  of  suspected  crimes  by  any  officer  with 
investigative power. 

Competence to demand traffic data

The same law also adapted the competence of the prosecutor to demand specific user traffic 
data from communications service providers. Article 126n DCCP is completely changed; the 
new first paragraph reads:456 

1. In case of suspicion of a crime as defined in Article 67, first paragraph, 457 the prosecutor can, 
in the interest of the investigation, demand data about a user of a communication service and  
the  communications  traffic  relating  to  that  user.  The  demand  may  only  relate  to  data  
designated by ministerial regulation and may relate to data:

a. processed at the time of the demand, or
b. processed after the time of the demand. 

There is a distinction made between data relating to the past and data relating to the future. 
Traffic data that will arise in the future should be transferred to the authorities in real-time by 
the service provider. 

The requirement that the demand can only refer to data concerning the suspect was dropped. 
Only  a  suspicion  of  a  serious  crime  for  which  pre-trial  detention  is  authorized  may be 
452Parliamentary documents II 2001-2002, 28 059, No. 1-2. (Bill on Demanding Telecommunications Data).
453Parliamentary documents II 2001-2002, 28 059, No. 3, p. 2.
454Official Journal 2004, No. 395 (single article).
455Dutch Code of Criminal Procedure, Art. 126na, paragraph 1.
456Article 126u DCCP is similar to Article 126n, but governs a competence in case of organized crime. Also, 

Article 126zh DCCP formulates a competence equivalent to Article 126n, in case there are indications of a 
terrorist crime. The notion of terrorist crime is defined in Article 83 of the Dutch Criminal Code. 

457These are crimes for which pre-trial detention is authorized. An order for pre-trial detention can be given in 
case of suspicion of a crime for which the legal description of four years imprisonment or more is made, or 
for specifically indicated crimes. 
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sufficient  grounds  for  applying  that  competence.  The  choice  was  made  for  a  combined 
competence  to  demand  user  identifying  relationship  data  and data  on  the  communication 
traffic relating to that user (traffic data). 

The assignment of the data that may be demanded by the public prosecutor is listed in the 
corresponding ministerial decree. The data that may be requested under Article 126n:458 

a. the name, address and domicile of the user; 
b. the numbers used; 
c. the name, address, city and the number of the natural or legal person with whom the user  
established connection or attempted to establish connection, or of the natural or legal person  
who has tried to connect with the user; 
d. the date and time the connection to the user is established and terminated, the duration of 
the connection, or, if no connection was established, the date and time it is sought to connect 
to the user, and the difference of this time with the official time, as referred to in Article 1,  
first paragraph, of the Law of July 16, 1958 on further regulation of the legal time (Official  
Journal 352); 
e. the location data of the NTP or data regarding the geographical position of the peripheral  
equipment of a user in case of a connection or connection attempt;459

f. the numbers of the peripherals that the user uses or has used; 
g. the types of services which the user uses or has used together with relevant data; 
h. if different from the user, the name, address and domicile of the person who pays the bill 
for the public communications networks and services available to the user. 

Article  126n,  fifth  paragraph,  requires  the  prosecutor  to  make  an  official  report  when 
exercising  the  competence  to  demand  data.  To  counter  the  arbitrary  use  of  powers,  the 
prosecutor should indicate in the official report: the crime, (if known) the name of the suspect, 
relevant facts and circumstances, the data being sought and the period over which the request 
extends.460 

Competence to demand communication content

Articles 126m and 126t of the Dutch Code of Criminal Procedure regulate the competence to 
intercept  private  communications.  Article  126m DCCP,  first  and second paragraph,  reads 
[paraphrased for reasons of readability]:

1. In case of suspicion of a crime as defined in Article 67, first paragraph, that may pose a 
serious breach of the law, the prosecutor can, if urgently required in investigation, warrant an 
investigating officer to record private communication conveyed by a communications service 
provider.

2. The command is written and shall state: 
a. a description of the crime; 
b. the facts and circumstances showing that the conditions referred to in the first paragraph 
are fulfilled; 
c. if possible the number that identifies the individual user of the communication service and, 
if known, the name and address of the user; 
d. the validity of the warrant, and 

458Decree on Demanding Telecommunications Data (Besluit vorderen gegevens telecommunicatie), Art. 2.
459Location data from the provider network not relating to actual communications, are excluded from the 

Decree. [Parliamentary documents II 2001-2002, 28 059, No. 3 (Explanatory memorandum to bill 
Demanding Telecommunications Data), p. 8].

460Dutch Code of Criminal Procedure, Art. 126n, paragraph 5.
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e. an indication of the technical tools with which the communication will be recorded. 

The higher authority involved in the interception of the communications is the examining 
judge who should give written approval prior to the implementation of the wiretap.461 

Article 126ni: freezing injunction

Computer Crime Act II (Official Journal 301 of July 13, 2006) makes some editorial changes 
to Article 126n DCCP, but more important is the introduction of the so-called freezing order. A 
new power is inserted into the Dutch Code of Criminal Procedure, Article 126ni, giving the 
public  prosecutor  the  competence to  order  a  service  provider,  written  or  spoken,  to  keep 
certain  data  available  for  a  period  pending a  definitive  decision  to  deliver  these  data  for 
investigation. 

Law on Intelligence and Security 2002

The General Intelligence and Security Service AIVD operates on basis of the new Law on 
Intelligence and Security (Wiv 2002), that entered into force on May 29, 2002. Wiv 2002 
includes the functions and powers of the AIVD and the Military Intelligence and Security 
Service MIVD. Also, the law contains provisions on the accountability of the work of the 
AIVD. 

Article 28 and 29 Wiv 2002 govern the competence of the intelligence to demand traffic data 
and relationship data from communications service providers. The scope of these competences 
is  the  identical  to  that  set  out  in  the  corresponding  provisions  in  the  Code  of  Criminal 
Procedure, while the request can be made on behalf of the head of the service (for relationship 
data) or in written form by the head of the service (for traffic data).462 

Mirror-provisions of Chapter 13 Telecommunications Act

The obligations of the communications service provider to cooperate with a request based on 
competence as established in the Code of Criminal Procedure are contained in Chapter 13 of 
the Telecommunications Act. Violation of these provisions is punishable.463 The articles under 
Chapter 13 Tw on communications service providers mirror the powers granted to the police 
and judiciary in the Code of Criminal Procedure and the Law on the intelligence and security 
services. Articles 13.1, 13.2 and 13.3 Tw regulate the tapping of communications and Articles 
13.2a, 13.2b with 13.4 Tw arrange the provision of traffic data and relationship data to law 
enforcement. On the basis of Article  3.10 and 13.4 Tw, a ministerial regulation was made 
which  establishes  rules  for  the  use  of  a  so-called  IMSI  catcher by  the  police  and  the 
requirement for mobile operators to trace the corresponding number information.464 

6.1.2 Quantitative effects of authority and thresholds
Criminal  investigations  of  communications  services  are  increasingly  important  for  the 
investigation  of  organized  crime and for  national  security.  Traditionally,  three methods of 
inquiry are distinguished. These methods are, in order of severity or privacy-intrusiveness: the 
demand for user identifying information (relationship data), the demand for traffic data and 

461Code of Criminal Procedure, Art. 126m, paragraph 5.
462Law on Intelligence and Security 2002, Art. 28 and 29, paragraph 4.
463Law on economic crimes, Art. 1, sub 2o and 4o.
464Decree on special gathering telecommunications number information.
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the interception of communication content (wiretapping). 

Various studies have been conducted on wiretapping, but little is known about the method of 
demanding traffic data. Disclosure of traffic data is less sensational than the interception of 
communications – the method is fairly abstract, while the interpretation of traffic data requires 
some understanding of the technical operations of communication networks. 

We  position  the  investigation  method  of  demanding  traffic  data  between  its  neighboring 
investigation  methods  (demanding  relationship  data  and  intercepting  the  communication 
content).  We are  specifically interested  in  the  numerical  aspect:  how frequently are  these 
methods deployed in the Netherlands?

Investigation methods – deployment figures

Frequency of relationship data demands

The least intrusive method, the request of customer relationship from the Central Information 
Point for Telecommunications Investigations (CIOT) has the lowest threshold: any official 
with investigative powers can apply for access to the database.465 

Applicants and providers are connected by the CIOT to the CIOT Information System. Once 
per 24 hours providers deliver a file with the statutory customer data. The files are stored in  
one  of  the  secure  environments,  the  so-called  black  boxes.  Providers  cannot  access  each 
other’s files. 

Applicants  have  24  hours  a  day,  seven  days  a  week  direct  access  via  a  private  client.  
Competent authorities can now make their request for information. The applicant submits the  
application on the client which forwards it to the server at the CIOT. The server extracts the  
actual  data  requests.  The  requests  are  examined  in  black  boxes  that  search  whether  the 
requested data is present. Data results are returned to the server, which delivers the requested 
data to the requesting applicant. This whole process is completed within ten seconds. 

The low level of authority, together with the simplicity of the procedure, results in a high 
deployment figures of this method (1.8 million searches in 2006, 3 million in 2009).466 

Frequency of communication taps

In  2003,  the  organization  Bits  of  Freedom obtained  with  an  appeal  on  the  Government 
Information  Act  (Wob),  figures  of  the number of  judicially tapped telephone numbers.  In 
1998, justice intercepted 10,000 telephone numbers (7,000 GSM numbers and 3000 fixed 
telephone numbers).467 The report ‘Tapping in the Netherlands’ still speaks of 3,300 taps in 
1993 and 3,600 respectively in  1994.468 In a  letter  dated September 2,  2009 provides the 
Minister of Justice statistics on wiretapping in 2008:469 470

465http://www.justitie.nl/onderwerpen/opsporing_en_handhaving/ciot/
466National budget figures 2007, Justice Section VI, Chapter 13.2. Report ‘Data for decisiveness’ quotes over 

1.8 million searches in 2006 [Advisory Committee Bosma 2007, p. 48]. Early 2009 there were 250,000 
queries per month [CIOT 2009, p. 19]. 

467Answers of the Ministers of Justice and the Interior and Kingdom Relations to parliamentary questions on the 
number of wiretaps in the nineties. [Parliamentary documents II 2002-2003, No. 1035]. For an international 
comparison of figures of wiretaps see: Albrecht, Dorsch & Krüpe 2003, p. 7.

468Reijne, Kouwenberg & Keizer 1996, p. 20.
469Parliamentary documents II, 2008-2009, 30 517 No. 13 (Evaluation Chapter 13 Telecommunications Act, 

Letter from the Minister of Justice on tap statistics).
470The possibility of anonymous prepaid phones puts the wiretap explosion in perspective. A criminal 
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In  the  year  2008,  interception  warrants 
were  issued  by  the  public  prosecution 
department to 26,425 phone numbers. In 
90% of the cases it  was a tap on a cell 
phone and in 10% a tap on a fixed phone. 
In  the  period  there  were  1946  average 
daily taps. 

The  National  Organization  for  Internet 
Providers  (NBIP) provides  statistics  on the annual  number of internet  taps with their  ISP 
members (table below).471 

Year 2003 2004 2005 2006 2007 2008 2009
ISP members of NBIP 10 15 27 41 45 50 59
interception warrants 12 13 27 69 147 259 335

Assuming a combined 10% market share of 
the  NBIP  members  and  a  proportional 
distribution of interception warrants over the 
Dutch ISP market, we arrive at the following: 
Figure 47.

Frequency of traffic data inquiries

Figures on the number of annual traffic data 
inquiries in the Netherlands are not available, 
there are  only estimates.472 The 2004 report 
‘Research on the storage of historical traffic 
data  from  service  providers’,  conducted  by 
KPMG on behalf of the Ministry of Justice, is 
based on scenarios and estimates. The request 
for traffic data was studied for three types of 
service  providers:  a  provider  of  fixed 
telephony (70% market share), a provider of mobile telephony (30% market share) and an 
internet provider (10% market share). On the figures in this  study, we base the following 

organization that is aware of the possibility of tapping, will use a range of mobile numbers. An instruction to 
phone tapping has become a scatter gun approach: a suspect should be tapped on several phone numbers.

471The NBIP foundation represents a number of smaller ISPs with a combined customer base of 1.5 million end-
users. Their combined market share is near 10% [NBIP 2006, 2010].

472Smits 2006, p. 321; KPMG 2004, p. 15-28.
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Figure 47: number of internet communication taps
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calculation model: 

Service provider Market share
473

Monthly inquiries
474

Annual inquiries in the Netherlands

Fixed telephony 70% 600 10290
Mobile telephony 35% 1400 48000
Internet 10% 10 1200

Comparative perspective

We now have robust figures on the annual numbers of communication taps (telephony and 
internet) and CIOT information requests. What is lacking are reliable figures on the rate of 
traffic data inquiries – we only have KPMG estimates from 2004. A number of hallmark 
figures is brought together in a calculation model (table below). These figures are extrapolated 
(interpolated),  converted to base year 2008 and then brought together in a single diagram 
(Figure 48).475

Investigation method Mark source I Mark source II Annual growth Base 2008
CIOT inquiries 1.8 Million (2006)476 3 Million (2009)

477
19% 2.5 Million

Telephony traffic 
data inquiries

58,290 (2004)478 --

10%

85,000

Telephony 
communication taps

10,168 (1998)479 26,425 (2008)480 26,000

Internet traffic data 
inquiries

1,200 (2004)481 --

76%

12,000

Internet 
communication taps

1,470 (2007)482 2,590 (2008)483 2,600

473KPMG 2004, p. 16, 20, 23.
474KPMG 2004, p. 13, 22, 24.
475Figures are converted to the base year 2008 based on observed historical growth: an increase of 10% per year 

in the rate of telephony-related investigation methods and an increase of 76% per year in the rate of internet-
related investigation methods.

476Advisory Committee Bosma 2007, p. 48.
477Early 2009 there were 250,000 queries per month [CIOT 2009, p. 19]. 
478KPMG 2004, p. 19 (inquiries fixed telephony), p. 22 (inquiries mobile telephony); figure from table: Annual 

inquiries in the Netherlands.
479Parliamentary documents II 2002-2003, Appendix No. 1035 (Answers of the Ministers of Justice and the 

Interior and Kingdom Relations to parliamentary questions on the number of wiretaps in the nineties).
480Parliamentary documents II, 2008-2009, 30 517 No. 13 (Evaluation Chapter 13 Telecommunications Act, 

Letter from the Minister of Justice on tap statistics).
481KPMG 2004, p. 27 (Internet inquiries); figure from table: Annual inquiries in the Netherlands.
482NBIP 2010.
483Ibid. It is not clear whether this figure is included in the reported number of telecoms taps (26,425 in 2008).
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The above diagram shows, very roughly, the interrelation in the Netherlands of the annual 
deployments  of  methods  of  criminal  investigations  in  communications  services.  In  the 
diagram are plotted the three investigation methods in the order with which these methods are 
deployed, broken down (if known) for telecoms (fixed and mobile telephony) and internet. 
Note that a logarithmic scale is used.

Two effects appear from the diagram: 

1. A service scale effect – there are wide scale differences between telephony and internet 
regarding  the  numerical deployment  of  investigation  methods  in  communications 
services (the logarithmic scale obscures this effect).

2. There is a clear  effect of authority and thresholds on the numerical deployment of 
investigation methods.

The service scale effect means that there is roughly 7 to 10 times more criminal investigation 
deployment on telephony than on the internet. However, the debate about the desirability of 
the intensive CIOT database searches and the high number of phone taps is beyond the scope 
of this study.484 

Most  interesting for  us is  the likely impact  of  authority  and thresholds on the numerical 
deployment of investigation methods. This effect occurs both in telephony and the internet. 
Identifying relationship data are requested roughly 25 times as often as traffic data, while the 

484Wiretapping is expensive. Report ‘Data for Decisiveness’ mentions € 9450 on average per communication tap 
in 2006 [Advisory Committee Bosma 2007, p. 49].
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Figure 48: annual investigation method requests (base year 2008)
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request rate of traffic data is again 3 to 5 times higher than the deployment of the wiretap. 
Probably,  the principle of proportional powers – the heavier the investigation method, the 
higher the authority that holds the competence – has had a prominent guiding effect on the 
deployment figures. The numerical deployment of a method is likely primarily determined by 
the hierarchy level on which the competence is placed. The statistical ‘outlier’ in the number 
of CIOT queries should be attributed to the simplicity of procedure, the easy way with which 
officers with investigative powers may access the on-line database. 

6.1.3 Different competences to demand Type I and II traffic data
Authority  and  thresholds  have  effective  steering  impact.  Deployment  figures  on  an 
investigation method will significantly decrease when the competence is deposited to a higher 
authority or when the demanding officer must ask permission in advance from the manager, 
justified  in  writing.  The threshold  is  even higher  if  the  authorization  is  linked to  certain 
substantive requirements.  The height  of the thresholds  and the authority level  to  which a 
particular competence is deposited give expression to the degree of protection that personal 
data under such competence may require. 

In 2001, the Mevis Advisory Committee presented a vision on the relationship between the 
required degree of data protection and the judiciary authority level to which the competence to 
demand such data should be deposited. It is worth taking a closer look at this vision. 

Competences corresponding to three data categories

In 2000, an advisory committee was established chaired by P.A.M. Mevis,  a  professor  of 
criminal law and criminal procedural law at the Erasmus University Rotterdam. The mandate 
of the committee was to develop a report setting out principles for the legislature concerning 
the  collection  of  criminal  justice  related  data  in  the  information  society.  The  committee 
examined whether, given the developments in the field of ICT, the Dutch Code of Criminal 
Procedure still provided the adequate legal framework for collecting and processing data in 
criminal proceedings. In May 2001, the Commission proposed uniform legislation for data 
collection on various sectors. 

Sectors that are frequently looked into by investigative agencies are communications, mobility 
and  transport,  the  financial  services  sector  and  the  government.  The  advisory committee 
intended to establish uniform rules for the provision of data in the various sectors. For this  
purpose, the committee established a structure of three general data categories applicable for 
all types of data that occur in the various service sectors; the committee distinguishes between 
identifying personal data, sensitive personal data and other personal data. The definitions of 
these data categories are as follows:485 

Identifying Personal Data.  A data category consisting of the person’s name, address and 
residence information,  date  of  birth,  sex and information as  to  whether  this  person has  a 
customer relationship or other relationship with the data holder and – if this is the case – how  
this relationship is administered. 

Sensitive Personal Data. Special data listed in Article 16 of the Data Protection Act (data on 
a person’s religion or belief,  race, political opinion, health, sexual life,  and data on  union 
membership;  also  criminal  and  personal  data  relating  to  unlawful  or  disruptive  behavior  
related to a ban imposed in response to that behavior) and data protected by Article 13 of the  

485Advisory Committee Mevis 2001, p. 16.
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Dutch Constitution (information under the confidentiality of communications). 

Then  the  committee  distinguishes  an  intermediate  data  category,  a  category between  the 
identifying and sensitive personal data:486 

Other Personal  Data.  This  category includes  information about  the  course  and scope of 
services,  such  as  duration,  dates,  location  and nature  of  the  services  and the  billing  and  
payment data.

The actions that the data holder may be ordered to do are based on this taxonomy of data 
categories.  Data holder means, according to the advisory committee: “any person or entity, 
public or private, other than a criminal justice authority, who has legitimate access to data, for 
example in relation to the services it provides to a person”.487 

The data from the categories should be seen as progressive in sensitivity and intrusiveness 
when they are demanded in the context of criminal procedures. The least sensitive category is 
Identifying Personal Data.  These data form the basis of the criminal justice investigation, 
especially at  its  start,  when it  is  yet  to  be determined which persons are  involved in  the 
investigation and when connections should be discovered between situations and individuals. 

Other Personal Data may become important as the criminal investigation advances. They are 
important to understand certain events, behaviors and patterns of conduct by a person: his 
travel habits, places where he resides, duration of his stay, financial transactions or transport 
loadings in which he is involved. It may include details of any data holder such as a company, 
association or employer. Traffic data would fall into this data category, only that the legislator 
has created a separate regime to demand traffic data (Art. 126n DCCP). 

Sensitive Personal Data are, in the opinion of the advisory committee, data the delivery of 
which to the authorities would seriously infringe fundamental freedoms or privacy. Such data 
include information about a person’s religion, race, political affiliation, health or sexual life. 
The advisory committee classifies contents of private communications – information under 
the letter or phone secret of Article 13 of the Dutch Constitution – as Sensitive Personal Data. 

The vision of the committee on competences to order companies and organizations to disclose 
personal data is similar to the current situation in telecommunications: 

Personal communications data Mevis Data Categories
Communication content ↔ Sensitive Personal Data

Traffic data ↔ Other Personal Data
Relationship data ↔ Identifying Personal Data

The  Mevis  Advisory  Committee  apparently  intended  to  formalize  the  principle  –  also 
expressed by the Van Traa Parliamentary Inquiry – that, the more intrusive the method, the 
higher the authority to which the competence must be allocated. Higher authorities have the 
distant view to balance the importance of criminal investigation interests against the interests 
of citizens whose rights are violated.488 

486Advisory Committee Mevis 2001, p. 51.
487Advisory Committee Mevis 2001, p. 15-16.
488Parliamentary documents II 1995-1996, 24 072, No. 10, p. 448-449 (Van Traa Parliamentary Inquiry, 

paragraph 10.7.2 – General principles of criminal investigations, point 4). 
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Type I and II traffic data in the Mevis data categories

The present  question is  whether Type II traffic data  also belong in the category of Other 
Personal  Data.  All  types  of traffic data  could be fully accommodated in  this  intermediate 
category, but this seemingly obvious solution should be rejected. 

The 3x3 Test revealed the expansion that traffic data is undergoing in the technical reality. As 
suggested by Koops, we have sought to make a distinction between types of traffic data. The 
result is the classification of traffic data into two types: Type I and II. Type I traffic data are the 
regular  traffic  data.  These  are  traditional,  CDR-like  traffic  data  occurring  within  the 
information traffic patterns of conversation and registration, plus location data with a limited 
resolution.489 The protection for the intermediate category of Other Personal Data may suffice 
for Type I traffic data. 

Special traffic data, however, affect freedom of expression, because these traffic data disclose 
individual  activities  of  information  gathering.  Special  traffic  data  are  exactly  data  the 
disclosure of which to the authorities infringes fundamental freedoms.

For high-resolution location data an analogous argument can be put forth.  Two things are 
important here: the accuracy of geographic location data and the frequency with which the 
network measures the locations (the more frequent the measurements, the clearer the user’s 
whereabouts  is  made  through  the  location  data).  For  high-resolution  location  data,  the 
protection for the intermediate category of Other Personal Data is considered inadequate. In 
conclusion, Type II traffic data (special traffic data plus high-resolution location data) should 
fall in the upper category of Sensitive Personal Data. 

6.1.4 Conclusions
The protection of traffic data should be differentiated for Type I and II. The protection of Type 
II traffic data should be on equal footing with the protection of the communication content.  
The real differentiation of the desired protection is in the choice of the authority to which the 
competence to order such data is assigned. Figure 48 shows the likely numerical impact of the 
choice of authority and thresholds raised against the deployment of the competence. 

6.2 European developments
The retention of traffic data is a turning point in the criminal justice arsenal of communication 
investigation methods. The measure cannot be separated from the rise of the internet and is 
clearly linked to the terrorist attacks in New York, Madrid and London. There is a new type of 
provider, the ISP, with a new corporate culture and which is operating according to a new 
business model. The service is not metered; ISPs simply do not have a solid base of traffic  
data with CDR-like qualities of reliability and integrity. Data retention should provide for this. 

The retention of traffic data is a European development which was already ongoing in 2001, 
the year in which the Cybercrime treaty was signed, but which accelerated after the attacks in 
Madrid in 2004 and in London in 2005. European data retention is discussed below in two 
steps: first we shall examine the Cybercrime Convention and, subsequently, the EU Directive 
on data retention.

489Refer to: Chapter 2, p. 39.

176



TRAFFIC DATA IN CRIMINAL INVESTIGATIONS

6.2.1 Council of Europe and the Convention on Cybercrime
In February 1997, the Council of Europe established a committee to (re-)investigate computer 
crime in relation to criminal prosecution: the Committee of Experts on Crime in Cyber-space.
490 The task of the committee was to prepare an international convention aimed at combating 
computer-related crimes: the Cybercrime Convention. 

The  Convention  on  Cybercrime  was  signed  in  Budapest  on  November  23,  2001  by the 
Member States of the Council of Europe, the United States, Canada, Japan and South Africa. 
The Convention seeks  to  establish a  common criminal  policy aimed at  protecting society 
against crimes connected to electronic networks. The signatory states commit themselves to 
the establishment of appropriate legislation and the establishment of international cooperation 
in combating computer crime. 

The Convention designates certain types of computer crimes: illegal computer access, illegal 
interception  of  computer  data,  interferences  with  data  and  computer  systems,  abuse  of 
devices,  computer-related  forgery  and  fraud,  offenses  related  to  child  pornography  and 
infringements  of copyright  and related rights.491 The Cybercrime Convention regulates the 
investigation  methods  for  computers  and  computer  communications  for  the  purpose  of 
investigating criminal offenses: computer searches, interception of communications and the 
preservation and disclosure of traffic data and subscriber data.492 The signatories agreed to 
cooperation and mutual assistance in transborder computer crime. 

The Cybercrime Convention defines traffic data as:493

Any computer data relating to a communication by means of a computer system, generated by 
a  computer  system  that  formed  a  part  in  the  chain  of  communication,  indicating  the 
communication’s origin, destination, route, time, date, size, duration, or type of underlying 
service.

For the disclosure of traffic data, two cases are distinguished: securing traffic data that are 
already stored by the systems administrator (Article 16 – Expedited preservation of stored 
computer data) and the collection of traffic data on future communications (Article 20 – Real-
time collection of traffic data). 

Article 16 and 17 of the Cybercrime Convention provide that parties are obliged to take legal 
measures to allow competent authorities to secure (traffic) data for disclosure. This applies in 
particular where there are grounds to believe that the computer data is vulnerable to loss or 
modification.494 The person or party who manages the data involved (the data holder) may be 
required to preserve the data for 90 days in its original form for disclosure. The data holder 
should observe confidentiality about the order and procedure of retention of specific (traffic) 
data. The data holder can be a public service provider, but also private services are covered by 
the provisions for securing and disclosing (traffic) data.495 

490Previously the Council of Europe had released two recommendations: R (89) 9 on Crime Problems, Report  
on computer-related crime, and R (95) 13 concerning problems of criminal procedural law connected with  
information technology. These recommendations concern the use of coercive methods in which it is necessary 
to investigate data processed by computer systems – including telecommunications. 

491Convention on Cybercrime ETS No. 185, Art. 2-10.
492Convention on Cybercrime ETS No. 185, Art. 16-21.
493Convention on Cybercrime ETS No. 185, Art. 1.
494Convention on Cybercrime ETS No. 185, Art. 16 (Expedited preservation of stored computer data).
495Convention on Cybercrime ETS No. 185, Art. 1.
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Besides computer traffic data, the data holder can be ordered to disclose the corresponding 
subscriber information to the competent authority. Subscriber information, i.e. computer data 
held  by  a  service  provider  relating  to  subscribers  other  than  traffic  or  content  data,  is 
information by which the following can be established:496

(a) the type of communication service used, the technical provisions taken thereto and the period 
of service; 

(b) the subscriber’s identity, postal or geographic address, telephone and other access number, 
billing  and  payment  information,  available  on  the  basis  of  the  service  agreement  or  
arrangement; 

(c) any other information on the site of the installation of communication equipment, available on 
the basis of the service agreement or arrangement.

The obligation to produce specified computer data may apply to any person in the territory of 
the  Party  to  the  Convention.  However,  the  obligation  to  produce  subscriber  information 
concerns service providers (public and non-public services).497 

Article 20 and 21 govern the requirement for service providers to collect and record computer 
data  (real-time  collection  of  traffic  data  and  interception  of  content  data).  This  involves 
capturing volatile digital evidence of communications. Real-time traffic data collection should 
address  the  communications  of  specific  suspects  of  serious  crimes.  The  article  does  not 
authorize the situation of ‘fishing expeditions’ with which it is hoped that criminal activities 
will be discovered, as opposed to specific instances of criminality being investigated.498 

Many Parties to the Convention consider that the privacy interests regarding content data are 
greater than those which arise in the case of traffic data. Greater limitations may be imposed 
with respect to the real-time collection of content data than traffic data. Limitations concern 
the legal  prerequisites required to  authorize the investigative measure and the offenses in 
which such measures can be deployed.499 

Important  in  the  Cybercrime  Convention  is  the  element  of  international  cooperation  in 
investigations  of  serious  crimes.  For  mutual  assistance,  Parties  usually  require  dual 
criminality. A request for data preservation should therefore specify the offense that is the 
subject of a criminal investigation or proceedings and a brief summary of the related facts.500

6.2.2 Data Retention Directive
In parallel to the preparations of the Cybercrime Convention, signed in Budapest in 2001, 
computer  crime  investigation  was  also  on  the  agenda  of  the  European  Commission.  In 
preparation of the Data Retention Directive, a publication on  Creating a Safer Information  
Society appeared as a result of the eEurope 2002 Action Plan.

The eEurope 2002 Action Plan was adopted in June 2000 by the European Council of Santa 
Maria da Feira. At the Lisbon Summit of March 2000, the European Council stressed the 
importance of a competitive and dynamic knowledge-based economy.501 The Council and the 

496Convention on Cybercrime ETS No. 185, Art. 18 (Production order).
497Convention on Cybercrime ETS No. 185, Art. 18, paragraph 1.
498Convention on Cybercrime ETS no. 185, Explanatory Report, 219.
499Convention on Cybercrime ETS no. 185, Explanatory Report, 210.
500Convention on Cybercrime ETS no. 185, Art. 29, paragraph 2 sub b.
501During the meeting of the European Council in Lisbon in March 2000, the Heads of State or Government 

launched the ‘Lisbon Strategy’ aimed at making the European Union the most competitive economy in the 

178



TRAFFIC DATA IN CRIMINAL INVESTIGATIONS

Commission requested an action plan. The eEurope 2002 Action Plan is dedicated to network 
security, the fight against computer crime and takes on the interception of communications 
services, the retention of traffic data, anonymous access and use of communication networks. 
The  report  notes  that  –  more  than  any other  transnational  crime  –  speed,  mobility  and 
flexibility  of  computer  crime  challenge  the  existing  rules  of  criminal  procedural  law.502 
Approximation of procedural law powers should ensure that law enforcement agencies have 
the competences they need to investigate offenses on their own territory and that they are able 
to respond quickly and effectively to requests from other countries for co-operation.

The conclusions of the Council of Justice and Home Affairs from September 20, 2001 request 
governments to ensure that law enforcement agencies are equipped with adequate powers to 
investigate criminal offenses which include the use of communications. After the bombings in 
Madrid,  the European Council  confirmed the need for European rules on the retention of 
communications traffic data by service providers.503 The Council of Justice and Home Affairs 
was commissioned by the European Council to examine the possibility of mandatory retention 
of communications traffic data by service providers. The urgency of legislation in this area 
was underlined at the special meeting of the Council of Justice and Home Affairs on July 13, 
2005, following the terrorist attacks in London. 

Directive 2006/24/EC on data retention aims to harmonize the obligations on providers to 
retain certain traffic data, and to ensure that those data are available for the purpose of the 
investigation, detection and prosecution of serious crime.504 This Directive amends Directive 
2002/58/EC on Privacy and electronic communications, which provided that traffic data must 
be erased or made anonymous by providers of networks and services when no longer needed 
for the purpose of the transmission of  communications,  except  for  the data  necessary for 
billing and interconnection payments.505 Article 15,  paragraph 1, of  Directive 2002/58/EC, 
establishes the conditions under which Member States may restrict this rule. Any restriction 
must be necessary in a democratic society, reasonable and proportionate to safeguard national 
security, defense, public safety or the prevention, investigation, detection and prosecution of 
criminal offenses or of unauthorized use of the communication system. Several States have 
adopted legislation aimed to retain traffic data by providers for the prevention, investigation, 
detection  and  prosecution  of  criminal  offenses.  Those  national  provisions  demonstrate 
considerably legal and technical differences in the categories of traffic data and location data 
to  be  retained,  the  storage  conditions  and storage  periods.  Directive  2006/24/EC aims  to 
harmonize existing national rules, as “data relating to the use of electronic communications 
are  particularly  important  and  therefore  a  valuable  tool  in  the  prevention,  investigation, 
detection and prosecution of criminal offenses, in particular organized crime”.506 

The  Directive  makes  a  clear  distinction  between  data (a  collective  term for  traffic  data, 
location data and identifying relationship data) and the content of electronic communications; 

world and achieving full employment by 2010. 
502COM(2000) 890 final (Creating a Safer Information Society by Improving the Security of Information 

Infrastructures and Combating Computer-related Crime), 5. Procedural law issues.
503Declaration on Combating Terrorism of March 25, 2004, p. 4. 
504Directive 2006/24/EC of the European Parliament and of the Council of 15 March 2006 on the retention of 

data generated or processed in connection with the provision of publicly available electronic communications 
services or of public communications networks and amending Directive 2002/58/EC, L 105/54, recital 21.

505Directive 2002/58/EC, Art. 6.
506Directive 2006/24/EC, recital 7.
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the rules of the Directive apply only to data.507 Retained data should only be accessible to the 
competent national authorities in specific cases and in accordance with national law.508 

The English text of the Directive speaks of data retention; not: data preservation. In everyday 
language, the meaning of both concepts is ‘to keep’, but they refer in this case to different 
actions  by the service provider.  Data retention goes  a step further  than data  preservation. 
(Expedited)  preservation of traffic data is about securing traffic data – for whatever reason 
already stored by the service provider – for investigative purposes. Traffic data  retention is 
about active storage of traffic data specifically for the purpose of disclosure to competent 
authorities.509 The principle of traffic data retention is a set of minimum requirements to keep 
traffic data; the essence is that certain traffic data, once created, are also recorded and kept in 
unmodified form over a certain period. 

Article 3 of the Directive introduces the obligation for data retention (traffic, location and 
relationship  data).  Article  15  of  Directive  2002/58/EC on  privacy  and  electronic 
communications already offered possibilities to Member States to adopt legislative measures 
for  traffic  data  retention  for  a  limited  retention  period  for  reasons  of  public  safety.  The 
Directive on data retention cancels this option and creates a general obligation to retain data. 

The obligation to retain data applies to “data generated or processed by providers of publicly 
available electronic communications services or of a public communications network within 
the jurisdiction in the process of supplying the communications services concerned”.510 Article 
5 of the Data Retention Directive provides the categories of data that must be be retained; data 
necessary to:

(a) trace and identify the source of a communication,
(b) identify the destination of a communication,
(c) identify the date, time and duration of a communication, 
(d) identify the type of communication,
(e) identify users’ communication equipment or what purports to be their equipment,
(f) identify the location of mobile communication equipment. 

The categories of data retained are specified for three types of network services: 
(1) fixed network telephony,
(2) mobile network telephony,
(3) internet access, internet e-mail and internet telephony.

The table below is a schematic representation of the categories of data that must be retained.511

507Directive 2006/24/EC, Art. 1, paragraph 2.
508Directive 2006/24/EC, Art. 4.
509Compare: Convention on Cybercrime ETS no. 185, Explanatory Report, 151 (Expedited preservation of 

stored computer data).
510Directive 2006/24/EC, Art. 3.
511Directive 2006/24/EC, Art. 5.
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* Article 5: Categories of data to be retained; data necessary to:
(a) trace and identify the source of a communication

(1) 
(2)

– (i) the calling telephone number;
– (ii) the name and address of the subscriber or registered user;

(3) – (i) the user ID(s) allocated;
– (ii) the user ID and telephone number allocated to any communication entering the public 

telephone network;
– (iii) the name and address of the subscriber or registered user to whom an Internet Protocol 

(IP) address, user ID or telephone number was allocated at the time of the communication;
(b) identify the destination of a communication

(1) 
(2)

– (i) the number(s) dialed (the telephone number(s) called), and, in cases involving 
supplementary services, such as call forwarding or call transfer, the number or numbers to 
which the call is routed;

– (ii) the name(s) and address(es) of the subscriber(s) or registered user(s);
(3) – (i) the user ID or telephone number of the intended recipient(s) of an Internet telephony 

call;
– (ii) the name(s) and address(es) of the subscriber(s) or registered user(s) and user ID of the 

intended recipient of the communication;
(c) identify the date, time and duration of a communication

(1) 
(2)

– the date, time and duration of a communication

(3) – (i) the date and time of the log-in and log-off of the Internet access service, based on a 
certain time zone, together with the IP address, whether dynamic or static, allocated by the 
Internet access service provider to a communication, and the user ID of the subscriber or 
registered user;

– (ii) the date and time of the log-in and log-off of the Internet e-mail service or Internet 
telephony service, based on a certain time zone;

(d) identify the type of communication
(1) 
(2)

– the telephone service used;

(3) – the internet service used;
(e) identify users’ communication equipment or what purports to be their equipment

(1) – the calling and called telephone numbers
(2) – (i) the calling and called telephone numbers;

– (ii) the International Mobile Subscriber Identity (IMSI) of the calling party;
– (iii) the International Mobile Equipment Identity (IMEI) of the calling party;
– (iv) the IMSI of the called party;
– (v) the IMEI of the called party;
– (vi) in the case of prepaid anonymous services, the date and time of the initial activation of 

the service and the location label (Cell ID) from which the service was activated;
(3) – (i) the calling telephone number for dial-up access;

– (ii) the digital subscriber line (DSL) or other end point of the originator of the 
communication;

(f) identify the location of mobile communication equipment
(2) – (i) the location label (Cell ID) at the start of the communication;

– (ii) data identifying the geographic location of cells by reference to their location labels 
(Cell ID) during the period for which communications data are retained.

* (1) Fixed and (2) mobile network telephony; (3) internet access, e-mail and telephony.
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The data is retained for periods of not less than six months and not more than two years from 
the date of the communication.512 No data revealing the content of the communication may be 
retained pursuant to the Data Retention Directive.513

As for data necessary to determine the type of communication (see section (d)), for internet 
traffic data, the indications are limited to internet e-mail and telephony. In fixed telephony 
whether  the  communication  relates  to  voice,  fax,  etc  should  be  indicated.  For  mobile 
telephony distinctions should be made between voice, SMS, MMS, etc. But regarding the 
internet,  the  type  of  communication  should  indicate  only whether  it  is  e-mail  or  internet 
telephony. There is therefore no retention of traffic data regarding browsing the internet or 
peer-to-peer communication. 

The list of Article 5 states that only location data relating to actual mobile communications 
should be retained. Thus, systematic recording the movements of users that are not involved in 
communications is not addressed in Article 5. Moreover, the obligation to retain location data 
applies only to network Cell IDs, which provide only little general indications of the mobile 
users’ locations.

Scope of data retention

The specification list of Article 5 of the Directive (Categories of data to be retained) appears  
to relate to Type I traffic data: regular traffic data and low-resolution location data. The list 
contains no Type II traffic data; special traffic data or special high-resolution location data are 
not on the list.

Ultimately,  the legislature will  have to fill  in some of the Directive’s gaps. These will  be 
examined after the discussion of the Dutch Telecommunications data retention act.

Dutch Telecommunications Data Retention Act

The Telecommunications Data Retention Act amends both the Dutch Telecommunications Act 
and the Law on economic crimes. The Act was approved in the Senate on July 7, 2009 after 
the Minister of Justice had promised to initiate a bill which shortens the retention period for 
internet  providers  from twelve  to  six  months.  The telecommunications  data  retention law 
became effective on September 1, 2009. 

The law establishes rules on the obligation to retain traffic data by public communications 
service providers,  on the data to be retained, the retention periods and the protection and 
security of stored data. Specific rules can be established by Governmental Decree on security 
measures for the destruction of and access to the data retained. The law imposes an obligation 
on providers to retain certain traffic and location data, provided that such data are generated or 
processed in the context of the networks or services offered. If such data are not generated or 
processed by the provider, there is no obligation for retention. 

The Telecommunications Data Retention Act amended Chapter 13 Tw. Chapter 13 received a 
new title: “Authorized tapping and other competences relating to telecommunications under 
the Code of Criminal Procedure and Law on Intelligence and Security 2002”. A new paragraph 
2 is inserted in Article 11.13, renumbering the article [paraphrased for reasons of readability]: 

2. Traffic and location data retained by public service providers under Article 13.2a,  second  

512Directive 2006/24/EC, Art. 6.
513Directive 2006/24/EC, Art. 5, paragraph 2.
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paragraph, are not processed for other purposes, except where the processing is permitted 
pursuant to Article 11.5 11.5a and processing is in compliance with those items. 

The amended Article 13.2a reads as follows [paraphrased for reasons of readability]:

1. In this article the term ‘data’ refers to the traffic and location data, referred to in Article 11.1, 
part d part b respectively, and the related data necessary to identify the subscriber or user. An 
‘unanswered call attempt’ is a communication that caused a connection, but remained 
unanswered or was answered by network management. 

2. Public service providers retain data designated in the Annex to this Act, where these data are 
generated or processed in the context of the networks or services offered, for the detection 
and prosecution of serious crimes. 

3. Providers retain data for a period of twelve months from the date of the communication. 
4. The obligation refers to data relating to unanswered call attempts, where providers generate, 

process and store such data. 

The list of data that must be retained in the annex is similar to the list of Article 5 of the Data 
Retention  Directive.  The  Directive  contains  no  obligations  for  data  retention  when  no 
connection was established. However, the obligation imposed by the Directive does apply to 
data relating to unanswered call attempts. This includes communication where a telephone 
call  attempt  led to  a  connection,  but  remained unanswered or  where  it  was  answered by 
network management.514 

Providers should immediately comply with a demand under Article 126n of the Dutch Code of 
Criminal Procedure or under Article 28 of the Law on the Intelligence and Security 2002 
(amended Art. 13.4 Tw, inserted first paragraph). By Order in Council,  rules can be made 
regarding how providers should comply with a demand, the registration of statistical data and 
the time and manner in which such data are made available (amended Art. 13.4 Tw, fourth 
paragraph). 

The law is based on the current situation, namely that the provider itself should store the 
retention data and disclose specified data on the demand of a competent authority. If only 
identifying relationship data are demanded (name, address, number and type of service), the 
order is handled through the CIOT. 

The  new  Article  13.5  Tw  requires  providers  to  protect  data  under  retention  against 
unauthorized  access  and  to  observe  confidentiality  with  regard  to  these  data.  After  the 
statutory retention period of twelve months from the date of the communication, the stored 
traffic data have to be destroyed (amended Art. 13.5 Tw, paragraph 1, 2 and 3). From the effect 
of the Telecommunications Data Retention Act, the Data Protection Authority and Telecom 
Agency monitor the communications services data retention and destruction of data (when no 
longer required for business purposes).515 

Reactions by telecoms providers to the draft bill as prepared by the Ministry of Economic 
Affairs  in  2006 were mostly negative.  In a joint  response to  the consultation on the data 
retention  Bill,  providers  put  forward objections  on three  main  points:  there  are  problems 
related to privacy laws, important matters are to be settled later by order in council, and the 

514There is a connection when an electronic communications network is able to transmit signals between two or 
more network endpoints. [Parliamentary documents II, 2006-2007, 31 145, No. 3 (Explanatory 
Memorandum), p. 4].

515Cooperation Agreement between Data Protection Authority and Telecoms Agency of 15 September 2009 
[Telecoms Agency 2009].
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costs  of  data  retention  were  unilaterally  deposited  to  providers.516 An  important  debate 
concerns  the  place  and  method  of  storing  traffic  data:  centrally  with  the  government  or 
decentralized with the provider. The place and method of storage have implications for the 
operations  of  the  provider  and  the  actual  disclosure  of  traffic  data  to  criminal  justice 
authorities. 

The Dutch Telecommunications Data Retention Act assumes decentralized storage of traffic 
data with the provider. Besides the choice for a storage period of 12 months, the law adds little 
to the Directive. Nevertheless, there are still some gaps and ambiguities which require further 
investigation. Questions concerning the generation, storage and disclosure of traffic data under 
retention are discussed below in the next section. 

6.3 Three research issues surrounding data retention
The  Data  Retention  Directive  was  controversial  from  the  beginning:  the  legal  basis,517 
necessity,518 proportionality, effectiveness and practical feasibility of the measure have been 
questioned. Legal scholars doubt whether the measure is proportionate to the legal aim, and 
whether the need for an extended retention period (longer than six months) is  adequately 
demonstrated.519 Data  retention  is  surrounded  by  legal  controversies  concerning  the 
fundamental rights and freedoms of citizens. These discussions are not within the scope of this 
study; we can only note the controversies. At this point we will focus on some specific issues 
concerning data retention. 

The Directive has no requirements on the form in which data should be retained or the body 
that  must  provide operational  storage.  Nor does the Directive prescribe the administrative 
process  for  competent  authorities  to  gain access  to  retained data.  However,  the  Directive 
requires  national  governments  to  protect  the  stored  data  according  to  the  standards  for 
communication network data protection and to designate an independent public authority to 
monitor  the  security  of  stored  data.520 The  lack  of  precise  rules  in  the  Directive  on  the 
registration, storage and retrieval of traffic data, leaves gaps in the rules that should be filled 
by  national  legislation.  Some  issues  on  which  there  are  still  uncertainties  concern  the 
generation,  storage  and  processing  of  traffic  data  under  retention.  These  issues  can  be 
summarized in three questions: Who, Where and How. 

The Who-issue points to  new demarcation problems: what parties fall  under the retention 

516Joint provider response to consultation Data Retention Bill, sent to the Minister of Economic Affairs on 
January 18, 2007. 

517The European Court of Justice has ruled that Directive 2006/24/EC on data retention falls within the 
competence of the Community (First Pillar). [Case C-301/06 of Ireland v. Council and European Parliament 
concerning an action for annulment under Article 230 EC, February 10, 2009 Action for annulment – 
Directive 2006/24/EC – Retention of data generated or processed in connection with the provision of 
electronic communications services – Choice of legal basis, recital 58, 59, 78, 80]. 

518The discussion about the need for data retention concerns the interpretation of the ruling of the European 
Court in Silver v. UK. In this case, the Court held that the adjective ‘necessary’ is not synonymous with 
‘indispensable’, but neither has the flexibility of such expressions as ‘admissible’, ‘ordinary’, ‘useful’, 
‘reasonable’ or ‘desirable’. The Court confirmed that Contracting States have their own discretion in 
imposing restrictions ( “a certain but not unlimited margin of appreciation”). ‘Necessary in a democratic 
society’ implies that the interference must correspond to a ‘pressing social need’ and be and be ‘proportionate 
to the legitimate aim pursued’. (Case of Silver and others v. the United Kingdom, recital 97). 

519Manifesto of fifteen professors in NRC-Handelsblad on May 21, 2008.
520Directive 2006/24/EC, Art. 7 and 9.
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obligation? This seemingly simple question may prove quite difficult in the market for internet 
services.  Obviously,  data  retention touches  the well-known internet  providers,  but  does  it 
include internet cafés or providers of free e-mail services? The Who-issue is the most practical 
issue of data retention: who exactly are the providers that face the data retention obligation? 

The Where-issue  concerns  the  method of  storage of  the  traffic  data  under  retention.  The 
discussion is about the choice between distributed data storage with the providers in whose 
networks traffic data are generated or central storage of traffic data with a governmental or 
public body. 

The How-issue is about the possibility of linking to and searching traffic data files: which 
operations on files of traffic data can or should be undertaken as part of the investigation into 
criminal offenses? In particular this involves the ability of ‘data trawling’ on traffic data files. 
What  rules  should apply to  methods  of  searching files  of  traffic  data  resulting from data 
retention? The question is: should the option of data trawling be kept open and, if so, does it  
concern a special competence and which rules limit the deployment of such competence? 

6.3.1 Providers affected by data retention
Which providers  should produce traffic  data?  In addition to  the Tier-2 provider,  does  the 
retention  obligation  also  apply  to  Tier-1  providers,  internet  exchanges,  cable  operators, 
internet  cafes,  individuals  with  private  mail  servers,  the  Dutch  Surfnet  and  educational 
institutions or international companies as Hotmail and Gmail? The Data Retention Directive 
provides little guidance for such practicalities. Somewhat hidden in Article 3 of the Directive 
is some guidance on which providers have to deal with data retention, Article 3 states:521 

1. By way of derogation from Articles 5, 6 and 9 of Directive 2002/58/EC, Member States shall 
adopt measures to ensure that the data specified in Article 5 of this Directive are retained in  
accordance  with  the  provisions  thereof,  to  the  extent  that  those  data  are  generated  or  
processed  by providers  of  publicly available  electronic  communications  services  or  of  a 
public  communications  network  within  their  jurisdiction  in  the  process  of  supplying  the 
communications services concerned.

2. The obligation to retain data provided for in paragraph 1 shall include the retention of the data  
specified in Article 5 relating to unsuccessful call attempts where those data are generated or  
processed,  and stored (as regards telephony data)  or  logged (as  regards Internet  data),  by 
providers  of  publicly  available  electronic  communications  services  or  of  a  public  
communications  network  within  the  jurisdiction  of  the  Member  State  concerned  in  the  
process of supplying the communication services concerned. This Directive shall not require  
data relating to unconnected calls to be retained.

In a nutshell, data retention affects public service providers, within the jurisdiction of Member 
States, that generate, process and store data. The italicized words refer to a new demarcation 
issue, namely, the demarcation of the provider who ultimately faces the retention obligation. 
The retention obligation also calls for a specific conception of providers, namely, providers 
that generate, process and store traffic data. There is a need for a retention-oriented view on 
the provider actor, a view which may differ from current views.

Service providers which actually process traffic data should be operationally separated from 
other parties and actors in electronic communications that are not involved in any processing 

521Directive 2006/24/EC, Art. 3.
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of traffic data.522 Primarily, it concerns the service provider in the capacity of – as it is called 
in the Directive on electronic commerce – intermediary service provider. The intermediary is 
exempted from liability for the transported data: the information, the content of electronic 
communications or services. Therefore, intermediary providers should be distinguished from 
users: end-users and providers of content services. This causes two demarcation issues to arise 
in relation to the intermediary service provider: demarcations involving both the provider and 
consumer of content services. 

The  concept  of  intermediary  service  provider  in  the  Directive  on  electronic  commerce 
however, does not coincide with the type of provider that processes traffic data. There is a 
category of  intermediaries,  exempted  from liability  for  the  transported  data,  that  do  not 
process  traffic  data,  since  their  transport  service  is  based  on  aggregate  communications 
bundles. Thus, the technical data processing regarding the establishment,  maintenance and 
removal of aggregate, digital transmission pipes, does not refer to individual communications. 
Such technical  data processing does not  refer to  identifiable  persons;  no personal  data  or 
traffic data is involved here. In a traffic data oriented view on providers, the issue is just about 
intermediary providers that actually process traffic data. 

Intermediary service  providers  that  process  traffic  data  operate  on  the  basis  of  individual 
communications.  In  other  words,  such  a  provider  gives  users  access  to  electronic 
communications networks and services and can therefore be designated as an access provider. 
Providers that operate on the basis of aggregated communication bundles are designated here 
as backbone providers. 

Thus,  in  a  traffic  data  oriented  conceptual  model,  we distinguish  the  parties  involved in 
electronic communications in four positions (Figure 49):523

The access provider is central. This is the type of provider that processes traffic data, since it 
provides services at the individual request of a recipient.524 The top and bottom of the access 
provider show three specific demarcation issues: 

A) demarcation from the end-user,
B) demarcation from the backbone provider, and 
C) demarcation from the content provider. 

If  parties  are  presented  in  a  position  chain,  the  vertical  demarcations  tilt  to  horizontal 
interfaces A, B and C which, in practice, may coincide with concrete identifiable technical 
interfaces (Figure 50).
522Traffic data processing includes generating and targeted storage of traffic data.
523Compare: Bekkers & Smits 1999, p. 12.
524Compare: Directive 98/48/EC of 20 July 1998 amending Directive 98/34/EC laying down a procedure for the 

provision of information in the field of technical standards and regulations, No. L 217/21, Art. 1, paragraph 2 
(definition ‘information society service’). Also refer to: p. 28.
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The demarcations at A, B and C are not only conceptual, there is a need to identify them 
operationally. Only access providers can be affected by data retention; all other parties behind 
demarcation interfaces A, B and C are by definition outside the retention obligation.  The 
operational research of demarcations A, B and C is conducted below.

Demarcation from end-users (A)

Demarcation  of  the  access  provider,  processing traffic  data,  from the the  end-user  on the 
internet is sometimes difficult. The problem with demarcation (A) is that providers of WiFi 
access  points,  internet  cafés  or  the corporate  networks  of  organizations  (e.g.  corporate  or 
educational  networks)  are  intermediaries  between ISPs and the end-user  (Figure  50).  The 
distinguishing  property  is  access:  the  access  provider  gives  users  access  to  electronic 
communications. However, ISPs and intermediary providers are in an actor position chain. 
The issue is where in this chain is demarcation (A) required: before or after the WiFi access 
point, internet café or corporate network? 

Another problem with demarcation (A) is the regular end-user who, in some respects, may 
behave  as  an  access  provider.  An  example  is  Skype,  in  which  users  by  means  of  P2P 
technology enable other users to make phone calls over the internet. The issue is whether 
private traffic data in the personal computers of Skype users should be regarded as real traffic 
data, similar to the traffic data in telephone exchanges of public operators.

In the background are two more troublesome internet issues. On the one hand, there is the 
issue of services from providers outside the scope of the Dutch Telecommunications Act, 
service providers without their own communication networks (e.g. Hotmail, Gmail, etc.), and, 
on  the  other  hand,  there  is  the  problematic  distinction  between  public  and  non-public 
electronic communications networks and services (for instance, networks of large educational 
institutions). The relevance of these issues is: what type of service provider will be affected by 
data retention and what type of service provider will remain outside the obligation? 

The issues  surrounding demarcation  (A) are  discussed using  a  number of  problem cases: 
Skype, the internet café, Hotmail and Gmail, educational networks and the WiFi terrace. The 
investigation concludes with a proposal as to how demarcation (A) between access provider 
and end-user can be made operational. 

Skype

In Chapter 4 it  was concluded that data processing in P2P communications constitutes an 
ambiguous  case.525 There  may  be  circumstances  where  the  provider  can  have  essential 
functions in processing the P2P communications protocols, namely in case of data-caching. 
However, there is no practice of systematic data-caching of P2P communications and, in the 

525Refer to: Figure 42, p. 115.
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end, the provider’s motive of caching P2P contents  is  rather  weak. Therefore,  we do not 
consider P2P protocols as traffic data; finally, we classified these protocols as communication 
content.526 

But since P2P communication can compete with the services of established providers (internet 
telephony, on-line information products), it is conceivable that the debate on data retention for 
certain P2P data  will  return in  the future.  It is  uncertain then whether our view that P2P 
protocols are not traffic data, but belong to the communication content, will hold up against 
pressure due to criminal investigation interests. Accordingly, the issue is raised here again, but 
now from a different angle. The technical data processing in P2P communication takes place 
largely in the computers of end-users – not the systems of established providers. Should any 
private, home-grown traffic data be compared to traffic data held by an established provider? 

The problem is highlighted in P2P communication (e.g. Skype), but also in the use of private 
mail servers by computer hobbyists. It is clear that the traffic data retention will be imposed 
on established providers, providers who, in the wording of the Audiovisual Media Services 
Directive, maintain a stable and effective link with the economy of the Member State.527 The 
Data Retention Directive however provides no requirements for the nature or minimum scale 
of  the  operation  of  the  intermediary  service  provider.  If  only  for  practical  reasons,  an 
obligation  for  data  retention  for  private  or  insignificant  intermediary  services  may  be 
unrealistic. 

The  issue  has  also  a  fundamental  side.  The  Skype  communication  service  moves  into  a 
technical-commercial gray area between private end-user and established service provider. On 
the one side there is a stable and lasting service by the established parent company Skype, 
while on the other hand, the actual connections are provided by P2P communications (users 
themselves establish their own communications). The private, home grown traffic data which 
are hereby created are in the computers of end-users – not the central computers of the parent 
company Skype.  Simultaneously,  with its  millions  of  users  worldwide,  the case of  Skype 
cannot simply be dismissed as marginal and insignificant. The case of home grown traffic data 
in private systems of end-users should therefore be further investigated. 

The do-it-yourself nature of the services provided by P2P, from the use of private servers and 
the openness and academic ‘playfulness’ of TCP/IP, brings into question our understanding of 
neutral intermediary service provider.528 The user may (silently) adopt a dual capacity, namely, 
being end-user as well as intermediary service provider. When private traffic data in systems 
of end-users, as with Skype or in case of private mail servers, are regarded as legal traffic data, 
eligible for data retention, then we come inevitably to the principle of nemo tenetur (privilege 
against self-incrimination).529

The right to a fair trial is enshrined in Article 6 of the ECHR. It includes the right not to  
cooperate in one’s own conviction, while it is also implied that nemo tenetur is included in 
this right.530 However, the scope of this principle is under discussion. In the Saunders case, the 

526Refer to: Figure 43, p. 116.
527Directive 2007/65/EC, Art. 1 sub 3b.
528The TILT/Dialogic report on telecommunications wiretapping speaks of ‘home grown networking’, ‘mesh 

networks’ and ‘ad-hoc networks’ [TILT/Dialogic 2005, p. 60-61]. 
529In full: nemo tenetur prodere se ipsum (no one is held to self-incrimination). Also: nemo tenetur edere contra  

se.
530The principle is addressed in a series of rulings by the European Court, including Funke v. France, ECHR 
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European Court made a clear limitation on the principle. 

Mr. Ernest Saunders, a British citizen, was involved in a takeover in 1986. During the offer by 
two competing parties,  significant fluctuations occurred in the share of the winning party. 
Later in the course of an investigation into price manipulation, Mr. Saunders was heard and he 
was obliged to answer to the questions of the inspection. His responses were later used against 
him in criminal proceedings that led to his conviction. 

On the right not to incriminate oneself, the Court considers in this case as follows:531 
The Court recalls that, although not specifically mentioned in Article 6 of the Convention 
(Art. 6), the right to silence and the right not to incriminate oneself are generally recognised 
international standards which lie at the heart of the notion of a fair procedure under Article 6 
(Art.  6).  [..]  The  right  not  to  incriminate  oneself,  in  particular,  presupposes  that  the  
prosecution in a criminal case seek to prove their case against the accused without resort to 
evidence obtained through methods of coercion or oppression in defiance of the will of the 
accused. In this sense the right is closely linked to the presumption of innocence contained in  
Article 6 para. 2 of the Convention (Art. 6-2).

The right not to incriminate oneself is primarily concerned, however, with respecting the will  
of an accused person to remain silent. As commonly understood in the legal systems of the 
Contracting Parties to the Convention and elsewhere, it does not extend to the use in criminal  
proceedings  of  material  which  may  be  obtained  from  the  accused  through  the  use  of  
compulsory powers but which has an existence independent of the will of the suspect such as,  
inter alia, documents acquired pursuant to a warrant, breath, blood and urine samples and 
bodily tissue for the purpose of DNA testing.

The Court confirms in the ruling the nemo tenetur principle, but places material that exists 
independently of the will of the accused, for instance DNA material, outside of this principle. 
The Court  thereby limits  the  principle  of  nemo tenetur  to  a  ban  on  the  use  of  coercive 
measures against the free will of the accused in relation to the making of a statement. This 
brings the principle close to the right to remain silent. 

Koops reviews the scope of the nemo tenetur principle in three complementary dimensions: 
when, who and how:532 

• in the phase of a criminal charge or in the phases before that (when); 
• for natural persons or also for legal persons (who); 
• for active or also for passive cooperation (how). 

In particular, Koops’s analysis of the how-question on the nemo tenetur principle, concerning 
active and passive cooperation, is important here. 

The general opinion is that the nemo tenetur principle only applies to the (active) cooperation 
of the accused; the (passive) tolerating of criminal justice investigations is not protected by 
nemo tenetur.533 Rozemond puts it  more fundamental terms: is  it  the defendant who must 
prove or should the state do so? Nemo tenetur then protects against the first, but not against  
the second form, which in fact corresponds to the offense of resisting criminal investigation 

February 25, 1993; Saunders v. UK, ECHR December 17, 1996; JB v. Switzerland, ECHR August 3, 2001; 
Shannon v. UK, ECHR October 4, 2005. 

531 Case of Saunders v. the United Kingdom, ECHR December 17, 1996, assessment 68, 69.
532Koops 2000, p. 35.
533Koops points out that this difference is sometimes more like a play on words: is taking a blood sample from a 

suspect a form of active cooperation, or is it passive toleration of the suspect? [Ibid]. 
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(Art. 180 Criminal Code) and the offense of not complying with an official order (Art. 184 
Criminal  Code).  In  Koops’s  opinion,  it  is  not  crucial  whether  investigative  competence 
violates  nemo  tenetur;  it  is  practically impossible  to  a  make  a  clear  distinction  between 
competences that require either active cooperation, or passive tolerating of the accused.534 The 
desired distinction as to whether investigative competences are admissible, appears arbitrary 
in practice. Moreover, a passive tolerating of the accused may be as incriminating as active 
cooperation: in the evidence, there is little difference between whether the accused cooperates 
with the investigation or whether he tolerates the examination. 

Restrictions can be placed on Nemo tenetur. The validity of the principle depends on the stage 
of prosecution, the way in which results are used for evidence, the person involved and the 
demanded form of cooperation. “As the demanded cooperation is more active and closer to 
operations that depend on the will of the accused, the principle grows stronger, especially in 
the case of statements”.535

Thus,  Koops distinguishes  between three degrees  or 
ranges of the nemo tenetur principle (Figure 51). The 
highest degree and core of nemo tenetur is the right to 
silence; this right can hardly be restricted at all. In the 
area of the inner circle, the person involved is forced 
to do something, such as to deliver material.  Koops 
calls this range a strong principle of nemo tenetur. The 
outer circle includes  all  forms of cooperation which 
involve  forced  passive  cooperation:  the  need  to 
tolerate  investigations  that  could  provide  evidence, 
such as the taking of a blood sample (a weak principle 
of nemo tenetur).

According  to  Koops,  two  considerations  should  be 
made  in  balancing  between  no  forced  cooperation 
(nemo tenetur) and forced cooperation (other societal 
interests  prevail):  subsidiarity (a  competence  which  requires  forced  cooperation  may  be 
deployed as there are no alternatives) and proportionality (the coercive pressure that may be 
applied should be proportionate to the need and purpose of the cooperation).

Data retention for the do-it-yourself user (users of Skype telephony, users with private servers) 
implies an obligation for non-suspect users to collect, record and actively preserve their own 
private traffic data and – should they later be suspected of a serious crime – to disclose these 
to investigative authorities. How does this relate to Koops’s nemo tenetur ranges?

It  is  presumably  not  intended  that  data  retention  is  addressed  to  individuals:  computer 
hobbyists with their own mail server under the desk. Such cases are in Koops’s range of a 
strong principle of nemo tenetur – an obligation to retain and disclose home grown private 
traffic data as a form of forced active cooperation. Assuming that private traffic data relate to 
communications of the end-user involved, this end-user is also the future suspect when he is 
required to disclose his private traffic data. An obligation for private traffic data retention in 
itself  may  be  conceivable,  but,  as  private  traffic  data  is  directly  obtained  by  forced 

534Rozemond 1992, p. 129. Cited by: Koops 2000, p. 45.
535Koops 2000, p. 51.
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cooperation, the nemo tenetur principle may prevent that it can be used as legal evidence. An 
obligation  to  retain  private  traffic  data  will  therefore have limited  value,  unless  there are 
compelling societal interests that require the establishment of a competence to demand such 
private traffic data, thereby balancing the principles of subsidiarity and proportionality.536

This associates the concept of traffic data predominantly with the systems and networks of 
established intermediary service providers, legal persons whose protection from nemo tenetur 
could be limited if necessary.

Internet café 

Internet  cafés involve  small-scale,  prepaid  internet  access,  where  the  end-user,  without 
establishing a sustained customer relationship with the provider, receives access to the internet 
for a fixed period. Because of the small scale of the service, it is difficult to place the internet 
café in the actor position chain of Figure 50. There are two possible views: the internet café 
holds the position of access provider or it is considered to be an end-user.

In support of the first view is the fact that the internet café provides (public) communications 
services, namely access to the internet.  In this  view, the systems of the internet café may 
generate traffic data that fall under the data retention obligation: date and time of the log-in 
and log-off of an internet session. In that respect, as applicable, the internet café would thus be 
confronted with data retention.

Technically however, the internet café looks more like an end-user than access provider (the 
other view). An internet café is usually connected by ADSL or cable to the network of a Tier-2 
provider  –  both  are  typical  interfaces  for  end-users.  The  internet  café has  a  Local  Area 
Network with  a  number  of  standard  personal  computers.  This  arrangement  is  technically 
comparable to the internet connection of an ordinary home end-user. It follows from this view 
(the internet café as retailing end-user) that data retention would not be applicable.

From a market perspective, the first view seems correct: the internet café is an access provider 
in the sense of Figure  50. However, this does not mean that a data retention obligation is 
useful for internet cafés. If an internet café is seen as access provider, certain traffic data is 
generated  in  the  systems  of  the  administrator.  Only  the  IP  address  assigned  for  the 
communication is eligible for data retention. Article 5 of the Directive speaks of preserving 
the  name and  address  of  the  subscriber  or  registered  user  to  whom the  IP address,  user 
identification or telephone number was allocated at the time of the communication.537 The 
Directive seems to assume a more or less stable and effective service agreement between the 
end-user and the operator, in which the latter keeps the names and addresses of its users. In 
internet cafés this is usually not the case. 

Data retention for internet cafés seems inappropriate. To resolve this problem the legislator 
may consider  establishing a threshold of  economic significance:  providers  up to  a certain 
business  size  are  exempted  from  data  retention  by  ministerial  regulation.  Also,  certain 
technical  characteristics  can  be  taken  into  consideration  in  the  threshold  regulation:  the 
operator of an internet café may be regarded as end-user as, for example, it is connected to a 
Tier-2 ISP by means an asymmetrical end-user interface, such as ADSL. 

536Compare: Koops 2000, p. 54.
537Refer to: p. 181 (overview Article 5 of the Data Retention Directive).
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Intermediary service providers outside the scope of Chapter 13 Tw

The Dutch Telecommunications Data Retention Act is an amendment to Chapter 13; the new 
title  of  this  chapter  is:  “Authorized  tapping  and  other  competences  relating  to 
telecommunications  under  the  Code  of  Criminal  Procedure  and  Law on  Intelligence  and 
Security 2002”. Parties dealing with data retention are service providers in the sense of the 
Dutch Telecommunications Act: providers of public communications networks and services. 
To a  large extent  it  is  clear  who such  providers  of  public  communications  networks  and 
services are. But the phrase also raises new problematic cases. Are providers like Hotmail, 
Gmail,  Facebook,  MSN,  Linkedin,  Facebook or  Myspace  affected  by data  retention?  Are 
networks of educational institutions also public networks and what is the legal position of a 
free WiFi network service on the terrace of a hamburger chain? These issues are discussed 
below. 

Intermediary service providers without a communication network: Hotmail, Gmail etc.

The essence of  the  problem in  these cases  is  that  providers  are  not  providers  within  the 
meaning of the Dutch Telecommunications Act. Providers such as Hotmail, Gmail etc. do not 
transmit the signals relating to their communication services.538 Services such as Hotmail and 
Gmail  enable  end-user  communications,  while  the  ‘transmission  of  signals  through  an 
electronic communications network’ is left to other providers. 

Indeed, services by Hotmail and Gmail are based on the individual request of the recipient. 
These providers therefore process traffic data relating to individual communications and for 
that reason they can be considered as access providers in the sense of Figure 50. On the one 
hand, Hotmail, Gmail, etc. are established service providers. On the other hand, there is the 
problematic question of whether their businesses are based on lasting customer relationships 
and whether they ‘maintain stable and effective links with the economy of Member States’. 
Service agreements in free services are by nature looser than in paid services. 

The ability  of  the  internet  for  service  providers  to  provide  services  without  own 
communication networks has a deterritorializing effect. The use of free webmail has no fixed 
relationship  with  local  infrastructure,  as  happens  with  fixed  or  mobile  telephony.  The 
geographic location of a free service is arbitrary, but the service may very well focus on the 
Dutch market, for example by using the Dutch language to access the portal and the placement 
of Dutch advertisements. 

Social  networking  sites  like  Hyves,  MSN,  Facebook,  LinkedIn  and  MySpace  create  an 
additional complication. These services have the functionality of e-mail, namely they convey 
electronic messages, but they use different technologies. Some services, such as MSN, include 
the provision of application software through which users connect to the messaging server. 

It remains unclear whether the above examples are under an obligation to retain data. This 
ambiguity has to do with some definition choices. The Telecommunications Act has a narrow 
view  on  intermediary service  providers  because  the  law’s  definition  is  connected  to  the 
activity of ‘transmitting signals through an electronic communications network’. It is expected 
that the effectiveness of data retention is limited when free e-mail services and services that 
can be compared to this are outside the data retention obligation. Eventually, international 

538The definition problem is in the Dutch Telecommunications Act, Article 1.1 sub ff: public 
telecommunications service: publicly available service which consists entirely or partly in the transmission of 
signals through an electronic communications network, unless this service is to distribute programs.
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agreements will have to be made on the retention of traffic data by foreign providers of free 
webmail services and services that can be compared this to. 

Public or non-public intermediary service providers: educational networks, WiFi terrace

Also classic is the difficulty to make an operational distinction between public and non-public 
providers of networks and services. The technical forms of the internet offer few clues to help 
recognize this  legal  distinction in  practice.539 Archetypal for this  problem are networks of 
educational institutions. After years of wrangling on this issue, Surfnet registered itself with 
the  Dutch  telecoms  regulator  Opta  in  2007  as  a  public  network  provider.  The  argument 
according to which Surfnet is a non-public network stated that its services were not directly 
offered to end-users (consumers). Surfnet should be regarded as a corporate network provider 
that delivers its services only indirectly, through institutions for education, to end-users.540 

The term ‘public’ is found in Article 1.1, sub g and h of the Telecommunications Act. The 
Telecommunications Act defines public networks and public services as follows:

public electronic communications service: electronic communications service available to 
the public;

public  electronic  communications  network:  electronic  communications  network  used 
wholly or  mainly for  public  electronic  communications  services,  including  a  network for 
distributing programs, if this is for the public.

Distinctive for the element of public is that the concerning communication service is available 
to the public. Communications services that are available only to members of a closed user 
group are not public communications services. A communications network should be regarded 
as a public network if it is actually used for the provision of public communications services. 
But when is a network or service available to the public? Article 1.1 contains no criteria for 
this. From Article 2.1 it becomes clear that initially it is up to Opta to decide what the ‘public’ 
is. Article 2.1 Tw sub 1 states:

A person providing a public electronic communications network or service, or providing the 
associated facilities, except one who offers an electronic program guide, shall inform Opta.

Only providers of  public networks and services should register with Opta. In practice, it is 
Opta  (and  ultimately  the  administrative  court)  that  determines  whether  a  company  or 
organization provides a public network or service. This uncertainty is unsatisfactory. It would 
be possible for an essentially public service provider, through an artificial formulation of the 
targeted customer group, to pose as a closed user group.

Closed user groups are not available to the public, meaning that there is no public offer and 

539Telephony networks of the type PSTN/ISDN and GSM however, do offer useful clues for a practical divide 
between the public and non-public domains. In the public domain are systems such as the international 
telephone number system (ITU-T E.164) and the ITU-T SS7 signaling system. Other technical systems are 
used in non-public domains. In traditional telephony, one can recognize from the technology deployed 
whether the network is public or non-public domain. 

540The battle between the Opta and Surfnet began in 2000, when the telecoms authority notified the education 
network provider to register. Surfnet then refused. In 2007, Opta threatened Surfnet with a penalty and 
Surfnet tacked. On March 27, 2009 the Rotterdam District Court ruled on the dispute between Surfnet and 
Opta. In the opinion of the court, Surfnet should not be considered a public service provider. “The circle of 
Surfnet users is limited. This circle is indeed a target group, i.e. institutions that focus on science and higher 
education. There is a sufficiently defined group, which is not accessible to the general public.” [LJN BH9324, 
Rotterdam District Court, AWB 08/519] <http://jure.nl/BH9324>.
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availability for everyone at the conditions mentioned in the offer.541 However, a closed user 
group can be large; where is the boundary between a large closed user group and a public 
network  or  public  service?  A point  of  reference  is  the  concept  of  ‘closed user  group’ as 
understood at the time of the the Law on Telecommunications Facilities (precursor of the 
Telecommunications Act). Considered then as ‘closed user groups’ were:542

– companies belonging to the same economic entity, such as those consisting of several 
(separate)  legal  organizations,  for  example  a  limited  company  (NV)  and  its 
subsidiaries and affiliates;

– groups  in  which,  independently of  the  telecommunication  services,  it  is  clear  that 
members maintain a stable relationship of an economic or professional nature, while 
their mutual communication needs arise from a common interest. This could be:

◦ different institutes or departments of inter-governmental organizations;
◦ branch members. Companies that deploy the same economic activities can be 

regarded as a closed user group when their communication needs are specific to 
those activities (e.g. transfers in banking or airline CRS);

◦ companies that are part of a relationship network between branches or which are 
working in the same chain; for example, airlines and tour operators and other 
business partners with regular suppliers or distributors. User groups within such 
relationships may also be regarded as closed user group.

Subsequent  references  to  these  publications  in  the  parliamentary  history  of  the 
Telecommunications Act, indicate that this interpretation of the concept of ‘public networks 
and services’ has retained its value.543 More recent is the explanatory note to the license for the 
use of the Public Access Mobile Radio frequency spectrum:544

A closed user group consists of users of electronic communication services that maintain a  
lasting professional relationship within the group and thus have a communication need arising  
from  the  common  interest  from  this  relationship.  The  lasting  professional  relationship 
includes  more  than  just  the  joint  purchase  of  electronic  communication  services  and  the 
closed user group is not exclusively designed to purchase electronic communication services.

The second part of the explanation on the restrictions to the professional relationship and the 
closed user group is important. Despite this, there is still uncertainty over the interpretation of 
the  concept  of  public  networks  and  services.  Does  it  include  the  networks  of  housing 
associations, schools or public libraries or a local fiber network or WiFi?545

Dries, Gijrath & Knol attempt to clarify this and to this end consider four criteria by which the 
public (closed) nature of networks and services can be determined.546

(a) Limited circle of users. Characteristic of a public service that the service is available 
to the public.547 In a non-public service there is an offer that aims specifically to the 

541TILT/Dialogic 2005, p. 33.
542Notices of the Minister of Transport on the term ‘third parties’ to fixed voice communications (Official 

Journal 1994, No. 103, p. 14) and on Voice traffic over fixed lines through using ‘dial-in’ or ‘dial-out’ 
( Official Journal 1995, No. 84, p. 9-10). [Cited by: Dries, Gijrath & Knol 2002, p. 38].

543Ibid.
544Cited by: TILT/Dialogic 2005, p. 33.
545TILT/Dialogic 2005, p. 33-34.
546Dries, Gijrath & Knol 2003, Mediaforum 2003-5, p. 159-162.
547Compare: Parliamentary documents II 1996-1997, 25 533, No. 3 (Telecommunications Act, explanatory 

194



TRAFFIC DATA IN CRIMINAL INVESTIGATIONS

communication  needs  of  certain  limited  groups  of  users.  However,  there  is  no 
numerical figure for this criterion.

(b) Closed  user  groups.  Essentially  this  refers  to  companies  belonging  to  the  same 
economic unit, such a private company and its subsidiaries and affiliates or groups of 
which,  independently  of  the  communication  service,  it  was  clear  that  members 
maintain a relationship of an economic or professional nature. The view of the closed 
user group has a historical background. In this way, before the liberalization of voice 
telephony service, telephony within closed user groups was kept outside the exclusive 
domain  of  the  concessionaire.548 This  historical  view of  the  closed user  group has 
retained its  value  for  the  interpretation  of  the  concept  of  the  public  nature  in  the 
Telecommunications Act.

(c) Offer with restrictive conditions. The restrictions in the conditions to the offer may 
be geographical, or relate to the purpose or use of the network. But a (geographically) 
restricted offer will not automatically signify a non-public nature; even in a sub-market 
a provider can be designated as provider with significant market power.

(d) Public  offer  according  to  civil  law.  A  civil  public  offering  must  meet  two 
requirements:  (a) there must be a well-defined offer (the offer must be sufficiently 
clear about the key terms of the agreement such that, after acceptance of these terms, 
the agreement is directly established; otherwise there is only an invitation to make an 
offer)  and (b)  the  person to  which  the  offer  is  made  may not  be  essential  to  the 
agreement.549 The  concept  of  public  offer  in  the  Telecommunications  Act  is 
substantially  broader  than  it  is  according  to  civil  law.  According  to  the  civil 
interpretation of public offering, the service provider could influence the nature of its 
service, for instance  by offering it for a price on request, in  which case the service 
would be considered as non-public.

Dries cum suis conclude that none of the above criteria may be sufficient in itself to assess the 
public  (closed) nature of a network or service,  because the criteria by themselves  are too 
imprecise or susceptible to subjective interpretation.550 

To  put  it  somewhat  jocular,  a  closed  group  of  criminals  who  want  to  circumvent  the  
possibility of wiretapping cannot decide that they form a closed user for this purpose, and the  
provider who wants digging rights cannot make a pro forma public offering to secure such 
rights. 

The authors mentioned above see no ‘magic formula’ to unambiguously decide which services 
are public and which are not.  In cases of doubt,  they recommend reviewing a number of 
criteria, none of which will be sufficient in itself, but which together depict a sort of a normal 
type of a public service. A normal type of a public communications service by Dries, Gijrath  
& Knol covers nine indicators that together provide a conclusion on whether or not a service 
is public. Their indicators for public communications service are:551 

(a) A service is designated by the legislature as a public service. 

memorandum), p. 72.
548Dries, Gijrath & Knol 2003, p. 160.
549Ibid.
550Dries, Gijrath & Knol 2003, p. 161.
551Dries, Gijrath & Knol 2003, p. 162.
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(b) A service in the market that directly competes with a service designated as a public 
service, should have the same qualification. 

(c) A service offered by a provider who makes it his primary business to offer 
communications services to anyone who requests them will mostly be public. Only if 
the provider offers its services clearly parted and under distinct conditions, may it be 
otherwise. 

(d) A service offered using standard market equipment and processes will usually be 
public. Market standardization is not decisive in itself, but does illustrate that market-
wide common (public) offers will be pursued. 

(e) Following the above, a service for which customers use standardized equipment will 
usually be public. 

(f) A service that is used with the objective of open communications with as many users 
as possible of similar communication services is mostly public. 

(g) A service that is designed to have as many users as possible connected to the same 
service from the same systems with the aim of achieving economies of scale is mostly 
public. 

(h) A service (also apparent from the way it is offered) that is perceived by the target 
group as an offer for a broad range of customers will usually be public. 

(i) A service established in such a way that the provider is independently capable (at least 
under his responsibility) to perform most important functions similar to comparable 
services (network interconnection, number management, billing) is mostly public. 

The above indicators for a public communication service are used to review two problem 
cases: internet services from educational networks and WiFi terraces. We will review below 
according to the following scheme: an indicator may score as:

• public when the indicator points towards the public nature of the service;
• non-public when the indicator points towards the non-public nature of the service;
• neutral (–) if the indicator does not apply or does not indicate any clear direction.

Communication services from educational institutions

Universities and colleges offer internet access to their staff and students, mostly with similar 
capabilities  and  freedoms  as  any commercial  ISP.  Restrictive  conditions  in  the  offer  are 
relatively light or are not enforced in practice.  Besides, many of these schools are so big 
(10,000 members or more) that, while there is a limited circle of users in the sense of a closed 
group of users (only members of the institution may use the offer), this does not signify a 
small number of users. 

We review such education network by means of the normal type of a public service: 

Education network reviewed with indicators for public communications service 
(a) (b) (c) (d) (e) (f) (g) (h) (i)
– – – public public public – non-

public
–

The picture  is  not  clear;  a  number  of  indicators  predict  a  public  nature for  the  telecoms 
services of  educational  institutions.  Just  one of the indicators is  clearly reviewed as  non-
public: (h) the service will not be seen by the target group as an offer for others than staff and 
students. We believe this  blocks the designation of education networks as public services; 
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education networks and services should be considered to be non-public.552 

WiFi-terraces

Since 2007,  fast-food chain McDonalds  offers free wireless internet  through WiFi  Access 
Points in  its  restaurants in  the United Kingdom (‘McHotspot’).553 This  issue is  somewhat 
similar to the previous one: offering communications services is not the primary business of 
McDonalds. 

We review such WiFi terrace by means of the normal type of a public service:

WiFi terrace reviewed with indicators for public communications service
(a) (b) (c) (d) (e) (f) (g) (h) (i)
– – – public public public – public –

An important argument against the non-public character of the WiFi-terrace expires: (h) the 
service (as apparent from the easy way with which it is offered) will be perceived by the target 
group  (the  general  public)  as  an  offer  for  a  broad  range  of  customers.  McHotspots  can 
reasonable be designated as public service.

The fact  remains  that  WiFi  terraces  (as  well  as  internet  cafés)  may be placed below the 
threshold of economic significance: commercial local WiFi networks up to a certain business 
size are then exempted from data retention by ministerial regulation. Again, certain technical 
characteristics can be taken in the threshold regulation: the operator of a WiFi terrace may be 
regarded  as  an  end-user  as,  for  example,  it  is  connected  to  a  Tier-2  ISP by means  an 
asymmetrical end-user interface, such as ADSL.554 

Demarcation from backbone providers (B)

Amended by the Telecommunications Data Retention Act, the second paragraph of Article 
13.2a of the Telecommunications Act reads:555 

Public service providers retain data designated in the Annex to this Act, where these data are  
generated or processed in the context of the networks or services offered, for the detection and 
prosecution of serious crimes. 

What is important here is the restrictive clause “where these data are generated or processed in 
the  context  of  the  networks  or  services  offered”.  Below,  the  service  level  of  the  access 
provider is the backbone provider, which transports on the basis of aggregate communications 
bundles.  The backbone provider  does  not  deal  with  individual  communications  and does 
therefore not process any traffic data. The backbone provider is exempted from liability for all 
data from higher service levels, both communication content and traffic data.

Examples of parties that have nothing to do with data retention are Tier-1 providers, providers 
of Internet exchanges (e.g. AMS-IX) and providers of aggregate services (wholesale services 
such as Surfnet).  No traffic data  is  processed in  their  networks;  at  the level  of  backbone 
provider is no obligation to data retention.

552Accordingly will corporate networks of large companies – similar to education networks – be considered to 
be non-public.

553Reuters 2007.
554Refer to: p. 191.
555Refer to: 183.
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Demarcation from content providers (C)

Data  retention  does  not  affect  content  providers  because  traffic  data  pertinent  to  content 
services are not mentioned in the categories of data to be retained in Article 5 of the Directive: 
traffic  data  to  content  services  do  not concern  ‘internet  access,  internet  e-mail  or  internet 
telephony’.556 What is characteristic of a content provider? A content provider has  editorial  
responsibility for the content, a key concept in the Audiovisual Media Services Directive:557

The notion of editorial responsibility is essential for defining the role of the media service  
provider and therefore for the definition of audiovisual media services. Member States may 
further  specify aspects  of  the  definition  of  editorial  responsibility,  notably the  notion  of 
‘effective control’, when adopting measures to implement this Directive.

The  Audiovisual  Media  Services  Directive  amends  the  original  Television  Directive 
89/552/EEC,  previously  amended  by  Directive  97/36/EC (Television  without  Frontiers  – 
TWF).  The  television  market  is  undergoing  significant  changes  resulting  from  the 
convergence  of  technologies,  but  traditional  broadcasting  is  still  governed  according  to 
legislation dating from the 1980s and 1990s. Existing broadcasters must increasingly compete 
with  new  ‘linear’ services  and  ‘non-linear’ services  (on-demand  services),  with  similar 
program content, but under different regulations. The existing TWF Directive would lead to 
unjustified differences in the treatment of the various modes of delivery of the same program 
content.  The EU should therefore pursue legal  action to  boost  the competitiveness  of  the 
sector.  The  Directive  is  set  to  modernize  and  simplify  the  regulation  of  traditional 
broadcasting,  while  at  the  same  time  establishing  minimum  requirements  for  non-linear 
audiovisual  media  services.  The  Directive  also  complements  the  Directive  on  electronic 
commerce, which also covers on-demand services.

The Directive deals with audiovisual media services: programs, services, with moving images 
(with or without sound) are their main ingredient. Audiovisual media services do not include 
private correspondence in any form, including e-mails sent to a limited number of recipients. 
The term also excludes services for which any audiovisual content is merely incidental and 
not the principal purpose, for instance websites that contain audiovisual elements only in an 
ancillary manner, such as animated graphical elements, short advertising spots or information 
related to a product or non-audiovisual service.558 The term audiovisual media services is also 
limited to cases where the service covers any form of economic activity, but should not cover 
activities which are primarily non-economic and which are not in competition with television 
broadcasting.559 It  relates  to  audiovisual  media  services  from  established  information 
providers; non-economic activities, such as private websites, are not included.

The concept of audiovisual media service is defined as follows:560

audiovisual media service – a service [..]  which is under the editorial responsibility of a  
media service provider and the principal purpose of which is the provision of programs in  
order  to  inform,  entertain or  educate,  to  the  general  public  by electronic  communications  
networks [..].

556Refer to: p. 180.
557Directive 2007/65/EC of 11 December 2007 amending Council Directive 89/552/EEC on the coordination of 

certain provisions laid down by law, regulation or administrative action in Member States concerning the 
pursuit of television broadcasting activities Text with EEA relevance, OJ L 332/27, recital 23.

558Directive 2007/65/EC, recital 18.
559Directive 2007/65/EC, recital 16.
560Directive 2007/65/EC, Art. 1 sub 2a.
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Editorial responsibility is then defined as:561

editorial  responsibility –  the  exercise  of  effective control  both  over  the  selection of  the 
programs  and  over  their  organization  either  in  a  chronological  schedule,  in  the  case  of  
television broadcasts, or in a catalog, in the case of on-demand audiovisual media services.

This  concept  of  ‘editorial  responsibility’ is  important  for  our  purposes  (i.e.  the  upward 
demarcation of the intermediary service provider affected by traffic data retention). Although 
the concept is  introduced for audiovisual media services – the Directive does not concern 
services in which audiovisual content is not the main ingredient – it can be generalized for all 
forms of content. The essence of editorial responsibility is: the exercise of effective control 
over  the  choice  of  content  and  organization  in  a  chronological  schedule  or  order  of 
presentation.

Providers of information and media services: IP-TV, Google, YouTube etc.

The application of the criterion of editorial responsibility places internet search engines with 
the users, above the level of intermediary service providers (Figure 49). Search engines select 
and  organize  information,  put  ads,  and  maintain  user  profiles  for  commercial  purposes; 
therefore they act as content providers. A content provider is a natural or legal person who has 
editorial responsibility for the selection of the service content and determines how this content 
is organized. The criterion of editorial responsibility should therefore be taken literally. The 
actual editorial interventions by Google and YouTube may be few, as in hosting there is no 
question of any editorial intervention. Hosting is fully transparent, the end-user does not know 
who runs the hosting service and the intermediary service provider remains invisible to the 
end-user.

In conclusion, providers such as Google and YouTube do not process traffic data. Any Type II 
(special) traffic data is already excluded from data retention. To this we add that the obligation 
to data retention cannot be addressed to service providers that have editorial responsibility for 
the data in their systems.

Conclusions

Traffic data retention creates a new problem: what parties are affected by data retention? In 
connection with this  issue there is  a need for a traffic data oriented view on a particular 
category of service providers, namely, the provider that actually processes traffic data. This 
provider  is  called  the  access  provider,  an  intermediary  service  provider  that  provides 
electronic communication services on the basis of individual communications.

The  access  provider  should  be  distinguished  from  other  parties  and  actors  in  electronic 
communications. The following three demarcation issues arise:

(A) demarcation of the access provider from the end-user;
(B) demarcation of the access provider from the backbone provider;
(C) demarcation of the access provider from the content provider.

Demarcation from the end-user (A)

This is the most complex issue of the three demarcation issues. Here lies a tangle of definition 
problems:  what  is  the  position  of  a  WiFi  access  point,  an  internet  café or  corporate 

561Directive 2007/65/EC, Art. 1 sub 2c.
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communication service? Are private ‘home grown’ traffic data in the personal computers of 
Skype users or private mail servers also real traffic data in legal sense? Will data retention 
affect providers without their own communication networks (Hotmail, Gmail, etc.) and will it 
affect providers of major education networks?

As  to  our  definition,  all  these  parties  are  access  providers:  they  provide  electronic 
communication services on basis of individual communications. However, an obligation to 
retain data may not be appropriate in all cases. 

It may be useful in the demarcation between access provider and end-user to identify a normal 
type  of  the  end-user.  A pragmatic  approach can  be  found in  a  set  of  technical-economic 
indicators of a normal type of the end-user. Examples of such indicators might include:

(a) An end-user includes the systems of a natural person, household or micro-enterprise.562

(b) An end-user has asymmetric interface access (e.g. ADSL, DOCSIS cable).
(c) An end-user receives a single IP-number from the access provider (no number blocks). 
(d) An end-user has no private DNS, mail or web servers that can be accessed from the 

global internet.563

Such indicators could provide a normal type of the end-user, of which none will be sufficient 
in itself, but together constitute a kind of technical-economic threshold of significance for the 
position of the access provider.  The aforementioned demarcation cases reviewed with our 
indicators of a normal type of the end-user may show the following results:

• Providers  of  WiFi  access  points  or  internet  cafés  will  in  most  cases  be  below  a 
threshold of significance.564

• Services of natural persons, households or micro-enterprises (e.g. a personal computer 
running Skype or P2P communications) are below a threshold of significance; larger 
networks  are  considered  to  be  access  providers.  Therefore,  networks  of  large 
educational institutions are (non-public) access providers; traffic data in the legal sense 
is  processed  in  these  networks,  except  when  services  are  based  on  aggregate 
communications bundles (for instance Surfnet).

• Companies  such  as  Hotmail  and  Gmail  are  access  providers.  Traffic  data  in  their 
systems are also traffic data in the legal sense.

Demarcation from the backbone provider (B) 

Distinctive  of  backbone  providers  is  the  fact  that  their  services  are  based  on  aggregate 
562A micro-enterprise is an enterprise which employs fewer than 10 persons and whose annual turnover and/or 

annual balance sheet total does not exceed EUR 2 million. [Commission Recommendation of May 6, 2003, 
concerning the definition of micro, small and medium-sized enterprises, OJ L 124 (notified under document 
number C(2003) 1422), Article 2 sub 3].

563Users with private servers may circumvent regular service from their ISP. They also prevent traffic data from 
being generated in the servers of their provider. In a joint action against spam, three major internet providers 
blocked the possibility of end-users operating private mail servers that can independently communicate with 
the global internet. KPN, Planet and Hetnet block all incoming and outgoing e-mail traffic that bypasses the 
provider’s own mail servers. The method applied here is that all traffic on user port number 25 (SMTP) is 
filtered. Traffic to this port number is only allowed if it is addressed to the ISP’s own mail server. Also 
Belgacom announced that it is to block direct traffic to user port numbers 23 (Telnet), 80 (web server) en 443 
(HTTPS). [Tweakers.net 2009].

564Alternatively, such providers below the threshold of significance may be considered to be end-users instead 
of access providers, when they comply with the four indicators of a normal type of an end-user.
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communications bundles. A backbone provider does not provide individual communications 
and does therefore not process traffic data. Tier-1 providers and internet exchanges are not 
affected by retention.

Demarcation from the content provider (C)

Distinctive of content providers is the fact that they have editorial responsibility for content 
data. Content providers like Google and YouTube will not process traffic data in the legal 
sense and are not affected by the obligation to retain data.

6.3.2 Methods of storage
The Data Retention Directive provides no clear rules on the way in which traffic data should 
be stored. In the recitals of the Directive it is stated that the retention of traffic data should be 
organized in such a way that duplicate retention is avoided.565 The idea is probably that traffic 
data covered by retention should not be separated from the data that providers use for their 
own operations, but that the storage of retention traffic data remains part of regular business 
operations.  In  other  words,  what  is  common practice  to  traditional  telephone  operators  – 
careful  preservation  of  CDR’s  own business  purposes  –  must,  through a  legal  obligation 
become common practice to internet providers. Recital 13 of the Directive suggests that the 
files of retained traffic  data are managed by the provider in whose network the data was 
created. But central storage of traffic data by third parties is not always in contradiction with 
Recital 13. If a provider has no business interests in the long term preservation of traffic data 
and therefore extradites the traffic data files to a third party for long term storage, there is also 
no issue of duplicate retention of traffic data.

There are different methods to store the traffic data under retention: decentralized with the 
provider on whose network traffic data also created or centrally with a third party legally 
charged  with  this  task.  Both  methods  have  their  advantages  and  disadvantages,  on  a 
fundamental as well as a practical level.

Against centralized storage by authorities is the fundamental argument that in a democratic 
society creating and managing files with sensitive personal data of (unsuspected) citizens  is 
simply not the job of the government. Storage of sensitive personal data by the government is 
in itself an interference with the privacy of citizens.

However, against decentralized storage by providers is also the fundamental argument that in 
this way providers become involved in criminal investigations.566 The provider must perform 
certain actions so as to retrieve traffic data from its systems: searching and processing the 
requested data. Through their involvement in specific criminal cases providers, become aware 
of which users are suspected of being involved in serious crimes.567

From a more ‘consequentialist’ view, it can be argued that privacy is not at stake when traffic 
data  is  automatically added  to  a  central  black  box  database.  Only when  traffic  data  are 
565Data should be retained in such a way as to avoid their being retained more than once. Data generated or 

processed when supplying the communications services concerned refers to data which are accessible. In 
particular, as regards the retention of data relating to Internet e-mail and Internet telephony, the obligation to 
retain data may apply only in respect of data from the providers’ or the network providers’ own services. 
[Data Retention Directive 2006/24/EC, recital 13].

566Mac Gillavry 2000, p. 232-233, 249.
567In particular, banks find it important to have additional knowledge about their customers; such lists are 

checked for credit applications. [Mac Gillavry 2000, p. 489].
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retrieved from this  database,  is  –  in  this  view – the privacy right  of the person involved 
limited for the purpose of crime investigation.

There are also practical considerations involved with each of these methods of data storage. 
These are the technical and organizational issues concerning the scalability and costs of the 
methods of data storage and search (centrally with a third party or in a decentralized manner 
with  providers).  Before  we  can  focus  on  the  debate  about  the  desirability  of  central  or 
decentralized storage methods, we should assess the practical impact of the options: what is 
practical feasibility of the different methods?

Technical-organizational aspects of methods of storage 

In preparation for data retention, three studies relating to technical and organizational issues 
were  conducted  by the  consultancy groups  Stratix  (2003),  KPMG  (2004)  and  Verdonck, 
Klooster & Associates (2006). The Stratix report focuses on the overall  feasibility of data 
retention, while KPMG has focused specifically on the methods of storage of traffic data: 
centrally with a third party or in a decentralized way with the providers. The VKA report 
examines the effects  of data retention on the business operations of providers.  We briefly 
discuss the findings of these studies.

Stratix report 2003

The  Dutch  Justice  Research  and  Documentation  Center  (WODC)  commissioned  Stratix 
Consultancy to research the impact of the legal obligation to retain traffic data. As for internet 
traffic data, the report refers to situations where traffic data that are normally retained may still 
be missing. Some of these cases are cited.

Logged data are lost. Data that were logged can still be lost. This is problem is typical for 
ISPs;  none  of  telephony  operators  questioned  by  Stratix  reported  this  problem.  ISPs 
mentioned five situations where log data may be lost: there are no back-up systems, data are 
lost during transmission, data are lost during a re-installation of software, when replacing old 
equipment or during the redesign of the network or numbering plan.568

Present data are difficult to deliver. The Stratix research provides several examples of this 
issue: traffic data are kept by a third party, spread across different systems, or log files have 
different  technical formats.  Some logs may reach a large size or should be searched in  a 
certain way. Finally, the search is often performed manually. The effort to search logs requires 
the deployment of skilled personnel that is not always readily available.569

Providers refuse to disclose data. Some of the ISPs investigated by Stratix seem to have 
much trouble with disclosing traffic data to the investigating authorities. It was stated more 
than  once  that  requests  for  voluntary disclosure  were  refused.  On  the  basis  of  a  formal 
demand, the data are presented unless there is doubt about the legitimacy of the demand.

Protection of traffic data in terms of privacy is an important aspect of the image that some 
ISPs pursue. The world of ISPs is traditionally rooted in the philosophy that the internet is a  
space without physical or legal barriers. This philosophy still has its place in modern business 
operations  and  becomes  apparent  in  the  refusal  to  hand  over  customer  information  to 
authorities.  Telephony  providers  appear  to  have  a  different  attitude.  Their  processes  of 
delivering information are well organized – also because they are very frequently requested 

568Stratix 2003, p. 33.
569Stratix 2003, p. 33-35; Jones 2006, p. 123.
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for information – and they are also much more aware of the rules.570

The poor relationship between government and ISPs is also addressed in the study of TILT & 
Dialogic from 2005. With regard to the interception of internet communications, there is an 
atmosphere  of  distrust.571 The  commissioning  by the  Ministry of  Justice  Office  Platform 
Interception, Decryption and Signal Analysis from KPMG Information Risk Management of 
the research of various models for the retention of traffic data, cannot be separated from the 
sometimes  troubled  relationship  between  the  government  and  ISPs  when  it  comes  to 
cooperation in criminal proceedings.572

KPMG report 2004

In November 2004, KPMG Netherlands issued a consultancy report to the Ministry of Justice 
on the storage of communications traffic data. The KPMG study focused mainly on the costs 
in two scenarios:

• Option 1: Storage and querying of traffic data with the provider;
• Option 2: Storage and querying of traffic data with the government.

To determine costs, KPMG looked at the quantitative aspects of storage and querying files of 
traffic data.  Essential  to the costs of storage in both options is  the volume of traffic data 
generated in the networks of internet providers and the frequency of querying by competent 
authorities. The following analysis is based on figures from the KPMG study.

Traffic  data volumes.  Traffic  data  can be divided into  temporal  traffic  data  (signals  and 
messages  that  are  stored  only  briefly  and  immediately  destroyed  after  processing)  and 
recorded traffic data (stored traffic data, log files). The KPMG study focuses on the latter.

Internet  providers  provide  minimal  quantitative  information  on  their  networks.  This  is 
considered as competition sensitive. The KPMG report therefore provides estimates of the 
volumes of traffic data that arise in the networks of ISPs. Research into the cost of retention of 
traffic data is based on figures from prior research by Stratix Consultancy.

A major  provider  with  a  market  share  of  10% is  adopted  to  model  the  estimates  of  the 
volumes  of  traffic  data  stored  with  the  provider  (Option  1).  The KPMG report  provides 
figures for the storage of two types of traffic data in retention: traffic data from access systems 
(RADIUS, DHCP) and e-mail (POP, SMTP):573

Log file volumes Option 1 Option 2
Access systems 22 GB/month 220 GB/month
E-mail systems 220 GB/month 2,2 TB/month

Traffic data on internet telephony were not included in the KPMG study. However, the report 
refers to a small ISP that logs retained data on the basis of IP flows (IP accounting). The traffic 
data volume that occurs here is of a different order:

Log file volumes Option 1 Option 2
IP accounting 6 TB/month 60 TB/month

570Stratix 2003, p. 35.
571TILT/Dialogic 2005, p. 8-9, 39, 50, 72-75, 79-80.
572Parliamentary documents II 2004-2005, 28 490, No. 360, p. 9.
573KPMG 2004, p. 22-26.
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(IP accounting is Type II traffic data, which is excluded from data retention).

Traffic data demand frequencies. The frequency with which authorities demand traffic data 
from providers is another dimension of the scalability of the method of storage of traffic data. 
This was also researched by KPMG:574

Frequency Option 1 Option 2
All log files 10 demands/month 100 demands/month

As estimated by KPMG, a major ISP with a market share of 10% will have to handle about 10 
demands per month (Option 1). The total number of monthly demands for traffic data from 
Dutch ISPs would be in the order of 100 (Option 2).

Based on two dimensions of scalability (log file volumes and demand frequencies), KPMG 
has estimated the cost for the methods of storage of traffic data in Option 1 and 2. KPMG 
concludes that the costs for Option 2 (demanding traffic data stored by the government) are 
many times higher than for Option 1 (demanding traffic data stored by the provider).575 This 
outcome is  based on the  assumption  that  log files,  although in most  cases  not  critical  to 
business operations, are already stored over a period of several months for purposes of billing 
and traffic management.576 Data retention then causes only marginal costs.

VKA report 2006

The  Minister  of  Justice  commissioned  Verdonck,  Klooster  &  Associates  BV  (VKA)  to 
investigate  different  organizational  variants  for  the  implementation  of  the  Data  Retention 
Directive. The purpose of the study was to understand the costs of the adjustments required 
from providers  and  authorities  under  different  implementation  options  for  data  retention. 
Fifteen providers were involved in the conduction of the investigation. The report of the study, 
entitled “National Implementation of the European Data Retention Directive” (September 29, 
2006), provides models and scenarios for the storage and demand of traffic data in retention. 
The place of storage and the categories of data to be retained, centrally by a third party or in a 
decentralized  way  with  the  providers,  and  the  method  of  accessing  data  (the  provider 
delivering  upon  a  lawful  demand  or  direct  access  by  authorities)  were  considered. 
Remarkably,  VKA comes  to  a  different  conclusion  than  KPMG:  according  to  VKA is 
decentralized storage the most expensive option and central  storage is the least  expensive 
option (a total difference of € 24 million over a period of 5 years).577

In the Explanatory Memorandum to the bill, it was concluded that the findings of VKA were 
still insufficient to come to a definitive conclusion in favor of one of the options.578 For this 
reason, the bill assumed the current situation: decentralized data storage with the provider 
(KPMG  Option  1).  Also  important  in  forming  this  choice  was  the  fact  that  the  VKA 
researchers  had  found  that  this  was  the  only option  that  could  be  completed  within  the 
prescribed  period  for  implementation.  Other  options  require  too  much  coordination  and 
consultation on technical and organizational aspects of implementation.

574Ibid.
575KPMG 2004, p. 2-3.
576Stratix 2003, p. 39, 42; p. 37-39 9 (analysis of costs for data storage).
577VKA 2006, p. 59; also refer to: Advisory Committee Bosma 2007, p. 49.
578Parliamentary documents II 2006–2007, 31145, No. 3, p. 15-16.
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The effect of the period of data retention on the business operations was investigated by VKA. 
It was found that a retention period of twelve months and decentralized storage for a period of 
5 years would amount to initial investment costs of € 75 million and annual operating costs of 
€  20  million  (figures  based  on  the  projected  growth  in  the  number  of  demands).  These 
amounts must be spent by all the providers together, thus involving a dozen major providers 
with over 90% market share and another 300 smaller providers. According to calculations by 
VKA, the costs for small providers (one thousand accounts on average) are about 2% of the 
total operating cost. VKA calculated on the basis of the number of 255 for small providers. 
Each provider would have to invest about € 5900, calculated over a period of five years. It 
should  be  noted  that  the  price  of  data  storage  continues  to  fall.  This  means  that  the 
investments  in  storage capacity will  be  significantly lower,  also  for  small  providers.  The 
Minister of Justice concluded from this that the implementation of data retention under the 
current bill would have little impact on prices or competition.579

Methods of data storage: four models

Investigations into the implementation of data retention did not produce a clear picture. No 
technical  or  organizational  blocking  objections  are  raised  against  any of  the  methods  of 
storage, central or decentralized. This brings the discussion to the fundamental level: how 
does the method of data storage relate to the privacy of (unsuspected) citizens and how can it 
be  prevented  that  providers  be  too  much  involved  in  individual  cases  of  criminal 
investigations?

Checks and balances need to be built into the method of traffic data storage and querying. 
Thresholds  need  to  be  raised  against  the  easy  deployment  of  competences  resulting  in 
excessive querying of traffic data files (refer to: Figure 48 on page 173). Different models are 
conceivable for the storage of traffic data; four such models are discussed below.

Traffic data storage model A: single decentralized storage with the provider

The most obvious model is that traffic data be retained in single data files with the provider in 
whose network the traffic data were created. The result is that the original traffic data files are 
available for both the business operations of the provider, as well for disclosure to competent 
authorities. The threshold in this storage model is exactly the involvement of the provider who 
should perform the demanded traffic data file queries. Although that has always the case so 
far, this may also be an objection to this model as the provider looks over the shoulders of 
investigation authorities and as the success of the criminal investigation is highly dependent 
579Parliamentary documents I, 2008-2009, 31145, C 28, p. 28-29.

205

Figure 52: data storage model A and B

                                                            Investigative
authorities

                    Service
Provider

QueriesB

A

Central 
storage

Original 
data files



COMMUNICATIONS NETWORK TRAFFIC DATA

on the cooperation and secrecy by the provider.580

Traffic data storage model B: single central storage with authorities

The investigative authorities receive in this model the full files of traffic data from providers. 
A fundamental objection against this model concerns the massive collection and storage of 
personal data  of  (unsuspected)  citizens  by  the  government.  The  deployment  of  relating 
competences remains invisible to the outside world. This storage model may be efficient from 
a  technical  and  organizational  perspective,  it  conceals  the  numerical  deployment  of 
competences to demand traffic data.

Other methods of storage become possible when new premises are adopted. First, it would be 
useful to have a strict separation between the authorities that are competent to demand traffic 
data and the administrative body which actually performs the database queries. Such a body, 
independent from investigative authorities, can play a role in the formal legal control of the 
practices  of  demanding traffic  data:  prevention  of  unlawful  disclosure  of  traffic  data  and 
establishing thresholds against excessive querying of data files. In the view of Brouwer, the 
legal  storage  of  personal  data  with  a  public  administrative body (unlike storage with  the 
government) is an expression of good governance.581 Second, the preference for a single point 
of  storage  for  traffic  data  should  be  reviewed.  Under  these  premises,  alternative  storage 
models are conceivable including the following models C and D.

Traffic data storage model C: duplicate central storage with public administrative body

This model addresses the concerns related to model B. Competent authorities deliver their 
data demands to a public administrative body, which acts as a kind of ‘firewall’ between the 
investigative authorities and service providers. This body verifies whether a demand meets the 
formal legal requirements.  The body performs the database queries and discloses only the 

580Compare: Mac Gillavry 2000, p. 232-233, 249.
581Brouwer considers that the principles of data protection do not only protect the individual, but also as the 

general interest, such as the balance of powers within a state and the informational separation of powers. 
Compliance with data protection principles serves good governance by establishing requirements on the 
quality, accuracy and security of stored data. [Brouwer 2008, p. 169, 175].
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legitimate results, without ‘by-catch’, to the demanding competent authority.

In this storage model an administrative body manages the central database with traffic data 
copied (if necessary in real-time) from the provider network systems. Procedural control in 
this model lies in the composition of the administrative body in which service provides and 
the Data Protection Authority can participate. The administrative body may publish annual 
statistics on the number of demands received, processed, refused and referred back to the 
demanding authority.

Traffic data storage model D: duplicate decentralized storage with the provider

Storage model D is a variant of model C, in that traffic data are not centrally stored, but are 
kept in a decentralized manner with the provider on whose network the traffic data were 
created.  There are two key differences here from storage model A. First,  in model D, the 
provider copies all retained traffic data in a mirror database specifically for the purpose of 
automatic querying by the administrative body. The mirror database is in quarantine and has 
no function in the business operations of the provider. From the perspective of the service 
provider,  the mirror  database is  a  sort  of  technical  ‘Write  Only Memory’;  queries  by the 
administrative body remain invisible to  the service provider.  If the process of querying is 
properly computerized  and standardized,  it  is  possible  to  exclude any involvement  of  the 
service provider in individual cases of criminal investigation.582

The second key difference with model A is that data queries are not performed directly by the 
competent authority but, as in model C, indirectly by the public administrative body. Precisely 
because  of  the  involvement  of  this  public  body,  the  querying may be  computerized  with 
confidence so as to achieve technical-organizational performance and cost-efficiency. In the 
design of storage model D it  can be said that ICT also offers opportunities to protect the 
privacy of unsuspected users: the legal-formal protocol of powers is enshrined in the technical 
protocol for querying the database.

Conclusions

Large computer files with traffic data will arise from the obligation to retain data, whether the 
retention is  undertaken centrally with a third party or  in  a decentralized manner with the 
providers in whose networks traffic data were created.

There are fundamental concerns against traffic data storage model B. We believe that the other 
models A, C and D are acceptable methods of to realizing data retention in practice. In favor 
of model C and D is the fact that the administrative body can directly ensure data security and 
itself may perform the final destruction of traffic data upon the expiry the retention period. In 
favor of model A and D is the fact that no precedent is made for communications to deliver 
personal data in advance for purposes of criminal investigations. Data remain with the service 
provider with which it was generated. It should be noted however that model C and D are 
contrary to  paragraph 13 of  the Data Retention Directive,  which states  that  retained data 
should preferably not be duplicated. In order to prevent involvement of providers in individual 
cases of criminal investigation, it would be desirable to retain duplicated data according to 
storage model C or D.

582ETSI is working on a common technical standard for data retention. Once this standard is available, it may be 
used to establish specific rules for data security data in telecommunications. [Parliamentary documents I, 
2008-2009, 31145, C28, p. 18].
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6.3.3 Linking and searching traffic data files
An issue which is closely linked to the method of storage is the ability to link files of traffic 
data to each other and to search them for specific or even unexpected patterns. The Dutch 
Code of Criminal Procedure governs the competence for the prosecutor who has prior written 
permission by the judge to demand data files from public and private organizations in order to 
process the data contained for the purpose of an exploratory investigation of a terrorist crime 
(Art. 126hh DCCP.). The processing is performed by the person who has access to the files 
and involves linking, comparing and/or searching for data or data combinations contained in 
the files. The prosecutor determines the data processing that should be performed.

In an opinion on the Data Retention Bill, the Data Protection Authority stated its belief that 
the limits on access to data retained in accordance with the Directive are not clear. This bill 
would, in the opinion of the Board, conflict with Article 4 of the Directive, which states that  
data retained are provided only to the competent national authorities in specific cases and in  
accordance with national law.583 CBP has advised that the bill  prohibit the competence of 
Article 126hh DCCP from being deployed to demand files of retained traffic data for the 
purpose of ‘data mining’.584 CBP points to an issue closely linked to the method of storage of 
traffic data: the ability to link files and search the traffic data relating to an indeterminate 
group of persons.

There is no agreement in the literature on the various forms, definitions and terminology. The 
term ‘data mining’ is often used for complex queries in large databases. The term is also used 
for the processing of data by comparing or linking records. The Cabinet paper on Legislation 
for the Electronic Highway defines data mining as an analysis with special software of data in 
a  database,  in  search  of  anomalies,  trends  or  certain  characteristics’.585 The  Advisory 
Committee Mevis made a distinction between directed and undirected methods of database 
searching. Data mining is the undirected search for unexpected, hidden patterns. In relation to 
the search for some particular data or data relation, the committee does not use the term data 
mining, but  data record comparison. This means, according to the committee, ‘to generate 
new information  by linking  or  matching  data  records’.  In  this  way,  data  records  can  be 
compared or added, which creates new information. In data record comparison, unlike data 
mining, there is a directed search for a particular data relation.586

A classic example of such linking and matching of data records was the method followed in 
Germany  to  trace  RAF  terrorists  (Rasterfahndung).  Under  some  assumptions  –  a  RAF 
terrorist would probably rent only a small apartment, not register with the municipality and 
pay the electricity bill in cash – investigations were made to all persons who, according to the  
files of the electricity companies, paid their bills in cash. The German police were then able to  
hold Rolf Heißler as RAF terrorist  suspect.587 In the Netherlands for example, data record 
comparison is used under the Act on the reporting of unusual transactions. Reports of unusual 
transactions thenare compared to police records concerning serious crime.

Sietsma also distinguishes between two types of data searching: directed and undirected data 

583Opinion of the Data Protection Authority on the Bill for the implementation of the European Data Retention 
Directive (CBP letter to the Minister of Economic Affairs of January 22, 2007), p. 10-12.

584Other names being used: computer profiling or dragnet searching.
585Parliamentary documents II 1997-1998, 25 880, No. 1-2 (Cabinet paper on Legislation for the Electronic 

Highway) [MinJus 1998, p. 32].
586Advisory Committee Mevis 2001, p. 31.
587Brouwer 2008, p. 404.
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mining  research.588 Directed  data  mining  research  takes  place  if  the  research  concerns  a 
specific case or a specific group of persons. In undirected data mining research, there is still  
no crime investigation; there is no suspicion of crime nor a reasonable suspicion of planning 
or committing organized serious crime.589

Computers provide the ability to make complex data queries and to link and search (personal) 
data files. This is an important issue that requires care. First,  two cases of data searching 
should be clearly distinguished. At this point, we follow Mevis’s terminology on directed and 
undirected methods of database searching:

• data mining – undirected search of  (linked)  data  records,  still  without  reasonable 
suspicion of a criminal offense;

• data  record  comparison –  directed  search  of  (linked)  data  records  based  on  a 
reasonable suspicion of a criminal offense.

Both cases of searching data files are discussed in relation to traffic data retention.

The ability of traffic data mining

In principle, records are kept for specific purposes.590 By linking records, there may be the 
technical ability, through using computers, to search for certain combinations of data that may 
indicate involvement in a crime. Criminal offenses that have not been detected may come to 
light through methods of data mining and citizens as yet unsuspected of a crime may become 
suspected  of  one  through  the  findings  of  data  mining.  Data  mining  is  the  search  for 
unexpected, meaningful relationships and hidden patterns in large databases. It can provide 
five types of information:591

• associations – concurrence of different events is detected;
• sequences – series of events are detected;
• classifications – characteristics of individuals or cases are detected;
• clusters – persons or cases are grouped in profiles;
• predictions – from the profiles, predictions may be made about people or cases.

All  five  types  of  information  are  about  probabilities,  not  facts.  For  example,  the  Fiscal 
Intelligence  and  Investigation  Service  (FIOD)  uses  fraud  profiles  by which  potential  tax 
evaders are identified. For the detection of crime, certain databases and data patterns may 
provide clues about the criminal behavior of the persons involved.

The essence of  data  mining is  to  compare large amounts  of  data  from suspects  and non-
suspects, just to discover differences between both groups. Data mining with traffic data files 
can  be  viewed as  a  form of  digital  surveillance,  looking around in  the  traffic  data  files, 
combining data sifting for striking patterns, but all the time without a concrete suspicion of a 

588Sietsma 2006, p. 72, 75.
589Sietsma 2006, p. 72.
590The Act on police records establishes the rules according to which the police can link police records to 

records of third parties (Act on police records, Art. 6). Data gathered in the context of a criminal investigation 
are to be stored in a temporary police records, which are created in a police case or as part of an exploratory 
investigation under Article 126gg of the Code of Criminal Procedure (Act on police records, Art. 1, first 
paragraph sub j). Inclusion of personal data in a temporary police record is only carried out for the purpose 
for which the record is kept (Art. 13, first paragraph). This means that personal data not directly relevant to 
the case cannot be stored in a temporary police record.

591Borking, Artz & Van Almelo 1998, p. 7.
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criminal offense.592

An example is tracing the identity of a person who commits criminal offenses via the internet,  
for  example  distributing  child  pornography.  The  initial  search  is  for  e-mail  addresses  that  
appear in postings in newsgroups. Then automatically the IP addresses to these postings are  
found. With the IP addresses one looks for other postings or e-mail addresses. Providers can be 
traced from these addresses, and after that the internet behavior of the user and his ‘digital  
identity’. This process of tracing is semi-automatic and also involves profiling – in the sense of 
determining the internet behavior – and user identification. In practice it happens that criminal 
justice authorities demand the data holders to perform such processing on data stored in its  
systems.  An  example  of  this  is  finding  identifying  attributes  of  prepaid  cards  in  the  
telecommunications  sector.  Based  on  an  analysis  of  particular  data  in  the  GSM  network,  
criminal  justice  authorities  obtain  an  identifying  attribute  with  which  a  cellphone  can  be  
tapped.

Data mining on (linked) traffic data files means that traffic data is investigated for  possible 
crimes. However, the starting point in the collection of personal data by the criminal justice 
system is that it happens in the context of a reasonable suspicion of a crime. 

Criminal  justice  data  mining  may be  exemplary of  a  trend:  ‘sooner  suspected  by digital 
investigations’.593 The digitization of society may provide new statistical relationships that can 
be used for criminal investigations. In other words, the mere existence of certain traffic data 
makes the user suspected in advance. The ban on aimless data collection refers to the principle 
that personal data may not be collected or stored without a predetermined purpose.594 Any 
ability or investigation competence involving traffic data by methods of ‘traffic data offense 
profiles’ – similar to the FIOD’s fraud profiles, but without a suspect or a reasonable suspicion 
of a criminal offense – should be completely excluded.

The ability of traffic data record comparison

Article  4  of  the  Data  Retention  Directive  limits  access  to  retained  traffic  data  only  to 
competent  investigating authorities  in  specific  cases  and in  accordance with national  law. 
Article  126hh  of  the  Code  of  Criminal  Procedure  provides  the  prosecutor  with  the 
competence, with prior written permission by the judge, to demand data files from public and 
private organizations in order to process the data contained for the purpose of an exploratory 
investigation of terrorist crime. Data not relevant to the investigation should be destroyed.

Article 126gg DCCP provides the prosecutor with the competence to demand data files from 
public organizations in order to prepare the criminal investigation of crimes being planned or 
committed by a collection of individuals that form a serious breach of the legal cause.

Article 126gg/hh DCCP governs – as we call it – a competence to data record comparison. 
Deployment of this competence is limited to an exploratory investigation that seeks to detect 
serious  (terrorist)  offenses.  Such  investigations  can  only  be  established  when  there  are 
indications  that  individuals  within  a  group  committed  or  plan  to  commit  crimes.  The 
competence does not concern preventive searches of databases without any indication of the 
planning or committing of (terrorist) offenses.

There is debate as to whether the competence of Article 126gg/hh DCCP may be used for 

592Advisory Committee Mevis 2001, p. 31.
593Rathenau/TILT 2007, p. 10.
594Podlech 1976, p. 311. [Cited by: Brouwer 2008, p. 206].
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traffic data collected and stored in the context of data retention.595

Traffic data record comparison as exceptional competence

If there would be a competence, in some very serious cases, to link and search the traffic data 
records  from an indeterminate  group of  persons,  appropriate  thresholds  need to  be raised 
against the possibility of this competence being too easily deployed. In our opinion such a 
competence may only be used in exceptional cases. The barriers should consist  of certain 
formal and substantive requirements that are placed on the use of the competence.

The formal threshold is the authority level on which the competence to authorize a case of 
traffic data record comparison is filed. Advisory Committee Mevis recommended assigning 
this competence to the public prosecutor, following authorization by the examining judge.596 
This is also the authority level on which the competence for wiretapping is deposited. The 
diagram in Figure  53 on page  206 gives an impression of the numerical implications of a 
competence at this authority level (to the public prosecutor, following authorization by the 
examining  judge):  the  annual  deployment  rate  would,  as  would  the  number  of  wiretaps, 
amount to thousands.
Such high deployment rates should not apply to what – in our opinion – should be considered 
as an exceptional competence: a competence only deployed in extremely serious cases. It is 
therefore  questionable  whether  the  authority level  of  review by the  examining judge can 
ensure that traffic data record comparison is only performed occasionally. The exceptional 
nature of traffic data record comparison is stressed when authorization for the use of such 
competence is placed at a higher level, for example with the Attorney General. Moreover, the 
competence to carry out traffic data record comparison may only be deployed in the context of 
a preliminary judicial investigation.

The threshold should also include certain substantive requirements. The competence should 
be exclusively connected to real cases of  data record comparison,  which means: directed 
search  of  (linked)  data  records  based  on a  concrete  suspicion  of  a  criminal  offense.  The 
prosecutor shall submit a written request for authorization to prove that it really concerns a 
matter of data record comparison, and not a disguised form of data mining. To emphasize that 
it is an exceptional competence – linking and searching traffic data records may not become 
an everyday practice – the legislature would have to add the requirement  that traffic data 
record comparison can only be used in cases that constitute a serious violation of the legal 
order.

Conclusions

A clear distinction must be made between cases of data mining and data record comparison. 
Data mining on traffic data can be understood as a form of electronic surveillance: looking 
around for suspicious patterns,  but still  without the indication of a criminal offense. Data 
mining is at odds with the principle that the right to privacy can only be limited in cases of a 
reasonable suspicion of a criminal offense. For data record comparison there is an indication 
of a criminal offense. There may be emergency situations where traffic data record comparison 
is needed.

595CBP letter to the Minister of Economic Affairs of January 22, 2007, p. 10-12; Parliamentary documents II, 
31145, No. 3, p. 20-21, 41-42 and No. 9, p. 30-3.

596Advisory Committee Mevis 2001, p. 67-68.
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A competence for data record comparison with traffic data files might be regulated by law. It 
concerns a very serious competence only to be deployed in exceptional cases. Legislation for 
such  competence  should  therefore  meet  strict  quality  standards:  formal  and  substantive 
limitations on the use of this method.
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7 SUMMARY AND CONCLUSIONS

7.1 Traffic data – the demarcation issue
We argued for a sharp-cut distinction between two legal data concepts:  traffic data versus 
communication  content.  On  the  internet,  the  desired  distinction  is  problematic  in  several 
respects. The distinction sought is not immediately apparent from the technical modalities; 
furthermore, the personal sensitivity and intrusiveness of internet traffic data seem to be on 
equal footing with the communication content.

The Directive on privacy and electronic communications provides a definition of traffic data 
(Directive 2002/58/EC, Art. 2 sub b):

‘traffic  data’ means  any  data  processed  for  the  purpose  of  the  conveyance  of  a 
communication on an electronic communications network or for the billing thereof.

Although technically neutral, this definition provides insufficient support to separate internet 
traffic  data  from  communication  content.  The  phrase  ‘processed  for  the  purpose  of  the 
conveyance of a communication or for the billing thereof’ leaves some gray area – ISPs may 
process personal data, definitely not being content data or relationship data, but neither being 
data specifically ‘processed for the purpose of the conveyance of a communication or for the 
billing thereof’. Examples of these are the log files of mail and access servers. The question 
also arises regarding the provider’s data processing in relation to caching and hosting services. 

The structure of internet communication protocols is another problem. It may be clear that the 
Internet Protocol (IP) is necessary for the conveyance of communications and should therefore 
be classified as traffic data. However, the situation is still unclear for TCP, the communication 
protocol directly on top of IP. In the canonical technical structure of the internet, the provider 
is  not  involved  in  the  processing  of  this  protocol  for  the  purpose  of  conveying 
communications. However, in practice this is indeed the case; providers do inspect certain 
TCP data fields in order to make communications flow more quickly and efficiently. Under 
the definition in Directive 2002/58/EC on privacy and electronic communications, the answer 
to the question of whether the TCP protocol should be viewed as traffic data is that sometimes 
it should and sometimes it should not – it all depends.

The emergence of a considerable gray area between the data concepts communication content 
and traffic data is our main objection to the current definition. Two types of problems arise in 
this gray area:

• The provider’s data  processings in service activities  other than ‘the  conveyance of 
communications  or  billing  thereof’  is  not  clearly  covered  (or  excluded)  by  the 
definition (e.g. log files maintained by the ISP, caching and hosting).

• Some internet traffic data is  situational – depending on the provider’s operations, a 
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communication protocol constitutes traffic data or communication content (e.g. TCP).

We see a need for a clear and unambiguous legal status for this gray area, one on which the 
legislator can base the regulatory provisions addressing the provider’s processing methods. 
We have chosen to accommodate the gray area mostly with traffic data – thus expanding the 
scope of traffic data – but then to differentiate the expanded traffic data by sensitivity. For this 
we need an alternative definition of traffic data – a definition that helps to resolve the gray 
area between traffic data and communication content. Next, the expanded category of traffic 
data needs to be differentiated in distinct sensitivity types.

Alternative definition of traffic data – the 3x3 Test

A clear separation is desired between two data categories: traffic data on the one hand, and 
communication content on the other hand. The separation is based on the following:

i. communication content is confidential – the provider has nothing to do with it;
ii. traffic data from communication processes must be processed by the provider for the 

proper functioning of the services.

Our alternative definition of traffic data is as follows:

Traffic data: electronic personal data on the actual use of the network processed by 
intermediary service providers for three essential functions in three types of services.

The three essential data processing functions of the intermediary service provider are:

1. service performance: data processing to carry out the service agreement with the user;
2. service accounting: data processing for billing and verification of the service;
3. service  management:  data  processing  for  traffic  management  and  network 

maintenance.

The three types of services of the intermediary service provider are:

1. mere conduit: the transmission in a communication network of information provided 
by a recipient of the service or the provision of access to a communication network;

2. caching: the automatic, intermediate and temporary storage of that information, 
performed for the sole purpose of transmission efficiency.

3. hosting: the storage of information provided by a recipient of the service.

The instrumental use of this definition is referred to as the 3x3 Test for traffic data.

Differentiation of traffic data in Type I & II

The information traffic patterns from the scheme of Bordewijk & Van Kaam (conversation, 
registration, consultation and allocution) form the basis for the differentiation of traffic data in 
two distinct types. Regular Type I traffic data are the traffic data that occur from the patterns 
conversation and registration in the left column of the B&VK Scheme. Special Type II traffic 
data occur from the patterns consultation and allocution (right-column patterns).
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B&VK Scheme Content: individual Content: central

Schedule: individual conversation consultation
Schedule: central registration allocution

Type I Type II
The left column of the scheme shows the more traditional forms: telephone, mail and e-mail.  
Communication content flows through a dedicated electronic communication channel, or is 
enclosed by a (digital) envelope. The relating traffic data remain outside the communication 
channel or are on the digital envelope.

Examples of right-column patterns are WWW, podcasts and streaming audiovisual media. In 
the right column, when the information content is determined centrally, the status difference 
flips. In the right-column traffic patterns (consultation/allocution), the information content in 
itself is not personal data. For example, the sole existence of a public website is not related to  
any personal  data.  Only when  someone  visits  this  website,  personal  data  are  generated, 
namely, the traffic data that link the content of the website to the apparent interests of the 
visitor. These traffic data are personally sensitive, while the content in itself is not. Traffic data 
from consultation and allocution patterns are designated as Type II traffic data. Moreover, 
Type II traffic data may relate to the freedom of expression.

Conclusions on telephony traffic data

The 3x3 Test is applied to the networks for fixed PSTN/ISDN telephony and GSM mobile 
telecommunications. The test involves the essential provider functions, i.e. the processing of 
traffic data to carry out the service agreement with the user, for billing and verification of the 
service, and for traffic management and network maintenance.

In conclusion, the 3x3 Test designates the same set of technical telephony data as being traffic 
data,  as  does  the  definition  in  the  Directive  on  privacy and  electronic  communications: 
telephone exchange data, signaling data and call detail records. The expansion of traffic data 
comes from the location and location-signaling data in GSM mobile services – these data are 
required even for non-communicating GSM users. The 3x3 Test divides GSM location data in:

1. location data which are also traffic data (traffic-data-related location data), and 
2. location data other than traffic data (non-traffic-data-related location data).

Location  data  which  are  also  traffic  data,  are  the  data  forms  part  of  the  primary mobile 
communication  processes,  i.e.  location-signaling between network elements  such as  BSC, 
MSC, VLR, etc.,  location registrations  for billing purposes,  e.g.  cell  ID in the CDR, and 
various location data for traffic management purposes. Location data that are more accurate 
than the user’s cell ID are not required for proper network operations. These are location data 
other than traffic data.

Typification of telephony traffic data

PSTN/ISDN services relate predominantly to conversation and registration patterns as found 
in  the  left-hand  column  of  the  B&VK  Scheme.  For  calls  to  geographic  numbers,  the 
information  content  is  generally  individually  determined.  PSTN/ISDN  traffic  data  is  in 
principle Type I, i.e. regular traffic data.
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Exceptions to this rule include calls to certain information numbers in the 0800 and 0900 
series. If the content is determined centrally (calls to information numbers), then the relating 
traffic data is Type II.

GSM location  data  which  are  also  traffic  data,  is  designated  as  Type I  traffic  data.  Any 
location data more accurate than basic GSM location data is designated as Type II traffic data.

Conclusions on internet traffic data

The essential functions of internet service providers are researched, i.e. traffic data processing 
to perform the service agreement with the user, for billing and verification of the service, and 
for traffic management and network maintenance.

Traffic  data  for  performing  internet  services  involves  data  found  within  the  internet 
communication  protocols.  In general,  this  is  temporary data,  i.e.  data  that  is  immediately 
processed without storage for later retrieval. Which protocols constitute traffic data and which 
communication content? For clarity’s sake, the communication protocols at the Process layer 
level have been grouped into six clusters:

1. access management protocols (AAA);
2. domain name system (DNS);
3. electronic mail protocols (E-mail);
4. internet telephony protocols (VoIP);
5. world wide web protocols (WWW);
6. peer-to-peer communication protocols (P2P).

By applying the 3x3 Test, we arrive at the following conclusions. The lower-level protocols in 
the provider’s network – the Network Interface layer and the Internet layer – readily constitute 
traffic data along with the Process layer clusters AAA, DNS and E-mail. The payload of e-
mail,  internet  telephony,  WWW  and  P2P  all  constitute  communication  content,  as  this 
involves text, image and sound material that is transferred by the underlying protocols. The 
Transport layer, WWW and P2P cannot be classified a priori – these are situational cases.

Figure 54 shows the final result whereby the situational cases are resolved by means of a legal 
fiction.

In practice, providers often log communication events on their servers. The reasons for doing 
this involve technical network administration and fraud/abuse tracing. Examples of log file 
usage include troubleshooting (tracing configuration errors), abuse (service attacks caused by 
viruses) and filtering (usage of prohibited applications within a company or organization).
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Internet usage is generally not metered and the provider has no counterpart to telephony’s 
CDRs. However, access control systems in the ISP’s network monitor and log the connections 
of individual users. Two forms of data are of importance when examining these systems. Once 
again, a cluster of technical protocols exists that can be processed for access control purposes 
(DHCP, RADIUS, LDAP and related AAA protocols). Such protocols constitute traffic data. 
The practice of logging AAA system events is of legal relevance. Log files contain certain data 
about the user’s traffic, e.g. IP address, time, duration and data volume. This data is used for 
access control purposes and invoicing data usage above imposed limits.

Logging  protocol  messages  can  in  theory  be  performed  at  any  level  within  the  TCP/IP 
protocol suite. Examples of logging at the Process layer level include WWW, DNS, e-mail 
and telephony log files. Logging can also be carried out at a lower level, i.e. at the Transport  
layer level, e.g. firewall and application gateway logging, or even at the internet layer level. 
The latter is referred to as IP accounting – a method of logging based on data flows. A log 
record consists of the originating and destination IP addresses, originating and destination port 
numbers, date and time, no. of packets and bytes, and the flow duration. Objection to this 
method,  whereby the  ISP generates  CDR-like  records  for  all  communications,  is  that  it 
generates extremely large volumes of data.

Typification of internet traffic data

Protocol  clusters  designated  as  Type  II  traffic  data  are  those  clusters  that  are  commonly 
implemented for communication patterns from the right-hand column of the B&VK Scheme – 
consultation/allocution.  This  includes  the DNS, WWW, Transport  layer  and Internet  layer 
clusters. Type I traffic data are the clusters E-mail, VoIP, AAA and the Network Interface layer. 
These results have been summarized in the figure below.

The following now appears. Traffic data on the internet has expanded given that the TCP/IP 
protocol suite constitutes an integral part of traffic data. Among these new traffic data, very 
sensitive data can be found that relate to the personal interests of identifiable users. Figure 54 
and  55 show  that  the  aforementioned  gray  area  is  now  designated  as  traffic  data, 
accommodating the situational cases (e.g. TCP and WWW). We may say that the issue of the 
situational cases – that sometimes should, and sometimes should not be considered traffic data 
– is resolved by means of a legal fiction; situational cases constitute traffic data regardless the 
actual operations of the service provider.

Moreover, Figure  55 shows that the situational cases appear to be Type II traffic data. This 
outcome reduces the relevance of the problem of situational cases – the issue shifts away from 
a problem of precise demarcation to a discussion on the appropriate protection rules for Type 
II traffic data. This concerns the continuation of the research, conducted in two parts: 
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• Secondary uses of traffic data – a part of ‘horizontal’ research topics relating to the 
regulation of uses of traffic data in the relationship user – service provider;

• Traffic data in criminal investigations – a part of ‘vertical’ research topics relating to 
criminal investigation powers to demand traffic data from service providers and the 
data retention requirement.

7.2 Secondary uses of traffic data
Three uses of traffic data are researched:

1. Uses of network traffic data in the provider’s direct marketing activities; 
2. Uses of network traffic data in maintaining the provider’s acceptable use policy. 
3. Uses of network traffic data in automatic number identification.

Direct marketing with traffic data

Direct marketing in itself is a legitimate use of traffic data. But this use should be bound to  
some (relative to the 3x3 Test) aggravating conditions. These conditions are, point by point: 

1. Predetermined objectives. Direct marketing activities have a fixed goal.
2. Not excessive. Data processing should be limited to what is necessary to carry out the 

(predetermined) activities of direct marketing.
3. Right of consent. The provider should inform the user, prior to obtaining his consent, 

of  the  types  of  traffic  data  processed  and  the  duration  of  the  processing  for  the 
purposes of direct marketing. 

4. Within existing customer relationships. Traffic data can only be used by the provider 
for the marketing of its own services.

5. Legitimate interest. The fundamental rights and freedoms of the person involved, in 
particular the right to privacy, prevail over the interests of direct marketing. 

These five points are taken as the conditions on the admissibility of direct marketing with 
traffic data. From the five conditions, the admissibility of direct marketing with Type I and II 
traffic data is examined.

Direct marketing with telephony traffic data

Direct  marketing  through  CDRs  is  not  a  priori incompatible  with  the  five  admissibility 
conditions. In the targeted offering of telecoms bundles, all conditions can be met as long as 
the use is restricted to the Type I CDRs.

This is different when it comes to profiling users based on the  nature of their phone calls, 
when the privacy of the user is expressly examined. Such form of data processing may intrude 
on someone’s privacy – something that marketing should not do. The CDRs related to calls to 
information service numbers from the 0800 and 0900-series (Type II traffic data) have this 
extra sensitivity. In such cases, direct marketing should be avoided.

The Type I location data from the CDR may be applied under the five admissibility conditions 
for direct marketing purposes. This is different for the profiling of users by the monitoring of 
their  geographical  movements.  This  form  of  data  processing  may constitute  an  invasive 
inspection of a person’s movements in which marketing should not be involved. The technical 
data by which the GSM network permanently tracks all user movements is not available for 
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direct marketing purposes. 

Direct marketing with internet traffic data

Regular  Type I traffic  data  do not  reveal  the  communication  content  and are not  directly 
related the freedom of expression. Therefore, a restrained form of direct marketing by means 
of regular traffic data can be permissible. At the level of the Process layer there are three 
clusters in which traffic data may be used for direct marketing: AAA, E-mail and VoIP. 

Entirely different is the situation of special Type II traffic data. This may include traffic data 
that reveal the actual content of the communication and expose user activities of information-
gathering to the provider. All direct marketing activities with the special Type II internet traffic 
data are therefore unacceptable. Although the provider processes Type II traffic data in certain 
technical functions, as concerns activities of direct marketing, the fiction prevails that such 
traffic data simply do not exist.

Acceptable use policy enforcement with traffic data

The second research topic concerns the use of traffic data in maintaining an acceptable use 
policy  (AUP)  regarding  the  provider’s  network.  Two  cases  should  be  distinguished:  the 
enforcement of an AUP by a public network provider and the enforcement of an AUP on a 
non-public network of a company or organization. 

Enforcement of a corporate AUP in companies and organizations

The provision of ICT house rules and the maintenance thereof are valid business interests that 
cannot be waived. However, those interests are not absolute – the maintenance or enforcement 
of ICT house rules with corporate traffic data are at odds with the employee’s privacy and 
freedom  of  expression.  Corporate  traffic  data  should  therefore  be  protected  against  the 
business interests of the employer.

Two principles apply for the employee: the principle of reasonable expectation of privacy and 
foreseeability. These principles are expressed in four conditions on the enforcement of ICT 
regulation using corporate traffic data: 

1. Predetermined  enforcement  objectives.  The  enforcement  objectives  must  be 
predetermined.

2. Non-excessive enforcement processing. The enforcement processing and monitoring 
of  corporate  traffic  data  should  be  limited  to  what  is  necessary  to  achieve  the 
enforcement objectives.

3. Notification policies. The administrator should inform the employee before use of the 
corporate communication facilities on the types and methods of traffic data processing 
and monitoring for purposes of ICT regulation enforcement.

4. Right of consent of the Works Council. The Works Council has the right of consent 
on  the  establishment  and  enforcement  of  the  ICT regulations  of  the  company or 
organization. 

The house rules for ICT use and the methods of company control, surveillance and detection 
of abuse should be all clear in advance to the employees. The employee must have a clear 
picture of the circumstances and conditions in which the corporate traffic data relating to the 
person involved can be collected and analyzed. This may seem obvious for the regular Type I 
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traffic data, but special attention needs to be paid in cases where the highly sensitive Type II 
traffic data are involved in the analysis. The employee must know for example when his or her 
traffic  data  from the log files  of  the  application  gateway may attract  the  attention of  the 
network administrator.

Unlike direct marketing purposes, Type II traffic data can indeed be used by the administrator 
to  enforce  corporate  ICT  regulations.  The  possibility  of  a  substantive  view  on  the 
reasonableness and fairness of the ICT regulations and its enforcement is in the last condition: 
the right of consent of the Works Council.

Enforcement of an AUP by public network providers

Some internet providers distinguish themselves from other providers by a distinct acceptable 
use policy. Their method is similar to the administration of a private corporate network on 
which the corporate ICT regulations are actively enforced. The following question arises to 
AUPs of providers of public networks: is it sufficient in public services to meet the first three 
conditions for corporate network administrators (predetermined enforcement objectives, not 
excessive and notification policies), or may some public AUP regulations be considered as 
unreasonably onerous? Examples of possible unreasonably onerous conditions are prohibited 
user  applications  (e.g.  a  provider  of  mobile  communications  doesn’t  allow  its  internet 
subscribers with smart phones to access third party VoIP services like Skype) and provider 
moderation (e.g. a provider on a religious basis maintains a blacklist of banned sites and filters 
all user communications accordingly).

A service provider that limits  its  users in a way that is  not customary in industry is  well 
advised to  establish a  Users  Board with  the right  of  consent  to  the AUP regulations  and 
enforcement methods. Thus, such provider can, in the case of a dispute over the scope of 
certain  restrictive  regulations,  evince  that  the  contested  regulations  are  not  unreasonably 
onerous. 

Traffic data in automatic number identification

Automatic  number  identification  (ANI),  in  terms  of  the  horizontal  relationship  user  A – 
service  provider  –  user  B,  is  that  the  service  provider  instantaneously discloses  user  A’s 
identifying traffic data to user B. In telephony it concerns the phone number of the calling 
party being disclosed to the called party. On the internet it may involve the IP number of a  
web-surfing user or the sender’s e-mail return address being disclosed to the recipient. 

Current  rules  on  automatic  number  identification  focus  exclusively  on  telephony.  The 
legislature gives the caller the option to remain anonymous, but also recognizes the potential 
drawbacks for the called party and therefore limits  the possibility of anonymity in certain 
cases. There is no perspective on regulation of any form of ANI on the internet. ANI functions 
are examined in the framework of the four information traffic patterns of the Bordewijk & Van 
Kaam Scheme.

Automatic number identification in conversation and registration

In  the  left-column  communication  patterns  of  the  B&VK  Scheme  (conversation  and 
registration)  should  the  recipient’s  interest  of  identifiable  communications  by  number 
identification not be subordinated to the initiator’s interests of anonymity. The latter sets the 
communication  timetable  and the  recipient  should  therefore be able  to  defend himself  or 
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herself  against  nuisance  communications.  One  could  even  argue  that  in  communication 
patterns from the left column of the B&VK Scheme, ANI functions through Type I traffic data 
are privacy-enhancing and that the initiator should not have the ability to block such functions.

This view however is not entirely consistent with Article 8 Directive 2002/58/EC on privacy 
and  electronic  communications.  There  are  good  arguments  for  regulations  following  the 
privacy-enhancing view on left-column ANI functions through Type I traffic data. If this is not 
feasible, then in the left column the position of the recipient has to be strengthened. In our 
opinion, two regulations have to be improved regarding the practical implementations: 

• The recipient must have the ability to reject nuisance communications effectively and 
in advance.

• The  rules  on  automatic  number  identification  must  be  applicable  to  all  socially 
significant modes of conversation and registration, especially in telephony and e-mail. 

Automatic number identification in consultation and allocution

Regarding  allocution  and  consultation,  there  is  a  marked  power  imbalance  between  the 
communicating  parties:  the  individual  user  versus  the  established  information  provider. 
Especially  in  the  right  column,  the  point  of  anonymity  versus  identifiability  in 
communications is an issue. In the right column, automatic number identification obstructs the 
freedom of information gathering. The principle here is that users have anonymous access to 
electronic  information  sources.  The attempt  to  translate  this  principle  into  concrete  rules, 
however, encounters the technical reality of the internet: the IP number of the requesting party 
is required to carry out the communication. The user’s own IP number is a form of automatic 
number identification that can not always be avoided.

In  summary,  consultation  and  allocution  on  the  internet  are  accompanied  by  a  form  of 
automatic  number  identification.  Although this  is  undesirable  from the standpoint  of  free 
information  gathering  and  while  there  are  technical  methods  to  reduce  the  IP number’s 
identifying effect, for the moment IP number identification should be taken as a technical fact. 

7.3 Traffic data in criminal investigations
The legal  competence  to  demand traffic  data  from service  providers  is  examined  for  the 
current situation: the Dutch regulations, dating from before data retention, to issue a lawful 
demand to disclose traffic data. This is linked with new insights gained in the preceding parts 
of this study. A new type of traffic data (Type II traffic data) has to be integrated into the Dutch 
system of criminal investigation competences.

The remainder of this part on traffic data in criminal investigations deals with the run-up to 
and  introduction  of  data  retention,  the  current  EU  Directive  on  the  retention  of  certain 
designated traffic data. Some issues that still remain unclear concern the generation, storage 
and use of traffic data in retention.  These issues are summarized in three questions:  who, 
where and how:

1. Providers affected by data retention (who);
2. Methods of data storage (where);
3. Linking and searching traffic data files and records (how).
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Competences to demand traffic data

Traditionally,  three  methods  of  inquiry are  distinguished.  These  methods  are,  in  order  of 
severity or privacy-intrusiveness: the demand for user identifying information (relationship 
data), the demand for traffic data and the interception of communication content. The height 
of the thresholds and the authority level to which a particular competence is deposited give 
expression to the degree of protection that personal data under such competence may require.

The least  intrusive competence is  the competence to demand  user identifying information 
(relationship data). These data form the basis of the criminal justice investigation, especially 
at its start, when it is yet to be determined which persons are involved in the investigation and 
when connections should be discovered between situations and individuals. 

More intrusive is the competence to the prosecutor to demand the disclosure of traffic data 
from service providers. As the heaviest competence is seen the competence for the prosecutor, 
with prior written permission by the judge, to demand the interception of communications 
(‘wiretapping’). The required degree of data protection is expressed in the judiciary authority 
level to which the competence to demand such data is deposited.

It is shown that authority levels and thresholds have deep effects on the numerical deployment 
of investigation competences (refer to: Figure  48 on page  173). These effects occur both in 
telephony and on the internet. Identifying relationship data is requested roughly 25 times as 
often as traffic data, while the request rate of traffic data is again 3 to 5 times higher than the 
deployment of the wiretap. Probably, the principle of proportional powers – the heavier the 
investigation  method,  the  higher  the  authority  that  holds  the  competence  –  has  had  a 
prominent guiding effect on the deployment figures. The numerical deployment of a method is 
likely primarily determined by the hierarchy level on which the competence is placed, and 
deployment  figures  may  go  down  when  the  prosecutor  is  required  to  submit  a  written 
authorization request.

The protection of traffic data should be differentiated for Type I and II. The protection of Type 
II traffic data should be on equal footing with the protection of the communication content.  
The real differentiation of the desired protection is in the choice of the authority to which the 
competence to order such data is assigned. 

Providers affected by data retention

Which providers should produce traffic data? There is a need for a traffic data oriented view 
on a particular category of service providers, namely, providers that actually process traffic 
data. Such providers are called access providers – intermediary service providers that provide 
electronic communication services on the basis of individual communications.

Access  providers  should then be distinguished from other  parties and actors  in  electronic 
communications. This creates three demarcation issues:

• demarcation of the access provider from the end-user;
• demarcation of the access provider from the backbone provider;
• demarcation of the access provider from the content provider.

Demarcation of the access provider from the end-user

This is the most complex issue of the three demarcation issues. Here lies a tangle of definition 
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problems:  what  is  the  position  of  a  WiFi  access  point,  an  internet  café or  corporate 
communication service? Are private ‘home grown’ traffic data in the personal computers of 
Skype users or private mail servers also real traffic data in legal sense? Will data retention 
affect providers without their own communication networks (Hotmail, Gmail, etc.) and will it 
affect providers of major education networks?

All these parties are access providers as they provide electronic communication services on 
basis  of  individual communications.  However,  an  obligation  to  retain  traffic  data  is  not 
appropriate in all cases. Providers of WiFi access points or internet cafés, as well as services 
of  natural  persons,  households  or  micro-enterprises  may be  placed  below  a  threshold  of 
(economic) significance.

Demarcation of the access provider from the backbone provider

Distinctive  of  backbone  providers  is  the  fact  that  their  services  are  based  on  aggregate 
communications bundles. A backbone provider does not provide individual communications 
and does therefore not process traffic data. Therefore, Tier-1 providers and internet exchanges 
are not affected by data retention.

Demarcation from the content provider

Distinctive of content providers is the fact that they have editorial responsibility for content 
data. Content providers like Google and YouTube will not process traffic data in the legal 
sense and are not affected by the obligation to retain traffic data.

Methods of traffic data storage

There are different options to store the traffic data under retention, such as decentralized with 
the provider in whose network the data was created or centrally with a third party legally 
charged  with  this  task.  Both  options  have  their  advantages  and  disadvantages,  on  a 
fundamental as well as a practical level. Several specific models for the storage of traffic data 
are conceivable; four of such models are discussed.

Traffic data storage model A: single decentralized storage with the provider

(Refer to Figure 52 on page 205). The most obvious model is that traffic data is retained in 
single data files with the provider in whose network the traffic data was created. The result is 
that the original traffic data files are available for both the business operations of the provider, 
as well for disclosure to competent authorities.

Traffic data storage model B: single central storage with authorities

The investigative authorities receive in this model the full files of traffic data from providers. 
A fundamental objection against this model concerns the massive collection and storage of 
personal data of citizens by the government.

Traffic data storage model C: duplicate central storage with public administrative body

(Refer to Figure 53 on  page 206). In this storage model an administrative body manages the 
central  database  with  traffic  data  copied  from the  provider  network  systems.  Procedural 
control in this  model lies  in  the composition of the administrative body in which service 
provides  and the  Data  Protection  Authority can  participate.  The administrative  body may 
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publish annual statistics on the number of demands received, processed, refused and referred 
back to the demanding authority.

Traffic data storage model D: duplicate decentralized storage with the provider

Storage model D is a variant of model C, in that traffic data is not centrally stored, but is kept  
in a decentralized manner with the provider on whose network the traffic data was created. 
There are two key differences here from storage model A. First,  in model D, the provider 
copies all retained traffic data in a mirror database specifically for the purpose of automatic 
querying by the administrative body. The mirror database is in quarantine and has no function 
in the business operations of the provider. The second key difference with model A is that data 
queries are not performed directly by the competent authority but, as in model C, indirectly by 
the public administrative body.

There are fundamental concerns against traffic data storage model B while the other models A, 
C and D are acceptable methods of to realizing data retention in practice. In favor of model C 
and D is the fact that the administrative body can directly ensure data security and itself may 
perform the final destruction of traffic data upon the expiry the retention period. In favor of 
model A and D is the fact that no precedent is made for communications to deliver personal 
data in advance for purposes of criminal investigations. Data remain with the service provider 
with which it was generated. In order to prevent involvement of providers in individual cases 
of criminal investigation, it would be desirable to retain duplicated data according to storage 
model C or D.

Linking and searching traffic data files and records

An issue which is closely linked to the method of storage is the ability to link files of traffic 
data to each other and to search them for specific or even unexpected patterns. Computers 
provide the ability to make complex data queries and to link and search (personal) data files. 
This  is  an important  issue that  requires  care.  Two cases  of  database searching should  be 
clearly distinguished – both may relate to traffic data retention:

• data  mining  – undirected  search  of  linked  data  records,  still  without  reasonable 
suspicion of a criminal offense;

• data record comparison – directed search of linked data records based on a concrete 
suspicion of a criminal offense.

The ability of traffic data mining

The essence of  data  mining is  to  compare large amounts  of  data  from suspects  and non-
suspects, just to discover differences between both groups. Data mining with traffic data files 
can  be  viewed as  a  form of  digital  surveillance,  looking around in  the  traffic  data  files, 
combining data sifting for striking patterns, but all the time without a concrete suspicion of a 
criminal offense. The ability of traffic data mining should be excluded.

The ability of traffic data record comparison

A competence for data record comparison with traffic data files could be regulated by law. It  
concerns a very serious competence only to be deployed in exceptional cases. Legislation for 
such  competence  should  therefore  meet  strict  quality  standards:  formal  and  substantive 
limitations on the use of this method.
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7.4 The 3x3 Test – its outcomes and yields
We argued for a sharp-cut demarcation between traffic data and communication content, and 
designed  the  3x3  Test  to  resolve  the  considerate  gray  area  of  internet  data  forms  that 
sometimes should, and sometimes should not, be considered traffic data. 

The  3x3  Test  produced  significant  progress  in  this  demarcation  issue  over  the  current 
definition of traffic data in the Directive on privacy and electronic communications. But it 
couldn’t fully resolve all issues algorithmically; there remained the problem of data forms that 
are sometimes traffic data and sometimes not. These situational traffic data had to be mapped 
by means of a legal fiction – the P2P protocols are considered as part of the communication 
content while the TCP/IP Transport layer and WWW protocols are classified as traffic data. 
Moreover, the latter two data forms are typified as Type II traffic data.

In fact, we established – what is called in the mathematical set theory – a partition of the data 
set in the digital cloud. Any data from the cloud should be mapped into one of the following 
partition classes: 

• Content data;
• Traffic data (Type I or II);
• Relationship data;
• (Other technical data, not directly relating to users).

This idea of data partition classes is useful in ease of regulations and understanding – it frees  
the legislature from technical details and definition issues. This is again similar to the use of  
layered  communication  protocols  whereat  one  protocol  frees  the  higher  applications  of 
subordinate  technical  functions.  Likewise,  higher  regulations  may be  abstracted  from the 
underlying changeable communication technology – technology may change within certain 
limits without immediate amendments of the regulations.

A pragmatic  approach was chosen to  reduce the technical  complexity of  the  internet  –  a 
deliberate  simplification  of  the  technical  reality  for  a  workable  outcome  in  legal  terms. 
Generally  speaking,  Type  II  traffic  data  deserves  the  same  degree  of  protection  as  the 
communication content to which it relates. This idea is particularly useful in horizontal-public 
issues concerning traffic data – the use of Type II traffic data by the service provider in direct 
marketing and the use of Type II traffic data in the provider’s enforcement a (corporate) AUP. 
Regarding such uses, we put the Type II traffic data on a par with the communication content.

This similarity between Type II traffic data and the communication content to which it relates 
occurs as well in connection with the competences of criminal investigations authorities to 
demand personal data from service providers. Any competence to demand Type II traffic data 
should  be  deposited  with  the  competence  to  intercept  the  communication  content;  it  is 
therefore  a  higher  power  than  the  power  to  demand  Type  I  traffic  data.  Also  from  the 
perspective of criminal investigations, Type II traffic data is on a par with the communication 
content.
So  far  the  legal  perspective  on  the  communication  technology.  Looking  in  the  opposite 
direction, from communication technology to law, the relevance of the above is limited. There 
is a legal desire for a clear separation in classes of personal data. Designers of communication 
technology may be aware of this separation.
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Communications network traffic data

Communications traffic data is a legal data concept that can be explained by the example of 
traditional, non-digital mail:

For a letter to be sent by post it must be enclosed in an envelope. On the envelope the name of  
the addressee, his address and some information about the sender are noted. Furthermore, on  
the  envelope  a  postage stamp or  payment  stamp is  placed.  The enclosed letter  forms  the 
content of the communication. The data on the envelope stands for the traffic data; these are 
needed in the service provider’s business operations. This data distinction can be recognized 
on postcards as well: the content of the communication is situated on the left half of the card, 
while the traffic data are located on the right. 

Moreover,  the  postcard  example  makes  clear  that  the  distinction  between communication 
content and traffic data is, in essence, a  legal question rather than a technical question: the 
service provider is able to take note of the communication content, but is simply not supposed 
to do so. However, certain technical characteristics of the communication can help in making 
the distinction in practice. 

Traffic data can be clearly recognized in conventional telecommunications, but on the internet 
the distinction between content and traffic data is quite problematic. The actions performed by 
the internet service provider involving the digital data in his network are significantly more 
diverse and complex than what is the case with conventional telecommunications. Because 
the protection status of the communication content differs from that of related traffic data, it is  
important that this legal distinction can actually be made in the ‘digital cloud’ of the provider 
network. 

The research on traffic data is conducted in three parts.

Part I concerns the data demarcation issue. There is a need for a legal ‘litmus test’ with which 
personal data from the digital data cloud can be tested as to whether or not they constitute 
traffic data. Such a legal litmus test for traffic data is designed from its legal origins and the 
test is finally performed on three major communication technologies: fixed telephony, mobile 
telephony and the internet. Traffic data are then sorted in two groups of privacy sensitivity: 
Type I traffic data, which have a regular personal sensitivity, and Type II traffic data with an 
increased personal sensitivity.

Part II concerns the service provider’s secondary uses of traffic data. Three issues are studied:

• The provider’s use of traffic data in direct marketing;
• The provider’s use of traffic data in maintaining acceptable use policies;
• The provider’s application of traffic data in automatic number identification.

Part III concerns the function of traffic data in criminal investigations. Central to this part is 
the  current  EU  Directive  on  the  retention  of  traffic  data.  This  part  analyzes  the  legal 
framework regulating the collection of traffic data from providers by criminal investigation 
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authorities. Traffic data retention and the requirements for the disclosure of traffic data are 
examined in the context of the two traffic data sensitivity categories, as established in research 
Part I. 

A number of open issues are identified and further examined. These concern the following:

• Which providers will be affected by traffic data retention?
• How should traffic data under retention be stored? 
• What are the legal options for linking and searching traffic data files?
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Verkeersgegevens in communicatienetten

Communicatie-verkeersgegevens vormen een juridisch concept dat kan worden uitgelegd door 
middel van het voorbeeld van een gewone, niet-digitale brief:

Voor verzending met de post wordt een brief ingesloten in een envelop. Op de envelop staan  
vermeld de geadresseerde met het adres en de gegevens van de afzender. Verder draagt de  
envelop  een  betalingskenmerk:  een  postzegel  of  stempel.  De  ingesloten  brief  is  de 
communicatie-inhoud.  De  gegevens  op  de  envelop  zijn  de  ‘verkeersgegevens’  van  de 
postdienst;  deze  zijn  nodig  in  de  bedrijfsvoering  van  de  dienstverlener.  Het  onderscheid 
tussen communicatie-inhoud en verkeersgegevens kan ook worden gemaakt voor briefkaarten:  
de communicatie-inhoud staat links en verkeersgegevens staan rechts.

Het  voorbeeld  van  de  briefkaart  maakt  bovendien  duidelijk  dat  het  onderscheid  tussen 
communicatie-inhoud en verkeersgegevens in wezen juridisch is en niet zozeer technisch: de 
dienstverlener zou kunnen kennisnemen van de communicatie-inhoud maar wordt geacht dit 
niet  te  doen.  Bepaalde  technische  kenmerken  van  de  communicatie  kunnen  echter  wel 
behulpzaam zijn om het onderscheid in de praktijk te kunnen maken. 

Verkeersgegevens kunnen duidelijk worden herkend in de conventionele telecommunicatie. 
Maar  op het  internet  is  het  gewenste  onderscheid  tussen inhoud en verkeersgegevens om 
verschillende  redenen  problematisch.  In  de  technische  handelingen  die  door 
internetaanbieders  worden  uitgevoerd  met  digitale  gegevens  in  het  netwerk,  is  meer 
verscheidenheid en complexiteit dan bij conventionele telecommunicatie. Omdat de juridische 
bescherming van de inhoudsgegevens anders is dan van de bijbehorende verkeersgegevens, is 
het  belangrijk  dat  het  onderscheid  ook  feitelijk  kan  worden  gemaakt  in  de  ‘digitale 
gegevenswolk’ van het netwerk van de internetaanbieder.

Het onderzoek naar verkeersgegevens is uitgevoerd in drie delen.

Deel  I betreft  het  onderzoek  naar  de  begripsafbakening.  Er  is  behoefte  aan  een  soort 
lakmoesproef  waarmee  voor  elk  type  gegevens  uit  de  digitale  gegevenswolk  kan  worden 
vastgesteld of deze gegevens wel of niet tot de verkeersgegevens moeten worden gerekend. 
Een dergelijke lakmoesproef (de 3x3-toets) is ontworpen vanuit de juridische kern van het 
begrip  verkeersgegevens.  Vervolgens  is  de  toets  toegepast  op  drie  belangrijke 
communicatietechnologieën: vaste telefonie, mobiele telefonie en het internet. Daarna zijn de 
door  middel  van  de  toets  gevonden verkeersgegevens  onderverdeeld  in  twee  klassen  van 
privacy-gevoeligheid:  de  reguliere  (Type  I)  verkeersgegevens  en  de  bijzondere  (Type  II) 
verkeersgegevens.

Deel II betreft het onderzoek naar bepaalde afgeleide gebruiksvormen van verkeersgegevens 
door aanbieders van communicatienetten. Drie gevallen zijn onderzocht:

• Het gebruik van verkeersgegevevens door aanbieders voor doeleinden van gerichte 
marketing;

• Het  gebruik  van  verkeersgegevens  door  aanbieders  bij  de  handhaving  van  de 
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gebruiksvoorwaarden ( acceptable use policies);
• De toepassing van verkeersgegevens bij automatische nummeridentificatie.

Deel III betreft het gebruik van verkeersgegevens in processen van strafvordering. Centraal in 
dit deel staat de Richtlijn dataretentie, de in EU-verband geldende bewaarplicht voor bepaalde 
in  de  richtlijn  aangewezen  verkeersgegevens.  De  bewaarplicht  en  de  verplichtingen  om 
bepaalde verkeersgegevens uit te leveren aan autoriteiten zijn onderzocht in de context van de 
eerder bepaalde gevoeligheidsklassen (verkeersgegevens Type I en II). 

Enkele kwesties waarover nog onduidelijkheid bestaat hebben betrekking op het genereren, 
opslaan en gebruiken van de verkeersgegevens onder de bewaarplicht; de volgende vragen 
zijn onderzocht:

en laten zich samenvatten in drie vragen: wie, waar en hoe. Deze vragen worden behandeld in 
drie ‘verticale’ onderzoeksthema’s:

• Welke aanbieders vallen onder de bewaarplicht?
• Hoe dienen de verkeersgegevens onder de bewaarplicht te worden opgeslagen?
• Wat zijn de juridische mogelijkheden voor het koppelen en doorzoeken van bestanden 

verkeersgegevens?
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