
 

Cryptanalysis of reduced versions of the HIGHT block cipher
from CHES 2006
Citation for published version (APA):
Lu, J. (2007). Cryptanalysis of reduced versions of the HIGHT block cipher from CHES 2006. In K. H. Nam, & G.
Rhee (Eds.), Proceedings of the 10th International Conference on Information Security and Cryptology (ICISC
2007) 29-30 November 2007, Seoul, Korea (pp. 11-26). (Lecture Notes in Computer Science; Vol. 4817).
Springer. https://doi.org/10.1007/978-3-540-76788-6_2

DOI:
10.1007/978-3-540-76788-6_2

Document status and date:
Published: 01/01/2007

Document Version:
Publisher’s PDF, also known as Version of Record (includes final page, issue and volume numbers)

Please check the document version of this publication:

• A submitted manuscript is the version of the article upon submission and before peer-review. There can be
important differences between the submitted version and the official published version of record. People
interested in the research are advised to contact the author for the final version of the publication, or visit the
DOI to the publisher's website.
• The final author version and the galley proof are versions of the publication after peer review.
• The final published version features the final layout of the paper including the volume, issue and page
numbers.
Link to publication

General rights
Copyright and moral rights for the publications made accessible in the public portal are retained by the authors and/or other copyright owners
and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with these rights.

            • Users may download and print one copy of any publication from the public portal for the purpose of private study or research.
            • You may not further distribute the material or use it for any profit-making activity or commercial gain
            • You may freely distribute the URL identifying the publication in the public portal.

If the publication is distributed under the terms of Article 25fa of the Dutch Copyright Act, indicated by the “Taverne” license above, please
follow below link for the End User Agreement:
www.tue.nl/taverne

Take down policy
If you believe that this document breaches copyright please contact us at:
openaccess@tue.nl
providing details and we will investigate your claim.

Download date: 27. May. 2023

https://doi.org/10.1007/978-3-540-76788-6_2
https://doi.org/10.1007/978-3-540-76788-6_2
https://research.tue.nl/en/publications/820c3ad3-00ef-4dff-9ddc-f07e789ca5cd


Cryptanalysis of Reduced Versions of the

HIGHT Block Cipher from CHES 2006�

Jiqiang Lu

Information Security Group, Royal Holloway, University of London
Egham, Surrey TW20 0EX, UK

lvjiqiang@hotmail.com

Abstract. HIGHT is a 32-round block cipher with a 64-bit block size
and a 128-bit user key, which was proposed at CHES ’06 for low-resource
applications like RFID. In this paper, we present an impossible differ-
ential attack on 25-round HIGHT, a related-key rectangle attack on 26-
round HIGHT, and finally a related-key impossible differential attack on
28-round HIGHT. Our result suggests that the safety margin of HIGHT
decreases from the originally expected thirteen rounds to about four
rounds now.

Keywords: Block cipher, HIGHT, Impossible differential cryptanal-
ysis, Rectangle attack, Related-key attack.

1 Introduction

Recently, cryptography for embedded and ubiquitous computing systems re-
ceives an extensive research attention. At CHES ’06, Hong et al. [9] presented
a 32-round block cipher with a 64-bit block size and a 128-bit user key, known
as HIGHT. Due to the simple byte-oriented operations involved, HIGHT is es-
pecially efficient in hardware implementations, much faster than those [7,8] of
AES [19], and it is most suitable for various real-life resource-constrained appli-
cation environments, such as RFID (Radio Frequency Identification) systems.
The HIGHT proposers also analysed its security against various existing crypt-
analytic attacks; they described a differential attack [6], a linear attack [18] and
a boomerang attack [20] on 13-round HIGHT, a truncated differential attack [14]
and a saturation attack [17] on 16-round HIGHT, an impossible differential at-
tack [2,15] on 18-round HIGHT, and finally a related-key [1,12] boomerang at-
tack [5] on 19-round HIGHT.

In this paper, we further analyse the security of HIGHT. We exploit 16-round
impossible differentials such that we can devise an impossible differential attack
on 25-round HIGHT; we also exploit 18-round related-key rectangle distinguish-
ers with probability 2−92.4, which can enable us to mount a related-key rectangle
� This work as well as the author was supported by a British Chevening / Royal Hol-

loway Scholarship and the European Commission under contract IST-2002-507932
(ECRYPT).
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attack on 26-round HIGHT. Finally, we exploit 19-round related-key impossi-
ble differentials that can be used to mount a related-key impossible differential
attack on 28-round HIGHT.

The rest of this paper is organised as follows. In the next section, we briefly
describe some notation and the HIGHT block cipher. In Sections 3 and 4, we
present our cryptanalytic results. Section 5 concludes this paper.

2 Preliminaries

2.1 Notation

We will use the following notation throughout this paper.

– ⊕ : bitwise logical exclusive OR (XOR)
– � : addition modulo 28

– ≪ i : left rotation by i bits
– ej : a byte with zeros in all positions but bit j, (0 ≤ j ≤ 7)
– ei1,···,ij : ei1 ⊕ · · · ⊕ eij , (0 ≤ i1, · · · , ij ≤ 7)
– ej,∼ : a byte that has zeros in bits 0 to j−1, a one in bit j and indeterminate

values in bits (j + 1) to 7
– ej,∼ : a byte that has zeros in bits 0 to j and indeterminate values in bits

(j + 1) to 7
– ? : an arbitrary byte, where two bytes represented by the ? symbol may be

different

The notion of difference used throughout this paper is with respect to the ⊕
operation. It is assumed that in a byte the rightmost bit is the least significant
bit and referred as the 0-th bit, and the leftmost bit is the most significant bit
and referred as the 7-th bit.

2.2 The HIGHT Block Cipher

HIGHT [9] takes as an input a 64-bit plaintext P , represented as eight bytes
(P7, · · · , P1, P0), and it has a total of 32 rounds. Let (Xi−1,7, Xi−1,6,Xi−1,5, Xi−1,4,
Xi−1,3, Xi−1,2, Xi−1,1, Xi−1,0) denote the eight-byte input to Round i, and (Xi,7,
Xi,6, Xi,5, Xi,4, Xi,3, Xi,2, Xi,1, Xi,0) denote the eight-byte output of Round i,
(1 ≤ i ≤ 32). The encryption procedure can be described as follows.

1. Perform the Initial Transformation: the eight-byte output (X0,7, X0,6, X0,5,
X0,4, X0,3, X0,2, X0,1, X0,0)=(P7, P6⊕WK3, P5, P4�WK2, P3, P2⊕WK1, P1,
P0 � WK0).

2. For i = 1 to 32:
Xi,0 = Xi−1,7 ⊕ (F0(Xi−1,6) � SK4i−1),
Xi,1 = Xi−1,0,
Xi,2 = Xi−1,1 � (F1(Xi−1,0)⊕ SK4i−2),
Xi,3 = Xi−1,2,
Xi,4 = Xi−1,3 ⊕ (F0(Xi−1,2) � SK4i−3),



Cryptanalysis of Reduced Versions of the HIGHT Block Cipher 13

⊕ F0

SK4i−1

F1

SK4i−2

⊕ F0

SK4i−3

F1

SK4i−4

⊕ ⊕

Xi−1,0Xi−1,1Xi−1,2Xi−1,3Xi−1,4Xi−1,5Xi−1,6Xi−1,7

Xi,0Xi,1Xi,2Xi,3Xi,4Xi,5Xi,6Xi,7

Fig. 1. The i-th encryption round of HIGHT

Xi,5 = Xi−1,4,
Xi,6 = Xi−1,5 � (F1(Xi−1,4)⊕ SK4i−4),
Xi,7 = Xi−1,6.

3. Perform the Final Transformation: the ciphertext C =(C7, C6, C5, C4, C3, C2,
C1, C0)=(X32,0, X32,7⊕WK7, X32,6, X32,5�WK6, X32,4, X32,3⊕WK5, X32,2,
X32,1 � WK4).

In the above description, SKi (0 ≤ i ≤ 127) are the round subkeys, WKj (0 ≤
j ≤ 7) are the whitening subkeys used in the initial and final transformation, the
functions F0(·) and F1(·) are defined as F0(x) = (x ≪ 1)⊕ (x ≪ 2)⊕ (x ≪ 7),
and F1(x) = (x ≪ 3)⊕(x ≪ 4)⊕(x ≪ 6). Note that the first round is referred
as Round 1. Fig. 1 depicts one encryption round of HIGHT.

The key schedule of HIGHT only accepts a 128-bit user key MK, represented
as sixteen bytes (MK15, · · · , MK1, MK0). The whitening subkeys WKj are gen-
erated as follows: WKj = MKj+12 for j = 0, 1, 2, 3, and WKj = MKj−4 for j =
4, 5, 6, 7. The round subkeys are generated as follows: SK16·i+j = MKj−i mod 8 �
δ16·i+j , or SK16·i+j+8 = MK(j−i mod 8)+8 � δ16·i+j+8 (0 ≤ i, j ≤ 7), where δ16·i+j

and δ16·i+j+8 are public constants.

3 Impossible Differential Attack on 25-Round HIGHT

3.1 16-Round Impossible Differentials

We exploit certain 16-round impossible differentials: (ei,∼, 0, 0, 0, 0, 0, 0, 0) �

(e0,3,5,6,7, 0, 0, 0, 0, 0, 0, e7), where 1 ≤ i ≤ 7. Note that the 16-round differentials
(e7, e0,3,5,6,7, 0, 0, 0, 0, 0, 0)→ (0, ei,∼, 0, 0, 0, 0, 0, 0) are also impossible. These 16-
round impossible differentials are mainly because the following general property.

Property 1. The � operation definitely preserves the least significant differ-
ences in the original positions, and may preserve the other differences in the
original positions or propagate them to the more significant positions, but never
to the less significant positions, while the ⊕ operation always preserves all the
differences in their original positions.

The 16-round impossible differentials are built in a miss-in-the-middle man-
ner [3]: a 8-round differential (ei,∼, 0, 0, 0, 0, 0, 0, 0)→ (ei,∼, ?, ?, ?, ?, ?, ?, ?) with
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probability 1 is concatenated with another 8-round differential (e0,∼, 0, ?, ?, ?, ?, ?,
?) ← (e0,3,5,6,7, 0, 0, 0, 0, 0, 0, e7) with probability 1, but the leftmost bytes of
the intermediate differences of these two differentials contradict one another.
The input difference (ei,∼, 0, 0, 0, 0, 0, 0, 0) of the first 8-round differential prop-
agates to a difference (0, 0, 0, 0, 0, 0, 0, ei,∼) after one round of HIGHT, which
then propagates to a difference (0, 0, 0, 0, 0, ?, ei,∼, 0) after another round. As
a result, the difference (0, 0, 0, 0, 0, ?, ei,∼, 0) finally propagates to a difference
(ei,∼, ?, ?, ?, ?, ?, ?, ?) after the following six rounds. On the other hand, when we
roll back the difference (e0,3,5,6,7, 0, 0, 0, 0, 0, 0, e7) through one round of HIGHT
in the reverse direction, then we will definitely get the difference (0, e0,3,5,6,7, 0, 0,
0, 0, 0, 0), as the difference e0,3,5,6,7 becomes (e0,3,5,6,7 ≪ 1)⊕ (e0,3,5,6,7 ≪ 2)⊕
(e0,3,5,6,7 ≪ 7) = e0,1,4,6,7 ⊕ e0,1,2,5,7 ⊕ e2,4,5,6,7 = e7 after the F0 function. The
difference (0, e0,3,5,6,7, 0, 0, 0, 0, 0, 0) propagates to a difference (e0,∼, 0, ?, ?, ?, ?, ?,
?) when we roll it back through seven more rounds. Now a contradiction occurs
if i �= 0, as the leftmost byte difference of one of the two intermediate differences
is ei,∼ while the leftmost byte difference of the other is e0,∼.

3.2 Attacking Rounds 6–30

HIGHT has a Feistel structure with four branches, which can be efficiently im-
plemented. However, we observe this round structure is much weaker than a
regular Feistel structure, in terms of security.

Property 2. A byte value (or difference) of the input to Round i will affect at
most two bytes of the output of Round i, at most four bytes of the output of
Round (i+1), and at most six bytes of the output of Round (i+2), (1 ≤ i ≤ 29).

Property 2 suggests that to get a byte value (or difference) of the input to a round
we need not guess all the twelve 8-bit subkeys in its following three rounds; and
we can determine whether a candidate pair is a right pair byte by byte, and even
bit by bit, due to the round struture and the operations involved. This plays an
important role in our attacks.

We can use the 16-round impossible differentials to break 25-round HIGHT.
Here, we attack Rounds 6 to 30 of HIGHT with the final transformation only.
The attack procedure is as follows.

1. Choose 213 structures of 247 plaintexts, where the two bytes (0,1) and the
least significant bits of the third bytes of the 247 plaintexts in a structure
are fixed to certain values, and the other 47 bit positions take all the pos-
sible values. Obviously, a structure proposes 247×2/2 = 293 plaintext pairs
(P i, P j) with difference (?, ?, ?, ?, ?, e0,∼, 0, 0), (i, j = 1, 2, · · · , 247), thus the
213 structures propose a total of 2106 plaintext pairs.

2. In a chosen-plaintext attack scenario, obtain all the ciphertexts Ci of the
plaintexts P i. Choose only the ciphertext pairs (Ci, Cj) with difference
(?, ?, ?, ?, ?, e0,∼, 0, 0).

3. Guess the two key bytes (MK0, MK3), compute the subkeys (WK7, SK119)
in the final transformation and Round 30, and do the following.
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(a) Partially decrypt every remaining ciphertext pair (Ci, Cj) with (WK7,
SK119) to get the two bytes (7,6) of their intermediate values just be-
fore Round 30, and check if they have a difference (0, ?). Keep only the
qualified pairs.

(b) Guess the two key bytes (MK2, MK7), compute the subkeys (WK6, SK118)
in the final transformation and Round 30, and compute the subkey SK114

in Round 29 with MK3 guessed above. Partially decrypt every remaining
(Ci, Cj) with (WK6, SK114, SK118) to get the two bytes (5,4) of their in-
termediate values just before Round 29.1 Check if they have a difference
(0, ?). Keep only the qualified pairs.

(c) Guess the 8 key bits MK1, compute the subkey WK5 in the final trans-
formation, and do as follows.
i. Guess the least significant bit MK6,0 of the key byte MK6, and com-

pute the least significant bit SK117,0 of the subkey SK117 in Round
30. Partially decrypt every remaining (Ci, Cj) with (WK5, SK117,0)
to get their intermediate values (X i

29,3,0, X
i
29,2) and (Xj

29,3,0, X
j
29,2)

just before Round 30. Keep the pairs such that X i
29,3,0⊕Xj

29,3,0 = 1.
ii. Guess the other seven bits MK6,1−7 of MK6, and compute the subkey

SK117 (together with MK6,0 guessed above). Partially decrypt every
remaining (Ci, Cj) with (WK5, SK117) to get the two bytes (2,3) of
their intermediate values just before Round 30.

(d) Compute the subkey SK113 in Round 29 with MK2 guessed above. For
every remaining (Ci, Cj), partially decrypt the two bytes (4,3) of their
intermediate values just before Round 30 with SK113 to get the two
bytes (3,2) of their intermediate values just before Round 29. Check if
they have a difference (e2,∼, e0,∼). Keep only the qualified pairs.

(e) For l = 0 to 7, do as follows.
– Guess the l-th bit MK15,l of the key byte MK15, and compute the

(l + 1) bits SK109,0−l of the subkey SK109 in Round 28.
– For every remaining (Ci, Cj), partially decrypt the two bytes (4,3)

of their intermediate values just before Round 29 with SK109,0−l to
get their intermediate values (X i

27,3,0−l, X
i
27,2) and (Xj

27,3,0−l, X
j
27,2)

just before Round 28. Keep the pairs such that X i
27,3,0−l = Xj

27,3,0−l.
(f) Guess the 8 key bits MK5, compute the subkey SK116 in Round 30,

and compute the subkeys (WK4, SK112) in the final transformation and
Round 29 with (MK0, MK1) guessed above. Partially every remaining
(Ci, Cj) with (WK4, SK112, SK116) to get the two bytes (1,0) of their in-
termediate values just before Round 29. Check if they have the difference
(e0,3,5,6,7, 0). Keep only the qualified pairs.

(g) Guess the least significant bit MK14,0 of the key byte MK14; for l = 1 to
7, do as follows.

1 The other required intermediate values have been obtained in the previous steps.
Same for some following steps as well as the attacks in the next section, without
explicit statement.
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– Guess the l-th bit MK14,l of the key byte MK14, and compute the
(l + 1) bits SK108,0−l of the subkey SK108 in Round 28.

– For every remaining (Ci, Cj), partially decrypt the two bytes (1,2)
of their intermediate values just before Round 29 with SK108,0−l to
get their intermediate values (X i

27,1,0−l, X
j
27,1,0−l) just before Round

28. If l �= 7, keep the pairs such that X i
27,1,0−l = Xj

27,1,0−l; if l = 7,
keep the pairs X i

27,1,0−l ⊕Xj
27,1,0−l = e7.

(h) Guess the least significant 3 bits MK10,0−2 of the key byte MK10; for
l = 3 to 7, do as follows.
– Guess the l-th bit MK10,l of the key byte MK10, and compute the

(l + 1) bits SK104,0−l of the subkey SK104 in Round 27.
– For every remaining (Ci, Cj), partially decrypt the two bytes (1,2)

of their intermediate values just before Round 28 with SK104,0−l to
get their intermediate values (X i

26,1,0−l, X
j
26,1,0−l) just before Round

27. Keep the pairs such that X i
26,1,0−l = Xj

26,1,0−l.
4. Compute the subkey SK23 with MK6 guessed in Step 3, and do the following.

(a) Partially encrypt every plaintext pair (P i, P j) corresponding to a re-
maining ciphertext pair (Ci, Cj), with SK23 to get the two bytes (7,0)
of their intermediate values just after Round 6. Check if they have a
difference (?, 0). Keep only the qualified pairs.

(b) Compute the subkeys (SK22, SK27) with (MK5, MK10) guessed in Step 3.
Partially encrypt every remaining (P i, P j) with (SK22, SK27) to get the
two bytes (7,0) of their intermediate values just after Round 7. Check if
they have a difference (?, 0). Keep only the qualified pairs.

(c) Guess the two key bytes (MK4, MK9), compute the subkeys (SK21, SK26)
in Rounds 6 and 7, and compute the subkey SK31 with MK14 guessed in
Step 3.Partially encrypt every remaining (P i, P j)with (SK21, SK26, SK31)
to get the two bytes (7,0) of their intermediate values just after Round 8.
Check if they have a difference (?, 0). Keep only the qualified pairs.

(d) Guess the two key bytes (MK8, MK13), compute the subkeys (SK25, SK30)
in Rounds 7 and 8, and compute the subkeys (SK20, SK35) with (MK1,
MK3) guessed in Step 3. Partially encrypt every remaining (P i, P j) with
(SK20, SK25, SK30, SK35) to get the two bytes (7,0) of their intermediate
values just after Round 9. Check if they have a difference (?, 0). Keep only
the qualified pairs.

(e) Guess the key byte MK12, compute the subkey SK29, and compute the
subkeys (SK24, SK34, SK39) with (MK0, MK5, MK15) guessed in Step 3.
Partially encrypt every remaining (P i, P j) with (SK24, SK29, SK34, SK39)
to get the two bytes (7,0) of their intermediate values just after Round 10.
Check if they have a difference (e0,∼, 0). If none of the plaintext pairs sat-
isfies this test, record the guessed 120 key bits (MK0, · · · , MK10, MK12,
· · · , MK15), and execute Step 5; otherwise, discard this guess and try an-
other.

5. For a recorded (MK0, · · · , MK10, MK12, · · · , MK15), exhaustively search for
the remaining 8 key bits with three known pairs of plaintexts and ciphertexts.
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If a 128-bit key is suggested, output it as the user key of the 25-round
HIGHT; otherwise, go to Step 3.

There are 17-bit, 8-bit, 8-bit, 1-bit, 3-bit and 7-bit filtering conditions over
the ciphertext pairs in Steps 2 and 3-(a)∼(d) and (f), respectively, and a 1-
bit filtering condition in every iteration of Steps 3-(e), (g) and (h). Thus, it is
expected about 2106 · 2−64 = 242 ciphertext pairs remain after Step 3. There is a
8-bit filtering condition in each of Steps 4-(a)∼(e), so it follows that about 2120 ·
(1−2−8)2

10 ≈ 2120 ·e−22 ≈ 2114.24 guesses of the 120 key bits are recorded in Step
4-(e). The probability that a wrong key is suggested in Step 5 is approximately
2−64×3 = 2−192, thus, the expected number of wrong keys in Step 5 is about
2−192 · 2114.24+8 = 2−73.76. It is very likely that we can find the correct key.

The attack requires 260 chosen plaintexts. Step 3 has about 2 · 289 · 216 · 1
4 ·

1
25 + 2 · 281 · 232 · 1

4 · 2
25 + 2 · 273 · 241 · 1

4 · 1
25 + 2 · 272 · 248 · 1

4 · 1
25 + 2 · 272 · 248 ·

1
4 · 1

25 +
∑7

l=0(2 · 269−l · 248+l+1 · 1
4 · 1

25 ) + 2 · 261 · 264 · 1
4 · 1

25 +
∑6

l=0(2 · 254−l ·
264+2+l · 1

4 · 1
25 ) +

∑4
l=0(2 · 247−l · 272+4+l · 1

4 · 1
25 ) ≈ 2120.73 computations. Step

4 has about 2 · 242 · 280 · 1
4 · 1

25 + 2 · 234 · 280 · 1
4 · 2

25 + 2 · 226 · 296 · 1
4 · 3

25 + 2 ·
218 · 2112 · 1

4 · 4
25 + 2 · 2120[1 + (1 − 2−8) + · · · + (1 − 2−8)2

10
] · 1

4 · 4
25 ≈ 2126.68

computations. Step 5 has about 2122.24 computations. Therefore, the attack has
a total time complexity of about 2126.75 25-round HIGHT computations.

4 Related-Key Cryptanalysis of Reduced HIGHT

A related-key attack [1,12] assumes that the attacker knows the differences be-
tween one or more pairs of unknown keys. In this section, we present a related-key
rectangle attack on 26-round HIGHT, and a related-key impossible differential
attack on 28-round HIGHT.

4.1 Related-Key Rectangle Attack on 26-Round HIGHT

A related-key rectangle attack [5,10,13] is a combination of a related-key attack
and a rectangle attack [4]; it is based on a related-key rectangle distinguisher,
which treats a block cipher E : {0, 1}n × {0, 1}k → {0, 1}n as a cascade of two
sub-ciphers E = E1 ◦ E0.

18-Round Related-Key Rectangle Distinguishers of HIGHT. Let E0

denote Rounds 3 to 12, and E1 denote Rounds 13 to 20. The first related-key
differential for this 18-round distinguisher is the following 10-round related-key
differential α → β with probability 2−12 for E0: (e1,3,5, e0,1,6, e7, 0, 0, 0, 0, 0)→
(0, e1,5,6, e0,6,7, e7, 0, 0, 0, 0)2, where the user key difference KA ⊕ KB = KC ⊕
KD = (ΔMK15, · · · , ΔMK1, ΔMK0) is (0, · · · , 0, e7, 0, 0). The second related-key

2 (e1,3,5, e0,1,6, e7, 0, 0, 0, 0, 0)
(0,0,0,0)−→ (e0,1,6, e7, 0, 0, 0, 0, 0, 0)

(0,0,0,0)−→ (e7, 0, 0, 0, 0, 0, 0, 0)
(e7,0,0,0)−→ (0, 0, 0, 0, 0, 0, 0, 0)

(0,0,0,0)−→ · · · (0,0,0,0)−→ (0, 0, 0, 0, 0, 0, 0, 0)
(0,0,0,e7)−→ (0, 0, 0, 0, 0,

e7, 0, 0)
(0,0,0,0)−→ (0, 0, 0, e0,6,7, e7, 0, 0, 0)

(0,0,0,0)−→ (0, e1,5,6, e0,6,7, e7, 0, 0, 0, 0).



18 J. Lu

differential is the following 8-round related-key differential γ → δ with proba-
bility 2−9 for E1: (0, 0, 0, 0, e2,5,6, e0,6,7, e7, 0)→ (e7, 0, 0, 0, 0, 0, 0, e0,1,6)3, where
the user key difference KA ⊕KC = KB ⊕KD = (0, e7, 0, · · · , 0).

We can compute a square sum of at least 6·(2−12)2+20·(2−13)2+20·(2−14)2+
72 · (2−15)2 ≈ 2−19.98 for the probabilities of all the possible 10-round related-
key differentials α → β′ for E0, as there are at least 6 (10-round related-key
differential characteristics) with probability 2−12, at least 20 with probability
2−13, at least 20 with probability 2−14, and at least 72 with probability 2−15.
We can also compute a square sum of at least 5 · (2−9)2 + 18 · (2−10)2 + 40 ·
(2−11)2 ≈ 2−14.42 for the probabilities of all the possible 8-round related-key
differentials γ′ → δ for E1, as there are at least 5 (8-round related-key differential
characteristics) with probability 2−9, at least 18 with probability 2−10, and at
least 40 with probability 2−11.

Therefore, we can learn that this 18-round related-key rectangle distinguisher
has a probability of at least 2−19.98 · 2−14.42 · 2−64 = 2−98.4 for the correct
key, while it has a probability of 2−128 for a wrong key. We can further im-
prove it by counting many possible 8-round related-key differentials γ′ → δ′

for every γ′ → δ for E1. We count those that only have the output difference
(e7, 0, 0, 0, 0, 0, 0, ΔX21,0) different from the 8-round differential γ′ → δ; an anal-
ysis of this one-round differentials reveals that there are 4 possible ΔX21,0 (i.e.,
e0,1,6, e0,6, e0,6,7, e0,1,6,7) with probability 2−3, 4 possible ΔX21,0 with probability
2−4, 4 possible ΔX21,0 with probability 2−5, 4 possible ΔX21,0 with probability
2−6, and 8 possible ΔX21,0 with probability 2−7. Actually, these are all the 24
possible output differences of the last one-round differentials; we denote them
by the set S. As a result, the distinguisher now has a probability of at least
2−19.98 · (4 ·2−7.21 +4 ·2−8.21 +4 ·2−9.21 +4 ·2−10.21 +8 ·2−11.21)2 ·2−64 = 2−92.4

for the correct key, while it has a probability of (24·2−64)2 ≈ 2−118.83 for a wrong
key. Similar related-key rectangle distinguishers exist for some other series of 18
rounds.

Attacking Rounds 1–26. To get the difference (e1,3,5, e0,1,6, e7, 0, 0, 0, 0, 0)
just before Round 3, the input difference to Round 1 must have the form
(?, e0,∼, ?, e0,∼, e7, 0, 0, 0), with 31 bits definitely being zero differences. On the
other hand, the output difference (e7, 0, 0, 0, 0, 0, 0, x) of this distinguisher will
propagate to a difference (0, 0, 0, 0, 0, ?, x, e7) just after Round 21, where x ∈ S,
which will then propagate to a difference (0, 0, 0, ?, ?, e0,∼, e7, 0) just after Round
22, to a difference (0, ?, ?, ?, e0,∼, e7, 0, e7) just after Round 23 (due to the sub-
key difference in Round 23), and a difference (?, ?, ?, e0,∼, e7, e2,∼, e7) just after
Round 24. This property allows us to use the early abort technique [16] to break
Rounds 21 and 24; the main idea of the early abort technique is to partially
determine whether or not a candidate quartet in a rectangle attack is valid
earlier than usual; if not, we can discard it immediately, which results in less

3 (0, 0, 0, 0, e2,5,6, e0,6,7, e7, 0)
(0,0,0,0)−→ (0, 0, 0, 0, e0,6,7, e7, 0, 0)

(0,0,0,0)−→ (0, 0, 0, 0, e7, 0, 0, 0)
(0,0,e7,0)−→ (0, 0, 0, 0, 0, 0, 0, 0)

(0,0,0,0)−→ · · · (0,0,0,0)−→ (0, 0, 0, 0, 0, 0, 0, 0)
(0,e7,0,0)−→ (0, e7, 0, 0, 0,

0, 0, 0)
(0,0,0,0)−→ (e7, 0, 0, 0, 0, 0, 0, e0,1,6).
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computations in the subsequent steps and may allow us to break more rounds
by guessing the subkeys involved, depending on how many candidates are re-
maining.

The above analysis enables us to give a related-key rectangle attack on the
first 26 rounds of HIGHT with the final transformation only, after noting that
the same 64 user key bits are used in Rounds 1, 2, 25 and 26 as well as the
final transformation. With a success probability of 80%, the attack requires
249.7 chosen plaintexts, and has a time complexity of 2121.37 26-round HIGHT
computations. See the Appendix A for the detailed attack procedure.

4.2 Related-Key Impossible Differential Attack on 28-Round
HIGHT

19-Round Related-Key Impossible Differentials. We exploit certain 19-
round related-key impossible differentials: (e7, 0, 0, 0, 0, 0, 0, 0) � (0, 0, 0, 0, 0, 0, 0,
e0,∼), where the user key difference (ΔMK15, · · · , ΔMK1, ΔMK0) is (0, e7, 0, · · · ,
0), which start from Round 8 and end at Round 26. They are also built in a
miss-in-the-middle manner: a 12-round related-key differential with probabil-
ity 1 is concatenated with a 7-round related-key differential with probability 1,
where the second right byte of the output difference of the 12-round related-key
differential is e0,∼, and the second right byte of the difference of the 7-round
related-key differential is e0,∼, which contradict with each other.

Attacking Rounds 3–30. Similar to that given in Section 3.2, the 19-round
related-key impossible differentials can be used to break the 28 rounds from
Rounds 3 to 30 of HIGHT with only the final transformation; the main difference
between them lies in that here we compute the related-key difference between a
pair of data. The attack procedure is as follows.

1. Choose 219 structures of 240 plaintexts, where the two bytes (0,1) and the
least significant seven bits of the third bytes and the least significant bits
of the fourth bytes of the 240 plaintexts in a structure are fixed to certain
values, and the other 40 bit positions take all the possible values. A structure
proposes 279 plaintext pairs (P i, P̃ j) with difference (?, ?, ?, ?, e0,∼, e7, 0, 0),
thus the 219 structures propose a total of 298 plaintext pairs with difference
(?, ?, ?, ?, e0,∼, e7, 0, 0).

2. In a chosen-plaintext attack scenario, obtain all the ciphertexts of the plain-
texts P i encrypted with KA; we denote them by Ci, respectively; obtain all
the ciphertexts of the plaintexts P̃ j encrypted with KB; we denote them
by C̃j , respectively, where KA ⊕ KB = (0, e7, 0, · · · , 0). Choose only the
ciphertext pairs (Ci, C̃j) with difference (?, ?, ?, ?, e0,∼, 0, 0, 0).

3. Guess the two key bytes (MK0, MK3), compute the subkeys (WK7, SK119)
in the final transformation and Round 30, and do the following.
(a) Partially decrypt every remaining ciphertext pair (Ci, C̃j) with (WK7,

SK119) to get the two bytes (7,6) of their intermediate values just before
Round 30. Check if they have a difference (0, ?). Keep only the qualified
pairs.
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(b) Guess the two key bytes (MK2, MK7), compute the subkeys (WK6, SK118)
in the final transformation and Round 30, and compute the subkey SK114

in Round 29 with MK3 guessed above. Partially decrypt (Ci, C̃j) with
(WK4, SK114, SK118) to get the two bytes (5,4) of their intermediate val-
ues just before Round 29. Check if they have a difference (0, ?). Keep only
the qualified pairs.

(c) Guess the three key bytes (MK1, MK6, MK15), compute the subkeys
(WK5, SK95, SK117) in the final transformation and Rounds 27 and 30,
and compute the subkey SK113 in Round 29 with MK2 guessed above.
Partially decrypt (Ci, C̃j) with (WK5, SK95, SK113, SK117) to get the
two bytes (3,2) of their intermediate values just before Round 28. Check
if they have a difference (0, ?). Keep only the qualified pairs.

(d) Guess the two key bytes (MK5,MK14), compute the subkeys (SK108,SK116)
in Rounds 28 and 30, and compute the subkeys (WK4, SK112) in the final
transformation and Round 29 with (MK0, MK1) guessed above. For l = 0
to 7, do as follows.
– Guess the l-th bit MK10,l of the key byte MK10, and compute the

(l + 1) bits SK104,0−l of the subkey SK104 in Round 27.
– For every remaining (Ci, C̃j), Partially decryptCi with (WK4, SK116,

SK112, SK108, SK104,0−l) to get its intermediate value X i
26,1,0−l just

before Round 27, and partially decrypt C̃j with (WK4, SK116, SK112,

SK108 ⊕ e7, SK104,0−l) to get its intermediate value X̃j
26,1,0−l just be-

fore Round 27. Keep only the pairs such that X i
26,1,0−l = X̃j

26,1,0−l.

4. For all the plaintext pairs (P i, P̃ j) corresponding to remaining ciphertext
pairs (Ci, C̃j), do the following.
(a) For l = 0 to 7, do as follows.

– Guess the l-th bit MK11,l of the key byte MK11, and compute the
(l + 1) bits SK11,0−l of the subkey SK11 in Round 3.

– Partially decrypt every remaining (P i, P̃ j) with SK11,0−l to get their
intermediate values (X i

3,7, X
i
3,0,0−l) and (X̃j

3,7, X̃
j
3,0,0−l) just after

Round 3. Keep the pairs such that X i
3,0,0−l = X̃j

3,0,0−l.
(b) Compute the subkeys (SK10, SK15) in Rounds 3 and 4 with (MK10, MK15)

guessed in Step 3. Partially decrypt (P i, P̃ j) with (SK10, SK15) to get the
two bytes (7,0) of their intermediate values just after Round 4. Check if
they have a difference (?, 0). Keep only the qualified pairs.

(c) Guess the key byte MK9, compute the subkey SK9 in Round 3, and
compute the subkeys (SK14, SK19) in Rounds 4 and 5 with (MK2, MK14)
guessed in Step 3. Partially decrypt P i with (SK9, SK14, SK19) to get the
two bytes (7,0) of its intermediate value just after Round 5, and partially
decrypt P̃ j with (SK9, SK14 ⊕ e7, SK19) to get the two bytes (7,0) of its
intermediate value just after Round 5. Check if they have a difference
(?, 0). Keep only the qualified pairs.

(d) Guess the two key bytes (MK8, MK13), compute the subkeys (SK8, SK13)
in Rounds 3 and 4, and compute the subkeys (SK18, SK29) in Rounds
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5 and 6 with (MK1, MK6) guessed in Step 3. Partially decrypt (P i, P̃ j)
with (SK8, SK13, SK18, SK29) to get the two bytes (7,0) of their interme-
diate values just after Round 6. Check if they have a difference (e0,∼, 0).
Keep only the qualified pairs.

(e) Guess the key byte MK12, compute the subkey SK12 in Round 4, and
compute the subkeys (SK17, SK22, SK27) in Rounds 5, 6 and 7 with
(MK0, MK5, MK10) guessed in Step 3. For every remaining (P i, P̃ j),
partially decrypt the two bytes (1,0) of their intermediate values just
after Round 3 with (SK12, SK17, SK22, SK27) to get the two bytes (7,0)
of their intermediate values just after Round 7. Check if they have a
difference (e7, 0). If none of the plaintext pairs satisfies this test, then
record the guessed 120 key bits (MK0, · · · , MK3, MK5, · · · , MK15), and
execute Step 5; otherwise, discard this guess and try another.

5. For a recorded (MK0, · · · , MK3, MK5, · · · , MK15), exhaustively search for the
remaining 8 key bits with three known pairs of plaintexts and ciphertexts. If
a 128-bit key is suggested, output it as the user key of the 28-round HIGHT;
otherwise, go to Step 3.

There is a 25-bit filtering condition on the ciphertext pairs in Step 2, and a 8-
bit filtering condition in each of Steps 3-(a)∼(d) and Steps 4-(a)∼(e). Hence, for
every key guess, it is expected about 298 · 2−25−8×8 = 29 plaintext pairs remain
after Step 4-(d), and about 2120 · (1− 2−8)2

9 ≈ 2120 · e−2 ≈ 2117.12 guesses of the
120 key bits are recorded in Step 4-(e). Thus, the expected number of suggested
wrong keys in Step 5 is about 2−192 · 2117.12+8 = 2−66.88. Thus, the correct key
can be determined.

Step 3 has about 2 · 273 · 216 · 1
4 · 1

28 + 2 · 265 · 232 · 1
4 · 2

28 + 2 · 257 · 256 · 1
4 · 3

28 +
∑7

l=0(2 · 249−l · 272+l+1 · 1
2 · 1

4 · 4
28 ) ≈ 2120.19 computations, where 1

2 means the
average fraction of the guessed keys that are tested in a step. Step 4 has about∑7

l=0(2 ·241−l ·280+l+1 · 12 · 14 · 1
28 )+2 ·233 ·288 · 12 · 14 · 2

28 +2 ·225 ·296 · 12 · 14 · 3
28 +2 ·

217 · 2112 · 12 · 14 · 4
28 +2 · 2120 · [1+ (1− 2−8)+ · · ·+(1− 2−8)2

9
] · 12 · 14 · 4

28 ≈ 2124.79

computations. Step 5 has about 2125.12 computations. Therefore, the attack has
a total time complexity of about 2125.99 28-round HIGHT computations.

5 Conclusions

The HIGHT block cipher was proposed for low-resource devices at CHES ’06.
In this paper, we present an impossible differential attack on 25-round HIGHT,
a related-key rectangle attack on 26-round HIGHT and a related-key impossible
differential attack on 28-round HIGHT. Like most cryptanalytic attacks on block
ciphers, the presented attacks are theoretical, but they suggest that the reduced
versions of HIGHT are less secure than they should be. These are better than
any previously known cryptanalytic results on HIGHT in terms of the numbers
of attacked rounds.
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A Procedure of the Related-Key Rectangle Attack on
26-Round HIGHT

1. Choose 214.7 structures Si of 233 plaintexts Pi,l each, i = 1, 2, · · · , 214.7,
l = 1, 2, · · · , 233, where in each structure the 31 bit positions (0–31) of Pi,l

are fixed, and the remaining 33 bit positions take all the possible values.
In a chosen plaintext attack scenario, obtain the ciphertexts Ci,l, C∗

i,l, C′
i,l

and C′∗
i,l of Pi,l encrypted with KA, KB, KC and KD, respectively, where

KA ⊕ KB = KC ⊕ KD = (0, · · · , 0, e7, 0, 0) and KA ⊕ KC = KB ⊕ KD =
(0, e7, 0, · · · , 0).

2. Guess the 8 key bytes (MK0, · · · , MK7), compute the subkeys (SK0, · · · , SK7)
in Rounds 1 and 2, and do as follows.
(a) Partially encrypt each plaintext Pi,l through Rounds 1 and 2 with (SK0,
· · · , SK7) to get its intermediate value xi,l just after Round 2. Then, par-
tially decrypt xi,l ⊕ (e1,3,5, e0,1,6, e7, 0, 0, 0, 0, 0) through Rounds 1 and
2 with (SK0, SK1, SK2 ⊕ e7, SK3, · · · , SK7) to get its plaintext, denoted
by P̃i,l. Find P̃i,l in Si. We denote by C̃i,l, C̃

∗
i,l, C̃′

i,l and C̃′∗
i,l the cor-

responding ciphertexts for P̃i,l encrypted under KA, KB, KC and KD,
respectively. This process generates 214.7 · 233 = 247.7 plaintext pairs for
every key guess, which can produce the difference (e1,3,5, e0,1,6, e7, 0, 0, 0,
0, 0) just before Round 3.

(b) Compute the subkeys (SK96, · · · , SK99), (SK100, · · · , SK103) and (WK0,
· · · , WK3) with (MK0, · · · , MK7). Then, partially decrypt all the Ci,l and
C

′
i,l with these subkeys to get their respective intermediate values Ti,l and

T
′
i,l just before Round 25, and partially decrypt all the C̃∗

i,l and C̃∗′
i,l with

the related subkeys (SK96 ⊕ e7, SK97, SK98, SK99), (SK100, · · · , SK103)
and (WK0, WK1, WK2 ⊕ e7, WK3) to get their respective intermediate
values T̃ ∗

i,l and T̃ ∗′
i,l just before Round 25. Store (Ti,l, T

′
i,l, T̃

∗
i,l, T̃

∗′
i,l) in a

hash table. Finally, check if both Ti1,l1⊕T
′
i2,l2

and T̃ ∗
i1,l1
⊕ T̃ ′∗

i2,l2
have the

form (?, ?, ?, e0,∼, e7, e2,∼, e7, ?), for 1 ≤ i1 ≤ i2 ≤ 214.7 and 1 ≤ l1, l2 ≤
233. If 6 or more quartets (Ti1,l1 , T̃

∗
i1,l1

, T
′
i2,l2

, T̃ ∗′
i2,l2

) pass this test, record
them, and go to Step 3; otherwise, repeat Step 2 with another guess.
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3. For l = 0 to 7:
(a) Guess the l-th bit MK10,l of the key byte MK10, and compute the (l+1)

bits SK95,0−l of the subkey SK95 in Round 24.
(b) Partially decrypt the two bytes (0,7) of every remaining (Ti1,l1 , T̃

∗
i1,l1

,T
′
i2,l2

,

T̃ ∗′
i2,l2

) with SK95,0−l to get the least significant (l + 1) bits of the bytes
(7) of their intermediate values just before Round 24, and check if the in-
termeidate (l + 1) bits of Ti1,l1 and T

′
i2,l2

have a zero difference, and the
intermeidate (l +1) bits of T̃ ∗

i1,l1
and T̃ ∗′

i2,l2
also have a zero difference. If 6

or more quartets pass this test, record them; otherwise, repeat Step 3-(a)
with another guess.

4. Guess the key byte MK9, and compute the subkey SK94 in Round 24; for
l = 0 to 7, do as follows.
(a) Guess the l-th bit MK13,l of MK13, and compute the (l+1) bits SK90,0−l

of the subkey SK90 in Round 23.
(b) Partially decrypt the two bytes (5,6) of every remaining (Ti1,l1 , T̃

∗
i1,l1

,T
′
i2,l2

,

T̃ ∗′
i2,l2

) with (SK94, SK90,0−l) to get the least significant (l + 1) bits of the
bytes (5) of their intermediate values just before Round 23, and check if
the intermeidate (l + 1) bits of Ti1,l1 and T

′
i2,l2

have a zero difference, and
the intermeidate (l+1) bits of T̃ ∗

i1,l1
and T̃ ∗′

i2,l2
have a zero difference as well.

If 6 or more quartets pass this test, record them; otherwise, repeat Step
4-(a) with another guess (if all the guesses of MK13,l are tested, repeat
Step 4 with another guess of MK9).

5. Guess the least significant 3 bits MK15,0−2 of the key byte MK15; for l = 3
to 7, do as follows.
(a) Guess the l-th bit MK15,l of MK15, and compute the (l+1) bits SK92,0−l

of the subkey SK92 in Round 24.
(b) Partially decrypt the two bytes (1,2) of every remaining (Ti1,l1 , T̃

∗
i1,l1

,T
′
i2,l2

,

T̃ ∗′
i2,l2

) with SK92,0−l to get the least significant (l + 1) bits of the bytes
(1) of their intermediate values just before Round 24, and check if the in-
termeidate (l + 1) bits of Ti1,l1 and T

′
i2,l2

have a zero difference, and the
intermeidate (l + 1) bits of T̃ ∗

i1,l1
and T̃ ∗′

i2,l2
have a zero difference as well.

If 6 or more quartets pass this test, record them; otherwise, repeat Step
5-(a) with another guess.

6. Guess the key bytes (MK8, MK12), compute the subkeys (SK93, SK89), and
compute the subkey SK85 with MK0 guessed in Step 2. Partially decrypt the
twobytes (3,4) of every remaining (Ti1,l1 , T̃

∗
i1,l1

, T
′
i2,l2

, T̃ ∗′
i2,l2

) with (SK93, SK89,
SK85) to get the two bytes (3,2) of their intermediate values just before Round
22, and check if the intermeidate values of Ti1,l1 and T

′
i2,l2

have a difference
(0, ?), and the intermeidate values of T̃ ∗

i1,l1
and T̃ ∗′

i2,l2
have a difference (0, ?) as

well. If 6 or more quartets pass this test, execute Step 7 with them; otherwise,
repeat this step with another guess. Now, for every remaining (Ti1,l1 , T̃

∗
i1,l1

,

T
′
i2,l2

, T̃ ∗′
i2,l2

), we obtain their intermediate values just before Round 24; we de-
note them by (Qi1,l1 , Q̃

∗
i1,l1

, Q
′
i2,l2

, Q̃∗′
i2,l2

), respectively.
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7. Guess the key byte MK11, compute the subkey SK88 in Round 23, and
compute the subkey SK84 with MK7 guessed in Step 2. Partially decrypt
the two bytes (1,2) of (Qi1,l1 , Q̃

∗
i1,l1

, Q
′
i2,l2

, Q̃∗′
i2,l2

) with (SK88, SK84) to get
the two bytes (1,0) of their intermediate values just before Round 22, and
check if the intermediate values of Qi1,l1 , Q

′
i2,l2

have a difference belonging
to the set {(x, e7)|x ∈ S}, and the intermediate values of Q̃∗

i1,l1
and Q̃∗′

i2,l2
also have a difference belonging to the set {(x, e7)|x ∈ S}. If 6 or more
quartets (Qi1,l1 , Q̃

∗
i1,l1

, Q
′
i2,l2

, Q̃∗′
i2,l2

) pass this test, execute Step 8 with them;
otherwise, repeat this step with another guess of MK11.

8. Compute the subkey SK80 with MK3 guessed in Step 2. For every remaining
(Qi1,l1 , Q̃

∗
i1,l1

, Q
′
i2,l2

, Q̃∗′
i2,l2

), since we already obtain the two bytes (1,2) of
their intermediate values just before Round 22, we can partially decrypt
them with SK80 to check if the bytes (1) of the intermediate values just
before Round 21 of (Qi1,l1 , Q

′
i2,l2

) have a zero difference, and the bytes (1)
of the intermediate values just before Round 21 of (Q̃∗

i1,l1
, Q̃∗′

i2,l2
) have a zero

difference as well. If 6 or more (Qi1,l1 , Q̃
∗
i1,l1

, Q
′
i2,l2

, Q̃∗′
i2,l2

) pass this test,
record the guessed 120 key bits (MK0, · · · , MK13, MK15), and go to Step 9;
otherwise, repeat Step 7 with another guess of MK11.

9. For a recorded (MK0, · · · , MK13, MK15), exhaustively search for the remain-
ing 8 key bits with a known plaintext/ciphertext pair. If a 128-bit key is
suggested, output it as the user key of the 26-round HIGHT; otherwise, go
to Step 2 (If all the guesses are tested during any of Steps 3–8, repeat its
previous steps with other guesses).

The related-key rectangle distinguisher involves four different keys, thus about
247.7×2 = 295.4 candidate quartets are constructed for every guess in Step 2. To
produce the output difference δ′, the two pairs in a right quartet must have dif-
ferences (?, ?, ?, e0,∼, e7, e2,∼, e7, ?) just before Round 25, so a candidate quartet
that does not meet this filtering condition is an incorrect quartet. Therefore, it
is expected that almost all the 264 guesses of (MK0, · · · , MK7) will pass Step
2-(b), and for every guess about 295.4 ·2−20×2 = 255.4 candidate quartets remain
after 2-(b).

For every iteration in Step 3-(b), the probability that a quartet meets the
filtering condition is (2−1)2 = 2−2, so it follows that all the 272 guesses of
(MK0, · · · , MK7, MK10) will past Step 3, and for a wrong guess it is expected
about 255.4 · 2−2×8 = 239.4 quartets remain after Step 3. For every iteration in
Step 4-(b), the probability that a quartet meets the filtering condition is also 2−2,
so it is expected that all the 288 guesses of (MK0, · · · , MK7, MK9, MK10, MK13)
will past this step, and for a wrong guess about 239.4 · 2−2×8 = 223.4 quar-
tets remain after Step 4. For every iteration in Step 5-(b), the probability
that a quartet meets the filtering condition is 2−2, so for a wrong guess about
223.4 · 2−2×5 = 213.4 quartets remain after Step 5. In Step 6, the probability
that a quartet meets the filtering condition is also 2−8×2 = 2−16, so for a wrong
guess about 213.4 · 2−16 = 2−2.6 quartets remain after Step 6, and the proba-
bility that 6 or more quartets pass the test for a wrong guess is approximately
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∑213.4

i=6 [
(
213.4

i

) · (2−16)i · (1 − 2−16)2
13.4−i] ≈ 2−25.09, thus it is expected that

about 2112 · 2−25.09 = 286.91 guesses of (MK0, · · · , MK10, MK12, MK13, MK15)
pass Step 6. In Step 7, the probability that a quartet meets the filtering condi-
tion is (24

27 )2 = 2−4.83, and the probability that 6 or more quartets pass the test
for a wrong guess is approximately (2−4.83)6 ≈ 2−28.98, so it is expected about
286.91+8 · 2−28.98 = 265.93 guesses of (MK0, · · · , MK13, MK15) pass Step 7. In
Step 8, the probability that 6 or more quartets pass the test for a wrong guess is
approximately (2−8×2)6 = 2−96, thus it is expected about 265.93 · 2−96 = 2−30.07

guesses of (MK0, · · · , MK13, MK15) pass Step 8. Therefore, it is expexcted that
we can find the correct user key with 28 trials in Step 9.

The attack requires 249.7 related-key chosen plaintexts. Step 2-(a) has about
2 · 247.7 · 264 · 1

2 · 2
26 ≈ 2108 26-round HIGHT computations, where 1

2 means
the average fraction of the guessed keys that are tested in the step. The time
complexity of Step 2-(b) is dominated by the partial decryptions, which is about
4·247.7·264· 12 · 2

26 ≈ 2109 computations. Step 3 has about
∑7

l=0(4·255.4−2·l·265+l· 12 ·
1
4 · 1

26 ) ≈ 2115.69 computations. Step 4 has about
∑7

l=0(4·239.4−2·l·281+l· 12 · 14 · 2
26 ) ≈

2116.69 computations. Step 5 has about
∑4

l=0(4·223.4−2·l ·292+l · 12 · 14 · 1
26 ) ≈ 2110.65

computations. Step 6 has about 4 · 213.4 · 2112 · 1
2 · 1

4 · 3
26 ≈ 2121.28 computations.

Step 7 has about 4 · 6 · 294.91 · 1
2 · 1

4 · 2
26 ≈ 292.79 computations. Step 8 has about

4 · 6 · 265.93 · 1
2 · 1

4 · 1
26 ≈ 262.81 computations. Therefore, the attack has a total

time complexity of about 2121.37 26-round HIGHT computations.
In Step 8, it is expected that about 295.4 ·2−92.4 = 8 quartets pass the filtering

condition for the correct key, and the probability that 6 or more quartets pass
the test for the correct key guess is approximately

∑295.4

i=6 [
(
295.4

i

) · (2−92.4)i · (1−
2−92.4)2

95.4−i] ≈ 0.8, so this related-key rectangle attack can break the 26-round
HIGHT with a success probability of 80%.
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