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Foreword 

The Laboratory for Quality Software (LaQuSo, see www.laquso.com) is involved in 
verification and validation of software systems and their intermediate artifacts. If 
an organization wants certainty about or confidence in a software artifact a 
LaQuSo certificate can be requested. Being part of universities, LaQuSo is able to 
perform the independent evaluator role in many certification projects. 

Certification is a check that the artifact fulfills a well-defined set of requirements. 
These requirements are defined by the customer or a third party; LaQuSo will do 
the check. The certificate will always refer to the requirements that were used to 
check the artifact against. The certificate covers only the product quality, not the 
management and development processes. 

The quality certificate consists of a diagnosis report plus verdict document and 
will grow from a diagnosis report with a LaQuSo certificate to diagnosis with an 
official widely recognized certificate.  

To achieve a recognized certificate LaQuSo has defined a Software Product 
Certification Model, which is presented in this document. We have also defined 5 
standard certificate types which have been included in the appendix. 

This document has evolved from previous work on software product certification 
([16], [17])1. 

 

Eindhoven/Nijmegen 

January 2008 

Petra Heck and Marko van Eekelen 

                                                 

1 We would like to acknowledge Teade Punter for his contribution to earlier versions of the 
LaQuSo Product Certification Model 
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1 INTRODUCTION 

1.1 CONFORMANCE ANALYSIS 

Terms "conformance" and "compliance" are often interchanged in current 
software industry practice and research (e.g. “Year 2000 conformance” and “Year 
2000 compliance” of systems). Although there might be subtle differences in 
meaning, we consider the two terms synonyms meaning: the similarity relation 
between two objects with respect to a certain characteristic. These objects can 
either be specifications, implementations, standards or just simple properties (see 
Figure 1). We will refer to this type of verifications with the term Conformance 
Analysis. 

 

 

Figure 1: Different Types of Conformance Analysis 

 

Conformance Analysis forms the central part of software quality assurance as it 
provides means of checking whether the software being developed corresponds to 
the developer or end-user expectations, legislative acts or standards. We do not 
aim at investigating software engineering techniques ensuring conformance 
rather we investigate techniques allowing us to check conformance. In other 
words, the Conformance Analysis we perform is aimed at artifacts related to 
software products, not at software engineering processes (see Figure 1).  

We can identify three different classes of input artifacts: 

1. Software Artifacts; these will be explained in more detail. 
2. Properties; these can be any kind of property applicable to objects from class 

1. Examples are: “does the program terminate?”, “are the requirements 
testable?” and “is the activity design a sound workflow?” 

3. Standards, Guidelines and Regulations; these are generic sets of rules or 
requirements applicable to the entire class of software artifacts and usually 
written by a different party than the one that created the object from class 
1. Examples are FDA regulations, ANSI C, and a company’s coding 
standards. 

As can also be seen in Figure 1 one of the input objects is usually of class 1, while 
the other can be of any of the three classes. 

Sometimes software artifacts need to be transformed before the analysis can take 
place. For instance a requirements document must be translated into a formal 
model before any property of it can be proofed. Or source code has to be 
transformed into a set of predicates to apply theorem proving.  
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1.2 CERTIFICATION 

For certification a form of conformance analysis is needed. When a certification 
needs to be performed always two types of input are required: one or more 
software artifacts and one or more properties of these artifacts that are to be 
certified. These properties can be one of the following: 

• Consistency: do the different (parts of) software artifacts conform to each other?  

• Functional: does input to the system produce the expected output? 

• Behavioral:  

o General: does the system meet general safety and progress properties like 
absence of deadlocks? 

o Specific: are constraints on the specific states of the system met? 

• Quality: do the artifacts fulfill non-functional requirements in the area of e.g. 
performance, security, and usability? 

• Compliance: do the artifacts conform to standards, guidelines or legislation? 

In the following chapters we will call the above properties Conformance 
Properties. Appropriate conformance analysis techniques should be chosen 
depending on the application domain and input artifacts.  

Software certification consists of a basic assessment of input software artifacts (on 
formalness and uniformity) and the before mentioned conformance analysis with 
the conformance properties.  

In this document we present a certification model for software products. This 
model describes a structured approach to software product certification. 

1.3 MODEL CONCEPTS 

As software artifacts we do not only consider the final software product (the 
source code or working system), but also intermediate deliverables like user 
requirements and detailed design. Each major deliverable is a Product Area in the 
model (see Section 2). We have identified different artifacts, called Elements, 
within the Product Areas, so that properties can be investigated on a more detailed 
level.  

There are three Certification Criteria, which hold for all Product Areas: areas must 
be formally specified, uniform, and conformant. There are four Achievement 
Levels for each Certification Criteria (see Section 3). 

The Certification Criteria can be translated into Specific Criteria per Product Area 
that indicate what formal, uniform, and conformant means for that Product Area. 
The Specific Criteria indicate what the required elements and checks are to 
achieve a certain level of the Certification Criteria (see Sections 4 till 9). 

When the achievement level for each of the three Certification Criteria has been 
established, the overall Certification Level of the product can be determined (see 
Section 10). The more formal elements are present in the product and the more 
formal checks have been performed without detection of faults or non-
conformance, the higher the confidence in the product certificate is. 

The concepts of the model are summarized in Figure 2. Our concepts are loosely 
based on CMMI [2]. 
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Figure 2: Concepts of the Certification Model 

 

1.4 LAQUSO SOFTWARE PRODUCT CERTIFICATION MODEL 
(LSPCM) 

We describe the LaQuSo Software Product Certification Model in the following 
sections. We give examples for each of the Product Areas, but this list is never 
complete (see also Section 12 on Tailoring). This is what we are currently 
elaborating on. Most of our input comes from case studies in industry, with real-
size products and documentation. 

The model can not only be used to certify products after their creation, but it also 
indicates which elements and relations should be present in the product when it is 
being created. Thus the model can be used by both software developers and 
auditors. The Specific Properties are easily converted into a usable checklist, for 
convenient scoring. 

We claim that for a thorough software product certification, formal verification is 
necessary, but comes at the end of the process. It should first start with more 
simple checks: are all elements present, are their relations consistent, are 
standards complied to, etc. Our model is comprehensive and flexible enough to 
allow certification of software products in all life cycle stages, with the applicable 
rigor for the criticality of the software, up to formal verification for the most 
critical products. 

We continue to extend our model and apply it in industry case studies to 
demonstrate the added value of it, so that the LaQuSo Software Product 
Certification Model (LSPCM) becomes recognized as a product standard. 
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2 SOFTWARE PRODUCT AREAS 

For our division of the software product into Product Areas we have taken the 
main deliverables of the development phases (requirements, high-level design, 
low-level design, implementation and test). We have split the requirements into a 
context description and a user requirements part, to emphasize the importance of 
the analysis of the system environment.  

The model consists of six Product Areas: 

• The context description (CD) describes the environment and main processes of 
the system. 

• The user requirements (UR) specify what functions the system has to fulfill. 

• The high-level design (HD) (also called software requirements) is a translation of 
the user requirements into a more precise description in terms of system 
architects.  

• The detailed design (DD) consists of several models of the system that describe 
how the system will be built.  

• The implementation (IMP) contains the system and its documentation, built 
according to the design. 

• The tests (TST) describe the tests of the different software components and the 
whole system. 

 

 

 

Figure 3: Software Product Areas with their Elements 
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Each area can be further divided into subparts, which we call elements. These 
elements can be separate artifacts, a chapter within a document, or different parts 
of a larger model. For instance, the user manual will be a separate artifact 
delivered with the system, the non-functional requirements will be a separate 
section of the user requirements document, and the stakeholders can be described 
as part of the business process description (e.g. in the same diagram).  

Figure 3 shows the areas, their elements and their interrelations. We have put the 
areas in the traditional V-layout. A line between two Product Areas means that 
elements in one area depend on a previous area in the V. E.g. High-Level Design 
is derived from the User Requirements, the System Test tests all functionalities in 
the High-Level Design, and the Acceptance Test can refer to tests reported in the 
System Test to prevent duplication of test cases. 

Each of the elements is explained in Sections 4 till 9, in the respective Product 
Area the element belongs to. 

Note that a certification is not necessarily based on a complete Product Area. It is 
however always required to classify the software artifacts that are input to the 
certification in the appropriate Product Area and elements. It must be determined 
how the artifacts correspond to the model presented in this document. 

 



LaQuSo Software Product Certification Model 

Page 11 of 54 

3 CERTIFICATION CRITERIA 

Certification Criteria (CC) are criteria that apply to each Product Area. There are 
three Certification Criteria for all Product Areas: 

[CC1] Formalness. All required elements in the Product Area should be present 
and as much formalized as possible. 

[CC2] Uniformity. The style of the elements in the Product Area should be 
standardized. 

[CC3] Conformance. All elements should conform to the property that is subject 
of the certification. 

For each of these Certification Criteria different Achievement Levels can be 
established, which we have summarized in Table 1.  

The completeness of a Product Area (CC1) can be basic (all required elements are 
present, level 1) or extra elements may have been added. These elements can be 
semi-formal (level 2) or formal (level 3), which refers to the fact that they are 
specified in a formal language. The more formal an element is, the easier it can be 
subject to formal verification (less transformation is needed). For examples of 
semi-formal and formal elements see SC1.2 and SC1.3 in Sections 4 till 9. 

The uniformity of a Product Area (CC2) can be only within the Product Area itself 
(level 1), with respect to a company standard (level 2), or with respect to an 
industry standard (level 3). By industry standard we mean a general accepted 
description technique that is not specific for the company like the use of UML 
diagrams for design documents. If known standards are used, translations to 
formal methods are likely to be available, which makes formal verification easier. 

The conformance of the Product Area (CC3) to a property can be established with 
different means that gradually increase confidence: manually (level 1), with tool 
support (level 2), or by formal verification (level 3). 

From the levels in Table 1 and the Certification Criteria we derive the scoring 
rules; one for each goal that simply indicates that the level should be as high as 
possible:  

[CC1.1] As many formalized elements as possible. Score 0 if any required element is 
missing; score 1 if any semi-formal element is missing; score 2 if any 
formal element is missing; score 3 if all elements are present. 

[CC2.1] As much standardization as possible. Score 0 if elements of the same type 
have different style (e.g. if all use-case descriptions have a different 
structure); score 1 if elements of the same type have the same style; score 
2 if all elements also comply with the company standard; score 3 if all 
elements also comply with industry standards. 

[CC3.1] Zero faults with the most thorough check possible on conformance. Score 0 if 
any fault has been detected; score 1 if manual review of elements detects 
no faults; score 2 if tool-supported and manual review of elements 
detects no faults; score 3 if review of elements and formal checks detect 
no faults. 
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The Specific Criteria indicate for each Product Area what the required elements, 
applicable standards and possible checks are. We will provide Specific Criteria for 
all Product Areas in Sections 4 till 9. 

 

Table 1: Certification Criteria Achievement Levels 

CC1 Formalness 
0 Some required elements are missing 
1 All required elements are present 
2 Semi-formal elements have been added 
3 Formal elements have been added 
CC2 Uniformity 
0 No standardization 
1 Within the product 
2 Style complies to a company standard 
3 Style complies to an industry standard 
CC3 Conformance 
0 Faults are detected  
1 Manual review/testing has not detected any faults 
2 Automated testing has not detected any faults 
3 Formal verification has not detected any faults 

3.1 SPECIFIC CRITERIA 

Specific Criteria (SC) are criteria that apply to one Product Area only. Each Product 
Area has a different set of Specific Criteria (although they convey some similarity 
as they are based on the Certification Criteria). 

In the following sections we suggest a necessarily incomplete list for each of the 
Product Areas. The Specific Criteria are a direct translation of the three 
Certification Criteria to the Product Area. The required elements, standards and 
checks are different for each Product Area. 

The Specific Criteria indicate the elements or checks that are required for a certain 
Certification Criteria Achievement Level. For instance, to achieve level 2 for CC3 
(conformance), all checks in SC3.1 (manual) and SC3.2 (tool-supported) need to be 
performed and should not reveal any faults. The set of Specific Criteria has been 
collected from literature, standards [1][3][4]-[12][14] and our own experience. 

Note that although the following chapters are specified per Product Area, it can 
also be the case that the input artifacts contain only part of a Product Area. If the 
correspondence between the input artifacts and the Product Area elements is 
clear, the applicable checks can easily be determined. 
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4 CONTEXT DESCRIPTION 

The following Specific Criteria apply for the Context Description Product Area. 

[SC1] Formalness 

The context description is as detailed and as formal as possible. The first sub-
criterion indicates what the required elements are. The last two sub-criteria 
indicate what elements can be formalized.  

[SC1.1] Required Elements 

The following elements are absolutely required for a context description. 

a. Boundaries of the target system 
The scope establishes the boundaries of the target system (the system for which 
the software needs to be designed, e.g. a video recorder or a business unit). 

b. Functions of the target system for the environment 
The environment the software system will be a part of, will work is described by 
answering questions such as: ‘What are the processes that play a role in the 
environment and have influence on the target system?’ and ‘What functions does 
the target system fulfill for the environment?’. 

c. Main processes in the target system 
At least the objectives of the target system are formulated and the main processes, 
specifically the ones that interact with the software system, are described. An 
organization chart can be provided to see how the human resources are grouped 
and how the lines of command are. 

d. Stakeholders 
The stakeholders are the entities (persons or organizations) that have some 
concern in the system. The stakeholders can be part of the target system or they 
may belong to the environment of it. 

e. Actors 
Actors are users and other systems that will interact with the software system. 

[SC1.2] Semi-formal Elements 

The following elements make the context description convertible into a formal 
specification. 

a. Graphical overview of target system 
A context diagram or use-case diagram is drawn that shows the boundaries of the 
target system. 

b. Flowcharts of processes 
A flowchart (also spelled flow-chart and flow chart) is a schematic representation 
of a process. Generally the start point, end points, inputs, outputs, possible paths 
and the decisions that lead to these possible paths are included. 

c. Organization chart 
If human resources are involved, a picture is drawn that shows levels of 
management and communication lines between the resources. 

[SC1.3] Formal Elements 

The following elements formally specify the context description. 
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a. Process models of target system 
The process models describe the steps in the processes of the target system in a 
formal language like Petri Nets or process algebra. 

[SC2] Uniformity 

The style of the context description complies with standards in process modeling. 

[SC2.1] Uniformity 

Within the Product Area there are no elements that deviate from the rest. 

a. Elements and documents of the same type have the same style 
E.g. all processes are described in the same format. E.g. the set of described 
attributes is the same for all actors. 

[SC2.2] Compliance with Company Standards 

Within the Product Area there are no elements that deviate from the applicable 
company standards. 

a. All elements and documents comply with company standards 
There can be a template for the context description or a standard modeling 
technique for business processes. 

[SC2.3] Compliance with Industry Standards 

Within the Product Area there are no techniques used that deviate from the 
industry best practices. 

a. UML diagrams for use-cases 
The boundary of the system is shown in an UML diagram with a box for the 
system and stick-figures for the involved actors. 

b. UML diagrams or state charts for processes 
The target system processes are modeled in UML state or activity diagrams or 
regular state charts. 

c. Dataflow diagram for context diagram 
The boundary of the system is shown in a dataflow diagram that shows the data 
exchange with other parties. 

[SC3] Conformance 

Each element in the context description is described in a correct and consistent 
way. The relations between the elements in the context description are correct and 
consistent. 

[SC3.1] Manual Checks 

The following checks can be executed manually. 

a. Each actor is able to interact with the system 
There is a function that the system offers that is of value to the actor. 

b. The textual description matches the diagrams 
The text and diagrams do not contradict each other in e.g. order of steps. 

c. If applicable maintenance, support and disposal processes have been included 
The processes for the entire life-cycle of the target system are described. 
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d. The processes detailed to the level of interaction with the software system 
It is possible to indicate in the process descriptions which steps are executed by 
the software system to be built and which steps are executed otherwise. 

e. No useless or not described actors 
Each actor is mentioned in the process description and all actors mentioned are 
included 

f. The processes of the target system fulfill its functions for the environment 
For each function the target system fulfills for its environment, at least one 
process must be applicable. There are no processes that do not fulfill any of the 
functions. 

g. The certification property is relevant and feasible 
The certification property answers a question about the context description. The 
question should be relevant with respect to the software product and the answer 
should be obtainable with current techniques. 

h. Formal and informal descriptions conform 
If there are both an informal (e.g. natural language) and a formal model (e.g. 
process models) of the context description they should not contradict each other. 

[SC3.2] Automated Checks 

The following checks can be executed with tools. 

a. Processes are validated by simulation 
A simulation tool is used to step through the process or mark the current state of 
the process. 

b. A modeling tool shows the relation between actors and processes 
Diagrams are drawn in a modeling tool. This tool contains facilities to generate an 
automatic overview of the relation between actors and processes. 

[SC3.3] Formal Checks 

The following checks can be executed with formal methods. 

a. Process models are sound 
A correct workflow has one or more start points and one or more end points. It 
does not contain any dead-locks or live-locks and no dead tasks (tasks that can 
never be executed). When the end point is reached, no tasks are left-over. The 
Woflan tool can analyze the workflow soundness of Petri Nets. 

b. Process models are mutually consistent 
The aggregation of all process models is sound (see previous item). 

c. The process models of the target system and its environment comply 
The process models of the target system comply with the process models from 
environment. The integration of all process models is possible and yields a correct 
workflow (see before). 

d. The process models comply with the certification property 
The process models of the target system do not contain a counter example for the 
certification property. 
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5 USER REQUIREMENTS 

The following Specific Criteria apply for the User Requirements Product Area. 

[SC1] Complete 

The requirements is as detailed and as formal as possible. The first sub-criterion 
indicates what the required elements are. The last two sub-criteria indicate what 
elements can be formalized.  

[SC1.1] Required Elements 

The following elements are absolutely required for a user requirements 
specification. 

a. Functional requirements 
Functional requirements describe the functionality of the system from the 
perspective of the user. This can be done in plain text or in the form of use-cases 
(see below). 

b. Non-functional requirements 
These are also called quality requirements. It is a set of different types of quality 
measures. See the ISO/IEC 9126 standard [13] for quality characteristics.  

c. Glossary 
Many types of entities play a role in the environment processes but only those that 
have to be represented in the system are collected. Not the individual entities, but 
only the types or classes to which they belong are listed (so not "client Johnson", 
but only "client"). The object description can be quite informal in the form of a 
glossary (terms and definitions), or more advanced in the form of a data dictionary 
or object model (see below). 

[SC1.2] Semi-formal Elements 

The following elements make the user requirements specification convertible into 
a formal specification. 

a. Data dictionary or object model 
A data dictionary is a set of metadata that contains definitions and representations 
of data elements. It includes semantics for data elements. The semantic 
components focus on creating precise meaning of data elements. Data 
dictionaries are more precise than glossaries because they frequently have one or 
more representations of how data is structured. Data dictionaries can be 
completed with data or object models that also include complex relationships 
between data elements or objects. 

b. Use-cases (with scenarios) 
A use-case is a named "piece of functionality" as seen from the perspective of an 
actor. For each use-case several use-case scenario's are given (sequences of 
actions, events or tasks), the permitted or desired ones as well as the forbidden 
ones. 

c. Flowcharts of processes 
A flowchart (also spelled flow-chart and flow chart) is a schematic representation 
of a process. Generally the start point, end points, inputs, outputs, possible paths 
and the decisions that lead to these possible paths are included. 
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d. Behavioral properties 
General behavioral properties are e.g. properties that express that certain 
conditions may never occur or that certain conditions should always hold. Usually 
these properties have a temporal aspect and therefore it is possible to express 
them in temporal logic, although a translation in natural language is essential for 
most stakeholders. 

[SC1.3] Formal Elements 

The following elements formally specify the user requirements. 

a. Relational diagram of data/object model 
A relational diagram is a diagram used to describe conceptual data models by 
providing graphical notations for entities and their relationships, and the 
constraints that binds them. The basic graphic elements are boxes, representing 
entities, and arrows, representing relationships. 

b. Process models of use-case scenarios 
The process models describe the steps in the use-case scenarios in a formal 
language like Petri Nets or process algebra. 

c. Behavioral properties specification 
The behavioral properties are expressed in a formal language. If they e.g. have a 
temporal aspect, temporal logic can be used. 

[SC2] Uniform 

The style of the requirements description complies with standards in 
requirements engineering. 

[SC2.1] Uniformity 

Within the Product Area there are no elements that deviate from the rest. 

a. Elements and documents of the same type have the same style 
E.g. all use cases have the same format. E.g. each requirement has the same 
attributes that are described. 

[SC2.2] Compliance with Company Standards 

Within the Product Area there are no elements that deviate from the applicable 
company standards. 

a. All elements and documents comply with company standards 
There can be templates for requirements or use cases within the company. There 
can be standard diagramming techniques or formal languages. Etc. 

[SC2.3] Compliance with Industry Standards 

Within the Product Area there are no techniques used that deviate from the 
industry best practices. 

a. ER diagram for object/data model 
ER diagrams are a special kind of relational diagrams (see above). Entities are 
drawn as rectangles, relationships as diamonds. Attributes are drawn as ovals 
connected to their owning entity sets by a line. Lines are drawn between entity 
sets and the relationship sets they are involved in. The arity of the relationship is 
indicated on the line. 
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b. UML diagrams for use-cases 
The UML use-case diagram indicates which use-cases and actors belong to the 
system and how they all are connected. The UML activity or state diagram shows 
the steps or states in the use-case scenarios. The UML class diagram can show the 
relationships between objects. 

[SC3] Conformance 

Each element in the requirements is described in a correct and consistent way. 
The relations between the elements in the requirements description and with the 
context description are correct and consistent. 

[SC3.1] Manual Checks 

The following checks can be executed manually. 

a. No two requirements or use-cases contradict each other 
It is not the case that one requirement describes property P and another 
requirement describes property Not P. It is not the case that one use-case 
describes an order of steps and another use-case describes a different order of 
steps. Etc. 

b. No requirement is ambiguous 
It is clear what the requirement means. No term in the requirement has an 
alternate meaning that can be misunderstood by any of the stakeholders. It is clear 
where the emphasis in the requirement is.  

c. Functional requirements specify what, not how (no technical solutions) 
The user requirements do not constrain the technical solution. Any design and 
development constraints are part of the non-functional requirements. 

d. Each requirement is testable 
The requirement can be objectively shown to hold. The requirement is expressed 
in precise and quantitative terms. 

e. Each requirement is uniquely identified 
The requirement has a unique identifier (numbered). Preferably the requirements 
are ordered and numbered. Functional and non-functional requirements can only 
have the same number if they are preceded by a letter code. 

f. Each use-case has a unique name 
No two use-cases have the same or similar names. 

g. Each requirement is atomic 
A requirement is a single sentence that expresses one aspect of the system. Avoid 
long sentences and the use of to many proverbs. Different properties of the same 
aspect are sub-requirements. Requirements are split whenever possible. 

h. The definitions in the glossary are non-cyclic 
There is no definition d in the glossary that refers to other definitions, that refer to 
other definitions, etc, until the definition d is referred to. 

i. A use-case is elaborate 
A use-case describes at least pre-conditions, post-conditions, normal flow, and 
alternate flows (including exceptions). 
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j. Use-case diagrams correspond to use-case text 
If diagrams are drawn in the use-case description to show the steps in the use-
case, the descriptions and order of the steps is the same in both the text and the 
diagrams. 

k. Ambiguity is explained in the glossary 
Each ambiguous or unclear term from the requirements is contained in the 
glossary. 

l. The use-cases or functional requirements detail the environment description 
The use-cases or functional requirements detail the environment description in 
the context description (no contradictions). Each step in a business process that 
involves the system has been included in the requirements. Each task that the 
system should fulfill for its environment has been included in the requirements. 
All actors of the context description have been included in the requirements. 

m. No useless actors and use-cases 
Each use-case is involved with at least one actor and each actor is involved with at 
least one use-case. 

n. No useless objects and all objects specified 
Each object is mentioned in the requirements and all objects mentioned in the 
requirements are contained in the object model. 

o. Life-cycle coverage of the objects 
For each object the create-, read-, update- and delete operations are covered in the 
user requirements or not applicable. 

p. The requirements do not contradict the behavioral properties 
None of the behavioral properties is rendered impossible by the requirements. 

q. The functional and non-functional requirements do not contradict 
The use-case or functional requirements do not render the non-functional 
requirements impossible. 

r. The certification property is relevant and feasible 
The certification property answers a question about the requirements. The 
question should be relevant with respect to the software product and the answer 
should be obtainable with current techniques. 

s. Formal and informal descriptions conform 
If there are both an informal (e.g. natural language) and a formal model (e.g. 
process models) of the requirements they should not contradict each other. 

[SC3.2] Automated Checks 

The following checks can be executed with tools. 

a. Requirements are stored in a requirements management tool 
The requirement management tool automatically assigns a unique ID to each 
requirement. 

b. Requirements are stored in a requirements management tool 
Requirements and glossary/objects are stored in a requirements management tool 
which shows the relations between requirements, scenarios, actors, and objects. 

[SC3.3] Formal Checks 

The following checks can be executed with formal methods. 
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a. The use-case scenario models are sound 
A correct workflow has one or more start points and one or more end points. It 
does not contain any dead-locks or live-locks and no dead tasks (tasks that can 
never be executed). When the end point is reached, no tasks are left-over. The 
Woflan tool can analyze the workflow soundness of Petri Nets. 

b. The use-case scenario models are mutually consistent 
The aggregation of all use-case models is sound (see previous item). 

c. The data model diagram is in normal form 
A normal form rigorously defines the relationships between entities. The first 
normal form (1NF) basically states that an attribute can only store one value. The 
second and third (2NF and 3NF) normal forms deal with the relationship of non-
key attributes to the primary key. The fourth and fifth normal forms (4NF and 
5NF) deal specifically with the relationship of attributes comprising a multi-
attribute primary key. Sixth normal form (6NF) only applies to temporal 
databases. 

d. The use-case scenario models comply with the certification property 
The certification (e.g. behavioral) properties are expressed in e.g. temporal logic 
and proved to hold for the process models in e.g. Petri Net formalism. 

e. The use-case scenario models comply with the non-functional requirements 
The non-functional requirements are expressed in e.g. timing constraints and 
proved to hold for the process models in e.g. Petri Net formalism. 

f. The requirements description complies with the environment description 
The process models and the behavioral properties comply with the process models 
from the context description. The integration of all process models is possible and 
yields a sound process model (see before). 
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6 HIGH-LEVEL DESIGN 

The following Specific Criteria apply for the High-Level Design Product Area. 

[SC1] Complete 

The high-level design is as detailed and as formal as possible. The first sub-
criterion indicates what the required elements are. The last two sub-criteria 
indicate what elements can be formalized.  

[SC1.1] Required Elements 

The following elements are absolutely required for a high-level design. 

a. Software requirements 
The software requirements are a more formal description of the use-cases and 
other user requirements. This is a mixture of text and process models. The 
software requirements describe all the functionalities that the system offers. 

b. Objects and their relations 
The objects that play a role in the system and their relations are described.  

c. User interface description 
A first sketch of the user interface (if applicable) of the system is included in the 
design. 

d. Component division 
The high-level components of the system are described. 

[SC1.2] Semi-formal Elements 

The following elements make the high-level design convertible into a formal 
specification. 

a. Object model 
The logical object model is a picture of the objects that play a role in the system 
and their relations. Sometimes such a picture has already been made in the user 
requirements phase. 

b. High-level component model 
The component model is a picture (structure chart) of the high-level division of 
the system into components or modules. The model includes the interfaces that 
the system must have. 

c. Flowcharts of processes 
A flowchart (also spelled flow-chart and flow chart) is a schematic representation 
of a process. Generally the start point, end points, inputs, outputs, possible paths 
and the decisions that lead to these possible paths are included. 

d. Traceability matrix 
The traceability matrix demonstrates the link between the user requirements and 
the high-level design components. 

[SC1.3] Formal Elements 

The following elements formally specify the high-level design. 

a. Relational diagram of object model 
A relational diagram is a diagram used to describe conceptual data models by 
providing graphical notations for entities and their relationships, and the 
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constraints that binds them. The basic graphic elements are boxes, representing 
entities, and arrows, representing relationships. 

b. Process models of system 
Process models can be made for the processes in the target system and for each 
use-case. The models describe the steps in a formal language like Petri Nets or 
process algebra. 

[SC2] Uniform 

The style of the high-level design complies with standards in systems design. 

[SC2.1] Uniformity 

Within the Product Area there are no elements that deviate from the rest. 

a. Elements and documents of the same type have the same style 
E.g. all requirements have the same format and the same set of attributes. E.g. all 
objects have the same set of described attributes. 

[SC2.2] Compliance with Company Standards 

Within the Product Area there are no elements that deviate from the applicable 
company standards. 

a. All elements and documents comply with company standards 
There can be a template for software requirements or e.g. a preferred modeling 
style for object models. 

[SC2.3] Compliance with Industry Standards 

Within the Product Area there are no techniques used that deviate from the 
industry best practices. 

a. ER diagram for object/data model 
ER diagrams are a special kind of relational diagrams (see above). Entities are 
drawn as rectangles, relationships as diamonds. Attributes are drawn as ovals 
connected to their owning entity sets by a line. Lines are drawn between entity 
sets and the relationship sets they are involved in. The arity of the relationship is 
indicated on the line. 

b. UML diagrams or state charts for processes 
The system processes are modeled in UML state or activity diagrams or regular 
state charts. 

[SC3] Conformance 

Each element in the high-level design is described in a correct and consistent way. 
The relations between the elements in the high-level design and with the user 
requirements are correct and consistent. 

[SC3.1] Manual Checks 

The following checks can be executed manually. 

a. No two requirements contradict each other 
It is not the case that one requirement describes property P and another 
requirement describes property Not P. 
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b. No requirement is ambiguous 
It is clear what the requirement means. No term in the requirement has an 
alternate meaning that can be misunderstood by any of the stakeholders. It is clear 
where the emphasis in the requirement is. 

c. Each software requirement is testable 
The requirement can be objectively shown to hold. The requirement is expressed 
in precise and quantitative terms. 

d. Each software requirement is uniquely identified 
The requirement has a unique identifier (numbered). Preferably the requirements 
are ordered and numbered. User and software requirements can only have the 
same number if they are preceded by a letter code. 

e. Process models correspond to requirements text 
The text and diagrams do not contradict each other in e.g. order of steps. 

f. User requirement trace to software requirements 
The software requirements are a more formal description of the user 
requirements; each user requirement is traceable to one or more software 
requirements. 

g. No unnecessary or missing components 
Each component is necessary for implementation of the requirements and no 
component is missing. 

h. No unnecessary or missing objects 
Each object is mentioned in the requirements and all objects mentioned in the 
requirements are contained in the object model. 

i. The life cycle of each object is covered by the system 
For each object the create-, read-, update- and delete operations are covered in the 
software requirements or not applicable 

j. The traceability matrix contains all requirements 
All user requirements and software requirements are included in the traceability 
matrix. Each requirement of one type links to at least one requirement of the other 
type. 

k. The user interface offers access to all described functionality 
For each piece of functionality as described in the software requirements, there is 
an entry point (e.g. menu item or button) in the user interface. 

l. The certification property is relevant and feasible 
The certification property answers a question about the high-level design. The 
question should be relevant with respect to the software product and the answer 
should be obtainable with current techniques. 

m. Formal and informal descriptions conform 
If there are both an informal (e.g. diagrams) and a formal model (e.g. process 
models) of the high-level design they should not contradict each other. 

[SC3.2] Automated Checks 

The following checks can be executed with tools. 

a. Processes are validated by simulation 
A simulation tool is used to step through the process or mark the current state of 
the process. 
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b. A requirements tool shows relations between user and software requirements 
Requirements are stored in a requirements management tool which shows the 
relations between user and software requirements. The tool can automatically 
generate an overview of the related requirements. 

[SC3.3] Formal Checks 

The following checks can be executed with formal methods. 

a. The process models are sound 
A correct workflow has one or more start points and one or more end points. It 
does not contain any dead-locks or live-locks and no dead tasks (tasks that can 
never be executed). When the end point is reached, no tasks are left-over. The 
Woflan tool can analyze the workflow soundness of Petri Nets. 

b. The process models are mutually consistent 
The aggregation of all process models is sound (see previous item). 

c. The object model diagram is in normal form 
A normal form rigorously defines the relationships between entities. The first 
normal form (1NF) basically states that an attribute can only store one value. The 
second and third (2NF and 3NF) normal forms deal with the relationship of non-
key attributes to the primary key. The fourth and fifth normal forms (4NF and 
5NF) deal specifically with the relationship of attributes comprising a multi-
attribute primary key. Sixth normal form (6NF) only applies to temporal 
databases. 

d. The process models comply with certification property 
The certification properties are expressed in e.g. temporal logic and proved to hold 
for the process models in e.g. Petri Net formalism. 

e. The process models comply with non-functional requirements 
The non-functional requirements are expressed in e.g. timing constraints and 
proved to hold for the process models in e.g. Petri Net formalism. 

f. The process models comply with the process model from the user requirements 
The process models comply with the process models from the user requirements 
description. The integration of all process models is possible and yields a sound 
process model (see before). 
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7 DETAILED DESIGN 

The following Specific Criteria apply for the Detailed Design Product Area. 

[SC1] Complete 

The detailed design is as elaborate and formal as possible. The first sub-criterion 
indicates what the required elements are. The last two sub-criteria indicate what 
elements can be formalized.  

[SC1.1] Required Elements 

The following elements are absolutely required for a detailed design. 

a. Component structure 
This is a hierarchical structure where components or modules are split into other 
components and so on. At the lowest level we have the objects from the object 
model. The place of object or data stores is also indicated in the structure. The 
structure indicates which components communicate. 

b. Component behavior description 
The behavior of the components and the interaction between them is described. 
Data types of objects and operations on the objects are specified. 

c. System structure 
The system structure describes the mapping of the component structure to the 
software components of the system. The way this is done depends on the 
development environment. The mapping results in ‘skeletons’ of the components 
to be made in the construction phase. 

d. Hardware/Software environment 
The environment is the mapping between the system structure and the physical 
hardware and software in the environment of the system. This mapping describes 
the infrastructure the system will operate on. 

e. Interface specification 
This specification describes the formats of the interfaces between the system and 
its environment. 

[SC1.2] Semi-formal Elements 

The following elements make the detailed design convertible into a formal 
specification. 

a. Structure chart of component structure 
The structure chart is a picture that shows the division of the system into 
components and modules, down to the level of objects. 

b. Structure chart of system structure 
The structure chart is a picture that shows which logical components are mapped 
to which system components. 

c. Flowcharts of processes 
A flowchart (also spelled flow-chart and flow chart) is a schematic representation 
of a process. Generally the start point, end points, inputs, outputs, possible paths 
and the decisions that lead to these possible paths are included. 

 



Detailed Design 

Page 28 of 54 

d. Algorithms in pseudo code 
Optionally algorithms for the operations can be worked out in detail (otherwise 
this will be done in the construction phase). 

e. Interface definitions in pseudo code 
The interface format is described in pseudo code, such that operation names and 
data types are clear. 

f. Traceability matrix 
The traceability matrix demonstrates the link between the elements from the high-
level design and the detailed design. 

[SC1.3] Formal Elements 

The following elements formally specify the detailed design. 

a. Process model of component behavior 
The process models describe the steps in the component behavior in a formal 
language like Petri Nets or process algebra. 

b. Algorithms in formal language 
The algorithms are specified in a mathematically-based language. 

[SC2] Uniform 

The style of the detailed design complies with standards in systems design. 

[SC2.1] Uniformity 

Within the Product Area there are no elements that deviate from the rest. 

a. Elements and documents of the same type have the same style 
E.g. all algorithms are expressed in the same formalism. E.g. for each component 
the same set of attributes is described. 

[SC2.2] Compliance with Company Standards 

Within the Product Area there are no elements that deviate from the applicable 
company standards. 

a. All elements and documents comply with company standards 
There can be a template for design specification or a preferred modeling 
technique for component structure and behavior. 

[SC2.3] Compliance with Industry Standards 

Within the Product Area there are no techniques used that deviate from the 
industry best practices. 

a. UML diagrams or state charts for processes 
The component behavior is modeled in UML state or activity diagrams or regular 
state charts. 

b. UML Class diagrams for component structure 
The structure of the components (objects and operations) is modeled with UML 
class diagrams. 

c. UML Deployment diagrams for system structure and environment 
The mapping of logical components to system components and the mapping of 
system components to hardware is modeled with UML deployment diagrams. 
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[SC3] Conformance 

Each element in the detailed design is described in a correct and consistent way. 
The relations between the elements in the detailed design and with the high-level 
design are correct and consistent. 

[SC3.1] Manual Checks 

The following checks can be executed manually. 

a. The algorithms comply with their specification 
Assuming the precondition of the algorithm, its calculations yield the 
postcondition of the algorithm. 

b. All components have unique names 
There are no two components that have the same or similar names. 

c. Each logical component is mapped to at least one system component 
There is at least one system component for each logical component. 

d. Component structure interaction matches component behavior interaction 
The indicated relations in the component structure are all implemented by at least 
one interaction in the component behavior. For each interaction in the component 
behavior there is a relation in the component structure. 

e. All component interfaces from the component structure have been specified 
There is no interface in the component structure that has not been included in the 
interface specification. 

f. Each software requirement is traceable to on or more logical components 
There are no software requirements that have not been allocated to a logical 
component. 

g. The traceability matrix contains all software requirements and each logical 
component 
There are no software requirements or logical components that are not included 
in the traceability matrix. All of them link to at least one of the other type. 

h. The certification property is relevant and feasible 
The certification property answers a question about the detailed design. The 
question should be relevant with respect to the software product and the answer 
should be obtainable with current techniques. 

i. Formal and informal descriptions conform 
If there are both an informal (e.g. diagrams) and a formal model (e.g. process 
models) of the detailed design they should not contradict each other. 

[SC3.2] Automated Checks 

The following checks can be executed with tools. 

a. Processes are validated by simulation 
A simulation tool is used to step through the process or mark the current state of 
the process. 

b. A development tool shows the link between requirements and design elements 
Requirements and design are stored in a development tool that shows the link 
between requirements and design elements. The tool automatically generates an 
overview of the linked elements. 
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c. A drawing tool show links between logical and hardware/software components 
The design is made in a drawing tool where links have been created between 
logical components and hardware/software components. The tool contains a 
special diagram to show the mapping between the components. 

[SC3.3] Formal Checks 

The following checks can be executed with formal methods. 

a. The process models are sound 
A correct workflow has one or more start points and one or more end points. It 
does not contain any dead-locks or live-locks and no dead tasks (tasks that can 
never be executed). When the end point is reached, no tasks are left-over. The 
Woflan tool can analyze the workflow soundness of Petri Nets. 

b. The process models are mutually consistent 
The aggregation of all process models is sound (see previous item). 

c. Algorithms are proven 
The correctness of the algorithm (see above) is proven with a mathematically 
based method, e.g. theorem proving. 

d. The process models comply with certification property 
The certification properties are expressed in e.g. temporal logic and proved to hold 
for the process models in e.g. Petri Net formalism. 

e. The process models comply with non-functional requirements 
The non-functional requirements are expressed in e.g. timing constraints and 
proved to hold for the process models in e.g. Petri Net formalism. 

f. The process models comply with the interface specification 
The pre- and postconditions for the interface operations are transformed into 
formal properties that are proved to hold for the process models in e.g. Petri Net 
formalism. 

g. The process models comply with the process model from the high-level design 
The process models comply with the process models from the high-level design. 
The integration of all process models is possible and yields a sound process model 
(see before). 
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8 IMPLEMENTATION 

The following Specific Criteria apply for the Implementation Product Area. 

[SC1] Complete 

The system and documentation are as detailed and as formal as possible. The first 
sub-criterion indicates what the required elements are. The last two sub-criteria 
indicate what elements can be formalized.  

[SC1.1] Required Elements 

The following elements are absolutely required for an implementation. 

a. Software system 
The software system is the final end product. It contains (compiled) source code 
and all other software components that are needed to make the software system 
operational. 

b. User manual or online help 
The manual is a document that describes how users should install and operate the 
system. The manual can be on paper in the form of an online help. 

[SC1.2] Semi-formal Elements 

The following elements make the implementation convertible into a formal 
specification. 

a. Technical specification 
A technical specification provides information, preferably with pictures, on the 
internal structure and the behavior of the system. 

b. Database model 
A database model is a picture or table structure that indicates the tables in the 
database (with columns and keys) and their relations. 

[SC1.3] Formal Elements 

The following elements formally specify the implementation. 

a. Process models of the system 
The process models describe the steps in the system behavior in a formal 
language like Petri Nets or process algebra. 

[SC2] Uniform 

The style of the system and documentation complies with standards in software 
systems and documentation. 

[SC2.1] Uniformity 

Within the Product Area there are no elements that deviate from the rest. 

a. Elements and documents of the same type have the same style 
E.g. all user screens of the system have the same look-and-feel. E.g. each function 
in the user manual is described in the same way. 

[SC2.2] Compliance with Company Standards 

Within the Product Area there are no elements that deviate from the applicable 
company standards. 
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a. All elements and documents comply with company standards 
There can be templates for the user manual and a preferred programming 
language or architecture for software systems. 

[SC2.3] Compliance with Industry Standards 

Within the Product Area there are no techniques used that deviate from the 
industry best practices. 

[Not applicable due to variety in programming environments] 

[SC3] Conformance 

The implementation and documentation are correct and consistent. The relations 
between the elements in the implementation and the documentation and with the 
detailed design are correct and consistent. 

[SC3.1] Manual Checks 

The following checks can be executed manually. 

a. The user manual uses consistent terminology 
Each time a term is used, it has the same meaning and for one single concept one 
single term is used. 

b. The user manual can be used for instruction or for reference 
The user manual contains an explanation of tasks (logical combination of 
commands) that the user can execute with the system and an explanation of all 
single commands within the system. 

c. The manual contains descriptions of error messages and problem resolution 
The manual describes clearly which error situations can exist and how the user 
can solve them. 

d. The user manual contains an index or search function 
The user can find items in the manual through an index on keywords or through 
a search function if it is an online manual. 

e. Warnings or cautions in the user manual precede the applicable step 
The warning should precede the step it applies to. This prevents the user from 
executing a disastrous step without reading the warning. 

f. Text in documentation corresponds to figures or diagrams 
The figures in the user manual indicate the same steps or situations as described 
in the accompanying text. 

g. Manual code review 
An expert review of the code indicates no faults. 

h. The system contains all components as described in the detailed design 
There is no logical or system component in the detailed design that has not been 
included in the system. The components are mapped to system environment as 
described in the detailed design. 

i. The (user) interface descriptions comply with the system’s interfaces 
The interfaces as described in the detailed design are present in the system. 

j. The documentation is up-to-date 
The documentation that is delivered with the system describes the actual state of 
the system. 
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k. The user manual describes all (critical) system functions 
At least for each critical user function there should be a description in the user 
manual. User functions are found in the user and software requirements. 

l. Each operation described in the user manual is executable on the system 
There is no operation in the user manual that can not be executed on the system. 

m. The certification property is relevant and feasible 
The certification property answers a question about the implementation. The 
question should be relevant with respect to the software product and the answer 
should be obtainable with current techniques. 

n. Formal and informal descriptions conform 
If there are both an informal (e.g. the source code) and a formal model (e.g. 
process models) of the implementation they should not contradict each other. 

[SC3.2] Automated Checks 

The following checks can be executed with tools. 

a. Detection of “bad practices” with static analysis tools 
Static analysis tool for the specific programming language identify programming 
practices that often lead to runtime errors or to code that is hard to maintain. 

b. Compliance with coding standards checked by analysis tools 
There are also static analysis tools that can identify deviations from predefined 
coding standards (company- or industry-wide). 

c. The documentation is automatically generated from the system 
Reverse engineering tools are used to generate diagrams from source code. These 
can be structure or behavior diagrams and also database models. 

d. The system (code) was automatically generated from the detailed design 
Forward engineering tools are used to generate code from class diagrams and 
preferably also activity or state diagrams. 

e. The process models of the system correspond with the system (simulation) 
Each step in the process models can also be executed on the system. A simulation 
tool is used to step through the process or mark the current state of the process. 

[SC3.3] Formal Checks 

The following checks can be executed with formal methods. 

a. Static code analysis for behavior 
Static analysis tools that use abstraction techniques or assertion checking 
techniques can identify possible run-time exceptions like e.g. null pointer 
exceptions and index-out-of-bound. 

b. The process models are sound 
A correct workflow has one or more start points and one or more end points. It 
does not contain any dead-locks or live-locks and no dead tasks (tasks that can 
never be executed). When the end point is reached, no tasks are left-over. The 
Woflan tool can analyze the workflow soundness of Petri Nets. 

c. The process models are mutually consistent 
The aggregation of all process models is sound (see previous item). 
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d. Static code analysis with preconditions, postconditions and invariants 
Static analysis with assertion checking tools yields violations of the preconditions, 
postconditions and invariants. For this assertions have to be added to the source 
code. Another option is manual theorem proving of pieces of source code. 

e. The system code correctly generated from the process models 
Some formal description languages have an option to generate source code from 
the formal model. Then only part of the source code has to be manually created. 

f. The process models comply with the process models from the detailed design 
The process models comply with the process models from the detailed design. 
The integration of all process models is possible and yields a sound process model 
(see before). 

g. The process models comply with the certification property 
The process models of the target system do not contain a counter example for the 
certification property. 
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9 TESTS 

The following Specific Criteria apply for the Tests Product Area. 

[SC1] Complete 

The test documents are as detailed and as formal as possible. The first sub-
criterion indicates what the required elements are. The last two sub-criteria 
indicate what elements can be formalized.  

[SC1.1] Required Elements 

The following elements are absolutely required for a test document set. The 
protocols describe the tests to be executed. It consists of the test procedures (steps 
to be taken) and the test cases (data input and expected output for the steps). 

a. Unit & Integration test protocol 
The unit & integration test describes tests of the different software components. 
Components can either be tested stand-alone (unit) or together (integration). Tests 
are based on the detailed design specification. 

b. System test protocol 
The system test describes tests of the whole system on functionalities. The tests 
are based on the high-level design. 

c. Acceptance test protocol 
The acceptance test describes tests of the whole system on suitability for the users. 
The tests are based on the user requirements and performed in the actual 
production environment. 

d. Test reports 
The reports describe the actual test results. Any deviations from the expected 
results should be clearly indicated. 

[SC1.2] Semi-formal Elements 

The following elements make the tests convertible into a formal specification. 

a. Test scripts for test automation 
Test scripts are written in machine-understandable code. The test scripts can be 
executed with test automation tools. 

b. Traceability matrix 
The traceability matrix indicates the relation between the tests and the user 
requirements, software requirements and detailed design. 

[SC1.3] Formal Elements 

The following elements formally specify the tests. 

a. System process models or testable specification 
System models (can refer to process models from other Product Areas) or a 
similar specification of the system input-response behavior is created. 

b. Paths in the process model or wrapper to system under test 
A wrapper to the system under test is needed for automatic testing with test 
generation tools like TorX. Another option is to take paths in the process model as 
test cases to execute. 
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[SC2] Uniform 

The style of the test documents complies with standards in software testing. 

[SC2.1] Uniformity 

Within the Product Area there are no elements that deviate from the rest. 

a. Elements and documents of the same type have the same style 
E.g. all test cases have the same format. E.g. the test results are reported in the 
same way for each test. 

[SC2.2] Compliance with Company Standards 

Within the Product Area there are no elements that deviate from the applicable 
company standards. 

a. All elements and documents comply with company standards 
There can be templates for the test documents or a preferred scripting language or 
tool for test automation. 

[SC2.3] Compliance with Industry Standards 

Within the Product Area there are no techniques used that deviate from the 
industry best practices. 

[Not applicable. There is no standardized style for test documents] 

[SC3] Conformance 

Each element in the test documents is described in a correct and consistent way. 
The relations between the elements in the test documents and with the user 
requirements, the high-level design, the detailed design and the implementation 
are correct and consistent. 

[SC3.1] Manual Checks 

The following checks can be executed manually. 

a. Each test has a unique identifier 
The test has a unique identifier (numbered). Preferably the tests are ordered and 
numbered. Tests of different types can only have the same number if they are 
preceded by a letter code. 

b. Tests describe steps to be executed 
The test describes the steps to be executed on the system to complete the test. 

c. Tests describe expected results 
The test describes per step or at least for the final step what the expected result is. 

d. Tests describe needed input 
The test describes for each step which input is needed. 

e. Tests also use boundary values, stress levels and erroneous input 
There are not only tests for the normal situation, but also for stress conditions and 
for erroneous user input. If equivalence classes can be made for the test input, not 
just one random value is selected, but all relevant boundary values. 

f. Reports record actual results 
The test reports hold proof (e.g. screen shots) of the results of each test. 
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g. Reports describe actual output 
The test reports hold proof (e.g. file print-outs) of the output of each test. 

h. The execution of the test protocols on the system produces the expected results 
The results as recorded in the test reports are the expected results as described in 
the test protocols. Execution of the test protocols on the system yields the expected 
results. 

i. There is a test report for each test in the protocols 
There are no tests in the protocols that have not been recorded in the reports. 

j. There is a test in the acceptance test protocol for each user requirement 
There is no user requirement that has not been tested. If any requirement is not 
testable, other means of verification must be specified. 

k. There is a test in the system test protocol for each software requirement 
There is no software requirement that has not been tested. If any requirement is 
not testable, other means of verification must be specified. 

l. There is a test in the unit & integration test protocol for each (combination of) 
components 
There is no component that has not been tested. If any component is not testable, 
other means of verification must be specified. 

m. The traceability matrix contains all requirements, design components and tests 
The traceability matrix contains all user requirements, software requirements, 
design components, and tests. For items of each three first categories, a link is 
present to at least one test. 

n. The certification property is relevant and feasible 
The certification property answers a question about the tests. The question should 
be relevant with respect to the software product and the answer should be 
obtainable with current techniques. 

o. Formal and informal descriptions conform 
If there are both an informal (e.g. natural language) and a formal model (e.g. 
[paths in the] process models) of the tests or system under test they should not 
contradict each other. 

[SC3.2] Automated Checks 

The following checks can be executed with tools. 

a. Test scripts are created automatically 
E.g. capture-playback tools can be used to record test scripts. 

b. Test scripts are executed with test automation tools 
Test scripts are automatically executed on the system and deviations from the 
expected results are signaled. 

c. Test scripts and reports are linked in a test management tool 
The test management tools offers functionality to enter reports for each test 
procedure. It can produce an overview of the test status for each test. 

[SC3.3] Formal Checks 

The following checks can be executed with formal methods. 
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a. The process models are sound 
A correct workflow has one or more start points and one or more end points. It 
does not contain any dead-locks or live-locks and no dead tasks (tasks that can 
never be executed). When the end point is reached, no tasks are left-over. The 
Woflan tool can analyze the workflow soundness of Petri Nets. 

b. The process models are mutually consistent 
The aggregation of all process models is sound (see previous item). 

c. Model-based testing or the path execution 
The system specification is automatically executed against the system under test 
with tools like TorX (model-based testing) or the paths in the process model are 
executed on the system as test cases. 

d. The process models comply with the certification property 
The process models of the target system do not contain a counter example for the 
certification property. 
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10 CERTIFICATION LEVELS 

From the levels that have been achieved for the three Certification Criteria an 
overall Certification Level can be calculated.  

The model indicates a certification level per Product Area. The certification level 
of the entire product can be determined by taking the minimum over the areas, 
but a Product Area-based certification is more informative. We can e.g. decide to 
only certify the Implementation Product Area if our interest is in the certification 
of the final product without taking into account the development deliverables or 
testing deliverables. We can even certify part of a Product Area, e.g. only the 
communication protocol of a finished system. 

The certification levels are based on an intuitive notion of when product 
certificates are more authorative. The highest level is achieved when a product is 
complete and uniform, and correctness and consistency have been verified with 
the most rigorous method.  

The model has four certification levels. For each certification level we have 
indicated the level that is needed for each of the Certification Criteria (see also 
Table 1): 

 

1. Initial 
CC1≥1 and CC2≥1 and CC3=0 
Each of the required elements is present in the product and the elements are 
uniform. 

2. Manually verified 
CC1≥1 and CC2≥1 and CC3=1 
All elements, relationships and properties have been manually verified. 

3. Automated verified 
CC1≥1 and CC2≥1 and CC3=2 
All elements, relationships and properties have been verified with tool-
support. 

4. Model verified 
CC1≥1 and CC2≥1 and CC3=3 
All elements, relationships and properties have been verified with 
mathematically-based methods wherever possible, or the most rigorous 
method otherwise. 

5. Formally verified 
CC1≥1 and CC2≥1 and CC3=3 and ‘Model == Input’ 
Model verified where it is proven that the results of the mathematically-based 
methods are true for the actual input (and not only for an abstract model of it). 

Of course we also indicate that products with levels higher than 1 for CC1 and CC2 
are more mature. However, for certification purposes these higher levels are only 
‘nice to have’ (it will take less time to certify these types of products) and not 
mandatory. That is why they do not appear explicitly in the above scale. 
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11 SOFTWARE PRODUCT CHANGE ARTIFACTS 

During the life cycle of a software product, usually a number of product updates 
(new functionalities or removal of faults) will occur. During these product 
updates, new artifacts are produced. In this section we investigate how these 
artifacts can be certified. 

11.1 CHANGE ARTIFACTS 

A typical change procedure will produce the following artifacts: 

• Change Request. The change request describes what should be changed and 
why. It usually will describe the change with respect to the original 
requirements document.  

• Impact Analysis. The change to the requirements is analyzed for its impact on 
the original high-level design, the detailed design and the implementation. 
Which components need to be changed? If the change request was not 
formulated in terms of the requirements, this transformation has to be done 
first. 

• Source Code. To implement the change most of the times new source code has 
to be written or existing code needs to be adjusted. 

• Documentation. The documentation and other artifacts (requirements, design, 
etc.) need a new version if anything has changed in them. 

• Tests. New test need to be developed or old tests need adjustment to verify that 
the requested change was implemented correctly. 

11.2 CERTIFYING EVOLVING SOFTWARE PRODUCTS 

We assume that the changes are integrated into the existing artifact set. There will 
be a new version of requirements, high-level design, detailed design, 
implementation and tests if applicable.  

When we certify a software product we always judge the current version. For 
certification it makes no difference if this is the first version or a later version with 
a number of changes incorporated. 

For certification we can ignore the change request and the impact analysis, 
assuming that the changes are integrated into the existing artifacts. 

However, it could be the case that the changes are not fully integrated, but e.g. 
added as an appendix to an existing document. Then we need to perform some 
additional work in taking the union of the original artifact and all its changes, 
before performing the certification. 
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12 TAILORING 

The above list of specific criteria represents LaQuSo’s view on product 
certification. We use this model in our own certification efforts. We are aware that 
this list is never complete and that others may have a different view or use 
different terminology. Therefore, we allow others to take the basics of the 
Certification Model and adopt it to their specific needs. 

The tailoring of the LaQuSo Software Product Certification Model to company- or 
project- specific situations can be done in a number of ways: 

1. Add Product Areas or Elements. It is not allowed to remove any of these. 

2. Change names of Product Areas or Elements to company or project jargon. 

3. Add checks (SC3). It is not allowed to remove any of these. If they are not 
applicable in the company or project situation, they should be marked as 
“N/A”. 

4. Detail elements and checks (SC1 till 3). Make the descriptions of elements 
and checks more detailed with e.g. specific company or project 
information, standards or tools to use. 

In this way the main concepts of the model remain standing, but each company 
and project can customize the contents of the concepts. By not removing any of 
the existing elements and checks, there is still comparison possible with software 
products from other companies or projects. 
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GLOSSARY 

 

Abstraction (1) A view of an object that focuses on the 
information relevant to a particular purpose 
and ignores the remainder of the 
information. 
(2) The process of formulating such a view [6] 

Activity Diagram An Activity Diagram is a type of diagram in 
the Unified Modeling Language. Activity 
diagrams represent the business and 
operational workflows of a system. An 
Activity Diagram shows the overall flow of 
control. 

Assertion A logical expression specifying a program 
state that must exist or a set of conditions that 
program variables must satisfy at a particular 
point during program execution [6] 

Availability The degree to which a system or component 
is operational and accessible when required 
for use. Often expressed as a probability [6] 

Certificate A written guarantee that a system or 
component complies with its specified 
requirements and is acceptable for 
operational use. For example, a written 
authorization that a computer system is 
secure and is permitted to operate in a 
defined environment [6] 

Certification The process of confirming that a system or 
component complies with its specified 
requirements and is acceptable for 
operational use [6] 

Class Diagram In the Unified Modeling Language (UML), a 
class diagram is a type of static structure 
diagram that describes the structure of a 
system by showing the system's classes, their 
attributes, and the relationships between the 
classes. 

Context Diagram A System Context Diagram (SCD) is the 
highest level view of a system, showing the 
system as a whole and its inputs and outputs 
from/to external actors. It can also be known 
as a level 0 data flow diagram. 

Dataflow Diagram A diagram that depicts data sources, data 
sinks, data storage, and processes performed 
on data as nodes, and logical flow of data as 
links between the nodes [6] 

Deadlock A situation in which processing is suspended 
because two or more participants are each 
awaiting resources assigned to the others [6] 
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Deployment Diagram The Deployment Diagram is a type of 
diagram in the Unified Modeling Language. 
Deployment diagrams serve to model the 
hardware used in system implementations, 
the components deployed on the hardware 
and the associations between those 
components. 

Equivalence Class A set of objects that are considered to be 
equivalent by some equivalence relation. 

Failure The inability of a system or component to 
perform its required functions within 
specified performance requirements; the 
result of the fault [6] 

Fault An incorrect step, process, or data definition 
in a computer program (or its intermediate 
artifacts) [5] 

Formal Methods Mathematically based techniques for the 
specification, development and verification of 
software and hardware systems. 

Integrity The degree to which a system or component 
prevents unauthorized access to, or 
modification of, computer programs or data 
[6] 

Laboratory for Quality Software Scientific institute, see www.laquso.com 

LaQuSo See Laboratory for Quality Software 

Live-lock A system exhibiting this phenomenon is 
making infinitely many transitions in finite 
time 

Model-Based Testing Software testing in which test cases are 
derived in whole or in part from a model that 
describes some (usually functional) aspects of 
the system under test (SUT). The model is 
usually an abstract, partial presentation of the 
system under test's desired behavior. The test 
cases derived from this model are functional 
tests on the same level of abstraction as the 
model. 

Performance The degree to which a system or component 
accomplishes its designated functions within 
given constraints, such as speed, accuracy, or 
memory usage [6] 

Petri Net An abstract, formal model of information 
flow, showing static and dynamic properties 
of a system. A Petri net is usually represented 
as a graph having two types of nodes (called 
places and transitions) connected by arcs, and 
markings (called tokens) indicating dynamic 
properties [6] 

Process Algebra The process calculi (or process algebras) are a 
diverse family of related approaches to 
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formally modeling concurrent systems. 
Process calculi provide a tool for the high-
level description of interactions, 
communications, and synchronizations 
between a collection of independent agents or 
processes. They also provide algebraic laws 
that allow process descriptions to be 
manipulated and analyzed, and permit formal 
reasoning about equivalences between 
processes. 

Pseudo Code  A combination of programming language 
constructs and natural language used to 
express a computer program design. For 
example: 
IF the data arrives faster than expected, 
THEN reject every third input. 
ELSE process all data received. 
ENDIF [6] 

Reliability The ability of a system or component to 
perform its required functions under stated 
conditions for a specified period of time [6] 

Reverse Engineering The process of discovering the technological 
principles of a device/object or system 
through analysis of its structure, function and 
operation. 

State Chart See State Diagram 

State Diagram A diagram that depicts the states that a 
system or component can assume, and shows 
the events or circumstances that cause or 
result from a change from one state to 
another [6] 

Static Analysis The process of evaluating a system or 
component based on its form, structure, 
content, or documentation (without computer 
program execution) [6] 

Structure Chart A diagram that identifies modules, activities, 
or other entities in a system or computer 
program and shows how larger or more 
general entities break down into smaller, 
more specific entities [6] 

Target System The target system is the system for which 
software needs to be designed or redesigned. 
In case of an embedded system, a video 
recorder is an example of a target system and 
in case of an information system a business 
unit of an insurance company is an example. 

Temporal Logic Any system of rules and symbolism for 
representing and reasoning about, 
propositions qualified in terms of time. 

Test Generation Tool A software tool that accepts as input source 
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code, test criteria, specifications, or data 
structure definitions; uses these inputs to 
generate test input data; and, sometimes, 
determines expected results [6] 

Theorem Proving The proving of mathematical theorems by a 
computer program. 

TorX Test generation tool, see fmt.cs.utwente.nl/ 
tools/torx/introduction.html 

Traceability Matrix A matrix that records the relationship 
between two or more products of the 
development process; for example, a matrix 
that records the relationship between the 
requirements and the design of a given 
software component [6] 

Unified Modeling Language A non-proprietary specification language for 
object modeling; UML is a general-purpose 
modeling language that includes a 
standardized graphical notation used to create 
an abstract model of a system, referred to as a 
UML model. 

UML See Unified Modeling Language 

Usability The ease with which a user can learn to 
operate, prepare inputs for, and interpret 
outputs of a system or component [6] 

Use-Case Diagram UML standard graphical notation for use 
cases 

Woflan Tool for workflow analysis of Petri Nets, see 
http://is.tm.tue.nl/research/woflan/ 
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APPENDIX: LAQUSO CERTIFICATE TYPES 

Certain certificate types can be defined based on the artifact areas, the type of 
conformance, the certification criteria and the achievement levels. A certificate 
type indicates a predefined “check” LaQuSo can perform on software artifact. For 
each certificate type the following items are defined: 

 

Product Area <The type of input artifact: one of the areas, see Ch2> 

Properties <The type of conformance analysis or the property that has 
to be checked, see 1.1> 

Level <The level for the “Conformance” certification criterion, see 
Table 1> 

Description <A short description of the goal of the certificate type> 

Input <A precise specification of the input needed for this 
certificate type> 

Checks <For the relevant achievement levels of the different criteria 
(see Ch3), a list of checks is included that are part of the 
certificate type; detailed information on the check can be 
found in the LaQuSo Software Product Certification Model> 

 

The currently defined certificate types are included in the following sections. 
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MANUALLY VERIFIED REQUIREMENTS CONSISTENCY 

For the consistency of requirements a certificate can be handed out on two 
different levels: manually verified and model verified. The levels and checks (SC1, 
SC2 and SC3) are explained in Chapter 5. 

 

Product Area User Requirements 

Properties Consistency 

Level Manually verified 

Description Check on the internal consistency of the requirements 

Input Natural language requirements specification 

The following checks need to be answered with ‘Yes’ or ‘Not applicable’. It is 
explicitly specified in the table below when an item may be marked as ‘N/A’. 
Items with ‘-’ in the third column must always be answered with ‘Yes’ to obtain a 
certificate. 

Check Description N/A if: 
Required Elements 
SC1.1 a Functional requirements - 
SC1.1 b Non-functional requirements - 
SC1.1 c Glossary - 
Uniformity 
SC2.1 a Uniform - 
SC2.2 a Compliance to company standards - 
Manual checks 
SC3.1 a No contradictions - 
SC3.1 b No ambiguity - 
SC3.1 c No technical solutions - 
SC3.1 d Testable  - 
SC3.1 e Unique ID - 
SC3.1 f Unique names no use case structure 
SC3.1 g Atomic - 
SC3.1 h Non-cyclic - 
SC3.1 i Elaborate use case no use case structure 
SC3.1 j Diagrams match text no use case structure 
SC3.1 k Terminology in glossary - 
SC3.1 l Detail environment description no env. descr. available 
SC3.1 m No useless actors and use cases no use case structure 
SC3.1 n No useless or unspecified objects - 
SC3.1 o Life-cycle coverage objects - 
SC3.1 p Behavioral properties match - 
SC3.1 q Non-functional requirements match - 

A certificate will be handed out if all checks in the above table are answered with 
‘N/A’ (if allowed according to the table) or ‘Yes’. 
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MODEL VERIFIED REQUIREMENTS CONSISTENCY 

For the consistency of requirements a certificate can be handed out on two 
different levels: manually verified and model verified. The levels and checks (SC1, 
SC2 and SC3) are explained in Chapter 5. 

 

Product Area User Requirements 

Properties Consistency 

Level Model verified 

Description Check the requirements process and data models for  
consistency 

Input Models of the requirements 

The following checks need to be answered with ‘Yes’ or ‘Not applicable’. It is 
explicitly specified in the table below when an item may be marked as ‘N/A’. 
Items with ‘-’ in the third column must always be answered with ‘Yes’ to obtain a 
certificate. 

Check Description N/A if: 
Required Elements 
SC1.3 a Relational diagram of data/objects - 
SC1.3 b Process models - 
SC1.3 c Behavioral properties specification - 
Formal checks 
SC3.3 a Sound process models - 
SC3.3 b Mutually consistent - 
SC3.3 c Normal form - 
SC3.3 d Match behavioral properties - 
SC3.3 e Match non-functional requirements non-funct. req. not available 
SC3.3 f Match environment description no env. descr. available 

A certificate will be handed out if all checks in the above table are answered with 
‘N/A’ (if allowed according to the table) or ‘Yes’. 
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PROCESS BEHAVIOR FROM DETAILED DESIGN 

Process behavior certificates aim to check general or specific progress and safety 
properties on the software product. We can examine the detailed design or the 
implementation (source code or running system), which leads to three different 
certificates. A formal process model is needed to check the desired behavioral 
properties. The levels and checks (SC1, SC2 and SC3) are explained in Chapter 7. 

 

Product Area Detailed Design 

Properties Behavioral 

Level Model verified 

Description Check the behavioral properties on the formal models; 
Check conformance between the informal design 
documentation and the formal models;  

Input Formal and informal models of the component behavior, 
safety and progress properties 

The following checks need to be answered with ‘Yes’ or ‘Not applicable’. It is 
explicitly specified in the table below when an item may be marked as ‘N/A’. 
Items with ‘-’ in the third column must always be answered with ‘Yes’ to obtain a 
certificate. 

Check Description N/A if: 
Required Elements 
SC1.1 a Component structure - 
SC1.1 b Component behavior description - 
SC1.1 c System structure - 
SC1.1 d Hardware/Software environment - 
SC1.1 e Interface specification - 
SC1.3 a Model of component behavior - 
Manual checks 
SC3.1 a 
till g 

Consistency of elements Element not delivered 

SC3.1 h Relevant and feasible properties - 
SC3.1 i Formal and informal model conform - 
Formal checks 
SC 3.3 b, c 
,e till g 

Consistency of elements Element not delivered 

SC3.3 a Process models are sound - 
SC3.3 d Models match behavioral properties  - 

A certificate will be handed out if all checks in the above table are answered with 
‘N/A’ (if allowed according to the table) or ‘Yes’. 
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PROCESS BEHAVIOR FROM SOURCE CODE 

Process behavior certificates aim to check general or specific progress and safety 
properties on the software product. We can examine the detailed design or the 
implementation (source code or running system), which leads to three different 
certificates. A formal process model is needed to check the desired behavioral 
properties. The levels and checks (SC1, SC2 and SC3) are explained in Chapter 8. 

 

Product Area Implementation 

Properties Behavioral 

Level Model verified 

Description Check the behavioral properties on the formal models; 
Check conformance between the source code and the 
formal models;  

Input Formal and informal models of the component behavior, 
source code, safety and progress properties 

The following checks need to be answered with ‘Yes’ or ‘Not applicable’. It is 
explicitly specified in the table below when an item may be marked as ‘N/A’. 
Items with ‘-’ in the third column must always be answered with ‘Yes’ to obtain a 
certificate. 

Check Description N/A if: 
 Detailed Design certificate granted Design not delivered 
Required Elements 
SC1.1 a Software system - 
SC1.2 a Technical specification - 
SC1.3 a Process models of the system - 
Manual checks 
SC3.1 a 
till l 

Consistency of elements Element not delivered 

SC3.1 m Relevant and feasible properties - 
SC3.1 n Formal and informal model conform - 
Formal checks 
SC 3.3 a, 
c, d, f 

Consistency of elements Element not delivered 

SC3.3 b Process models are sound - 
SC 3.3 e Code correctly generated No generated code 
SC3.3 g Models match behavioral properties  - 

A certificate will be handed out if all checks in the above table are answered with 
‘N/A’ (if allowed according to the table) or ‘Yes’. 
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PROCESS BEHAVIOR FROM TESTS 

Process behavior certificates aim to check general or specific progress and safety 
properties on the software product. We can examine the detailed design or the 
implementation (source code or running system), which leads to three different 
certificates. A formal process model is needed to check the desired behavioral 
properties. The levels and checks (SC1, SC2 and SC3) are explained in Chapter 9. 

 

Product Area Tests (Model Based Testing) 

Properties Behavioral 

Level Model verified 

Description Check conformance between the running system and the 
formal models; check the behavioral properties on the 
formal models 

Input Formal models of the component behavior, executable 
system, safety and progress properties 

The following checks need to be answered with ‘Yes’ or ‘Not applicable’. It is 
explicitly specified in the table below when an item may be marked as ‘N/A’. 
Items with ‘-’ in the third column must always be answered with ‘Yes’ to obtain a 
certificate. 

Check Description N/A if: 
 Detailed Design certificate granted - 
Required Elements 
SC1.3 a System process models - 
SC1.3 b Wrapper to system under test - 
Manual checks 
SC3.1 n Relevant and feasible properties - 
SC3.1 o Formal model and system conform - 
Formal checks 
SC3.3 a Process models are sound - 
SC 3.3 b Process models are mutually consistent - 
SC 3.3 c Model-based testing - 
SC3.3 d Models match behavioral properties  - 

A certificate will be handed out if all checks in the above table are answered with 
‘N/A’ (if allowed according to the table) or ‘Yes’. 

 


