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Preface

This thesis presents the author’s research in the period from 2002 to 2004. It was
done in Leuven, Belgium during his “free” time and in Eindhoven University
of Technology (January - December 2003) as a Ph.D. student.

The main focus of the thesis is in Cryptography, in particular on uncondi-
tionally secure multi-players protocols, and partially on some related areas from
Complexity Theory and Coding Theory. The thesis is based on the following pa-
pers in order of their appearance as preprints [NNPV02a, NNPV02b, NNPV02c,
NNPV02d, NNPV02e, NN03a, NNP03b, NNP03c, NNP03d, NNP03e, NNP03f,
NN03g, NN04a, NNP04b, NNP04f]. My earlier eight papers on Complex Anal-
ysis and Coding Theory published before I started working on Cryptography
are obviously not included in the thesis. The remaining papers [BNN04c,
BNNP04d, BNN04e, BNN04g] published during my work as a Ph.D. student
are also not included, although their focus is similar, due to space limitation
and in order to stay focused.

The thesis is divided in two parts. In the first part we describe the basic
notion and schemes. The second part addresses how these schemes are used in
more advanced protocols. Our goal as mathematicians always is to uncover the
underlying principles in mathematical terms and only then to analyze them.
This fundamental approach leads first to identification of weaknesses which a
considered protocol may posses, identifying possible attacks and strengthening
the protocol to resist such attacks, and hence improving its security. Second,
the collected knowledge often allows us to improve the efficiency of the protocol
with respect to various complexity measures. And last but not least in some
cases we are able to generalize the existing schemes and to obtain a unified
theory.
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Chapter 1

Introduction

Those who are afraid of wolves should not go in the forest.
Bulgarian Proverb

In this thesis we are not going back thousands of years to the ancient Egyptians,
or Julius Caesar for the origin of cryptography, neither to more recent milestones
as Enigma, DES, the invention of public key cryptography. Our intention is to
focus on a branch of cryptography which will play a more important role in
the future than it plays nowadays. In an conceivable future the society with
powerful quantum computing devices will use mainly unconditionally secure
schemes, since the nowadays dominant public key cryptography will be no more
secure. Moreover, the decentralization of trust and the ability to perform tasks
in distributed, un-trusted environments will be substantial.

The question whom to trust is fundamental for anybody in any situation,
and becomes paramount when security is required. There are many examples
when even well established trusted entities become malicious. The reasons can
be different, but the result at the end is always the same: they are not trusted
anymore. One known solution to overcome such a problem is instead of placing
your trust just in one (trusted) party to distribute the trust among a group of
entities, especially when the stakes are high. This should be done so that certain
specified groups of them are able to perform an operation, but smaller, possibly
malicious, subsets cannot do any harm to the system. There are several known
cryptographic concepts that address the question for distribution of trust. Some
of them are secret sharing schemes, verifiable secret sharing schemes, and multi-
party computation.

Shamir and Blakley independently introduced secret sharing schemes, as a
tool to protect the secret. In such a scheme a so-called dealer D shares a secret
among the members of a set P, which are usually called players or participants.
The sharing is performed in such a way that only certain specified subsets
of players are able to reconstruct the secret, while smaller subsets have no
information about this secret at all (in a strict information theoretic sense). A
stronger version called verifiable secret sharing has been introduced by Chor et
al., which achieves robustness against corrupt players.

The notion of secure multi-party computation has been introduced by Yao.
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It is a primitive that allows a group of participants, with private inputs to
compute a function on their inputs in such a way that all of them learn the
value of the function, but nothing else. Theoretically, each input could be sent
over a secure channel to a trusted party, which could compute the desired result
and send it back to all the participants. The goal of multi-party computation
is to allow the players to compute the function without the trusted party, and
at the same time to preserve the security of the theoretical scenario, even when
some of the participants become corrupt.

In this thesis we consider mainly parties which have unlimited power, i.e. we
consider the information theoretic setting (in contrast to the setting in which
parties are limited to probabilistic polynomial time computations). We work
in a distributed environment equipped with secure channels between different
parties and with a common broadcast channel; we also require this system to
be synchronous.

A secret sharing scheme is said to implement an access structure when the
secret can be reconstructed only if certain sets of players cooperate. A wide
range of general approaches for designing secret sharing schemes exists, but
most of these techniques result in linear schemes. Since the late 80’s many ef-
forts have been put into finding better constructions (algebraic, geometric, com-
binatorial) of secret sharing schemes which allow to implement any monotone
access structure. In this thesis we will use an algebraic model of computation,
introduced by Karchmer and Wigderson, called monotone span program. It is
well known that there is one-to-one correspondence between linear secret shar-
ing schemes and monotone span programs and that monotone span programs
can compute any complete monotone access structure. Our goal in this thesis is
to show that using the linear algebra language (e.g. monotone span programs)
it is easy to generalize all protocols that extend Shamir’s (polynomial) secret
sharing scheme. The main difference appears to be the strongly multiplicative
property, as we will see in multi-party computation protocols.

The thesis consists of two parts:

In the first part we describe basic properties and notions like access struc-
ture, adversary structure and secret sharing schemes. Then linear secret sharing
schemes are introduced mainly by means of the equivalent algebraic notion of
monotone span programs. The last chapter in this part deals with verifiable
secret sharing schemes which guarantee the robustness of the sharing and the de-
tection/correction of misbehaving players. These properties make the verifiable
secret sharing schemes a desired building block for more advanced protocols.
Our main results in this part are:

• In Chapter 3, Section 3.2 we obtain a better lower bound for the size of
a monotone span program for a given access structure refining the result
of Beimel et al., by not only using the critical sets of the given access
structure but also using the critical sets of its dual. We establish the first
(to the best of our knowledge) upper bound for the size of a monotone
span program. In addition we also show that for any pair of dual access
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structures there are corresponding pair of dual codes (constructed by their
monotone span programs).

• In Chapter 3, Section 3.3 we expand the known construction for mul-
tiplicative monotone span programs and introduce a new notion called
multiplicative product monotone span program. Then some properties of
the product monotone span programs are proved, which shed some new
light on this topic. We prove that the proposed approach is more efficient
than the known ones.

• In Chapter 4, Section 4.3 some specific verifiable secret sharing protocols
(e.g. asymmetric, with reduced round complexity) are described for gen-
eral access structures. A generalized view on distributed commitment and
verifiable secret sharing based on any secret sharing scheme is given.

• In Chapter 4, Section 4.4 a new notion of error-correcting codes is pro-
posed, namely error-set correcting codes and a relation between them and
(verifiable) secret sharing is investigated. This characterization translates
the security of the verifiable secret sharing to pure geometrical-coding
(sphere packing) conditions. We prove also that many of the properties
that the classical codes have are valid in a more general setting.

The second part is devoted to several applications of the techniques de-
scribed in the first part. Proactive verifiable secret sharing deals with a more
powerful adversary than in the regular verifiable secret sharing setting, namely
a mobile one which is allowed to potentially move among players over time with
the limitation that it can only control some subset of players at a time unit.
Next it is shown how such a proactive verifiable secret sharing can be used to
build a distributed key distribution center. Other applications of secret sharing
that are discussed are metering schemes and distributed oblivious transfer. In
the last chapter of the thesis we describe one of the most advanced algorithms in
cryptography, namely multi-party computation. We outline the known results
for threshold and general access structures and present some new constructions.
Our main results in the second part are:

• The generalization of existing threshold protocols to general access struc-
ture protocols.

• In Chapter 5 a revision of the mobile adversary model of Herzberg’s
et al. is proposed, which impose less restriction on the adversary. Then
we describe several attacks on existing proactive verifiable secret sharing
schemes, and give a modifications of the schemes that resist these attacks.

• In Chapter 6 we generalize the existing threshold protocols for distributed
key distribution center to protocols for general access structure.

• In Chapter 7 a strengthened model for metering schemes is introduced and
a more efficient protocol satisfying the requirements of the new model is
described. The considered approach is extended to robust metering.
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• In Chapter 8 we prove conditions for the existence of a secure distributed
oblivious transfer, as well as constructions achieving the bounds in both
threshold and general cases.

• In Chapter 9 we enhance the known construction in multi-party com-
putation protocols and propose more efficient sub-protocols. Namely
two reduction multiplication protocols, which allow the players to reduce
the multiplicative product access structure, to another access structure.
These protocols are analogous (for the general access structures case)
to the approach used by Ben-or et al. and Gennaro et al. We prove
that these protocols are more efficient. Conditions for the existence of
computationally and unconditionally secure multi-party computation are
presented.
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Part I

Theory
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Chapter 2

General Access Structures

In Section 2.1 of this chapter we introduce basic notions as access structures
and adversary structures. Then we describe certain known operations (e.g.
restriction, contraction, insertion in increasing sets, sum, product and compo-
sition) on access structures and properties (e.g. self-duality, Q`, domination,
minimal (maximal) Q2). New properties (e.g. star topology of forbidden sets,
`-self-duality) and operations (e.g. element-wise union, element-wise intersec-
tion, insertion in decreasing sets) are introduced and investigated in Section 2.2.
Secret sharing schemes are described in Section 2.3. The results presented in
Section 2.2 are based on [NNPV02a, NNPV02b, NN03a, NNP03b, NNP03d].

2.1 Access Structures

2.1.1 Introduction

To study secret sharing schemes (SSS) one first needs some notations. Denote
the participants (players) of the scheme by Pi, 1 ≤ i ≤ n, the set of all players
by P = {P1, . . . , Pn} and the set of all subsets of P (i.e. the power set of P)
by P (P). Denote the dealer of the scheme by D, but sometimes we will refer
to him also by P0.

As usual let us call the groups which are allowed to reconstruct the secret
qualified (authorized) and the groups which should not be able to obtain any
information about the secret forbidden (unqualified). The set of qualified groups
is denoted by Γ (Γ ⊆ P (P)) and the set of forbidden groups by ∆ (∆ ⊆ P (P)).
The set Γ is called monotone increasing if for each set A in Γ also each superset
of A is in Γ. Similarly, ∆ is called monotone decreasing, if for each set B in ∆
also each subset of B is in ∆. A monotone increasing set Γ can be efficiently
described by the set Γ− consisting of the minimal elements (sets) in Γ, i.e. the
elements in Γ for which no proper subset is also in Γ. Similarly, the set ∆+

consists of the maximal elements (sets) in ∆, i.e. the elements in ∆ for which
no proper superset is also in ∆. The tuple (Γ,∆) is called an access structure if
Γ ∩∆ = ∅. It is obvious that (Γ−,∆+) generates (Γ,∆). If the union of Γ and
∆ is equal to P (P) (so, Γ is equal to ∆c, the complement of ∆), then it is said
that the access structure (Γ,∆) is complete and denote it just by Γ.
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Remark 2.1.1. From now on Γ will be used to denote complete access struc-
tures, whereas (Γ,∆) will be used to denote (incomplete) access structures.

An access structure Γ is called trivial if Γ = ∅. Sometimes the monotone
decreasing sets ∆ are referred to as monotone structures [FM02, M02].

The simplest access structure is called (k, n)-threshold, denoted by Tk,n, if
all subsets of P with at least k + 1 participants are qualified and any subset of
up to k players is forbidden.

Definition 2.1.2. [JM94, D97] For an access structure (Γ,∆) core(Γ) is de-
fined to be the set of players which are in some minimal qualified set, that is,

core(Γ) = ∪A∈Γ−A.

Access structure (Γ,∆) is called connected if core(Γ) = P.

It is clear that players which are not in core(Γ) are never needed in the
reconstruction of the secret. Or, in other words, if one has a SSS for access
structure (Γ,∆) a new SSS can be built based only on players from core(Γ).
Let us define the dual access structure for (Γ,∆).

Definition 2.1.3. [D97] The tuple (Γ⊥,∆⊥) is defined on P as follows

Γ⊥ = {A : Ac ∈ ∆} and ∆⊥ = {A : Ac ∈ Γ}.

It is easy to observe that (Γ⊥,∆⊥) is an access structure if and only if (Γ,∆) is
an access structure. For this reason (Γ⊥,∆⊥) is called the dual access structure
of (Γ,∆).

For a complete access structure the dual access structure could therefore be
defined as follows.

Definition 2.1.4. [JM94] The dual access structure Γ⊥ of an access structure
Γ, defined on P, is the collection of sets A ⊆ P such that P \A = Ac /∈ Γ (i.e.
Ac ∈ ∆).

Note that (Γ⊥)⊥ = Γ and (∆⊥)⊥ = ∆.

Example 2.1.5. Let access structure Γ be defined by Γ− = {12, 23, 24, 34}.
Then it is easy to calculate ∆+ = {13, 14, 2} and, using Definition 2.1.4, to
obtain (Γ⊥)− = {134, 23, 24} and (∆⊥)+ = {34, 14, 13, 12}.

Example 2.1.6. Recall that for the (k, n)-threshold access structure Tk,n, the
set of forbidden sets is ∆ = {A : |A| ≤ k}. Hence the dual access structure is
the (n− k − 1, n)-threshold, i.e. Tn−k−1,n. Or in other words T⊥k,n = Tn−k−1,n.

Definition 2.1.7. An access structure is called self-dual if Γ = Γ⊥.

Example 2.1.8. A simple example of a self-dual access structure is Tk,2k+1.

Remark 2.1.9. Notice that Γ⊥1 ⊆ Γ2 ⇐⇒ Γ⊥2 ⊆ Γ1.
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There is one-to-one correspondence between complete access structures and
monotone Boolean functions. Associate with every player Pi a Boolean variable
xi. Then with any set A ⊆ P one associates a variable xA = (x1, . . . , xn) by
fixing xi = 1 if and only if Pi ∈ A; xA is sometimes called the characteristic
vector of A. Now a one-to-one mapping between f and Γ is defined in the
following way: f(xA) = 1 if and only if A ∈ Γ.

A minimal set of variables of a monotone function with the property that,
no matter what the values of the other variables are, the value of the function
is 1 on any input that assigns 1 to each variable in the set is called a minterm.
Using the mapping between access structures and monotone functions, it is easy
to see that minterms correspond to minimal sets.

A minimal set of variables of a monotone function with the property that,
no matter what the values of the other variables are, the value of the function
is 0 on any input that assigns 0 to each variable in the set is called a maxterm.
Recall the one-to-one mapping between f and Γ. With this mapping in mind
it is not difficult to verify that maxterms are equivalent to maximal sets.

Let f(x1, . . . , xn) be a monotone Boolean function. Let f∗(x1, . . . , xn) =
f(x1, . . . , xn), sometimes f∗ is called the dual function of f . In fact the minterms
of f∗ are exactly the maxterms of f . Using again the one-to-one mapping be-
tween f and Γ it follows that if access structure Γ corresponds to a monotone
function f , then the function f∗ corresponds to the dual access structure Γ⊥.

2.1.2 Adversary Structures

A common model for dealing with cheaters is to consider an adversary A who
may corrupt some of the players. The adversary is additionally characterized
by a particular subset ∆A of ∆ [HM97, HM00, FM02], which is itself monotone
decreasing structure. The set ∆A is called adversary structure while the set
∆ is called privacy structure. The players which belong to ∆ are curious but
execute the protocol correctly, while the players which belong to ∆A are corrupt
and may not follow the protocol.

In general one distinguishes between passive and active corruption. When
the adversary obtains the complete information which the corrupt players pos-
sess, but the players still execute the protocol correctly, that is called passive
corruption and the players are called curious. In contrast, active corruption
means that the adversary takes complete control over the corrupt players. Ob-
viously active corruption is strictly stronger than passive corruption. Another
classification is whether the adversary is static or adaptive. By static is meant
that the set of corrupt players is chosen by the adversary once and for all before
the protocol starts, whereas adaptive means that the adversary can at any time
during the protocol choose to corrupt additional player as long as the total set
of corrupt players is in ∆A.

Denote the complement ΓA = P (P) \ ∆A = ∆c
A. Some authors call

this set honest players structure, which terminology appears to be a mislead-
ing. Actually its dual access structure Γ⊥A should be called the honest players
structure, since for any set A of corrupt players, i.e. in ∆A, the complement
Ac = P \ A is the set of honest players and vice versa. By Definition 2.1.4 the
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set {Ac : A ∈ ∆A} is the dual access structure Γ⊥A.
Hirt and Maurer introduced the notion of Q2(Q3) adversary structure.

Definition 2.1.10. [HM97, HM00] Let the set of players be P.

• An adversary structure ∆A is called Q` if no ` sets in ∆A cover the full
set P of players.

• An access structure Γ is called Q` when ∆A = Γc is Q` (i.e. ∆A = ∆).

The following fact is a well known connection between Q2 and dual access
structures. For the sake of completeness we will give a proof.

Lemma 2.1.11. An access structure Γ is Q2 if and only if Γ⊥ ⊆ Γ.

Proof. Let Γ be Q2. From Definition 2.1.4 it follows that for every B ∈ Γ⊥

the complement Bc /∈ Γ, i.e Bc ∈ ∆. Taking into account Definition 2.1.10 one
obtains that B /∈ ∆, i.e. B ∈ Γ. Hence Γ⊥ ⊆ Γ holds.

Now let Γ⊥ ⊆ Γ hold. Consider an arbitrary A ∈ ∆, i.e. A /∈ Γ. Then from
Definition 2.1.4 it follows that Ac ∈ Γ⊥ and therefore Ac ∈ Γ. Note that the
condition “for all A /∈ Γ we have Ac ∈ Γ” is equivalent to Q2. Thus Γ is Q2.

Some authors consider also fail-corrupt players. Following [FHM98] to fail-
corrupt a player means that the adversary may stop the communication from
and to that player. It is assumed that a player will not recover once he is caused
to fail. But unless the player is also passively corrupted the adversary is not
allowed to read any information that this fail-corrupt player possesses. The
collection of fail-corrupt players is denoted by ∆F ⊆ ∆. Generally we will not
consider such kind of corruption. So, unless it is explicitly mentioned we will
assume that the adversary cannot fail-corrupt the players.

Definition 2.1.12. [FM02, M02] An (∆,∆A,∆F )-adversary is an adversary
who can (adaptively) corrupt some players passively and some players actively,
as long as the set A of actively corrupt players and the set B of passively corrupt
players satisfy both

A ∈ ∆A and (A ∪B) ∈ ∆.

Additionally the adversary could fail-corrupt some players in ∆F . When ∆F =
∅ one denotes it by (∆,∆A), in case ∆A = ∆ one simply says a ∆A-adversary.

This model is known as the mixed adversary model. A ∆A-adversary for which
∆A is Q2 (Q3) is referred to as a Q2 (Q3) adversary. Note that in case of
secret sharing schemes one has ∆A = ∅. For verifiable secret sharing schemes
adversaries are classified according to whether they cheat actively or passively,
i.e. the adversary is called passive if ∆A = ∅ and active otherwise. In the
threshold case it is usual to shorten the notation (∆,∆A,∆F )-adversary to
(k, ka, kf )-adversary.
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2.1.3 Operations on Access Structures

In [Ma93] Martin proposed methods for producing new secret sharing schemes
from existing ones.

Definition 2.1.13. [Ma93] Let Γ be a monotone access structure defined on
set P and let Q ⊆ P. The restriction of Γ at Q, Γ|Q, and the contraction of Γ
at Q, Γ·Q, are monotone access structures defined on P \Q such that for each
A ⊆ P \Q,

A ∈ Γ|Q ⇐⇒ A ∈ Γ, A ∈ Γ·Q ⇐⇒ A ∪Q ∈ Γ.

Thus the members of (Γ|Q)− are those members of Γ− that do not contain any
member of Q. If Q ∈ Γ then the members of (Γ·Q)− are all participants of
P \ Q. If Q /∈ Γ then (Γ·Q)− consists of all minimal (and non empty) sets of
the form A ∩ (P \Q), where A ∈ Γ−.

Now we give a useful general construction, introduced by Martin [Ma93],
which allows to begin with “small” schemes with a few participants and build
them up to “large” schemes with higher number of participants.

Definition 2.1.14. [Ma93] Let Γ1 and Γ2 be two monotone access structures
defined on participant sets P1 and P2 respectively, and let Pz ∈ P1. Define the
insertion of Γ2 at player Pz in Γ1, Γ1(Pz → Γ2), to be the monotone access
structure defined on the set (P1 \Pz)∪P2 such that for A ⊆ (P1 \Pz)∪P2 one
has

A ∈ Γ1(Pz → Γ2) ⇐⇒
{
A ∩ P1 ∈ Γ1, or
((A ∩ P1) ∪ Pz ∈ Γ1 and A ∩ P2 ∈ Γ2) .

In other words Γ1(Pz → Γ2) is the monotone access structure Γ1 with partici-
pant Pz “replaced” by the sets of Γ2. Notice that this insertion is an operation
on a monotone increasing set. Later we will define insertion on a monotone
decreasing set (see Definition 2.2.16).

As Martin pointed out in [Ma93] there are many special cases of the use of
insertion. He considered two of them.

Definition 2.1.15. [Ma93] If Γ1 and Γ2 are defined on P1 and P2 respectively,
then one can define the sum Γ1 + Γ2 and the product Γ1×Γ2 as the monotone
access structures defined on P1 ∪ P2 such that for A ⊆ P1 ∪ P2,

A ∈ Γ1 + Γ2 ⇐⇒ (A ∩ P1 ∈ Γ1 or A ∩ P2 ∈ Γ2) ,
A ∈ Γ1 × Γ2 ⇐⇒ (A ∩ P1 ∈ Γ1 and A ∩ P2 ∈ Γ2) .

Van Dijk [D97] showed some relations between insertion, product and sum
of access structures and dual access structures.

(Γ1(Pz → Γ2))⊥ = Γ⊥1 (Pz → Γ⊥2 ), (2.1)
(Γ1 × Γ2)⊥ = Γ⊥1 + Γ⊥2 ,
(Γ1 + Γ2)⊥ = Γ⊥1 × Γ⊥2 .
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Now we will follow the settings given in [JMO97]. Recall that P is the set of
participants and let P = P1 ∪ · · · ∪ P` be a partition of P (that is ∅ 6= Pi 6= P,
Pi ∩Pj = ∅, if i 6= j and ∪`i=1Pi = P). Let us write |Pi| = ni and n =

∑`
i=1 ni.

For a set A ⊆ P one denotes Ai = A ∩ Pi. Obviously A = A1 ∪ · · · ∪ A`. For
i = 1, . . . , `, let Γi be an access structure on Pi and let Γ0 be an access structure
on the participants set P0 = {P1, . . . ,P`}.

Definition 2.1.16. [JMO97] With the notion as above the composite access
structure of Γ1, . . . ,Γ`, following Γ0, denoted by Γ0[Γ1, . . . ,Γ`], is defined as
follows

Γ0[Γ1, . . . ,Γ`] = {A ⊆ P | ∃B ∈ Γ0 such that Ai ∈ Γi for all Pi ∈ B}
=

⋃
B∈Γ0

{Ai ∈ Γi for all Pi ∈ B}.

That is, each of the sets Pi plays the role of a participant for Γ0. Thus a coalition
A ⊆ P is qualified if and only if it includes as subsets, qualified coalitions in
enough of the components Γ1,Γ2, . . . ,Γ` to constitute a qualified subset for Γ0.
Note that the access structures Γi could be defined over P, not only over Pi.
A composite SSS can be useful for secret sharing when the set of participants
is divided into several groups, each of them with its own family of qualified
coalitions. The relation among these groups is given by the structure Γ0.

The following relations are known, given a partition P = P1 ∪ · · · ∪ P` and
access structures Γ1, . . . ,Γ`:

• the sum of Γ1, . . . ,Γ` is Γ1 + · · · + Γ` = {A ⊆ P | Ai ∈ Γi for some i},
hence Γ1 + · · ·+ Γ` = T0,`[Γ1, . . . ,Γ`];

• the product of Γ1, . . . ,Γ` is Γ1 × · · · × Γ` = {A ⊆ P | Ai ∈ Γi for all i},
hence Γ1 × · · · × Γ` = T`−1,`[Γ1, . . . ,Γ`];

• let Γ1,Γ2 be two structures defined on the sets P1 and P2 and let Pz is a
participant from P1. Then the operation insertion can be presented also
as Γ1(Pz → Γ2) = Γ1[Γ2, T0,1, . . . , T0,1].

• Composite access structures can be obtained by applying insertion several
times as follows Γ0[Γ1, . . . ,Γr] = Γ0(P1 → Γ1)(P2 → Γ2) . . . (Pr → Γr).

Now a relation between access structures, called domination is given.

Definition 2.1.17. [JMO97] Access structure Γ0 dominates access structure
Γ if there exist access structures Γ1, . . . ,Γn such that: Γ = Γ0[Γ1, . . . ,Γn].

Theorem 2.1.18. [JMO97] Let Γ and Γ0 be access structures. Then Γ0 dom-
inates Γ if and only if Γ0 ⊆ Γ.

Definition 2.1.19. [JMO97] Access structure Γ0 directly dominates the access
structure Γ if there does not exist an access structure Γ′ (distinct from Γ0 and
Γ) such that Γ0 dominates Γ′ and Γ′ dominates Γ.
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Theorem 2.1.20. [JMO97] Let Γ and Γ0 be access structures on P. Then Γ0

directly dominates Γ if and only if there exists a (unique) maximal set B ∈ ∆+
0

(where ∆0 = Γc0) such that Γ = Γ0 ∪ {B}.

Hence rephrasing Lemma 2.1.11 the access structure Γ is Q2 if and only if Γ⊥

dominates Γ.

Remark 2.1.21. Note that inclusion makes the set P partially ordered, whereas
domination makes the set P (P) partially ordered.

An analogy to minimal and maximal sets is the following definition.

Definition 2.1.22. An Q2 access structure Γ is called minimal Q2 if for every
access structure Γ′ which directly dominates Γ, it follows that Γ′ is not Q2. A
Q2 monotone structure ∆ is called maximal Q2 if Γ = ∆c is a minimal Q2

access structure.

The following fact is well known.

Lemma 2.1.23. An access structure Γ is minimal Q2 if and only if it is self-
dual.

Proof. Since the Q2 condition is equivalent to Γ⊥ ⊆ Γ (i.e. to ∆ ⊆ ∆⊥) (see
Lemma 2.1.11) one needs to show only the equivalence between the statements:
“for any A ∈ ∆ it follows that A ∈ ∆⊥” and “Γ is minimal Q2”.

It is straightforward to prove that any self-dual access structure is minimal
Q2. To prove the converse one assumes that there exists A ∈ ∆⊥ such that
A /∈ ∆, i.e. A ∈ Γ. By Definition 2.1.3 it follows that Ac ∈ ∆⊥. Define Γ̃ by
setting Γ̃c = ∆̃ = ∆ ∪ {A}. It is clear that ∆ $ ∆̃, i.e. Γ̃ $ Γ, but since Γ is
a minimal Q2 access structure, Γ̃ cannot be a Q2 access structure. Thus there
exist two sets B,C ∈ ∆̃ such that C = Bc. On the other hand since ∆ is not
Q2 it follows that A = B ∈ ∆̃ and C ∈ ∆ hold, i.e. one has C = Ac ∈ ∆. Then
by Definition 2.1.3 A ∈ Γ⊥. But one has chosen A ∈ ∆⊥ – a contradiction. We
conclude that any minimal Q2 access structure is self-dual.

2.2 New Operations and Properties

2.2.1 Element-wise Union

We will first describe certain properties of the operation for access structures,
introduced in [NNPV02a] and later applied to different models in [NNPV02b,
NNPV02c, NNPV02d, NNPV02e, NN03a, NNP03b]. The same operation for
monotone structures was also defined by Fehr and Maurer in [FM02], where it
was called element-wise union.

Definition 2.2.1. For any two monotone decreasing sets ∆1,∆2 the operation
] is defined as follows: ∆1 ]∆2 = {A = A1 ∪A2;A1 ∈ ∆1, A2 ∈ ∆2}.

It is easy to check that ∆1 ] ∆2 is monotone decreasing. Note that if A ∈
(∆1 ]∆2)+ then A = A1 ∪A2 for some A1 ∈ ∆+

1 and A2 ∈ ∆+
2 .
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Definition 2.2.2. For any two monotone increasing sets Γ1,Γ2 the operation
] is defined as follows: Γ1 ] Γ2 = {A = A1 ∪A2;A1 /∈ Γ1, A2 /∈ Γ2}c.

Obviously Γ1 ] Γ2 is monotone increasing, since Γ1 ] Γ2 = (∆1 ] ∆2)c. Note
that from B ∈ Γ1 ] Γ2 it follows that B ∈ Γ1, B ∈ Γ2 and that B 6= A1 ∪ A2

with A1 /∈ Γ1, A2 /∈ Γ2.

Example 2.2.3. Let Γ−1 = {13, 14, 23, 24, 34} and thus ∆+
1 = {3, 4, 12}. Also

let Γ−2 = {12, 14, 23, 24, 34} and ∆+
2 = {2, 4, 13}. Then (∆1]∆2)+ = {123, 124,

134} and (Γ1 ] Γ2)− = {234}.

Example 2.2.4. Consider two threshold access structures Tk1,n and Tk2,n.
Since ∆1 = {A : |A| ≤ k1} and ∆2 = {A : |A| ≤ k2} and by applying Def-
inition 2.2.1 one obtains ∆1 ]∆2 = {A : |A| ≤ k1 + k2}. Hence Tk1,n ] Tk2,n =
Tk1+k2,n.

Corollary 2.2.5. For any two access structures Γ1 and Γ2, the element-wise
union is a subset of their product.

Γ1 ] Γ2 ⊂ Γ1 × Γ2.

Let us apply the element-wise union multiple times.

Definition 2.2.6. For an access structure (Γ,∆) the ∗ operation is defined
recursively as follows: j ∗ ∆ = {A = A1 ∪ A2;A1 ∈ (j − 1) ∗ ∆, A2 ∈ ∆}, for
j = 2, 3, . . ..

Clearly ∆ ⊆ 2 ∗∆ ⊆ 3 ∗∆ ⊆ . . .. Consider the tuples (Γ,∆), (Γ, j ∗∆), . . ..
Since j∗∆ is a monotone decreasing set the tuple (Γ, j∗∆) is an access structure
if and only if Γ ∩ j ∗∆ = ∅.

Definition 2.2.7. For a complete access structure Γ the ∗ operation is defined
as follows: first set ∆ = P (P) \ Γ and (as in Definition 2.2.6) calculate j ∗∆.
Then define j ∗ Γ = P (P) \ j ∗∆, for j = 2, 3, . . .

Note that Γ ⊇ 2 ∗ Γ ⊇ 3 ∗ Γ ⊇ . . .. Now one can look at the sequence
Γ, 2 ∗ Γ, . . .. They are access structures if and only if j ∗ Γ 6= ∅, i.e. if j ∗ Γ is
non-trivial.

Lemma 2.2.8. Let Γ be a complete access structure, then j ∗ Γ 6= ∅ for every
j if and only if there exists a player Pi ∈ P such that {Pi} /∈ ∆ (so, {Pi} ∈ Γ).

Now we are ready to define the notion of adversary power pA.

Definition 2.2.9. Let ΓA be a complete access structure. The adversary power
is defined by pA = max{j : j ∗ ΓA 6= ∅}.

The idea of secret sharing schemes is to share a secret over more participants.
This means that the case when {Pi} ∈ Γ for some Pi is not of practical interest.
We could define the adversary power pA in this case by pA =∞.

Theorem 2.2.10. Let ΓA be a complete adversary access structure then, ∆A =
ΓcA is Q`, if and only if pA ≥ `.
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Note that pA provides more complete information than Q`, since pA = j
implies that ∆A is Q` for ` ≤ j and that ∆A is not Qj+1. That is, it measures
not only how “big” the adversary structure is but also how “small” it is.

Example 2.2.11. Consider the access structure Γ = {14, 23, 24, 34, 123, 124,
134, 234, 1234} thus ∆ = {∅, 1, 2, 3, 4, 12, 13}. From Definition 2.2.6 one obtains
2 ∗∆ = {∅, 1, 2, 3, 4, 12, 13, 14, 23, 24, 34, 123, 124, 134}, 2 ∗ Γ = {234, 1234},
3 ∗∆ = {∅, 1, 2, 3, 4, 12, 13, 14, 23, 24, 34, 123, 124, 134, 234, 1234}, 3 ∗Γ = ∅. So,
from Definition 2.2.9 one gets pA = 2. For a graphical presentation of these
access structures see below.

Graphical Presentation of Access Structures
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2.2.2 Element-wise Intersection

In this section we introduce an operation, that is in some sense dual to the
element-wise union.

Definition 2.2.12. The element-wise intersection operation ◦ for any two
monotone increasing sets Γ1,Γ2 is defined as follows: Γ1 ◦ Γ2 = {B = B1 ∩
B2;B1 ∈ Γ1, B2 ∈ Γ2}.

It is easy to check that Γ1 ◦ Γ2 is monotone increasing.

Lemma 2.2.13. B ∈ (Γ1 ]Γ2)⊥ if and only if B = B1 ∩B2 for some B1 ∈ Γ⊥1
and B2 ∈ Γ⊥2 .

Proof. Let us find the dual of Γ1 ] Γ2. Let A /∈ Γ1 ] Γ2, i.e., A = A1 ∪ A2 for
some A1 /∈ Γ1 and A2 /∈ Γ2 (see Definition 2.2.1). Hence Ac1 ∈ Γ⊥1 , A

c
2 ∈ Γ⊥2 .

Thus Ac = Ac1 ∩ Ac2;Ac1 ∈ Γ⊥1 , A
c
2 ∈ Γc2. In other words B ∈ (Γ1 ] Γ2)⊥ if and

only if B = B1 ∩B2 for some B1 ∈ Γ⊥1 and B2 ∈ Γ⊥2 .
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Corollary 2.2.14. For any access structures Γ1 and Γ2, their element-wise
intersection is the dual access structure of the element-wise union of the dual
access structures Γ⊥1 and Γ⊥2 .

Γ1 ◦ Γ2 = (Γ⊥1 ] Γ⊥2 )⊥.

Lemma 2.2.15. For any access structures Γ1 and Γ2, their sum is subset of
the element-wise intersection.

Γ1 + Γ2 ⊂ Γ1 ◦ Γ2.

Proof. Using Definition 2.1.4 it is easy to verify that Γ1 ⊆ Γ2 if and only if
∆2 ⊆ ∆1 if and only if Γ⊥2 ⊆ Γ⊥1 . Now using Corollaries 2.2.5, 2.2.14 and the
relation between the operations (2.1) one can conclude that

Γ1 + Γ2 = (Γ⊥1 × Γ⊥2 )⊥ ⊂ (Γ⊥1 ] Γ⊥2 )⊥ = Γ1 ◦ Γ2.

2.2.3 Insertions in Monotone Decreasing Sets

Now we will define the operation insertion in monotone decreasing sets.

Definition 2.2.16. Let ∆1 and ∆2 be two monotone decreasing sets defined on
participant sets P1 and P2 respectively, and let Pz ∈ P1. Define the insertion
of monotone decreasing set ∆2 at player Pz in ∆1, ∆1(Pz → ∆2), to be the
monotone decreasing set defined on the set (P1 \ Pz) ∪ P2 such that for A ⊆
(P1 \ Pz) ∪ P2 we have

A ∈ ∆1(Pz → ∆2) ⇐⇒
{
A ∈ ∆1, or
((A ∩ P1) ∪ Pz ∈ ∆1 and A ∩ P2 ∈ ∆2) .

Hence ∆1(Pz → ∆2) is the monotone decreasing set ∆1 with participant Pz
“replaced” by the sets of ∆2. It is easy to verify that, ∆1(Pz → ∆2) is monotone
decreasing too.

Let us consider Γ1 defined on the set of players P. Add one extra player Pz
to the set of players P and form a new access structure Γ3, such that A ∈ ∆+

1

if and only if A ∪ Pz ∈ ∆+
3 . Note that the player Pz is not important for

reconstructing the secret, he does not belong to core(Γ3).
By combining Definition 2.2.16 and the construction above we arrive at the

following lemma.

Lemma 2.2.17. With the notions as above the following relation holds:

∆1 ]∆2 = ∆3(Pz → ∆2).
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2.2.4 Some New Properties

In this section we investigate certain properties of access structures (e.g. star
topology for forbidden sets and element-wise union of an access structure with
its dual) .

Definition 2.2.18. An access structure has star topology for forbidden sets,
if there exists a player Pi such that Pi is a member of every maximal forbidden
set, i.e. for any set A ∈ ∆+, Pi ∈ A. Call Pi to be in the center of the star.

The next lemma follows directly from Definition 2.1.4 and Definition 2.2.18.

Lemma 2.2.19. Access structure Γ has star topology for forbidden sets if and
only if Pi /∈ B for any set B ∈ (Γ⊥)−.

Lemma 2.2.20. Access structure Γ has star topology for forbidden sets if and
only if Pi /∈ A for any set A ∈ Γ−.

Proof. Assume that there exists A ∈ Γ− such that Pi ∈ A. Define B = A\{Pi},
so B ∈ ∆. Thus, using the monotone decreasing property of ∆, there exists
a set C such that B ⊆ C and C ∈ ∆+. It is now easy to check that Pi /∈ C,
because otherwise it will follow that A ⊆ C, which is impossible since A ∈ Γ
and Γ is monotone increasing, implying that C ∈ Γ. So, Pi /∈ C and C ∈ ∆+.
By Definition 2.2.18 this contradicts the fact that Γ has a star topology for
forbidden sets.

Let us now assume the opposite, i.e. Pi /∈ A for any set A ∈ Γ−. Suppose
that there exists B ∈ ∆+ such that Pi /∈ B, i.e. Γ has not a star topology for
forbidden sets. Define A = B ∪ {Pi}, so A ∈ Γ. Then, using the monotone
increasing property of Γ, there exists a set C such that C ⊆ A and C ∈ Γ−. It
is now easy to check that Pi ∈ C, because otherwise it will follow that C ⊆ B
and ∆ is monotone decreasing, implying that C ∈ ∆. So, Pi ∈ C and C ∈ Γ−

a contradiction.

Corollary 2.2.21. Access structure Γ has star topology for forbidden sets if
and only if the dual access structure Γ⊥ has star topology for forbidden sets.

Lemma 2.2.22. Access structure Γ has star topology for forbidden sets if and
only if Γ is not connected.

Proof. Note that the following two statements are equivalent: “Pi is not in the
core(Γ)” and “Pi /∈ A for any A ∈ Γ−”. So, from Lemma 2.2.20 such players
Pi belong to any set A ∈ ∆+, i.e. the access structure Γ has star topology for
forbidden sets.

Now we are ready to give another proof of an interesting property of access
structures.

Theorem 2.2.23. [JM94] For any access structure Γ core(Γ) = core(Γ⊥).
Access structure Γ is connected if and only if the dual access structure Γ⊥ is
connected.
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Proof. By Lemma 2.2.22 all players Pi which are not in the core(Γ) are in the
center of the star and vice versa. Note that by Lemma 2.2.19 the same is true
for the players Pi which are not in the core(Γ⊥).

Remark 2.2.24. Players Pi which are not in the core(Γ) are actually dead
players for both access structures Γ and Γ⊥ (as we will see later, their individual
information rate (see (2.3)) is zero in both access structures).

Lemma 2.2.25. The access structure Γ ] Γ⊥ is not trivial (i.e., P ∈ Γ ] Γ⊥).

Proof. Recall the set ∆ ] ∆⊥ = {A = A1 ∪ A2;A1 /∈ Γ, A2 /∈ Γ⊥} from Defi-
nition 2.2.1. Suppose that there exist A1 and A2, such that A1 /∈ Γ, A2 /∈ Γ⊥

and A1 ∪ A2 = P. This would mean that ∆ ] ∆⊥ = P (P), i.e. Γ ] Γ⊥ = ∅.
Without loss of generality one can assume that A1 ∩A2 = ∅, because otherwise
one can replace A2 with A2 \ A1 ∈ ∆⊥ (from the monotone decreasing prop-
erty). Hence A1 = Ac2 /∈ Γ. From Definition 2.1.4 it follows that Ac1 = A2 ∈ Γ⊥.
But A2 /∈ Γ⊥, which contradicts our assumption. Hence there are no sets A1

and A2, such that A1 /∈ Γ, A2 /∈ Γ⊥ and A1 ∪ A2 = P. Therefore one has
Γ ] Γ⊥ 6= ∅.

Now we are ready to state next result in this section.

Theorem 2.2.26. Let Γ and Γ⊥ be connected access structures. Then

Γ ] Γ⊥ = {P}.

Proof. We have already proved in Lemma 2.2.25 that P ∈ Γ ] Γ⊥. Hence it is
sufficient to prove that except for {P} there are no other sets in Γ ] Γ⊥.

For any set A ∈ ∆+ and any player Pi ∈ P, Pi /∈ A we have (A∪{Pi}) ∈ Γ.
Set B = (A ∪ {Pi})c then B ∈ ∆⊥. Therefore A ∪B = (P \ {Pi}) ∈ (∆ ]∆⊥).

Assume that there exists a player Pj such that (P \ {Pj}) /∈ (∆ ]∆⊥). So,
Pj ∈ A for every set A ∈ ∆+, because otherwise using the construction given
above one arrives at a contradiction. Hence the access structure Γ has the star
topology for the forbidden sets (see Definition 2.2.18), i.e., there exists a player
Pj such that for any set A ∈ ∆+, Pj ∈ A. Now using Lemma 2.2.22 one obtains
that Γ is not connected – a contradiction which proves the statement of the
theorem.

Let us call the access structure (Γ,∆A) Q3 when ∆A ]∆A = ∆ = Γc and
∆A is Q3. Now we will state a result that is similar to the result for Q2 access
structures, stated in Lemma 2.1.11.

Lemma 2.2.27. With the notions as above, access structure (Γ,∆A) is Q3 if
and only if Γ⊥ ⊆ Γ.

Proof. Consider an incomplete access structure (Γ,∆A), where ∆A]∆A = ∆ =
Γc.

Let ∆A be Q3. From Definition 2.1.3 it follows that for every B ∈ Γ⊥ the
complement Bc ∈ ∆A. Taking into account Definition 2.1.10 one obtains that
B ∈ Γ. (Assuming that B /∈ Γ implies B ∈ ∆ = ∆A ]∆A and the observation
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that P = B ] Bc ∈ ∆A ] ∆A ] ∆A leads to a contradiction.) Hence Γ⊥ ⊆ Γ
holds.

To prove the other direction assume that Γ⊥ ⊆ Γ holds. Consider an arbi-
trary A ∈ ∆A. Then from Definition 2.1.3 it follows that Ac ∈ Γ⊥ and therefore
Ac ∈ Γ (and thus Ac /∈ ∆A]∆A = ∆). Note that the condition “for all A ∈ ∆A
we have Ac /∈ ∆A ]∆A” is equivalent to being Q3. Thus ∆A is Q3.

Theorem 2.2.28. For monotone decreasing structure ∆A define Γc1 = ∆A and
Γc2 = ∆ = ∆A ]∆A. Then ∆A is Q3 if and only if Γ⊥1 ⊆ Γ2.

Proof. Note that Definition 2.1.4 implies that A ∈ Γ⊥1 ⇐⇒ Ac /∈ Γ1 ⇐⇒
Ac ∈ ∆A. Now observe that Γ⊥1 = Γ⊥ and that Γ2 = Γ, where Γ is from
Lemma 2.2.27. Thus ∆A is Q3 if and only if (Γ,∆A) is Q3 and thus also if and
only if Γ⊥ ⊆ Γ (by Lemma 2.2.27), i.e. Γ⊥1 ⊆ Γ2 holds.

Rephrasing the result of Theorem 2.2.28, using Definition 2.1.17 we can say
that ∆A is Q3 if and only if Γ⊥1 dominates Γ2.

Remark 2.2.29. Note that we have Γ2 = Γ1 ] Γ1, using Definition 2.2.2 and
Γ1 = ΓA. Thus the statement in Theorem 2.2.28 can be re-stated as: ∆A is Q3

if and only if Γ⊥A ⊆ ΓA ] ΓA or equivalently if and only if (ΓA ] ΓA)⊥ ⊆ ΓA.

Definition 2.2.30. We call the adversary access structure ∆A 3-self-dual if
equality in Theorem 2.2.28 holds, i.e. when Γ⊥A = ΓA ] ΓA.

Remark 2.2.31. By using the notion Q` for ` ≥ 3 in a natural way one
can prove results analogous to those in Lemma 2.2.27 and Theorem 2.2.28.
Therefore similarly to Definition 2.2.30 one can define the concept of an `-self-
dual adversary access structure ∆A.

2.3 Secret Sharing Schemes

2.3.1 An Overview

After secret sharing schemes were proposed by Shamir [S79] and Blakley [B79],
research on this topic has been extensive. In this section we will give a brief
description of the subject.

Consider a finite set K (the set of secrets), n finite sets S1, · · · ,Sn, where Si
is the set of possible shares for player Pi, and let S be their Cartesian product
S = S1× · · · × Sn. The elements of S are called sharing. For any subset A ∈ P
the restriction of S to A is defined in a natural way by SA = ×Pi∈ASi and will
be denoted by SA.

It is important to note that in the “classic” model of secret sharing schemes,
only curious players are considered, i.e. only passive corruption is allowed.

Players and Communication Model:
Each player is connected to a common broadcast medium. Also between every
two players as well as between every player and the dealer there are secure chan-
nels, also called bilateral channels. We assume that the system is synchronized,



20 General Access Structures

i.e. the players can access a common global clock. We also assume that each
player has a local source of randomness. This communication model is called
secure-channel and was introduced in [BGW88, CCD88].

The Adversary Model:
The adversary can passively corrupt a group of players at any time as long as
this group is from the set of forbidden players. The corrupt players are assumed
to execute the protocol correctly, i.e. the adversary is passive but adaptive.

Definition 2.3.1. A secret sharing scheme based on an access structure (Γ,∆)
is a pair (Share, Reconstruct) of protocols (phases) namely, the sharing phase,
where dealer D shares to the players a secret s ∈ K, and the reconstruction
phase, where the players try to reconstruct s, such that the following two prop-
erties hold:

• Privacy: The players of any set B ∈ ∆ learn nothing about the secret s
as a result of the sharing phase.

• Correctness: The secret s can be computed by any set of players A ∈ Γ.

A secret sharing scheme is usually described by a joint conditional proba-
bility distribution PS|K : S × K −→ [0, 1]. Before we start explaining how the
probability distribution PS|K describes a secret sharing scheme we will intro-
duce some notation.

2.3.2 Some Information Theoretic Definitions and Results

Here we provide the basic definitions, the reader is referred to [CT91] for a
complete treatment. Let X be a random variable with probability measures
PX . The entropy H(X) is defined by

H(X) = −
∑
x

PX(x) log2 PX(x).

Or equivalently H(X) = −E(log2 PX(x)), where E denotes the expectation.
H(X) is also called the uncertainty about X. The entropy H(X) measures the
the amount of information contained in X. Thus, H(X) = 0 if and only if one
is certain about X. Let X and Y be, possibly dependent, random variables
with probability measures PX and PY respectively. The conditional entropy
H(X|Y = y) is defined by

H(X|Y = y) = −
∑
x

PX|Y (x|y) log2 PX|Y (x|y).

ObviouslyH(X|Y = y) = −E(log2 PX|Y (X|y)). The conditional entropyH(X|Y )
is then defined by

H(X|Y ) = −
∑
y

PY (y)H(X|Y = y).



2.3 Secret Sharing Schemes 21

Hence H(X|Y ) = −E(log2 PX|Y (X|Y )) and it measures the average amount
of bits needed to describe X given the knowledge of Y . Some equations and
inequalities with natural interpretations can be derived from these definitions.
For example

H(XY ) = H(X) +H(Y |X), (2.2)

i.e., the information needed to describe both X and Y equals the informa-
tion needed to describe X together with the information needed to describe Y
given the knowledge (information) of X. The second example is the following
inequality:

0 ≤ H(X|Y ) ≤ H(X) ≤ log2 |{x : PX(x) > 0}|.

The mutual information between X and Y is defined as the difference between
H(X) and H(X|Y ),

I(X;Y ) = H(X)−H(X|Y ).

It measures the amount of information X and Y have in common (equation
(2.2) implies directly that I(X;Y ) = I(Y ;X)). Given n + 1 random variables
X1, . . . , Xn, Y , the entropy of X1 . . . Xn given Y can be defined as

H(X1 . . . Xn|Y ) = H(X1|Y ) +H(X2|X1Y ) + · · ·+H(Xn|X1 . . . Xn−1Y ).

Therefore, for any sequence of n random variables X1, . . . , Xn it holds that

H(X1 . . . Xn) =
n∑
i=1

H(Xi|X1 . . . Xi−1) ≤
n∑
i=1

H(Xi).

The above relation implies that, for any j ≤ n,

H(X1 . . . Xn) ≥ H(X1 . . . Xj).

The conditional mutual information between X and Y given Z is defined as

I(X;Y |Z) = H(X|Z)−H(X|Y Z) = H(Y |Z)−H(Y |ZX) = I(Y ;X|Z).

Since the conditional mutual information I(X;Y |Z) is non-negative it follows
that

H(X|Z) ≥ H(X|Y Z).

2.3.3 The Mathematical Concept

We will now present the formal definition of secret sharing schemes by means
of the entropy function. In order to use the entropy function one can define
for any set A ⊆ P a random variable Ã with probability measure PSA|K . The
amount of information needed to describe the share of participant Pi is equal
to H(P̃i). The amount of information needed to describe the secret is H(K̃).
The amount of information needed to describe the secret given the knowledge
of all the shares of A equals H(K̃|Ã). Then Definition 2.3.1 can be rephrased
as follows.
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Definition 2.3.2. [D97] A secret sharing scheme (SSS) for an access structure
(Γ,∆) on participant set P is a probability measure PS|K , which describes a
secret sharing scheme with set of participants P, such that, for A ⊆ P.

S1: if A ∈ Γ then H(K̃|Ã) = 0;

S2: if A ∈ ∆ then H(K̃|Ã) = H(K̃).

The requirement [S2] is equivalent to I(K̃; Ã) = 0, which implies that the
forbidden groups have no information at all about the key, while condition [S1]
means that qualified groups have all information needed to reconstruct the se-
cret. Note that the security offered by this model is unconditional, which means
that it does not depend on the computing time and the amount of resources
that are available when the adversary is attempting to obtain information about
the secret.

Remark 2.3.3. In the secret sharing scheme for (Γ,∆), if a set A /∈ Γ ∪ ∆
then conditions [S1] and [S2] from Definition 2.3.2 do not specify a relationship
between H(K̃|Ã) and H(K̃). All one can say is that 0 ≤ H(K̃|Ã) ≤ H(K̃).
Note that for such a group A the participants may have some information about
the secret.

Perfect schemes are the most studied class of secret sharing schemes. These
are schemes for complete access structures; i.e. a group is either qualified or
forbidden. So, every group of participants either has no information about the
secret or is able to reconstruct it.

For reasons of efficiency and security it is important to keep the size of the
shares as small as possible. As a common measure for the amount of information
that must be given to participants one can use the worst-case information rate,
which is the ratio between the size of the secret and the maximum size of the
shares. More precisely define the size of the secret by H(K̃). Similarly, the size
of Pi’s share is defined by H(P̃i). Next define the individual information rate
as

c(Pi) = H(P̃i)/H(K̃). (2.3)

Finally, define the worst case information rate as

ρ(Γ) =
1

maxPi∈P c(Pi)
. (2.4)

The definition of information rate for SSSs is analogous to the information rate
for error-correcting codes. It can be shown that for any perfect secret sharing
scheme and for any participant Pi ∈ core(Γ) one has H(P̃i) ≥ H(K̃). It is
shown in [D97] that for each perfect SSS one can build a new SSS with the same
individual information rate for the players from core(Γ) and with individual
information rate equal to zero for the players which are not in core(Γ). Thus
for any perfect SSS, for a complete access structure Γ, one has 0 ≤ ρ(Γ) ≤ 1.

This bound leads naturally to the definition of ideal SSSs and ideal access
structures. An ideal SSS (access structure) is defined as a perfect SSS for
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a complete access structure Γ for which ρ(Γ) = 1. Or in other words the
complete access structure Γ is called ideal if there is an SSS for Γ, such that
any participant has only one share with size equal to the size of the secret (i.e.,
c(Pi) = 1 for all players).

Recall that the SSS is called perfect if and only if ∆c = Γ. Now we present
an example of SSS, namely the Shamir’s (k, n)-threshold SSS [S79]. As we will
see later this scheme (see Fig. 2.1) is linear.

Sharing Phase:
Let s be a secret from some finite field F. Each player Pi is associated
publicly with a non-zero element αi ∈ F, so |P| < |F|.

1. The dealer D chooses a random polynomial f(x) over F of degree k
subject to the condition f(0) = s.

2. Each share si is computed by D as f(αi) and then transmitted
secretly to participant Pi.

Reconstruction Phase:

• Correctness: The polynomial and the secret can be reconstructed
by pooling the shares of at least k + 1 participants, for instance by
means of the Lagrange interpolation formulae.

• Privacy: For any set of up to k players any value of s is equally
likely.

Figure 2.1: Shamir’s Secret Sharing Scheme [S79]
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Chapter 3

Monotone Span Programs

In this chapter, linear secret sharing schemes (LSSS) are studied using the linear
algebra computational model called monotone span program (MSP). Several
characteristic properties of MSPs are presented in Section 3.1 and a relation
with linear codes is discussed. Section 3.2 is devoted to the size of MSPs. We
first improve the best known lower bound of the size of MSPs. Then we establish
an upper bound. Section 3.3 deals with multiplicative MSPs. We first examine
the approach proposed by Cramer et al. to build a multi-party computation
protocol from any LSSS, introducing (strongly) multiplicative LSSS and proving
certain their properties. Then we expand the construction for multiplicative
MSPs, by proposing the diamond operation � and the multiplicative product
MSP. Thereafter we establish a relation between (strongly) multiplicative MSPs
and (strongly) multiplicative product MSPs and conclude that our approach is
more efficient compared to the approach proposed in [CDM00]. The results
presented in Sections 3.2 and 3.3 are based on [NNPV02e, NN03a, NNP03b,
NNP03c, NNP03d, NNP03e, NNP03f].

3.1 Overview and Definitions

Let F be a finite field and let the set of secrets be K = Fp0 . We will consider
only the case p0 = 1; in the few cases when p0 > 1 is considered this fact
will be stated explicitly. Associate with each player Pi (1 ≤ i ≤ n) a positive
integer pi such that the sets of possible shares for player Pi, is a linear subspace
Si = Fpi . Analogously p0 is associated with the dealer D. Note that if p0 = 1,
pi corresponds to the number of shares held by player Pi. Therefore the player
individual information rate (2.3) is c(Pi) = pi and thus the information rate
(2.4) for the scheme is ρ(Γ) = 1

maxPi∈P pi
. Denote by p =

∑n
i=1 pi and by N =

p0 + p. Then the sharing space S = S1× · · · × Sn = Fp and K×S = FN . From
now on we will consider only connected access structures (see Definition 2.1.2).

Brickell [Br89] was the first who has pointed out how the linear algebra view
of SSSs can be used to build a wider class of secret sharing schemes. Later, when
Karchmer and Wigderson [KW93] introduce the linear algebra computational
model called monotone span program, this class has been generalized to the class
of all so-called monotone access structures. An MSP always exists [KW93, G95,
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Be96], because MSPs can compute any monotone access structure. An SSS
is linear if the dealer uses only linear operations to share (to reconstruct) the
secret amongst the participants. Each linear SSS can be viewed as derived from
a monotone span program computing its access structure. On the other hand,
each monotone span program gives rise to an LSSS. Hence, one can identify an
LSSS with its underlying monotone span program. Thus one can speak of the
MSP underlying an LSSS and of the LSSS induced by an MSP [CDM00]. As
we will see an important parameter of the MSP is its size, which also turns out
to be the size of the corresponding LSSS.

Linear secret sharing schemes and general access structures have played an
important role in modern cryptography. Many general approaches for designing
secret sharing schemes are known, e.g., Shamir [S79], Benaloh-Leichter [BL88],
Ito et al. [ISN87], Bertilsson and Ingemarsson [BI93], Brickell [Br89], Massey
[M93], Blakley and Kabatianskii [BK94], Simonis and Ashikhmin [SA98] and
Van Dijk [D97]. Since all these techniques result in LSSSs they are equivalent
to MSPs based secret sharing.

Throughout the thesis we will demonstrate how convenient it is to describe
the protocols built on top of SSSs in terms of MSPs. The recent results [CDM00,
NNPV02a] show that distributed commitments (DC), verifiable secret sharing
(VSS), proactive VSS, and multi-party computation (MPC) can be efficiently
based on any LSSS for the players, provided that the access structure of the
LSSS allows VSS, proactive VSS or MPC.

3.1.1 Background

Let us describe some of the tools we will employ. An m × d matrix M over a
field F defines a map from Fd to Fm by taking a vector v ∈ Fd to the vector
Mv ∈ Fm. Associated with m × d matrix M (or linear map) are two natural
subspaces, one in Fm and the other in Fd. They are defined as follows.

The kernel of M (denoted by ker(M)) is the set of vectors u ∈ Fd, such that
Mu = 0. The image of M (denoted by im(M)) is the set of vectors v ∈ Fm
such that v = Mu for some u ∈ Fd. The dimension of the image of M is called
the rank of M , and the dimension of the kernel of M is called its nullity.

A central result of linear algebra, called the rank and nullity theorem states
that the dimensions of these two spaces add up to d, the number of columns in
M . It is well known that the column rank of a matrix M (being the maximal
size of a linearly independent set of columns of M) is equal to the row rank
of M (which is the maximal size of an independent set of rows). The space
generated by the rows of a matrix M will sometimes be denoted by span(M).

For an arbitrary matrix M over F, with m rows and for an arbitrary non-
empty subset A of {1, . . . ,m}, let MA denote the restriction of M to the rows
i with i ∈ A. If A = {i} we write Mi. Similarly for any vector k ∈ Fm and an
arbitrary non-empty subset A of {1, . . . ,m}, let kA ∈ F|A| denote the restriction
of k to the coordinates i ∈ A. If A = {i} we write ki. Let M(i) ∈ Fm , for
i = 1, . . . , d, denote the i-th column in the m × d matrix M . Sometimes we
will denote the matrix M by [M(1), . . . ,M(d)] too. In the sequel vi will denote
a vector but vi stands for the i-th coordinate of vector v.
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With the standard inner product 〈v,w〉 =
∑

viwi, we write v ⊥ w, when
〈v,w〉 = 0. For an F-linear subspace V of Fd, V⊥ denotes the collection of
elements of Fd, that are orthogonal to all of V (the orthogonal complement). It
is again an F-linear subspace. For all subspaces V of Fd one has V = (V⊥)⊥.
Other standard relations are (im(MT ))⊥ = ker(M), and im(MT ) = (ker(M))⊥,
as well as 〈v,MTw〉 = 〈Mv,w〉.

An n × (k + 1) matrix with the i-th row of the form (1, αi, . . . , αki ), where
α1, . . . , αn ∈ F are distinct elements, is called an (n, k+1)-Vandermonde matrix
(over F) generated by α1, . . . , αn. It is well known that any square Vandermonde
matrix, i.e. k + 1 = n, has non-zero determinant. If M is an (n, k + 1)-
Vandermonde matrix over F and A is a non-empty subset of the rows {1, . . . , n},
then the rank of MA is maximal. In particular the rank is equal to k + 1, or
equivalently, im(MT

A ) = Fk+1 if and only if |A| ≥ k+1. Let ε denote the column
vector (1, 0, . . . , 0)T ∈ Fk+1 and let M be an (n, k + 1)-Vandermonde matrix
generated by distinct non-zero elements α1, . . . , αn. Then stronger property
holds, namely |A| ≤ k if and only if ε /∈ im(MT

A ), i.e. there is no λ ∈ F|A| such
that MT

Aλ = ε. This can be seen as follows. Without loss of generality suppose
that |A| = k and that there exists such a vector λ. Consider the square matrix
NA obtained from MA by deleting the first column (that consists of k 1’s). This
matrix is a square Vandermonde matrix multiplied by a matrix that has zeroes
everywhere, except that its diagonal consists of non-zero elements (which are
the αi’s with i ∈ A). Thus it follows that NA has a non-zero determinant, but
then MT

Aλ = ε implies NT
Aλ = 0 and λ 6= 0. This is impossible since NA is a

square matrix with non-zero determinant.
Let v = (v1, . . . ,vd1) ∈ Fd1 and w = (w1, . . . ,wd2) ∈ Fd2 be two vectors.

The tensor vector product v ⊗ w is defined as a vector in Fd1d2 in which the
jth-coordinate in v is replaced by vjw, i.e., v ⊗w = (v1w, . . . ,vd1w) ∈ Fd1d2 .
Let again v = (v1, . . . ,vd1) ∈ Fd1 and w = (w1, . . . ,wd2) ∈ Fd2 be two vectors.
The tensor matrix product v⊗w is defined as a d1 × d2 matrix such that the
jth-column is equal to vjw. It is easy to see that v⊗w = vT ⊗w. Let M be
an m1 × d1 matrix, and N be an m2 × d2 matrix. The Kronecker (or tensor,
direct, outer) product [MS88, pp. 9] M⊗N is defined as an m1m2×d1d2 matrix
with rows Mi ⊗Nj for 1 ≤ i ≤ m1 and 1 ≤ j ≤ m2. Note that the Kronecker
product is symmetric, hence one can define M⊗N to be a matrix with columns
M(i) ⊗ N(j) 1 ≤ i ≤ d1 and 1 ≤ j ≤ d2. Next we will give some well known
properties of the tensor product.

Lemma 3.1.1. Let x,a ∈ Fm1, y,b ∈ Fm2, c ∈ Fd1 and d ∈ Fd2 be arbitrary
vectors. Let A be an m1× d1 matrix, B be an m2× d2 matrix, C be an d1× n1

matrix and D be an d2 × n2 matrix. Then the following equations hold

〈x⊗ y,a⊗ b〉 = 〈x,a〉〈y,b〉
(A⊗ a)c = (Ac)⊗ a

(A⊗B)T = AT ⊗BT

(A⊗B)(c⊗ d) = (Ac)⊗ (Bd)
(A C)⊗ (B D) = (A⊗B)(C ⊗D).
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As usual for any vector v the support of v is defined as the set of nonzero
coordinates (denoted by sup(v)) and for any two vectors x,y the set δ(x,y) is
defined as δ(x,y) = {i : xi 6= yi}. Considering the properties of the support of
a vector, we notice some similarities to the properties of a norm.

(1) sup(x) = ∅ if and only if x = 0,

(2) sup(jx) = sup(x) if j 6= 0, and

(3) sup(x + y) ⊆ sup(x) ∪ sup(y).

In their paper [FM02] Fehr and Maurer pointed out that δ(x,y) behaves like a
metric, as for all vectors x,y, z ∈ FN one has that

(1) δ(x,x) = ∅,

(2) δ(x,y) = δ(y,x) (symmetry), and

(3) δ(x, z) ⊆ δ(x,y) ∪ δ(y, z).

Recall that for any two vectors x = (x0,x1, . . . ,xn) and y = (y0,y1, . . . ,yn) in
Fn the Hamming distance between them is given by d(x,y) = |δ(x,y)|.

We will consider a generalization of δ and sup as defined by Van Dijk.

Definition 3.1.2. [D97] Consider a vector v ∈ FN . The coordinates in v,
which belong to player Pi are collected in a sub-vector denoted by vi and the
coordinates that correspond to the secret, i.e. to the dealer D are collected
in a sub-vector denoted by v0 or in other words v = (v0,v1, . . . ,vn) where
vi ∈ Fpi. The p-support of vector v, denoted by supP (v), is defined as the set
of coordinates i, 0 ≤ i ≤ n for which vi 6= 0, i.e.

supP (v) = {i : vi 6= 0}.

For two vectors x = (x0,x1, . . . ,xn) and y = (y0,y1, . . . ,yn) in FN define
the set

δP (x,y) = {i : xi 6= yi}. (3.1)

Hence δP (x,y) = supP (x − y) ⊆ {0, . . . , n}. Note that the properties for sup
and δ also hold for p-support and for δP (x,y).

3.1.2 Monotone Span Program - Definition

In this section we give a formal definition of a monotone span program.

Definition 3.1.3. [KW93] A Monotone Span Program (MSP)M is a quadru-
ple (F,M, ε, ψ), where F is a finite field, M is a matrix (with m rows and d ≤ m
columns) over F, ψ : {1, . . . ,m} → {1, . . . , n} is a surjective (labelling) function
and ε = (1, 0, . . . , 0)T ∈ F d is called target vector. The size ofM is the number
m of rows and is denoted as size(M).
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As ψ labels each row with a number i from {1, . . . ,m}, corresponding to
player Pψ(i), one can imagine that each player owns one or more rows from the
matrix. Also consider a “function” ϕ from {P1, . . . , Pn} to {1, . . . ,m} which
gives for every player Pi the set of rows owned by him (denoted by ϕ(Pi)). In
some sense ϕ is “inverse” of ψ. For any set of players B ⊆ P consider the
matrix consisting of rows these players own in M , i.e. Mϕ(B). As it is common,
we shall shorten the notation Mϕ(B) to just MB. The reader should stay aware
of the difference between MB for B ⊆ P and for B ⊆ {1, . . . ,m}.

An MSP is said to compute a (complete) access structure Γ when ε ∈
im(MT

A ) if and only if A is a member of Γ. We denote such an access structure by
Γ(M). It is said that A is accepted byM if and only if A ∈ Γ, otherwise it is said
that A is rejected by M. In other words, the players in A can reconstruct the
secret precisely if the rows they own contain in their linear span the target vec-
tor ofM, and otherwise they get no information about the secret. Hence when
a set A is accepted byM there exists a so-called recombination vector (column)
λ such that MT

Aλ = ε. Using the recombination vector λ it is easy to see that
the following relation holds 〈λ,MA(s,ρ)T 〉 = 〈MT

Aλ, (s,ρ)T 〉 = 〈ε, (s,ρ)T 〉 = s
for any secret s and any random vector ρ. Notice that the vector ε /∈ im(MT

B )
if and only if there exists a vector k ∈ Fd such that MBk = 0 and k1 = 1. The
equivalence follows from the remark below.

Remark 3.1.4. Recall that im(MT
B ) = (ker(MB))⊥, thus ε /∈ im(MT

B ) if and
only if there exists a vector k ∈ ker(MB) with 〈ε,k〉 6= 0, i.e. k1 6= 0.

In general any non-zero vector can serve as a target vector for the MSP. For
example in [BGP95, G95, BGW96, G98] the target vector is 1 (all 1 vector)
instead of ε = (1, 0, . . . , 0). It is straightforward to construct an MSP M̃ with
a target vector 1 starting from an MSP M with a target vector ε (and vice
versa) by adding (subtracting) the first column of the matrix M to all other
columns of M . In other words there exists a matrix D̃ with M̃ = MD̃.

Remark 3.1.5. Recall that an SSS is called ideal (see Section 2.3.3) if any
participant has only one share. In case an ideal LSSS is induced by an MSP we
will call the MSP ideal.

Definition 3.1.6. Let M be a MSP computing Γ(M). We call an MSP the
dual MSP if it computes Γ(M)⊥ and will denote it by M⊥.

We stress here that

A ∈ Γ ⇐⇒ ∃ λ ∈ F|ϕ(A)| such that MT
Aλ = ε

B /∈ Γ ⇐⇒ ∃ k ∈ Fd such that MBk = 0 and k1 = 1.
(3.2)

The first property guaranties correctness and the second privacy of the SSSs,
see Definition 2.3.1. Technically property (3.2) means that when one considers
the restricted matrix MA for some subset A of P, the first column is linearly
dependent of the other columns if and only if A /∈ Γ. We stress here that
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the first column in M has different role than the other columns, as we will
demonstrate later. Sometimes we will slightly rewrite the first property in the
following way:

A ∈ Γ ⇐⇒ ∃ λ ∈ Fm such that MTλ = ε and supP (λ) ⊆ A. (3.3)

The vector λ in (3.3) in fact is the same vector as in (3.2), but expanded with
zeroes. Note that for a given access structure Γ there are many MSPs computing
it.

Remark 3.1.7. Beimel et al. [BGP95] have observed that the number of columns
d in an MSP M can be increased without modifying the access structure which
is computed. However it is always possible to keep the number of columns upper
bounded by the size of the program (since one may restrict the matrix to a set of
linearly independent columns without modifying the function that is computed).
The space generated by the 2-nd up to the d-th column of M can not contain a
non-zero multiple of the first column. It also follows that one can always replace
the 2-nd up to the d-th column of M by any set of vectors that generates the
same space, without modifying the access structure that is computed.

Definition 3.1.8. For all MSPs M = (F,M, ε, ψ) computing an access struc-
ture Γ one considers the MSP with smallest size and denotes its size by mSPF(Γ).
We will call it an MSP with optimal size.

As noted in [CDM00] a general question for multi-party protocols is to
find a “good measure”, so that “often” the protocols are polynomially efficient
in the number of players. Let complexity mean the total number of rounds,
bits exchanged, local computations done, etc. The best measure known for an
SSS protocol efficiency is the monotone span program complexity (the size of
MSP) [CDM00], which coincides with the complexity in terms of linear secret
sharing schemes over finite fields. On the other hand the MSP complexity is
a function of its size and as Gal [G98] proved, it is in the worst case super-
polynomially (in the number of players) lower bounded.

3.1.3 Connections to Error-Correcting Codes

In this section we will present a relation between LSSSs and linear error-
correcting codes. This relation is expanded in Section 3.1.4. Our results will be
presented in Section 4.4, where we introduce a new notion of error-correcting
codes and where a connection to LSSS/VSS is given.

Recall that in Section 3.1.1 we have associated to each player Pi a positive
integer pi, also with the secret – the positive integer p0 and we defined the
integers p =

∑n
i=1 pi and N =

∑n
i=0 pi = p0 + p. Recall also that in a SSS

setting, the i-th share will be in Fpi , 1 ≤ i ≤ n, and the secret s in Fp0 . However
when we speak about codes we always will assume that pi = 1 for all 0 ≤ i ≤ n,
hence p = n and N = n+ 1 hold.
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Now we will give some notions from the theory of error-correcting codes.
Any non-empty subset C of Fp0 × . . . × Fpn = FN is called a code and the
parameter N is called the length of the code. Each vector in C is called a
codeword of C. The Hamming sphere (or ball) Be(x) of radius e around a vector
x in FN is defined by Be(x) = {y ∈ FN : d(x,y) ≤ e}.

One of the basic coding theory problems is the so-called Sphere Packing
Problem: given N and e, what is the maximum number of non-intersecting
spheres of radius e that can be placed in FN , the N -dimensional Hamming
space?

Sphere packing is related to error correction. The centers of these spheres
are at distance at least 2e + 1 apart from each other and constitute a code;
these centers considered as codewords corresponds to a message that one may
want to transmit. Assume now that one of these messages is transmitted and
that at most e coordinates are corrupted during the transmission. To decode,
i.e., to decide which of the messages was actually sent, compute the Hamming
distance between the received vector and all the centers. Since at most e errors
occurred, the transmitted word will still be the nearest center, and all errors
can be corrected.

Define the minimum distance of a code C ⊆ FN as the smallest of all dis-
tances between different codewords in C, i.e.

dmin = min
a,b∈C, a 6=b

d(a,b). (3.4)

It follows from this definition that a code with minimum distance dmin can
correct b(dmin − 1)/2c errors, since spheres with this radius are disjoint (see
[MS88, p.10, Theorem 2]). If dmin is even the code can detect dmin/2 errors,
meaning that a received word can not have distance dmin/2 to one codeword
and distance less that dmin/2 to another one. It may however have distance
dmin/2 to more codewords.

Something more actually can be said. Code C can decode errors and erasures
simultaneously. An erasure is an ambiguously received coordinate (the value
is not 0 or 1 but undecided), thus the erasures can be considered as errors in
known positions. Let C be a code of length N with minimum distance dmin
and let e = b(dmin − 1)/2c. Then the code can correct b errors and c erasures
as long as 2b + c < dmin (for more details see [CHLL97]). In other words, the
transmitted codeword should be retrievable if during the transmission at most
c of the symbols in the word are erased and at most b received symbols are
incorrect.

If C is a T -dimensional subspace of FN , then the code C is linear and its
characteristic parameters are given by [N,T, dmin]. The set C⊥ is an (N − T )-
dimensional linear subspace of FN and is called the dual code of C.

There are two methods to define a linear code C: a generator matrix and a
parity check matrix. A generator matrix of a linear code C is any T ×N matrix
G whose rows form a basis for C. A generator matrix H of C⊥ is called a parity
check matrix for C. Clearly, the matrix H is of size (N −T )×N . It follows that
x ∈ C if and only if HxT = 0, or in other words HGT = GHT = 0 holds.
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When a sender wants to send a message (sometimes called information vec-
tor), say x, to the receiver he calculates a codeword of the code by multiplying
the information vector with the generator matrix, e.g. y = xG. The codeword
y is transmitted to the receiver. The receiver decodes the word z he receives,
which is the codeword plus errors, i.e. z = y + err, if the number of errors is
less than a certain number (the error-correcting capability of the code). Recall
that for each codeword y the equality HyT = 0 holds, hence HzT = err (called
syndrome) holds.

For any [N,T, dmin] code, the following inequality known as the Singleton
bound holds, dmin ≤ N + 1 − T . In particular, if dmin = N + 1 − T then the
[N,T, dmin] code is called maximum distance separable (MDS). MDS codes have
interesting properties which are often used in cryptography and particularly in
secret sharing schemes. The following property of MDS codes is well known.

Lemma 3.1.9. [MS88] Let C be a [N,T, dmin] code. Then the following state-
ments are equivalent:

1. C is an [N,T,N + 1− T ] MDS code,

2. any T columns of a generator matrix of C are linearly independent,

3. C⊥ is an [N,N − T, T + 1] MDS code.

McEliece and Sarwate [MS81] reformulated Shamir’s scheme in terms of
Reed-Solomon codes instead of polynomials, adding in this way error-correcting
properties. The general relationship between linear codes and secret sharing
schemes was established by Massey [M93], Blakley and Kabatianskii [BK94].
In fact, the coding theoretic approach can be reformulated as the vector space
construction, which was introduced by Brickel in [Br89]. This approach was
generalized to the so-called generalized vector space construction by Van Dijk
[D97]. Two approaches to the construction of secret sharing schemes based
on linear codes could be distinguished. These two types of approaches can be
described as follows.

The first approach uses an [n, k+1, dmin] linear code C. Let G be a generator
matrix of C, so it is a (k + 1) × n matrix. The dealer D chooses a random
information vector x ∈ Fk+1, subject to x1 = s – the secret. Then he calculates
the codeword y corresponding to this information vector as y = xG, (y ∈ Fn).
Then D gives yj to player Pj to be his share.

The secret sharing schemes based on linear codes with respect to the first
approach were considered by Shamir, in terms of polynomials. In terms of
vector spaces, Brickell studied it and a generalization was given by Van Dijk.
As we will see the MSP could also be considered as an approach of this kind.

Theorem 3.1.10. [Br89] Let G be a generator matrix of an [n, k + 1, dmin]
linear code. In a secret sharing scheme based on G as described above a set of
shares belonging to players A ⊂ P determines the secret s if and only if the
vector ε is a linear combination of the columns in the generator matrix G with
indices in A. Furthermore, the secret-sharing is perfect.
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The second approach uses an [N = n+ 1, k + 1, dmin] linear code C̃. Let G̃
be a generator matrix of C̃, so it is (k+1)×(n+1). The dealer D calculates the
codeword y as y = xG̃, (y ∈ FN ), from a random information vector x ∈ Fk+1,
subject to y0 = s – the secret. Then D gives yj to player Pj to be his share.

Theorem 3.1.11. [M93] Let G̃ be a generator matrix of an [n+1, k+1, dmin]
linear code. In a secret sharing scheme based on G̃ with respect to the second
approach a set of shares belonging to players A ⊂ P determines the secret s if
and only if the first column in G̃ is a linear combination of the columns with
indices in A. Furthermore, the secret-sharing is perfect.

Secret sharing schemes based on codes with respect to the second approach
were considered by Massey, who also introduced the concept of minimal code-
words. Massey [M93] defines a non-zero codeword c to be minimal if

i) no other codeword has a support properly contained in sup(c) and

ii) its leftmost non-zero coordinate is a 1.

It turns out that the set of minimal codewords is a basis for the code. Massey
proved that the access structure of a secret sharing scheme based on an [n +
1, k+1, dmin] linear code with respect to the second approach is determined by
the minimal codewords of the dual code of the linear code. As we will see later
Van Dijk [D97] has generalized the notion of minimal codewords corresponding
to LSSSs and he has proved that the same relation between dual codes in this
general setting holds too.

The two approaches seem different but they are related. In the first approach
all the shares form a complete codeword of the code, while in the second one
all the shares form only part of a codeword. But as Van Dijk [D97] proved one
can simply transform the matrices of the codes, setting G̃ = (ε | G). Hence one
can consider the code C to be obtained from the code C̃ by puncturing i.e. by
deleting a coordinate [MS88].

It is worth to be noted here that in coding theory the receiver wants to
decode the received codeword, which in turn leads to the reconstruction of all
coordinates of the submitted message x. But in SSSs the receiver (players) in
the reconstruction phase want to reconstruct only the first coordinate x1 = s of
the submitted message since this is the secret. This inherent difference between
coding theory and SSSs leads to many other differences: for example when
codes are used as a base of an SSS this is always a threshold SSS.

We will illustrate the error correcting influence to SSSs by the following
example. One of the first connections between error-correcting codes and secret
sharing schemes is established in a paper by McEliece and Sarwate [MS81].
They make use of linear MDS codes.

Theorem 3.1.12. [MS81] Consider an k + 1-dimensional MDS code C of
length N = n + 1 over F and select at random any of the |F|k codewords c =
(c0, c1, . . . , cn) with c0 = s (s is the secret to be shared). The dealer gives ci as
share to participant i, 1 ≤ i ≤ n.
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If k + 1 + 2ka or more participants pool together their shares, and at most
ka of these values are incorrect, then the secret s can be recovered correctly and
the lying participants can be identified.

If k+ 2ka or less participants pool together their shares, and precisely ka of
these values are incorrect, then the secret s can not be recovered correctly. In
fact, each value of s is equally likely.

Proof. To prove this theorem, it is sufficient to interpret the missing shares as
erasures and use the theory above. For the sake of completeness we will give a
sketch here. The MDS code C is an [n+1, k+1, n+1−k] code. So, k+2ka+1 or
more participants can construct a vector c (a codeword of C) and of this vector
at most ka coordinates are in error and (n + 1) − (k + 1 + 2ka) are erasures.
Since 2ka+((n+1)− (k+1+2ka)) < dmin the vector c is uniquely determined
and c0 = s can be retrieved.

By making use of Reed-Solomon codes, McEliece and Sarwate showed that
recovery of the secret can in fact, be done efficiently.

Corollary 3.1.13. The secret sharing schemes defined in Theorem 3.1.12 is a
perfect (k, n)-threshold scheme, secure against ka cheating players (ka ≤ k).

In SSSs, cheaters may disclose incorrect shares causing honest participants
to recover a forged secret. This problem is closely related to error-correcting
codes and especially to the sphere packing problem. Thus the McEliece and Sar-
wate result could be restated as follows. For Shamir’s (k, n)-threshold scheme
a collusion of ka cheaters can be identified (and the secret recovered) if and
only if ka ≤ b(dmin − 1)/2c, where dmin is the minimum distance of the
[n+ 1, k + 1, n+ 1− k] MDS code C, i.e. dmin = n+ 1− k.

3.1.4 A Linear Algebra View on LSSS

In this section we continue the research line started in the previous section
giving a relation between LSSSs and linear codes. Here, we first present the
protocol of the linear algebra view on Shamir’s SSS as given in [Cr00] (see
Fig. 3.1).

Probably there will be readers that may find this presentation too compli-
cated and less intuitive and than the explanation based on polynomial interpo-
lation. The reason for including it is that this leads to a wider class of SSSs that
are not only of threshold type. In fact, this approach leads to MSPs, hence to
general access structures, and to a more general view of LSSSs. Note that for a
given code there are many generator (and therefore parity-check) matrices. The
analogous fact is that for given access structure one has many MSPs computing
it. We will show later that both facts have the same origin.

Now we present a general linear algebra view on LSSSs [FM02]. A linear
secret sharing scheme is given by a pair (M, ε), consisting of a linear map

M : V −→ S
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Sharing Phase:
Consider n players, let k be the threshold and let s be a secret from
some finite field F. Each player Pi is associated publicly with a non-zero
element αi ∈ F, so |P| < |F|. Let M be an (n, k+1)-Vandermonde matrix
generated by αi for i = 1, . . . , n. M is made public.

1. The dealer D chooses a random column vector x ∈ Fk+1 subject to
the condition x1 = s.

2. Each share si is computed by D as si = Mix and then transmitted
secretly to participant Pi.

Reconstruction Phase:

• Let A ⊆ P and |A| ≥ k + 1. Using elementary linear algebra the
players in A compute λ ∈ F|A| such that MT

Aλ = ε. Write Mx = s
and MAx = sA. Then 〈λ, sA〉 = 〈λ,MAx〉 = 〈MT

Aλ,x〉 = 〈ε,x〉 =
s, which they can compute efficiently.

• Regarding privacy, let |B| = k, and consider the joint information
held by the players in B, i.e. MBx = sB. Let s′ ∈ F be arbitrary,
and let k ∈ Fk+1 such that MBk = 0 and k1 = 1. Then sB =
MB(x + k(s′ − s)) where the first coordinate of the argument x +
k(s′−s) is now equal to s′. This means that, from the point of view
of the players in B, their shares sB are equally likely consistent with
any secret s′ ∈ F.

Figure 3.1: Shamir’s Secret Sharing Scheme as an MSP [Cr00]

and a vector ε ∈ V, where V is a vector space over the field F, and S is the
sharing space, described in Section 2.3.1. Any secret s ∈ K is shared by choosing
a random vector x ∈ V such that 〈ε,x〉 = s and by computing s as s = Mx.

Notice that MSP is just a special case when V = Fd for some d and Si = Fpi

for some pi and where M is a matrix multiplication M : Fd −→ F
∑
pi ,

x −→M · x the (M, ε).
It is important to note that the access structure Γ and the privacy structure

∆ of a linear secret sharing scheme (M, ε) are given by

Γ = {A ⊆ P | ∃ λ ∈ S : supP (λ) ⊆ A, M∗λ = ε}

and ∆ = Γc, respectively, where M∗ : S −→ V is the conjugate of M (i.e.
〈λ,Mx〉 = 〈M∗λ,x〉 for all λ ∈ S and x ∈ V); in the MSP case it is the
transposed matrix M∗ = MT .

Define the vector space Λ = {λ ∈ S | M∗λ = ε}. This vector space
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naturally gives rise to a reconstruction function ρ : Γ× S −→ K by

ρA(s) =
{
〈λ, s〉 if A ∈ Γ
0 otherwise.

Note that any λ ∈ Λ satisfies

〈λ, s〉 = 〈λ,Mx〉 = 〈M∗λ,x〉 = 〈ε,x〉 = s

for any sharing s of a secret s.
Consider now the MSP case. If B /∈ Γ then there exists a vector k ∈ Fd such

that MBk = 0 and k1 = 1. Then for any s′ ∈ F define s′ = M(x + k(s′ − s)).
The secret defined by s′ equals s′, while on the other hand one has s′B = sB.
Hence x′ = x + k(s′ − s) provides a bijection between random field elements
consistent with s′B and s′ from the one side and those with sB and s from the
other side. Therefore, sB gives no Shannon information about s. This implies
perfect privacy [CDM00].

In his Ph.D. thesis Van Dijk [D97] investigates a more general setting when
more than one secret (e.g. s1, . . . , sp0 ∈ F) should be shared with an access
structure. Note that this approach allows consideration of incomplete access
structures. Van Dijk proposed a method (using the generalized vector space
construction) to build matrices which have the properties equivalent to an MSP,
i.e. instead of a target vector there are several target vectors. Recall that we
consider only the case p0 = 1, i.e. s ∈ F. It is worth to note that because of
[D97, Lemma 3.4.14] when we share only one secret (i.e. p0 = 1), the generalized
vector space construction that computes (Γ,∆) coincides with the generalized
vector space construction that computes Γ (i.e. ∆ = Γc). Note that this is
exactly the case for an MSP, where we consider only one secret and a complete
access structure.

Definition 3.1.14. [D97, Definition 3.2.2] Let Γ− = {X1, . . . , Xr}. Then the
set of vectors C = {ci ∈ Fm : 1 ≤ i ≤ r} is said to be suitable for the access
structure Γ if C satisfies the following properties called g(Γ) respectively d−(∆).

• supP (ci) = Xi for 1 ≤ i ≤ r;

• for any vector (µ1, . . . , µr) in Fr, such that
∑r

i=1 µi 6= 0, there exists a set
X ∈ Γ = ∆c satisfying X ⊆ supP (

∑r
i=1 µic

i).

In the next theorem Van Dijk provides an important link between a parity
check matrix of a code generated as a span of suitable vectors and an MSP
matrix.

Theorem 3.1.15. [D97, Theorem 3.2.5, Theorem 3.2.6] Let Γ− = {X1, . . . ,
Xr}. Consider a set of vectors C = {ci : 1 ≤ i ≤ r}. Let H be a parity check
matrix of the code generated by the linear span of the vectors (1, ci), 1 ≤ i ≤ r
and let H be of the form H = (ε | H ′) (This can be assumed without loss of
generality). Then the MSP with the matrix M defined by MT = H ′ computes
the access structure Γ if and only if the set of vectors C is suitable for Γ.
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It is easy to verify that the minimal codewords defined by Massey [M93]
are a particular case of the more general notion suitable set. There is a tight
connection between an access structure and its dual. It turns out that the codes
generated by the corresponding sets of suitable vectors are orthogonal.

Theorem 3.1.16. [D97, Theorem 3.5.4] Let Γ− = {X1, . . . , Xr} be an access
structure and (Γ⊥)− = {Z1, . . . , Zt} be its dual. Then there exists a suitable set
C = {ci : 1 ≤ i ≤ r} for Γ if and only if there exists a suitable set C⊥ = {hj :
1 ≤ j ≤ t} for Γ⊥.

Suppose there exists a suitable set C for Γ and a suitable set C⊥ for Γ⊥. Let
C∗ be the code defined by the linear span of vectors {(1, ci) : 1 ≤ i ≤ r} and
let C⊥ be the code defined by the linear span of vectors of {(1,hj) : 1 ≤ j ≤ t}.
Then the codes C∗ and C⊥ are orthogonal to each other.

In [BI93] Bertilsson and Ingemarsson describe a method to build SSSs (from
a matrix), which is analogous to the MSP approach. They also propose an
algorithm for constructing such a matrix, which algorithm has been further
developed by Van Dijk [D97]. Note that C∗ and C⊥ are not necessarily each
other’s dual. In [BI93] Bertilsson and Ingemarsson claim without proof that in
the case p0 = 1 the codes C∗ and C⊥ are dual, i.e. C∗ = C. Note that we consider
the same case. In the next section we will prove the duality relation and we
will show how to derive from this fact an upper bound for the size of an MSP.
In the next chapter the duality argument will be applied to error-set correcting
codes (see Section 4.4) for establishing the corresponding set of forbidden (or
allowed) distances in a given code.

3.2 On the Size of MSPs

Besides to LSSSs the problem of estimating the size of MSPs is related to
many problems in complexity theory e.g. (symmetric) branching programs,
(undirected) contact schemes and formula size. In this section we will improve
an existing result on the size of MSPs proving that the lower bound can be made
approximately twice as large. Next we present also an upper bound. Certain
restricted classes of MSPs are defined.

3.2.1 Properties of MSPs

In this section we will first show that the recombination vectors of an MSP
are suitable for the access structure it computes. Then we will improve a
construction for the dual MSP. Finally we give a definition and characterization
of a new class of access structures (e.g. the generalized threshold).

Lemma 3.2.1. Let Γ− = {X1, . . . , Xr} be an access structure computed by an
MSP M. Also let λi ∈ Fm be the recombination vector that corresponds to Xi

(see (3.2) and (3.3)). Then the set of vectors C = {λi : 1 ≤ i ≤ r} defines a
suitable set of vectors for the complete access structure Γ.
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Proof. It follows from the properties of MSP that for anyXi there exists a vector
λi ∈ F|ϕ(Xi)| such that MT

Xi
λi = ε, or in other words λi ∈ Fm, MTλi = ε and

supP (λi) = Xi.
One can check now that the vectors C = {λi : 1 ≤ i ≤ r} defines a

suitable set of vectors for access structure Γ. For the definition of a suitable
set of vectors see Definition 3.1.14. First one notes that the definition of C
directly implies that the g(Γ)-property holds. Next, it is easy to see that the
d−(∆)-property follows from g(Γ) and the fact that Γ is complete. Indeed for
any vector (µ1, . . . , µr) in Fr such that

∑r
i=1 µi 6= 0 the linear combination∑r

i=1 µiλ
i is again a solution of MTλ = ε (since

∑r
i=1 µi 6= 0, otherwise one

would have
∑r

i=1 µiλ
i ∈ ker(MT )). Hence supP (

∑r
i=1 µiλ

i) ∈ Γ because the
MSP M computes Γ, or in other words, there exists an X ∈ ∆c = Γ such that
X = supP (

∑r
i=1 µiλ

i).

Recall one can always replace the 2-nd up to the d-th column of M by
any set of vectors that generates the same space without modifying the access
structure that is computed (see Remark 3.1.7).

Remark 3.2.2. Let the matrix M̃ denote the matrix M without its first column,
so M̃ is a sub-matrix of M . For a column vector h we construct a new matrix
M̂ by appending h as the last column to M . We construct a new matrix M
from M by deleting a column from M̃ . Let M compute access structure Γ, M̂
compute Γ̂, and M compute Γ. Then

1) Γ̂ ⊆ Γ, and

2) Γ ⊆ Γ.

Note that there exist matrices D̂ and D such that MT = D̂M̂T and M
T =

D MT .

Cramer and Fehr [CF02] proposed a method to construct the dual MSP (see
Definition 3.1.6) starting from the MSP computing a given access structure Γ.
For the sake of completeness we will give a short proof of this construction.

Lemma 3.2.3. [CF02] Let an MSP M = (F,M, ε, ψ) compute the access
structure Γ. Denote by λ a solution of the equation MTλ = ε and let b1,b2, . . . ,
b` denote an arbitrary generating set of ker(MT ). Then M⊥ = (F,M⊥, ε∗, ψ)
is an MSP computing Γ⊥, where M⊥ = [λ,b1,b2, . . . ,b`] and ε∗ is the column
vector (1, 0, . . . , 0)T in F`+1.

Proof. Consider A with Ac /∈ Γ. Then there exists a vector k such that MAck =
0 and k1 = 1. Define λ∗ = MAk, or equivalently define λ∗∗ = Mk. Note that
λ∗∗A = λ∗ and λ∗∗Ac = 0. Then (M⊥

A )Tλ∗ = (M⊥)Tλ∗∗ = (M⊥)T (Mk) =
((M⊥)TM)k = (MTM⊥)Tk = ε∗.

On the other hand, if Ac ∈ Γ, then there exists a recombination vector λ̃
such that MT λ̃ = ε and supP (λ̃) ⊆ Ac, i.e. λ̃A = 0. By definition of M⊥,
there exists a vector k ∈ F`+1 such that M⊥k = λ̃ and k1 = 1. This concludes
the proof.
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Remark 3.2.4. Define the d×(`+1) matrix E to be a zero matrix except for the
entry in the upper left corner which is 1, or in other words E = ε(ε∗)T . Then
it follows from the construction proposed in Lemma 3.2.3 that the matrices M
and M⊥ satisfy the following equation.

MTM⊥ = E.

Now we will slightly modify Cramer and Fehr’s construction.

Lemma 3.2.5. Let MSP M = (F,M, ε, ψ) compute access structure Γ. Let
Γ− = {X1, . . . , Xr} be the set of minimal sets in Γ. For each Xi denote the
corresponding recombination vector by λi ∈ Fm, so MTλi = ε and supP (λi) =
Xi. Then there exists an MSP M⊥ = (F,M⊥, ε∗, ψ) computing Γ⊥, where
M⊥ = [λ1,λ1 − λ2, . . . ,λ1 − λr] and ε∗ is a column vector (1, 0, . . . , 0)T of
suitable length.

Proof. We will follow the proof of Cramer and Fehr with some minor changes.
Note that for any Xi there may be several recombination vectors λi, one
can pick one of them and denote it by λi. Note also that the vectors λ1 −
λ2, . . . ,λ1 − λr from ker(MT ) may not generate ker(MT ).

If Ac /∈ Γ, then there exists a recombination vector k such that MAck = 0
and k1 = 1. Define λ∗ = MAk, or equivalently define λ∗∗ = Mk. Note again
that λ∗∗A = λ∗ and λ∗∗Ac = 0. Then (M⊥

A )Tλ∗ = (M⊥)Tλ∗∗ = (M⊥)T (Mk) =
((M⊥)TM)k = (MTM⊥)Tk = ε∗, thus A ∈ Γ⊥.

On the other hand, if Ac ∈ Γ, then there exists a vector λ̃ such that MT λ̃ =
ε and supP (λ̃) ⊆ Ac, i.e. λ̃A = 0. Note that one can even choose λ̃ to be in
the linear span of the vectors λ1,λ2, . . . ,λr. Now by the definition of M⊥,
it follows that there exists a vector k such that k1 = 1 and M⊥k = λ̃, i.e.
M⊥
Ak = 0, thus A ∈ ∆⊥ which concludes the proof.

Recall that (see Remark 3.1.7) without modifying the access structure that is
computed, one can always replace the 2-nd up to the r-th column of M⊥ by any
set of vectors that generates the same space. Recall also that the vectors λ1−λi

from ker(MT ) may not generate ker(MT ) and that ` = dim ker(MT ). Thus
Lemma 3.2.5 improves the construction of Cramer and Fehr (see Lemma 3.2.3)
by showing that a matrix with fewer columns suffices. Next a definition and
characterization of a new class of access structures is given.

Definition 3.2.6. Let M be an MSP computing Γ(M) with an m× d matrix
M . Consider a chain of MSPs M(i) for i = 0, . . . , d − 2 with m × (d − i)
matrices M (i) defined as follows: M (0) = M and M (i) = (vi,M (i+1)), i.e.
M (i+1) is obtained from M (i) by removing the first column, denoted by vi. Let
M(i) compute the access structure Γ(M(i)) for i = 0, . . . , d − 2. We call an
access structure Γ(M) a generalized threshold access structure if the following
relations hold:

Γ(M) = Γ(M(0)) ⊆ Γ(M(1)) ⊆ . . . ⊆ Γ(M(d−2)).

Lemma 3.2.7. Let Γ be a generalized threshold access structure with MSPM.
If we share the secret w1 by Mw = s then for any group A ∈ Γ the players in
A could reconstruct not only the secret, but the whole vector w.



40 Monotone Span Programs

Proof. We have from M (0)w = s0 and A ∈ Γ that there exists a recombination
vector ρ0 such that 〈ρ0, s0A〉 = w1. Thus w1 is recovered by the players in A.

Construct the vector w1 from w by removing its first coordinate. Then we
have M (1)w1 = s1, where s1 = s0 − w1 v0. Thus from M (1)w1 = s1, A ∈ Γ
and Γ ⊆ Γ1 it follows that there exists a recombination vector ρ1 such that
〈ρ1, s1A〉 = w1

1 = w2. Note that the players in A can compute s1A = s0A−w1 v0
A

and hence can recover w2. Repeating this procedure d− 2 times concludes the
proof.

Corollary 3.2.8. Let Γ be a generalized threshold access structure with MSP
M. Let ui = (0, . . . , 1, . . . , 0)T ∈ Fd be a column vector with 1 in the i-th
position.

Then A ∈ Γ if and only if all vectors ui are in im(MT
A ), thus for any A ∈ Γ

we have that rank(MA) = d (i.e., maximum possible). Of course, for any B ∈ ∆
we have rank(MB) ≤ d− 1.

If in addition M is ideal (see Remark 3.1.5) then |A| = rank(MA) = d for
any A ∈ Γ− and rank(MB) = d− 1 for any B ∈ ∆+.

Note that the size of all minimal qualified groups in an ideal (see Re-
mark 3.1.5) generalized threshold access structure is the same. It is also easy to
see that threshold access structures are a subclass of ideal generalized threshold
access structures. Note that MSPs that compute generalized threshold access
structures have an additional property to recover the whole initial vector, not
only its first coordinate as all MSPs do. This property make them attractive
for coding theory as will be explained later.

Example 3.2.9. We present two examples of ideal generalized threshold access
structures. The first example is the access structure Γ− = {12, 14, 23, 34} (thus

∆+ = {24, 13}), with MSP M and matrix M =


1 a

0 −a
1 a

0 −a

, where a 6= 0.

The second example is the access structure Γ− = {123, 124, 134} (thus

∆+ = {12, 13, 14, 234}), with MSP M and matrix M =


1 0 e

0 a −e
0 b −e
0 c −e

, where

a, b, c, e 6= 0 and a 6= b 6= c.

3.2.2 A Lower Bound on the Size of MSPs

In this section we will first present a known result on the size of MSPs. Next
we will improve an existing lower bound on the size of MSPs. In a series of
works [BGP95, G95, BGW96, G98] a lower bound for the size of an MSP has
been proven. In addition recently it was proven in [BW03] that the size of MSPs
over two fields with different characteristics is incomparable. The authors show
a super-polynomial asymptotic separation between any two fields with different
characteristic. Recall that the problem of estimating the size of MSPs is related
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to many problems in complexity theory e.g. (symmetric) branching programs,
(undirected) contact schemes, formula size as well as to LSSSs. That is why
it should not surprise the reader that the notation in this section differs from
the original notation. The main idea used in [BGP95, G95, BGW96, G98] is
to show that if the size of a span program (i.e., the number of rows in the
matrix) is too small, and the program accepts all the minimal sets of the access
structure, then it must also accept an input that does not contain a minimal
set. The latter means that the program does not compute the access structure,
since any input accepted by the MSP should contain at least one minimal set.

The rank of matrix has been used a number of times to prove lower bounds
on various types of complexity. In particular it has been used for the size of
monotone formulas and monotone span programs [GP03]. We show that the
nullity of the matrix should also be taken into account when estimating the size
of MSPs, since the nullity of the matrix is linked to the rank of the matrix used
in the dual MSP.

Beimel et al. [BGP95] introduced a notion of a critical family, which we will
redefine as the notion of critical set of minimal sets.

Definition 3.2.10. Let Γ− = {X1, . . . , Xr} be the set of minimal sets in the
access structure Γ. Let H ⊆ Γ− be a subset of the set of minimal sets. We say
that a subset H ⊆ Γ− is a critical set of minimal sets for Γ−, if every Xi ∈ H
contains a set Bi ⊆ Xi, |Bi| ≥ 2, such that the following two conditions are
satisfied.

B1. The set Bi uniquely determines Xi in the set H. That is, no other set in
H contains Bi.

B2. For any subset Y ⊆ Bi, the set SY = ∪Xj∈H,Xj∩Y 6=∅(Xj \ Y ) does not
contain any member of Γ−.

Note that Condition B2 requires that SY does not contain any minimal set
of Γ not just a minimal set from H. We can rewrite the set SY also as

SY = ∪Xj∈H,Xj∩Y 6=∅(Xj ∩ Y c) = (∪Xj∈H,Xj∩Y 6=∅Xj) ∩ Y c

= (∪Xj∈H,Xj∩Y 6=∅Xj) \ Y.

Thus we can restate B2 as follows:
B2′ : For any subset Y ⊆ Bi, there is no member of Γ− that is contained in the
set S′Y = ∪Xj∈H,Xj∩Y 6=∅Xj and that is a subset of Y c.

Theorem 3.2.11. [BGP95, G95, BGW96, G98] Let Γ be an access structure,
and let H be a critical set of minimal sets for Γ. Then for every field F, the
size of any monotone span program M computing Γ

size(M) ≥ |H|.

Proof. [sketch]
Let M be the matrix of a monotone span program computing Γ, and let m

be the number of rows of M . Any minimal set of H is accepted by the program.



42 Monotone Span Programs

By definition, this means that, for every X ∈ H, there is some recombination
vector λX ∈ Fm such that MTλX = ε, where λX has nonzero coordinates only
at rows labelled by variables from X. For any given X there may be several
such vectors: pick one of them and denote it by λX .

Since λX is taken from Fm, the number of linearly independent vectors
among the vectors λX for X ∈ H is a lower bound for m, i.e., for the size of the
span program computing Γ. Thus the following lemma concludes the proof.

Lemma 3.2.12. [BGP95] Let Γ be an access structure, and let H be a critical
set of minimal sets for Γ. Then the recombination vectors λX for X ∈ H are
linearly independent.

Gal [G98] derives a super-polynomial (in the number of players) worst case
asymptotic lower bound for the size of MSPs, showing that there are access
structures Γ, with suitable critical sets of minimal sets H. In [PS98] the authors
argued that there are cases in which asymptotically the number of columns and
the number of rows (the size of MSP) are identical. Beimel et al. observe also
that sizes of a MSP and its dual MSP are equal.

Theorem 3.2.13. [BGP95, G95] For every field F, mSPF(Γ) = mSPF(Γ⊥).

Note that size(M) ≥ max(|H|, |H⊥|) ≥ |H|+|H⊥|
2 . Now we are ready to prove

the main theorem of this section, the improvement of the bound of Beimel et
al. [BGP95] (Theorem 3.2.11).

Theorem 3.2.14. Let Γ be an access structure and Γ⊥ be its dual, let H be a
critical set of minimal sets for Γ and let H⊥ be a critical set of minimal sets for
Γ⊥. Then for any field F, the size of any monotone span programM computing
Γ is bounded from below by the sum of the sizes of both critical minimal sets
minus one, i.e.,

size(M) ≥ |H|+ |H⊥| − 1.

Proof. Let M be the matrix of a monotone span program computing the access
structure Γ, and let m be the number of rows of M . Let Γ− = {X1, . . . , Xr} be
a set of minimal sets in the access structure Γ and let ∆+ = {Y1, . . . , Yt} be a
set of maximal sets in ∆ = Γc.

For each minimal set Xi consider the corresponding recombination vector
λi ∈ Fm, so MTλi = ε and supP (λi) = Xi. Recall that the recombination
vector λi corresponds to the vectors λX in the original proof of Beimel et
al. [BGP95] (see Theorem 3.2.11). For anyXi there may be several such vectors,
in that case pick one of them and denote it by λi. From the proof of Beimel
et al. (see Lemma 3.2.12) it follows that for any critical set of minimal sets
H of Γ− the corresponding recombination vectors λ are linearly independent.
Now consider the vectors λ1 − λi for i = 2, . . . , r. It is easy to see that all
these vectors are in the kernel of the transposed matrix MT , i.e. in ker(MT ).
Therefore for any H one has nullity(MT ) ≥ |H| − 1.

For each maximal set Yi consider a vector k ∈ Fd such that MYik = 0 and
k1 = 1. For any given Yi there may be several such vectors: again pick one
of them. Define λ̃i = Mk. Note that supP (λ̃i) = Y c

i ∈ (Γ⊥)−. From the
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proof of Lemma 3.2.3 as well as from the proof of Lemma 3.2.5 one has that
(M⊥)T λ̃i = ε∗. Hence one has the same correspondence between recombination

vectors λ̃i and sets Y c
i ∈ (Γ⊥)− as one has for recombination vectors λi and sets

Xi ∈ Γ−. By applying again the result of Beimel et al. Lemma 3.2.12 but for the
dual access structure Γ⊥ one obtains that for any critical set of minimal sets H⊥

of (Γ⊥)− the corresponding recombination vectors λ̃i are linearly independent.

Now note that by construction the vectors λ̃i are in the image of the matrix
M , i.e. λ̃i ∈ im(M). Hence rank(M) ≥ |H⊥|. On the other hand since the row
rank is equal to column rank one has rank(MT ) = rank(M) ≥ |H⊥|.

The last step is to apply the rank and nullity theorem to the transposed
matrix MT :

m = rank(MT ) + nullity(MT ) ≥ |H⊥|+ |H| − 1.

Note that the worst case super-polynomial asymptotic estimation for the
size of MSPs due to Gal [G98] does not change because of this relation.

3.2.3 An Upper Bound on the Size of MSPs

In this section we will show the existence of an MSP with bounded size. To the
best of our knowledge this is the first upper bound for the size of an MSP. Next
we extend the result of Van Dijk [D97] showing that for any MSP M there
exists a dual MSPM⊥ such that the corresponding codes C and C⊥ are dual.

First, we recall some notations: let Γ− = {X1, . . . , Xr} be an access struc-
ture computed by an MSP M (with size(M) = m) and let λi ∈ Fm be the
recombination vector that corresponds to Xi (see (3.2) and (3.3)). Define

r = dim span{λi; 1 ≤ i ≤ r}. (3.5)

Analogously define t for the dual MSP M⊥. Note that r ≤ r and t ≤ t.
Combining Lemma 3.2.5 and Remark 3.1.7 yields a construction of an MSP
with particular properties.

Lemma 3.2.15. Let M be an MSP with size(M) = m computing an access
structure Γ and let r and t be defined by (3.5). Then there exists an MSP
computing Γ such that M has size m× t and the dual MSP M⊥ has size m× r.

Theorem 3.2.16. Let r and t be defined by (3.5). Then there exists an MSP
M computing Γ with size:

m = r̄ + t̄− 1

and such that matrix M⊥ has size m× r̄ and matrix M has size m× t̄.

Proof. Let H = (ε | MT ) and H⊥ = (ε | − (M⊥)T ). One can prove
(see Lemma 3.2.1) that the vectors (1,−λi) generate the code C since they are
suitable set of vectors. From the construction of the dual MSP (see Lemma
3.2.5) it follows that the generator matrix M can be rewritten as G = (ε | −
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(M⊥)T ). But the last observation implies that these matrices are the same,
i.e. G = H⊥ holds. It is now straightforward to obtain the following equality
r + t = m+ 1. Finally, note that because of Lemma 3.2.15 one has for M and
M⊥ that M⊥ is m× r and M is m× t.

Now we are ready to state the main result in this section.

Theorem 3.2.17. Let Γ be an access structure and let Γ⊥ be its dual. Let
|Γ−| = r and |(Γ⊥)−| = t. Then for any field F, there exists a monotone span
program M computing Γ with size satisfying the following upper bound:

size(M) ≤ r + t− 1.

Proof. From Theorem 3.2.16 and the obvious facts that r̄ ≤ r and t̄ ≤ t one
obtains that m ≤ r + t− 1.

Remark 3.2.18. By Definition 2.1.4 (Γ⊥)− = {Z1, . . . , Zt} implies that ∆+ =
{Y1, . . . , Yt}, with Zj = Y c

j . In other words the size of an MSP is limited from
above by the sum of the number of minimal and the number of maximal sets
minus one.

We will now provide an alternative proof of Theorem 3.2.16 using Van Dijk’s
approach (see Section 3.1.3).

Recall that (see Section 3.1.3) the matrix G is the generator matrix of
the code C∗, generated by the suitable set of vectors (1, ci); 1 ≤ i ≤ r. The
matrix H is the parity check matrix of the code C∗ and is of the form H =
(ε | MT ). Analogously we have the matrix G⊥ as generator matrix of the code
C⊥, generated by a suitable set of vectors (1,hj); 1 ≤ j ≤ t. The matrix H⊥ is
the parity check matrix for the code C⊥, and is of the form H⊥ = (ε | (M⊥)T ).
Here we will use MSPM⊥ with target vector −ε. If we summarize the results
from Theorems 3.1.15 and 3.1.16 we have:

GHT = HGT = 0
G⊥(H⊥)T = H⊥(G⊥)T = 0
G(G⊥)T = G⊥GT = 0

As we pointed out at the end of Section 3.1.4 the codes C∗ and C⊥ are not
necessarily each other’s dual, i.e. H⊥HT = H(H⊥)T 6= 0. Thus our goal now
is to prove that for any MSPM there exists an MSPM⊥ such that C∗ and C⊥
are dual, i.e. C∗ = C.

Lemma 3.2.19. Let the matrix G be the generator matrix of the code C∗,
generated by the suitable set of vectors for an access structure Γ. Let the matrix
H⊥ be the parity check matrix for the code C⊥, generated by suitable set of
vectors for the dual access structure Γ⊥. Then there exist matrices G and H⊥

such that span(G) = span(H⊥).

Proof. As Van Dijk proved in Theorem 3.1.16, span(G) ⊆ span(H⊥) (see the
equations G(G⊥)T = G⊥GT = 0 above). Note that these equations also mean
that the vectors (1, ci); 1 ≤ i ≤ r and (1,hj); 1 ≤ j ≤ t are orthogonal.
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The matrix H consists of the row vectors (1,hj) and probably other vectors
of the form (1, h̃j) and/or (0,hj) and all of them are orthogonal to (1, ci).
Analogously, H⊥ consists of the row vectors (1, ci) and probably other vectors
of the form (1, c̃i) and/or (0, ci) and all of them are orthogonal to (1,hj). The
matrices H, H⊥, MT and (M⊥)T are as follows.

H =



(1,h1)
(1,h2)

...
(1, h̃1)
(1, h̃2)

...
(0,h1)
(0,h2)

...


H⊥ =



(1, c1)
(1, c1)

...
(1, c̃1)
(1, c̃2)

...
(0, c1)
(0, c2)

...



MT =



h1

h2 − h1

h3 − h1

...
h̃1 − h1

h̃2 − h1

...
h

1

h
2

...



(M⊥)T =



c1

c2 − c1

c3 − c1

...
c̃1 − c1

c̃2 − c1

...
c1

c2

...



First note that in matrix E in Remark 3.2.4 the entry in the upper left
corner could be any non-zero number. Now this entry is −1 since we choose the
target vector inM⊥ to be −ε. Consider the equation (M⊥)TM = MTM⊥ = E
from Remark 3.2.4. This equation implies that the vectors h1, hj−h1, h̃j−h1

and h
j are orthogonal to the vectors c1, ci − c1, c̃i − c1 and ci, except that

〈h1, c1〉 = −1 should hold. Now using the orthogonality relations between the
vectors (1, ci) and the vectors (1,hj), (1, h̃j), (0,hj) and also between (1,hj)
and (1, ci), (1, c̃i), (0, ci) we obtain:

〈hj
, c̃i〉 = 0, 〈ci, h̃j〉 = 0, 〈hj

, ci〉 = 0, 〈h̃j, c̃i〉 = −1.

Thus, we have

〈(0,hj), (1, c̃i)〉 = 0, 〈(0,hj), (0, ci)〉 = 0,
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〈(1, h̃j), (1, c̃i)〉 = 0, 〈(1, h̃j), (0, ci)〉 = 0.

Hence H is orthogonal to H⊥, i.e. H(H⊥)T = H⊥HT = 0 holds. But, now it
immediately follows that span(G) ⊆ span(H⊥). Hence span(H⊥) = span(G).

Define

r̃ = dim span{(1, ci); 1 ≤ i ≤ r}, (3.6)
t̃ = dim span{(1,hj); 1 ≤ j ≤ t}.

Now we are in position to prove the following fact.

Lemma 3.2.20. Let r̃ and t̃ be defined by (3.6). Then there exists an MSPM
computing Γ with size:

m = r̃ + t̃− 1

and such that matrix M⊥ has size m× r̃ and matrix M has size m× t̃.
Proof. We have that G is an r̃ × (m + 1) matrix, since r̃ is the dimension of
the code C. It also follows that r̃ ≤ r. On the other hand H is a parity check
matrix of code C. Hence H is an (m+ 1− r̃)× (m+ 1) matrix, and thus M is
an m× (m+ 1− r̃) matrix, since H = (ε | MT ).

Analogously we have G⊥ a t̃ × (m + 1) matrix, since t̃ is the dimension of
code C⊥. Also it follows that t̃ ≤ t. On the other hand H⊥ is parity check
matrix of code C⊥. Hence H⊥ is an (m+1− t̃)× (m+1) matrix, and thus M⊥

is an m× (m+ 1− t̃) matrix, since H⊥ = (ε | (M⊥)T ).
Note that M and M⊥ have the same size m. As a consequence of Lemma

3.2.19, i.e. from span(G) = span(H⊥) the following equality holds: r̃ + t̃ =
m+ 1.

Recall that the vectors λi form a suitable set of vectors. Next, note that

r̃ = dim span{(1,λi); 1 ≤ i ≤ r}

and
r̄ = dim span{λi; 1 ≤ i ≤ r}

are equal, i.e. r̃ = r̄. Hence Lemma 3.2.20 actually restates Theorem 3.2.16.

Corollary 3.2.21. Let M be an MSP program computing Γ, and M⊥ be an
MSP computing the dual access structure Γ⊥. Let code C⊥ have the parity
check matrix H⊥ = (ε | (M⊥)T ) and let code C have the parity check matrix
H = (ε | MT ). Then for any MSP M there exists an MSP M⊥ such that C
and C⊥ are dual.

Revisiting the proof of Theorem 3.2.14 we notice that nullity(MT ) = r̄ − 1
and rank(MT ) = t̄. Hence we have actually three different proofs of the fact
that m = rank(MT ) + nullity(MT ) = r̄ + t̄ − 1 (see also Theorem 3.2.16 and
Lemma 3.2.20). Now observe that |H| ≤ r̄ and |H⊥| ≤ t̄ give the lower bound
(Theorem 3.2.14) and that r̄ ≤ r and t̄ ≤ t give the upper bound (Theorem
3.2.17). Note that the lower bound is achieved if there exist critical minimal and
maximal sets with exactly (the maximum possible number) r̄ and t̄ elements.
However, how one can efficiently build an MSP computing Γ with the smallest
size remains still an open question.
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3.2.4 Restricted classes of MSPs

In this section we consider a necessary condition for an MSP to be non-redundant.
Based on this condition we define certain restricted classes of MSPs.

Let MSP M = (F,M, ε, ψ) compute an access structure Γ. Let Γ− =
{X1, . . . , Xr} be the set of minimal sets in Γ. For each Xi denote the corre-
sponding recombination vector λi ∈ Fm, so MTλi = ε and supP (λi) = Xi.
Notice that if the vectors λ1 − λ2, . . . ,λ1 − λr are not a generating set for
ker(MT ) then the size of the MSP may be decreased. Indeed assume that there
exists a recombination vector λ (i.e. MTλ = ε), such that the vector λ1−λ is
not in the linear span of the vectors λ1−λ2, . . . ,λ1−λr. It follows that there
exist two different recombination vectors for some Xi namely λ̃i and λi such
that supP (λ̃i) = supP (λi) = Xi. The existence of these vectors implies that
ker(MT

Xi
) 6= {0}. Thus this MSP is redundant since there is a linear dependency

in the set of rows group Xi owns.

Remark 3.2.22. A necessary condition for the size of an MSP to be non-
redundant is that ker(MT

A ) = {0} for all A ∈ Γ−.

Based on this observation we will define two restricted classes of MSPs,
namely non-redundant MSPs and constrained non-redundant MSPs.

Definition 3.2.23. An MSP M = (F,M, ε, ψ) is called

• a Γ-non-redundant monotone span program (denoted by Γ-rMSP), if
ker(MT

A ) = {0} holds for any A ∈ Γ−.

• a ∆-non-redundant monotone span program (denoted by ∆-rMSP), if
ker(MT

A ) = {0} holds for any A ∈ ∆.

• a constrained non-redundant monotone span program (denoted by crMSP),
when ker(MT

A ) 6= {0} if and only if A ∈ Γ \ Γ−.

Note that if ker(MT
A ) = {0} for A in Γ−, then ker(MT

B ) = {0} for any
B ⊂ A, i.e. B in ∆. But it is also possible that there exist sets C ∈ ∆+ such
that ker(MT

C ) 6= {0}. Now we prove the opposite, namely that ∆-rMSP imply
Γ-rMSP.

Lemma 3.2.24. Let M be a ∆-rMSP then M is a Γ-rMSP.

Proof. LetM be an ∆-rMSP and assume thatM is not Γ-rMSP. Denote B =
{Pj1 , . . . , Pjs} ∈ ∆ and A = B ∪ {Pi} ∈ Γ−. By assumption one has that
ker(MT

A ) 6= {0} but ker(MT
B ) = {0}. Let C = span(MPi) ∩ span(MB) 6=

∅. Define D` = B \ Pj` for ` = 1, . . . , s and note that Pi ∪ D` ∈ ∆ since
Pi ∪D`  A ∈ Γ−. But since Pi ∪D` ∈ ∆ by definition ker(MT

Pi∪D`
) = {0}, i.e.

span(MPi) ∩ span(MD`
) = ∅. Thus for ` = 1, . . . , s one has C ⊂ span(MPj`

),
which implies ker(MT

B ) 6= {0}, a contradiction.

From Definition 3.2.23 we immediately obtain that the number of rows
owned by any group A ∈ Γ− in a Γ-rMSP is less than the number of columns, i.e.



48 Monotone Span Programs

rank(MA) = |ϕ(A)| ≤ d and rank(MB) = |ϕ(B)| ≤ d − 1 for any B ∈ ∆+ in a
∆-rMSP. The notion of ∆-rMSP will be used in Metering schemes (Chapter 7),
where we will call it shortly rMSPs.

Now consider another class of MSP called “monotone dependency program”
(MDP) first defined in [PS98].

Definition 3.2.25. Let m,n and d be three positive integers with m ≥ n. Let
F be a finite field, L an m× d matrix over F and ψ : {1, . . . ,m} → {1, . . . , n}.
Then the triple L = (F, L, ψ) is called a monotone dependency program (de-
noted by MDP) if ψ is a surjective function. The size of L is the number m of
rows.

An MDP L is said to compute access structure Γ when A /∈ Γ if and only if
the rows in LA are linearly independent. An equivalent definition is: an MDP
L is said to compute an access structure Γ when ker(LTA) 6= {0} if and only if
A is a member of Γ.

Remark 3.2.26. In [NNPV02e, NNP03e] monotone dependency programs were
called zero monotone span programs (denoted by zMSP), because we have found
out later that this model of computation is already defined in [PS98].

Recall that any non-zero vector can be used as a target vector in the MSP.
So, now (by the definition of MDP) the question is whether one can build an
MSP with a zero target vector.

Remark 3.2.27. Let Γ be a (k, n) threshold access structure. Then the (n, k)-
Vandermonde matrix with natural labelling forms an MDP L which computes
Γ.

In some cases the matrix L (from an MDP L) can be derived from the matrix
M (from an MSP M) by removing the first column in M , but this cannot be
used as a general rule.

Remark 3.2.28. Rephrasing Definition 3.2.25 we can say that an MDP L is
said to compute an access structure Γ when ker(LTB) = {0} if and only if B is
a member of ∆.

Now we are in position to prove a connection between MDP and crMSP.

Lemma 3.2.29. Let Γ1 and Γ2 be two access structures such that ∆+
2 = Γ−1 .

Then an MDP computing Γ2 exists if and only if a crMSP computing Γ1 exists.

Proof. Consider a crMSP M = (F,M, ε, ψ1) computing Γ1 and an MDP L =
(F, L, ψ2) computing Γ2. Note that by definition A ∈ Γ−1 ⇐⇒ ker(MT

A ) = {0}
and A ∈ ∆+

2 ⇐⇒ ker(LTA) = {0}. Then note that M = L and ψ1 = ψ2 if and
only if ∆+

2 = Γ−1 , which completes the proof.

It is easy to see that the ideal generalized threshold access structures possess
MSPs which are also MDPs (see Remark 3.1.5 and Definition 3.2.6). But,
note that there exist certain important differences between MDPs and MSPs,
even though both models of computation seem to be similar. For example,
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it was proven in [PS98] that in the worst case scenario the size of MDPs is
exponentially lower bounded compared to the super-polynomial lower bound
on the size of MSPs. The difference is due to the fact that MDPs are a more
restricted model of computation than MSPs (they are equivalent to crMSPs)
as we pointed out in Lemma 3.2.29. Note that for rMSPs no similar estimation
on their size is known.

3.3 On Multiplicative MSPs

In Section 3.3.1 we present several known constructions of new LSSSs from
existing ones. Next the approach proposed by Cramer et al. in [CDM00] to
build a multi-party computation protocol from any LSSS is explained in Sec-
tion 3.3.2, (strongly) multiplicative LSSS are introduced and certain properties
are proved. Finally a new construction for strongly multiplicative MSPs is pro-
posed. In Section 3.3.3 we expand the construction for multiplicative MSPs, by
proposing the diamond construction �. Some basic properties of this construc-
tion are provided thereafter. In order to better characterize the multiplicative
property of MSPs in Section 3.3.4 we introduce a new notion, the multiplicative
product MSP. Then we prove an interesting property (inclusion) of the access
structure computed by the multiplicative product MSP. Next we establish a
relation between (strongly) multiplicative MSPs and (strongly) multiplicative
product MSPs, i.e. the fact that the recombination vector for (strongly) multi-
plicative product MSPs and the block-diagonal matrix D from Definition 3.3.8
are two different manifestations of the same object. The relation means that
when one uses (strongly) multiplicative MSPs to compute the multiplicative
product MSP the efficiency of both approaches is the same. Whereas in the
case that one has an MSP without the (strongly) multiplicative property using
a specific pair of MSPs one obtains a better efficiency compared to the approach
proposed in [CDM00].

3.3.1 Composition of MSPs

In this section several known constructions of new LSSSs from existing ones will
be discussed. Some of them such as the “sum” and “product” constructions will
be used later to build multiplicative MSPs in Section 3.3.2. The multiplicative
MSPs are an important building block for MPC protocols. More precisely we
shall consider the following problem:
Given some access structures, the MSPs computing them and a new access
structure obtained from the given ones after certain operations, how can one
constructs an MSP that computes the new access structure?

We start with restriction and contraction (see Definition 2.1.13).

Theorem 3.3.1. [Ma93, PS98] Let M be an MSP computing Γ and Q ⊂ P.
Then there exists an MSPM|Q, computing the restriction of Γ at Q (i.e., Γ|Q).
The size of M|Q is equal to |ϕ(P \Q)| (smaller than the size of M).

Theorem 3.3.2. [Ma93, PS98] LetM be an MSP computing Γ and let Q ⊂ P,
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Q /∈ Γ. Then there exists an MSP M·Q, which computes the contraction of Γ
at Q (i.e., Γ·Q), with size equal to the size of M.

Next we consider composite access structures (see Definition 2.1.16).

Theorem 3.3.3. [CDM97, PS98] Let Γ0[Γ1, . . . ,Γ`] be a composite access
structure. Denote byMj the MSP computing Γj for j = 0, . . . , ` and by mj the
size of Mj. Let Pi be the “owner” of m0

i rows in the MSP M0. Then there
exists an MSP M computing Γ0[Γ1, . . . ,Γ`] of size m =

∑`
i=1m

0
i mi.

Proof. We will give here only the construction of MSP M from [PS98], the
check that it computes Γ0[Γ1, . . . ,Γ`] is left to the reader. Suppose that access
structures Γ0,Γ1, . . . ,Γ` are computed by MSPsM0,M1, . . . ,M`. Let M (j) be

the corresponding matrices. Then the MSP M =


M (0) I(1) I(2) . . .

0 M (1) 0
0 0 M (2)

...
. . .


computes Γ0[Γ1, . . . ,Γ`], where I(j) is the matrix which has a single 1 in the
j-th row and 1-st column, all other entries are 0.

Corollary 3.3.4. If the access structures Γ0,Γ1, . . . ,Γ` are ideal, then the com-
posite access structure Γ0[Γ1, . . . ,Γ`] is also ideal.

As noted in Section 2.1.3, composite access structures are equivalent to
insertion (see Definition 2.1.14). Therefore the next theorem can be proven
using Theorem 3.3.3. Instead, we will propose a direct construction.

Theorem 3.3.5. Let Γ1 and Γ2 be monotone access structures defined on the
set of participants P1 and P2 and with MSPs M1 and M2 respectively, and let
Pz ∈ P1. Let the size of M1 be m1 and the size of M2 be m2. Then there
exists an MSP M computing the access structure Γ1(Pz → Γ2) of size equal to
m1 + (m2 − 1)|ϕ1(Pz)|.

Proof. We will give here only the construction of the MSP M, the check that
it computes Γ1(Pz → Γ2) is left to the reader. Let M (1) and M (2) be corre-
sponding matrices to MSPs M1 and M2. Let the matrix M (2) = (u M̃ (2)),
where u is its first column. Let M (1) = M

(1)
P1\{Pz}, i.e., all rows in M (1) ex-

cept those owned by Pz and assume that the rows of Pz are the first rows in
M (1). Consider the rows owned by Pz, i.e., M (1)

Pz
. Denote q = |ϕ1(Pz)| and

let ui = (0, . . . , 0, 1, 0, . . . , 0)T ∈ Fq be the column vector with 1 in the i-th
position. Let matrix M̃ , consists of diagonal blocks sub-matrices ui ⊗ M̃ (2) for

i = 1, . . . , q, i.e., M̃ =

 M̃ (2) · 0 · 0
0 · M̃ (2) · 0
0 · 0 · M̃ (2)

 and denote by M̂ the ma-

trix M (1)
Pz
⊗u. Then the MSP M =

(
M̂ M̃

M
(1) 0

)
computes Γ1(Pz → Γ2).
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As we have pointed out sum and product of access structures (see Defini-
tion 2.1.15) could be considered as particular cases of the operation insertion
(composite access structures). The following two constructions will be used to
construct multiplicative MSPs.

Theorem 3.3.6. [PS98] Let Γ1 and Γ2 be monotone access structures defined
on P1 and P2 with MSPsM1 of size m1 andM2 of size m2 respectively. Then
there exists an MSP M of size m1 +m2 computing the sum Γ1 + Γ2.

Proof. We will give here only the construction of the MSPM, the check that it
computes Γ1+Γ2 is left to the reader. Suppose that the access structures Γ1 and
Γ2 are computed by MSPs M1,M2. Let M (1) and M (2) be the corresponding
matrices. Let the matrices M (1) = (u M

(1)) and M (2) = (v M
(2)), where u,v

are their first columns. Then the MSP M =

(
u M

(1) 0
v 0 M

(2)

)
computes

the sum Γ1 + Γ2.

Theorem 3.3.7. [PS98] Let Γ1 and Γ2 be monotone access structures defined
on P1 and P2 with MSPsM1 of size m1 andM2 of size m2 respectively. Then
there exists an MSP M of size m1 +m2 computing the product Γ1 × Γ2.

Proof. We will give here only the construction of MSP M, the check that it
computes Γ1 × Γ2 is left to the reader. Suppose that access structures Γ1 and
Γ2 are computed by MSPs M1,M2. Let M (1) and M (2) be the corresponding
matrices. Let the matrices M (1) = (u M

(1)) and M (2) = (v M
(2)), where

u,v are their first columns. Then the MSP M =

(
u −u M

(1) 0
0 v 0 M

(2)

)
computes the product Γ1 × Γ2.

3.3.2 (Strongly) Multiplicative MSPs

In this section we will explain the approach proposed by Cramer et al. in
[CDM00, Cr00] to build a multi-party computation protocol (see Chapter 9.3)
from any LSSS, provided that the LSSS is so-called (strongly) multiplicative.
Intuitively, an LSSS is (strongly) multiplicative if each player Pi can, from his
shares of secrets s1 and s2, compute shares of the product s1s2 in such a way
that all players together (respectively, any set of honest players) are able to
reconstruct this product.

One possible construction for an MSP, introduced by Cramer in [Cr00], is
a matrix M∗ obtained from matrix M by replacing each row v of M with the
tensor vector product v ⊗ v. Denote the new MSP by M∗ = (F,M∗, ε⊗ ε, ψ).
The MSP M = (F,M, ε, ψ) is said to be with multiplication if and only if
ε⊗ε ∈ Im(MT

∗ ). It is shown in [Cr00] that for any MSPM, and for all random
vectors b1 and b2, the following equality holds: s1 ∗ s2 = (Mb1) ∗ (Mb2) =
M∗(b1⊗b2) , where s1 ∗ s2 is the so-called star product [MS88] (or coordinate-
wise product), i.e., s1 ∗ s2 = (s11 , . . . , s

1
n) ∗ (s21 , . . . , s

2
n) = (s11s

2
1 , . . . , s

1
ns

2
n).

Let Γ be an access structure, computed by the MSP M = (F,M, ε, ψ).
Given two m-vectors x and y, Cramer et al. in [Cr00, CDM00] denote by
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x � y the vector containing all entries of the form xiyj , whenever ψ(i) = ψ(j).
Thus, if mi = |ϕ(i)| is the number of rows owned by player Pi, then x � y has
m =

∑
im

2
i entries. Thus, if x and y are the sharings of two secrets using M,

then the vector x � y can be computed using only local computations by the
players, meaning that each component of the vector can be computed by one
player. Hence when each player owns exactly one row in M the operations �
and ∗ coincide. Denote byMA the MSP obtained fromM by keeping only the
rows owned by the players in A.

Definition 3.3.8. [Cr00, CDM00] A multiplicative MSP is an MSP M for
which there exists an m-vector λ called a recombination vector, such that for
any two secrets s1 and s2 and for any random vectors c1 and c2

s1s2 = 〈λ,M(s1, c1) �M(s2, c2)〉 .

M is said to be strongly multiplicative if for any subset A of honest players
MA is multiplicative.

In the recent paper of Cramer et al. [CFIK03] this definition is rephrased
as follows.

Definition 3.3.9. [CFIK03] An MSPM is called multiplicative if there exists
a block-diagonal matrix D ∈ Fm×m such that MTDM = εεT , where block-
diagonal is to be understood as follows. Let the rows and columns of D be labelled
by ψ, then the non-zero entries of D are collected in blocks D(1), . . . , D(n) such
that for every player Pi ∈ P the rows and columns in D(i) are labelled by Pi.
M is called strongly multiplicative if, for any subset A of honest players MA

is multiplicative.

It is easy to check that when the multiplication property of Definition 3.3.9
holds all players together could compute the product of the two secrets. Let
s1 = Mb1 and s2 = Mb2 be sharings of two secrets s1, s2 ∈ F. Then

s1s2 = (b1)TεεTb2 = (b1)TMTDMb2 = (Mb1)TD(Mb2) =

= (s1)TDs2 =
n∑
i=1

(s1i )
TD(i)s2i ,

i.e., the special form of D ensures local computation of the shares (s1i )
TD(i)s2i .

One of the key results in [CDM00] is a blow-up construction for multiplica-
tive MSPs as follows.

Theorem 3.3.10. [CDM00] For any MSP computing a Q2 access structure,
a multiplicative MSP with size at most twice that of the original MSP can be
efficiently constructed.

The proof relies on the following observations.

Lemma 3.3.11. [CDM00] LetM1 andM2 be MSPs computing access struc-
tures Γ(M1) and Γ(M2) respectively. Let M (1) and M (2) be m × di (i = 1, 2)
matrices corresponding to MSPsM1 andM2 and suppose that (M (1))TM (2) =
E holds. Then there exists a multiplicative MSP computing Γ(M1)+Γ(M2) of
size at most 2m.
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In fact, the MSP which computes the sum of the access structures, i.e.
Γ1 + Γ2, and has size 2m (see Theorem 3.3.6) appears to be multiplicative,
because of the condition that the matrices M (1) and M (2) satisfy. Indeed let
s1 = M (1) b1 and s2 = M (2) b2 be the sharing of the secrets s1 = b1

1 and
s2 = b2

1 . Then we have

〈1, s1 ∗ s2〉 = (s1)T s2 = (b1)T (M (1))TM (2) b2 = (b1)TE b2 = s1s2. (3.7)

The last equation means that 1 is a recombination vector. The last step (in
the proof of Theorem 3.3.10) is to use the Q2 property of Γ and to apply
Lemma 3.3.11 forM1 =M andM2 =M⊥. In that case we have Γ = Γ + Γ⊥

(see Lemma 2.1.11). We also know (see Lemma 3.2.3) that for any MSP M
a dual MSP M⊥ exists with the property MTM⊥ = E. Thus M1 +M2 (see
Theorem 3.3.6) computes Γ and it is multiplicative.

The strongly multiplicative case is an interesting open problem [CDM00],
since no efficient construction is known, except for some upper bounds on the
minimal complexity of strongly multiplicative LSSSs in terms of certain thresh-
old circuits.

We will prove some properties of multiplicative MSPs, e.g. a direct (simpler)
proof that the access structure computed by (strongly) multiplicative MSP isQ2

(Q3); the fact that there exists a symmetric block-diagonal matrix D satisfying
Definition 3.3.8; a connection between self-dual codes and ideal multiplicative
self-dual access structures. A new construction for strongly multiplicative MSPs
is proposed, which appears to be as efficient as the known one.

Lemma 3.3.12. LetM be a multiplicative MSP computing Γ, i.e. there exists
a block-diagonal matrix D satisfying MTDM = E. Define MSP M computing
Γ by M = DM . Then Γ⊥ ⊆ Γ ⊆ Γ.

Proof. First note from the definition of M , namely M = DM , it follows that
Γ ⊆ Γ. Let us recall how matrix M⊥ is built (see Lemma 3.2.3). The first
column is a solution of the equation MTλ = ε and the other columns generate
the ker(MT ). Comparing matrices M and M⊥ and taking into account that
MTM = E one concludes that the only difference between them is possibly
the space generated by their columns (all except the first one). Now from
Remark 3.2.2 one obtains the second inclusion, i.e. Γ⊥ ⊆ Γ, which concludes
the proof.

Note that as a consequence we obtain that MTDM = E implies Γ⊥ ⊆ Γ, i.e.
the Q2 property (see Lemma 2.1.11).

Corollary 3.3.13. Let M be a multiplicative MSP computing Γ. Then Γ is a
Q2 access structure.

One way to construct a multiplicative MSP (possibly without blow-up) is
to find a suitable decomposition of Γ, namely:
For an access structure Γ find a “decomposition” of the form Γ = Γ1 + Γ2 with
access structures Γi and corresponding MSPs Mi satisfying the condition from
Lemma 3.3.11.
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Lemma 3.3.14. Let F be a finite field with char(F) 6= 2. Then there exists a
symmetric block-diagonal matrix D satisfying Definition 3.3.8.

Proof. Indeed, since the equation MTDM = E and the transposed one
MTDTM = E hold, one has that MT (D +DT )M = 2 E. Finally, notice that
D +DT is symmetric.

Consider the construction for the sum of two MSPs (see Theorem 3.3.6) for
M and M⊥ and denote the sum by M̃, i.e. M̃ computes Γ̃ = Γ + Γ⊥. Now
using the relations between access structures (2.1) one has that Γ̃⊥ = Γ⊥ × Γ.
But Theorem 3.3.7 gives a construction of an MSP which is the product of
two MSPs. Let M and M⊥ be the corresponding matrices. Let the matrices
M = (u M) and M⊥ = (v M

⊥), where u,v are their first columns. Thus the

matrix M̃ =

(
u M 0
v 0 M

⊥

)
and the matrix M̃⊥ =

(
u −u M 0
0 v 0 M

⊥

)
.

In order to satisfy the relation M̃T M̃⊥ = E we swap the upper and the bottom

halves of the matrix M̃⊥, namely M̃⊥ =

(
0 v 0 M

⊥

u −u M 0

)
. Notice now

that M̃⊥ has one additional column. Delete the second column and denote the

result by M̂ , i.e. M̂ =

(
0 0 M

⊥

u M 0

)
. Thus we obtain that M̃T M̂ = E

holds. Now we are ready to give a more detailed explanation why the blow-up
construction in Theorem 3.3.10 works.

Remark 3.3.15. Consider the following three matrices M̂ (1) =
(

0 0 0
u M 0

)
,

M̂ (2) =

(
v 0 M

⊥

0 0 0

)
and M̂ (3) = M̂(1)+M̂(2)

2 . The matrix M̂ (3) is considered

when char(F) 6= 2. One can check that M̃T M̂ (i) = E holds. It is also easy to see
that there exist block-diagonal matrices D with the property that DM̃ = M̂ (i).
Therefore for any MSP M computing a Q2 access structure there are (at least
two) block-diagonal matrices D satisfying Definition 3.3.8, applied to the blow-
up construction M̃ from Theorem 3.3.10.

Lemma 3.3.16. For any self-dual access structure Γ there exist MSPsM and
M⊥ and block-diagonal matrix D such that the following relations hold

MTM⊥ = E and DM = M⊥.

An obvious observation is that the size of an MSPM computing an access
structure Γ is not optimal (see Definition 3.1.8) if there exists a block-diagonal
matrix D such that DM also computes Γ and D is not invertible.

Remark 3.3.17. Let the ideal MSP M compute a Q2 access structure Γ and
assume that there exists an invertible block-diagonal matrix D satisfying Defi-
nition 3.3.8. Denote by D̃ the non-invertible sub-matrix of D, i.e. the matrix
derived from D by deleting zero rows and columns (assume for simplicity this is
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only the i-th row and column). Define new MSP M̃ to be the restriction M|Pi

which computes Γ|Pi
. It is easy to see that M̃ satisfies Definition 3.3.8 and

therefore Γ|Pi
is Q2.

Lemma 3.3.18. Let M be a multiplicative MSP and D be a block-diagonal
matrix satisfying the condition from Definition 3.3.9. Then for any invertible
block-diagonal matrix D̃ the matrices M = D̃M and D = (D̃−1)TDD̃−1 satisfy
the condition from Definition 3.3.9 too.

Recall that for an MSPM (see Theorem 3.1.16) there exists a code C with
parity check matrix of the form H = (ε | MT ). Let M be a multiplicative
MSP, i.e. let D be a block-diagonal matrix satisfying MTDM = E. Set

D =
(
−1 0
0 D

)
. Then it is easy to see that the parity check matrix of the

code C satisfies
HDHT = 0. (3.8)

Definition 3.3.19. We call a code C multiplicative if the parity check matrix
H satisfies equation (3.8).

On the other hand (weakly) self-dual codes are defined as follows.

Definition 3.3.20. [MS88]

• The code C is called weakly self-dual if C $ C⊥;

• The code C is called self-dual if C = C⊥.

It is easy to see that for a weakly self-dual code C there exists a non-invertible
matrix W such that WH = G, where G and H are the generator and parity
check matrices of the code, while for self-dual code C one has H = G. Therefore
the self-dual codes are subset of the multiplicative codes, but a weakly self-dual
code may not be multiplicative.

Remark 3.3.21. Assume that there exists an ideal (see Remark 3.1.5) mul-
tiplicative MSP computing a self-dual access structure with matrix M . If M
is ideal then D is a diagonal matrix. By applying Lemma 3.3.18 we obtain
D = DD̃−2, for any diagonal invertible matrix D̃. If we consider the extension
of the finite field in which we will be able to extract square roots, then we can
choose D̃ in such a way that D = E. Thus in that extended field M

T
M = E

must hold. The last equality implies by Remark 4.4.15 that the codes C̃ (respec-
tively C) are self-dual.

Recall that in Section 3.2.4 we made an observation (see Remark 3.2.22)
that an MSPM is non-redundant (see Definition 3.1.8) if ker(MT

A ) = {0} when
A ∈ Γ−. This means that for any set A ∈ Γ− there exists only one recombina-
tion vector λ with p-support equal to A. As we prove in Theorem 3.3.46 there is
one-to-one correspondence between the block-diagonal matrix D and the corre-
sponding recombination vector. Thus if for a multiplicative MSPM there exists
two different block-diagonal matrices D then M will be non-redundant. Thus
M non-redundant implies D unique and invertible. Now using Lemma 3.3.14
we conclude the following fact.
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Corollary 3.3.22. Let MSP M be multiplicative and optimal (see Defini-
tion 3.1.8). Then there exists only one block-diagonal matrix D satisfying Def-
inition 3.3.8 and D is invertible and symmetric.

Now we will consider the strongly multiplicative case. Recall that for any set
A ⊆ P an operation restriction of Γ to A has been defined (see Definition 2.1.13)
and that the MSP computing Γ|A is MAc (see Theorem 3.3.1). We start with
a simple observation.

Lemma 3.3.23. Let Γ be a Q3 access structure. Then Γ|A is a Q2 access
structure for any set A ∈ ∆.

Proof. Assume that Γ|A is not Q2, i.e. there are two sets B1 and B2 from ∆|A
such that B1∪B2 = Ac. Thus A∪B1∪B2 = P. Note that B1∩A = B2∩A = ∅
by the definition of restriction. Also by this definition one has that C ∈ Γ|A if
and only if C ∈ Γ and C ∩ A = ∅. Thus B1 and B2 are in ∆. This leads to a
contradiction since Γ is Q3. Thus our assumption is not correct and so Γ|A is
Q2.

Now it is not difficult to prove the following two relations.

Corollary 3.3.24. Let Γ be a Q3 access structure. Then for any set A ∈ ∆
we have Γ⊥|A ⊆ (Γ|A)⊥ ⊆ Γ|A.

Lemma 3.3.25. Let Γ be 3-self-dual access structure (see Definition 2.2.30).
Then for any set A ∈ ∆+ the corresponding access structure Γ⊥|A is self-dual.

By applying the approach from Lemma 3.3.12 together with Lemma 3.3.23 give
the following fact.

Corollary 3.3.26. Let M be strongly multiplicative MSP computing Γ. Then
Γ is a Q3 access structure.

Proposition 3.3.27. For any MSP M computing a Q3 access structure, a
strongly multiplicative MSP with a size linear in |∆+

A| and size(M) can be effi-
ciently constructed.

Proof. Let ∆+
A = ∆+ = {Y1, . . . , Yt} be a Q3 structure. For any set Yi one

constructs the matrix M (i) in the following way. The first column is the solution
of the equation MTλ = ε, where supp(λ) ⊆ Y c

i . The rest of the columns form
an arbitrary generating set of ker(MT ) satisfying the same condition for their
p-support (i.e. their p-support is a subset of Y c

i ). It is easy to check that
size(M (i)) = |ϕ(Y c

i )|, M (i) computes (Γ|Yi
)⊥ and that MT

Y c
i
M (i) = E. Let

M = (u M) and M (i) = (u(i) M
(i)) where u,u(i) are their first columns.

Now applying (repeatedly) Theorem 3.3.6 for M and M (i) (for i = 1, . . . , t)
one obtains a construction of a matrix M̃ which computes Γ +

∑t
i=1(Γ|Yi

)⊥.
Indeed, set the matrix

M̃ =


u M 0 0 . . .

u(1) 0 M
(1) 0 . . .

...
...

. . .

u(t) 0 . . . 0 M
(t)

 .
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Observe that Corollary 3.3.24 implies that Γ +
∑t

i=1(Γ|Yi
)⊥ = Γ. Thus M̃

computes Γ. Now in a similar way as described in Remark 3.3.15 one can check
that M̃ is a strictly multiplicative MSP. Indeed it is easy to see that for every
set Yi there is a block-diagonal matrix D, such that

DM̃Y c
i

=

 u(i) 0 . . . M
(i) 0 . . .

0 0 . . . 0 0 . . .
...

...
. . .

 .

By restricting M̃ to Y c
i one has the equation M̃T

Y c
i
DM̃Y c

i
= E. Thus M̃ is

strongly multiplicative.
It is easy to calculate the size of MSP M̃ , namely

size(M̃) = m+
t∑
i=1

|ϕ(Y c
i )| = m+

t∑
i=1

(m− |ϕ(Yi)|).

Now by using the adversary power pA (see Definition 2.2.9) one can estimate
the size of MSP M̃ , i.e.

size(M̃) ≤ (t+ 1)m− t

pA + 1
m =

(
pA

pA + 1
t+ 1

)
size(M).

Note that by Theorem 2.2.9 one has pa ≥ 3 and that the size of strongly
multiplicative MSP M̃ is a linear function of t and the size ofM.

But this construction has a drawback: the complexity of M̃ is linear in
|∆+

A|. So using MSPs (LSSSs) constructed above we can build a perfect MPC
secure against an active Q3-adversary with a complexity polynomial in |∆+

A|.
Note that the proposed solution has complexity equal to the complexity of the
best known solution [M02].

3.3.3 The Diamond Operation �

In this section we expand the construction for multiplicative MSPs, due to
Cramer et al. [Cr00, CDM00], by proposing the diamond operation �. Next we
provide some basic properties of this operation.

Let Γ1 and Γ2 be two access structures, computed by MSPsM1 = (F,M (1),
ε1, ψ1) and M2 = (F,M (2), ε2, ψ2). Let M (1) be an m1 × d1 matrix, M (2) be
an m2 × d2 matrix and let ϕ1, ϕ2 be the “inverse” functions of ψ1 and ψ2.

Consider a vector x. Recall that the coordinates of x, which belong to the
player Pj , form a sub-vector xj ∈ F|ϕ(Pj)| and that x = (x1, . . . ,xn). Thus we
have obviously 〈x,y〉 = 〈(x1, . . . ,xn), (y1, . . . ,yn)〉 =

∑
j〈xj,yj〉 . Given an

m1-vector x and an m2-vector y, x � y will denote the vector containing all
entries of the form xiyj , where ψ1(i) = ψ2(j). Thus the diamond operation �
for vectors can be defined as follows:

x � y = (x1 ⊗ y1, . . . ,xn ⊗ yn) . (3.9)
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So, x � y has m =
∑

Pu∈P |ϕ1(u)||ϕ2(u)| entries and notice that m < m1m2.

Recall that M (1)
u denotes the matrix formed by the rows of M (1) owned by

player Pu. Correspondingly, M (2)
u denotes the matrix formed by the rows of

M (2) owned by player Pu. Then M
(1)
u is an |ϕ1(u)| × d1 matrix and M

(2)
u

is an |ϕ2(u)| × d2 matrix. Hence we can present M (1) as a concatenation of
the matrices M (1)

u for u = 1, . . . , n and analogously we can present M (2) as
a concatenation of the matrices M (2)

u for u = 1, . . . , n. Now the diamond
operation � for matrices can be defined as follows

M (1) =

 M
(1)
1

. . .

M
(1)
n

 , M (2) =

 M
(2)
1

. . .

M
(2)
n

 , and

M (1) �M (2) =

 M
(1)
1 ⊗M (2)

1

. . .

M
(1)
n ⊗M (2)

n

 . (3.10)

In other words, the diamond operation � for vectors (and analogously for ma-
trices) is defined as the concatenation of vectors (matrices), which are tensor
(⊗) multiplication of the sub-vectors (sub-matrices) belonging to a fixed player.

Remarks on the operation: We assume, without restrictions for the MSPs,
that its rows are ordered as follows: first we have |ϕ(1)| rows that belong to
player P1, next |ϕ(2)| rows belonging to the player P2, etc. Then the construc-
tion shows that the first column of M (1) is diamond � multiplied to each column
of M (2), next the second column of M (1) is diamond �multiplied to each column
of M (2), and so on. Thus the process is analogous to Kronecker product, with
the difference that the tensor operation ⊗ is replaced by the diamond operation
�. But note that this destroys the “symmetry” which Kronecker product have
between rows and columns.

Next, we present some properties of the diamond operation �, which are
analogous to the properties of Kronecker product, they will be useful in the
sequel.

Lemma 3.3.28. Let x,a ∈ Fm1 and y,b ∈ Fm2 be arbitrary vectors. Then the
following equality holds.

〈x � y,a � b〉 =
∑
j

〈xj,aj〉〈yj,bj〉.

Define M � v as the matrix consisting of the columns obtained from matrix
M by replacing each column in M (e.g. M(i)) by M(i) � v.

Lemma 3.3.29. Let v ∈ Fd and w ∈ Fm be arbitrary column vectors and M
be an m× d matrix. Then

(M � v)w = (Mv) �w and (v �M)w = v � (Mw).
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Proof. We will prove only the first equation.

(M � v)w = (

 M1

. . .
Mn

 �
 v1

. . .
vn

)w = (

 M1 ⊗ v1

. . .
Mn ⊗ vn

)w

=

 (M1 ⊗ v1)w
. . .

(Mn ⊗ vn)w

 =

 (M1w)⊗ v1

. . .
(Mnw)⊗ vn


=

 M1w
. . .
Mnw

 �
 v1

. . .
vn

 = (

 M1

. . .
Mn

w) �

 v1

. . .
vn


= (Mw) � v.

Lemma 3.3.30. Let M (1) be an m1×d1 matrix, and M (2) be an m2×d2 matrix.
Then for arbitrary column vectors a ∈ Fd1, b ∈ Fd2 the following equality holds

(M (1) �M (2)) (a⊗ b) = (M (1)a) � (M (2)b) .

Proof.

(M (1) �M (2))(a⊗ b) =

 M
(1)
1 ⊗M (2)

1

. . .

M
(1)
n ⊗M (2)

n

 (a⊗ b)

=

 (M (1)
1 ⊗M (2)

1 )(a⊗ b)
. . .

(M (1)
n ⊗M (2)

n )(a⊗ b)


=

 (M (1)
1 a)⊗ (M (2)

1 b)
. . .

(M (1)
n a)⊗ (M (2)

n b)


=

 M
(1)
1 a
. . .

M
(1)
n a

 �
 M

(2)
1 b
. . .

M
(2)
n b


= (M (1) a) � (M (2) b).

Lemma 3.3.31. Let M (1) be an m1 × d1 matrix, M (2) be an m2 × d2 matrix,
N (1) be an n1 ×m1 matrix and an N (1) be n2 ×m2 matrix. Then

(N (1) M (1)) � (N (2) M (2)) = (N (1) �N (2))(M (1) ⊗M (2)).

Lemma 3.3.32. Let M (1) be an m1 × d1 matrix, and M (2) be an m2 × d2

matrix. Then for arbitrary column vectors v ∈ Fm1, w ∈ Fm2 the following
equality holds

(M (1) �M (2))T (v �w) =
n∑
j=1

((M (1)
j )Tvj)⊗ ((M (2)

j )Twj).
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The diamond operation � for MSPs is defined as follows.

Definition 3.3.33. Let MSPs M1 = (F,M (1), ε1, ψ1) and M2 = (F,M (2), ε2,
ψ2). Define an MSPM1 �M2 = (F,M (1) �M (2), ε1⊗ ε2, ψ), where ψ(i, j) = r
if and only if ψ1(i) = ψ2(j) = r.

Notice that the operation is symmetric w.r.t. the MSPs M1 andM2.

Lemma 3.3.34. Both MSPs M =M1 �M2 and M̃ =M2 �M1 compute the
same access structure Γ.

Proof. Recall that the access structure that is computed by an MSP is not
changed if one replaces the 2-nd up to the last column of the matrix M by any
set of vectors that generates the same space. In the considered case it is just a
re-numbering of the columns.

The matrix M (1) �M (2) has d1d2 columns but some of these columns are
linearly dependent, for example if d1 = d2 = d we have d2 columns and d2−d

2 of
them are obviously linearly dependent. Although one can reduce the number
of columns, we are not going to do so in order to keep the notations simpler.

Note that Kronecker product is not suitable for constructing new MSPs
since we do not know whom each new row belongs to, for example in the case
of multiplication of a row owned by one player with a row owned by another
player. Hence the Kronecker product does not solve the problem at hand, while
the diamond operation � avoids this problem. Moreover, if x and y are shares
resulting from sharing two secrets usingM1 andM2, then the vector x �y can
be computed using only local computations by the players, i.e., each component
of the vector can be computed by one player.

On the other hand for the Kronecker product it is quite easy to calculate a
recombination vector from the initial recombination vectors. Indeed, let λ1 ∈
Fm1 and λ2 ∈ Fm2 be recombination vectors for M (1) and M (2) then λ1⊗λ2 ∈
Fm1m2 is the recombination vector for M (1) ⊗M (2), since by Lemma 3.1.1 the
following equality holds

(M (1) ⊗M (2))T (λ1 ⊗ λ2) = ε1 ⊗ ε2.

While for the diamond operation � such calculation for the recombination vec-
tors is not known, except for few special cases.

Now let us consider a matrix M with rows labelled by a function ψ and
columns labelled by a function ψ. Denote the sub-matrices labelled with ψ(i)
and ψ(j) by Mi,j . We call such a matrix doubly-labelled. Note that the block-
diagonal matrix D from Definition 3.3.9 is in-fact a doubly-labelled matrix for
which ψ = ψ.

Let two matrices A and B be double-labelled by functions ψ1 and ψ2 for
the rows and by functions ψ1 and ψ2 for the columns. Define A � B to be a
(
∑

i |ψ1(i)||ψ2(i)|)× (
∑

i |ψ1(i)||ψ2(i)|) matrix consisting of sub-matrices Ai,j ⊗
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Bi,j . Or in other words

A =

 A1,1 . . . A1,n
... . . .

...
An,1 . . . An,n

 , B =

 B1,1 . . . B1,n
... . . .

...
Bn,1 . . . Bn,n

 , and

A�B =

 A1,1 ⊗B1,1 . . . A1,n ⊗B1,n
... . . .

...
An,1 ⊗Bn,1 . . . An,n ⊗Bn,n

 . (3.11)

Note that any MSP can be seen as a double-labelled matrix and that the oper-
ation we have just introduced is a generalization of the operation diamond. Let
M1 = (F,M (1), ε1, ψ1) andM2 = (F,M (2), ε2, ψ2) be MSPs, then it is easy to
verify that M (1)(M (2))T is a doubly-labelled matrix with labelled functions ψ1

for the rows and ψ2 for the columns. Now we prove the following properties of
the new operation.

Lemma 3.3.35. Let MSPs Mi = (F,M (i), εi, ψi) for i = 1, 2, 3, 4 be such that
M (i) are mi×di matrices and let d1 = d3, d2 = d4. Then the following equality
holds

(M (1) �M (2))(M (3) �M (4))T = (M (1)(M (3))T ) � (M (2)(M (4))T ).

Proof. Let M (i) =

 M
(i)
1

. . .

M
(i)
n

. Then one needs to show that

 M
(1)
1 ⊗M (2)

1

. . .

M
(1)
n ⊗M (2)

n


 M

(3)
1 ⊗M (4)

1

. . .

M
(3)
n ⊗M (4)

n


T

=

 M
(1)
1 (M (3)

1 )T ⊗M (2)
1 (M (4)

1 )T . . . M
(1)
1 (M (3)

n )T ⊗M (2)
1 (M (4)

n )T
... . . .

...
M

(1)
n (M (3)

1 )T ⊗M (2)
n (M (4)

1 )T . . . M
(1)
n (M (3)

n )T ⊗M (2)
n (M (4)

n )T


holds. By applying Lemma 3.1.1 one has

(M (1)
i ⊗M

(2)
i )(M (3)

j ⊗M
(4)
j )T = (M (1)

i (M (3)
j )T )⊗ (M (2)

i (M (4)
j )T ),

which concludes the proof.

By applying Lemma 3.3.31 it is to verify that the following relation is sat-
isfied.

Lemma 3.3.36. Let MSPs Mi = (F,M (i), εi, ψi) for i = 1, 2, 3, 4 be such that
M (i) are mi×di matrices. Let R(1) be a d1×d3 matrix and let R(2) be a d2×d4

matrix. Then the following equality holds

(M (1) �M (2))(R(1) ⊗R(2))(M (3) �M (4))T = (M (1)R(1)(M (3))T ) � (M (2)R(2)(M (4))T ).

Note that M (1)R(M (2))T is also doubly-labelled matrix. Doubly-labelled
matrices will be used in Chapter 7.
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3.3.4 (Strongly) Multiplicative Product MSPs

In order to characterize better the multiplicative property of MSPs, we intro-
duce in this section a new notion multiplicative product MSP. Throughout the
section we will demonstrate similarities and differences between this new notion
and (strongly) multiplicative MSPs. Finally in Theorem 3.3.46 we will prove
that our approach provides more flexibility and efficiency.

Definition 3.3.37. We call an MSPM trivial if Γ(M)− = {{P1}, . . . , {Pn}}.

Thus a trivial MSPM has an n× 1 matrix M =

 1
...
1

.

Remark 3.3.38. Let M be a trivial MSP and let M̃ be an MSP. It is easy to
verify that M̃ =M� M̃ and hence Γ(M� M̃) = Γ(M̃).

So, a trivial MSP plays the role of a unit for the diamond operation. In the
next definition we require more interesting properties.

Definition 3.3.39.

• We call M a product MSP if there exist non-trivial MSPs M1 and M2

such that M =M1 �M2.

• We call M a multiplicative product MSP if M is a product MSP and
Γ(M) = {P}.

• We callM a strongly multiplicative product MSP ifM is a product MSP
and {P} $ Γ(M).

We will not consider the case when the access structure Γ(M1 � M2) is
trivial, e.g. Γ(M1 � M2) = ∅. We call the access structure Γ(M1 � M2) the
diamond product access structure.

Remark 3.3.40. In [NNP03b, NNP03c, NNP03f] multiplicative product MSPs
were called multiplicative resulting MSPs and diamond product access structures
were called resulting access structures.

Note that the diamond operation � confirms our intuitive expectations,
namely that the players can locally compute their new shares. Moreover, the
next lemma shows that a (strongly) multiplicative product MSP computes the
product of the secrets shared by the MSPs M1 andM2.

Lemma 3.3.41. Let s1 = M (1)(s1,a) and s2 = M (2)(s2,b) be the shares dis-
tributed by the MSPs M1 and M2, for secrets s1 and s2 respectively. Then
s1 � s2 are the shares distributed by the MSP M1 �M2 for the secret s1s2.

Proof. Indeed by Lemma 3.3.30 one has

s1 � s2 = (M (1)(s1,a)) � (M (2)(s2,b)) = (M (1) �M (2)) ((s1,a)⊗ (s2,b)).

Note that the vector (s1,a)⊗ (s2,b) is not a random vector.
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As we have found out later, an analogue of the notion of (strongly) mul-
tiplicative product MSPs has been mentioned in an internal report of BRICS
[CDM97] (in the case M1 =M2). This notion is not used in [CDM00], but it
does appear in the full (e-print archive) version of the paper (see Lemma 9.3.1).

Recall that in [CDM00] the mixed adversary model is not considered, i.e.
the authors consider access structure Γ1 such that ∆A = ∆1 is Q2 (Q3), while
we consider a more refined mixed adversary (see Definition 2.1.12). In our
adversary model we have an adversary with two privacy structures ∆1, ∆2 and
with one adversary structure ∆A ⊆ ∆1, ∆A ⊆ ∆2, let us call it a (∆1,∆2,∆A)-
adversary.

Now we will compare the two approaches (see Definitions 3.3.8 and 3.3.39).

Remark 3.3.42. It is easy to see that an MSP M is multiplicative if and
only if M �M is a multiplicative product MSP. Also an MSP M is strongly
multiplicative if and only if M �M is a strongly multiplicative product and
Γ⊥A ⊆ Γ(M�M) holds.

In [CDM00] two scenarios (ways) to build MPCs are proposed:

1) For a given Q2 (Q3) access structure Γ1 we want to construct a (strongly)
multiplicative MSP computing Γ1.

2) For an MSP M1 computing a Q2 (Q3) access structure Γ1, we want to
construct a new (strongly) multiplicative MSP M′

1 computing the same
access structure.

It has been shown in [CDM00] that in the multiplicative case for any MSPM1

one can construct multiplicative MSPM′
1 computing the same access structure

(see Theorem 3.3.10) with blow-up factor 2. Hence this is an efficient solution
for scenario 2). But for the strongly multiplicative case there is no known
efficient solution neither for scenario 1) nor for 2).

We propose two other scenarios.

A) We want to find conditions for the MSPs M1 and M2, such that the
diamond product access structure Γ(M1 �M2) fulfills certain conditions
in terms of Γ(M1) and Γ(M2).

B) For an MSP M1, we want to find a second MSP M2, such that the
diamond product access structure Γ(M1 �M2) fulfills certain conditions
in terms of Γ(M1) and Γ(M2).

We will discuss in Section 9.3 which conditions Γ(M1�M2) should fulfil, in order
to achieve a secure MPC. Note that our goal is to investigate the properties that
the diamond product access structure Γ(M) and the (strongly) multiplicative
product MSPM possess, and how these properties depend on the initial MSPs,
while the approaches in [CDM00] are focused on the ways to construct suitable
MSPs. A partial answer for scenario A) is given in the next proposition.

Proposition 3.3.43. Let M1 and M2 be MSPs, then

Γ(M1 �M2) ⊆ Γ(M1) ] Γ(M2). (3.12)
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Proof. Let A1 /∈ Γ(M1). Hence there exists a vector k1 ∈ ker(M (1)
A1

) such
that k1

1 = 1. Analogously, let A2 /∈ Γ(M2). Hence there exists a vector
k2 ∈ ker(M (2)

A2
) such that k2

1 = 1. Notice that k1 ∈ Fd1 and k2 ∈ Fd2 . Let
A = A1∪A2, so one hasA /∈ Γ(M1)]Γ(M2). Form a new vector k1⊗k2 ∈ Fd1d2 .
Now using Lemmas 3.1.1 and 3.3.30 it follows that the vector k1 ⊗ k2 satisfies

(M (1)
A1∪A2

�M (2)
A1∪A2

)(k1 ⊗ k2) = (M (1)
A1∪A2

k1) � (M (2)
A1∪A2

k2)

=

(
0

M
(1)
A2

k1

)
�

(
M

(2)
A1

k2

0

)
= 0

Thus k1⊗k2 ∈ ker(MA) and (k1⊗k2)1 = 1. Hence A /∈ Γ(M1 �M2) and thus
equation (3.12) holds.

An interesting open question is when “equality” in (3.12) holds?
If we can solve this problem we will have an efficient solution for the strongly
multiplicative case since we know how to efficiently construct (using the dia-
mond � operation) such a MSP from the given ones.

An example when the “equality” does hold is the threshold case. Recall that
Tk1,n ] Tk2,n = Tk1+k2,n. Thus each player Pi holds vectors w = (1, αi, . . . , αk1i )
and v = (1, αi, . . . , αk2i ) from the MSPs computing Tk1,n and Tk2,n correspond-
ingly. Hence the diamond operation gives

v ⊗w = (1, αi, . . . , αk1i , αi, α
2
i , . . . , α

k1+1
i , . . . . . . . . . , αk2i , . . . , α

k1+k2
i ) .

Once again we use the property of the MSPs that without modifying the access
structure that is computed, one can always replace the 2-nd up to the last
column of M by any set of vectors that generates the same space. Hence v⊗w
is equivalent to (1, αi, . . . , αk1+k2

i ), which is exactly the row owned by player Pi
in the MSP computing Tk1+k2,n. This means that in the threshold case we have
equality in (3.12).

But there are examples showing that the “equality” does not always hold. It
is easy to notice that MSPs should be “compatible”, i.e. even in the threshold
case it is important to choose properly the MSPs M1 and M2. Assume that
player Pi holds vectors w = (1, αi, . . . , αk1i ) and v = (1, βi, . . . , βk2i ) from MSPs
computing Tk1,n and Tk2,n, and αi 6= βi. It is straightforward to check that
Γ(M1 �M2) is not Tk1+k2,n as could be expected from the previous example.
Another example of “incompatibility” can be illustrated even with the operation
addition of shared secrets. Recall that in the case of addition each player adds
up the shares he holds. This means that we use the same MSP (i.e.,M1 =M2)
to share two secrets, the sum of which we want to calculate. Now if we take
M1 6=M2 and share two secrets byM1 andM2 simple additions of the shares
that each player holds are not enough.

The first step in the direction to find “compatible” pairs of MSPs is [CDM00,
Theorem 7], whereM1 andM2 are dual. Cramer et al. have proved in [CDM00,
Theorem 7] that ε1⊗ε2 belongs to the linear span of the rows of M �M⊥, when
the matrices M and M⊥ satisfy the condition MTM⊥ = E (see Lemmas 3.2.3,
3.2.5 and Remark 3.2.4). A key result in [CDM00] is a method to construct,
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from any MSP M with Q2 access structure Γ(M), a multiplicative MSP M′

with the same access structure and with a size that is twice bigger.
For the strongly multiplicative case no similar result is known. One natural

question is what happens if M computes a Q3 access structure Γ(M) instead.
We are now ready to prove our next result, which gives an answer to this
question. In the next theorem we show that the diamond access structure
Γ(M�M⊥) = {P}. Thus this theorem implies that only all players together
can compute the product of the secrets, hence M �M⊥ is the multiplicative
product MSP, but not a strongly multiplicative product MSP. Thus for the
multiplicative case scenario B) holds for anyM with its dualM⊥. This result
also means that the construction proposed by Cramer et al. in [CDM00] is not
applicable in the strongly multiplicative case, even if one applies it for an Q3

access structure.

Theorem 3.3.44. Let M and M⊥ be dual MSPs and let MTM⊥ = E. Then
Γ(M�M⊥) = {P}, i.e. M�M⊥ is a multiplicative product MSP.

Proof. From Theorem 2.2.26 one has that Γ(M)]Γ(M⊥) = {P}. On the other
hand, from Proposition 3.3.43 one has Γ(M �M⊥) ⊆ Γ(M) ] Γ(M⊥), thus
either Γ(M �M⊥) is trivial or Γ(M �M⊥) = {P}. Since MTM⊥ = E (see
Lemma 3.3.11) ensures that the target vector ε is in the linear span of the rows
of M �M , we are done.

Let us revisit the threshold case. Taking into account that (Tk,n)⊥ =
Tn−k−1,n, we have Tk,n ] (Tk,n)⊥ = Tn−1,n = {P}, which is in accordance
with Theorem 3.3.44.

When we compare the access structures as sets it is easy to notice that
trivial MSPs compute the biggest one whereas multiplicative product MSPs
compute the smallest (non-trivial) one. Note also that by Proposition 3.3.43
the diamond product access structure always decreases. Thus the two extreme
cases are known: the first, when the diamond product access structure is equal
to the initial one and the second, when the diamond product access structure
is a multiplicative product. In the first case we use a trivial MSP to compute
the diamond operation, and in the second case we use a special dual MSP to
compute the diamond operation.

With the strongly multiplicative case we are interested whether there exist
MSPs between these two extreme cases. It is well known that for special initial
access structures (the threshold ones) there is an efficient construction, which
is the only known case and as we have shown (see Proposition 3.3.27) a general
construction always exists if one does not care about the efficiency.

Note also that for operation diamond � we have a unit element (trivial
MSPs), it is commutative (by Lemma 3.3.34) but by Proposition 3.3.43 we
have never an inverse element.

Next we establish a relation between (strongly) multiplicative MSPs and
(strongly) multiplicative product MSPs.

Lemma 3.3.45. LetM be a (strongly) multiplicative MSP with doubly-labelled
block-diagonal matrix D (see Definition 3.3.8). Then the recombination vector
λ for a (strongly) multiplicative product MSP M �M is isomorphic to D.
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Proof. Consider first the multiplicative case. Let M be a multiplicative MSP
with an m× d matrix M , thus D is a block-diagonal m×m matrix. Compute
MTDM and let di,j denote the element in the i-th row and the j-th column
of D. Thus MTDM =

∑m
i,j=1 di,jMi⊗Mj , where ⊗ is the tensor matrix prod-

uct introduced in Section 3.1.1. But
∑m

i,j=1 di,jMi⊗Mj = E is equivalent to∑m
i,j=1 di,jMi⊗Mj = ε, since the only difference is the way the tensor product is

presented namely in matrix or in vector form. Thus the condition MTDM = E
for a block-diagonal matrix D (see Definition 3.3.9) is equivalent to the exis-
tence of a recombination vector λ for the diamond product matrix M �M . In
fact the block-diagonal matrix D is the recombination vector λ written in block
matrix form. This observation proves the statement for the multiplicative case.
The strongly multiplicative case can be proven in a similar way.

The isomorphism means that when we use (strongly) multiplicative MSPs
to compute the multiplicative product MSP the efficiency of both approaches
is the same. Whereas in the case that we have an MSP without the (strongly)
multiplicative property using a specific pair of MSPs (e.g. the given one and
its dual in the multiplicative case) we gain a better efficiency compared to the
approach proposed in [CDM00].

Two measures of complexity are important for multi-party protocols, namely
the communication complexity (total number of bits exchanged) and the round
complexity (a round is a phase where each participant is allowed to send one
message to each other participant). The communication complexity measure for
MPC is complicated, therefore the complexity of an MSP is used as a measure
on the complexity of the adversary structure [CDM00]. Recall that mSPF(Γ)
(see Definition 3.1.8) is defined as the size of the smallest MSP over F computing
Γ. Next, define µF(Γ) [CDM00] to be the size of the smallest multiplicative MSP
over F computing Γ. Similarly, let µ∗F(Γ) [CDM00] be the size of the smallest
strongly multiplicative MSP. By definition, we have

mSPF(Γ) ≤ µF(Γ) ≤ µ∗F(Γ).

In [CDM00] the authors describe the access structures that can compute (strong-
ly) multiplicative MSP’s and prove that the multiplication property for an MSP
can be achieved without loss of efficiency. In particular, for the passive (multi-
plicative) case the authors have proved that

µF(Γ) ≤ 2 mSPF(Γ)

provided that Γ is Q2. But a similar result for the strongly multiplicative case is
not known. Instead, the authors in [CDM00] prove that for the active adversary
(in the strongly multiplicative) case µ∗F(Γ) is bounded by the so-called “formula
complexity”, provided that Γ is Q3.

Define νF(Γ) to be the size of the smallest multiplicative product MSP over
F computing Γ and ν∗F(Γ) to be the size of the smallest strongly multiplicative
product MSP. In fact, by the definition of the diamond operation � (see Defi-
nition 3.3.39) this size depends on the sizes of the two initial MSPs, thus it is
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more accurate to denote it by νF(Γ1,Γ2) (ν∗F(Γ1,Γ2)). By definition we have,

max(mSPF(Γ1);mSPF(Γ2)) ≤ νF(Γ1,Γ2) ≤ ν∗F(Γ1,Γ2).

Now we are ready to prove relations between their complexity measures.

Theorem 3.3.46. Let Γ be an access structure and Γ⊥ be its dual. Then

νF(Γ,Γ) = µF(Γ), if Γ is Q2.

ν∗F(Γ,Γ) = µ∗F(Γ), if Γ is Q3.

mSPF(Γ) = νF(Γ,Γ⊥), if Γ is Q2.

Proof. Lemma 3.3.45 proves the first and the second equality.
Revisiting Remark 3.3.15 we notice that if the matrices M = (u M) and

M⊥ = (vM⊥), then the matrix M̃ =

(
u M 0
v 0 M

⊥

)
consists of two separate

parts related to M and M⊥. Thus sharing a secret s by M̃ with a random
vector of the form (a,b), where a,b ∈ Fd−1 we have s̃ = M̃(s,a,b). Define
s = M(s,a) and s⊥ = M⊥(s,b). Notice that s̃ = (s, s⊥). Therefore using the
blow-up construction from Theorem 3.3.10 we have two shares of the secret s,
one corresponding to M and one corresponding to its dual M⊥. Now consider
a multiplication gate in which we have as input two secrets s1 and s2 and we
want to compute their product as output. Sharing both secrets with M̃ gives
shares for si (i = 1, 2) for both M and M⊥. On the other hand using the
product MSP of M and M⊥ (see Theorem 3.3.44) we need only shares of s1
shared by M and s2 shared by M⊥. Thus we need half of the shares to be
distributed. Therefore we have mSPF(Γ) = mSPF(Γ⊥) = νF(Γ,Γ⊥). Note that
this is the best possible efficiency, since we always need to share each input to
a given multiplication gate by a MSP.

Note that the relations µF(Γ) = 2 mSPF(Γ) and mSPF(Γ) = mSPF(Γ⊥) =
νF(Γ,Γ⊥) imply that using (strongly) multiplicative product MSPs is a more
efficient approach, since we do not use multiplicative MSP and in this way we
avoid the extension factor 2 of the blow-up construction.
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Chapter 4

Verifiable Secret Sharing

This chapter deals with distributed commitments (DC) and verifiable secret
sharing (VSS) schemes which guarantee the robustness of the sharing and the
detection/correction of misbehaving players. These properties make them de-
sirable building blocks for more complex algorithms. General sharing protocols,
which transform (when it is possible at all) any LSSS into DC (VSS) by enforc-
ing pairwise consistency among the shares of the honest players, are presented.
The goal is to ensure that pairwise linear dependencies among players’ shares
that should hold really do hold. This is achieved by pairwise checking, com-
plaining and accusations. Some specific new VSS protocols for general access
structure like an asymmetric protocol and a protocol with reduced round com-
plexity are described. Then we present the conditions under which all described
schemes are secure DC (VSS) schemes. A new notion of error-correcting codes
called error-set correcting codes is proposed. A relation between them and
SSSs/VSSs is investigated. We also derive which conditions the schemes based
on error-set correcting codes should satisfy in order to be secure. This charac-
terization of the VSS depends only on the parameters of the underlying error-set
correcting code and thus translates the security of the VSS to pure geometrical
(coding) conditions. Our results are presented partially in Sections 4.3 and in
Section 4.4 and they are based on [NNPV02a, NNPV02c, NN03g].

4.1 Introduction

Since the seminal papers on secret sharing of Shamir [S79] and Blakley [B79],
the research on this topic has been extensive. But as shown by Tompa and Woll
[TW88] these solutions worked only in the model where there are no faults in the
system. The first solution for a model with faults were given by McEliece and
Sarwate [MS81]. Latter Chor et al. [CGMA85] defined the notion of verifiable
secret sharing. Solutions to the problem were given in [CGMA85, F87, BGW88,
CCD88, RB89, Pe91, GRR98, CDM97, CDM00, GIKR01, FM02, M02], under
different assumptions.

Verifiable secret sharing is a fundamental cryptographic notion and tool for
designing secure protocols. Informally, there are n players P1, . . . , Pn and a
special player D called the dealer. The dealer can also be one of the players.
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We will refer to the players and the dealer as participants of the scheme. Some
of them may be corrupt and deviate from the protocol. The dealer possesses a
value s as a secret input to the scheme. A VSS protocol consists of two stages.
In the first stage, the dealer commits to a unique value v independent of the
action of the corrupt players. Moreover, whenever the dealer is not corrupt v is
equal to s. In the second stage, the already committed value v will be recovered
by all honest players independent of the action of the corrupt players.

We consider the secure-channels model with broadcast as introduced in
[BGW88, CCD88], i.e. the network is synchronous, we allow players to broad-
cast messages, and we assume that each pair of players is connected by a private
communication channel. When the adversary has unlimited computing power
we will refer to this as the information theoretic model and talk about uncondi-
tional security. In contrast to this, when the parties are limited to probabilistic
polynomial time computations, we will refer to this as the cryptographic model
and we use the term computational security. When in the information theoretic
model additionally zero error probability is achieved, one talks about perfect
security. We will consider so-called mixed (∆,∆A)-adversary A (see Section
2.1.2), which can be active, adaptive and rushing. An adversary is called rush-
ing if in any round of communication, corrupt players receive messages before
the honest players and then based on those messages the adversary can decide
whom to corrupt next. We choose to work with a mixed adversary instead of
a simple ∆A-adversary because first, this is more realistic scenario, second it is
a more general and unified model and third, it requires more insight into the
properties these protocols possess. Now a formal definition of VSS follows.

Definition 4.1.1. A verifiable secret sharing scheme secure against a (∆,∆A)-
adversary A is a pair (Share, Reconstruct) of protocols (phases). At the begin-
ning of the Share phase the dealer D inputs to the protocol a secret s ∈ K, at
the end of a Share phase each player Pi is instructed to output either “accept”
or “reject”. At the end of the Reconstruct phase each player Pi is instructed
to output a value in K. The protocol is unconditionally secure if the following
properties hold:

• Termination (Acceptance): If a honest player Pi outputs “reject” at the
end of Share then every honest player outputs “reject”; moreover if the
dealer D is not corrupt, then every honest player Pi outputs “accept”;

• Correctness (Verifiability): If a group of honest players Pi outputs “ac-
cept” at the end of Share, then at this time a value s′ ∈ K has been fixed
and at the end of Reconstruct all honest players will output the same
value s′. Moreover if the dealer is not corrupt s′ = s.

• Privacy (Unpredictability): If the secret s is chosen randomly from K,
and the dealer is not corrupt, then any forbidden coalition cannot guess
at the end of Share the value s with probability better than 1/|K|.

The main difference between SSS and VSS is that in VSS the players and
even the dealer can be corrupt. That is why the Detection sub-phase is included
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in both Share and Reconstruct phases in order to detect incorrect behavior of
the players and/or the dealer.

In the next section the distributed commitments schemes will be introduced.
In fact distributed commitments can be seen as a reduced (weaken) version of
VSS. It appears that DC can be used instead of VSS as building blocks in
secure multi-party protocols [CDM00]; of course the usage of weaker schemes
is always more subtle, but in this case they are also less efficient. On the other
hand VSS provide richer structure which can be used to build more efficient
secure multi-party protocols. Next sections will examine both schemes and will
point out their similarities and differences.

4.2 Distributed Commitments

4.2.1 Homomorphic Commitments

Commitment schemes are used in the construction of zero-knowledge proofs,
zero-knowledge arguments, secure multi-party computation and threshold cryp-
tography; therefore they are an important cryptographic primitive. In a com-
mitment scheme, a player (the committer) commits to a secret value s by pub-
lishing a commitment C in such a way that the commitment C reveals nothing
about the secret s. This is the first important characteristic of the scheme,
called hiding. The player can later open C to reveal s in a verifiable way, in
the sense that the player cannot open C to any other value than s. This is the
second important characteristic of the scheme, called binding.

A typical way to use commitments is to require the committer to prove cer-
tain relations among his committed values, without revealing these committed
values in the process. A player committed to two secrets can be required to
prove a commitment to their sum or product, provided that addition and mul-
tiplication of secrets is defined. A commitment scheme is called homomorphic
when it is additive, which is the case with many known commitment schemes.
Obviously homomorphic schemes handle trivially the additive relations, even
non-interactively.

There are efficient interactive zero-knowledge protocols, in the two-players
setting, for all known homomorphic schemes [CD98]. There are natural adap-
tations of these protocols to distributed setting with n players, where some of
them are corrupt.

A distributed commitment scheme is a pair of protocols, (Commit, Open),
among a possibly corrupt dealer (committer) D and a set of players P1, . . . , Pn.
Sometimes D will be one of the players. Certain distributed commitment pro-
tocols do not involve any interaction between players P1, . . . , Pn and hence can
be described as taking place between the committer and just a single verifier.
Most computationally secure distributed commitments are of this special form,
where each of the players independently plays the role of the verifier. But in
the information theoretic setting the interaction between the players is crucial.

Generally speaking a commitment scheme consists of two protocols. The
protocol Commit allows D to commit to a value s ∈ K, and the protocol
Open allows D later to open the commitment. Both protocols can end by



72 Verifiable Secret Sharing

honest players rejecting their outcome, in which case D is deemed corrupt. D’s
commitment to a value s is denoted by [s]D, which means the total information
distributed to the players during the protocol Commit.

Definition 4.2.1. A distributed commitment scheme secure against a (∆,∆A)-
adversary A is a pair (Commit, Open) of protocols (phases). At the beginning
of the Commit phase the committer (dealer) D inputs to the protocol a secret
s ∈ K; at the end of the Commit phase each player Pi is instructed to output ei-
ther “reject” or “accept”. In the beginning of the Open phase the dealer opens
his commitment. At the end of the Open phase each player Pi is instructed
to output either “reject” or “accept”. The protocol is secure if the following
properties hold:

• Acceptance: If one honest player “rejects”, then all honest players “re-
ject”. No honest player “rejects” if D is honest.

• Binding: Commit is either rejected, or D is committed to a unique value
s. Open is either rejected, or the committed value is correctly opened.

• Hiding: If D is honest and commits to a value s, the adversary learns
nothing about s from his view of the Commit protocol.

Depending on the setting, both properties can hold unconditionally or relative
to a computational assumption.

Comparing Definitions 4.1.1 and 4.2.1 the following similarities and differ-
ences can be seen:
(a) The hiding property corresponds to privacy.
(b) Acceptance is broader than the termination property, since in the commit-
ment scheme the players cannot efficiently determine the secret without the
dealer’s help.
(c) The correctness and binding properties do not match entirely: on the one
hand for share and commit phases they coincide, but on the other hand they
differ for the reconstruct and open phases.
We will elaborate more on this comparison in the next section when we will
study VSS schemes in more details.

It is well-known that commitments in the two party setting can be either
unconditionally hiding or binding, but not both. In contrast, the information
theoretic distributed commitments are both unconditionally hiding and binding.
All commitment schemes we will consider are homomorphic in the following
sense: let D be committed to values s ∈ K and s′ ∈ K by commitments [s]D
and [s′]D, respectively. Then the players can, without interaction, compute
commitments to s+ s′ and a.s for a given public constant a ∈ K, in such a way
that an honest dealer D is able to open them without giving any additional
information except the opened value. Denote these commitments by [s + s′]D
and [a.s]D, respectively. In the cryptographic setting we will denote by C(s, ρ)
a commitment to s with randomness ρ, where the randomness is used by the
committer to hide the committed value (as we will explain below). We shall
say that it is a homomorphic commitment if it satisfies the following property:
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given C1 = C(s, ρ) and C2 = C(s′, ρ′) then C1 · C2 = C(s + s′, ρ′′) for some ρ′′

computable (as a function of ρ and ρ′) by the verifier.
Homomorphic commitments based on (general) computational assumptions

have been introduced by Cramer and Damgard [CD98]. For the sake of sim-
plicity we will use a specific commitment scheme, but any of the commitment
schemes in [CD98] could serve as well. Let G be a (multiplicative) group of
prime order q, in which the DL-assumption holds, i.e. in which computing dis-
crete logarithms is (assumed to be) hard. Let g and h be two randomly chosen
generators of G, i.e. h = gz, where the value z is unknown to the dealer and
players. G could for instance be a suitable subgroup of F = Zp for a prime p.
A commitment to s using a random ρ is the value C(s, ρ) = gshρ. It is proven
in [Pe91] that this commitment is unconditionally secure in terms of privacy
and can be opened in more than one way only by somebody who can compute
z.

We stress here the following properties

Computationally Secure Commitment (two party):

• The commitment of D to s is [s]D = gshρ.

• The private information of D is s and ρ (ρ a random element).

For the information theoretic settings it is important to note that information
held by the honest players uniquely determines the committed value. If in a
scheme the players can efficiently reconstruct the committed value, even in the
presence of an adversary, such a scheme is identical to a VSS. Recall that if the
scheme is not a VSS, then the players cannot efficiently determine the value
without D’s help.

4.2.2 Homomorphic Distributed Commitments

In this section we will describe an unconditionally secure distributed commit-
ment protocol, given by Cramer et al. [CDM97]. Distributed commitment pro-
tocols are important building blocks for secure multi-party computation (see
Section 9.3). Let M = (F,M, ε, ψ) be an MSP (see Definition 3.1.3), ϕ be
the “inverse” of ψ, and M be an m × d matrix. We will describe directly the
general access structure case, skipping the threshold one. LetM compute a Q3

access structure Γ, meaning that the adversary A is Q3. Now one can extend
the LSSS, induced by the MSP, to a commitment scheme, by ensuring that
even when the dealer is corrupt, the correct players are guaranteed to receive
consistent shares of a secret (see Figures 4.1 and 4.2).

The players only need to store the “true part” of their shares, i.e. player Pi
stores only the first column ai of Ui, while D stores only R1 = (s, c). Hence, we
have [s]D = (a1, . . . ,an) with c a random vector. In the information theoretic
setting we will denote by C(s, c) a commitment to s with a random vector c.
It is easy to see that information theoretic commitments are homomorphic, i.e.
given C1 = C(s, c) and C2 = C(s′, c′) then C1 + C2 = C(s+ s′, c + c′).

We stress here the following differences comparing to two-party computa-
tionally secure commitments:
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Commitment Protocol:

Sharing Phase:

1. Let s ∈ K be the value to be committed to by dealer D. D runs
the usual distribution stage with secret s. He chooses at random
a symmetric d × d matrix R, subject to the constraint that the
upper-left entry of R is equal to s.

2. For every player Pi the dealer computes Ui = MiR (Ui is a |ϕ(Pi)|×d
matrix), and sends it privately to Pi.

Detection Phase:

1. Each player Pi computes for 1 ≤ j ≤ n the |ϕ(Pi)| × |ϕ(Pj)| check
matrix Cij = UiM

T
j and, for all j > i, sends it privately to Pj .

2. Each player Pj checks for all i > j whether CTij = Cji. If this fails,
Pj broadcasts a complaint and D must broadcast Cji. If the check
fails for a set of indices i forming a set A /∈ ∆A, then Pj broadcasts
an accusation against D, who must then broadcast Uj .

3. Each player performs all relevant verifications on the values broad-
cast by D (due to the complaints and accusations) and those known
to him and accuses D if there is an inconsistency. Now, D has to
make public Ui for any new accusing player Pi. This process con-
tinues until no new accusations are made.

4. If D refuses to perform the protocol correctly, publishes inconsis-
tent information, or if the set of players who accused D is not in
∆A, then D is declared corrupt and all players take a default value
for D’s value. Otherwise, the accusing players take the published
information as their shares.

Figure 4.1: Homomorphic Information Theoretic Commitments [CDM97]

Information Theoretic Commitment (distributed):

• The commitment of D to s is [s]D = (a1, . . . ,an).

• The private information of D is (s, c) (c a random vector).
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Open Protocol:

1. D broadcasts the first column of R (including s), i.e. R1 = (s, c).

2. Each player Pi accuses D if his stored value ai does not match, i.e.
if Mi(s, c) 6= ai.

3. If the set of accusations corresponds to a set in ∆A, then s is taken
as opened value, otherwise D is declared corrupt.

Figure 4.2: Homomorphic Information Theoretic Commitments

Note that information theoretic commitment schemes are interactive, i.e.
in the commit phase the players should interact in order to accept or reject
the commitment, while computationally secure commitment schemes could be
non-interactive. We will refer to the protocol described in the Detection phase
(see Fig. 4.1) also as “pair-wise” checking [CDM00], for obvious reasons. This
protocol in fact ensures the consistency of the shares. We will distinguish two
flavors of this protocol: the first one, described above and used in the sharing
(commit) phase, gives the Dealer also the role of judge/verifier, while the second
one, used in the reconstruction phase (in VSS schemes), does not involve the
dealer but it is assumed that only certain shares are not consistent with each
other in that case. Therefore in the first variant at the end of the detection
phase a set of consistent shares belonging to a group of honest players is found
or the dealer is declared to be corrupt.

The next theorem together with Theorem 4.3.2 plays a crucial role in proving
that MSPs based DC and VSS schemes are secure. That is why we present
another (more complete) proof that the scheme given in Fig. 4.1 is a secure DC
scheme; this proof will later be used also as a basis to prove that VSS schemes
are secure.

Theorem 4.2.2. [CDM97] The scheme described in Figures 4.1 and 4.2 is
a homomorphic commitment scheme secure against a ∆A-adversary, that is
unconditionally binding and hiding if and only if the adversary is Q3.

Proof. First assume that the dealer is not corrupt. In this case CTji = MiU
T
j =

MiRM
T
j = MiR

TMT
j = UiM

T
j = Cij hold. Let A ∈ ∆A. We will show that

MAR, which is the information that the players Pi ∈ A get from the dealer,
contains no information about s. Thus any non-qualified set gets no information
about s before the opening stage. Let X be any symmetric matrix satisfying
the equation MAX = MAR, and say that X has s′ ∈ K in its upper-left corner.
Since A ∈ ∆A there exists a vector k ∈ ker(MA) with k1 = 1. Note that
the tensor matrix product k⊗k is a symmetric matrix that has 1 in its upper-
left corner. Then X = R + (s− s′)k⊗k is symmetric matrix, that satisfies the
equation, and that has s′ in its upper left corner. Hence, for each possible secret
s′, the number of different solutions X with s′ in the upper left corner is the
same. So, as showed the Commit protocol with a honest dealer, the adversary
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learns nothing about s. Note also that the set of values that corrupt players
receive from honest ones could already be computed from the information that
they got from the dealer earlier. Finally note that honest players may receive
incorrect values only from corrupt players, thus they will never accuse the dealer
and so they would only complain about values received from corrupt players.
Hence the corrupt players learn nothing new from this step. It is obvious that
the honest players all agree on the values sent by the dealer, in particular their
shares consistently determine the secret s.

Next we prove that for any dealer and an adversary, the Commit protocol
results in the correct players holding consistent shares ai of some secret s. The
claim is true if the protocol finishes with the players using the default set of
shares, which happens only if the dealer is deemed corrupt by a qualified set
of players. But, the latter cannot happen if the dealer is honest. Otherwise,
the set of accusing players is in ∆A. Note that the union of the set of accusing
players and the set of corrupt players cannot be the full set of players by the
Q3-condition. Hence, the set of non-accusing honest players is not only non-
empty, but it is qualified. These players must have pairwise consistent shares
Ui. Moreover, the Ui’s of the accusing honest players were broadcast so if there
would have been any inconsistency among those or with the Ui’s of the non-
accusing honest players, the latter would have accused the dealer. As a result
the honest players hold pair-wise consistent shares Ui’s.

Let A,B be two qualified sets and let MARM
T
B = 0 for a symmetric matrix

R, then R1,1 = 0. Indeed, since B ∈ Γ implies the existence of a recombination
vector λ one has 0 = MARM

T
Bλ = MARε = MAR(1). Now from A ∈ Γ it

follows that R1,1 = 0. Write UB for the superposition of the Ui’s with Pi ∈ B.
Let UA = MAR

(1) and UB = MBR
(2) be the sharings of A,B ∈ Γ computed

with symmetric matrices R(1) and R(2). Because of this symmetry the shares
of A (and correspondingly B) are consistent inside the group. The shares of
A are consistent with the shares of B if MAU

T
B = UAM

T
B holds. The latter

equation is equivalent to MA(R(2) −R(1))MT
B = 0. Now as proved R(2)

1,1 = R
(1)
1,1

should hold. The conclusion is that if there are two qualified sets of players
with consistent shares then they determine a unique secret. Moreover, write
B for the set of honest players and λ for the corresponding recombination
vector. From the consistency of the shares it follows that MAU

T
B = UAM

T
B , and

MAU
T
Bλ = UAM

T
Bλ = UAε. The latter is just the first column of the Ui’s of

the players in any set A, i.e. the ai with Pi ∈ A, and the former denotes that
the “true” part of their shares are uniquely determined by the shares of B.

The above claims and the Q3 property imply the hiding and binding prop-
erties. Opening the commitment in a different way would cause at least one
inconsistency in every qualified set and hence the set of accusations during Open
phase would correspond to a set which is not in ∆A.

ConditionQ3 is necessary by the following standard argument. Assume that
the adversary is not Q3. Then there exist three groups of players A,B,C ∈ ∆A
such that A ∪B ∪ C = P. Now a corrupt dealer can give shares to the players
in A and B as his commitment to a value s, and he can give to the players in B
and C shares as his commitment to a value s′. Recall that this is possible since
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these groups are in ∆A, i.e. their shares are consistent with any secret. Let the
players in C be corrupt. During the Commit phase they behave correctly giving
consistent information to players from A∪B. Hence this phase is accepted and
D is not declared to be corrupt. Note that in the Open phase the dealer has
the choice to open the commitment in more than one way. For example with
the help of the corrupt players and the player’s shares of B the players in A will
be accused as corrupt (their shares are not consistent), but the opening will be
accepted.

We call a sharing “one or two-dimensional” when the dealer shares the secret
by means of a vector respectively a matrix. Using a two-dimensional sharing
one is able to perform pair-wise consistency checking.

Recall that depending on which model we consider the corresponding ho-
momorphic commitments could be used. In the cryptographic settings any of
the commitments in [CD98] will serve together with Feldman’s or Pedersen’s
(Fig. 4.5) VSS schemes. On the other hand in the information theoretic settings
we have a more limited choice of commitment schemes, namely only the linear
distributed commitment protocol (Fig. 4.1) of Cramer et al. [CDM97, CDM00].
For the rest of this section we will consider only the information theoretic model.

4.2.3 Auxiliary Commitment Protocols

In [CDM97, CDM00] the authors described the following auxiliary homomor-
phic commitment protocols: Commitment Transfer Protocol (CTP) and Com-
mitment Sharing Protocol (CSP).

A Commitment Transfer Protocol
This is a protocol that allows a dealer D committed to a value s by a com-
mitment [s]D to transfer his commitment to another player R who therefore
becomes committed to the same value by a commitment [s]R. The players in
P may or may not be involved in this protocol. Both D and R may also be
players from P. A CTP is secure against a (∆,∆A)-adversary A [CDM00] if
the following principles hold:

• Correctness: After the protocol, either R is committed to s or D is identi-
fied by all honest players as being corrupt. An honest D is never deemed
to be corrupt.

• Privacy: If both D and R are honest, then the adversary obtains no
information about s from observing the CTP.

Note that if D is honest, then a corrupt player R cannot achieve anything by
cheating during the CTP (see Fig. 4.3).
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Commitment Transfer Protocol:

The following protocol converts [s]D into [s]R.

1. Let [s]D = (a1, . . . ,an) and the private information of D be (s,b),
i.e. M(s,b) = (a1, . . . ,an).

2. Dealer D sends privately to R the shares determining s, i.e.
(a1, . . . ,an) and his private information (s,b). If this information
is not consistent then R broadcasts a complaint, and the protocol
continues with the last step.

3. PlayerR commits to s (independently), resulting in [s]R. Let [s]R =
(ã1, . . . , ãn) and let the corresponding private information be (s, b̃).

4. Using the linearity of commitments, R opens the difference [s]D −
[s]R to reveal 0, using the information from the first step as if he
has created [s]D himself. In other words R publishes the vector
(0,b− b̃).

5. Every player Pi is now able to verify that his share ai − ãi corre-
sponds to the public vector (0,b−b̃), i.e. thatMi(0,b−b̃) = ai−ãi.
If this succeeds, the protocol ends. Otherwise go to the next step.

6. If we arrive at this step, it is clear that at least one of D or R is
corrupt, so D must then open [s]D in public, and we either disqualify
D (if he fails) or continue with a default commitment to s assigned
to R.

Figure 4.3: Realization of the CTP [CDM00]

Notice that CTP can be also used to prove that two values s and s′ are
equal provided that the corresponding commitments [s]D and [s′]D are given.

A Commitment Sharing Protocol
Let A be an adversary with adversary structure ∆A and assume that we have
an LSSS computing Γ such that ∆A ⊆ ∆. The CSP allows a dealer D already
committed to a value s by [s]D to share s by means of LSSS, resulting in shares
(a1, . . . ,an), in such a way that every player is committed to his share ai of s
by [ai]Pi . A CSP is secure against (∆,∆A)-adversary A [CDM00]:

• if D is honest, then (a) every player is committed to his share of s, and
(b) the adversary learns nothing about s.

• If D is corrupt, then either condition (a) holds or D is by all honest players
detected as being corrupt.
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As we will see in the next sections committing to a and then performing CSP is
equivalent to applying a VSS to a and then proving that this is a commitment
to the same secret. The purpose of this protocol is that the commitments to
the shares will prevent the corrupt players from contributing false shares when
the secret is reconstructed (see Fig. 4.4).

Commitment Sharing Protocol:

The following protocol converts [s]D into [ai]Pi for 1 ≤ i ≤ n.

1. Let [s]D = (s1, . . . , sn) and the private information of D be (s,b),
i.e. M(s,b) = (s1, . . . , sn).

2. Dealer D chooses a random vector c ∈ Fd−1 and commits to every
coordinate cj , by means of the value [cj ]D for 2 ≤ j ≤ d. In other
words [cj ]D = (a1,j , . . . ,an,j) and the corresponding dealer’s private
information is (cj , cj) such that M(cj , cj) = (a1,j , . . . ,an,j) holds.

3. Let (a1, . . . ,an) = M(s, c), i.e. ai be the share of Pi for a secret
s with c as a random choice. Denote by R a d × d matrix with
first column (s,b) and with (cj , cj) as j-th column for j = 2, . . . , d.
Note that MR is an m×d matrix with columns the commitments of
D to s and to the coordinates of c. The first column is (s1, . . . , sn)
and the j-th column is (a1,j , . . . ,an,j) for j = 2, . . . , d.

4. Each [ai]D is a linear function of the committed values [s]D and
[cj ]D, because ai = Mi(s, c). Hence the players can compute
[ai]D noninteractively. In other words [ai]D = MRMT

i holds, since
RMT

i = (ai, ∗, . . . , ∗).

5. Finally, D uses CTP to convert [ai]D into [ai]Pi for 1 ≤ i ≤ n.

Figure 4.4: Realization of the CSP [CDM00]

The commitments [ai]D form an m ×m matrix MRMT , which is doubly-
labelled. Notice that R (used in Fig 4.4) is not symmetric. We will show now
that more efficient CSP exists. A refined analysis of the Commitment Protocol
(see Fig. 4.1) shows that it is essentially a CSP. Thus D can either simply
choose the first column of the matrix R used in the Commitment Protocol
which corresponds to the commitment [s]D and in this case the players just
verify that they possess the same shares of s; or R is chosen at random and
in the Commitment Protocol D is committed to [s′]D then the dealer executes
CTP proving that indeed s = s′. For implementations of these two versions of
the CSP see Figures 5.8 and 5.9. This approach is more efficient and has an
additional advantage that the symmetry of the scheme is preserved (since in
this case R is symmetric).
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4.3 Verifiable Secret Sharing

In this section we will present constructions of homomorphic unconditionally
(computationally) secure VSS schemes from any MSP computing a Q3 (Q2)
access structure Γ, where in the cryptographic setting computationally secure
homomorphic commitment schemes are used.

The first VSS protocols that were proposed are based on polynomials. The
usage of polynomials is two-fold; they can be used in more than one way as rep-
resentation of given data, and their nice algebraic properties are used for further
manipulation of these representations. Informally speaking, the main properties
of the polynomials being used by the cryptographic applications [K02] include
their hiding properties (e.g. the fact that the values of a polynomial of degree
k in less than k points give no information on its value in another point), their
error correction properties (i.e. the fact that there exists a unique polynomial
of degree k given k + 2ka + 1 values when at most ka of them are incorrect),
and various algebraic properties of the representations in use, such as being
homomorphic.

It turns out that most of the polynomial properties enumerated so far, also
hold in more general structures such as MSPs. Cramer et al. [CDM97, CDM00]
extend the result of Karchmer and Wigderson [KW93], by introducing a method
to transform MSPs based SSSs (LSSSs) into DCs. This enhancement is purely
linear algebraic in nature.

We will show that VSSs can be considered as DC schemes in which addi-
tionally every player is committed to his share. This is achieved in the following
way: first the Dealer is committed to the secret and to each share, and then for
every player the dealer’s commitment to his share is transferred to the player,
in such a way that every player becomes committed to his share.

4.3.1 Computationally Secure Schemes

In this section we consider a probabilistic polynomial time adversary, i.e. an ad-
versary which has limited computing power. It is well known that in the crypto-
graphic setting more efficient VSSs can be achieved using schemes based on com-
putationally secure homomorphic commitments. Indeed in the computationally
secure homomorphic commitments schemes every player alone (without inter-
action with other participants) is able to verify the commitment of the dealer.
This observation can be illustrated with Feldman’s and Pedersen’s [F87, Pe91]
VSS protocols. Feldman VSS can be considered as “one-dimensional sharing”,
while Pedersen VSS is “two-dimensional”. Note that in both schemes the dealer
can commit either to the coefficients of the polynomial f(x) or to the players’
shares f(αi). Now we present Pedersen’s [Pe91] VSS (see Fig. 4.5). Also we
will use the Pedersen’s commitments of the form gshρ, since gs (used in Feld-
man’s VSS) is not a real commitment (the hiding property is not satisfied).
But note that Feldman’s VSS scheme can be implemented also with Pedersen’s
commitments.
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Sharing Phase:
Let s be a secret from F = Zp. Let g and h be randomly chosen generators
of a (multiplicative) groupG of prime order q. Each player Pi is associated
publicly with a non-zero element αi ∈ F, so |P| < |F|.

1. Dealer D chooses random polynomials f(x) and r(x) over F of de-
gree k subject to the condition f(0) = s.

2. Each share si = f(αi) and s̃i = r(αi) is computed by D and trans-
mitted privately to player Pi.

3. The dealer broadcasts the values (commitments) Ci defined by Ci =
C(f(αi), r(αi)) = gf(αi)hr(αi) for i = 1, . . . , n.

Detection Phase:

1. Each player Pi verifies his own share by checking the commitment,
i.e.: gsihs̃i = Ci. If the equation does not hold the player broadcasts
an accusation to the dealer.

2. If there are more than ka accusations to the dealer thenD is declared
to be corrupt, and the protocol is stopped.

Reconstruction Phase:

1. Each player Pi broadcasts si and s̃i.

2. Take k + 1 broadcast values for which gsihs̃i = Ci holds.

3. Determine f̃(x) and r̃(x) of degree k that pass through the points
(αi, si) and respectively (αi, s̃i). Output s′ = f̃(0).

Figure 4.5: Pedersen’s – VSS [Pe91]

So, in the cryptographic model each player is able to verify the dealer’s
commitment non-interactively (see Fig. 4.5, step 1. in the Detection Phase).
Note that at most ka players can be corrupt. Therefore if there are more than
ka accusations it implies that a honest player is complaining, which is possible
only if the dealer gave him inconsistent share, thus the dealer is blamed corrupt.
After accepting his share every player becomes committed to it in the same way
as the dealer was. This allows in the reconstruction phase to detect easily any
cheating. Note that one needs at least k + 1 players in order to reconstruct
the secret, so the number n− ka of honest players should be more than k + 1.
Analogous considerations hold in the general access structure case, which we will
not present here. Thus the necessary and sufficient conditions for the existence
of a secure VSS in the cryptographic setting are

ka + k < n and P /∈ ∆A ]∆.
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4.3.2 Unconditionally Secure Schemes

In this section we will consider the information theoretic setting. In fact, we
will focus mainly on perfect, not just unconditionally secure protocols. First
we will consider the threshold adversary case (see Figures 4.6 and 4.8).

Sharing Phase:
Let s be a secret from some finite field F. Each player Pu is associated
publicly with a non-zero element αu ∈ F, so |P| < |F|.

1. Dealer D chooses a random symmetric polynomial f(x, y) =∑k
i=0

∑k
j=0 ai,jx

iyj over F, where a0,0 = s and ai,j = aj,i.

2. Then, for each player Pu, D sends hu(x) = f(x, αu) to Pu through
a private channel.

Detection Phase:

1. Player Pu sends hu(αv) to Pv for 1 ≤ v ≤ n, (v 6= u).

2. Each player Pv checks whether hv(αu) = hu(αv) for 1 ≤ v ≤ n,
(v 6= u). If Pv finds that this is not true, then Pv broadcasts an
accusation to Pu.

3. For each player Pu, who has been accused by a qualified group of
players, the dealer must broadcast his share hu(x). Then each player
again performs all relevant verifications on the values broadcast by
the dealer and those known to him and accuses D if there is an
inconsistency. The dealer defends himself by broadcasting back the
share of the accusing player. This process continues until no new
accusations are made.

4. Each player Pu computes the maximum subset A ⊆ P, such that
no player in A accused another player in A. If |A| ≥ n − ka, then
Pu accepts his share. Otherwise, Pu accuses the dealer.

5. If there are more than ka accusations to the dealer thenD is declared
corrupt, and the protocol is stopped.

Figure 4.6: Threshold VSS (symmetric case) Share Phase

Recall that we consider (as for distributed commitment schemes) two flavors
of the “pair-wise” checking protocol. The first one, used in the sharing phase,
involves the Dealer used as a judge/verifier, while the second one, used in
the reconstruction phase, does not involve the dealer but it assumes that only
certain shares are not consistent. In the second variant at the end only a set
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of consistent shares belonging to a group of honest players is found. We can
imagine that the “consistency” 0 − 1 matrix is filled by this protocol namely
entering 1 on position (i, j) if there is no accusation of Pi to Pj and entering
0 otherwise. The first flavor of the protocol is used mainly in the Share phase,
whereas the second one is used as an autonomous detection protocol for example
in the reconstruction phase as we will demonstrate below (see Figures 4.7 and
4.9).

Reconstruction Phase – Using Error-Correction.

1. Each player Pv ∈ A sends hv(0) to each Pu ∈ A.

2. After having received the hv(0)’s, Pu computes a polynomial
fu(0, y), such that fu(0, αv) = hv(0) for all v with Pv ∈ A using
error-correction techniques, e.g. Reed-Solomon codes for efficiency
reasons.

3. The player Pu computes and outputs s′ = fu(0, 0).

Reconstruction Phase – Using Pair-wise Checking:

1. Each player Pv ∈ A sends hv(x) to each Pu ∈ A.

2. After having received the polynomials hv(x), each Pu ∈ A again ap-
plies non-interactive pair-wise checking for all received polynomials,
namely: filling the consistency matrix with a 1 on position (v, w) if
hv(αw) = hw(αv) holds and with a 0 otherwise. Then Pu computes
a subset of consistent shares Ã ⊆ A, |Ã| > k.

3. Next, player Pu computes a polynomial fu(0, y), such that
fu(0, αv) = hv(0), for those v with Pv ∈ Ã.

4. Finally, the player Pu computes and outputs s′ = fu(0, 0).

Figure 4.7: Threshold VSS (symmetric case) Reconstruction Phase

Next we give the conditions that the protocol of Figures 4.6 and 4.7 should
satisfy in order the VSS scheme to be secure against a (k, ka)-adversary. Let
us first assume that dealer D is honest. Note that error-correcting techniques
allow us to correct b errors and c erasures as long as 2b+ c < dmin. Since Reed-
Solomon codes are MDS [n, k + 1, dmin = n − k] codes, player Pv can correct
up to ka errors provided 2ka < n − k. Recall that one has at most ka corrupt
players which can provide inconsistent shares, thus amongst all n shares one
has at most ka inconsistent ones. So, a necessary and sufficient condition for
existence of VSSs in case of an honest dealer is 2ka + k < n. On the other
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hand when the dealer is corrupt, he could give to the honest players at most ka
inconsistent shares, without causing this behavior to be detected in the Share-
Detection phases (see step 4. in Fig. 4.6 and recall Theorem 4.2.2). Note that
all honest players should have consistent shares after the Share phase, as in DC
schemes. Hence in the Reconstruction phase only corrupt players can hand in
wrong shares. Therefore the same bound as in the honest dealer case holds.
Note that when ka = k, we arrive at the classical bound 3k < n.

Sharing Phase:
Let s be a secret from some finite field F. Each player Pi is associated
publicly with a non-zero element αi ∈ F, so |P| < |F|.

1. Dealer D chooses a random polynomial f(x, y) =∑k
i=0

∑k
j=0 ai,jx

iyj , where ai,j ∈ F and a0,0 = s.

2. Then, for each player Pu, D sends hu(x) = f(x, αu) and gu(y) =
f(αu, y) to Pu through a private channel.

Detection Phase:

1. Player Pu checks whether hu(αu) = gu(αu). If this condition is not
satisfied he broadcasts an accusation on the dealer.

2. Next, player Pu sends gu(αv) to Pv for 1 ≤ v ≤ n, (v 6= u).

3. Each player Pv checks whether hv(αu) = gu(αv) for 1 ≤ v ≤ n,
(v 6= u). If Pv finds that this is not true, then Pv broadcasts an
accusation to Pu.

4. For each player Pu, who has been accused by a qualified group of
players, the dealer must broadcast his shares hu(x) and gu(y). Then
each player again performs all relevant verifications on the values
broadcast by the dealer and those known to him and accuses D if
there is an inconsistency. The dealer defends himself by broadcast-
ing back the share of the accusing player. This process continues
until no new accusations are made.

5. Each player Pu computes the maximum subset A ⊆ P, such that
no player in A accused another player in A. If |A| ≥ n − ka, then
Pu accepts his share. Otherwise, Pu accuses the dealer.

6. If there are more than ka accusations to the dealer thenD is declared
corrupt, and the protocol is stopped.

Figure 4.8: Threshold VSS (asymmetric case) Share Phase
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Reconstruction Phase – Using Error-Correction.

1. Each player Pv ∈ A sends hv(0) to each Pu ∈ A.

2. After having received the hv(0)’s, Pu computes a polynomial
fu(0, y), such that fu(0, αv) = hv(0) for all v with Pv ∈ A using
error-correction techniques for Reed-Solomon codes.

3. The player Pu computes and outputs s′ = fu(0, 0).

Reconstruction Phase – Using Pair-wise Checking:

1. Each player Pv ∈ A sends hv(x) and gv(y) to each Pu ∈ A.

2. After having received the polynomials hv(x) and gv(y), each Pu ∈
A again applies non-interactive pair-wise checking for all received
polynomials, namely: filling the consistency matrix with a 1 on
position (v, w) if hv(αw) = gw(αv) holds and with a 0 otherwise.
Then Pu computes a subset of consistent shares Ã ⊆ A, |Ã| > k.

3. Next, Pu computes a polynomial fu(0, y), such that fu(0, αv) =
hv(0), for those v with Pv ∈ Ã.

4. Finally, Pu computes and outputs s′ = fu(0, 0).

Figure 4.9: Threshold VSS (asymmetric case) Reconstruction Phase

Remark 4.3.1. Notice that the roles of the polynomials hv(x) and gv(x) are
symmetric. Indeed, in the reconstruction phase (see Fig. 4.9) a player Pu can
also compute a polynomial fu(x, 0), such that fu(αv, 0) = gv(0) for those v with
Pv ∈ Ã and then he can again compute s′ = fu(0, 0).

The conclusion is that in the asymmetric VSS case we have doubled the
shares without any additional advantage compared to the symmetric case. This
explains why most of the schemes in the literature are symmetric. We will
confirm this conclusion once more in Chapter 5 for Proactive VSS schemes.

Since the interaction over a computer network is usually a time consuming
operation, the round complexity of interactive protocols turns out to be an
important complexity measure. The problem of finding the minimum number
of rounds required to realize VSS has been studied intensively. In a recent paper
of Gennaro et al. [GIKR01] the authors show that:

• 2-round VSS is possible if and only if the adversary is Q4, and this can
be realized by an efficient protocol.
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• 4-round VSS is possible if and only if the adversary is Q3, and this can
be realized by an efficient protocol.

In order to reduce the number of rounds Gennaro et al. [GIKR01] modify the
expensive pair-wise checking protocol for symmetric polynomials (in which case
hv(αu) = hu(αv) holds) as follows (see Fig. 4.10).

Detection Phase with Pair-wise Checking:

1. Player Pu generates and sends to every Pv a random value (pad)
ru,v ∈ F through a private channel.

2. Next, Pu broadcasts hu(αv)+ru,v+rv,u for each 1 ≤ v ≤ n, (v 6= u).

3. Each player Pv checks whether hv(αu)+ru,v+rv,u = hu(αv)+ru,v+
rv,u for 1 ≤ v ≤ n, (v 6= u). If Pv finds that this is not true then Pv
broadcasts an accusation to Pu.

4. Each player Pu computes the the maximum subset A ⊆ P, such
that no player in A accused another player in A. If |A| ≥ n − ka,
then Pu accepts his share. Otherwise, Pu accuses the dealer.

5. If there are more than ka accusations to the dealer then D is corrupt
and the protocol is stopped.

Figure 4.10: Threshold VSS – with reduced round complexity [GIKR01]

Note that the usage of pads leads to encryption of the share (in step 2.),
which allow to broadcast the encrypted share.

As mentioned before by using MSP instead of polynomials all these protocols
can be extended to protocols that are secure against a general adversary. This
will be illustrated below. Let M = (F,M, ε, ψ) be an MSP, where M is an
m× d matrix and ϕ is the “inverse” of ψ. LetM compute an access structure
Γ, and consider an Q3 adversary (as in [CDM00]) or (∆,∆A)-adversary as we
do. Note that using MSPs one does not need to require |P| < |F| anymore.
In [CDM00] the authors used only DC schemes and do not consider VSS. We
present two constructions (a symmetric and an asymmetric), and will prove
that these two schemes are perfectly secure VSS (see Fig. 4.11 and Fig. 4.12).
Then we will show that, similarly to the threshold case, the round complexity
can be reduced too (see Fig. 4.13).
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Sharing Phase:

1. Dealer D chooses at random a symmetric d×d matrix R subject to
s (the secret) being in its upper left corner.

2. Dealer D gives share Ui = MiR to player Pi (Ui is a |ϕ(Pi)| × d
matrix). We call the first column of Ui (i.e. Uiε) the “true part” of
the share.

Detection Phase:

1. The player Pi computes the |ϕ(Pi)| × |ϕ(Pj)| check matrix Cij =
UiM

T
j and, for all j 6= i, sends it privately to Pj .

2. Each player Pj checks for all j 6= i whether CTij = Cji. If Pj finds
that this is not true then Pj broadcasts an accusation to Pi.

3. For each player Pi, who has been accused by a qualified group of
players, the dealer must broadcast his share Ui. Then each player
again performs all relevant verifications on the values broadcast by
the dealer and those known to him and accuses D if there is any
inconsistency. The dealer defends himself by broadcasting back the
share of the accusing player. This process continues until no new
accusations are made.

4. Each player Pi computes the maximum subset A ⊆ P, such that
no player in A accused another player in A (i.e. is consistent). If
Ac ∈ ∆A, then Pi accepts his share, otherwise Pu accuses the dealer.

5. If the group of players that have broadcast an accusation to the
dealer is not in ∆A, then D is declared corrupt, and the protocol is
stopped.

Reconstruction Phase:

1. Each player Pi ∈ A sends Ui to each Pj ∈ A.

2. After receiving all shares of the players in A, Pj again applies the
non-interactive pair-wise checking for all received matrices and com-
putes a subset of consistent shares B ⊆ A and B ∈ Γ.

3. Next, since B ∈ Γ, Pj computes a recombination vector λ such that
MT
Bλ = ε.

4. Finally, the secret is computed as s = 〈λ, UBε〉.

Figure 4.11: VSS – symmetric general case
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Sharing Phase:

1. Dealer D chooses at random a d× d matrix R subject to the condi-
tion that s (the secret) is in its upper left corner.

2. Dealer D gives share Ui = MiR and Vi = MiR
T to the player Pi

(Ui, Vi are |ϕ(Pi)| × d matrices). We call the first column of Ui (i.e.
Uiε) the “true part” of the share.

Detection Phase or Pair-wise Checking:

1. Player Pi checks whether ViMT
i = MiU

T
i . If this condition is not

satisfied he broadcasts an accusation to the dealer.

2. Next, Pi computes the |ϕ(Pi)| × |ϕ(Pj)| check matrix Cij = VjM
T
i

and, for all j 6= i, sends it privately to Pj .

3. Player Pj checks whether Cij = MjU
T
i . If Pj finds that this is not

true then Pj broadcasts an accusation to Pi.

4. For each player Pi, who has been accused by a qualified group of
players, the dealer must broadcast his shares Ui and Vi. Then each
player again performs all relevant verifications on the values broad-
cast by the dealer and those known to him and accuses D if there
is any inconsistency. The dealer defends himself by broadcasting
back the share of the accusing player. This process continues until
no new accusations are made.

5. Each player Pi computes the maximum subset A ⊆ P, such that
no player in A accused another player in A. If Ac ∈ ∆A, then Pi
accepts his share, otherwise accuses the dealer.

6. If the group of players not in ∆A have broadcast an accusation to
the dealer then D is declared corrupt and the protocol is stopped.

Reconstruction Phase:

1. Each player Pi ∈ A sends Ui and Vi to each Pj ∈ A.

2. After receiving all shares of the other players, Pj again applies the
non-interactive pair-wise checking for all the received matrices and
computes a subset B ⊆ A, B ∈ Γ of consistent shares.

3. Next, Pj computes a recombination vector λ such that MT
Bλ = ε.

4. Finally, the secret is computed as s = 〈λ, UBε〉.

Figure 4.12: VSS – asymmetric general case
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The next protocol we provide here is a generalization of the Gennaro et al.
protocol with reduced round complexity.

Detection Phase:

1. Player Pi generates and sends to every Pj a random |ϕ(Pi)|×|ϕ(Pj)|
matrix (pad) Vij through a private channel.

2. Next, Pi broadcasts check matrices Cij = UiM
T
j +Vij+V T

ji for each
1 ≤ j ≤ n, i 6= j.

3. Each player Pj checks whether Cji = CTij for 1 ≤ i ≤ n, i 6= j. If Pj
finds that this is not true then Pi broadcasts an accusation to Pi.

4. Each player Pi computes the minimum subset A ⊆ P, such that
no player in A accused another player in A. If Ac ∈ ∆A, then Pi
accepts his share. Otherwise, Pi accuses the dealer.

5. If the group of players with broadcast accusations to the dealer is
not in ∆A, then D is blamed corrupt, and the protocol is stopped.

Figure 4.13: VSS – with reduced round complexity

Theorem 4.3.2. The protocols described in Figures 4.11, 4.12 and 4.13 are
perfect VSS secure against a (∆,∆A)-adversary if and only if the following
condition is satisfied:

Γ⊥ ⊆ ΓA ] ΓA,

where Γ = ∆c and ΓA = ∆c
A.

Proof. As it is proven in Theorem 4.2.2 the commitment scheme is perfectly
hiding and binding. Note that in fact the commitment scheme described in
Fig. 4.1 is identical to the Share-Detection phase described in Figures 4.11 and
4.12. The only difference is that the players keep their shares, not only the true
part as in the commitment schemes, for the reconstruction phase.

Hence what left to be proven is the robustness of the scheme. First note
that Ac ∈ ∆A otherwise the dealer will be declared corrupt in the detection
phase. Note also that all honest players have consistent shares. In order to
reconstruct the secret one needs the following condition to be true: “B ∈ Γ
for every Bc ∈ ∆A ] ∆A”. This condition is equivalent to Γ⊥ ⊆ ΓA ] ΓA,
since from ∆A ] ∆A ⊆ ∆⊥, it follows that Bc ∈ ∆⊥ and hence Bc ∈ Γ.
These conditions imply that after having performed the pair-wise checking in
the reconstruction phase one can always detect a group of qualified and honest
players with consistent shares. This ensures the robustness. Note that this
phase is as efficient as the Detection phase.
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Finally, it remains to prove that the secret can be computed by multiplying
the recombination vector λ with the “true part” of the shares. This follows
from 〈λ, UBε〉 = 〈λ,MBRε〉 = 〈MT

Bλ, Rε〉 = 〈ε, Rε〉 = s.

Note that the “two-dimensional” sharing improves the efficiency of the
detection of corrupt players. Recall that for every codeword y the equality
HyT = 0 holds, where HyT is called the syndrome of y (see Section 3.1.3).
In fact, the syndrome checking is equivalent to 〈b,y〉 = 0, for all vectors
b ∈ ker(MT ) and any consistent sharing y (from Corollary 3.2.21 and Lemma
3.2.3). It is easy to see that the equality 〈b,y〉 = 0 is equivalent to the fact that
y ∈ im(M), as shown in [FM02]. But the syndrome checking does not protect
the privacy and hence it is not applicable for VSSs.

4.3.3 A Generalized VSS Scheme

One could consider the unconditionally secure VSS schemes as schemes in which
every player has the usual “one-dimensional share” plus shares of the “one-
dimensional share” of the other players. Thus these additional shares-of-the-
true-share allow consistency checking. Note that for a linear VSS scheme the
“one-dimensional share” corresponds to the “true part” of the share (the first
coordinate of the vector). Hence such a protocol could be built on top of any
SSS, not necessarily an LSSS. As an example (see Fig. 4.14) the following not
necessarily linear VSS scheme can be built generalizing the known ones.

Comparing to the information theoretic DC and VSS schemes it is easy to
observe that:

• The computation of f(s, r) = (s1, . . . , sn) is analogous to the commitment
[s]D.

• The computations of f(si, ri) = (si,1, . . . , si,n) are the dealer commitments
[si]D.

• In the share phase D commits to [s]D and at the same time begins CTP
transferring [si]D to Pi.

• The pair-wise protocol is in fact commitment of every player to his share,
i.e. the computation of f(si, ri) = (s̃i,1, . . . , s̃i,n) is [si]Pi , which finishes
the CTP.

• Thus at the end of share phase the dealer is committed to s by [s]D, and
every player is committed to his share si by [si]Pi .

Note that in the linear VSS schemes described in the previous sections every
player Pi possesses his share si (of the secret s) and his random information
(a vector) ri. Using them he is able to compute his share-of-the-other-players-
true-share s1,i, . . . , sn,i. Thus comparing to the protocol described in Fig. 4.14
every player possesses n additional field elements, which makes the scheme less
efficient.
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Share Phase:
Let us consider a distribution function

f(s, r) = (s1, . . . , sn),

which for a given secret s and a random information computes the cor-
responding player’s shares si for i = 1, . . . , n, i.e. the commitment to s
with randomness r.

1. Dealer D chooses a random string r and commits to s, i.e. he
computes f(s, r) = (s1, . . . , sn).

2. Dealer D chooses random strings ri and for i = 1, . . . , n commits to
si, i.e. he computes f(si, ri) = (si,1, . . . , si,n)

3. He gives to player Pi his share si (of the secret s) his random string
ri, i.e. the private information of the commitment to his share.
Together with his share-of-the-other-players-true-share s1,i, . . . , sn,i.

Detection Phase:

1. Each player Pi using the given random information computes the
commitment to his share, i.e. f(si, ri) = (s̃i,1, . . . , s̃i,n).

2. Next, Pi sends to Pj his share s̃i,j of si for j = 1, . . . , n.

3. Each player Pj checks whether s̃i,j = si,j (recall that the second one
Pj received from the dealer). If Pj finds that this is not true then
he broadcasts an accusation to Pi.

4. Each player Pi computes the minimum subset A ⊆ P, such that
no player in A accused another player in A (i.e. is consistent). If
Ac ∈ ∆A, then Pi accepts his share. Otherwise, Pi accuses the
dealer.

5. If the group of players with broadcast accusations to the dealer is
not in ∆A, then D is blamed corrupt, and the protocol is stopped.

Figure 4.14: A generalized VSS

Remark 4.3.3. As has been pointed out VSS schemes provide robustness that
the players can reconstruct alone the secret (without dealer’s help). But, in
fact, another important difference is that in VSS schemes every player stores
his share (which is a commitment to its “true part”), while in distribute com-
mitment schemes only the “true part” of the player’s share is kept.

Hence in VSS schemes the dealer is committed to s by [s]D = (s1, . . . , sn)
and every player Pi is committed to his share si by [si]Pi.
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After we have considered several unconditionally and computationally se-
cure VSS (DC) schemes, it is clear that for unconditionally secure schemes the
interaction between players is crucial in order to verify a given dealer’s com-
mitment. But for computationally secure VSS (DC) schemes, every player may
without interaction with other players verify the dealer’s commitment. Thus
computationally secure schemes may be non-interactive, while the uncondition-
ally secure schemes are interactive.

A publicly verifiable secret sharing (PVSS) scheme (as introduced by Stadler
in [S96]) is a VSS scheme with the property that the validity of the shares
distributed by the dealer can be verified by any party; not only by the players.
Hence the verification is not limited to the respective participants of the scheme.
More efficient PVSS schemes were proposed in [FO98, S99], but all known PVSS
schemes are computationally secure and hence non-interactive. In the PVSS
model considered in [S96, S99] it is accepted that the secret is computationally
hidden. Thus the dealer’s commitments to players’ shares are made publicly
verifiable just by broadcasting them.

So, the question is what a PVSS scheme is supposed to mean in the informa-
tion theoretic setting? Now using the proposed in this section generalized VSS
schemes (see Fig. 4.14) and considering both models (information theoretic and
cryptographic) it is straightforward to define a PVSS as a VSS in which every
party (not only the players) can verify the validity of the players’ commitments
to their shares, and in this way to verify the dealer’s commitment.

Now we point out that the reduced round complexity protocols in Fig-
ures 4.10 and 4.13 are in fact perfectly secure PVSS schemes. This is true since
any verifier (not just the participants) can verify the broadcast commitment
matrices (non-interactive pair-wise checking) and then fill himself a “consis-
tency” 0−1 matrix. Of course, the perfectly secure PVSS are interactive, while
computationally secure PVSS may be non-interactive. Note that any verifier
will do what every player is doing in steps 4. and 5. in the Detection Phase of
the protocol described in Fig. 4.13. After these checks the verifier can accept
the players’ commitments (and thus the dealer’s commitment) or blame the
dealer as corrupt.

In [S99] the PVSS definition [S96] has been extended with the requirement
that the reconstruction should also be publicly verifiable. But this extended
definition seems to be not feasible in the information theoretic setting.

4.3.4 Conditions for Existence

Many authors proved necessary and sufficient conditions for VSSs to be per-
fectly secure in different adversary models [CCD88, BGW88, GRR98, FHM98,
CDM00, NNPV02a, FM02]. Recall that when the adversary fail-corrupts some
players in ∆F , it stops the communication from and to that player, but it is
not allowed to read the internal data of a fail-corrupt player. Thus a pro-
tocol among n players is secure against a (k, ka, kf )-adversary if and only if
the same protocol among n − kf players is secure against a (k, ka)-adversary
(see [FHM98]). This observation follows simply by considering the case that
the adversary fail-corrupts kf players at the very beginning of the protocol.
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Below we have collected all known conditions for the existence of perfectly se-
cure verifiable secret sharing in the threshold and the general access structures
cases [CCD88, BGW88, GRR98, FHM98, CDM00, NNPV02a, FM02].

Theorem 4.3.4. A perfect VSS secure against a (k, ka, kf )-adversary exists if
and only if 2ka + kf + k < n.

Theorem 4.3.5. A perfect VSS secure against a (∆,∆A,∆F )-adversary exists
if and only if P /∈ ∆A ]∆A ]∆F ]∆.

Note that P /∈ ∆A ]∆A ]∆F ]∆ is equivalent to ∆A ]∆A ]∆F ⊆ ∆⊥

and hence to Γ⊥ ⊆ ΓA ] ΓA ] ΓF .

Remark 4.3.6. In case no fail-corruption is allowed, i.e. ∆F = ∅ (kf = 0),
the bounds become 2ka + k < n for the threshold case and P /∈ ∆A ]∆A ]∆ in
the general case.

In the most simple case when ∆A = ∆ (i.e. ka = k) the bounds reduce
further to k < n/3 and P /∈ ∆ ]∆ ]∆ = 3 ∗∆. The latter is the well known
Q3 condition for the adversary structure.

In cryptographic settings, the above conditions can be relaxed because of the
(non-interactive) computationally secure homomorphic commitment schemes.

Theorem 4.3.7. A VSS computationally secure against a (k, ka, kf )-adversary
exists if and only if ka + kf + k < n.

Theorem 4.3.8. A VSS computationally secure against a (∆,∆A,∆F )-adversary
exists if and only if P /∈ ∆A ]∆F ]∆.

Remark 4.3.9. Again in case no fail-corruption is allowed the bounds become
ka + k < n for the threshold case and P /∈ ∆A ]∆ for the general case.

In the most simple case that ∆A = ∆ (i.e. ka = k) the bounds reduce further
to k < n/2 and P /∈ ∆ ]∆ = 2 ∗∆. The latter is the well known Q2 condition
for the adversary structure.

In a recent paper of Fehr and Maurer [FM02], which generalizes and refines
the approach of Gennaro and Micali [GM95], a general linear-algebra approach
is used to investigate the robustness of VSS against incorrect shares. Their gen-
eral treatment covers all known linear VSS and DC schemes. They proved that
security of a scheme is equivalent to a pure linear algebra condition. By robust-
ness the authors mean that the secret is uniquely defined by the set of shares
even if some may be incorrect. Fehr and Maurer [FM02] consider three types
of robustness. The first type guarantees reconstruction only if the dealer is
honest, i.e. the dealer distributes a correct sharing. A formal definition [FM02]
is as follows:

Robustness: For any correct sharing s of a secret s, any sharing s̃ with δP (s, s̃) ∈
∆A uniquely defines the secret s, in the sense that for any sharing s̃ and any
correct sharings (s, s) and (s′, s′)

δP (s, s̃) ∈ ∆A and δP (s′, s̃) ∈ ∆A ⇒ s = s′.
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But to achieve security against a possibly dishonest dealer, in the sense that
a unique secret is defined, the dealer has to be forced to distribute a correct
sharing. That is why [FM02] further considers strong (very strong) robustness
conditions, which force the dealer to distribute consistent shares to all (to a
group of honest) players. But actually, as they proved, these strong conditions
are not necessary, since the weakest condition (robustness) already suffices.

While studying the results of Fehr and Maurer [FM02] we observed that
(a) all three robustness conditions are proved to be equivalent to an algebra
condition, and (b) that the robustness condition looks pretty much like an error-
correcting requirement. These observation lead us to a more general approach
to the problem. As we will prove in the next section the linear algebra approach
used by Fehr and Maurer in fact follows from a more general approach based
on coding theory. Thus the pure linear algebra conditions for security of VSS
are a simple consequence of a geometrical (packing) problem and of the error-
correcting capabilities of particular codes.

4.4 On Relation to a Class of Codes

In this section we try to shed a new light on verifiable secret sharing schemes.
We first define a new “metric” on the N -dimensional vector space over a finite
field (with slightly different properties than the standard Hamming metric).
Using this metric we define a new notion of error-correcting codes that we call
error-set correcting codes, based on a set of forbidden distances which is a mono-
tone decreasing set. Next we redefine the packing problem for the new setting
and generalize the notion of error-correcting capability of error-set correcting
codes accordingly (taking into account the new metric and the new packing).
Then we consider interleaved codes, a well-known efficient burst-error correcting
technique, which turns out to be equivalent to the well known VSS pair-wise
checking protocol, and derive the error-correcting capability of error-set cor-
recting interleaved codes.

Using the known relationship [D97] between a monotone span program and
a generator matrix of the code generated by the suitable set of vectors, we
prove that error-set correcting codes have the allowed (as opposed to forbidden)
distances of the dual access structure of the access structure that the MSP
computes. This relation gives us an efficient construction for them and as a
consequence we establish a link between secret sharing schemes and the error-
set correcting codes.

Further we give a necessary and sufficient condition for the existence of a
linear SSS to be secure against a (∆,∆A)-adversary. This condition is expressed
in terms of an error-set correcting code. Finally, we present necessary and
sufficient conditions for the existence of a VSS scheme, based on an error-set
correcting code, secure against a (∆,∆A)-adversary.

Our approach is general and covers all known linear VSS. It allows us to
establish the minimal conditions for the security of VSSs. Our main theorem
states that the security of a scheme is equivalent to a pure geometrical (coding)
condition on the linear mappings describing the scheme. Hence the security of
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all known schemes, e.g. all known bounds for existence of VSS including the
recent result of Fehr and Maurer [FM02], can be expressed as certain (geomet-
rical) coding conditions.

4.4.1 A Class of Error-Correcting Codes

Let F be a finite field and let the set of secrets for the dealer D be K = Fp0 .
We will only consider the case p0 = 1, even though many of the considerations
remain valid in the general case too. Associate with each player Pi (1 ≤ i ≤ n)
a positive integer pi such that the set of possible shares for player Pi is given
by Fpi . Denote by p =

∑n
i=1 pi and by N = p0 + p. For the sake of simplicity

one could assume that pi = 1 for 0 ≤ i ≤ n, in which case p = n and N = n+1
hold.

Recall that for two vectors x = (x0,x1, . . . ,xn) and y = (y0,y1, . . . ,yn) in
FN the set δP (x,y) is defined by δP (x,y) = {i : xi 6= yi} (see (3.1)). Fehr and
Maurer [FM02] pointed out that δP (x,y) behaves like a metric, but actually
they do not explore this property. Our first step is to use δP (x,y) instead of
the Hamming distance and to explore the properties of this space.

Let ∆ be a monotone decreasing collection of subsets of players. Then
B∆(x), the ∆-neighborhood centered around vector x ∈ FN , is defined as follows:

B∆(x) = {y ∈ FN : δP (x,y) ∈ ∆}.

In the special case when Γ is an e-threshold access structure (∆ = {A : |A| ≤ e}),
the ∆-neighborhood B∆(x) is in fact the Hamming sphere Be(x). Now we can
generalize the classical sphere packing problem:

Generalized Sphere Packing Problem: Given N and ∆, what is the maxi-
mum number of non-intersecting ∆-neighborhoods that can be placed in the
N -dimensional space?

As usual we will call any non-empty subset C of Fp0 × . . . × Fpn = FN a
code. For a code C the set of possible (allowed) distances is defined by

Γ(C) = {A : there exist a,b in C, a 6= b such that δP (a,b) ⊆ A} (4.1)

and the set of forbidden distances is defined by

∆(C) = Γ(C)c. (4.2)

It is easy to see that ∆(C) is monotone decreasing and that Γ(C) is mono-
tone increasing. Let us call the so-defined codes error-set correcting codes.
For the classical error-correcting codes all pi = 1 and since the Hamming dis-
tance is “symmetric” (because of equivalence of all coordinates) we set ∆(C) =
{A : |A| < dmin} keeping the symmetry. Nevertheless for some classical error-
correcting codes there are sets A such that |A| ≥ dmin and there are no code-
words a and b with property δP (a,b) ⊆ A.

We could define the set of minimal codewords support differences as

Γ(C)− = {A : there exist a,b in C, a 6= b such that δP (a,b) = A

but, there is no c,d ∈ C, c 6= d, δP (c,d) $ A}. (4.3)
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As an example for an error-set correcting code we take Example 3.2.9 and
get Γ(C)− = {123, 124, 134} and thus ∆(C)+ = {12, 13, 14, 234}. As we will see
later these error-set correcting codes have extended error-correcting capabilities,
compared to the classical codes with length 4 and minimal distance dmin = 3.
We will focus our attention only on linear codes, even though many of the
considerations remain valid in non-linear settings too. Hence using the relation
between δP and the support function supp, namely δP (a,b) = supp(a − b) we
could redefine the notion minimal codeword (introduced by Massey [M93] and
generalized by Van Dijk [D97]) as follows: the codeword x in C is minimal if
supp(x) lies in Γ(C)−.

As noted before, the packing problem is fundamental in error correction.
The natural question that now arises is how the new packing problem is related
to the conventional theory of error-correcting codes?

In coding theory, any subset of coordinates is equally likely to be in error
(and/or erasure). In the model we consider here some subsets of coordinates
(those in ∆(C)) that are possibly in error while others (those in Γ(C)) are never
in error. A well-studied model where this situation arises is the so-called bursty
channel, in which errors occur in clusters. Another related approach are the
so-called D-codes introduced recently in [D02].

Now we will prove that the new codes have similar error-correcting capabil-
ities as classical codes have.

Theorem 4.4.1. A code C with set of forbidden distances ∆(C) can correct all
errors in ∆ if and only if ∆ ]∆ ⊆ ∆(C).

Proof. First we will prove that Γ(C) ⊆ Γ ] Γ (and thus ∆ ] ∆ ⊆ ∆(C)). In-
deed, let a,b be any two distinct codewords in C. Let A and B be in the
∆-neighborhood of say a, respectively b. Since these neighborhoods are non-
intersecting we have that A ∪ B ⊂ δp(a,b). Hence δp(a,b) /∈ ∆ ] ∆. Con-
versely, suppose that δp(a,b) ∈ ∆ ]∆. Then there exist A,B ∈ ∆, such that
A ∪ B = δp(a,b). By the “triangle inequality” we have that for any x ∈ FN
δp(a,b) ⊆ δp(a,x) ∪ δp(x,b), and equality holds if δp(a,x) ∩ δp(b,x) = ∅.
Now it is easy to see that there exists an x such that A ∪ B = δp(a,b) =
δp(a,x) ∪ δp(b,x) and δp(a,x) ⊆ A, δp(b,x) ⊆ B. This contradicts the fact
that any ∆-neighborhoods of a and b are non-intersecting.

Example 4.4.2. Consider the special case with threshold access structure, so
∆ = {A : |A| ≤ e}. Write as above B∆(x) = Be(x) (the usual Hamming sphere).
Now ∆ ]∆ = {A : |A| ≤ 2e} = ∆(C) and so Γ(C) = {A : |A| ≥ 2e+ 1}. Hence
the minimum distance of C is dmin = 2e + 1. In this case, Theorem 4.4.1 is
equivalent to the classical error-correcting theorem [MS88, CHLL97].

Remark 4.4.3. Assume that a codeword from C was sent and that some subset
of errors A ∈ ∆ occurred during the transmission. To decode the received
vector z, we compute the ∆-neighborhood B∆(z) and check which codeword is
in this ∆-neighborhood. In fact, since the error-pattern is a set A in ∆ and
∆]∆ ⊆ ∆(C), there will be only one codeword in the ∆-neighborhood of z and
so we can correct the errors.
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Something more is true actually: we can decode errors and erasures simul-
taneously in the generalized setting too.

Let C be a code of length N with set of forbidden distances ∆(C). Suppose
that ∆ ]∆ ⊆ ∆(C). Then, as we already know, C can correct all errors in ∆.
Moreover, for any ∆c,∆b ⊆ ∆ such that ∆c ]∆c ]∆b ⊆ ∆(C), the code C can
correct all errors in ∆c and erasures in ∆b. In fact, the decoding method coin-
cides with the classical method of decoding errors and erasures, see [CHLL97]
for example.

4.4.2 A Burst-Correcting Technique

In this section we describe an efficient decoding algorithm for the interleaved
codes, which is based on VSS schemes’ “pair-wise” checking technique.

We will call a burst (normally called multiple burst) any repeated error
pattern consisting of several sub-vectors xi of x = (x0,x1, . . . ,xn), which are
not necessarily consecutively ordered.

First, we will present a standard burst-error correcting technique, which
uses error-correcting codes. The idea is to change the order of the coordinates
of several consecutive codewords in such a way that a burst is spread out over
the various codewords. Let C be a code of length n and let ` be some positive
integer. Consider an `× n matrix which has codewords in C as its rows. Read
this matrix column-wise from top to bottom starting with the leftmost column.
The resulting codewords have length n` and form a so-called interleaved code
derived from C at depth `. If C can correct e errors then the interleaved code
can correct bursts of length e`. We say that the interleaved code derived from
C corrects burst pattern in ∆ if C corrects the error pattern in ∆.

Let C be an error-set correcting code of length N , with a set of forbidden
distances ∆(C) and generator d × N matrix G. The sender wants to send an
information matrix X ∈ Fd×d (assume for the sake of simplicity that X is
symmetric). Note that X could be asymmetric too, in which case X and XT

are encoded. Thus the sender calculates the (array) codeword Y as Y = XG,
(Y ∈ FN×N ). Then applying the interleaving approach the sender reads the
matrix column-wise. From now on we will consider only interleaved codes at
depth ` = d. Now we will prove that such interleaved codes have an efficient
decoding algorithm.

Theorem 4.4.4. Let C be a code of length N , with set of forbidden distances
∆(C). Then the interleaved code derived from C of length N can efficiently
correct all burst-errors in ∆ if and only if ∆ ]∆ ⊆ ∆(C).

Proof. Since every row in the array codeword is a codeword of the error-set
correcting code C and the errors are spread we can correct them row by row
(see Theorem 4.4.1). On the other hand we will show that the known VSS
technique called “pair-wise” checking, provides efficient detection of inconsis-
tency. Moreover this technique has an additional advantage that all checks can
be performed privately (which is of great importance in VSS).

The “pair-wise” technique is applied as follows. The receiver calculates a
symmetric consistency n × n matrix, verifying the equation GTY = GTXG =
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GTXTG = Y TG. In other words he puts in entry (i, j) in G a 1 if GTi Yj = Y T
i Gj

and a 0 otherwise. Using the consistency matrix (as in the VSS protocols, e.g.
Figures 4.1, 4.6, 4.7, 4.8, 4.9, 4.10, 4.11, 4.12, 4.13) and assuming an error
pattern in ∆ occurs it is easy to find a set in Γ(C) which is consistent, therefore
the codeword can be uniquely defined.

Remark 4.4.5. The interleaved code derived from C of length N can efficiently
correct burst-error patterns in ∆c and burst-erasure patterns ∆b if and only if
∆c ]∆c ]∆b ⊆ ∆(C).

4.4.3 SSS as an Example of a Particular Class of Codes

Recall that in Section 3.1.3 we discussed the two known approaches to build
SSSs from error-correcting codes. We denoted the codes and their generator
matrices for the first (and the second) approaches by C and G (C̃ and G̃, respec-
tively). Now we will generalize these approaches to error-set correcting codes.
Let C be a code of length p, with set of forbidden distances ∆(C) and with
d × p generator matrix G. Analogously let C̃ be a code of length N , with set
of forbidden distances ∆(C̃) and with d × N generator matrix G̃. Recall that
G̃ = (ε | G) holds.

Lemma 4.4.6. LetM = (F,M, ε, ψ) be an MSP computing an access structure
Γ. Let C̃ be a code of length N , with set of forbidden distances ∆(C̃) and with a
d×N generator matrix G̃ of the form G̃ = (ε | MT ). Then ∆(C̃) = ∆⊥ ]{D}.

Proof. Let M be an MSP computing access structure Γ and M⊥ be its dual
MSP. Using G = MT and G⊥ = (M⊥)T compute the codes C̃ and C̃⊥. Van Dijk
[D97] proved that codes C̃ and C̃⊥ are orthogonal to each other. Moreover
Van Dijk showed (see Definition 3.1.14 and Theorems 3.1.15 and 3.1.16) that
matrix G̃ = (ε | MT ) is generated by vectors (1,hj) where hj are suitable
vectors for the dual access structure Γ⊥. It turns out that the codes C̃ and
C̃⊥ are even dual (see Corollary 3.2.21) to each other. Thus by Lemma 3.2.1
and Definition 3.1.14 we have that supp(hj) = Zj ∈ (Γ⊥)−. In other words the
suitable vectors for Γ⊥ are the minimal codewords for the code C̃ (see (4.3)).
Hence ∆(C̃) = ∆⊥]{D} is the set of forbidden distances for the code generated
by G̃.

Note that the set ∆⊥ ] {D} is not monotone decreasing, thus in order to
ensure this property we need stronger requirements to hold.

Corollary 4.4.7. Let M⊥ be a ∆⊥-rMSP computing Γ⊥ and let M be the
matrix of the dual M MSP computing Γ. Let C̃ be an error-set correcting code
with a generator matrix G̃ of the form G̃ = (ε | MT ). Then the set of forbidden
distances ∆(C̃) is equal to ∆⊥ ] {∅,D}.

Example 4.4.8. In the threshold case, G̃ can be taken as the generator matrix
of the extended Reed-Solomon MDS code [n + 1, k + 1, n − k + 1], since G

T

can be the Vandermonde matrix with rows (1, α, α2, . . . , αk). In other words the
extended Reed-Solomon code can be used to generate a (k, n) threshold scheme.
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Remark 4.4.9. Lemma 4.4.6 gives an efficient way to construct error-set cor-
recting codes using MSPs. Note that we do not require any relation between ∆
and ∆A (or for k and ka) to hold.

Now using the results of Theorem 4.4.1 and Lemma 4.4.6 we obtain the
following corollary.

Corollary 4.4.10. An error-set correcting code C̃ corrects ∆A (ka in the thresh-
old case) errors and one erasure (e.g. the erasure being the dealer {D}) if and
only if ∆A ]∆A ⊆ ∆⊥ (analogously 2ka < n− k).

Remark 4.4.11. The main difference between error-set correcting codes and
SSSs is that the SSSs also provide privacy, meaning that ∆ k ∆A (or k ≥ ka)
should hold while for error-set correcting codes ∆ k ∆A may not be true.

Since in SSSs we are interested only in the reconstruction of the secret, i.e.
the first coordinate of the submitted message, it is not efficient to apply them
directly as error-set correcting codes. On the other hand, as we showed, there
is a special class of access structures (and MSPs), namely generalized threshold
(see Definition 3.2.6), which allow to reconstruct the whole submitted message.
Therefore the generalized threshold access structures (and MSPs) are suitable
to be used as error-set correcting codes.

Remark 4.4.12. Recall that for a linear [N,T, dmin] code C, the Singleton
bound dmin ≤ N + 1 − T holds and that equality is achieved only for MDS
codes (see Section 3.1.3). By Lemma 3.1.9 the dual code C⊥ is [N,N −T, d⊥min]
and is an MDS code if and only if C is an MDS code. Therefore the following
inequality

dmin + d⊥min ≤ N + 2 (4.4)

holds with equality only for MDS codes. Now we will show that the equality
Γ ] Γ⊥ = {P} (see Theorem 2.2.26) is a generalization of the classical coding
bound (4.4).
Consider the code C̃ and its dual C̃⊥. Then by Lemma 4.4.6 the relations ∆(C̃) =
∆⊥ ] {D} and ∆(C̃⊥) = ∆] {D} hold. Thus for the punctured codes C and C⊥

we have ∆(C) = ∆⊥ and ∆(C⊥) = ∆. Therefore ∆(C)c ]∆(C⊥)c = {P}. Thus,
there exist sets A and B such that A ∈ ∆(C)+, B ∈ ∆(C⊥)+ and |A∪B| = n−1.
Hence (dmin(C)−1)+(dmin(C

⊥)−1) ≤ n−1 holds and thus dmin(C)+dmin(C
⊥) ≤

n + 1. Consider the threshold case. We have that C̃, C̃⊥, C and C⊥ are MDS
codes. In other words if C̃ is an [n + 1, k + 1, n + 1 − k] code then C̃⊥ is an
[n+1, n−k, k+2] code, C is an [n, k+1, n−k] code and C⊥ is an [n, n−k, k+1]
code. Now it is easy to check that we have the equality dmin(C)+dmin(C

⊥) = n+1
in that case.

4.4.4 VSS as an Example of a Particular Class of Burst Codes

Note that an SSS with error-correcting capabilities could be considered as a VSS
with an honest dealer, since the robustness is guaranteed using the interleaving
technique.
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Therefore we will first revisit the standard approaches described in the lit-
erature used to build SSSs from codes employing the interleaving technique.

The first approach uses an [n, k+1, dmin] linear code C. Let G be a generator
matrix of C, so its size is (k + 1) × n. Now the dealer D chooses a random
information matrix X ∈ F(k+1)×(k+1), except that s (the secret) is in its upper-
left corner. Then D calculates the (array) codeword Y corresponding to this
information matrix Y = XG, (Y ∈ Fn×n). Note that the rows in Y are the usual
codewords of C. Using the interleaving approach the dealer D gives columns
Y(j) to player Pj as his share. The first coordinate in Y(j) corresponds to the
first codeword which encodes the secret.

The second approach is very similar. Now C̃ is an [N = n + 1, k + 1, dmin]
linear code. Let G̃ be a generator matrix of C̃, so it is a (k+1)× (n+1) matrix.
The dealer D calculates the (array) codeword Y as Y = XG̃, (Y ∈ FN×N ),
from a random information matrix X ∈ F(k+1)×(k+1), except that s (the secret)
is in the upper-left corner of Y . Again by applying the interleaving approach
the dealer D gives columns Y(j) to player Pj as his share. Note that the first
coordinate in Y(j) corresponds to the first codeword which encodes the secret.
The zero column Y(0) is the dealer’s share.

It is straightforward to generalize these two approaches to error-set correct-
ing codes. In this case C is a code of length p, with a set of forbidden distances
∆(C) and G is a d × p matrix. Analogously, C̃ is a code of length N , with set
of forbidden distances ∆(C̃) and G̃ is a d×N matrix. Recall that G̃ = (ε | G)
holds. Then X ∈ Fd×d and Y ∈ Fp×p for the first approach and Y ∈ FN×N for
the second. Note that X could be symmetric or asymmetric.

The sharing procedure we have just described coincides with the sharing
procedures of the standard VSS/DC protocols [BGW88, CDM00] (see Figures
4.1, 4.6, 4.8, 4.11, 4.12). Note that the shares in these protocols are distributed
in exactly the same way using the interleaving technique.

We will say that the VSS (with honest dealer) is based on code C̃. Now
we will translate the results of Lemma 4.4.6 and Corollary 4.4.10 into VSS
language.

Proposition 4.4.13. Let C̃ be an error-set correcting code of length N , with
set of forbidden distances ∆(C̃). Let a VSS (with honest dealer) be based on
this code and consider a (∆,∆A,∆F )-adversary ((k, ka, kf )-adversary).

• Correctness:
Then VSS (with an honest dealer) satisfies the correctness property in
Definition 4.1.1 if and only if the code C̃ is able to correct any burst-error
pattern in ∆A (ka in threshold case) and any burst-erasure pattern in
∆F ] {D} (kf + 1), i.e. if and only if ∆A ] ∆A ] {D} ] ∆F ⊆ ∆(C̃)
(2ka + kf + 1 < dmin).

• Privacy:
Then VSS (with honest dealer) satisfies the correctness property in Defini-
tion 4.1.1 if and only if the code C̃ has ∆(C̃) as set of forbidden distances,
i.e. ∆(C̃) = ∆⊥ ] {D} (dmin = n− k + 1).
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Proof. The result for a (∆,∆A)-adversary (i.e., without the ∆F ) follows directly
from Lemma 4.4.6 and Corollary 4.4.10.

It is straightforward to extend this model to include also fail-corrupt players.
Recall that to fail-corrupt a player means that the adversary may stop the
communication from and to that player at an arbitrary moment during the
protocol. From a coding point of view these players are erasures, so the bounds
are extended naturally to P /∈ ∆A ]∆A ]∆ ]∆F (2ka + k + kf < n ).

In coding theory the Sender is always assumed to be honest, while in VSS
the Dealer could be corrupt. We could simulate the improper behavior of the
dealer in the following way.

Let C̃ be a code of length N , with set of forbidden distances ∆(C̃) and
let G̃ be a d × N generator matrix of C̃. The sender chooses the information
matrix X ∈ Fd×d (using the first approach). Then he computes the array
codeword Y ∈ FN×N by Y = XG̃. But instead of distributing the columns
of Y to the players as their shares, the dealer introduces a burst-error pattern
(not necessarily in ∆A) obtaining the matrix Z from Y in this way. Then he
distributes Z as shares. Since after receiving their shares the corrupt players
could handle wrong ones (i.e. introducing another burst-error pattern in ∆A)
in the reconstruction phase we simulate this behavior as retransmitting Z to Z̃.
Since we are able to correct only the error-patterns in ∆A, we need to apply
the decoding algorithm twice (pair-wise checking protocol) in order to correct
the errors. But even then we have the problem that the sender could introduce
errors not from ∆A and that the errors he introduced together with the errors
that the corrupt players introduced could be not from ∆A. What the share and
detection phase in the VSS/DC protocols (e.g. [CDM00]) achieves in addition
is that the dealer is forced (by the accusation-broadcast mechanism) to defend
himself if inconsistent information (not in ∆A) is found. Thus the honest players
have (maybe after being broadcast by the dealer) consistent shares. This could
be simulated by the assumption that Z and Y differ in an error pattern which
is a subset of the error pattern between Z and Z̃. Therefore the difference
between Y and Z̃ is an error pattern from ∆A. This immediately gives the
following requirements for the code in this retransmitting scenario.

Theorem 4.4.14. Let C̃ be an error-set correcting code of length N , with set
of forbidden distances ∆(C̃). Let an VSS be based on this code and consider a
(∆,∆A,∆F )-adversary ((k, ka, kf )-adversary).

• Correctness:
Then VSS satisfies the correctness property in Definition 4.1.1 if and only
if the code C̃ is able to correct any burst-error pattern in ∆A (ka in thresh-
old case) and any burst-erasure pattern in ∆F ] {D} (kf + 1), i.e. if and
only if ∆A ]∆A ] {D} ]∆F ⊆ ∆(C̃) (2ka + kf + 1 < dmin).

• Privacy:
Then VSS satisfies the correctness property in Definition 4.1.1 if and only
if the code C̃ has ∆(C̃) as set of forbidden distances, i.e. ∆(C̃) = ∆⊥]{D}
(dmin = n− k + 1).
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The last bounds coincide with the well known bounds in Theorems 4.3.4, 4.3.5
and Remark 4.3.6.

Remark 4.4.15. It is interesting to look at the following question: how are
dual codes and dual access structures linked? On the one hand if the codes are
weakly self-dual we know the following facts:

• When C̃ (C) is a weakly self-dual code, i.e. C̃ $ C̃⊥, we have Γ(C̃) $ Γ(C̃⊥),
but from Theorems 3.1.15 and 3.1.16, it follows that Γ(C̃) = Γ⊥ and
Γ(C̃⊥) = Γ. Hence we have Γ⊥ $ Γ, i.e. Γ is a Q2 access structure.

• Let C̃ (C) be weakly self-dual code. Taking again into account Theorems
3.1.15 and 3.1.16, i.e. that H = (M⊥)T , and G = MT we obtain that
D(M⊥)T = MT , for some non-invertible matrix D. This implies that
Γ⊥ $ Γ, i.e. Γ is a Q2 access structure. Note that G H

T = 0 implies that
MTM⊥ = E, where E is a zero matrix except for the entry in the upper
left corner which is 1.

On the other hand for dual-codes we obtain Γ = Γ⊥, i.e. the access structure
is self-dual, and D(M⊥)T = MT for some invertible matrix D (MTM⊥ = E
holds).

Thus weakly self-dual codes correspond to Q2 access structures, while self-
dual codes correspond to self-dual access structures, i.e. to minimal Q2 access
structures (see Definition 2.1.22 and Lemma 2.1.23).

Several interesting open questions arise.

• Given a Q2 access structure Γ does there always exist a weakly self-dual
error-set correcting code with set of allowed distances Γ?

• Does there exist for any self-dual access structure Γ a self-dual error-set
correcting code with set of allowed distances Γ?

• One can generalize the notion of weight and distance distribution of an
error-set correcting code (see [MS88]). It is interesting to check whether
the MacWilliams theorem [MS88] for the weight enumerators of a code
and its dual can be generalized to this setting.

• It is well known that for a given access structure Γ (and corresponding
MSPM) the numbers p0, p1, . . . , pn are the rates of the players individual
information. It would be interesting to see if the invariant theory can be
applied to the weight enumerator of self-dual error-set correcting codes
(access structures) to find out which numbers are suitable and which are
not.
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Part II

Applications
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Chapter 5

Proactive
Verifiable Secret Sharing

This chapter is devoted to an application of the techniques described in Part I.
Proactive VSS deals with a more powerful adversary than in the VSSs setting,
namely a so-called mobile adversary. We start with a revision of the mobile
adversary model of Herzberg’s et al. imposing less restrictions on the adver-
sary. We first investigate the approach of using commitment to 0 in the renewal
phase in order to refresh the player’s shares. In this model some well known
computationally secure protocols (which use this approach) turn out to be vul-
nerable to a specific attack. We show that this type of attack is applicable also
in the information theoretic case. Then we extend the attack of D’Arco and
Stinson to non-symmetric polynomials, which is applicable even in the mobile
adversary model of Herzberg et al. Next the conditions for the security of a
proactive scheme using this approach are shown. We also investigate another
approach to add proactivity, namely using re-sharing instead of commitment to
0. Two protocols using this approach are described and it is shown that both
are not secure against a mobile adversary.

To summarize we generalize the existing threshold protocols to protocols for
general access structure. Besides this, we propose attacks against the existing
proactive VSS schemes, and give modifications of the schemes that resist these
attacks. In conclusion the main contribution of this chapter is to show specific
weaknesses when a mobile adversary is considered. The chapter is based on
[NNPV02a, NNPV02c, NN04a].

5.1 Introduction

The concept of proactive security was introduced by Ostrovsky and Yung in
[OY91] and applied by Herzberg et al. in [HJKY95] to secret sharing schemes.
Proactive security refers to security and availability in the presence of a so-called
mobile adversary. This is an adversary which is allowed to corrupt new players
during the execution of the protocol with the limitation that it can only control
a subset of players (in ∆A) during a given period. Herzberg et al. [HJKY95]
have further specialized this notion to robust secret sharing schemes and have



106 Proactive Verifiable Secret Sharing

given a detailed efficient proactive secret sharing scheme.
Consider the following problem as given in [HJKY95]: if the players’ shares

stay the same for a long period of time (e.g. the lifetime of the system), then an
adversary may step-by-step corrupt enough players and to learn or destroy the
secret. This problem can be addressed by dividing the time into periods. At
the beginning of each time frame the players’ shares are updated, such that the
shared secret stays the same. In this way the adversary does not have enough
time to break into a sufficient number of players. Moreover, the information
that the adversary learns during a particular period should be useless during
later periods. So, he has to start a new attack from scratch during each time
frame.

The first unconditionally secure proactive VSS was proposed by Stinson
and Wei [SW99], where the functionality of proactivity is added to a specific
basic threshold VSS described in the same paper. A generalization of this
scheme to general access structures has latter been given in [NNPV02a]. Re-
cently D’Arco and Stinson [DS02a, DS02b] showed that some existing proactive
schemes [NNPV02a, SW99] can be broken. They proposed two new variations of
the schemes to add proactive security to VSS, based on two different approaches,
one using symmetric polynomials and another one using non-symmetric poly-
nomials. However, in [NNPV02c] an attack on the proactive scheme with sym-
metric polynomials from [DS02a] is described and a slightly modified scheme
was proposed that solves this problem (see also [DS02b]).

5.1.1 The Setting

We will consider a mobile (∆,∆A)-adversary in the general case and (k, ka)-
adversary in the threshold case. We will follow the setting of the scheme in
[OY91, HJKY95]. In general they coincide with the setting of a VSS except
that we consider a more powerful adversary – a mobile one. In situations when
the secret is long lived, in order to protect it against a mobile adversary, the
life time is divided into time periods. At the beginning of each time period the
players perform an interactive update protocol. The update protocol should
not reveal the value of the secret, and as a result the players will hold new
shares of the secret.

As usual we assume that the adversary intruding player Pi is “removable”,
through a “reboot” procedure, when the adversary influence is detected. By
“rebooting” the player we mean that the adversary’s influence over this player
is stopped and all player’s current information is erased. After this procedure
the correct share should be recovered. It is important to note that in proactive
protocols some information (e.g. the check values, the old share, etc.) should be
“erased”. It is essential for the proactive security that honest players perform
this operation. Otherwise an adversary could deduce at a given time period
information from a previous period that could be used to break the system.

We revise the mobile adversary model from [HJKY95], imposing less re-
strictions on the adversary. In the model of Herzberg et al. the players corrupt
during an update phase were considered corrupt for both (adjacent) periods.
We propose a model in which these corrupt players are considered corrupt only
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in one of the adjacent periods. As a result in the new model some well known
computationally secure protocols e.g. [HJKY95, HJJKY97, GJKR99] became
vulnerable to a specific attack, which we call attacks of the first type. The
following new phases Recovery and Renewal can be distinguished [HJKY95],
compared to a VSS scheme. Recall that in [HJKY95] the update phase (also
called update protocol) is separated from the time frames in a sense that if a
player is corrupt during an update phase Herzberg et al. consider it corrupt
during both (adjacent) periods to that update phase. We consider the following
model.

MOBILE ADVERSARY MODEL

At the beginning and at the end of the life time of the system we have Share-
Detection respectively Reconstruction. At the end of each time period we
have Detection followed by Recovery after that the next period begins with
Renewal. Together Detection, Recovery and Renewal form an update phase,
but we do not restrict additionally the adversary to corrupt players in this
phase as in [HJKY95]. In fact the “rebooting” of the corrupt players finishes
the current time frame and a new time period begins.

We next show that the first type attack is applicable also in the information
theoretic case in this model. Then we propose several types of attack that apply
to the information theoretic case. Note that these attacks are successful even
in the mobile adversary model of Herzberg’s et al. We point out that a specific
problem arises in the renewal phase, namely we need a distributed commitment
protocol in which the committer is committed to 0 and the players are able to
check that the commitment is indeed 0 without revealing their auxiliary shares.
In order for this protocol to be secure against a mobile adversary we need to
reduce the number of cheating players. The necessary and sufficient condition
for security are consequently given in Theorem 5.4.1.

Finally we investigate another approach [FGMY97a, FGMY97b] to make an
SSS proactively secure, namely using a re-sharing instead of the commitment
to 0 protocol in order to renew and re-randomize the player’s shares. We
describe two protocols using this approach and show that both are subject
to an attack of the second type. Our goal is to show specific weaknesses when a
mobile adversary is considered. Note that all unconditionally secure protocols
we describe in this chapter remain secure if the adversary is not mobile. Our
aim throughout the chapter is to learn more from the systems that fail in order
to build systems that succeed.

The initialization (e.g. Share and Detection phases) and the Reconstruction
phases are the same as in the VSSs described before (see Figures 4.5, 4.6, 4.7,
4.8, 4.9, 4.10, 4.11, 4.12, 4.13). That is why we will describe in this Chapter
only the Renewal and Recovery phases.
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5.2 Computationally Secure Schemes

5.2.1 The Protocol

Herzberg et al. [HJKY95] propose a proactive scheme using the Feldman and
Pedersen VSS schemes (see Fig. 4.5). Let the shares computed in period t

for player Pu be denoted by using a superscript (t), i.e. s(t)u , h(t)
u (x) or g(t)

u (y),
t = 0, 1, . . .. Let the dealer’s polynomials corresponding to these shares be
denoted by f (t)(x) and f (t)(x, y). We now describe the Recovery and Renewal
protocols (see Fig. 5.1) given in [HJKY95].

Renewal Phase:

1. Each player Pu plays the role of the dealer.

2. Pu runs the Share-Detection Phase of Feldman’s VSS with a random
polynomial δ(t−1)

u (x) =
∑k

j=0 δu,jx
j subject to δ(t−1)

u (0) = 0. The
following broadcast values are used Cu,j = gδu,j .

3. As a result of this Share-Detection Phase every player Pv has a tem-
porary share δ(t−1)

u (αv) if the player Pu is not blamed as a corrupt
dealer.

4. Let A be the set of not corrupt players.

5. Each player Pv updates its own share by computing

s(t)v = s(t−1)
v +

∑
u∈A

δ(t−1)
u (αv).

6. The new verification values are set C(t)
j = C

(t−1)
j

∏
u∈ACu,j .

Figure 5.1: Proactive VSS [HJKY95]

We first briefly describe the idea how the player’s shares are renewed at
period t = 1, 2, . . .. When the secret s is distributed as a value f (t−1)(0) = s of
a polynomial f (t−1)(x) of degree k, one can update this polynomial by adding
to it a random polynomial δ(t−1)(x) of degree k, where δ(t−1)(0) = 0, so that
f (t)(0) = f (t−1)(0) + δ(t−1)(0) = s. Thus one can renew the shares f (t)(αu) =
f (t−1)(αu) + δ(t−1)(αu) because of the linearity.

Note that δ(t−1)(x) =
∑

u∈A δu(x) and that C(t)
j corresponds to the j-th

coefficient in f (t)(x).
Now we describe the idea how the player’s shares are recovered at period

t = 1, 2, . . .. Let the players in a set B be detected as corrupt and thus their
shares should be recovered. Set A = P\B to be the set of not corrupt players. In
general an analogous protocol to that used for re-randomization in the renewal
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phase is applied. First all corrupt players Pv ∈ B are “rebooted”. In order
to recover the share of player Pv ∈ B every player Pu ∈ A shares a random
polynomial δu(x) of degree k such that δu(αv) = 0. By adding δu(x) for u ∈ A
to f (t)(x) a new random polynomial δ(x) is obtained. Now the players Pu ∈ A
send their temporary shares δ(αu) to Pv, which allow him to recover the whole
polynomial δ(x) and to compute his share δ(αv).

Theorem 5.2.1. [HJKY95] A computationally secure (k, n)-threshold proac-
tive VSS exists if and only if 2k < n.

5.2.2 The Attack of the First Type

Proactive secret sharing [HJKY95] and proactive signature schemes [HJJKY97]
were introduced to cope with a mobile adversary that may corrupt more than k
servers during the lifetime of the secret. In both papers the proactive scheme is
built on top of Feldman’s VSS scheme [F87]. In [GJKR99] the authors showed
a specific attack against Feldman’s VSS scheme and proposed a distributed
key generation protocol built on top of Pedersen’s VSS scheme [Pe91]. The
authors in [GJKR99] then claimed that their protocol is secure against a mobile
adversary that can corrupt up to k players in given time frame.

In this section we will illustrate an attack against the renewal phase, in
the schemes of Feldman, Pedersen and Genarro et al. We will show that even
a passive, but mobile adversary can break these schemes in this model. For
simplicity we will illustrate the attack only for Feldman’s scheme.

Suppose that the attacker has corrupted a set B of players during some
time frame t− 1, i.e. he knows their shares f (t−1)(αu) for Pu ∈ B. All players
Pu ∈ B being detected as corrupt are “rebooted” and the new period t starts
with the renewal phase, when all shares are updated. Now let the adversary
corrupt k players (not in B) in this period and note that any k corrupt players
can uniquely reconstruct the polynomial δ(x) since they have the additional
information that δ(0) = 0. Thus the adversary which gets information from k
corrupt players in this period is able to compute the new player’s shares f (t)(αu)
for Pu ∈ B. Note that in this period the players Pu ∈ B are no more corrupt.
Therefore, incrementally breaking different sets of players the attacker is able
to compute the secret. Actually the attacker needs to know only one share from
the previous period which together with k player’s shares from the current time
frame will allow him to reconstruct the secret.

Note that the proposed attack applies if the renewal phase is in the beginning
of the next period. However a slightly modified attack can be applied if we
consider the renewal phase as the end of the previous period.

Therefore the first solution of Herzberg et al. allows even a passive, mobile
adversary to break the scheme in the considered adversary model. Also most
of the consecutive schemes, we will cite only some of them [HJKY95, J95,
HJJKY97, GJKR99], are subject to this kind of attack in this adversary model.
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5.3 Unconditionally Secure Schemes

5.3.1 The First Protocols

The first unconditionally secure proactive VSS was proposed by Stinson and Wei
[SW99]. Note that in [SW99, DS02a, DS02b] the authors consider a different
model in which all subsets of players with at least k+1 participants are qualified,
but any subset of up to b (b < k) players is forbidden, where the restriction
is due to the fact that some information is broadcast. So, we will consider a
(k, n) access structure where up to b (b < k) players are corrupt and we will
denote it by (b, k, n). Again we will present only the Recovery and Renewal
Phases. Each player Pi is associated publicly with a non-zero element αi ∈ F,
so |P| < |F|. Recall that as a result of the previous phases all players maintain
a set A of honest players and possess shares h(t−1)

i (x). The shares h(t−1)
i (x) are

derived from a symmetric polynomial f (t−1)(x, y) of degree k by setting y = αi.
First we consider the threshold case and then we will generalize this protocol
to the general access structures case (see Figures 5.2 and 5.3).

5.3.2 The Attack of the Second Type

The attack proposed in the previous section (the attack of the first type) is
not applicable in Stinson’s and Wei setting, since it requires that the num-
ber of corrupt players b = k. Obviously any k players using their temporary
shares h(t−1)

e,i (x) together with the broadcast value h(t−1)
e,0 (x) are able to com-

pute δ(t−1)
e (x, y). Therefore if b = k the attack of first type is applicable to the

information theoretic model.
Notice that in Step 2 of the renewal phase additional information is broad-

cast, that we do not have in the standard share-detection phase. This informa-
tion allows the players to check that the value committed by Pe in the Renewal
phase is indeed 0, which ensures that the secret has not been changed. But,
it turns out that the broadcast information in the renewal phase allows the
attacker to break the system even when b < k. We will demonstrate briefly the
attack against the proactivity, proposed by D’Arco and Stinson [DS02a], which
we call attack of second type.

D’arco and Stinson (using our observation that h(t−1)
e,i (0) = h

(t−1)
e,0 (αi) holds)

have proposed an attack against the proactivity [DS02a] in the following way.
Suppose that the attacker has corrupted player Pi in some time frame, i.e. he
has share h(t−1)

i (x). Then Pi who has been detected as corrupt is “rebooted”.
In the renewal phase his share is updated by

h
(t)
i (x)←− h(t−1)

i (x) +
∑
Pe∈A

h
(t−1)
e;i (x).

But since h(e)
e;0(x) is public information the attacker is able to compute the “true

part” of Pi’s new share, namely

h
(t)
i (0)←− h(t−1)

i (0) +
∑
Pe∈A

h
(t−1)
e;i (0) = h

(t−1)
i (0) +

∑
Pe∈A

h
(t−1)
e,0 (αi).
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Renewal Phase:
In this phase each player Pe plays the role of the dealer.

1. Each player Pe ∈ A selects a random symmetric polynomial
δ
(t−1)
e (x, y) of degree k, subject to δ(t−1)

e (0, 0) = 0.

2. Player Pe sends h(t−1)
e;i (x) = δ

(t)
e (x, αi) to Pi for 1 ≤ i ≤ n and

broadcasts h(t)
e;0(x) = δ

(t−1)
e (x, 0).

Modified Detection:

1. Player Pi checks whether h(t−1)
e;i (0) = h

(t−1)
e;0 (αi) and h(t−1)

e;0 (0) = 0.

2. If these relations are satisfied, then Pi computes and sends to
Pj the usual check value h(t−1)

e,i (αj). Otherwise Pi broadcasts an
accusation to Pe.

3. All players perform the pair-wise checking with the accusation
protocol. At the end they update the set of honest players A.

4. All players update their shares by putting

h
(t)
i (x)←− h(t−1)

i (x) +
∑
Pe∈A

h
(t−1)
e;i (x).

Recovery Phase:

1. Every corrupted player Pj /∈ A is “rebooted”.

2. Every honest player Pi ∈ A computes and sends to every corrupted
player Pj the check value h(t−1)

i (αj).

3. Upon receiving the data, Pj computes h
(t−1)
j (x), such that

h
(t−1)
j (αi) = h

(t−1)
i (αj) holds for some subset of honest, qualified

players Pi ∈ B, B ⊆ A.

4. Player Pj sets h(t−1)
j (x) as his share.

Figure 5.2: Proactive VSS – The Threshold Case [SW99]

Recall that the knowledge of the “true part” of the share is sufficient for re-
constructing the secret. Therefore, by incrementally breaking different sets of
players the attacker is able to compute the secret.
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Renewal Phase:
In this phase each player Pe plays the role of the dealer.

1. Each player Pe ∈ A selects a random symmetric d× d matrix R(e),
subject to 0 in its upper left corner.

2. Player Pe sends U (e)
i = MiR

(e) to Pi for 1 ≤ i ≤ n and broadcasts
U

(e)
0 = εTR(e).

Modified Detection:

1. Player Pi checks whether U (e)
i ε = Mi(U

(e)
0 )T and

< U
(e)
0 , εT >= 0.

2. If these relations are satisfied, then Pi computes and sends to Pj
the usual check matrix C(e)

ij = U
(e)
i MT

j . Otherwise Pi broadcasts
an accusation to Pe.

3. All players perform the pair-wise checking with the accusation
protocol. At the end they update the set of honest players A.

4. All players update their shares by putting

Ui ←− Ui +
∑
Pe∈A

U
(e)
i .

Recovery Phase:
Recall that as a result of the previous phases all players maintain a set A
of honest players and have shares Ui.

1. Every corrupted player Pj /∈ A is “rebooted”.

2. Every honest player Pi ∈ A computes and sends to every corrupted
player Pj the check matrix Ci,j = UiM

T
j , i.e CA,j = UAM

T
j .

3. Upon receiving the data, Pj computes Uj , such that MiU
T
j = Cij

holds for some subset of honest, qualified players B of A, i.e.
MBU

T
j = CB,j .

4. Player Pj sets Uj as his share.

Figure 5.3: Proactive VSS – The General Case

5.3.3 Patching the Scheme – the Asymmetric Case

D’Arco and Stinson [DS02a] proposed two variations of this scheme that both
resist the attack described in Section 5.3.2. Because of the observation that
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the symmetry of the polynomials f (e)(x, y) can be used to break the scheme
the authors proposed two asymmetric solutions. Their first proposal is to use
asymmetric polynomials instead of symmetric ones. The second solution is to
modify the symmetric polynomial scheme by adding some “asymmetry”.

Recall that as a result of the previous phases all players maintain a set A of
honest (not corrupt) players and have shares h(t−1)

i (x) and g(t−1)
i (y) polynomials

of degree k. Each player Pi is associated publicly with a non-zero element
αi ∈ F, so |P| < |F| (see Fig. 5.4).

5.3.4 The Attack of Second Type – the Asymmetric Case

But, this modification has a flaw. Let us consider the asymmetric protocol. We
can use nearly the same attack as described in Section 5.3.2, but now applied
to g(t)

i (y) instead of h(t)
i (x). Assume that the attacker has corrupted player Pi

in some time frame, i.e. he has the shares h(t−1)
i (x) and g(t−1)

i (x). Then Pi who
has been detected as corrupt is “rebooted”. In the renewal phase his share is
updated by h(t)

i (x)←− h(t−1)
i (x) +

∑
Pe∈A h

(t−1)
e;i (x) and g(t)

i (y)←− g(t−1)
i (y) +∑

Pe∈A g
(t−1)
e;i (y). But since h(t−1)

e;0 (x) is public information the attacker is able

to compute
∑

Pe∈A g
(t−1)
e;i (0), using g(t−1)

e;i (0) = h
(t−1)
e;0 (αi). Hence the attacker

has discovered the “true part” of Pi’s new share, namely g(t)
i (0)←− g(t−1)

i (0)+∑
Pe∈A h

(t−1)
e;0 (x). The knowledge of the “true part” of the share g(t)

i (y) is enough
for reconstructing the secret (see Remark 4.3.1). Therefore by incrementally
breaking different set of players the attacker is able to compute the secret.
Note that it does not matter whether h(t−1)

e;0 (x) = δ
(t−1)
e (x, 0) or g(t−1)

e;0 (y) =

δ
(t−1)
e (0, y) is broadcast since the attack is symmetric.
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Renewal Phase:
In this phase each player Pe plays the role of the dealer.

1. Each player Pe ∈ A selects a random polynomial δ(t−1)
e (x, y) of

degree k, subject to δ(t−1)
e (0, 0) = 0.

2. Player Pe sends h
(t−1)
e;i (x) = δ

(t−1)
e (x, αi) and g

(t−1)
e;i (y) =

δ
(t−1)
e (αi, y) to Pi for 1 ≤ i ≤ n and broadcasts h

(t−1)
e;0 (x) =

δ
(t−1)
e (x, 0).

Modified Detection:

1. Player Pi checks whether g(t−1)
e;i (0) = h

(t−1)
e;0 (αi) and h(t−1)

e;0 (0) = 0.

2. If the conditions are satisfied, then Pi computes and sends to Pj
the check value g(t−1)

e;i (αj). Otherwise Pi broadcasts an accusation
to Pe.

3. All players perform the usual pair-wise checking with the accu-
sation protocol and update the set of honest players A.

4. All players update their shares by putting

h
(t)
i (x) ←− h

(t−1)
i (x) +

∑
Pe∈A

h
(t−1)
e;i (x)

g
(t)
i (y) ←− g

(t−1)
i (y) +

∑
Pe∈A

g
(t−1)
e;i (y).

Recovery Phase:

1. Every corrupted player Pj /∈ A is “rebooted”.

2. Every honest player Pi ∈ A computes and sends to every corrupted
player Pj the values h(t−1)

i (αj) and g(t−1)
i (αj).

3. Upon receiving the data, Pj computes h
(t−1)
j (x) and g

(t−1)
j (y),

such that h
(t−1)
j (αi) = g

(t−1)
i (αj), g

(t−1)
j (αi) = h

(t−1)
i (αj) and

h
(t−1)
j (αj) = g

(t−1)
j (αj) hold for some subset of honest, qualified

players Pi ∈ B and B ⊆ A.

4. Player Pj takes h(t−1)
j (x) and g(t−1)

j (y) as his shares.

Figure 5.4: Proactive VSS – the Threshold Asymmetric Case [DS02a, DS02b]
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5.3.5 Patching the Scheme – the Symmetric Case

Now we present the proposition based on symmetric polynomials given in
[DS02a] (see Figures 5.5 and 5.6).

Renewal Phase:
In this phase each player Pe plays the role of the dealer.

1. Each player Pe ∈ A selects a random symmetric polynomial
δ
(t−1)
e (x, y) of (note) degree k − 1.

2. Player Pe sends h(t−1)
e;i (x) = δ

(t−1)
e (x, αi) to Pi for 1 ≤ i ≤ n.

Modified Detection:

1. Player Pi computes and sends to Pj the usual check value
h

(t−1)
e;i (αj).

2. All players perform the usual pair-wise checking with the accu-
sation protocol and update the set of honest players A.

3. All players update their shares by putting

h
(t)
i (x)←− h(t−1)

i (x) + αi
∑
Pe∈A

h
(t−1)
e;i (x).

Moreover, the players update a “verification vector” vi ∈ Fn by
computing for 1 ≤ j ≤ n

vi
j ←− vi

j +
∑
Pe∈A

h
(t−1)
e;i (αj).

Detection Phase:

1. Player Pi computes and sends to every other player Pj the check-
values h(t−1)

i (αj).

2. Each player Pj checks whether h(t−1)
i (αj)− h(t−1)

j (αi) = vj
i . (αj −

αi). If Pj finds that this is not true, then he broadcasts an accusa-
tion to Pi.

3. Each player Pi computes the set of honest players.

Figure 5.5: Proactive VSS – the Threshold Symmetric Case [DS02a]
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Recovery Phase:

1. All corrupted players Pj /∈ A are “rebooted”.

2. Every honest player Pi ∈ A computes and sends to every corrupted
Pj the check-values h(t−1)

i (αj) and vi
j .

3. Upon receiving the data, Pj computes h(t−1)
j (x), such that for some

subset of honest, qualified players Pi ∈ B, B ⊆ A the equation
h

(t−1)
j (αi) = h

(t−1)
i (αj) + vi

j . (αi − αj) holds. He calculates vj by

setting vj
i = vi

j .

4. Player Pj sets as his shares h(t−1)
j (x) and vj.

Figure 5.6: Proactive VSS – the Threshold Symmetric Case [DS02a]

5.3.6 The Attack of Third Type

The second modification of the scheme from [DS02a] also has a flaw. Now we will
demonstrate our attack that uses the weakness in the second proactive protocol
by D’Arco and Stinson. First, note that instead of a “verification vector” vi ∈
Fn one can use a polynomial vi(x) of degree k, such that vi(αj) = vi

j . In fact, we

can change the last step of the renewal phase as follows: v(t)
i (x)←− v(t−1)

i (x)+∑
Pe∈A h

(t−1)
e;i (x). In this way the size of the verification share becomes k. Denote

the polynomial h(t−1)
A;i (x) =

∑
Pe∈A h

(t−1)
e;i (x). Note that the usual share h(t)

i (x)
is “asymmetric”, whereas the “symmetry” is collected in the verification share
v

(t)
i (x). But the information from the share and the verification share of a player
Pi allows the attacker to calculate the initial share h0

i (x) of Pi, obtained from
the Dealer during the Distribution (Share) phase. Indeed, after q executions of
the Renewal phase, player Pi possesses

h
(t=q)
i (x) = h

(t=0)
i (x) + αi

q∑
t=1

h
(t)
A;i(x) and v

(t=q)
i (x) =

q∑
t=1

h
(t)
A;i(x).

Assume that the attacker has corrupted Pi and has obtained v
(t=q)
i (x) and

h
(t=q)
i (x). Subtracting αiv

(t=q)
i (x) from h

(t=q)
i (x) the attacker obtains the initial

share h(t=0)
i (x). As a consequence if the adversary breaks into k + 1 players

once, even in different periods, he collects k+ 1 initial shares and hence he can
recover the secret.
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5.4 The Modified Protocol

5.4.1 The Threshold Case

In this section we will describe the modifications of the protocols that resist
the attacks presented in Section 5.3. Let consider the symmetric polynomial
protocol in the threshold case. The problem in the procedure of D’Arco and
Stinson [DS02a] is due to the “asymmetry” in the renewal polynomial. Indeed,
we have

f (t)(x, y)←− f (t−1)(x, y) + y.δ(t−1)(x, y),

where δ(t−1)(x, y) =
∑

Pe∈A δ
(t−1)
e (x, y). Note that f (t)(0, 0) is not changed, so

the secret stays the same. Also f (t)(0, y) is changed randomly so the adversary
is not able to calculate the new “true parts” of the player’s shares. But, in order
to be able to perform a pair-wise check one needs a “symmetry”, that is why
the players keep two shares: the actual share and the verification share, which
collects the asymmetry of the protocol. We propose to keep the symmetry in
the renewal polynomial as follows:

f (t)(x, y)←− f (t−1)(x, y) + (x+ y).δ(t−1)(x, y),

Thus we need to modify only the last step in the Renewal phase of the Protocol
in Fig. 5.5. All players update their shares by

h
(t)
i (x)←− h(t−1)

i (x) + (x+ αi)
∑
e∈A

h
(t−1)
e;i (x)

and we do not need a verification share anymore. Therefore the remaining
phases can be used from the Protocol in Fig. 5.2 instead of the Protocol in Fig.
5.6.

Now we are ready to refine the conditions for security of proactive VSS
(Theorem 5.2.1), based on the considered approach to renew player’s shares by
sharing 0.

Theorem 5.4.1. A (b, k, n) proactive VSS computationally secure against a
(k − 1, ka)-adversary exists if and only if n > k + ka and ka ≤ b. A (b, k, n)
proactive VSS unconditionally secure against a (k − 1, ka)-adversary exists if
and only if n > 2ka + k and ka ≤ b.

Proof. The proof is identical to the VSS security proof with as only difference
that the shares hi(x) and the polynomials f(x, y) are of degree k instead of
k − 1. Thus in order to correct up to ka errors (corrupt player’s shares) in the
Reconstruction and Recovery phase we need n > 2ka + k.

5.4.2 The General Case

A similar to the previous section approach can be applied to the general access
structure Protocol from Fig. 5.3, see Fig. 5.7.
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Renewal Phase:
In this phase each player Pe plays the role of the dealer.

1. Each player Pe ∈ A selects a random symmetric (d − 1) × (d − 1)
matrix R(e) and uses it to construct two symmetric d× d matrices
R(e,1), R(e,2). The matrix R(e,1) is constructed by adding a zero
column and a zero row as last row and column, whereas the matrix
R(e,2) is constructed by adding a zero column and a zero row as first
row and column.

2. Player Pe sends U (e,1)
i = MiR

(e,1) and U
(e,2)
i = MiR

(e,2) to Pi for
1 ≤ i ≤ n, i 6= e.

Modified Detection:

1. Player Pi checks whether the last column of U (e,1)
i and the first

column of U (e,2)
i are zero-columns.

2. If these conditions are not satisfied, Pi will broadcast an
accusation to Pe. Otherwise Pi computes U

(e)
i as the sum of

the right shift of the columns of U (e,1)
i and the left shift of

the columns of U
(e,2)
i , i.e., if we represent the matrices by

columns as follows U
(e,2)
i = [0, (U (e,2)

i )(1), . . . , (U
(e,2)
i )(d−1)]

and U
(e,1)
i = [(U (e,1)

i )(1), . . . , (U
(e,1)
i )(d−1),0] then

U
(e)
i = [(U (e,2)

i )(1), (U
(e,2)
i )(2) + (U (e,1)

i )(1), . . . , (U
(e,2)
i )(d−1) +

(U (e,1)
i )(d−2), (U

(e,1)
i )(d−1)].

3. Finally, Pi computes and sends to Pj the usual check matrices
C

(e)
ij = U

(e)
i MT

j , C(e,1)
ij = U

(e,1)
i MT

j and C(e,2)
ij = U

(e,2)
i MT

j .

4. All players perform the usual pair-wise checking with the accu-
sation protocol and they update the set of honest players A.

5. All players update their shares by putting

Ui ←− Ui +
∑
Pe∈A

U
(e)
i .

Figure 5.7: Proactive VSS – the General Case

Theorem 5.4.2. LetM = (F,M, ε, ψ) be an MSP and M be an m×d matrix.
Let ∆̃c = Γ(M) and let ∆̃ k ∆. Then the protocol described in Fig. 5.7 is a
perfect proactive VSS scheme secure against (∆,∆A)-adversary if the following
conditions are satisfied:
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1. rank(MA) = d, for any group A ∈ Γ(M)−; (Recovery)

2. rank(MB) � d− 1, for any group B ∈ ∆+; (Renewal)

3. P /∈ ∆A ]∆A ] ∆̃. (VSS)

Proof. We rely again on the VSS security proof, so the third condition implies
that we have a VSS secure against an (∆̃,∆A)-adversary. Consider the Recovery
phase in Fig. 5.3. Since B ∈ Γ(M) we have that the “true part” of Pj ’s share,
namely Ujε, is uniquely determined by Ujε = CTB,jλ, where MT

Bλ = ε. We
know from the pair-wise checking protocol that there exists a solution Uj such
that MBU

T
j = CTB,j holds, i.e., Uj is consistent with UB. But in order to provide

consistency of Pj ’s new share Uj with the rest of the shares UC for C ∩B = ∅,
we require Uj to be the unique solution of the system MBU

T
j = CTB,j . This

requirement implies the first condition in the theorem. Let us assume that
there exists a group B ∈ ∆+, such that rank(MB) = d − 1. We know also
that ε is not in span(MB). Since the first row and column in R(e,2) are zero
the players in B could solve the system

(
εT

MB

)
R =

( 0

U
(e,2)
B

)
and the solution is

R = R(e,2). Therefore the players in B could calculate also the “true part”
of the shares U (e)

i for all players, since U (e)
i ε = U

(e,2)
i ε and U

(e,2)
i is already

revealed. That is why we require the second condition.

Remark 5.4.3. In order to have in the threshold case a (b, k, n) proactive VSS
secure against (k−1, ka)-adversary we need Γ̃ = Tk,n, ka ≤ b < k. The first two
conditions of Theorem 5.4.2 are fulfilled for the corresponding Vandermonde
matrix.

The first proactive protocols [HJKY95, HJJKY97] were applied to threshold
access structures in the cryptographic setting. Since it was quite easy in that
case to add the functionality of proactivity it was a common expectation that it
would also be easy to add this functionality to all existing distributed protocols
like VSS. But it turns out that a specific problem arises, namely in the renewal
phase we need a distributed commitment protocol in which the committer is
committed to 0 and the players are able to check that the commitment is indeed
0 without revealing their auxiliary shares. As a result of this specific problem
several attacks against the Renewal phase that break the proactive security
have been found. Thus the approach to refresh the shares by sharing 0 as a
secret in the renewal phase seems to have a drawback, i.e. in order for the
protocols to be secure against b cheating players we need to use polynomials of
degree k − 1 (instead of k) and hence we impose the requirement b < k.

Remark 5.4.4. The Renewal phase protocol in which 0 is shared as a secret is
used as a stand alone sub-protocol in several other distributed protocols. Note
that the weaknesses we pointed out here to these protocols arise only when a
mobile adversary is considered.

Note that for the information theoretic case all described attacks work even
in the Herzberg et al. mobile adversary model.
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5.5 Another Approach to Add Proactivity

Another approach to refresh (renew) the shares of the players is to re-share
each share amongst the participants and then to combine the auxiliary shares
in a special way. This approach was first applied to threshold proactive SSS
in [FGMY97a, FGMY97b] divided there in two sub-protocols called sum-to-
poly and poly-to-sum. These two sub-protocols together achieve the re-sharing
goal. In general, every player first shares his own share (re-sharing) and then
computes his new share as a certain linear combination of the auxiliary shares
he receives from the other players, in such a way that at the end the players
have new shares for the same secret as required in the renewal phase.

The approach of re-sharing the players shares is well known in SSS and it
could be applied to change dynamically the access structure associated with
the scheme. For example let f(x) be polynomial of k-degree such that f(0) = s
and let every player Pu have a share su = f(αu). Then every player Pu chooses
a polynomial gu(x) of `-degree such that gu(0) = su, i.e. he re-shares his share
sending auxiliary shares gu(αv) to player Pv. A set A of at least k + 1 honest
players is determined. For such a set A there exist constants rw (which depends
only on A, but not on the player’s shares) such that

∑
w∈A rwsw = s. Now every

player Pv combines the auxiliary shares he received to compute his new share,
i.e. s̃u =

∑
w∈A rwgw(αv). It is easy to check that the new shares correspond to

the same secret s and that the access structure is changed from (k, n) to (`, n).
Nearly the same protocol works in the computationally secure VSS setting, e.g.
Feldman’s VSS.

On the other hand in the unconditionally secure VSS setting re-sharing and
especially changing the access structure is more subtle, because of the two-
dimensional sharing. For the sake of simplicity we will present only the thresh-
old protocols; the generalization to general access structure is straightforward
using MSPs. We will consider two protocols, which do not allow changing the
access structure, since it is out of scope. Our goal is to show that the usual
ways of re-sharing are not secure against a mobile adversary. First we will de-
scribe the straightforward way to re-share the shares. Then we will show that
this protocol is not secure against a mobile adversary. Second we will describe
another (more complex) protocol and will show that it is also not secure.

5.5.1 A Simple Re-Sharing Protocol

Every player Pu holds a share h(t−1)
u (x). The shares are derived from a sym-

metric polynomial f (t−1)(x, y) by setting y = αu. So, in the renewal phase the
new shares h(t)

v (x) are computed (see Fig. 5.8).
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Re-Sharing Phase:

1. Each player Pu re-shares the “true part” of his share, i.e. h(t−1)
u (0),

by choosing a symmetric polynomial δ(t−1)
u (x, y) of degree k such

that δ(t−1)
u (x, 0) = hu(x).

2. Player Pu sends to Pv (1 ≤ v ≤ n) temporary shares δ(t−1)
u;v (x) =

δ
(t−1)
u (x, αv).

3. Each pair of players Pv and Pw performs the usual pairwise-check:
δ
(t−1)
u;v (αw) = δ

(t−1)
u;w (αv).

4. In addition, each Pv checks his “true part” of the temporary share

δ(t−1)
u;v (0) = δ(t−1)

u (0, αv) = h(t−1)
u (αv) = h(t−1)

v (αu).

The last equality is the pair-wise check in the VSS used to distribute
the secret s. Note that this additional check ensures that player Pu
really re-shares his share, i.e., he is an honest “dealer”, and that
player Pv has a consistent “true part” of the temporary share.

5. All players agree on a set of honest, qualified players A, which were
not accused as corrupted dealers. Let ru be the constants which
correspond to players Pu ∈ A.

6. Each player Pv computes his new share as follows:

h(t)
v (x)←−

∑
u∈A

ru δ
(t−1)
u;v (x).

Figure 5.8: A Simple Re-Sharing Protocol

It is not difficult to verify that indeed:

A. We have new sharing for the same secret and

B. The “symmetry” is not destroyed, i.e. the pair-wise check h
(t)
v (αu) =

h
(t)
u (αv) still holds for every u, v.

The latter implies that there exists a symmetric polynomial f (t)(x, y) such that
f (t)(0, 0) = s and h(t)

v (x) = f (t)(x, αv).
Suppose now that the attacker has corrupted player Pv in some time frame

t − 1, i.e. he knows his share h(t−1)
v (x). Then Pv being detected as corrupt is

“rebooted” and in the renewal phase his share is updated. Note that δ(t−1)
u;v (0) =

h
(t−1)
v (αu) holds. But the attacker is able to compute

∑
u∈A ru δ

(t−1)
u;v (0) =∑

u∈A ru h
(t−1)
v (αu). Thus he knows the “true part” of Pv’s new share, namely
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h
(t)
v (0) =

∑
u∈A ru δ

(t−1)
u;v (0). Recall that the knowledge of the “true part” of the

shares is enough for reconstructing the secret. Therefore, by again incrementally
breaking different sets of players the attacker is able to compute the secret.

Re-Sharing Phase:

1. Each player Pu re-shares the “true part” of his share, i.e. h(t−1)
u (0),

by choosing a symmetric polynomial δ(t−1)
u (x, y) of degree k.

2. Player Pu plays the role of the dealer executing the Share-Detection
phase.

3. As a result every player Pv posses a share δ(t−1)
u;v (x) polynomial of

degree k, if Pu is not blamed as a corrupt dealer.

4. In order to prove that the shared secret is indeed h
(t−1)
u (0),

Pu broadcasts a k-degree polynomial g
(t−1)
u (x) = h

(t−1)
u (x) −

δ
(t−1)
u (x, 0). Note that if Pu is honest dealer then g

(t−1)
u (0) = 0

holds.

5. Each player Pv verifies that g(t−1)
u (0) = 0 and that

g(t−1)
u (αv) = h(t−1)

u (αv)− δ(t−1)
u (αu, 0) = h(t−1)

v (αu)− δ(t−1)
u;v (0).

If these relations are satisfied he accepts his auxiliary share, other-
wise an accusation against Pu is broadcast.

6. Let A be the set of not corrupt, qualified players. Let ru be the
constants which correspond to players Pu ∈ A.

7. Each player Pv computes his new share as follows:

h(t)
v (x)←−

∑
u∈A

ru δ
(t−1)
u;v (x).

Figure 5.9: Re-Sharing Protocol with Randomization

5.5.2 Re-Sharing Protocol with Randomization

Another drawback of the protocol described in the previous section is that the
“true parts” of the shares are not re-randomized. That is why in this section we
will avoid this drawback using a commitment transfer protocol and proposing a
more efficient commitment sharing protocol which preserve the symmetry (see
Section 4.2.3, Figures 4.3 and 4.4).

As in the previous section we consider the following scenario (see Fig. 5.9).
Every player Pu holds a share h(t−1)

u (x). The shares are derived from a sym-
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metric polynomial f (t−1)(x, y) by setting y = αu.
In the same way as in the previous section it is not difficult to verify that

the conditions A. and B. are satisfied.
Suppose now that the attacker has corrupted player Pv in some time frame

t − 1, i.e. he knows his share h(t−1)
v (x). Then Pv being detected as corrupt is

“rebooted” and in the renewal phase his share is updated. Note that δ(t−1)
u;v (0) =

h
(t−1)
v (αu) − g(t−1)

u (αv) and that g(t−1)
u (x) is public. Thus the attacker is able

to compute
∑

u∈A ruδ
(t−1)
u;v (0) =

∑
u∈A ru (h(t−1)

v (αu) − g(t−1)
u (αv)). He knows

the “true part” of the Pv’s new share, namely h
(t)
v (0) =

∑
u∈A ru δ

(t−1)
u;v (0).

Therefore, again incrementally breaking different sets of players the attacker is
able to compute the secret.

On the negative side we do not know secure perfect proactive VSS protocols,
based on the considered approach (to re-share the player’s shares). On the
positive side we can improve the conditions for the security of proactive VSS
(Theorem 5.4.1).

Theorem 5.5.1. A (k, n) threshold scheme that is a proactive VSS computa-
tionally secure against a (k, ka)-adversary exists if and only if n > k + ka.

The (b, k, n) SSSs are also called ramp SSSs, and they correspond to incom-
plete access structures. The same observation also holds for the general case
where (Γ(M),∆) form an incomplete access structure. Thus we need to trans-
form a complete (threshold or general) access structure to incomplete (ramp or
general) one in order to provide security against a mobile adversary.

In this chapter we have revised the mobile adversary model of Herzberg
et al. and showed that the first scheme as well as most of the consecutive
computationally secure schemes are subject to a kind of attack in the new
adversary model. We have shown that several unconditionally secure schemes
can be broken when a mobile adversary is considered (even in the Herzberg et
al. adversary model), while the same protocols remain secure if the adversary
is not mobile. In conclusion we have shown several specific weaknesses. It
is an open question in the unconditional case whether we can do better than
Theorem 5.4.1 and Theorem 5.4.2, using for example the re-sharing approach
instead of a commitment to 0.
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Chapter 6

Distributed Key Distribution

The proactive VSSs introduced in the previous chapter can be used to build
a distributed key distribution center. Here we generalize the existing threshold
protocols to protocols for general access structure using LSSSs. The chapter is
based on [NNPV02c].

6.1 Introduction

A Key Distribution Center of a network is a server enabling private communi-
cations within different groups of users. A Distributed Key Distribution Center
(DKDC) is a set of servers that jointly realize the functionality of a Key Distri-
bution Center. In this chapter we build a robust Distributed Key Distribution
Center Scheme (DKDS) secure against an active and mobile adversary, where
by robustness is meant the property that guarantees the reconstruction of each
conference key even if the corrupt servers misbehave. We consider a general
access structure for the set of servers and for the adversary access structure.
The basic building block for our DKDS will be a proactive VSS based on a
general access structure.

A new approach to the key distribution was introduced by Naor et al.
in [NPR99]. A Distributed Key Distribution Center is a set of n servers of
a network that jointly realize a Key Distribution Center. A user who wants
to participate in a conference sends a key-request to a subset of servers. The
contacted servers provide him with information enabling the user to compute
the requested conference key. Notice that a single server by itself does not
know the secret keys, since they are shared. In [NPR99] Naor et al. have given
some specific proposals both in unconditionally and in computationally secu-
rity framework. Their computationally secure scheme is based on the Decisional
Diffie-Hellman Assumption. Recently in [DHPS02] Naor’s computationally se-
curity model was modified and a scheme based on the ElGamal cryptosystem
was proposed. In [BDDP01, BDP01, D01] the notion of the DKDC has been
studied from an information theoretic point of view. In [DS02a, DS02b] a robust
DKDC based on a proactive threshold VSS was proposed.
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6.2 The Model

From now on we will follow the setting in [DS02a, DS02b]. Let U = {U1, . . . ,Uñ}
be a set of ñ users and let P = {P1, . . . , Pn} be a set of n servers (players). As
usual the system we consider is synchronized and each user has a private channel
connecting him to all servers. Each pair of servers is connected by a private
channel and all of them have access to broadcast channel. The servers can be
honest or corrupt (i.e., they are controlled by an adversary A and can deviate
from the protocol in arbitrary way). We consider a general access structure Γ
for the set of servers and for the adversary structure ∆A. Let W ⊂ P (U) be
the family of all conferences, where a conference is a group of users which want
to communicate privately. Let F be the family of tolerated coalitions, those are
the coalitions of users controlled by the adversary A. Note that the adversary
A is allowed to corrupt both the servers and the users. We will denote such an
adversary by (∆,∆A,F)-adversary.

An DKDS [DS02a, DS02b] is divided in three phases:

• an initialization phase, which involves only the servers;

• a key-request phase, in which users ask servers for keys;

• and a key-computation phase, in which users reconstruct keys from the
messages received from the servers who were contacted during the key-
request phase.

Initialization phase: The initialization phase is performed by a joint computa-
tion of all the servers. As a primitive for this phase we use a VSS (proactive
VSS), so each server Pi is able to verify the information he received. Moreover,
each server constructs a list G of uncorrupt servers presented across the network
at the end of this phase. (Note that the lists held by the honest servers contain
the same identifiers.)

Key-request: Let Ch ∈ W be a conference. Each user Uj from Ch, contacts a
subset A ⊆ G of honest servers, requesting the conference key kh. Each honest
server Pi whenever contacted by user Uj first checks for the membership of Uj
in Ch. If Uj ∈ Ch Pi computes a value yhi,j using a publicly known function,
otherwise, Pi sets yhi,j = ⊥ (a special value which gives no information). Finally,
Pi sends the value yhi,j to Uj . A corrupt server can either refuse to replay or he
may send some incorrect value to the user.

Key-computation phase: Each user Uj in Ch having received the values from
the servers is able to computes kh.

A verifiable DKDS must satisfy the following properties [DS02a, DS02b]:

• Correct and Verifiable Initialization Phase. Any honest server must be
able to identify the subsets of honest servers and to compute his private
information when the initialization phase successfully terminates.

• Consistent Key Computation (Correctness). Each user in a conference
must be able to compute the same conference key, after interacting with
a subset of honest servers.
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• Conference Key Security (Privacy). A conference key must be secure
against attacks performed by a coalition of corrupt/curious servers, coali-
tion of corrupt users, and coalition of both.

The above is summarized in the following definition.

Definition 6.2.1. [DS02a, DS02b] Let U = {U1, . . . ,Uñ} be a set of users and
let P = {P1, . . . , Pn} be a set of servers. Let W be the family of conferences
and let F be the family of tolerated coalitions of corrupt users. A verifiable
(Γ,∆A, ñ, n,W,F)-Distributed Key Distribution Scheme is a tuple (Initializa-
tion, Key-request, Key-computation) of protocols (phases), which enables each
user of a conference Ch ∈ W to compute a common key kh interacting with a set
of servers of the network. More precisely, the following properties are satisfied:

• Correctness: Each user in a conference Ch ∈ W can compute the common
key kh by contacting a subset of honest servers G ∈ Γ.

• Privacy: Each conference key is completely secure against a (∆,∆A,F)-
adversary.

6.3 A Verifiable Scheme

We shall now build a DKDS using an LSSS as a primitive and based on the
linearity of the system. If we use a (proactive) VSS instead of LSSS we can set
up a verifiable DKDS. We assume that a Dealer D initializes the system using
MSPM (computing Γ), but as is noted in [DS02a, DS02b], it is also possible to
initialize the system without the Dealer. The scheme proposed in this section
provides `-wise independent conference keys ( [DS02a, DS02b]), i.e. the `-th
conference key is uniformly distributed over the set of possible values, even if an
adversary already knows `− 1 conference keys. We will first present the DKDS
protocol in the threshold case (a slightly modified version of [DS02a, DS02b]).
Then we will show how easy it is to use the linearity of the scheme to upgrade
the protocol to the general access structure case (see Figures 6.1 and 6.2).
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Initialization phase:
Each player Pi is associated publicly with a non-zero element αi ∈ F
and each conference Cv is associated publicly with a non-zero element
βv ∈ F (so |P| + |W| < |F|). Let the threshold access structure be
Γ = {A : |A| > k}.

1. Let `F be the maximum number of conference keys that a group
F ∈ F can compute. Assume that ` > max{`F ;F ∈ F}. Dealer D
chooses a random polynomial k(x) =

∑`−1
z=0 kzx

z. The conference
key for Cv is defined by kv = k(βv).

2. For each coefficient kz of k(x) the Dealer runs ` independent copies
of the proactive VSS Σz, where the secret that each proactive VSS
Σz distributes among the servers is kz for z = 0, . . . , `− 1.

3. Each server Pi stores ` shares (polynomials of degree k) hzi (x) sent
by the Dealer during the executions of the Sharing Phase of Σz, and
publishes the list of honest servers G ∈ Γ⊥A he has found.

Key Request and Key Computation Phase:

1. The user Uv ∈ Cv asks a subset of honest servers from Γ⊥A for the
key kv.

2. Each server Pi computes an auxiliary polynomial hvi (x), putting

h
v
i (x) =

`−1∑
z=0

hzi (x)β
z
v

and sends it privately to the user Uj ∈ Cv.

3. User Uj performs the standard (non-interactive) pair-wise checking
for all received polynomials and computes a subset A ⊆ G and A ∈ Γ
(i.e. |A| > k) of consistent shares.

4. Then user Uj computes a polynomial hv(y) such that hv(αi) = h
v
i (0)

for Pi ∈ A. Finally, he recovers the conference key kv = h
v(0).

Figure 6.1: Verifiable DKDS – threshold case [DS02a, DS02b]

The Correctness of the scheme can be shown as follows: Define fv(x, y) =∑`−1
z=0 f

z(x, y)βzv , where the share hzi (x) of Pi is hzi (x) = fz(x, αi), i.e. fz(0, 0) =
kz holds. Recall that the polynomials fz(x, y) are symmetric of degree k. Notice
that fv(x, αi) = h

v
i (x) and fv(0, y) = h

v(y), then indeed fv(0, 0) = k(βv) = k
v.
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Initialization phase:

1. Let `F be the maximum number of conference keys that a group
F ∈ F can compute. Assume that ` > max{`F ;F ∈ F}. Dealer
D chooses a random secret column vector k = (k1, . . . ,k`) and
publishes an `× ` matrix W , consisting of linearly independent row
vectors, i.e. rank(W ) = `. The conference key for Ch is defined by
k
h = 〈kT ,Wh〉.

2. For each coordinate of the vector k the Dealer runs ` independent
copies of the proactive VSS Σz, where the secret that each proactive
VSS Σz distributes among the servers is kz for z = 1, . . . , `.

3. Each server Pi stores ` packets of shares (matrices) V z
i sent by

the Dealer during the executions of the Sharing Phase of Σz, and
publishes the list of honest servers G ∈ Γ⊥A he has found.

Key Request and Key Computation Phase:

1. User Uj ∈ Ch asks a subset of honest servers from Γ⊥A for the key
k
h.

2. Each server Pi computes an auxiliary share (matrix), putting

V h
i =

∑̀
z=1

(Wh)zV z
i

(where (Wh)z denotes the z-th coordinate of the vector Wh) and
sends it privately to user Uj ∈ Ch.

3. User Uj performs the standard (non-interactive) pair-wise checking
for all received matrices and computes a subset A ⊆ G and A ∈ Γ
of consistent shares.

4. Then user Uj computes a recombination vector λ, such that MT
Aλ =

ε. Finally, he recovers the conference key kh = 〈λ, V h
Aε〉.

Figure 6.2: Verifiable DKDS - general case

In a (proactive) VSS the reconstruction of the secret is done by the par-
ticipants (i.e. the servers in our setting) while in DKDS each user of a given
conference contacts the servers, receives some information and computes the
common key by applying a public function to the values received. The values
sent by the servers must enable them to compute a single key, namely, the one
the user is asking for. So, actually the servers delegate the reconstruction of
the key to the user.
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Theorem 6.3.1. Provided that the proactive VSS is perfectly secure against
a mobile (∆,∆A)-adversary, then the verifiable DKDS described in Fig. 6.2 is
perfectly secure against a (∆,∆A,F)-adversary.

Proof. The Correctness of the construction can be shown as follows: According
to Step 1 in the Initialization phase kh = 〈kT ,Wh〉 =

∑`
z=1(Wh)zkz, but from

the Reconstruct Phase of VSS we have that

〈λ, V z
Aε〉 = 〈λ,MAR

zε〉 = 〈MT
Aλ, Rzε〉 = 〈ε, Rzε〉 = kz.

Hence

k
h =

∑̀
z=1

(Wh)z〈λ,MAR
zε〉 = 〈λ,

∑̀
z=1

(Wh)zMAR
zε〉

= 〈λ,MA

∑̀
z=1

(Wh)zRzε〉 = 〈MT
Aλ,

∑̀
z=1

(Wh)zRzε〉

= 〈ε,
∑̀
z=1

(Wh)zRzε〉 = 〈ε, Rhε〉.

So, we can think of the secret conference key kh as a secret distributed with VSS
using the temporary random symmetric matrix Rh =

∑`
z=1(Wh)zRz. That is

why in Step 2 in the Key Request phase the server Pi computes the temporary
shares V h

i , which correspond to this matrix.
On the other hand we have:

k
h =

∑̀
z=1

(Wh)z〈λ,MAR
zε〉 =

∑̀
z=1

(Wh)z〈λ, V z
Aε〉

= 〈λ,
∑̀
z=1

(Wh)zV z
Aε〉 = 〈λ, V h

Aε〉.

Thus user Uj is able to compute the secret conference key in the Key Com-
putation Phase.

The Privacy follows straightforward from the fact that the proactive VSS
is perfectly secure against (∆,∆A)-adversary, the choice of ` and W ensures
the `-wise independency of the conference keys. Thus the scheme is perfectly
secure against a (∆,∆A,F)-adversary

Remark 6.3.2. It is inherent to the considered model that the servers have
to share as many secrets as conference keys they have to produce, since we do
not allow interaction among them. That is why it makes sense to consider a
scheme where the servers are allowed jointly to generate a fresh random key for
any possible conference upon request. Another approach to reduce the number
of shared secrets is to use multi-party computation, i.e. allowing the servers to
compute jointly the conference key using non-linear functions.
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Chapter 7

Metering Schemes

In this chapter we shall show that metering schemes are an indirect applica-
tion of SSSs. All previous works consider the following scenario – a general
(or threshold) access structure for the clients and a threshold access struc-
ture for the servers. We propose an approach which allows a general access
structure for the servers. Next we propose a strengthened model for meter-
ing schemes and a more efficient protocol that satisfies the requirements of
the new model. Then we consider a robust approach to metering schemes by
proposing techniques that provide secure proofs of visit. The chapter is based
on [NNPV02e, NNP04b].

7.1 Introduction

In order to decide on advertisement fees for web servers, Naor and Pinkas [NP98]
introduced metering schemes secure against coalitions of corrupt servers and
clients. In such a scheme any server is able to construct a proof, which then
is sent to an audit agency, if and only if it has been visited by at least a
certain number of clients. Several researchers have generalized the idea of Naor
and Pinkas [NP98]. First, metering schemes with pricing and dynamic multi-
threshold metering schemes have been proposed. Later the solution has been
extended for general access structures and a linear algebra approach has been
introduced.

In this chapter we are interested in the efficiency of applying general ac-
cess structures and linear algebra techniques to metering schemes. We propose
a new model encompassing general access structures for clients, servers and
the adversary. The new metering scheme, is more efficient w.r.t. communi-
cation complexity and memory requirements than the scheme of Blundo et
al. [BMMP01]. Moreover, the scheme satisfies stronger security requirements.

Informally a metering scheme is a protocol which measure the interactions
between clients and servers in a network. The time is divided into time frames
and the audit agency counts the number of visits received by each server in any
time frame. Metering schemes are useful in many applications, e.g., web servers
hosting adds, network accounting or electronic coupon management [NP98].
Franklin and Malkhi [FM97] were the first who introduced the metering prob-
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lem. Naor and Pinkas [NP98] subsequently considered metering schemes secure
against fraud attempts by servers and clients. In their scheme any server which
has been visited by any set of k + 1 or more clients in a time frame, where k
is a fixed threshold, is able to compute a proof, whereas any server receiving
visits from less than k + 1 clients has no information about the proof. Here
proof means a value computed by the server that adduce evidence of the vis-
its of a qualified set of clients. In this threshold case scenario for both clients
and servers, the threshold refers to the maximum number of colluding players
(server, clients). In order to have a more flexible payment system the authors
of [BBM00, MS01] have introduced metering schemes with pricing. Blundo
et al. [BBMS01] have introduced dynamic multi-threshold metering schemes
which are metering schemes with an associated threshold for any server and for
any time frame. In [MS00], Masucci and Stinson consider general access struc-
tures for the clients and a threshold scheme for the servers, where the access
structure is the family of all subsets of clients enabling a server to compute its
proof. They also prove a lower bound on the communication complexity of me-
tering schemes realizing such access structures. A linear algebra, but not MSP
based, approach (i.e., applicable for any general monotone access structure) to
metering schemes is presented in [BMMP01] by Blundo et al. More specifically,
given any access structure for the clients, the authors propose a method to con-
struct a metering scheme by means of linear secret sharing schemes with the
same access structure. Besides, they prove some properties of the relationship
between metering schemes and secret sharing schemes. They also present some
new bounds on the information distributed to clients and servers in a metering
scheme. The main difference between the scheme in [BMMP01] and the scheme
in [MS00] is that the second one is not optimal.

We will consider only metering schemes that provide unconditionally secu-
rity. Computationally secure metering scheme based on the Decisional Diffie-
Hellman assumption have been presented in [NP98]. Threshold-based secret
sharing and metering make sense only in an environment where one assumes
that trust is “uniformly distributed” over the participants (clients and servers),
i.e. when any subset of players of a certain cardinality is equally likely (or un-
likely) to cheat. In many natural use-cases this assumption is not very realistic.
Why do we need to introduce a general access structure on the set of servers? In
the model proposed by Naor and Pinkas the audit agency deals with servers, but
in fact the servers are owned by companies, where each company possesses a dif-
ferent number of servers. In this scenario the uniformly distributed trust on the
set of servers is not very realistic either. As Naor and Pinkas [NP98] pointed out
one should be able to detect illegal behavior of clients by verifying their shares.
This issue is not considered in [BBM00, BBMS01, BMMP01, MS01, MS00], but
in [OK00] a minor flaw in the extension protocol [NP98] providing detection of
such illegal behavior was pointed out and a correction was proposed.

In this chapter we make the following contributions:

• We distinguish between three types of general access structures: for clients,
servers and an adversary. The access structure for clients consists of qual-
ified and forbidden sets of clients, i.e., sets which allow or disallow the
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server visited by them in a given time frame to compute its proof. The
corrupt clients structure provides a possible distribution for the corrupt
clients. Also a general access structure is considered for the set of servers.
In the literature the access structure for the servers has been limited to
the threshold case.

Until now authors have only considered the threshold case for them.

• Secondly, we propose a stronger model for metering schemes by adding a
new security requirement.

• We propose a metering scheme, that is simpler and more efficient w.r.t.
communication complexity and memory requirements than the scheme
proposed by Blundo et al. [BMMP01]. Our scheme needs fewer public
information between clients and servers.

• As noted above the basic model assumes that the clients do not present in-
correct evidence to a server, thus preventing the server from constructing
its proof. We build robust metering schemes by proposing an alternative
to Ogata and Kurosawa’ [OK00] method for the threshold case; we extend
this method to the general access structure case.

• We demonstrate that one can protect clients of the scheme against denial
of service attacks by corrupt servers.

7.2 Modelling Metering Schemes

7.2.1 A Simple Model

In this section we will follow the model of [NP98, BMMP01], we replace the
threshold access structures (for the servers and/or for the clients) by general
ones.

Consider the following scenario: there are n clients, ñ servers and an audit
agency A which is interested in counting the client visits to the servers in τ
different time frames. Denote the i-th client (user) by Ui and the j-th server
(player) by Pj , for any i = 1, . . . , n and j = 1, . . . , ñ. We consider an access
structure Γ of qualified groups and its complement ∆ = Γc of forbidden groups
for the set of clients U = {U1, . . . ,Un}. In a metering scheme, that realizes
the clients’ access structure Γ, any server which has been visited by at least a
qualified subset of clients in Γ in a fixed time frame is able to provide the audit
agency with a proof for the visits it has received. A second access structure ΓS
for the set of servers {P1, . . . , Pñ} can be considered. We call a subset of servers
corrupt if they are not in ΓS , i.e. if they are in ∆S = ΓcS . We also denote, as
usual, the set of possible subsets of corrupt clients by ∆A; note that ∆A ⊆ ∆.
So, in this model we consider a (∆A,∆S)-adversary A.

A corrupt server can be helped by both corrupt clients and corrupt servers
in computing its proof without receiving visits from qualified subsets of clients.
A corrupt client can donate to a corrupt server its private information received
from the audit agency. A corrupt server can share with another corrupt server
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all private information he possess, i.e. the one received from its clients in the
previous time frames and in the actual time frame.

Several phases can be defined in Metering scheme [BMMP01].

a) The initialization phase in which the audit agency A chooses the access
structures, computes the corresponding matrices, makes them public and
distributes some information to each client Ui through a private channel.
For any i = 1, . . . , n let denote by V (t)

i the shares that the audit agency
A gives to the client Ui for time frames t = 1, . . . , τ .

b) A regular operation consists of a client’s visit to a server during a time
frame. During such a visit the client gives to the visited server a piece of
information which depends on its private information, on the identity of
the server and on the time frame during which the client visits the server.
Denote by C(t)

i,j the information that the client Ui sends to the server Pj
when visiting him in time frame t, for any i = 1, . . . , n; j = 1, . . . , ñ and
t = 1, . . . , τ .

c) During the proof computation phase any server Pj which has been visited
by a set of qualified clients in time frame t is able to compute its proof.
Denote by p(t)

j the proof computed by server Pj at time frame t, for any
j = 1, . . . , ñ and t = 1, . . . , τ , when it has been visited by a qualified set
of clients.

d) During the proof verification phase the audit agency A verifies the proofs
received by the servers. If the proof received from a server at the end of
a time frame is correct, then A pays the server for its services.

Definition 7.2.1. [BMMP01] An (n, ñ, τ) metering scheme realizing the access
structures Γ, ΓS and secure against an (∆A,∆S)-adversary A, is a protocol to
measure the interaction between clients U1, . . . ,Un with an access structure Γ
and servers P1, . . . , Pñ with an access structure ΓS during τ time frames in such
a way that the following properties are satisfied:

• For any time frame t any client is able to compute the information needed
to visit any server.

• Correctness. For any time frame t any server Pj which has been visited by
a qualified subset of clients A ∈ Γ in time frame t can compute its proof
for time frame t.

• Privacy. Let B2 be a coalition of corrupt servers, i.e., B2 ∈ ∆S and let
B1 be a coalition of corrupt clients, i.e., B1 ∈ ∆A. Assume that in some
time frame t each server in the coalition has been visited by a subset of
forbidden clients B3, i.e., B3 ∈ ∆, such that we still have B3 ∪ B1 ∈ ∆.
Then the servers in coalition B2 have no information about their proofs
for a time frame t, even if they are helped by the corrupt clients in B1.
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7.2.2 A Stronger Model

The model presented in Section 7.2.1 has the following weakness: there is no
requirement for the corrupt server which has been visited by a qualified set of
clients. This means that the simple model does not specify what happens when
a corrupt server which has been visited by a qualified set of clients helps other
corrupt servers. To fix this weakness we propose a strengthened model.

Definition 7.2.2. An (n, ñ, τ) metering scheme realizing the access structures
Γ, ΓS and secure against an (∆A,∆S)-adversary A, is a protocol to measure
the interaction between clients U1, . . . ,Un with an access structure Γ and servers
P1, . . . , Pñ with an access structure ΓS during τ time frames in such a way that
the following properties are satisfied:

• For any time frame t any client is able to compute the information needed
to visit any server.

• Correctness. For any time frame t any server Pj which has been visited by
a qualified subset of clients A ∈ Γ in time frame t can compute its proof
for time frame t.

• Privacy. Let B2 be a coalition of corrupt servers, i.e., B2 ∈ ∆S and let
B1 be a coalition of corrupt clients, i.e., B1 ∈ ∆A. Assume that in some
time frame t each server in the coalition has been visited by a subset of
forbidden clients B3, i.e., B3 ∈ ∆, such that we still have B3 ∪ B1 ∈ ∆.
Then the servers in coalition B2 have no information about their proofs
for a time frame t, even if they are helped by the corrupt clients in B1.

• (Stronger) Privacy. Let B2 be a coalition of corrupt servers, i.e., B2 ∈ ∆S

and let B1 be a coalition of corrupt clients, i.e., B1 ∈ ∆A. Assume that in
some time frame t a fixed server in the coalition (e.g. Pj ∈ B2) has been
visited by a subset of forbidden clients B3, i.e., B3 ∈ ∆, and B3∪B1 ∈ ∆.
Assume that at the same time frame t any other server in the coalition
B2 has been visited by a subset of qualified clients B4. Then the servers in
the coalition B2 \ {Pj} are able to compute their proofs for a time frame
t, but they are unable to “help” the server Pj with the computation of its
proofs, even if they are helped by the corrupt clients in B1.

Barwick et al. [BJM03] have independently proposed a similar strong model
for metering schemes.

7.3 A Linear Metering Scheme

7.3.1 The Threshold Case

First we will present the threshold metering scheme described in [NP98] (see
Fig. 7.1).
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Initialization:

1. Audit agency A chooses the threshold access structures Γ = {A :
|A| > k} and ΓS = {A : |A| > k̃}. Each user Ui is associated
publicly with a non-zero element αi ∈ F. Analogously each server
Pj for each time frame t is associated publicly with different non-
zero elements βj,t ∈ F, such that τ |P|+ |U| < |F|.

2. Audit agency A chooses a polynomial f(x, y) of degree k in x and of
degree k̃τ in y and gives to each client Ui his shares hi(y) = f(αi, y).

Regular Operation:

1. When a client Ui visits a server Pj during a time frame t, the client
Ui evaluates the polynomial hi(y) in βj,t, i.e. he sends hi(βj,t) to
server Pj .

Proof Computation:

1. Assume that server Pj has been visited by a qualified set A ∈ Γ of
clients during a time frame t, i.e. |A| > k. Thus, Pj interpolates
the values hi(βj,t), to find the polynomial g(t)

j (x) of degree k such

that g(t)
j (αi) = hi(βj,t). The desired proof g(t)

j (0) is sent to audit
agency A.

Proof Verification:

1. When audit agency A receives the value g
(t)
j (0) it calculates the

value f(0, βj,t) and checks whether g(t)
j (0) = f(0, βj,t).

Figure 7.1: Linear Metering Scheme – threshold case [NP98]

Note that g(t)
j (αi) = hi(βj,t) = f(αi, βj,t), thus g(t)

j (x) = f(x, βj,t). Hence

the proof is g(t)
j (0) = f(0, βj,t), which prove the correctness of the scheme.

7.3.2 The General Case

Using LSSS as a primitive and using the linearity of the system we will build a
general linear metering scheme (see Fig. 7.2).
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Initialization:

1. Audit agency A chooses the access structures Γ and ΓS . Let M =
(F,M, ψ, ε) be an MSP computing Γ and L = (F, L, ψ̃, ε̃) be an ∆S-
rMSP computing ΓS (see Definition 3.2.23). Let M be an m × d
matrix and L be an m̃× d̃ matrix. These matrices are made public.

2. Next, A chooses τ random d × d̃ matrices R(t). We can consider
them as one “big” dτ × d̃ matrix R, which is kept secret. Then A
gives to client Ui, 1 ≤ i ≤ n, shares V (t)

i = MiR
(t) (|ϕ(Ui)| × d -

matrices) for all time frames t = 1, . . . , τ . V (t)
i is the share of the

client Ui in a time frame t.

Regular Operation:

1. When client Ui visits server Pj during a time frame t, the client Ui
computes the value C(t)

i,j = Lj(V
(t)
i )T (a |ϕ̃(Pj)| × |ϕ(Ui)| matrix)

and sends it to the server Pj .

Proof Computation:

1. Assume that server Pj has been visited by a qualified set A ∈ Γ of
clients during time frame t. Next, Pj computes the corresponding
recombination vector λ such that MT

Aλ = ε. Then Pj computes
p
(t)
j = C

(t)
A,jλ (a vector in F|ϕ̃(Pj)|) which is the desired proof and

sends it to the audit agency A.

Proof Verification:

1. When audit agency A receives value p(t)
j it can easily verify if this

is the correct proof for the server Pj for a time frame t. First,
A calculates the value p̃(t)

j = Lj(R(t))Tε. Then the audit agency

checks whether p(t)
j = p̃

(t)
j .

Figure 7.2: Linear Metering Scheme – general case

Theorem 7.3.1. The linear Metering Scheme described in Fig. 7.2 is perfectly
secure against a (∆A,∆S)-adversary.

Proof. The Correctness follows from the following observation. Assume that
server Pj has been visited by a qualified set of clients A ∈ Γ during time frame
t. Then

p
(t)
j = C

(t)
A,jλ = Lj(V

(t)
A )Tλ = Lj(MAR

(t))Tλ

= Lj(R(t))TMT
Aλ = Lj(R(t))Tε = p̃

(t)
j .
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The Privacy can be shown as follows. Consider the worst possible case, namely
a subset of corrupt clients B1 ∈ ∆A helps a coalition of corrupt servers B2 ∈
∆S in computing their proofs for time frame τ , where we assume that during
this time frame each server in the coalition has been visited by a subset of
forbidden clients B3, i.e., B3 ∈ ∆ (so that we still have B3 ∪ B1 ∈ ∆). The
total information known to the coalition of corrupt servers is constituted by the
maximum information collected in time frames 1, . . . , τ −1. That is, we assume
that each server in the coalition has been visited by all clients U1, . . . ,Un in
these time frames plus the information received in time frame τ .

Since the audit agency A chooses the matrices R(t) randomly and keeps
them secret, the clients have different shares for different time frames, so the
information they give to server Pj is random. Hence all information collected
during the previous visits is independent of the current information and the
coalition of corrupt servers cannot use it.

Consider the value p(t)
j = C

(t)
A,jλ. By using the standard argument for prov-

ing privacy in LSSSs (e.g. see the proof for privacy in Theorem 4.3.2 and The-
orem 4.2.2) we see that from the point of view of the clients in D = B1 ∪ B3,
the information C

(t)
D,j can be consistent with any secret matrix R̃(t). Indeed,

since D ∈ ∆ there exists a vector k ∈ ker(MB) such that k1 = 1. Then for any
element α ∈ F the matrix R̃(t) = R(t) + α(k⊗k) is consistent with C

(t)
D,j . So,

the clients in D have no information about the secret matrix R(t) and about
the value C(t)

A,j for some A ∈ Γ.
Finally, we shall show that the Strong Privacy property holds too. Consider

the value p̃(t)
j = Lj(R(t))Tε. The coalition of corrupt servers B2 ∈ ∆S can try

to guess (R(t))Tε or, if there is a linear dependence between the row-vectors Lj
for servers Pj ∈ B2, to compute p̃(t)

j provided that they already know all values

p̃
(t)
j1

for Pj1 ∈ B2 \ {Pj2}. Set B4 = B2 \ {Pj2}. Consider the second possibility
for the server Pj2 which is visited only by the clients in B1 and is helped by
the corrupt clients in B3. Even if all the servers in the corrupt coalition B4,
have been visited by a qualified subset of clients A ∈ Γ during that time frame
(i.e., they are able to compute their proofs), Pj2 still cannot compute its proofs
by finding a linear combination of their proofs p(t)

j1
for Pj1 ∈ B4. This is true

since on the one hand B2 is in ∆S and by the properties of ∆S-rMSP (see
Definition 3.2.23 and Lemma 3.2.24) there does not exist a linear combination
between the row vectors Lj for Pj ∈ B2. On the other hand the group of corrupt
servers can not calculate (V (t)

A )Tλ from p
(t)
B4

= C
(t)
A,B4

λ (for some A ∈ Γ) again by

the properties of rMSP and thus can not get the proof p(t)
j2

= Lj2(V
(t)
A )Tλ.

7.3.3 The Efficiency of the Scheme

Let |F| = q and denote by dimEi the dimension of the vector space generated
by the vectors Mi of client Ui over F, i.e., dimEi = |ϕ(Ui)|. We denote by E0

the set of secrets and by dimE0 the dimension of E0. It is well known that the
information rate of a LSSS (see (2.4)) is ρ = dimE0/(max1≤i≤n dimEi) and
this rate is optimal (e.g. ρ = 1) in the threshold case. Assume that matrix M
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(built by means of an MSP) has the maximum possible information rate for the
given access structure Γ. In order to compare our result with that of Blundo et
al. in [BMMP01] we need to consider ΓS as a threshold (k, ñ) access structure.
In this case the matrix L is an (ñ, k + 1)-Vandermonde matrix (i.e., m̃ = ñ,
d̃ = k+1 and ψ̃, ϕ̃ are bijections). Note that for the threshold access structures
the MDP is the usual MSP with a Vandermonde matrix.

In [BMMP01] the audit agency broadcasts two types of public information:
one is the linear mapping Mχ that enables the clients in χ ∈ Γ to compute
the secret. The second is the linear mapping Π(t)

j , i.e., the numbers λ(t)
j,i for

j = 1, . . . , ñ; i = 1, . . . , (k + 1)τ ; and t = 1, . . . , τ.
The amount of information that client Ui receives from the audit agency

during the initialization phase is equal to (k + 1) τ log(q) dimEi and it is the
same as in [BMMP01].

The amount of information that a client sends to a server during a visit is
equal to log(q) dimEi, which is again the same as in [BMMP01].

In our scheme the public information broadcast by the audit agency A given
by the matrices M and L is equal to d log(q)

∑n
i=1 dimEi = m d log(q) and

ñ (k + 1) log(q), respectively. Note also that in order to perform their duties
the clients only need to know the matrix L, and the servers only need to know
the matrix M .

On the other hand, the amount of public broadcast information in [BMMP01]
is the linear mapping Mχ, which corresponds to our matrix M , and the num-
bers λ(t)

j,i from the second linear map Π(t)
j . Hence the amount of information for

the second mapping is τ2 ñ (k + 1) log(q). Note also that both the clients and
the servers need to know these numbers λ(t)

j,i .
Therefore our scheme has the following contributions.

• It is more efficient w.r.t. the communication complexity compared to the
scheme proposed in [BMMP01], since it uses less public information to
the clients and servers (ñ (k + 1) log(q) versus τ2 ñ (k + 1) log(q)).

• The memory storage required in our scheme is smaller than that in the
scheme of Blundo et al. [BMMP01], since the public information has to
be stored by the participants.

• Moreover, we proved that it satisfies stronger security requirements.

• Our scheme consider a more general scenario with general access struc-
tures both for the clients and the servers.

7.4 Robust Metering Schemes

As noted before the basic model assumes that the clients do not present in-
correct evidence to a server, in order to prevent the server from constructing
its proof. In order to prevent such a behavior robust Metering Schemes were
proposed in [NP98, OK00].
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7.4.1 The Threshold Case

Naor and Pinkas [NP98] proposed the following robust metering scheme. We
will give only the Initialization and Regular Operation phases (see Fig. 7.3),
because the Proof Computation and Proof Verification phases are the same as
in the linear metering scheme described in Fig. 7.1.

Initialization:

1. Audit agency A chooses the threshold access structures Γ = {A :
|A| > k} and ΓS = {A : |A| > k̃}. Each user Ui is associated
publicly with a non-zero element αi ∈ F. Analogously each server
Pj for each time frame t is associated publicly with different non-
zero elements βj,t ∈ F, such that τ |P|+ |U| < |F|.

2. Audit agency A chooses the polynomials f1(x, y) of degree k in x
and of degree τ k̃ in y, f2(x, y) of degree kd in x and of degree τ k̃d
in y, and f3(y) of degree τ k̃d in y. Then it computes f4(x, y) such
that f4(x, y) = f1(x, y)f2(x, y) + f3(y).

3. Audit agency A gives: to each client Ui his shares f4(αi, y) and
f1(αi, y); and to each server Pj his shares f2(x, βj,t) and f3(βj,t).

Regular Operation:

1. When a client Ui visits a server Pj during a time frame t, the client
Ui evaluates the polynomials in βj,t, i.e. he sends f4(αi, βj,t) and
f1(αi, βj,t) to server Pj .

2. The server evaluates the polynomial f2(x, βj,t) in αi and verifies
that f4(αi, βj,t) = f1(αi, βj,t)f2(αi, βj,t) + f3(βj,t) holds.

3. If the check succeeds server Pj offers a service to client Ui, otherwise
rejects. Next Pj stores the value f1(αi, βj,t) which will be used in
the proof computation phase.

Figure 7.3: Robust Metering Scheme – threshold case [NP98]

But this scheme is subject to the following attack [OK00]. Assume that
for a server Pj and for some time frame t there exists two clients Ui1 and
Ui2 such that f1(αi1 , βj,t) = 0 and f1(αi2 , βj,t) 6= 0. Then they can compute
f3(βj,t) = f4(αi1 , βj,t) and hence f2(αi2 , βj,t) = f4(αi2

,βj,t)−f3(βj,t)

f1(αi2
,βj,t)

. Next client

Ui2 computes a random f1 and f4 such that f4 = f1 f2(αi2 , βj,t)− f3(βj,t) and
f1 6= f1(αi2 , βj,t). Finally, client Ui2 can fool server Pj at time frame t to get
a service without providing correct information. Then the authors of [OK00]
propose the following modification (see Fig. 7.4).
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Initialization:

1. Audit agency A chooses polynomials f1(x, y) of degree k in x and
of degree τ k̃ in y, f2(x, y) of degree k in x and of degree τ k̃ in y and
constructs a polynomial f(x, y, z) such that f(x, y, z) = f1(x, y) z+
f2(x, y).

2. Audit agency A gives: to each client Ui his share f(αi, y, z); and
to each server Pj his share f(x, βj,t, rj,t) and a random non-zero
element rj,t of the field.

Regular Operation:

1. When a client Ui visits a server Pj during a time frame t, the client
Ui evaluates the polynomial f(αi, y, z) in βj,t, i.e. he sends h(z) =
f(αi, βj,t, z) to server Pj .

2. The server verifies that f(αi, βj,t, rj,t) = h(rj,t) holds.

3. If the check succeed server Pj offers a service to client Ui, otherwise
rejects. Next Pj computes and stores f2(αi, βj,t) which will be used
in the proof computation phase to compute f2(0, βj,t).

Figure 7.4: Robust Metering Scheme – threshold case [OK00]

The server security relies on the well known fact that for any two field
elements a and c there are |F| tuples (b, d) such that d = a b+ c.

We propose another way to fix the metering scheme from Fig. 7.3. The key
for the attack proposed by Ogata and Kurosawa is that the function f3(y) does
not depend on x, recall that f4(x, y) = f1(x, y)f2(x, y) + f3(y). Thus the same
value f3(βj,t) is used for verification of the shares of all players, which allow the
attackers to compute it and then to mount an attack. Hence a way to avoid
the described attack is to replace f3(y) with f3(x, y). The rest of the protocol
described in Fig. 7.3 stays the same.

Note that in this (robust) model the clients are not protected against corrupt
servers which refuse to offer their services. One way to protect the clients is
to allow them to complain to the audit agency against the server’s behavior:
if after Step 3 in the Regular Operation Phase, the server Pj denies service
to client Ui the latter will broadcast (h(z),Ui, Pj , t) as an accusation against
the server. Note that if the client is honest then the server is corrupt or the
information is broadcast by a corrupt client. The audit agency rejects payment
to server Pj if in a given time frame t there is a qualified set of clients which
complains (with correct information h(z)) against Pj .
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7.4.2 The General Case

In this section we propose two ways to construct robust metering scheme in
the general case. First we will generalize the approach proposed in [OK00] (see
Fig. 7.5).

Initialization:

1. Audit agency A chooses the access structures Γ and ΓS . Let M =
(F,M, ψ, ε) be an MSP computing Γ and L = (F, L, ψ̃, ε̃) be an ∆S-
rMSP computing ΓS (see Definition 3.2.23). Let M be an m × d
matrix and L be an m̃× d̃ matrix. These matrices are made public.

2. Next, A chooses τ random d× d̃ matrices R(t,1) and R(t,2). We can
consider them as two “big” dτ × d̃ matrices R(1) and R(2), which
are kept secret. Then A gives to client Ui shares V (t,1)

i = MiR
(t,1)

and V
(t,2)
i = MiR

(t,2) (|ϕ(Ui)| × d - matrices) for all time frames
t = 1, . . . , τ . Also A gives to server Pj share U (t)

j = Lj((R(t,1) ⊗
rj,t) +R(t,2))T and a randomly chosen field element rj,t.

Regular Operation:

1. When client Ui visits server Pj during a time frame t, the client Ui
computes the values C(t,1)

i,j = Lj(V
(t,1)
i )T and C

(t,2)
i,j = Lj(V

(t,2)
i )T

(|ϕ̃(Pj)| × |ϕ(Ui)| matrices) and sends them to the server Pj .

2. The server verifies that (C(t,1)
i,j ⊗ rj,t) + C

(t,2)
i,j = U

(t)
j MT

i .

3. If the check succeed server Pj offers a service to client Ui, otherwise
rejects. Next Pj stores C(t,2)

i,j which will be used in the proof com-

putation phase to compute p(t)
j = C

(t,2)
A,j λ for some qualified set of

clients A ∈ Γ.

Figure 7.5: Robust Metering Scheme – general case I

Theorem 7.4.1. The Metering Scheme described in Fig. 7.5 is robust and
perfectly secure against a (∆A,∆S)-adversary.

Proof. The correctness and (strong) privacy follows directly from Theorem 7.3.1.
What we need to prove in addition is that the scheme is robust, i.e. the server
security. Using the properties of Kronecker (tensor) product it is easy to check
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that the following relations hold.

U
(t)
j MT

i = Lj((R(t,1) ⊗ rj,t) +R(t,2))TMT
i = Lj(Mi((R(t,1) ⊗ rj,t) +R(t,2)))T

= Lj(Mi(R(t,1) ⊗ rj,t) +MiR
(t,2))T

= Lj((Mi ⊗ 1)(R(t,1) ⊗ rj,t) +MiR
(t,2))T

= Lj((MiR
(t,1))⊗ (1 rj,t) +MiR

(t,2))T = Lj((V
(t,1)
i ⊗ rj,t) + V

(t,2)
i )T

= Lj(((V
(t,1)
i )T ⊗ rj,t) + (V (t,2)

i )T )

= ((Lj(V
(t,1)
i )T )⊗ rj,t) + Lj(V

(t,2)
i )T = (C(t,1)

i,j ⊗ rj,t) + C
(t,2)
i,j .

Thus we prove the correctness of the server verification. The robustness of the
scheme follows from Ogata and Kurosawa’ arguments.

Now we generalize the method we proposed in Section 7.4.1 (see Fig. 7.6).

Theorem 7.4.2. The Metering Scheme described in Fig. 7.6 is robust and
perfectly secure against a (∆A,∆S)-adversary.

Proof. Again we need to prove only that the scheme is robust. First note that

L
(z)
j (V (t,z)

i )T = L
(z)
j (M (z)

i R(t,z))T = L
(z)
j (R(t,z))T (M (z)

i )T = U
(t,z)
j (M (z)

i )T .

Thus the verification check C(t,4)
i,j − C

(t,3)
i,j = C

(t,1)
i,j ⊗ C

(t,2)
i,j actually rely on the

equations

L(3)(R(t,4) −R(t,3))T (M (3))T = (L(1) � L(2))(R(t,4) −R(t,3))T (M (1) �M (2))T

= (L(1) � L(2))(R(t,1) ⊗R(t,2))T (M (1) �M (2))T

= (L(1)(R(t,1))T (M (1))T ) � (L(2)(R(t,2))T (M (2))T ),

which are satisfied due to Lemma 3.3.36. This proves the correctness of the
server verification.

Remark 7.4.3. Note that DKDC and Metering Schemes can be considered as
two-level SSSs, whereas the usual SSSs can be considered as one-level structures.
In an SSS the players which get the shares from the dealer reconstruct the secret
themselves. In two-level structures the players in the first level get the shares
from the dealer and later provide some information to the players in the second
level who compute some value related to the secret. But whereas in the DKDS
the players in the first level (the servers) simple delegate the reconstruction of
the secret to the second level (the users), providing exactly the shares they need,
in the Metering Schemes the players in the first level (the clients) provide only
partial information precalculated for a specific server (the second level). Thus
the servers perform additional calculations in order to compute the desired value.
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Initialization:

1. Audit agency A chooses the access structures Γ and ΓS . LetM(1) =
(F,M (1), ψ, ε) and M(2) = (F,M (2), ψ, ε) be MSPs computing Γ
and Γ̃. Let L(1) = (F, L(1), ψ̃, ε̃) and L(2) = (F, L(2), ψ̃, ε̃) be ∆S-
rMSPs computing ΓS and Γ̃S (see Definition 3.2.23). Let M (i) be
mi × di matrices and L(i) be m̃i × d̃i matrices. Set M(3) =M(1) �
M(2) and L(3) = L(1) � L(2). These matrices are made public.

2. Next, A chooses τ random d1 × d̃1 matrices R(t,1), d2 × d̃2 matrices
R(t,2) and d1d2× d̃1d̃2 matrices R(t,3). A calculates R(t,4) = R(t,3) +
(R(t,1) ⊗ R(t,2)). These matrices are kept secret. Then A gives to
client Ui shares V (t,1)

i = M
(1)
i R(t,1) and V (t,4)

i = M
(3)
i R(t,4) (|ϕ(Ui)|×

d - matrices) for all time frames t = 1, . . . , τ . Also A gives to server
Pj share U (t,2)

j = L
(2)
j (R(t,2))T and U (t,3)

j = L
(3)
j (R(t,3))T .

Regular Operation:

1. When client Ui visits server Pj during a time frame t, the client
Ui computes the values C(t,1)

i,j = L
(1)
j (V (t,1)

i )T , C(t,4)
i,j = L

(4)
j (V (t,4)

i )T

and sends them to the server Pj .

2. The server computes C
(t,2)
i,j = U

(t,2)
j (M (2)

i )T and C
(t,3)
i,j =

U
(t,3)
j (M (2)

3 )T . Next Pj verifies that C(t,4)
i,j − C

(t,3)
i,j = C

(t,1)
i,j ⊗ C

(t,2)
i,j .

3. If the check succeed server Pj offers a service to client Ui, otherwise
he rejects. Next Pj stores C(t,1)

i,j which will be used in the proof

computation phase to compute p(t)
j = C

(t,1)
A,j λ for some qualified set

of clients A ∈ Γ.

Figure 7.6: Robust Metering Scheme – general case II
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Chapter 8

Distributed Oblivious Transfer

Another (indirect) application of SSSs turns out to be distributed oblivious
transfer (DOT). Here we give conditions for the existence of a distributed OT,
as well as constructions achieving the bounds in both the threshold and the
general cases. The chapter is based on [NNPV02d].

8.1 Introduction

This chapter deals with distributed protocols for oblivious transfer, as proposed
by Naor and Pinkas [NP00] and recently generalized by Blundo et al. [BDSS02].
In this setting a Sender has ζ secrets and a Receiver is interested in one of them.
The Sender “shares” the secrets to n servers, and a Receiver must contact a
threshold number of servers in order to compute the desired secret. We will con-
sider only unconditionally secure distributed oblivious transfer protocols. We
present a non-existence result and a lower bound for existence of one-round,
threshold, distributed oblivious transfer protocols, generalizing the results of
Blundo et al. [BDSS02]. A threshold based construction implementing 1-out-
of-ζ distributed oblivious transfer achieving this lower bound is described. A
condition for existence of general access structure distributed oblivious transfer
schemes is proven. We also present a general access structure protocol imple-
menting 1-out-of-ζ distributed oblivious transfer.

Informally Oblivious Transfer (OT) is two-party protocol where at the be-
ginning the Sender has an input, and at the end of the protocol the Receiver
(sometimes called the chooser), learns some information about this input in
a way that does not allow the Sender to figure out what the Receiver has
learned. Oblivious transfer has been introduced by M. Rabin in [R81], and
subsequently defined in various forms in [EGL85, BCR87]. It is an important
building block for many cryptographic schemes and protocols. A variety of
different definitions and implementations can be found in the literature. Many
papers address also the relation of OT with other cryptographic primitives (e.g.
see [BIKM97, BM90, BCS96, DS01, DM99, NPS99]).

In [CGKS95, GIKM98] Private Information Retrieval (PIR) and Symmetric
Private Information Retrieval (SPIR) Schemes have been introduced. In a PIR
scheme a user retrieves an information item from a database in such a way
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that the database owner cannot find out from the request which item the user
is interested in. But, the user can retrieve more than one item. While in
a SPIR scheme the user can get one and only one item, i.e. SPIR protects
the privacy of the database. The main difference between DOT and SPIR
is that in SPIR schemes the security of the Sender against Receiver-servers
collusion is not a concern. Other related papers on PIR for the distributed OT
scenario are [BIM00, CIO98, GGM98]. Rivest [R99] proposed a model with
a trusted initializer, who participates only in an initial setup phase. In [T02]
Tzeng studies distributed oblivious transfer, similar to the setting in [NP00],
but conditionally secure.

In this chapter we use setting similar to the one described in [NP00]. We are
concerned with unconditionally secure distributed oblivious transfer protocols,
as introduced by Naor and Pinkas in [NP00] and consecutively generalized by
Blundo et al. in [BDSS02]. Distributed Oblivious Transfer (DOT) protocols
distribute the task of the Sender between several servers. Security is ensured
as long as a limited number of these servers collude (the threshold case). Since
in many natural scenarios the assumption that trust is “uniformly distributed”
over the players is not a realistic model we want the protocol to be secure for
general access structures. We extend the threshold model to general access
structure DOT protocol.

8.2 Threshold DOT

8.2.1 The Model

We will follow the notations and describe here the formal model as given by
Blundo et al. in [BDSS02]. An r-out-of-n DOT −

(
ζ
1

)
protocol involves three

types of parties:

• A Sender D which has ζ inputs (secrets) s0, s1, . . . , sζ−1. We assume that
these inputs are elements in a finite field F.

• A Receiver R that has an input (in fact an index) σ ∈ {0, 1, . . . , ζ − 1}.

• n servers, P1, P2, . . . , Pn.

Assume that the Sender holds ζ secrets and the Receiver is interested in one
of them. In the distributed setting the Sender D does not directly interact
with the Receiver R, in order to accomplish the oblivious transfer. Rather, he
delegates this task to the servers. The protocol is composed of the following
functional steps:

• Initialization Phase. Let P1, P2, . . . , Pn denote the servers. Sender D
generates n programs Prog1, P rog2, . . . , P rogn and, for i = 1, . . . , n, sends
in a secure way, program Progi to server Pi. Each program Progi depends
on the secrets s0, s1, . . . , sζ−1 and on some random data.

• Oblivious Transfer Phase. The Receiver R holds a program ProgR which
enables her to interact with a subset {Pi1 , . . . , Pir} of r servers of her
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choice. She sends to server Pi a query Queri which is a function of σ,
i, and of some random data. The server answers the query with Answi.
Using the collected answers R is able to recover the secret of her choice,
without getting any information on the other secrets. At the same time,
any subset of k servers, say {Pi1 , . . . , Pik} ⊆ {Pi1 , . . . , Pir}, does not gain
any information about the secret she has recovered.

A formal definition now follows.

Definition 8.2.1. [BDSS02] An (r, n) −DOT −
(
ζ
1

)
protocol must guarantee

the following properties:

• Reconstruction. If the Receiver gets information from r out of the n
servers, she can compute the secret sσ.

• Sender’s Privacy. Given the information presented by a group of r servers,
the Receiver must gain information about a single secret, and no infor-
mation about the other secrets.

• Receiver’s Privacy. No coalition of up to k servers gains information about
which secret the Receiver has recovered.

• Receiver-servers collusion. A coalition of the Receiver with up to ` corrupt
servers cannot learn about the ζ secrets more than can be learned by the
Receiver herself.

LetD holds a program ProgD which generates n programs Prog1, . . . , P rogn
enabling P1, . . . , Pn andR to perform an (r, n)−DOT−

(
ζ
1

)
protocol. LetR hold

an associated program ProgR for interacting with the servers. The programs
Prog1, . . . , P rogn and ProgR specify all computations in (r, n) − DOT −

(
ζ
1

)
protocol. In order to model dishonest behavior, where a coalition of at most
k servers tries to figure out which secret R has recovered from the transfer,
we assume that the cheating servers Pi1 , . . . , Pik hold a modified version of
the programs, denoted by Progi1 , . . . , P rogik . These programs could have been
modified by the dishonest servers themselves, or could have been generated by
a dishonest D when he holds a cheating program ProgD. Analogously in order
to model dishonest behavior, where a cheating Receiver R tries to gain some
information about other secrets, consider a modified version of her program
ProgR. All these programs can be described by random variables, denoted by
D̃, P̃1, . . . , P̃n, R̃, respectively and the cheating programs with random variables
D̃, P̃ 1, . . . , P̃n, R̃, respectively.

The protocol can be described with the following additional random vari-
ables: let Cj be the communication between R and Pj for j = 1, . . . , n. Let
W be the set of all sequences of secrets of length ζ. Let for any w ∈ W, wi be
the i-th secret of the sequence. Let W̃ be the random variable that represents
the choice of an element in W, let T̃ be the random variable representing the
choice of an index σ in T = {0, 1, . . . , ζ − 1} and let C̃j be the random variable
corresponding to Cj . With this notation one can define the conditions that an
(r, n)−DOT −

(
ζ
1

)
protocol has to satisfy as follows:
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Definition 8.2.2. [BDSS02] For an (r, n)−DOT −
(
ζ
1

)
protocol the sequence

of programs [ProgD, P rog1, . . . , P rogn, P rogR] is correct if for any i ∈ T and
for any group A = {Pi1 , . . . , Pir} ⊆ P = {P1, . . . , Pn},

H(C̃A | P̃A T̃ R̃) = 0 (8.1)

and for any w ∈ W
H(W̃T | C̃A T̃ R̃) = 0. (8.2)

The above definition means that the programs of a server Pj and the Re-
ceiver completely determine the communication between them. Moreover an
honest Receiver always recovers, after interacting with r servers, the secret in
which she is interested. Let us denote the joint probability distribution PW,T
on W and T . Then the probability with which D chooses the secrets in W and
R chooses an index i ∈ T and the privacy properties of (r, n) − DOT −

(
ζ
1

)
protocol can be defined as follows:

Definition 8.2.3. [BDSS02] For an (r, n)−DOT −
(
ζ
1

)
protocol the sequence

of programs [ProgD, P rog1, . . . , P rogn, P rogR] is private if

• for any group B1 = {Pi1 , . . . , Pik} ⊆ P

H(T̃ | P̃B1 C̃B1) = H(T̃ ), (8.3)

• for any program ProgR, any group A = {Pi1 , . . . , Pir} ⊆ P, and any
i ∈ T

H(W̃ \ W̃T | T̃ R̃ C̃A W̃T ) = H(W̃ \ W̃T ), (8.4)

• for any group B2 = {Pi1 , . . . , Pi`} ⊆ P, for any i ∈ T , and for any R̃,

H(W̃ | T̃ R̃ C̃B2 P̃B2) = H(W̃ ), (8.5)

• for any groups B2 = {Pi1 , . . . , Pi`} ⊆ P and A = {Pi1 , . . . , Pir} ⊆ P, for
any i ∈ T , and for any program ProgR,

H(W̃ \ W̃T | T̃ R̃ P̃B2 C̃A W̃T ) = H(W̃ \ W̃T ). (8.6)

Notice that because of conditions (8.3), (8.4) a dishonest coalition of k
servers does not gain any information about the index of the Receiver R and in
addition a dishonest Receiver R can deduce at most one secret among the ones
held by the servers. To take into account the possibility of an attack, against
D performed either by at most ` servers alone or with the cooperation of the
Receiver R, condition (8.5) is introduced stating that such kind of coalitions do
not gain any information about the secrets held by the Sender D. Finally, any
coalition of ` servers and the Receiver cannot compute any information about
the other secrets, once the Receiver has obtained a secret, because of condition
(8.6).
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8.2.2 Conditions for Existence

Using some tools from information theory (see Section 2.3.2) and the ideas
in [BDSS02] we can show that for the one round DOT protocol a non-existence
result holds for the parameters r, k, and `. Consequently we will prove a lower
bound for the existence of a DOT protocol with these parameters.

First of all, as noticed in [BDSS02], if the protocol has only one round, then
Cj = (Querj , Answj), where Querj is the query of the Receiver and Answj is
the answer of the server. Hence, Condition (8.1) can be re-phrased by saying
that

H(Q̃A | R̃ T̃ ) = 0 and H(ÃA | Q̃A P̃A) = 0. (8.7)

With this notation, we can prove the following non-existence result:

Theorem 8.2.4. Consider an (r, n)−DOT −
(
ζ
1

)
protocol with parameters k,

and `. If r ≤ k + `, then once the Receiver has legally recovered a secret, a
coalition of ` corrupt servers and the Receiver can recover all the other secrets.

Proof. Let r = ` + k i.e. ` = r − k. Denote by A = {Pi1 , . . . , Pi`} and by
B = {Pi`+1

, . . . , Pir}. Let q1, . . . , qr be the queries sent by the Receiver when
T = i, and let a1, . . . , ar be the answers that the servers P1, . . . , Pr send back
to R. The Receiver’s security property (8.3) with respect to k servers, say
P`+1, . . . , Pr, implies that there exist queries qσA and answers aσA for any σ 6= i,
such that if

H(W̃i | Q̃A∪B = qA∪B, ÃA∪B = aA∪B) = 0, then

H(W̃σ | Q̃A = qσA, Q̃B = qB, ÃA = aσA, ÃB = aB) = 0.

Since the answers given by the servers in A depend only on their own programs
Prog1, . . . , P rog` and on the received queries (i.e. H(ÃA | Q̃A P̃A) = 0) it
follows that

H(W̃ | P̃A ÃB Q̃B R̃) = 0. Indeed

H(W̃ | P̃A ÃB Q̃B R̃) ≤
∑
t∈T

H(W̃t | P̃A ÃB Q̃B R̃, T̃ = t) and

H(W̃t | P̃A ÃB Q̃B R̃, T̃ = t) ≤ H(W̃t | P̃A ÃB Q̃A∪B)

≤ H(W̃t | ÃA∪B Q̃A∪B) = 0.

Therefore the Receiver and a coalition of ` servers can recover all the secrets
and the bound holds.

The last theorem is a natural extension of [BDSS02, Theorem 3.5], where
the case r = k − 1, ` = 1 is considered.

A consequence of this non-existence result for one-round protocols is the
following lower bound for the existence of a DOT protocol with parameters r,
k, and `.

Corollary 8.2.5. A necessary and sufficient condition for the existence of an
(r, n)−DOT −

(
ζ
1

)
protocol with parameters k and ` is

r > k + `.
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Proof. The necessary condition follows directly from Theorem 8.2.4. In the next
section the protocol implementing (r, n)−DOT −

(
ζ
1

)
protocol with parameters

k, ` and satisfying r = k+ `+ 1 will be presented in Fig. 8.2, which proves the
sufficient condition.

Note that two-round protocols, as for example the one proposed in [BDSS02],
satisfy the same bound, because contacting η servers twice can be viewed as
contacting 2η servers once. Hence r = 2η, ` = η and k = η − 1 are the
appropriate parameters for the existence of the DOT protocol.

8.2.3 A Protocol

Two protocols for (r, n)−DOT −
(
2
1

)
have been proposed by Naor and Pinkas

in [NP00]. Recently Blundo et al. in [BDSS02] generalized the idea of Naor
and Pinkas and proposed several protocols for (r, n)−DOT −

(
ζ
1

)
. The proto-

cols proposed by Naor and Pinkas and two of the protocols in [BDSS02] are
based on polynomial interpolation. Combinatorial constructions are presented
in [BDSS02] as well.

First we present the protocol proposed by Blundo et al. in [BDSS02]. Then
we propose a protocol, based also on polynomial interpolation, which is a gen-
eralization of the protocols of Naor and Pinkas and Blundo et al. The protocols
are described in Figures 8.1 and 8.2

As we have noted before the protocol proposed by Blundo et al. in [BDSS02]
is an (r, n)−DOT −

(
ζ
1

)
protocol with parameters k = r − 1 and ` = 1.

Theorem 8.2.6. The protocol described in Fig. 8.2 implements an (r, n) −
DOT −

(
ζ
1

)
protocol with parameters k, `.

Proof. The correctness of the proposed protocol: the degree of polynomial V (x)
is r − 1, hence after receiving r values in Step 3 the Receiver is able to re-
cover V (x) correctly and to calculate V (0). On the other hand assuming that
(D1(0), . . . , Dζ−1(0)) = (0, . . . , 0, 1, 0, . . . , 0) (i.e., at most a 1 in position σ),
then

V (0) = Q(0, D1(0), . . . , Dζ−1(0)) = Q(0, 0, . . . , 0, 1, 0, . . . , 0) = sσ.

Now we will see that the proposed protocol for (r, n)−DOT −
(
ζ
1

)
satisfies the

four properties of Definition 8.2.1. The Reconstruction follows from the Cor-
rectness. The Receiver’s Privacy is guaranteed against coalitions of at most k
servers, because R herself chooses polynomials D1(x), . . . , Dζ−1(x) to have de-
gree k. Again using the proof for correctness of the proposed protocol it follows
that the Sender’s Privacy is guaranteed. And finally, the Receiver-servers collu-
sion is guaranteed assuming that the Receiver has already calculated one secret
and that a coalition of at most ` corrupt servers helps her to discover the others.
Because the Sender D chooses the polynomials B1(x), . . . , Bζ−1(x) of degree `
and a polynomial B0(x) of degree r − 1 ≥ ` + k, the information that these `



8.2 Threshold DOT 151

Initialization Phase:
Let s0, s1, . . . , sζ−1 ∈ F be the secrets of Sender D. Each server Pi is
associated publicly with a non-zero element αi ∈ F, so |P| < |F|.

1. Sender D generates a random polynomial A(x) of degree (r − 1)
with values in F such that A(0) = s0.

2. Then, D constructs a ζ-variate polynomial Q(x, y1, . . . , yζ−1) with
values in F such that Q(0, 0, . . . , 0) = s0, Q(0, 1, 0, . . . , 0) =
s1, . . . , Q(0, 0, . . . , 1) = sζ−1. More precisely,

Q(x, y1, . . . , yζ−1) = A(x) +
ζ−1∑
j=1

bjyj ,

where bi = si − s0.

3. Finally, for i = 1, . . . , n, he sends the (ζ − 1)-variate polynomial
Q(αi, y1, . . . , yζ−1) to server Pi.

Oblivious Transfer Phase:

Let σ ∈ {0, 1, . . . , ζ − 1} be the index of Receiver R.

1. Receiver R generates (ζ − 1) random polynomials
D1(x), . . . , Dζ−1(x) of degree (r−1) such that (D1(0), . . . , Dζ−1(0))
is a (ζ − 1)-tuple of only zeroes except possibly for a 1 at po-
sition σ, the position corresponding to the secret in which
she is interested. Define a univariate polynomial V (x) by
V (x) = Q(x,D1(x), . . . , Dζ−1(x)). The degree of V (x) is (r − 1).

2. Then, R asks r servers Pij for j = 1, . . . , r, by sending a query of
the form (D1(αij ), . . . , Dζ−1(αij )).

3. Server Pij calculates the value Q(αij , D1(αij ), . . . , Dζ−1(αij )) =
V (αij ) and sends it back to Receiver R.

4. After receiving r values of V (x), say V (αi1), . . . , V (αir), R interpo-
lates V (x) and computes V (0).

Figure 8.1: (r, n)−DOT −
(
ζ
1

)
protocol [BDSS02]

corrupt servers possess (i.e. B0(αij ), B1(αij ), . . . , Bζ−1(αij ) for j = 1, . . . , `) is
insufficient to recover any of the polynomials B0(x), B1(x), . . . , Bζ−1(x), hence
it is insufficient to find any of the values B0(0), B1(0), . . . , Bζ−1(0).

Remark 8.2.7. The proposed protocol satisfies r = `+ k+ 1, which proves the
“sufficient” part in the proof of Corollary 8.2.5.
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Initialization Phase:
Let s0, s1, . . . , sζ−1 ∈ F be the secret of Sender D. Each server Pi is
associated publicly with a non-zero element αi ∈ F, so |P| < |F|.

1. Sender D generates (ζ−1) random polynomials B1(x), . . . , Bζ−1(x)
of degree ` and one random polynomial B0(x) of degree r−1 ≥ `+k
with values in F such that B0(0) = s0 and, for i = 1, . . . , ζ − 1,
si = B0(0) +Bi(0).

2. Then, D constructs ζ-variate polynomial Q(x, y1, . . . , yζ−1) with
values in F such that Q(0, 0, . . . , 0) = s0, Q(0, 1, 0, . . . , 0) =
s1, . . . , Q(0, 0, . . . , 1) = sζ−1. More precisely,

Q(x, y1, . . . , yζ−1) = B0(x) +
ζ−1∑
j=1

Bj(x)yj .

3. Finally, for i = 1, . . . , n, he sends the (ζ − 1)-variate polynomial
Q(αi, y1, . . . , yζ−1) to server Pi.

Oblivious Transfer Phase:

Let σ ∈ {0, 1, . . . , ζ − 1} be the index of Receiver R.

1. Receiver R generates (ζ − 1) random polynomials
D1(x), . . . , Dζ−1(x) of degree k such that (D1(0), . . . , Dζ−1(0))
is a (ζ − 1)-tuple of only zeroes except possibly for a 1 at
position σ, the position corresponding to the secret in which
she is interested. Define a univariate polynomial V (x) by
V (x) = Q(x,D1(x), . . . , Dζ−1(x)). The degree of V (x) is (r − 1).

2. Then, R asks r servers Pij for j = 1, . . . , r, by sending a query of
the form (D1(αij ), . . . , Dζ−1(αij )).

3. Server Pij calculates the value Q(αij , D1(αij ), . . . , Dζ−1(αij )) =
V (αij ) and sends it back to Receiver R.

4. After receiving r values of V (x), say V (αi1), . . . , V (αir), R interpo-
lates V (x) and computes V (0).

Figure 8.2: (r, n)−DOT −
(
ζ
1

)
protocol

Comparing our protocol with the polynomial protocol of Blundo et al. we
note that both are equal w.r.t. the following parameters: the storage require-
ment of the servers, the complexity of each interaction, the required randomness
to set up the protocol and the randomness of the whole communication. The
protocol proposed here achieves the bounds of [BDSS02, Theorems 3.1, 3.2, 3.3,
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3.4]. The memory storage requirement for the Sender and the Receiver is higher
in our protocol, due to its better security.

One of the questions that Naor and Pinkas have posed is how the protocol
will ensure that a Receiver does not obtain more than r shares. It is clear
that in our protocol the Sender can choose n = r, and solve this problem thus
providing the desired security.

8.3 General Access Structure DOT

Recall that threshold-based schemes only make sense in an environment where
one assumes that any subset of players of a certain cardinality is equally likely
(or unlikely) to cheat (or to be corrupt). The well known drawback of using
a general access structure approach rather than the threshold one is that the
memory storage and the complexity of each interaction may not be optimal.
In this section we will apply a general access structure method for building a
DOT −

(
ζ
1

)
protocol.

8.3.1 The Model

A General Access Structure DOT −
(
ζ
1

)
protocol involves the same three types

of parties as in the threshold case: Sender, Receiver and servers.
The protocol is composed in almost the same way with a few changes in

the Oblivious Transfer Phase: The Receiver R holds a program ProgR which
enables her to interact with a subset of qualified servers in Γ at her choice.
At the same time, any subset in ∆k of servers corrupted by the Sender does
not gain any information about the secret she has recovered. Also the coalition
between R and a subset in ∆` of servers corrupted by the Receiver cannot learn
about the secrets more than can be learned by the Receiver herself.

A formal definition follows:

Definition 8.3.1. A General Access Structure DOT −
(
n
1

)
protocol must guar-

antee the following properties:

• Reconstruction. If the Receiver gets information from a set of qualified
servers G ∈ Γ, she can compute the secret sσ.

• Sender’s Privacy. Given the information presented by a qualified group of
servers G ∈ Γ, the Receiver gains information about a single secret, but
no information about the other secrets.

• Receiver’s Privacy. No coalition of servers corrupted by the Sender B ∈
∆k gains information about which secret the Receiver has recovered.

• Receiver-servers collusion. A coalition of the Receiver with a set A ∈ ∆`

of servers corrupted by her cannot learn information about the ζ secrets
more than can be learned by the Receiver herself.

The set of n servers is divided into three sets of subsets: Γ – the set of
qualified serves, ∆k – the set of servers corrupted by the Sender and ∆` – the
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set of severs corrupted by the Receiver. The set Γ is monotone increasing and
the sets ∆k and ∆` are monotone decreasing.

8.3.2 Conditions for Existence

Now, using some information theory tools we can prove (in the same way as in
the threshold case (see Theorem 8.2.4)) a necessary condition for the existence
of the one-round General Access Structure DOT protocol.

Theorem 8.3.2. Let consider a General Access Structure DOT −
(
ζ
1

)
protocol

with set of qualified servers Γ, set ∆k of servers corrupted by the Sender and
set ∆` of servers corrupted by the Receiver. If Γ ∩ (∆k ] ∆`) 6= ∅, then once
the Receiver has legally recovered a secret, a coalition of corrupt servers from
∆` and the Receiver can recover all the other secrets.

A consequence of this existence condition for the one-round protocols is the
following Corollary.

Corollary 8.3.3. A necessary condition for the existence of a General Access
Structure DOT −

(
ζ
1

)
protocol with sets Γ,∆k,∆` of qualified servers, servers

corrupted by the Sender and servers corrupted by the Receiver is that the tuple
(Γ,∆k ]∆`) is an access structure.

8.3.3 A Protocol

Denote by Γk = ∆c
k and Γ` = ∆c

`. We are now ready to describe the protocol for
the General Access Structure DOT−

(
ζ
1

)
protocol with set Γ of qualified servers,

set ∆k of servers corrupted by the Sender and set ∆` of servers corrupted by
the Receiver, and the corresponding three access structures Γ,Γk,Γ`.

Let Γk,Γ` be the access structures computed by MSPs Mk and M`, and
let M be (strongly) multiplicative product MSP of Mk and M` (see Defini-
tion 3.3.39). HenceM =Mk�M` and assume that MSPM computes Γ. Thus,
a necessary condition for the existence of General Access Structure DOT −

(
ζ
1

)
protocol, which turns out to be also a sufficient condition, is the following.

Theorem 8.3.4. Consider a General Access Structure DOT−
(
ζ
1

)
protocol with

Γ the set of qualified servers, ∆k the set of servers corrupted by the Sender,
and ∆` the set of servers corrupted by the Receiver, and the corresponding three
access structures Γ,Γk,Γ`. A necessary and sufficient condition for the existence
of the protocol is the MSP M to be a (strongly) multiplicative product MSP of
Mk and M`.

Proof. The necessary condition follows directly from Corollary 8.3.3. A pro-
tocol implementing the DOT −

(
ζ
1

)
will be presented in Fig. 8.3 together with

Lemma 8.3.6 they prove the sufficient conditions.

Remark 8.3.5. It is easy to observe now that DOT protocol can be considered
as an MPC protocol. The similarity is not only the usage of (strongly) multi-
plicative product MSPs, but also that Corollary 8.3.3 corresponds to Proposition
3.3.43, since they both give necessary conditions for the existence of secure DOT
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and MPC protocols. In the same way the existence of a (strongly) multiplica-
tive product MSP is a sufficient condition for both DOT and MPC. We will
elaborate further on the connection between DOT and MPC.

Hence, there are three access structures Γ,Γk,Γ` and corresponding to them
three MSPsMk = (F,M (1), ε1, ψ1),M` = (F,M (2), ε2, ψ2) andM = (F,M, ε,
ψ) as well as the “reverse” functions ϕ1, ϕ2 and ϕ. Let M (1) be an m1 × d1

matrix, M (2) be anm2×d2 matrix andM be anm×dmatrix. Now we are ready
to present the following protocol for a General Access Structure DOT −

(
ζ
1

)
protocol (see Fig. 8.3), assuming that MSP M is a (strongly) multiplicative
product MSP ofMk andM`.

Initialization Phase:
Let s0, s1, . . . , sζ−1 ∈ F be the secrets of the Sender D.

1. Sender D generates ζ random vectors b0 ∈ Fd and b1, . . . ,bζ−1 ∈
Fd2 , such that 〈b0, ε〉 = s0 and, for i = 1, . . . , ζ−1; si−s0 = 〈bi, ε2〉.

2. Then, for i = 1, . . . , n, he sends the ζ packets of shares (vectors)
vj,i ∈ F|ϕ2(Pi)|, for j = 1, . . . , ζ − 1 and v0,i ∈ F|ϕ(Pi)| to server Pi.
Here v0,i = Mib0 and vj,i = M

(2)
i bj for j = 1, . . . , ζ − 1.

Oblivious Transfer Phase:

Let σ ∈ {0, 1, . . . , ζ − 1} be the index of Receiver R.

1. Receiver R generates ζ − 1 random vectors c1, . . . , cζ−1 ∈ Fd1 such
that (〈c1, ε1〉, . . . , 〈cζ−1, ε1〉) is a (ζ − 1)-tuple of zeroes with at
most a 1 in position σ, the position corresponding to the secret in
which she is interested.

2. Then Receiver R asks a set of qualified servers Pi, by sending a
query of (ζ−1) packets of temporary shares (vectors) uj,i ∈ F|ϕ1(Pi)|,
for j = 1, . . . , ζ − 1, where uj,i = M

(1)
i cj.

3. Server Pi calculates the values (vector) and sends it back to R.

wi = v0,i +
ζ−1∑
j=1

uj,i � vj,i

4. After having received the values wi for a set of qualified servers
(i.e. Pi ∈ G and G ∈ Γ) the Receiver is able to recover the secret sσ.
First she computes the recombination vector λ, such that MT

G λ = ε
and then she computes sσ = 〈wG ,λ〉.

Figure 8.3: General Access Structure DOT −
(
ζ
1

)
protocol
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Lemma 8.3.6. The protocol described in Fig. 8.3 implements a general access
structure DOT −

(
ζ
1

)
protocol with set of qualified servers Γ, set of servers

corrupted by the Sender ∆k and set of servers corrupted by the Receiver ∆`.

Proof. The Correctness of the proposed protocol can be proved as follows. We
have 〈b0, ε〉 = s0 and, sj − s0 = 〈bj, ε2〉 for j = 1, . . . , ζ − 1. Denote by
(d1, . . . , dζ−1) = (〈c1, ε1〉, . . . , 〈cζ−1, ε1〉). So, uj,i ∈ F|ϕ1(Pi)| is the share of
Pi corresponding to dj and vj,i ∈ F|ϕ2(Pi)| is the share of Pi corresponding to
sj − s0. Thus uj,i � vj,i ∈ F|ϕ(Pi)| is the share of Pi corresponding to the share
of a (strongly) multiplicative product MSP M computing Γ, i.e. the share for
the secret dj(sj − s0). Hence share wi corresponds to the share of the same
(strongly) multiplicative MSP M with a shared secret s0 +

∑ζ−1
j=1 dj(sj − s0).

Since (d1, . . . , dζ−1) = (0, . . . , 0, 1, 0, . . . , 0) is a (ζ − 1)-tuple of zeroes with at
most a 1 in the position σ (the position corresponding to the secret in which
R is interested), we have sσ = s0 +

∑ζ−1
j=1 dj(sj − s0). Having received all this

information the Receiver recovers (using 〈wG ,λ〉) the secret – sσ.
Now we will see that the proposed General Access Structure protocol for

DOT −
(
ζ
1

)
satisfies the four properties from Definition 8.3.1.

The Reconstruction follows from the Correctness. The Receiver’s Privacy
is guaranteed against coalitions ∆k of forbidden servers, because R herself
chooses vectors c1, . . . , cζ−1 with values d1, . . . , dζ−1 and from the standard
arguments for privacy in LSSS. Again using the proof of correctness of the pro-
posed protocol it follows that the Sender’s Privacy is guaranteed. And finally
the Receiver-servers collusion is guaranteed assuming that the Receiver has al-
ready calculated one secret and that a coalition of ∆` corrupt servers helps her
to discover others. Because the Sender D chooses the vectors b0,b1, . . . ,bζ−1

the information these ∆` corrupt servers posses (i.e., their collected shares) is
insufficient to recover any of the secrets s0, s1 − s0, . . . , sζ−1 − s0.

Remark 8.3.7. Observe that a DOT −
(
ζ
1

)
protocol can be considered as an

MPC protocol computing the function

f(s,η) = s0.(1−
ζ−1∑
i=1

ηi) +
ζ−1∑
i=1

siηi.

The inputs are the secrets of the Sender s0, s1, . . . , sζ−1 and a tuple (η1, . . . , ηζ−1),
of only zeroes except possibly for a 1, of the Receiver.

Compared to the general MPC protocols a DOT protocol can be implemented
efficiently because of the linearity of the computed function, which allows to
reduce the interaction between the servers. Indeed when Receiver R sends a
query to a server they perform together a MPC computing a share of f(s,η).
Therefore the interaction with a qualified group of servers allows the Receiver to
compute the function and to receive the secret which she is interested. Another
important difference is that all participants in a DOT protocol are assumed
to be possibly curious but never corrupt. Thus the DOT setting corresponds
to a passive multi-party protocol setting, hence Theorem 9.3.10 corresponds to
Theorem 8.3.4.
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Chapter 9

Multi-Party Computation

In this final chapter of the thesis we focus on the general treatment of multi-
party computation, based on an underlying linear secret sharing scheme. We
start with the threshold case focusing on the classical approach of Ben-Or et
al. and the algebraic simplification for a multiplication protocol of Gennaro
et al. Conditions for the existence of MPC secure against a mixed (threshold)
adversary are given. Next we shift to the general secure MPC case dealing with
the approach proposed by Cramer et al. First, the commitment multiplication
protocol is examined and then Cramer’s et al. solutions secure against passive
and active adversaries are given. Next we propose two multiplication reduction
protocols with improved efficiency (one for the cryptographic and one for the
information theoretic model). Since these protocols are the main building blocks
of a secure MPC, the overall efficiency of the MPC protocol is improved. Finally
conditions for existence of the general MPC secure against a mixed adversary in
both models are presented. We conclude with a discussion about the limitation
of the quorums when an active adversary is considered. Our results presented
in Sections 9.3.3, 9.3.4 and 9.3.5 are based on [NNP03b, NNP03c, NNP03f].

9.1 Introduction

Multi-Party Computation (MPC) protocols, introduced by Yao [Y82], enable a
set of players to securely evaluate an arbitrary function on their private inputs.
Some of the players could be corrupted by an adversary and misbehave in some
way. “Securely” means that the computation must guarantee the correctness
of the result while retaining the privacy of the players’ inputs. Since the initial
results in this area [Y82, GMW87, BGW88, CCD88, RB89], many works en-
hance them, and nowadays there is a broad literature which treats also issues
such as improving the communication complexity, or the round complexity, or
dealing with more powerful or more general adversaries.

Consider n players, each player Pi holding an input xi. The players want
to compute a function F (x1, . . . , xn) = y in a secure manner, which informally
implies two things. The adversary cannot interrupt the computation, hence
the computed value is correct. Additionally the adversary cannot learn any
information about the inputs of the honest players, except of course what can
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be inferred from the function value. The results can be easily extended to
more general types of functionality e.g. computing a function F (x1, . . . , xn) =
(y1, . . . , yn). Usually the function is assumed to be represented by an arithmetic
circuit C (or formula or branching program) over a finite field, and hence all
computations take place in this field. Thus the function actually is computed by
processing the corresponding arithmetic circuit gate-by-gate, where two kinds
of gates can be distinguished: addition gate and multiplication gate.

Some works describe protocols which are applicable for any function, while
other papers are focused to a particular function. The major reason for con-
sidering special functions (e.g. Distributed OT, voting, auctioning) is that this
results in more efficient solution. Of course, when the target is to compute any
function securely, the protocol will be very powerful at the cost of increased
complexity.

In the literature different communication models are considered: i.e., de-
pending on whether broadcast and/or secure communication channels are avail-
able, and whether the system is synchronous or asynchronous. As usual the ad-
versaries are classified according to their computational capabilities, namely
limited (i.e. computational security and cryptographic model) or unlimited
(i.e. unconditionally security and information theoretic model). Additionally
the adversaries are classified according to whether they are actively or pas-
sively corrupted, and whether they are static or adaptive. In the information
theoretic model one can distinguish between protocols with negligible or with
zero error probability, the latter is referred as perfect security.

Because the MPC problem is so general defining the security of these pro-
tocols is very difficult. It is said that an MPC protocol is secure against a
(∆,∆A)-adversary if the following requirements are met [CDM00]:

• Correctness: The players always output the correct output F (x1 =
a1, . . . , xn = an) independent of the action of the adversary (i.e. the
corrupt players).

• Privacy: The view of any set of players B ∈ ∆ (and hence the view of the
adversary) depends only on their inputs and on the output of the function.
In other words, for any two input vectors a and a′ such that aB = a′B and
F (a) = F (a′), the view of players in B is identically distributed.

We will not give a formal definition of secure MPC protocol, instead we refer
to [C00, CDM00, C01, M02] and the references therein.

The classical results [CCD88, BGW88, RB89], for unconditionally (per-
fectly) secure threshold multi-party computation among a set of n partici-
pants, state that less than n/2 passive or less than n/3 active adversaries
can be tolerated. For general unconditionally (perfectly) secure multi-party
computation these results state that one can tolerate a Q2-adversary in the
passive case (see [HM97, BW97]) and a Q3-adversary in the active case (see
[HM97, CDM00, M02]). For the cryptographic model a known classical re-
sult [GMW87] states that any minority (i.e. less than n/2) of active cheaters
can be tolerated, assuming that trapdoor one-way permutations exist.
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Recall that a complete characterization of the adversary structures ∆A that
can be tolerated in unconditionally secure MPCs has been provided in [HM97].
But their protocols are polynomial in |∆A| rather than in |P|. Note that |∆A|
is usually exponential in |P|. Also the protocols of [HM97] are based on quite
specialized techniques. Beaver and Wool [BW97] have proposed a more efficient
protocol for the passive case, using so-called quorums. Fitzi et al. [FHM99] have
generalized the results of Hirt and Maurer by considering a mixed adversary
model and they have slightly improved the efficiency, but their protocols are
again polynomial in |∆A|. Cramer et al. [CDM97, CDM00] proposed an MSP-
based approach, which is not recursive (unlike the solution in [HM97, FHM99]).
The advantage of the MSP-based approach is that it allows us to study the ques-
tion for which adversary structures there exist efficient protocols. An efficient
MPC (no error in the passive case and negligible error in the active case) from
LSSSs has been proposed by Cramer et al. [CDM00]. They also have proposed
LSSSs with so-called strong multiplication, but there is no known efficient con-
struction for such LSSS. Recently, a simple MPC protocol that “is based on
essentially no mathematical structure” was proposed by Maurer [M02]. How-
ever, its communication complexity is also exponential in the number of players.

In [M02] Maurer has summarized the known conditions for existence of se-
cure MPC as follows: a general MPC perfectly secure against a mixed (∆,∆A)-
adversary is possible if and only if P /∈ ∆ ]∆ ]∆A or equivalently if and only
if Γ⊥A ⊆ Γ ] Γ.

The MPC protocol starts by allowing each player to share his input. Recall
that every function can be presented using addition and multiplication over a
finite field F, hence one can refer to the function as an arithmetic circuit C
over F. Thus, the given arithmetic circuit C is processed gate-by-gate. When
processing the gates all inputs and intermediate results are (verifiable) secret-
shared by the players. At the beginning, only the players’ inputs are marked
as having been computed. Obviously any outputs can be reconstructed by
using players’ shares. It is therefore sufficient to show how the addition and
the multiplication gates are handled. Since we use LSSSs as building block for
MPCs, it is easy to add secrets securely – just add the players’ shares. Hence,
to achieve general MPC, we need only an implementation of multiplication of
the shared secrets. That is, one needs a protocol where each player initially
holds shares for two secrets s1 and s2, and at the end the players hold shares
for their product s1s2. Several such protocols are known for the threshold
case [BGW88, CCD88, GRR98, GMW87] and for the general access structure
case [Cr00, CDM00].

As usual when referring to (adversary) access structures we will use the
notations introduced in Section 2.1. Note that we can tolerate an adversary
that is at least a Q2 and since condition Q2 is equivalent to ∆A ∩ Γ⊥A = ∅ (see
Lemma 2.1.11), we conclude that the honest players structure has no intersec-
tion with the adversary structure.
The Setting:
We will consider the standard secure-channels model with broadcast [BGW88,
CCD88], in which the players are connected by bilateral, synchronous, reli-
able secure channels and we also assume that the players are connected to a
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broadcast channel. Unless stated otherwise, we consider unconditional security
against an adaptive, active adversary (i.e the mixed adversary model) and ex-
amine error-free protocols targeting perfect security. In short we consider the
same model as for VSS schemes (see Section 4.1).

9.2 The Threshold Case

In this section we will describe the first solution for perfectly secure MPC
as proposed by Ben-Or et al. [BGW88]. Then we will present the algebraic
simplification for a multiplication protocol as given by Gennaro et al. [GRR98].
Finally, the results for the mixed threshold adversary model introduced by Fitzi
et al. [FHM98] are described. For the protocols in this section it is assumed
that all players act properly, i.e. we will only consider the passive adversary
case. A method for removing this assumption is the use of homomorphic com-
mitments and VSSs instead of LSSSs, which we will not do in order to simplify
the exposition. Conditions on the access structure for the existence of secure
threshold MPC are presented in Section 9.2.3.

9.2.1 The Classical Approach

Consider the following case: for two secrets s1 and s2, which are shared by
polynomials f1(x) and f2(x) of degree k, the players would like to compute
the shares of the product s1s2. A simple solution is each player to locally
multiply his shares of both secrets, since this will generate a polynomial f(x) =
f1(x)f2(x) whose constant term is indeed the desired one, i.e. s1s2. But as
Ben-Or et al. [BGW88] pointed out, this is not sufficient since first f(x) is of
degree 2k and second it is not a random polynomial. To overcome this problem
a degree reduction protocol and a randomization protocol have been proposed
in [BGW88]. Denote by f1(αi) and f2(αi) the shares of player Pi. Thus for
1 ≤ i ≤ n, we have f(αi) = f1(αi)f2(αi).

The Degree Reduction Phase [BGW88]
Define the truncation g(x) of f(x) =

∑2k
j=0 ajx

j as follows: g(x) =
∑k

j=0 ajx
j .

Let define the vectors f = (f(α1), f(α2), . . . , f(αn)) and g = (g(α1), g(α2), . . . ,
g(αn)). Then there exists a constant n×nmatrix R (which does not depend of f
and g) such that g = Rf . In fact if M is the n×n Vandermonde matrix and N is
the linear projection N(x1, . . . , xn) = (x1, . . . , xk, 0, . . . , 0), then R = M−1NM .

In [FHM98, D99] the degree reduction protocol is described in the follow-
ing way. Assume that a player has shared the secrets s1 and s2 by k-degree
polynomials f1(x) and f2(x), so this player will play the role of the dealer
in the considered sub-protocol. As pointed out the goal of this multiplica-
tion sub-protocol is that at the end of the protocol every player possesses a
share of the secrets product f1(0)f2(0) shared by a k-degree polynomial. In
addition to sharing the polynomials f1(x) and f2(x), the dealer D calculates
also polynomials hi(x) (for 1 ≤ i ≤ k) each of degree k such that the poly-
nomial h(x) defined by h(x) = f(x) −

∑k
i=1 x

ihi(x) has degree k. Note that
h(0) = f(0) = s1s2 holds. Then D also shares each hi(x) by giving to every
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player Pj the value hi(αj). Thus every player Pj can calculate his new share as
follows: h(αj) = f1(αj)f2(αj)−

∑k
i=1 α

i
jhi(αj). So, at the end every player Pj

possesses the required share h(αj).

Randomization Phase
The idea of randomization is the same as we have explained in Chapter 5 for
the proactive VSSs. In short, each player Pi randomly selects a polynomial
qi(x) of degree 2k such that qi(0) = 0, and distributes it. Thus, instead of f(x)
in the degree reduction protocol, the polynomial f(x) +

∑
i qi(x) is used.

9.2.2 A Simplified Multiplication Protocol

Gennaro et al. [GRR98] have proposed a simpler method for computing the
multiplication of two secrets shared among a set of players. The advantage is
that they achieve both degree reduction and randomization in a single step (see
Fig. 9.1).

Reduction Phase:

1. Let f1(x), f2(x) be the sharing of the two secrets s1 and s2.

2. Each player Pi chooses a random polynomial hi(x) of degree k, such
that hi(0) = f1(αi)f2(αi).

3. Player Pi re-shares hi(x) giving to every player Pj the value hi(αj).

4. For some set of honest players A such that |A| = 2k + 1 and with
the recombination vector λ, each player Pj calculates its new share
H(αj) =

∑
Pi∈A λihi(αj).

5. The new shares have the property that any set of honest players B
with |B| > k can restore the secret s1s2.

Figure 9.1: Simplified Threshold Multiplication Protocol [GRR98]

Consider the equations f(αi) = f1(αi)f2(αi) for 1 ≤ i ≤ 2k + 1 and denote
a = (a0, a1, . . . , a2k) and f = (f(α1), f(α2), . . . , f(α2k+1)). Then Ma = f ,
where M is the corresponding (2k+1)× (2k+1) Vandermonde matrix. Denote
by λ the first row of M−1. Then obviously s1s2 = a0 = 〈λ, f〉.

Let the polynomials hi(x) for 1 ≤ i ≤ 2k+1 of degree k satisfy the conditions
hi(0) = f(αi), define H(x) =

∑2k+1
i=1 λihi(x). Note that H(0) is the product

s1s2, that H(x) is of degree k and that H(αj) =
∑2k+1

i=1 λihi(αj). So, if each
player Pi re-shares his share using polynomial hi(x) with the properties defined
above, H(x) will be the desired polynomial. Note that H(x) is also random
because λ is a non-zero vector and there are at least n−k (random) polynomials
hi(x) chosen by the honest players.



162 Multi-Party Computation

9.2.3 Conditions for Existence

Fitzi et al. [FHM98] proved (with a correction due to Damgard [D99]) that an
MPC unconditionally secure against a (k, ka)-adversary exists if and only if

2k + ka < n.

These results can be explained briefly as follows. One needs actually two build-
ing blocks of the multiplication protocol to be secure: the VSS and the degree
reduction protocol. The condition for the VSS to be unconditionally secure
against a (k, ka)-adversary is 2ka+k < n (see Theorem 4.3.4 and Remark 4.3.6),
which is satisfied because ka ≤ k. On the other hand, for the degree reduction
protocol one requires that the polynomial f(x) of degree 2k is uniquely deter-
mined by the shares that the honest players have. Thus n − ka values should
uniquely determine a polynomial of degree 2k which gives the bound above.

Fitzi et al. [FHM98] also introduced “fail-corrupt players” (see Section 2.1.2)
and proved that an MPC unconditionally secure against (k, ka, kf )-adversary
exists if and only if

2k + ka + kf < n.

This result follows from the previous one taking into account that n′ = n− kf
players are not fail-corrupt. Hence one applies the above existence condition
for n′ players, i.e. 2k + ka < n′.

Analogously bounds for the existence of MPC secure against a (k, ka, kf )-
adversary in the cryptographic settings can be established provided homomor-
phic commitment exists (see [GRR98]). We will not consider this case here.

9.3 General Case

Cramer et al. [CDM00] proposed a (non-recursive) solution for the general infor-
mation theoretic model. The authors show that, in order to tolerate an active
adversary, one needs homomorphic commitment schemes and some generic sub-
protocols for making computations with committed values. Following [CDM00]
the security against an active ∆A-adversary A is achieved by means of ho-
momorphic commitments and three auxiliary protocols: Commitment Transfer
Protocol (CTP), Commitment Sharing Protocol (CSP) (see Section 4.2.3) and
Commitment Multiplication Protocol (CMP).

Recall that depending on which model we consider the corresponding ho-
momorphic commitments could be used. In the cryptographic settings any of
the commitments in [CD98] will serve together with Feldman’s or Pedersen’s
(Fig. 4.5) VSS schemes. On the other hand in the information theoretic set-
tings we have a limited choice of commitment schemes, namely only the linear
distributed commitment protocol (Fig. 4.1) of Cramer et al. [CDM00]. For the
rest of this section we will consider only the information theoretic scenario.

9.3.1 A Commitment Multiplication Protocol

This protocol takes place in the same setting as described for CSP (see Sec-
tion 4.2.3) except that we assume the MSP is strongly multiplicative (see Sec-



9.3 General Case 163

tion 3.3.2). The goal is to allow a dealer D who is already committed to the
values s and s′ by commitments [s]D and [s′]D to commit to their product
s′′ = ss′ by [s′′]D.
A CMP is secure against (∆,∆A)-adversary A [CDM00] if:

• Either s′′ = ss′ or all correct players reject the protocol.

• If D is honest, the protocol always results in s′′ = ss′, and the adversary
learns nothing about s′′ (except that s′′ = ss′). Moreover, opening s′′

reveals no information about s and s′ other than their product.

The CMP protocol with negligible error probability is presented in [CDM00],
thus providing unconditional security. Here we will consider only the error-free
(or zero-error) protocol, providing perfect security, which has been presented
in the full version of [CDM00]. Recall that the zero-error CMP protocol can
be constructed only if the MSP is strongly multiplicative (see Definitions 3.3.8,
3.3.9 and 3.3.39).

Lemma 9.3.1. [CDM00, the full version] Let M be a strongly multiplicative
MSP. Then there exists (an efficiently constructible) MSP M′ such that the
following holds:

• For all s,b and s′,b′ there exists a b′′ such that M(s,b) �M(s′,b′) =
M ′(ss′,b′′).

• If a set A is rejected by M then A is rejected also by M′, but Ac is
accepted by M′.

It is easy to see (using the results from Sections 3.3.2, 3.3.3 and 3.3.4) that
we have M ′ = M � M and (ss′,b′′) = (s,b) ⊗ (s′,b′). Thus the first item
follows from Lemma 3.3.41, while the second item is implied by Definition 3.3.8
for strongly multiplicative MSPs.

Note that the protocol in Fig. 9.2 ensures that c1, . . . , cn are a set of shares
of s′′ under the product MSP M′. Even when D is corrupt, for each honest
player Pi he should have ci = aia′i or will be disqualified. But since for a
strongly multiplicative MSP M′ any set of honest players still can determine
uniquely a secret, it follows that indeed s′′ = ss′. A refined analysis shows
the analogy between CMP and CSP described in Fig. 4.4. Let [s′′]D be with
the dealer’s private information (s′′,b) and [b′′j ]D for 2 ≤ j ≤ d2 have the
corresponding dealer’s private information (b′′j , c

j). Denote by R a d×d2 matrix
with first column (s′′,b) and with (b′′j , c

j) as j-th column for j = 2, . . . , d2.
Note that MR is a m × d2 matrix with columns the commitments of D to
s′′ and to the coordinates of b′′ (all commitments are under M). Each [ci]D
is a linear function of the committed values [s′′]D and [b′′j ]D, because ci =
(M �M)i(s′′,b′′). Hence the players can compute [ci]D non-interactively. In
other words [ci]D = MR(M �M)Ti holds, since R(M �M)Ti = (ci, ∗, . . . , ∗).
Note that the commitments [ci]D form an m×m matrix MR(M �M)T , which
is doubly-labelled.
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Commitment Multiplication Protocol:

The following protocol proves that s′′ = ss′, provided that there are
commitments (underM) [s]D, [s′]D and [s′′]D.

1. Dealer D commits to s and s′ using the CSP protocol for M. The
shares ai of s and a′i of s′ are sent privately to Pi, thus Pi is com-
mitted (underM) to his shares by [ai]Pi and [a′i]Pi .

2. Dealer D computes b′′ (as defined in Lemma 9.3.1) and commits
(underM) to each entry of it. From these commitments and [s′′]D,
the players compute by linear operations commitments (underM)
to the shares ci of s′′ underM′, [ci]D where of course D claims that
aia′i = ci for 1 ≤ i ≤ n.

3. Dealer D executes the Open protocol for the commitments [ci]D,
in such a way that all information is sent privately to Pi instead
of being broadcast. Each player checks for his shares whether the
opening succeeded and ci = aia′i holds. If the check fails, Pi accuses
the dealer and opens his own commitments [ai]Pi and [a′i]Pi . In
response D has to open (in public) [ci]D. If Open fails, then D is
deemed corrupt, otherwise Pi is deemed corrupt.

Figure 9.2: Realization of the CMP [CDM00, the full version]

9.3.2 MPC Secure against a Passive/Active Adversary

In this section we will present the solutions for general MPC given by Cramer
et al. [CDM00]. We first consider the passive adversary case. Remember that
without loss of generality one can build for each MSPM computing a Q2 access
structure a multiplicative MSP (see Theorem 3.3.10).

Recall that it is sufficient to show how the addition and the multiplication
gates are handled. Assume that the input values to a gate are s and s′, and
that they are determined by the shares ai and a′i respectively [CDM00].

• Addition gate: Every player Pi computes ai + a′i. This shares determine
s+ s′ as required.

• Multiplication gate: Every player Pi first computes ai.a′i = c̃i.

– Re-Sharing Step: Then Pi re-shares c̃i, resulting in shares ci,j which
are sent to Pj .

– Recombination Step: At the end every player Pj computes cj =∑n
i=1 rici,j , with a fixed recombination vector (r1, . . . , rn) ofM. The

shares cj determine s′′ = ss′ as required.

The proof that this protocol is secure against a passive adversary relies on the
linearity of the SSS and the multiplication property.
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Theorem 9.3.2. [CDM00] Let F be a field,M be an MSP, A be an adversary
with Q2 adversary structure ∆A (∆A = Γ(M)c), and let C be an arithmetic
circuit. Then there exists an MPC protocol secure against a passive adversary A
evaluating C over F in the information theoretic scenario. Its communication
complexity (in terms of the number of field elements to be communicated) is
polynomial in log(F), size(M), and |C| (the number of multiplication gates in
C).

Consider now an active adversary. As shown in [CDM00] the CTP, CSP
and CMP protocols allow to modify the passively secure MPC protocol, in such
a way that at every stage of the MPC every player is committed to its current
intermediary results. This guarantees the detection of corrupt players and thus
provides security against an active adversary. In other words in the presence
of active adversary all inputs and intermediate results are VSS shared. Namely
each such value s is shared using M by committed shares [ai]Pi . As pointed
out before it is sufficient to show how addition and multiplication gates are
handled. Assume again that the input values to a gate are s and s′, determined
by the committed shares [ai]Pi and [a′i]Pi [CDM00].

• Addition: Every player Pi computes non-interactively ai + a′i and [ai +
a′i]Pi . The linearity of the SSS and the commitments [ai + a′i]Pi uniquely
determine s+ s′ as required.

• Multiplication: Every player Pi computes ai.a′i = c̃i, commits to it and
then performs CMP on the inputs [ai]Pi , [a′i]Pi and [c̃i]Pi .

– Re-Sharing Step: Pi applies a CSP to [c̃i]Pi , resulting in the com-
mitments [ci,j ]Pj . We will give below a description how to recover c̃i
if Pi is corrupt and fails to execute this correctly.

– Recombination Step: Every player Pj computes non-interactively
cj =

∑n
i=1 rici,j , with a fixed recombination vector (r1, . . . , rn) of

M, and also

[cj ]Pj =
n∑
i=1

ri[ci,j ]Pj = [
n∑
i=1

rici,j ]Pj .

The commitments [cj ]Pj determine s′′ = ss′, using the strongly mul-
tiplication property ofM, as required.

If player Pi fails to execute the multiplication and the re-sharing step above
then in general a secure and efficient approach to deal with cheaters is to use
the fact that each value that a player is committed to is shared in a verifiable
way. Then, if the player fails, the honest players can immediately open all their
secret values and simulate the failed player openly.

Theorem 9.3.3. [CDM00] Let F be a field, M be a strongly multiplicative
MSP, A be an adversary with a Q3 adversary structure ∆A (∆A = Γ(M)c),
and let C be an arithmetic circuit. Then there exists an MPC protocol perfectly
secure against an active adversary A evaluating C over F in the information
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theoretic scenario. Its communication complexity (in terms of the number of
field elements to be communicated) is polynomial in log(F), size(M), and |C|
(the number of multiplication gates in C).

In the cryptographic case the corresponding result is as follows.

Theorem 9.3.4. [CDM00] Let F be a field,M be an MSP, A be an adversary
with a Q2 adversary structure ∆A (∆A = Γ(M)c), and let C be an arithmetic
circuit. Assume also that trapdoor one-way permutations exist, or equivalently
that there exists a homomorphic commitment based on a general computational
assumption. Then there exists an MPC protocol secure against an active adver-
sary A evaluating C over F in the cryptographic scenario. Its communication
complexity (in terms of the number of field elements to be communicated) is
polynomial in log(F), size(M), and |C| (the number of multiplication gates in
C).

9.3.3 A Simplified Multiplication Protocol

In this section we propose a generalization of the simplified multiplication proto-
col of Gennaro et al. [GRR98] (see Section 9.2.2). Consider a multiplication gate
with two inputs s1 and s2. Let the two secrets s1 and s2 be shared using MSPs
M1 = (F,M (1), ε1, ψ1) andM2 = (F,M (2), ε2, ψ2) and letM be their product
MSP. Choose an MSP M3 = (F,M (3), ε3, ψ3) such that Γ(M3) ⊇ Γ(M), in
this case we say that Γ(M) is reduced to Γ(M3) and we call the access structure
Γ(M3) and the MSP M3 reduced. In order to clarify this notion we give an
example with the threshold case (see Section 9.2.2), where Γ(M1) and Γ(M2)
are (k, n) access structures, thus Γ(M) is a (2k, n) access structure and it is
reduced to Γ(M3) which is again an (k, n) access structure. The simplified
general multiplication protocol is presented in Fig. 9.3.

Lemma 9.3.5. The protocol described in Fig. 9.3 is secure against a passive
Q2 adversary.

Proof. We will show that the considered protocol is correct and secure against a
passive adversary. From Lemma 3.3.41 one has with s1 = M (1) (s1,a) and s2 =
M (2) (s2,b) that s = s1 � s2 = (M (1) �M (2)) ((s1,a) ⊗ (s2,b)) = M (s1s2, c).
Therefore after the local computation of the shares every player has a share of
the product, that now corresponds to MSP M. Thus for any set A ∈ Γ(M)
there exists a recombination vector λ such that MT

A λ = ε or, in other words,
〈λ, sA〉 = s1s2, where as usual sA = MA (s1s2, c) contains the shares of the
players in A.

Denote the target vector of M3 by ε3. Let the vectors hi for i = 1, . . . ,m
be such that the first coordinate of hi is si, i.e., 〈hi, ε3〉 = si. Recall that these
vectors hi are used to re-share the shares si. Denote by W the matrix consisting
of columns hi for i = 1, . . . ,m and by W̃ the matrix consisting of columns hi

for Pi ∈ A and for the fixed set A ∈ Γ(M) (see the protocol). It is easy to
verify that 〈W̃ λ, ε3〉 = s1s2, since

〈W̃ λ, ε3〉 =
∑
Pi∈A

λi 〈hi, ε3〉 =
∑
Pi∈A

λi si = 〈λ, sA〉 = s1s2 .
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Reduction Phase:

1. Let s1 = M (1) (s1,a), s2 = M (2) (s2,b) be sharings of secrets s1
and s2. Assume for the sake of simplicity that they own one share
from each of the access structures and denote them by s1i and s2i .

2. Each player Pi multiplies locally his share, i.e., s1i s2i = si.

3. Player Pi chooses a random vector hi (with length equal to the
number of columns of the matrix M (3)) such that its first coordinate
is the product of his shares, i.e. si.

4. With the MSP M3 and the corresponding VSS protocol, player Pi
re-shares its product si, calculating M (3) hi.

5. In this way every player Pj receives from player Pi a temporary
share, say tsij = M

(3)
j hi.

6. Recall that during the execution of VSS protocols a set A of honest
players is maintained. For this set A ∈ Γ(M) with corresponding
recombination vector λ, each player Pj calculates his new share nsj
by nsj =

∑
Pi∈A tsij λi.

7. The new shares have the property that any set of honest players
B ∈ Γ(M3) can restore the secret s1s2.

Figure 9.3: Simplified general Multiplication Protocol

Then re-sharing the vectors hi with M3 one has M (3) hi = tsi, which are
the temporary shares for the secret si. Note that for any B ∈ Γ(M3) there
exists a recombination vector λ̃ such that (M (3)

B )T λ̃ = ε3 or, in other words,
〈λ̃, tsiB〉 = si, where again tsiB = M

(3)
B hi. Let the matrix U consist of columns

tsi for i = 1, . . . ,m and the matrix Ũ consist of columns tsi for Pi ∈ A and
A ∈ Γ(M). Hence U = M (3) W and Ũ = M (3) W̃ . Notice that U corresponds
to the temporary shares of all hi’s. And finally denote by ns the new shares
defined by ns = Ũ λ =

∑
Pi∈A λi tsi.

Note that nsj = Ũj λ = M
(3)
j (W̃ λ) is the new share of player Pj corre-

sponding to the secret s1s2 distributed by the MSPM3 and it is obtained using
only the temporary shares of the players from A ∈ Γ(M). Let B ∈ Γ(M3).
Then

〈nsB, λ̃〉 = 〈ŨB λ, λ̃〉 =
∑
Pi∈A
〈tsiB λi, λ̃〉 =

∑
Pi∈A

λi 〈M (3)
B hi, λ̃〉

=
∑
Pi∈A

λi 〈hi, (M (3)
B )T λ̃〉 =

∑
Pi∈A

λi 〈hi, ε3〉 = 〈W̃ λ, ε3〉

= s1s2 ,
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which completes the proof.

Note that it is possible to choose Γ(M3) to be equal to Γ(M1) or to Γ(M2)
for example.

9.3.4 A Perfectly Secure Reduction Protocol

In this section we propose a perfectly secure reduction protocol, which allows
the players to reduce one access structure, e.g. Γ, to another access structure
Γ3. The protocol is an analog (for the general access structures case) of the
approach used by Ben-or et al. [BGW88] (see Section 9.2.1). This reduction
protocol turns out to be a generalization of the reduction protocol of Cramer et
al. in the sense that we can choose to reduce Γ to the initial access structures
Γ1 or Γ2, or to a new access structure Γ3. This protocol is also more efficient,
since it uses fewer verifiable secret sharing schemes.

Note that it is not sufficient just to know how to multiply securely two
secrets (shared by M1 and M2), in order to perform general MPC, since with
each multiplication the product access structure Γ(M1 �M2) becomes smaller
(i.e. Γ(M1 �M2) ( Γ(M1) and Γ(M1 �M2) ( Γ(M2) see Proposition 3.3.43).
Hence besides multiplying securely we need a reduction protocol to reduce the
access structure Γ(M1 �M2) to another access structure Γ(M3). The solution
that we propose is analogous to the one in the threshold case. In other words,
in this section we build an efficient perfectly secure protocol for multiplication,
which is an important step in order to achieve a general, secure MPC. The
main hurdle to overcome in the reduction protocol is an additional check on the
commitment to the re-shared shares.

LetMi = (F,M (i), εi, ψi) for i = 1, 2, 3, 4 be MSPs where M (i) is an mi×di
matrix and let ϕi be the “inverse” functions of ψi. Let M = M1 � M2 be
the multiplicative product MSP. Hence M is an m × d1d2 matrix, where m =∑

i |ϕ1(i)||ϕ2(i)|. Note thatM =M3 �M4 implies that M (1) �M (2) = M (3) �
M (4), d1d2 = d3d4 and |ϕ1(i)||ϕ2(i)| = |ϕ3(i)||ϕ4(i)|. Now we will present a
protocol which handles a multiplication gate (see Figures 9.4 and 9.5). Thus
at the end of the protocol each player Pu possesses new shares Zu (shared by
MSPM3) of the product s1s2.

Lemma 9.3.6. The protocol described in Figures 9.4 and 9.5 is perfectly secure
against a (∆1,∆2,∆A)-adversary.

Proof. In the Local Computation Phase the players compute their shares re-
garding M. Recall that R = R(1) ⊗ R(2) hence it is a d1d2 × d1d2 symmet-
ric matrix and the value in the upper left corner of R is the product s1s2.
From Lemma 3.3.31 we have that (M (1) �M (2))(R(1) ⊗ R(2)) = (M (1) R(1)) �
(M (2) R(2)). Thus if player Pj locally computes the ⊗ product of his shares he
obtains his new share Uj ⊗Wj . The new shares have following properties:

• The new shares satisfy the pair-wise check, namely:

(M (1)
i ⊗M

(2)
i )(Uj ⊗Wj)T = (M (1)

i UTj )(M (2)
i W T

j ) =

(Ui (M (1)
j )T )(Wi (M (2)

j )T ) = (Ui ⊗Wi)(M
(1)
j ⊗M

(2)
j )T .
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Reduction Protocol

1. The set-up:
Assume that the input values to a multiplication gate are s1 and
s2. Let s1 be shared using a VSS by means of MSP M1 with a
symmetric d1×d1 matrix R(1), i.e., let Uj = M

(1)
j R(1) be the shares

of Pj (Uj is a |ϕ1(j)|×d1 matrix). Analogously, let s2 be shared by
means of MSP M2 with a symmetric d2 × d2 matrix R(2), i.e. let
Wj = M

(2)
j R(2) be the shares of Pj (Wj is a |ϕ2(j)| × d2 matrix).

2. Local Computation Phase:
Every player Pj locally computes the tensor ⊗ product of his shares,
thus he obtains his new share Uj ⊗ Wj (which is a |ϕ(j)| × d1d2

matrix). This share corresponds to MSP M and to matrix R =
R(1) ⊗R(2).

3. Decomposition Phase
Every player Pj computes the vectors x(i,j) ∈ Fd3 satisfying

Uj ⊗Wj =
d4∑
i=1

x(i,j) ⊗ ei (9.1)

where ei = (0, . . . , 0, 1, 0, . . . , 0) ∈ Fd4 for i = 1, . . . , d4.

Figure 9.4: Reduction Protocol – part I

• Note that the new “true part” of the shares is the product of the “true
parts” of the old shares, i.e.

(Uj ⊗Wj)ε = (Uj ⊗Wj)(ε1 ⊗ ε2) = (Uj ε1)⊗ (Wj ε2).

• In the product MSPM for any qualified group of players A ∈ Γ(M) there
exists a recombination vector λ such that the players can reconstruct
together the product of the secrets – s1s2.

〈(UA �WA)ε,λ〉 = s1s2.

In the Decomposition Phase the players cut their shares in suitable sub-
shares. It is easy to see that for any two vectors Uj ∈ Fd1 and We ∈ Fd2 there
exist uniquely defined vectors x(i,j,e), x̃(i,j,e) ∈ Fd3 for i = 1, . . . , d4, such that

Uj ⊗We =
d4∑
i=1

x(i,j,e) ⊗ ei and Uj ⊗We =
d4∑
i=1

ei ⊗ x̃(i,j,e).

It is obvious that (Uj ⊗We)ε = x(1,j,e)ε3 = x̃(1,j,e)ε3. For simplicity we denote
x(i,j,j) by x(i,j).
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Reduction Protocol

4 Degree Reduction Phase:
Every player Pj re-shares the first coordinate of the vector x(i,j), i.e.
x(i,j)ε3, for i = 1, . . . , d4 using a VSS. Denote the different copies
of VSSs by V SS(i). For each V SS(i) the player uses a symmetric
d3 × d3 matrix R(i,j), such that its first row (column) is x(i,j) from
(9.1). So, every player Pu receives from Pj temporary shares:

V (i,j)
u = M (3)

u R(i,j).

All players verify the commitments of Pj using the usual pair-wise
check for each V SS(i). Now we need to ensure that player Pj
re-shares the correct vectors x(i,j). Pj computes for u 6= v the
commitment value

A′u,v = 〈M (3)
u ⊗M (4)

v , Uj ⊗Wj〉

and sends it privately to Pv. To perform this check every player
Pu uses his old shares Uu and Wu together with the newly received
shares V (i,j)

u (1 ≤ i ≤ d4) from Pj and some public information.
First Pu checks that

〈M (1)
j , Uu〉〈M (2)

j ,Wu〉 =
d4∑
i=1

〈M (4)
u , ei〉〈V (i,j)

u , (ε3)T 〉.

Then he computes

Au,v =
d4∑
i=1

〈M (4)
v , ei〉〈V (i,j)

u , (ε3)T 〉

and sends Au,v privately to Pv. Using the exchanged values every
pair of players verifies that Au,v = A′u,v.

5 The New Shares:
Finally, in order to complete the protocol we need to define the
new shares. Recall that during the execution of VSS protocols a
set A of honest players is maintained. For this set A ∈ Γ(M) with
recombination vector λ, each player Pu computes his new shares:

Zu =
∑
Pj∈A

λjV
(1,j)
u .

Figure 9.5: Reduction Protocol – part II
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In the Degree Reduction Phase, Player Pj , who plays the role of the dealer,
re-shares (VSS) the computed in the previous phase sub-shares x(i,j) using MSP
M3. All players verify the commitments of Pj using the usual pair-wise check
for each VSS. Additional Check ensures that player Pj re-shares the correct
vectors x(i,j), We first prove some equalities.

〈V (i,j)
u , (ε3)T 〉 = 〈M (3)

u R(i,j), (ε3)T 〉 (9.2)
= 〈M (3)

u , (R(i,j)ε3)T 〉 = 〈M (3)
u ,x(i,j)〉,

〈M (3)
u ⊗M (4)

u ,x(i,j) ⊗ ei〉 = 〈M (3)
u ,x(i,j)〉〈M (4)

u , ei〉, (9.3)

〈M (1)
u ⊗M (2)

u , Uj ⊗Wj〉 = 〈M (1)
u , Uj〉〈M (2)

u ,Wj〉 (9.4)

= 〈M (1)
j , Uu〉〈M (2)

j ,Wu〉.

Now using (9.1) together with (9.2), (9.3), and (9.4) it is easy to prove that
player Pu can make an additional self-check whether Pj has re-shared correctly
the shares in the degree reduction phase. The pairwise check part (A′u,v = Au,v)
is analogous to a DC (VSS) scheme case (see the proof of Theorem 4.2.2). Note
that this additional check protocol ensures that the true parts of the shares
Uj ⊗Wj (shared byM) are now re-shared to V (1,j)

u (shared byM3).
Finally, in the The New Shares Phase the new shares are defined. First

observe that the following two properties hold:

• For any group of players B ∈ Γ(M3) there exists a recombination vec-
tor λ̃ for MSP M3 such that the players together can reconstruct the
first coordinate of the vector x(i,j), i.e., x(i,j)ε3, for i = 1, . . . , d4 (the
reconstruction phase of V SS(i)) by means of:

〈λ̃, V (i,j)
B ε3〉 = x(i,j)ε3, (9.5)

• For any group of players A ∈ Γ(M) there exists a recombination vector
λ for the MSPM such that they can reconstruct together the product of
the secrets s1s2:

〈λ,x(1,A)ε3〉 = 〈λ, (UA �WA)ε〉 = s1s2. (9.6)

Here the equality follows from the Local Computation Phase and from the
note in the Decomposition Phase.

The new shares Zu satisfy all the necessary properties as we shall now show:

• The pair-wise check holds:

M (3)
v ZTu =

∑
Pj∈A

λjM
(3)
v (V (1,j)

u )T = (
∑
Pj∈A

λjV
(1,j)
u )(M (3)

v )T = Zv(M (3)
u )T .
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• The players in any group B ∈ Γ(M3) with recombination vector λ̃ can
together reconstruct the secret (the product) s1s2 using (9.5) and (9.6)
as follows:

〈λ̃, ZBε3〉 =
∑
Pu∈B

λ̃uZuε
3 =

∑
Pu∈B

λ̃u(
∑
Pj∈A

λjV
(1,j)
u ε3)

=
∑
Pj∈A

λj(
∑
Pu∈B

λ̃uV
(1,j)
u ε3) =

∑
Pj∈A

λj〈λ̃, V (1,j)
B ε3〉

=
∑
Pj∈A

λjx(i,j)ε3 = 〈λ,x(1,A)ε3〉 = s1s2.

Efficiency: In [CDM00] (see the CMP from Fig. 9.2) every player computes
c̃i, commits to this value and performs the CTP and CSP protocols. In the
multiplication (CMP) protocol we have a similar situation as for the re-sharing
(CSP) protocol, but now the vector to which a player should commit has length
d2 (or at least d2+d

2 in general). On the other hand the multiplication protocol
described above uses only d4 + 1 VSSs. In order to compare the efficiency of
the protocols set d1 = d2 = d3 = d4 = d. Then for every player we use approx-
imately d times fewer VSSs. Therefore the multiplication protocol is d times
more efficient. Recall that there are cases in which d and m are asymptotically
equivalent [PS98]. Thus comparing the efficiency of the described protocol with
the result from Theorem 9.3.3, the communication complexity (which is poly-
nomial in log(F), size(M), and |C|) is improved by reducing d times the degree
of size(M).

9.3.5 Conditions for Existence

Passive Adversary - Information Theoretic Model
Consider the information theoretic model and a passive adversary A. We
will use the notations from Section 9.3.3. It was shown in Section 3.3.4 that
(strongly) multiplicative product MSPs result in a more efficient approach com-
pare to the blow-up (doubling) construction (see Theorem 3.3.46). To recall we
use for an MSP M its dual MSP M⊥ to build their multiplicative product
MSP M �M⊥. The simplification protocol is secure against a Q2 adversary
as proven in Lemma 9.3.5. Denote by M̃ the MSP obtained by the blow-up
construction.

Example 9.3.7. Consider the following examples of functions that we want to
compute in a secure MPC:

s1s2: as shown above, we need to share s1 by M and s2 by M⊥ and we are
twice as efficient. Note that this is the best possible improvement that can
be achieved, since the two inputs must always be shared by two MSPs.

s2: by sharing s by M and M⊥ we achieve the same efficiency as sharing it by
M̃ .
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s1s2 + s2s3 + s3s1: we share s1 by M and s2 by M⊥, but then we are forced to
share s3 both by M and M⊥, (i.e. by M̃). Thus our approach is 3

2 times
more efficient then the approach proposed in [CDM00].

Corollary 9.3.8. In the passive adversary scenario the proposed approach is in
the best case twice as efficient and in the worst case as efficient as the blow-up
construction.

On the other hand the fact that we use two different MSPs to share the
inputs in every multiplication gate makes the computation of a given arithmetic
circuit more complicated when compared to the case when all inputs are shared
just by one MSP. Since the function we want to compute is public it is required
in our approach to figure out in advance for each multiplication gate which
MSP we will use (M , M⊥ or M̃). We can think of this as a graph which is
colored with two colors (for M and M⊥), but some nodes can be colored by
both colors. Thus the following question arises.

An open problem is the classification of those functions for which the cor-
responding circuit can be “colored” by just two colors, such that there are no
nodes which need to be colored by both colors.

Active Adversary – Cryptographic Model
Consider the cryptographic model and an active adversary A and recall that
we use the notations from Section 9.3.3. We will prove that in order to build an
MPC protocol secure against an active adversary in the cryptographic model it
is sufficient for the MSPs M1, M2, M3 to satisfy the VSS conditions and for
M to be the strongly multiplicative product of MSPsM1 andM2. Again using
the simplified multiplication protocol (see Fig. 9.3), and the computationally
secure homomorphic commitments (a computationally secure VSS plus one-way
trapdoor permutations) [GRR98, CDM00] we can reduce the access structure
Γ(M) to any access structure Γ(M3) (see Section 4.3.4). Denote as usual
∆i = Γ(Mi)c. Hence we obtain the following result.

Theorem 9.3.9. Let F be a field, A be an (∆1,∆2,∆A)-adversary and let C
be an arithmetic circuit. Assume that trapdoor one-way permutations exist, or
equivalently that exists a homomorphic commitment based on general computa-
tional assumption. Assume also that the following relations hold

Γ⊥A ⊆ Γ(M) ⊆ Γ(M1) ] Γ(M2), Γ⊥A ⊆ Γ(Mi), for i = 1, 2, 3,

where M =M1 �M2 and Γ(M3) is the reduced access structure. Then there
exists an MPC protocol secure against an active (∆1,∆2,∆A)-adversary evalu-
ating C over F in the cryptographic scenario, which is more efficient than the
result of Theorem 9.3.4.

Proof. As proven in Lemma 9.3.5 the protocol in Fig. 9.3 is correct and secure
against a passive adversary. The described protocol is standardly transformed
from secure against a passive adversary to secure against an active adversary
using the linearity of the scheme and homomorphic commitments based on a
general computational assumption.
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Active Adversary - Information Theoretic Model
Consider the information theoretic model and an active adversary A. We will
use the notations from Section 9.3.4. In order to build an MPC protocol per-
fectly secure against an active, adaptive adversary in the information theoretic
model it is sufficient that the used MSPs satisfy the VSS conditions (see Sec-
tion 4.3.4) and Γ is the strongly multiplicative product of the initial MSPs. By
combining Proposition 3.3.43 and the VSS conditions (see Section 4.3.4) with
Lemma 9.3.6 the following result follows.

Theorem 9.3.10. Let F be a field, A be a (∆1,∆2,∆A)-adversary and let C
be an arithmetic circuit. Let M = M1 � M2 = M3 � M4. Assume also that
the following relations hold

Γ⊥A ⊆ Γ(M) ⊆ Γ(M1) ] Γ(M2), (ΓA ] ΓA)⊥ ⊆ Γ(Mi), for i = 1, 2, 3, 4,

where ∆i = Γ(Mi)c for i = 1, 2, 3, 4 and Γ(M3) is the reduced access structure.
Then there exists an MPC protocol perfectly secure against a (∆1,∆2,∆A)-
adversary evaluating C over F , which is more efficient comparing to the result
of Theorem 9.3.3.

It is easy to see that MSPs M3 and M4 that satisfy the condition of the
theorem always exist, e.g. M1 = M3 and M2 = M4. In the threshold case
there exist several pairs of MSPs that satisfy the assumption of Theorem 9.3.10.
Thus the picture in the general access structure appears to be analogous to that
in the threshold case [D99, FHM98].

Note also that Maurer’s [M02] necessary and sufficient condition P /∈ ∆1 ]
∆1 ] ∆A is satisfied (in case Γ(M1) = Γ(M2)). On the other hand, this
condition does not guarantee that Γ⊥A ⊆ Γ(M), when Γ(M) & Γ(M1)]Γ(M1).

9.3.6 Quorums and Passive/Active Adversary

As we have mentioned in Section 9.1, Beaver and Wool [BW97] used so-called
quorum access structures to build an MPC secure against a passive adversary.
In this section we will show the limitation of the quorums and argue that quo-
rums with stronger intersection properties are needed when considering active
adversaries. Quorum access structures can be defined as follows.

Definition 9.3.11. [BW97] A set system Q is a collection of subsets Qi ⊆
P. A quorum system is a set system Q that has the intersection property:
Qi ∩Qj 6= ∅ for all Qi, Qj ∈ Q. The sets of the system are called quorums.

Definition 9.3.12. [BW97] Let Q be a quorum system. Let Γ(Q) = {A :
∃ Q ⊆ A,Q ∈ Q} be the collection of sets containing some quorum, and let
∆(Q) = {B : Bc ∈ Γ(Q)} be the collection of sets whose complement contains
a quorum. The quorum access structure of Q is the tuple (Γ(Q),∆(Q)) if
Γ(Q) ∩∆(Q) = ∅.

Consider the tuple (Γ⊥A,∆A). It is easy to verify that the tuple (Γ⊥A,∆A) is
a quorum access structure if and only if ∆A is Q2, where the quorum system is
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Q = (Γ⊥A)−. Thus the result of Beaver and Wool [BW97] for the passive case
imposes the same requirements on the adversary structure as in [HM97].

Recall that in the presence of an active adversary a VSS exists if and only
if (ΓA ] ΓA)⊥ ⊆ Γ or equivalently, using Corollary 2.2.14, if and only if Γ⊥A ◦
Γ⊥A ⊆ Γ. The latter requirement is is equivalent to the existence of a quorum
system (Γ⊥A)− that satisfies in addition the following stronger condition: every
intersection of quorums must be in Γ. Hence in order to have a VSS secure
against an active adversary A the tuple (Γ⊥A,∆A) should be a quorum system
satisfying this stronger condition.

On the other hand, in the presence of an active adversary an MPC exists if
and only if Γ⊥A ⊆ Γ ] Γ, or equivalently if and only if (Γ ] Γ)⊥ ⊆ ΓA. Again
using Corollary 2.2.14 we obtain Γ⊥ ◦ Γ⊥ ⊆ ΓA. The latter requirement is
equivalent to the existence of a quorum system (Γ⊥)− that satisfies in addition
the following stronger condition: every intersection of quorums must be in ΓA.
Therefore in order to have an MPC secure against an active adversary it is not
sufficient for the tuple (Γ⊥,∆) to be only a quorum access structure, but it
should satisfy a stronger condition. Thus we showed that when the adversary
is active the quorum access structures does not suffice. In fact, one should
impose stronger conditions on the quorum access structure in order to ensure
the security of the protocol.
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Samenvatting

De vraag wie je kuntvertrouwen, is essentieel voor iedere persoon in elke situatie, maar
is van het grootste belang als veiligheid vereist is. Er zijn veel voorbeelden waar zelfs
welbekende, betrouwbare partijen kwaadwillend worden. De motieven kunnen ver-
schillen, maar het uiteindelijke resultaat is steeds hetzelfde: zij kunnen niet langer
vertrouwd worden. Een bekende oplossing voor dit probleem, vooral als de belan-
gen groot zijn, is om in plaats van je vertrouwen aan één (betrouwbare) instantie te
schenken, je vertrouwen te verdelen over een groep van instanties. Dit moet dan zo
gedaan worden dat bepaalde, welgedefinieerde groepen in staat zijn een handeling uit
te voeren, maar kleinere, mogelijk kwaadwillende deelgroeperingen geen schade kunnen
berokkenen aan het systeem. Er zijn verschillende bekende cryptografische ideeën die
de vraag hoe vertrouwen te delen aan de orde stellen. We noemen hier secret shar-
ing schema’s (schema’s die geheimen delen), controleerbare secret sharing schema’s en
multi-party berekeningen (berekeningen met meerdere partijen).

Shamir en Blakley hebben onafhankelijk van elkaar secret sharing schema’s on-
twikkeld als een instrument om een geheim te beschermen; hierbij deelt de zgn. gever
het geheim over de spelers. Het delen wordt op een zodanige manier uitgevoerd dat
alleen bepaalde welomschreven deelgroepen van de spelers in staat zijn het geheim te
reconstrueren, terwijl kleinere deelgroepen absoluut geen informatie over het geheim
hebben. Een krachtigere versie, die controleerbare secret sharing schema’s heet, is
bestand tegen corrupte spelers.

Multi-party berekeningen vormen een bouwsteen die een groep van deelnemers,
ieder met geheime invoer, in staat stelt een berekening uit te voeren op al die invoer,
maar op een dusdanige manier dat ieder van hun het resultaat van die berekening ver-
werft maar niets anders. In theorie zou elke invoer over een geheim kanaal naar een
betrouwbare partij gestuurd kunnen worden, die dan het gewenste resultaat berekent
en dat weer terugstuurt naar alle deelnemers. Het doel van multi-party berekeningen
is de spelers de berekening te laten uitvoeren zonder die betrouwbare partij en tegeli-
jkertijd de veiligheid van dit theoretische model in stand te houden, zelfs als sommige
deelnemers oneerlijk worden.

Dit proefschrift bestaat uit twee delen. In het eerste deel beschrijven we grondbe-
grippen en -beginselen, zoals een toegangsstructuur, tegenstandersstructuur en secret
sharing schema’s. Dan worden lineaire secret sharing schema’s ingevoerd door middel
van het equivalente algebräısche concept van monotone span programs. Het laatste
hoofdstuk behandelt controleerbare secret sharing schema’s die garanderen dat het de-
len bestand is tegen oneerlijke spelers en die dit zelfs kunnen ontdekken en corrigeren.
Deze eigenschappen maken controleerbare secret sharing schema’s een gewilde bouw-
steen in meer geavanceerde protocollen.

Het tweede deel is gewijd aan diverse toepassingen van de technieken van het eerste
deel. Proactieve controleerbare secret sharing schema’s worden ontworpen voor een
krachtigere tegenstander dan in de gewone secret sharing schema’s, namelijk een mo-
biele tegenstander die in staat is om in verloop van de tijd te bewegen over de spelers
met dien verstande dat er op elk gegeven tijdstip een beperking is aan het aantal
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onder zijn controle staande spelers. Vervolgens wordt aangetoond hoe een proactief
secret sharing schema gebruikt kan worden om een opgedeeld sleutelverdeelcentrum te
ontwerpen. Andere toepassingen van secret sharing schema’s zijn afmeet schema’s en
opgedeelde oblivious transfer. In het laatste hoofdstuk beschrijven we een van de meest
geavanceerde algoritmes in de cryptografie, namelijk multi-party berekeningen.
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