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Abstract According to the World Health Organization, road traffic injuries are one of the leading 

causes of death in the modern era. The primary factors that lead to this issue are traced in 

faulty driving habits of humans, such as speeding, reckless driving, and distracted driving. 

The development of self-driving cars makes this problem even more complicated, consid-

ering that autonomous vehicles must exhibit human-like driving behavior to be 

harmonically integrated into public roads. In addition, the dependency of self-driving ve-

hicles to their software raises the concern of whether their behavior will change unexpect-

edly with every new software update. In response to that, TNO envisioned the Vehicular 

Safety and Security Evaluation and Logging (VESSEL) System. The purpose of the 

VESSEL is to monitor the driving behavior of humans and autonomous vehicles to ensure 

that they comply with the same notion of correct driving behavior. This report describes 

the Proof of Concept (PoC) design and implementation of the VESSEL System. Initially, 

we introduce the metrics and rules that we considered as representatives of the notion of 

correct driving behavior. Then, we describe the design and implementation phases of the 

VESSEL System PoC. Finally, we discuss the deployment of the system and the integration 

process with a TNO Carlab vehicle that led to the demonstrable prototype. 
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Preface 
This technical report presents the outcome of the project “Proof of concept design 

and implementation of a driving behavior monitoring system.” This project was 

conducted by Konstantinos Karmas as his final thesis for the Professional Doctor-

ate in Engineering (PDEng) program in Software Technology, provided by the 

Eindhoven University of Technology (TU/e), Stan Ackermans Institute. The pro-

ject was initiated by the Integrated Vehicle Safety department of TNO, the leading 

Dutch research organization, as part of the envisioned Vehicular Safety and Secu-

rity Evaluation and Logging (VESSEL) system.  

This report is intended for both technical and non-technical readers. However, it 

primarily targets researchers, system engineers, and software engineers in the au-

tomotive domain. In general, readers should refer to Chapters 1 and 2 to understand 

the purpose of the project and how the intended system differs from the existing 

marketed systems. 

Readers who want to know more about how the driving behavior is approached 

should refer to Chapter 4, while readers who are interested in the automotive do-

main are invited to read Chapter 5. Chapters 6 to 11 are intended for technical au-

diences interested in the design, implementation, deployment, and testing of the 

system. Readers who look for the results and recommendations should read Chap-

ter 12. Finally, project managers are invited to read Chapters 3, 13, and 14. 

 

Konstantinos Karmas 

October 2019 
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Executive Summary 
In the last decade, vehicle manufacturers have been racing to create fully Autono-

mous Vehicles (AV). These vehicles are aimed to be deployed in typical traffic 

situations, continually interacting with human drivers. Two concerns are raised by 

AVs:  

• For human drivers to accept AVs in traffic, the AVs must exhibit the 

same safe driving behavior as humans.  

• Since AVs will be updated through over-the-air updates, it needs to be 

ensured that their behavior does not change with every new software 

version. 

In response to that, TNO’s Integrated Vehicle Safety department envisioned the 

VESSEL System. VESSEL stand for Vehicular Safety and Security Evaluation and 

Logging and is aimed to monitor the behavior of human drivers and AVs, and make 

sure that they comply with the same notion of correct driving behavior.  

The goal of this project is to design and develop a Proof of Concept (PoC) of the 

VESSEL System that can monitor the driving behavior of a vehicle. To achieve 

this goal, the project is divided into three phases: 

• The first phase covers the process of defining an initial set of rules that 

can be used to describe the notion of correct driving behavior.  

• The second phase includes the design and implementation of the VES-

SEL System PoC.  

• The third phase covers the deployment of the VESSEL System PoC on 

TNO’s Volkswagen (VW) Jetta Carlab vehicle.  

The result of the first phase is the definition of the notion of correct driving behav-

ior. A vehicle is considered to comply to this notion when it follows the traffic rules 

and drives safely, with the assumption that its systems are healthy. The traffic rules 

are represented by the speed limit rule and the two-second inter-vehicle distance 

rule. Safe driving is represented by a set of longitudinal behavioral rules called 

Surrogate Proximity Indicator (SPI) rules, which take into account the traffic envi-

ronment of the vehicle.  

The outcome of the second phase is the design of the VESSEL System PoC, which 

is split into the following three subsystems: 

• The VesselBox: a component that interfaces with the vehicle to retrieve 

its data during normal operation, check the rules, and send the data to the 

web server. 

• The VESSEL Server: a web server that retrieves and stores the vehicle 

data received from the VesselBoxes. 

• The VESSEL Monitoring Application: a desktop application that re-

quests data from the VESSEL server to display it in a User Interface. 

Finally, the third phase led to the functional PoC that was demonstrated on the VW 

Jetta Carlab vehicle during its normal operation in traffic. The compliance of the 

vehicle with the rules defined in the first phase could be observed remotely from 

the VESSEL Monitoring Application, which validated the correct operation of the 

VESSEL System. 

As further steps, we recommend that the system be enriched with additional driving 

behavior rules. In addition, the VESSEL server must be secured to ensure integrity 

and privacy of the stored vehicle data. Finally, the system currently relies on the 

data produced by the VW Jetta Carlab vehicle. This dependency can be removed 

by making the VESSEL System capable of interpreting the vehicle’s surroundings 

by itself, hence making it deployable on autonomous and non-autonomous com-

mercial vehicles. 
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1.Introduction 
This chapter provides an introduction to the project. Initially, the context of the project 

is mentioned along with the motivation behind it. Then, we reveal the system that was 

envisioned and how this PDEng graduation project fits into this vision. Finally, the 

outline section gives an overview of the structure of this report. 

1.1 Context 
Motor vehicles are an integral part of everyday life. Ever since the 19th century, they 

have penetrated the market vigorously to meet the demands of the seemingly simple 

task of travelling from point A to point B.  

Despite its simplicity, this task poses a substantial threat to the well-being of the vehi-

cle’s passengers and the rest of the road users, due to the risk of being involved in a 

crash. Figure 1 shows the number of deaths, along with the fatality rates in the United 

States, from 1913 to 2017. 

 

Figure 1 - Death rates and total deaths per year in the US, from 1913 to 2017 [1]  

 

Even though the rate of road traffic fatalities, compared to the number of vehicles on 

the road and the miles traveled, has remarkably decreased over the decades [1], road 

traffic crashes are still one of the world’s largest public health problems. According to 

the World Health Organization (WHO), more than 1.35 million people were killed on 

the world’s roads in 2018 [2]. There are multiple factors that contribute to the injury 

and possible death of road users. Among these factors, the ones that have been impli-

cated more often in collisions are the following [3]: 

1. Speeding  

2. Reckless driving 

3. Traffic violations  

4. Drunk driving  

5. Distracted driving  

Over the years, multiple active and passive safety features and systems were developed 

to counteract some of these factors ( [4], [5]), yet the number of deaths remain high. 

The reason is that humans are often reckless on the road constantly making mistakes 

which, despite the existence of the safety features, can still lead to a crash.  

The problem of vehicle interactions on the road becomes even more complex with the 

introduction of Autonomous Vehicles (AVs). Vehicle manufacturers are investing con-

siderable funds in research to beat the market and create AVs that can achieve a high 

level of safety. Nevertheless, autonomous driving systems are still not foolproof. Tesla, 

for example, reported in the third quarter of 2018 that they registered an accident or 

crash-like event every 3.34 million miles with the Autopilot engaged, while with the 



 

 

 

Autopilot disengaged the accident or crash-like event occurred once every 1.92 million 

miles [6]. The 57% improvement in the rate is promising, but it indicates that even 

with the Autopilot in operation, accidents still happen. 

In a normal traffic situation, autonomous vehicles (AV) constantly interact with human 

road users. This interaction must be harmonic. AVs must behave similarly to human 

drivers to ensure that they will not cause confusion in traffic by exhibiting different 

driving patterns. To achieve that, AV manufacturers need to understand what consti-

tutes a correct, human-like driving behavior and make sure that their systems comply 

with it. 

Correct driving behavior has been a subject of considerable research. Most studies rely 

on Driving Behavior Questionnaires to measure the driving behavior. However, such 

self-reported data is subject to biases [7]. A more reliant approach would be to use a 

system to gather data on the rules that are being broken by the vehicle and monitor the 

driving behavior. Analysis of this data can give us a better understanding of which 

driving behaviors correlate with accidents.  

As the leading research organization in the Netherlands, TNO has the ambition to pro-

vide a demonstrable value to road traffic safety, among other socioeconomic issues. 

More specifically, TNO’s Integrated Vehicle Safety (IVS) department aims for safer 

and accident-free roads. The activities of the IVS department focus on creating robust 

and reliable integrated safety solutions to improve the functional safety of vehicles and 

reduce human fatalities and injuries on the road. 

TNO’s response to the burning issue of road safety is the StreetProof Initiative, which 

focuses on ensuring that the human-driven vehicles, as well as the AVs deployed in 

traffic, comply with the same notion of correct driving behavior. As such, StreetProof 

aims to create a system called VESSEL – Vehicular Safety and Security Evaluation 

and Logging. VESSEL’s purpose is to monitor the driving behavior of human drivers 

and AVs. An added benefit of the VESSEL System is the logging and collection of 

driving data. This data can be used to further analyze and concretely define the notion 

of correct driving behavior. 

1.2 The VESSEL System 
The StreetProof initiative of TNO’s Integrated Vehicle Safety (IVS) department aims 

to answer the following questions for a vehicle deployed in traffic: 

• Does the vehicle drive safely? 

• Is it healthy enough to drive? 

• Does it follow traffic rules? 

The above questions form the notion of correct driving behavior. The VESSEL System 

was introduced in order to log driving data and conduct online monitoring of this no-

tion for the vehicles deployed on the road. The generation and logging of this data will 

assist TNO researchers to deeply understand the correct driving behavior and develop 

a formal definition of the notion of correct driving behavior. The entire conceptual 

process for concretely defining the notion of correct driving behavior can be seen in 

Figure 2. 
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Figure 2 - Process for defining correct driving behavior 

 

To serve this purpose, the VESSEL System was envisioned to contain the following 

sub-systems: 

• VesselBox: a component that can be added to L2/L3/L4 [8] vehicles. Its pur-

pose is to supplement the vehicle with sensors that can provide a minimum of 

world modeling capabilities. The VesselBox accesses the vehicle’s data and 

uses it to assess whether the vehicle complies with the notion of driving cor-

rectness. It aims to achieve that by evaluating the health of the vehicle, as well 

as the safety of the driving behavior. Finally, the box is responsible for log-

ging the vehicle’s state and its behavior with regard to the world around it.  

• VESSEL Server: a web server destined to store driving data and provide data 

analytics and services.  

1.3 PDEng Graduation Project Goals 
The focus of this Professional Doctorate in Engineering (PDEng) graduation project is 

to provide a Proof of Concept (PoC) for the VESSEL System that will help the IVS 

department demonstrate the value of the VESSEL concept. To that end, the project has 

four main goals: 

1. Overview of the state-of-the-art systems in behavior monitoring and vehicle 

data logging.  

2. Definition of the functional and non-functional requirements for the VESSEL 

System.  

3. A substantiated VESSEL System Proof of Concept (PoC) design. 

4. A demonstrable VESSEL PoC implementation deployed on IVS’s 

Volkswagen Jetta carlab platform.  

1.4 Outline 
The motivation behind the project and the envisioned system are introduced in this 

chapter. Following that, Chapter 2 investigates the state-of-the-art products that are 

similar to the envisioned VESSEL System and how VESSEL will differ from them. 

The stakeholders along with their interests are presented in Chapter 3. Their input is 

critical to understand the problem and the domain and specify the requirements for the 

VESSEL System. 



 

 

 

Further insight into the problem and the domain is given in Chapters 4 and 5, respec-

tively. Chapter 6 analyzes the feasibility of the envisioned system and the extent to 

which it can be realized within the restricted period of the PDEng project. 

Having stated the problem and the feasibility of a solution, Chapter 7 lists the require-

ments of the project. These requirements serve as input for the system architecture and 

design, which are discussed in Chapters 8 and 9, respectively. Chapter 10 focuses on 

the implementation phase, while in Chapter 11 we discuss the deployment. Finally, we 

summarize the results and recommendations for future work in Chapter 12. 

The technical report of the PDEng project closes with the project management process 

that was followed in Chapter 13 and a reflection on the outcome and the process of the 

project in Chapter 14.  
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2.Market Analysis 
 

The purpose of this chapter is to list and compare the state-of-the-art products currently 

available on the market that focus on gathering data and monitoring the driving behav-

ior. With that information in mind, we can identify what is missing or what needs to 

be extended in these products in order to fulfill the goal of the VESSEL System. 

Three distinct categories of devices relevant to the VESSEL System were identified 

and will be discussed in this chapter: 

1. Event Data Recorders (EDR): Devices that record vehicle data during acci-

dents or severe traffic conflicts. 

2. Connected Car Devices (CCD): Devices that capture the vehicle’s data and 

provide a layer of features on top of it. 

3. After-Market Driver-Assistance System (AMDAS): Devices that monitor 

the driving behavior and provide warnings to assist the driver. 

2.1 Event Data Recorders  
An Event Data Recorder (EDR) is a device installed in some automobiles to record 

data related to accidents or crashes. EDRs function as a “black box,” like the airplane 

black boxes, recording data before, during, and after the incident. Minimum require-

ments for EDRs were established initially by National Highway Traffic Safety Admin-

istration (NHTSA) in the US [9] and later by the VERONICA II project in Europe 

[10].  

EDRs buffer selected data exchanged through the vehicle’s network for a specific time 

window [10]. As new data arrives, they overwrite the previous data, until a crash stops 

them. Once an accident is detected, the EDR stores the buffered data to its persistent 

memory and keeps recording for an additional period after the crash. A wide range of 

data elements may be recorded by the EDR, such as the brake status (On/Off), the 

vehicle’s speed, the seatbelts’ statuses, and the steering angle. EDRs are usually trig-

gered by the airbag deployment system. Some EDR systems employ additional trig-

gering events to detect and record for situations where the airbag is not deployed, such 

as a collision with a pedestrian. 

The data is accessible post-accident by connecting the appropriate scanning tool to the 

Diagnostic Link Connector (DLC) [11]. The data is not meant to be accessed by the 

driver, but by road authorities, crash analysis experts, or insurance companies who are 

interested in determining the cause of the accident. 

Commercial EDR example  

Figure 3 depicts a crash situation and the data that is being captured by a commercial 

EDR made by Squarell technology [12] before, during, and after the crash. Once the 

data is accessed, a crash analysis expert can analyze the speed profile of the vehicle, 

as well as the changes in the acceleration and brake pedals, which can possibly deter-

mine the liable party to this accident. 



 

 

 

 

Figure 3 - Data points gathered in the rear vehicle before and after a crash [12]  

 

In this example, the EDR made is triggered by the sudden change of speed. The com-

plete set of data elements usually recorded by this EDR can be seen in Table 1. 

Table 1 - Parameters captured by a commercial EDR 

Pre-event message  

(30s before the event) 

Post-event message  

(30s after the event) 

Parameters: 

• Coordinated Universal Time (UTC) 

of the event 

• Brake switch (on/off) 

• Clutch switch (on/off) 

• Accelerator pedal position (%) 

• Vehicle speed (MPH) 

• Engine speed (RPM) 

• Crash status (airbag /seatbelt/ indi-

cators /etc.) * 

• Acceleration / deceleration value 

(that triggered the incident event) 

Parameters: 

• UTC time of the event 

• Brake switch (on/off) 

• Clutch switch (on/off) 

• Accelerator pedal position (%) 

• Vehicle speed (MPH) 

• Engine speed (RPM) 

• Crash status (airbag /seatbelt /indi-

cators /etc.) * 

* When available on the Control Area Network (CAN) bus. 

 

The purpose of an EDR is different than the purpose of VESSEL in the sense that it is 

only aimed to record data in a few cases (events) and store them locally. In addition, 

the driving data can only be accessed using a specialized and expensive Data Link 

Connector (DLC) tool. Therefore, the data is aimed to be available only to crash anal-

ysis experts and insurance companies, during the process of identifying the root cause 

of the accident and determining the liable party. Finally, EDRs are not connected to 

the internet, a feature which is necessary for VESSEL. 
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2.2 Connected-Car Devices  
Connected-Car Devices (CCD) are considered as the components that mount on the 

vehicle’s On-Board Diagnostics port (OBD II1) and capture the vehicle’s sensor data 

available on the OBDII port. Most CCDs on the market add features on top of that. 

These devices are used to:  

• Help the owner understand faults in the car (e.g., check-engine light). 

• Provide data to insurance companies, so that they can adjust insurance rates 

based on the driving performance of the vehicle owner.  

• Add safety features to the car, such as location tracking, using a GPS sensor.  

 

CCDs usually consist of a hardware component that connects to the OBD II port of the 

vehicle to retrieve the data. This component then either pairs with a smartphone (usu-

ally via Bluetooth) to analyze the data within a smartphone application or connects to 

a server with a broadband connection and stores the data in the cloud.  

Table 2 provides an overview of the most popular CCDs on the market.  

 

Table 2 - Overview of popular Connected-Car Devices 

CCD Purpose Smartphone  

required 

Mobile 

broadband 

connection 

GPS Extensible  

BlueDriver  • Scan and clear trouble codes 

• Get detailed vehicle info 

• Advanced diagnostics 

Yes, paired with 

an application  

No No No 

Automatic • Driving assistant (provide sug-

gestions to reduce fuel consump-

tion) 

• Sound notifications (e.g. on rapid 

acceleration) 

• Warnings on vehicle’s health 

(e.g. check-engine light) and pro-

posed solutions 

• Alert 911 with the location in 

case of an accident 

Yes, Bluetooth 

connection. Pairs 

with an 

application. Uses 

smartphone’s re-

sources. 

Through 

smartphone 

Through 

smartphone  

No 

CarLock  • Keep track of the car’s location 

• Get alerts when car moves, en-

gine starts, GPS signal lost 

• Track stolen car 

• Monitors harsh acceleration/ 

braking/ speeding 

Only to monitor 

the results 

Yes Integrated No 

Mojio • Diagnostic data (ignition status, 

battery voltage) 

• Behavior data (frequency and 

patterns, harsh braking, rapid ac-

celeration) 

• Contextual data (geolocation 

data, speed limits, road types, 

safety recalls, accidents) 

Only to monitor 

the results. 

Yes Integrated No  

                                                           

1 Discussed in Section 5.1.3. 



 

 

 

AutoPi • Focus is on data collection (each 

data element can have different 

frequency) 

• External sensors can be added 

(e.g. dashboard camera for traffic 

sign recognition) 

• Does not produce behavior score 

Only to monitor 

results 

Yes Integrated Yes 

 

From the devices mentioned above, BlueDriver and CarLock deviate from the purpose 

of VESSEL. BlueDriver is aimed mostly towards mechanics who want to analyze and 

clear faults in the vehicle’s systems. CarLock is focused on drivers who want to protect 

their car from being stolen, while it also offers some basic behavior monitoring by 

checking for harsh accelerations and decelerations. As a result, these systems will not 

be further analyzed. 

On the other hand, Automatic, Mojio, and AutoPi are the ones that share the most 

features with the envisioned VESSEL System. They offer basic behavior monitoring, 

as well as data collection capabilities. From these three systems, we will not examine 

Automatic, as it relies on the use of a smartphone.  

Mojio is a web platform that allows businesses to create their own solution in the CCD 

space. Partner companies design their own device that connects to the vehicle (telemat-

ics hardware) and use Mojio’s web platform (Connected-Car Platform) to store driving 

data on the cloud and make it accessible to their users through an open API. 

 

 

Figure 4 - Mojio 2 

AutoPi is a product directly sold to end users (drivers or fleet managers). It is highly 

customizable and even gives the option for a do-it-yourself version. AutoPi’s focus is 

on data collection and monitoring and it does not assess the driving behavior. The data 

elements are sent to the server in frequencies specified by the end-user and become 

available through the web platform. In the AutoPi platform, the driver can see his/her 

driving data through selected graphs and figures. AutoPi offers great extensibility, as 

it allows for a user to connect additional sensors (e.g., a traffic sign recognition camera) 

that generate data not available in the car. 

                                                           

2 https://www.moj.io/ 

https://www.moj.io/
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Figure 5 – AutoPi 3 

 

Some of the CCD products assess driving behavior to a certain extent by taking into 

consideration the following: 

1. Fuel consumption  

2. Frequency of harsh braking and acceleration 

3. Frequency of speed limit violations 

4. Average speed  

CCDs are limited by the hardware of the vehicle. They cannot measure inter-vehicle 

distances, as they do not offer access to radar data, and therefore they are not aware of 

the traffic context. That is where VESSEL will stand out, as its aim is to read the ve-

hicle’s data and monitor the driving behavior relative to the traffic environment. 

2.3 After-Market Driver-Assistance Systems 
This category was defined to consider the after-market devices that provide driving 

assistance functions, such as warnings to the driver. Such devices retrieve data while 

the vehicle is deployed in traffic, analyze it, and indicate misbehavior to the driver. 

The main product that was identified as after-market driver assistance system is the 

system produced by Mobileye4. 

Mobileye is a company that produces vision technology for Advanced Driver Assis-

tance Systems (ADAS). Its core technology utilizes optical vision systems with motion 

detection algorithms. The software runs on a custom hardware accelerator in order to 

provide the following warnings: 

1. Forward collision warning 

2. Lane departure warning 

3. Pedestrian detection 

4. Speed limit violation warning 

 

 

Figure 6 - The Mobileye camera 

 

                                                           

3 https://www.autopi.io/ 

4 https://www.mobileye.com/ 

https://www.autopi.io/
https://www.mobileye.com/


 

 

 

The Mobileye technology stands out from the CCDs, as it does not focus on scoring 

the driving behavior, but rather on informing the driver with real-time traffic context 

alerts. Because of its capabilities, the Mobileye camera can be utilized as an enhance-

ment to the vehicle’s sensors, providing extra data about the vehicle’s behavior. For 

this reason, the Mobileye camera can be considered as an additional sensor that can 

interface with VESSEL to provide it with information on the interactions between the 

vehicle and its surroundings. 

2.4 Discussion 
The previous sections introduced the systems that are related the envisioned VESSEL 

System. The event data recorders are intended to capture data in case of an accident, 

but they cannot be used to analyze the driving behavior of the car outside of an accident 

situation. The CCDs, mainly Mojio and AutoPi, cover that gap by capturing data in 

normal driving conditions and monitoring basic driving behavior metrics, such as rapid 

acceleration/deceleration and fuel consumption. Nevertheless, they still do not con-

sider the traffic environment around the vehicle. On the other hand, Mobileye products 

consider traffic context information to provide warnings to the driver, but they do not 

store any data to the cloud for analysis. Table 3 shows the comparison between the 

existing VESSEL-like products. 

 

Table 3 - Comparison between VESSEL-like products 

Characteris-

tic 

EDR Mojio AutoPi Mobileye 

camera 

Monitors driv-

ing behavior 

No Yes No Yes 

Considers traf-

fic environ-

ment 

No No No Yes 

Stores data to 

the cloud 

No Yes Yes No 

Can be ex-

tended with 

additional sen-

sors 

No No Yes No 

 

As discussed in Section 1.2, the VESSEL System is envisioned to 

1. Monitor the driving behavior of the vehicle, taking into consideration the traf-

fic context around it. 

2. Store driving data to the cloud. 

3. Allow for additional sensors to be added and complement the vehicle’s sensor 

suite. 

 

The existing products on the market do not cover all these requirements at the same 

time. Nevertheless, a combination of the features of the products mentioned above can 

be used to achieve the purpose of VESSEL. By employing a hardware component in-

side the car, such as the ones used by the CCDs to collect data from the vehicle, we 

can retrieve the necessary vehicle data and use it to monitor the driving behavior. The 

difference between the existing CCDs and our hardware component (VesselBox) is 

that VesselBox will have access to the traffic context information. This information 

can be retrieved either from the existing sensors of the car, such as a radar, or by 

mounting the vehicle with additional sensors. In this case, a Mobileye camera can be 

deployed to interface with the VesselBox and provide it with additional traffic data.  

To summarize, there is a clear gap in the market for a system that will be able to mon-

itor the driving behavior of the vehicle, taking into consideration its dynamic traffic 

environment, and store this data to the cloud. This project aims to fill this market gap 

by creating a proof of concept of the envisioned VESSEL System. 
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3.Stakeholder Analysis 
 

The stakeholders involved in this project, along with their interests, are analyzed in 

this chapter. Their input is required to further analyze the problem, understand the do-

main, and elicit the requirements of the VESSEL System. 

Two groups of direct stakeholders are involved in this project: Eindhoven University 

of Technology (TU/e) and Toegepast Natuurwetenschappelijk Onderzoek (TNO) 

stakeholders. For each stakeholder in this group, the position, role, and interests in the 

project are mentioned. 

Finally, we list the indirect stakeholders, the ones which have an interest in the data 

generated by the VESSEL System and are considered as future customers. 

3.1 TU/e Stakeholders 
Within TU/e, the major stakeholders are Dr. Yanja Dajsuren and me. Table 4 lists the 

positions, roles, and interests of the TU/e stakeholders. 

 

Table 4 - TU/e Stakeholders 

Stakeholder Position Role 

Dr. Yanja Dajsuren PDEng Software Tech-

nology (ST) Program Di-

rector 

TU/e Supervisor 

Interests: 

• As a program director, she is interested in the successful completion of the 

project, ensuring a quality report. 

• As a supervisor on the side of TU/e, her interests lie in supervising the 

project and providing feedback on the milestones, documents, planning, 

and progress.  

Konstantinos Karmas PDEng Trainee Responsible for the pro-

ject 

Interests: 

• Deliver a solid design that meets the requirements. 

• Implement the Proof of Concept (PoC) and demonstrate it in the depart-

ment. 

• Document the project. 

• Complete the PDEng project and receive the PDEng degree. 

 

3.2 TNO Stakeholders 
On the side of TNO, the stakeholders involved in the project are part of the Integrated 

Vehicle Safety department. Their positions, roles, and interests in the project can be 

seen in Table 5. 

 

Table 5 - TNO Stakeholders 

Stakeholder Position Role 

Dr. Arturo Tejada Ruiz Senior Scientist Project supervisor and 

product owner 

Interests: 



 

 

 

• As a senior scientist in TNO, his interests lie in creating a standard for safe 

driving behavior.  

• As a product owner, his interests lie in providing information on the pro-

ject’s requirements and ultimately demonstrate the VESSEL concept. 

• As project supervisor on the side of TNO, his interests lie in providing 

guidance on the general direction of the project, connect the PDEng trainee 

to other TNO stakeholders, and evaluate the progress and final delivera-

bles.  

Stakeholder Position Role 

Frank Benders and John 

Vissers 

System Engineers Project advisors/consult-

ants 

Interests: 

• Provide input in the requirements of the project. 

• Provide feedback in the architecture and design of the project. 

Dr. Ir. Maurice Kwak-

kernaat 

TNO-IVS Program Man-

ager 

Project founder and out-

come owner 

Interests:  

• Make sure that TNO’s funds are distributed to projects that fit with TNO’s 

research. 

• Approve the project’s success. 

• Give the green light to continue with the development of the project. 

Frank Evers, Berend 

Kupers, Alexis Siagkris 

Lekkos 

Scientists Project advisors on the 

technical stack 

Interests: 

• Make sure that the project integrates with the TNO carlab vehicles without 

becoming intrusive or dangerous to the existing system. 

• Provide information on the carlab vehicle infrastructure and software 

stack. 

• Provide historical data from the carlab vehicles. 

• Assist with integration with the carlab vehicles. 

Jeroen Manders, Ron 

Snijders,  

Scientists Project advisors  

Interests: 

• Suggest metrics of correct driving behavior. 

• Provide thresholds for the driving behavior rules. 

• Provide information on the data expected to be logged by the VESSEL 

System. 

 

3.3 External Stakeholders 
Aside from the direct stakeholders, groups of indirect stakeholders were identified who 

may have an interest in the data produced and stored by VESSEL. These stakeholder 

groups can be considered as possible customers in the future. Table 6 mentions some 

of these stakeholder groups, along with their interests in the VESSEL System. 

 

Table 6 - External stakeholders 

Stakeholder Interest 

Vehicle manufactur-

ers and Original 

Equipment Manufac-

turers (OEMs) 

Analyze the data to understand how often their systems fail and 

the underlying reasons that cause a failure. 
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Driver Have an overview his/her driving behavior to possibly improve 

on it. May want access to the data in case of an incident. Cares 

about the privacy of his/her data. 

Data Scientists for 

Autonomous vehicles 

Use the data to retrain algorithms or identify faults in their de-

cision-making systems.  

Law firm/lawyer  Use the data in lawsuits regarding accidents. 

Road and Highway 

Safety Engineers 

Analyze the data to in order to improve roads and highway’s 

infrastructure, optimize traffic conditions, and reduce accidents 

and injuries/damage. 

Insurance Companies Analyze the data to create driving profiles of the drivers, in or-

der to apply case-related billing packages. 

Automotive systems 

architect 

Make sure that the system is non-intrusive to the vehicle’s net-

work. 

Rijksdienst voor het 

Wegverkeer (RDW) 

– Dutch Road 

Authorities 

Make sure that the roads are safe and as accident-free as possi-

ble. 

Researchers Use the logged data to model driver behavior, understand the 

cause of accidents, and propose systems that can improve 

safety. 
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4.Problem Analysis 
 

The purpose of this chapter is to further analyze the problem that was defined in Chap-

ter 1. To achieve that, we first define the notion of correct driving behavior. Then, we 

identify the rules that can be used to assess the driving performance. Finally, we dis-

cuss the benefits of monitoring the driving behavior of vehicles through the VESSEL 

System. 

 

4.1 Driving Behavior 
As mentioned in Section 1.2, the first step to approach the goal of the VESSEL project 

and create a Proof of Concept is to identify the metrics that can be used to measure 

driving behavior. To the best of our knowledge, there is no formal or mathematical 

definition of the rules that describe the correct driving behavior entirely, assuming that 

it can be defined as a set of rules. Upon discussion with the stakeholders, the following 

definition was evolved. 

Definition: A vehicle complies with a notion of correct driving behavior when it is 

healthy enough to drive, follows the traffic rules, and finally, drives safely, minimizing 

the risk of a crash.  

In the above definition, three concepts are identified: 

1. Traffic rule compliance 

2. Safe driving behavior 

3. Health of the vehicle 

In the following sections, we identify the current existing traffic rules and how they 

can be measured or checked by a computer. For the safe driving behavior, a set of 

indicators is used, the Surrogate Proximity Indicators (SPI). SPIs have been defined by 

studies that rely on the observation and analysis of traffic situations [13], and they have 

been proven to provide an indication of the driving behavior. 

For the purposes of this project, we assume that the vehicle is healthy enough to drive, 

and we do not further discuss on how to measure it. This aspect of the correct driving 

behavior is considered as future work for the project.  

Traffic Rules 

A big part of traffic safety revolves around complying with the traffic rules. For VES-

SEL to be able to monitor whether the driver (or the autopilot) complies with the traffic 

laws, some necessary sensory systems need to be deployed on the vehicle. Table 7 

connects some of the most important traffic rules with the sensor systems needed. The 

rules listed in this table are not exhaustive, but they provide an idea of how these traffic 

rules can be quantified and checked by a computer system. 
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Table 7 – Traffic rule descriptions 

 

Rule 

 

Description Formula Variables Systems Needed 

Keep speed under speed 

limit  

The speed of the host vehicle should 
always be under the speed limit indi-

cated at the road. 

host LimitV V   

 

• Speed of host vehicle  

• Speed limit of the road 
• Tachometer ( hostV ) 

• Map service or traffic sign recognition system 

( LimitV ) 

Keep safe following dis-

tance [14] 

The host vehicle must leave a time 
gap of at least two seconds from the 

front vehicle.  

 

2gap s   

Where 

gap

hostV



=  

• gap : Time gap from the front vehicle 

•  : Relative distance between the host 

vehicle and the front target 

• hostV : Speed of host vehicle  

• Radar ( ) 

• Tachometer ( hostV ) 

Driving at the center of 

the lane 

The car should not deviate more than 

a threshold from the center of the 

lane. 

CoLd Threshold  • CoLd : Distance of the y-axis of the host ve-

hicle from the center of the lane 

• Threshold: The threshold specified by 

SANDD team (±1m) 

• Lane detecting system 

• Lane localization system 

Stop at red light The host vehicle should always come 

to a full-stop whenever there is a red 

light 

If red light: 

0hostV = at least 2 meters in front of the po-

sition of the traffic light  

• Speed of host vehicle 

• Red light recognition system 

• Position of traffic light 

• Tachometer 

• Camera for red light recognition [14] or traf-

fic light-to-vehicle communication 

• Map service for red light location 

Stop at Stop sign The host vehicle should always come 

to a full stop before the stop sign, 

whenever there is a stop sign ahead 

If stop sign: 

0hostV = before stop sign 

• Speed of subject vehicle 

• Stop sign recognition system 

• Position of stop sign 

• Tachometer 

• Traffic sign recognition system [15] 

• Map service that indicates stop sign  

Wearing a seatbelt The driver and the passengers should 

always wear a seatbelt. 
Driver seatbelt status = fastened 

If passenger: Passenger seatbelt status = fas-

tened 

• Driver seatbelt status 

• Passenger recognition 

• Passenger seatbelt status 

• Seatbelt statuses 

• Weight sensor on the seat (to recognize pas-

senger presence) 

Using turn signal indica-

tors during turns 

The driver should always provide an 

indication of his/her turning inten-

tions x meters before turning. 

If 
*SWA SWA  and DepartingLaneLeft 

or DepartingLaneRight = True then if turn 

light indicator not on, create a warning 

• SWA = Steering wheel angle 

• SWA* = Steering wheel angle threshold 

• Lane departing detection system 

• Turn signal indicators (left and right) 

• Steering wheel angle 

• Lane detection system 

• Lane localization system 

• Turn signal indicators (left and right) 
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Monitoring traffic law compliance is a cumbersome task. The vehicle needs to be 

equipped with the necessary sensors and systems to be able to track whether the driver 

follows those laws.  

As presented in Table 7, depending on the availability of sensors and systems in the 

vehicle, VESSEL could be able to check some of the traffic rules. Since the purpose 

of the project is a PoC of the VESSEL System on the VW Jetta, Chapter 6 identifies 

the rules that can be checked within this carlab using the sensors it is currently 

equipped with. 

Surrogate Proximity Indicators 

In the past, analysis of road traffic safety has relied mostly on accident statistics that is 

based on data retrieved post-accident by analyzing the scene and interviewing partici-

pants and observers. These data gathering techniques could not produce data that was 

accurate enough to create a detailed picture of the accident. 

In additions, accidents are rare, which means the number of accident cases that can 

provide valuable information are limited. Hyden [15] modeled the relationship be-

tween severity and frequency of events in traffic, as seen in Figure 7. The safety pyra-

mid shows that the more severe accidents happen very rarely, which reduces the exist-

ence of relevant data.  

 

Figure 7 - Safety Pyramid [15] 

 

The low frequency of accidents and the unreliable sources of data led to the definition 

of the Traffic Conflict Technique (TCT) [16], which relies on observations of critical 

traffic situations for safety analysis. The TCT set the ground for defining the Surrogate 

Proximity Indicators (SPIs). SPIs are indicators that are used in order to complement 

the accident analysis and help determine the processes characterizing the normal traffic 

and critical situations [7], [17]. They can be measured not only during a serious traffic 

conflict, but in any traffic situation, thus eliminating the low frequency of data gather-

ing. Such behavior indicators can help evaluate traffic safety changes and quantify the 

risk involved in following certain driving patterns.  

 

The frameworks created over the years involved indicators that can be used to describe 

the spatial and temporal relations between the road users, thus classifying the encounter 

between them. The literature proposes indicators to reflect the two aspects of severity: 

the risk of collision, and the collision consequences. The idea is that by monitoring 

these metrics, we can get a quantified measure to predict possible conflicts. If the ve-

hicle remains exposed in these conflicts, then there is a high probability of its being 

involved in an eventual accident.  

Mahmud et al gathered and described Surrogate Indicators [17]. These include a set of 

several time-based indicators along with their proposed thresholds. Appendix A in-

cludes a breakdown analysis of these indicators, including possible sources for the in-

vehicle data needed to compute each SPI. 



 

 

 

As an example, we introduce Time-to-Collision (TTC), an indicator used to identify 

traffic conflicts and possible accidents. TTC is defined as the time required for two 

vehicles to collide if they continue at their present speed and along the same path.  

 

 

Figure 8 - Calculation of TTC for parallel trajectories 

 

In a car-following scenario, such as the one in Figure 8, the TTC is calculated by the 

following formula:  

arghost frontT et
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If a vehicle is exposed to a TTC value that is under a limit (e.g. 2.6s as proposed by 

Hogema and Janssen [18] for car-following scenarios), it can be considered as an ab-

normal behavior that increases the risk of involvement in a traffic conflict or a crash. 

Reaction to traffic conflicts is a large part of the driving behavior. Therefore, measur-

ing these indicators in real-time can prove to be crucial in assessing whether the driver 

is driving safely and complies with the notion of correct driving behavior.  

 

The Driving Behavior Domain 

According to the previous sections, the following five concepts arise in the driving 

behavior domain: 

• Variables: The vehicle data that is used as inputs to formulas and rules. 

• Formulas: Calculations that take as input vehicle data and produce a new 

variable, such as a Surrogate Proximity Indicator (SPI). 

• Rules: Calculations that take as input vehicle data and check it against thresh-

olds to produce a True or False value. An example of a rule is the TTC rule, 

as described in Section 4.1.2. 

• Thresholds: The constants used by rules. 

• Violations: The outcome of the rule checking, True or False.  

 

The relation between the main concepts is depicted in Figure 9. According to this, a 

formula receives one or more variables and, in turn, produces a new variable. A rule, 

on the other hand, receives one or more variables and zero or more thresholds and 

produces a violation with a value of True (rule violated) or False (rule not violated).  

 

 

Figure 9 - Domain Model of rules and formulas 

 

As an example, the TTC formula and rule discussed in Section 4.1.2 receives the speed 

of the host vehicle, the speed of the front target, and their inter-vehicle longitudinal 
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distance, and uses these variables to produce the TTC value. Then, the TTC rule re-

ceives the TTC value and checks it against the TTC threshold. If the value is under the 

critical TTC threshold, the TTC rule is marked as violated (True). These relations are 

shown in Figure 10. 

 

 

Figure 10 - TTC formula and rule example 

 

4.2 Discussion 
Implementing a Proof of Concept (PoC) of the VESSEL System to monitor the correct 

driving behavior of a vehicle, with the assumption that the vehicle is healthy, is the 

main goal of the PDEng project. The PoC can achieve that by:  

• Checking whether the vehicle follows the traffic rules.  

• Calculating Surrogate Proximity Indicators and checking whether they are 

within safe thresholds. 

Monitoring these rules can provide an indication of the behavior of the driver at all 

times. Using this data, driving behavior models and profiles can be created that will 

help establish concretely what constitutes a correct driving behavior. 

An additional benefit of the VESSEL System is that it can set the ground for creating 

a growing database of driving data. Such a database can be used to continuously test 

existing surrogate proximity indicators regarding their involvement in accidents as 

well as help define new indicators that will describe the driving behavior and perfor-

mance. In addition, the gathered data will assist researchers in their effort to create 

driving behavior profiles and set the basis for correct driving behavior for autonomous 

vehicles, a field that is being explored now more than ever. 

Historic data on driving behaviors can also help identify problems with the current 

traffic rules, regulations, and road infrastructure. For example, knowing on which 

roads most accidents occur (and why) will help the road and highway experts pinpoint 

the root cause of the accidents and modify the infrastructure or find ways to strictly 

enforce the traffic rules. Finally, the drivers could have full access to their profile and 

see whether their driving behavior is correct. Exposing this data to the drivers can help 

them understand what mistakes they often make and how they can improve their be-

havior.  

To conclude, there is a great need to start gathering extensive driving data and conduct 

research on driving behavior. Road safety will increase, ensuring the minimization of 

the rate of deaths on the road, while autonomous vehicles will benefit from the stand-

ardization of the correct driving behavior.  
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5. Domain Analysis 
 

The objective of this chapter is to inform the reader about the general aspects of the 

automotive domain that need to be understood in the context of the project. Since the 

VESSEL System requires vehicle data to check rules, we first introduce the way data 

is generated and exchanged within a conventional vehicle. Then, we briefly explain 

TNO’s solution to access the data of a commercial vehicle. Finally, we give an over-

view of the world model, the software pipeline deployed by TNO to allow for the ve-

hicle’s systems to be aware of the traffic context around the vehicle.  

 

5.1 Automotive Embedded Systems  

Introduction 

The automotive domain concerns the industry that designs, develops, manufactures, 

markets, and sells motor vehicles. A motor vehicle is a complex set of hardware and 

software components, which work together seamlessly. Aside from the mechanical 

parts, a motor vehicle is equipped with three main categories of electrical and elec-

tronic (E/E) embedded systems: 

1. Electronic Control Units (ECU): ECU is the generic term for devices that 

control electrical systems in today’s automobiles. There are many types of 

ECUs, and their functions vary. Some high-end cars may contain as many as 

100 ECUs. These perform various functions, including, but not limited to: 

a. Engine control 

b. Transmission control 

c. Brake control 

d. Speed assist 

e. Park assist 

f. Automatic climate control 

g. Anti-lock brake system control 

2. Sensors: Components used to measure important variables throughout the ve-

hicle 

a. Proprioceptive sensors: Sensors that measure values internal to the 

vehicle, e.g., coolant temperature, engine speed, wheel speed sen-

sors, rain sensor 

b. Exteroceptive sensors: Sensors that acquire information from the 

vehicle’s environment, e.g., ultrasonic sensors, radar, camera, Li-

DAR 

3. Actuators: Components of a machine that are responsible for moving and 

controlling a mechanism or system, for example by opening a valve. In simple 

terms, they are "movers."  

Based on its functionality, each of these components falls in a specific functional do-

main of the motor vehicle. Historically, five functional domains are distinguished in 

the automotive industry [19]: power train, chassis, body, Human-Machine Interface 

(HMI), and telematics. The power train domain is concerned with the systems related 

to the engine, transmission, and all the subsidiary components. The chassis is related 

to the systems that control the interactions of the vehicle with the road, such as steering, 

braking, accelerating, as well as the systems that ensure active and passive safety. The 

body domain refers to systems unrelated to the control dynamics, such as wipers, 

lights, doors, and windows. The HMI (also known as Infotainment) includes the equip-

ment which allows for the information exchange between the driver and the vehicle. 



 

 

 

Finally, the telematics domain refers to the components that allow communication be-

tween the car and the outside world (radio, navigation system).  

 

 

Figure 11 - Automotive electronics distribution 

 

The ECUs, sensors, and actuators, otherwise referred to as nodes, are distributed across 

the vehicle, as depicted in Figure 11. Achieving desired functionalities within a vehicle 

requires the interoperation between the distributed nodes, which raises the need to ex-

change signals or data. Depending on the functional domain, the nodes have different 

data exchange requirements. For example, the power train and chassis domains require 

real-time data exchange, high reliability, and low bandwidth, while the body, HMI, 

and telematics domains have less stringent requirements.  

In-vehicle Networks 

Several automotive embedded networks have been developed to ensure reliable and 

robust communication, to meet the different demands of the functional domains. The 

most prominent network protocol in the automotive domain is the Control Area Net-

work (CAN). CAN is an asynchronous digital network that interconnects ECUs, sen-

sors, and actuators throughout the vehicle. Each node handles the input and output of 

information as it interfaces with the mechanical and electrical components of the vehi-

cle. Such inputs as ambient temperature, coolant temperature, air flow, and throttle 

position are processed and become actuated as fuel injection, ignition timing, turbo 

boost and so on. CAN is designed to meet low cost, high reliability, and real-time re-

quirements. Due to these advantages, it is used extensively in the power train, chassis, 

and body electronics.  

Other typical in-vehicle network protocols are: 

1. Local Interconnect Network (LIN): Used as a sub-network for the inexpen-

sive integration of sensors and actuators. LIN is often used for body electron-

ics.  

2. FlexRay: Used in powertrain and chassis applications such as active suspen-

sion and Adaptive Cruise Control (ACC). FlexRay is gradually losing sup-

port, as the FlexRay consortium disbanded in 2009. Newer vehicles replaced 

it with Ethernet.  

3. Media Oriented Systems Transport (MOST): high-speed multimedia net-

work used for the infotainment system. 

4. Ethernet: Used mostly in autonomous vehicles for high-speed data transfer 

(e.g., video images, LiDAR data) due to its high bandwidth and speed.  



 

39 

 

The tradeoffs between cost, reliability, and bandwidth led to the use of the different in-

vehicle networking protocols for different purposes within a vehicle. As a result, a 

vehicle’s network often consists of many sub-networks of different types that are mul-

tiplexed together. The principal advantage of that technique is the significant reduction 

in the wiring cost as well as the flexibility it gives to the equipment manufacturers and 

designers. Figure 12 displays a typical network topology in a vehicle.  

 

 

Figure 12 - Schematic of a typical in-vehicle network architecture of a modern 

automobile [20] 

 

As discussed in Chapter 4, the driving behavior envisioned to be monitored by the 

VESSEL System requires it to have access to the vehicle’s data. To be more precise, 

it needs the information related to the chassis functional domain and is exchanged us-

ing the CAN (primary) and the FlexRay or Ethernet (secondary) networks.  

 

On-Board Diagnostics II 

Typically, vehicles do not allow direct access to their embedded networks. Instead, a 

selection of the vehicle data is available through the On-Board Diagnostics II (OBDII) 

port. The On-Board Diagnostics II is the vehicle’s built-in self-diagnostic system. It is 

used to indicate errors and allows a mechanic to troubleshoot by scanning for Diag-

nostic Trouble Codes (DTCs). The OBDII system is integrated with the CAN bus in 

most vehicles today and is intended to be accessed through the OBDII port using an 

OBDII scanner. 

The OBDII resides at a higher network layer than the CAN bus. The On-Board Diag-

nostics system offers a wide range of standard Parameter IDs (PIDs) that can be ac-

cessed and logged across most vehicles. This means that a human-readable represen-

tation of a selection of the CAN data can be accessed live through the OBD II port, 

such as the vehicle’s speed, engine’s rotational speed, and throttle position.  

 



 

 

 

 

Figure 13 - OBDII Type A pinout [21] 

 

The pin mapping of the OBDII port (Type A) shown in Figure 13 reveals the existence 

of CAN BUS HIGH and CAN BUS LOW pins. This means that, technically, the CAN 

messages are directly available to be logged as raw CAN frames. However, in order to 

be decoded to a human readable representation, they require a file of conversion rules 

and parameters, as depicted in Figure 14. This file, often referred to as DataBase Con-

version (DBC) file, is proprietary, contrary to the OBDII PID tables. As a result, only 

a selected set of vehicle data is publicly accessible. This issue is further discussed in 

Section 6.2.2, as it restricts the VESSEL System’s integration with different vehicles. 

 

 

Figure 14 - Difference between OBDII data and CAN data  

 

5.2 TNO Carlab vehicles 
As discussed in the previous section, in a conventional vehicle, access to the in-vehicle 

networks cannot be achieved directly. For this reason, TNO’s Integrated Vehicle 

Safety (IVS) department has a number of experimental vehicles called Carlab vehicles. 

Carlab vehicles are commercial vehicles that have been modified with additional hard-

ware components that interface with its CAN bus, thus allowing a user to retrieve or 

send information to the vehicle’s network, read data from it, and possibly actuate its 

components. In addition, Carlab vehicles are equipped with additional sensors, such as 

a GPS sensor and a Lidar, whose data is also exposed. 

As introduced in Section 1.3, the Proof of Concept of the VESSEL System must inte-

grate with the existing Carlab vehicles. In the following sections we first give a high-

level overview of the additional hardware components mounted in a Carlab vehicle. 

Then, a description of the software workflow follows, which reveals the software stack 
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used by the Carlab vehicles in the process of extracting meaningful data from its em-

bedded systems. Finally, we discuss the world modeling process – the software process 

followed to allow for the vehicle to make sense of its environment. 

Carlab Hardware Infrastructure 

In terms of the hardware infrastructure, a Carlab vehicle is equipped with a computer 

known as the vehicle gateway, as depicted in Figure 15. The vehicle gateway, which 

comes integrated with CAN drivers, reads the raw CAN data from the CAN bus and 

decodes it into meaningful values using the necessary database conversion rules (DBC 

files). Since this data is made available in real-time within the vehicle gateway, algo-

rithms can be developed that depend on it. For example, an experimental Automatic 

Cruise Control system could be tested by uploading the ACC software inside the on-

board computer. 

In addition to the CAN data, a Carlab vehicle can be equipped with extra sensors (such 

as radar, LiDAR, camera, GPS) whose output can also be made available to the vehicle 

gateway. The set of additional sensors can differ between two vehicles.  

Aside from the standard in-vehicle networks, a Local Area Network (LAN) has been 

created in a Carlab vehicle using a router. This allows for different sensors to com-

municate at high speeds using the UDP / TCP IP network protocol, without interfering 

with CAN. It also gives the opportunity for an external computer to be connected to 

the network and access the vehicle gateway or the individual components through Se-

cure Shell (ssh) connections, as depicted in Figure 15. 

 

 

Figure 15 - High-level view of a Carlab vehicle’s network topology 

 

The VESSEL System is considered as an add-on to the basic Carlab vehicle configu-

ration and resides at the same level as the external computer in Figure 15. Therefore, 

it is intended to make use of the LAN to read the data that it requires for the behavior 

monitoring and data logging. 

Carlab Software Infrastructure 

The software running inside the vehicle gateway is written in C++ and Python and it 

heavily utilizes the Robot Operating System (ROS) communication framework. The 

generic architecture is based on the Pipes and Filters architecture, where the individual 

software components (or nodes) communicate through the ROS network. The output 

of each component is available within the ROS network and can be read by any other 

connected component. Before describing the world modeling process, it is important 

to understand the concepts revolving around ROS. 

The Robot Operating System (ROS) 
ROS is an open-source, meta-operating system running within the vehicle [22]. ROS 

acts as a middleware that offers hardware abstraction. It provides tools for low-level 



 

 

 

device control, communication between independent processes through message-pass-

ing, and package management.  

 

Figure 16 - ROS Publisher-Subscriber architecture [23] 

 

The main elements of ROS are topics and nodes. ROS nodes communicate with each 

other over these topics in a publisher-subscriber architecture, as depicted in Figure 16. 

Nodes send messages to the network by publishing to a specific topic and can receive 

messages by subscribing to a topic. The combination of a topic with its message is 

referred to as a ROS interface. 

The ROS publisher/subscriber model has the following characteristics: 

• ROS topics allow for many-to-many communication. Multiple publisher 

nodes can publish to the same topic and many subscribers can receive them. 

• Topics lead to the decoupling between the publisher and subscriber nodes. 

For the ROS network to initialize, a ROS master must be assigned. The ROS master is 

a process running on the background of one of the computers connected through the 

ROS network. It provides naming and registration services to the rest of the ROS nodes 

within the ROS system. Before the nodes start communicating with each other peer-

to-peer, they are enabled to discover one another through the ROS Master, as shown 

in Figure 17. In a ROS network, it does not matter which computer becomes the ROS 

master, provided that it is always available. 

 

Figure 17 - ROS Network example 

 

In addition to the main features, ROS fits the purposes of an experimental motor vehi-

cle, as it has open-source libraries and tools for: 

• Logging 

• Error handling  

• Communication with standard devices 

• Perception, navigation, and motion planning algorithms 

• Visualization, simulation, and analysis 
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It achieves the above concepts by splitting high-level tasks into low-level ones running 

in individual nodes. ROS spawns a Unix thread for each node, allowing them to run 

concurrently and communicate through the message-passing mechanism. Within the 

Carlab vehicles ROS is heavily utilized for the development of the algorithms.  

Another feature of ROS is its ability to record the real-time data as it is exchanged 

through topics. The resulting files, called rosbag files (name.bag), contain all the nec-

essary timestamped data. ROS gives us the ability to play back these files (by running 

rosbag play) and simulate the exact situation the vehicle was in, including the exact 

topics and messages exchanged through the ROS network at that time. Such files are 

utilized during the development and testing of VESSEL saving a lot of time and effort 

that would otherwise be spent on integration with the actual vehicle. 

 

World Model 

A world model represents the vehicle’s view of its road surroundings and the traffic 

context. It is the system’s computational model of its physical environment. The world 

modeling algorithm obtains information about the real world through the onboard sen-

sors in real-time, fuses them, and publishes the processed information in the ROS net-

work. This information contains the following (and possibly more) data regarding the 

host vehicle and the objects surrounding it: 

• Speed 

• Acceleration 

• Relative position 

• Orientation 

This data is available for all the objects or targets detected by the front radar. The front 

target– the target that resides right in front of the vehicle and follows the same path – 

is identified by the motion planning algorithm. It is important to know which one the 

front target is, as it is the one against which we are calculating the Surrogate Proximity 

Indicators. 

 

Figure 18 - Visual representation of the 

world model within the vehicle 

 

Figure 19 - Road environment of the 

vehicle 

 

Figure 18 depicts the output of the world modeling process, visualized through the 

visualization software provided by ROS, called rviz. As we can see, the vehicle is 

aware of the existence of the vehicle in front of it (silver vehicle), as well as the vehicle 

that is in front but in the other lane (white vehicle). These vehicles are represented by 

the thick arrows in the visualization software. The motion planning algorithm detects 

the silver vehicle as the most important object (marked with the front blue sphere) and 

outputs its related data within the world model message. This means that the VESSEL 



 

 

 

System can subscribe to the necessary topic and retrieve all the required data to calcu-

late the SPIs against the front target. 

 

The software workflow in a Carlab vehicle 

The integrated software workflow running within the onboard computer in a Carlab 

vehicle, from the sensor data to the produced world model, is depicted in Figure 20. 

 

  

Figure 20 - The software workflow to produce the world model 

 

On the left side reside the sensors and systems equipped on the car, which produce raw 

CAN or Serial data. The Carlab vehicle gateway in the middle runs the individual soft-

ware components and nodes, represented by the circles. All the intermediate data pro-

duced by each of the individual nodes are ROS messages and are exchanged through 

the ROS network. It has to be noted that, based on the sensors in the vehicle and the 

algorithms deployed, this dataflow diagram may vary slightly from one Carlab vehicle 

to another. 

Due to the software architecture, all the individual ROS messages are available to be 

read by any system that has access to the ROS network. Considering that the VESSEL 

System needs to have access to some of these messages, it must use the same software 

stack to interface with the ROS network.  

5.3 Summary 
This chapter introduced the domain aspects that are required to be understood for the 

VESSEL project. First, we presented a generic overview of the automotive domain and 

its functional domains. Then, we discussed the different automotive network protocols 

and how they form a network topology in a conventional car. Finally, we mentioned 

an abstracted version of the hardware and software infrastructure deployed in the 

Carlab vehicles, which provides access to the vehicle’s data. This data will be used as 

input by the VESSEL System in its effort to monitor the driving behavior of the vehicle 

and store its data in a remote server. 
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6. Feasibility Analysis 
 

The purpose of this chapter is to elicit the requirements of the envisioned VESSEL 

System and identify the challenges and limitations that are encountered. These chal-

lenges determine the feasible aspects of the VESSEL System Proof of Concept, within 

the 10-month period of this PDEng graduation project. 

6.1 VESSEL System requirements 
Section 1.2 introduced the conceptual design that was envisioned for the VESSEL Sys-

tem. According to this description, the VESSEL System consists of two sub-systems, 

the VesselBox and the VESSEL server. Table 8 lists the initial set of requirements that 

were extracted for the envisioned VESSEL System. 

 

Table 8 - Envisioned VESSEL requirements 

ID Requirement 

IR01 The VESSEL System shall monitor the driving behavior of the vehicle it 

is connected to, by assessing the compliance with the traffic rules and the 

Surrogate Proximity Indicator (SPI) rules mentioned in Section 4.1. 

IR02 The VESSEL System shall gather data from many VesselBoxes. 

IR03 A VesselBox can work with any L2-L4 [8] car model. 

IR04 The VesselBox shall be extensible with sensors if the vehicle does not 

offer the necessary sensors to check the rules specified in Section 4.1. 

IR05 The VesselBox shall provide world modeling capabilities if the vehicle’s 

systems do not provide it. 

IR06 The VesselBox shall transfer data to the VESSEL server. 

IR07 The VESSEL Server shall store the driving behavior data and provide 

data analytics and services on top of this data. 

IR08 The VESSEL System shall secure its data. 

 

In the following sections we describe the rationale behind scoping down the initial 

requirements (IR) to fit the proof of concept of the VESSEL System.  

6.2 Project challenges 
This section describes the challenges that we identified at the beginning of the project. 

These challenges are used to manage the scope of the project and identify the feasible 

parts of the envisioned system in an effort to create a demonstrable proof of concept 

within the given time period of 10 months. 

Limited initial rule set 

As discussed in Chapter 4, the main objective of the VESSEL is to monitor whether 

the vehicle complies with a notion of correct driving behavior. In order to realize this 

requirement, we need to understand what it means to drive correctly. To the best of our 

knowledge, there is no mathematical definition of that notion in the literature. Alt-

hough extensive research has been conducted on this field, there is still no consensus 

on the metric (or metrics) that can cover all possible road interactions.  

Section 2.2 mentions the following factors used by connected-car devices to measure 

the driving behavior: 

1. Frequency of rapid accelerations  



 

 

 

2. Frequency of rapid decelerations 

3. Speed limit violations 

4. Fuel consumption 

After discussions with the stakeholders, we realized that these factors are insufficient, 

as they do not consider interactions between the host vehicle and the vehicles around 

it. Therefore, we decided to consider the Surrogate Proximity Indicators described in 

section 4.1.2, with their proposed thresholds as metrics for correct driving behavior. In 

addition, we check the compliance with specific traffic rules, based on the available 

data within the vehicle. These two sets of rules are enough for the purposes of this 

project, but more extensive research must be conducted on this matter. 

From these two rulesets, the rules that will be implemented depend on the data that is 

available within the vehicle’s network. This dependency limits the initial ruleset that 

is included in the Proof of Concept. 

After analysis of the existing data in the Carlab vehicle, we realized that the following 

data can be accessed: 

• Host vehicle: 

o Speed 

o Acceleration 

o Brake and throttle positions 

o Latitude and longitude 

o Steering wheel position 

• Front target (Most Important Object5): 

o Speed 

o Acceleration 

o Relative position to the host vehicle 

In addition to the above, by using the GPS coordinates of the host vehicle, it was con-

sidered feasible to query an online map service, called OpenStreetMaps. Results of the 

queries can provide the speed limit of the road, based on the vehicle’s location.  

Revisiting Table 7, which contains the data and systems needed for checking traffic 

rules, we can see that the following rules can be included in the initial rule base for the 

proof of concept: 

• Speed limit rule: hostV SpeedLimit  

• Time Gap rule: Time gap > Threshold, where the time gap threshold is se-

lected as two seconds, as this two-second rule is mandated in most European 

countries [14].  

As far as the SPIs are concerned, most of them can be calculated but only few of them 

are assigned with a threshold and, therefore, can be used as rules. The SPI rules that 

are implemented are the following: 

• TTC rule: TTC > TTC*, where TTC is the Time-To-Collision and TTC* is 

the TTC threshold. TTC* is 2.6s, according to Hogema [18].  

• Safe distance keeping rule: critd d , where the critical distance ( critd ) is 

calculated based on the RSS critical distance formula [24] 
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The connection between the existing ROS messages and the required variables is vis-

ualized in Figure 21. 

                                                           

5 See Section 5.2.2 
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Figure 21 - Dependencies between input and derived variables 

 

The connection between the input and derived variables and the corresponding rules is 

visualized in Figure 22. 

 

 

Figure 22 - Dependencies between input variables, derived variables, and rules 

 

Based on this section, the initial requirement IR01 is scoped down to four rules, two 

traffic rules and two SPI rules, which are included in the Proof of Concept.  

Support for multiple concurrent VesselBoxes 

Initial requirement IR02 indicates that there will be multiple VesselBox clients com-

municating concurrently with the VESSEL server, all of them transferring data to the 

server continuously. Ensuring that the server can support this traffic exceeds the pur-

pose of the proof of concept, as it would require a great deal of testing and validation. 

Therefore, these requirements are considered in the design, but they are not validated 

with the PoC, and as such, they are marked as low priority requirements.  

Different configuration among vehicles 

As discussed in Section 5.1, every car manufacturer uses its own DataBase Conversion 

(DBC) files to encode the CAN messages exchanged through its CAN bus. This means 

that cars of different brands or even cars from the same brand, but different models and 

year of production, can have a different mapping between the source of the data and 

the CAN message identifiers. The fact that DBC files are proprietary makes it very 

challenging to have out-of-the-box integration with any vehicle. The only way to 

bridge this gap is to reverse engineer the CAN bus and create the DBC files.  



 

 

 

In the context of this project, this would mean that if we want our system to be com-

patible with any car model (IR04), we would need to reverse engineer the CAN bus of 

every vehicle. The reverse engineering process is by itself time-consuming and ex-

ceeds the purposes of the proof of concept. Therefore, the initial requirement IR04 is 

considered infeasible within these 10 months. Instead, the PoC aims to work with the 

existing TNO Carlab vehicles that already provide a mapping between the data and 

their CAN representation.  

World modeling capabilities 

As stated in requirement IR06, the VesselBox should implement all the necessary al-

gorithms to create its own world model to conduct the rule checking. The world model 

and host tracking algorithms that output the vehicle’s world model and location data 

were previously developed and tested by TNO scientists and are already available 

within VW Jetta’s onboard computer.  

The need to port these algorithms within VesselBox affects only the choice of hardware 

for the VesselBox unit. It does not impact the design of the PoC software, because the 

deployment hardware can be changed after the demonstration. As a result, the genera-

tion of the world model and the location data within VesselBox is considered as a 

feasible task, but the VESSEL System PoC shall depend on the world model and loca-

tion data that is already generated within the Carlab vehicle’s gateway computer. 

High-frequency data generation 

The Carlab vehicles are equipped with many sensors that generate data. In addition, 

they run algorithms that get this sensor data and fuse it to generate meaningful mes-

sages, such as the world model message. This data arrives in the vehicle’s computer 

asynchronously, creating hundreds of data points per second.  

Handling such a large amount of data poses a great challenge. The primary issue is that 

of transferring and storing this data to a remote server, which is required by IR07. The 

more data is generated, the more bandwidth is required to transfer them and the more 

resources the server needs to have, in order to process and store it. Therefore, some 

decisions are made in regard to how frequently each data element is read and stored. 

In the Carlab vehicles, the world model message and the GPS coordinates message 

both generate data at 100Hz. Although the VesselBox does not have a problem retriev-

ing this data, bottlenecks and performance issues arise when we try to transfer all this 

data to the server through HTTP POST requests. For this reason, after discussion with 

the main stakeholders, it was decided to restrict the rule checking and data storing 

frequency at 10Hz. This means that IR07 is feasible, but with limitations, as not every 

available data point will be stored in the server. 

The 10Hz frequency was determined by asking TNO researchers of the IVS depart-

ment regarding the minimum frequency of data collection that they require in the pro-

cess of defining the correct driving behavior.  

Data analytics and services 

Another feature that is expected from the VESSEL System, is its ability to provide data 

analytics and services on the stored driving data (IR08). These services could not be 

specified for the Proof of Concept and as such they are considered out of scope. Nev-

ertheless, one use case that was identified was to remotely monitor the data of the VW 

Jetta while it is deployed in traffic. This use case is considered as a mock service for 

the Proof of Concept and is included in the scope as a User Interface (UI) application 

that connects to the server and retrieves data to display. Therefore, the data analytics 

mentioned in IR08 are considered as feasible task and are represented by the UI appli-

cation, which is referenced as VESSEL Monitoring Application.  

ICT security 

The VESSEL System will be accessing and storing vehicle data, which is considered 

as proprietary to the driver of the vehicle. Therefore, as IR09 states, this data must be 
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secured within the VESSEL System and should not be accessible by unauthorized par-

ties. Any data leakage can be considered as a violation of the GDPR, once the system 

becomes commercial.  

Ensuring ICT security is a time-consuming process that exceeds the purposes of the 

proof of concept. Therefore, for this project, the security of the information transferring 

and storing will not considered as a must-have requirement. 

6.3 Summary 
Revisiting the list of the initial stakeholder requirements of section 6.1, the feasibility 

of each one of them for the proof of concept is seen in Table 9. 

Table 9 - Feasibility of initial stakeholder requirements 

ID Requirement Feasible Comments 

IR01 The VESSEL System shall moni-

tor the driving behavior of the ve-

hicle it is connected to, by as-

sessing the compliance with the 

traffic rules and the Surrogate 

Proximity Indicator (SPI) rules 

mentioned in Section 4.3. 

Yes, par-

tially 

A selection of rules is 

considered as an ini-

tial ruleset for the 

PoC, as mentioned in 

Section 6.2.1. 

IR02 The VESSEL System shall gather 

data from many VesselBoxes. 

Yes Allowed by architec-

ture. It is not tested in 

the PoC. 

IR03 A VesselBox can work with any 

L2-L4 [8] car model. 

Possible, 

but out of 

scope for 

PoC 

Requires proprietary 

DBC files. 

IR04 The VesselBox will be extensible 

with sensors if the vehicle does 

not offer the necessary sensor suit 

of Level 2 driving automation. 

Possible, 

but out of 

scope for 

PoC 

The existing sensor 

suit on VW Jetta al-

lows for specific 

rules to be imple-

mented. 

IR05 The VesselBox will provide world 

modeling capabilities if the vehi-

cle’s systems do not provide it. 

Yes, par-

tially 

It is not tested in the 

PoC.  

IR06 The VesselBox will transfer data 

to the VESSEL server. 

Yes A limited set of data 

is transmitted contin-

uously. 

IR07 The VESSEL Server will log the 

driving behavior data and provide 

data analytics and services on top 

of this data. 

Yes, par-

tially 

The external services 

are represented in the 

design by the VES-

SEL Monitoring Ap-

plication. 

IR08 The VESSEL System shall secure 

its data. 

No Data security is not 

ensured in the PoC. 
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7. Requirements  
 

The purpose of the previous chapters was to report the boundaries of the problem we 

are trying to solve, the domain where the problem resides, and the feasibility of a Proof 

of Concept (PoC). This chapter describes the list of the VESSEL’s PoC high-level 

system requirements and quality attributes that need to be satisfied to meet the custom-

ers’ expectations, considering the time constraints.  

7.1 Requirements for VESSEL System PoC 
As stated in Chapter 6, an initial set of requirements for the VESSEL System was ex-

tracted from the conceptual design that was envisioned by the project owners, before 

the PDEng project was initiated. Since the final purpose of this project is the imple-

mentation of the PoC of VESSEL, the initial requirements were analyzed and reduced 

to fit the scope of the project. Additional PoC requirements were elicited by interview-

ing the direct stakeholders of the project and receiving feedback on small prototypes 

that were created during the process.  

For the prioritization of the requirements, the MoSCoW technique, as defined by Dai 

Clegg [25], is used as follows: 

• M – Must have: the minimum requirements that need to be met to achieve 

customer satisfaction. 

• S – Should have: Additional, high-priority requirements desired by the stake-

holders, that are not entirely essential. Depending on the available time, the 

PDEng trainee will return to these requirements to add value to the project. 

• C – Could have: Requirements that will be considered only if there is time 

left. They are considered the lowest priority requirements. 

• W – Won’t have: Requirements agreed by stakeholders that will not be real-

ized in the limited time frame. 

Table 10 – VESSEL Proof of Concept requirements 

ID Requirement Priority 

REQ01 The system shall consist of two sub-systems: A box that 

connects to the vehicle’s network and accesses the vehi-

cle data (VesselBox) and a server that stores the data 

(VESSEL server). 

M 

REQ02 The VesselBox subsystem shall be separate from the ve-

hicle’s onboard computer. 

M 

REQ03 The system shall retrieve the data produced by the mon-

itored vehicle’s computer at a frequency of 10Hz. The 

following variables are considered, according to Section 

6.2.1: 

1. Speed and acceleration of the host vehicle 

2. Speed and acceleration of the front target 

3. Distance between the host and the front target 

4. ID of the front target 

5. GPS coordinates of the host vehicle 

M 

REQ04 The system shall use the vehicle’s data to calculate Sur-

rogate Proximity Indicators (SPIs) between the host ve-

hicle and the primary front target at a frequency of 10Hz. 

The following SPIs are considered, according to Section 

6.2.1: 

1. Time-to-Collision (TTC) 

2. Time gap 

M 



 

 

 

3. RSS Critical distance 

REQ05 The VesselBox shall retrieve the speed limit of the road. M 

REQ06 The system shall analyze the vehicle’s data and the cal-

culated SPIs to check the predefined driving behavior 

rules at a frequency of 10Hz. The following rules are 

considered, according to Section 6.2.1: 

1. Safe distance keeping rule 

2. Time gap rule 

3. Speed limit rule 

4. TTC rule 

M 

REQ07 The system shall store the driving data and calculated 

SPIs in a remote storage. 

M 

REQ08 The system shall report the rules that are being violated 

at any given time. 

M 

REQ09 The system shall store the data of different vehicles in a 

centralized storage. 

M 

REQ10 The system shall provide access to the previously stored 

historic driving data. 

M 

REQ11 The system shall provide a User Interface to remotely 

monitor the rules that are being violated. 

M 

REQ12 The system shall integrate with the existing TNO Carlab 

vehicles. 

M 

REQ13 The system shall provide feedback to the driver regard-

ing his/her violations. 

S 

REQ14 The system shall integrate with non-Carlab vehicles. W 

REQ15 The system shall be demonstrated in a real-life traffic sit-

uation.  

M 

REQ16 The system shall generate a world model of the vehicle’s 

traffic environment. 

C 

 

7.2 Quality Attributes 
Apart from the high-level system requirements, a set of quality attributes were identi-

fied during the requirements elicitation phase. The concrete quality attribute scenario 

framework [26], is used to specify the quality attributes within the VESSEL System 

PoC. 

According to this framework, the quality attribute scenarios have the following ele-

ments: 

• Stimulus: An intended change to the system or an event that arrives at the 

system.  

• Stimulus source: A human or a computer system that is causing the stimulus. 

• Response: How the system should respond to the stimulus. 

• Response measure: The metric that determines whether the response of the 

system is satisfactory. 

• Environment: The circumstances in which the scenario happens. 

• Artifact: The part of the system that is affected by the event. 

The following sections describe the quality attribute scenarios defined for the VESSEL 

System PoC, according to ISO 25010 [27].  
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Modifiability 

According to ISO 25010 [27], modifiability reflects how effectively and efficiently a 

system can be modified without introducing defects to the existing product. When we 

talk about modifiability, we talk about change, and our interest in it centers on the cost 

and risk of making changes. To account for modifiability, we need to answer the fol-

lowing questions: 

• What can change? 

• What is the likelihood of the change? 

• When is the change made and who makes it? 

• What is the cost of the change? 

 

Three modifiability scenarios were identified during the requirements elicitation. 

These scenarios are represented in Figure 23. 

 

Modifiability Scenario 1 (QAS01): The developer wishes to add a new formula by 

modifying the VesselBox code at design time. The modifications are made with no 

side effects, within three hours. 

 

Modifiability Scenario 2 (QAS02): The developer wishes to add a new rule by mod-

ifying the VesselBox code at design time. The modifications are made with no side 

effects, within three hours. 

 

Source:
Developer

Artifact:
Code

Environment:
Design time

Stimulus: Wishes to 

add new formula/rule

Response: 

Changes made

Response 
Measure:

In three hours
 

Figure 23 - VESSEL Modifiability scenario 

 

Interoperability 

Interoperability describes the degree to which two or more systems (or sub-systems) 

can exchange useful and meaningful information through interfaces in a context [27]. 

The definition encapsulates the ability of the systems to not only transfer the data be-

tween them, but also interpret the information exchanged. 

Interoperability within the VESSEL System is encountered in the following scenarios: 

 

Interoperability Scenario 1 (QAS03): The VW Jetta’s onboard computer publishes 

its driving data to the ROS network. The VESSEL System reads the data from the ROS 

network, combines them to generate the SPIs, and checks the rules. Finally, the results 

are being transmitted and stored. The driving data is correctly stored with a probability 

of 99.9%. 

 



 

 

 

Source:
Vehicel's 
onboard

computer

Artifact:
VESSEL 
system

Environment:
Systems known 

prior to run-time

Stimulus: 
Publishes data to the

ROS network

Response: 
VESSEL system 
calculates SPIs, 
checks rules 
and stores the 
data in a 

remote server

Response 
Measure:
Vehicle s 
information 
correctly 
included 99.9% 

of the time  

Figure 24 - VESSEL Interoperability Scenario 1 

 

Interoperability Scenario 2 (QAS04): An external system requests a piece of driving 

data from VESSEL. The VESSEL System responds by transferring this data6 back to 

the external system. The data included in the response is the same as the data originally 

sent by the vehicle, 99.9% of the time. 

 

Source:
External 
system

Artifact:
VESSEL 
system

Environment:
Systems known 

prior to run-time

Stimulus: 
Requests data from 

VESSEL 
Response: 
VESSEL system 
sends back the 
requested 

vehicle data

Response 
Measure:
Vehicle s 
information 
correctly 
included 99.9% 

of the time  

Figure 25 - VESSEL Interoperability Scenario 2 

 

Apart from these two scenarios, interoperability will be considered during the design 

of the sub-systems that are part of the VESSEL System. Nevertheless, it is not men-

tioned here, as interoperability among the components of a system should always be 

achieved. 

Security  

Security refers to the ability of the system to protect data and information from unau-

thorized parties, while at the same time providing access to people and systems that 

are authorized [27]. As discussed in section 6.2.7, in the context of VESSEL, security 

will be considered during the design of the system, but it will not necessarily be im-

plemented for the proof of concept. For this Quality attribute, the following shall be 

considered: 

1. Confidentiality: The data of the system are protected from unauthorized ac-

cess. 

2. Authentication: The users of the system are authenticated before accessing 

the services or the data of the system. 

3. Authorization: Different user groups have different access privileges for the 

services or the data of the system. 

                                                           

6 The authentication of the external system is not considered during the interoperability 

quality attribute, since it falls under the umbrella of security. Nevertheless, the two 

non-functional requirements are connected. 
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4. Integrity: The records that have been inserted in the system shall not be sub-

jected to unauthorized manipulation. 

The security scenarios that are considered in the design can be seen in the descriptions 

below. 

Security Scenario 1 (QAS05): A human or a system other than a VesselBox attempts 

to insert driving data during normal operation. The system responds by denying the 

transaction. 

 

Source:
Human or 

system other 
than VesselBox

Artifact:
Data

Environment:
Normal operation

Stimulus: 
Attempts to insert 

driving data  

Response: 
VESSEL system 
denies the 

transaction Response 
Measure:
No additional 
data has been 
added to the 

storage  

Figure 26 - VESSEL Security Scenario 1 

 

Security Scenario 2 (QAS06): A human or another system is trying to alter driving 

data during normal operation. The system responds by denying the transaction. 

Source:
Human or 
another 
system 

Artifact:
Historic 

Driving data

Environment:
Normal operation

Stimulus: 
Attempts to alter 

historic driving data  

Response: 
VESSEL system 
denies the 

transaction
Response 
Measure:
Historic data 
remains the 

same  

Figure 27 - VESSEL Security Scenario 2 

 

Security Scenario 3 (QAS07): An authenticated driver is trying to view data from a 

vehicle that is not registered to him/her, during normal operation of the system. The 

system responds by denying the request. 

Source:
Authenticated

driver 

Artifact:
Data of other

drivers

Environment:
Normal operation

Stimulus: 
Attempts to view data 

of another vehicle  

Response: 
VESSEL system 
denies the 

transaction
Response 
Measure:
Vehicle data of 
other drivers is 

not exposed  

Figure 28 - VESSEL Security Scenario 3 

 



 

 

 

Security Scenario 4 (QAS08): An unauthorized human or system is trying to alter the 

thresholds used for the rules during normal operation of the system. The system re-

sponds by denying the request. 

 

Source:
Unauthorized

human or another 
system

Artifact:
Rule thresholds

within the system

Environment:
Normal operation

Stimulus: 
Attempts to alter 

thresholds  

Response: 
VESSEL system 
denies the 

transaction Response 
Measure:
Thresholds 
remain the same 
after the 

attempt  

Figure 29 - VESSEL Security Scenario 4 

 

Security Scenario 5 (QAS09): An unauthorized human or system is trying to access 

or alter the code deployed inside the VesselBox, while the VesselBox is under normal 

operation or unplugged from the vehicle. The VesselBox denies access to the unau-

thorized party. 

 

Source:
Unauthorized

human or another 
system

Artifact:
VesselBox code

Environment:
Normal operation 

or VesselBox 
unplugged

Stimulus: 
Attempts to alter the 

VesselBox code  

Response: 
VesselBox 

denies access Response 
Measure:
Operation of 
VesselBox 
remains 

unchanged  

Figure 30 - VESSEL Security Scenario 5 

 

Time-behavior 

The time behavior of a system refers to the system’s ability to respond to events arriv-

ing at the system within a time-based constraint [27]. Considering that we are design-

ing a proof of concept of the VESSEL System, performance is not a must-have quality 

attribute. Nevertheless, the system will be demonstrated through a User Interface while 

the car is deployed in traffic. Therefore, the stakeholders agreed that the data generated 

inside the vehicle should be available to be displayed in the UI with an average latency 

of two seconds from the moment they are generated in the vehicle. 

The following time behavior scenario was identified: 

Time behavior Scenario (QAS10): The vehicle’s data and results of rule checking 

should be available to be displayed to the UI application with an average latency of 

two seconds from the moment they are generated.  
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Source:
UI Monitoring

application

Artifact:
Driving data

Environment:
Normal operation 

Stimulus: 
Requests the latest 

vehicle data  

Response: 
Snapshot of 
the vehicle s 
latest available 

data Response 
Measure:
Average latency 

of two seconds  

Figure 31 - VESSEL Performance Scenario 

Summary 

The quality attribute scenarios that were identified during the requirements elicitation 

are summarized in Table 11. They are prioritized using the MoSCoW technique [25] 

described in Section 7.1. 

Table 11 - Proof of concept quality attributes 

ID Quality Attribute Scenario Quality  

Attribute 

Priority 

QAS01 The developer wishes to add a new for-

mula by modifying the VesselBox code at 

design time. The modifications are made 

with no side effects, within three hours. 

Modifiability M 

QAS02 The developer wishes to add a new rule 

by modifying the VesselBox code at de-

sign time. The modifications are made 

with no side effects, within three hours. 

Modifiability M 

QAS03 The VW Jetta’s onboard computer pub-

lishes its driving data to the ROS net-

work. The VESSEL System reads the 

data from the ROS network, combines 

them to generate the SPIs, and checks the 

rules. Finally, the results are being trans-

mitted and stored. The driving infor-

mation is correctly stored with a probabil-

ity of 99.9%. 

Interoperability M 

QAS04 An external system requests a piece of 

data from VESSEL. The VESSEL Sys-

tem responds by transferring this data 

back to the external system. The infor-

mation included in the response is correct 

with a probability of 99.9%. 

Interoperability S 

QAS05 An authenticated driver is trying to view 

data from a vehicle that is not registered 

to him/her, during normal operation of 

the system. The system responds by 

denying the request. 

Confidentiality, 

Authenticity, 

Authorization  

S 

QAS06 An unauthorized human or system is try-

ing to alter the thresholds used for the 

rules during normal operation of the sys-

tem. The system responds by denying the 

request. 

Authenticity, 

Authorization 

S 

QAS07 An unauthorized human or system is try-

ing to access or alter the code deployed 

Authorization S 



 

 

 

inside the VesselBox, while the Vessel-

Box is under normal operation or un-

plugged from the vehicle. The VesselBox 

denies access to the unauthorized party. 

QAS08 A human or a system other than a Vessel-

Box attempts to insert driving data during 

normal operation. The system responds 

by denying the transaction. 

Authenticity, 

Authorization, 

Integrity 

S 

QAS09 A human or another system is trying to 

alter driving data during normal opera-

tion. The system responds by denying the 

transaction. 

Authenticity, 

Authorization, 

Integrity 

S 

QAS10 The vehicle’s data and results of rule 

checking should be available to be dis-

played to the UI application with an aver-

age latency of two seconds from the mo-

ment they are generated. 

Time-behavior S 

 

7.3 Constraint Requirements 
Apart from the System requirements and the quality attributes, some constraint require-

ments were identified, as shown in the following table. 

 

Table 12 - Constraint Requirements for the Proof of Concept 

ID Constraint 

CR01 The VesselBox subsystem shall use the same technology stack speci-

fied by TNO IVS, used in the Carlab vehicles. 

CR02 The project is constrained to the longitudinal control and target track-

ing with a front radar, since the stakeholders do not want the system to 

be dependent on more expensive subsystems (LiDAR). 

 

These constraints drive some of the decisions related to the design and technologies of 

the VESSEL subsystems. 
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8. System Architecture 
 

The system architecture regards the high-level decisions that affect the system or its 

subsystems. In this chapter we first introduce the components that the VESSEL System 

is decomposed to. Then, we discuss the most important architectural decisions. Finally, 

the choices on technologies are presented for each of the sub-systems. 

 

8.1 System Decomposition 
As discussed in the previous chapters, the system needs to communicate with the ve-

hicle to retrieve data (REQ03), it will process this data to compute SPIs (REQ04), 

check rules (REQ06), and finally store the results (REQ07). In addition, REQ01 men-

tions the existence of two subsystems, the VesselBox and the VESSEL server, where 

the VesselBox is a system that is separate from the vehicle’s onboard computer 

(REQ02). Aside from these two, REQ11 introduces also the existence of a User Inter-

face application. 

The VESSEL System is decomposed in the following three subsystems, as shown in 

Figure 32: 

1. VesselBox Client: sends data to the VESSEL Server. 

2. VESSEL Server: 

a. Receives data from the VesselBoxes and saves the datapoints in its 

database. 

b. Sends data to the VESSEL monitoring application on request. 

3. VESSEL Monitoring Application client: Requests data from the VESSEL 

Server and, when received, displays the data in a User Interface. 

 

 

Figure 32 - VESSEL component diagram 

 

The high-level architecture of the system is Client-Server architecture. This architec-

tural pattern serves to also fulfill requirements regarding storing data in a centralized 

storage (REQ09) and providing access to the previously stored historic naturalistic 

driving data (REQ10).  

 



 

 

 

8.2 High-level Architecture Decisions 
In this section, we use a modified version of the detailed view included in the docu-

mentation framework for architecture decisions, introduced by U. van Heesch, P. 

Avgerioy, and R. Hilliard [28]. For each architecture decision, we specify the follow-

ing: 

• Question/Issue: The question or issue addressed by the architecture decision 

• Alternatives: A description of the different options that were considered to 

answer the question or solve the issue 

• Decision: The outcome of the decision 

• Rationale: The reasoning behind the decision 

• Related requirements: The functional and nonfunctional requirements re-

lated to or affected by the decision 

Placement of rule checking  

Question/Issue  

Where will the calculation of the SPIs and the subsequent rule checking (business 

logic) take place?  

 

Alternatives  
Two alternatives were considered for this decision: 

• Business logic in VesselBox: The VesselBox reads data from the vehicle’s 

onboard computer, calculates the SPIs, checks the rules, and sends the vehicle 

data, SPIs, and results of the rule checking to be stored in the VESSEL Server. 

• Business logic in VESSEL server: The VesselBox reads data from the vehi-

cle’s onboard computer and sends this data to the VESSEL Server. The Server 

calculates the SPIs and checks the rules, before storing the results to its data-

base. 

 

Decision 

The calculation of the SPIs and the checking of the rules for each vehicle shall be 

conducted inside the vehicle’s VesselBox. 

 

Rationale 
The two alternatives are scored on a scale of 1 to 5 against the criteria described in 

Table 13. Each criterion is given a weight 1 to 10. The scoring of the alternatives for 

each criterion is shown in Table 14. The weights and scores are given subjectively by 

the PDEng trainee, based on the understanding of problem.  

 

Table 13 – Comparison criteria for the business logic alternatives  

Criterion Description Weight Score: 1 Score: 5 

Modifiability Examines the ability of the 

system to be modified and 

extended with additional 

rules, after it has been de-

ployed in the vehicle 

10 Very diffi-

cult to 

modify 

Very easy 

to modify 

Dependency 

on a 

broadband 

connection 

Examines the extent to 

which the broadband con-

nection is necessary for 

the system to provide 

basic functionality 

8 The system 

cannot pro-

vide any 

functional-

ity 

The 

system can 

provide all 

the 

required 

functions 

Server re-

sources re-

quired 

Examines the estimated 

processing power required 

by the VESSEL Server 

7 High per-

formance 

required 

Low per-

formance 

required 
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VesselBox 

resources re-

quired 

Examines the estimated 

processing power required 

by the VesselBox hard-

ware 

4 High per-

formance 

required 

Low per-

formance 

required 

Total cost of 

PoC 

Examines the estimated 

cost required for creating a 

functional proof of con-

cept 

7 Costly PoC 

(more than 

1000€) 

Cheap 

PoC (less 

than 50€) 

 

Table 14 - Business logic alternatives comparison table 

        Alternatives 

 

 

Criteria 

Business logic in  

VesselBox 

Business logic in  

VESSEL server 

 

Modifiability (10) 3 5 

Dependency on a 

broadband connection 

(8) 

4 1 

Server resources re-

quired (7) 

4 3 

VesselBox resources re-

quired (4) 

2 5 

Total cost of PoC (7) 4 2 

Total score 126 113 

 

Based on the analysis and rankings described above, placing the business logic in the 

VesselBox is the most suitable option.  

 

Related requirements: Modifiability, Time-behavior, REQ04, REQ06, REQ13 

Data elements transferred to the VESSEL server 

Question/Issue  

Which data elements will be transferred to the server? 

 

Alternatives  
Two alternatives were considered for this decision: 

• Transfer selected data elements to the server: The VesselBox shall transfer 

a subset of the vehicle data to be stored in the VESSEL Server. 

• Transfer all possible data elements to the server: The VesselBox shall 

transfer all possible vehicle data to be stored in the VESSEL Server. 

 

Decision 

The following selected variables are transferred to the VESSEL Server from the Ves-

selBox: 

1. Speed of the host vehicle  

2. Acceleration of the host vehicle 

3. Latitude of the host vehicle 

4. Longitude of the host vehicle 

5. Speed of front target  

6. Acceleration of front target 



 

 

 

7. Front target ID 

8. Relative longitudinal distance between the front target and the host vehicle  

9. Road speed limit 

10. Time-To-Collision 

11. Time gap 

12. RSS Critical Distance 

 

Rationale 
The VW Jetta’s onboard computer exposes all available variables produced by the ve-

hicle in the ROS network. Transferring and storing all this data poses a significant 

challenge, as the more data is sent, the bigger the bandwidth required by the broadband 

connection and the more resources the VESSEL Server should have. For this reason, 

it was decided that a subset of the variables shall be transferred and stored to the server. 

Since the violations should be traceable to the vehicle’s data, all the variables that serve 

as inputs to the rules were selected to be transferred to the VESSEL Server.  

 

Related requirements: REQ07, REQ08, REQ09, REQ10, Time-behavior 

Data transmission frequency 

Question/Issue 

How often will the selected variables be transferred to the VESSEL Server? 

 

Alternatives 
• Alternative 1: Stream the variables, SPIs, and violations every time they are 

updated 

• Alternative 2: Store the variables, SPIs, and violations in a buffer and unload 

the buffer’s contents to the VESSEL Server in regular intervals 

 

Decision 
The data shall be stored in a buffer. The buffer’s contents shall be unloaded to the 

server once every second. 

 

Rationale 
As discussed in Section 6.2.5, the vehicle’s variables are accessed and utilized to cal-

culate the SPIs and check the rules at a frequency of 10Hz. Creating an HTTP request 

at the same frequency can slow down the server significantly, considering the overhead 

of the HTTP request itself. Therefore, an optimal frequency needs to be selected. 

The optimal frequency was defined as the first frequency at which the server response 

(in seconds) is at least twice as fast as the time interval of the requests. For example, 

at 2Hz (0.5 seconds) the optimal time is defined as (2 ) 0.5 / 2 0.25optimal Hzt s= = . In 0.5 

seconds, the buffer is filled with 10 / 2 *15 75Hz Hz Variables Variables= . The average 

time required for the server to store these 75 variables and send an HTTP response is 

0.351 second, which is more than the optimal time of 0.25s.  

Figure 33 displays the comparison of the Time interval, Optimal time, and Average 

server response time compared to the buffer unloading frequency. According to this 

figure, the buffer will be unloaded at 1Hz, as it is the first frequency that fulfills the 

optimal response time for the first time. A frequency smaller than 1Hz can be selected, 

but will result in the data being available in the server once every two seconds, leading 

to a slower update rate of the vehicle’s driving behavior. 
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Figure 33 - Comparison between buffer unloading frequencies 

Related requirements: Time-behavior, REQ09, REQ10 

 

Database access 

Question 

How will the database of the VESSEL Server be accessed? 

 

Alternatives 
• Direct access to the database: The clients of the VESSEL Server access the 

database directly using queries, as depicted in Figure 34. 

• Access to the database through an application layer: An additional layer, 

called application layer, is created on top of the database. The clients of the 

VESSEL Server send HTTP requests to the Application Programming Inter-

face (API) provided by the application layer, as illustrated by Figure 35. This 

layer is the one that communicates with the database and sends HTTP re-

sponses to the clients.  

VesselBox

Application

Query

Result
data

Vehicle 
data

 

Figure 34 – Direct access to the database 
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Figure 35 – Indirect access to the database 

 

Decision 
The database shall be accessed through an application layer in the VESSEL Server. 

 

Rationale 
Direct access to the database is a solution that is easier to implement than the applica-

tion layer. Nevertheless, it suffers from tight coupling of the client code to the database 

design and implementation. Considering that interoperability is an important nonfunc-

tional requirement, mainly because the VESSEL System will offer data analytics and 

services in the future, then loose coupling is required. As a result, it is decided to access 

the database through an application layer. 

 

Related requirements: Interoperability, REQ07, REQ09, REQ10 

Database structure 

Question 

How will the database be structured? 

 

Alternatives 

The database is one of the critical components of a web server as its structure affects 

the entire design. Regarding the way that the data observations (variables, SPIs, viola-

tions) will be structured in the VESSEL System, the following two alternatives were 

considered: 

• Flat schema: The database consists of a table with the vehicle data variables, 

calculated SPIs, and rule violations as columns. Each row in the table is a 

snapshot of all the variables and violations at a specific moment. An example 

of this schema is illustrated in Table 15. 

• Key-value pairs schema: The database keeps the definition of the variables 

(keys) in a separate table from the actual observation (values) of each varia-

ble. Similarly, the definition of the rules resides in a different table than the 

status of the rules (violations). An example of this schema is represented in 

Table 16. 

Table 15 - Example of the flat database schema 

Id date_captured v_host speed_limit speed_limit_rule_violated 

1 2019-04-17… 64.2 70.0 False 

2 2019-04-17… 66.3 70.0 False 

3 2019-04-17… 69.8 70.0 False 

4 2019-04-17… 71.2 70.0 True 
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Table 16 - Example of the key-value pairs database schema 

id variable 

1 v_host 

2 speed_limit 
 

id date_captured variable_id value 

1 2019-04-17… 1 64.2 

2 2019-04-17… 2 70.0 

3 2019-04-17… 1 66.3 
 

  

id rule 

1 speed_limit_rule 
 

id date_captured rule_id status 

1 2019-04-17… 1 False 

2 2019-04-17… 1 False 

3 2019-04-17… 1 False 
 

 

Decision 
The variables, SPIs, and violations are structured in key-value pairs within the data-

base. 

 

Rationale 

The flat database schema fits the future needs of the envisioned VESSEL System, as 

it provides for a table that can be very easily manipulated to conduct data analysis. 

Nevertheless, it suffers from a critical problem. Adding variables and rules to this 

schema requires for the table to change to include more columns. This is a problem for 

the primary quality attribute of the VESSEL System, which is modifiability. On the 

contrary, the key-value pairs schema does not require any changes when a new variable 

or rule is added. Because of this, the key-value pairs database schema is selected. 

 

Related requirements: Modifiability, REQ07, REQ08 

 

8.3 Technology decisions 
The technology decisions regard the choices on programming languages and frame-

works used to develop the subsystems of the VESSEL System.  

VesselBox technologies 

The primary technology stack of the VesselBox is dictated by constraint requirement 

CR01 introduced in Section 7.3. According to this constraint, the VesselBox shall use 

the following technologies: 

• Operating system: Linux Ubuntu 16.04 

• ROS version: ROS Kinetic Kame 

In terms of the programming language used to implement the VesselBox code, there 

are two options that are compatible with the current technology stack: 

• Python 2.7 

• C++ 11 

Python 2.7 was selected as the primary programming language for the VesselBox code, 

due to the PDEng trainee’s prior experience with it. 

 

VESSEL Server technologies 

The technologies used for the VESSEL Server encompass its two components: 

• The technology/framework used for the application layer 

• The technology used for the database 



 

 

 

Application layer framework 
As seen in Table 17, there are multiple frameworks that can be used to build the appli-

cation layer of the VESSEL Server. All these frameworks offer reusable components 

to quickly and easily develop secure, scalable, and versatile web applications.  

 

Table 17 - Examples of web development frameworks 

Web Framework Programming Language 

Ruby on Rails Ruby 

Symphony PHP 

Asp.net .NET 

Node.js JavaScript 

Django Python 

Spring Java 

 

Among the many options, the Django web framework was selected to build the appli-

cation layer of the VESSEL Server due to prior experience of the PDEng trainee with 

it.  

 

Database technology  
The database technology alternatives are the following: 

• MySQL 

• PostgreSQL 

Both options are equally viable for the VESSEL System. They are mature and future-

proof, as they can handle large amounts of data without facing performance issues. 

Nevertheless, PostgreSQL was chosen due to prior experience of the PDEng trainee 

with it. 

 

VESSEL Monitoring Application 

The options considered for the VESSEL Monitoring Application are the following: 

• Web-based application 

• Desktop application 

A web-based application is an excellent choice, but the steep learning curve of learning 

a front-end web framework is a deterring point for the PoC. Considering the time 

constraints to create a functional prototype, a desktop application was selected to be 

developed, as it is much faster to implement.  

In this case, Python was selected as the primary programming language. In Python, 

there is a wide range of different cross-platform frameworks for creating a Graphical 

User Interface (GUI) [29]. Among these, the PyQt framework, a Python wrapper for 

the popular Qt C++ framework, was selected due to its maturity and popularity. An 

additional benefit is that the Qt Designer [30] application can be used to easily create 

a GUI with the PyQt framework, reducing the effort required to design the structure of 

the application’s User Interface (UI). 
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9. Design & Implementation 
 

The previous chapter introduced the high-level decomposition of the VESSEL System 

PoC, along with the architectural and technology decisions made for it. This chapter 

initially describes the external interfaces of the VESSEL System PoC. Then, it elabo-

rates on the detailed design and implementation of each of the three sub-systems. 

9.1 External interfaces of the VESSEL System 

PoC 
As discussed in Section 8.1, the VESSEL System PoC consists of the VesselBox, the 

VESSEL Server, and the VESSEL Monitoring Application. In addition, according to 

Section 6.2.4, the VESSEL System PoC retrieves the world model and location data 

required for the rule checking from the Carlab vehicle’s gateway computer. Therefore, 

the primary external interface of the VESSEL System PoC is with the Carlab vehicle’s 

gateway that exposes the necessary vehicle data through the ROS network. This data 

arrives to the VESSEL System PoC through the VesselBox sub-system, which uses 

ROS subscribers on the relevant ROS topics, as depicted in Figure 36.  

 

 

Figure 36 - VESSEL System interface with the Carlab vehicles 

 

The ROS messages and their corresponding ROS topics are the required external in-

terfaces of the VESSEL System PoC. These interfaces, which are the World Model 

and the Latitude Longitude, are summarized in Table 18. 

 

Table 18 – Carlab vehicle ROS messages 

ROS Interface Variables Frequency ROS Topic:   

ROS Message 

WorldModel • Host velocity 

• Host acceleration 

• Front target ID 

• Font target velocity 

• Front target acceler-

ation 

• Relative longitudi-

nal distance 

100Hz /world_model: 

WorldModel 

LatitudeLongitude • Host latitude 

• Host longitude 

100Hz /latitudelongitude: 

DecodedFrame 



 

 

 

 

The VesselBox’s nodes subscribe to these interfaces through ROS subscribers, as 

shown in Figure 37. Whenever the data is published by the Carlab vehicle gateway’s 

nodes, the VesselBox’s nodes subscribed to these interfaces are activated and retrieve 

the required data. 

 

 

Figure 37 - The VesselBox within the Carlab vehicle’s ROS network 

 

9.2 VesselBox  
The purpose of the VesselBox is to retrieve data and use it to calculate Surrogate Prox-

imity Indicators (SPI) and check the corresponding rules. In addition, the VesselBox 

sends this data to the VESSEL Server. As depicted in Figure 38, the activities con-

ducted by the VesselBox are split in three steps. The first step concerns the extraction 

of the vehicle data from the ROS network. The second step consists of the calculation 

of the derived variables, such as the speed limit and the Time-to-Collision (TTC), and 

the rule checking. The final step concerns the data transmission process to the VESSEL 

Server.  

 

Figure 38 - VesselBox activity diagram 
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VesselBox PoC Design 

The primary non-functional requirements that affect the design of the VesselBox are 

modifiability and time-behavior. These two quality attributes can be fulfilled using the 

Pipes and Filters (P&F) architecture.  

P&F architecture affects modifiability, as it allows for the VesselBox to be enhanced 

with additional input sources, rules, and formulas, thus fulfilling the modifiability qual-

ity attribute scenarios, QAS01, QAS02. For example, if a traffic light recognition sys-

tem is integrated into the vehicle, a new set of filters can be created inside VesselBox 

that extract the status of traffic lights on the road and use it to check whether the driver 

violates red traffic lights. Such changes in the P&F architecture do not interfere with 

the functionality of previously implemented filters. 

The P&F architecture also serves to fulfill performance requirements, as it allows for 

time-consuming processes to be implemented in filters that run in separate threads in-

side the processing unit. An example of this is the extraction of the speed limit of the 

road from the OpenStreetMap web service. During this task, a request is send to the 

map server, which blocks the thread until the server responds. Considering that the 

OpenStreetMap server has performance restrictions, it can have a delay of two to three 

seconds between its responses. Putting this task in a parallel thread ensures that the 

rules that do not depend on the speed limit can be checked regardless of the delay of 

the map server. 

In the P&F architecture, the pipes are the ROS topics with their corresponding ROS 

messages, while the filters are the individual ROS nodes. Each filter in the VesselBox 

uses ROS publishers and subscribers to transfer its messages in the ROS network, as 

displayed in Figure 39. 

 

Figure 39 - Relation between VesselBox filters and ROS elements 

 

To separate the concerns of the VesselBox, the three individual steps shown in Figure 

38 are implemented in separate filters. More specifically, we distinguish between three 

filter types: 

• CustomFilter: Filters that act as the sources in the P&F architecture by pre-

processing data and extracting meaningful variables (Step 1). An example of 

this is a filter that queries the OpenStreetMaps server with the vehicle’s GPS 

coordinates and outputs the speed limit of the road. Multiple custom filters 

can be implemented in the VesselBox. 

• Formulas-Rules (FR) Filter: Filters that process the data they receive. They 

calculate formulas (Step 2.1), as well as check the rules (Step 2.2). As output, 

they provide a bundled set of their input variables, their derived variables, and 

the status of the rules they check. Multiple FRFilters can be implemented in 

a VesselBox. 



 

 

 

• StorageFilter: Filter that acts as a sink in the P&F architecture. It retrieves 

the output of all the FRFilters and transfers the data to the VESSEL Server 

(Step 3). Only one StorageFilter is implemented in a Vesselbox.  

Formulas-Rules Filter 
Formulas-Rules (FR) Filters are abstract classes introduced to fulfill the Modifiability 

quality attribute by allowing for easy additions of rules and formulas within the Ves-

selBox. They are meant to be inherited by filters, such as the SPI Filter in Figure 40, 

whose purpose is to add rules and formulas on top of a specific ROS message. An 

FRFilter uses the factory pattern to create concrete rules and formulas, as seen in Figure 

40. 

 

Figure 40 - FRFilter factory pattern diagram 

 

A filter that inherits from the FRFilter allows the maintainer to easily add rules, for-

mulas, or inputs to it during design time, thus fulfilling the quality attribute scenarios 

QAS01 and QAS02. 

An FRFilter is triggered by two events: 

• When the input message is sent by a Vehicle node and arrives at the FRFilter 

node, the FRFilter’s callback function is activated, allowing the filter to copy 

the values from the ROS message to its local repository. 

• When the ROS timer expires every 100ms (10Hz), as discussed in Section 

6.2.5, the FRFilter’s main function is called, which calculates all the formulas 

that have been attached to the filter and then checks the corresponding rules. 

The input variables, derived variables, and rule outputs are all packed into a 

ROS message and are transferred to the Storage Filter. 

The sequence diagram in Figure 41 captures the behavior of a concrete FRFilter. 
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Figure 41 - FRFilter behavior 

Storage Filter 
The purpose of the Storage Filter is to gather the output of all the FRFilters and create 

HTTP POST requests to the server. To achieve that, the storage filter keeps a buffer of 

the timestamped variable values and rule outcomes and sends the data to the server 

once every second. The class diagram of the storage filter is depicted in Figure 42. 

 

Figure 42 - Storage Filter structure 

 

Every VesselBox has only one Storage filter running but can have multiple concrete 

FRFilters. The communication between the FRFilters and the Storage Filter is achieved 

using the VarsRules . 

The Storage Filter, similar to an FRFilter, is triggered by two events: 

• When one of the many FRFilters publish their results, the callback function 

of the storage filter is activated and inserts the received data into its buffer. 

• When the ROS Timer expires, which happens once every second, the Storage 

Filter packs the data into a JSON string and sends it through an HTTP POST 

request to the VESSEL Server.  

The sequence diagram in Figure 43 captures the behavior of the Storage Filter. 

 



 

 

 

 

Figure 43 - Storage Filter behavior 

VarsRules interface 
The VarsRules interface is introduced to transfer data between FRFilters and the Stor-

age Filter. This interface consists of the /vars_rules ROS topic and the VarsRules 

Stamped ROS message. To account for the modifiability of the VesselBox, which 

states that it can be extended with multiple different FRFilters, the VarsRuleStamped 

message format uses the highly flexibleJavaScript Object Notation (JSON) format. 

This format allows the message to be extended with additional variables and violations, 

without the need for additional code. The structure of this message is as follows: 

• timestamp: the epoch timestamp  

• variables: a JSON string that contains the names of the variables and their 

corresponding value. Example: 
variables = {   

      "host_acceleration_x":0.023, 

      "host_velocity_x":87.2, 

      "road_speed_limit":100.0, 

      "time_gap":1.825 

} 

• violations: a JSON string that contains the names of the rules and their vio-

lation status (True or False). Example: 

violations = {   
      "speed_limit_rule":"false", 

      "time_gap_rule":"false" 

} 

Custom Filters 
Aside from the main two filter types, we define the custom filters as ROS nodes with-

out a specific structure. The maintainer can build his/her own custom filters to generate 

or extract data that can be used as inputs to the FRFilters. For this to be achieved, the 

output ROS messages of the custom filters need to be predefined as interfaces. Section 

9.2.2 provides an example of a custom filter which uses the GPS coordinates of the 

Carlab vehicle to extract the speed limit of the road from an external map service.  

VesselBox Internal Design 
The relation between the three categories of filters can be seen in Figure 44. 
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Figure 44 – VesselBox pipes and filters  

 

The external ROS interfaces are the predefined messages and topics that are currently 

exposed to the ROS network by the Carlab vehicle’s gateway, such as the WorldModel 

and the LatitudeLongitude. The outputs of the FRFilters are sent to the StorageFilter 

via the VarsRules interface, which contains the VarsRulesStamped ROS message ex-

changed through the /vars_rules ROS topic. 

The interactions of the VesselBox filters, along with their behavior is shown in the 

sequence diagram depicted in Figure 45. The pre-implemented vehicle nodes publish 

their messages to the ROS network, and the subscribed FRFilter nodes receive these 

messages and store the data they require in their local repository. Whenever the 10Hz 

ROS timer expires, the frFilterNode gets activated, calculates the formulas, checks the 

rules, and sends the results via the VarsRules interface to the storageFilterNode. The 

storageFilterNode buffers the data it receives and whenever the 1hz timer expires, it 

sends its buffered data through an HTTPRequest to the VESSEL Server. 

 

 

Figure 45 - VesselBox behavior 

VesselBox PoC Implementation 

The design described in Section 9.2.1 is defined to fulfill the modifiability quality at-

tribute, allowing for additional formulas and rules to be implemented into the system. 

As discussed in Section 7.1, the following four rules are initially included, according 

to REQ06: 



 

 

 

1. Speed limit rule  

2. Time gap rule 

3. Safe distance keeping rule 

4. TTC rule 

 

These rules require the following input variables retrieved from the VW Jetta: 

1. Speed and acceleration of the host vehicle 

2. Speed and acceleration of the front target 

3. Distance between host and front target 

4. ID of the front target 

5. GPS coordinates of host vehicle 

 

These input variables are extracted from the WorldModel and the LatitudeLongitude 

ROS interfaces, as depicted in Figure 46. 

 

 

Figure 46 - Contents of WorldModel and LatitudeLongitude messages 

 

Using these variables, the system calculates the following derived variables: 

1. Time-to-Collision (TTC) 

2. Time gap 

3. RSS Critical distance 

4. Road speed limit 

 

The dependency diagram between the interfaces and the SPIs and rules, as seen in 

Figure 47, reveals that different SPIs and rules depend on different interfaces.  

 

 

Figure 47 - Dependencies between input messages and SPIs and rules 
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During the VesselBox implementation we distinguish between three filters: 

• The Speed Limit Filter, whose purpose is to extract the speed limit of the road 

• The SPI Filter, which purpose is to calculate the SPIs and check the rules 

• The Storage Filter, which purpose is to gather the output of the SPI Filter and 

transfer it to the VESSEL Server.  

 

Speed Limit Filter  
In Figure 47 it is visible that the speed limit rule depends on the speed of the Carlab 

vehicle and the speed limit of the road. The speed of the Carlab vehicle is extracted 

from the WorldModel interface, while the speed limit of the road is extracted from an 

external map service, called OpenStreetMap.  

The OpenStreetMap provides an open API, called Overpass API [31] that allows to 

query its database and retrieve map-related information. For this reason, the Speed 

Limit Filter sends the latitude and longitude of the Carlab vehicle to the Overpass API 

and retrieves a response that contains the speed limit of the road at the specified GPS 

coordinates. 

The Overpass API is open and free but provides some query restrictions. The main 

Overpass API instance suggests less than 10000 queries per user per day. Considering 

that we expect for a vehicle to be on the road for a maximum of five hours, this amounts 

to 2000 requests per hour or one request every two seconds. For the PoC, it is decided 

that the requests will be sent once every four seconds.  

The fact that OpenStreetMap server has performance restrictions leads us to create a 

separate filter for the retrieval of the speed limit. This filter’s purpose is to query the 

OverPass API, by sending the coordinates of the host vehicle that were valid at the 

moment of the query. Once the speed limit is extracted, the filter publishes it, along 

with the coordinates, back in the ROS network. Putting this activity into a separate 

filter has the additional benefit that, regardless of how much delay the OpenStreetMap 

server has, it does not block the rest of the processes within VesselBox. 

The Speed Limit Filter has the following input and output variables: 

• Inputs: 

o Host Latitude 

o Host Longitude 

• Outputs: 

o Host Latitude 

o Host Longitude 

o Road Speed Limit 

The output of this filter is packed into a custom ROS interface called SpeedLimitwith-

Coordinates, as depicted in Figure 51. The SpeedLimitwithCoordinates interface con-

sists of the SpeedLimitwithCoordinates message exchanged through the 

/speed_limit_coordinates ROS topic. 

 

Figure 48 - Speed Limit filter input-output description 

 



 

 

 

The class diagram of the Speed Limit Filter is depicted in Figure 49, while the Speed 

Limit Filter’s behavior is depicted in Figure 50. According to the sequence diagram, 

this filter is activated by two events: 

• When the LatitudeLongitude interface delivers a new set of GPS coordinates, 

the Speed Limit Filter’s callback function is called, which copies the GPS 

coordinates to its local repository 

• When the 0.25Hz ROS timer expires, the Speed Limit Filter is activated and 

queries the OpenStreetMap server through the Overpass API with the Carlab 

vehicle’s GPS coordinates. Once the query finishes, the Speed Limit Filter 

extracts the speed limit at the specified location. The speed limit of the road, 

along with the GPS coordinates is published into the SpeedLimitwithCoor-

dinates interface.  

 

 

Figure 49 - Speed Limit Filter structure 

 

 

Figure 50 – Speed limit extraction  

SPI Filter 
The SPI Filter is created to calculate the SPIs and check the rules. The inputs of the 

SPI Filter are acquired from the WorldModel and the SpeedLimitwithCoordinates in-

terfaces. The SPI Filter: 

• Calculates TTC, Time Gap, and RSS critical distance. 

• Checks the TTC rule, the Time Gap rule, the Safe Distance rule, and the Speed 

Limit rule. 
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• Outputs a ROS message that contains all the information that the filter pro-

duces (SPIs and rule violations), in addition to propagating its input. 

The input and output of the SPI Filter is depicted in Figure 51. 

 

 

 

Figure 51 - SPI Filter input-output description 

 

As discussed in Section 9.2.1, the SPI Filter inherits from the abstract FR Filter. The 

SPI Filter makes use of the factory pattern implemented in the FR Filter and creates a 

Formula object for each of the SPI formulas and a Rule object for each of the rules. 

The SPI Filter interacts with the WorldModel and the SpeedLimitwithCoordinates in-

terfaces by subscribing to the corresponding ROS topics. The class diagram of the SPI 

Filter is depicted in Figure 52, while the sequence diagram of this filter follows the 

actions described in Figure 41. 

 

Figure 52 - SPI Filter structure 

Storage Filter 
The Storage Filter design described in 9.2.1 is implemented the VesselBox with the 

behavior described in Figure 43. The Storage Filter depends on the output of the SPI 

Filter. The messages exchanged between those filters have the format of the 

VarsRulesStamped message and are transferred through a custom topic named 

/vars_rules.  

 

VesselBox PoC implementation 
The VesselBox’s implemented components is shown in Figure 53, while the structure 

of the VesselBox is shown in Figure 54. As discussed in the previous sections, the 



 

 

 

VesselBox PoC relies on two external interfaces: the WorldModel and the Lati-

tudeLongitude interface. These two interfaces act as sources for the VesselBox. The 

Speed Limit Filter also acts a source, as it provides the speed limit within the Vessel-

Box. The SPI Filter is the main processing filter within the VesselBox. Its output is 

forwarded through the highly flexible VarsRules interface to the Storage Filter, which 

in turn transmits the vehicle data and rule outputs to the VESSEL Server through HTTP 

POST requests.  

 

Figure 53 - VesselBox components diagram 

 

 

Figure 54 - VesselBox structure diagram 

9.3 VESSEL Server  
As described in Section 8.1, the VESSEL Server is a web server that receives data from 

the VesselBoxes, stores it, and provides it to the VESSEL Monitoring Application cli-

ents upon request. 

VESSEL Server PoC Design 

The VESSEL Server consists of the following: 

• VESSEL Database: The structure of the database that the Application Server 

interacts with. 

• Application Programming Interface (API): It provides the interface of the 

web server to its clients, in our case the VesselBoxes and the VESSEL Mon-

itoring Applications. 

• Application Layer: The logic of the application. It interacts with the API and 

the Database.  

VESSEL Database Model 
The VESSEL database model represents the entities that will be stored in the database 

tables. As discussed in Section 8.2.5, it was decided to separate the variables as entities 

from their individual timestamped observations. For example, TTC as a variable exists 

in the Variables table, but the timestamped TTC observations of a vehicle reside in a 

separate table called Variable Records.  

This technique provides flexibility to the database, as adding new variables requires to 

add new elements in the Variables table. When a new observation comes for a variable, 
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the observation is added to the Variable Records table automatically, referencing the 

Variable by its ID. A similar method is applied to the rules. The rule names with their 

descriptions reside in the Rules table, while the observations for the violations of the 

rules exist in the Violation Records table. 

The following entities are defined in VESSEL Database:  

• Vehicles: The registered vehicles. 

• Variables: The sensor variables retrieved from the ROS messages or the de-

rived variables generated by the VesselBox’s filters.  

• Rules: The rules checked by a VesselBox.  

• Thresholds: The thresholds related to rules, e.g., the TTC threshold that is 

related with the TTC rule. 

• Variable Records: The timestamped observations of the value of a variable. 

• Violation Records: The timestamped observations of the violations of a 

rule. 

The database structure is depicted in the Entity-Relationship diagram in Figure 55.  

 

Figure 55 - Entity-Relationship diagram of VESSEL Database 

VESSEL Server API 
The API of a web server is its interface to its clients. In the VESSEL Server, the Rep-

resentational State Transfer (REST) is used for the design of the API. The REST Ar-

chitecture provides interoperability between computer systems on the internet. In ad-

dition, it exposes only certain resources to the outside world, thus providing full control 

to the developer over the data, abstracting immediate access to the database by the 

users of the system. 

The Web API consists of the following elements: 

• Resource: The URLs that are accessible by the clients. Each URL is meant 

for a single purpose and accepts a specific payload. 

• HTTP Method: The type of HTTP request (GET, POST, PUT, DELETE). 

An endpoint can allow more than one type of HTTP request. 

• User group: The user group that is allowed to successfully conduct the re-

quest. The user groups are created based on the security quality attribute sce-

narios QAS06, QAS07, QAS08, and QAS09. The following user groups are 

identified: 

o Admin: The administrator of the VESSEL server. The admin has full 

control over the data. 

o TNO Researcher: A TNO Researcher can view driving data from 

any car that exists in the database.  

o Driver: The driver of a specific vehicle. He/she can only view the 

data produced by his/her vehicle. 

o VesselBox: The VesselBox client. It sends vehicle data to the VES-

SEL server to be stored in the database.  



 

 

 

Table 19 describes the design of the VESSEL Server’s API. 

 

Table 19 - VESSEL Server Web API Description 

Resource HTTP 

Method 

Description User Group 

/variables POST Create new variable 

or variables 

Admin, TNO Researcher 

  GET Retrieve all varia-

bles 

VesselBox, Admin, 

Driver, TNO Researcher 

  PUT Error - 

  DELETE Error - 

/variables/:id POST Error - 

  GET Retrieve the details 

of variable with ID 

:id 

VesselBox, Admin, 

Driver, TNO Researcher 

  PUT Update the details 

of variable with ID 

:id 

Admin, TNO Researcher 

  DELETE Delete variable 

with ID :id 

Admin, TNO Researcher 

/rules POST Create new rule or 

rules 

Admin, TNO Researcher 

 GET Retrieve all rules VesselBox, Admin, 

Driver, TNO Researcher 

 PUT Error - 

 DELETE Error - 

/rules/:id POST Error - 

 GET Retrieve the details 

of variable with ID 

:id 

VesselBox, Admin, 

Driver, TNO Researcher 

 PUT Update the details 

of variable with ID 

:id 

Admin, TNO Researcher 

 DELETE Delete variable 

with ID :id 

Admin, TNO Researcher 

/vehicles POST Create new vehicle Admin, TNO Researcher 

 GET Retrieve all vehi-

cles 

Admin, TNO Researcher 

 PUT Error - 

 DELETE Error - 

/vehicles/:id POST Error - 

 GET Retrieve the details 

of vehicle with ID 

:id 

Admin, TNO Researcher 

 PUT Update the details 

of vehicle with ID 

:id 

Admin, TNO Researcher 

 DELETE Delete vehicle with 

ID :id 

Admin, TNO Researcher 

/thresholds POST Create new thresh-

old  

Admin, TNO Researcher 

 GET Retrieve all thresh-

olds 

VesselBox, Admin, 

Driver, TNO Researcher 

 PUT Error - 

 DELETE Error - 

/thresholds/:id POST Error - 
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Request HTTP 

Method 

Description User Group 

 GET Retrieve the details 

of threshold with 

ID :id 

Admin, TNO Researcher 

 PUT Update the details 

of threshold with 

ID :id 

Admin, TNO Researcher 

 DELETE Delete threshold 

with ID :id 

Admin, TNO Researcher 

/variable-records POST Error - 

 GET Retrieve the latest 

variable records 

Admin, Driver, TNO Re-

searcher 

 PUT Error - 

 DELETE Error - 

/violation-records POST Error - 

 GET Retrieve the latest 

violation records 

Admin, Driver, TNO Re-

searcher 

 PUT Error - 

 DELETE Error - 

/snapshot-records POST Create new varia-

bles and violations 

VesselBox 

 GET Error - 

 PUT Error - 

 DELETE Error - 

/api-token-auth POST Retrieve an authen-

tication token 

Guest 

 GET Error - 

 PUT Error - 

 DELETE Error - 

 

VESSEL Application Layer 
As discussed in Section 8.3.2, the VESSEL Application Layer is designed using the 

Django REST Web framework [32] and therefore follows the Model-View-Template 

(MVT) paradigm enforced by this framework. In the MVT the following components 

are defined: 

• Uniform Resource Locator (URL): The component that handles the web 

address that the client interacts with.  

• Serializer: The component that is responsible for transforming JSON-format-

ted string data into Python models and vise-versa. 

• View: The component that has a server-side representation of the information 

transferred to and from the client. 

• Template: The component that has the client-side representation of the infor-

mation. The template can either be generated by Django or it can be overrid-

den by custom templates.  

• Model: The component that converts the database tables into Python models. 

The connection between these components is depicted in Figure 56. 

 



 

 

 

 

Figure 56 - The Django Web framework components  

 

When an authorized client initiates an HTTP POST request to the web server, the 

Django framework first checks whether the specified URL resource exists and then 

transfers the request to the view. The view calls upon its serializer to ensure that the 

data is valid and then stores this data to the database through its model component. The 

HTTP POST handling behavior is depicted in Figure 57. 

 

 

Figure 57 - HTTP POST handling behavior 

 

HTTP GET requests work similarly. The client requests to get data from a URL re-

source. The server checks whether the resource exists and transfers the request to the 

view. The view gets the data from its model, which retrieves the data from the database, 

and then sends this data to its serializer. The output of the serializer, which is a JSON 

string, is then sent back to the client. This process is described by the sequence diagram 

in Figure 58. 
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Figure 58 - HTTP GET handling behavior 

 

VESSEL Server PoC Implementation 

The Django REST Web framework provides the underlying infrastructure to create a 

functioning server. Therefore, the implementation of the VESSEL Server Application 

Layer inherits from the abstract Django components, which are mentioned in Section 

9.3.1, and builds the application logic on top of them. 

The database tables are reflected into the Django models. This is achieved by creating 

a class that inherits from the Django models module, for each of the database entities 

of Figure 55. In addition, for each of these models we create a view that inherits from 

the Django views module. Finally, serializers that inherit from the Django serializers 

module are connected to the views and models.  

The class diagram of the model, view, and serializer of the variables is shown in Figure 

59. The same structure of Figure 59 is applied to the following entities: Rules, Varia-

bles, Thresholds, and Vehicles. 

 

Figure 59 - View-Model-Serializer relation of variable entity 

 



 

 

 

According to the API described in Table 19, Variable Records and Violations Records 

allow only GET requests to their resource. Because of that, they inherit from the 

Django ListAPIView. In addition, they can accept as input either a single record, or 

multiple records at once. To accommodate for that, they have two types of serializers: 

A ModelSerializer, for single records, and a ListSerializer, for multiple records. The 

relation between these components is depicted in Figure 60. 

 

Figure 60 – Violation Records and Variable Records class diagrams 

 

The snapshot resource is introduced to allow VesselBoxes send variable records and 

violation records to the server in one POST request, speeding up the request handling 

process. Because of that, there is no Snapshot model and the snapshot resource is re-

lated to both the Violation and the Variable models. The class diagram of the Snapshot 

is found in Figure 61. 

 

 

Figure 61 - Snapshot class diagram 

 

Figure 62 displays the package diagram of the VESSEL Server components described 

above. 
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Figure 62 - Package diagram of VESSEL Server 

 

9.4 VESSEL Monitoring Application  
The VESSEL Monitoring Application is intended to be used to remotely view the sit-

uation that the vehicle is in while driving in traffic. To achieve that, the VESSEL Mon-

itoring Application queries the VESSEL Server for vehicle data and projects this data 

to a User Interface (UI).  

The technology that is used for the Monitoring Application is Python with the PyQt 

framework, as discussed in Section 8.3.3. It provides the tools and libraries necessary 

to create a User Interface and connect it to backend functionality. 

VESSEL Monitoring Application PoC Design 

The VESSEL Monitoring Application is divided in two parts:  

• User Interface windows: The windows presented to the user. Their respon-

sibility is to load PyQt UI elements. 

• Application logic: The backend of the application. It contains the classes re-

sponsible for fetching the driving data from the server and use it to update 

the UI elements. 

The structure of the VESSEL Monitoring application can be found in Figure 63 and 

the behavior of the Monitoring Application is summarized in Figure 64. The event that 

initiates the data retrieval from the VESSEL Server is a Timer that is running in the 

background. The timer expires every second, sending a signal to the controller to start 

the data retrieval process.  

In order to avoid blocking the main thread that controls the user interface, the Control-

ler initiates a parallel thread to run in the background called UpdateWorker. The 

worker thread sends GET requests to the server through an HTTP session and receives 

the latest driving data from the VESSEL server. Afterwards, it uses a pyqtSignal called 

resultsSignal, which communicates the data to the controller that runs on the main 

thread. The controller uses this data to update the UI elements of the windows and then 

goes into an idle state, until the new timer expiration arrives. 

 



 

 

 

 

Figure 63 - VESSEL Monitoring Application structure 

 

 

Figure 64 - VESSEL Monitoring Application behavior 
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VESSEL Monitoring Application PoC Implementa-
tion 

The User Interface of the VESSEL Monitoring application is designed using the Qt 

Creator application. Qt Creator allows the user to structure the UI and saves this struc-

ture in XML formatted files with the extension “.ui.” These files can be translated to 

Python classes using the built-in Qt Creator converter. 

For the demonstration purposes of this project, two windows were created for the UI 

application: 

• Main Window: It can be found in Figure 65. The main window displays the 

longitudinal interactions of the host vehicle with its front target, when one is 

available. The Main Window has the following UI elements: 

1. Speeds and accelerations of the host (left side) and front target (right 

side) vehicles 

2. Record button, which starts requesting data from the server and un-

derneath it, the speed limit of the road, which displays “N/A” when 

no speed limit is available. 

3. GPS Coordinates of the host vehicle (lat, long). 

4. ID of the front target. Whenever the front target changes, this value 

changes into a new number. 

5. Time gap (in seconds) and relative distance between vehicles (in me-

ters). 

6. Plots that are updated every time new data arrives. The upper plot 

displays the speed of the host vehicle and the speed limit of the road. 

The bottom plot displays the time gap distance compared to the two 

second time gap threshold. 

 

 

Figure 65 - Main window user interface layout 

 

• Violations Window: It can be found in Figure 66. The violations window 

displays the statuses of the rules of the system at any moment. It consists of 

the following UI elements: 

1. The status of each of the rules, along with the variables related to it. 

When a rule is being violated, its background color turns from green 



 

 

 

to red. Whenever a rule goes from not violated to violated, its count 

(times violated) increases by one. 

2. The total violations since the time the recording started. It is the sum 

of the counters of the individual rules. 

 

 

Figure 66 - Violations window user interface layout 

 

The package diagram of the VESSEL Monitoring Application is displayed in Figure 

67. The application depends on two external packages: 

• The PyQt packages. In this package we find:  

o The QtWidgets sub-package, which provides a set of user interface 

elements, called widgets [33]. 

o The QtCore sub-package, which adds a mechanism for seamless ob-

ject communication. This mechanism is called “signals and slots” 

[33].  

o The QtGui sub-package, which extends the QtCore with graphic user 

interface functionality [33]. 

• The requests package. From this package, the Session module is used to 

create HTTP GET requests to the VESSEL Server. 

Internally in the VESSEL Monitoring Application we find the User Interface package, 

as shown in Figure 67. This package contains the files generated by the Qt Creator 

application. The Python files generated by Qt Creator are not meant to be changed 

programmatically, as they get overridden every time the Qt Creator regenerates them. 

For this reason, the Application Logic package is created. In this package we find the 

MainWindowHandler and ViolationsWindowHandler classes that inherit from 

Ui_MainWindow and Ui_ViolationsWindow respectively. In addition, the Controller, 

CSVHandler, and UpdateWorker classes are found in this package. These classes pro-

vide the backend functionality, as described by the sequence diagram in Figure 64. 

The file that starts the entire application is the demo.py file. When this file runs, it 

initializes the User Interface windows and the backend controller, and keeps the appli-

cation running. 
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Figure 67 - VESSEL Monitoring Application package diagram 
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10. Deployment  
 

This chapter focuses on the deployment phase of the VESSEL PoC. The deployment 

requires for the three sub-systems, the VesselBox, the VESSEL Server, and the VES-

SEL Monitoring Application to be deployed in separate machines. For each of these 

sub-systems the deployment options are discussed, along with the choices made for the 

purposes of the demonstrable PoC. 

 

10.1 VesselBox PoC deployment 
The criteria for selecting the hardware unit that will run the VesselBox core are the 

following: 

• The hardware unit shall offer network connectivity through an Ethernet con-

nection. 

• The hardware unit shall use Linux Ubuntu 16.04 to ensure support for ROS 

kinetic.  

• The hardware unit shall cost less than 50€. 

 

The alternatives considered can be found in Table 20. 

 

Table 20 - Hardware units considered for VesselBox 

 Arduino 

Uno 

RaspberryPi 

3B+ 

Odroid 

XU4 

BeagleBone 

Black 

Asus 

Tinker 

Board 

Ethernet 

connection 

Requires 

shield 

Yes Yes Yes Yes 

Linux Ub-

untu sup-

port 

No Yes Yes Yes Yes 

Cost 15€ 35€ 80€ 63€ 95€ 

 

Since the VesselBox hardware unit runs only the core VesselBox filters, it does not 

require for the processing power offered by the RaspberryPi’s alternatives. Therefore, 

the RaspberryPi 3B+ is selected for the PoC due to its low cost and community support.  

The RaspberryPi unit is flashed with a precompiled image of Linux Ubuntu 16.04 with 

ROS kinetic installed. This image was made by Ubiquity Robotics [34]. On top of this 

image, the TNO ROS environment and all the necessary messages and components are 

installed to communicate with the ROS world modeling nodes that run in the VW 

Jetta’s onboard computer. Within this environment, the VesselBox code is deployed.  

The entire VesselBox rule-checking application is initialized by running the command 

roslaunch vesselbox vessel.launch from a Linux terminal inside the Rasp-

berryPi. This command, in turn, starts running the speed_limit_filter.py, the spi_fil-

ter.py and the storage_filter.py in separate processes.  

As discussed in Section 9.2.2, the speed_limit_filter.py retrieves the GPS data from 

the host tracker and uses it to query the OpenStreetMaps server. For this to be achieved, 

the VesselBox is connected to the LTE network through the LTE router inside the VW 

Jetta. 

The deployment diagram of the VesselBox is depicted in Figure 68.  

 



 

 

 

 

Figure 68 – VesselBox PoC deployment diagram 

 

10.2 VESSEL Server PoC deployment 
For the deployment of the VESSEL Server, in the context of the PoC, the primary 

criteria that were considered are: 

• Demonstrability: The system is demonstrated with the vehicle driving in traf-

fic. Therefore, the server must have a public domain name in order to be ac-

cessible remotely by the VesselBox and the VESSEL Monitoring Applica-

tion. 

• Speed of deployment: The server should be easily deployable, and any 

changes made to it should reflect to the server immediately. 

• Locality of data: Considering that the data generated by the VesselBoxes are 

proprietary to TNO, they should be stored in a local machine or a TNO server. 

• Cost: The cost for the server should be minimal. 

 

The options that were considered for the VESSEL Server PoC deployment are the fol-

lowing: 

• Deployment on a local virtual machine. 

• Deployment on a Virtual Private Server (VPS) owned by TNO. The server 

should receive a public Internet Protocol (IP) address. 

• Deployment on a cloud service. 

 

The comparison of these options according to the criteria can be seen in Table 21.  

 

Table 21 - VESSEL Server PoC deployment options 

 Local computer  TNO-owned VPS Cloud service 

Demonstrability Good  Excellent Excellent 

Speed of deploy-

ment 

Very fast Requires to setup 

the VPS 

Depends on the 

provider 

Locality of data Database is stored 

in the local 

memory 

Database is stored 

in the local 

memory 

Database is stored 

in the cloud server 

Cost None 1500 €/year Billing service, 

depends on pro-

vider 
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Based on these criteria, the VESSEL Server PoC is deployed on a local virtual ma-

chine. Considering that the server communicates with the VesselBox that is inside the 

Carlab vehicle, the VESSEL Server PoC needs to have a public IP address or domain 

name. This is achieved using a proxy server called Serveo.net.  

Serveo.net acts as a mediator. The local machine creates a reverse Secure Shell (SSH) 

tunnel [35] with a machine at serveo.net. Once this tunnel is established, all HTTP 

traffic sent to the serveo.net server is forwarded through the reverse SSH connection 

to the VESSEL Server in the local virtual machine, making it publicly accessible to the 

web. The SSH tunnel ensures that the data is securely transferred between the proxy 

server and the VESSEL Server. This process is depicted in Figure 69. 

 

 

Figure 69 - Communication with proxy server 

 

The VESSEL Server PoC deployed in the local virtual machine consists of two com-

ponents:  

• The VESSEL Application server, which provides the API and communicates 

with the database. 

• The VESSEL Database server, which handles the data storage. 

 

As discussed in Section 9.3.1, the VESSEL Application server is implemented using 

the Django REST Web framework. Regarding the VESSEL Database server, the tech-

nology that is used for it is PostgreSQL. 

The VESSEL Django Application server and the VESSEL Database server both run 

inside the same virtual machine with the Ubuntu Linux operating system. The virtual 

machine ensures fast transferability of the entire VESSEL Django Application and Da-

tabase servers from one computer to another. The deployment of the VESSEL Server 

described above is depicted in Figure 70. 

 

 

Figure 70 - VESSEL Server deployment diagram 



 

 

 

10.3 VESSEL Monitoring Application PoC de-

ployment 
As discussed in Section 9.4, the VESSEL Monitoring Application is implemented us-

ing the Qt framework. Since the Qt framework is cross-platform, the choice of the 

hardware and operating system used to run the VESSEL Monitoring Application is 

open to the user. For the purposes of the demonstration of the PoC, the VESSEL Mon-

itoring Application is deployed in a Windows machine that has internet access, as de-

picted in Figure 71. The application is run by the vessel_monitoring_application.exe 

file. 

10.4 VESSEL System PoC deployment 
The VESSEL System PoC is composed by integrating the individual sub-systems 

(VesselBox, VESSEL Server, VESSEL Monitoring Application) and the external sys-

tems (Vehicle gateway, OpenStreetMaps, Serveo.net). The deployment diagram of the 

entire VESSEL System PoC is depicted in Figure 71. 

The communication between the VesselBox and the Carlab vehicle’s gateway is 

achieved through the Local Area Network (LAN) that exists within the Carlab vehicle, 

as discussed in Section 5.2.1. In addition to the LAN connection, the router offers mo-

bile broadband connection with the LTE network, which is forwarded to all the com-

ponents of the LAN, and as a result, to the VesselBox, too. This allows for the Vessel-

Box to communicate with the OpenStreetMap server while the Carlab vehicle is driv-

ing in a public road. 

The communication of the VesselBox and the VESSEL Monitoring Application with 

the VESSEL Server is achieved through the Serveo.net proxy server, as discussed in 

Section 10.2. The VesselBox utilizes the LTE connection to interact with the server, 

while the VESSEL Monitoring Application can either be connected through LTE, or 

through a WiFi connection provided by the laptop that it runs on. 

10.5 VESSEL System deployment 
The deployment described by Figure 71 serves to fulfill the minimal performance re-

quirements of the VESSEL System PoC for the purposes of the demonstration. Never-

theless, this deployment has to be re-evaluated in the future iterations of the VESSEL 

System. The primary concerns are raised by the deployment of the VESSEL Server, as 

its dependency on the proxy server diminishes the robustness of the system, since it 

was found that Serveo.net can time the VESSEL Server out. This dependency can be 

removed by deploying the server on one of the other options discussed in Section 10.2. 

Another concern is raised by the deployment of the VesselBox. Currently, since the 

world modeling and host tracking tasks are performed by the Carlab vehicle’s gateway, 

the RaspberryPi 3B+ offers more than enough computing power to perform its tasks. 

Nevertheless, this can prove to be a limitation for the VESSEL System, considering 

that it is intended to produce its own world model, a process that is resource intensive 

and cannot be handled by the RaspberryPi 3B+. In this case, it is suggested that the 

RaspberryPi be replaced by an APU, a processing unit developed and maintained by 

TNO, which has enough processing power to handle the world modeling algorithm.  
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Figure 71 - VESSEL System PoC deployment 
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11. Testing 
 

This chapter discusses the test cases defined to verify that the VESSEL System Proof 

of Concept (PoC) design described in Chapter 9 works correctly. We distinguish be-

tween the functional and the quality test cases of the VESSEL System PoC. The testing 

results at the end of this chapter present the status of the test cases. 

 

11.1 Functional Testing 
The verification of the VESSEL System PoC is achieved by demonstrating its func-

tionality to the main stakeholders. For this reason, we first define the steps needed to 

prepare the environment and the VESSEL System for the testing phase. Then we define 

the driving test cases that prove the functionality of the VESSEL System PoC.  

Preparation  

The preparation consists of the actions required to prepare the vehicle and the VESSEL 

System PoC. Three phases are defined during the preparation: 

1. Vehicle initialization phase 

2. GPS initialization phase 

3. VESSEL System PoC initialization phase 

The first two phases are described in Appendix B. VW Jetta initialization procedure, 

while the initialization of the VESSEL System is described in the following section. 

VESSEL System PoC initialization phase 
The initialization of the VESSEL System PoC requires for the initialization of its sub-

systems, in order to start the driving behavior monitoring process. This phase has three 

sub-phases: 

1. Start the VESSEL Server, as described in Table 22.  

2. Prepare the VesselBox and run its core software, as described in Table 23. 

3. Start the VESSEL Monitoring Application, as described in Table 24. 

 

Table 22 - VESSEL Server initialization 

Step Description Command / Action Result 

1 Activate the VES-

SEL Server Python 

virtual environ-

ment 

Navigate to the VESSEL 

Server directory and run 

source venv/bin/activate 

The Python virtual en-

vironment is activated 

2 Run the Python 

Django develop-

ment server 

python manage.py 

runserver 3000 

The VESSEL Server 

can be accessed in the 

URL localhost:3000/  

3 Establish reverse 

SSH tunnel with 

serveo.net 

autossh -M 5122 -N -R 

tendo:80:localhost:3000 

serveo.net 

HTTP Traffic for-

warded to the VESSEL 

Server 

 

 

 

 

 

 



 

 

 

Table 23 – VesselBox preparation steps 

Step Description Command / Action Result 

1 Connect the Ves-

selBox to the Local 

Area Network 

(LAN) in the vehi-

cle 

Plug an Ethernet cable to 

the RaspberryPi 

The RaspberryPi re-

ceives a local IP ad-

dress 

2 Connect to the 

RaspberryPi from a 

computer 

Establish SSH connec-

tion with the Raspber-

ryPi 

SSH connection estab-

lished 

3a In the terminal, 

navigate to the 

VesselBox code di-

rectory 

roscd vesselbox The terminal shows the 

VesselBox code direc-

tory 

3b Activate the Ves-

selBox Python en-

vironment 

source venv/bin/activate The VesselBox Python 

environment is acti-

vated 

3c Establish connec-

tion to the ROS 

master running in 

the VW Jetta’s 

onboard computer 

jetta-core The ROS_MASTER_IP 

environmental variable 

is set to the local IP ad-

dress of the VW Jetta’s 

onboard computer 

4 Run the VesselBox 

core program 

rosrun vesselbox ves-

sel.launch 

The VesselBox starts 

sending data to the 

VESSEL Server 

 

Table 24 - VESSEL Monitoring Application initialization 

Step Description Command / Action Result 

1 Run the VESSEL 

Monitoring Appli-

cation 

vessel_monitoring_ap-

plication.exe 

The graphical user in-

terface is displayed in 

the laptop screen 

2 Start the data re-

trieval 

Press the Record button The graphical user in-

terface gets updated 

with the latest vehicle 

data 

 

Functional Test Cases 

The functionality of the VESSEL System is validated by observing the changes in the 

VESSEL Monitoring Application, while being aware of the traffic situation the vehicle 

is driving in. The preconditions to start the functional testing are the following: 

• The VW Jetta is initialized 

• The GPS is initialized 

• The VESSEL System is initialized 

 

The test cases considered can be seen in Table 25. 
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Table 25 - Functional Test Cases 

Test 

Case ID 

Test Case  Expected output 

TC_01 The VW Jetta conforms to all 

the rules defined in REQ04 in 

Section 7.1 

The statuses of the rules are marked as 

not violated, indicated by the green 

color of the group boxes in the Viola-

tions Window 

TC_02 The VW Jetta passes by a 

speed limit sign 

The speed limit is updated in the user 

interface accordingly 

TC_03 The VW Jetta’s speed exceeds 

the current road speed limit 

The speed limit rule is marked as vio-

lated, indicated by the red color of the 

Speed Limit Rule group box in the Vi-

olations Window. In addition, the 

speed limit violations counter and the 

total violations counter are expected to 

be incremented by one 

TC_04 The Carlab vehicle approaches 

the front vehicle, violating the 

two-second time gap rule 

The time gap rule is marked as vio-

lated, indicated by the red color of the 

Time Gap Rule group box in the Vio-

lations Window. In addition, the Time 

Gap Violations counter and the Total 

Violations counter are expected to be 

incremented by one 

TC_05 The VW Jetta keeps the two-

second time gap distance, but 

still violates the RSS critical 

distance 

The safe distance keeping rule is 

marked as violated, indicated by the 

red color of the Safe Distance Keeping 

Rule groupbox in the Violations Win-

dow. In addition, the Safe Distance 

Keeping Violations counter and the 

Total Violations counter are expected 

to be incremented by one 

TC_06 The VW Jetta approaches the 

front vehicle dangerously, vio-

lating the Time-to-Collision 

(TTC) Threshold  

The TTC rule is marked as violated, 

indicated by the red color of the TTC 

Rule groupbox in the Violations Win-

dow. In addition, the TTC Rule Viola-

tions counter and the Total Violations 

counter are expected to be incre-

mented by one 

 

Results 

The test cases described in Table 25 were tested during a demonstration of the VES-

SEL System to the Product Owner (PO). The PO was sitting in the passenger’s seat 

and could observe the driving behavior through the VESSEL Monitoring Application, 

while I was driving in traffic. Upon encountering the scenarios described in Table 25, 

the PO validated that he could observe the changes in the user interface. As a result, 

the functional testing was deemed successful and the most important functional re-

quirements were marked as achieved.  

11.2 Quality Testing 
The purpose of the quality testing is to validate whether the Quality Attribute Scenarios 

(QAS) described in Section 7.2 are met. For this reason, test cases for the QAS are 

designed. The test cases are marked as PASSED or FAILED according to the outcome 

of the executed test. When the preconditions of a test case have not been fulfilled, e.g., 

if a part of the system required by the test case is not implemented, then the test case 

is marked as NOT TESTED. For each test case we specify the following: 



 

 

 

• Related quality attribute scenarios 

• Preconditions: Any prerequisite that must be fulfilled before conducting 

the test case 

• Procedure: The steps required to be followed to execute the test case 

• Acceptance criteria: The expected outcome that must be produced by the 

system in order for the test to be marked as PASSED. 

• Result: The actual outcome of the test case. 

Modifiability Test Cases 

Modifiability refers to how easily the software can be changed by a maintainer to in-

clude additional features. As discussed in Section 7.2.1, three modifiability QAS were 

identified. The must-have scenarios QAS01 and QAS02 are tested by TC_07. 

Test Case 07 (TC_07) 

Related quality attribute scenarios: QAS01 and QAS02 

Preconditions: 

• A computer that contains the Virtual Machine with the development envi-

ronment. 

• A descriptive manual that explains the steps needed to change the Vessel-

Box code. 

• Two developers with Python and ROS experience available for at least 

three hours. The developers must have read the manual. 

• The VESSEL Server is up and running. 

• The Time Gap formula and Time Gap rule do not exist in the system. 

Procedure to test QAS01 (adding a formula) and QAS02 (adding a rule): 

1. The developers are introduced to the following tasks:  

Task 1:  

Modify the VesselBox code to add the TimeGap formula in the 

SPI Filter 

 

host

X
TimeGap

V


=  

 

where ΔΧ is the inter-vehicle distance and hostV is the speed of the 

host vehicle. These two variables can be extracted from the World 

Model message. 

 

Task 2:  

Modify the VesselBox code to add the TimeGap rule in the SPI 

Filter 

 
* 2secTimeGap TimeGap =  

 

where TimeGap is the calculated variable from the previous task 

and *TimeGap is the TimeGap threshold (2s). 

2. The developers start coding on the provided computer, one at a time. 

3. The result is tested using a prerecorded rosbag file. 

Acceptance criteria: 

• The TimeGap variable and TimeGap rule are sent to the VESSEL 

Server, while the rosbag file is running. 

• Each task must be completed within three hours. 
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Results: 

The developers were given a brief introduction on how the system works and then 

on how the VesselBox code is structured. Afterwards, they were given a short ex-

planation on the two tasks and read the manual. Finally, they were exposed to the 

VesselBox code, and they started coding. The measured times of the test are sum-

marized in Table 26. 

Table 26 - Modifiability test case TC_07 results 

 Developer A Developer B Average 

Time required to explain the 

system  

(including reading the manual) 

16 min 15 min 15.5 min 

Time spent on questions 10 min 5 min 7.5 min 

Time spent on adding the for-

mula (Task1) 

29 min 27 min 28 min 

Time spent on adding the rule 

(Task 2) 

23 min 15 min 19 min 

Total time 1h 18 min 1h 2 min 1h 10 min 

 

The average time spent by both developers on adding the formula (Task 1) was 28 

min and the average time spent on the rule (Task 2) was 19 minutes. It is important 

to note that Developer B who has experience with ROS, achieved the tasks faster 

and without any supervision, while Developer A required some assistance in the 

process. In addition, we notice that, after adding the formula in the system and fa-

miliarizing themselves with it, both developers improved their time and completed 

Task 2 nine minutes faster. 

Both developers required much lower than the three-hour window specified in the 

acceptance criteria for each task. As a result, TC_07 is marked as PASSED and its 

related quality attribute scenarios QAS01 and QAS02 are marked as achieved. 

 

Interoperability Test Cases 

Section 7.2.2 introduced the quality attribute scenarios related to the interoperability 

quality attributes. The interoperability scenario QAS03 is tested through test case 08 

(TC_08). QAS04 is not tested because the external system was not specified. 

Test Case 08 (TC_08) 

Related quality attribute scenario: QAS03 

Preconditions: 

• The VW Jetta’s onboard computer has been initialized 

• The GPS unit has been initialized 

• The VESSEL System has been initialized 

• The Carlab vehicle is driving in traffic 

Procedure to test QAS03 

1. The VesselBox outputs the data that it receives from the ROS network into 

a CSV file called “produced_world_model_data.csv.” More specifically, it 

records the following data values for at least 10 minutes:  

a. The timestamp of the world model message 

b. The speed and acceleration of host vehicle 

c. The speed and acceleration of front target vehicle 

d. The inter-vehicle distances 

2. After the recording has been finished, the database is queried to retrieve 

the records of the above variables, in the 10-minute period. The output of 

the query is exported in a CSV file, called “re-

trieved_world_model_data.csv.” 



 

 

 

3. The two files are analyzed to see their differences.  

Acceptance criteria: 

• 99.9% of the contents of the “retrieved_world_model_data.csv” file must 

exist in the “produced_world_model_data.csv” file. 

Results: 

Before the analysis, the “produced_world_model_data.csv” was sliced to contain 

data of the same period that the database was queried. Afterwards, the two CSV 

files were analyzed manually and the following insights were found: 

• The produced_world_model_data.csv has 5971 rows, which amounts to 

roughly 10 minutes of data 

• In the exact same range of timestamps, the “retrieved_world_model_ 

data.csv” from the database had 5966 rows, which means that data from 5 

consecutive rows (or 0.5 seconds of data) was lost. It is suspected that this 

happened due to a minimal downtime of the proxy server (serveo.net), 

from which it recovered after 0.5 seconds. 

• The information lost amounts to 5/5971=0.00084 or 0.084% 

 

Another insight that was found was that the data stored in the database was rounded 

after the 14th digit compared to the original value captured by the VesselBox. Sum-

ming up the differences between the columns of the two files, the total information 

lost due to the rounding conducted by the database technology amounts to a 
14_ 7 10rounding error −=  .This rounding is considered insignificant, as none of 

the variables requires such high accuracy, and therefore was ignored. Nevertheless, 

the total amount of information lost by the rounding shall be included in the infor-

mation lost. 

The total information lost is 0.084% 0.1%.  As a result, 99.916% of the con-

tents of the “retrieved_world_model_data.csv” exist in the “pro-

duced_world_model_ data.csv” file. Based on this analysis, this test case is marked 

as PASSED and QAS03 is marked as achieved. 

 

Security Test Cases 

The security QAS are described in Section 7.2.3. Each of these scenarios is tested with 

a separate test case. Quality attribute scenarios QAS06, QAS07, and QAS09 are tested 

through test cases TC_10, TC_11, and TC_13, respectively. Considering that only the 

Admin user group was implemented in the VESSEL Server PoC, the test cases for the 

quality attribute scenarios QAS05 and QAS08 were written but they were marked as 

NOT TESTED.  

Test Case 09 (TC_09) 

Related quality attribute scenario: QAS05 

Preconditions 

• A user management system is implemented in the VESSEL Server 

• The VW Jetta exists in the database with the following characteristics: 

o ID: 1 

o Name: VW Jetta 

o Type: Carlab 

• The Prius vehicle exists in the database with the following characteristics: 

o ID: 2 

o Name: Prius  

o Type: Carlab 

• An account with Driver user privileges exists in the database. This account 

is linked to vehicle with ID 2. The driver is named PriusOwner 

• The VESSEL Server is up and running 

Procedure to test QAS05: 
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• Test 1: An HTTP GET request with the username and password of the user 

PriusOwner is sent at the resource  

 

/vehicle/1 

 

• Test 2: An HTTP GET request with the username and password of the user 

PriusOwner is sent at the resource  

 

/variable-records/?vehicle_id=1 

 

• Test 3: An HTTP GET request with the username and password of the user 

PriusOwner is sent at the resource  

 

/violation-records/?vehicle_id=1 

Acceptance criteria: 

• The VESSEL Server sends an HTTP Response with status  

HTTP_401_UNAUTHORIZED to all three requests. 

Results:  

Only the Admin user group is implemented in the VESSEL Server PoC. Until the 

user groups with their permissions are implemented, this test case and its quality 

attribute scenario QAS05 are marked as NOT TESTED. 

 

Test Case 10 (TC_10) 

Related quality attribute scenario: QAS06 

Preconditions 

• A user management system is implemented in the VESSEL Server 

• The time gap threshold exists in the database: 

o ID: 1 

o Name: time_gap_threshold 

o Value: 2 

• The VESSEL Server is up and running 

Procedure to test QAS06: 

• An HTTP POST or HTTP PUT request is sent at the resource  

 

/thresholds/1 

Acceptance criteria: 

• The VESSEL Server sends an HTTP Response with status  

HTTP_401_UNAUTHORIZED. 

Results: 

Sending HTTP POST or PUT requests at the resource above, without having been 

previously authenticated with an Admin account, results in a response with status 

HTTP_401_UNAUTHORIZED. Therefore, this test case is marked as PASSED 

and QAS06 is marked as achieved. 

 

Test Case 11 (TC_11) 

Related quality attribute scenario: QAS07 

Preconditions 

• The VesselBox is connected to a Linux computer through an Ethernet ca-

ble 

Procedure to test QAS07: 

• The attacker runs the following command in his/her terminal: 

ssh ubuntu@192.168.1.xxx 



 

 

 

where 192.168.1.xxx is the local IP address of the VesselBox 

• The attacker inserts an incorrect password  

Acceptance criteria: 

• The VesselBox denies the request to access its system.  

Results:  

Access to the VesselBox is achieved only through an SSH connection, using a 

username and password. Therefore, the VesselBox denies access to its system with-

out the credentials, making it secure. Nevertheless, the unit is still physically acces-

sible. This means that a human can remove the SD card and access its contents 

through a computer, possibly altering the VesselBox code. This needs to be taken 

care of in the future by making the SD card physically inaccessible. Encrypting the 

contents of the SD card is not an option, as the RaspberryPi cannot boot from an 

encrypted SD card. As a result, this test case is marked as FAILED and QAS07 is 

marked as NOT ACHIEVED.  

Test Case 12 (TC_12) 

Related quality attribute scenario: QAS08 

Preconditions 

• A user management system is implemented in the VESSEL Server 

• A user that does not belong in the VesselBox user group exists in the data-

base. The user is referred to as NonVesselBoxUser 

• The VESSEL Server is up and running 

Procedure to test QAS08: 

• An HTTP POST request with the username and password of the user Non-

VesselBoxUser is sent at the resource  

 

/snapshot-records/ 

 

With a JSON payload: 

{ 
  "vehicle_id": 1, 
  "timestamp": 1536080998.1503, 
  "variables": { 
    "host_acceleration_x": 0.023, 
    "host_velocity_x": 87.2, 
    "road_speed_limit": 100, 
    "time_gap": 1.825 
  }, 
  "violations": { 
    "speed_limit_rule": "false", 
    "time_gap_rule": "false" 
  } 
} 

Acceptance criteria: 

• The VESSEL Server sends an HTTP Response with status  

HTTP_401_UNAUTHORIZED 

Results:  

Only the Admin user group is implemented in the VESSEL Server PoC. Until the 

user groups with their permissions are implemented, this test case and its quality 

attribute scenario QAS08 are marked as NOT TESTED. 

Once the VesselBox user group is implemented, the Snapshot, VariableRecord and 

ViolationRecord Django views can be updated with the necessary Django Permis-

sions that restrict HTTP POST requests to unauthorized parties. 
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Test Case 13 (TC_13) 

Related quality attribute scenario: QAS09 

Preconditions: 

• A user management system is implemented in the VESSEL Server 

• A variable with ID:1 exists in the database 

• A violation with ID:1 exists in the database 

• A vehicle with ID:1 exists in the database  

• A variable record exists in the database, with the following characteristics: 

o ID: 1 

o Variable_id: 1 

o Vehicle_id: 1 

o Variable_value: 1 

o Date_captured: 1536080998.1503 

• A violation record exists in the database, with the following characteristics: 

o ID: 1 

o Violation_id: 1 

o Vehicle_id: 1 

o Variable_value: 1 

o Date_captured: 1536080998.1503 

• The VESSEL Server is up and running 

Procedure to test QAS09 

•  Test 1: An HTTP PUT request is sent at the resource  

 

/variable-records/1 

 

With the following JSON payload: 

{ 
  "id": 1, 
  "variable_id": 1, 
  "vehicle_id": 1, 
  "variable_value": 10 
} 

• Test 2: An HTTP PUT request is sent at the resource  

 

/violation-records/1 

 

With the following JSON payload: 

{ 
  "id": 1, 
  "violation_id": 1, 
  "vehicle_id": 1, 
  "variable_value": 10 
} 

Acceptance criteria: 

• The VESSEL Server sends an HTTP Response with status  

HTTP_403_FORBIDDEN 

Results: 

This test case was conducted and the server responded with status HTTP_403_FOR-

BIDDEN on HTTP PUT and POST requests at the resources specified above. As a 

result, this test case is marked as PASSED and its quality attribute scenario QAS09 

is marked as achieved. 

Time behavior Test Case 

The time behavior QAS10 is described in Section 7.2.4. This scenario is tested with 

the test case TC_14 described below. 



 

 

 

Test Case 14 (TC_14) 

Related quality attribute scenario: QAS10 

Preconditions 

• The VW Jetta’s onboard computer has been initialized 

• The GPS unit has been initialized 

• The VESSEL System has been initialized 

Procedure to test QAS10: 

• The VESSEL Monitoring Application is modified to output the following 

two variables in separate columns of a CSV file: 

o time_captured: The timestamp that a the speed of the host vehicle 

is generated by the vehicle 

o time_retrieved: The timestamp at the moment the VESSEL Mon-

itoring Application receives the speed of the host vehicle from the 

VESSEL Server. 

• The difference between these two timestamps is generated and written into 

a new column called date_diff. 

• The distribution and average of the date_diff column is generated. 

Acceptance criteria: 

• The average of the date_diff column must be lower than two seconds. 

Result: 

The distribution of the difference between the date received and the date captured 

of the speed of the host vehicle can be seen in Figure 72. The test was conducted 

for a total of 1388 seconds or 23 minutes of data recording, where the date_diff 

column averaged at 3.186 seconds, with a standard deviation of 0.17 seconds. As a 

result of the above, this test case was marked as FAILED and its quality attribute 

scenario QAS10 is marked as not achieved. 

 

 

Figure 72 – Distribution of the time delay of a variable 

 

11.3 Testing Results 
The test cases described in the previous sections were conducted to ensure that the 

most important requirements and quality attributes of the VESSEL System PoC de-

scribed in Chapter 7 have been achieved. Table 27 summarizes the status of the test 

cases.  

 

 

Table 27 - Test cases summary 

ID Testing type Status 

TC_01 Functional Testing PASSED 

TC_02 Functional Testing PASSED 
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TC_03 Functional Testing PASSED 

TC_04 Functional Testing PASSED 

TC_05 Functional Testing PASSED 

TC_06 Functional Testing PASSED 

TC_07 Quality Testing – Modifiability PASSED 

TC_08 Quality Testing – Interoperability PASSED 

TC_09 Quality Testing – Security  NOT TESTED 

TC_10 Quality Testing – Security PASSED 

TC_11 Quality Testing – Security FAILED 

TC_12 Quality Testing – Security NOT TESTED 

TC_13 Quality Testing – Security PASSED 

TC_14 Quality Testing – Time-behavior FAILED 

 

All the functional test cases were conducted and passed, while from the quality test 

cases, TC_07 and TC_08, which test the must-have QAS01 and QAS02 (modifiabil-

ity), and QAS03 (interoperability), passed. In addition, test cases TC_10 and TC_13 

passed, marking the should-have security quality attribute scenarios QAS06 and 

QAS09 as achieved, while test cases TC_11 and TC_14 failed, marking should-have 

security QAS07 and time-behavior QAS10 as not achieved. Finally, TC_09 and 

TC_12, which test the should-have security quality attribute scenarios QAS05 and 

QAS08, were not tested. Therefore, all of the must-have requirements and quality at-

tribute scenarios are fulfilled, and, in addition, two should-have quality attribute sce-

narios are achieved. The following section revisits the project’s requirements and pro-

vides a thorough explanation on the reasons behind the fulfilled and non-fulfilled ones. 

 

11.1 Requirements Traceability 
The requirements described in Chapter 7 and their status is summarized in Table 28. 

The highest priority must-have requirements have all been achieved through this 

PDEng graduation project. In addition, the should-have requirement REQ13 was 

achieved through the VESSEL Monitoring Application. The could-have requirement 

REQ16 was not achieved due to time constraints, but its feasibility was explored during 

the feasibility analysis, where it was found that it is in fact possible for the VesselBox 

to generate its own world model, provided that the VesselBox’s processing unit is more 

powerful than the RaspberryPi 3B+. 

 

Table 28 - Status of system requirements 

ID Pri-

ority 

Related  

Test 

Cases 

Status Comments 

REQ01 M TC_01 – 

TC_06 

Achieved The VesselBox PoC and the VESSEL 

Server PoC were designed, imple-

mented, and tested in real traffic situ-

ation. 

REQ02 M - Achieved The VesselBox code was deployed 

on a RaspberryPi. 

REQ03 M TC_01 – 

TC_06 

Achieved The data is made available inside the 

VesselBox through the ROS network. 

REQ04 M TC_01 – 

TC_06 

Achieved The VesselBox calculates the SPIs 

using the vehicle data. 



 

 

 

REQ05 M TC_02 Achieved The VesselBox uses the GPS coordi-

nates of the vehicle to retrieve the 

speed limit of the road from the 

OpenStreetMaps server. 

REQ06 M TC_01 – 

TC_06 

Achieved The rules are checked and their out-

put is displayed in the VESSEL Mon-

itoring Application. 

REQ07 M TC_01 – 

TC_06 

Achieved The variables are available within the 

VESSEL database. 

REQ08 

 

M TC_01 – 

TC_06 

Achieved The status of each rule is available 

within the VESSEL database and can 

be viewed by the VESSEL Monitor-

ing Application. 

REQ09 M - Achieved The database has a Vehicles table to 

support rule checking for more than 

one vehicles. 

REQ10 M TC_01 – 

TC_06 

Achieved The previously stored naturalistic 

driving data can be accessed from the 

/variable-records and /violation-rec-

ords endpoints. 

REQ11 M TC_01 – 

TC_06 

Achieved The VESSEL Monitoring Applica-

tion provides the Violations Window 

that displays the status of the rules 

while the vehicle is driving on the 

road. 

REQ12 M TC_01 – 

TC_06 

Achieved The system was tested and demon-

strated on a Carlab vehicle. 

REQ13 S TC_01 – 

TC_06 

Achieved The feedback to the driver is pro-

vided through the VESSEL Monitor-

ing Application. 

REQ14 W - Not 

Achieved 

The implemented PoC only integrates 

with Carlab vehicles at the moment. 

REQ15 M TC_01 – 

TC_06 

Achieved All tests were conducted with the 

Carlab vehicle driving on a public 

road in a real-life traffic situation. 

REQ16 C - Not 

Achieved 

The implemented PoC depends on 

the world model generated by the 

Carlab vehicle’s gateway. 

 

In regard to the quality attribute scenarios, their statuses are shown in Table 29. Ac-

cording to this summary, the must-have quality attributes for Modifiability and In-

teroperability were achieved. Security, which is next in priority, was partially achieved, 

as QAS06 and QAS09 were achieved. Security quality attributes QAS05 and QAS08 

were not tested, due to the fact that only the admin user group was implemented in the 

VESSEL System PoC, while QAS07 was not achieved. Finally, Time-behavior sce-

nario QAS10 was not achieved. It is suspected that this is due to the deployment of the 

VESSEL Server PoC, which is not production ready.  
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Table 29 - Status of the quality attribute scenarios 

ID Pri-

ority 

Related  

Test Cases 

Status Comments 

QAS01 M TC_07 Achieved The average time required by the 

developers to implement the for-

mula in the VesselBox was 28 

minutes < 3 hours. 

QAS02 M TC_07 Achieved The average time required by the 

developers to implement the rule in 

the VesselBox was 19 minutes < 3 

hours. 

QAS03 M TC_08 Achieved The information loss in the VES-

SEL Server was 0.084%<0.1% 

QAS04 S - Not 

Tested 

The external system was not speci-

fied. 

QAS05 S TC_09 Not 

Tested 

Only the admin user group is im-

plemented in the system, therefore 

the test case could not be con-

ducted. 

QAS06 S TC_10 Achieved Unauthorized users cannot change 

the thresholds in the VESSEL 

Server. 

QAS07 S TC_11 Not 

Achieved 

The RaspberryPi’s code can be 

changed by physically accessing its 

SD Card. 

QAS08 S TC_12 Not 

Tested 

Only the admin user group is im-

plemented in the system, therefore 

the test case could not be con-

ducted. 

QAS09 S TC_13 Achieved The variable and violation records 

cannot be altered from the VES-

SEL Server’s API by any user. 

QAS10 S TC_14 Not 

Achieved 

The average time round trip time of 

a vehicle variable is 3.18 second > 

2seconds. 
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12. Conclusions 
 

This chapter summarizes the results of the project and provides recommendations for 

future work on the VESSEL sub-systems.  

12.1 Results 
The VESSEL concept is introduced by the TNO IVS department to ensure that human-

driven vehicles and autonomous vehicles all comply with the notion of correct driving 

behavior. The purpose of this PDEng project is to design and implement the Proof of 

Concept (PoC) of the envisioned VESSEL System.  

The first objective is to analyze the state-of-the-art market products that monitor the 

behavior of the vehicle. This objective is achieved by conducting a market analysis, as 

discussed in Chapter 2. The market analysis identifies the main categories of commer-

cial products that conduct some type of driving behavior monitoring. The feature that 

is missing from most of these products is the ability to sense the vehicle’s environment 

and take it into consideration when monitoring the driving behavior. The VESSEL 

System covers this gap by including Surrogate Proximity Indicator rules that evaluate 

the driving behavior of the vehicle, considering the longitudinal interactions with its 

front target. 

The second objective of this project is to identify the requirements and quality attrib-

utes for the VESSEL System. In this regard, a requirements analysis is carried out by 

interviewing the main stakeholders, where the initial system requirements, mentioned 

in Section 6.1, were identified. As a result of the feasibility analysis in Chapter 6, the 

initial high-level requirements are refined to fit the purpose of the PoC. For the PoC, 

16 system requirements and 10 quality attribute scenarios, which are mentioned in 

Chapter 7, are defined.  

The third objective regards the design of the PoC of the VESSEL System. The pro-

posed design fulfills the most important functional and nonfunctional requirements and 

is divided in three components: The VesselBox, the VESSEL Server, and the VESSEL 

Monitoring Application, as discussed in Chapter 9.  

The fourth and final objective of this PDEng project is the tangible PoC that was 

demonstrated on the VW Jetta platform, during its normal operation in traffic. The 

design is carried out in the implementation as follows: 

• The VesselBox code is deployed on a RaspberryPi 3B+ that runs on the Ub-

untu Linux operating system. The VesselBox communicates with the Carlab 

vehicle’s gateway computer through the ROS network to retrieve the neces-

sary vehicle data. It then calculates the Surrogate Proximity Indicators men-

tioned in REQ04 and checks the rules that are mentioned in REQ06. Finally, 

the VesselBox sends the results to the VESSEL Server through a mobile 

broadband connection. 

• The VESSEL Server is deployed inside a Virtual Machine that runs on Ub-

untu Linux. It receives a public domain name through a proxy server, making 

it accessible to its clients. The VESSEL Server receives vehicle data from the 

VesselBox that is deployed inside the Carlab vehicle and serves this data to 

the VESSEL Monitoring Application upon request. 

• The VESSEL Monitoring Application runs as an independent executable in a 

machine that runs on Windows. This application requests data from the VES-

SEL Server and displays it in its User Interface, as described in Section 9.4.2. 

The correct operation of the VESSEL System is validated by the Product Owner (PO) 

during a demonstration on a Carlab vehicle, where he ensured that the desired func-

tionality is met. In addition, the system is verified through the test cases described in 

Chapter 11. From a total of 14 test cases, 10 passed, two were not tested, and two 

failed. The test cases that passed are testing the highest priority functional requirements 

and, additionally, the highest priority quality attribute scenarios on modifiability and 



 

 

 

interoperability, while they also cover two should-have quality attribute scenarios on 

security. The rest of the lower-priority quality attribute scenarios on security and time-

behavior are considered as future work for the VESSEL System.  

12.2 Future Work 
The design and implementation of the Proof of Concept of the VESSEL System fulfills 

the most important system requirements and quality attributes. However, there are im-

provements to be made to the current implementation to bring it one step closer to 

production. The improvement points for each of the VESSEL’s sub-systems are men-

tioned in the following sections. For each improvement point, we describe the existing 

situation and how it can be altered. 

VesselBox Improvements 

• The VesselBox depends on the world model generated by the onboard com-

puter of the VW Jetta. This can be improved by transferring the entire world 

modelling process inside the VesselBox. To achieve that: 

o An Ubuntu Linux machine is required that has processing power of 

at least twice the processing power consumed by the world modeling 

algorithms running in the Carlab vehicle’s gateway computer. The 

RaspberryPi 3B+ does not have enough processing power to achieve 

that, but the APU hardware unit, which was designed by TNO, can 

cover this requirement. The world modeling software stack and the 

VesselBox code both must be deployed inside the APU. 

o The VesselBox needs to directly interface with the vehicle’s CAN 

bus. As discussed in Section 5.1.3, every car has its own database 

conversion files to make sense of the CAN data. Therefore, for the 

cars that will be supported, the DBC files need to be obtained, either 

from the car’s manufacturer or by reverse engineering the CAN Pa-

rameter IDs. 

o The VesselBox needs to communicate with the radar sensor. The 

built-in radars of most cars are not physically accessible by external 

systems and, even if they are, their information is encoded. There-

fore, it is best to equip a car with our own radar sensor that comes 

with the VesselBox to ensure compatibility. 

• As mentioned in Section 4.1, the assumption that the vehicle is healthy was 

made to scope down the project. The assessment of the health of the vehicle 

must be explored further as a concept. Once it is defined, it can be added as 

part of the VesselBox’s notion of correct driving behavior. 

• The VesselBox in its current state requires the maintainer to access it and 

deploy additional rules and formulas. For a production environment, it would 

be best to employ an automatic software update process. 

• Currently, starting up the VesselBox functionality is achieved manually. This 

should change in order to start the VesselBox application automatically when 

the vehicle is turned on. Additionally, a recovery mechanism has to be em-

ployed in case a failure is encountered.  

• The VesselBox environment, as well as the code that runs inside the Raspber-

ryPi, can be replicated to be used in another VesselBox by creating an image 

of the SD card. This image can be copied and transferred in the new Vessel-

Boxes’ persistent memory. This allows for new VesselBoxes to be created. 

Nevertheless, if in the future it is decided to run the VesselBox code in an 

environment different than Linux Ubuntu 16.04, it will require modifications. 

Therefore, it is suggested to containerize the entire application with its de-

pendencies to make it run independently of the environment. This can be 

achieved by using a technology like Docker. 

• The process of adding rules and formulas consists of defining the input vari-

ables and the Python code that converts the input variables to output variables 

or rule violations. This process can be wrapped with a Model-Based tool. This 

tool can allow non-Python developers to easily add rules and formulas in the 

VesselBox. 



 

113 

 

• The existing rules in the VesselBox do not take into account the aggregate 

time that the vehicle is exposed in a rule violation. The temporal aspect of the 

rule violations has to be explored further. Temporal rules can be formalized 

and added as part of VesselBox’s rule checking. An example of a temporal 

rule is the aggregated time that a vehicle is exposed to a speed limit violation. 

It is hypothesized that violating the speed limit for a long period of time is 

more dangerous than violating the speed limit multiple times for only frac-

tions of a second.  

• At this moment the rules are represented in the system as classes with an ab-

stract check function. If the rule base increases significantly it may be worth 

to moving from the object-oriented paradigm to the logic programming para-

digm to hold the rule base. The logic programming paradigm will help for-

malize the rule-checking process, making sure that there are no inconsisten-

cies among the different rules.  

 

VESSEL Server Improvements 

• Functionality: 

o At this moment, the VESSEL Server offers the required functional-

ity for storing data in the database and serving this data to clients. 

Nevertheless, it does not apply any data analytics. It is therefore sug-

gested to discuss with possible customers interested in the vehicle 

data in order to define the type of data analytics and services that the 

VESSEL Server can offer.  

o Currently, only the administrator user group is available in the sys-

tem. The rest of the user groups, which were defined in Section 9.3.1, 

have to be included with their corresponding permissions.  

o The VESSEL Server achieves a basic level of authentication using 

the standard Django authentication model. It is recommended to al-

ter that in the future and use a dedicated user management service 

within the Django application. This will provide the developers with 

full control over the permissions of the user groups in the system.  

• Deployment:  

o Currently, the VESSEL Server uses the default Django development 

server. This technology serves well for a demo application, but it is 

not optimized for a production environment. Therefore, the deploy-

ment of the server has to move to production-ready technologies, 

such as NGINX and Gunicorn.  

o The existing demonstration setup uses a proxy service called 

Serveo.net to retrieve a public domain name. The proxy server is a 

single point of failure, as Serveo can time the VESSEL Server out, 

hanging the entire VESSEL System. This can be fixed by employing 

a private server to run the VESSEL Server Django application. This 

private server must be provided with a static IP address and, possi-

bly, a unique domain name, along with a digital (SSL) certificate.  

o The VESSEL Server runs in a Virtual Machine (VM) with Ubuntu 

Linux. To improve its performance, the VESSEL Server must be de-

ployed in a dedicated private server machine. Alternatively, to 

achieve high scalability, it can be moved to a cloud computing envi-

ronment, such as an Infrastructure-as-a-Service or a Platform-as-a-

Service.  

o The PostgreSQL database runs on the same VM as the application 

server. To improve its performance, the database server can be sep-

arated into its own machine. 

o The Application Server and Database Server can be containerized 

using Docker to allow for continuous delivery and deployment. 



 

 

 

VESSEL Monitoring Application 

• Currently there is no mechanism to allow the user to sign in. The application 

automatically authenticates itself and retrieves data only from the Carlab ve-

hicle it is mounted on. This should be changed to allow the user to sign in 

with his/her account.  

• Once the user groups are created within the VESSEL Server, the VESSEL 

Monitoring Application should provide a different user interface for different 

user groups. For example, TNO researchers should be allowed to select the 

vehicle they want to observe and see a dashboard with the specific vehicle’s 

data. In contrast, the drivers should only be able to view data produced by 

their own vehicle. 

• At the moment, the Violations Window of the VESSEL Monitoring Applica-

tion presents the status of the four rules that are currently in the system, as 

depicted in Figure 66. It is suggested that this window be refactored to dy-

namically load the rules in the User Interface by querying the VESSEL Server 

for the available rules in the system. 
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13. Project Management 
 

This chapter introduces the project management process carried out during the Profes-

sional Doctorate in Engineering (PDEng) project. It elaborates on the approach fol-

lowed to create the project plan, as well as the work-breakdown structure. In addition, 

the risk analysis performed during the project is described in this chapter. 

 

13.1 Project Planning 
This project combined research with development. It was highly explorative in nature, 

as the notion of correct behavior is an abstract concept that had to be defined. The 

project also required for a functional proof of concept to be created.  

The project was divided in three phases: 

• Phase 1, which contained the Problem Definition, Market Analysis, Do-

main Analysis, and Feasibility Analysis. 

• Phase 2, which consisted of the Requirements Analysis, as well as the De-

sign and Implementation of the VESSEL System Proof of Concept.  

• Phase 3, which included the Deployment, Integration, and Testing of the 

VESSEL System PoC. 

Phase 1, which was the exploratory phase, was approached in a waterfall manner. First, 

the problem was analyzed to understand the envisioned VESSEL concept. Then, a 

market analysis was carried out to explore the existing state-of-the-art driving behavior 

monitoring systems. Afterwards, the domain was analyzed to understand the way data 

is exchanged within a vehicle and especially within the TNO Carlab vehicles. 

During Phase 2 and Phase 3, an agile approach was used. A Kanban board was created 

within TNO’s Gitlab server that was updated regularly. The Kanban board was orga-

nized into three epics, one for each of the VESSEL subsystems, during Phase 2. When 

Phase 3 was initiated, three more epics were added to the Kanban board: Deployment, 

Integration, and Testing.  

In addition to the three main phases, the following high-level tasks were also part of 

the project: 

• Project management, which includes Planning, Stakeholder Analysis, and 

Risk Analysis. 

• Technical report writing. 

The Project management was carried out through the entire project. The planning and 

the risks, as summarized in Table 30, were revisited every month and their updated 

versions were discussed during the Project Steering Group meetings with Dr. Yanja 

Dajsuren and Dr. Arturo Tejada. 

The writing of the technical report was initiated early in the project and was regularly 

updated. 

The Work Breakdown Structure of the project is depicted in Figure 73 and the final 

project plan in Figure 74. 



 

 

 

 

Figure 73 - Work breakdown structure 
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Figure 74 - Final project plan
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13.2 Risk Analysis 
This section introduces the main risks of the project. Table 30 presents a list of the 

identified risks, their impacts to the project, the probability of their occurrence, and the 

mitigation approach that is considered for each of them. The list of risks was revisited 

and updated at least once a month and the risks were discussed with the main stake-

holders. 

Table 30 - Risk analysis 

ID Risk Impact Proba-

bility 

Result Mitigation Strategy 

R1 Lack of access to 

TNO intranet 

Medium High Unable to 

schedule meet-
ings with stake-

holders 

• Obtain a TNO account. 

Acquire Certificates of 

Good Conduct (VOG) 

from Greece and from 

Netherlands and present 

it to TNO HR. 

R2 Lack of 

knowledge in the 
domain and the 

TNO software 

stack 

High High Low productiv-

ity 
• Ask for documentation 

• Follow ROS tutorials 

• Setup meetings with 

domain experts 

• Ask experts about the 

technologies used 

R3 Fail to define the 
scope of the pro-

ject 

High Medium Build the 

wrong system 
• Setup weekly meetings 

with the key stakehold-

ers 

• Setup monthly meetings 

with TU/e supervisor 

and TNO supervisor 

•  

R4 Exploratory (re-

search) project 
Medium High Stakeholders do 

not have con-

crete require-

ments 

• Propose a set of re-

quirements and discuss 

with stakeholders 

• Conduct market analy-

sis to understand what 

exists already 

• Read papers related to 

the purpose of the pro-

ject and consult stake-

holders 

• Produce small proto-

types as early as possi-

ble and ask for feed-

back from stakeholders 

R5 VW Jetta does not 
produce the mini-

mum data required 

by the project 

High High Fail to demo 
the prototype 

on the VW Jetta 

• Ask for a VW Jetta 

rosbag file and build the 

prototypes based on the 

data in it 

• Access the VW Jetta as 

early as possible 

• Request from TNO 

ROS experts to include 

the necessary algo-

rithms that will produce 

the required data 

R6 SANDD team is 

conducting re-
search on driving 

behavior sepa-

rately from the 

project  

Low Medium Fail to integrate 

SANDD team 

findings  

• Attend SANDD team 

meetings to get in-

formed about their pro-

gress and results 

• Ask SANDD team 

members about ex-

pected outcome 
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• Discuss with main 

stakeholder whether it 

is necessary to integrate 

the projects 

R7 Fail to deploy the 
server for the 

demo 

High Medium Fail to demo 
the result while 

the VW Jetta is 

driving in real 
traffic condi-

tions 

• Research deployment 

alternatives 

• Ask TNO IT depart-

ment to help with de-

ployment 

• Ask coworkers that 

have experience with 

deployment 

R8 Unavailability of 

VW Jetta 

High Medium Delays in inte-
grating the pro-

ject with the 

VW Jetta 

• Request availability of 

VW Jetta from the 

workshop manager (Mi-

lad Alizai) 

• Reserve the VW Jetta at 

least one month prior to 

the schedule integration 

and testing 

R9 Failure to create a 

PoC and demon-
strate it on VW 

Jetta 

High Low Failure of the 

project 
• Tackle individual risks 

that can lead to this is-

sue (R3, R4, R5, R7, 

R8) 

R10 Demo fails before 
or during the 

presentation 

Medium High Fail to demo 
the result to the 

department 

• Rehearse the demo at 

least three times before 

the presentation 

• Take a video that 

proves the correct func-

tionality of the demo 

during normal operation 

• Use a rosbag file as an 

alternative during the 

demonstration 
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14. Project Retrospective 
 

This chapter provides a reflection on the project from the author’s perspective. In ad-

dition, it lists the most important lessons learned during the project. 

 

14.1 Reflection 
This PDEng Graduation project that was conducted during the past 10 months brought 

many interesting challenges and characteristics.  

Before coming to TNO I had no experience with the automotive domain and especially 

with the aspects of vehicle safety. It was a very interesting domain to explore, albeit 

challenging to understand and get familiar with. The correct and safe driving behavior 

is a notion that every human implicitly senses while driving. Whenever you get in-

volved in a potentially dangerous driving situation, you can easily feel it and take the 

necessary actions to avoid getting into a crash. Nevertheless, making a machine aware 

of an unsafe traffic environment is a far more complicated task.  

When it comes to defining the project scope, I realized that pinpointing what consti-

tutes a correct driving behavior and defining how to measure it with the vehicle’s sen-

sors was the most demanding part of this project. I spent a significant amount of time 

trying to find a metric or metrics in the existing literature that describe the correct 

driving behavior. Unfortunately, there was no consensus on that matter, even though 

it has been under study for many years now. At the end, I had to settle with using only 

a small set of rules as indicators for the correct driving behavior. It took me quite some 

time and effort to push myself understand that the rules I had defined were good 

enough for the prototype. The uncertainty of the conceptual aspect of this project was 

the most time-consuming aspect, nevertheless it made me appreciate the fact that there 

are people out there trying to concretely define the notion of correct driving behavior 

to ensure safety on the road. 

In terms of designing the entire system, I got a chance to apply certain software archi-

tectures, such as the client-server, the model-view-template, and the pipes-and-filters 

architectures, and even see how they can be combined in a system. In addition, I un-

derstood that it is one thing to know about design patterns, but another thing to apply 

them in practice. Also, I really appreciated documenting the architecture and design of 

the system. Generating a technical report that describes the system well is extremely 

useful, but quite laborious to make concise and readable. 

Regarding the engineering side of the project, it was really fun to meddle with a car 

and actually get to see what is going on under the hood. It is truly amazing how many 

systems collaborate seamlessly together to help us travel from one point to another. In 

addition, building an entire end-to-end prototype of the VESSEL System was a very 

exciting and rewarding experience. To start with, I got to learn a lot on how the ROS 

framework works and how it provides flexibility. Then, I got quite a lot of experience 

with the options that exist when it comes to developing and deploying a server. Finally, 

I appreciated the PyQt framework and the tools it provides to create a user interface.  

Finally, this project was a valuable experience in terms of how to manage a long-term 

project. I learned how to organize my time, split tasks, prioritize, and stick to one thing 

at a time. In addition, I started valuing the power of keeping a journal of experiences. 

There were times where I felt that I was not progressing. On such occasions, I referred 

to my journal to read my thoughts and the status of the project one week and one month 

back, ensuring myself that I was actually on the right track and that my efforts were 

not in vain. 

To sum up, these past 10 months have been deeply engraved in my memory. I learned 

a lot about managing my time and abilities. I learned to juggle between different roles, 

wearing the hat of the project manager one day and the hat of the architect the next 



 

 

 

day. This was an extremely valuable process as it made me think with multiple differ-

ent mindsets and provided me with many lessons that I will carry in my future projects.  

 

14.2 Lessons Learned 
Having to handle an entire project alone for 10 months was something that certainly 

drew me out of my comfort zone. I encountered many hiccups and challenges that 

provided me with the chance to think creatively and come up with solutions. Dealing 

with struggles is what helped me learn, not just about technical things, but also about 

managerial procedures. Here are some of the many lessons I learned during this PDEng 

project: 

• No plan can be perfect from the beginning. Devise a plan for the project and 

revisit it at least once a month. 

• Define the scope and requirements as soon as possible or else you will find 

yourself overwhelmed by the vagueness.  

• Communication is the backbone of every project.  

• Stakeholders do not always have the answers. These are the times when you 

must take ownership of the project and make initial decisions. 

• Sometimes you are faced with dilemmas that have seemingly equally good 

alternatives. On such occasions it is best to quickly decide on one of them 

and start testing it rather than sit in the middle of the soul-sucking decision 

space.  

• Everybody is willing to help, but only few people have the time. Schedule 

meetings with stakeholders and domain experts ahead of time. It is better to 

cancel a meeting a few days before rather than to try squeezing one in their 

schedule the very last moment. 

• When you are stuck on something, write it down. Writing helps with under-

standing your knowledge gaps.  

• List your tasks in to-do lists with checkboxes. This helps with prioritizing. 

In addition, filling in the checkboxes can give a good sense of progress. 

• Uncertainty can be very uncomfortable. Embrace it as fast as you can, and 

you will see an empty canvas that allows you to unleash your creativity. 
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A. Surrogate Proximity Indicators 
 

 

# Indicator Uni

t 

Computation Notation Variables Sensors Needed 

1 Time-to-Collision 

(TTC) or Time-Meas-

urement-to-Collision 

(TMTC) for parallel tra-

jectories  

s For parallel course: 

( )
( )

( )

X t
TTC t

V t


=


 

For a point and a line section: refer to Appendix A of [2]  

• ( )X t  = Relative distance between 

cars 

• ( ) ( ) ( )LV SVV t V t V t = −  

• Distance between cars 

• Speed of Lead Vehicle (LV) 

• Speed of Subject Vehicle (SV) 

• Front Radar ( ( )X t & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

2 Time Exposed Time-to-

Collision (TET) 

s *

*

0 1,

0 ( )

i

i

TET else

TTC t TTC

=

  
  

• *TTC  = TTC value below the thresh-

old value 

• Depends on TTC at any moment. 

• *TTC is a predefined constant 

value [36] 

• Front Radar ( ( )X t & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

3 Time Integrated Time-

to-Collision (TIT) 

s 
* *

0

( )
T

i i sc

t

TIT TTC TTC t
=

 = −     
• *TTC  = TTC value below the thresh-

old value 

• Depends on TTC at any moment. 

• *TTC is a predefined constant 

value 

• Front Radar ( ( )X t & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

4 Modified Time-to-Colli-

sion (MTTC) 

s 2 2V V D
MTTC





−   + 
=


  

• 
SV LVV V V = −  

• 
SV LVa a a = −   

• D  Relative Distance 

• Distance between cars 

• Speed of Lead Vehicle (LV) 

• Speed of Subject Vehicle (SV) 

• Acceleration of Lead Vehicle  

• Acceleration of Subject Vehicle 

• MTTC threshold [17] 

• Front Radar ( D & 

( )LVV t & 
LVa esti-

mated) 

• Tachometer ( ( )SVV t & 

SVa ) 

• Brake and acceleration 
pedal actuators  
(

SVa ) 

   The host vehicle must leave a distance of at least two seconds from the 

The distance from the lead vehicle must always be greater than a limit 

(depends road, traffic, reaction time, driving mode, maximum deceler-

ation and probably more) 

The host vehicle must leave 

critd d  

Where 

( )

2

max,

2

max,

min,

2

max,

1

2

2

2

crit host accel

host accel

break

lead

brake

d V R a R

V Ra

a

V

a

= + +

+
−

 

• critd : Distance from the lead vehicle 

To calculate critd : 

• Speed of host vehicle 

• Speed of lead vehicle  

Reaction time (driver or autopilot) → con-

stant 

• Front Radar ( ( )X t & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 



 

 

 

5 Crash Index (CI) [4] m2/s
2 

( ) ( )
2 2

1

2

SV SV LV LVV a MTTC V a MTTC
CI

MTTC

+  − + 
=    

 Same as MTTC Same as MTTC 

6 Headway (H) s SV LVH t t= −   

 

Simple: 0
SV

D
H

V
= −   

 

More accurate version: 

int intSVtoPo SVtoPo SVtoLV LV

SV LV

D D D l
H

V V

− −
= −   

• 
SVt : Time subject vehicle passes a 

certain location 

• 
LVt : Time lead vehicle passes a cer-

tain location 

• 
intSVtoPoD : Distance between Subject 

vehicle and point in map 

• 
SVtoLVD : Distance between front of 

subject vehicle and rear of lead vehi-
cle 

• 
LVl : length of lead vehicle 

• 
SVV : Speed of subject vehicle 

• 
LVV : Speed of lead vehicle 

• Distance between cars 

• Speed of Subject Vehicle (SV) 

• 
LVt  can be considered as 0 and 

SV

SV

D
t

V
=   

More accurate version: 

• Map information to get a distance 
of a specific point in front 

• Distance between cars 

• Speed of Subject Vehicle 

• Speed of Lead Vehicle 

• Length of Lead Vehicle 
 

Recommended threshold: 2-3s 

Simple: 

• Front Radar ( D ) 

• Tachometer (
SVV ) 

 

More accurate version: 

• Map information (

intSVtoPoD ) 

• Front Radar (
SVtoLVD ,

LVV ) 

• V2V (
LVl ) 

• Tachometer (
SVV ) 

• Threshold (H>2s) 

7 Time-to-Accident (TA) 

or Swedish Traffic Con-

flict Technique (STCT) 

[5] 

s 1. TA = TTC at the time an evasive action is taking place [6] 

 

2. 
( )0.0306 0.5

1.5
16.7 m

i

V

V
TA

e
− 

= 


 [1] 

• Conflicting Speed (CS) – Speed of the 
relevant road user (user that takes 
action) at the moment the evasive 
action starts 

• 
iV : initial speed at the moment the 

evasive action starts (same as CS) 

• 
mV : Mean speed 

 

 

For TTC: 

• Distance between cars 

• Speed of Lead Vehicle (LV) 

• Speed of Subject Vehicle (SV) 
 

For recognizing evasive action: 

• Moment the brake is pressed 

• Front Radar ( ( )X t & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

• Brake  
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8 Post-Enroachment Time 

(PET) [7] 

s As defined by Allen [7] 

2 1PET t t= −   

 

As proposed by Laureshyn [2]: 

Minimal delay of the first road user which, if applied, will result 

in a collision course and a collision (assuming that the road us-

ers otherwise continue with the same speeds and paths 

 

Extra variations of PET (Gat Time, Enroachment Time, Initally 

Attempted Post Enroachment Time) can be found in chapter 5.8 

of [8] 

 

 

• Time of detection of first vehicle 

• Speed of first vehicle 

• Size of first vehicle 

• Distance between first and sec-
ond vehicle 

• Speed of second vehicle 

• Size of second vehicle 

• Path of first vehicle 

• Path of second vehicle 

• Front Radar  

• Tachometer ( ( )SVV t ) 

• World model aware-
ness (?) 

• V2V (lengths of the 
cars) 

9 Time Advantage 

(TAdv) – extension of 

PET [2] 

s TAdv is an extension of PET. It broadens the scope of PET, 

saying for each moment what the PET value is expected to be if 

the road users continue with the same speeds and paths 
 

• Path of first vehicle 

• Size of first vehicle  

• Speed of first vehicle 

• Path of second vehicle 

• Size of second vehicle 

• Speed of second vehicle 

• Recognition of common spatial 
zone 

• Front Radar ( ( )X t & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

• World model aware-
ness 

• V2V (lengths of the 
cars) 

10 Potential Index for Col-

lision with Urgent De-

celeration (PICUD) [9] 

m 2 2

( )
2

LV SV

SV

V V
PICUD m D V t

a

−
= + −    

• D : Relative Distance 

• 
SVV : Speed of subject vehicle 

• 
LVV : Speed of lead vehicle 

• a : Deceleration rate to stop (Con-

stant, assumed 3.3m/s2) 

• Δt: Reaction time of driver in SV 
(Constant, assumed 1sec) 

• Speed of subject vehicle 

• Speed of leading vehicle 

• Distance between cars 

• Front Radar ( D & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

11 Proportion of Stopping 

Distance (PSD) 

N/A RD
PSD

MSD
=   

• RD : Remaining distance to the 
potential point of collision (m) 

• MSD : Minimum acceptable stop-

ping distance (m) 

• Speed of the subject vehicle 

• Speed of the lead vehicle 

• Maximum comfortable decelera-
tion (or maximum possible decel-
eration) 

• Distance between vehicles 

• Must be more than 1 

• Front Radar ( D & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

12 Unsafe Density (UD) N/A 
bunsafety S S R=      

,

1 1

t tS V

v s

S V

unsafety d

UD
T L

− −



=



  

• S: Speed of the follower vehicle 

• ΔS: Difference of speed at collision 
time 

• Rb: unsafe parameter 

• Vt: nb of vehicles in the link 

•  •  



 

 

 

• St: nb of simulation steps within ag-
gregation period 

• d: simulation step duration [s] 

• T: aggregation period duration [s] 

• L: section length [m] 

13 Difference of Space dis-

tance and Stopping Dis-

tance (DSS) 

m 2 2

2 2

SV LV

LV

V V
DSS D V t

g g 

   
= + −  +   
   

  

If DSS<=0 then vehicle distance is unsafe 

 

• S: Space distance (m) 

• Stop: Stop distance (m) 

• 
SVV : Velocity of following vehicle 

(m/s); 

• 
LVV : Velocity of leading vehicle (m/s) 

• μ: Friction coefficient 

• g: Gravity acceleration (m/s2) 

• D: Distance between leading vehicle 
and following vehicle (m) 

• Δt: Reaction time  
 

 

• Distance between cars 

• Speed of Lead Vehicle (LV) 

• Speed of Subject Vehicle (SV) 

• Driver Δt: 1sec 

• ACC Δt: 0.3sec [10] 

• Front Radar ( D & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

14 Time Integrated DSS 

(TIDSS) [10] 

m 
 

0
( )

t

TIDSS TH DSS dt= −   

 

• TH: Threshold value [11] 
 

 

• Distance between cars 

• Speed of Lead Vehicle (LV) 

• Speed of Subject Vehicle (SV) 

• Driver Δt: 1sec 

• ACC Δt: 0.3sec [10] 

• Front Radar ( D & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

15 Deceleration Rate to 

Avoid the Crash 

(DRAC)  

m/s2 2

, ,

, 1

( )LV t SV tREAR

LV t

V V
DRAC

D
+

−
=  [1] 

Or  

2

, ,

, 1

( )

2

LV t SV tREAR

LV t

V V
DRAC

D
+

−
=


 [12] 

• 
SVV : Velocity of following vehicle 

(m/s); 

• 
LVV : Velocity of leading vehicle (m/s) 

• D : Relative Distance 
 

• Distance between cars 

• Speed of Lead Vehicle (LV) 

• Speed of Subject Vehicle (SV) 

• Threshold value: DRAC ≤ 3.35 
m/s2 or 3.4 m/s2 [1] [12] 

• Front Radar ( D & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 
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16 Crash Potential Index 

(CPI) 

N/A 
( )1 2( , ,..., )

,

i

n

i

tf
a a a

i t

t ti

i

i

P MADR DRAC t b

CPI
T

=

  

=


  

• DRAC i,t: Deceleration rate to avoid 
the crash (m/s2) 

• 1 2( , ,..., )na a a
MADR : Random variable 
following normal distribution for a 
given set of traffic and environmen-
tal attributes (a1, a2, …, an) (m/s2) 

• 
iti : Initial simulated time interval for 

vehicle i 

• 
itf : Final simulated time interval 

for vehicle i 

• Δt: Simulation time interval 

• 
iT : Total travel time for vehicle i 

• b: A binary state variable, 1 if a ve-
hicle interaction exists and 0 other-
wise. 

• Needs MADR, which follows Trun-
cate Normal Distribution for the 
following vehicles [11] 

• Not sure 

17 Aggregated Crash Index 

(ACI) 

N/A Methodology can be found in [13] •  • Requires probabilities, not sure 
how it can be calculated. 

• Maybe instead of calculating it 
based on probabilities, we can 
take worst case scenarios and use 
them to calculate the safe dis-
tance at all times 

• Not sure 

18 Rear-End Collision Risk 

Index (RCRI) [11] 

N/A 

 

 

( / 3600)

i

i

Max

car l

SDI

RCRI
N T N

=


 → For simulation only, not 

needed. Represents the total number of unsafe events in a series 

of car following situations over a certain time 

• ,L FV V  :Speed of leading and fol-

lowing vehicles 

• 
,

dec

L Fa  :deceleration rate of leading 

and following vehicles (threshold = 
3.4m/s2) 

• 
,L Fl :length of lead and following 

vehicles 

• 
Rt  :brake reaction time (2.5s consid-

ered for Perception reaction Time) 

• h  : time headway 

• Speeds of LV and SV 
 
Decelerations of LV and SV 

• Distance between vehicles (for 
headway) 

• Reaction time constant (2.5s) 

• Lengths of LV and SV 

• Front Radar ( D & 

( )LVV t ) 

• Tachometer ( ( )SVV t ) 

• Length of the lead vehi-
cle might not be 
needed, considering 
that we know the dis-
tance from the back of 
the vehicle 
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B. VW Jetta initialization procedure 

World Model initialization phase 
The world model initialization phase consists of the steps that lead to the generation of 

the world model within the ROS Network. The steps needed to be followed during this 

phase can be found in Table 31. 

Table 31 - Vehicle preparation steps 

Step Description Command / Action Result 

1 Turn on the vehi-

cle’s engine. 

Turn the key in the igni-

tion. 

The vehicle powers its 

systems. 

2 Turn on the vehi-

cle’s onboard com-

puter. 

Turn the knob and all the 

switches on the board re-

siding in the trunk. 

The vehicle’s gateway 

is on and the LAN is 

established. 

3a Connect a com-

puter to the vehi-

cle’s LAN. 

Plug the exposed ether-

net cable or connect to 

the vehicle’s onboard 

WiFi. 

The computer retrieves 

a local IP address. 

3b Connect to the 

gateway. 

SSH to the gateway’s lo-

cal IP address. 

SSH connection estab-

lished. 

4a Activate the addi-

tional hardware of 

the VW Jetta, i.e., 

the Radar and the 

GPS unit.  

In a terminal inside the 

gateway run the follow-

ing command: 

jetta-hardware-bringup 

oxts:=true 

The hardware is initial-

ized, exposing topics in 

the ROS network. 

 

4b Run the world 

modeling algo-

rithm. 

In a terminal inside the 

gateway run the follow-

ing command: 

jetta-world-model-full 

The world modeling al-

gorithm runs and ex-

poses its output in the 

ROS network. 

4c Run the motion 

planning algorithm. 

In a terminal inside the 

gateway run the follow-

ing command: 

roslaunch jetta_mo-

tion_planning full.launch 

The motion planning al-

gorithm runs and ex-

poses its output in the 

ROS network. 

 

If the above steps are followed successfully, then we should be able to see the world 

modeling algorithm outputting data to the ROS network through the 

/jetta/world_model topic.  

GPS initialization phase 
Even though the GPS unit is activated, it still needs to be initialized. The initialization 

process of the GPS unit is described in Table 32. 

 

Table 32 - GPS initialization steps 

Step Description Command / Action Result 

1 Let GPS lock on 

satellites. 

Keep the vehicle in an 

open are for at least 5 

minutes. 

The GPS unit locks on 

enough satellites to start 

retrieving its position. 

2 Initialize the coor-

dinates acquisition 

process. 

Drive in a straight line 

with at least 30km/h for 2 

seconds. 

The latitude-longitude 

topic outputs data. 
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Glossary and Acronyms 

 

ADAS Automated Driving Assistance Systems 

API Application Programming Interface 

AVs Autonomous Vehicles 

CAN Control Area Network 

Carlab ve-

hicle 

Refers to the vehicles modified by TNO’s IVS department, allowing 

for their data to be accessible for TNO researchers. 

CCD Connected-Car Devices 

DBC files DataBase conversion files that contain conversion rules to translate 

CAN bus data into a human readable representation. 

EDR Event Data Recorder 

GPS  Global Positioning System 

HTTP Hypertext Transfer Protocol 

HTTP 

GET 

A request method used by the world wide web to retrieve infor-

mation from a web server. 

HTTP 

POST 

A request method used by the world wide web to request that a web 

server accepts the data enclosed in the body of the message. 

ISO International Organization for Standardization 

IVS de-

partment 

Integrated Vehicle Safety department 

JSON  JavaScript Object Notation. A lightweight data-interchange format. 

L1-L5 Level 1 – Level 5. Refers to levels of automation for an autonomous 

vehicle defined by Society of Automation Engineers (SAE) Interna-

tional [8]. 

LAN Local Area Network 

LiDAR Light Detections and Ranging is a remote sensing method that uses 

light to extract information about the surroundings of the vehicle. 

LTE, 4G Standards for wireless broadband communication for mobile de-

vices. 

MIO Most Important Object. The primary front target of the vehicle. 

Mobileye Company that produces after-market Automated Driving Assistance 

Systems. Their primary product is the Mobileye camera which ap-

plies image processing techniques to provide warnings to the driver. 

NHTSA National Highway Traffic Safety Administration 

Notion of 

correct 

driving be-

havior 

A vehicle complies with a notion of correct driving behavior when it 

is healthy enough to drive, follows the traffic rules, and finally, 

drives safely, minimizing the risk of a crash. 

OBD II On-Board Diagnostics II port 

PDEng Professional Doctorate in Engineering 

PIDs Parameter IDs 

PoC Proof of Concept 

QAS  Quality Attribute Scenario 

RDW  Rijksdienst voor het Wegverkeer – Dutch Road Authorities 

REST Representational State Transfer 

Reverse 

SSH tunnel 

A technique based on the Secure Shell (SSH) protocol, through 

which you can access systems that are behind a firewall from the 

outside world. 



 

 

 

ROS Robot Operating System 

ROS inter-

face 

The combination of a ROS message and a ROS topic used to ex-

change information between a ROS publisher and a ROS subscriber. 

Rosbag 

files 

Files that contain all the timestamped information exchanged 

through the ROS network for a certain period. These files can be 

played to simulate the exact situation the vehicle was in. 

RSS Responsibility-Sensitive Safety. A mathematical model for safety 

assurance [24]. 

SPIs Surrogate Proximity Indicators 

SSH Secure Shell. A cryptographic network protocol for operating net-

work services securely over an unsecured network. 

ST Software Technology PDEng program 

TCP/IP Transmission Control Protocol / Internet Protocol  

TNO  Nederlandse Organisatie voor Toegepast Natuurwetenschappelijk 

Onderzoek 

TTC Time-to-Collision 

TU/e Eindhoven University of Technology 

UDP User Datagram Protocol 

UI User Interface 

URL Uniform Resource Locator 

Vehicle 

gateway 

Refers to the computer equipped in a carlab vehicle, which is respon-

sible for extracting the vehicle data from its systems. 

VESSEL 

Monitoring 

Application 

The desktop application that is responsible for querying the VESSEL 

Server for the latest vehicle data and displaying this data in a User 

Interface. 

VESSEL 

Server 

The component of the VESSEL System responsible for retrieving 

and storing data sent by VesselBoxes. 

VESSEL 

System 

Vehicular Safety and Security Evaluation and Logging System. Re-

fers to the envisioned system proposed by the TNO Integrated Vehi-

cle Safety department to monitor the driving behavior of a vehicle 

on the road. 

VESSEL 

System 

PoC 

The proof of concept design and implementation of the envisioned 

VESSEL System. 

VesselBox The component of the VESSEL System responsible for communi-

cating with the vehicle and extracting its sensor data to be used inside 

the VESSEL System. 

VW Jetta  Volkswagen Jetta Carlab vehicle 

WHO World Health Organization 

World 

Model 

The vehicle’s view of its surroundings and traffic environment. 
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