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Abstract 
The goal of this thesis is to support safety and reliability characteristics of software 
intensive critical systems. Because 100% testing is, as yet, not a practical option, an 
additional method was developed enabling the verification of safety and reliability for its 
embedded real-time critical software components. 

The verification method developed is innovative from current state of the art in what 
concerns the verification viewpoint adopted: focusing on (the behaviour of) software faults, 
and not, like many other approaches purely on fulfilling functional requirements. As a first 
step and based on a number of well defined criteria a comparison was made of available 
literature in the area of static non formal non probabilistic software fault removal 
techniques. Criteria used were: 

a) a main criteria sub-set based on which faults are targeted how by each technique, 
and 

b) a secondary criteria sub-set based on innovation diffusion theories aimed at more 
generic questions such as reliability and practical applicability of the technique. 

None of the techniques evaluated fulfilled all criteria set in isolation. Therefore a new 
technique was developed based on a combination of two existing techniques: the failure 
modes and effects analysis (FMEA) and fault tree analysis (FTA). These two techniques 
complement each other very well: FMEA is a bottom-up approach that concentrates on 
identifying the severity and criticality of the failures and FTA as a fully complementary top-
down approach that identifies the causes of the faults. It is possible to integrate both 
techniques with commonly used techniques at system level. The resulting new technique 
can be shown to combine nearly all aspects of existing fault removal techniques. This 
should enable, at least theoretically, coverage of a large number  all software failure modes 
and fault types that occur in real time critical software applications. 

A practical application of this new technique requires: 
a)    a step-by-step procedure to support operational execution of the technique 
b)    the integration of this procedure within the software development processes to 

enable use of the technique in the early development phases. 

This thesis shows the design of this 'SoftCare' method and describes its application and 
validation in two industrial cases: one for a safety critical embedded software product for 
the automotive industry, and the other for a safety critical system in the space domain. 

Although the research showed that the method can still be improved, the main conclusion 
from this thesis is that method developed provides a valuable addition to existing 
approaches for the evaluation of safety and reliability characteristics of software systems.
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Samenvatting 
Het doel van dit proefschrift is het bieden van ondersteuning aan de veiligheid en 
betrouwbaarheid van sofware intensieve safety critical systemen, systemen waarbij hoge 
eisen aan bedrijfszekerheid gesteld worden. Omdat, op dit moment, perfect testen van 
systemen niet praktisch mogelijk blijkt, is er als aanvulling hierop een methode ontwikkeld 
waarmee het mogelijk wordt de veiligheid en de bedrijfszekerheid van een dergelijk 
systeem te verifiëren. 

De ontwikkelde verificatie methode verschilt van reeds eerder ontwikkelde methoden met 
name waar het de principiële aanpak betreft: deze methode richt zich met name op (het 
gedrag van) software fouten en is daarmee niet gericht , zoals veel andere technieken, op 
het zuiver vervullen van de specificatie eisen. Als eerste stap hiertoe is, gebaseerd op een 
aantal wel onderbouwde criteria, een vergelijk gemaakt  van de beschikbare literatuur op 
het gebied van statische, niet formele, niet probabilistische methoden. Gebruik is gemaakt 
van de volgende criteria: 

Een primaire set criteria gebaseerd op de vraag welke fouten door een techniek hoe 
verwijderd worden 

Een secondaire set criteria is gebaseerd op (voor wat betreft innovatie diffusie technieken in 
de IT wereld) meer generieke vragen zoals betrouwbaarheid en praktische toepasbaarheid 
van een techniek 

Geen van de geanalyseerde technieken blijkt zelfstandig te voldoen aan de hierboven 
gestelde criteria. Daarom is een nieuwe techniek ontwikkeld gebaseerd op een combinatie 
van twee reeds bestaande technieken: Failure Mode and Effect Analysis (FMEA) en Failure 
Tree Analysis (FTA). Deze beide technieken vullen elkaar zeer goed aan; FMEA is een 
bottom-up techniek die zich concentreert op de gevolgen van fouten en de ernst hiervan 
voor het systeem; FTA is een complementaire top-down techniek waarbij juist het 
analyseren van oorzaken van systeemfouten als functie van (combinaties van-) elementaire 
fouten centraal staat. Het is mogelijk deze beide technieken te integreren met 
gangbaretechnieken op systeemniveau. De hierdoor verkregen nieuwe methode blijkt 
vrijwel (=toevoeging AB) alle aspecten van reeds bestaande fout verwijderingsmethoden in 
zich te hebben. Dit zou toepassing, althans theoretisch gezien, mogelijk moeten maken voor 
een groot aantal fout modes en fout typen welke voorkomen bij real time safety critical 
software toepassingen.  

Een praktische toepassing van bovengenoemde methode stelt echter nog een tweetal 
aanvullende eisen: 

Een praktisch stappenplan om de voorgestelde methode ook operationeel uit te kunnen 
voeren 

Integratie van deze procedure in software ontwikkelprocessen om de voorgestelde techniek 
hiermee ook daadwerkelijk in de vroege fasen van het software ontwikkelproces toe te 
kunnen passen.  

Dit proefschrift laat het ontwerp van deze “SoftCare” methode zien en beschrijft vervolgens 
de toepassing en validatie van deze methode in een tweetal industriële cases: een in een 
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safety critical toepassing in een embedded systeem in de automotive indutrie; de andere in 
een safety critical toepassing bij de ruimtevaart.    

Hoewel uit het onderzoek blijkt dat de ontwikkelde methode zeker nog een aantal 
verbeterpunten heeft, is toch de belangrijkste conclusie van dit proefschrift dat de 
ontwikkelde methode een waardevolle aanvulling biedt op bestaande benaderingen voor 
veiligheidsanalyse van software intensive safety critical systemen. 
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1 Introduction and Problem definition 
 
 

1.1

                                                          

In many areas, the number of systems containing software is increasing. Also more and 
more critical functions are implemented using software; consequently, the criticality of 
software failures is as high as is the criticality of the consequences of any such potential 
hazard may cause. Hazardous and unreliable software behaviour can be reduced by the 
application of techniques such as fault prevention, fault removal, fault tolerance and fault 
forecasting techniques, when developing software. This thesis focus on software fault 
removal techniques, and more concretely, on static non-formal non-probabilistic software 
fault removal methods, in order to complement testing when assessing safety and reliability 
non-functional characteristics for software intensive systems.  
 

 Software problems in critical applications 

Computers are increasingly being introduced into safety and reliability critical systems. 
From heart defibrillators to avionics suites, from nuclear power plant controls to the anti-
lock braking system in new cars, microprocessors have become an integral part of everyday 
systems upon which thousands, perhaps millions, of lives depend [Wallace94]. Automatic 
cashier machines, internet-based systems, mobile phones, communication satellites, 
administration and database systems, etc. are other critical systems that might not kill 
people in case of failure but on which our day to day life is based.   

The safe and reliable operation of these systems cannot be taken for granted. Malfunctions 
of these systems can have potentially catastrophic consequences and they have already been 
involved in serious accidents.  There have been some dramatic examples of failures that 
shown not only that software is used widely in many areas of our daily life but that software 
malfunctions cause, at best, inconvenience and irritation, but at worst, life threatening. One 
example is the crash of the Korean Air 747, Flight 801, in Guam in 1997, where 225 of the 
254 people on board were killed.  National Transportation Safety Board investigators said 
that a software error might have been a contributing factor in the crash of the aircraft: the 
Radar Minimum Safe Altitude Warning controllers if a plane is too low was only covering a 
one-mile wide strip around the circumference of the circular area (instead of 63)1.  

One should realise that there are many indirect failure cases caused by software problems in 
almost all areas of our life for which liability should be demanded. Examples of an extreme 
scenario are: 

a) waking up late because our alarm clock hasn’t worked due to an overnight power 
failure (caused by a software fault at the central power station control unit),  

b) our car does not start due to a software fault in the automatic start-up checking 
system, or then 

c) the nearest money dispenser machine not withdrawing any money to pay the taxi, 
and even not returning our credit card, or 

 
1 Appendix A relates more real case examples of software faults with consequences at system level of different 
severity degrees in different application domains. 
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d) at the office, Microsoft� Windows� crashes every half an hour with a strange 
error message nobody understands, and so part of our work is lost and some files 
got corrupted, 

e) or, in addition, our external E-mail server system (e.g. American On Line –see 
[Newmann01]) is ‘suddenly’ inoperative who knows for how long and the reports 
cannot be sent to our clients due today. Later, 

f) when going back home, software programmed traffic lights go all green and our bus 
almost crashes with another car just crossing our street, 

Reliability and safety are characteristics to implicitly or explicitly demand in almost all 
systems. 

Despite what can be learned from the few available software-caused failure investigations, 
fears of potential liability or loss of business make difficult to find out the details behind 
many existing engineering mistakes. When the system is owned by government agencies, or 
affects many users, more information may be available. Occasionally, mainly major 
accidents draw the attention of the governments or user organisations and result in formal 
accident investigations (from which some of the examples are presented in Appendix A). 
The origin of many other failures is almost never published and so nothing can be learned 
from them. 

In any case, significant pressure is now being put on suppliers to provide ‘bug-free’ 
software systems, especially for safety critical applications. However, even the most 
expensive, fully tested and independently certified systems that are put through rigorous 
acceptance testing, can fail months or even years afterwards.   

It is a common characteristic that embedded software products in use in safety critical 
applications are very large and complex (meaning here real time, with complex algorithms, 
etc). ‘Software embedded with an instrument could consist of 1 megabyte of software. 
Software of such a size is well beyond the idea of having 100% confidence on it’ 
[Witchman97]. This implies that one has to accept that there is a possibility of errors 
occurring in such software. In the aviation industry, the amount of software used in aircraft 
systems is reported to be doubling every two years. ‘The effect of software complexity on 
safety is an open issue. Early inertial navigation systems (INS) had about 4K of memory; 
modern flight management systems (FMS) are pushing 10MB. This represents a 
tremendous increase in complexity, combined with a decrease in pilot authority’ [Domtt94]. 
The number of different interactions inside these software products imply so many tests that 
makes them prohibitive for developers and customers. Acceptance testing will detect many 
problems, however, it may only be after, for example 500 flying hours, that a particular set 
of circumstances combine to produce an entirely unpredicted result. Changing one line of 
code may solve a practical problem, but can have unforeseen consequences. 

A critical software fault can originate a ‘bug’ in a safety critical application. A legal 
question being asked is what rights does the injured party have against the software 
supplier. In most cases, it is unlikely that the end user of this type of system will have the 
ability to establish any direct contractual link with the supplier of the software. The 
difficulty for the individual is to take on a corporate supplier, proving that a duty of care 
exists and that there is a connection between the software and the injury in question. As the 
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facts can be extremely complex with a range of causes contributing to an accident, this 
route will never be straightforward. 

Technically speaking, given the serious nature of failures originated by malfunctions of 
embedded software, is there anything, beyond careful design practices and extensive 
testing, to ensure their correct operation? Can a malfunctioning embedded software product 
diagnose itself and either correct the problem or halt itself before causing the system to 
behave in an erroneous or potentially dangerous manner?  

The answer to both questions is yes. Many simple techniques exist, which allow the 
embedded software to be monitored for correct operation, other techniques help in 
identifying, reducing, eliminating and even preventing these potential problems to happen. 
The current problem is that yet they are not used to analyse software products 
systematically and really complementing the in-bearable incomplete testing activities. This 
thesis examines some of the software fault analysis techniques with focus on those that can 
be immediately implemented in almost any embedded software product.  

 

 Problem definition and research objective 
 
Saying that catastrophic failures are to be avoided, is equal to say that safety and reliability 
are very important characteristics society demands today and should be improved. 

Safety and reliability are system characteristics that reside in the device and in the people 
operating that device. The safety and reliability of the device itself depends on sufficient 
testing and fail-safe mechanisms that protect the users (and others) when some component, 
either software or hardware, does fail. Given a safe device, the user can maintain that safety 
only when acting responsibly and when correctly interpreting the information displayed by 
the device.  

In particular this thesis is concerned with embedded computer systems. These are systems 
where the computer with its software is only one part of a larger system. Some other parts 
will be sensors, actuators, etc. through which the computer interacts with the rest of the 
system. Embedded software is the software part of these embedded computer systems and 
that is very close to, controls and interacts with its hardware; for example software used in 
the on-board command control system of an aircraft [ECSS]. 

Operators can violate the safety of such devices when: disabling sensors, ignoring alarms, 
or improperly using the device, therefore, system’s safety depends as well on its user. 
Sometimes the worst accidents take place on perfectly functioning hardware and software 
that the operator simply misunderstood or misused because of, for example, a deficient user 
interface. The design of the user/device interaction is particularly important [Murphy98].  
This thesis is not concentrating in the human interface aspect, but in the embedded software 
products that interact with the sensor, actuator devices around it from the micro-processor 
where it is loaded into. This thesis concentrates in embedded software and not in software 
products in general due to the amount of systems containing software with these specific 
characteristics more difficult to develop: directly controlling its hardware, reacting by 
system stimuli and real-time.  
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The software problems presented in Appendix A are just examples of real-life software 
cases, reproduced there to illustrate the relevance of the overall quality of software and, 
more in detail of the safety and reliability characteristics of embedded software products 
discussed in this thesis.  

The concept of implementing and verifying functional, operational or interface 
requirements is a concept accepted in any application domain. But the concept of 
engineering and checking safety or reliability characteristics in a software product is not 
fully understood nor systematically performed [Rodriguez01]. Software-intensive critical 
systems (i.e. critical systems where software performs many of its functions) are required to 
work correctly when its environment is as expected. This software is also required to 
perform critical functions (detecting potential hazards and/or mitigating consequence of 
accidents). More than that, the software product must be robust itself and hence work 
correctly and react safely to unexpected environmental changes. This is specially the case 
for embedded software due to the low visibility at execution time, and for which the 
technology is not advanced enough to allow easy verification and maintenance 
[Vardanega98]. Therefore the implementation and verification of these two characteristics 
become a difficult subject. Means to design, implement and verify safety and reliability of 
embedded software within a software-intensive system need some closer analysis and 
research. This thesis addresses how safety and reliability of embedded software applications 
can be improved and assessed adequately. 

Reliability and safety are related, but certainly not at all identical, concepts. Reliability is 
defined as a measure of the probability a system will run without failure of any kind, while 
safety is a measure of a system running without catastrophic failures. Therefore, software 
safety and reliability are related with software failures (as an end effect in itself when only 
considering the software product) caused by software faults. This thesis deals with software 
failures and fault handling.  

Software fault prevention, fault tolerance, fault removal and fault forecasting are the 
techniques to be used, implemented and verified for embedded software in critical systems 
as the contributors to safety and reliability of the software [Laprie92]. To use them when 
developing a software product, a relationship must be established between them and the 
development processes, the methods and techniques to be used to develop software, as well 
as with the different product architectures. 

All of the above mentioned techniques are equally important for critical systems but yet 
they are not properly/systematically used nor implemented when developing embedded 
critical software ([ECSS], [DO178B], [IE61508]). Each of them presents equally important 
lines of research that cannot be afforded within one single research project. This thesis 
focuses especially on the first of them, fault removal techniques, and their influence to both 
the process and the technological aspects of the development process of software.  

Testing is intended to remove software faults by executing the software under test, thus, 
removing software faults dynamically. Full test coverage is not possible for complex 
embedded software, and new testing methods, such as statistical analysis of software 
integrity, are still immature. It is strongly believed that static analysis is stronger than 
testing at demonstrating the absence of (selected) errors. Both testing and static analysis 
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may imply fault elimination but the later one with the benefit to be used at earlier stages of 
the software life cycle [Laprie92]. These are other software fault removal techniques that 
remove faults in a static way, and they are used to complement this never 100% confidence 
existing on these complex embedded software products [Dala93], [WO12]. 

More concretely, the analysis of existing static non formal non probabilistic software fault 
removal techniques and their use within the overall processes of developing and verifying 
software safety and reliability characteristics will be the central focus of this thesis. Since 
the maturity and state of the art [WO12] of these specific fault removal techniques has still 
some room for improvement, a method for the analysis of reliability and safety 
characteristics of embedded software will be defined and its usability evaluated in order to: 

 
a) help assure safety/reliability of the growing embedded software based systems, 

when systematically performed at the different software development stages, to  
b) help perform software design trade-offs to accommodate safety and reliability 

requirements together other characteristics requiring contradictory architectures,  
c) help complement the insufficient stress testing applied to embedded software in 

software-intensive systems.  
d) support system safety and reliability implementation and later safety and reliability 

assessments. 
e) reduce the amount of fault removal activities to be performed at the maintenance 

and operational stages. 
 

This thesis will show that traditional system safety and reliability analysis techniques such 
as FMEA (Failure Mode and Effect Analysis) and FTA (Fault tree Analysis) can be 
successfully applied to systems with significant software content to complement the 
dynamic techniques mentioned earlier. This thesis will define the functional forms of how 
these techniques could be used for software, with certain modifications in order to consider 
software specific properties when using them at the different software development stages. 

 

 Thesis outline 

Figure 1 depicts the outline of this thesis. This thesis is divided into four main parts: 

Part 1: Problem definition, analysis and research approach 

Part 2: Problem solution: Software fault removal processes and analysis technique 

Part 3: Validation: Practical application of fault removal analysis technique and overall 
evaluation 

Part 4: Conclusion 

The first part of this Thesis, Part 1, gives an introduction of the problem areas and the state 
of the art to the methods, techniques and processes for software fault removal. Part 1 starts 
presenting a brief introduction to the problem under investigation and it provides a 
reasoning of the existence of this research project (chapter 1) together with a presentation of 
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the outline of this book. Chapter 2 presents the research approach taken for the 
investigation and solution of the problem. Chapter 3 presents an in depth analysis and focus 
of the problem area of this research project, with an in depth literature analysis. Chapter 4 
concludes the problem analysis by providing an analysis of the existing static non-formal 
non-probabilistic software fault removal techniques and defining the requirements and basic 
principles for the solution of the presented problem. It presents the criteria that will used to 
analyse the different techniques. Appendix A supports Part 1 by providing real examples of 
software failures.  

In Part 2 the solution of the presented problem is defined. A specific method, its associated 
procedure and how it is integrated within the overall software development process is 
presented as the solution to the research problem. The developed method is based on ones 
commonly used at system level, with the additions of software specific fault-related aspects. 
This part is presented in chapter 5, defining the procedure of the static non formal non 
probabilistic software fault removal techniques while chapter 6 presents how it could be 
used throughout the development process of embedded critical software. Appendices B and 
C support Part 2 with in depth analysis of current state of the art and main concepts about 
software development processes, and different software fault removal techniques, 
respectively. 

The third part of this thesis, Part 3, is aimed at the actual practical validation of the 
proposed technique by using real case studies from different application domains.  It is 
composed by chapter 7 that presents a summary of the results of the application of the 
analysis method to the automotive embedded software product. Chapter 8 presents a 
summary of the results of the application of the analysis method to the space system 
embedded software product. Finally chapter 9 provides an overall analysis of the validity of 
the presented solution based on both the logic used for its definition complemented 
throughout and analysis of the practical case studies performed.  

Part 4 presents the conclusions of this research project plus future work and 
recommendations. In chapter 10, some Conclusions and recommendations are derived from 
both the theoretical part of this research and the practical case studies used for the 
validation process. All this serve as the basis for further research projects.  

The bibliography contains the list of all references and material used for the support and 
elaboration of this thesis. 

The list of acronyms defined the meaning of the ones used in this Thesis. 

In the Appendices, some detailed information is presented, which supports the content of 
this Thesis. 

Appendix A contains examples of catastrophic accidents caused by software malfunctions. 

Appendix B contains a reference taxonomy of software faults. 

Appendix C analyses different software fault removal techniques . 

Appendix D contains the definition of the ‘nominal’ software process and the process 
modelling formalism 
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2 Research Methodology and Approach 
 

This chapter presents an overview of the methodology used within this research project 
together with a justification for it and the research approach undertaken.  
 

2.1 Research Methodology: applied research 

This research project belongs to a type of research activities called: applied research. It 
means: ‘interfering in practice and attempting to solve practical problems by designing 
theoretically sound solutions’ [Solingen99]. As opposed to this, there is another type of 
research called theoretical research that describes instead a generic theory by observing 
specific phenomena [Solingen99].  

It is out of the scope of this research to make an in depth dissertation of general theories of 
research methods and strategies. Nevertheless the methodology and strategy followed 
within this research project will be based on studies already analysing different research 
theories within the information technology domain. This analysis is described in 
[Vermeer01] which recognise the youth of the information technology field, where a variety 
of research methodologies exist based on different philosophical assumptions. From the 
literature evaluated in both [vanAken94] and [Vermeer01], the methodology taken in this 
research project consists in what is called ‘positivist design research’ as opposite to causal 
and formal science based on theoretical and formal constructions of the solution of the 
problem respectively. The design of this research project is intended to design and develop 
a solution that solves a problem. The solution is to be expressed in the form of a 
prescription, this is, expressed as: ‘an instruction to perform a finite number of acts in a 
given order and within a given aim’. These so-called technological rules or design 
prescriptions are based on both scientific-theoretical knowledge as well as tested rules (rule 
effectiveness systematically tested within the context of its intended use) [Vermeer01]. 
Grounding a technological rule on explanatory laws does not necessarily mean that every 
aspect of it (and of its relations with the context) is understood. Typically, several aspects 
keep their “black box” character and testing within the context is still necessary to account 
for its effectiveness. 

In this thesis, after defining a solution of the problem theoretically founded and validated 
throughout its line of reasoning, practical cases will support the practical validation 
showing practicality and effectiveness of the solution. It is not clear to what extent case 
studies are generic enough to be valid ‘tools’ to validate some theory.  In [Solingen99] and 
[Yin94] it is suggested that case studies should be selected with ‘theoretical replication’, 
this is, contradicting results are allowed under both stated reasons and by having predicted 
results. This can construct the generality for a wider scope of cases, thus expanding the 
domain for which the results are valid. When selecting the case studies, an attempt must be 
made to cover the problem domain as best as possible making explicit individual 
differences expected from the case studies. [Yin94] defines three conditions to define the 
case studies as the strategy for a research project: a) the type of research question posed, b) 
the extent of control an investigator has over actual behavioural events, and c) the degree of 
focus on contemporary as opposed to historical events. Case studies are defined as the 
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recommended strategy for research questions like ‘who’ and ‘how’ (more explanatory and 
likely to lead to case studies) [Yin94]. Case studies are recommended in [Yin94] for 
research projects not requiring control over behavioural events (as opposed to experimental 
based strategies) and focusing on contemporary events (as opposed to history-based 
strategies).  

In this research project, after presenting the research questions, an analysis of the research 
problem is presented and analysed. A solution to the problem is presented and then, case 
studies are defined and executed based on the theoretical framework resulting from the 
solution presentation. In this research projects two case studies are selected with the 
intention to predict similar results as being based on the same strong theoretical framework 
(being itself a practical policy-oriented theory). Case studies are selected and carried out for 
two different application domain products: on-board space software application belonging 
to the European Space Agency and embedded software product in the automobile industry. 
These two different embedded software applications share common criteria, they are 
selected to represent a larger set of applications, and are defined to have similar results. 
These case studies are used to validate in the practice the defined conceptual model and 
together with the set of guidelines supporting it. These case studies are deemed different 
enough to be valid to be used for the in-practice validation of the theory but it is important 
to mention that this validation is mainly founded by the theoretical design logic used for its 
definition.  

 

 Research approach 

This thesis will follow what in [Vermeer01] is referred as ‘the typical research approach to 
follow when design research is concerned’, which is built up through a reflective cycle: 
define a solution choosing a theoretical case, planning and implementing practical cases (on 
the basis of the problem solving cycle), reflecting the results on the theory, to be in turn 
tested and refined in subsequent practical cases. Even more, and borrowing concepts from 
software development [Vermeer01], this type of research, based on technological rules, 
goes through a stage of α-testing, i.e. testing and further development by the originator of 
the rule, to be followed by a stage of β-testing, i.e. the testing of the rule by third parties.  

Following the above, the main steps undertaken in this research project are presented below 
Table 1 : 

 

Problem definition 

1. Definition of the problem and focus of the research scope 

Problem analysis 

1. Scrutiny of existing literature and standards  

2. Analysis of the problem and current state of the art of solutions compared based 
on a reference criteria framework 

Solution design and theoretical validation 
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1. (Theoretical) construction of a software fault removal non formal non 
probabilistic static analysis method to be applied for critical embedded software 
together with practical guidelines for its application in real cases  

2. (Theoretical) construction of the conceptual process model for the integration of 
the new method within a global generic software development framework. 

Solution in-practice validation  

1. Empirical validation of the analysis method and guidelines through their practical 
use in industrial case-studies 

2. Analysing the validity involved in applying the analysis method in practice. 

Feedback 

1. Refinement of the initial concepts 
Table 1   Main steps of research 

 

This research project considers two objectives: The primary objective of this study is a) to 
analyse the techniques used for the verification of safety and reliability; and more 
concretely, b) to analyse and define operational instruments that can aid in removing 
software faults in critical systems and, in turn, improving software safety and reliability 
characteristics and supporting system safety and reliability assessments for software-
intensive critical systems. Furthermore, and as the secondary objective of this thesis, these 
techniques and processes should be proven and applied in different application domains to 
evaluate their validity in terms of practicality and their independence to any domain-
specific architecture. 

Each of the main research steps is going to be detailed below: 

 

Problem definition 

The first research question to be answered is ‘What is the problem?’ This question means 
here  

Question 1. How is the verification of safety and reliability of critical 
software-intensive systems currently performed?  

Providing software safety and reliability verification activities focus on how software faults 
are dealt with throughout the software development life cycle, the question above could be 
translated as follows: How are software faults verified/removed throughout the 
development life cycle of critical software-intensive systems? But the above question can 
be answered after answering to the following sub-question: 

- safety and reliability standards question [Stavridou97]: In theory and practice 
two domains of safety and reliability can be distinguished [Leveson95]:  
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- first: safety and reliability enhancement techniques, e.g. the design of devices 
and procedures to eliminate and control hazards at system level and faults at 
software level; and  

- second: verification techniques to assess and analyse safety and reliability 
critical aspects.  

This research project focuses on the latter, this is, on the safety and reliability verification 
techniques for software embedded in safety-critical software-intensive systems, which 
correspond to the so-called fault removal techniques. What is the support the standards and 
the literature currently offer and what are weaknesses regarding software fault removal 
techniques, and more concretely regarding static non formal non probabilistic software fault 
removal techniques?  

Current standards for critical software- intensive systems are not detailed enough regarding 
software safety and reliability fault removal techniques.  
 

Problem analysis 

The second research question to be answered is How could the problem be solved? There is 
a huge amount of literature about static non formal non probabilistic software fault removal 
techniques. For this, the following sub-questions should be answered: 

- comparison and analysis criteria: Current approaches make an initial 
distinction between non-probabilistic and probabilistic techniques, others 
classify them into dynamic and static techniques, and these later ones in turn 
classified as formal and non-formal.  

Question 2. What should any software fault removal technique analyse 
and how?  

- Concepts from the various non-probabilistic non formal static techniques are 
identified and specified on the basis of research literature.  

- generic versus specific applicability: Due to the huge amount of literature 
available, the comparison of various non-probabilistic non formal static fault 
removal techniques is performed based on a reference criteria framework.  

Question 3. What criteria should be used for the comparison of the 
different techniques and to define advantages and disadvantages of one with 
respect to the others?  

- This criteria framework will be the basis to identify the concrete aspects 
defining the detailed problem to be solved, its solution through the design 
and the ulterior validation of the new conceptual model.  

 

Solution design and theoretical validation 

The question to be answered at this research step refers to What is to be done for the 
solution of the problem?  
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Question 4. 

Question 5. 

Question 6. 

Question 7. 

How can a conceptual model be developed, to tune existing 
fault removal methods to be specific for embedded critical software 
applications? 

This means that the above question should be answered by answering to the following sub-
questions: 

- software fault removal procedure question, e.g. [Peng93]:  

How is the procedure of the new software fault removal 
conceptual model?  

- What are the techniques used and how are they to be used for software 
embedded in critical software-intensive systems? Pre-understandings from 
literature and practice are formulated and concepts modelled into a prototype 
fault removal method. The new method should be developed to fulfil defined 
criteria still left open from the previous state of the art analysis.  

- software fault removal usability question:  

When and how is this fault-removal method to be used when 
developing software?  

Software safety and reliability verification activities (i.e. the use of the ‘new’ software fault 
removal method) should be performed at each system development phase [Leveson95]. 
This approach is beneficial in that:  

- it spreads the verification effort all along the life-cycle;  

- it can discover problems early at the design stage, that can then be easily 
reparable (the later the changes the more expensive).  

Therefore, the new method should be developed for early software verification and 
throughout all software development life cycle stages, including the final assessment and 
validation stages [Trienekens92].   

 

Solution in-practice validation 

The analysis method and the overall applicability defined in the first phases of this research 
project can now be evaluated in practice (i.e. α-testing mentioned above).   

How is the new method validated in practice? 

The identified software fault removal method, with the overall aim to support the final 
system safety assessment, is to be applied in a number of case studies in different domains 
(i.e. automobile and space). The application to this number of case studies enforces the idea 
that fault removal techniques are influencing the development process and the methods and 
techniques to be applied for the development of the software. They should not have any 
influence in the architecture of the software product. The selection criteria for the case 
studies should support the fact of providing certain commonalities, trying to cover the 
problem area as best as possible. It is therefore not the objective of the case studies to have 
the most in common but the most differences within the problem domain.  
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The selection criteria for the case studies within this research project are: 

- Embedded software application: very close to its hardware environment (i.e. 
not to work in a commercial host computer - desktop or workstation HW). 
These kind of applications use to be real-time (meaning with deadlines to be 
met, it does not need to have very tight response requirements, but it may). 

- Safety critical software: software that if failing, could contribute to system 
hazards with catastrophic consequences (e.g. human safety).  

- Different application domains: implying different architectures, different 
development processes followed and different methods and techniques used 
for their development. 

 

Feedback 

Based on the practical case study results the initial concepts and the analysis method is to be 
improved, refined and evaluated. This feedback step closes the research cycle. The 
theoretical design presented will now incorporate changes coming from the practical cases. 
Details of these changes will be presented in chapter 9 about the practical case studies 
analysis. After, the updated method is defined from one case study, a new practical case 
will be performed closing another reflective cycle.  

The detailed analysis method is validated in practice throughout its use in case studies 
chosen from different application domains. Two practical cases are analysed and the results 
compared with the existing product implementation within the different application 
domains. The overall concept is evaluated by analysing the reference criteria set defined 
before for the analysis of the problem and the definition of the theoretical solution. After 
the practical exercise of the defined model, criteria evaluation is performed both 
quantitatively as well as qualitatively. Most of the criteria are validated based on the 
reasoning logic for the definition of the solution (as being embedded in literature) whereas 
other criteria will be validated from the practical case studies results. 
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3 Research Scope 
 

This section describes the boundaries and special assumptions of this research project 
presenting a detailed focus of the problem area harmonising the terminology to be used in 
this thesis report. 

 

3.1

Figure 2. 

 Focus on embedded software products 

The systems considered in this thesis are human-made, created and utilized to provide 
services in defined environments for the benefit of users. The important issue here is that 
these systems are always a set of elements following a design, which may be composed of 
one or more of hardware, software, humans and associated processes [IEC61508]. Other 
times its environment is included, and it is even required that 'any exclusion of the 
environment must be specifically and clearly stated, especially in the safety evidence´ 
[Cigital]. Systems are represented not only by the final integrated entity, but by documents 
explaining different development stages, for example by its specifications, its design, 
construction and test reports [ECSS]. 

As shown in Figure 2 a system is the entire set of components, both computer related and 
non-computer related, which provide a service to a user. For instance, an automobile is a 
system composed of several thousands of components, some of which are likely to be 
computer subsystems running software [Weinstock97]. 
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System as a set of components 

In literature the term system is defined in different ways. Some of these definitions are 
presented below with the intention to harmonise the terminology having a unique definition 
to be used within this thesis.  
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A term used in the software engineering field to denote systems is: Computer system. It is 
defined in [Lawrence93] as in turn composed by subsystems, including the computer 
hardware, the computer software, operators who are using the computer system, and the 
instruments to which the computer is connected. This definition is similar to the one 
defined for system, at the beginning of this section. Another commonly used term is 
embedded systems, defined as systems where the computer with its software is only one part 
of a larger system [Isaksen97]. Some other parts will be sensors, actuators, etc. which let 
the computer interact with the rest of the system. This later definition is again similar to the 
one formerly presented. 

What really concerns this thesis is the term embedded software. The main reason of this 
selection in that embedded software is increasingly being part of many safety critical 
systems of today. Cellular phones, televisions, coffee machines, etc. are few examples of 
systems used everyday made by embedded software among other components. As 
mentioned below, these special software products have some peculiarities which make them 
advantageous for system designers, but which bring some technical difficulties when 
dealing with safety and reliability, and these are the products this thesis will focus on. Other 
software products like databases, distributed systems, etc may have interesting peculiarities 
too, but the subject would be too broad to be considered in one research project. 

For embedded software, again, different definitions are used in the literature, discussing few 
of them below, and concluding with the ones to be used within this thesis.  

The term embedded software is used to denote embedded system, Other more general term 
found in the literature is computer software, defined as: Computer programs and computer 
databases [MIL498]. But this definition should be further detailed. The term software could 
be used instead, defined in different standards as: 'Computer programs, procedures, rules 
and any associated documentation pertaining to the operation of a computer system'  
[DO178B], [ARP4754], [EN50128], [Scott95], etc. With this more complete definition, 
what the term embedded adds on to the term software can be defined. 

[ECSSE40] defines embedded software (also named reactive software) as follows  

- embedded software runs on a hardware whose detailed knowledge is essential 
to control the software behaviour. The processor, the memory map, the 
interface devices, the interrupt model, the time management must be known 
by the software designer. It needs a cross compiler to be compiled. The 
hardware resources are limited (memory size, throughput) and the limits are 
somehow stronger than e.g. ground software running on a workstation. 

- embedded software is part of a system, and is very closely interfaced within 
the system (as opposed to a software tool being just executed on top of a 
workstation). It cannot run alone and needs stimuli from its system 
environment, this stimuli being of different nature than a keyboard or a 
mouse. 

- embedded software is usually real-time or even hard real time. Disregarding 
the execution speed, embedded software flow is controlled by events or by 
clocks and is expected to execute before a given deadline after the occurrence 
of the trigger. The control flow is part of the design and the knowledge of the 
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scheduling is essential (compared to a workstation software where 
application events are given to an operating system that takes care of it in a 
hidden way). The requirements on the time management are more stringent. 

- embedded software is not operated through a screen/keyboard/mouse 
interface. Its control is more remote.  

- This thesis focuses on embedded software as define here above. 

But, this thesis will not focus on the human component of a system. Humans are considered 
both as users and/or as components of a system [ISONEW15288]. In the first case the 
human user is a beneficiary of the operation of the system. In the second case the human is 
an operator carrying out specified system functions. There are numerous reasons for 
including humans in systems, for example, because of their special skills, because of a need 
for flexibility, for legal purposes. Consequently, human component(s) contribute to the 
performance and characteristics of many systems. Whether users or operators, humans are 
highly complex, with behaviours that are frequently difficult to predict, and who need 
protection from harm. This requires to address the human element factors in areas like: 
Human Factors Engineering, System Safety, Health Hazard Assessment, Manpower, 
Personnel and Training, etc. and they are wide areas still under research.  

The main reasons why this human element factors area is not part of this research project is 
because not all systems are directly operated by humans. In particular, the embedded 
software products, contained in many systems used today, are not directly controlled by 
humans. The embedded software products subject of this thesis has, by the definition 
provided above, a more remote control. This thesis covers as many systems as possible 
focusing only on their embedded software components.  

 

3.2 Focus on safety critical applications 

In [IEEE1012] criticality is defined as ´a subjective description of the intended use and 
application of the system'. Software criticality characteristics may include safety, security, 
complexity, reliability, performance or others. So, the term criticality could include further 
characteristics than just safety and reliability. This thesis uses then the term criticality as: 
the severity of the failure mode [Wallace94] disregarding whether it relates to safety or 
reliability. 

The above term has different utilisations in the literature summarised in the following 
paragraphs, concluding with the definition that will be used throughout this thesis. 

‘Safety critical’ is a widely used term which can be applied to a condition, event, operation, 
process or item of whose proper recognition, control, performance or tolerance is essential 
to safe system operation or use; e.g. safety critical function, safety critical path, safety 
critical component [DOD882]. 

In addition, ‘safety critical systems’ can be defined from the perspective of its functionality 
rather than from the consequences of its failure. For example, in [EN50128], [ECSS] safety 
criticality applies only to functions, meaning ‘functions which, if lost or degraded, or which 
through incorrect or inadvertent operation, could result in a catastrophic or critical 
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hazardous event’. So a safety critical system is limited to a system performing safety critical 
functions [IEC61508]. [IEC61508] is a rather new standard entirely devoted to safety. It 
explains how safety should be tackled within each development life cycle stage. It deals 
with functional safety in electrical/electronical/programmable electronic safety related 
systems with one of its seven parts fully dedicated to software.  

On the other hand, from the consequence of its failure, a ‘safety critical system’ can be 
defined as a system whose malfunction may cause death, serious injury, or extensive 
damage to property or the environment [ISO15026] [MISRA98]. With this definition, there 
is some measure of arbitrary value attribution in the definition of ‘safety critical’. A more 
precise terms would be 'life critical', 'mission critical', 'environmental critical', 'cost critical', 
but the precise severe consequences are not the focus of this thesis, therefore this thesis will 
use the term safety critical.  

This thesis will use the broader definition presented in above paragraph. 

One of the catastrophic or hazardous event causes can be a failure in one of its items, and 
this is where reliability criticality is defined. Reliability criticality is only defined with 
respect to items. In [ECSS], a reliability critical item is an item that contains a single point 
failure with a failure consequence severity classified as catastrophic, critical or minor.  

The definition of software safety critical is in turn defined as those computer software 
components and units whose errors can result in a potential hazard, or loss of predictability 
or control of a system [DOD882]. But, providing the software items dealt with in this thesis 
are part of a system, being the software safety critical, considered as being reliability 
critical. 

Therefore, this research project will focus on critical software (i.e. safety and/or reliability 
critical software), and in particular embedded critical software part of a system, which if 
failing, can have a catastrophic, critical or minor consequence. 

Standards where safety-related software is mentioned, use multiple levels to classify the 
criticality (so-called integrity levels) of the software components that make up the system. 
While the number and nature of the levels vary, the general approach is always the same: 
the higher the criticality of the system, the more engineering techniques and verification 
techniques need to be used for its assurance [IEC61508] [ECSS][DO178B].  

This thesis concentrates on the levels of criticality for which the more demanding 
engineering and verification techniques should be employed.  

 

3.3 Focus on software safety and reliability characteristics  

Literature [ISO12207], [ECSS], [PSS], [PSSGuides], etc. presents different classifications 
of the set of requirements a system or software product should implement: functional, 
performance, operational, interface, quality, etc. The heart of the matter, arguably, is that 
product requirements originate from multiple, independent, sources, which represent 
differing perspectives: primarily, users, customers and developers. Embedded software 
critical systems have to meet requirements that constitute the ‘classical’ set of explicit 
requirements and correspond to the ‘What’ is to be done by the software. Other 
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requirements that use to be explicitly defined, are about the ‘How’ and the ‘where’ are those 
functions required to be performed (i.e. performance, resources, interfaces and user 
interaction related requirements). But these systems have to meet other ‘needs’ that are 
often fuzzy or genuinely unknown at the beginning of the development processes. They 
refer to non tangible aspects of the software. These other requirements referred to as non-
functional requirements or ‘characteristics’, have been the cause of many software project 
failures [Newmann01]. There is not a common agreement in the classification of these 
‘other’ requirements in the literature. In this thesis they will be classified in two different 
broad sets:  

a) the ones to be called ‘functional requirements’,  referring to the functions and 
capabilities required to be performed (the ‘what is required to be performed by the 
system or software’) including other requirements about performance, resources, 
interface and operational requirements (‘How and where to perform those functions’). 

b) the other ones to be called ‘non functional requirements’, referring to characteristics or 
all the non-functional aspects of systems as opposite to the functional requirements. 
These requirements refer to attributes of the software end product. Characteristics such 
as the quality characteristics defined in [ISONEW9126] are examples of what compose 
this set of non-functional requirements. In the literature [ISONEW9126] [PSS] 
[Fenton91] these characteristics or non-functional requirements are named as factors, 
requirements, constraints, quality characteristics, etc. In this thesis, the terms 
‘characteristic’ and ‘non-functional requirement’ are considered inter-changeable.  

Characteristics are here defined as goal statements derived from the domain aspects and that 
should be reflected in all systems developed in that domain. In [ISO9000:2000] 
characteristic is defined as a ‘distinguishing feature’ and more concretely, quality 
characteristic is defined as a  

‘characteristic related to needs and expectations. 
NOTE  - There are various classes of quality characteristic, such as:  - physical, e.g. 
hardness of metal, viscosity of a fluid, texture of paper;  - psychological, e.g. aroma, 
taste, beauty;  - ethical, e.g. courtesy of sales assistants, honesty of service 
personnel;  - time oriented, e.g. dependability, reliability, availability, timeliness, 
safety.’ 

Safety, reliability, reusability and portability are among the most prominent ‘non functional 
requirements’ ([ECSS], [DEF-STD-0055], [IEC61508], etc) at system and software level 
that are increasingly becoming both  

- the focus of consumers (e.g. one does not want software in a commercial 
aircraft that inadvertently prevents the pilot from recovering from an error: 
one wants it safe) and  

- the market drivers of producers (e.g. for the manufacturer a television’s low 
reliability means lower sales and higher warranty repair costs).  

A survey of specialised literature (e.g. [Fenton91] [Sommerville95]) and relevant 
international standards (e.g. [ISONEW9126] [ISO12207] [ECSS]) was performed focusing 
on how to define and engineer characteristics into a system. The conclusion of the survey is 
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that there is no single harmonised process to engineer and verify non functional 
requirements. 

[ISONEW9126] defines top-level software quality characteristics in general terms and then 
breaks them down in terms of lower-level software sub-characteristics and associated 
metrics. This reflects the fact that [ISO9126] mainly focuses on late measurements and 
verifications of the software product rather than on analysing how these characteristics 
should be specified and engineered. 

Other standards (e.g. [ISONEW12207]) do not even contemplate the notion of 
characteristics and treat all requirements as one single, undistinguished set. Other standards 
(e.g. [IEC61508], [DEF0055]) only focus on one specific characteristic (safety) and some of 
them (e.g. [IEC60300]) do not even really explain how the implementation of it 
systematically interacts and integrates with the other requirements. 

From the above, software characteristics may arguably be divided into two broad groups 
(following [Fenton91] [NEWISO9126]): 

a. external characteristic, which users and customers define whether jointly or 
individually at the top level of the development and which derive from 
system level requirements; and 

b. internal characteristics, which mainly capture concerns of the developer and 
that should be specifically warranted by dedicated engineering processes. 

The latter group of characteristics (internal or lower-level) may in turn be classified in two 
different sub-groups [Rodriguez-01]:  

- Lower level characteristics inherent to the software product. 
Those include for example: completeness, to demand the exhaustive 
implementation of all applicable requirements; compatibility, to require the 
smooth interchange of consistent data among internal and external 
components of the product; and verifiability, to call for all requirements to be 
verifiable by and demonstrable to the user. 

- Lower level characteristics inherent to the technology and architecture of the 
software product. 
Those include for example: predictability, to require that all the (concurrent) 
activities of the system always deploy and complete as expected; resource-
efficiency, to demand control of use and allocation of limited resources. 

External characteristics should be defined at the very beginning of the software 
development process (at the concept stage). Users and customers should define their 
requirements before starting the development process to be implemented in the product 
together with the other functional requirements. International standards such as ISO 9126 
[ISONEW9126] list some of these external or top-level characteristics that could be used as 
a checklist to capture user-level and customer level non functional requirements. Defining 
these external characteristics at the first development stages allow conflicts among desires 
characteristics and allows working out the balance of characteristic satisfaction (e.g. 
reliability characteristics implemented through fault tolerance techniques is often opposite 
to performance issues) [Boehm96] 
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The low-level characteristics can be regarded as ‘pure’ software characteristics which 
should be defined at the software requirements stage and or when the technology and 
architecture of the software product are defined. This is mainly due to the deep level of 
knowledge of how software is built these characteristics look after, along all development 
life cycle stages. 

Safety and reliability (i.e. criticality as defined above) are two characteristics becoming very 
important and therefore ‘explicitly required’ in different domains of application. They are 
external characteristics and they are not inherent characteristics of software, they should be 
built-in it. 

Safety and reliability are defined by [ISO9000:2000] as so-called quality characteristics. 
Reliability and safety are related, but certainly not at all identical, concepts. Reliability is 
defined in standards like [IEC50], [ECSS], [EN50129], [ARP4754], etc. and can be defined 
as a measure of a system running without failure of any kind. Instead, safety (defined in 
several standards such as [ISO9000:2000] [EN50129] [IEC61508], [ECSS], [ISO8402], 
[DOD882], etc.) is a measure of a system running without catastrophic failure. The system 
intending to have these characteristics will have to be designed and analysed from these two 
different perspectives. Reliability can be increased by removing errors that are not 
concerned with (and therefore do not increase) safety. Safety is directly concerned with the 
consequences of failure, not merely the existence of failure. In this sense, safety is a system 
issue [Leveson95-2] [Cigital-1], not simply a software issue, and must be analysed and 
discussed as a characteristic of the entire system [Lawrence93]. Instead, and as mentioned 
before, reliability, can be translated directly as a software or subsystem issue since they are 
directly concerned with failures and software can cause failures. As an example: one could 
design a safe-mode state to jump to in case of any failure (safety), without improving at all 
the reliability (avoiding failures) of the system. 

Software in itself cannot cause an accident. It is when used to control potentially dangerous 
systems that software becomes safety-critical. It is a reality that people are becoming 
increasingly dependent on software-based systems, without realising it. While by no means 
can all such systems be classified as critical, software is turning up everywhere, from 
airplanes and automobiles to television sets and electric shavers. Also, the percentage of 
software in these systems (relative to hardware) is increasing. The amount of software in 
consumer products is doubling every year (e.g., a top-of-the-line television now contains 
500 kilobytes of software compared of having no software just few years ago) 
[Weinstock97]. 

To understand the concept of ‘software safety’, an introduction of system safety engineering 
and verification  and the role of software within it, is presented here below.  

System safety defines safety in terms of hazards and risks. The main goal of safety is to 
avoid accidents. System safety engineering involves: 1) Identifying hazards (defined in 
[ARP4754] as 'a potential unsafe condition resulting from failures, malfunctions, external 
events, errors or combinations thereof'’), 2) assessing hazards as to criticality and 
likelihood (i.e., assessing risk), 3) designing devices to eliminate or control hazards and 4) 
once the system is designed and built, a final risk assessment is performed (defined as 'the 
undertaking of an investigation in order to arrive at a judgement, based on evidence, of the 
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suitability of the product’ [EN50126]), based on the hazards that could not be completely 
eliminated, to determine if the system has acceptable risk [Leveson91] [Leveson97]. What 
concerns us now is Step3: eliminate and control hazards. There are many system safety 
engineering techniques used to perform this step. In case it is not practical or it is 
impossible to eliminate the hazard, it must be minimized with respect to the likelihood of 
its occurrence and severity of its consequence. There are different ways to achieve this.  

1.- One is to include mechanisms that will prevent or mitigate the occurrence of the 
hazard through the design of the system.  These mechanisms could be:  

 
- by adding safety control mechanisms (e.g. limit sensing controls) many times defined 
as safety constraints to the system,  
- by implementing 'interlocks', which mean by adding mechanisms to ensure a 
sequence of events ands steps is performed in the same way and in the correct order or  
- by defining constraints in its development process.  

 

2.- The other is to prepare mechanisms to detect them, and respond to them if they occur. 
This is accomplished through a fail-safe design that involves detection of hazards 
together with damage control, containment, isolation, and warning devices [Essame97]. 
These set of functions intended to achieve or maintain a safe state of a system with 
respect to a specific hazardous event are called safety functions [IEC61508]. A safety-
related system is defined then as a designated system that both a) implements the 
required safety function necessary to maintain or achieve a safe state of the system, and 
b) is intended to achieve the necessary safety integrity level for the required safety 
function [IEC61508]. When software is responsible of a safety function is often called 
safety-related software [EN50128]. In literature, it is called safety software since it is 
part of the system safety functions. It is defined as software that ensures that a system 
does not endanger human life, limb and health, or the economics or environment or the 
capital equipment and control [EN50128]. In other terms, these mechanisms can be 
called safety protection mechanisms. 

[ISONEW9126] defines safety for software as ‘the capability of the software product to 
achieve acceptable levels of risk of harm to people, business, software, property or the 
environment in a specified context of use’. 

NOTE Risks are usually a result of deficiencies in the functionality 
(including security), reliability, usability or maintainability.’ 

‘Software safety’ in a safety critical system exists when: 

 
- software does not fail causing or contributing to a system hazardous state, 
- software does not fail in detecting or correcting an already system reached 

hazardous state, 
- software does not fail to mitigate damage if the accident occurs. 

As part of these software-intensive systems and more concretely as part of the safety critical 
applications, software can implement safety functions, and non-safety functions. There is 
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some disagreement in the literature about the real possibility of separating the safety critical 
part of a software product from the non-safety critical part. [Leveson95] recommends that 
safety related activities should only be performed to the 'software that controls safety 
critical operations’ (p, 251). Whereas in [Parnas90] (p. 636) the opposite is recommended: 
´... software exhibits a weak link behaviour, that is, failures in even the unimportant parts of 
the code can have unexpected repercussions elsewhere.' This thesis will consider this 
second opinion covering the complete software product. One example of such failure is 
[Lions96], where software was performing a function that was not meaningful after lift-off 
but the failure of which caused that catastrophic consequence.  

It is clear therefore that when developing software as part of a safety critical system, the 
probability of software causing a system hazard or a system failure should be limited and 
especial emphasis should be put to avoid any catastrophic consequence in safety-related 
functions (in a way, joining both reliability and safety characteristics when software is 
concerned). It is difficult to imagine deploying a critical software system that might be safe 
but not reliable. People need to have safe and reliable critical software products. In essence 
this thesis will be based on the following principle: increasing software reliability or 
increasing software safety is a matter of focus on the software caused failures to be 
controlled/avoided or tolerated. In this thesis, the term criticality is used as synonym of 
safety and reliability. 

 

From the above, what is clear is that software safety and reliability are related with failures 
and faults.  

This thesis maintains the argument that software can fail. Failure is defined as the inability 
to perform a required function [ECSS] [ARP4754]. Let's suppose a computer system in 
which the software is responsible of performing the major functions (e.g. a financial 
software system). If suddenly the input value x of the operation 1/x is 0, the program may 
either crash or put, just as a design choice, as a result, the initial value, let´s say 0. This 
value could be used in any financial calculation which may cause the software system to 
transfer 0 $ interest to a multimillionaire account. This is a software failure: it did not 
transfer the right amount of money to the bank account.  In embedded software, where the 
software works very closely with its hardware, a software failure could be for example the 
one observed on the 4th of June 1996, when an on-board critical computer program 
processing navigation sensor signals for a major European mission encountered data not 
foreseen by the design of the software. This caused an arithmetic overflow. The arithmetic 
overflow was handled by the Ada exception handling that propagated the condition to other 
parts of the software that ultimately shut down the processor. This caused loss of 
navigational data (considered part of the software as defined above) and consequently loss 
of mission within seconds [Lions96]. In a hierarchical system, as in this last example, 
failures at one level (embedded software losing navigational data) can be thought of as 
faults by the next higher level (faults causing errors in the sensors reading this lost-data, 
performing not as expected -system failure- with the catastrophic consequence of the 
complete loss of ARIANE-5 system) [IEC61508]. This means that one can talk about 
software failures when considering the embedded software product without its upper level 
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(the system). In Appendix A other examples of failures are briefly mentioned, many of 
them caused by embedded software faults.  

Therefore, this thesis focuses on software failures and faults handling.  

 

3.4

Figure 3. 

 Focus on software failures and fault handling 

Some definitions are introduced here below to harmonise the different ones found in 
standards and the literature, to be the ones to be used throughout this research project is 
presented. 

Failure is defined as: 'The termination of the ability of an item to perform a required 
function [ECSS], [ARP4754], [DEF0056], [IEC61508]. A software failure is the 
manifestation of an error [EN51028]. 

Error has two different meanings. In [IEEE-612] and in [Lyu96] it is defined as ‘human 
action that results in software containing a fault’ but this meaning is always commented to 
be preferably called ‘mistake’. In most standards, error is defined as: ‘a discrepancy 
between a computed, observed or measured value or condition and the true, specified or 
theoretically correct value or condition’ [IEC61508], [Laprie92], [EN50128], [ECSS].  This 
last meaning is the one to be used within this thesis. 

Fault is defined as an imperfection or deficiency in a system that may, under some 
operational conditions, contribute to a failure. A fault is ‘the cause of an error, e.g. 
hardware or software, which resides temporally or permanently in the system’ [EN50128], 
[DO178B]. 

As mentioned in [Laprie92], a failure occurs when the delivered service no longer complies 
with specification. Being an error that part of the system state liable to lead to subsequent 
failure, and the adjudged or hypothesized cause of an error is a fault. In the following 
figure, the relationship between error, failure and fault is drawn. This definition of fault 
should also include the origin of the problems not due to classical software programming 
‘bugs’, but possible ‘mistakes’ in the requirements definition, etc which generate problems 
to the user/operator.  
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As represented in Figure 3 above, an error in a system or in a component of a system may 
well not affect the ability of the system to perform a required function (failure). Conversely, 
since the cessation of the entity’s ability to perform a required function (i.e. failure) is 
undoubtedly related to a departure of the actual characteristic from the expected 
characteristic of the function (fault), which means that a failure results from the existence of 
a fault. Note: Since this thesis is dealing with embedded critical software, failures caused by 
human and usage errors are not within the scope of this thesis (corresponding to shadowed 
box of above Figure 3). Note: In some literature [DEF-00-56] [Laprie92], [ECSS], the term 
error is defined as the state of the software direct effect of a fault, which, in turn, can cause 
a failure. 

As mentioned above, what concerns this thesis in relation with software safety and 
reliability is software failure and faults handling. And more concretely, the focus is on 
software failures and faults handling in relation with avoidance and/or reduction of 
consequences of software failures. 

Software fault prevention, tolerance, removal and forecasting [Laprie92] are the 
contributors or techniques contributing to safety and reliability of software.   

��

��

Fault prevention, defined as how to prevent occurrence of software faults, is 
performed through the identification of methods and languages for the 
development and the verification and validation. It is obvious that the more 
software faults prevented from occurring, as more reliable and safe the software 
would be. Fault prevention can be considered at any development level: system, or 
lower level item: software or hardware. Fault prevention techniques can be found 
in literature. Formal requirements definition and specification are used in the 
research community to attack the software reliability problem [Lyu96].  Design 
methods like [HOOD] are intended to provide a systematic technique to represent 
the software design, preventing mistakes (i.e. errors) to occur, or, for example, 
safe-sets of coding languages like [ISO15942], [Carry90], [MISRA98] defining 
reduced sets of Ada and C coding rules respectively preventing software faults at 
the coding stage.  Another fault prevention technique yet not very successful is 
software design with reuse, whereby reusing existing software components or 
architectures faults could be prevented [Lyu96] [Macala96].  

Fault tolerance is defined as the 'Ability of a functional unit to continue to perform a 
required function in the presence of faults or errors [IEC61508]. A similar 
definition is found in [ECSS] [EN50128] [IEC60880] where it is stated that it is 'a 
built-in capability or an attribute of an item or of a system to provide continued 
correct execution even in the presence of certain given sub-item faults.' NOTE: 
The specified level of performance may include fail-safe capability 
[ISONEW9126]. Fault tolerance can be considered at any development level: 
system, or lower level item: software or hardware. It is clear that a fault-tolerant 
hardware platform does not, in itself, guarantee high availability to the system 
user. Faults can also arise from software components. These faults occur because 
the software was designed, implemented, or maintained incorrectly. Software fault 
tolerance techniques (including techniques such as checkpoint/restart, recovery 
blocks, and multiple-version programs or wrapping techniques [Voas98-3]) is 
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used to compensate for faults at this level [Weinstock97]. Software fault tolerance 
techniques shall be built in the software. The application of any of these 
techniques should be performed through the analysis of the software behaviour in 
case of faults, the identification of fault regions (software 
partitioning/architecture), and finally through the identification and 
implementation of fault treatment techniques.  

Fault removal, defined as how to remove software faults, is performed through 
verification, diagnosis i.e., analysis of observed anomalies and identification of 
their causes (software faults), and finally through the removal of software faults 
(correction). Fault removal is often performed at the end of the software 
development phases through testing activities, as required by almost all standards 
and the literature about software engineering [ISO12207]. But changing one line 
of code may solve a practical problem, can have unforeseen consequences. The 
number of different internal interactions inside a software simply cannot be 
predicted by the human brain.  

Fault forecasting is defined as on how to estimate the present number, the future 
incidence, and the consequences of faults.  

NOTE: Fault prevention and removal are often grouped in the notion of: Fault avoidance 
[Laprie92]. It is defined as: 'The use of techniques and procedures which aim to avoid 
the introduction of faults during any phase of the lifecycle and therefore avoiding faults 
in the safety-related system.' [IEC61508] [EN50128].  Fault avoidance prevents faults 
from occurring in the operational system and includes: fault prevention, fault removal 
(and fault forecasting as defined in [Weinstock97]). Fault avoidance then requires a) 
techniques used at the development and verification of software to prevent faults from 
happening and b) techniques such as fault detection and removal intended to detect, 
localize and remove faults when the system is running.  

Planning for adequate fault tolerance techniques within the design needs employing fault 
removal techniques in the requirements process to check where, what and how these fault 
tolerant techniques are to be required. To later verify that tolerant techniques are being used 
properly, fault removal techniques are again needed. Fault prevention techniques include 
the use of specific safe-subset of coding standards that are identified through the use of fault 
analysis techniques. In later stages, the validation process needs to complement the never 
possible 100% testing coverage by the use of other fault removal techniques, etc. By early 
removing faults from occurring at the development phases, the amount of fault removal 
techniques and activities to be performed at the operational stage can be reduced. 
Correcting any software fault at the operational stage by, for example changing one line of 
code, may solve a practical problem, but can have unforeseen consequences. Therefore, 
from the safety and reliability point of view, and irrespective to any fault prevention or fault 
tolerant technique, it is important to deal with fault removal techniques from the very 
beginning of the development process. 

Fault removal techniques are to be used from early development staged to help both the 
engineering and the verification of the critical embedded software products and this is the 
main subject of this thesis. 
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3.5

 

 Focus on software fault removal techniques 

While any embedded critical software product is being developed, several standards require 
the performance of parallel verification activities ([ISO12207] [ECSS] [IEEE1012], etc). 
These verification activities focus on verifying whether the functional requirements are 
correctly implemented. Methods like reviews, traceability analysis, and in some special 
cases some other specific analyses (e.g. sizing and timing analyses) are techniques used to 
perform these verification activities. But when critical embedded software products are 
concerned, other characteristics (like safety, reliability, etc) should also be expressly 
verified. Part of these verifications are indeed corresponding to software fault removal 
activities (as mentioned before). Since software failures can contribute to system 
catastrophic accidents, removing the cause of those failures (i.e. the software faults) will 
reduce or prevent those critical accidents. As mentioned before, fault removal techniques 
should be applied at early stages when developing embedded software critical products to 
ensure no catastrophic accident might be caused due to a software failure, but as well to 
optimise the use of other fault prevention and tolerance techniques.  

While developing a critical software product, it is necessary to determine if mistakes are 
made in its construction. It is necessary to verify in time that no mistakes are made when 
developing the product. All ‘undesirable behavioural spaces’ [Rodriguez99-2] should be 
under control (eliminated if they can cause a catastrophic accident to the system, or 
otherwise reduced and/or controlled to an acceptable level). If these verifications are 
performed in time, constraints can be derived from them, to be applied at the next software 
development stages in order to eliminate, tolerate or reduce the effects of any potential 
software fault. (Note: these constraints may vary, not only depending on the software life 
cycle development phase, but as well, regarding the criticality level of the software product 
and regarding the nature of the software product, e.g. COTS, etc.). 

There are many software fault removal techniques in the literature. The most frequent 
classification is by differentiating between static and dynamic techniques ([IEEE1012], 
[WO12], [Leveson95], [NPL97], etc).  Different authors focus on probabilistic based 
approaches (like the Markov modelling method, or all statistical, the statistical testing 
[WO12], software reliability models [Leveson95], etc) whereas most of the techniques are 
non-probabilistic. In some standards, static techniques require formal methods and proofs 
based on mathematical demonstrations [NASA001]. Other standards and literature classify 
these techniques in functional and logical (like in [Herrmann99]) or by just mentioning 
functional testing like in [EN50128], or structural testing, like in [DO178B]. Summarising 
what was found in the literature, the existing techniques can be classified as presented in 
Figure 4: 
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Figure 4. 

Figure 5. 
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All combinations of the type of methods presented in Figure 4 are possible as shown in 
Figure 5 below.  
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In the following paragraphs these combinations will be analysed together with some 
benefits and drawbacks they may have. 

 

� Probabilistic versus non-probabilistic techniques.  

The techniques mentioned in standards and in the literature are mainly based on non-
probabilistic approaches. Some probabilistic approaches exist (like reliability growth 
models for software, statistical testing, etc) which are hardly applicable to software, since 
they are yet based on experimental data. Non-probabilistic techniques can be more 
appropriate, given the importance of design errors in software compared to the major 
emphasis put on random wear-out failures in physical systems ([Leveson95], [ECSS]). This 
thesis does not consider techniques based on numerical calculation for prediction of 
existence of faults. The problem with these probabilistic-based techniques is that when 
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software is implemented it is usually specially developed for that system. In any such case, 
no real historical information about its reliability can be calculated. Even if the software is 
reused, failure probability for software is still a subject under research. When a safety 
critical system (like an aircraft) is ready to be qualified and assessed for its final safety 
evaluation, the detailed safety and lower level reliability requirements are analysed and 
verified (more information on these aspects at system level can e found in 
[Brombacher99]). Usually the software is considered as being 100% reliable, since there are 
no alternative figures to be considered. But software part of complex software-intensive 
systems can never be demonstrated to be 100% reliable [Leveson95]. So, to aid in the 
performance of this system safety assessment, when software-intensive systems are 
concerned, other type of safety-assessment techniques for the software contribution should 
be used. Non-probabilistic approaches to software safety assessment may be more 
appropriate. In this thesis the non-probabilistic approaches are the ones selected for further 
analysis. 

 

� Non probabilistic static or dynamic techniques.  

Fault removal techniques for software are often classified into dynamic and static [WO12] 
[Laprie92]. In the software domain these techniques are the ones widely called verification 
techniques (see Figure 4) being mainly testing (as the dynamic set of techniques) and all the 
other techniques which cover from reviews, inspections to any other kind of analysis 
technique. 

‘Dynamic analysis’ is defined as the ‘process of evaluation a program based on execution of 
the program’ [IEEE 610.12]. Dynamic verification includes the verification through the real 
execution of the software: i.e. testing. Testing has the limitation that it is not feasible to 
exhaustively prove 100% of all the paths, all possible input combinations and all hardware 
potential failure modes [Leveson95].  

Traditional testing techniques (such as module testing, system testing, regression testing, 
etc) and other dynamic techniques (i.e. testing techniques based on the logical structure of 
the software product, such as branch or path testing, structural testing, fault injection, etc) 
are best used to uncovered functional errors. Although testing can be used to assess safety 
and reliability, other analysis techniques are better suited to complement testing in these 
demonstrations [Witchman95]. Some standards like [DO178B] specifies a difficult and 
expensive set of testing requirements, but they are defined throughout different industrial 
workshops (as mentioned in [SSAC00]) as having ‘no clear direction on regression 
analysis, different interpretations of the applicability of coverage analysis techniques to 
different stages of verification’ [Rodriguez99]. In [Herrmann99] there are several examples 
of faults found by testing techniques in relation to seven to ten times more faults found be 
using other static analysis techniques [Laitenberger98]. One of the reasons is because most 
of the software faults are originated at the requirements and design phases when testing 
cannot be performed yet. The static analysis techniques can be used at these stages and 
different errors can be detected and faults prevented early in the development life cycle.  

To support the idea of using static analysis to complement testing, the fact that the 
development of embedded software differs from the non/embedded software development 
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process should be highlighted. These differences are not only related with what concerns 
the specific hardware environment in which it is loaded. Factors of different nature make 
difficult to test embedded software in its operational environment. These factors are: lack or 
poor visibility of the software behaviour at execution time; requirements and 
implementation of functionality to control and manage its HW environment and other 
devices; lack of mature development and testing tools; etc.  When embedded software is 
developed, after it is coded and loaded into the operational hardware, the last testing phases 
become very difficult and technically limited due to the lack of software and hardware 
testing resources. To provide realistic test conditions for complex embedded software is 
difficult as well (test conditions in real environments is not always possible; simulators of 
the environment are used instead but their accuracy cannot always be guaranteed; etc.). 
There are different initiatives to improve the state of the art of tools and means to improve 
the testing of embedded software, in order to test the software via the environment 
simulation. For example the so-called SVF (Software Validation Facility) [Hjortnaes97] is a 
family of facilities to be used to test and stress software functional and performance 
requirements at software product level (when all software components are integrated) 
working in an operational representative environment (based on hardware-in-the-loop 
emulation of the target processor plus a simulated model of the operational environment). 
The usage of the SVF to stress the operational software is now being considered by industry 
to stress and test the software when delivered by the developers. The production of these 
environment simulators for the testing of the software is however complex and requires 
great effort for its development. The final simulation system is often a simplified 
environment simulator, not allowing the testing of all characteristics, but focusing on 
certain aspects only ([EUROSIM]).  

Another reason for the difficulty in demonstrating software criticality is the preparation of 
the pre-conditions of exceptional cases in which safety or reliability mechanisms are to be 
‘fired’ or started, especially when the software is already loaded in its operational hardware 
and the visibility of its behaviour is very poor. Despite of the existence other logical test 
methods like statistical testing or structural testing ([IEC61508] [WO12]), which are being 
used to complement functional testing (all dynamic techniques), these dynamic verification 
of safety and reliability characteristics should still be complemented by the use of static 
analysis techniques for software fault removal.  

 

� Non probabilistic static formal or non formal techniques.  

Static analysis techniques evaluate the software without executing it. They examine a 
representation of the software. As in Figure 4, static analysis can be classified following 
different criteria: formal versus non formal and functional versus logical.  

Static formal techniques based on mathematical and theoretical models representing the 
software product and rules to prove the correctness of these models are called ‘formal 
methods’ [NASA001]. These ‘formal’ techniques have still major drawbacks: a) their 
practicality (e.g. showing consistency between the requirements and the code is not 
sufficient to raise confidence in safety since many safety problems are originated by flaws 
in the requirements [Leveson95]) and b) their feasibility (e.g. the few formal verifications 
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applied to real programs require massive effort for relatively small software; c) few 
characteristics can be verified using formal methods (as mentioned in [NASA001]); d) 
formal methods are not readable by system engineers and application experts who should 
perform these analyses (as mentioned in [Leveson95]), etc.). The use of non-formal 
verification techniques and methods is necessary to complement both the dynamic and the 
formal verification methods for the analysis of critical embedded software products. This 
thesis focuses on static non probabilistic non formal techniques. 

 

� Non formal non probabilistic static functional or structural techniques.  

Static functional techniques, focusing on functional errors are, for example, techniques like 
Cleanroom analysis, code inspection, HAZards and Operability (HAZOP) analysis. 
Whereas static logical techniques, focusing on structural errors, are for example: Petri Nets, 
Software Fault Tree Analysis (SFTA), Software Failure Mode and Effects Analysis 
(SFMEA).  The former ones, as only focusing on the functionalities of the product, are not 
prepared to cover errors caused along the different development stages. This is because the 
set of functions to be implemented is not augmented, but instead, it is refined and its 
functions are detailed throughout the different structural representations of the software 
product along the life cycle phases.  It is throughout its design, and then through its code is 
when the structural representation of the software can be analysed to verify no mistakes are 
made while the software is constructed. 

 

This thesis focuses on non probabilistic non formal static software fault removal techniques 
both functional and structural to cover all life cycle stages and to focus on both safety and 
reliability characteristics. 

 

There is definitively not a “silver bullet” practice. At the opposite, in most of the case each 
practice has a unique approach and addresses a particular problem. This made most 
practices ‘compatible’ so as they can be used in conjunction. 

Next chapter presents a deeper analysis of the basic principles of these non formal non 
probabilistic static software fault removal techniques. 
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4 Basic elements for a software fault removal 
method 

 

This chapter presents the basic elements for a non formal non probabilistic static fault 
removal method based on an analysis of existing literature and standards. 

Many international standards require the use of software fault removal techniques. 
Appendix C presents several non-probabilistic non-formal static methods and techniques 
required and/or recommended by different standards and the literature for the execution of 
software fault removal activities. The table provided in Appendix C highlights the 
discrepant fashion in which different standards and the literature require or recommend the 
use of specific methods or techniques at the different software development stages.  The 
available guidelines for the application of these methods and techniques to software 
products embedded in a safety critical system, if at all existing, are often vague or too 
general.  

There is no silver bullet for the adoption of a specific technique. In the following a number 
of non formal non probabilistic static fault removal techniques will be analysed in detail.  

Due to the large number of existing techniques, and in order to be as systematic and 
objective as possible, the following questions should be defined first:  

a) What should any software fault removal technique analyse and how? 

b) What criteria should be used for the comparison of the different techniques? 

The following two sections answer these two questions. On the basis of those answers, the 
comparative analysis of the different techniques and the basic elements for a solution are 
presented. 

 

4.1 Software fault removal definition 

4.1.1 Software fault removal steps 

The first question a) above can be decomposed in two sub-questions: What should any 
software fault removal technique analyse? And How should this analysis be performed?  

Removing software faults directly improves the safety and reliability of the system since 
they will not be the cause of failures. In particular, this thesis will concentrate on the 
removal of software faults directly in the development stages where those faults might be 
created that might latter cause the software to fail with critical consequences. 
[Easterbrook96] mentions that the earlier errors are detected, the cheaper they are to correct. 
It is mentioned that fixing a requirements error in the operations phase can be 100 times 
more expensive than fixing it in the requirements phase. The reasons are simple.  

The first step should consist in identifying which are the critical software failure modes (i.e. 
the way as the system can fail [Laprie92]) to be avoided in the software product (Step �).  
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After identifying the failures modes, and to avoid their occurrence, their causes (i.e. 
software faults) should be removed. Making an analogy with the steps software fault 
tolerance and removal techniques ([Laprie92], [NASA8719]) proceed throughout in 
operation, the steps to go through to remove software faults can be defined as follows:  

- Fault Detection: A step that discovers or is designed to discover faults; the 
step of determining that a fault has occurred (Step �).  

- Fault Isolation: the step designed to determine the location or source of a 
fault. This step is called ‘diagnosis’ in [Laprie92], and consists in 
determining the cause of the fault/failure, in terms of location and nature 
(Step �). 

- Fault Recovery: A step to eliminate the fault or intended to avoid the failure 
to occur. This step is called ‘fault passivation’ (or final removal) in  
[Laprie92], and it is intended to make the fault passive, meaning eliminating 
it or providing means to control or tolerating it (Step �). 

Fault removal techniques should cover these steps but not only at the final operational 
phase of the software development process. All these steps should be fully integrated with 
the nominal activities at the different software development stages to eliminate the software 
fault as early as possible throughout the development process.  

 

Once the general steps are defined, in order to understand the nature of the artefacts to be 
removed, a definition of the list of possible failure modes of embedded software products, 
along with a taxonomy of faults to detect, isolate and correct using the selected fault 
removal techniques need to be defined. The following section provides reference lists of 
failures modes and fault types based on existing literature and standards.  

4.1.2 Reference Taxonomy of software faults and failures 

As presented in above section 4.1.1 when introducing the software fault removal steps, the 
main reason for analysing software faults in embedded software products is to avoid 
failures with critical consequences.  

A failure is defined when the user can observe an abnormal behaviour of the complete 
product, i.e. when the service is not delivered as specified (wrong value, wrong timing or 
absent) [Leveson95] [Lyu96]. Typical examples are: total system stop, incorrect response, 
late response, no response, no system effect. The user observes the system from the 
complete product viewpoint (for this thesis, the embedded software product views), which 
is mapped on the services it provides. There are different criteria for the classification of 
software failures in the literature ([Leveson95], [IEEE1044]) [IEC61508], [Lyu96], etc.) but 
they can be compiled in the reference classification presented below (very close to 
[Leveson95]) in which the different failure modes considered for embedded software 
products relate to: 

- Service provision related with service timing – basic failure modes are: 
omission (no service) and commission (provision of service when not 
intended: either too early or too late); 
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��

- Service value – the basic failure modes are: wrong value, null or no value.  

Taking the above as the reference list of failures modes, failures may be the end effect of 
software faults having one of two following origins (i.e. fault categories): 

- One or several sub-functions (internal origin) 

- Environment (external origin)  

In addition, these failures may have different consequences in the environment (including 
humans). These consequences are defined in many standards as the criticality level [ECSS] 
or the system safety integrity level [ISO61508]. Since it is difficult to classify software 
failures following a detailed system criticality classification, and following what is 
mentioned in the literature [Lyu96] to group the software failures into very few severity 
classes, where more classes require more effort later in the life cycle in possibly different 
engineering and verification activities for each class, this thesis will differentiate between 
two mayor criticality classes: critical and non-critical.   

Once having introduced the different classes of failure modes, the software fault types 
causing these potential failures need to be defined. 

There exist a range of different criteria for the classification of software faults in the 
literature. The most popular ones are presented in [FTOBS/1], [Laprie95] and [Laprie92], 
where faults are classified according to three main viewpoints: nature, origin and 
persistence. Figure 6 presents these different classification and viewpoints of software 
faults.  

A total of 32 distinct fault types result from the combinations in Figure 6. When analysing 
these combinations, the nature of the system or subsystem under analysis can imply 
different fault types. For example, [Laprie92] defines 7 different software fault types as a 
result of an analysis of the different combinations for software products (see Figure 6). In 
[FTOBS/1] the same 7 groups are deducted for a computer system embedded in a satellite. 
[Laprie95], instead defines 5 different types (see Figure 6) for software in navigation 
satellite systems. 

From this taxonomy, the derived one to be used as the a reference one within this thesis is 
as follows: 

Physical faults include the physical (i.e. hardware) permanent faults types but which 
might include the physical temporal ones (defined as ‘transient faults’ and 
‘physical intermittent’ faults in [Laprie92]). Their origin is the physical device. In 
this thesis they will be called hardware faults.  

�� The remaining combinations correspond to the human-made ones which, in turn, can 
be sub-divided in the following categories: 

- Design faults include the accidental (not intentional nor malicious) 
permanent internal design faults as the elementary fault types. This category 
includes the ‘design intermittent ones’ from [Laprie92] (which are originated 
at the development stages). The development faults classified in Figure 6 as 
intentional but not malicious could also be included in this group. 
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- Interaction faults correspond to the external, operational, accidental (or 
intentional but without a malicious intent) faults. Note that a significant 
proportion of interaction faults can actually be traced to design faults 
[GALILEO], be they due to either a) poor design of man-machine interfaces 
or interaction procedures, or b) lack of assistance from the system to its 
human operators in tasks where human reasoning and judgement is ultimately 
necessary, such as facing situations of multiple system faults. This research 
project does not consider direct human interaction. Interaction faults might 
still arise indirectly through the system interfaces, and might be the cause of 
fatal consequences at system level (as for the SOHO scientific satellite 
reported in [SOHO]). In this thesis they will be considered as faults from 
external hardware interfaces (they will still be called human faults). 
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Figure 6. Software fault types in the literature  
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- Malicious logic and intrusions correspond to intentionally malicious faults. 
This category is very closely related with security characteristics of the 
software product (including security when both developing the product and 
operating the product). There is little that can be done at the system level to 
avoid or tolerate aberrant interaction faults — remedies can only be 
envisaged at the organizational level, e.g., by improving personnel selection 
criteria and by educating them more appropriately for the tasks they have to 
handle. Security characteristics are out of the scope of this research study.  

Figure 7 shows the bi-directional interfaces of the computer system (composed by software 
and hardware) with other sub-systems and the users and operators. It shows the software 
top-level fault types (denoting ‘ENV’ for the hardware faults, ‘USR’ for the human faults 
and ‘Design faults’ for the design faults) as presented above.  

Computer system 
  

Software Hardware 

USR 

ENV Design faults 

 

ENV
 

Use/operators 
 

Other System  

USR  

 
Figure 7. Top level fault types 

The above pure software internal ‘design faults’ category comprises different types of 
faults. They can be further classified, from different perspectives. Several classifications are 
available in the literature (for example in [FTOBS/1], [Lawrence93], [IEEE1044], 
[ISO15942], [Lyu96]. Appendix B presents an analysis of what is mentioned in the 
literature and standards. A summary (i.e. the fault types) is presented here below. Appendix 
B provides a detailed list of faults.  

Based on the objectives to remove faults while the software product is being developed, the 
reference definition of software design faults in the context of any embedded software 
product itself can be based on the nature of its requirements, design and its low level 
construction.  

As in [Vardanega98], an embedded software product is developed following different 
standards, but for which the development processes and stages are common with the ones 
used for non-embedded software but restricted by lack of adequate technology for the 
engineering and verifying some of their specific requirements: real-time, tightly closed and 
controlling its hardware, stimulated from its hardware environment and as defined in 
chapter 3 for this thesis, with no direct human interface.  The reference list of software fault 
types will be defined assuming the development starts by the requirements stage and 
finishes at the lowest coding level.  
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In different software engineering standards and the literature  (as in [PSS], [IEEE12207] 
[ISO12207], [MIL498], [IEEE12207], [SWEBOK], [Sommerville95], [Vardanega98]) 
software requirements correspond to the set of functional and non functional requirements 
from the user (i.e. for us through the system) formalised in a logical model of the embedded 
software product. All these requirements should include the definition of the above specific 
characteristics of embedded software products reflected as the above top-level faults when 
not implemented correctly. 

A software architecture is defined as a set of components with assigned requirements 
([MIL498] [PSS]), therefore with an internal functionality. As defined in [PSS], these 
components interface with each other throughout different means: calls, interrupts or 
messages, and with a specific control flow between components (parallel or sequential; and 
synchronous or asynchronous).  This architecture has components directly controlling 
hardware resources such as CPU and memory as well as interfacing with the stimuli 
hardware. This interface can be performed by what will be called ‘Basic software’ 
component drawn in this thesis as the only hardware interface, but it could be implemented 
by more than one design component. If this design is not properly implemented the different 
now only ‘design faults’ which can be originated are shown in Table 2 : 

 
Interface between 

components
� Interface faults 

Control flow between 
components 

� Dynamic faults
   

Internal functionality � Internal faults 
Table 2   Design level fault types 

Once the design is described, this architecture information is implemented in the different 
code units, adding lower level details to the construction of each design component. These 
details are such as ([PSS] [MIL498]): 

- control flow and unit logic - calculations 
- data structures - compiler constraint and building 

rules/dependencies 

The units are coded following a specific programming language, then the final embedded 
software product is built (compiled and linked) and finally loaded into its operational 
hardware environment (having special bindings to the runtime components of the execution 
platform).  If errors are made at this stage they can be reflected as faults, as shown in Table 
3 : 

Data structures � Data faults 
Control flow within a unit � Logic faults   

Calculations � Calculation faults
Compiling linking 

constraints
� Building faults 
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Figure 8. 

Table 3   Code level faults 

In [Lyu96] software failures and faults are jointly categorised in the so-called ‘defect type 
attributes’. It follows what is defined in [Chill92], based on different concepts that the one 
presented in this thesis: it does not differentiate between the concepts of failure and fault. 
The term defect includes both of them. Therefore, despite of being the basis of some well 
known literature, it does not correspond with the detailed classification presented in this 
thesis, but inherently covering it all. 

In this thesis, all potential faults from the architecture and from the lower level design and 
code definitions can be, in turn, decomposed as:  

- Provision or timing – basic fault types are: omission and commission 
(provision when not intended: either too early or too late); 

- Value – the basic fault types are: wrong value, null or no value.  

The software fault types can be represented as shown in Figure 8.  This figure shows all 
items listed above as: 
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Appendix B provides more information about reference literature and presents a detailed 
list of embedded software faults types, distributing it within this same generic fault tree. 
The fault taxonomy cannot be demonstrated as complete. There is not enough empirical 
data to confirm it is complete. It is sufficiently complete to be the basis of this thesis 
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4.2

because of: being well founded on existing literature and standards, covering all software 
development stages and their characteristic within each stage; and being focused to 
embedded software products.  

Once software fault removal steps are defined together with a reference tree of software 
fault types and the reference list of failure modes, the question a) raised at the beginning of 
this section is completed. 

 

 Criteria framework 

4.2.1 Main validity criteria 

For the definition of the framework of the validity criteria for the comparison of the various 
fault removal methods, the innovation diffusion theory is adopted [Rogers95] as being one 
of the most prominent theories about this subject.  

The researcher responsible for the most significant findings and compelling theories related 
to diffusion is Everett M. Rogers. Rogers' book Diffusion of Innovations [Rogers95], first 
published in 1960, and now in its fourth edition (Rogers, 1995) is the closest any researcher 
has come to presenting a comprehensive theory of diffusion [Surry97]. The four theories 
discussed by Rogers are among the most widely-used diffusion theories. One of these 
widely-used diffusion theories is the Perceived Attributes theory by which potential 
adopters judge any innovation based on their perceptions of five attributes of the 
innovation. An innovation will experience an increased rate of diffusion if potential 
adopters perceive that the innovation (repeated here from [Rogers95] for readability of this 
thesis): 1) Can be tried on a limited basis before adoption (Triability); 2) Offers observable 
results (Observability); 3) is not overly complex (Complexity); 4) Is compatible with 
existing practices and values (Compatibility); and 5) Has an advantage relative to other 
innovations (or the status quo) (Relative Advantage). 

In its original definition (in [Rogers95]) the 5 diffusion attributes are defines as: 

- Triability: the innovation can be experimented with on a trial basis without 
undue effort and expense; it can be implemented incrementally and still 
provide a net positive benefit.  

- Observability: the results and benefits of use of the innovation can be easily 
observed and communicated to others. 

- Complexity: the innovation is relatively easy to understand and use. 

- Compatibility: the innovation is compatible with existing values, skills and 
work practices of potential adopters.  

- Relative advantage: the innovation is better (in terms of cost, functionality, 
image, etc) than the technology it supersedes  

The above attributes need an interpretation for their use in this thesis context. Based on 
other literature about criteria for objectivity for evaluation [ISONEW9126], they have to be 
interpreted and complemented the above criteria as follows: 
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- Triability: the software fault removal technique can be experimented with on 
a trial basis without undue effort and expense; it can be implemented 
incrementally and still provide a net positive benefit. This criteria also refers 
as well to whether there are clear guidelines and tools in the market for the 
practical use of the technique to be used within reasonable effort and 
expenses. For the objective evaluation of this criteria it can be decomposed 
into the following lower level ones:  

 
o 

o 

o 

o 

o 

REPEATABILITY defined as use of the technique for the same product using the same 
evaluation specification (including the same environment) type of users and 
environment by different evaluators, should produce the same results within appropriate 
tolerances. 
AFFORDABILITY defined as the quality of being cost effective, that is, the more cost 
(time and effort) of use of the technique, the higher value results should provide. 
CORRECTNESS of the technique, defined as objectivity or impartiality of the 
technique, meaning: the results and its data input should be factual, i.e. not influenced 
by the feelings or the opinions of the evaluator, test users, etc. and that the technique 
itself should not be biased towards any particular result. 
AVAILABILITY of the technique defined as to whether the conditions (e.g. presence of 
specific attributes) constraining its usage are clear and known. 
RELIABILITY of the technique associated with freedom of random error if random 
variations do not affect the results of the technique 

- Observability: the results and benefits of use of the (software fault removal) 
technique can be easily observed and communicated to others. This attribute 
refers to the 
o 

o 

MEANINGFULNESS OF THE RESULTS providing understandable and useful results 
to the customer. 
INDICATIVENESS of the technique defined as the capability to identify parts or items 
of the software that should be improved, given the measured results compared to the 
expected ones. 

- Complexity: the (software fault removal) technique is relatively easy to 
understand and use. This attribute refers to the UNDERSTANDABILITY OF 
THE TECHNIQUE itself referring to whether guidance material is available 
and straightforward adoption steps are defined. Its popularity (by the number 
of references mentioning them) will be considered part of this criteria. 

- Compatibility: the software fault removal technique is compatible with 
existing values, skills and work practices of potential adopters. This attribute 
can be interpreted for us as another attribute called INTEGRABILITY, 
defined as how easy is to integrate the results with upper level system 
criticality analyses.  

- Relative advantage: the (software fault removal) technique is better (in terms 
of cost, functionality, image, etc) than the technology it supersedes.  The term 
‘better’ is very subjective and difficult to measure. For the comparison and 
analysis subject of this chapter, this attribute will covering concrete aspects 
directly related to the software fault removal techniques: 
o COMPLETENESS based on what is mentioned earlier in this chapter it is defined as the 

number of software fault removal steps covered by the technique.  
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o 

4.3

COVERAGE based on what is mentioned earlier in this chapter it is defined as the 
amount of software failures modes and faults types the technique takes into account. 

At this point, the above set of criteria can be classified in two groups: 

- Criteria directly related with the removal of faults. They are: 
INTEGRABILITY, COMPLETENESS and COVERAGE. This group will be 
called the ‘ Main criteria set’. 

- Criteria related to innovation diffusion and practical applicability of the 
technique in a more general sense. They are: REPEATABILITY, 
AFFORDABILITY, CORRECTNESS, AVAILABILITY, RELIABILITY, 
MEANINGFULNESS OF THE RESULTS, INDICATIVENESS, 
UNDERSTANDABILITY OF THE TECHNIQUE. This group will be called 
the ‘secondary criteria set’. 

This criteria framework will be used for the comparison of the different software fault 
removal techniques found in the literature and the standards, and, later on, for the definition 
and final validation of this research project solution. 

 

 Analysis of techniques 

The following Table 4  presents an evaluation of a number of major non-probabilistic non-
formal static software fault removal techniques on the basis of the criteria framework 
defined above. The evaluation use s the value ‘+’ to indicate this criteria is satisfied by the 
evaluated technique, whereas a ‘-’ denotes that the technique fails on the criteria. When 
both ‘+-’ are shown it means a medium rate of this criteria (2 out of 4 possibilities, etc). 

Appendix C details all these non-probabilistic non-formal static techniques as required 
and/or recommended to be used by different standards and the literature. The table provided 
in Appendix C provides a definition of each technique and then mentions the standards 
requiring or recommending it at which specific software development stages. Appendix C 
provides details of the evaluation of each technique following the criteria framework 
defined above. 

A summary of the evaluation is presented here below and the conclusions are defined at the 
end of this section. These conclusions define which are the techniques considered ‘Apt’ (all 
criteria rated ‘+’) or whether other solutions might be needed in order to get to one fulfilling 
all criteria. 
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     Fault removal 
technique 

Description Compatibility Relative Advantage Triability Observability Complexity

Algorithm analysis  

 

Check that algorithms are correct, 
appropriate, stable, and meet all 
accuracy, timing, and sizing 
requirements. 

Algorithm analysis is to verify the 
correct implementation of 
algorithms, equations, mathematical 
formulations or expressions with 
respect to the system or software 
requirements.  

Integrability: -  
  

Completeness: +- 
Coverage: - 
 

Repeatability: + 
Affordability: + 
Availability: + 
Reliability: +  
Correctness: - 

Meaningfulness of 
the results: + 
Indicativeness: + 

Understandability of 
the technique: + 
 
 

Cause consequence 
analysis/diagrams  

Modelling, in a diagrammatic form, 
the sequence of events that can 
develop in a system as a 
consequence of combinations of 
basic events. 

Integrability: + 
 

Completeness: +- 
Coverage: +- 

Repeatability: - 
Correctness: - 
Reliability: -  
Availability: - 
Affordability: - 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Common cause 
failure analysis  

Identification of potential failures in 
redundant systems or sub-systems 
which would undetermined the 
benefits of redundancy because of 
the appearance of the same failures 
in the redundant parts at the same 
time. 

Integrability: + 
 

Completeness: +- 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: -  
Availability: - 
Affordability: - 

Meaningfulness of 
the results: - 
Indicativeness: - 

Understandability of 
the technique: - 
 

Control flow 
analysis/diagrams 

 

 

Check that the proposed control flow 
is free of problems, e.g., unreachable 
or incorrect design or code elements. 

In large projects these diagrams are 
useful to understand the flow of the 
program control. 

Integrability: -  
  

Completeness: +- 
Coverage: - 
 

Repeatability: + 
Affordability: + 
Correctness: + 
Availability: + 
Reliability: + 

  

Meaningfulness of 
the results: + 
Indicativeness: + 

Understandability of 
the technique: + 
 
 

Criticality 
analysis/functional 
analysis

A structured evaluation of the 
software characteristics (e.g. safety, 
security complexity performance)

Integrability: + 
 

Completeness: - 
Coverage: - 
  

Repeatability: - 
Correctness: - 
Reliability: -  

Meaningfulness of 
the results: - 
Indicativeness: - 

Understandability of 
the technique: - 
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Fault removal 
technique 

Description Compatibility Relative Advantage Triability Observability Complexity 

analysis 

 

security, complexity, performance) 
for severity impact of system failure, 
system degradation, or failure to 
meet software requirements or 
system objectives. 

Availability: - 
Affordability: - 
 

 

Data flow analysis  

 

Check behaviour of program 
variables as they are initialised, 
modified or referenced when the 
program executes. Data flow 
diagrams are used to facilitate this 
analysis. 

Integrability: -  
 

Completeness: +- 
Coverage: - 
 

Repeatability: + 
Affordability: + 
Correctness: + 
Availability: + 
Reliability: +  
 

Meaningfulness of 
the results: + 
Indicativeness: + 
 

Understandability of 
the technique: + 
 
 

Event tree analysis 

 

 

Modelling in a diagrammatic form 
the sequence of events that can 
develop in a system after an 
initiating event, and thereby indicate 
how serious consequences occur.  

Integrability: + 
 

Completeness: +- 
Coverage: +- 
 

Repeatability: - 
Correctness: - 
Reliability: -  
Availability: - 
Affordability: - 
 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Failure modes, 
effect and 
criticality analysis 
(FMECA)/ Fault 
modes and effect 
analysis 
(FMEA)/Software 
Errors Effects 
Analysis (SEEA) 
 

Fault Modes and Effects analysis 
(FMEA) and Fault modes, Effects 
and Criticality Analysis (FMECA) 
are procedures used for a systematic 
identification of potential fault 
modes of a product, the effects of 
these faults and their criticality. 
Software Error Effect Analysis is to 
evaluate software design components 
for potential impacts of software 
failure modes on other design 
elements, on interfacing components, 
or on functions of the software 
component, especially those that are 
critical. 

Integrability: + 
 

Completeness: +- 
Coverage: +- 
 

Repeatability: +- 
Correctness: +- 
Reliability: +- 
Availability: +- 
Affordability: +- 
 
 

Meaningfulness of 
the results: + 
Indicativeness: - 
 

Understandability of 
the technique: + 
 

Fault tree analysis Structured approach to identification Integrability: + Completeness: + Repeatability: +- Meaningfulness of 
the results: +

Understandability of 
the technique: +
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Fault removal 
technique 

Description Compatibility Relative Advantage Triability Observability Complexity 

(FTA) 
 

of the causes (internal or external) 
that, alone or in combination, lead to 
a defined state for the product (fault, 
unsafe condition, etc). 

 Coverage: +- 
 

Correctness: +- 
Reliability: +- 
Availability: +- 
Affordability: +- 
 

the results: + 
Indicativeness: + 
 

the technique: + 
 

Hazard analysis 
(HA) 

 

Process of identifying and evaluating 
the hazards of a system, and then 
making change recommendations 
that would either eliminate the 
hazard or reduce its risk to an 
“acceptable level” 

Integrability: + 
 

Completeness: - 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: -  
Availability: - 
Affordability: - 
 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Hardware/Software 
Interaction analysis 
(HSIA) 

 

Assurance that the software is design 
to react in an acceptable way to 
hardware failure. The HSIA is used 
to verify that the software 
specifications cover the hardware 
failures according to the applicable 
requirements.  

Integrability: + 
 

Completeness: + 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: -  
Availability: - 
Affordability: - 
 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Hazard and 
operability analysis 
(HAZOP) 

 

To establish, by a series of 
systematic examinations of the 
component sections of the computer 
system and its operation, failures 
modes which lead to result in 
potential hazardous situations in the 
controlled system. 

Integrability: + 
 

Completeness: - 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: -  
Availability: - 
Affordability: - 
 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Information flow 
analysis 

 

An extension of data flow analysis, 
in which the actual data flows (both 
within and between procedures) are 
compared with the design intent.  

Integrability: -  
 

Completeness: - 
Coverage: - 
 

Repeatability: + 
Affordability: + 
Correctness: + 
Availability: + 
Reliability: + 

Meaningfulness of 
the Meaningfulness 
of the results: + 
Indicativeness: + 
 

Understandability of 
the technique: + 
 
 

Metrics Quantitative prediction of the 
attributes of a program from 

Integrability: -  
 

Completeness: - 
Coverage: - 

Repeatability: + 
Affordability: + 

Meaningfulness of 
the results: + 

Understandability of 
the technique: + 
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Fault removal 
technique 

Description Compatibility Relative Advantage Triability Observability Complexity 

 properties of the software itself.    Correctness: + 
Availability: + 
Reliability: + 

Indicativeness: + 
 

 
 

Object Code 
analysis 

 

To demonstrate that object code is 
correct translation of source code 
and that errors have not been 
introduced as a consequence of 
compiler failure. 

Integrability: -  
 

Completeness: - 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: - 
Availability: - 
Affordability: - 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 
 

Petri-Nets 

 

Graphical technique used to model 
relevant aspects of the system 
behaviour and to assess and improve 
safety and operational requirements 
through analysis and re-design. 

Integrability: - 
 

Completeness: - 
Coverage: - 
 

Repeatability: +- 
Affordability: + 
Correctness: + 
Availability: + 
Reliability: - 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 
 

Reliability Block 
Diagram 

 

Technique for modelling the set of 
events that must take place and 
conditions which must be fulfilled 
for a successful operation of a 
system or task 

Integrability: + 
 

Completeness: - 
Coverage: - 
 

Repeatability: + 
Affordability: + 
Correctness: + 
Availability: + 
Reliability: + 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Safety properties 
analysis/worst-case 
analysis 
 

Analysis of worst case conditions for 
any non-functional safety property, 
including timing, accuracy and 
capacity 

Integrability: + 
 

Completeness: - 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: - 
Availability: - 
Affordability: - 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Sizing and timing 
analysis / 
Performance 
monitoring 

 

Obtention of program sizing and 
execution timing values to determine 
if the program will satisfy processor 
size and performance requirements 
allocated to the software 

Integrability: - 
 

Completeness: - 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: - 
Availability: - 
Affordability: - 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
 

Sneak circuit 
analysis 

 

Detection of an unexpected path or 
logic flow which causes undesired 
program functions or inhibits desired 
functions Sneaks are latent design

Integrability: + 
 

Completeness: +- 
Coverage: - 
 

Repeatability: +- 
Affordability: - 
Correctness: +- 
Availability: +- 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 
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Fault removal 
technique 

Description Compatibility Relative Advantage Triability Observability Complexity 

functions. Sneaks are latent design 
conditions or design flaws which 
have inadvertently been incorporated 
into electrical, software, and 
integrated systems designs. They are 
not caused by component failure.  

Reliability: +- 
 

Symbolic 
execution 
 

Program execution is simulated 
using symbols rather than actual 
numerical values for input data, and 
output is expressed as logical or 
mathematical expressions involving 
these symbols 

Integrability: -  
 

Completeness: - 
Coverage: - 
 

Repeatability: - 
Correctness: - 
Reliability: - 
Availability: - 
Affordability: - 

Meaningfulness of 
the results: - 
Indicativeness: - 
 

Understandability of 
the technique: - 

Table 4  Evaluation of the techniques
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��

��

Unfortunately, there is not enough experience to get quantitative indications on the 
effectiveness of each practice, nor on their effectiveness when used in conjunction with 
others. Software engineering experiments are being conducted, but it is too early to get 
conclusions to be deployed at the industrial level. 

The conclusions that can be drawn from the above evaluation of the techniques are two 
fold: 

From the criteria value point of view 

- None of the methods can be considered ‘Apt’ when used in isolation. None of 
them has a ‘+’ for all criteria.  

- There are techniques with the Integrability criteria high and others with this 
criteria very low. 

- None of them have the Completeness criteria high. Many of them at least 
perform the identification and diagnosis steps and therefore rated as medium.  

- None of them have the Coverage criteria high. Only some of the techniques 
which are adaptable to a different set of failure modes and fault types have 
the Coverage criteria rated medium 

- There are only few techniques being supported by commercial tools, having 
the Repeatibility, Correctness, Availability and Reliability criteria rated as 
high.  

From overall evaluation point of view 

- Algorithm analysis, Control flow analysis, Data flow analysis, Information 
analysis are software specific techniques. They are not directly Compatible 
(integrable) with any system level technique. Although most of them well 
supported by commercial tools (rating the secondary set of criteria high), they 
only focus on very specific software faults.  

- Metrics and Petri-Nets are software specific techniques too, having low rates 
on the main criteria set, but being rated much lower than the ones above. 
Despite being well supported by commercial tools, their results are yet not 
directly meaningful to be used as software fault removal techniques. 

- Others techniques like Reliability Block Diagrams and Sneak Circuit 
Analysis are highly Compatible (integrable) with system techniques. But 
despite of being well supported by commercial tools, their evaluation results 
are not meaningful to be used as software fault removal techniques. 

- Other techniques, despite of being highly Compatible (integrable) with 
system techniques, they are a) either not performing the defined steps for 
software fault removal technique like Criticality analysis, Hazards analysis 
and HAZOP analysis; or b) not covering the failure and fault types, like: 
HSIA, or Common cause failure analysis. 
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- Techniques like Cause consequence analysis and Event tree analysis, with 
high integrity and medium relative advantage, are neither supported by 
available guidelines or commercial tools and are not really meaningful as 
software fault removal techniques.  

- Techniques having acceptable main criteria values plus popularity and tool 
support, which makes them suitable to be used as a software fault removal 
technique are: FMEA and FTA. 

- At last, there are some techniques having almost all criteria rated very low. 
These techniques are: Object code analysis, Safety properties analysis, Sizing 
and timing analysis, Symbolic execution. 

 

From the summary above, none of the methods can be considered ‘Apt’ when used in 
isolation. A way out of this is to analyse how to combine them to have more +’s together.  
In deed, there are several combinations possible. Some of these combinations are evaluated 
below with special focus on improving the values of the main criteria set.  

One of the most popular combinations is FMEA + FTA. The literature ([Leveson95], 
[Herrmann99], [ECSS], [WO12]) already mentions that the FTA technique can be 
associated effectively with other practices like FMEA. Their greatest advantage is in 
combination with each other: FMEA concentrates in identifying the severity and criticality 
of the failures and FTA in identifying the causes of the faults. Failure Mode and Effects 
Analysis (FMEA) technique is a fully bottom-up approach and Fault Tree Analysis (FTA) 
has a fully complementary top-down approach. The resulting values of the different criteria 
would be then as presented below with + for the values improved from the ones above 
(when evaluated in isolation) and +- for the reduced ones. 

��

o 

o 

o 

��

Main criteria set: 

- Compatibility: 
Integrability + Techniques not software specific and inherited from system level 
analysis. 

- Relative advantage: 
Completeness: + Failure identification and top level fault identification are the steps 
covered by the FMEA. Fault identification, diagnosis and correction are the steps 
performed by the FTA technique.  
Coverage: + In principle as being inherited from the hardware environment, none of the 
specific software failure modes nor software fault types are covered. But they are 
adaptable to any new failure and fault lists definitions therefore can adopt the failure 
and fault taxonomy defined above for the FMEA and FTA respectively. 

From the above, all main criteria set values are evaluated as ‘apt’ for the 
combination of FMEA+FTA techniques. The two techniques are directly integrable 
with system level techniques; in combination, they are covering all steps defined at 
the beginning of this chapters for any fault removal techniques, and they are 
theoretically ready to cover all software failure modes and fault types as defined 
earlier in this chapter too.  

Secondary criteria set: 
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o 

o 

o 

o 

4.4

- Triability: 
Repeatability: +- Correctness: +- Availability: +- Reliability: +- Guidelines exist for the 
application of both methods individually. These criteria are rated medium based on the 
fact that a detailed procedure about how to use these two techniques in combination for 
our purposes should be defined.  Tools are available for both techniques individually.  
Affordability: - FMEA tables and FTA trees can become tedious, large and complex. A 
tool might be very useful. 

- Observability: 
Meaningfulness of the results: +- Indicativeness: +- These criteria have decreased their 
values now. Despite of the fact that these techniques are no software specific and even if 
the meaning of their results are well defined in the available literature, the definition of 
the meaning of the results when applying them in combination is required. Disregarding 
the probabilistic calculations after identifying the failures and these probabilities will 
not degrade its applicability for software. 

- Complexity: 
Understandability of the technique: +- Many guidelines found regarding how to use 
each technique. None of them about using them for software nor in combination. A 
major concern is that the guidelines existing in the literature reflect only examples of 
hardware devices (origin of these methods). Still the systematic application of these two 
methods together to specific software failures and faults has not been found nor yet 
standardized. 

From the above evaluation of secondary criteria the combination of the two 
techniques can be considered ‘medium’.  

Other combinations of techniques are possible. One of them is the combination of the 
software-specific techniques such as: Algorithm analysis, Control flow analysis, Data flow 
analysis, Information analysis. If used in combination, the rating of the different criteria 
will be the same or even lower as the ones defined above when evaluated in isolation. The 
only criteria improving only a little bit is the Coverage since all listed software faults would 
be the a combination of ones analysed by each of the techniques (since some of them are 
orthogonal to each other). Nevertheless the main criteria rates would not really change since 
these techniques, even in combination, would not be integrated with system level ones (low 
integrability) and the completeness and coverage values would be the same as the ones 
rated above. The secondary criteria would decrease to medium since guidelines would be 
needed to know how to use them in combination and what would be the meaning of the 
expected results. 

More combinations are possible but they would not improve the rating of main criteria to 
overcome the values of FMEA+FTA combination. 

 

 The SoftCare method 

The combination of FMEA+FTA techniques is the one selected to be used as a software 
fault removal technique in this thesis.  This combination, as not being perfect, can be 
improved trying to improve the low rated secondary criteria, and even complementing it 
with the use of second combination presented above, having then, for example, some of the 
faults automatically obtained by commercial tools.  
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o 

o 

o 

o 

o 

o 

o 

The selected combination plus the improvement needs will be called: the SoftCare method. 

The following paragraphs presents the above criteria in the form of explicit requirements 
intended to be fulfilled by the so-called SoftCare method. These requirements are derived 
from the still to be improved criteria listed above. Each requirement will have an identifier 
(in the form of a sequential number). All criteria to be improved relate to the secondary 
criteria set and are presented in the following: 

 
a) Repeatability: 

Requirement 1:  
In order to obtain the same results using the combination of both FMEA and FTA 
techniques, guidelines for their detailed step by step application for software and for their 
use in combination shall be defined.  

 
b) Correctness: 

Requirement 2:  
Details for the inputs to be used and the expected output results to be obtained for the 
application of each procedure step for the combination of the techniques shall be factual not 
be based on opinions nor results biased towards any particular result. 

 
c) Availability: 

Requirement 3:  
Each procedure step shall define details for any constraint limiting the usage of the method. 

 
d) Reliability:  

Requirement 4:  
Any step variation potentially affecting the results shall be defined. 

 
e) Affordability: 

Requirement 5:  
FMEA tables and FTA trees can become tedious, large and complex. A step-wise approach 
shall be defined using limited set of the failure or fault taxonomies and following the 
different software life-cycle stages and the different components of the architecture of the 
software product.  

 
f) Meaningfulness of the results: 

Requirement 6: 
Understandable, systematic and useful results to the responsible user of the results shall be 
provided.  

 
Requirement 7: 

Any software fault to be removed from the software product shall be clearly indicated. 

 
g) Indicativeness: 

o Requirement 8:  
The results of applying both techniques shall provide clear indication about which part of the 
software under analysis shall be improved.  
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o 

o 

o 

 
Requirement 9: 

The software architecture shall be followed using the taxonomy fault tree corresponding to 
the different architectural components. 

 
h) Understandability of the technique: 

Requirement 10:  
Many guidelines are found regarding about how to use each technique in isolation, but none 
of them about using them for software nor in combination. Guidelines on how to use the 
combination of both techniques to be applied for software specific failures and faults shall 
be provided.  

 
Requirement 11:  

Guidelines on all the fault removal steps shall be clearly specified.  

 

The implementation of above requirements will increase the values of the secondary criteria 
set from ‘medium’ to ‘apt’. Their implementation will be performed by: 

a) The definition of a detailed procedure of the SoftCare method. A detailed method 
for the systematic, detailed objective application of the two techniques through a 
step by step procedure. It is decided to apply the two techniques sequentially, first 
the bottom-up functional based technique (FMEA) followed by the top-down 
technique, using the taxonomy of software failure modes and software fault types 
presented at the beginning of this chapter. By providing this procedure the 
following requirements are planned to be implemented: 1-4 and 6-11. In addition, 
with this procedure, the following secondary criteria are intended to be increased:  

- Triabilty: Repeatability: + Correctness: + Availability: + Reliability: + 

- Observabilty: Meaningfulness of the results: + Indicativeness: +  

- Complexity: Understandability of the technique: + 
b) The definition of guidelines to integrate the SoftCare method within the overall 

embedded software development process. By providing these guidelines the 
following requirements will be implemented: Requirement 5. The following 
secondary criteria will be increased:  

- Triabilty:  Affordability: +-  

 

The development and implementation of above a) and b) solution of the defined 
requirements are presented in detail in chapters 5 and 6 respectively. The practical 
validation of the requirements and the final values of the criteria of this complete solution is 
presented in chapters 7, 8 and 9 through the use of the complete method to real case 
applications. 
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5 
5.1

Figure 9. 

 Introduction 

The purpose of the SoftCare method is to identify and eventually remove software faults at 
successive software development phases, which could lead to a software failure with severe 
consequences, which could reduce the reliability of the system.  

Methods provide a notation and vocabulary, procedures for performing identifiable tasks 
and guidelines for checking both the process and the product [SWEBOK]. They imply a 
process that can be defined as a set of procedures. 

A procedure is defined in [ISO9000:2000] as a 'specified way to perform an activity’. 

NOTE 1 - In many cases, procedures are documented, e.g. quality management 
system procedures. 

NOTE 2 - When a procedure is documented, the term “written procedure ” or 
“documented procedure ” is frequently used. 

NOTE 3 - A written or documented procedure typically contains the purposes and 
scope of an activity; what shall be done and by whom; when, where and how it shall 
be done; what materials, equipment and documents shall be used; and how it shall 
be managed, controlled and recorded. [ISO9000:2000]'  

This chapter describes the detailed procedures for the execution of SoftCare and specifies 
the resulting outputs. 

The definition of the method is based on the idea that by systematically checking potential 
software faults while developing a critical embedded software product, the potential for 
system hazards originated by software malfunctioning, can be drastically reduced. This 
technique effectively amounts to prevention of system hazards by removing software faults. 

The procedure for the execution of the SoftCare method is detailed in section 5.3 below 
[Rodriguez01-3]. In the following, its basic steps are presented along with some general 
guidelines that give an overview of the key aspects of the method (see Figure 9).  

Preparation 

Data gathering 

Execution Conclusion 

Software failure mode and 
effects analysis 

Software fault 
tree analysis 

Reporting of findings 

Evaluation of 
analyses 

Definition of analysis scope Feedback from 
customer and supplier 

 
Outline of the SoftCare procedure 
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The aim of the SoftCare preparatory task is to: 
a) gather data for the subsequent steps of the analysis 
b) define the analysis scope, i.e. identify the boundaries and the part of the software 

that shall be subject to the SoftCare analysis. For this purpose, use of the results 
from earlier system RAMS analyses such as Hazard analysis or functional failure 
analysis should be made. The required depth of the analysis is also defined in this 
task. In addition, it is necessary to obtain information about characteristics of the 
development process and tools and technology used, for the software parts to be 
analysed, to maintain a complete file of the software product under analysis. 

The SoftCare execution steps consist of: 

- SFMEA analysis, the aim of which is to identify the failure modes, to analyse 
their effect, and to identify potential causes.  

- SFTA analysis, the aim of which is to identify the software faults causing the 
failure modes identified in the previous analysis step. 

Finally, the criticality analysis conclusion is performed to assess the results of the analyses 
and which is documented in ‘criticality analysis reports’ including the recommendations to 
eliminate software faults potentially causing system hazards. A final report is produced that 
documents input data, results and conclusions. Feedback is collected from both the 
customer and the software developer about satisfaction on the findings and 
misunderstandings and corrections of the report respectively. 

 

5.2 Preparatory tasks 

This section introduces some considerations to take into account when preparing the 
execution of the SoftCare method to analyse a critical embedded software product.  

5.2.1 Data gathering 

Input data. 

The input data include: 

System (i.e. computer system) level 
- System requirements 
- System design and partitioning 
- Interfaces (HW/SW) 
- User manual 
- Results of preliminary criticality (safety/reliability-related) analysis 
- Results of verification and validation activities 

Software (i.e. computer system) level 
- Software requirements 
- Architectural design 
- Detailed design 
- User manual 
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Figure 10. 

- Code 
- Results of preliminary criticality (safety/reliability-related) analysis 
- Results of verification and validation activities (including testing) 

According to the scope of the analysis and its depth some of the above data might not be 
relevant nor yet even existing.  

Example below show how part of this information might look like (0, Figure 11, and 
Figure 12): 

F1, F2, F3  

Init Init 

Start Stop 

Active 

User command System 
configuration 

User command 

F4, F5 

User command 
F5, F6 

User 
command 

Initial conditions 
Initial 

conditions

Example of requirements 

The sample software product used here is a ‘Thermal control system’. The main function of this system is 
to keep the equipment of the space system to their nominal temperature range. This is ensured by switching 
on and off 4 heaters associated with thermally controlled areas [0�C, +75�C], and by monitoring that the 
performed regulation has correct effect on the temperature areas. The detailed functions of this embedded 
critical software product are: 
 

Functions provided 
Description 

Delivery of 
output 

Input data Output 
data 

F1: Temperature regulation 
There is a nominal temperature range to be kept and 
refreshed per thermally regulated area (or heater 
controlled area). Nominal temperature range 
calculated by a median value from several sensors 
located in that area. Regulation is performed by 
turning the heaters on or off, when the temperature is 
out of range (low and up). 

Periodical or by 
user command 

User 
commands 
Sensors 
values 
(registers) 

ON/OFF 
heater 
values 
(registers) 

F2: Reconfiguration of the thermal equipment lines 
The thermal lines are checked. There are upper and 
lower limits whose violation will raise a request for 
reconfiguration (which is performed by the user). 

Periodical 
execution. 
Output only 
when abnormal 
thermal status 

Sensors 
(registers) 

Alarm 

F3: Reconfiguration of the heaters  
The heaters are checked. Temperature differences 
between two consecutive areas outside predefined 
ranges will raise a request for reconfiguration (as 
well performed by the user)  

Periodical 
execution but 
output only when 
Temperature out 
of limits 

Sensors 
(registers) 

Alarm 

 

 
Thermal regulator functions and modes 
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Figure 11. 

 

Initialise  

 ERC32 micro-
controller 

 

 

 

Basic Software: Ada rntime system 

Control Supervise

Hardware Software 

Users/operators Heaters and 
thermal lines 

Thermal 
regulator 

Example of design 

The design of this software component is basically reduced to the following tasks: 
a) Initialise: In charge of the initialisation functions (internal functions). Activated when Init mode. 
b) Semaphore task: Responsible for sending the status on request (F5), sending the housekeeping data 
periodically (F6) and receiving system configuration data (F4). These functions are performed in active, 
inactive or suspended modes (except F4 which is only performed in suspended or active modes). 

c) Control is a component periodically performing the nominal regulation function (F1), sending the 
alarms after performing functions (F2) and (F3) when anomalous data is found, and subsequently sending the 
failure report for these anomaly cases (F7). These functions are performed only in active mode. 

After the above summary of the specification, part of the architectural design is presented below. 

The software components are a) the Basic Software interfacing with the HW and managing lower level functions
like: task management, memory management, interrupt handler and mode management; and b) the application
software performing the upper level functions presented above through those three tasks. 
 

 
Sample of thermal control system design 
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Figure 

 

-- Input : File containing test cases, mathik
-- Output: File containing results, mathiks_
   with Base_Conversion; 
   with Ada.Text_IO; 
 
   procedure conversion_test is 
      input, output : Ada.Text_Io.File_Type
      number,base,n : natural; 
      expected,actual : string(1..20); 
      dummy : string(1..1); 
      status : Base_Conversion.status_type; 

      Ada.Text_Io.Create(output,Ada.Text_

      Ada.Text_IO.put_line("Testing result 
      
Ada.Text_IO.put_line("=============
====="); 
      Ada.Text_IO.new_line; 
      Ada.Text_IO.put("Case"); 
      Ada.Text_IO.put("  Number  "); 

      Ada.Text_IO.put("      Actual Value    

      

 
-- Dependent files: Base_Conversion 
-- COMPILE AND LINK: gnatmake math
-- Purpose: Functionally test a Base_Conv

    
      package MyInt_IO is new Ada.Text_IO
    
   begin 
      -- Open files 
      Ada.Text_Io.Open(input,Ada.Text_IO

      -- Write header 

      Ada.Text_IO.put(" Base"); 
      Ada.Text_IO.put("     Expected Value 

      Ada.Text_IO.new_line; 

 

Expertise required 

It is important that the anal
software product or part to be
findings is needed between 
independent teams) so as to s
analysis.  

Availability of tools 

The availability of tools for
forms and tables) is useful t
Example of code 

s_lab6.in 
lab6.out 

; 

IO.OUT_FILE,"test_data.out"); 

of base_conversion"); 

============================================

"); 

iks_lab6 
ersion package 

.Integer_IO(Integer); 

.IN_FILE,"test_data.in"); 

  "); 
are Intensive Systems  5-55

12. Sample of Ada code 

ysis team includes knowledge in the domain of the 
 analysed. If required, a discussion of the preliminary 
the analysis team and the implementers (in case of 
creen out false problems possibly emerging during the 

 performing one or more analysis-related tasks (e.g. 
o reduce the effort required for the application. The 
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��

��

��

��

availability of the input data for the analysis in an electronic format, compatible 
with the one used by the analysts is essential to reduce the cost and time needed. 

Delta analysis due to design and implementation changes 

Interim and all raw-data resulting from the analysis should be clearly documented. 
This can reduce the cost of a ‘delta’ analysis that could be required following 
changes in the software design and code. 

 

5.2.2 Definition of the scope 

The purpose of this task is to identify and prepare the items to be analysed. This task 
requests to: 

Identify the items to be analysed, checking any special conditions. These conditions 
can contain specific requirements which may imply applying the analysis only to a 
specific set of functions or software items, or specific requirements about the 
available input data defining the items to be analysed, etc.  

Define the level of depth of the analysis, whether it is to be applied only at 
requirements, design or at code development stages (depending on different 
reasons like current development life-cycle, only functionality to be analysed, etc).  

Familiarise with the system. As the systems object of this method may be too 
complex, the process of familiarisation requires that specialist knowledge be 
obtained and incorporated as appropriate into the analysis results. The system 
familiarisation consists in: 

- Screening the available documentation 

- Checking the homogeneity, of the gathered documents from the configuration 
management point of view. 

- Familiarisation with the documentation: during this process the need may 
arise to ask for specific clarifications the authors of the input documents. 

- Giving particular attention to interfaces between hardware and software, and 
to real-time and performance aspects. 

- Determining successful and failure system operations to determine when the 
system is operating correctly or incorrectly.  

- Checking the consistency of the reference fault tree with respect to the 
detailed architecture whether the reference, focusing on the different 
architectural components (like the basic software component). 

Characterise the environment from which the input data for the analysis will be 
obtained. This characterisation will consist in the definition of various elements 
from the three axes of any generic development framework discussed in 
[Rossak97]: development process, architecture and used technology.  This is 
essential for comparison of data obtained at different sites, or when data from 
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different sites are to be combined [Peng93]. The environment file permits to 
account for differences in maturity among installations, differences in computer 
equipment, programming language, plant characteristics, and peculiarities of data 
collection at a given site. Each file for a given site will result in a record in the 
environment file. 

The major fields of the environment file are: 

1. Site identification -- a coded, numeric designation of sites is desirable to assure 
protection of proprietary data and to avoid ambiguities in free text descriptions. 

2. Service function -- typical top level classifications include: air transport, surface 
transport, space and missile applications, medical services, process industries, 
manufacturing, and energy. 

3. Digital system identification -- coded designation for the reasons described under 
1. 

4. Number of channels -- number of hardware replications, each of which is capable 
of accomplishing the service function 

5. Internal architectural details: generic domain architecture, low level architectural 
design, internal fault tolerance provisions: e.g. redundancy provisions -- within a 
given channel list number of replications for sensors, sensor communications, data 
converters external to the computer, computers, output adapters. 

6. Computer language (may be subdivided into primary and additional languages) -- 
typical categories are: assembly, first generation HOLs, structured languages, object 
oriented languages, and special purpose languages. Note: When using the method at 
later development phases (e.g. coding), preferably apply the analysis after 
compliance check with semantic and syntactic rules of the software language has 
been successful checked by the compiler. 

6a. Size of developed source code: for example, less than 10k statements, over 
10k and up to 30k, over 30k and up to 100k, over 100k. 

6b. Fraction of non-developed code - which may be commercial or reused code. 
Estimate it as the proportion of the size of the developed code in the 
following categories: none, less than 0.05, 0.05 to less than 0.15, 0.15 to less 
than 0.5, and over 0.5. 

7. Development methodology -- typical categories are based on tool usage: 
compilers and related tools only, static analysers and related tools, multiple tool 
usage without dynamic analyser, multiple tool usage including dynamic analyser, 
clean room. 

8. Test methodology -- typical categories are: functional test, functional test with 
complete requirements coverage, functional and structural test with branch coverage 
of at least 0.95, functional and structural test with path coverage. 

9. Independence of Verification and Validation (V&V)-- is represented by the 
organization from which the V&V team is recruited. Typical categories include: the 
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Figure 13. 

5.3

development organization, another development organization at the same plant, an 
independent quality assurance organization at the same plant, an outside 
organization.  

10. Maturity of design (applicable to pre-operational systems only) -- expressed in 
years since start of coding. For system modifications use a weighted average, based 
on lines of original code and lines of added code. 

11. Maturity of system (applicable to operational systems only) -- captured in two 
fields: number of years since completion of first acceptance test, and total number of 
installation-years. Both are counted to the start of the failure data collection to which 
this environment record applies. 

12. Maturity of installation (applicable to operational systems only) -- expressed in 
years of deployment since start of operation. 

13. General development process life cycle.  

Figure 13 shows an example of the information required for the scope definition: 

Example of scope definition 
The sample software product used here is the ‘Thermal control system’ introduced before. The main 
function of this system is to keep the equipment of the space system to their nominal temperature range. 
This is ensured by switching on and off 4 heaters associated with thermally controlled areas [0�C, 
+75�C], and by monitoring that the performed regulation has correct effect on the temperature areas.  
The scope of the analysis is to focus on only one system hazard that might be caused by failures of this 
software causing:   
equipment temperature out of limits. 
 
The analysis will be performed to the deepest coding level. 
 
A summary of the other information required about the scope of this analysis is: 
��

��

��

��

��

��

It is an embedded critical software product with no direct operator interface but through a data bus. 
This software is newly developed software not mature nor operational yet 
The application domain is space. 
The hardware micro-processor is a single 32 byte ERC32 ([ERC32] provider: ATMEL, france) with 

no hardware nor software redundancy system 
The number of lines of code is: It is not tested yet. 
The standards used for the development are the ECSS Software standards [ECSS] 

 
Sample of summary of scope definition 

The next steps of the SoftCare procedure, as represented in Figure 9, are the execution 
steps, which are going to be detailed in the following section. 

 

 Execution 

The execution of the criticality analysis takes place in three sequential steps: 
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Software Failure Mode and Effects Analysis (SFMEA): First of all, and if not already 
provided from upper level system RAMS analyses, a Software Failure Mode and 
Effect Analysis should be performed in order to determine the top events for lower 
level analysis. SFMEA analysis will be performed following the list of failure 
types, a sample of which is presented in Appendix B, and the procedure presented 
below. SFMEA will be used to identify the critical functions based on the 
applicable software specification. The severity consequences of a failure, as well 
as the observability requirements and the effects of the failure will be used to 
define the criticality level of the function and thus, whether this function will be 
considered in further deeper criticality analysis. The formulation of 
recommendations of fault-related techniques that may help reduce failure 
criticality is included as part of this analysis step. 

 

Software Fault Tree Analysis (SFTA): After determining the top-level failure events, 
a complete Software Fault Tree Analysis shall be performed following the fault 
tree presented in chapter 4 (detailed sample presented in Appendix B) and the 
procedure presented below. SFTA can be performed to analyse the faults that can 
cause those failures. This is a top-down technique that determines the origin of the 
critical failure. The top- down technique is applied following the information 
provided at the design level, descending to the code modules. SFTA will be used 
to confirm the criticality of the functions (as output from the SFMEA) when 
analysing the design and code (from the software requirements phase, through 
design and implementation phases), and to help:  

- reduce the criticality level of the functions due to software design and/or 
coding fault-related technique used (or recommended to be used), or 

- detail the test-case definition for the set of validation test cases to be 
executed. 

 

Evaluation of results: The evaluation of the results will be performed after the above 
two steps in order to highlight the potential discrepancies and prepare recommend 
corrective measures. Recommendations can be given to design and coding rules. 

 
 

5.3.1 Software Failure Mode Effect Analysis (SFMEA) 

When performing the SFMEA, software failures are analysed taking the functions or 
services of the software (as being derived from the system) and identifying their potential 
failure modes. The procedure to perform this SFMEA is presented below (see Figure 15). It 
is documented by filling-in the following table provided in Figure 14: 
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ITEM 
no. 

Failure 
Mode 

Possible 
causes 

Effects on:  a. function;  
b. computer system,; c. 
interfaces; d. system; e. 
other 

Observable 
symptoms 

Prevention and 
compensation 

      
      
      
      

Figure 14. 

Figure 15. 

SFMEA table 

 Figure 15 shows the detailed steps to perform for each function of the software (or for the 
already identified critical functions – already defined in the scope of the whole analysis). 
These steps will be used to fill in Figure 14 detailing the SFMEA results. SFMEA 
commercial tools can be used for the execution of these steps. 

Select a function 

Define software failure 
modes 

Is it a critical 
function or may 

it affect one? 

Define causes, effects and design 
mechanisms for reduction 

Add failure cause to 
the list of top events

Analyse fault prevention, reduction 
and tolerance mechanisms 

Define remarks and 
recommendations 

Are the defined 
mechanisms 

enough? 

Yes

No

END 

Repeat until all 
functions are 

analysed 

 
SFMEA procedure 
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Function and failure mode identification 

Function by function and service by service of the software, starting from the specification 
document or the architectural design, the applicable failure modes (as classified in 
Appendix B) should be listed in the second column, providing a unique identifier for each 
failure in column 1 and naming it explicitly in column 2. A consistent coding system for 
uniquely identifying each failure mode defined is required. Numerals (numeric codes) can 
be used, separated by decimal points: for example a motor assembly could be number 3.4; 
the motor in the assembly 3.4.5; and a fuse in the motor, 3.4.5.6. The functions to analyse 
may be defined from upper level system analyses, which already identify critical functions. 
Knowledge about the critical functions will help reduce the scope of the analysis by 
identifying the design components that implement the functions, so as to directly 
concentrate the SFMEA analysis to these components. 

Definition of causes, effects and design mechanisms for reduction 

The possible cause of the failure should be identified in column 3 following the top-level 
event(s) of the fault tree presented in Appendix B. 

The effects of the failure should be analysed as well. This is documented in column 4. If the 
effects are dangerous in accordance with the system/software characteristics, then some 
fault prevention/reduction or tolerance mechanisms and/or other operational-related 
mechanisms (i.e. operational procedure) should be defined to reduce this effect, or to 
eliminate the fault. The severity of the consequence/effect will be confirmed by the 
subsequent SFTA analysis, but all critical failures should be well identified at this stage. 

The observable symptoms of the failure should be documented in column 5. In case the 
software or system is not providing any mechanism to observe corresponding failures then 
some remarks and recommendations should be preliminary noted (not to be documented in 
this table – see below SFTA detailed steps). 

Identify top events 

All critical functions shall be well identified and their causes will become the top events 
(potentially) causing a hazard to the system.  

Remarks and recommendations 

The required/recommended prevention and compensation mechanisms should be identified 
in column 6 so as to define possible actions to reduce or eliminate the failure effects. 
Remarks and recommendations should be defined in column 7 in case these mechanisms 
are deemed unsatisfactory. These mechanisms are re-fined with the support of the SFTA.  

Figure 16 presents part of the filled-in table for the example thermal control system being 
analysed.  

After completion of the table with the analysis of (potential) software failures, deeper 
analysis through SFTA follows, starting with all the identified top events. This list of 
critical failure modes corresponds to the step � of the defined list of software fault removal 
steps defined in chapter 4. 
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Figure 1

From the set of functions presented in 0 
to be analysed, are: 
F1: a) Nominal temperature range c
area. The logic of this function is: read s
b) Regulation is performed by turning th
and up). 
F2: The thermal lines are checked. There
for reconfiguration (which is performed 
check with allowed interval and send req

ITEM 
no. 

Failure 
Mode 

Possible 
causes 

F3:  The heaters are checked. Temperatu
ranges will raise a request for reconfigur
is: read heaters, check with allowed rang
F7:  Return an error code in case of prob
This task performs functions F1, F2 and
F3 find anomalies. When receiving a use
– task stopped; b) perform F1, F2 and F3
 

F1.1.1 Nominal 
temperature 
range not 
calculated 

USR7 
Function is n
performed 
 
 

F1.1.2 Nominal 
temperature 
wrongly 
calculated 

 USR8 wron
function 
performed 

F1.1.3 Nominal 
temperature 
range 
calculated 
not in time 

USR9 not in
time functio
performed 

 

 

5.3.2  Software Fault Tree Analysis 

The fault tree analysis method w
provides more information. The fau
Example of SFMEA 
the focus is on the third process: Control. The detailed functions 

alculated by a median value from several sensors located in that 
ensors and calculate the nominal temperature range. 
e heaters on or off when the temperature is out of range (low 

 are upper and lower limits whose violation will raise a request 
by the user). The logic of this function is: read thermal lines, 
uest in case outside interval. 

Effects on:  a. 
function;  b. 
computer system,; c. 
interfaces; d. system; 
e. other 

Observable 
symptoms 

Prevention 
and 
compensation 

re differences between two consecutive areas outside predefined 
ation (as well performed by the user). The logic of this function 
es and send request for reconfiguration in case outside ranges. 
lem detected during nominal function 

 F3 periodically (every 10 msec.) and F7 only when F2 and/or 
r command, asynchronously one could a) become inactive mode 
 immediately; c) become suspended mode – task stopped. 

ot 
a. Thermal regulation 
function might not be 
performed with the 
correct actual range 

Irregularities 
in the 
periodical 
housekeeping 
reports to the 
users 

Initialisation 
to be 
performed  

g a. Thermal regulation 
function might not be 
performed with the 
correct actual range 

Irregularities 
in the 
periodical 
housekeeping 
reports to the 
users 

 

 a. Thermal regulation Irregularities  
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6. 

n function might not be 
performed with the 
correct actual range 

in the 
periodical 
housekeeping 
reports to the 
users 

Sample of SFMEA table 

(SFTA) 

as already introduced in chapter 4 and Appendix C 
lt tree is a graphical representation of the conditions or 
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Figure 17. 

other factors causing or contributing to the occurrence of the so-called top event, which 
normally is identified as an undesirable event. 

The steps to be performed for the FTA are presented below and in Figure 17. Commercial 
tools can be used for the execution of these steps. 

Identification of 
top event 

Construction of 
fault tree 

Is the software 
component a 
basic code 

component? 

Identification of sub-
top events 

No Yes

Repeat until all  top 
and sub-top events 

are analysed 

Definition of 
recommendations 

END 

 

 

SFTA procedure 

Identification of top events.  

The top event is the root of the fault tree, while the corresponding input events identify 
possible causes and conditions for the occurrence of the top event. Each input event may be 
an output of a lower level gate. The list of top events will be extracted from the above 
SFMEA, as the causes of the most critical failures analysed. The top events correspond to 
the USR fault types of taxonomy in Appendix B. 

Fault tree construction 

Fault trees may be drawn either vertically or horizontally. Examples are provided in 
[IEC1025]. Figure 18 shows a set of the major representation symbols: 
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Figure 18. 
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Example of fault tree 

In Figure 18 there is: 

� D is a basic event (denoted by the circle at the edge of the leftward line). Each event in 
the fault tree should be uniquely identified when they involve the same component. This 
identification could contain: system identification, component identification and fault type. 

� B is an event that is further analysed elsewhere (denoted by the circle inside the rhomb at 
the edge of the line of the left). If there is only a rhombus at the edge, this event is an 
undeveloped event and whereby further decomposition is required. 

� C is an event which might happen after an OR gate of D or B. Possible gates are depicted 
in Figure 19: 

INHIBIT 
gate 

Exclusive 
OR gate 

NOT gate

AND gate

OR gate 

 
Figure 19. FTA gates 

There are redundant structures (�n in an OR gate) which mean than the event occurs only if 
at least n of m input events occur. 

� A is the top event which might happen after an AND gate of C and B. 

� B is a common cause event, so used elsewhere in the tree (this is why the arrow at the 
bottom). If the symbol is a reverse arrow (       ) it means that it is an event defined 
elsewhere in the fault tree. 

� There are two other types of events not drawn in the above figure which are:  
a) event which has happened or which will happen with certainty (                   )  
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Figure 20. 

b) event which will never happen (                  ). 

 

The construction procedure consists in documenting the diagram in such a way that it can 
be easily reviewed and any necessary changes can be incorporated with no major problem. 
A systematic construction of the fault tree consists in defining the immediate cause of the 
top event (not yet the basic event which is the terminal node of the tree). These immediate 
cause events are the immediate cause or immediate mechanism for the top event to occur. 
This list of top events corresponds to the step � called ‘Fault detection’ of the defined list 
of software fault removal steps defined in chapter 4. 

 
Sample SFTA 

These causes correspond to lower level of faults from the fault tree taxonomy presented in 
Appendix B. All applicable fault types should be considered for applicability as the cause of 
a higher level fault (or sub-top events). From here, the immediate events should be 
considered as sub-top events and the same process should be applied to them. In this way, 
the analyst proceeds down the tree until the limit of resolution of the tree is reached 
(thereby reaching the basic events). In the fault taxonomy presented in Appendix B, 
examples of basic events are the LOG or CAL faults (this is, events) which, when applied 
to a source code procedure or function, cannot be further decomposed.  
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The basic events can be reached only if they happen within basic units (the low level design 
or the code modules being analysed), and can be expressed by a single OR gate of events 
relative to that basic unit. (Hence in Figure 18, A is not a basic event).  

SFTA can be documented in several ways. Below Figure 21 presents two different 
approaches: one directly by providing the SFTA tree of causes, and the second one by 
representing the same tree in a table with all recommendations in the last column. This list 
of basic events corresponds to the step � called ‘Fault isolation’ of the defined list of 
software fault removal steps defined in chapter 4. 

For each of the basic events which might be the cause of the corresponding failure modes 
identified in the FMEA, one recommendation about how to remove it should be provided. 
The recommendation should point to the exact software item (component, code module, 
variable, etc) for the correction of the fault. This list of recommendations corresponds to the 
step � called ‘Fault recovery’ of the defined list of software fault removal steps defined in 
chapter 4. 

Item 
nr. 

Top level 
event 

SW fault SW fault 

F1.1.1 USR7 
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not 
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Task Control 
not started 

OR 

Start entry 
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OR 
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elaboration
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   Wrong 
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mechanism

OR 
   … 
  Wrong 

allocation of 
heater registers 

OR 

 

Set on off

 
Figure 21. S

5.3.3 Evaluation of results 

The evaluation of the results of the above sof

- factors affecting the reliability 
software, 

- common events affecting more
 
SW Fault RECOMMENDATION 

of 
l 

d 

 Recommendation1: Check 
and unit test by which 
external procedures is this 
task entry called 

 
  

 Checking the building 
procedures, this task is 
always elaborated 
properly. 

 
 

 Unit test the Commercial 
Off The Shelf scheduler 
stressing scheduling 
mechanisms. 

  
 SEE BELOW TABLE  

FURTHER DETAILING 
THIS SUB-TREE 

Recommendation2: Check
sive Systems  5-66
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and performance characteristics of the 
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- the demonstration that assumptions and design decisions made through other 
analysis or processes are not violated, hence the concerned component cannot 
incur failures 

- identification of events which could potentially cause a system failure 

- recommendations about critical components and failure mechanisms, and 
inputs for possible repairs and maintenance strategies. 

The following techniques found in literature [IEC1025] [ECSS] are the most common ones 
used for the evaluation of the SFTA: 

Manual investigation  

It includes the review of the fault tree structure, identifying common events and 
searching for independent branches. Direct investigation of a plotted tree is 
sometimes a complex task due to the size of the tree for complex systems. The 
support of a computer tool is often required (e.g. SOFIA�2, Fault tree+�, etc). 
Manual investigation should focus on the following aspects: 

- All events which are linked to the top event through OR gates are potential 
causes of the top event to occur.  

- Confirmation of the severity and criticality of the software fault mode and the 
effectiveness of the identified and/or used fault-mechanisms as identified in 
the SFMEA. 

- Common cause events may invalidate any fault prevention or tolerant 
mechanisms already implemented in the software and analysed in the 
SFMEA. For the analysis of these common cause events, Boolean reductions 
are performed as discussed below. 

Boolean reduction 

It is used for the evaluation of the effects of the common cause events (identical 
events occurring in different branches) in fault trees where the occurrence of the top 
event does not depend on timing or sequencing of events. These Boolean reductions 
can be performed by solving Boolean equations for the fault tree [IEC1025].  

For the fault tree presented in Figure 18 the following can be calculated: 
C = B + D    A = B * C   thus   A = B * (B + D) = B * B + B * D  => A = B + B * D  

Which means that the top event A will occur if B occurs. This shows that by 
reducing or eliminating B, A will be reduced or eliminated. A careful analysis of 
these reductions should be done to consider that often the temporal aspects of the 
events make their reduction not possible. 

��

                                                          

Methods of minimal cut-sets 

 
2 Sofia� is a trademark of Sofreten (France) 
Fault Tree+ � is a trademark of Isograph Reliability Software Ltd. (USA) 
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Figure 22. 

5.4

A cut-set is a group of events which, when occurring together, may cause the top 
event to happen. A minimal cut-set is the smallest group in which ALL events must 
occur. When events are sequentially dependent, they are analysed using a state-
transition diagram. The expression of a top-event can be written in terms of a finite 
number of minimal cut sets, which are unique to that top event: 

T=M1 + M2 + … + Mn 

Where T is the top event and {Mi} is the minimal cut-set. Each minimal cut-set 
consists of a combination of specific component faults, which can be expressed as: 

M =X1 * X2 * … * Xn 

Where Xi is the basic event in the tree [IEC1025]. If one of these X faults can be 
avoided, then the whole M cut set will not occur. Analysing these minimal cut-sets 
aids in identifying mechanisms to minimise the occurrence of some of these X faults 
and therefore, in: 

- supporting the evaluation of the criticality of the failure modes from the 
SFMEA 

- supporting and confirming that the fault-related mechanism used within the 
software design and code is the correct one or that it might be augmented and 
complemented by other mechanisms. 

Example of evaluation of results 
From Figure 21 and after a manual investigation of preliminary results, that stress testing should 
be performed of the scheduler Commercial Off The Shelf tool to check proper call of the entries 

of the task.  
 

The heaters register assignment shall be further evaluated. ….. 

 
Sample of analysis of SFMEA and SFTA results 

Nevertheless, a SFTA might become an enormous tree, difficult to be reduced manually. 
These reductions could be automatically done by a tool2. SoftCare will manually evaluate 
the SFTA tree by manually reducing and unifying common tree branches. Only the basic 
faults (basic events) potentially causing a failure will be reported together with a 
recommendation to avoid it or eliminate it. 

 

 Conclusion of analysis 

5.4.1 Report of findings  

The purpose of this task is to report about the activities performed for the analysis, the 
identified concerns and the recommendations emanating from the criticality analysis. 
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Figure 23. 

 

Report table of content 

lysis report (as depicted in Figure 23) should contain the following 
order to be complete, to be useful and understandable by the reader and 
per: 

uction: Document number, issue, revision number. 

round: Background information about the system being analysed together 
he scope of the analysis. 

ence Documents: The list of all documents that have been used and/or issued 
 the analysis with their date and issue number. 

to be performed: Summary of the steps performed for this criticality 
is: analysis, data and symbols used. 

ting of actions performed:  

gathering: An introduction recalling and justifying the analysis objectives 
ope (as defined in section 5.2)  

ing the scope: A description of the system being analysed and document all 
nment data (as detailed in section 5.2). Detail the software design 
ption, system operation and detailed boundaries and assumptions. 

A performance: Description of the major failure modes captured by the 
is, their causes, and the severity of their consequences. 

 performance: Description of all fault tress analysed, their causes, and the 
mendations for their avoidance, control and/or reduction. 

ting of results 
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5.5

o 

o 

6.1 Detailed analysis: Results and conclusions of the analysis performed with a 
summary table outlining the major discrepancies found and the recommendations 
for their resolution. 

6.2 Potential improvements of the SW product: Detailed description of all 
recommendations that have been defined to solve the potential failures and faults 
found. One recommendation should be provided for each applicable software fault 
found captured by the detailed FTA analysis. 

6.3 Comparative analysis with the other case studies 

6.4 Feedback to both the analysis method and for its use: Description of all problems 
that have been identified during the performance of the analysis related too the 
application of the method. 

7 List of Acronyms: the list of acronyms used within the document. 

Appendix A: SFMEA tables: Detailed SFMEA tables 

Appendix B: SFTA Diagrams and Tables: Detailed diagrams and tables of all 
software fault trees  

 

5.4.2 Feedback from customer and supplier 

Feedback is collected from both the customer and the software developer about satisfaction 
on the findings and misunderstandings and corrections of the report respectively. This 
feedback is to be collected through E-mail or any other suitable means. This feedback 
should be used for the possible amelioration of the procedure itself or the correction of the 
delivered report. 

 

 Verification of requirements. 

Chapter 4 identified the requirements to be fulfilled through the definition of the procedure 
for the SoftCare method. A verification of those requirements to be fulfilled by the 
definition of the procedure is presented below: 

 
a)  Repeatability 

Requirement 1:  
In order to obtain the same results using the combination of both FMEA and FTA 
techniques, guidelines for their detailed step by step application for software and for their 
use in combination shall be defined.  
 
Verification: Step by step guidelines for the procedure are defined, which together with the 
use of the same software failure and fault reference taxonomy allows to produce the same 
analysis results. 

 
b) Correctness: 

Requirement 2:  



Chapter 5 The SoftCare method
  

Software Safety Verification in Critical Software Intensive Systems  
 

5-71

Details for the inputs to be used and the expected output results to be obtained for the 
application of each procedure step for the combination of the techniques shall be factual not 
be based on opinions nor results biased towards any particular result. 
 
Verification: All input data is well scrutinized at the beginning of the analysis. The 
procedure is only based on existing documents and information about the software product. 
All results are based on the failure modes and fault tree produced based on an existing and 
objective reference taxonomy of failure modes and fault tree.  

 
c) Availability  

o 

o 

o 

o 

o 

o 

Requirement 3:  
Each procedure step shall define details for any constraint limiting the usage of the method. 
 
Verification: Any constraint conditioning the usage of the techniques or the performance of 
any of the detailed steps is detailed above. 
 

d) Reliability:  
Requirement 4:  

Any step variation potentially affecting the results shall be defined. 
 
Verification: All steps are defined so as to get the complete fault tree followed by the 
definition of the respective recommendations for the faults removal. Steps are fixed steps. 
 

e) Affordability 
Requirement 5:  

FMEA tables and FTA trees can become tedious, large and complex. A step-wise approach 
shall be defined using limited set of the failure or fault taxonomies and following the 
different software life-cycle stages and the different components of the architecture of the 
software product. 
 
Verification: To be performed when defining the guidelines of using the method throughout 
the different phases of the development life cycle (detailed in Chapter 6 of this thesis). 
 

f) Meaningfulness of the results 
Requirement 6:  

Understandable, systematic and useful results to the responsible user of the results shall be 
provided.  
 
Verification: The results are defined in a report where all failure modes are identified and 
linked to their causes, and effects. The fault trees causing the above failures are detailed too. 
The systematic procedure of defining the fault tree, documenting the fault tree and detailing 
each basic fault (i.e. basic event) in a table together with the recommendation to remove it 
(per code module, detailing the correspondent variable, logic, etc). 
 

Requirement 7: 
Any software fault to be removed from the software product shall be clearly indicated. 
 
Verification: Each recommendation to eliminate a fault is defined at the same table row 
where the specific fault is identified referring to the code module or entity potentially 
causing it. 
 

g) Indicativeness 
Requirement 8:  
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o 

o 

o 

The results of applying both techniques shall provide clear indication about which part of the 
software under analysis shall be improved. 
 
Verification:  Each recommendation to eliminate a fault is defined at the same table row 
where the specific fault is identified referring to the code module or entity potentially 
causing it. 
 

Requirement 9: 
The software architecture shall be followed using the taxonomy fault tree corresponding to 
the different architectural components. 
 
Verification: When applying the SFTA technique, the software architecture is required to be 
followed using the reference fault taxonomy in parallel. 
 

h) Understandability of the technique 
Requirement 10:  

Guidelines on how to use the combination of both techniques to be applied for software 
specific failures and faults shall be provided.  
 
Verification: For both the SFMEA and the SFTA techniques within the SoftCare method, 
both the use of the input data from the software under analysis and the use of the failure and 
fault reference taxonomy are detailed in the procedure. 
 

Requirement 11:  
Guidelines on all the fault removal steps shall be clearly specified.  
 
Verification: Each fault removal step as defined in chapter 4 of this thesis is identified in the 
procedure. 
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6 Integration of SoftCare within the 
development process 

 

This chapter is intended to present a proposal for the integration of the SoftCare method 
within the development process in order to fulfil two of the requirements (requirement 5) 
about affordability mentioned in chapter 4. It introduces a generic software development 
process, intended to be adaptable to both any kind of software life-cycle, and to any 
functional and non-functional requirement implementation. This reference software 
development process includes the verification and validation processes. 

 

6.1 Software characteristics development process 

There are studies available in literature (e.g. [Gross95], [Lawson94]) presenting a generic 
reference software development framework that provides usability, cost/benefits and 
advantages for the engineering of computer-based systems. This reference development 
framework is a three dimensional framework based on: the process, the architecture and the 
technology axes for the engineering and verification of any computerised/software-driven 
systems. 

Before detailing how the SoftCare fault removal method (technology axis of above 
development framework) can be integrated within the development process (process axis) 
of embedded software products (architectural axis) in particular, and to put it into 
perspective, the software development process should be introduced first for both functional 
and non-functional requirements or characteristics. 

No different to functional requirements, non-functional requirements or characteristics 
allow multiple implementation strategies, which often are inherently multidisciplinary. 
Some strategies involve adoption of and adherence to specific implementation rules. Others 
demand the use of compliant infrastructures. Others entail the use of domain-specific 
architectures. Others require a combination of those. To any rate, the implementation 
strategy designed to satisfy non-functional requirements needs to be planned well in 
advance and needs adequate support. These provisions further require system-level 
understanding and analysis because requirements from different origin may occasionally 
generate conflicting needs, which are resolved with the ‘system hat on’ [Boehm96]. 

The implementation of non-functional requirements is difficult to verify and validate. 
Inherent technical limitations and genuine technical difficulties tend to reduce the capability 
and the coverage of the support infrastructure. Too many different scenarios to test, too 
many different input combinations for the functions and characteristics to verify, compel 
the developer to prioritise the limited set of tests to perform with the budget and timing 
constraints for each project.  

Unfortunately, however, international standards and the literature still do not incorporate a 
systematic process(es) to engineer, verify and validate characteristics (a starting step is the 
one provided in [Goble98] for programmable electronic computers) . This implies current 
situation that the characteristic-related processes, for example, which have a distinct 
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domain-specific birthmark (notably safety from nuclear and avionics) are still being 
perceived as too domain-specific to make generic reference model or generic life cycles. 
But, in fact, the exponential software penetration of commerce, banking and 
telecommunication services makes public and private interest demand the addition of 
specific characteristics (e.g. performance and usability) into the set of crucial acceptance 
criteria.  

In the future ISO12207 [ISONEW12207], a new software process is defined, included in 
the category of primary life-cycle process (to be performed by both the customer in the 
Acquisition process and by the supplier in the development set of processes). This process 
is called Product Evaluation and it is intended 'to check the quality of intermediate products 
against a defined criteria that indicates the achievement of desired end item performance 
and quality'. It is argued however that the purpose of this process is still limited: 

a) It is only defined to evaluate not to engineer the quality characteristics (which 
includes safety), 

b) It is only for software and not for systems; 
c) It is defined to follow the ´Guidance for performing software product evaluations'  

[ISO14958]. This means that [ISONEW9126] with the software quality 
characteristics (which [ISO14598] is based on) will be the basis for this process 
and: 

d) it contains the safety characteristic as a software 'quality in use' metric, but still 
mentioned as a topic that needs further study,  

e) in any case, it is planned as a numerical calculation based only on other so-called 
'external metrics' and there is still no prove about the relationship between 
quantitative values and the final software safety and reliability characteristics. 

f) lots of detailed metrics are presented, which however still lack maturity, limit range 
of values, etc. 

 

The state of the art in quantitative measures for both the definition and for the verification 
of these characteristics has vast room for improvement. Expectedly more effort will be put 
in these ISO JTC1/SC7 working groups (WG6 and WG7) to influence the acceptance of the 
incorporation of these property-related processes. 

In this thesis a standard process applicable to any characteristic is defined here below, 
pointing out where and how the software fault removal techniques should be used and 
finally how the SoftCare method could be integrated within this process. 

Can this process be the same as those used for the implementation of functional 
requirements? What could be the best way to facilitate the proper definition, 
implementation and verification of these characteristics from the management standpoint? 

These characteristic development processes are defined herein as consisting of several 
activities (primarily concerned with planning, engineering and verification) to perform 
either in parallel to or in conjunction with the functional requirements development 
processes. 

Although there is nothing precluding full integration of functional and non-functional 
requirements processes, the need to preserve the independence of the responsibility line 
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(and often that of expertise) involved by the processes, suggest keeping some separation 
between them. Preserving the independence of an activity or a process is also an effective 
way of sanctioning its importance. Mingling safety responsibilities and concerns was in the 
past the cause to several catastrophic accidents. The recognition of the ‘human factor’ 
contribution to this phenomenon prompted the definition of specific development 
requirements on the independent verification of safety characteristics. 

A parallel approach for the development and verification of characteristics might be 
beneficial in two distinct respects:  

a) It spreads out the engineering and verification effort more evenly (hence better) 
across the life cycle. 

b) It helps detect problems earlier in the life cycle, thereby making them easier to 
solve. 

Having a parallel process for each characteristic however is definitely not realistic, not 
affordable and manageable on account of the increased complexity. Integration within 
‘nominal’ processes is therefore desirable (and even necessary) for some characteristics 
(especially for the low-level ones and for some external ones such as, for instance, 
‘portability’) but separation and parallelism should be preserved for the characteristics with 
greater impact on the system. 

In order to formalise the process designed for the implementation of software 
characteristics, the standardized format for reference process descriptions defined in 
[ISO15504] will be used, which requires to provide: 

the name of the process; 

a statement of the purpose for executing the process; 

a list of outcomes of (i.e products resulting from) executing the process. 

A process is sub-divided by collating the functions of it more cohesively into groups called 
activities. Each activity always follows the PDCA (Plan-Do-Check-Act) philosophy, the so-
called ‘Shewhart cycle’ [Noguchi95]. The PDCA cycle, even if originally intended to 
introduce the concept of continuous process improvement, fits our purpose here in so far as 
it can be used to prompt, guide, and control iterations within a process and across processes 
in a wider scope (cf. our adapted cycle in Figure 24).  

In its original definition [Noguchi95], the cycle begins with a plan for improving an 
activity. Once the improvement plan is completed, the plan is implemented, the results are 
checked, and actions are taken to correct deviations. In this thesis, this cycle is adapted to 
the definition of the activities of a life cycle process. For our ‘process cycle’, therefore, any 
process begins with a plan or strategy definition for the execution of the concerned 
activities (plan process). Once the plan definition is completed, the plan is executed, which 
entails the execution of the engineering activities of the process (engineering activities). 
Results are then checked, which corresponds to the execution of specific verification 
activities, and actions are taken to correct deviations, in which case the cycle is repeated 
(improve process). If the implementation produced the desired results, actions are taken to 
make the product ‘change’ permanent.  
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Figure 24. 

In view of this, one could formally define the software characteristic process as follows: 
Process-set Name: Software Characteristic Process. 
Process Purpose: The purpose of the software characteristic process is to implement the characteristics 
derived from system level requirements and constraints and to verify that each software work product 
and/or service of a process properly reflects those characteristics and, consequently, the originating 
requirements and constraints. 
Process Outcomes: Successful implementation of this process will result in: 

1. The definition of a software engineering and verification strategy (Plan). 
2. The execution of required characteristic-related activities (Do). 
3. The identification and removal of defects from software work products (Check and Act). 

 

Engineering 
activities 

Verification 
activities 

Improve 
process 

Plan process

Analysis 
results

Successful 
results

 Process 
Plan 

Evaluation 
results 

Proposed 
changes to plan

 
PDCA process 

The above PDCA cycle may apply for each stage for each characteristic. The processes 
concerned with top-level external characteristics could proceed in parallel to the functional 
requirements development processes, which is more or less what currently happens for 
characteristics like safety and reliability. For lower level characteristics, instead, it is 
recommended to integrate them within the functional requirements development process. 
Each software ‘stage’ should thus proceed across the Plan-Do-Check-Act cycle for each 
applicable characteristic, as for each ‘nominal’ development process. 

Following what is defined in [ISO15504], for the detailed definition of each process, the so-
called indicators of process performance should be defined too. As in the reference process 
model, and in order to help in the evaluation of the level of performance of each process, 
these indicators will follow the same strategy as in Part 5 of [ISO15504] which is a Guide 
(not a normative standard) presenting a sample assessment model. The indicators defined in 
this guide are: base practices, work outputs and their characteristics.  

A Base Practice is defined as an activity that addresses the purpose of a particular process 
[ISO 15504] (a similar definition can be found in [CMMI]). The base practices are defined 
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as the 'what' should be done without specifying the 'how'. So, the base practices for each of 
the processes of the Software Characteristic Process are as presented below, following the 
ideas presented in Figure 24 about the PDCA approach: 
 
Base Practices: 

BP1: Develop strategy. Develop a strategy specifying the both engineering and criteria for verification 
of all required work products for the development of the characteristic into the software product 
(Plan). 

BP2: Conduct characteristic engineering activities. Implement identified engineering strategy 
according to specified strategy (Do). 

BP3: Conduct characteristic verification activities. Implement identified verification to the identified 
work products according to specified strategy (Do). 

BP4: Determine actions from verification results. Analyse problems found in both the engineering and 
verification and determine action to solve the problems (Check). 

BP5: Track actions for verification results. Track status and results of actions for correcting problems 
identified. The results should be made available to the customer and other involved organizations 
(Act). 

Figure 25 portrays an example of the interaction between the engineering of software safety 
and reliability  (i.e. criticality) characteristics and the different software stages of the 
functional requirements development processes under the extreme assumption that all the 
concerned engineering and verification activities to be performed in parallel. This extent of 
parallelism might suggest effort duplication for each characteristic to implement, but 
characteristics are of course significantly less than the functional requirements. In fact, all 
that the diagram in Figure 25 wants to emphasize is the need to carefully plan the 
engineering of every characteristic applicable to the project. 
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Figure 25. 
 

Criticality development stages versus functional reqs. development stages  

Each functional requirements development stage has its corresponding verification 
activities (boxes in grey in Figure 25) intended to ensure that they have been built as 
specified. In turn, regarding the engineering and verification of the criticality characteristic, 
both engineering (boxes in light grey in Figure 25) and their correspondent parallel 
verification activities are defined for all development stages. 

The detailed workflow of the software engineering process model is quite large to be 
represented diagramatically and details can be found for example in [Becker97] or in 
[PMOD] for the software development standards for space applications. Appendix D 
provides details about the formalism used for the modelling of these software processes, 
based on [PMOD]. In figure below a sample of the overall development stages are shown 
for the design and coding stages. 
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Figure 26. Sample of software criticality process vs. development process   

Above Figure 26 a) shows the design and coding stages with two added triggers. The 
triggers                                                 correspond respectively to parts b) and c) of the figure that represent the safety 
and reliability characteristic processes for these two development stages. Parts b) and c) of 
the figure originates the trigger, and a) is the controlled part which receives them. 

These triggers prompt activities aimed to:  

- confirm preliminary results after input consolidation, and after conducting the 
criticality engineering tasks; 

- revise the results after the criticality verification; 

The need for dedicated parallel processes has been fully recognized for top-level 
characteristics such as safety and reliability. The same has not occurred yet however for 
other characteristics (such as, for example, performance, portability or maintainability) that 
are equally important to the success of the system, but that are perhaps not equally visible to 
the user. 

Low-level or internal characteristics need to be carefully planned for and controlled for the 
success of the project too. Let us now consider an example of these internal characteristics, 
namely real-time performance characteristics such as ‘predictability’, which is becoming 
increasingly important in a variety of application domains. These characteristics are not 
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Figure 27. 

precisely defined at the start of the development since they depend on the technology and 
software architecture, but they should become crucial for developers at implementation 
phases, since the operability of the software product depends on them. Full understanding 
of the need for well-defined engineering and verification processes for these low-level 
characteristics is slowly emerging. [Vardanega98] and [ECSS] discuss the development of 
real-time space on-board systems. Figure 27 represents the view promoted by the cited 
references by depicting the main real-time activities in relation to the nominal engineering 
ones. As referenced in [Falla97] timing constraints are a constituent of most control 
systems, and in most safety-related systems the ability to meet specified times will affect 
safe operation. The characteristic related processes are drawn as ‘parallel’ processes only 
for planning and clarity reasons, but they may be integrated with both the ‘nominal’ ones 
and the other characteristic ones once their detailed planning is defined for each project.  

Real-time engineering versus ‘nominal’ engineering  stages 
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The integration of the whole range of characteristic-related processes within a system 
development, and thus within all of its sub-systems, is undoubtedly a complex N-
dimensional issue, which inevitably present significant management challenges (c.f. Figure 
28) [Rodriguez01-2].  Each characteristic is represented by a different a filled-in coloured 
box together with its correspondent verification activities (always in grey) and to be 
developed in parallel to the functional requirements development stages. 
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Figure 28. 
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6.2

There is considerable cost and risk associated to the control and co-ordination of multiple 
lower level developments. Exceeding management complexity may jeopardize the quality 
and the success of the project. This challenge is tackled by proposing project managers the 
above: (1) set of standard parallel processes specifically related to critical characteristics; 
and (2) the integration of engineering and verification of other characteristics into the 
functional requirements development processes. 

The scheme outlined above should facilitate the planning of characteristic-related processes 
and their execution in concurrency with each software life-cycle process. Systematically, 
following the adapted PDCA approach for each characteristic to implement, the plans for 
each software stage need to have defined: 

a) Methods, tools and techniques to be used for both engineering and verification of 
the concerned characteristic at every software stage  

b) Human resources, including special skills or required organisation support (e.g. 
independent teams, certified laboratories).  

c) Schedule and duration. 
d) Detail of lower level activities (if applicable). 

As all the above items are duly planned for each activity, one can identify and plan the 
project needs as well as identify risks and assess them.  

The availability of enabling technology determines the level of performance and the extent 
of implementation achievable for characteristic processes. Compromises may be needed 
when competing or conflicting characteristics pull the development toward different 
engineering directions. 

Each development stage will inevitably bear its own share of problems arising in relation to 
the implementation of individual characteristics. By identifying them in advance one can 
(hope to) better control and manage the project. There are many instances of problems that 
might arise at specific stages of software projects when planning for the implementation of 
the different characteristics. All missing answers still obviously constitute potential project 
hazards, but by being known problems, they should be considerably smaller and more 
controllable than otherwise. 

In the following bullet i) mentioned above is detailed: methods, tools and techniques for 
both engineering and verification of the criticality characteristic at every software stage. 
This means that the following paragraphs present how to use the fault-handling techniques 
within each software safety and reliability characteristics development stage. Later on, how 
SoftCare (the new software fault removal method defined in chapter 5) is integrated within 
these development stages will be presented.    

 

 Software safety and reliability development process 

From above, the detailed PDCA cycle for safety and reliability characteristics parallel 
processes need to be defined at each software stage (as presented in above Figure 25) 
detailing how fault tolerance, fault prevention and fault removal techniques are modelled.  
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Figure 29 represents where are each of these techniques used within the safety and 
reliability development process. 

� Software fault tolerant techniques affect the architecture of the final product by 
using specific methods and techniques as part of it. Figure 29 reflects this by 
drawing the software fault tolerant techniques as a ‘engineering’ box and the arrows 
pointing at the design and coding engineering stages. Software fault tolerant 
techniques are used within the activities corresponding to Base practice 2 identified 
above in the Software Criticality process: BP2: Conduct criticality engineering 
activities.  

� Software fault prevention techniques, aimed to prevent the occurrence of software 
faults, comprise groups of methods and techniques such as sub-set of coding 
standards, specific methods and tools, etc. These techniques are used within the 
development process to prevent making mistakes when developing the software 
product (as for example in [WO12] and international standards - as in [IEC61508], 
[ECSS], etc.).   

These techniques influence only the engineering processes, as shown in Figure 29 
since these methods, techniques and tools are for the engineering of the product, and 
not for its verification. They are techniques used within the activities corresponding 
to Base practice 2 identified above in the Software Criticality process: BP2: 
Conduct criticality engineering activities, as the above mentioned software fault 
tolerance techniques.  

� Fault removal techniques imply the use of methods, techniques and tools at the 
verification processes, this is the reason why in Figure 29 they point at the 
verification activities. They are techniques used within the activities corresponding 
to Base practice 3 identified above in the Software Criticality process: BP3: Conduct 
criticality verification activities. As already mentioned in previous chapters, the 
focus of this thesis are these ‘fault removal techniques’ which are necessary to both 
support the implementation and verification of safety and reliability of embedded 
software product, as well as to optimise the use of the other fault-related techniques.  

 

In the following section the different techniques are depicted within the different processes 
of the software criticality development life cycle. The software criticality process is 
apparently simple if followed as drawn in section below concurrently with each software 
life-cycle process. However, and as a direct consequence of what is mentioned above, when 
considering all possible techniques, plans, resources needed to perform all these activities in 
parallel, the execution of this process seems not straightforward. In the following 
paragraphs, each of the software stages is analysed, detailing how fault removal techniques 
and more concretely, the SoftCare method, can be used and highlighting major difficulties 
with applying them within this process.  
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Figure 29. 

6.3

 

Legend: 

Functional  requirements engineering stages 

Criticality requirements engineering  stages 

Verification activities 

Software 
concept 

Verification 
activities 

Software 
criticality 
 concept 

Verification 
of criticality 

Software 
requirem. 

Software 
design 

Software 
coding 

Software 
integration  

and test 

Software 
validation

Verification 
activities 

Verification 
activities 

Verification 
activities 

Verification 
activities 

Verification 
activities 

Software 
criticality 
requirem. 

Software
criticality

design 

Software
criticality

coding 

Software 
criticality 
inte. and 

test 

Software
criticality 
validation

Verification 
of criticality 

Verification 
of criticality

Verification 
of criticality 

Verification 
of criticality

Verification 
of criticality

Software fault 
removal techniques

�

Software fault 
tolerant techniques 

�

Software fault 
prevention techniques 

� 

Software fault-related techniques in perspective  

 

 SoftCare in the development process 

By understanding when in the development process and how SoftCare can be used, in 
relation with other software fault removal techniques, a repeatable and useful new method 
can be defined to clearly complement this yet weak process of implementing and verifying 
both safety and reliability characteristics into any embedded software critical product. Each 
software development stage is analysed providing details about how to use the SoftCare 
method. 
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Figure 30. 

First of all the concept of desirable and undesirable behaviour of any system or software at 
each development stage in relation to the criticality characteristic implementation need to 
be introduced. Following that, the integration if the SoftCare method in the development 
process can be detailed.  
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System safety requirements should be based on the definition of the system behavioural 
space (see Figure 30 below). This behavioural space is composed by: desirable space and 
undesirable space. Safety and reliability analysis especially focuses on the ‘undesirable 
behaviour space’. The complete ‘system behavioural space’ is very difficult to fully define 
[Voas99] [Rodriguez99]. In some cases, it may be even incorrectly defined, leading to 
inappropriate decisions. The definition and analysis of this behavioural space shall receive 
attention early in the system (and later in the software) life cycle, and this is necessary to 
guarantee success in correctly implementing safety and reliability characteristics. 
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Once the system level hazards and potential failures (undesirable behaviour space for the 
system, (corresponding to the grey box at the top level � part of Figure 30) have been 
identified through system analysis, then they should be controlled, reduced or eliminated 
through its design and decomposition into different subsystems and/or through its 
operations [Leveson95]. This design and/or operations details are translated into lower level 
sub-system requirements and/or development constraints. Developers perform a system-
level criticality analysis at the system design stage to ensure they meet safety and/or 
reliability requirements. Applying these analyses to the system design should demonstrate 
that, for example, requirements like ‘no single failure or operator error shall have critical or 
catastrophic consequences’ [ECSS]. If needed, developers can revise the system design to 
have completely redundant subsystems, a physically independent checking and monitoring 
subsystem, or some implementation constraints. This process means applying system failure 
and hazards removal techniques to recommend the use of other failure tolerance or 
prevention techniques at the system design stage (corresponding to the software conceptual 
stage). 
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Figure 31   Techniques at the requirements stage 

a) the inherited upper level system´s desirable behavioural space (white part of bottom 
left box of Figure 30), 

b) any monitoring or safety device derived from the system space, specially the control 
of the undesirable behaviour space(white part � of bottom right box of Figure 30).  

The undesirable behavioural space for any sub-system stage corresponds to: 

a) Errors performed when implementing the system´s desirable space (grey part � of 
bottom left box of Figure 30) 

b) Errors performed when implementing the control of the system´s undesirable space 
(grey part � of bottom right box of Figure 30) 

Safety and reliability deal with failures and faults, therefore they deal with the above 
undesirable behavioural space (all grey boxes of Figure 30), at each life cycle stage. 

Software fault removal techniques are intended to analyse this undesirable behavioural 
space and recommend techniques to remove faults (or recommend techniques to prevent 
and tolerate still potential faults at the starting stages) at all software development stages.  

Each of the software development stages is detailed below presenting how and when the 
SoftCare method should be used to control the software undesirable behavioural space.  

 

6.3.2 Software concept 

The software concept is derived from system requirements. The derived subsystem 
requirements should refer to both: the of assigned system functional requirements plus other 
functional requirements for the implementation of system level hazard control techniques 
(desirable behaviour space, corresponding to two white boxes at the lower part of Figure 
30) and the control of its own undesirable behaviour space (control, elimination, reduction 
of its own failures, corresponding to the two grey boxes at the lower part of Figure 30). To 
verify how software own failures are controlled software fault removal techniques are used 
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(see grey arrow in figure 30), and prevention techniques could be used to avoid faults at 
further stages. 

An example of these system and subsystem requirements definition could be a critical 
embedded software part of a command control system (e.g. of an aircraft, or a satellite or an 
automobile). When urgent system recovery actions are needed from the operator, when the 
system is in a critical state, say, stopped in safe mode, the diagnosis and eventual reparation 
of the problem are quickly required. Therefore, internal status information should be 
available to the operator to know the origin of the problem. Internal monitoring 
requirements should be then defined per subsystem. Embedded software is not directly 
visible to the operator but only through sensors and signals of the hardware in which it 
operates. But the visibility of embedded software that accesses and controls hardware 
devices, is also important. Software observability3 requirements should describe the amount 
and kind of observability data to be available to the operator for these urgent recovery 
actions. All these observability requirements refer to the desirable behaviour space of the 
software, corresponding to system safety mechanisms to control this upper level undesirable 
space (they correspond to the white part of the lower right box of Figure 30). But reduction, 
tolerance, prevention techniques should be defined to control potential failures of these 
observability functionalities of the software (corresponding to the grey side of the lower 
right box of Figure 30). 

But what concerns this thesis is how to use SoftCare to both: 

a) verify the ‘non desirable behavioural space’ is controlled at this concept stage and  

b) aid optimising the usage of other fault tolerance and elimination engineering 
techniques at later stages 

How to use SoftCare at the conceptual stage 
 Of the two step-wise techniques part of SoftCare only the SFMEA technique could be used at this 
stage. The conceptual requirements are analysed and potential top level events based on the functions 
can be defined. Recommendations could be defined with the objective to detail constraints and lower 
level software requirements for the following development stages, such as software fault tolerant and 
prevention techniques to be used. 

 

6.3.3 Software Requirements 
 

3 It is a design decision to ensure that errors detected in the computer system and in the embedded software 
may be perceived by the user. For this, the system shall feature a good observability characteristic. It is worth 
noting that a failure observed by the user may have not been detected by the system because of a lack in the 
error detection technique. The data to achieve that could be: 

- error status, 
- functional data, 
- scheduling events, 
- system state (configuration, mode, etc.) 
- on-board logbook (mode changes, detected anomalies, reconfigurations, etc.) 

All these data must be time stamped and marked according to the viewpoint from which it is observed and 
located to identify their origin to facilitate fault recovery actions. 
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Some of the hazard and/or failure controls at system level can be defined as pure software 
functions, and so be specified in terms of software requirements. They could be defined as 
software functional requirements, or as any other kind of constraint requirements for the 

development of the 
software product. 
Each system 
function is assigned 
to one or more sub-
systems, which 
means an 
assignment of its 
criticality class too. 

The software 
criticality class is 
used to determine 
how the system risks 

will be controlled through the identification of what requirements (from the applicable set 
of standards) must be applied to software and the specific software engineering process, in 
order to gain a level of confidence in the software that is commensurate with its role 
relative to the generation or avoidance of system risks [ISO15026]. This set of requirements 
is related not only to product requirements, but in most cases, to constraint requirements: in 
essence they specify additional activities (to both software engineering and software 
verification) to perform while the sub-system or software is implemented, or methods, tools 
or techniques for the performance some activities (as fault prevention and tolerance 
techniques).  
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Figure 32   Techniques at the requirements stage 

Arguably, most of the major software faults are originated in badly specified software 
requirements [Leveson95]. Software design errors may be linked to wrong or incomplete 
Software specifications resulting from higher system design errors (which are difficult to 
discover). Techniques to help correctly derive software requirements from system level 
requirements are a major area of research.  

Requirements engineering is the initial process of the software life cycle. It consists of: (i) 
collecting the various requirements on the software, including functional needs and non-
functional concerns about quality, performance, costs and so on; (ii) precisely specifying 
these requirements; and (iii) evaluating if they are correct and feasible. This process is 
critical, because a variety of errors can be introduced at this early development stage that 
may negatively influence the subsequent development process and the quality of the 
resulting software product.   

Most current requirements engineering methods (shown in Figure 31 as software fault 
prevention techniques) are limited, however, since they are highly restricted in scope and 
provide very little support for capturing non-functional requirements and information about 
the environment in which the software will run (for example techniques like: [Nasa001], 
[Booch99], [Pressman01]). In the example presented above about the observability issues 
for critical embedded software, in addition to the definition of both desirable and non-
desirable behavioural space requirements, other issues closely linked to embedded software 
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need to be carefully taken into account, like the constraints imposed by the computer such 
as the bandwidth allocation, the overloading of the processor, etc. It must be noted that the 
observability requirements might go against the performance requirements (computer 
throughput, etc) therefore it is required to perform trade-off analyses to optimise the 
implementation of all characteristics within the sub-systems and especially within 
embedded software. More work is required in this overall requirements engineering area to 
ensure a complete and a consistent set of requirements. 

The set of safety and reliability requirements derived from system level requirements 
though a subject still under research [Falla97] relates to either: 1) the process, where the 
process-related requirements relate to constraints or requirements to the activities, 
resources, personnel and timing aspects for the software development. 2) the technology 
related requirements dealing with the methods, tools and techniques to use throughout the 
development process and/or within the product (and they correspond to other fault 
prevention and/or tolerance techniques),  and 3) the architecture, where they correspond to 
product-related requirements. 

Software criticality requirements should refer to the requirements related to the undesirable 
behaviour space for the software, corresponding to the two grey boxes at subsystem level 
presented in Figure 31 above). 

To have a complete set of software criticality requirements, in addition to the ones directly 
defined at system level, the undesirable behaviour space shall be defined for each software 
product using software fault removal techniques. Based on their results, the requirements on 
software fault prevention, tolerance, and removal are captured which apply to this same 
phase or at later development phases. Software fault removal techniques are used: 

a) To verify that missing or wrong criticality requirements in relation to inherited 
system requirements: techniques such as traceability analysis could be used for this 
purpose. 

b) To verify how undesired software behavioural space is controlled, where methods 
like SoftCare could be used. The use of methods such as functional analysis or 
criticality analysis, are commonly required (as required by [ECSS]). This criticality 
analysis is often performed by the execution of a Failure Mode and Effects Analysis 
(FMEA) at requirements level and this is what is recommend to use ([DEF-
0055/56] [EN50128], etc.). Other techniques such as algorithm analysis, data flow 
analysis, control flow analysis, interface analysis, etc. mentioned in the literature 
and international standards (for example by [IEC61508]), can be considered as 
supporting techniques used to represent the requirements from different 
perspectives to cover all potential software failures. They are difficult to use at this 
requirements stage since that detail information of the software product is not 
available yet from software developers.  

But what concerns this thesis is how to use SoftCare: 
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How to use SoftCare at the software requirements stage 

As for the concept stage, we can only apply the SFMEA technique of SoftCare at software requirements 
stage, using the software failure modes we propose in the taxonomy in Appendix B, we can identify:  

(i) potential software failure modes (so-called faults when analysed at upper levels), identifying the 
criticality of their effect at system level (step 1 – detection),  

(ii) their causes (potential causes should be identified based, at this level, on the same set of 
requirements identified based on the user-level software) (step 2 – isolation) and  

(iii) system hazard  mechanisms exist to control, eliminate, isolate them (step 3 – recovery). These 
recovery mechanisms should be defined as software fault prevention, fault tolerance, fault 
removal techniques for use at further development stages. Some of these techniques could refer to 
fault prevention techniques for use at this same requirements stage, such as specific methods to be 
used to represent and define the software requirements (see Figure 31 above). 

6.3.4 Software design and coding 

Software design constraints are derived from the system safety and reliability requirements 
that should apply to the software architectural design activities to fulfil the requirements for 
the defined level of criticality. The state of the art in designing devices and procedures to 
eliminate and/or control/tolerate software system hazards and software failures is still to be 
improved. For example, diversification, exception handling, error recovery techniques to 
use, to ensure its safety, etc. are techniques often required and recommended (for example 
by standards like [IEC61508] or [ECSS]). Questions like: how does N-version 
programming as a fault tolerance technique relate to the different software integrity levels 
(based on the requirements)? Some existing standards require and/or recommend the use of 
specific design and coding constraints [IEC61508], [DO178B], [ISO15942], others focus 
more on formal description techniques [DEF0055]. The problem is not only that standards 
differ from each other, but also that each application domain might need to systematically 
gather and process domain data to accumulate enough historical perspective on the value of 
using these methods. Despite of the fact that conclusions are still not definitive about the 
their use in the different contexts and application domains, that they require further 
validation of both their usability and their relationship with the safety criticality level, the 
use of software fault removal techniques to analyse the design stage to verify how effective 
they are, will serve to optimise their use. 

In turn, coding constraints should be derived as well from the software safety requirements 
and design stages. Some standards exist that require the use of safe sets of coding standards 
[ISO15942], [MISRA98], [NRC96] and again, despite not much experience of applying 
those standards exists as yet, and further validation through their use is needed the use of 
software fault removal techniques to analyse the design and the code to verify how effective 
these techniques are used will serve to optimise their use. In addition, issues like the use of 
these language sub-sets when automatic code generation tools are used, or whether the final 
code is really produced using these sub-sets and it is verifiable or whether the final code is 
maintainable (for long operational periods) are subjects of active research.   
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Figure 33. 

Techniques, tools and methods applied to design and code safety and reliability 
requirements may considerably reduce the errors in the software product.  
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In the construction and definition of the software design, including the identified software 
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a) Missing or wrong design and/or code implemented in relation to the applicable 
software requirements to implement: generic methods as traceability analysis could 
be used for this purpose. 

b) Control software’s own undesirable behaviour at these stages. Various techniques 
are identified to use at this stage, such as: algorithm analysis, data flow analysis, 
control flow analysis, interface analysis, etc. They can be considered as supporting 
techniques used to represent the requirements from different perspectives to cover 
ALL potential software faults as defined in Appendix B.  

The main question to answer here is when and how the SoftCare method can be used at 
these stages. 
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How to use SoftCare at the software design and coding stages 
 
Again the taxonomy presented in Appendix B isd to be used for the systematic and complete coverage application of 
the techniques of SoftCare as detailed in Chapter 5. By applying SoftCare at these two stages consecutively, one can: 

(i) re-verify the potential software failure modes (so-called faults when analysed at upper levels), 
identifying the criticality of their effect at system level (step 1 – detection), defined at the 
requirements stage (SFMEA technique), 

(ii) refine their causes (potential causes should be identified based, at this level, now based on the design 
and so on the applicable top-level software faults). This refinement is proposed to be performed to the 
lowest level (code) by using the SFTA technique, in a top-down approach, using the fault types 
taxonomy of Appendix B (step 2 – isolation) and, 

(iii) if a potential system hazard, mechanisms are identified to control, eliminate, isolate them (step 3 – 
recovery). These recovery mechanisms should be defined as recommended software fault prevention, 
fault tolerance, fault removal techniques to be used to re-engineer the product before further stages are 
performed. Some of these techniques could refer to fault prevention techniques to be used at this same 
requirements stage, such as specific methods to be used to represent and define the software design 
and/or the use of safe-subsets of coding languages, etc (see Figure 33). 

The design, including or not the fault-tolerant techniques, is the input to this fault removal method. Only 
the design components implementing the top level events potentially causing critical software failures (
identified in step (i) above) are analysed. Analysing the design might become a difficult task for software 
engineers since they do not describe minimum set of information to aid in these analyses. Existing methods 
might be combined to allow representing above bullets for the description of the design. When the used 
methods do not provide means to represent a specific view of the design, it is postponed for later 
development stages when is often too expensive to overcome deficiencies. The software design for 
embedded applications should describe [ECSS]: 

as 

To complement this information, and to facilitate the performance of these analyses, data flow diagrams 
and control flow diagrams should be part of the design information (as recommended for the analyses at the 
requirements stage and as techniques recommended by several international standards).  
The faults to be considered at this stage are the ones referring to all aspects relating to the interfaces and 
building problems. So, faults belonging to ENV, BSW, IF and BUI should be used at this design stage.  
To complete the SFTA analysis, the code, defined in a compilable language, should be analysed, module by 
module, considering ALL remaining software fault types identified in the taxonomy, following the order 
specified in Appendix B (for completeness reasons). Therefore, here, in addition to the design related 
faults, the faults internal to each module or procedure should be considered, which are: calculation CAL 
faults, the data fault DAT, and the logic faults LOG. 
 

o the static architecture (decomposition into software elements such as packages and classes, defining 
their interfaces), 

o the dynamic architecture (which involves active objects such as threads, tasks and processes), 
o the mapping between the static and the dynamic architecture, and  
o the software behaviour. 

 

6.3.5 Software integration, test and validation 

As already mentioned above, at early stages, when developing the system and subsystems it 
is necessary to determine if mistakes were made in the construction of the system. This 
thesis supports the idea that static safety and reliability-related verifications should be 
performed in parallel to the software development phases to verify that no mistakes are 
made when developing it. All undesirable behavioural spaces should be under control 
(eliminated if they can cause a catastrophic hazard in the system, otherwise reduced and/or 
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controlled to an acceptable level). Constraints can be derived from these verifications for 
application in the successive software development phases. (Note: these constraints may 
vary, not only depending on the software life cycle development phase, but as well, 
regarding the criticality class of the software product and regarding the nature of the 
software product, e.g. COTS, etc.). But it at these later stages when real execution of the 
software product can show how both desirable and undesirable behavioural space have been 
implemented. 

After the design, coding and integration stages, tests should be performed to dynamically 
ensure all constraints and requirements related to safety and reliability (so to dynamically 
verify how the undesirable behavioural space of the final software product is controlled). 
The criticality verification should not be only left to testing which is not sufficient to verify 
these characteristics [Leveson95]. For embedded applications special activities should be 
performed when integrating on the target hardware. Some of the requirements may not have 
been verified because of limitations in the test environment used for the software testing 
itself [Whittaker 00]. These requirements must be tested when the software is integrated 
within the final hardware and at a black box level. Specific testing facilities may be 
developed for the final integration and validation of the embedded software, but still 
developed in an ad hoc basis and not suited for the verification of all those non-functional 
requirements that could not be verified in earlier development stages. The verification and 
validation of safety and reliability characteristics at this late stage is very difficult to 
perform by testing only. Therefore, again other analysis methods are needed and the 
SoftCare method could be used to complement the testing activity and support the 
verification of safety and reliability characteristics. 

How to use SoftCare at the late testing and validation stages 
 
Again we propose to use the taxonomy presented in Appendix B for the systematic and complete 
coverage application of the techniques of SoftCare. By applying a combination of SFMEA and SFTA 
consecutively as defined in chapter 5 and as defined above for the software design and coding stages 
we can: 
(i) re-verify the potential software failure modes (so-called faults when analysed at upper levels), 

identifying the criticality of their effect at system level (step 1 – detection), defined at the 
requirements stage (SFMEA technique), 

(ii) refine their causes (potential causes should be identified based, at this level, now based on the 
design and so on the applicable top-level software faults). This refinement is proposed to be 
performed to the lowest level (code) by using the SFTA technique, in a top-down approach, using 
the fault types taxonomy of Appendix B (step 2 – isolation) and, 

(iii) if a potential system hazard, mechanisms are identified to control, eliminate, isolate them (step 3 –
recovery). These recovery mechanisms should be defined as recommended software fault 
prevention, fault tolerance, fault removal techniques to be used to re-engineer the product before 
further stages are performed. Some of these techniques could refer to fault prevention techniques to 
be used at this same requirements stage, such as specific methods to be used to represent and 
define the software design and/or the use of safe-subsets of coding languages, etc. 

 
How the taxonomy of failure and faults is used when using the SFMEA and SFTA techniques of SoftCare is used 
as explained in above sections for the requirements, design and then for the code. 
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6.4

��

o 

6.5

The use of the SoftCare method at these later stages can be the basis for accumulating 
historical data on the use of these methods in safety-critical systems. It can serve as support 
the final system safety and reliability assessments and this is needed to provide inputs to the 
safety demonstration of the system.  

 

 Verification and validation of requirements. 

Chapter 4 identified the requirements to be fulfilled through the definition of the guidelines 
for the integration of the SoftCare method within the life cycle stages. A verification of the 
requirement planned to be implemented by these guidelines is presented below: 

Affordability 
Requirement 5:  

FMEA tables and FTA trees can become tedious, large and complex. A step-wise approach 
shall be defined using limited set of the failure or fault taxonomies and following the 
different software life-cycle stages and the different components of the architecture of the 
software product. 
Verification: By applying the SoftCare method using a limited set of failure and faults from 
the taxonomy, and by limiting the use of the techniques to specific software stages, the 
complexity of the use of the method is reduced, and its affordability increased. Nevertheless, 
the use of a tool to automatize many of the steps of the method would increase its 
affordability much more. 

 

 Conclusion 

Traditional system safety and reliability analysis techniques such as FMEA (Failure Mode 
and Effect Analysis) and FTA (Fault tree Analysis) can indeed be applied to systems with 
significant software content to complement the dynamic techniques. SFMEA and SFTA are 
respectively a bottom-up and top-down techniques which are widely and successfully used 
in system analysis in different domains of application [Leveson93], [Lions96]. Both can be 
used for software from early development stages and both are necessary to analyse 
complementary aspects of the system. The former would help to establish the end effect of 
software failures in the system (very useful to identify potential hazards) and identify the 
most critical functions the software will implement. The second one, would help to analyse 
software behaviour from combination of lower level software decomposition and 
implementation, which is very useful to identify the root causes of those failures and to 
verify the proper implementation of the critical functions identified before. These 
qualitative safety and reliability verification process can be used as well as the basis for the 
comparison of the later operational failures and with the ones assumed in the analyses.  

These techniques should be used, however, with certain modifications as detailed in chapter 
5, in order to consider software specific properties, when using them at the different 
software development stages as detailed above in this chapter. These techniques are used as 
follows and as defined in the SoftCare method: 
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a) identifying potential failures of software critical functions at the level of the system 
in its operating environment,  

 
b) using an adapted form of SFMEA (Software Failure Mode and Effect Analysis) to 

analyse the effects of these failures on the system to identify critical functions. This 
adapted form consists in considering the list of software failure modes identified in 
Appendix B only at the requirements/functional level of the software product to 
identify the applicable software failure modes. The anticipated causes of the failure 
modes should then be identified, based in the top level fault types identified in the 
taxonomy defined in Appendix B. The severity of their effects is analysed in order 
to select those more critical for lower level/deeper analysis and/or to provide 
recommendations to control, eliminate or reduce their effects. 

 
c) using functional SFTA (Software Fault tree Analysis) to refine these top level 

causes of those critical failures/hazards into lower level software faults that can be 
caused by the software components from the design to the lowest code module 
levels. Again the taxonomy of software fault types is used to base this SFTA 
analysis, started from the top level events, analysing the hierarchy of software fault 
types as presented in Appendix B. From the analysis at lowest level, 
recommendations are defined to eliminate, reduce or tolerate this fault.  

 
d) all recommendations defined at the deep SFTA analysis performed should 

reconfirm/complete the recommendations presented at the SFMEA functional level. 

 

Chapters 7 to 9 will detail practical application examples to demonstrate most of the criteria 
set defined in chapter 4 through the real application of the SoftCare method following what 
is defined in chapter 5.  

The method is applied to two case studies, but at the end of the development process, which 
does not allow to demonstrate how it would be applied integrated within the development 
processes (detailed in  chapter 6). 
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7 Automotive domain case study 
 

This chapter in conjunction with next one, presents a summary of the case studies carried 
out in support of the validation of the SoftCare method presented in chapters above. Two 
critical embedded software products were selected from two different domains of 
application and were analysed using the method.   

This chapter presents the results obtained from the analysis of an embedded critical 
software product in the automotive domain. After introducing the main characteristics of 
the embedded real time critical software product in question, the results of the analysis are 
presented, by discussing how each step of the method were executed and by reviewing the 
main results thereof.  An analysis of the validation of the SoftCare method as it results from 
this practical experience is presented at the end of this chapter using the criteria introduced 
in chapter 4. Chapter 9 provides a more conclusive analysis of the validity of the method 
evaluating all criteria, including a comparison of the results from the two practical case 
studies.   No evaluation is performed about the integration of the method within the 
different software development life-cyle processes since the analysis was performed almost 
when the software product was finalized.  

 

7.1 Introduction of the automotive product 

7.1.1 Main functionalities of the software 

The item selected for the case study was a new electronic-based steering wheel software 
product for a novel system, which shall substitute the current hydraulic and mechanical 
steering wheel system presently used within the automobile industry. The two main reasons 
for the development of this new system are: 

a) Fuel saving, since fuel will be consumed only when the system is used and not at 
all times as currently with the hydraulic system. 

b) Cross product reuse (benefit to the supplier), since the software product will be 
reused for any kind of car by way of simple configuration instead of demanding a 
new design and development for every new car model off the manufacturing line. 

The main functionalities of the new system are: 

- To aid the driver in steering the automobile. 

- To provide monitoring support for internal health diagnosis 

This new system is a real-time safety critical system composed by several software-
controlled hardware components. The main interfaces of the micro-controller, which hosts 
and run the embedded software, are shown in below Figure 34. 
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Figure 34. 
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External interfaces of the steering wheel micro-controller 

These interfaces are: 

- Analogue signals: rotation sensor signals, steering wheel power signal, other 
(e.g. temperature sensor, etc). 

- Digital signals: Car central bus data (engine speed, steering wheel angle 
sensor), vehicle speed ignition line. 

The main outputs of the micro-controller are signals for the steering wheel control unit plus 
one hardware signal for the error lamp. The values of these output signals are determined 
using different algorithms combining the input signals that are constantly updated and read 
by the software (every 1 milisecond). 

From the safety standpoint, the major critical events that might occur and which are to be 
controlled by the embedded software product in the micro-controller are listed below: 

 
The software shall make sure that the steering support function at all times the car is 
running. The consequences of failing to do so are very severe since, on manual steering 
only, the manouvre is physically very hard for the driver, (the harder the higher the 
riding speed), significantly harder than with the traditional system. Hard steering is 
obviously hazardous. 

 
The software shall prevent the steering support from operating autonomously when the 
car is in motion. The consequences of this situation are prone to severe accidents, due to 
the possibility of contradictory steering manoeuvre commands with respect to the 
driver´s input.  

 
The software shall provide accurate data input values to the steering support system. 
Were even slightly inaccurate data values provided, the steering wheel may turn in 
excess or in defect of what the user needs or demands. This inaccuracy may have dire 
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��

consequences, especially on high engine speed, since small steers at high velocities can 
make the automobile turn too drastically. 

In order to accomplish these tasks, the design of the overall software functionality includes 
the following safety conceptual structure: 

Software safety function 1:  
A software error handling function is called by any software steering sub-function reporting 
any error found in calculated values, input signals out of boundaries, etc. These errors are 
evaluated on a 10-millisecond period. On erroneous data inputs, the software error handler 
provisionally substitutes the erroneous value by using default values or else it initiates 
alternative contingency measures. The error is recorded in an error table. When an error is 
considered severe, its record entry remains in the error table even if the main car engine is 
re-started, and in these cases the car does not start and there is no possibility to use the 
steering support unless the car is taken to the garage. 

�� Software safety function 2:  
A redundant calculation of selected steering values is systematically provided, at a 1-
millisecond rate for some critical functions and at a 10-millisecond rate for others. This 
redundant calculation is compared with the ones calculated by the full software functions 
and, in case this comparison is not OK, a major error is reported in the above error table.  

�� Software safety function 3:  
An independent hardware safety device checks the major errors reported by the software in 
the error table both on a 1-millisecond rate and a 10-millisecond one. In the event of: 
o 
o 

o 

Safety function 2 major error or  
internal error in the safety function 1 software error handler itself checked by this safety 
device  
software execution sequence error incurred on the periodic calculation of the data 
values.  

the hardware safety device switches the error lamp on and disables the steering system 
physical lines by either resetting the micro-controller, or cutting off the power lines, or else 
disabling the steering control electrical lines.  

7.1.2 Scope of the analysis 

The analysis focussed on four of the main top-level functions of the overall software 
product, including all the level-1 software safety functions. The nominal functions in 
question calculate the values provided to the steering control unit. 

The complete architecture of the system was also reviewed, including the basic software 
components providing low-level functions such as: reading and writing to common 
memory, mathematical functions and the scheduling architecture controlling the activation 
of software tasks. The source code files implementing the above mentioned functions were 
analysed to the lowest level variables and functions. 

The table below summarises the characteristics of the software product in keeping with the 
structure outlined in chapter 5: 

 
1. Site identification  Name of company: - not to be disclosed in this thesis report- 

2. Service function  Surface transport – automobile 
3. Digital system identification  Name of product: - not to be disclosed in this thesis report- 
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4. Number of channels   1 hardware  micro-controller. No redundant hardware. 
5. Internal architectural details: In addition with what is explained in above section 7.1.1 the following 

information can be added: 
a) The Operating System used is adapted from a Commercial-Off-

The-Shelf (COTS) tool. 
b) There are two equally functional Math libraries incorporated 

(compiled) into the code: one in C and the same one in its 
Assembler version. 

c) Software Off the Shelf (OTS) product used to interface with 
RAM and ROM. 

6. Computer language ANSI C and Assembler 
6a. Size of developed source code. Total statement lines of code analysed excluding comments: 12.655  
6b. Fraction of non-developed 
code  

Unknown. 

7. Development methodology and 
tools  

In addition to the COTS tools part of the product, the following tools 
were used for the coding phase: 

- Green Hills C compiler system: cross compilation system 
- Borland C compilation system: host compilation system  
- Manually inspectioned coding rules 

8. Test methodology  Unit test performed by each source file developer. Still being 
performed at the time of this SoftCare method analysis 

No visible nor documented software-software integration test but a 
quick test is performed before each delivery of software 

System test at target processor: no test coverage measured 
9. Independence of V&V  No Independent Software Verification and Validation 
10. Maturity of design (applicable 
to pre-operational systems only)  

Completely new design 

11. Maturity of system (applicable 
to operational systems only) 

Completely new system 

12. Maturity of installation 
(applicable to operational systems 
only)  

Not yet installed at the operational hardware. Only very early 
prototypes are installed and they seem to operate as expected. 

13. General development process 
life cycle. 

No formal software process life cycle was followed nor all the work 
outputs produced. 

 

7.2 Analysis project  

This section describes how this analysis project was planned and subsequently performed. 
Samples of how the analysis results were reported to the customer and how their feedback 
was received are also presented.  

The automotive software and system customer was contacted by E-mail via an intermediary 
software engineering company. The researcher e-mailed the customer a first ‘project plan’ 
of the activity. Subsequently, when the customer was persuaded of the usefulness of the 
analysis, a first meeting was established with two main goals: 

 
a) To present both the main objectives of the method as presented chapters 3, 4 and 5 

of this report, and the requirements for any candidate software product to be 
analysed. All of this information was already provided to the customer along with 
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the plans delivered by E-mail). The type of results to be obtained from the analysis 
was also presented to the audience, with emphasis on the fault findings to expect 
and the recommendations for product improvements. This presentation was crucial 
in making the practical exercise attractive enough to the customer for the final 
approval of the project. 

 
b) The customer invited the software product supplier to attend the presentation 

meeting. (The software supplier is the responsible of the overall system 
development including its embedded software, which they eventually deliver to the 
customer who takes care of the overall integration and verification.) On the basis of 
the ‘project plan’, the supplier presented the product aspects subject of the analysis. 
The goal of this presentation was to ascertain, with the researcher, whether the 
candidate product was fulfilling all requirements to make the analysis possible. 

After this first meeting, the customer and the researcher (via the third-party company) 
agreed on the execution of the project. All parties agreed that the product presented at the 
meeting fulfilled most of the prerequisite criteria. 

A second meeting was called, 1 month after the first one, owing to the lack of 
documentation regarding the requirements on and the architectural design of the software 
product. Early draft documentation existed but it was not available in English. Source code 
was available and it was sent to the researcher prior to this technical meeting. This second 
meeting also provided the opportunity to detail the scope of the analysis. The development 
team presented the functionalities of the product along with the top-level software 
architecture. The researcher drafted technical outlines of the software product at the 
meeting so as to achieve common understanding about the product architecture and 
operation. 

The analysis proper could only start after signature of a non-disclosure agreement between 
the supplier and the researcher, which prohibited the publication of the supplier’s 
commercial name, and of other any information related to the product or to analysis results 
without written permission from the supplier.  

1 month was required (as planned) to perform the analysis of the functions in the scope of 
the project. The analysis was performed at the researcher´s home base, having all the source 
code files available and by communicating with the supplier via E-mail for detailed 
questions and clarifications about the product. Replies were prompt and were received via 
both E- and snail-mail. 

The results were delivered by E-mail two days before a third and final meeting with the 
customer, the supplier and the third-party company. The supplier requested to receive the 
analysis report beforehand in order to discuss any misunderstandings or to correct and 
clarify any surprising results before delivering the final report to the customer. Table 5 
presents a preliminary summary of the analysis results. 

Number of final recommendations 22 19 of them directly related with 
potential catastrophic failures 
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Number of comments to the draft report 20 Including. misunderstandings but 
correct assumptions from the analyst 
(7), technical corrections to the report 
(1), misunderstandings of the report 
from the developer (3), editorial 
corrections (10) 

Number of fault trees produced 13 All from top level faults 
Table 5   Summary of draft results 

 

The supplier was obviously afraid of presenting too bad an image to the customer about this 
still-under-production, immature software product, ahead of finalisation and delivery. The 
first incomplete report was the basis of this final presentation.  

Two weeks later, the final version of the report was delivered by E-mail, again only to the 
software supplier, who forwarded it to the customer 1 month thereafter, upon correction and 
completion of their software product, following the recommendations from the report. 
Table 6  presents a summary of final results. 

 
Number of final recommendations 59 55 directly related with potential 

catastrophic failure 

Number of comments to the final report 1 About the number of recommendations 
related with catastrophic failures  

Number of fault trees produced 30 Several ones linked to other fault trees 
which were common to other top-level 
ones 

Table 6   Summary of final results 

Feedback about the ‘customer satisfaction’ was requested to both the customer and the 
supplier. A very positive answer was E-mailed back by the supplier with appreciation for 
the findings from the analysis. To date, the researcher has not received feedback about how 
and which of the recommendations were finally implemented in the software product 
delivered to the customer. 

The researcher is especially grateful to the third-party company, which provided constant 
and instrumental support to the promotion of the project. The researcher is also grateful the 
customer who was supporting the performance of this practices case by covering all travel 
expenses for the three meetings. The researcher was pleased with the openness and 
cooperative attitude of the supplier, which was crucial to the success of the project. 

 

7.3 Evaluation of results 

7.3.1 Results of the automotive software product analysis 
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Figure 35. 

The results of the analysis were presented in a report following the recommended table of 
content detailed in section 5.4. The content of the report is detailed below summarising the 
main results of the analysis. 

The report contains: 

- A summary of the main functionalities and the main scope (see above section 7.1.1) 
detailing all source code modules analyzed. 

- An introduction of the SoftCare method steps performed as part of the project, with 
guidance on how to read the tables containing the results (in keeping with the description 
given in chapter 5 for this report). 

- All assumptions taken for the analysis in the respect of missing information.  Figure 35 
below shows some of the assumptions taken: 

Assumption 1: The operating system COTS tool does not fail for the specific configuration for this 
product: internal mode management OK, time-tables OK, task run-time OK. We assume it is properly 
tested by the supplier for this specific configuration based as well on the assumption that it is a robust 
product widely used in the automotive industry for similar purposes that this one. So, potential 
problems like: Mode management never starting init-mode or Task scheduler never executing task , or 
absent/erratic or inadvertent activation of a different mode, etc. will not be considered within this 
analysis.  
Assumption 1.1: One problem still to be investigated is in case it fails, are we considering any error 
control at application level apart of safety function 3? I assume the SW application is NOT handling 
any operating system error. 
Assumption 1.2: Another issue is to know how it reacts if one task crashes. We can assume that either 
it crashes completely and the software product stops running or it tries to re-start the crashed task. 
Assumption 2: The safety device hardware reacts for safety function 3. How is the safety device 
reacting when the software crashes completely or when the micro-controller is not responding? I 
assume it waits a maximum of 30 m-seconds for any reaction and then disabling everything. I assume 
its internal timer is independently controlled. I assume this safety device is OK, for example, not 
failing causing a continuous stop of the system even in the absence of a failure. 

 
Example of assumptions reported for the automitive practical case 

 

- Recommendations on how to remove (i.e. correct) each potential software fault uncovered 
by the analysis. Figure 36 below presents some of the recommendations defined for this 
case study.  
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SFMEA tables for the automotive practical case 
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Figure 38. 
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Diagram distributing software fault type sets for the automotive practical case 

The architecture was slightly different from one defined in the reference taxonomy. While 
the main philosophy was kept, the fault taxonomy tree had to be adapted to the new more 
general one (see Figure 38 above). The SoftCare method  procedure needed to be modified 
accordingly. 

The only difference with the original reference architecture is that the Basic SW module is 
no longer the sole interface with the hardware. The application software can also interface 
with it directly, thereby increasing the flexibility of the fault tree. As a consequence, the 
analysis of the application software faults must include the ENV set of faults. 

- After the SFMEA stage, each top event found was analyzed following the SFTA steps of 
the SoftCare method procedure. An sample of the results is shown in Figure 39 and Figure 
40 below. 
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Figure 39. Software fault tree sample from the automotive practical case 

Figure 39 reproduces a small part of the software fault tree from the project, in particular 
the results of the analysis of failure mode number 12 and of only one of its causes: top event 
12.2, which is defined as ‘Function A procedure wrong’. The analysis was performed from 
the highest level software architectural components implementing this function to the 
lowest code module, analyzing all applicable fault type sets following the diagram of the 
main architectural distribution of faults depicted above. 

The detailed table corresponding to this same top event fault tree diagram is presented in 
Figure 40. 

During analysis, recommendations can be detailed in the rightmost column of the table. 
Once the table is complete, all recommendations are merged in a single list and presented to 
the customer. 
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Figure 40. 

Figure 41. 

Sample of the SFTA table from the automotive practical case 
 

Finally, all feedback for improvements or changes to the analysis method itself are reported. 
Figure 41 presents the improvements proposed as a result of this particular project. No 
major problem was encountered in the application of the method, even on this very first 
utilisation of it.  

 
Improvements to the SoftCare method from the automotive practical case 

This case study has been the first one for the practical implementation of the theory introduced in 
chapters 1 to 6 of the reference document [1]. The following improvements of the method were
defined to be incorporated in the above mentioned document: 

�� Diagram for the fault modes defined in chapter 5 of the PhD thesis [1] should refer to generic
architectures where the basic software is not always the ONLY interface with the hardware.  

�� The understanding of the software requirements and architecture should be based on the call
graphs and control flows of all the functions to be analysed. A dynamic analysis is needed as
well. 

�� The SFMEA tables should be filled in in two steps: first to start the SFMEA functional analysis 
to find out the top level events following the tables defined within this report to be used for the 
SFTA. Later on, and after having performed the in depth analysis throughout the SFTA, the
SFMEA tables should be refined to delete or reformulate some top level events which are not 
such critical functions any more due to the design and coding mechanisms implemented in the
software product. The summary of the recommendations defined in the detailed SFTA is to be 
presented in chapter 6 of the report, so last column of SFMEA table could be deleted. 

�� Feedback from the supplier about possible misunderstandings on the product or assumptions
defined.  

 

h dl f ti
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7.3.2 Evaluation of the procedure 

This section discusses how the procedure steps were executed with respect to the defined 
procedure and the ‘project plan’ defined for this project. The table below highlights 
problems, deviations or improvements needed when applying the SoftCare method for this 
case study. 

Data gathering  

No input data information was available, except for the source code files. A summary of 
the functionality of the product and a top-level architectural design had to be produced by 
the researcher before performing the analysis. A static and dynamic architecture 
representation was defined and provided to the software supplier for the common 
understanding of the product.  

This data gathering step took significantly more time than planned since the technical 
documents had to be first produced and then reviewed by the supplier of the product. An 
extra technical meeting was held to gather the minimum required information as a basis 
for the detailed documents produced immediately after this meeting. 

While defining this extra documentation step the existence of call graphs, control flows and 
dynamic representation of all the functions to be analysed was confirmed as very important 
information to understand the product and to later support the analyses. 

Definition of scope 

The scope of the analysis was defined on the basis of the documents produced at the 
technical meeting mentioned above. Some of this information was defined by the 
researcher and later verified by the software supplier. 

SFMEA  

The SFMEA steps were performed as planned (within the 1 month planned for both 
SFMEA and SFTA) and it was performed as defined in the procedure. Only one problem 
was found regarding the SFMEA table proposed. The last column of the table included 
the definition of a list of recommendations to control/remove/prevent the failure modes to 
occur. This list of recommendations is to be re-confirmed at the end of the analysis with 
the detailed recommendation list defined at the SFTA. This re-confirmation exercise was 
deemed necessary but not to be reported at this SFMEA table. It was considered better to 
report them in a separate table. The SFMEA table was thus changed removing the last 
column. 

SFTA  

The SFTA steps were performed as defined in the procedure, except for the use of the 
fault type taxonomy, where the fault type set distribution was slightly refined based on the 
exact architecture of the product under analysis. This change was also applied to the 
reference fault taxonomy tree, since the new tree defined was deemed more general and 
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7.4

more properly reflecting the intended philosophy. This change was not affecting the 
SFTA steps that were performed as defined. All software fault types were analysed in the 
same order as in the procedure.  

Evaluation of analyses 

Performed as defined. 59 recommendations were provided with the purpose of removing 
potential software faults that potential cause of catastrophic accidents. 

Reporting of findings 

Performed as defined in the procedure except for the two different deliveries. 

Feedback from customer and supplier 

Feedback was requested to both the customer and the supplier via E-mail. Both the 
customer and the supplier replied expressing their satisfaction on the findings reported. 
The supplier corrected and clarified some misunderstandings of the report respectively. 
No feedback was referred to any possible amelioration of the procedure itself. 

 

 Evaluation criteria. Practical analysis 

This chapter concludes with a brief analysis of the SoftCare method itself according to the 
criteria defined in chapter 4 and with the hindsight of the case study experience. Chapter 4 
defines the rates of the validation criteria. In this section the same expected criteria values 
are applied but from a practical standpoint. 

From the case study, the performance of the SoftCare method are evaluated but no 
conclusion can be obtained about the integration of the method into the development 
process, which forms the second part of the methodological solution presented in chapter 4 
and in chapter 6. This happens because the method was used for the final assessment of the 
automotive software product. The development process of the software product was in the 
last stages and the method was applied independently of its development and final testing 
activities. 

The practical validation of the expected criteria rates is as follows. Note that the 
affordability criteria is not validated since no validation was performed of the integration of 
the method within the development life-cycke process:  

- Repeatability:  
Definition of criteria: ‘use of the technique for the same product using the same evaluation 
specification (including the same environment) type of users and environment by different 
evaluators, should produce the same results within appropriate tolerances.’ 
 
Validation of + expected value: The defined step by step procedure was followed and though 
performed by the same person defining the method this criteria value is still deemed valid.  
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- Correctness:  
Definition of criteria: ‘objectivity or impartiality of the technique, meaning: the results and 
its data input should be factual, i.e. not influenced by the feelings or the opinions of the 
evaluator, test users, etc. and that the technique itself should not be biased towards any 
particular result’ 
 
Validation of + expected value: The results of the analysis were produced by just using the 
fault and failure taxonomy as requested by the procedure producing factual results with no 
personal judgement by the analyser.  

- Availability:  
Definition of criteria: ‘whether the conditions (e.g. presence of specific attributes) 
constraining its usage are clear and known.’ 
 
Validation of + expected value: No difficulty was found in performing the steps defined and 
all specific embedded software attributes needed were already defined in the procedure as 
rules on how to use the failure and fault taxonomy. 

- Reliability:   
Definition of criteria: ‘freedom of random error if random variations do not affect the results 
of the technique.’ 
 
Validation of + expected value: The defined step by step procedure plus the detailed 
guidelines to use tools (if available) and the reference failure and fault taxonomy makes the 
presented procedure reliable. : 

- Meaningfulness of the results:  
Definition of criteria: ‘providing understandable and useful results to the customer.’ 
 
Validation of ▲ expected value: The defined resulting report, in addition with all trees and 
tables were understandable and useful to customers as explicitly reported by them in E-mails 
interchanged after the delivery of the final report. 

- Indicativeness:  
Definition of criteria: ‘the capability to identify parts or items of the software that should be 
improved, given the measured results compared to the expected ones.’ 
 
Validation of + expected value: The defined results provide detailed tables and 
recommendations directly pointing at the exact software code module, function, variable to 
be improved and or corrected. 

- Understandability of the technique:  
Definition of criteria: ‘guidance material is available and straightforward steps are defined’ 
 

Validation of � expected value: This criteria cannot be really validated from this practical 
case study since the analyser is the same person as the one defining it. 
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8 Space domain case study 
 

This chapter, in conjunction with the previous one, provides evidence in support of the 
validation of the SoftCare method. This chapter documents the results of applying the 
method to an embedded critical software product in the space domain. After an introduction 
of the main characteristics of the embedded real time critical software product in question, 
the results of the analysis are summarised, discussing how each step of the method was 
performed and detailing the main results obtained. The validation analysis of the SoftCare 
method as it ensues from this project is presented at the end of this chapter using the criteria 
defined in chapter 4. Chapter 9 presents a more conclusive analysis of the validity of the 
method evaluating all criteria and including a comparison of the results of the two case 
studies. No evaluation is performed about the integration of the method within the different 
software development life-cyle processes since the analysis was performed almost when the 
software product was finalized. 

 

8.1 Introduction of the space domain product 

8.1.1 Main functionalities of the software 

The aim of the Software System Development for Spacecraft Data Handling & Control 
(OBOSS-II) project was to support the European Space Agency set of Spacecraft 
Operations Interface Requirements with a set of reusable modules for common functional 
elements of critical on-board embedded software. These modules were defined and 
developed taking account of these requirements and of the Packet Utilisation Standard 
(PUS) standard [PUS]. The generic modules implemented for OBOSS-II support 
instantiations of PUS services that were identified as services with high potential for 
recurrence through different satellite missions. Figure 42 depicts the top-level structure of 
systems targeted by the OBOSS-II software product.  

Each on-board subsystem is associated to one PUS application process. These Application 
Processes are responsible for the implementation of the PUS services required of that 
specific subsystem. 

The packet router manages the on-board routing of PUS packets. Communications in 
OBOSS are implemented as a mailbox message-passing scheme. Based on the PUS packets 
content, a destination application process is determined and the packet is placed in the 
mailbox associated to the application process responsible for fetching packets in their 
respective mailbox. 

The Ground interface (I/F) manages the communication between the ground segment and 
the on-board segment. The PUS packets sent from the Ground are transformed from an 
external byte stream representation to an internal representation. The converse applies to the 
telemetry destined to the Ground. 

Figure 43shows an example data flow for the telecommand: On/Off command for device X 
throughout the Spacecraft On-board data handling modules linked with the different sub-
systems and the ground segment. 
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Figure 42. 

Figure 43. 

 

 
Command and data handler architecture [OBOSS-SYS] 

 

Example of On/Off Command data flow [OBOSS-SYS] 

The OBOSS-II collection of reusable software components is developed in such a way that 
by only defining a specific application process one can directly re-use the OBOSS-II 
components. In the OBOSS-II documentation there are examples of application processes 
implemented as selective instantiations of the generic-reusable PUS services.  

The PUS services implemented by the OBOSS-II software components are: 

- Telecommand verification, which verifies whether each step of telecommand 
processing has executed correctly and whether this qualifies it for executing 
the next processing step. All reporting is sent as telemetry to ground. 

- Device commanding, which sends special direct commands from ground to 
low-level subsystems, by-passing the more advanced PUS functions for 
normal, software-mediated telecommands. 
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- Housekeeping and diagnosis reporting, which defines the subsystem 
parameters whose values have to be periodically acquired and stored on 
board. 

- Event reporting, which signals severe errors (including software errors) to the 
Ground. 

- Memory management services, which supports direct loads and dumps of 
data to and from memory as well as memory checks. 

- Function Management, which supports the implementation of any user-
specific command not directly covered by PUS. 

- Onboard scheduling, which supports the management of time-tagged PUS 
telecommands divided into sub-schedules. 

- Onboard monitoring, which reports to the Ground the selected subsystem 
parameters that gp out of limits. Out-of-limit event reports are collected and 
sent to ground at specific points in time.  

- Onboard storage and retrieval, which is as a tape-recorder like storage 
medium for telemetry to be sent to ground on request. 

 

8.1.2 Scope of the analysis 

This case study evaluates one of these application processes with all instantiated units as 
provided in OBOSS-II. In particular, the case study, scheduled for a duration of 1 month, 
evaluated the ‘Telecommand scheduler’ service, as an instantiation of the following 
OBOSS-II reusable components: 

On-Board scheduling service: Implementing a command schedule as a collection of time-
tagged (absolute or relative time and conditional to events) PUS telecommands divided into 
sub-schedules. The services supported by this module are: 

�� En/Disable Release of telecommands or Sub-schedules 

�� Reset Command Schedule 

�� Insert Telecommands 

�� Delete telecommands 

�� Report Schedule Contents 

The complete architecture (for all functions of the Telecommand scheduler) was reviewed, 
including its software components responsible of low level software functions such as: 
initialisation steps, handling events, protected objects (i.e. semaphores) and the architecture 
defining the parallel software tasks as cyclic and sporadic. The code files implementing the 
concerned functions were analysed to the lowest level variables and functions. 

The table below presents important information characterising the software product 
analysed in this case study  in accordance with the definitions given in chapter 5: 
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Site identification  Name of company: - not to be disclosed in this thesis report- 
Service function  Surface transport – space 
Digital system identification  Name of product: - OBOSS-II - 
Number of channels   1 hardware  micro-controller: ERC32 processor [ESA-MICR] 

[ERC32]. No redundant hardware. AONIX commercial target 
simulator used for OBOSS-II software components analysed  

Internal architectural details: In addition with what is explained in above the following information 
can be added: 

a) The Operating System used is a Commercial-Off-The-Shelf 
(COTS) tool: AONIX Ada Run time system for ERC32  

b) There are two equally functional Math libraries incorporated 
(compiled) into the code: one in C and the same one in its 
Assembler version 

c) Software Off the Shelf (OTS) product used to interface with RAM 
and ROM 

Computer language Ada83 [MIL1815] 
6a. Size of developed source code. Total statement lines of code analysed including comments: 22780 
6b. Fraction of non-developed 
code  

None 

Development methodology and 
tools  

In addition to the COTS tools part of the product, the following tools 
were used for the design and coding phases: 

HRT-HOOD� tools for the definition of the real-time design 
(from Intecs) [Burns93] 
AONIX Ada compiler system�: cross compilation system and 
host compilation system 
AONIX Ada debugger system for ERC32 microcontroller� 
AONIX  ERC32 target simulator� 

Test methodology  Unit test performed by each source code – no documentation 
available.  

No visible nor documented software-software integration test nor for 
the system tests 

Independence of V&V  No Independent Software Verification and Validation 
Maturity of design (applicable to 
pre-operational systems only)  

Completely new design 

Maturity of system (applicable to 
operational systems only) 

Completely new system 

Maturity of installation (applicable 
to operational systems only)  

Only very early prototypes are installed and they seem to operate as 
expected. 

General development process life 
cycle. 

European Space Agency [PSS] standards  formal software process 
life cycle was followed nor all the work outputs produced. 

 

8.2 Analysis project  

The space software product documentation is publicly available from the Web site 
[OBOSS-II]. This OBOSS-II project is the result of a European Space Agency (ESA) 
project, where the details of the software code are hosted by a private company, the supplier 
of the product to ESA. The software code supplier was contacted and the detailed code files 
were made available for analysis after the researcher sent a first ‘project plan’ of the 
practical case study by E-mail to the ESA project responsible and successfully convinced 
him of the interest of this analysis. 
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Technical documents describing the software product were available on the Web and were 
analysed to understand the complete software system and to define the scope of the 
analysis. This step was carried out by the researcher alone. 

The analysis could start only after the signature of a non-disclosure agreement with ESA 
and the software supplier.  

1 month was required (as planned) to perform the analysis of the functions defined to be 
within the scope of this practical exercise. This analysis was performed at researcher´s 
home base having all source code files available. 

The final version of the report was delivered by E-mail to ESA, including all the 
recommendations from the report, a summary of which is reported below. 

 
Number of final recommendations 22 21 directly related with potential 

catastrophic failure 

Number of comments to the final report - About the number of recommendations 
related with catastrophic failures  

Number of fault trees produced 18 Several ones linked to other fault trees 
which were common to other top-level 
ones 

Table 7   Summary of final results 

To date, the researcher has not received feedback about how and which of the 
recommendations were finally implemented in the software product. 

 

8.3 Evaluation of results 

8.3.1 Results of the space software product analysis 

The results of the analysis were presented in a report following the recommended table of 
content detailed in section 5.4. The content of the report is detailed here below summarising 
the main results of the analysis: The report contains: 

- A summary of the main functionalities and the main scope of the system (as in section 
8.1.1) with details of all source code modules analyzed  

- An introduction of the SoftCare method steps performed, providing guidance on how to 
read the tables containing the results, in keeping with the specification given in chapter 5 
for the different tables and reports to be produced for this analysis. 

- All assumptions taken for the analysis about missing information on the product, a sample 
of which is shown below 
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Assumption 2: Being reusable code, no changes are done to this software when 
integrating it into an application 
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performed within each application project. For this case study, correct behaviour is the 
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Example of assumptions reported for the automitive practical case 
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recommendations from the space practical case 

 tables from the analysis are provided in the appendices of 
. The SFMEA (a sample of which appears in Figure 46 
ith some software failure modes defined for this product, 
EA steps defined in chapter 5 of this thesis report.  The 

 particular software failure mode, failure mode number 7: 
of the functions under analysis is wrong. The origin and 
 analyzed identifying the top-level events for further 
ce of this failure could be catastrophic for the system, 
ee safety events to be eliminated for this product, as 
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Figure 46. Example of SFMEA tables for the space practical case 

calculated 7.1 Procedure calcultion performed  handled exception  

ior to executing the SFTA steps, the overall architecture of the product was checked with 
spect to the distribution of all fault types from the taxonomy. The architecture was 
ightly different from one defined in the taxonomy. The main philosophy was preserved, 
hile the fault taxonomy tree was slightly generalised (cf. Figure 47). The SoftCare method 
xonomy was adapted to the special OBOSS-II telecommand scheduling services 
chitecture. 

e only difference with the original reference architecture is that the Basic SW module is 
 longer the sole interface with the hardware. The application software can also interface 

ith it directly, thereby increasing the flexibility of the fault tree. As a consequence, the 
alysis of the application software faults must include the ENV set of faults.  

ubsequently to SFMEA, each top event found was analyzed following the SFTA steps of 
e SoftCare method procedure. An example of the results is shown in Figure 48. The full 
t of results is detailed in the report delivered to the supplier. Figure 48 reproduces a small 
rt of the software fault tree from this case study, in particular the results of analyzing 
ilure mode number 7, and only one of its causes: top event 7.3 which is defined as 
unction A procedure wrong’. The analysis was performed from the highest level software 
chitectural components implementing this function to the lowest code module, analysing 
l applicable fault type sets following the diagram of the main architectural distribution of 
ults presented above. 

 

 

 



Chapter 8 Space domain case study

Software Safety Verification in Critical Software Intensive Systems 8-118
 

 

Figure 47. 

Figure 48. 
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Diagram distributing software fault type sets for the space practical case 

Software fault tree sample from the space practical case 
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The detailed table corresponding to this same top event fault tree diagram is presented in 
the case study report. 

The recommendations can be detailed in the last column of the table. Once the table is 
complete, all the recommendations are then merged into a single, dedicated list. 

Finally, all feedback on improvements or changes to the analysis method itself is also 
reported. No changes to the procedure were defined in this case. 

 

8.3.2 Evaluation of the procedure 

This section presents details about how all procedure steps were performed with respect to 
the defined procedure and the ‘project plan’ defined for this project. Table below highlights 
problems, deviations or improvements that were required to apply the SoftCare method in 
this case study. 

Data gathering  

All software development information was available, including the source code files. 

Call graphs, control flows and dynamic representation of all the functions to be analysed 
were very helpful to understand the product and later supporting the analyses. In OBOSS-II 
the source code was NOT directly corresponding with the architectural design information 
provided (just as HOOD [HOOD] diagrams).  

Definition of scope  

The scope of the analysis defined was based on the available documentation.  

SFMEA 

The SFMEA steps were performed as planned (within the 1 month planned for both 
SFMEA and SFTA) and it was performed as defined in the procedure. The SFMEA 
proposed table used was the one already changed from the space case study by deletion of 
the last column. 

SFTA 

The SFTA steps were performed as defined in the procedure. The fault type taxonomy was 
slightly refined based on the exact architecture of the product under analysis. This step was 
now performed as an added step to the procedure whose necessity was discovered as part of 
the space case study. It has now proved to be a necessary step. All software fault types were 
analysed as defined in the procedure. 

Evaluation of analyses 

Performed as defined in the procedure. 21 recommendatons were provided with the purpose 
of removing potential software faults that could be the cause of catastrophic accidents. 

Reporting of findings 

Performed as defined in the procedure. 

Feedback from customer and supplier  
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8.4

No feedback was available. 

 

 Evaluation criteria. Practical analysis 

After having evaluated how the procedure steps were performed in practice, this chapter 
briefly analyses the SoftCare method itself following the criteria defined in chapter 4. The 
values of the validation criteria rates to be accomplished by the definition of the procedure 
for the SoftCare method are defined. The practical validation of the same expected criteria 
values are presented now seen from the practical standpoint. 

The execution of the space case study allows to evaluate the performance of the procedure 
of the SoftCare method, but no conclusion can be obtained about the integration of the 
method into the development process (second part of the solution of this research project as 
presented in chapter 4). This is so is because the method was used for the final assessment 
of the space software product. The development process of the software product was 
already finished and the method was applied much after the development finalisation to 
complement existing documentation with safety aspects of the software system. 

The practical validation of the expected criteria rates is as follows. Note that the 
affordability criteria is not validated since no validation was performed of the integration of 
the method within the development life-cycke process:   

- Repeatability:  
Definition of criteria: ‘use of the technique for the same product using the same evaluation 
specification (including the same environment) type of users and environment by different 
evaluators, should produce the same results within appropriate tolerances.’ 
 
Validation of + expected value: The defined step by step procedure was followed and though 
performed by the same person defining the method this criteria value is still deemed valid.  

- Correctness:  
Definition of criteria: ‘objectivity or impartiality of the technique, meaning: the results and 
its data input should be factual, i.e. not influenced by the feelings or the opinions of the 
evaluator, test users, etc. and that the technique itself should not be biased towards any 
particular result’ 
 
Validation of + expected value: The results of the analysis were produced by just using the 
fault and failure taxonomy as requested by the procedure producing factual results with no 
personal judgement of the analyser.  

- Availability:  
Definition of criteria: ‘whether the conditions (e.g. presence of specific attributes) 
constraining its usage are clear and known.’ 
 
Validation of + expected value: No difficulty was found in performing the steps defined and 
all specific embedded software attributes needed were already defined in the procedure as 
rules on how to use the failure and fault taxonomy. 

- Reliability:  
Definition of criteria: ‘freedom of random error if random variations do not affect the results 
of the technique.’ 
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Validation of + expected value: The defined step by step procedure plus the detailed 
guidelines to use tools (if available) and the reference failure and fault taxonomy makes the 
presented procedure reliable.  

- Meaningfulness of the results:  
Definition of criteria: ‘providing understandable and useful results to the customer.’ 
 
Validation of + expected value: The defined resulting report, in addition with all trees and 
tables were understandable  

- Indicativeness:  
Definition of criteria: ‘the capability to identify parts or items of the software that should be 
improved, given the measured results compared to the expected ones.’ 
 
Validation of + expected value: The defined results provide detailed tables and 
recommendations directly pointing at the exact software code module, function, variable to 
be improved and or corrected. 

- Understandability of the technique:  
Definition of criteria: ‘guidance material is available and straightforward steps are defined’ 
 
Validation of + expected value: This criteria cannot be really validated from this practical 
case study since the analyser is the same person as the one defining it. 
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9 
 

Analysis of case studies 
 

The conduction of and the results from two cases used for the practical validation of the 
SoftCare method are compared in this chapter. It also provides a final set of overall 
evaluation criteria. 

 

9.1

��

��

��

 Products analysed  

An attempt was made to select case studies with a representative coverage of the problem 
domain: safety critical embedded software products.  

The first case study considered an embedded critical software product supporting a steering 
assistance control device for automobiles. The second case study analysed a part of a 
reusable library of embedded critical software components supporting the telecommand and 
telemetry exchange and management onboard a spacecraft. These two products have 
similarities and differences outlined below. 

Both products fulfil the minimum requirements defined in chapters 2, 3 and 5 to become 
candidates for a SoftCare analysis: 

close hardware control and knowledge:  

- The processor, the memory map, the interface devices, the interrupt model, 
the time management are controlled by the software product: both product 
directly control their respective hardware interfaces. The automotive software 
is loaded on a custom microcontroller and the space software runs on a 
SPARC-derivative microcontroller.  

- Both need cross compiler systems to be compiled and loaded onto their target 
hardware (and the space software product was also integrated with a 
hardware simulator).  

- The hardware resources are limited (memory size, throughput). Timing and 
memory are restrained for both systems. Both products are designed using 
concurrent tasks running on a single microprocessor. 

system stimuli: both software products respond to stimuli from their system 
environments, these stimuli being of different nature than a keyboard or a mouse. 
The automotive software receives signals as inputs and provides output signals for 
the steering control device. The OBOSS-II space software receives telecommands 
as inputs from the ground segment, distributes them to the corresponding onboard 
devices, and collects telemetry data to be transformed in byte streams to be sent 
back to the ground segment. None of them are operated through a 
screen/keyboard/mouse interface. Their controls are more remote. 

real-time: Disregarding the execution speed, both embedded software products are 
controlled by events and by clocks. The automotive software product comprises 4 
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parallel cyclic tasks activated at 1, 10 and 100 milliseconds which all have to 
execute before a given deadline after the occurrence of the trigger. The space 
onboard telecommand scheduler software is designed with both periodic tasks and 
sporadic tasks controlled by events. The control flow of both software products is 
part of their respective design and the knowledge of the scheduling is essential to 
both.  

critical: The two software products are critical with respect to the catastrophic effects 
at system level of some possible software malfunctions. In the case of the 
automotive software product, a crash of this software would make the steering 
support stop, thereby hampering manual steering or even stopping the engine of 
the car, all highly hazardous events. In the space onboard telecommand scheduler, 
not properly scheduling a telecommand could leave an application process (e.g. 
the Attitude and Control software) run without control nor commanding 
possibilities, thus leading to the potential loss of the mission. 

different domains of application: one product belongs in the automotive domain, 
where devices for commercial automobiles controlled by software are rather novel 
developments, but becoming increasingly common. Systems can be tested 
extensively ahead of commercialisation and they can be accessed and repaired 
when they fail. 

The other product belongs in the space systems domain. Although space software 
is as increasingly taking over system functions as in the automotive industry, the 
corresponding software development process is definitely more stringent. This 
stringent process is applicable to the development of the whole system, in trying to 
make it ‘right’ since the outset, owing to the impossibility to fully test the system 
in its operational environment. A further difference between the two domains is 
that space systems can hardly be repaired when they fail (hardware redundancy and 
software patches are practically the only means to overcome spacecraft failures). 

 

 Development process of products analysed 

Once having confirmed the ‘validity’ of the two selected case studies, the process and tools 
used for the respective developments are compared. In spite of there being no direct 
measurable relationship between process quality and product quality in general [WO6], 
[Solingen99], the existence of a direct relationship between the quality of development 
process and the final quality of the product cannot be denied. Yet, as argued by [Voas98], 
good and properly performed processes simply increase the likelihood of good quality. As 
pointed out in [Vermesan99] and [Solingen99], the development process determines the 
quality of the final product. In recognition of this notion, the assessment of the used 
development process is starting to become a contributing factor to the final system safety 
assessment of critical systems. 

A thorough evaluation and measurement of how the quality of the process development 
influences the final safety and reliability characteristics of the embedded software product is 
beyond the scope of this research. Process assessment is addressed in this thesis with a 
concrete purpose: as a basis for a comparison of the two case studies used for the practical 
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validation of the method. This presentation and comparison are based on what is currently 
defined in the standard [ISO15504] for the assessment of software development processes. 
A brief assessment of their development processes and used tools is captured in Table 8  

The development process of the automotive embedded critical software product was less 
mature than the one used for the development of the space system. The latter used 
development standards already well known by the company. The development team was 
experienced in the development of embedded software products for space systems. 
Conversely, the automotive supplier was not as experienced in developing embedded 
critical software for the automotive industry and no standards were systematically used for 
the development process. Furthermore, the design and coding stages of the space product 
were performed using stringent techniques and tools (HRT-HOOD [HRT-HOOD] and 
Ada95 [Ada95] [ISO8652] coding language), which effectively served as fault prevention 
techniques.  

 

 SoftCare method execution 

After validating the two products used one each in two case studies, and comparing their so 
different development processes maturity, this section now presents a comparison of the 
SoftCare procedure steps were executed in the case studies and their influence in the overall 
performance of the method.   

 

9.3.1 Inputs for the procedure  

The first two steps of the procedure detailed in chapter 5 concern the collection and the 
definion of the inputs required for the execution of the procedure. The information about 
the steering automotive software product was not easy to collect. No document regarding 
the development of the product was available as the product was still under construction (in 
its last coding and testing stages). Information about the space product for the second case 
study was instead readily available since the whole product was well documented from the 
onset of its development process.  

This difference made the overall duration of the initial steps of the procedure vary 
considerably. The first case study needed significantly more time and effort to understand 
the product: double time, double effort and some travelling expenses for an extra technical 
meeting. The second case study proceeded as planned since the documents were available 
on the Web and the code was sent out by E-mail as soon as it was requested.  

One important conclusion is that if the required input information is not readily available, 
the overall delay on the performance of the whole process would increase (in this case, 
double) the time defined in the original case study plan. 
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Process ID, Title and Scope Automotive case study Space systems case study 

CUS.1 Acquisition process:  to obtain the product and/or 
service that satisfy the need expressed by the customer. The 
process begins with the identification of a customer need and 
ends with the acceptance of the product and/or service needed 
by the customer. 

Customer needs were detailed in draft 
contract.  Contract between supplier and 
customer not agreed at the time the method 
was used. 

Customer needs were detailed in the contact.  
Contract agreed supplier and customer at the 
time the method was used. Final acquisition 
and acceptance of the product completed. 

CUS.2 Supply Process: to provide software to the customer that 
meets the agreed requirements. 

Supply process not finalised at the time the 
practical case study was performed. 

Supply process finalised at the time the 
practical case study was performed. 

CUS.3 Requirements elicitation: to gather, process, and track 
evolving customer needs and requirements throughout the life of 
the software product and/or service so as to establish a 
requirements baseline that serves as the basis for defining the 
needed software work products.  

No detailed technical requirements document 
existed. System level requirements based on 
past similar systems. Any new/changed 
requirements was processes throughout an 
informal meeting with the customer, affecting 
the still not agreed contract. 

Detailed technical requirements documented 
and any new/changed requirements was 
processes throughout an official change 
contract notice. 

CUS.4 Operation process: to operate the software product in its 
intended environment and to provide support to the customers 
of the software product.  

Operation process not started at the time the 
practical case study was performed. 

Operation process  started at the time the 
practical case study was performed. 

ENG.1.1 System requirements analysis and design: to establish 
the system requirements and architecture, identifying which 
system requirements should be allocated to which elements of 
the system and to which releases.  

Not performed.  System requirements based 
on old mechanical operational systems. 

A domain analysis was performed [OBOSS-
DOM] and system analysis were performed 
[OBOSS-SYS]. Since it was the second 
generation of reusable software components, 
system requirements exist. 

ENG.1.2 Software requirements analysis: to establish the 
requirements of the software components of the system. 

Not performed.  A software requirements document exist 
[OBOSS-SRD] 

ENG.1.3 Software design: to define a design for the software 
that implements the requirements and can be tested against 
them. 

Not performed. A software architectural design document exist 
[OBOSS- ADD]. HRT-HOOD method/tool 
used. 
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Process ID, Title and Scope Automotive case study Space systems case study 

ENG.1.4 Software construction: to produce executable software 
units and to verify that they properly reflect the software design. 

Coding files were produced in ANSI C. 

Tools used for both its production and its 
skeleton preparation.  

Unit testing performed by developers. 

Coding files were produced in Ada95. 
[OBOSS-CODE] 

Tools used for both its production. 

Unit testing performed by developers 
following [PSS] standards.  

ENG.1.5 Software integration: to combine the software units, 
producing integrated software items and to verify that the 
integrated software units properly reflect the software design. 

Not performed and still properly planned. Integration test performed following [PSS] 
standards 

ENG.1.6 Software testing: to test the integrated software 
producing a product that will satisfy the software requirements.  

Not performed and still properly planned. Software test performed following [PSS] 
standards 

ENG.1.7 System integration and testing: to integrate the 
software component with other components, producing a 
complete system that will satisfy the customers’expectations 
expressed in the system requirements. 

Not performed and still properly planned. Performed by integrating the OBOSS-II with 
an ERC-32 microcontroller simulator. 

ENG.2 System and software maintenance: to manage 
modification, migration and retirement of system components 
(such as hardware, software, manual operations and network if 
any) in response to customer requests.  

Not performed and still properly planned. Performed and still on-going. 

SUP.1 Documentation: to develop and maintain documents that 
record information produced by a process or activity.   

Not performed and still properly planned. Performed following [PSS] standards. 

SUP.2 Configuration management: to establish and maintain the 
integrity of all the work products of a process or project.   

Not performed and still being planned. Performed following [PSS] standards. 

SUP.3 Quality assurance: to provide assurance that work 
products and processes of a process or project comply with their 
specified requirements and adhere to their established plans 

Not performed and still being planned. Performed following [PSS] standards. 

SUP.4 Verification: to confirm that each software work product 
and/or service of a process or project properly reflects the 
specified requirements.   

Not performed and still being planned. Performed following [PSS] standards. 

SUP.5 Validation: to confirm that the requirements for a 
specific intended use of the software work product are fulfilled.  

Not performed and still being planned. Performed following [PSS] standards. 
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Process ID, Title and Scope Automotive case study Space systems case study 

SUP.6 Joint review: to maintain a common understanding with 
the customer of the progress against the objectives of the 
contract and what should be done to help ensure development of 
a product that satisfies the customer.   

Not performed. Performed following [PSS] standards. 

SUP.7 Audit: to independently determine compliance of 
selected products and processes with the requirements, plans 
and contract, as appropriate.  

Out of scope Out of scope 

SUP.8 Problem resolution: to ensure that all discovered 
problems are analysed and resolved and that trends are 
recognized.  

Performed in an ad-hoc not documented 
manner. 

Performed following [PSS] standards. 

MAN.1 Management: to organize, monitor, and control the 
initiation and performance of any processes or functions within 
the organization to achieve their goals and the business goals of 
the organization in an effective manner  

Out of scope Out of scope 

MAN.2 Project management: to identify, establish, coordinate 
and monitor activities, tasks and resources necessary for a 
project to produce a product and/or service meeting the 
requirements  

Project plan exist and hours accounted. Performed following [PSS] standards. 

MAN.3 Quality management: to monitor the quality of the 
project's products and/or services and to ensure that they satisfy 
the customer.   

Not performed nor still being planned. Performed following [PSS] standards. 

MAN.4 Risk management: to identify and mitigate the project 
risks continuously throughout the life-cycle of a project. 

Out of scope Out of scope 

ORG. Organisational processes category: The Organization 
process category consists of processes that establish the 
business goals of the organization and develop process, product, 
and resource assets which, when used by the projects in the 
organization, help the organization achieve its business goals  

Out of scope Out of scope 

Table 8  Brief assessment of development processes
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9.3.2 Execution of the procedure 

The initial lack of input information in the automotive case study also affected the duration 
of the two subsequent execution steps (FMEA + FTA). Questions and answers had to be 
exchanged with the development team to clarify misunderstandings and assumptions about 
the product.   

The first case study prompted the need to add a new step in the procedure: adaptation of the 
taxonomy of failure modes and fault tree to the product under analysis. When the taxonomy 
of faults is not adapted to the architecture of the embedded software product under analysis, 
the time required to apply the method could be longer because of the more difficult 
localisation of potential faults in the construction of the FTA fault trees.  

After delivering the first draft report to the suppliers of the first case study, and the 
subsequent exchange of questions and answers, a further step was added to the procedure to 
capture the feedback from the supplier about modifications, misunderstandings and 
considerations of the report. 

The space case study did not require the exchange of questions and answers with the 
supplier during the execution of the procedure. The documentation available was very 
comprehensive and informative. No extra steps were therefore added to the procedure.  

 

9.3.3 Outputs from the procedure  

59 recommendations were defined for the improvement of the automotive embedded 
product, whereas 22 were provided for the space product. There are multiple reasons for 
this difference. Both products have similar size (counted in number of statements). The 
analysis execution steps (FMEA + FTA) were performed in a period of 1 month per 
product.  

 

Product Recommendations Code size: number 
of statements 

Execution steps 
duration 

Automotive steering 
wheel product 

59 12.655 1 month 

Onboard data handling 
space product 

22 22780 (with 
comments) 

1 month 

Table 9  Recommendations per product, relative to tome and size 

Reasons for this difference include: 
- The innovative character of the product: the automotive steering product 

is a brand new product concept 
- The immature development process used for the automotive software 

development versus a stringent and standardised process in use for the 
space product 
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o 

o 

o 

- The software fault prevention techniques and tools used for the design and 
coding stages of the space product (HRT-HOOD and Ada95 coding 
language) more stringent than ANSI C coding language with few rules to 
follow manually checked. 

- The experienced development team in space software products for the 
OBOSS-II project compared with the not so experienced and variable 
team developing the automotive product. 

 

 Overall criteria evaluation  

The last element of the comparative analysis concerns the evaluation of the validity of the 
SoftCare method using the whole criteria set defined in chapter 4.  

The SoftCare method was conceived with the intention to improve the secondary criteria set 
resulting from the evaluation of the combination of the FMEA and FTA fault removal 
techniques, which already existed in the literature and are well accepted and popular.  

After the conceptual definition of the method, some of the evaluation criteria had to be 
validated in practice, done by means of the practical case studies. Findings from case study 
#1 led to some improvements to the procedure of the method. No proedural changes 
followed from the execution of case study #2. 

In the following all criteria framework defined in chapter 4 are analysed with the hindsight 
from the results of the two case studies. 

The main criteria set were already rated as ‘high’ from the theoretical definition of the 
method. These criteria value are confirmed as follows: 

- Compatibility: 
Integrability + Techniques originally not software specific. Inherited from system level 
analysis. 

 
- Relative advantage: 

Completeness: + Failure identification and top level fault identification are the steps 
covered by the FMEA technique, and fault identification, diagnosis and correction are 
the steps performed by the FTA technique. These steps were executed in both practical 
case studies. 
Coverage: + Owing to its inheritance from the hardware environment, neither the 
specific software failure modes nor software fault types are covered. But they are 
adaptable to any new failure and fault lists definitions therefore the failure and fault 
taxonomy defined above for the FMEA and FTA respectively can be adopted. Apart 
from some adaptations required to easily apply the taxonomy to respective software 
product, the reference failure modes and fault tree were used in both case studies as 
defined in chapter 5. 

 

 

The secondary criteria set is validated here below: 
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o 

o 

o 

o 

o 

o 

Figure 49. 

- Triabilty: 
Repeatability: + The defined step by step procedure was followed in both case studies 
and though performed by the same person defining the SoftCare method this criteria 
value is still deemed valid.  
Correctness: + The results of the analysis were produced by just using the fault and 
failure taxonomy as requested by the procedure producing factual results with no 
personal judgement of the analyser.  
Availability: +No difficulty was found in performing the steps defined in the procedure. 
All specific embedded software attributes needed were already defined in the procedure 
as rules on how to use the failure and fault taxonomy. 
Reliability: + The defined step-by-step procedure and the detailed guidelines to use 
tools (if available) and the reference failure and fault taxonomy makes the presented 
procedure reliable.  

 
- Observabilty: 

Meaningfulness of the results: + The defined resulting report, in addition with all trees 
and tables were understandable and useful to customers as explicitly reported by them in 
E-mails interchanged after the delivery of the final report. Both customers have required 
more consultancy related to the execution of more analyses using the SoftCare method. 
Indicativeness: + The defined results provide detailed tables and recommendations 
directly pointing at the exact software code module, function, variable to be improved 
and or corrected. 

 
- Complexity: 

Understandability of the technique: + This criterion cannot be really validated in this 
research project since the analyser is the same person as the one defining it. 

One important conclusion that may be drawn upon successful application of the method to 
the two case studies is that the method works for any embedded SW.  The combination of 
the two techniques in the order specified in chapter 5 and using the taxonomy of failures 
and faults can be successfully used as a software fault removal method. The method is 
independent of the architecture of the product. Only the taxonomy of faults should be 
adapted to the specific product architecture, but this is only to ease the application of the 
method. The two products were different in nature but cover well the problem domain. 

Legend: 
Automotive steering product 
OBOSS-II space product 
Space shuttle onboard  product 
 Telephone call-box  product

Criticality 

Complexity 

Pocket electronic agenda 
Heart defibrillator product 

Distribution of embedded software products  

The two cases cover a vast proportion of the application domains of interest to this thesis. 
As shown in Figure 49, the different embedded software products can be distributed as a 
function of their complexity (measured in terms of size, dynamic complexity and 
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algorithmic complexity) and their criticality. The two cases executed in this thesis can be 
positioned in the top right square, i.e. as complex critical software. From this and from the 
earlier confirmation of the practical validity of the method for these two software products, 
the method can be confirmed to be applicable to ANY embedded SW product, from the 
ones which could be located at the top right corner, to more simple ones, non so critical 
ones, located at the bottom left corner. 

This notwithstanding, applying the method to extreme cases could prove less efficient for: 

- Very complex critical embedded software like the one for the command and control 
onboard the shuttle spacecraft, which could be positioned at the upper right extreme 
side of Figure 49, and could require the application of this method. The complexity 
of this class of software product however might require too much time and effort to 
understand and execute the method and eventually perform less effectively than 
reported for the two case studies. 

- Low-criticality embedded software like a pocket electronic agenda or a telephone 
call-box, might not require the application of this method since the risk of using 
these systems is considered acceptable even if without a thorough assessment of its 
safety (if any) and or its reliability. 

The method should apply effectively to critical but not that complex products (e.g.: heart 
defibrillators), since the time required to understand it is low and can be compensated by 
the amount of critical functions to be analysed. 

 

The affordability criteria was not validated in the practical cases as already mentioned in 
chaptrers 7 and 8. Nevertheless, another conclusion after having applied the method for two 
case studies at the end of the development process of both of them is that the affordability 
criteria when applying the method at these stages is still rather low. This is one of the 
reasons of defining chapter 6, but which could not be validated in the case studies. 

  

After having presented and validated the SoftCare method as a ‘new’ software fault 
removal method for its application to embedded critical software products, other 
conclusions extracted from the evaluation of the SoftCare method. 
 

 Further evaluation 

The main objective of this research project is to define a static software fault removal 
method to fulfil a gap in current state of the art about verification methods for safety and 
reliability characteristics for embedded software products. SoftCare method definition and 
evaluation presented in this research project is strongly based on the definition of the 
products subject to be analysed: critical embedded software applications.  

In case the software products to be evaluated are non critical embedded software 
applications, the only criteria affected would be: the completeness criteria. 
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Figure 50. 

The completeness criteria concerns the detailed taxonomy of failure modes and fault tree. 
The reference taxonomy defined in chapter 4 and detailed in Appendix B although not 
complete, is heavily based on how en embedded software product is defined and 
constructed.  
 

The development of embedded software varies from the non/embedded software 
development process mainly in what concerns to the specific hardware environment in 
which it is loaded. Factors of different nature make difficult to test embedded software in its 
operational environment. These factors are like: lack or poor visibility of the software 
behaviour at execution time; requirements and implementation of functionality to control 
and manage its hardware environment and other devices; lack of mature development and 
testing tools; etc. Embedded software is part of many safety critical systems of today and all 
the above factors will have considered when defining the failure and fault taxonomy for the 
SoftCare method. 
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 The taxonomy defined in chapter 4 is based on two aspects: 

- The architectural and coding contents 

- The analysis of fault types from literature based on the embedded software 
product characteristics. 
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In case of a change to non embedded software, the taxonomy aspects related to embedded 
software should be changed.  

The taxonomy aspects related to non embedded software are highlighted in Figure 48 where 
the hardware box is substituted by the Man Machine Interface (MMI) one and the basic 
software still in charged of the dynamics of the software product is not dealing with the 
hardware devices any longer. The taxonomy would basically need to change the ENV faults 
by the MMI faults in their correspondent places in the fault tree presented below. 
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10 
 

Conclusions and recommendations for 
future research 

 

This conclusive chapter presents the lessons that can be learned from this research project 
and provide recommendations for future research lines.  

The research objectives of this thesis were to define a non-formal non-probabilistic static 
software removal method, called SoftCare. As part of this work a set of guidelines for the 
practical usage of the method were defined. The detailed procedure for the method is given 
in chapter 5 while chapter 6 provides guidelines for its integration in the software 
development life cycle. The procedure and the guidelines were used in the two case studies 
as discussed in chapters 7 and 8. Chapter 9 presents the validation of this method based on 
a set of criteria evaluated of its line of reasoning plus the practical cases studies. 

The conclusions drawn in the following answer the same research questions as the ones 
presented in chapter 2. 

The chapter concludes with a short discussion of opportunities for further research on the 
subject. 

 

10.1 Conclusions regarding the verification of safety and reliability 

The first research question presented in chapter 2 is as follows: 

Question 1. How is the verification of safety and reliability of critical 
software-intensive systems performed? 

Safety and reliability are among the most prominent ‘non functional requirements’ or so-
called in this thesis ‘external characteristics’ at system and software level that are 
increasingly becoming both  

- the focus of consumers and 

- the market drivers of producers 

Safety and reliability characteristics for software are implemented through fault tolerance, 
prevention and removal techniques and mechanisms along all life cycle stages. From the 
safety and reliability point of view and irrespective to any fault prevention or fault tolerant 
technique, fault removal techniques should be used from early development stages to help 
both the engineering and the verification of the critical embedded software products. This 
was the main assertion of this thesis (as presented in chapter 3). 

Question 2. What should any software fault removal technique analyse and 
how? 

Several software fault removal techniques exist in the literature. The most frequent 
taxomony differentiates between static and dynamic techniques. Different authors focus on 
probabilistic approaches whereas most of the techniques are non-probabilistic, since the 
former ones are yet based on experimental data. In some standards, static techniques require 
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formal methods and proofs based on mathematical demonstrations Other literature classify 
these software fault removal techniques in functional and logical. All such aspects were 
considered when dealing with software fault removal techniques in chapter 3. 

Several methods can be found in the literature, which specifically focus on non formal non 
probabilistic static software fault removal techniques.  

In order to be able to compare all of these techniques, the theoretical foundation of any 
software fault removal technique is analysed (in chapter 4) based on: the generic steps 
required by the techniques together with what concerns the specific software failures and 
faults captured by the technique when applied to embedded software products. To this end, 
a reference taxonomy of failure modes and a fault tree is defined as a basic foundation for 
any software fault removal technique. Though the reference taxonomy is not demonstrated 
as complete (in Chapter 4), it is well founded on existing literature and standards and 
defined covering all software development stages and the characteristics of embedded real-
time software products. 

Question 3. What criteria should be used to compare the different 
techniques and to define the advantages and disadvantages of one with 
respect to the others? 

After precisely determining the nature of a fault removal technique, a criteria framework 
heavily based on the ‘innovation diffusion’ theories was drawn in chapter 4. Though maybe 
still needing further theoretical analysys to be complemented with more criteria, these 
criteria set defined in the ‘Innovation doffusion’ theories, is interpreted and complemented 
by further criteria based metrication standards in use for objective and systematic 
comparison of the existing non formal non probabilistic static software fault removal 
techniques. This criteria framework is divided in two sets: the primary criteria set, which 
includes those directly related with software fault removal aspects, and the secondary 
criteria set related with ‘Innovation diffusion’ aspects like triability, observability and 
understandability. 

Out of comparison of the various techniques it was concluded that none fulfil all criteria 
satisfactorily. Multiple combinations of techniques are possible, which would increase 
some ratings but then also decrease others. 

The best combination appears to be FMEA + FTA: Failure Mode and Effects Analysis 
(FMEA) is a fully complementary bottom-up technique, while Fault Tree Analysis (FTA) 
has a fully complementary top-down approach. 

The combination of the two techniques scores very well against the primary evaluation 
criteria:  

a) As both techniques are already used at system level, their use for the analysis of 
sub-systems, like embedded software products, would result in directly integrable 
information with upper level system criticality analyses results 

b) Complete performance of all theoretical software fault removal steps. 
c) Full coverage of all failure modes and fault tree taxonomy when used in 

combination. 
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Less good ratings are scored against the secondary criteria set: 
 

a) The triability is lower as more information is needed about how to use the two 
techniques in combination, and how to restrain their individual complex and 
tedious resulting tables and trees. 

b) The interpretation of the results, although well known when individually used from 
the amount of existing guidelines in the literature, needs further interpretation when 
used in combination. 

c) The understandability of each technique is well supported by the literature, but no 
public information is on their combined utilisation. 

Hence, more effort should be put on defining the combined of of the FMEA+FTA 
techniques, so as to improve the secondary criteria ratings. 

Question 4. How can a conceptual model be developed to tune existing fault 
removal methods to be specific for embedded critical software applications? 

The combined FMEA+FTA was deemed well versed as a software fault removal technique. 
The functional forms of these techniques, however, require modifications to be used for 
software fault removal at the different software development stages. The combination of 
these techniques would become a new method, which is called the SoftCare method. To 
improve the medium-rated secondary criteria set the following had to be defined: 

 
a) A detailed procedure of the SoftCare method for the sequential step-by-step 

application of the two techniques, following the theoretical software fault removal 
steps and using the taxonomy of software failure modes and software fault types. 
By providing this procedure the secondary criteria ratings increased are: triability, 
observability and complexity (as detailed in chapter 5). 

b) Guidelines to integrate the SoftCare method within the overall embedded software 
development process. By providing these guidelines the ‘affordability’ secondary 
criteria rating is improved (as defined in Chapter 6). 

 

10.2

��

 Conclusions regarding the new SoftCare method 

The solution of these research problem means the detailed definition of above two bullets:  
a) the procedure of the SoftCare method 
b) guidelines of how to use the SoftCare method within the development life cycle 

Bullet a) corresponds to the answer to the fourth research question presented in chapter 2: 

Question 5. How is the procedure of the new software fault removal 
conceptual model?  

Chapter 5 defines the complete SoftCare procedure. The two main steps are: 

 first the FMEA to identify software critical functions, their causes and the severity of 
their effects to the system. The failure modes defined in the taxonomy are to be 
used. The steps are not changed from what is used at system level and what is 
available in the literature. Each cause of the critical software function is 
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10.3

considered a top-level software fault to be further analysed. The FMEA is 
documented in a table. 

second, each top-level software fault is analysed following the hierarchical taxonomy 
of software faults (the detailed list of faults filling in each category of the fault 
tree), producing a table or a tree of possible fault causes stopping at the lowest 
basic faults. The steps are not changed from what is used at system level and what 
is available in the literature. For each of these basic faults a recommendation is 
defined to prevent, tolerate and finally remove it from the produce, as being a 
potential cause of a critical failure. 

Question 6. When and how is this fault-removal method to be used when 
developing software?  

A generic process for the development and verification of software characteristics, needed 
to be defined since the definition and engineering of characteristics into a system provides 
no single harmonised process. It is defined as parallel but integrable to the functional-
requirements development process and based on the Plan-Do-Check-Act (PDCA) approach 
to be used at each development stage.  Guidelines about how to use of the SoftCare method 
as software fault prevention techniques for the verification of safety and reliability 
characteristics are defined in Chapter 6. 

By answering research questions 5 and 6 above, a detailed procedure for a new fault 
removal method for embedded critical software is defined together with guidelines about 
how to use it throughout the different stages of the software development process. But to 
demonstrate its usability there is still the last research question to be answered: 

Question 7. How is the new method validated? 

 

 Conclusions regarding the validation of the SoftCare method  

This research is in the category of ‘applied research’, as already defined in chapter 2. It 
means that after designing a generic solution of the problem (the software criticality 
analysis method) with the hypothesis that this solution will be valid for different application 
domains, case studies are used to support the validation of the generic solution.  Two 
application case studies have demonstrated the applicability and real benefit of applying the 
proposed SoftCare method.  

The first case study was the application of the method to a real new critical embedded 
software product for the automotive industry. The product analysed was a new electronic-
based steering wheel software product to be used by the car manufacturer in commercial 
cars as from year 2002. The product was still at the coding stage. The analysis scope was 
performed in 1 month, therefore a sub-set of the functionality of the product was defined to 
be the software under analysis. The method was used to complement the verification stages 
to be performed by testing. The development process used was not a mature standard-based 
process, and the required documents outcomes of the life-cycle and input to this analysis 
were not available. A not so experienced team developed this software product and this was 
reflected in the amount of recommendations provided. Chapter 7 details the results of this 
case study evaluating the execution of the SoftCare method together with the improvements 
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and recommendations to remove faults to the analysed software product. Table 10 presents 
a summary of final results presented in the analysis report. 

 
Number of final recommendations 59 55 directly related with potential 

catastrophic failure 

Number of comments to the final 
report 

1 About the number of recommendations 
related with catastrophic failures  

Number of fault trees produced 30 Several ones linked to other fault trees 
which were common to other top-level ones 

Table 10  Summary of final results of the automotive case study 

Feedback from customers was requested by E-mail about the understandability and usability 
of the results. Positive replies were received not just by E-mail but by the request to 
perform more analysis to complete the one to this same product (to now cover all its 
functionality) and to other products. 

The second case study was the application of the method to a real new critical embedded 
software product for the space systems industry. The product is about a reusable on-board 
packet utilisation facility for the spacecraft data handling and control functions. Again, the 
analysis was planned for 1 month, therefore a sub-set of the functionality of the product was 
defined to be the software under analysis. The development process used was rigorously 
following the European Space Software development standards [PSS], and the required 
documents outcomes of the life-cycle and input to this analysis were available. A more 
experienced team developed this software product and this was reflected in the few number 
of recommendations provided (in comparison to the ones provided to the automotive one).  

Chapter 8 details the results of this case study evaluating the execution of the SoftCare 
method together with the improvements and recommendations to remove faults to the 
analysed software product. Table 11 presents a summary of final results presented in the 
analysis report.  

 
Number of final recommendations 22 20 directly related with potential 

catastrophic failure 

Number of comments to the final 
report 

- Not available  

Number of fault trees produced 18 Several ones linked to other fault trees 
which were common to other top-level ones 

Table 11  Summary of final results of the space case study 

 

After an evaluation of the SoftCare method individually for each case study, confirming the 
top values of the secondary criteria set, an overall evaluation of the method is presented in 
chapter 9. 

An analysis of the SoftCare method of all criteria based on both theoretical design plus 
practical execution was performed. No validation was possible regarding the guidelines for 
the integration of the method within the development life cycle. Both case studies were 
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performed at the last development stages of the two products analysed, therefore no 
conclusions could be obtained from the practical cases about the practical validity of the 
provided guidelines.  

The final values obtained about the practical evaluation of the procedure of the method 
were ALL as expected, and as presented here below: 

- Triabilty: The procedure defined was used for both case studies and only 
few improvements needed to be incorporated to its definition, coming 
from the first case performed.  

- Observabilty: The meaning of any intermediate or final results when 
applying the techniques in combination was defined within the procedure. 
After the analyses, positive reactions were received about the 
understandability of the results as well as indicativeness of what to 
improve on their respective products. 

- Complexity: Regarding the understandability of the method, since the 
same person who defined the method performed both case studies, no 
objective criteria evaluation value can be concluded from the practical use 
of the method. Nevertheless, the procedure is deemed clear enough for 
any skilled person.  

 
Public demand for safety and reliability characteristics in the day to day critical systems 
should dramatically increase in the future, thereby implying the use of methods like 
SoftCare. 

 

After having presented and validated the SoftCare method as a ‘new’ software fault 
removal method for its application to embedded critical software products, other 
conclusions extracted from this research project are presented in the following sections.  
 

 Other conclusions 

SoftCare method definition and evaluation is strongly based on the definition of the 
products subject to be analysed: critical embedded software applications. But what would 
happen if the product does not fulfil these characteristics. Two new questions (added to the 
ones defined in chapter 2) should be answered: 

Question 8. What would happen if the method is applied to non embedded 
software products?  

Question 9. What would happen if the method is applied to non critical 
software products? 

Question 8 above is answered in chapter 9 whereby the only aspect of the method affected 
would be the taxonomy of failure modes and fault tree. The reference taxonomy defined in 
chapter 4 and detailed in Appendix B although not complete, is heavily based on how en 
embedded software product is defined and constructed.  

The development of embedded software varies from the non/embedded software 
development process mainly in what concerns to the specific hardware environment in 
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which it is loaded. Therefore, the taxonomy aspects related to non embedded software 
should change by substituting the hardware box (and the ENV set of faults) by the Man 
Machine Interface (MMI) one (and the new MMI faults to be added). The basic software 
would be still in charge of the dynamics of the software product. 

Answering to Question 9 refers to an evaluation of the affordability criteria. The whole 
purpose of the method is to remove faults, therefore focused on safety and reliability 
characteristics. The affordability of the method presented is still rather low when applying it 
at the end of the development process (as presented in chapter 9). This means that the effort 
to apply it is still long and tedious. It is applicable to non critical software too since faults 
can produce the software product to fail, with no catastrophic nor even reliability critical 
consequence, and still desiring to remove those faults. The cost of applying the method to 
these non critical software products might not be worth.  

 

 Recommendations for future research.  

Although the definition and validation of the SoftCare method presented in this thesis 
fulfils the criteria set defined in chapter 4 for an applicable and feasible static non formal 
non probabilistic software fault removal method, it is still possible to identify issues on 
which further research is required. These future research lines are related to both practical 
and theoretical research projects.  The order in which they are presented is not following 
any line of priorities but following the same line of reasoning of this research project. They 
are presented below. 

Taxonomy of software failure modes and fault tree 

In both Chapter 4 and Appendix B, a taxonomy of software failure modes and fault types is 
presented. This taxonomy is not demonstrated to be complete. Its definition is heavily based 
on the nature of embedded software products, subject products to be analysed, and how they 
are developed and documented. The definition of the taxonomy was founded in the 
literature but no mathematical nor other theoretical demonstration is presented about its 
completeness. Therefore, more effort should be put on the following issues: 

- Definition and demonstration of its completeness, throughout both more 
theoretical foundation and more practical exercises 

- The effects of its variability to other nature of non-embedded software 
products like databases, Web pages, etc.  

- How adaptable is the taxonomy provided to other software products, to 
changes to the SoftCare method steps 

- How does the taxonomy covers the different existing safe-sets of coding 
languages existing in the literature (such as [MISRA98], [ISO15942] or the 
Ravenscar profile [Burns00]). 

- How adaptable is the taxonomy to changes in the guidelines for its use along 
different software development life cycles: depending on the nature of the 
development stages: e.g. database development, knowledge based systems, 
etc; or depending on the life cycle itself: spiral, incremental, etc. 
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Other criteria of comparing the techniques could be defined and its effect on the 
method defined to be analysed 

The criteria framework used to compare the existing static software fault removal 
techniques was defined based on both the ‘Innovation diffusion’ theory and on detailed 
criteria from metrication standards. The criteria framework was defined taking the criteria 
from the ‘innovation diffusion’ theory, interpreting it for this research purposes and 
defining two sets: the main criteria set, based on the definition of software fault removal, 
and the secondary set based on what is defined in [ISO9126] about ‘Desirable Properties for 
Metrics’. But no further theoretical analysis was performed regarding how this criteria set 
was defined or maybe needed to be complemented by other characteristics. Aspects to take 
into account are like: 

(a) Demonstrating the Validity of the criteria set. As a direct adaptation of what is 
mentioned in [ISO9126] the users of criteria should identify the methods for demonstrating 
the validity of these criteria, as, for example: 

- Correlation: The variation in the innovation diffusion criteria values (the 
measures of principal criteria) explained by the variation in the lower level 
criteria values, which is given by the square of the linear coefficient. An 
evaluator can predict innovation diffusion criteria without measuring them 
directly by using correlated criteria. 

- Tracking: If a criteria C is directly related to a top level criteria value Q, for a 
given technique, then a change value Q(T1) to Q(T2), would be accompanied 
by a change criteria value from C(T1) to C(T2), which is the same direction 
(for example, if Q increases, C increases). An evaluator can detect movement 
of innovation diffusion criteria along a time period without measuring 
directly by using those criteria which have tracking ability. 

- Consistency: If innovation diffusion criteria values Q1, Q2,..., Qn, 
corresponding to techniques  1, 2,..., n, have the relationship Q1 > Q2 > ..., 
Qn, then the correspond criteria values would have the relationship C1 > C2 
>, ... Cn.  

- Predictability: If a criteria is used at time T1 to predict a innovation diffusion 
criteria values Q at T2, prediction error, which is {(predicted Q(T2)- actual 
Q(T2) ) / actual Q(T2)}, would be within allowed prediction error. An 
evaluator can predict the movement of innovation diffusion criteria in the 
future by using these criteria which have Predictability. 

- Discriminative. A criteria would be able to discriminate between high 
innovation diffusion criteria and low innovation diffusion criteria. An 
evaluator can categorize techniques and rate innovation diffusion criteria 
values by using those criteria which have discriminative ability. 

 

(b) Displaying evaluation results. Referring to both: (1) Displaying innovation diffusion 
criteria evaluation results (for example, the following graphical presentations are useful to 
display innovation diffusion criteria evaluation results for each of the criteria and sub-
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criteria); and (2) Displaying the criteria through diagrams like: Pareto chart, trend charts, 
histograms, correlation charts, etc. 

Other combination of techniques to be defined and tried 

Chapter 4 contains an analysis and comparison of different static software fault removal 
techniques. After the comparison, none of them was having all criteria to the maximum 
rate, therefore a combination of techniques was analysed to see whether the resulting rates 
were higher than the individual ones. Few combinations were presented, selecting the one 
deemed more appropriate regarding the state of the art mentioned in the literature and the 
values of the criteria set evaluated which was the highest one obtained.  

But other combinations are still possible which could incorporate other techniques with 
other characteristics: dynamic, formal, etc, discarded for several general justified reasons to 
be further considered in this research project. Concrete techniques belonging to other 
groups might have a particular good rating and could be combined with any of the static 
non formal non probabilistic ones identified in this thesis. 

Procedure to be improved through more practical case studies 

The SoftCare method is just tried twice in practice, and through the so-called α-testing 
referred chapter 2. Two practical case studies are presented in this research project that 
were performed by the same researcher. More practical validations, preferably to be 
performed by third parties, are needed for its maturity and practicality evaluation (so-called 
β-testing). Different research lines can be defined in this sense: 

 
a) Definition of more practical case studies intended to evaluate the presented 

procedure of the SoftCare method to more critical embedded software products for 
a revalidation of the criteria framework values presented in this research project. 

b) Definition of more practical case studies intended to evaluate the presented 
guidelines to integrate the SoftCare method within the overall embedded software 
development process. This validation was not done within this research project and 
it would be necessary to validate its affordability. When carefully applied in the 
different life cycle stages with specially selected case studies, the complexity of the 
failure model tables and fault tree length can be controlled. 

c) Definition of more practical case studies to be performed by different skilled 
analysts, are necessary to evaluate the criteria related with the understandability of 
the procedure itself. The person defining the SoftCare method procedure was the 
same as the one who performed the two practical case studies.  Therefore this 
criteria is not evaluated yet.  

Improvement of its triability: Automatism of the procedure defined 

The SoftCare method was put in practice with the use of aside tools supporting the reading 
exercise of the source code. But chapter 4 and Appendix D present information about the 
existence of tools directly supporting the performance of the two techniques composing the 
method. How these commercial tools could be used to improve its triability would be a very 
important complement to the procedure itself. Nevertheless, one important aspect to take 
into account when using commercial tools is their effect of their implied process on the 
SoftCare method procedure. Tools, when supporting a technique, use to imply specific steps 
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to be performed, as well as defined inputs and outputs to be provided. The advantages or 
disadvantages of any contradictory or deviation step to the ones defined in the procedure 
itself should be analysed too.  

Improvement of its indicativeness: Reporting of results to be improved 

The SoftCare method procedure presents steps and examples about how to report the results 
of the application of the method. The recommendation list is one of the most appreciated 
results of the method, since they correspond to the last software fault removal step: the 
correction of the fault that might potentially be the cause of a failure with catastrophic 
consequences. In the presented procedure one recommendation should be provided for each 
potential applicable software fault found, but these recommendations are suggested to be 
presented besides its related software fault (at the software fault tree table) and in a 
summary list of all recommendations as a separate chapter of the analysis report. But further 
analysis of these recommendations could provide more elaborated information about: 

- Class, effort and severity (as defined for the defect classification in 
inspections in [Ebenau93]). 

- %recommendations per fault category. The list might be too long and it might 
become difficult to understand by the developer or customer therefore it 
would be interesting to analyse trends different development team members 
may have when designing or coding. 

- comparative analysis of recommendations of different products by its coding 
language, size, application domain, etc. A ranking could be developed and 
information about where each software product is positioned regarding these 
other aspects might be of interest to the customer. 

A lot of work is still needed in both academia and industry to provide prosperous results to 
complement, validate and improve this enjoyable and educating research project.  

 

 Epilogue 

The objective of this thesis was to define the procedure of a non formal non probabilistic 
static software fault method for critical embedded software products together with 
guidelines about its use throughout the different software development stages. Hopefully 
the results presented will help and provide new insights for anyone working on software 
fault removal techniques and methods. As already mentioned in [Solingen99], the approach 
presented in this thesis might still not be an easy to read learning cookbook. It might be 
missing ingredients, or steps to take or timing issues for the application of the method and 
the final removal of software faults. However the intention was to define a starting point to 
approach software fault removal techniques for critical embedded software products in a 
more systematic, harmonised and practical way than what was found in the literature and 
standards. 
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Appendix A 
 

Examples of failures 
 

a) Automotive industry 

In 1998, after 130 reported injuries due to gratuitous and premature deployment of 
automobile airbags, General Motors was recalling almost one million cars (1996 and 1997 
Chevy Cavaliers and Pontiac Sunfires, and 1995 Cadillac DeVilles, Concours, Sevilles, and 
Eldorados).  The Cavaliers and Sunfires had a sensor calibration problem that enabled the 
air bags to inflate even under normal conditions on paved roads (perhaps an object 
bouncing up against the underside); the fix involved a little software reprogramming.  The 
Cadillac air bags could deploy when there was moisture on the floor under the driver's seat, 
where the computer was located.  A fix might involve waterproofing the computer box 
([Newmann01] Volume 19 Issue 85). 

In 1998, the Japanese maker of audio and other electronics goods, Pioneer, have begun 
magazine ads campaign (in Japan) notifying the users of their old GPS-based automobile 
navigation aids of the problem of their old ROM firmware.  They stated that certain old 
models of their GPS-based systems won't show correct positions beginning on 22 Aug 
1999, and urged the users of such systems to contact Pioneer office for upgrading the ROM. 
The GPS bit-overflow problem in certain receivers was known before (see RISKS, Volume 
18 Issue 24), whereby the date will reset to 6 Jan 1980 at the end of 21 Aug 1999.  
([Newmann01] Volume 19, Issue 80) 

In [Dailynews98] in 1998, it was reported that due to a software problem, hundreds of older 
cars in metropolitan Atlanta have failed emissions tests they should have passed.  The state 
Environmental Protection Division (EPD) allowed testing stations to keep old cars, even 
after EPD knew that the software thresholds in their systems were a factor of two too low.   

In 1999 the Justice Department has filed a civil suit under the Clean Air Act (on behalf of 
the EPA) against Toyota for faulty smog-control computers on 2.2 million 1996-1998 
vehicles (Camry, Avalon, Corolla, Tercel, Paseo; Lexus; Sienna minivans, etc.).  The suit 
seeks repairs and fines up to $58.5 billion for faulty software that failed to detect above-
threshold emissions. California had apparently approved the systems based only on 
simulations. Toyota claims the rules were altered after the initial approvals ([Newmann01] 
volume 20, issue 48). 

 
b) Submarines 

The McIntosh-Prescott report to the Australian Gov. concerning the problems with its new 
Collins class submarine project, released 1 Jul 1999, noted major problems with the new 
submarines, including unreliable diesel engines, excessive noise, cracking propellers, poor 
communications and periscope vision. Deficiencies in project management and 
procurement were also criticised. The hardware issues, though serious, could be fixed -- but 
the software for the combat system was considered unlikely to ever work. The major 
conclusion of the report however, was to completely dump the software and start again  (at 
a cost of hundreds of millions) ([Newmann01] volume 20 Issue 48). 
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c) Money 

In 1996, Los Angeles Times reported that, according to Social Security Administration 
officials, some 695,000 Social Security recipients had been underpaid since 1972, due to a 
computer program error. The total unpaid benefits are estimated at $850 million, with and 
average amount per affected recipient of $1,500 and about 400,000 of those affected had 
been identified and would be getting the back payments. 

In 1996, approximately 800 customers of the First National Bank of Chicago were surprised 
to see that their balances were $924 million more than they expected the week before. The 
cause was the traditional ”change in a computer program”. According to The American 
Bankers Association, the total of $763.9 billion was the largest such error in US banking 
history [Boston96].  

Computer keeps 100 pounds per week from pensioner, as reported in [Hibbs98] in 1998. 
Approximately 200,000 elderly Brits were not receiving their proper state pensions because 
of a computer problem, losing up to 100 pounds a week for few months. The problem was 
blamed on the cutover to a new 170-million-pound computer system, and according to a 
government source was likely to take five months to fix.  

 

Customers of Bank 24, a discount bank owned by Deutsche Bank AG, were astonished one 
evening in 1999 to find that their securities accounts appeared to be overdrawn to the tune 
of 4 billion euro ($4.32 billion). An oversight connected to the change to the euro was 
responsible for a software error that week, which affected 55,000 customers. The problem, 
had to do with a quarterly calculation of the worth of each customer's securities account and 
although the bank had tested and planned to use a new, euro-compatible program to carry 
out the quarterly calculation, because of human error, the old, pre-euro program calculated 
the amount [D’Amico99]. 

In 1997, the shutdown of the Bankers Automated Clearing System (BACS) for a mere 30 
minutes caused chaos in the banking world. Clearing banks burned several gallons of 
midnight oil to deliver a quick fix to employees awaiting a cash injection for their Easter 
break. The costs of this emergency work and the withdrawal of charges for overdrawn 
accounts affected were substantial [McRobb97]. 

 
d) Computer Networks 

In August 1996, America Online's computer systems (near the Dulles Airport facility in 
Virginia) went down.  Service was reportedly restored sporadically 19 hours later.  The 
crash was caused by new software installed during a scheduled maintenance update.  The 
16 million people were affected [Newmann01]. 

 
e) Space 

In [Aviation99], software failed in a Centaur upper stage of a Titan IVB rocket, launched 
from Cape Canaveral on 30 Apr 1999, resulting in the loss of an $800-million Milstar 
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satellite. Air Force officials said that the error was in the attitude control system software.  
The inertial navigation unit ‘perceived’ a zero roll rate, which was incorrect, ‘creating 
attitude errors’. The attitude control system tried to correct attitude, but the incorrect 
software parameter ‘prevented the system from orienting the stage properly’. Attitude 
control system fuel ran out.  

In 1999 a $75  million NASA spacecraft designed to study solar flares was heavily damaged 
when engineers mistakenly shook it 10 times harder than intended during a pre-flight test. 
JPL engineers were performing tests on a shake table to ensure the probe could withstand 
twice the force of gravity, which it would experience during launch. Instead, it was 
subjected to 20 times the force of gravity for about 200 milliseconds [Abcnews2000]. The 
shaking cracked at least two of four solar panels on the High Energy Solar Spectroscopic 
Imager, and its launch, had to be pushed back January 2001. 

In 1996, the first Ariane 5 launcher was lost. The inquiry board investigating its loss said 
that at 36.7 seconds after H0 (approx. 30 seconds after lift-off) the computer within the 
back-up inertial reference system, which was working on stand-by for guidance and attitude 
control, became inoperative [Lions96]. This was caused by an internal variable related to 
the horizontal velocity of the launcher exceeding a limit that existed in the software of this 
computer. Approx. 0.05 seconds later the active inertial reference system, identical to the 
back-up system failed for the same reason. Since the back-up inertial system was already 
inoperative, correct guidance and attitude information could no longer be obtained, the 
main computer commanded the booster, the main engine to make a large correction for an 
attitude deviation that had not occurred, and loss of the mission was inevitable. 

In 1997, few days after the landing into Mars, not long after gathering meteorological data, 
the Mars Pathfinder spacecraft began experiencing total system resets, each resulting in 
losses of data.  The press reported these problems in terms such as "software glitches" and 
"the computer was trying to do too many things at once". VxWorks, its real-time embedded 
software systems kernel, providing pre-emptive priority scheduling of threads, executed the 
designed threads with the priorities that were assigned in the usual manner reflecting the 
relative urgency of this mission tasks, but causing total system resets of the Pathfinder 
spacecraft (see more comments and information in [Newmann01] Volume 19 Issue 49). 
The software problem could be solved and the mission could continue as planned. 

Mars Climate Orbiter (MCO) and Mars Polar Lander (MPL) probes were other NASA 
projects part of the JPL Mars ’98 Development Project that resulted in complete lost 
missions. The Mars Climate Orbiter was designed to study the weather and climate of Mars, 
was launched on December 11, 1998. On Sept. 23, 1999 the MCO mission was lost when it 
entered the Martian atmosphere on a lower than expected trajectory. The increased 
periodical Angular Momentum Desaturation (AMD) events 10-14 times more often) 
coupled with the fact that the angular momentum (impulse) data was in English, rather than 
metric, units, resulted in small errors being introduced in the trajectory estimate over the 
course of the 9-month journey. At the time of Mars insertion, the spacecraft trajectory was 
approximately 170 kilometers lower than planned. As a result, MCO either was destroyed 
in the atmosphere or re-entered heliocentric space after leaving Mars’ atmosphere [NASA-
MCO]. 
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Mars Polar Lander was designed to study volatiles and climate history during its 90-day 
mission. The mission was completely lost. On 16 December 1999, in accordance with Jet 
Propulsion Laboratory (JPL) policy, the Laboratory Deputy Director appointed a Special 
Review Board (the Board) to examine the loss of MPL and DS2. Given the total absence of 
telemetry data and no response to any of the attempted recovery actions, it was not expected 
that a probable cause, or causes, of failure could be determined. In fact, the probable cause 
of the loss of MPL has been traced to premature shutdown of the descent engines, resulting 
from a vulnerability of the software to transient signals. Owing to the lack of data, other 
potential failure modes cannot positively be ruled out. Nonetheless, the Board judges there 
to be little doubt about the probable cause of loss of the mission [NASA-MPL]. 

 
f) Medical systems 

Some of the most widely cited software-related accidents in safety-critical systems involved 
a computerized radiation therapy machine called the Therac-25. The Therac-25 was a 
cancer irradiation device that accelerates electrons to create high- energy beams that can 
destroy tumors with minimal impact on the surrounding healthy tissue. Its faulty operation 
led between June 1985 and January 1987, six known accidents involved massive overdoses 
with resultant deaths and serious injuries. One of the safety features in the original design 
was that all of the settings for the device had to be entered through both a terminal and on a 
control panel. This was seen as redundant by users of a prototype and was not appreciated 
by them, who assumed that the safety of the equipment was beyond doubt. The design was 
changed before release so that the settings could be entered on the terminal alone. The 
confirmation that the settings were those that were actually required the return key again 
was to presses. Unfortunately users soon learned to press the return key twice in succession, 
since they knew that they would always be asked for confirmation. The two presses became 
a single action in the mind of the user, and no actual review of the settings was performed. 
Due to a bug in the software, some of the settings were, occasionally, not properly recorded. 
The bug was a race condition created because proper resource locking of the data was not 
exercised. See [Leveson93] for a full description of the accidents and their causes.  

In 1999 an anesthesiologist with 30 years of computer experience reported about computer-
based patient monitor problems.   For example, when a patient is put to sleep for heart 
surgery, monitoring lines are insert to follow cardiac filling pressures, cardiac output 
pressures and other parameters such as the electrical pacing and conduction properties of 
the heart. Usually five or more signals are displayed in real-time on a high-resolution 
display. This data is the basis on deciding, for example, which drugs to administer to get 
out of clinical crises ([Newmann01]). This information is missing many times due to 
computer software and hardware problems. There are some computer-based monitor 
designs that occasionally "reboot" in the middle of surgery for no apparent reason (possibly 
due to electromagnetic interference from the electrosurgical apparatus, or even nearby 
cellular phones, but possibly also software-related), with the result that the patient is at 
increased risk during the reboot period (where you are "flying blind"). The situation is 
especially frustrating when the pressure-signal-related zero offset information is lost on 
reboot and the pressure transducers must all be re-zeroed! 
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Also, another monitoring system frequently used in hospitals announcing an "asystole" 
(cardiac arrest) alarm whenever the electrocardiogram signal falls below certain amplitude. 
The fact that normal cardiac pressures still being generated is ignored by the alarm 
management software, results in an obviously wrong diagnosis. This kind of haphazard and 
ill-conceived alarm arrangement is the reason why many anesthesists globally disable all 
alarms at the beginning of surgery, so they can concentrate on taking care of the patient 
rather than following up on countless false alarms.  

In 1999, FDA was warning hospitals of non-health threatening failure of some medical 
devices.  The HP defibrillator would print "set clock" instead of the date on its printed 
record.  The other, a patient monitor, would also fail to correctly report the date in it's logs. 
Somebody made "99" mean "clock needs to be reset" ([Newmann01] volume 20 Issue 14). 

 
g) Production chains 

Early in 1997, a computer problem at the Tiwai Pt (in South Island of New Zealand) 
aluminium smelter at midnight on New Year's Eve has left a repair bill of more than $1 
million New Zealand Dollars [NZPA97].  Related to the well-known Y2K problem, too 
many are suggesting that new programs are all OK only when ‘treating’ the "old mainframe 
stuff" that might have problems with "Year 2000".  Well, people are still writing code with 
bugged date logic.  Production in all the smelting pot-lines ground to a halt at the stroke of 
midnight when the computers shut down simultaneously and without warning.  New 
Zealand Aluminium Smelters' general manager David Brewer said the failure was traced to 
a faulty computer software programme, which failed to account for 1996 being 366 days 
long. Each of the 660 process control computers hung up simultaneously at midnight. 
Without the computers to regulate temperatures inside the pot cells, five cells over-heated 
and were damaged beyond repair.  The same problem occurred two hours later at Comalco's 
Bell Bay smelter, in Tasmania (Australia).  New Zealand is two hours ahead of Tasmania.  
Both smelters use the same programme. 

In 1996, the computer-chip-manufacturing operations at Intel Corp.'s Rio Rancho plant 
were back to normal after a five-hour power failure that ruined an undisclosed number of 
chips, including some of the plant's Pentium microprocessors. It was caused by a 
malfunction of Public Service Company of New Mexico software ([Newmann01] Volume 
18 Issue 03). 

 
h) Aviation 

In [TSBC95] the Transportation Safety Board of Canada reported about a runway overrun 
incident in 1995 at Vancouver International Airport.  The airport is on an island just barely 
above sea level; presumably, then, when a high pressure cell is in the area, its "pressure 
altitude" is below sea level. During the review of the take-off performance calculations for 
the flight, it was noted that the TPS (Take Off Performance System Computer) incorrectly 
calculated the effect of below-sea-level pressures on engine performance. The manufacturer 
confirmed that the engine thrust curves indicated less thrust output for operations at below-
sea-level pressure altitudes; whereas the TPS program calculated that performance 
increased as pressure altitude decreased below sea level. 
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In [Doyle97], in 1997, the $570M air traffic control centre was said by UK National Air 
Traffic Services (NATS) to be "the largest and most advanced development of its kind in 
the world". The software problems found had delayed the opening by 15 months due to the 
unusually high number of ‘bugs’ which prime-contractor Lockheed Martin was having to 
remove from the 1.82 million lines of software code at the heart of the system. In August 
2000, again, BBC News [BBCnews00] reported that due to computer problems, the large 
control room for the new national air traffic control centre - already six years behind 
schedule- was still standing empty. The huge centre at Swanwick, in Hampshire, had more 
than 200 serious bugs in its computer software. The centre should control most of the 
aircraft flying over England from January 2002, replacing most of the work done by air 
traffic controllers at West Drayton. The Hampshire centre was due to open in 1996 at a cost 
of about £350m. But costs have spiralled and the centre is now at almost twice its original 
cost at £623m.  

On 19 February 1996, a Boeing 747-400 Combi aircraft scraped its tail along the runway 
when taking off from Toronto Airport [TSBC96].  A contributing cause to this incident was 
that the centre of gravity (C of G) had been calculated incorrectly and was outside of the 
limits for the aircraft.  (The Combi aircraft is one that carries cargo on the main deck behind 
the passenger compartment.). The computer program that calculated the aircraft weight and 
balance had been used for several years without any reported errors in calculations.  The 
program was modified to account for the size of cargo pallets but it was not believed to 
affect cargo carried on the main deck of the 747-400 Combi. While the weight of the 
aircraft was calculated correctly, the C of G was calculated as 22.3% mean aerodynamic 
chord (MAC) when it was in fact 35% MAC.  The aft limit for take off was 32.5% MAC. 
The aircraft scraped its tail along the runway while taking off.  Also, during climb, the 
aircraft was found to be very tail heavy and near full down stabilizer trim was required to 
maintain the proper climb. 

In 1997, 225 of the 254 people on board were killed in the crash of the Korean Air 747, 
Flight 801, in Guam.  National Transportation Safety Board investigators said that a 
software error might have been a contributing factor in the crash of the aircraft. The bug 
didn't cause the crash; however, if it were not for the bug, the crash might have been 
averted. The airport at Guam had a system known as Radar Minimum Safe Altitude 
Warning.  It notified controllers if a plane is too low; they in turn could notify the pilot.  It 
normally covered a circular area with a 63-mile radius. Because of the bug, it was only 
covering a one-mile wide strip around the circumference of the circular area. Because the 
old version gave too many false alarms it was substituted by a new version. The bug in the 
upgraded software apparently existed in airports throughout the world, and was not detected 
until analysis after the crash.  Seeking to discover the exact point in time at which the 
altitude-warning system had failed, investigators discovered that the system had not issued 
any expected warnings and had failed completely [Newmann01]. 

In 1997, British Airways Flight 133 carrying 85 passengers to Saudi Arabia was forced to 
turn back when it started to roll for no apparent reason. The fault was attributed to ‘un-
commanded’ rudder movements. In turn, this caused a computer system to compensate via 
adjustments to the wing flaps [McRobb97].  
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Japan’s second worst air disaster, some years ago (1994), was caused by an automatic 
system taking over, despite the pilot’s efforts to override it [McRobb97]. 

 
i) Database problems 

In the Finnish TV news on 9 Jan 1997, it was reported that the Finnish car registry had sent 
mail to 11 thousand car-owners stating that the registration of their cars would be dropped 
from the registry, "because the car has been out of use". The registry representative said this 
was caused by a "computer error”.  The registry then sent out 11,000 apology letters. 

It seems the Dutch phone company, KPN, had some problems restyling the phone directory 
of Utrecht and they were not available for a long while. The restyling involved adding a 
'yellow pages' kind of index to the alphabetical section, and the possibility of 
advertisements in the alphabetical section of the directory. The Utrecht directory was 
recalled because of a lot of errors; it seems that about 10% of entries was corrupted one way 
or the other. While the subscriber database is correct, the advertisers database was not: 
Their databases seem messed up somehow. Newspapers reported at the time the cause was 
'computer error' while merging the list of subscribers with the list of advertisers. Nearly a 
year later, KPN/PTT still did not have its data right. No directories had been published until 
January or February 1996 instead of the original May 1995. Other cities had approximately 
the same delays. The being unavailable of directories causes quite some problems. Phone 
numbers tend to change quickly here, as it is often not possible to keep your number even 
when moving to another part of the city. And even government or business numbers are 
quickly given to private subscribers who will then probably not be happy. 

In June 1998, a leading UK supermarket chain found to have a hole in their loyalty-card 
system allowing customers to claim twice as many points as those earned. The hole became 
apparent only if two customers, both using a loyalty card attached to the same points 
account, paid for their shopping simultaneously at different checkouts. The lack of any file 
locking in the system allowed both customers to claim for points from the same account 
resulting in points claimed from the account twice [Newmann01]. 

 
j) GPS problems 

In 1997, in response to intense pressure to meet national targets, the London Ambulance 
Service introduced a system which had not been properly specified, designed or tested. A 
breakdown of the emergency call system in London five years ago followed in its wake. 
The enquiry into this failure was not able to state with any certainty that lives had been lost 
as a result. However, the pain and suffering of many people left waiting for ambulances 
which did not arrive and the stress suffered by Ambulance Service staff is un-quantifiable 
[McRobb97]. 

The 22 Feb 1999 "Engineering News Record" in an item titled "Dredge spoil misplaced due 
to alleged GPS programming error" [Engineering99] reported that 600,000 cubic yards of 
dredged spoil were dumped almost half a mile from an approved site, off the coast of 
Orange County, California, due to an error in keying in co-ordinates into a GPS receiver. A 
new GPS unit had been installed on a tug, and apparently the operator keyed in the co-
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ordinates in base 60 (degrees, minutes, seconds) instead of in base 100 ( degrees, minutes, 
decimal fraction of a minute) that the new GPS used.  The error was detected when the 
crew of the tug noticed another tug and barge dumping spoil in the approved site. 

 
k) Traffic lights 

In 1996, a massive failure of Washington DC traffic lights occur, according to the 9 May 
1996 Washington Post journal.  Most traffic lights in downtown Washington D.C. went 
onto their weekend pattern (typical: 15 seconds of green per light), rather than their rush 
hour pattern (typical: 50 seconds of green per light).  This occurred during the morning rush 
hour. The problem was reportedly caused by a new version of software installed in the 
central system that controls all of the traffic lights, providing timing (so lights turn green in 
sequence).  The result was mile-long traffic jams.  

 
l) Telephone and electronic networks 

In 1996 about 60% of the Bell Atlantic company's 2,000 operator's at 36 sites could not log 
into their automated directory system [Washington96]. Of the 40% that were able to access 
the database, lookup times went from the typical 19 seconds into minutes. The problem was 
fixed after seven hours by reloading the previous version of the database software. But this 
was the most extensive directory-assistance failure since telephone operators started using 
computers, affecting hundreds of thousands of customers in nine eastern states. Originally 
Bell Atlantic blamed the problem on a "software problem" in the "Nortel Directory One" 
database software upgraded over the weekend. Northern Telecom stated that the new 
software, meant to correct minor errors in the previous version, was already used by several 
large phone companies without any problems.  The problem was to a Nortel technician who 
improperly installed the software on two RS/6000 servers. The incorrect installation of the 
main database, also somehow caused the same type of access problems on the 
duplicate/backup database system.  

Northern Telecom Ltd. stated in 1997 that its widely used DMS-100 telephone switch 
caused numerous billing errors in many phone company central offices due to a software 
bug introduced during a software upgrade this summer. The software problem caused the 
billing interface to become dyslexic and use the wrong area code in phone company Central 
Offices covering more than one area code.  The software problem was fixed after about a 
month of erroneous billings. Net Users calling their "fixed price" local access number found 
hundreds of dollars of overcharges on their telephone bills this summer. The local number 
was billed as a toll call with a different area code attached. Pacific Bell also acknowledged 
that 167,000 Californians, mainly in the Bay Area's 415 and 510 area codes and 805 near 
Los Angeles, were billed $667,000 in unwarranted local calls. The problem was also 
reported by Nynex customers (now Bell Atlantic) in the New York City area [Trager97]. 

1997 Turkish newspaper ads recalled Ericsson GF-788 GSM phones (over 45,000 units 
sold in Turkey) for a software upgrade to remediate a software bug.  This particular 
Ericsson GSM model was losing base-station signals and shutting itself off in "emergency 
call" mode, while other brands work fine.  It should be switched off and on again to operate.  
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Consumers' complaints about the GF-788 eventually led the company to run the ads 
([Newmann01] Volume 19 Issue 27). 

 
m) Defence 

The U.S. Department of Defence noted a software problem that caused DOD's $184 million 
Global Transportation Network (GTN) to have up to eight-hour delays in the availability of 
updated worldwide logistics information during the December 1999 Desert Fox bombing 
operations, despite GTN having being designed to provide updates worldwide within 30 
seconds. GTN has 23 interfaces with other systems [Verton99].  
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Appendix B Software Failures and Faults 
This appendix discusses the different failure and fault modes typically considered for 
subsystem applications including SW.  Studying these failure and fault modes and their 
relationships, the performance of software safety and reliability analyses (that rely in the 
end on the analysis on software failures and faults and how to prevent, remove or tolerate 
them) will be a more systematic, complete and objective. 

 
B.1  Introduction 

As already defined in this thesis, a fault is the adjudged cause of failure in a system. A 
failure is the possible effect of errors on the system service. 

The purpose of fault prevention is to attempt to detect faults/errors as early as possible in 
the development life cycle of the system or software, so as to either remove them from the 
system, or when prevention is not sufficient, fault tolerance mechanisms at run-time are 
used to prevent residual faults from seriously affecting the final system services.  

A large number of fault tolerance techniques are implemented at hardware level in a 
computer system: cold or hot replications of hardware (computer, bus and application 
equipment), EDAC and watch-dog inside the computer, etc. At software level, no particular 
concept is to be implemented systematically yet, except, of course for the management of 
the hardware implemented fault tolerance devices. Software fault prevention techniques, 
suffer for the same situation: no systematic and standardised software fault prevention 
techniques are applied throughout the software development life cycle.  

 

Obtaining failure and fault data on even a single high integrity system is not an easy task, 
and failure and fault data suitable for comparison from programs that have been developed 
and verified by a variety of methodologies have never been standardised. One of the major 
obstacles to the creation of a data base that permits real understanding of the failure process 
in thoroughly tested software, and for rational decisions about methodologies and tools, is 
the reluctance of organizations to disclose their failures experience. Release of software 
failure data has been equated to embarrassment. Yet, because failures at individual sites are 
rare, it is essential to have a pooled database to investigate common causes of failures and 
their prevention [Hetch96]. A number of data repositories is publicized and sometimes even 
funded, but their effectiveness in providing insights into causes of failures and their 
prevention has been negligible. The diversity of data formats, and of definitions of such 
elementary terms as failure, faults and errors, have made meaningful comparisons 
impossible. Classification is always subjective, while it is clearly necessary for an objective 
analysis to ensure that the data is not dependent on the individual [Eman98]. 

When discussing safety for software intensive systems with embedded SW, the only SW-
related cause that could provoke a catastrophic or critical hazardous event in the system is a 
SW design fault.  
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HW malfunctions or operation errors although not originated from software may have 
catastrophic consequences on system safety and software may be crucial to the 
implementation of counter measures.  

It follows that safety and reliability criticality analyses for SW products part of a system 
should address:  

- Human operations (which is out of the scope for us now) 

- HW/SW interface analysis 

- SW failure and fault analysis 

This chapter provides a classification of fault and failure modes to serve the main 
foundation for the definition of a systematic fault removal technique or method for critical 
embedded software products. 

The classification should follow a set of recommendations that have become apparent from 
the review of prior efforts in classification and these are summarized below [Peng93]. 

 
a) The classification framework must be open, to accommodate changes in the 

computing environment, in fault identification techniques, and in recognition of 
new failure effects. There should be an "other" category for each field. The use of 
OO techniques is a typifying example of this need as the types of faults which can 
arise in OO systems are different to those which can arise in classical procedural 
languages, e.g. there are errors of inheritance which can only arise in an OO system.  
The classification framework must encompass OO software, perhaps by allowing 
extensions to the fault classes to be considered.  

 
b) It should be a goal that the categories within each field are mutually exclusive.  
 
c) Separate classification files for faults on the one hand and failures on the other are 

desirable because this facilitates capture of faults not associated with failures, 
particularly those found in inspections, analysis and reviews. Also, the fault file 
will primarily support the assessment of preventive measures, whereas the failure 
file will primarily support the assessment of protection and tolerance measures. 

 
d) The number of categories within a given field should be kept to a minimum. 
 
e) A characterisation file is used to capture the characteristics of the individual sites, 

such as computer types and configurations, program language, and size of 
programs, in order to foresee the possibility to compare the analysis experiences 
from several sites. An analysis of the three axis of the reference development 
framework dimensions is very important here since the three axis: architecture, 
process and technology play important role for the comparison of data. 

The following sections present a classification of software-related fault and failure modes 
following the above set of recommendations. 
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B.2

o 
o 

o 

o 

o 

o 

 Software fault modes 

This section defines a hierarchical approach for studying faults at various viewpoints; this is 
a helpful support for analysing software faults. 

There are different criteria for the classification of faults in the literature. The most 
complete one is presented in [FTOBS/1] and [Laprie92], where faults are classified 
according to three main viewpoints: their nature, their origin and their persistence.  

The nature of faults distinguishes: 

- accidental faults, which appear or are created fortuitously, 

- intentional faults, which are created deliberately, presumably malevolently 
but which could be intentional but not malicious (e.g. from a wrong input 
from human operator). 

The origin of faults may itself be decomposed into three viewpoints: 

- the phenomenological causes, which can be divided into: 
physical faults, which are due to adverse physical phenomena, 
human-made faults, which result from human imperfections, 

- the system boundaries, which lead one to distinguish: 
internal faults, which are those parts of the state of a system that, when invoked by the 
computation activity, will produce an error, 
external faults, which result from interference or from interaction with its physical 
environment (electromagnetic perturbations, radiation, temperature, vibration, etc.) or 
its human environment, 

- the phase of creation with respect to the system’s life, which leads to a 
distinction between: 

development faults, which result from imperfections arising either a) during the 
development of the system (from requirements specification to implementation) or 
during subsequent modifications, or b) during the establishment of the procedures for 
operating or maintaining the system. A development fault can only be corrected by re-
design. Most software faults fall into this category, but relatively few hardware faults.  
operational faults, which appear during the system’s exploitation. 

The third and last dimension of interest concerns the temporal persistence of faults, leading 
to a distinction between: 

- permanent faults, whose presence is not related to point-wise conditions 
whether the be internal (computation activity) or external (environment), 

- temporary faults, whose presence is related to such conditions, and are thus 
present for a limited amount of time. 

A total of 32 different fault types can be drawn from the combination of the above groups 
of faults. When analysing these combinations, different modes can be defined depending on 
the nature of the system or subsystem to be analysed. For example, in [FTOBS/3], 5 major 
fault modes can be distinguished for a computer system embedded in a satellite system. But 
even from this combination, a more reduced set of faults can be defined as inherent to the 
software embedded in this kind of software intensive computer systems. 
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Figure 51. Tree of software fault classes 
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In the fault tree depicted in Figure 51 some of the combinations either do not represent 
software faults or they are impossible combinations (they are marked as opera). In the 
following paragraphs an analysis of the different characteristics of the above fault tree is 
presented: 

� The intentional faults – malicious faults or intrusions in the system should be subject 
to a wider analysis related on security properties which are not are not considered in 
the scope of this thesis.  The intentional faults that are not malicious can be 
considered as development faults coming from human interaction (see � and � 
below). 

 
� Physical faults at development level are considered pure hardware faults. This fault 

type is impossible to treat by software alone, hence not considering it relevant to this 
research discussion.  

 
� Permanent physical faults corresponds to the permanent breakdown of a system 

hardware component and has traditionally received much more attention than the 
other fault modes. These faults could be due either to some internal physico-chemical 
process, such as thin-oxide breakdown or electro-migration or to an external 
phenomenon such as heat propagation. These are pure hardware faults that somehow 
could be handled by software fault mechanisms since they can originate hardware 
failures that can consequently make the software fail.  

 
�  Temporary internal physical faults are called “intermittent” faults since they may be 

recurrent. These faults result from the presence of rarely occurring combinations of 
conditions such as  “pattern sensitive” faults in semiconductor memories, changes in 
the parameters of a hardware component (effects of temperature variation, delay in 
timing due to parasitic capacitance, etc.). However, this notion of intermittent faults is 
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really rather arbitrary: such faults are nothing other than permanent faults whose 
conditions of activation cannot be reproduced or which occur rarely enough.  

 
The distinction between permanent and intermittent physical faults is however not very 

useful one when considering the mechanisms by which they can be prevented or 
tolerated by the use of any software-specific prevention and tolerance mechanisms. If 
an internal physical fault is activated so infrequently that it can be classified as 
intermittent rather than permanent, then the fault can be tolerated in the same way as a 
transient fault (see � below).  

 
�  Many adverse external physical phenomena have only a temporary effect on a 

system. For example, electromagnetic interference or heavy-ion radiation usually do 
not have a destructive effect on electronic components [FTOBS/3]. Once the source 
of interference has been removed, or once the heavy-ion impact has occurred, the 
system can potentially be put back into an error-free state. For this reason, temporary 
external physical faults are termed “transient faults”. Although the techniques for 
tolerating such faults do not necessarily need to be based on multiple physical 
components as for the permanent physical faults (see � above). In these cases, some 
form of time redundancy can be employed, e.g., backward recovery and re-execution 
(on the same hardware).  

 
� This set of faults includes all permanent faults accidentally introduced into a system 

during the design phase (in the broad sense, from requirements specification through 
to implementation). In theory, all accidental faults could be classified as human-made 
faults since even a “physical” fault due, say, to a hardware failure could be attributed 
to a failure of the designer to master the physical processes brought into play. In 
practice, however, it is useful to make a distinction between physical faults that can 
be tolerated by physical (structural or time) redundancy and faults that affect the logic 
of a design (software or hardware) and can therefore only be tolerated by using fault 
tolerance mechanisms (e.g. logical redundancy or diverse design). Only software 
permanent development faults are considered, since hardware permanent 
development faults are already considered in bullet � above. 

 
Of course, as for other fault classes, the prime defence against such faults is the use of 

fault prevention techniques, which, in the case of development faults, consist of all 
those techniques that attempt to master the complexity of the design process 
(structured design, high-level languages, etc.) and verification processes with 
techniques such as analysis and testing.  

 
However, in most practical cases, the design may be so complex that it is impossible to 

ensure to the required degree of confidence that development faults have been 
eliminated. So, fault tolerance techniques are as well required especially in systems 
where continuous failure-free operation must be “guaranteed”, to all practical intents 
and purposes, despite the existence of residual faults — e.g. safety critical 
applications.  
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 A development fault by definition cannot, thus be considered an external fault. This 

combination cannot be considered as a logical combination. 
 
�  As for � above, temporary internal (and now development) faults are called 

“intermittent” faults since they may be recurrent. In this case, such development faults 
result from the presence of rarely occurring combinations of conditions — affecting 
both hardware and software —occurring when, for example, the system load goes 
beyond a certain level, such as marginal timing and synchronization. However, and as 
mentioned above in � the notion of intermittent faults is really rather arbitrary: such 
faults are nothing other than permanent faults whose conditions of activation cannot 
be reproduced (specially for hardware) or which occur rarely enough.  

 
In [Gray86], intermittent development faults have the characteristic that “they go away 

when you look at them”. It is particularly important that temporary faults (i.e. both 
transient faults and intermittent faults) should be explicitly taken into account when 
designing fault-tolerant systems since it is well-known that such faults in hardware 
devices are much more common than permanent faults [FTOBS/1]. For software, for 
example, as any user of a personal computer or workstation knows, many software 
“bugs” can be “tolerated” by re-booting, as an extreme but used measure.  

 
In embedded software for critical applications, these faults are taken as permanent 

design faults since they should be prevented and tolerated as the permanent 
development faults. 

 
� When a human operational fault is permanent, this means that either there is an error 

in the operational procedures (which is considered a design fault) or there is a 
malicious cause or intrusion in the system. These last classes of faults are not 
considered in the analysis of software fault prevention mechanisms from the pure 
safety characteristics point of view: they relate with security issues as well. 

 
	 This category of accidental faults can be called ´interaction faults`: External, human 

operational temporal faults. A well-known example of an interaction fault in the space 
community that had catastrophic consequences was the operator fault that led to the 
temporal loss of the SOHO spacecraft [SOHO]. Interaction faults can be roughly 
categorized as follows [Laprie93]: 

 
o 

o 
o 

aberrations in commission or omission due to incompetence or inadequacy of the person 
concerned for the task to which he or she has allocated; 
slips or execution faults, due to inattention or negligence; 
mistakes or intention faults, due to insufficient data, or an incorrect mental 
representation of the process being controlled, which can cause an operator to follow an 
incorrect plan of action, or to act too late 

 
There is little that can be done at the system level to avoid or tolerate aberrant 

interaction faults — remedies can only be envisaged at the organizational level, e.g., 
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by improving personnel selection criteria and by educating them more appropriately 
for the tasks they have to handle. 

 
At the man-machine interface level, ergonomics can do much to assist in tolerating and 

recovering the latter two categories of interaction faults. Indeed, that such interaction 
faults are committed can be attributed to design faults in the man-machine interface or 
in the established operational procedures. It is even possible to envisage making the 
system itself tolerant to operator slips or execution faults, for example, by making 
actions be reversible (e.g., an editor “Undo” command). If an action is irreversible, 
then it should be made very difficult to do (e.g., a file overwrite action should — at 
the very least — require some confirmation on the part of the requester). 

 
The subject of mistakes or intention faults, is an area of intense debate and research. As 

already mentioned in chapter 2, this research project does not address human 
involvement in a system.  

 
� When an operational fault is a human fault, it can never be regarded as an internal 

fault (operators only make external faults).  

In the context of the present research, the number of meaningful combinations to be 
considered are the following: 

o 
o 
o 

Hardware faults, corresponding to combinations �, � and �  
Software design faults, corresponding to combinations: � and � 
Human interaction faults, corresponding to combination � 

These fault types encompass a large number of faults, depending on the observation point 
from which the faults are considered. To help in the classification of the fault modes, 5 
hierarchical viewpoints are defined (based on the 9 different viewpoints defined in 
[FTOBS/3]), spanning from the physical or hardware level to the higher system level 
viewpoint, and cross-referenced with the fault types listed above. These viewpoints are not 
always defined when classifying software faults (for example [IEEE1044]) but this 
classification allows getting a clearer understanding of the faults, and their effect and helps 
to define the corresponding fault prevention analysis techniques. When no fault is relevant 
for a given viewpoint, or when the analysis is not relevant at this stage, the corresponding 
entry in the table below contains N/A, otherwise it is marked as YES. 

 
Viewpoint  Hardware 

viewpoint 
Basic 
software 
viewpoint 

Program 
viewpoint 

Environment 
viewpoint 

User/operator 
specific 
viewpoint 

Fault type      
Hardware fault YES YES N/A YES YES 
Design fault N/A YES YES N/A N/A 
Human fault N/A N/A N/A N/A YES 

Table 12  Fault types per viewpoints 

Table 12  depicts the correspondence of the 3 fault types to the 5 viewpoints is presented. In 
the following paragraphs, each of the viewpoints is analysed with respect to the initial fault 
mode identified above. The fault types detailed below refer to embedded software products, 
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which means including specific fault types occurring due to specific characteristics of these 
products. 

The detailed lists provided below, though not demonstrated to be complete, are a 
compilation of fault types found in the literature, such as in [FTOBS/1] [MIL1815] 
[IEEE1044] [IEEE982] that coincide in most of the fault types. 

Hardware viewpoint 

At this level, the faults occur at the hardware level and cause the software to fail. 
- Hardware faults include Physical faults such as: 

 
ENV1 Open circuits, short circuits, single event 

upset, multiple event upset. 
The hardware devices (memory, disk, buses, 
register, screen) are faulty (temporal fault). 

ENV2 Memory chip is out of order ENV12 wrong message emission (bus) 
ENV3 CPU blocked during n milliseconds ENV13 wrong file writing 
ENV4 Overload of CPU ENV14 wrong data into register or memory, 
ENV5 Overload of the asynchronous events (Its, 

alarms) 
  

ENV6  Under voltage detected (UVD) ENV15 wrong interrupt activation, 
ENV7 The computer is no more powered ENV16 wrong visualizations to an operator 
ENV8 Overload of memory ENV17 No message emission (bus) 
ENV9 Illegal instructions executed ENV18 No file writing 
ENV10 Instructions delivering a wrong value ENV19 No data into register or memory,  
ENV11 Instructions address with wrong instruction ENV20 No interrupt activation, 
 Instruction delivering value not in time ENV21 No visualizations to an operator 
  ENV22 Untimely message emission (bus) 
  ENV23 Untimely file writing 
  ENV24 Untimely data into memory or register  
  ENV25 Untimely interrupt activation, 
  ENV26 Untimely visualizations to an operator 

Table 13  Physical faults 
- design faults: N/A 
- interaction faults: N/A 

Basic software viewpoint 

The faults visible at this level are those of software data structures and code structures that 
are defined in operating systems and basic software services. 

For embedded systems, as software is encapsulating the hardware, the faults of the software 
are either software design faults or manifestation of hardware faults propagating errors 
which corrupt the functions of the system. 

- hardware faults: 
These faults are hardware faults propagating errors in basic software functions. 
The software faults could be multiple depending on how the software is using the 
failing hardware. 
The specific fault instances are already covered in the above listed ENV faults. 

- design faults: 
The faults introduced during software design must be considered at this stage. The 
software design faults in this viewpoint are the following: 
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Data fault: Logic fault: 
BSW4 incorrectly defined data,  BSW15 missing test condition 
BSW5 wrong use of data,  BSW16 wrong use of macro 
BSW6 undefined data  BSW17 wrong use of branch instruction 
BSW7 lack of initialisation (e.g. read before 

write),  
BSW18 shared data overwritten at a bad time 

BSW8 wrong use of load or store. BSW19 wrong synchronization between process 
Interface fault: BSW20 process blocking 
BSW9 Wrong procedure call   
BSW10 No procedure call   
BSW11 Wrong inter process communication   
BSW12 No inter process communication   
BSW13 wrong parameter exchange in a 

procedure call. 
  

BSW14 No parameter exchange in a procedure 
call 

  

Table 14  Basic software faults 
 
- interaction faults: N/A (note: as long as the operator does not interact with 

the basic software which use to be the case for embedded software) 

Program viewpoint 

The faults considered at this level are software design faults of the application program. 
- hardware faults: N/A 
- design faults: 

The following faults are possible with different programming languages: 

- Calculation fault: 

This class comprises 
  

CAL1 inappropriate equation for a calculation CAL6 operand in equation incorrect 
CAL2 semantically incorrect use of parenthesis 

(syntactic errors are detected at compile-time) 
or incorrect use of operators priority 

CAL7 operator in equation incorrect 

  CAL8 sign fault 
CAL3 inappropriate precision  CAL9 capacity overflow/underflow in a 

calculation 
CAL4 round fault (or truncation fault) CAL10 Inappropriate accuracy 
CAL5 convergence lack in a calculation CAL11 use of an incorrect instruction 

Table 15  Calculation faults 

- Data fault: 

This class comprises  
 

DAT1 undefined data  DAT6 incorrectly defined data (variable type 
incorrect, scaling or range incorrect) 

DAT2  non initialised data  DAT7 incorrectly initialised data,  
DAT3 several times defined data  DAT8 lack of dynamic initialisation,  
DAT4 incorrect data protection DAT9 wrong use of data (bit alignment, 

global data, etc.),  
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DAT5 fault in the use of complex data (record, array, 
pointer): bad management, bad index, record 
component not existing, empty pointer used  

DAT10 No use of data 

Table 16  Data faults 

- Interface fault: 

This class comprises the following interface faults:  
 

IF1 data corruption, when global data is 
concerned 

between 2 processes of the same software 

Between 2 procedures of the same software IF7 wrong message communication 
IF2 bad parameters in the call, IF8 Empty or no message communication 
IF3 No or null parameters in the call IF9 creation/deletion/suspension of a non 

existent or bad task 
IF4 non-existent procedure call, IF10 bad control of the software in the 

reception of non expected data due to 
external failure 

IF5 Wrong procedure call, IF11 wrong synchronization between tasks 
of the software: e.g. non awaken task 
because of its low priority 

IF6 inappropriate end-to-end numerical resolution IF12 task blocking, 
Table 17   Interface faults 

- Logic fault: 

This class comprises 
  

LOG1 wrong order of sequences in a treatment,  LOG8 wrong use of macro,  
LOG2 wrong use of arithmetic or logical 

instruction,  
LOG9 wrong or missing iterative structure,  

LOG3 wrong or missing test condition,  LOG10 wrong algorithm,  
LOG4 wrong use of a branch instruction,  LOG11 shared data overwritten at a bad time, 
LOG5 forgotten case steps LOG12 unnecessary function 
LOG6 timing overrun LOG13 Unreachable code 
LOG7 missing sequence in a treatment,  LOG14 Dead code 

Table 18  Logic faults 

- Environment fault: 

This class comprises  
 
BUI1 compiler bug,  
BUI2 wrong use of tools options (optimise, debug, etc.),  
BUI3 bad association of files during the link,  
BUI4 no correspondence between source code and object code 
BUI5 ASIC is built with a software with fault,  
BUI6 the software doesn’t support the input throughput 

Table 19  Building faults 
- interaction faults: N/A 

Environment viewpoint. 

The faults considered at this level are computer faults (hardware and software) when the 
software embedded in its hardware are placed in their environment; the environment 
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comprises other computers, input/output, power, thermal electromagnetic, vibration, 
radiation environment. 

- hardware faults: N/A. The case of design faults in software is covered by 
the hardware viewpoint. 

- design faults: N/A. The case of design faults in software is covered by the 
program viewpoint. 

- interaction faults: N/A 

User/operator specific viewpoint 

The faults considered at this level concern the functions of the system as seen from the 
user/operator. 

- hardware faults: 
 

USR1 communication with the user/operator is lost 
USR2 wrong service to the user/operator 
USR3 not in time service to the user/operator 
USR4 communication with other external devices is lost 
USR5 wrong service with other external devices 
USR6 not in time service with other external devices 

Table 20  User faults (I) 
- design faults:  

 
USR7 Function is not performed 
USR8 wrong function performed 
USR9 not in time function performed 

Table 21  User faults (II) 
- interaction faults: 
- At system level, the interaction with the user is made though the user 

interface. 
- The fault mode to consider at this level is  
 

USR10 wrong commands or messages given by the user/operator to the system. 
USR11 No commands or messages given by the user/operator of the system 
USR12 Commands given not in time by the user/operator of the system 

Table 22  User faults (III) 

 
B.3

                                                          

 Failure modes  

A failure of the system is defined when the user can observe an abnormal behaviour of the 
system, i.e. when the service is not delivered as specified (wrong value, wrong timing or 
absent). Typical categories are: total system stop, incorrect response, late response, no 
response, no system effect. 

Typically the user observes the system from the application specific viewpoint, which is 
mapped on the services the system shall provide to him. But, if the user has some visibility4 

 
4 Errors detected in the computer system and in the embedded software may be perceived by the user. For this, 
the system shall feature a good observability characteristic. The data to achieve that could be: error status, 
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on the internals of the system, then he or she may be able to identify failures at various 
other viewpoints. 

Failures are classified in different ways in the literature. Failures are classified in 
[Lawrence93] by mode and scope. A failure mode may be sudden or gradual; partial or 
complete. All four combinations of these are possible. The scope of a failure describes the 
extent of the effects of the failure within the system. This may range from an internal 
failure, whose effect is confined to a single small portion of the system, to a pervasive 
failure, which affects much of the system. This classification criteria might imply too 
complex set of different classes of failures.  

Another classification of failures is provided in of [Isaksen96], [Leveson95] and 
[IEC61508]. This classification only distinguishes between: Random failures and 
systematic failures. Failures due to hardware degradation constitute the former class, while 
failures caused by permanent design faults constitute the later class. In [IEC61508] random 
failures are already defined as random hardware failures. They are defined as a failures 
occurring at a random time, which result from one or more of the possible degradation 
mechanisms in the hardware. Conversely, a systematic failure is defined as a failure related 
in a deterministic way to a certain cause, which can only be eliminated by a modification of 
the design or of the manufacturing process, operational procedures, documentation or other 
relevant factors [IEC61508]. Software failures are to be included in this category. In 
[Leveson95] failures are further classified in three categories: primary failures (the same as 
systematic above failures), secondary failures (failures caused because of excess 
environmental stress, which map to random failures) and the third failure class is defined as 
‘command failure’(as the ones caused by erroneous input at a wrong time or order, which 
also map to random failures). 

This research project will focus on the so-called systematic failures without disregarding 
random hardware failures that can cause higher level application software to fail.  

Within the systematic failure class, there are different failure modes that may be considered: 

- Service provision related with service timing – basic failure modes are 
omission (no service) and commission (provision of service when not 
intended: either too early or too late); 

- Service value – the basic failure modes are wrong value or null or no value.  

As for fault types, the failure modes are analysed by viewpoints too. The list of viewpoints 
applicable when considering failures in critical systems with embedded software can be 
very much reduced form what it is presented in previous section B.2, in order to simplify 
the classification of failures. 

The hardware viewpoint is either too low level view or it could covered by the environment 
viewpoint if technological data from this level viewpoint are available and provided to the 
upper levels of the software (thus collected at the environment viewpoint). The basic 
software viewpoint is just part of the SW program could be covered by the program 

                                                                                                                                                                                 
functional data, scheduling events, system state (configuration, mode, etc.), on-board logbook (mode changes, 
detected anomalies, reconfigurations, etc.). 
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viewpoint. In turn, a design error (in the program viewpoint) is to be considered part of the 
environment view and functional related errors should be part of the application viewpoint.  

Two are the viewpoints which can be considered to classify software failures: user/operator 
viewpoint for functional and data related failures, and environment viewpoint for lower 
level hardware or software related failures. 

Environment viewpoint 

The environment viewpoint allows observing failures at equipment level: software or 
hardware. 

A sensor, an actuator, a computer, a bus interface, any other piece of equipment can be 
detected in failure (only known for embedded software systems users if these equipment 
items generate health status and technological data that is sent to the user). 

For any signal to be received/sent (interrupt handling, etc.), the possible malfunctions 
will be: 

��

- Signal not received/sent 
- Signal received/sent untimely (i.e. unexpectedly, too early or too late) 
- Wrong signal received/sent 

User/operator specific viewpoint 

The failures of the functions of the system as seen from the user/operator are:  

��

��

B.4

For any function/service to be performed/provided:  
- Function not performed, function fails 
- Function performed untimely (i.e. unexpectedly, too early or too late) 
- Function performed wrongly 

 

For any data to be received/provided: 
- Data not received/provided (fails) 
- Data received/provided untimely (i.e. unexpectedly, too early or too late) 
- Data received/provided is wrong 

 
 Fault and failure tree 

Failures in a system occur as a result of faults residing or arising in the system.  Faults like 
incorrect branch in a program (see above fault mode LOG4), or memory exhaustion (see 
above fault ENV17) can be seen as potential causes of some of the above failure modes.  
Likewise, multiple causes of omission failures could be though of.  Depending on the 
system design, omission could be caused instead by: 

a) A scheduler/scheduling error (see above fault class LOG5); 
b) A timing over-run of some other part of the software (LOG7); 
c) Non-termination of the part of the software of interest (ENV7).  
d) Memory exhaustion (ENV17) 

Evidence can be seek with regard to each of these fault types, e.g. scheduling analysis could 
be used to address above potential fault type 1, a watchdog timer could be used to mitigate 
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failure causes of type 2, control flow analysis could be used to address the above third 
failure cause and memory load analysis for the fourth one.  These techniques and analyses 
would show and prepare this software part under evaluation (to some level of confidence) 
that omission failures would not occur. 

It is legitimate (although difficult) to provide a taxonomy of software failure causes and in 
any case, to keep to the simplest useful taxonomy. 

A failure mode of a function may have two origins: 

- One or several sub-functions, which are implemented throughout the 
software design and or code (internal origin) 

- Environment (external origin): thus arising from HW, from other SW 
interfacing with the one being analysed, or from input data. This class of 
failure origins are categorised as: ‘Other systems’. 

By applying this principle, and knowing that the origin of the failure is a fault, and by 
drawing the system with its lower level components, the following tree can be deducted as a 
reference where fault types are distributed along the different hierarchical viewpoint levels. 

The component interfacing with the hardware devices is done by what is called ‘Basic 
software’ component in Figure 52 and, this reference module is to be used as the only 
interface, but it could be implemented by more than one design component. The top level 
fault modes are the defined USR faults (see section B.2) which should be directly linked 
with potential software failure causes: functions, data or services not provided, untimely 
provided. The USR faults, causes of these failures, could be either due to faults in 
communication with the user, with other systems or internal to the system. When analysing 
the causes of these USR top level faults, following Figure 52, faults internal to the 
computer system could be either because of interfaces between the hardware and the 
software or at a lower level of decomposition. At this lower level, as part of these the 
computer system faults, they are caused by software internal faults (LOG, CAL, DAT or 
BUI), by software-software interface faults (IF), by software-basic software interface faults 
(BSW), by basic software faults (BSW) or by hardware physical faults (ENV).  

Using this tree, embedded software products can be analysed at design and coding phase to 
remove or inhibit faults that may lead to failures to occur which may cause catastrophic 
accident. 
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Figure 52. System decomposition and fault modes 
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Appendix C Fault removal static techniques 

 

This Appendix presents an analysis of the software static non-probabilistic non-formal fault 
removal techniques presented and required in several international standards belonging to 
different application domains. It presents details about the evaluation of each technique by 
each criteria defined in chapter 4 and presented there in table Table 4 . 

 
C.1 Fault removal techniques in standards 

Table 23 below does not intent to be an exhaustive evaluation of ALL standards existing in 
the different application domains. The most used ones are selected to serve as a basis for 
making some comparative analysis of the different techniques required with respect to the 
life-cycle stages in which they are required.  

The scope of this table is detailed non formal non probabilistic static analysis techniques, 
therefore other more general verification methods and techniques such as reviews, 
walkthroughs, audits and inspections  (as defined in many standards like [IEEE1028]) are 
not covered in this appendix. 

The table below lists the standards requiring or recommending each technique at the 
different software development stages (references like [WO12], [NUREG-5930], 
[Herrmann99] among others were very useful in the standards and literature analysis). 

In existing international standards for software development life-cycle (for example in 
[ISO12207]) the software verification and validation process is defined in general terms not 
focusing in verification and validation methods for application specific characteristics of 
the software product such as embedded, real-time or safety issues.  In many cases, this is 
due to the separation between the system safety engineering disciplines and the software 
engineering ones. They tend to be defined and standardized completely independently, 
therefore reflected in organizations as separate engineering and development teams. This is 
one of the reason why most of the software safety-related problems arise from requirements 
errors and not code errors: the software might correctly implement the requirements, but the 
requirements specify behavior that is not safe, or the requirements do not specify some 
particular behavior the is required for system safety. Some system safety-related standards 
start to include software-related aspects, like the recent [IEC61508] where its Part 3 refers 
to software safety as derived from system safety aspects defined in its part 1, but the 
situation is still to be improved covering in deed all activities and safety consideration in 
the first software development phases.   
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Fault 
verification 
technique5 

Description Requ.    Design Code Test Validation Comments 

Algorithm 
analysis 

Check that algorithms are
correct, appropriate, stable, and 
meet all accuracy, timing, and 
sizing requirements. 

 DO178B 

Algorithms are analyzed for 
correctness, efficiency (in terms 
of time and space needed), 
simplicity, optimality, accuracy, 
numerical truncation and round-
off effects, numerical precision 
of word storage and variables 
(e.g., single- vs. extended-
precision arithmetic), and data 
typing influences. 

IEEE1012 
DO178B 
IEEE1012 

DO178B 
IEEE1012 

  Optional or indirectly implied 
technique in many other standards 

Cause 
consequence 
analysis/diagr
ams 

Modeling, in a diagrammatic 
form, the sequence of events that 
can develop in a system as a 
consequence of combinations of 
basic events. 

    
 

 In IEC61508 and EN50128 only 
mentioned for the safety assessment. 

In DEF-0055/56 used for the risk 
estimation 

Common 
cause failure 
analysis 

Identification of potential failures 
in redundant systems or sub-
systems which would 
undetermined the benefits of

     IEC 61508 and EN50128 only 
mentioned when design diversity is 
used as part of the safety assessment 
techniques. 

                                                           
5 Note: A commonly used principle in designing critical systems is the 'no single point failure criteria'. For instance requirement: "One failure in one function shall 
not cause permanent failure or degradation of another function". This is mandated in standards in different domains of application (e.g. nuclear [IEC60880] and 
space [ECSS]) where at least all single point failures should be included in the Dependability Critical Item list or no single failure shall cause loss of emergency 
and warning safety functions, etc. It means that it must be extremely unlikely that a single component failure in a system causes a catastrophic accident. Hazards 
analysis, for example, is a method used to discover single point failures. Often, controlling software constitutes a single point of failure as for example for the 
[Lions96]. Most of the techniques for failures, faults, hazard analyses, like hazard analysis, are based on this principle. 
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Fault 
verification 
technique5 

Description Requ. Design Code Test Validation Comments 

undetermined the benefits of 
redundancy because of the 
appearance of the same failures 
in the redundant parts at the same 
time. 

 

Control flow 
analysis/diagr
ams 

Check that the proposed control 
flow is free of problems, e.g., 
unreachable or incorrect design 
or code elements. 

In large projects these diagrams 
are useful to understand the flow 
of the program control. 

 

IEEE1012 
NASA8719 

IEEE1012 
ISO15492 
NASA8719 

DEF-0055/56 
IEEE1012 
EN50128 
ISO15492 
NASA8719 

  No development stage specified in 
IEC61508. 

Criticality 
analysis/funct
ional analysis 

A structured evaluation of the 
software characteristics (e.g.
safety, security, complexity,
performance) for severity impact 
of system failure, system 
degradation, or failure to meet 
software requirements or system 
objectives. 

 NASA8719

 ECSS 

IEEE1012 
6 

IEEE1228 

IEEE1012 
NASA8719 
ECSS 

IEEE1012 
ECSS 

ECSS ECSS Not details in IEEE1012. 
 
No development stage specified in 
IEC61508 and ECSS 

In   DEF-0055/56 only mentioned 
for the safety assessment. 

Data flow 
analysis 

Check behavior of program 
variables as they are initialized, 
modified or referenced when the 
program executes. Data flow 
diagrams are used to facilitate 
this analysis. 

IEEE1012 
EN50128 

EN50128 
IEEE1012 
ISO15492 
NASA8719 

DEF-0055/56 
EN50128 
IEEE1012 
ISO15492 
NASA8719 

   EN50128
 No development stage specified in 

IEC61508. 

Event tree Modelling in a diagrammatic      In EN50128 it is explicitly required 

                                                           
6 When referring to NASA—STD-8719.13A we refer to its guideline too: NASA-GB-1740.13-96 

Software Safety verification in Critical Software Intensive Systems  
 
 

C-180



Appendix C Fault removal static techniques
 
 

Fault 
verification 
technique5 

Description Requ. Design Code Test Validation Comments 

analysis form the sequence of events that 
can develop in a system after an 
initiating event, and thereby 
indicate how serious 
consequences occur. 

 for the safety assessment (parallel to 
the development process) 

In DEF-0055/56 used for the risk 
estimation 

In IEC615087 it is explicitly required 
for the safety assessment 

They are useful in probabilistic 
evaluation of the effects of 
sequences of events.  

Failure 
modes, effect 
and criticality 
analysis/ 
Fault modes 
and effect 
analysis/Soft
ware Errors 
Effects 
Analysis 

Fault Modes and Effects analysis 
(FMEA) and Fault modes, 
Effects and Criticality Analysis 
(FMECA) are procedures used 
for a systematic identification of 
potential fault modes of a 
product, the effects of these 
faults and their criticality. 

Software Error Effect Analysis is 
to evaluate software design 
components for potential impacts 
of software failure modes on 
other design elements, on 
interfacing components, or on 
functions of the software 
component, especially those that 
are critical. 

DOD882 
 

DEF-
0055/568 
EN50128 
IEC60300 
DOD882 
NASA8719 

EN50128 
DOD882 

  
 
 

In EN50128 it is explicitly required 
for the safety assessment (parallel to 

the development process) 
In IEC61508 it is explicitly required 

for the safety assessment 

ECSS mentions it to be performed 
for software if necessary. 

 

                                                                                                                                                                                                                                                                    
7 When referring to IEC 61508 we refer to Part 3 for software 
8 DEF0055 is supported by DEF0056 and DEF0041 for safety and reliability issues. 
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Fault 
verification 
technique5 

Description Requ. Design Code Test Validation Comments 

Fault tree 
analysis 

Structured approach to 
identification of the causes 
(internal or external) that, alone 
or in combination, lead to a 
defined state for the product 
(fault, unsafe condition, etc). 

 
 
 

EN50128 
DOD882 
NASA8719 
IEC603009 

NASA8719   
 

In IEC61508 and EN50128 it is 
explicitly required for the safety 
assessment ( in this later one in 
parallel to the development process). 
 
In DEF-0055/56 used for the risk 
estimation and for the final safety 
assessment. 

ECSS mentions it to be performed 
for software if necessary. 

Hazard 
analysis 

Process of identifying and
evaluating the hazards of a 
system, and then making change 
recommendations that would 
either eliminate the hazard or 
reduce its risk to an “acceptable 
level” 

 IEEE1012 
DOD882 
 

IEEE1012 
NASA8719 
DOD882 
 
 

IEEE1012 
DOD882 
 
 

IEEE1012 
 

IEEE1012 
 

DOD882 uses a handbook for 
guidelines recommending the use of 
FTA and FMEA for software hazard 
analysis. 

 

Hardware/Sof
tware 
Interaction 
analysis 

Assurance that the software is 
design to react in an acceptable 
way to hardware failure. 

     EN50128 ECSS mentions it to be performed 
for software if necessary. 

 

Hazard and 
operability 
analysis 

To establish, by a series of 
systematic examinations of the 
component sections of the 
computer system and its 
operation, failures modes which 
lead to result in potential 
hazardous situations in the 
controlled system. 

  DOD882 DOD882 DOD882 DOD882 Technique usually applied only at 
system level IEC61508 

                                                           
9 When referring to IEC 60300 we refer to Part 3 Application guide, Section 6 for software 
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Fault 
verification 
technique5 

Description Requ. Design Code Test Validation Comments 

Information 
flow analysis 

An extension of data flow 
analysis, in which the actual data 
flows (both within and between 
procedures) are compared with 
the design intent.  

NASA8719     ISO15492 DEF-0055/56
ISO15492   

Metrics     Quantitative prediction of  the 
attributes of a program from 
properties of the software itself . 

ECSS ECSS
DO178B 
NASA8719 

ECSS 
DEF-0055 
DO178B 
EN50128 
NASA8719 
 

ECSS ECSS In IEC61508 it is explicitly required 
for the safety assessment 

Object Code 
analysis 

To demonstrate that object code 
is correct translation of source 
code and that errors have not 
been introduced as a 
consequence of compiler failure. 

     ISO15492
DEF-0055/56 Not yet state of the art. 

Petri-Nets     Graphical technique used to 
model relevant aspects of the 
system behavior and to assess 
and improve safety and 
operational requirements through 
analysis and re-design 

NASA8719 NASA8719 EN50128 Technique widely mentioned in the 
literature but not explicitly required 
by many standards, especially as a 
software fault prevention technique. 

Reliability 
Block 
Diagram 

Technique for modelling the set 
of events that must take place and 
conditions which must be 
fulfilled for a successful 
operation of a system or 
task 

     In EN50128 and IEC61508  it is 
explicitly required for the safety 
assessment 

 

Safety 
properties 
analysis/worst

Analysis of worst case conditions 
for any non-functional safety 
property including timing

   ECSS DEF-0055/56
ECSS 

  It could be included in both 
algorithm analysis and sizing and 
timing analysis 
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Fault 
verification 
technique5 

Description Requ. Design Code Test Validation Comments 

analysis/worst
-case analysis 

property, including timing, 
accuracy and capacity 

Sneak circuit 
analysis 

Detection of an unexpected path 
or logic flow which causes 
undesired program functions or 
inhibits desired functions. Sneak 
circuit paths are latent conditions 
inadvertently designed or coded 
into a system, which can cause it 
to malfunction under certain 
conditions. 

     DEF0055/56
NASA No development stage specified in 

IEC61508 

In EN50128 it is explicitly required 
for the safety assessment 
 

Symbolic 
execution 

Program execution is simulated 
using symbols rather than actual 
numerical values for input data, 
and output is expressed as logical 
or mathematical expressions 
involving these symbols 

    DEF-0055/56 
ISO15492 
 
 

No development stage specified in 
IEC61508 

In EN50128 it is explicitly required 
for the safety assessment 

 

Sizing and 
timing 
analysis / 
Performance 
monitoring 

Obtention of program sizing and 
execution timing values to 
determine if the program will 
satisfy processor size and 
performance requirements 
allocated to the software 

DO178B 
IEEE1012 
NASA8719 

DO178B 
IEEE1012 
ISO15492 
NASA8719 

DO178B 
IEC60300 
IEEE1012 
ISO15492 

IEC60300 
 

  

Table 23  Techniques mentioned in several international standards
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Some of the techniques are related with quantitative values yet difficult to relate with 
software safety and reliability characteristics. Techniques like Reliability Block Diagrams 
(referred in [IEC61508], [Peg93], [EN50128]) based on the probabilities of failure of the 
different components of the item under analysis, or the Event Tree Analysis (referred in 
[IEC61508], [Peng93], [Leveson95], [EN 50128], [DEF-0055/56], [WO12]) are useful in 
probabilistic evaluation of the effects of sequences of events. Metrics (referred in [ECSS], 
[WO12], [Peng93], [EN50128], [DEF-0055/56], [IEC61508], [NASA8719], [IEEE1012]) 
are other quantitative techniques that still have room for improvement in what concerns 
software safety and reliability verification, this is, when used as software fault removal 
techniques. 

Algorithm analysis (referred in [IEEE 1012] [Peng93] [DO178B), control flow 
analysis/diagrams (referred in  [IEC61508], [IEEE1012], [Peng93], [EN 50128], [NASA 
8719], [ISO15492], [DEF-0055/56]), data flow analysis/diagrams (referred in [IEC61508], 
[IEEE1012], [Peng93], [EN50128], [NASA8719], [ISO15492], [DEF-0055/56]), 
information flow analysis (referred in [DEF-0055/56], [ISO15492], [NASA8719]) and 
interface analysis are very popular techniques. They are widely recommended by many 
standards due to simplicity to be applied and the amount of tools existing for the automatic 
production of the diagrams and analysis results. Their major disadvantages are relate to 
[WO12] [Peng93]:  

- Their results need interpretation since not all potential findings are faults in 
the software and how to solve problems found does not use to be defined. 

- There is not a standardised detailed procedure to be applied (many times their 
use and results are driven by the capabilities of the available tools). 

- The original purpose of these analyses techniques is the analysis of the 
functionality of the software product and some of its implicit characteristics 
such as complexity, etc. They are not focusing on the analysis of software 
faults. The types of software faults defined as resulting from these analyses 
are not standardised.  

Other techniques like the criticality analysis though very popular (referred in [ECSS], 
[IEEE1012], [NASA8719], [IEC61508], [DEF-0055/56], [IEEE1228], [Peng93]), are too 
general and could be regarded as a generic term including other techniques related herein. 

Failure Mode Analysis (referred in [leveson95], [DEF-0055/56], [EN50128], [IEC60300], 
[DOD882], [NASA8719], [IEC61508], [ECSS]), in its several variants: Failure Mode 
Effects and Criticality Analysis (FMECA), Failure Mode and Effects Analysis  (FMEA), 
Software Failure Mode Effects and Criticality Analysis  (SFMECA) together with Fault 
Tree Analysis (and its variant Software Fault Tree Analysis) are fundamental practices, 
recommended by most standards. FMEA start assuming a failure in a function and analyze 
the effects (or verify that it does not cause failures) in dependent functions. They are 
“forward” analysis techniques (also called “bottom-up” in [Leveson95], [Herrmann99], 
[ECSS]). Fault Tree Analysis (referred in [Leveson95], [WO12], [DEF-0055/56], 
[EN50128], [IEC60300], [DOD882], [NASA8719], [IEC61508], [ECSS], [IEC1025]) starts 
assuming a fault in a dependent function and go back to analyze if it can be caused (or 
verify that cannot be caused) by a failure in a precedent function. They are thus “backward” 
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analysis techniques (also called “top-down” [Leveson95], [Herrmann99], [ECSS]). These 
two techniques are often mentioned together. They are very popular. A major drawback is 
that all guidelines existing in the literature stay at the functional level and only reflect 
examples of hardware devices (origin of these techniques). Still the systematic application 
of these techniques to specific software faults has not been found nor yet standardized. 

Hazard Analysis (referred in [IEEE1012], [NASA8719], [DOD882], ), Hazard and 
Operability analysis(referred in [Leveson95], [DOD882]), Cause Consequence 
analysis/diagrams (referred in [Leveson95], [Peng93], [IEC61508], [DEF-0055/56], [EN 
50128]) and Common Cause Failure analysis (referred in [IEC 61508], [Leveson95], 
[WO12],[EN 50128]) are techniques difficult to be applied to software. There is not much 
literature nor guidelines for their application for software (except few cases with overall 
overview such as [NIST5589]). Even though they are not required by many standards (not 
very popular for software), the former one is referred [Leveson95], [Herrmann99] as a 
combination of fault tree and event tree analyses together with control flow analysis 
whereas the second one could be accomplished as part of other more popular techniques 
such as FTA or FMEA. The Hardware/Software interaction analysis (referred in [ECSS], 
[WO12], [EN50128]), though not so difficult to be applied for software it could be covered 
by the FMEA technique.  

Object-code analysis (referred in [ISO15492], [DEF-0055/56]) is defined to check 
correctness between the source and the object code. It is still difficult to apply and 
sometimes undertaken by manual inspection or the compiler vendor provides the 
information. Not yet state of the art.  

Petri-nets, mentioned often in the literature (referred in [ERRORRS], [WO12], 
[LEVESON95]), for which tools exist in the market, are not explicitly required by many 
standards especially to be used as a software fault prevention technique. Other 
disadvantages of this technique are that, though heavily based on mathematical 
computations to analyze concurrent systems, having many tools in the market supporting 
the technique, users are only concerned with its graphical notation [WO12]. Nevertheless, 
Petri Nets easily become too large, their construction is non-trivial and can be difficult to 
analyze [Peng93].  

Safety properties analysis as defined in the table above is not very popular (only mentioned 
in [DEF-0055/56], [ECSS]). Nevertheless it includes other techniques like algorithm 
analysis and sizing and timing analysis.  

Sizing and timing analysis (referenced in [PENG93], [IEEE1012], [IEEE1228], [DO178B], 
[IEC60300], [ISO15492], [NASA8719]) is a very important technique to analyse limited 
but important implicit characteristics of embedded real-time critical software (such as 
predictability, resource usage, etc). This technique could be called a ‘meta-method’: it is 
composed by several detailed ones (not standardised nor yet much detailed in the literature) 
which are intended to cover timing and predictability aspects in one hand and resource 
usage in the other.  

Sneak Circuit Analysis (referred in [WO12], [Peng93], [IEEE1228], [EN50128], [DEF-
0055/56], [IEC61508]) technique depends on the experience and skill of the analyst, and it 
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is based on the availability of specific system information [WO12]. Its complexity for being 
used to analyze software [WO12] makes this technique not attractive to be used. 

Symbolic execution (referenced in [WO12], [Peng93], [DEF-0055/56], [EN50128], 
[IEC61508], [ISO15492]) is too complex [WO12] and studies have shown ([Peng93]) that 
in general, it is not more effective than the combined use of other technique such as static 
and dynamic analyses. 
 
C.2 Analysis of the techniques 

This section presents an evaluation of a number of non-probabilistic non-formal static 
software fault removal techniques on the basis of the criteria framework defined in chapter 
4. The evaluation uses the value ‘+’ to indicate the criteria is satisfied by the evaluated 
technique. The ‘-’ label will denote that the technique fails on the criteria. When both ‘+-’ 
are shown it means a medium rate of this criteria (2 out of 4 possibilities, etc). 

A final evaluation conclusion is presented at the end of this section, defining which are the 
techniques considered ‘Apt’ (all criteria rated ‘+’) or whether other solutions might be 
needed in order to get to one fulfilling all criteria. 

 

The evaluation of the techniques will be presented grouping the techniques with similarities 
in their objectives. 

1.- Algorithm analysis, control flow analysis/diagrams, data flow analysis/diagram and 
information flow analysis have very similar ratings. They are very popular methods (there is 
the high number of references mentioning them), widely recommended by many standards. 
Despite of their popularity, when analyzing them to be used as software fault removal 
techniques they are not so advantageous as explained below:  

Compatibility: ��

��

- Integrability: - They are pure software techniques, not related with any system 
technique 

Relative advantage: 

- Completeness: +- The steps they cover are the identification and diagnosis of 
faults, and even some of the identified issues are not faults as such 

- Coverage: - The faults they cover are very specific ones reduced set 
(respectively by each technique) focusing at the coding stage of the software 
development life cycle. The faults analyzed vary from each commercial tool 
supporting each technique. In principle, each technique analyses the 
following reduced set of fault types: 

o Algorithm analysis: Internal faults - logical, data and calculation faults  

o Control flow analysis: Internal faults - logical faults  

o Data flow analysis: Internal faults  - data faults 
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o Information flow analysis: An extension of data flow analysis, in which 
the actual data flows (both within and between procedures) are compared 
with the design intent. 

��

��

��

��

                                                          

Triability: 

- Repeatability: + Correctness: +Affordability: + Availability: + Reliability: + 
They are performed by the use of commercial tools that statically analyse the 
code and produce diagrams showing the results of the different analyses. 
There are several tools in the market to aid in their application, and the 
results use to be shown graphically). These tools are like10: LOGISCOPE�, 
ADATEST�, QA-C�, CANTATA�, AdaSTAT�). – Note: For Algorithm 
analysis the Correctness: - criteria is rated low, since results depend on a 
particular model of computation and if the assumptions of the model are 
wrong, the results will be inaccurate. For the rest of the techniques it is rated 
high. 

Observability: 

- Meaningfulness of the results: + Indicativeness: + As being techniques 
directly analyzing the source code with the use of a commercial tool, the 
results are shown in a graphical way   

Complexity: 

- Understandability of the technique: + Each technique may vary with respect 
of each commercial tool, but through their user manuals they can be easily 
understood  

2.- Other techniques like Cause Consequence analysis/diagrams and Common Cause 
Failure analysis though having high Integrability+ since they are techniques used at system 
level, they are not so popular being difficult to be applied to software. All the secondary 
criteria are rated low since there are not even tools supporting these techniques and there is 
not much literature nor guidelines for their application to software. Even though they are 
not required by many standards (they are not very popular for software), they can be 
regarded as a combination of fault tree and event tree analyses together with control flow 
analysis (as mentioned for example in [Leveson95] and [WO12]). The values of the other 
criteria is as follows:  

Relative advantage: 

- Completeness: + The steps identified for all these techniques are: detection 
and diagnosis 

- Coverage: +- As being just taken from the hardware environment, none of the 
software fault types are covered explicitly. Cause Consequence Diagrams 
and Common cause failure analysis are techniques for which their procedural 

 
10  LOGISCOPE� Registered trademark of  Verilog. ;   ADATEST� Registered trademark of IPL Ltd.  
;  CANTATA� Registered trademark of IPL Ltd.;  ADASTAT� Registered trademark of DCS IP, LLC. ;  
QA-C� Registered trademark of Programming Research Ltd. 
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steps are not restricted to any specific failure and fault sets. Cause 
Consequence Diagrams show the sequence of events allowing the 
representation of time delays, alternative paths, etc.  Common cause failure 
analysis aids to identify potential failures focusing only on redundant systems 
or sub-systems. Therefore this criteria should be rated - but since these two 
techniques are open to adopt any set of events (faults for software) it is rated 
as medium  

Triability ��

��

��

��

��

- Repeatability: - Correctness: - Reliability: - Availability: - Guidelines for how 
to apply these techniques to software difficult to find  

- Affordability: - The diagrams can become too big  

Observability 

- Meaningfulness of the results: - Indicativeness: -  Guidelines for how to apply 
these techniques as a software software fault removal was difficult to find, as 
a consequence, there meaningfulness of their results in this context is to be 
rated low too. 

Complexity 

- Understandability of the technique: - Not much literature has been found with 
guidelines about how to use these techniques, especially for their use as a 
software fault removal technique. 

 

3.- Other more popular system-based techniques are Hazard Analysis and Hazard and 
Operability analysis. They have similar ratings as the above two techniques. Though having 
high Integrability + since they are techniques used at system level, they are difficult to be 
applied to software. All the other criteria are rated low since there are not even tools 
supporting these techniques and there is not much literature nor guidelines for their 
application to software. Even though they are not required by many standards (they are not 
very popular for software), they are recommended to be accomplished as part of other more 
popular methods such as FTA or FMEA (as in [Leveson95] and [WO12]). The values of the 
rating of the other criteria are as follows:  

Relative advantage: 

- Completeness: - None of the steps can be identified as performed by these 
techniques   

- Coverage: - As being just taken from the hardware environment, none of the 
software fault types are covered in principle. Hazard Analysis and HAZOP 
analysis are techniques to assess hazards at system level. Hazards cannot be 
produced at software level. Software failures can potentially be a hazard in 
the system 

Triability 
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- Repeatability: - Correctness: - Reliability: - Hazard Analysis and HAZOP 
analysis are techniques not applicable to software, therefore these criteria are 
rated low. Nevertheless, evaluating these criteria not considering their 
applicability to software, HAZOP analysis could be performed manually by 
checklists and based on judgement of engineers. From these criteria shall be 
rated low too. Both Hazard Analysis and HAZOP analysis are recommended 
to be performed by other more popular techniques such as FTA or FMEA.  

- Availability: - Guidelines for how to apply the technique to software difficult 
to find  

- Affordability: - The diagrams can become too big  

Observability ��

��

- Meaningfulness of the results: - Indicativeness: - Since this techniques are not 
software fault removal specific techniques, their results are not meaningful in 
this context.   

Complexity 

- Understandability of the technique: - Not much literature has been found with 
guidelines about how to use these techniques, especially for their application 
as a software fault removal technique. 

 

4.- Other more general techniques like the criticality analysis though very popular, could be 
regarded as a generic term including other techniques related herein. The literature (such as 
in [ECSS] or in  [Peng93]) recommends that this general technique is performed by other 
more popular methods such as FTA or FMEA.  The criteria are rated as follows: 

Compatibility: ��

��

��

��

- Integrability + Technique not software specific. Inherited from system level 
analysis.  

Relative advantage: 

- Completeness: - Identification of failures is the only step covered 

- Coverage: - In principle, as being inherited from the hardware environment, 
and supposed to be covered by other more popular techniques, this criteria is 
rated as if none of the software fault types are covered explicitly. 

Triability: 

- Repeatability: - Affordability: - Correctness: - Availability: - Reliability: - 
Again, no existing guidelines for the use of this technique is existing since it 
is recommended to be performed using other techniques. 

Observability: 

- Meaningfulness of the results: - Indicativeness: - Since this technique no 
software specific, the results are not so meaningful for software 
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��

��

��

��

��

��

                                                          

Complexity: 

- Understandability of the technique: - Not guidelines found regarding how to 
use this technique, especially for software. It is mentioned in many references  
 

5.- Techniques directly related to events, faults and failures used at system level are Event 
Tree Analysis (ETA), Failure Modes and Effects Analysis (FMEA) and Fault Tree Analysis 
(FTA). They are analyzed here below.  

The Event Tree Analysis technique is useful as a probabilistic evaluation of the effects of 
sequences of events by modeling, in a diagrammatic form, the sequence of events that can 
develop in a system after an initiating event, and thereby indicate how serious consequences 
occur. Event trees can be compared with fault trees in the sense that event trees are better 
handling notions of continuity (logical, physical, temporal), while fault trees are more 
powerful in identifying and simplifying event scenarios [Leveson95]. But event trees are 
useful for probabilistic evaluation of the effects of events in a system but they can become 
extremely complex especially when time-ordered system interactions are involved. To 
reduce their complexity, event trees are supported by fault trees for certain branches.   

Compatibility: 

- Integrability + Technique not software specific. Inherited from system level 
analysis. 

Relative advantage: 

- Completeness: +- Fault identification and diagnosis are the steps covered. 

- Coverage: +- In principle as being inherited from the hardware environment 
but it is adaptable to any new event definitions. 

Triability: 

- Repeatability: - Correctness: - Availability: - Reliability - No guidelines 
found for the use of this technique for software. Building the tree requires 
deep knowledge of the system. Although some tools exist (EventTree�11), 
they aid in the manual tree building, but not in the analysis of the product 
itself. 

- Affordability - It can become very complex and required to be complemented 
by other techniques (FTA) for specific event scenarios.  

Observability: 

- Meaningfulness of the results: - Indicativeness - The main purpose of this 
technique is the probabilistic data after the tree construction, therefore not so 
meaningful for software  

Complexity: 

 
11 EventTree� Registered trademark of Item Software (USA) Inc. 
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- Understandability of the technique - Only few guidelines were found 
regarding how to use this technique, none especially for software  

6.- Another very popular technique is Failure Mode Analysis, in its several variants: Failure 
Mode Effects and Criticality Analysis (FMECA), Failure Mode and Effects Analysis  
(FMEA), Software Failure Mode Effects and Criticality Analysis  (SFMECA) which 
together with Fault Tree Analysis (and its variant Software Fault Tree Analysis) are 
fundamental practices, recommended by most standards. FMEA starts assuming a failure in 
a function and analyses the effects (or verify that it does not cause failures) in dependent 
functions. FMEA is a “forward” analysis technique (also called “bottom-up” in 
[Leveson95], [Herrmann99], [ECSS]). Fault Modes and Effects analysis (FMEA) are 
procedures used for a systematic identification of potential failure modes of a product, the 
effects of these failures and the FaultModes, Effects and Criticality Analysis (FMECA) 
emphasises on their criticality too. Software Error Effect Analysis [COLUMBUS] is based 
on the same principle, but it is intended to evaluate software design components for 
potential impacts of software failure modes on other system design elements, on interfacing 
components, or on functions of the software component, especially those that are critical.  

The values of the criteria for the evaluation of this technique is presented below. 

��

��

��

��

                                                          

Compatibility: 

- Integrability + Technique not software specific. Inherited from system level 
analysis. 

Relative advantage: 

- Completeness: +- Failure identification and top-level fault identification are 
the steps covered.  

- Coverage: +- In principle as being inherited from the hardware environment, 
none of the specific software failure modes nor software fault types as 
defined above are covered.  It is adaptable to any failure list definitions. 

Triability: 

- Repeatability: +- Correctness: +- Availability: +- Reliability: +- Guidelines 
exist for the application of this method. These criteria are rated medium 
based on the fact that there are many tools available in the market although 
only facilitating its manual creation.  Tools like12: SOFIA�, FMECA�, 
FMEA-FailSafe�  

- Affordability: - FMEA tables can become tedious, large and complex. 

Observability: 

- Meaningfulness of the results: + Indicativeness: + Despite of the fact that this 
technique is no software specific, the meaning of these results are well 
defined in the available guidelines. Based on probabilistic calculations after 

 
12 SOFIA� is a tradeMark of Softeren; FMECA� is a tradeMark of Advanced Logistics Developments 
(IQRC); FMEA-FailSafe� is a TradeMark of Technicomp, Inc. 
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identifying the failures and these probabilities are not meaningful for 
software. 

��

��

��

��

��

��

                                                          

Complexity: 

- Understandability of the technique: + Many guidelines found regarding how 
to use this technique. None to be used specially for software  

 

7.- To complete the saga of popular system-bases techniques focusing on faults, the Fault 
Tree Analysis technique should be considered now. It starts assuming a fault in a dependent 
function and go back to analyse if it can be caused (or verify that cannot be caused) by a 
failure in a precedent function. It is thus a “backward” analysis techniques (also called “top-
down”. It follows a structured approach to identify the causes (internal or external) that, 
alone or in combination, lead to a defined state for the product (fault, unsafe condition, etc).  

Compatibility: 

- Integrability + Technique not software specific. Inherited from system level 
analysis 

Relative advantage: 

- Completeness: + Identification, diagnosis and correction of software faults 
are the steps covered. 

- Coverage: +- As being inherited from the hardware environment, none of the 
software fault types are covered. It is adaptable to any new failure list 
definitions. No timing features can be drawn. 

Triability: 

- Repeatability: +- Affordability: +- Correctness: +- Availability: +- 
Reliability: +-: Many guidelines exist for the use of this technique. Not 
specific for software.  These criteria are rated medium despite of the fact that 
there are many tools available in the market, but only facilitating its manual 
creation.  Tools like13: FaultTree+�, CAFTA+� 

- Affordability: - Fault trees might become too big. 

Observability: 

- Meaningfulness of the results: + Indicativeness: + Despite of the fact that this 
technique is no software specific, the meaning of these results are well 
defined in the available guidelines   

Complexity: 

- Understandability of the technique: + Very popular technique. Many 
guidelines exist 

 

 
13 FaultTree+ � is a registered Trademark of  Item Software Inc. ; CAFTA+ � is a registered Trademark of 
SAIC 
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There are many other techniques available on the literature which are evaluated in the 
following paragraphs. 

8.- The Hardware Software Interaction Analysis (HSIA) technique is used to verify that the 
software specifications cover the hardware failures according to the applicable 
requirements. Nevertheless it is a technique for which not many guidelines exist, which is 
manually performed using checklists and which might be covered by FMEA with focus on 
the interfaces between the software and the hardware. From all the above the ratings of 
most of the criteria are low: 

Compatibility: ��

��

��

��

��

��

- Integrability + Technique software specific but inherited from system level 
analysis.  

Relative advantage: 

- Completeness: + Identification, diagnosis and correction are the steps 
covered. The following information is typically considered for each failure 
mode: 1) Symptoms triggering the software action (parameters accounting for 
the failure mode); 2) Action of the software (failure isolation and recovery); 
3) Effect of the software action on the product functionality (through induced 
possible software/hardware cascading effects) (as mentioned in [WO12]) 

- Coverage: - The fault modes it covers are only the physical ones (ENV). 

Triability: 

- Repeatability: - Affordability: - Correctness: - Availability: - Reliability - No 
existing guidelines for the use of this technique for software. Normally 
performed with the use of manual checklists [WO12]  

Observability: 

- Meaningfulness of the results: - Indicativeness - Since this technique no 
software specific, the results are not so meaningful for software   

Complexity: 

- Understandability of the technique - Not guidelines found regarding how to 
use this technique. It is mentioned just in few references  

 

Some other techniques are related with quantitative values yet difficult to relate with 
software safety and reliability characteristics and more concretely with software fault 
removal. The techniques referred here to both metrics and Reliability Block Diagrams. 

9.- Metrics are quantitative predictions of attributes of a program from properties of the 
software itself. This technique has still room for improvement in what concerns their direct 
relationship with software safety and reliability verification, this is, it is yet to be proven 
how they could be used as software fault removal technique. Efforts in correlating measures 
taken from real case experiences like [Voas00] are still needed.  

Compatibility: 
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- Integrability - Technique very much software specific. No relationship with 
other system safety assessment methods. 

Relative advantage: ��

��

��

��

- Completeness: - None of the steps are directly covered. 

- Coverage: - None of the fault types are directly covered. Metrics might be 
indirectly related with software faults only when calculated in relation with 
one code module independently, otherwise the results cannot be easily 
attributed to any specific software component. 

The main criteria set is all rated low. About the secondary criteria set, the following rates 
are given: 

Triability: 

- Repeatability: + Affordability: + Correctness: + Availability: + Reliability: + 
Performed with the use of a commercial tool (see footnote 10 within this 
chapter) therefore all these criteria can be rated high. 

Observability: 

- Meaningfulness of the results: +- Indicativeness: +- Technique software 
specific, and use to be performed with a tool, meaningful results depend on 
each tool (results use to be shown graphically). They are based on 
quantitative values not standardized nor directly meaningfully related with 
software faults  

Complexity: 

- Understandability of the technique: + Use to be performed with the use of a 
commercial tool therefore this criteria can be rated high (although depending 
on each commercial tool vendor).   

10.- Another technique based on probabilities is the Reliability Block Diagrams based on 
the probabilities of failure of the different components (system level components) of the 
system under analysis. It is a technique not suitable to be applied to software products due 
to its pure probabilistic-based approach. Although there are tools in the market that might 
make the technique triable, observable and understandable, it is not really meaningful to 
software products. 

Compatibility: ��

��

- Integrability + Technique not software specific. Inherited from system level 
analysis. 

Relative advantage: 

- Completeness: - No specific step is covered for detailed software fault 
removal. Based on probabilistic criteria, not with specific fault or failure 
identification. 
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- Coverage: - Based on probabilistic criteria, no specific fault or failure 
identification. 

Triability: ��

��

��

- Repeatability: + Affordability: + Correctness: + Availability: + Reliability: + 
Guidelines for the use of this technique at system level were found, but the 
technique is not meaningful for software. 

Observability: 

- Meaningfulness of the results: - Indicativeness -  Guidelines exist in the 
literature but the results are not meaningful for software. 

Complexity: 

- Understandability of the technique: - Guidelines for the use of this technique 
at system level were found but the technique is not meaningful for software. 

 

Other not so popular software specific techniques existing in the literature, like Object-code 
analysis, Petri-Nets, Sizing and timing analysis and Symbolic execution are individually 
still not mature nor apt to be used as a software fault removal technique. In the following 
paragraphs these three techniques are analyzed. 

 

11.- Object-code analysis is defined to check correctness between the source and the object 
code. It is not a popular technique, it is yet difficult to apply (not very understandable)  and 
sometimes undertaken either by manual inspection (therefore difficult to repeat) or the 
compiler vendor provides the information. It is a technique not yet state of the art. Almost 
all criteria set are rated low. 

Compatibility: ��

��

��

��

- Integrability - Technique very much software specific. No relationship with 
other system safety assessment methods. 

Relative advantage: 

- Completeness: - Identification is the step covered. 

- Coverage: - It is intended to demonstrate that object code is correct 
translation of source code and that errors have not been introduced as a 
consequence of compiler failure. Only some building fault types are the ones 
partially covered. 

Triability: 

- Repeatability: - Affordability: - Correctness: - Availability: - Reliability - 
Technique for which no tools exist yet. Performed manually only by experts 

Observability: 
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- Meaningfulness of the results: - Indicativeness: - Technique yet under 
research  

��

��

��

��

��

��

                                                          

Complexity: 

- Understandability of the technique: - Technique yet under research  

 

12.- Petri-nets, instead, is mentioned often in the literature. Several tools exist in the market 
to support its use. They are especially required to be used as a software fault prevention 
technique this is, to be used as a method to support the definition of the design of the 
software product. Nevertheless there are many disadvantages of using this technique for 
software removal.  

Compatibility: 

- Integrability - Technique very much software specific. No relationship with 
other system safety assessment methods. 

Relative advantage: 

- Completeness: - Fault identification is the only step covered. 

- Coverage: - Basic software faults might be covered plus partial IF fault types 
are directly covered. Nevertheless the resulting diagrams and analysis 
depends on the model defined.  

Triability: 

- Repeatability: + Correctness: + Availability: + Reliability: + Technique for 
which tools are used. Tools are like14: PETRI Maker I�, PNAnalyser�, 
PnNICE �  

- Affordability: - Petri Nets become too large to generate all states of the 
system. 

Observability: 

- Meaningfulness of the results: - Indicativeness: - Though heavily based on 
mathematical computations to analyze concurrent systems, and despite of 
having many tools in the market supporting the technique, users are only 
concerned with its graphical notation  

Complexity: 

- Understandability of the technique: - Technique yet difficult to understand. 
Building Petri Nets is non-trivial and models built only by experts with the 
use of tools. They can be difficult to analyze ([Peng93])  

 

 
14 PETRI Maker I�STIA –is a Registered TradeMark of Universite d’Angers;  PNAnalyser� is a registered 
TradeMark of University of Transport and Communications;  PnNICE � is a registered TradeMark of Intecs 
Sistemi S.p.A. 
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13.- Sizing and timing analysis is a technique limited to analyze very important implicit 
characteristics of embedded real-time critical software (such as predictability, resource 
usage, etc). This technique could be called a ‘meta-method’: it is composed by several 
detailed ones (not standardized nor yet much detailed in the literature) which are intended 
to cover timing and predictability aspects in one hand and resource usage in the other. The 
value of its criteria is explained as follows: 

Compatibility: ��

��

��

��

��

��

��

- Integrability - Technique very much software specific. No relationship with 
other system safety assessment methods. 

Relative advantage: 

- Completeness: - Identification of a fault is the only step covered since it is 
performed to the overall software product. 

- Coverage: - Some so-called physical faults: overload of CPU and memory are 
the only software fault types directly covered. 

Triability: 

- Repeatability: - Affordability: - Correctness: - Availability: - Reliability: - 
Technique for which tools start to be used. Performed only by experts. 

Observability: 

- Meaningfulness of the results: - Indicativeness: - Technique results yet 
difficult to understand. Understandable by experts  

Complexity: 

- Understandability of the technique: - Technique yet difficult to understand  

 

14.- Symbolic execution is a technique by which the program execution is simulated using 
symbols rather than actual numerical values for input data, and output is expressed as 
logical or mathematical expressions involving these symbols. It is a technique still too 
complex to be used [WO12]. Studies have shown ([Peng93]) that in general, it is not more 
effective than the combined use of other methods such as static and dynamic analyses.  

Compatibility: 

- Integrability - Technique very much software specific. No relationship with 
other system safety assessment methods. 

Relative advantage: 

- Completeness: - Fault identification is the only step covered since any 
problem found might have to be related with the real source code of the 
product. 
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- Coverage: - None of the failures and faults are directly covered but aids in 
verifying the correctness of the outputs regarding expected inputs.  It is an aid 
for detecting errors. 

Triability: ��

��

��

- Repeatability: - Affordability: - Correctness: - Availability: - Reliability- 
Technique yet difficult to understand. Both [WO12] and [Peng93] mention 
that studies have shown that in general, it is not more effective than the 
combined use of other methods such as static and dynamic analyses. For most 
programs, the number of possible symbolic expressions is excessively large 

Observability: 

- Meaningfulness of the results: - Indicativeness: - Results yet difficult to 
understand. . Result will consist of algebraic expressions that easily get very 
bulky and difficult to interpret.  

Complexity: 

- Understandability of the technique: - Technique yet difficult to understand. 
 
 
At last, other not so popular system related techniques required to be used in the literature 
as a software fault removal technique are analysed below: 
 

15.- Safety properties analysis as referenced in the table above is not very popular. It is 
intended to analysis of worst-case conditions for any non-functional safety property, 
including timing, accuracy and capacity.  It is not a software specific technique, but being a 
general technique, it includes other techniques like algorithm analysis and sizing and timing 
analysis ([Peng93]). The low ratings of the different criteria is detailed below: 

Compatibility: ��

��

��

��

- Integrability + Technique not software specific. Inherited from system level 
analysis.  

Relative advantage: 

- Completeness: - Identification of failures might be the only step covered. It 
depends which other more specific techniques are used. 

- Coverage: - In principle as being inherited from the hardware environment, 
none of the software fault types are covered. 

Triability: 

- Repeatability: - Affordability: - Correctness: - Availability: - Reliability: - No 
existing guidelines for the use of this technique was found for software. The 
use of other techniques through existing tools is necessary to perform the 
analysis.  

Observability: 
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- Meaningfulness of the results: - Indicativeness: - Unless other software 
specific techniques are used, from the reduced literature available, the results 
are not so meaningful for software [DEF-0055/56]. 

��

��

��

��

��

��

                                                          

Complexity: 

- Understandability of the technique: - Not very popular technique. Not many 
guidelines exist regarding how to use this technique, especially for software  

 

16.- To finish with the detailed analysis of different techniques found in the literature, 
Sneak Circuit Analysis is the remaining one from the table provided above. This technique 
is intended to detect unexpected paths or logic flows which cause undesired program 
functions or inhibits desired functions. Sneaks are latent design conditions or design flaws 
which have inadvertently been incorporated into electrical, software, and integrated systems 
designs. They are not caused by component failures. The use of this technique depends on 
the experience and skill of the analyst, and it is based on the availability of specific system 
information [WO12]. 

Compatibility: 

- Integrability + Technique not software specific. Inherited from system level 
analysis. 

Relative advantage: 

- Completeness: +-Identification and diagnosis of faults are the steps covered. 

- Coverage: - In principle the software fault types, that might be covered from 
its definition, might be: Internal faults –logical faults. 

Triability: 

- Repeatability: + Correctness: + Availability: + Reliability: + No guidelines 
found for the use of this technique for software. The use of a tool is necessary 
to perform the analysis. Tools exist like SCAT (Sneak Circuit Analysis 
Tool)�15, but it is a technique almost not used for software [WO12].  

- Affordability: - The software design should be represented following a too 
specific model to prepare it for its analysis with the use of a tool.  

Observability: 

- Meaningfulness of the results: - Indicativeness: - Since this technique no 
software specific, the results are yet to be proven for software   

Complexity: 

- Understandability of the technique: - Not many guidelines exist regarding 
how to use this technique, especially for software.  It requires skilled 
specialists 

 
 

15 SCAT (Sneak Circuit Analysis Tool) is a Registered TradeMark of Rome Labs 
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The conclusions that can be obtained from the analysis of all these methods is that none of 
them are having all attributes rated as +. Some of them are orthogonal to each other, but 
even putting them together they do not fulfil all attributes.
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Figure 53. 

 Software processes definition 

Every system has a life cycle. The life cycle of a system begins with a concept, progresses 
through its realization, utilization and evolution, and ends in its retirement. This 
progression of a system through its life cycle is achieved as the result of life cycle 
processes, applied, performed and managed by people in organizations, any time during the 
life cycle: a project.  

In [ISO12207], [ECSS], etc. software development standards a distinction is made between 
the set of processes general to the organisation and the set of processes that are related to 
each project within the organisation. The set of processes related to each project can be 
generally categorised in: technical processes and management processes. If analysed even 
further, the technical processes can be in turn decomposed in two main streamlines: 
production or engineering and verification or supporting processes.  

 

Time

- Organisational processes 
- Project processes: 
     - Management 
     - Technical: 

Engineering 
Verification 

 
‘Nominal’ processes 

In principle, all the processes depicted in Figure 1 could be carried out in full parallelism. 
The specific purpose and order of execution of these processes throughout the life cycle is 
determined for each project by multiple factors, which include specific application domain 
constraints, organisational and technical considerations, which may vary during the lifetime 
of a system. It is when a project is defined that the constraints in time, responsibilities, 
resources and system objectives specifically arise to bound the extent of this process 
concurrency. 

Irrespective of the potential parallelism of individual processes, the life cycle of any system 
progresses through an underlying set of stages [ISONEW15288]. Each stage has a distinct 
purpose and contribution to the whole life cycle, which should be thoroughly considered 
when planning and executing the system life cycle. These ‘stages’ allow developing or user 
organisations to measure the rate and the success of progress and to prevent uncertainties 
and risks associated with cost, schedule and functionality. Most of the existing development 
standards explicitly use these stages to set out the activities encompassed in the 
development of a (software) system. 
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Organizations employ stages differently to satisfy different business and risk mitigation 
strategies. Using stages concurrently and in different orders can lead to life cycle forms with 
distinctly different characteristics. Sequential, incremental or evolutionary life cycles forms 
are frequently used; alternatively, a suitable hybrid of these may be developed. The 
selection and development of such life cycle forms by an organization depend on several 
factors, including the nature and complexity of the system, the stability of requirements, the 
technology opportunities, the need for different system capabilities at different times and 
the availability of budget and resources. These stages will be used organized in a sequential 
order. 

Table 24  presents a comparative analysis of the sequence of the different system stages 
presented in different standards and the final list of system stages to be used within this 
thesis as resulting from the comparison from the standards.  

 

ISONEW15288 stages ECSS states16 IEEE1220 stages Stages for this thesis 

Concept Functional state  Concept 

 Specified state System definition stage Requirements 

Development Defined state Subsystem definition preliminary design 
stage 

Design 

  Subsystem definition detailed design 
stage 

Construction 

 Qualified state Subsystem definition fabrication, 
assembly, integration and test 

Integration and testing 

   Validation 

Production Accepted  Acceptance 

Utilisation No specific state Operations production Operation 

Support  Operations customer support  

Disposal No specific state  Disposal 
Table 24  Life cycle stages: comparative table 

By the execution of the life-cycle processes, the sequential stages can be achieved. The 
system engineering processes can be graphically represented in a generic project by 
representing the sequential generic stages as outcomes of different processes (specially as 
an outcome of the technical or engineering processes) for which the starting event is 
variable but the finalisation event is when the stage is achieved. 

As argued in Chapter 3, systems are composed of sub-systems. Sub-system life cycle 
processes are embedded in system life cycle processes, as represented in the following 
Figure 54. It depicts the relationship between the system development and the software 
engineering stages. Hardware stages and human procedure definition life cycles are also 
composed of engineering processes that proceed in parallel to the software ones. The 
diagram might however become too complex to represent if drawing the missing 
                                                           
16 In [ECSS], the stages imply a 'state' of the system 
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Figure 54. 

D.2

management and verification processes for both the system and each lower level subsystem 
and component. All these processes are concurrent processes and all theories about 
concurrent engineering apply to them [Gerwin96]. 

Subsystem development 

Hardware 
development 

Software 
development

Human 
procedures 

Concept 

Requirements 

Design 

Coding 

Operation 

Validation 

Integration and test 

Concept 

Requirements 

Design 

Construction 

Validation 

Integration and test 

Operation 

 
 
 

Relationship between system and sub-system/software life-cycle stages 
 

  Software process modelling 

A Software Process Model is a representation of the process in terms of the various entities 
(such as activities, artifacts, etc.) by which it is composed of and their relationships. When 
defining a Software Process Model, it is essential to distinguish ‘Process’, ‘Product’ (so-
called ‘artifacts’), and ‘Project’ terms [PMOD] [Klinger95] [Stragapede00]. Additionally, 
different views can be taken in representing the same process, depending on the objectives 
of the modelling exercise. For instance, the distinction between a Process Model and a 
Project Model resides in the following elements [PMOD]: 

- A Project Model is based on a given Process Model, of which it represents a 
tailored instance. 
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- A Project Model adds to the Process Model the complementary views that 
allow to represent the Project or Company specific elements, including: the 
Project Goals (as related to both Customer and Supplier Requirements and 
constrains, the Project Organisation, the Company Procedures (when 
applicable) and the in-place (or planned) working practices to be applied. 

A Process Model should be tailored by the Project Organisation to the extent required to 
properly take into account the above elements. This leads to a project model supporting the 
performance of the specific project activities. 

A process model shall embed the concepts of:  

- chain of activities, 

-  flow of artifacts - providing the criteria for the execution of the activities 
with respect to the availability of their inputs, and 

- decomposition and refinement of activities - in terms of sub–activities. 

This is the case of, for instance, the Software Design Engineering activity which can be 
split in several parallel activities aimed at refining independently subsets of the overall 
design. To this end, a central issue is the granularity of the elementary activities, i.e. the 
level of abstraction/detail which shall be reached by the refinement process. 

Furthermore, the software development process is affected by a number of independent 
processes, which constraint the execution of the various activities, allowing or forcing their 
(re–)execution—e.g. the Software Problem Reports (SPR) management which can be 
modelled as a chain of analysis ��decision ��closure activities and which may force the 
re–execution of some activity of the main software development process. It is worth to 
remark that these independent processes do not affect a specific development process but 
instead they may have an impact on all of them. Consequently, when modelling the process 
the activities identified may be triggered not only by the availability of their nominal inputs 
(coming from a previous activities in a deterministic way) but also by ‘asynchronous’ 
events (usually unplanned) like the raising and acceptance of a SPR. 

Designing process models is an activity requiring specific skills and experience. Modelling 
in general uses specific methodologies and tools (often domain-specific ones) and is 
strongly dependent on knowledge of the underlying process and of its control.  

The use of some formalism to model a process aids in the definition of a process 
architecture, providing a graphical process model easy to be used, tailored, and maintained 
(even by a non–specialist) and, at the same time, a rigorous and consistent process 
description (though at a high level of detail), easy to translate into process model 
simulation. 

Most of the attempts to model software processes make use of some form of graphics (more 
or less formalised) and are directly derived from existing notations used for describing 
software systems (e.g. SADT, DFD, etc.). Unfortunately few of them address some peculiar 
aspect of the software processes such as the dynamics (activities created at enact time in a 
number of instances unknown a priori), recursion (to model recursive processes such as 
top–down design) and backtracking to model re–work. 
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A notation often applied for Process modelling is the IDEF3 method [Rupp93]. The IDEF3 
notation is certainly interesting but it is rather general (being defined to represent any kind 
of process). As such it appears to miss of specific concepts and notations that would be 
useful to model some of the peculiarities of a complex. A specific work aimed at modelling 
a Software Process has been conducted in the context of the ESPRIT project “SCALE”. A 
relevant outcome of this project is the definition of a Process Definition Diagram (PDD) 
formalism that introduces appropriate concepts and notations suitable to represent the 
peculiarities of a Software Process [SCALE].  

The two major mechanisms used to master this modelling complexity are: 

- the hierarchical (vertical) decomposition and  

- the multiple perspective (horizontal) decomposition. 

The decomposition of complex processes into a manageable set of smaller interacting 
processes is called process hierarchical decomposition (or top–down decomposition). The 
decomposition proceeds down to a level where the process is considered small, simple, or 
not critical enough to deserve further decomposition. Hierarchical decomposition permits to 
look at the process at the level of detail desired. From a distance, one can see the major 
process elements; as you get closer, you can “zoom” into the process elements and new 
details are exposed. 

Unfortunately, top–down decomposition is not enough to manage the complexity of 
software processes where many individuals are engaged in a highly dense and interactive 
network of co-operative activities What is needed, in addition to the hierarchy, is a notation 
mechanism that allows us to look at the process by “focusing” selectively only on a sub–set 
of activities and Artifacts. This mechanism has been called “multi–perspectives” [Gross95]. 

Multi-perspectives and hierarchical decomposition are not antagonist but fully orthogonal 
and complementary. 

Multi–perspectives allows looking at different “aspects” (not different levels of detail) of 
the process. Decomposition also applies to the different perspectives (e.g. small countryside 
roads appears only at lower levels of details). 

Perspectives are a general powerful mechanism to dominate complexity. They can be 
effectively used to master collect ”homogeneous” or tightly related activities and artifacts, 
whilst the full (and complex) process model is the union of the identified perspectives. For 
example: project management activities produce artifacts (such as a plan) that refer to other 
activities to be performed. A plan is not “consumed” by another activity (in the same sense 
as specifications are consumed to produce a design), but rather it defines, initiates, controls 
other activities. The manager “works” on artifacts called ‘activities’ like a programmer 
“works” on artifacts called ‘lines of code’ or ‘source code files’. It is conceptually 
misleading to represent within the same diagram management activities and other 
“underlying” project activities (specification, design, testing, etc.). A separate perspective is 
therefore needed. Diagrammatically the management process shall be separated from the 
engineering and shall have as input specific information on activities (e.g. status, progress) 
rather than the artifacts produced at the development processes. 
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Figure 55. 

The following figures sketch an example process composed of activities belonging to two 
different perspectives (Architectural design and verification), presenting the hierarchical 
decomposition of the part of their processes and of the two single perspectives. 

Process 
perspective A: 
Design definition 
perspective B: 
Verification of 
design

Activity 1.1 
perspective A: 
Design functions 

Activity 1.2 
perspective A: 
Design real-time 

Activity 1.3 
perspective B 

Activity 2.2 
perspective B: 
Review the design

Activity 2.1 
perspective B: trace 
to requirements

Activity 1: 
Architectural 

design 
definition 

Activity 2 
perspective B: 
Verification of 
architectural 
design

Activity 1.3.1 
perspective B: Verify 
predictability 

Activity 1.3.2 
perspective B: 
Verify consistency 

 
Hierarchical decomposition and multi–perspectives (whole process) [PMOD] 

In the formalism, the categories of interactions above are represented by specific 
mechanisms (respectively) [PMOD]: 

a) “triggers”, control arrows carrying mode information to drive the execution of an 
activity. The trigger mechanism is the basic mean to drive the activities with the 
flexibility required to model engineering activities. In particular, it supports 
backtracking (“revise”) mode by identifying the activities that may need of some 
re–work after a change request. It also supports concurrent engineering (“pre–start” 
and “reconcile” modes) identifying the activities that may be activated on draft 
inputs with later reconciling of preliminary results as soon as the inputs are 
consolidated.   

b) “external artifacts”, data arrows in output from an activity in a given perspective 
and in input to an activity of another perspective; 

c) “gates”, that is “hooks” attached to a data arrow (between two activities of the 
same perspective) and linked to an activity (or a hierarchy of activities) of another 
perspective which shall be executed before the data is passed to the actual 
destination activity and which may prevent it to be passed. 

d) “improvers”, similar to the gates but not preventing the transmission of the related 
data. a gate or an improve is an activity which belong to two different perspectives: 
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Figure 56. 

the first defining the context in which they are activated (the artifact to control or 
improve) and the second one defining the activities to be executed (what has to be 
done). 

The main elements of the formalisms to represent a process model are the tasks. Tasks (also 
called “terminal Activities”) have one specification that describes the functional behavior as 
seen from the outside (as black–boxes). Tasks are identified by a name. They are the 
transformation of some input artifact into some output, providing that some control 
condition (if any) is met. If a control exist, the task is executed when the associated inputs 
are available and according to the control condition, which may, for instance, delay the 
execution regardless of the availability of the inputs. Without such a control condition, the 
task would execute as soon as all its inputs become available. 

Process modeling. Activity [PMOD] 

In Triggers External InputsOut Triggers External Outputs 

ActivityParentPerspective 

input 1 

input 2 

output 1 

output 2 

control 

External References 

outside view
input 1 
input 2 

output 1
output 2

control

role(s)

inside view 

Name

An Activity is a step of the process that, due to its complexity, is further refined in terms of 
tasks or sub–activities (in turn refined at a lower level of details) (see Figure 56). Activities 
and tasks are identified by a name and represent some transformation of the associated 
inputs into the related outputs, providing that the control conditions (if any) are met. 
Internally they are organised as a chain of tasks (or sub–activities) linked by their 
input/output artifact flow and (possibly) by control conditions. 

An Artifact is any kind of data received in input or produced in output by an Activity or 
Task (e.g. a design document, a source code file, a report, etc.). 

A Control is a condition under which an Activity or Task shall be executed (e.g. a Review 
Item Description produced by an internal verification which causes some modification of an 
artifact).



 Curriculum Vitae
 

Curriculum Vitae 
Patricia Rodríguez Dapena was born in Madrid, Spain, on October 11, 1964. In 1987 she 
received a Masters degree in Computer science from the Politechnical University of 
Madrid, Spain. Her Masters project focused on the definition and implementation of a 
generic system simulation environment. 

After working 5 years as a software engineer and quality assurance engineer in several 
companies in Spain, she joined the European Space Agency (ESA) in The Netherlands from 
November 1992 to April 2000. She was supporting space projects, preparing and controling 
of industrial research and development projects as well as participating in the software 
related standardisation teams always in the field of engineering and verification and 
validation of safety critical software. The first four years at ESA she was a software product 
assurance engineer at the Product Assurance and Safety Department, and the last three and 
half years she was a software engineer at the Electrical Engineering Department.  

In parallel, in 1999 she started her doctoral work with the Technology Management faculty 
at the Eindhoven University of Technology. Currently, back in Spain, she is the owner and 
manager of SoftWcare S.L., a small and medium company working on safety critical 
software product evaluation and process assessments. 

Since the start of her professional carreer, she is actively involved in different international 
standardisation working groups such as: ECSS, ISO JTC1/SC7 and IEEE-SA. In addition, 
she is a member of several international associations, such as: ACM, IEEE, EOQ-Software 
Committee, AENOR, being a member of the editorial board of the American Society for 
Quality qualrterly publication: ‘Software Quality professional’.   

Software Safety verification in Critical Software Intensive Systems D-209
 
 


	Contents
	1. Introduction and problem definition
	2. Research methodology and approach
	3. Research scope
	4. Basic elements for a software fault removal method
	5. The softcare method
	6. Integration of softcare within the development process
	7. Automotive domain case study
	8. Space domain case study
	9. Analysis of case studies
	10. Conclusions and recommendations for future research
	Abstract
	Samenvatting
	Bibliography
	Appendix A
	Appendix B
	Appendix C
	Appendix D
	Curriculum Vitae

	fig8: 
	fig27: 


