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Abstract  

Deepfakes,   manipulated   video   clips   in   which   faces   are   swapped,   are   quickly   growing   in   numbers  

online.   They   partake   in   the   ongoing   truth   decay,   and   can   have   a   serious   impact   on   the   way   we   credit  

others.   Researching   psychological   effects   of   deepfakes   early   on   can   give   us   informa�on   to   be   used   to  

ba�le   the   long   term   effects   of   deepfakes   we   are   going   to   face.   We   are   using   the   internet   to   form  

opinions   on   others   before   we   have   even   met   them.   We   are   also   increasingly   subjected   to   media   from  

ques�onable   sources.   This   while   crea�ng   deepfakes   is   becoming   easier   and   more   accessible,   and   the  

quality   of   the   average   deepfake   is   steadily   increasing.   

To   inves�gate   the   effects   of   deepfakes   on   percep�ons   of   reputa�on,   an   online   experiment   was  

performed   where   par�cipants   (N=134)   were   asked   to   rate   applicants   using   the   source-credibility  

scale   in   a   simulated   recruitment   applica�on   showing   video   submissions.   A�er   an   ini�al   ra�ng   the   3x2  

mixed   design   experiment   shuffled   videos   between   the   media   quali�es   Original   video,   HQ   deepfake,  

and   LQ   deepfake   and   set   the   experiment   per   par�cipant   in   the   reputa�onal   valence   of   posi�ve   or  

nega�ve   .All   videos   resulted   in   reputa�onal   shi�s,   the   deepfakes   showed   similar   effects   as   original  

media,   however   the   data   showed   no   signs   of   original   media   having   a   larger   effect   on   reputa�on   than  

deepfakes.   No   significant   differences   were   found    between   high   quality   deepfakes   and   low   quality  

deepfakes.   Results   did   however   indicate   a   significant   effect   between   posi�vely   and   nega�vely  

valenced   videos.   The   nega�ve   videos   had   a   larger   effect   (causing   bigger   shi�s)   on   reputa�on   on   all   3  

of   the   reputa�onal   levels   measured    ( exper�se   p=0.0001,   trustworthiness   p<0.0001,   a�rac�veness  

p=0.0003).   These   results   raise   concerns   for   the   future   since   more   deepfakes   will   flood   the   internet,  

while   having   similar   reputa�onal   damage   capabili�es   as   original   media.   

 

 Keywords:    deepfake,   reputa�on,   fake   news,   opinion   forming  

2  



 

Acknowledgements  

This   document   is   my   way   of   finalizing   my   master   Human-Technology   Interac�on   at   the   TU/e.   It   marks  

the   end   of   my   student   life   in   Eindhoven   and   marks   the   start   of   everything   to   come.   The   university  

and   city   fueled   my   crea�vity   and   passions   and   gave   me   room   to   grow   my   skills   and   grow   as   a   person.  

I   found   that   distances   are   not   what   part   us,   but   rather   the   mo�va�on   to   go   look   beyond.   My  

interna�onal   semester   in   Indonesia   showed   me   that   problems   are   a   product   of   their   environment,  

and   that   taking   a   step   back   to   get   an   outside   look   really   helps   to   see   the   bigger   picture.   Connec�ng  

with   people   and   observing   their   way   of   crea�ng   solu�ons   opened   me   up   to   a   new   way   of   thinking.   

Right   a�er   I   started   my   final   project   the   corona   virus   hit   the   world.   I   am   grateful   that   my   project   only  

needed   minimal   refinements   and   I   was   s�ll   able   to   con�nue   execu�ng   a   project   in   which   I   could   use  

my   academic   as   well   as   my   personal   skills.   I   want   to   thank   my   supervisors   Sanne   and   Wijnand   for  

their   support   during   this   �me   and   all   their   feedback   along   the   way.  

Se�ng   up   a   project   using   new   video   techniques   can   be   quite   challenging.   I   want   to   thank   my   friends  

at   Dekate   Moussa   for   having   the   pa�ence   to   endure   my   endless   stream   of   deepfake   meme   material  

and   giving   me   the   opportunity   to   shoot   high   quality   test   material.  

I   also   want   to   thank   all   the   actors   which   supplied   me   with   the   needed   materials   to   be   able   to   create  

the   final   deepfakes   for   the   experiment.   Although   we   couldn’t   shoot   in   a   studio   due   to   corona,  

everyone   s�ll   gave   it   their   all.   Big   thanks   to   my   parents,   sister   and   girlfriend   for   helping   me   test   my  

project   mul�ple   �mes   and   suppor�ng   my   ideas.  

I   want   to   give   a   special   thanks   to   P.   Brakel,   who   helped   me   set   up   the   training   environment   on   the  

Tu/e   cluster.   Without   him   I   would   probably   s�ll   be   wai�ng   for   my   training   sessions   to   end.  

3  



 

Thanks   for   taking   an   interest   in   my   work,   and   I   hope   you   have   fun   reading.  

 

Jorrit   Bakker  

Eindhoven,   October   2020  

 

 

 

 

 

 

   

4  



 

Table   of   contents  

List   of   tables   &   figures 9  

1.   Introduc�on 11  

1.1   Online   iden�ty 11  

1.2   Threats   of   online   reputa�ons 12  

1.3   Deepfakes 12  

1.4   Nega�vity   effect 13  

1.5   Processing   persuasion 14  

1.6   Society   in   hyperreality 15  

1.7   Outline 16  

2.   Method 18  

2.1   Design 18  

2.2   Par�cipants 18  

2.3   Materials   &   Se�ng 20  

2.3.1   S�mulus   crea�on   setup 21  

2.3.2   Video   material 21  

2.3.3   Shoo�ng   the   video   material 21  

2.3.4   Pre-processing   the   video   material 22  

2.3.5   Type   of   deepfake 22  

2.3.6   Crea�ng   the   deepfakes 23  

2.4   Measures 25  

2.4.1   Source-credibility   scale 25  

2.4.2   Video   realism 26  

2.4.3   Deepfake   familiarity 26  

2.4.4   Demographics 27  

5  



 

2.5   Procedure 27  

3.   Results 28  

3.1   Data   overview 28  

3.2   Video   realism   manipula�on   check 30  

3.3   reputa�onal   valence   manipula�on   check 30  

3.4   Hypothesis   1 33  

3.5   Hypothesis   2 34  

3.6   Hypothesis   3 36  

3.7   Exploratory   analysis   -   Familiarity   with   deepfakes 37  

4.   Discussion 39  

4.1   H1   -   Quality   difference 39  

4.2   H2   -   reputa�onal   valence 40  

4.3   H3   -   Deepfakes   vs   original   media 40  

4.4   Limita�ons 41  

4.5   Future   recommenda�ons 42  

References 4 4  

Appendix   A:   Deepfake   material 4 8  

A.1:   Actor   scripts 4 8  

A.2:   Actor   contract/recording   guide   template 5 0  

A.3:   Deepfake   actor   contract/recording   guide   template 5 5  

A.4:   Training   se�ngs   deepfacelab   SAEHD 6 0  

Appendix   B:   Survey   materials 6 1  

B.1:   Informed   consent 6 1  

B.2:   Introduc�on 6 3  

B.3:   Example   ra�ng   page 6 3  

B.4:   Guidance   texts 6 4  

B.5:   Example   realness   ra�ng 6 5  

6  



 

B.6:   Deepfake   preknowledge   ques�ons 6 5  

B.7:   Debriefing 6 6  

B.8:   Limesurvey   scripts 6 7  
 

  

7  



 

List   of   tables   &   figures  

Tables  

Table   1   -   Gender   distribu�on   of   par�cipants   over   reputa�onal   valence   

Table   2   -   number   of   full   observa�ons   per   source-credibility   subscale   over   the   media   quality   levels.  

Table   3   -    Coëfficiënt   given   in   a   non   constant   regression   predic�ng   differences   in   reputa�onal  

categories   per   media   type.  

Figures  

Figure   1   -   Transforma�on   steps   of   the   deepfake   process  

Figure   2   -   The   quality   difference   of   predicted   results   of   a   trained   Deepfacelab   model   (input,   output)  

a�er   running   10k   itera�ons   with   and   without   using   a   pretrained   model   (Watch   full   training   at  

youtu.be/Uicc8ioJiog)   

Figure   3   -   Quality   differences   overview   for   media   s�muli.   (Original,   HQ   fake,   LQ   fake)  

Figure   4.1   -   Mean   score   of   a�rac�veness   per   video   quality   by   reputa�onal   valence  

Figure   4.2   -   Mean   score   of   exper�se   per   video   quality   by   reputa�onal   valence  

Figure   4.3   -   Mean   score   of   trustworthiness   per   video   quality   by   reputa�onal   valence  

Figure   5.1   -   Reputa�onal   differences   for   exper�se   with   the   base   ra�ng   for   nega�ve   (0)   and   posi�ve  

(1)   reinforcement   per   applicant   (1-6)  

8  



 

Figure   5.2   -   Reputa�onal   differences   for   a�rac�veness   with   the   base   ra�ng   for   nega�ve   (0)   and  

posi�ve   (1)   reinforcement   per   applicant   (1-6)  

Figure   5.3   -   Reputa�onal   differences   for   trustworthiness   with   the   base   ra�ng   for   nega�ve   (0)   and  

posi�ve   (1)   reinforcement   per   applicant   (1-6)  

Figure   6   -   Absolute   differences   per   reputa�onal   category   for   the   HQ   deepfakes   and   LQ   deepfakes  

condi�on.  

Figure   7   -   Absolute   differences   per   reputa�onal   category   for   the   posi�ve   and   nega�ve   reputa�onal  

valence.  

figure   8   -   Rela�on   between   two   familiarity   with   deepfakes   ques�ons  

 

 

 

 

  

9  



 

1.   Introduc�on  

Did   you   recently   apply   to   a   new   job?   Or   perhaps   started   da�ng   someone   new?   Chances   are   they  

already   googled   you   to   see   what's   up.   But   when   was   the   last   �me   you   googled   yourself?   A   new  

threat   to   your   online   reputa�on   has   presented   itself;   The   deepfake.   

Deepfakes   are   manipulated   video   clips   in   which   someone   else’s   face   is   inserted   onto   pre   exis�ng  

videos   frame   by   frame   in   a   (semi)   automated   process.   Deepfakes   are   finding   their   way   to   mainstream  

media   and   they   are   used   in   poli�cally   mo�vated   campaigns,   ads,   art,   and   a   lot   of   porn   (Ajder,   et   al.,  

2019).   To   date,   public   figures   like   celebri�es   and   poli�cians   have   been   the   main   subjects   of   these  

deepfakes,   like   when   actor   Jordan   Peele   made   a   deepfake   of   President   Obama   in   collabora�on   with  

Buzzfeed   to   warn   about   the   dangers   of   deepfakes   (Mack,   2019)   or   when   fans   started   remaking  

movies   to   include   Nicolas   Cage   as   the   main   character   (Sharf,   2018).   However,   this   might   not   be  

exclusively   affec�ng   public   figures   for   long.   The   so�ware   used   for   making   deepfakes   is   quickly  

advancing,   and   ge�ng   more   accessible   to   the   less   tech   savvy   people.   This   might   manifest   itself   as  

streams   of   deepfakes   of   varying   quality   on   the   web.   An   increasing   number   of   these   deepfakes   will  

likely   start   to   target   individuals   outside   of   the   public   scope,   with   unknown   effects   to   their   online  

reputa�ons,   and   with   poten�al   real-life   consequences.   In   the   current   thesis,   the   reputa�onal   effects  

of   deepfakes   will   be   inves�gated,   in   par�cular   the   importance   of   the   visual   quality   of   the   deepfake   to  

affect   a   person’s   perceived   reputa�on.  

1.1   Online   iden�ty  

One’s   online   iden�ty   is   not   a   one   to   one   match   to   its   offline   counterpart.   There   are   factors   affec�ng  

the   online   reputa�on   of   a   person   such   as   reputa�onal   management,   social   contact,   pla�orm  

features,   data   cura�on,   mo�va�ons,   and   also   social   and   community   norms   (Sloan   et   al.,   2017).  

People   form   their   opinions   of   others   based   on   small   bits   of   informa�on   they   find   online,   as   they  
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would   normally   do   from   the   small   clues   they   gather   from   behavioral   informa�on   (Stecher   and  

Counts,   2008).   These   percep�ons   or   judgements   of   others   rely   more   on   social   cues   posted   by   third  

par�es,   like   comments   by   friends   or   coworkers   than   the   informa�on   provided   by   the   person   itself  

(Walther   et   al.,   2009).   This   in   turn   increases   people’s   self-presenta�on   concerns   over   their   own  

profiles,   making   them   only   share   items   which   have   a   high   likelihood   of   being   favorably   received   and  

commented   upon   by   others   (Schlosser,   2020).  

1.2   Threats   of   online   reputa�ons  

The   way   communica�on   pla�orms   are   set   up   increases   the   chance   of   deep   fakes   causing  

reputa�onal   harm.   Pla�orms   make   it   easy   to   copy   and   store   data   online,   and   make   it   hard   to   erase  

something   from   the   web   once   it   is   posted   and   shared.   With   ever-improving   search   capaci�es   it   is  

only   a   ma�er   of   �me   before   poten�al   employers,   business   partners,   or   roman�c   interests   will  

encounter   the   fakes   (Chesney   &   Citron,   2019).   With   around   70   percent   of   employers   using   social  

networking   sites   to   research   job   candidates   during   the   hiring   process   (Harris,   2017),   and   over   half  

finding   something   which   keeps   them   from   hiring   someone   (Harris,   2017),   this   can   affect   people’s  

career   perspec�ves   in   very   real   ways.   

1.3   Deepfakes  

Deepfake   videos   are   manipulated   video   clips   in   which   someone   else’s   face   is   inserted   onto   pre  

exis�ng   videos   frame   by   frame   in   a   (semi)   automated   process.   These   videos   were   first   created   by   a  

Reddit   user   named   deepfake   at   the   end   of   2017,   who   used   TensorFlow,   image   search   engines,   social  

media   websites   and   public   video   footage   to   make   his   produc�ons   (Guera   &   Delp,   2019).   It   took   the  

interest   of   people,   and   not   long   a�er   a   first   public   tool   was   released   which   made   it   possible   to   start  

crea�ng   your   own   deepfakes   without   needing   in   depth   knowledge   of   deep   learning   tools.   With   the  

most   popular   deepfake   communi�es   collec�vely   having   over   95.000   (non-unique)   members   in   2019  
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(Ajder,   Patrini,   Cavalli,   &   Cullen,   2019),   and   the   number   of   public   deepfakes   circula�ng   online  

growing   from   7.964   to   14.678   in   only   7   months   from   the   beginning   of   2019   (Ajder,   et   al.,   2019),   it  

shows   interest   in   the   tool   is   growing   rapidly.   

1.4   Nega�vity   effect  

When   people   form   an   impression   of   a   person,   some   types   of   informa�on   carry   more   weight   than  

others   (Vonk,   1996).   The   term   nega�vity   effect   proposes   that   nega�ve   informa�on   has   more   impact  

on   impressions   than   posi�ve   informa�on.   In   the   paper    Bad   Is   Stronger   Than   Good    Baumeister,  

Bratslavsky,   Finkenauer,   and   Vohs   (2001)   discuss   the   no�on   that   bad   events   result   in   stronger   effects  

than   good   ones.   They   wrote   that   bad   emo�ons   and   bad   feedback   have   more   impact   than   good   ones,  

and   nega�ve   informa�on   is   processed   more   thoroughly   than   posi�ve.   This   is   in   line   with   earlier  

studies   like   that   of   Kahneman   and   Tversky,   in   which   they   find   that   responses   to   losses   are   more  

extreme   than   responses   to   similar   gains   (Kahneman   and   Tversky,   1981).    When   combining   this   with  

deepfake   media   one   could   interpret   it   in   different   ways;   Nega�ve   deepfakes   could   affect   impressions  

of   a   person   stronger.   But   it   could   also   be   the   case   that   nega�ve   deepfakes   would   be   found   out   to   be  

fake   sooner,   since   the   informa�on   is   processed   more   thoroughly.   Because   bad   impressions   and   bad  

stereotypes   are   quicker   to   form   and   are   more   resistant   to   disconfirma�on   than   good   ones  

(Baumeister,   Bratslavsky,   Finkenauer,   &   Vohs,   2001),   this   might   also   depend   on   the   previously  

established   views   of   a   person.   

1.5   Processing   persuasion   

The   elabora�on   likelihood   model   of   persuasion   is   a   dual   processing   theory   first   proposed   by   Pe�y  

and   Cacioppo   in   1986.   It   divides   the   process   of   processing   informa�on   during   persuasion   into   two  

routes;   a   central   route   and   a   peripheral   route.   The   central   route   addresses   informa�on   though�ully  

and   carefully   and   is   used   when   mo�va�on   to   do   so,   and   issue   explora�on   possibili�es   are   high.   The  
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peripheral   route   uses   the   posi�ve   or   nega�ve   cues   found   in   the   persuasion   context   and   associates   it  

with   the   source   and/or   the   validity   of   the   source   when   mo�va�on   and   possibili�es   for   issue  

explora�on   are   low   (Pe�y   &   Cacioppo,   1986).   Although   both   routes   cause   a�tude   shi�s,   shi�s  

caused   by   ac�vely   processing   informa�on   (the   central   route)   tend   to   be   more   enduring   than   shi�s  

caused   by   associa�ons   (the   peripheral   route)(Pe�y   &   Cacioppo,   1986).   People   fluctuate   between  

using   these   routes   based   on   the   tasks   they   are   doing   and   the   trust   that   they   have   in   the   source   of   the  

informa�on.   Tasks   that   require   rela�vely   li�le   thought   are   usually   handled   by   the   peripheral   route,  

while   thought   intensive   tasks   are   handled   by   the   central   route.   Factors   like   personal   relevance,  

shown   exper�se,   and   credibility   (which   can   be   a   product   of   produc�on   quality)   of   a   message   are  

influencing   mo�va�on   to   use   ac�ve   thinking   (Pe�y   &   Cacioppo,   1986).   When   someone   is   distracted  

or   finds   themselves   in   a   familiar   situa�on,   one   is   proner   to   not   think   much   about   their   ac�ons,   using  

the   peripheral   route.   

Video   material   has   been   a   trusted   source   for   long,   but   this   might   change   once   deepfakes   become  

more   common   (Maras   &   Alexandrou,   2019).   Today,   deepfakes   can   s�ll   make   use   of   the   familiarity   and  

stated   trust   of   video   material   to   get   viewers   to   use   the   peripheral   route   more   o�en,   in   turn  

succeeding   in   manipula�on   more   o�en.   Low   quality   deepfakes   might   trigger   alertness,   causing  

people   to   switch   to   the   central   route,   making   them   more   cri�cal   of   the   informa�on   shown.   One  

could   argue   that   original   media   should   cause   less   alertness   than   deepfakes,   in   turn   causing   less   usage  

of   the   central   route.   

1.6   Society   in   hyperreality  

Society   is   entering   a   nervous   state,   individuals   and   governments   are   in   a   state   of   constant   and  

heightened   alertness,   relying   more   on   feelings/ins�ncts   rather   than   facts.   (Davies,   2018)   This   while  

the   online   informa�on   environment   is   interac�ng   with   our   cogni�ve   biases   in   toxic   ways,   increasing  

truth   decay   to   the   ideas   going   around   (Chesney   and   Citron,   2019).   This   �es   in   with   the   concept   of  
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hyperreality;   “The   inability   of   consciousness   to   dis�nguish   reality   from   a   simula�on   of   reality,  

especially   in   technologically   advanced   postmodern   socie�es”   (Baofu,   2009)   Hyperreality   is   the   art   of  

crea�ng   media   indis�nctly   from   reality   of   something   which   does   not   exist   in   the   real   world,   but   due  

to   its   crea�on   it   appears   it   does.   Its   effects   can   be   directly   observed   by   scrolling   through   social  

media,   and   seeing   how   influencers   promote   their   “fake”   reali�es.   There   are   even   full   digital  

influencers,   which   are   CGI   generated   personas   without   real   world   counterparts   (Kluizenaar,   2019).  

These   “fake”   reali�es   shape   how   reality   is   perceived   by   their   consumers,   thus   crea�ng   a   hyperreality.  

A   recent   ar�cle   by   Allwood   reiterated   an   pre-internet   proposi�on;   That   the   representa�on   of  

something   is   becoming   prefered   to   the   thing   being   represented,   the   copy   being   more   desirable   than  

the   original   (Allwood,   2018)(Debord,   1967).   The   internet   brought   new   tools   to   bend   reality   to   the  

way   stakeholders   want   it   to   look.  

Deepfakes   are   a   new   addi�on   to   the   tools   used   to   fuel   this   hyperreality.   Targeted,   situa�onal   aware  

deepfakes   might   start   having   more   impact   than   original   media.   A   study   on   the   effect   of  

microtarge�ng   poli�cal   deepfakes   found   that   by   targe�ng   the   right   audience   one   can   pick   if   a  

deepfake   will   affect   the   reputa�on   of   just   the   poli�cian   or   also   that   of   his   party.   (Dobber,   et   al.   2020)  

Social   media   pla�orms   offer   precise   targeted   adver�sements,   and   therefore   make   it   easier   to  

execute   these   kinds   of   plans.   It   sounds   eary   similar   to   the   Cambridge   Analy�cal   scandal   which   took  

place   on   Facebook   in   2016   around   the   American   elec�ons,   which   involved   making   87   million   voter  

profiles   to   fit   the   right   targets   with   poli�cal   campaigns.   (Confessore,   2018)   

The   above   might   look   grim,   but   some   argue   that   deepfakes   are   not   as   dangerous   as   they   seem.  

Brandom   argued   that   if   deepfake   propaganda   is   truly   as   effec�ve   as   people   claim,   its   first   real   uses  

should   have   been   found   already.   (Brandom,   2019)   He   also   argues   that   deepfakes   are   too   easy   to  

track   and   the   big   pla�orms   already   established   an�   deepfake   filters   making   other   tools   more  

a�rac�ve.   (Brandom,   2019)   
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1.7   Outline  

The   combina�on   of   the   increasing   number   of   deepfakes   of   varying   quality   appearing   online   and   the  

increasing   importance   of   one’s   online   reputa�on   has   led   to   the   forma�on   of   the   research   ques�on:  

How   does   the   quality   of   a   deepfake   impact   its   effect   on   the   reputa�on   of   a   person?     To   get   an   insight  

into   these   effects   an   experiment   was   set   up   where   par�cipants   were   asked   to   give   their   opinion   on  

applicants   in   a   simulated   recruitment   applica�on.   The   applicants   were   applying   for   a   caterer   posi�on  

in   the   form   of   video   applica�ons.   The   ra�ngs   of   par�cipants   could   create   an   impression   of   applicants’  

online   reputa�on.  

In   line   with   the   ELM   theory   described   in   1.5,   expected   was   that   deepfakes   with   a   higher   produc�on  

value   are   more   effec�ve   than   low   quality   deepfakes   because   they   have   a   higher   chance   of   being  

processed   by   the   peripheral   route.   The   following   hypothesis   was   created:    The   high   quality   deepfakes  

have   a   bigger   difference   in   reputa�onal   shi�   than   the   low   quality   deepfakes .   To   test   this,   three  

condi�ons   were   compared   in   the   experiment:   the   original,   unaltered   video,   a   high   quality   deepfake,  

and   a   low   quality   deepfake.   

In   line   with   the   nega�vity   effect   discussed   previously   in   1.4,   expected   was   that   deepfakes   with   a  

nega�ve   reputa�onal   valence   (e.g.,   the   applicants   complaining   about   prior   work   se�ngs,   or   showing  

low   mo�va�on   for   the   job)   result   in   a   bigger   difference   on   reputa�onal   scores   than   posi�ve  

deepfakes.   This   is   the   second   hypothesis.   Thus,   two   reputa�onal   valences   were   added   to   the  

experiment   as   a   between-subjects   condi�on,   in   which   the   video   was   either   posi�vely   or   nega�vely  

charged   in   content.   

In   line   with   the   hyperreality   theory   described   in   1.6,   one   could   expect   that   a   targeted   deepfake   will  

have   an   effect   on   reputa�on.   But   it   was   unknown   if   a   deepfake   would   outperform   an   original  

(unaltered)   video   with   the   same   message.   Expected   was   that   original   media   would   outweigh   fake  

15  



 

media   in   decision   making   based   on   the   ELM   theory,   and   with   that   in   mind   the   hypothesis   “Original  

media   result   in   a   bigger   difference   on   reputa�onal   score   as   both   the   types   of   deepfakes”   was  

created.   The   same   setup   as   the   first   hypothesis   was   used   to   test   this.    
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2.   Method  

2.1   Design  

The   experiment   was   a   quan�ta�ve   2x3   mixed   design   run   as   a   survey   with   the   independent   variables  

media   quality   (within)   and   reputa�onal   valence   (between).   

Media   quality   was   manipulated   at   three   levels;   Original   media,   good   quality   deepfake,   and   low  

quality   deepfake.   Par�cipants   experienced   all   levels   of   media   quality   within   the   experiment   twice   in  

a   semi   random   (shuffled)   order.   Reputa�onal   valence   accounts   for   the   content   within   the   videos.   The  

content   within   each   video   can   either   be   a   posi�ve   or   a   nega�ve   message   from   and   about   the   subject  

in   the   video.   Par�cipants   were   put   in   one   of   the   two   reputa�onal   valances   for   the   en�re   experiment.  

The   dependent   variable   of   the   experiment   was   the   source-credibility   scale,   used   to   measure   shi�s   in  

perceived   reputa�on   given   by   the   par�cipant.   An   adjusted   video   realness   scale   was   used   to   measure  

if   par�cipants   no�ced   the   media   quality   manipula�on.  

 

2.2   Par�cipants  

Due   to   the   novelty   of   the   study,   a   sensi�vity   analysis   was   performed   and   resulted   in   an   aim   for   140  

par�cipants   for   a   study   with   0.9   power   and   an   effect   size   of   .49   for   a   between   test,   and   .25   for   a  

within   test.   Recruitment   details   were   set   to   include   people   between   the   ages   of   18   and   65   with   a  

decent   understanding   of   the   English   language.   Par�cipants   were   primarily   recruited   using   the   JF  

Schouten   par�cipant   database   of   Eindhoven   University   of   Technology.   Some   par�cipants   were  

recruited   by   invita�on   and   by   pos�ngs   on   the   researchers   social   media.   
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Limesurvey   created   an   entry   each   �me   the   survey   was   opened.   Most   of   these   entries   did   not   lead   to  

full   par�cipa�on,   in   this   case   there   were   393   par�al   and   143   full   par�cipa�ons.  

332   of   these   entries   were   easily   removed   by   selec�ng   the   entries   in   which   the   par�cipant   did   not  

accept   the   informed   consent   (found   at   the   first   page   of   the   survey).   Then   9   entries   were   removed  

which   did   not   contain   a   valid   seed   (which   is   needed   to   generate   the   video   selec�on).   A   single   entry  

(id   157)   was   removed   a�er   email   contact   with   the   par�cipant.   A   bug   had   occurred   during   the  

par�cipa�on   due   which   no   videos   could   play,   luckily   this   only   affected   one   par�cipant.   Entries   which  

did   not   make   it   past   the   second   ra�ng   stage   were   also   removed,   leading   to   49   less   entries   (of   which  

40   did   not   even   make   it   past   the   first   ra�ng   stage).   This   le�   a   dataset   with   134   entries   to   work   with.   

Of   the   remaining   134   par�cipants,   66   (49,25%)   were   male,   and   68   (50,75%)   female.   The   average   age  

was   25   with   a   sd   of   6.8   years.   Only   17   par�cipants   (12,6%)   were   above   30   years   old.   The   most  

common   completed   level   of   educa�on   was   bachelor   (n=67,   50%),   followed   by   high   school   (n=35,  

26,12%),   master   (n=26,   20,15%),   and   the   other   categories;   some   high   school,   >=Phd,   and   trade  

school   only   had   1   or   2   par�cipants.   Because   the   survey   was   sent   out   worldwide   (online)   the  

par�cipants’   home   con�nent   was   asked.   Most   were   from   Europe   (n=113,   85%),   17   par�cipants   (13%)  

were   from   Asia,   2   par�cipants   (1,5%)   were   from   South   America,   and   only   1   (.75%)   from   North  

America.   The   reputa�onal   valence   was   generated   using   the   random   func�on   of   limesurvey,   due   to  

luck   and   unfortunate   removal   the   nega�ve   direc�on   was   le�   with   more   par�cipants   than   the  

posi�ve.   The   full   overview   can   be   seen   in   table   1.  

 

 

 

 

 

18  



 

 Posi�ve  Nega�ve  Total  

Male  30  38  68  

Female  22  44  66  

Total  52  82  134  

Table   1   -   Gender   distribu�on   of   par�cipants   over   reputa�onal   valence   

The   data   needed   to   be   reshaped   because   each   par�cipant   rated   6   different   cases.   This   led   to   804  

(134*6)   observa�ons   for   each   scale.   Par�cipants   did   not   always   answer   every   ques�on   on   the   scale,  

leaving   some   observa�ons   unusable.   Because   par�cipants   were   shown   real   people   within   the  

experiment,   they   were   asked   to   tell   which   persons   they   recognised   from   outside   of   the   experiment.  

Ten   cases   had   someone   recognized,   and   these   were   removed   to   prevent   bias.   Table   2   shows   the  

remaining   usable   observa�ons   per   subscale   of   the   source-credibility   scale.  

 

 Original   quality  HQ   deepfake  LQ   deepfake  Total  

Exper�se  246  243  245  734  

Trustworthiness  244  234  236  714  

A�rac�veness   233  230  229  692  

Table   2   -   number   of   full   observa�ons   per   source-credibility   subscale   over   the   media   quality   levels.  
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2.3   Materials   &   Se�ng  

2.3.1   S�mulus   crea�on   setup  

Three   pairs   of   men   and   three   pairs   of   women   were   selected   from   the   personal   network   of   the  

researcher   based   on   resemblance   within   the   pairs.   The   pairs   had   to   match   in   body   structure   as   well  

as   hair   style   to   make   the   deepfake   process   easier   and   the   end   results   more   believable.   The   pairs  

received   specific   recording   instruc�ons   as   well   as   a   pre-wri�en   script   to   act   out.   (see   appendix   A.2  

for   an   example   instruc�on   booklet)   Within   the   pairs,   one   would   become   the   face   of   the   applicant,  

while   the   other   func�oned   as   a   backdrop   for   the   deepfake.   The   backdrop   would   record   the   same  

videos   as   the   applicant,   but   his/her   face   would   never   be   shown   to   the   par�cipants.   In   their   videos  

their   face   would   be   swapped   with   that   of   the   other   person   of   the   pair.    The   scripts   consisted   of   three  

parts;   an   introduc�on,   a   posi�ve,   and   a   nega�ve   message.   Each   message   was   created   and   tested   in  

open   discussion   (n=5)   to   be   about   the   same   length,   have   no   gender   biases,   and   no   overly   shocking  

content   (for   example:   messages   with   criminal   offences   were   removed).   Appendix   A.1   contains   the  

final   scripts.   

 

2.3.2   Video   material  

The   experiment   needed   42   videos   in   total,   6   introduc�ons,   12   originals,   12   HQ   deepfakes,   and   12   LQ  

deepfakes.   
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2.3.3   Shoo�ng   the   video   material  

The   unprocessed   videos   were   shot   by   12   individuals   based   on   specific   recording   instruc�ons   as   well  

as   a   pre-wri�en   script   delivered   by   the   researcher.   The   instruc�ons   and   scripts   can   be   found   in  

appendix   A.1-A.3.   The   individuals   were   selected   as   pairs   from   the   researchers   personal   network  

based   on   their   resemblance   to   make   deepfaking   easier.   Within   the   pairs,   one   would   become   the   face  

of   the   applicant,   while   the   other   func�oned   as   a   backdrop   for   the   deepfake.   The   delivered   scripts  

consisted   of   three   parts;   an   introduc�on,   a   posi�ve,   and   a   nega�ve   message.  

 

2.3.4   Pre-processing   the   video   material  

A�er   applicants   delivered   their   media,   all   media   was   encoded   to   mp4   using   the   open   source   video  

transcoder   Handbrake   ( h�ps://handbrake.fr/ ).   The   videos   were   then   rerendered   with   a   watermark   to  

prevent   privacy   related   misuse   (since   videos   could   be   captured   by   par�cipants),   clearly   sta�ng   the  

source   and   purpose   of   the   videos.   To   make   the   next   steps   easier,   both   posi�ve   and   nega�ve   video  

material   was   combined   into   one   file   for   each   individual   to   be   split   up   again   a�er   the   deepfaking  

process.  

 

2.3.5   Type   of   deepfake  

Deepfake   so�ware   has   many   forms   and   specialisa�ons.   There   is   no   make   everything   ok   bu�on   (yet).  

For   this   project   the   so�ware   Deepfacelab   was   used.   This   so�ware   basically   encodes   facial   features  

down   to   code,   and   then   tries   to   build   a   decoder   which   can   produce   back   the   same   face   using   the  

provided   code.   When   a   decoder   has   been   trained   for   a   specific   face,   code   from   different   faces   can   be  
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injected.   Combining   the   encoded   code   from   a   target   face   with   the   decoder   from   a   source   face  

creates   a   face   resembling   the   source   face   but   with   the   features   from   the   target   face.   An   example   of  

this   is   shown   in   figure   1.   Videos   are   transformed   to   individual   frames   (photos)   and   scanned   for   faces.  

These   faces   can   then   be   transformed   using   the   trained   decoder.   An   editor   makes   it   possible   to   insert  

the   generated   faces   with   similar   orienta�on   and   rota�on   as   the   target   face   onto   each   frame.   A�er  

this   the   frames   are   s�tched   together   to   end   up   with   the   video   again,   only   now   the   face   in   the   video  

has   been   replaced.   Training   a   new   decoder   can   take   a   long   �me.   People   have   trained   general  

decoders   which   are   trained   on   thousands   of   different   faces   at   the   same   �me   to   tackle   this   problem.  

These   pre-trained   decoders   already   know   the   basic   outlines   of   human   faces   and   therefore   speed   up  

training   a   new   face.  

 

Figure   1   -   Transforma�on   steps   of   the   deepfake   process  
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2.3.6   Crea�ng   the   deepfakes  

The   deepfakes   were   generated   using   the   so�ware   Deepfacelab.   (Version  

DeepFaceLab_NVIDIA_build_07_04_2020)   ( h�ps://github.com/iperov/DeepFaceLab )   The   training  

part   of   the   so�ware   was   ran   for   20k   itera�ons   per   applicant   on   the   Tu/e   cluster   which   offered  

mul�ple   Tesla   V100-PCIE-16GB   GPUs.   This   was   run   using   a   CentOS   Linux   fork   found   on   github.  

( h�ps://github.com/elemantalcode/dfl )   To   gain   faster   and   be�er   results   the   pretrained   model  

DF-ud.head.320res.256.64.80.32   was   used.   This   specific   pretrained   model   has   1.000.000   itera�ons  

on   the   build   in   safe   for   work   dataset   making   it   train   new   face   structures   rela�vely   fast.   An   example   of  

the   power   of   pretrained   models   can   be   found   in   figure   2   in   which   the   predic�on   progression   is  

shown   a�er   10k   itera�ons.   A�er   training,   merging   was   done   with   2   different   se�ngs   per   set;   One  

covering   the   en�re   head   as   clean   as   possible   for   the   good   quality   deepfake   condi�on,   and   one   raw  

predic�on   to   the   face   for   the   low   quality   deepfake   condi�on.   A   quick   comparison   between   the   final  

media   types   can   be   found   in   figure   3.   The   exact   se�ngs   for   the   deepfake   models   can   be   found   in  

appendix   A.4.  
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Figure   2   -   The   quality   difference   of   predicted   results   of   a   trained   Deepfacelab   model   (input,   output)  

a�er   running   10k   itera�ons   with   and   without   using   a   pretrained   model   (Watch   full   training   at  

youtu.be/Uicc8ioJiog )   

 

 

Figure   3   -   Quality   differences   overview   for   media   s�muli.   (Original,   HQ   fake,   LQ   fake)  
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The   survey   was   built   in   Limesurvey   (v.   3.22.15+200505   (limesurvey.org))   on   a   Tu/e   server.   The   survey  

used   embedded   youtube   videos   which   were   selected   based   on   a   shuffle   script.   The   youtube   videos  

were   set   to   private   so   they   could   only   be   found   through   the   survey.  

 

2.4   Measures  

2.4.1   Source-credibility   scale  

The   source-credibility   scale   created   and   validated   by   (Ohanian,   in   1990)   generates   scores   on  

perceived   exper�se,   trustworthiness,   and   a�rac�veness.   It   func�ons   as   a   seman�c   differen�al   scale  

in   which   par�cipants   pick   a   space   between   two   opposites   like:   Dependable-Undependable,  

Experienced-Inexperienced,   Trustworthy-Untrustworthy.   The   scale   was   originally   created   to   measure  

the   reputa�on   of   possible   influencers   (mostly   famous   people)   before   choosing   who   to   use   to  

promote   a   product.   Each   subscale   is   made   up   from   5   ques�ons.   An   example   of   how   the   scale   was  

used   can   be   found   in   appendix   B.3.  

The   three   subscales   were   used   as   factors   of   the   perceived   reputa�on   and   were   tested   separately.   An  

alpha   test   on   the   scale   using   new   data   supported   all   three   scales;   

(Ini�al   ra�ng:   exper�se   a=0.9266,   trustworthiness   a=0.8421,   a�rac�veness   a=0.8911)   (Second   ra�ng:  

exper�se   a=0.9263,   trustworthiness   a=0.8449,   a�rac�veness   a=0.8492)   

The   lowest   individually   reported   alpha   for   an   item   was   0.7819.   
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2.4.2   Video   realism  

Video   realism   is   tested   by   an   adjusted   scale   based   on   a   scale   by   Fried   et   al.,   which   was   used   in   2019  

to   test   the   realism   of   generated   deepfakes.   The   original   is   a   5-point   likert   scale   with   only   one  

ques�on;   “This   video   clip   looks   real   to   me”.   The   new   scale   uses   3   ques�ons   on   a   7-point   likert   scale;  

“This   video   clip   looked   real   to   me”,   “This   video   clip   contained   altera�ons”,   and   “I   would   trust   videos  

coming   from   the   same   source”.   The   adjusted   video   realism   scale   was   supported   a�er   inver�ng   the  

second   ques�on   with   an   alpha   of   0.9329.   

 

2.4.3   Deepfake   familiarity  

A�er   the   experiment   the   familiarity   with   deepfakes   of   a   par�cipant   was   tested   by   asking   two  

ques�ons;   “How   familiar   are   you   with   the   term   deepfake?”,   and   “Approximately   how   many  

deepfakes   have   you   seen   outside   of   the   experiment?”.   The   second   ques�on   was   asked   a�er  

providing   a   defini�on   of   deepfakes.   The   exact   setup   of   these   ques�ons   can   be   found   in   appendix   B.6.  

 

2.4.4   Demographics  

The   following   demographics   were   collected:   gender,   age,   level   of   educa�on,   con�nent   of   home.   

 

26  



 

2.5   Procedure  

Par�cipants   received   a   weblink   to   an   online   survey.   A�er   consen�ng   par�cipants   were   told   that   their  

role   in   the   experiment   would   be   that   of   a   recruiter   for   a   catering   business.   They   were   shown   6   video  

applica�ons   of   people   who   were   interested   in   working   for   the   company   they   were   recrui�ng   for.  

With   each   video   they   were   asked   to   rate   the   applicant   using   the   supplied   source-credibility   scale.  

These   ra�ngs   func�oned   as   ini�al   ra�ngs   in   the   experiment.   A�er   comple�ng   the   6   applica�ons,   the  

system   informed   the   recruiter   that   it   could   source   videos   about   the   applicants   from   social   media   and  

that   it   had   found   a   relevant   video   for   each   applicant.   These   new   videos   were   selected   based   on  

shuffling   6   video   quality   types   (2   of   each)   and   then   using   this   order   to   select   corresponding   videos  

about   each   applicant.   The   extra   video   setup   was   the   same   as   before,   with   par�cipants   watching   the  

video   and   using   the   source-credibility   scale   to   set   their   ra�ng.   The   system   then   explained   it   does   not  

trust   all   sources,   that   some   videos   might   contain   altera�ons,   and   wanted   the   par�cipant   to   rate   the  

videos   on   their   realness.   The   par�cipant   was   shown   screenshots   of   the   last   6   videos   and   rated   them  

on   perceived   realism,   altera�ons,   and   their   trust   in   the   source.   (see   appendix   B.5)   The   par�cipant  

was   then   asked   for   their   demographics   and   their   pre-knowledge   about   deepfakes.   A�er   this   the  

par�cipant   was   given   a   debriefing   in   which   the   experiment   setup   was   explained.   They   were   also  

explicitly   told   that   the   applicants   they   rated   were   not   based   on   real   people   (see   appendix   B.7   for   the  

full   debriefing).   They   were   given   the   op�on   to   leave   a   comment   and/or   enroll   into   a   raffle   for   a  

chance   to   win   a   cash   prize,   which   was   used   as   an   incen�ve   for   par�cipa�on.   A�er   this   they   could  

close   the   survey.   
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3.   Results  

To   give   an   insight   into   the   data,   a   graphical   overview   of   the   results   is   reported.   Then   both  

manipula�on   checks   are   done   to   find   if   the   manipula�ons   worked.   A�er   that   the   sta�s�cal   analysis  

of   quan�ta�ve   data   (one   sided    Welch's   unequal   variances    t -tests,   noconstant   regression )   related   to   the  

hypotheses   are   described.   Last,   an   exploratory   analysis   on   possible   interac�on   effects   between  

familiarity   with   deepfakes   and   the   media   quality   levels   is   described.  

3.1   Data   overview  

The   experiment   creates   a   base   reputa�on   on   three   items   (a�rac�veness,   exper�se   and  

trustworthiness)    and   then   creates   this   another   �me   a�er   exposing   the   par�cipants   to   one   of   the  

condi�ons   (media   quality   X   reputa�onal   valence).   The   mean   scores   on   a�rac�veness,   exper�se   and  

trustworthiness   are   plo�ed   in   figures   4.1-4.3   respec�vely   over   each   condi�on.   The   scales   are   formed  

from   the   ques�onnaire   scores   which   were   set   from   1   to   7   where   1   equals   the   highest,   and   7   equals  

the   lowest   possible   answer. 
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Figure   4.1   -   Mean   score   of   a�rac�veness   per   video   quality   by   reputa�onal   valence  

 

Figure   4.2   -   Mean   score   of   exper�se   per   video   quality   by   reputa�onal   valence  

   

Figure   4.3   -   Mean   score   of   trustworthiness   per   video   quality   by   reputa�onal   valence  
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3.2   Video   realism   manipula�on   check  

The   video   quality   manipula�ons   were   checked   by   looking   at   the   coefficients   of   an   anova   nonconstant  

regression   predic�ng   the   realness   scale   with   video   quality.   It   supported   the   manipula�ons   for   all  

op�ons   with   p   <   .001,   and   resulted   R^2   =   .5397,   n=779.   (Realness   scale   runs   between   1   and   7,  

Coefficients   per   category:   Original   media:   2.06,   HQ   deepfake:   4.96,   LQ   deepfake:   6.06)   

 

3.3   reputa�onal   valence   manipula�on   check  

A   plot   of   the   six   applicants   was   made   portraying   the   differences   for   each   scale   over   the   reputa�onal  

valence.   (see   figures   5.1-5.3)   All   manipula�ons   seemed   to   behave   as   predicted   except   for   those   of  

applicant   2   in   the   trustworthiness   and   a�rac�veness   scale.   Applicant   2    used   the   following   scripts   for  

nega�ve   and   posi�ve   reinforcement   respec�vely:   “The   last   �me   I   did   catering   work   they   send   me  

home   because   I   dropped   a   lot   of   glasses,   I’m   quite   clumsy”   and   “   I   received   a   massive   �p   from   this  

nice   lady   during   my   last   catering   event”.   
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Figure   5.1   -   Reputa�onal   differences   for   exper�se   with   the   base   ra�ng   for   nega�ve   (0)   and   posi�ve  

(1)   reinforcement   per   applicant   (1-6)  
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Figure   5.2   -   Reputa�onal   differences   for   a�rac�veness   with   the   base   ra�ng   for   nega�ve   (0)   and  

posi�ve   (1)   reinforcement   per   applicant   (1-6)  
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Figure   5.3   -   Reputa�onal   differences   for   trustworthiness   with   the   base   ra�ng   for   nega�ve   (0)   and  

posi�ve   (1)   reinforcement   per   applicant   (1-6)  

3.4   Hypothesis   1  

Hypothesis   1   stated   that   high   quality   deepfakes   have   a   bigger   difference   in   reputa�onal   shi�   than  

low   quality   deepfakes.   To   test   this,   an   one   sided    unequal   variances    t -test   was   used   for   each   of   the   three  

different   reputa�on   categories.   The   test   did   not   support   that   high   quality   deepfakes   have   a   bigger  

difference   in   reputa�onal   shi�    than   low   quality   deepfakes;   on   exper�se   (M1=1.269136   M2=1.341224  

SD1=.9649188   SD2=1.106971   n1=243   n2=245),    p=0.7783,   on   trustworthiness   (M1=1.4769   M2=1.4805  

SD1=1.269611   SD2=1.252386    n1=234   n2=236),    p=0.5123,    and   on   a�rac�veness   (m1=.9165218  

M2=1.032314   SD1=.8460471   SD2=.9054438   n1=230   n2=229),   p=.9165218.   Figure   6   gives   an  

impression   of   the   differences.  
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Figure   6   -   Absolute   differences   per   reputa�onal   category   for   the   HQ   deepfakes   and   LQ   deepfakes  

condi�on  

3.5   Hypothesis   2  

Hypothesis   2   stated   that   nega�ve   deepfakes   result   in   a   bigger   difference   on   reputa�onal   scores   than  

posi�ve   deepfakes.   To   test   this,   a   one   sided    Welch's   unequal   variances    t -test   was   used   for   each   of   the  

three   different   reputa�on   categories.   The   test   supported   that   nega�ve   mean   differences   were   larger   than  

posi�ve   mean   differences   on    exper�se   (M1=1.439474   M2=1.083696   SD1=1.0865   SD2=.9136221  

n1=304   n2=184),   p=0.0001,    d    =   0.354435.   As   well   as   on   trustworthiness   (M1=1.776271  

M2=.9771429   SD1=1.274173   SD2=1.063254   n1=295   n2=175),   p<0.0001,    d    =   0.681.   And   on  
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a�rac�veness   (M1=1.084173   M2=.8055249   SD1=.8985957   SD2=.8171579   n1=278   n2=181),  

p=0.0003,    d    =   0.324446.   Figure   7   visualises   the   mean   differences   between   the   reputa�onal   valences  

per   category.  

 

 

Figure   7   -   Absolute   differences   per   reputa�onal   category   for   the   posi�ve   and   nega�ve   reputa�onal  

valence.  

 

35  



 

3.6   Hypothesis   3  

Hypothesis   3   stated   that   original   media   results   in   a   bigger   difference   on   reputa�onal   score   as   both  

the   types   of   deepfakes.   To   test   this,   the   coefficients   of   a   nonconstant   regression   of   each   category  

were   going   to   be   tested   against   each   other   using   the   Wald   test.   But   a�er   running   the   ini�al  

regressions   the   coefficient   values   showed   li�le   poten�al   for   suppor�ng   original   media   to   have   a  

bigger   difference   than   the   deepfakes   as   shown   in   table   3.  

 

 Original   media  HQ   Deepfake  LQ   Deepfake  

Exper�se  1.186992  1.269136  1.341224  

Trustworthiness  1.342623  1.476923   1.480508   

A�rac�veness   .7742489  .9165218  1.032314  

Table   3   -    Coëfficiënt   given   in   a   non   constant   regression   predic�ng   differences   in   reputa�onal  

categories   per   media   type.  

An   one   sided   unequal   variances   t-test   was   used   to   check   out   the   actual   sta�s�cal   support.   As  

expected,   none   of   the   reputa�onal   categories   supported   original   media   resul�ng   in   a   bigger  

difference   in   reputa�onal   score   than   both   the   types   of   deepfakes.   (Exper�se   original   vs   HQ  

p=0.8205)   (Exper�se   original   vs   LQ   p=0.9460)   (Trustworthiness   original   vs   HQ   p=0.8846)  

(Trustworthiness   original   vs   LQ   p   =0.8929)   (A�rac�veness    original   vs   HQ   p=0.9748)   (A�rac�veness  

original   vs   LQ   p   =0.9996)   
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Since   results   hint   the   rela�on   might   be   the   other   way   around,   a   post   hoc   analysis   was   performed   in  

which   is   tested   if   the   deepfakes   have   a   bigger   difference   in   reputa�onal   shi�   than   the   original   media.  

This   was   only   supported   for   the   a�rac�veness   subscale   for   both   deepfake   types   (A�rac�veness  

original   vs   HQ   p=0.0252)   (A�rac�veness    original   vs   LQ   p   =0.0004).   And   not   supported   for   the   other  

subscales   (Exper�se   original   vs   HQ   p=0.1795)   (Exper�se   original   vs   LQ   p=0.054)   (Trustworthiness  

original   vs   HQ   p=0.1154)   (Trustworthiness   original   vs   LQ   p   =0.1071)   Note   that   these   results   have   not  

yet   undergone   a   mul�   sampling   correc�on.   This   would   cause   only   the   original   vs   LQ   condi�on   to   be  

supported.   (Bonferonni   correc�on   would   set   the   alpha   to   α=.05/6=0.0083)  

 

3.7   Exploratory   analysis   -   Familiarity   with   deepfakes   

Three   separate   anovas   were   performed   to   check   if   the   familiarity   with   deepfakes   of   par�cipants   had  

an   interac�on   effect   with   the   media   types   on   their   effect   on   absolute   differences   for   a�rac�on,  

exper�se   and   trustworthiness.   The   number   of   deepfakes   seen   prior   did   only   show   to   have   effects   on  

its   own   on   a�rac�on   (p=0.0245)   and   was   not   supported   for   exper�se   (p=0.2349)   and   trustworthiness  

(p=0.9974).   No   interac�on   effect   with   media   types   was   supported.    (p=0.8563,   p=0.8035,   p=0.4215)  

Familiarity   with   the   term   deepfake   was   supported   as   a   predictor   in   the   regression   on   its   own   for  

a�rac�veness   (p=0.0068)   and   exper�se   (p=0.0495),   but   not   for   trustworthiness   (p=0.6042).   It  

showed   no   support   of   an   interac�on   with   media   quality   (p=0.5144,   p=0.7721,   p=0.4608).   The  

underlying   rela�on   between   the   familiarity   ques�ons   was   less   visible   than   expected,   figure   8   gives   an  
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impression   of   this   rela�on.  

 

figure   8   -   Rela�on   between   two   familiarity   with   deepfakes   ques�ons   
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4.   Discussion  

The   effects   of   deepfakes   which   are   posted   all   over   the   internet   in   varying   quality,   and   with   different  

goals   in   mind,   are   s�ll   largely   unknown.   This   study   tried   to   shed   some   light   on   this   topic   by   trying   to  

measure   reputa�onal   shi�s   in   a   real   world   se�ng.   The   data   gathered   during   this   study   supported  

that   affec�ng   one’s   reputa�on   nega�vely   has   bigger   effects   than   affec�ng   it   posi�vely.   It   did   not  

support   differences   of   effects   on   reputa�on   between   quali�es   of   a   deepfake,   and   where   expected  

that   original   media   should   yield   the   largest   effect,   this   was   not   supported.   Surprisingly   the   opposite  

was   supported   on   the   a�rac�veness   part   of   the   scale.   

4.1   H1   -   Quality   difference  

Hypothesis   1   stated   that   high   quality   deepfakes   have   a   bigger   difference   in   reputa�onal   shi�   than  

low   quality   deepfakes.   The   results   did   not   support   this   however,   finding   li�le   difference   in   effects  

between   the   two.   It   could   be   that   the   setup   of   the   experiment   bored   or   excited   people   enough   to  

stay   within   either   the   central   or   peripheral   processing   route   for   the   en�re   process   causing   smaller  

differences.   But   even   so,   this   result   can   be   interpreted   as   both   a   relief   and   as   a   worrisome   finding  

since   people   will   always   use   one   of   the   two   states   during   persuasion   (Pe�y   &   Cacioppo,   1986).   It  

could   mean   that   we   will   not   see   an   increasing   effect   on   reputa�on   with   the   ever   increasing   quality   of  

deepfakes.   But   it   could   also   mean   that   badly   put   together   deepfakes   are   already   doing   as   much   harm  

as   professional   deepfakes.   As   Chesney   and   Citron   noted   in   Deep   Fakes:   A   Looming   Challenge   for  

Privacy,   Democracy,   and   Na�onal   Security;   The   world   is   suffering   from   truth   decay   because   the  

current   informa�on   networks   are   built   to   interact   toxically   with   our   cogni�ve   biases   (Chesney   and  

Citron,   2019).   Deepfakes   are   exacerba�ng   this   problem,   and   now   it   seems   that   it's   not   just   the  

deepfakes   from   high   quality   produc�ons   that   are   a   threat.   
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4.2   H2   -   reputa�onal   valence  

Hypothesis   2   stated   that   nega�ve   deepfakes   result   in   a   bigger   difference   on   reputa�onal   scores   than  

posi�ve   deepfakes.   This   statement   was   supported   by   the   data,   and   it   does   not   come   as   a   surprise  

since   the   nega�vity   effect   has   been   documented   interac�ng   with   informa�on   in   this   way   throughout  

literature   (Baumeister,   Bratslavsky,   Finkenauer,   &   Vohs,   2001)(Kahneman   and   Tversky,   1981)(Vonk,  

1996).   It   tells   us   it   will   be   easier   to   nega�vely   impact   your   opponents’   reputa�on   than   it   is   to  

posi�vely   influence   one's   reputa�on.   Knowing   this   might   push   society   to   label   deepfakes   as  

dangerous,   since   their   main   effects   are   no�ced   more   nega�vely   than   posi�vely.   Campaigns   using  

deepfakes   will   see   more   effects   by   discredi�ng   opponents   than   glorifying   their   own,   so   will   naturally  

shi�   towards   more   nega�ve   usage   to   get   bigger   results.   This   might   turn   deepfake   usage   into   a  

nega�ve   spiral   �ll   all   nega�ve   videos   are   no   longer   deemed   trustworthy,   leading   to   worse   societal  

problems.  

4.3   H3   -   Deepfakes   vs   original   media  

Hypothesis   3   stated   that   original   media   results   in   a   bigger   difference   on   reputa�onal   score   as   both  

the   types   of   deepfakes.   While   all   video’s   did   affect   the   reputa�onal   shi�,   the   data   did   not   support  

original   media   to   cause   a   bigger   reputa�onal   shi�   than   the   deepfakes   on   any   of   the   three   subscales,  

however,   a   reverse   effect   was   found   for   the   a�rac�veness   subscale.   While   the   exper�se   and  

trustworthiness   scales   supported   no   differences   in   both   ways,   the   reputa�onal   shi�s   were   larger   on  

a�rac�veness   when   a   deepfake   was   shown   than   when   the   original   media   played.   This   effect   could   be  

due   to   the   deepfakes   looking   off,   aler�ng   and   therefore   making   the   user   use   the   central   route  

instead   of   the   peripheral   route   in   their   decision   making.   It   could   also   be   because   there   were   no  

pre-established   reputa�ons   before   entering   the   experiment   (differently   to   the   study   on   poli�cians   by  

Dobber,   et   al.   2020)   causing   the   reputa�ons   to   be   more   subjec�ve   to   quick   a�tude   changes.   These  
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results   are   worrisome   since   reputa�on   building   on   individuals   outside   of   the   public   scope   will  

experience   similar   se�ngs.   If   one   can   no   longer   differen�ate   effects   of   fake   from   real   media   as  

society   is   heading   into   a   hyperreality   (Baofu,   2009)   with   increasing   truth   decay   (Chesney   and   Citron,  

2019)   it   will   become   impossible   to   determine   a   honest   reputa�on   for   someone   else   based   solely   on  

digital   informa�on.   A   huge   gap   is   opening   between   credible   sources   and   the   way   we   give   credit   to  

them.   When   society   knows   what   is   creditable   and   what   is   not,   but   is   s�ll   influenced   by   the   untrusted  

sources,   society   in   its   whole   will   have   to   find   a   way   to   adapt   to   this   new   way   of   decision   making.  

4.4   Limita�ons  

As   with   every   project,   there   were   some   limita�ons   and   problems   found   along   the   way.   While   star�ng  

the   project   in   february   of   2020,   a   global   pandemic   was   not   expected.   This   led   to   less   op�mal  

recording   environments   and   instruc�ons.   As   well   as   a   harder   �me   se�ng   up   the   training  

environments   on   the   university   servers.   Because   of   this   there   was   no   preven�on   of   slight   quality  

differences   between   the   videos,   making   way   for   poten�al   bias.   

The   selected   method   of   crea�ng   deepfakes   did   not   have   any   op�ons   for   changing   sound.   This   meant  

that   all   deepfakes   used   the   voice   lines   spoken   by   the   deepfake   actors   and   not   the   actual   applicant.  

This   could   have   led   to   more   disconnect   between   the   original   media   and   the   deepfakes.   

The   reputa�onal   valence   was   generated   using   the   random   func�on   of   limesurvey,   due   to   luck   and  

unfortunate   removal   the   nega�ve   direc�on   was   le�   with   more   par�cipants   than   the   posi�ve.   This  

could   have   affected   the   results   of   H2,   but   due   to   the   overwhelming   support   and   �me   limita�ons  

there   was   no   strong   need   to   retest   the   data   with   a   correc�on.   

A   few   par�cipants   le�   comments   sta�ng   that   they   had   some   trouble   recalling   what   the   applicants  

said   before   and   therefore   had   a   hard   �me   adjus�ng   their   ra�ngs.   This   might   have   led   to   missing  

values   and   possible   outliers.   Because   a   side   by   side   comparison   between   videos   was   not   desirable  
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the   applicants   could   not   return   to   the   previous   data.   Looking   back   it   might   have   been   a   good   idea   to  

include   a   textual   summary   of   the   previous   statements   of   each   applicant   to   help   the   recalling.   

The   experiment   setup   was   focussed   from   a   business   perspec�ve,   making   people   rate   online  

applicants.   This   led   the   par�cipants   to   experience   a   sense   of   authority   and   responsibility,   since   they  

could   determine   if   someone   was   good   enough   for   a   job.   There   was   no   room   in   the   current  

experiment   to   change   this   role.   It   would   be   interes�ng   to   see   if   effects   would   change   in   an  

experiment   with   a   different   power-rela�on   between   the   par�cipant   and   the   rated   person.   

The   used   source-credibility   scale   was   originally   meant   to   rate   celebri�es.   The   subjects   used   in   the  

videos   are   not   as   well   known   as   the   average   celebrity,   making   it   harder   to   form   an   immediate  

impression.   It   is   also   not   a   1-to-1   transla�on   to   online   reputa�on,   but   it   s�ll   produced   scores   which  

could   be   interpreted   as   one's   reputa�on   spread   onto   three   different   items.  

 

4.5   Future   recommenda�ons  

As   with   most   cons,   once   the   novelty   fades   the   number   of   people   falling   for   them   decreases  

dras�cally.   With   deepfakes   s�ll   in   their   early   phase   and   people   on   average   having   li�le   knowledge  

about   the   possibili�es   of   deepfakes,   it   is   keen   to   say   the   current   effects   will   take   on   another   form  

once   this   changes.    A   new   study   could   focus   on   the   effects   of   pre   knowledge   on   deepfakes   and   the  

changes   they   bring   to   the   effects.   If   these   effects   are   established   it   could   help   support   informa�onal  

campaigns   to   forestall   future   damage.  

Tools   for   iden�fying   and   exposing   fake   media   will   have   to   catch   up   and   protect   those   who   can   not  

keep   up,   as   described   by   Maras   &   Alexandrou   (2019).   The   current   danger   lies   in   the   applica�on   of  

deepfakes   for   individual   cases,   where   opportuni�es   for   fact   checking   are   minimized   and   the  
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reputa�onal   damage   for   the   individual   maximized.   Research   could   be   done   to   iden�fy   and   prevent  

damage   to   poten�al   targets,   and   to   see   how   they   could   best   deal   with   the   fallout   of   reputa�onal  

damage   by   deepfakes.   

Most   porn   related   deepfakes   use   female   swaps,   while   most   other   deepfakes   use   males   as   their  

targets   (Ajder,   et   al.,   2019).   It   would   be   interes�ng   to   see   if   there   are   gender   based   differences   in  

both   the   percep�on   of   the   deepfake   as   the   damage   of   a   deepfake.   

Since   this   research   focussed   on   the   crea�on   of   new   reputa�ons,   it   can   not   say   much   about   the  

effects   on   reputa�ons   of   people   that   already   have   an   established   online   reputa�on.   The   internet  

could   also   be   used   to   nego�ate   the   effect   of   a   deepfake   by   making   it   possible   to   compare   it   with  

other   available   informa�on   about   a   person.   Future   repe��ons   of   this   experiment,   or   other  

experiments,   could   focus   on   having   a   more   robust   memory   ac�va�on,   and   also   including   the   op�on  

to   look   into   other   available   informa�on   online.   
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Appendix   A:   Deepfake   material  

A.1:   Actor   scripts  

Male   #1  
Video   #1   -   Introduction  
Hello,   i   am   Paul.   I   am   24   and   live   in   the   center   of   eindhoven.   I   worked   part   time   in   a   bar   for   a  
few   years   and   am   now   looking   for   something   new.   Im   interested   in   this   job   because   feel   at  
home   in   the   catering   business   and   would   love   to   do   events.   
 
Context:   This   video   will   be   presented   as   an   snippet   found   on   your   social   media  
Video   #2   -   Positive   reinforcement  
I   grew   up   in   the   cafe   of   my   parents,   I   know   how   to   cater   to   the   any   customer.   
Video   #3   -   Negative   reinforcement  
When   a   customer   is   being   annoying   they   can   expect   some   spit   in   their   drinks.  
 
 
Male   #2  
Video   #1   -   Introduction  
Hee   there,   i   am   Thomas.   I   am   22   and   live   in   Eindhoven,    Tongelre    to   be   more   specific.   I   have  
no   direct   experience   with   catering,   but   I   worked   as   a   line   cook   for   a   while   so   i   know   how   to  
handle   my   food.   I   would   love   to   try   out   catering   work!  
 
Context:   This   video   will   be   presented   as   an   snippet   found   on   your   social   media  
Video   #2   -   Positive   reinforcement  
I   split   all   my   tips   with   my   coworkers.   They   have   earned   them   as   well.  
 
Video   #3   -   Negative   reinforcement  
I   hate   cleaning   up,   i   usually   try   to   leave   early   so   the   others   will   do   it   for   me.  
 
 
Male   #3  
Video   #1   -   Introduction  
Hi,   im   Chris.   22   years   old,   born   and   raised   in   eindhoven.   I   currently   manage   the   student  
drinks   for   my   study   association   through   the   student   bar   committee.   I   man   the   bar   and   also  
manage   the   beer   inventory.   Im   looking   for   a   part   time   job,   and   i   feel   at   home   in   the   catering  
business   so   thats   why   im   applying.  
 
Context:   This   video   will   be   presented   as   an   snippet   found   on   your   social   media  
Video   #2   -   Positive   reinforcement  
I   always   leave   last   to   make   sure   everything   is   cleaned   up  
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Video   #3   -   Negative   reinforcement  
I'm   not   sure   how   long   i'll   last   this   job,   i   usually   get   drunk   behind   the   bar.  
Female   #1  
Video   #1   -   Introduction  
Hi   my   name   is   Robin,   i've   been   a   caterer   before   on   small   events   and   would   love   to   start  
working   for   an   agency.   I'm   24   years   old   and   am   currently   living   near   the   center   of   Eindhoven.  
I   used   to   do   some   catering   work   as   a   side   job   during   my   studies,   but   as   of   next   month   i’ll   be  
available   full   time.   I   would   love   to   hear   more   about   the   offer.  
 
Context:   This   video   will   be   presented   as   an   snippet   found   on   your   social   media  
Video   #2   -   Positive   reinforcement  
I   received   a   massive   tip   from   this   nice   lady   during   my   last   catering   event  
 
Video   #3   -   Negative   reinforcement  
The   last   time   i   did   catering   work   they   send   me   home   because   i   dropped   a   lot   of   glasses,   i’m  
quite   clumsy.  
 
 
Female   #2  
Video   #1   -   Introduction  
Hello,   I   am   Iris.   Im   21   and   living   in   Eindhoven.   I   would   love   to   work   as   a   caterer   for   the  
agency.   I   normally   man   the   beer   stations   during   carnaval,   so   i   have   some   experience   with  
event   catering.   I   think   the   job   would   fit   me   fine.   Let   me   know   if   you   need   any   other  
information.  
 
Context:   This   video   will   be   presented   as   an   snippet   found   on   your   social   media  
Video   #2   -   Positive   reinforcement  
I   did   a   course   on   catering   &   hygiene   last   summer,   it   thought   me   a   lot.  
 
Video   #3   -   Negative   reinforcement  
Some   of   these   companies   are   really   rude,   last   time   they   said   i   was   looking   at   my   phone   too  
much   and   had   to   leave.  
 
 
Female   #3  
Video   #1   -   Introduction  
Hai,   my   name   is   Emma.   I   am   looking   for   a   temporary   job   i   can   do   between   my   studies.   I’ll   be  
done   with   my   bachelor   next   month   and   have   5   months   to   bridge   before   my   masters   start.   I  
have   little   experience   with   catering   but   i   am   eager   to   learn.   I’m   living   at   the   edge   of  
eindhoven   and   can   bike   anywhere   pretty   quickly.   
 
Context:   This   video   will   be   presented   as   an   snippet   found   on   your   social   media  
Video   #2   -   Positive   reinforcement  
I   am   always   open   to   switch   around   my   shifts   with   my   coworkers   if   they   need   some   time   off.  
 
Video   #3   -   Negative   reinforcement  
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I   am   only   taking   a   job   so   my   parents   will   stop   complaining.   

A.2:   Actor   contract/recording   guide   template  

 
PLEASE   DO   NOT   SHARE   INFORMATION   FROM   THIS   DOCUMENT   WHILE   THE  
EXPERIMENT   IS   STILL   RUNNING   TO   PREVENT   BIASED   PARTICIPANTS.  

Informa�on   form   for   Lead   actors  
This   document   gives   you   informa�on   about   recordings   for   the   study   “Deepfakes   affec�ng   reputa�on,  
does   media   quality   ma�er?”.   Before   the   recordings   begins,   it   is   important   that   you   learn   about   the  
procedure   followed   and   that   you   give   your   informed   consent   for   voluntary   par�cipa�on.   Please   read  
this   document   carefully.   

Aim   and   benefit   of   the   study  

The   aim   of   the   study   is   to   measure   differences   in   responses   to   different   types   of   media,   with   one   of  
those   types   being   deepfakes.   This   informa�on   is   used   to   further   the   knowledge   base   around  
deepfakes.  
  
This   study   is   performed   by   Jorrit   Bakker,   a   master   student   under   the   supervision   of   Sanne  
Schoenmakers   of   the   Human-Technology   Interac�on   group.  
  
Procedure  
Actors   are   asked   to   create   2   or   3   scripted   ~30   second   videos   depending   on   their   role.   The   videos   are  
recorded   by   the   actors   themselves   using   a   step   by   step   guide   as   found   in   the   appendix.   This   guide  
explains   ligh�ng/camera   setup   and   how   actors   will   have   to   read   out   the   given   script.   Actors   do   not  
need   advanced   equipment,   they   are   allowed   to   record   using   their   smartphone/webcam.   Actors   can  
be   asked   to   reshoot   a   scene   if   the   experiment   leader   thinks   the   quality   is   not   sufficient.  
 
Usage  
The   recordings   will   be   used   as   independent   variables   in   an   online   experiment.   Some   of   the  
recordings   will   be   altered   using   deepfake   so�ware.   The   recordings   will   only   be   shown   during   the  
experiment   to   the   par�cipants   and   researchers.   Screenshots   of   the   recordings   can   be   placed   in   the  
final   thesis,   presenta�on,   and   press   release.   Other   usage   will   not   be   authorised   without   confirma�on  
of   the   person   in   the   recording.   

Risks  

The   study   will   expose   around   150   par�cipants   to   the   recorded   videos.   During   the   experiment  
par�cipants   will   see   you   make   various   statements.   These   statements   are   trying   to   persuade  
par�cipants   to   think   more   posi�ve   or   more   nega�ve   about   you.   Although   par�cipants   receive   a  
debriefing   in   which   we   explain   that   you   are   an   actor   and   everything   is   scripted,   par�cipants   will   s�ll  
remember   you   in   these   roles.   
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Although   unlikely,   it   is   possible   for   par�cipants   to   make   screen   recordings   during   the   ques�onnaire  
and   so   save   media   from   the   experiment.   All   media   will   be   provided   with   watermarks   sta�ng   the  
experiment.  
  

Dura�on  

The   instruc�ons,   recording   and   debriefing   will   take   approximately   30   minutes.  

Actor   choice  

You   were   selected   because   the   experiment   leader   taught   your   ac�ng   skills   to   be   on   point,   and   has  
paired   you   up   with   another   actor   with   similar   facial   a�ributes.   

Voluntary  

Your   par�cipa�on   is   completely   voluntary.   You   can   refuse   to   par�cipate   without   giving   any   reasons  
and   you   can   stop   your   par�cipa�on   up   to   the   point   of   delivering   recordings.   

Compensa�on  

You   will   be   paid   2   euros   for   each   commissioned   recording.   (You   can   be   asked   to   reshoot   a   video   if   the  
delivered   quality   does   not   meet   the   experiment   needs,   this   does   not   lead   to   extra   compensa�on)  

Confiden�ality   and   use,   storage,   and   sharing   of   data.  

All   research   conducted   at   the   Human-Technology   Interac�on   Group   adheres   to   the   Code   of   Ethics   of  
the   NIP   (Nederlands   Ins�tuut   voor   Psychologen   –   Dutch   Ins�tute   for   Psychologists),   and   this   study  
has   been   approved   by   the   Ethical   Review   Board   of   the   department.  

Videos   submi�ed   will   be   altered   to   fit   the   experiment   setup,   then   be   uploaded   (unlisted)   to   youtube  
and   be   put   in   the   ques�onnaires.   A�er   the   experiment   the   videos   will   be   removed   from   youtube   and  
will   be   stored   on   an   encrypted   server   of   the   Human   Technology   Interac�on   group   for   at   least   10  
years   that   is   only   accessible   by   selected   HTI   staff   members.   
 

Further   informa�on  

If   you   want   more   informa�on   about   this   study,   the   study   design,   or   the   results,   you   can   contact   Jorrit  
Bakker    (contact   email:   J.bakker1@student.tue.nl).  

If   you   have   any   complaints   about   this   study,   please   contact   the   supervisor,   Sanne   Schoenmakers  
s.schoenmakers@tue.nl.   You   can   report   irregulari�es   related   to   scien�fic   integrity   to   confiden�al  
advisors   of   the   TU/e.  
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   Informed   consent   form  

  
Deepfakes   affec�ng   reputa�on,   does   media   quality   ma�er?  

  
-            I   have   read   and   understood   the   informa�on   of   the   corresponding   informa�on   form   for  
actors.  
  
-            I   have   been   given   the   opportunity   to   ask   ques�ons.   My   ques�ons   are   sufficiently   answered,  
and   I   had   sufficient   �me   to   decide   whether   I   par�cipate.  

  
-            I  □    do  

□    do   not  
give   permission   to   use   the   created   footage   for   the   experiment   described   above.  
  

Cer�ficate   of   consent  
  

I,   (NAME)   ……………………………………….…………………………………………………………………………  

want   and   provide   consent   to   par�cipate.  

  

 

  

  

  
Par�cipant’s   Signature  Date  
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Recording   guide   for   actors  
 
Sound  
Record   in   a   quiet   environment.   This   means   no   music,   people   or   other   noise   noticeable   in   the  
background.  
 
Background  
Choose   a   neutral   background.   Avoid   having   bright   distracting   colors/objects,   or   moving  
things   behind   you.  
 
Lighting  
Make   sure   that   your   face   is   equally   lit   and   not   overexposed.   This   means   there   should   be   no  
noticeable   shadows   on   your   face   and   it   should   also   not   look   like   you   are   giving   light   yourself.  
Best   is   to   record   facing   a   window   or   light   source   during   the   day.   Recording   at   night   with   flash  
will   result   in   too   harsh   lighting,   so   please   do   not   do   this.  
 
Script   transfer  
Try   to   learn   the   text   so   you   do   not   need   to   look   away   during   the   recording.   The   text   does   not  
have   to   match   100%   as   long   as   it   transfers   the   same   meaning/vibe.   Please   look   into   the  
camera   while   speaking   and   try   to   convey   the   emotion   associated   with   the   text.   Best   practise  
is   to   record   yourself   5-10   times   doing   this   before   recording   the   final   shot.  
 
Sizing  
We   want   to   achieve   a   medium   close   up   shot.   This   shows   your   full   head   and   the   start   of   your  
chest.   The   camera   should   be   hold   at   your   eye-height   and   needs   to   be   approximately   50-100  
cm   from   you   to   achieve   the   required   screen   fill.   Make   sure   not   to   cut   off   a   part   of   your   head  
at   the   top.   See   the   figure   below   to   get   an   impression   of   the   sizing.  

 
Hair/props  
Please   make   sure   that   your   full   face   is   visible   in   the   video.   This   means   putting   your   hair  
back,   removing   glasses,   having   no   facial   hair.   Please   wear   a   different   shirt   for   each   video.  
 
 

  

53  



 

Script  
 
Context:   You   are   applying   for   a   job   as   caterer   at   the   following   company:   
 
Catering   agency   which   manages   caterers   for   business   events   in   and   around   Eindhoven  
(Noord-Brabant,   the   Netherlands).   Hired   caterers   are   employed   for   about   20   hours   a   week  
and   send   to   assignments   in   and   around   Eindhoven.   New   employees   will   receive   training   in  
the   first   week   by   shadowing   other   caterers.   
 
You   were   asked   to   shoot   a   short   video   in   which   you   introduce   yourself,   talk   about   your  
experience,   and   motivation.   
 
###   Selected   Script   ###  
 
 
  

54  



 

A.3:   Deepfake   actor   contract/recording   guide   template  

 
PLEASE   DO   NOT   SHARE   INFORMATION   FROM   THIS   DOCUMENT   WHILE   THE  
EXPERIMENT   IS   STILL   RUNNING   TO   PREVENT   BIASED   PARTICIPANTS.  

Informa�on   form   for   Canvas   actors  
This   document   gives   you   informa�on   about   recordings   for   the   study   “Deepfakes   affec�ng   reputa�on,  
does   media   quality   ma�er?”.   Before   the   recordings   begins,   it   is   important   that   you   learn   about   the  
procedure   followed   and   that   you   give   your   informed   consent   for   voluntary   par�cipa�on.   Please   read  
this   document   carefully.   

Aim   and   benefit   of   the   study  

The   aim   of   the   study   is   to   measure   differences   in   responses   to   different   types   of   media,   with   one   of  
those   types   being   deepfakes.   This   informa�on   is   used   to   further   the   knowledge   base   around  
deepfakes.  
  
This   study   is   performed   by   Jorrit   Bakker,   a   master   student   under   the   supervision   of   Sanne  
Schoenmakers   of   the   Human-Technology   Interac�on   group.  
  
Procedure  
Actors   are   asked   to   create   2   or   3   scripted   30   second   videos   depending   on   their   role.   The   videos   are  
recorded   by   the   actors   themselves   using   a   step   by   step   guide   as   found   in   the   appendix.   This   guide  
explains   ligh�ng/camera   setup   and   how   actors   will   have   to   read   out   the   given   script.   Actors   do   not  
need   advanced   equipment,   they   are   allowed   to   record   using   their   smartphone/webcam.   Actors   can  
be   asked   to   reshoot   a   scene   if   the   experiment   leader   thinks   the   quality   is   not   sufficient.  
 
Usage  
The   recordings   will   be   used   as   independent   variables   in   the   experiment.   Some   of   the   recordings   will  
be   altered   using   deepfake   so�ware.   The   recordings   will   only   be   shown   during   the   experiment   to   the  
par�cipants   and   researchers.   Screenshots   of   the   recordings   can   be   placed   in   the   final   thesis,  
presenta�on,   and   press   release.   Other   usage   will   not   be   authorised   without   confirma�on   of   the  
person   in   the   recording.   

Risks  

The   study   will   expose   around   100   par�cipants   to   the   recorded   videos.   During   the   experiment  
par�cipants   hear   you   make   various   statements.   These   statements   are   trying   to   persuade   par�cipants  
to   think   more   posi�ve   or   more   nega�ve   about   the   person   portrayed.   Although   par�cipants   receive   a  
debriefing   in   which   we   explain   that   you   are   an   actor   and   everything   is   scripted,   par�cipants   will   s�ll  
remember   you   in   these   roles.   
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Although   unlikely,   it   is   possible   for   par�cipants   to   make   screen   recordings   during   the   ques�onnaire  
and   so   save   media   from   the   experiment.   All   videos   contain   a   watermark   sta�ng   it   is   part   of   an  
experiment.  
  

Dura�on  

The   instruc�ons,   recording   and   debriefing   will   take   approximately   30   minutes.  

Actor   choice  

You   were   selected   because   the   experiment   leader   aught   your   ac�ng   skills   to   be   on   point,   and   has  
paired   you   up   with   another   actor   with   similar   facial   a�ributes.   

Voluntary  

Your   par�cipa�on   is   completely   voluntary.   You   can   refuse   to   par�cipate   without   giving   any   reasons  
and   you   can   stop   your   par�cipa�on   up   to   the   point   of   delivering   recordings.   

Compensa�on  

You   will   be   paid   2   euros   for   each   commissioned   recording.   (You   can   be   asked   to   reshoot   a   video   if   the  
delivered   quality   does   not   meet   the   experiment   needs,   this   does   not   lead   to   extra   compensa�on)  

Confiden�ality   and   use,   storage,   and   sharing   of   data.  

All   research   conducted   at   the   Human-Technology   Interac�on   Group   adheres   to   the   Code   of   Ethics   of  
the   NIP   (Nederlands   Ins�tuut   voor   Psychologen   –   Dutch   Ins�tute   for   Psychologists),   and   this   study  
has   been   approved   by   the   Ethical   Review   Board   of   the   department.  

Videos   submi�ed   will   be   altered   to   fit   the   experiment   setup,   then   be   uploaded   (unlisted)   to   youtube  
and   be   put   in   the   ques�onnaires.   A�er   the   experiment   the   videos   will   be   removed   from   youtube   and  
will   be   stored   on   an   encrypted   server   of   the   Human   Technology   Interac�on   group   for   at   least   10  
years   that   is   only   accessible   by   selected   HTI   staff   members.   
 

Further   informa�on  

If   you   want   more   informa�on   about   this   study,   the   study   design,   or   the   results,   you   can   contact   Jorrit  
Bakker    (contact   email:   J.bakker1@student.tue.nl).  

  If   you   have   any   complaints   about   this   study,   please   contact   the   supervisor,   Sanne   Schoenmakers  
s.schoenmakers@tue.nl.   You   can   report   irregulari�es   related   to   scien�fic   integrity   to   confiden�al  
advisors   of   the   TU/e.  
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Informed   consent   form  

  
Deepfakes   affec�ng   reputa�on,   does   media   quality   ma�er?  

  
-            I   have   read   and   understood   the   informa�on   of   the   corresponding   informa�on   form   for  
actors.  
  
-            I   have   been   given   the   opportunity   to   ask   ques�ons.   My   ques�ons   are   sufficiently   answered,  
and   I   had   sufficient   �me   to   decide   whether   I   par�cipate.  

  
-            I  □    do  

□    do   not  
give   permission   to   use   the   created   footage   for   the   experiment   described   above.  
  

Cer�ficate   of   consent  
  

I,   (NAME)   ……………………………………….…………………………………………………………………………  

want   and   provide   consent   to   par�cipate.  

  

 

  

  

  
Par�cipant’s   Signature  Date  
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Recording   guide   for   actors  
 
Sound  
Record   in   a   quiet   environment.   This   means   no   music,   people   or   other   noise   noticeable   in   the  
background.  
 
Background  
Choose   a   neutral   background.   Avoid   having   bright   distracting   colors/objects,   or   moving  
things   behind   you.  
 
Lighting  
Make   sure   that   your   face   is   equally   lit   and   not   overexposed.   This   means   there   should   be   no  
noticeable   shadows   on   your   face   and   it   should   also   not   look   like   you   are   giving   light   yourself.  
Best   is   to   record   facing   a   window   or   light   source   during   the   day.   Recording   at   night   with   flash  
will   result   in   too   harsh   lighting,   so   please   do   not   do   this.  
 
Script   transfer  
Try   to   learn   the   text   so   you   do   not   need   to   look   away   during   the   recording.   The   text   does   not  
have   to   match   100%   as   long   as   it   transfers   the   same   meaning/vibe.   Please   look   into   the  
camera   while   speaking   and   try   to   convey   the   emotion   associated   with   the   text.   Best   practise  
is   to   record   yourself   5-10   times   doing   this   before   recording   the   final   shot.  
 
Sizing  
We   want   to   achieve   a   medium   close   up   shot.   This   shows   your   full   head   and   the   start   of   your  
chest.   The   camera   should   be   hold   at   your   eye-height   and   needs   to   be   approximately   50-100  
cm   from   you   to   achieve   the   required   screen   fill.   Make   sure   not   to   cut   off   a   part   of   your   head  
at   the   top.   See   the   figure   below   to   get   an   impression   of   the   sizing.  

 
Copying  
You   are   assigned   to   be   a   deepfake   canvas,   you   will   receive   the   video   of   the   previous   actor.  
Watch   and   try   to   copy   the   video.   The   script   for   the   video   is   below,   but   it   is   important   to   create  
a   similar   end   product.  
 
Hair/props  
Please   make   sure   that   your   full   face   is   visible   in   the   video.   This   means   putting   your   hair  
back,   removing   glasses,   having   no   facial   hair.   Please   wear   a   different   shirt   for   each   video.  
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Script  
 
Context:   This   video   will   be   presented   as   an   snippet   found   on   social   media,   the   previous  
actor   already   recorded   these,   please   try   to   copy   his/her   video   using   the   same   text   he/she  
did.   
 
Video   #2   -   Positive   reinforcement  
https://youtu.be/#####  
###   previous   script   ###  
 
Video   #3   -   Negative   reinforcement  
https://youtu.be/#####  
###   previous   script   ###  
 
 
 
  

59  



 

A.4:   Training   se�ngs   deepfacelab   SAEHD  

Training   setup  
Pre   Training   set:   DF-ud.head.320res.256.64.80.32   
 

resolution  320  

face_type  head  

models_opt_on_gpu  True  

archi  df-ud  

ae_dims  256  

e_dims  64  

d_dims  80  

d_mask_dims  32  

masked_training  True  

eyes_prio  True  

uniform_yaw  False  

lr_dropout  n  

random_warp  True  

gan_power  0.0  

true_face_power  0.0  

face_style_power  0.0  

bg_style_power  0.0  

ct_mode  none  

clipgrad  False  

pretrain  False  

autobackup_hour  0.2  

write_preview_history  True  

target_iter  20000  

random_flip  False  

batch_size  8  
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Appendix   B:   Survey   materials  

B.1:   Informed   consent  

You   are   being   invited   to   participate   in   the   research   study   titled   Digital   recruitment   software.  
You   should   be   able   to   understand   English   and   be   between   the   age   of   18   and   65.   Please   do  
not   go   through   the   study   on   a   mobile   phone.   
 
  Before   the   study   begins,   it   is   important   that   you   learn   about   the   procedure   followed   in   this  
study   and   that   you   give   your   informed   consent   for   voluntary   participation.   Please   read   this  
page   carefully.   
 
This   study   is   being   carried   out   by   Jorrit   Bakker   of   the   Human-Technology   Interaction   Group  
from   the   TU   Eindhoven   under   supervision   of   Sanne   Schoenmakers   and   Wijnand   IJsselsteijn  
also   of   the   HTI   group.  
  
The   purpose   of   this   research   study   is   to   test   effects   of   different   types   of   online   media   on  
applicants'   hire-ability,   and   will   take   you   approximately   25   minutes   to   complete.  
  
The   first   140   participants   can   enter   a   raffle   with   a   1   in   10   chance   to   win   50€   as  
compensation   for   completing   the   questionnaire.   This   can   be   done   by   leaving   an   email  
address   at   the   end   of   the   survey.   We   will   close   the   survey   after   all   raffle   slots   are   filled.  
 
All   research   conducted   at   the   Human-Technology   Interaction   Group   adheres   to   the   Code   of  
Ethics   of   the   NIP   (Nederlands   Instituut   voor   Psychologen   –   Dutch   Institute   for  
Psychologists),   and   this   study   has   been   approved   by   the   Ethical   Review   Board   of   the  
department.   
  
In   this   study   personal   data   (like   age   and   gender)   and   experimental   data   (your   responses   to  
the   questionnaires   and   response   times)   will   be   recorded,   analyzed,   and   stored.   The   goal   of  
collecting,   analyzing,   and   storing   this   data   is   to   answer   the   research   question   and   publish  
the   results   in   the   scientific   literature.   To   protect   your   privacy,   all   data   that   can   be   used   to  
personally   identify   you   will   be   stored   on   an   encrypted   server   of   the   Human   Technology  
Interaction   group   for   at   least   10   years   that   is   only   accessible   by   selected   HTI   staff   members.  
No   information   that   can   be   used   to   personally   identify   you   will   be   shared   with   others.  
  
The   data   collected   in   this   study   might   also   be   of   relevance   for   future   research   projects   within  
the   Human   Technology   Interaction   group   as   well   as   for   other   researchers.   The   aim   of   those  
studies   might   be   unrelated   to   the   goals   of   this   study.   The   collected   data   will   therefore   also   be  
made   available   to   the   general   public   in   an   online   data   repository.   The   coded   data   collected   in  
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this   study   will   be   released   to   the   public   and   will   (to   the   best   of   our   knowledge   and   ability)   not  
contain   information   that   can   identify   you.   It   will   include   all   answers   you   provide   during   the  
study,   including   demographic   variables   (e.g.,   age   and   gender)   if   you   choose   to   provide   these  
during   the   study.   (We   will   remove   all   open   text   questions)  
  
Your   participation   in   this   study   is   entirely   voluntary   and   you   can   quit   at   any   time.   You   are   free  
to   omit   any   question.   You   can   withdraw   your   permission   to   use   your   data   up   to   48   hours  
after   they   were   recorded   by   leaving   your   email   address   at   the   end   of   the   survey   and   emailing  
us.   
  
You   are   not   allowed   to   save,   share   and/or   reuse   any   of   the   media   found   within   the  
experiment   without   explicit   consent   of   the   experiment   leader.  
  
For   any   further   questions   you   can   contact   us   at   J.Bakker1@student.tue.nl,   for   any  
complaints   please   contact   s.schoenmakers@tue.nl  
  
I   have   read   and   understood   the   above   consent   form,   and   voluntarily   agree   to   participate   in  
this   research   experiment:  
 
Y/N  
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B.2:   Introduc�on  

 
This   experiment   will   simulate   an   experimental   application   made   for   rating   applicants   that   have  
applied   for   a   job.   Imagine   yourself   being   a   recruiter   helping   to   select   suitable   candidates.   Your  
job   will   include   marking   potential   matches   for   a   new   job   opening.   You   have   been   assigned   a   case  
for   a   catering   agency   which   supplies   caterers   for   business   events.   The   agency   is   looking   for   new  
caterers   in   the   region   of   Eindhoven   (Noord-Brabant,   the   Netherlands).   The   caterers   can   work  
fulltime   and   could   start   directly   if   they   want.   New   employees   will   receive   training   in   the   first   week  
by   the   existing   staff.   

Applicants   were   asked   to   submit   a   short   video   in   which   they   explain   who   they   are   and   why   they  
think   they   are   fit   for   the   job.   You   get   to   watch   these   videos   and   will   be   able   to   rate   the   applicants  
afterwards.   The   ratings   will   help   the   agency   filter   the   applicants.  

The   system   found   6   unrated   applicants,   start   the   rating   process   on   the   next   page.  

 

B.3:   Example   ra�ng   page  
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B.4:   Guidance   texts  

Our   application   has   a   function   which   can   search   for   faces   in   videos   based   on   photo   input.  
We   use   this   to   find   and   select   relevant   videos   from   social   media   which   might   contain  
information   about   the   applicant   in   relation   to   the   job.   The   system   found   a   collection   of   videos  
of   the   screened   participants   and   selected   the   most   relevant   video   for   each   applicant.   You   get  
to   add   this   new   information   onto   your   ratings.   Please   re-rate   the   applicants   using   the   new  
information   in   the   next   screens.   Since   this   is   a   fairly   new,   automated   process,   we   cannot  
guarantee   the   quality   of   the   sources   of   the   videos.  
 
---  
 
Some   of   the   media   that   the   application   finds   originates   from   untrusted   sources.   We   want   to  
know   if   the   videos   which   the   system   finds   are   real   or   if   they   contain   alterations.   Please   indicate  
how   real   you   perceived   the   previous   videos   in   the   next   step.  
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B.5:   Example   realness   ra�ng  

 

 
 

B.6:   Deepfake   preknowledge   ques�ons  
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B.7:   Debriefing  

 
Thanks   for   participating   in   this   study!   On   the   next   screen   you   will   find   a   field   to   leave   your   email  
for   the   raffle.   Please   read   the   rest   of   this   text   before   proceeding.  

  
The   study   you   just   participated   is   in   fact   not   named   Digital   recruitment   software,   but   rather:   

Deepfakes   affecting   reputation,   does   media   quality   matter?  

In   this   study   we   try   to   find   out   if   there   are   differences   in   people's   judgements   on   reputation   when  
they   see   real   media   or   altered   media   of   another   person.   To   achieve   this   we   showed   you   6   real  
introductions   and   asked   for   an   initial   rating.   Then   we   showed   you   clips   of   which   some   were   real,  
and   some   were   altered   using   deepfake   software   and   extra   actors.   We   could   not   have   given   you  
this   information   before,   because   this   would   have   let   you   focus   too   much   on   the   videos.   This  
could   have   affected   your   ratings   and   the   possible   effects   we   are   trying   to   locate.  

All   people   shown   in   this   experiment   were   actors   playing   a   role   based   of   a   script,   the   sketched  
situation   was   all   fictional.   There   is   no   application   being   built/tested,   and   the   ratings   will   only   be  
used   as   part   of   our   scientific   research.   We   do   this   by   comparing   the   given   ratings   of   each  
applicant   per   video   type.   
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If   you   want   to   retract   your   data   from   this   experiment,   leave   your   email   in   the   next   screen   and  
email   us   about   this   within   the   next   48   hours.  

If   you   want   to   know   more   about   deepfakes   in   general,   the   wikipedia   page   is   a   good   place   to   start:  
https://en.wikipedia.org/wiki/Deepfake  

If   you   have   any   more   questions,   you   can   contact   me   at    J.Bakker1@student.tue.nl  

Thanks   for   taking   the   time   to   participate   in   the   study!  

If   you   have   any   remarks   please   write   them   here:  

 

B.8:   Limesurvey   scripts  

 
Reinforcement   randomizer  
rand(0,   1)  
 
Shuffle   array  
<p>Please   copy   and   paste   the   following   number   into   the   answer   field:</p>  
<br   /><br   /><script   type="text/javascript"   charset="utf-8">  
function   shuffle(array)   {   for   (let   i   =   array.length   -   1;   i   >   0;   i--)   {   let   j   =   Math.floor(Math.random()  
*   (i   +   1));  
[array[i],   array[j]]   =   [array[j],   array[i]];   }   }  
 
let   arr   =   [9,   8,   7,   6,   5,   4];  
shuffle(arr);  
var   finalcode   =   arr.join('').trim()  
document.write(finalcode);  
</script>  
 
decrypt   array  
{str_replace(4,   3,   str_replace(5,   3,   str_replace(6,   2,   str_replace(7,   2,   str_replace(8,   1,  
str_replace(9,   1,   seed))))))}  
 
Getting   individual   values  
{substr(seedDecoderPlus,   -6,   1)}  
 
Video   selection   from   variable  
<iframe   allow="accelerometer;   autoplay;   encrypted-media;   gyroscope;   picture-in-picture"  
allowfullscreen=""   frameborder="0"   height="315"  
src="https://www.youtube.com/embed/{if(positive   ==   1,   if(qualityvideo1   ==   1,   'video11',''),  
'')}{if(positive   ==   1,   if(qualityvideo1   ==   2,   'video12',''),   '')}{if(positive   ==   1,   if(qualityvideo1   ==  
3,   'video13',''),   '')}{if(positive   !=   1,   if(qualityvideo1   ==   1,   'video01',''),   '')}{if(positive   !=   1,  
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if(qualityvideo1   ==   2,   'video02',''),   '')}{if(positive   !=   1,   if(qualityvideo1   ==   3,   'video03',''),   '')}"  
width="560"></iframe>  
 
Video   thumbnail   selection   from   variable  
<img   height="300"   src="https://img.youtube.com/vi/{if(positive   ==   1,   if(qualityvideo1   ==   1,  
'video11',''),   '')}{if(positive   ==   1,   if(qualityvideo1   ==   2,   'video12',''),   '')}{if(positive   ==   1,  
if(qualityvideo1   ==   3,   'video13',''),   '')}{if(positive   !=   1,   if(qualityvideo1   ==   1,   'video01',''),  
'')}{if(positive   !=   1,   if(qualityvideo1   ==   2,   'video02',''),   '')}{if(positive   !=   1,   if(qualityvideo1   ==   3,  
'video03',''),   '')}/hqdefault.jpg"   />  
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