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Adaptive Network and System Identification for
Wireless Networked Control Systems

Abstract—Control systems where sensors and controllers com-
municate over most standard wireless networks (e.g., Wi-Fi,
ZigBee, Bluetooth, 4G) are subjected to random delays. While
the probability distribution of these delays is time-varying, as
it depends on factors such as the number of nodes or the
distance between nodes, this is rarely taken into account in
the networked control literature. In this paper, we tackle the
problem of adaptively identifying a probabilistic delay model
for the network. We consider both independent and identically
distributed delays and correlated delays following a Markov
chain model. For both delay models, we propose a method
relying on a parameterization in terms of a (multivariate)
Gaussian Mixture Model (GMM). Given that the process itself
might be unknown or slowly varying we combine this with a
method to adaptively identify a fully-parameterized state-space
model of a continuous-time, linear time-invariant (LTI) dynamic
system using input-output data and observed network-induced
delays. We validate our method using a simulated LTI system
communicating over a Wi-Fi, ZigBee and Bluetooth networks.

I. INTRODUCTION

Over the last few decades, wireless networks have become
cheaper, faster and widely accessible. This development has
enabled many applications of networked control systems,
which refer to control systems where sensors, actuators and
controllers communicate over a (typically wireless) network
(see, e.g., [1] and [2] for recent surveys). Different wireless
protocols have been developed specifically for networked
control purposes (e.g. WirelessHART [3], ISA100.11a [4] or
the multi-hop network proposed in [5]). They promise constant
and small delays, but are often expensive or are not widely
available. Therefore, general-purpose wireless networks (e.g.
Wi-Fi [6], 4G, Bluetooth or ZigBee/XBee [7]) are often used in
research and industry, and in particular for networked control
systems, even if the delays are significant or governed by
a random process. The challenge is this context is then to
cope with these network features in the controller design and
implementation.

In recent years, a significant amount of research has been
carried out on Networked Control Systems (NCSs). It is
often assumed that the system is sampled periodically, and
the control action is applied when it arrives at the plant.
Both model-based and model-free approaches can be found
in the literature. For example, in [8] two model-based Linear
Quadratic Gaussian (LQG) control methods for NCSs are
proposed where the network-induced delays are generated
according to an independent and identically distributed (i.i.d.)
or Markov process. It was assumed that the stochastic part of
the delay is smaller than the sample time. Shousong and Qixin
[9] dropped this assumption. In [10], a robust H∞ controller
is proposed where both network-induced delays, data-dropouts
and model uncertainties are assumed. In [11], a state feedback
approach based on linear matrix inequalities and quadratic and
parameter-dependent Lyapunov function is proposed. While

the methods mentioned above are all automated, it is still
possible to manually design controllers using loop shaping
together with, for example, a stability analysis toolbox [12].
In all methods, it is assumed that a model or bounds for the
delay generating process and continuous-time, linear system
are available.

In the context of model-free approaches, several methods
have been proposed to learn controller gains from input-
output data using reinforcement learning (e.g. [13, 14, 15]).
However, they often rely on neural networks, making it hard
to have a proper understanding of the closed-loop system (i.e.,
robustness). Therefore, these methods are far from industrial
applications. More common model-based methods are, there-
fore, preferred, which can be achieved by system identifica-
tion. Note, however, that for networked control systems, not
only the process must be known or identified but also the
characteristics of the network. The identification of networks
is called network tomography (see [16] for an overview).
During this process, all the components (e.g., routers, end-
devices and connections) of the network are identified. In
NCSs, the resulting, usually random, delays are the only
network property of interest, making network tomography far
too advanced. Another crucial aspect in this context is that
the probability distribution of these delays is time-varying as it
depends on factors such as the number of nodes or the distance
between nodes. However, this is rarely taken into account in
the networked control literature. Besides this, if the process
must be identified, classic linear system identification methods
cannot cope with the event-based nature of the control input.
Popular methods to identify nonlinear systems use neural
networks (see, e.g., [17]); however, they use a complete black-
box model (as defined in [18]). There are also several methods
for the identification of linear time-varying systems, using,
e.g., wavelet functions [19, 20, 21]. In our setting, it is possible
to use a less generalized model-based identification method
since we know how to parameterize our original continuous-
time (CT), linear time-invariant (LTI) and possibly slowly
changing system.

This paper proposes an adaptive network and system iden-
tification method. The network identification method makes
use of latency data, while the system is identified using
input-output and latency data. We distinguish two types of
delay generating processes: (i) i.i.d. delays and (ii) delays
following a Markov process. The random delays are modelled
with a (conditional) probability density function (pdf), where
a (multivariate) Gaussian Mixture Model (GMM) provides
the flexibility and accuracy necessary to model an unknown
distribution [22, Sec. 2.3.9]. We extend the method in [22]
to the latter delay model. Given that the process itself might
be unknown or slowly varying we combine this with a
method to adaptively identify a fully-parameterized state-space
model of a CT, LTI dynamic system and network-induced
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delay generating process using input-output data and observed
network-induced delays. The method we follow is based on
the Recursive Prediction Estimation method for state-space
models [23, Sec. 3.8].

We validate our method using a simulated LTI system
communicating over a Wi-Fi, ZigBee and Bluetooth network.
We show that the proposed method provides an excellent fit
to the experimental delay data in all these networks while
adapting fast to rapidly changing environments.

The organization of the remainder of this paper is as follows.
Section II gives the problem formulation. The proposed adap-
tive network and system identification method are presented
in Sections III and IV, respectively. Section V presents the
experimental results of the proposed algorithms based on a
simulated LTI system communicating with a over physical
networks. In this section, we also show the benefits of using
an adapting controller. Section VI presents the conclusion and
some open questions of this paper.

Notation: The set R := [−∞, ∞] consists of all real
numbers, while the set R+ := {x |x ∈ R and x ≥ 0}
consists of all positive real numbers including zero. The set
N := {1, 2, 3, . . . }, thus consists of all natural numbers;
furthermore, the set N0 consists of all natural numbers in-
cluding zero. We will denote a sequence of n ∈ N elements
of a sequence with xa:a+n := (xa, xa+1, . . . , xa+n), where
a ∈ N0.

The vec(X)-operation stacks all columns of the (m × n)-
matrix X in an mn-element column vector. The Kronecker
product between the (m×n)-matrix A and (p× q)-matrix B
is denoted with

A⊗B :=

a11B · · · a1nB
...

. . .
...

am1B · · · amnB

 .
Let X : Ω → R and Y : Ω → R be two random variables,

where Ω is the probability space. We define fX(x) as the pdf
of the process X , such that the expected value is given by

E[x] :=

∫
Ω

xfX(x) dx

and the probability

Prob(x ∈ A ⊆ Ω) :=

∫
A

fX(x) dx.

Furthermore, we define the joint pdf fX,Y (x, y) :=

fX(x)fY (y) and the conditional pdf fX|Y (x | y) :=
fX,Y (x, y)
fY (y) .

For the sake of conciseness, we drop the subscript in the
notation of the pdfs.

II. PROBLEM FORMULATION

In an NCS, the plant communicates to the controller over a
network. We will distinguish two communication channels in
the network: (i) the sensor-to-controller (S2C) channel sending
the plant’s output yk ∈ Rny with delay τsc,k ∈ R+ and (ii) the
controller-to-actuator (C2A) channel sending the plant’s input
uk ∈ Rnu with delay τca,k ∈ R+. The integer k ∈ N is the
kth packet sent by the transmitter. The total delay is given
as τk := τsc,k + τca,k. The feedback loop of the considered

Plant

Controller

C2A channel
(τca,k)

S2C channel
(τsc,k)

yk

ykuk

uk

Figure 1. Feedback loop of the considered NCS with sensor-to-controller
(S2C) and controller-to-actuator (C2A) communication channels and output
yk ∈ Rny with delay τsc,k ∈ R+ and input uk ∈ Rnu with delay τca,k ∈
R+.

NCS is shown in Fig. 1. We assume that the clock in both the
controller and plant are synchronized to determine the C2A
and S2C delay accurately.

Let Tsc,k : Ω → R+ be the random S2C delay for the kth
packet. Similar to [8], we will distinguish two types of random
delay generating processes, defined as:

Definition 1 (i.i.d. delays). the S2C network is said to generate
i.i.d delays iff for the pdf it holds that

f(τsc,k) = f(τsc,k | τsc,0:k−1), ∀τsc,k ∈ R, ∀τsc,0:k−1 ∈ Rk;

Definition 2 (Markovian delays). the S2C network is said to
generate delays with an nm-order Markov property iff for the
conditional pdf it holds that

f
(
τsc,k | τsc,(k−nm):k−1

)
= f (τsc,k | τsc,0:k−1) ,

∀τsc,k ∈ R, ∀τsc,(k−nm):k−1 ∈ Rnm−1, ∀τsc,0:k−1 ∈ Rk,

and

f
(
τsc,k | τsc,(k−nm):k−1

)
6= f

(
τsc,k | τsc,(k−nm+1):k−1

)
,

∀τsc,k ∈ R, ∀τsc,(k−nm):k−1 ∈ Rnm−1,

∀τsc,(k−nm+1):k−1 ∈ Rnm−2.

Definition 3 (Hidden Markovian Delays). Markovian delays,
as introduced in Definition 2, are called hidden when the
observed delay is corrupted by a noisy process. Therefore,
the conditions given in Definition 2 hold for the unobserved
delays and not the observed, but corrupted, delays.

Definitions 1 to 3 also hold for the C2A network, where
·sc is replaced by ·ca. We will, furthermore, assume that there
are no packet drops since most protocols have some built-in
mechanism to decrease the chance of packet drops as much
as possible.1

In this paper, a CT, LTI system with a zero-order hold input
and periodically sampled output with sample time h ∈ R+ is
assumed. This is given by

ẋ(t) := Ax(t) +Bu(t) + v(t), where
u(t) := uk, ∀t ∈ [kh+ τk, (k + 1)h+ τk+1),

(1a)

y(t) :=

{
yk = Cx(t) +w(t), if t = kh,

∅, otherwise
(1b)

1As illustrated with the Two Generals’ Problem introduced in [24], it is
impossible to say with certainty that all packets arrive at the receiver.
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with the state vector x(t) ∈ Rnx , input u(t) ∈ Rnu ,
control action uk : Rny → Rnu computed with the kth
sensor output yk ∈ Rny . The system is also subjected
to a zero-mean Gaussian white disturbance v(t) ∈ Rnx
where E

[
v(t)v(t+ τ)

ᵀ]
:= V cδ(τ) with δ(τ) the Dirac

delta function. A zero-mean Gaussian white measurement
noise w(t) ∈ Rny is present on the output signal where
E
[
w(t)w(t+ τ)

ᵀ]
:= W cδ(τ). Both V c and W c are posi-

tive definite, symmetric matrices.
Since the system is sampled periodically, (1a) can be

integrated over Tl := [lh, (l+ 1)h) with timestamp l ∈ N0 to
yield

xl+1 = Fxl + Ḡlūl + vl, (2a)

yl = Hxl +wl (2b)

with F = eAh and H = C. The column vector ūl ∈
Rrlnu contains the rl ∈ N different inputs applied dur-
ing the interval Tl and the input matrix is discretized as
Ḡl :=

[
G0 G1 · · · Grl

]
with Gi = F

∫ t̄i+1

t̄i
e−As dsB,

i ∈ {0, 1, . . . , rl − 1} and Grl = F
∫ h
t̄rl
e−As dsB. The

scalar t̄i ∈ [0, h) denotes the moment when the ith input
during the interval Tl is applied first. The disturbance and noise
are discretized as vl =

∫ h
0
eAsv(lh+ s) ds and wl = w(lh),

respectively, with covariance matrices E[vlv
ᵀ
l ] := V =∫ h

0
eAsV c e

A
ᵀ
s ds and E[wlw

ᵀ
l ] := W = W c.

III. ADAPTIVE NETWORK IDENTIFICATION

In this section, two network identification methods are
proposed. In both methods, the pdf of the delay generating
process will be modelled with a Gaussian Mixture Model
(GMM). These mixture models are given by

f(τk−nm:k) :=

nG∑
i=1

φiN (τk−nm:k |µi, Σi) (3)

with nG ∈ N the number of Gaussians, φi ∈ (0, 1),
µi ∈ R+nm and Σi ∈ Rnm×nm the mixture weights, mean
and covariance of the ith Gaussian, respectively. The pdf of
a Gaussian distribution N : Rnm × Rnm × Rnm×nm → R is
given by

N (τk−nm:k |µi, Σi) := ((2π)nm det Σi)
− 1

2 ×

exp

(
−1

2
(τk−nm:k − µi)

ᵀ
Σ−1(τk−nm:k − µi)

)
.

For (3) to be a proper pdf, the following condition should hold
nG∑
i=1

φi = 1. (4)

To improve readability we define θi := {φi, µi, Σi}, i ∈
{1, 2, . . . , nG}, and θ := {θ1, θ2, . . . , θnG}.

The responsibility of the ith Gaussian in explaining
the (k − nm)th to kth observed delay γi : Rnm ×
(R× Rnm × Rnm×nm)

nG → (0, 1) [22, Ch. 9] as

γi(τk−nm:k | θ) =
φiN (τk−nm:k | θi)∑nG
j=1 φjN (τk−nm:k | θj)

. (5)

If γi(τk−nm:k | θ) = 1, the (k − nm)th to kth observed
delay can be fully explained by the ith Gaussian; furthermore,∑nG
i=1 γi(τk−nm:k | θ) = 1, ∀τk−nm:k ∈ R+.
Traditionally, the unknown parameters in γ and θ are

found using the Maximum Likelihood (ML) and Expectation-
Maximization (EM) (for an introduction see, e.g., [22]); how-
ever, due to the constraint on φi this method does not lend
itself to be rewritten into an adaptive method; therefore, we
will use the adaptive MAP estimation method proposed by
Zivkovic and Van der Heijden [25].

The MAP estimate is defined as

θMAP := arg max
θ

(ln f(τk−nm:k | θ) + ln f(θ)) , (6)

where the prior f(θ) is the pdf before the inclusion of
τk−nm:k and f(τk−nm:k | θ) the likelihood that τk−nm:k will
be observed as in (3) given θ. The prior can be used to include
prior knowledge about θ. In [25] the prior over µi and Σi,
i ∈ {1, 2, . . . , nG}, is chosen to be constant and is thus non-
informative. To incorporate the constraint given in (4) on φi,
i ∈ {1, 2, . . . , nG}, a Dirichlet distribution is used as a prior.

In Section III-A we will focus on i.i.d. processes as defined
in Definition 1. The identification of the transition probability
matrix of Markovian delays (Definition 3) will be discussed
in Section III-B.

A. Independent and Identically Distributed Delays

The Stochastic Gradient Descent (SGD) based adaptive
method proposed in [25] will be summarized in this section.
For more details, see [25] and the papers mentioned therein.
In this section, it is assumed that the delays are generated
according to an i.i.d. process (i.e., nm := 0). For clarity, we
will discuss the update rule of φ̂i, µ̂i and Σ̂i separately.

To update the mixture weights, we first have to solve

∂

∂φi

ln f(τk−nm:k | θ) + ln f(θ) + λ

 nG∑
j=1

φj − 1

 = 0,

where λ is the Lagrangian multiplier used for the constraint
given in (4). From this equation, we conclude that

1
nk

∑nk
k=1 γi(τk | θi)− cT

1− nGcT
− φi = 0, (7)

where nk ∈ N is the number of samples. (7) can be reformu-
lated into a recursive algorithm as

φ̂
(k)
i = φ̂

(k−1)
i + α

(
γi(τk | θi)− cT

1− nGcT
− φ̂(k−1)

i

)
, (8)

where α ∈ (0, 1) is the update speed and cT = α in the case
of an i.i.d. generated delays. We use the notation x̂(i), where
i ∈ N0, to denoted the estimate of x after the ith iteration.
After updating φ̂i, all Gaussian are removed for which φ̂i < 0
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and the remaining mixture weights are renormalised. For the
remaining Gaussians the mean and covariance are updated as

µ̂i
(k) = µ̂

(k−1)
i + α

∂ ln f(τk | θ)
∂µi

∣∣∣∣
θ̂
(k−1)
i

= µ̂
(k−1)
i + α

γi(τk | θi)
φ̂

(k−1)
i

(
τk − µ̂(k−1)

i

)(
Σ

(k−1)
i

)−1

(9)

and

Σ̂
(k)
i = Σ̂

(k−1)
i + αmin

(
γi(τl | θi)
φ̂

(k−1)
i

, 20

)
∂ ln f(τk | θ)

∂Σi

∣∣∣∣
θ̂
(k−1)
i

= Σ̂
(k−1)
i + αmin

(
γi(τl | θi)
φ̂

(k−1)
i

, 20

)
γi(τk | θi)
φ̂

(k−1)
i

×((
τk − µ̂(k−1)

i

)2

− Σ̂
(k−1)
i

)
,

(10)

respectively. The update speed of Σ̂
(k)
i in (10) is limited with

an upper bound to prevent Σ̂i from becoming singular.

B. Hidden Markovian Delays

In this section, we propose an extension of the MAP method
of the previous section to be used in a setting where the
delays Tk are generated with a discrete HMM. The HMM
generates the unobserved delays zk ∈ S ⊆ R+, where
S := {s1, s2, . . . , sns} is the collection of the ns ∈ N
different states si ∈ R+, i ∈ {1, 2, . . . , ns}, of the HMM.
We use the set S̄nm := {(s̄1, s̄2, . . . , s̄nm) ∈ S×S×· · ·×S}
to collect all ordered sequences with length nm ∈ N0 that can
be made with the states of the HMM. Due to the nature of
the network, we observe the delay τk ∈ R+ with the residual
rk = τk − zk. The residual is often caused by the collision
avoidance protocols implemented in wireless networks. It is
assumed that rk is a zero-mean Gaussian random process. The
following example will illustrate these definitions:

Example 1. Fig. 2 shows the pairs (τk−1, τk) of a sequence
of 1 · 103 samples generated with an HMM (ns := 4 and
nm := 1), where the transition probability matrix is given by

T :=


0.6 0.1 0.3 0
0.8 0 0.05 0.15
0.3 0 0.5 0.2
0.35 0 0.65 0

 . (11)

The set S := {s1, s2, s3, s4} and the set S̄ is defined as
the collection of all the pairs (si, sj), i, j ∈ {1, 2, 3, 4},
shown as the intersections of the dotted grid in Fig. 2. In
the same figure, the location of all possible pairs (zk−1, zk)
are indicated with a cross and the ellipsoids show the 95%
confidence interval of (τk−1, τk) given (zk−1, zk).

The goal of this section is to estimate the elements of S
and the transition probability Prob(zl = s | zl−nm:l−1), s ∈ S.
Throughout this section, it is assumed that the set S and the
conditional probability are unknown. We assumed that ns and
nm are known.

Figure 2. The pairs (τk−1, τk) of a sequence of 1 · 103 samples generated
with an HMM where ns := 4, nm := 1 and the transition probability matrix
given in (11); with the randomly generated observed delays (·), the mean (×)
and 95% confidence interval (−) of the pair of previous and current observed
state, and the grid showing the intersection of the current and previous state
(··).

The estimation of Prob(zl = s | zl−nm:l−1), s ∈
S will be done in three steps: (1) estimate the joint
pdf f(τ(k−nm):k), (2) compute the joint probability mass
function (pmf) f(z(k−nm):k) from the pdf estimated in
the first step and (3) compute the transition probability
Prob(zl = s | zl−nm:l−1), s ∈ S from the pmf determined
in the previous step.

The estimation of the joint pdf f(τ(k−nm):k) is done by
extending the algorithm given in Section III-A by observing
that

E[τ(k−nm):k | z(k−nm):k] = z(k−nm):k ∈ S̄nm (12)

and rk is a zero-mean Gaussian random process. This means
that f(τk−nm:k) can be modelled using nnms Gaussians where
the means are located on the possible z(k−nm):k and the
variance is equal to the variance of rk. Hence, the joint pdf
f(τk−nm:k) can be modelled with a GMM. We will only dis-
cuss the estimation of the mean µi, i ∈ {1, 2, . . . , (ns)

nm}
and covariance Σi of each Gaussian, because the update rule
of φ̂i given in (8) can be used for HMMs if cT := 1

2αa with
a := (nm + 1

2nm(nm + 1)) the number of unique parameters
that need to be identified for every Gausssian (see [26] for
more details).

As illustrated in (12), µi ∈ S̄nm , thus it is possible to write

µi(S) = M iS, (13)

where M is an ns × nm-matrix where in every row a single
elements is one and the remaining elements are zero, and
S :=

[
s1 s2 · · · sns

]ᵀ
with si ∈ S and si 6= sj ∀i, j ∈

{1, 2, . . . , ns} if i 6= j (i.e., S contains all elements in S
once and only once).
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Using (13), it is possible to directly update the estimate of
the elements in S using the gradient of the log-likelihood with
respect to sj ∈ S given as

∂ ln f(τ(k−nm):k | θ)
∂sj

=

(ns)
nm∑

i=1

∂ ln f(τ(k−nm):k | θi)
∂µj

∂µj
∂sj

.

(14)

The update rule of the elements in S(l) becomes

Ŝ
(l)

= Ŝ
(l−1)

+ α

(ns)
nm∑

i=1

1

φ̂
(l−1)
i

×

γi(τk−nm:k | θi)
(
τk−nm:k − µi

(
Ŝ

(l−1)
))
M i.

(15)

(10) is changed to a multivariate Gaussian version to update
Σ̂i as

Σ̂
(l)

i = Σ̂
(l−1)

i +

min

(
γi(τk−nm:k | θi)

φ̂
(l−1)
i

, 20α

)
γi(τk−nm:k | θi)

φ̂
(l−1)
i

×((
τk−nm:k − µi

(
Ŝ

(l−1)
))ᵀ (

τk−nm:k − µi
(
Ŝ

(l−1)
)))

−

min

(
γi(τk−nm:k | θi)

φ̂
(l−1)
i

, 20α

)
γi(τk−nm:k | θi)

φ̂
(l−1)
i

Σ̂
(l−1)

i ,

(16)
where the update speed is again limited by an upper bound to
prevent Σ̂i from becoming singular.

Having an approximation for the joint pdf f(τ(k−nm):k), it
is possible to find the joint pmf f(z(k−nm):k) as given in the
following lemma:

Lemma 1. The probability that the network generates the
unobserved delay sequence z(k−nm):k is given by

Prob(z(k−nm):k = µi) = φi. (17)

Proof. From the formula of conditional probabilities we know

f(z(k−nm):k, τ(k−nm):k) = f(z(k−nm):k | τ(k−nm):k) ×
f(τ(k−nm):k)

= f(τ(k−nm):k | z(k−nm):k) ×
f(z(k−nm):k);

therefore,

f(z(k−nm):k) =
f(z(k−nm):k | τ(k−nm):k)f(τ(k−nm):k)

f(τ(k−nm):k | z(k−nm):k)
.

This can be used to derive the probability

Prob(z(k−nm):k = µi) =

Prob(z(k−nm):k = µi | τ(k−nm):k)f(τ(k−nm):k)

f(τ(k−nm):k | z(k−nm):k = µi)

(18)

where

Prob(z(k−nm):k = µi | τ(k−nm):k) = γi(τ(k−nm):k | θ) (19)

when using the interpretation of (5),

f(τ(k−nm):k) =

nG∑
j=1

φjN (τ(k−nm):k | θj) (20)

and

f(τ(k−nm):k | z(k−nm):k = µi) = N (τ(k−nm):k | θi). (21)

By substituting (19) to (21) into (18) and using (3) the proof
is completed.

Finally, the transition probability can be found using the
definition of conditional probability and Lemma 1 as

Prob(zk = s | zk−nm:k−1) =

Prob(z(k−nm):k = µi)∑
zk∈S Prob((z(k−nm):(k−1), zk) = µi)

, s ∈ S.
(22)

This completes the third and final step of the adaptive network
identification method for hidden Markovian delays.

IV. ADAPTIVE SYSTEM IDENTIFICATION

In this section, a recursive system identification algorithm is
proposed that is implemented on the controller. It is assumed
that the controller knows the applied input over time and
the periodic sensor measurements. Moreover, the input signal
should be persistently exiting with at least order nθ [27,
Theorem 13.1], where nθ ∈ N is the number of parameters to
be estimated. In other words,

R(k) := lim
N→∞

1

N

N∑
t=1

uk+tu
ᵀ
t

exists and

R̄n :=


R(0) R(1) · · · R(n− 1)
R(−1) R(0) · · · R(n− 2)

...
...

. . .
...

R(1− n) R(2− n) · · · R(0)


is nonsingular [27, Lemma 13.1].

First, we will discuss why the often used subspace identi-
fication method (see, e.g., [28] for an introduction) is not the
optimal choice; thereafter, we will propose our method.

System identification with the subspace method assumes
that the system can be discretized into an LTI, discrete-time
system. In the case of an NCS with random input delays, this
can be done with

ūl :=
[
u(lh)

ᵀ
u(lh+ h

r̃ )
ᵀ · · · u(l(h+ 1))

ᵀ]ᵀ
, (23)

where r̃ ∈ N is the amount of discretization steps of u(t), t ∈
(lh, l(h + 1)]. As a result, the submatrices of Ḡl in (2a)
become

Gi =

∫ (hr̃−(i+1)h)r−1

(hr−ih)r̃−1

eAs dsB, i ∈ {0, 1, . . . , r̃}. (24)

As long as the received packets can be rearranged into the
order there are sent, the S2C delay does not play a role in the
identification of the system.

The drawback of this procedure is that it first identifies the
discretized system, before the required CT system; moreover,
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it is assumed that the C2A delay can only take a finite number
of values. This either means that the identification is carried
out with only a few possible C2A delays (r̃ is small), making
the identified system less accurate; or, when r̃ is large, large
matrices have to be inverted since the input block Hankel
matrices are large.

Therefore, we propose a method that is based upon the
adaptive state-space identification method given in [23, Sec.
3.8]. The CT system is parameterized as

θ :=


vec (A)

vec (B)

vec (C)

vec (V )

vec (W )

 , (25)

where θ ∈ Rnθ and nθ := 2n2
x + nxnu + nxny + n2

u is the
number of parameters.

The parameters in V and W are often some order of
magnitudes smaller than the parameters in A, B and C and
will cause the identification to perform badly; therefore, it is
advised to define V and W in the same order of magnitude as
the other parameters in θ. They can be rescaled to the proper
order of magnitude in the equations given in the remainder of
this section as a separate step.

The true parameter vector is given by θ∗ ∈ Rnθ and is
defined as

θ∗ := arg min
θ

εl−n:l(θ)
ᵀ
εl−n:l(θ), (26)

where
εi(θ) := yi −H(θ)x̂i|i(θ)

and n ∈ N is the length of the data window. The estimated
state x̂l|l(θ) := E [xl |yl] is the result of the discrete-time
system in (2) and observer gain Kl ∈ Rnx×ny , where the
predicted and innovated state estimate are given by

x̂l|l−1 := E [xl |ui] = F (θ̂l)x̂l−1|l−1 + Ḡl(θ̂k)ul, (27)

x̂l|l = x̂l|l−1 +Kl

(
yl −H(θ̂l)x̂l|l−1

)
, (28)

respectively. These estimated states are accompanied with the
predicted and innovated state covariance

P l|l−1 := E[(x̂l|l−1 − xl)(x̂l|l−1 − xl)
ᵀ | Il−1]

= F (θ̂l)P l−1|l−1F (θ̂l)
ᵀ

+ V (θ̂l),
(29)

P l|l := E[(x̂l|l − xl)(x̂l|l − xl)
ᵀ | Il]

= (Inx −KlH(θ̂l))P l|l−1

(30)

with the information set Il := {y0, y1, . . . , yl}. The observer
gain is defined as the Kalman gain given by

Kl = P l|l−1H(θ̂l)
ᵀ
S−1
l , (31)

Sl = H(θ̂l)P l|l−1H(θ̂l)
ᵀ

+W (θ̂l).

(26) can be minimized using the Levenberg-Marquardt
Method (LMM) (for a short overview see Appendix A). The
update rule is given by

θ̂
(l+1)

= θ̂
(l)
− dl (32)

with the update step dl ∈ Rnθ . This is found by solving(
Ψ

ᵀ
l−n:lΨl−n:l + λlI

)
dl = Ψ

ᵀ
l−n:lεl−n:l. The process of

determining λl ∈ R+ is explained in Appendix A.
The Jacobian

Ψl−n:l :=
∂εl−n:l

∂θ
=


∂εl−n
∂θ1

∂εl−n
∂θ2

· · · ∂εl−n
∂θnθ

∂εl−n−1

∂θ1

∂εl−n−1

∂θ2
· · · ∂εl−n−1

∂θnθ
...

...
. . .

...
∂εl
∂θ1

∂εl
∂θ2

· · · ∂εl
∂θnθ


can be derived in a similar fashion and notation as in [23,
App. 3.B], where

Ψ
[j]
i :=

∂εi
∂θj

= −∂H
∂θj

x̂i|i −H(θ̂l)X
[j]
i|i. (33)

The derivatives of the predicted and innovated state with
respect to θi are given as

.

X
[j]
i|i−1 :=

∂x̂i|i−1

∂θj
=
∂F

∂θj
x̂i−1|i−1 +

F (θ̂l)X
[j]
i−1|i−1 +

∂Ḡi

∂θj
ūi,

(34)

X
[j]
i|i :=

∂x̂i|i

∂θj
= X

[j]
i|i−1 +K[j]

i ei −

Ki
∂H

∂θj
x̂i|i−1 −K

[j]
i H(θ̂l)X

[j]
i|i−1,

(35)

and of the predicted and innovated state covariance as

Π
[j]
i|i−1 :=

∂P i|i−1

∂θj
=
∂F

∂θj
P i−1|i−1F (θ̂l)

ᵀ
+

F (θ̂l)Π
[j]
i−1|i−1F (θ̂l)

ᵀ
+

F (θ̂l)P i−1|i−1
∂F

∂θj

ᵀ

+
∂V

∂θj
,

(36)

Π
[j]
i|i :=

∂P i|i

∂θj
= Π

[j]
i|i−1 −K

[j]
i H(θ̂l)P i|i−1 −

Ki
∂H

∂θj
P i|i−1 −KiH(θ̂l)Π

[j]
i|i−1.

(37)

The matrix K[j]
i := ∂Ki

∂θj
and is found to be

K[j]
i = Π

[j]
i|i−1H(θ̂l)

ᵀ
S−1
i + P i|i−1

∂H

∂θj

ᵀ

S−1
i −

P i|i−1H(θ̂l)
ᵀ
S−1
i σ

[j]
i S

−1
i ,

(38)

σ
[j]
i :=

∂Si
∂θj

=
∂H

∂θj
P i|i−1H(θ̂l)

ᵀ
+

H(θ̂l)Π
[j]
i|i−1H(θ̂l)

ᵀ
+

H(θ̂l)P i|i−1
∂H

∂θj

ᵀ

+
∂W

∂θj
.

(39)

The initial values of the derivatives of the state estimate and
accompanying covariance matrix are initialized as

X
[j]
l−n−1|l−n−1 := 0nx×1 and Π

[j]
l−n−1|l−n−1 := 0nx×nx ,

j ∈ {1, 2, . . . , nθ}.



7

(34) and (36) contain ∂F
∂θ and ∂Ḡl

∂θ . These derivatives can be
computed as

∂F

∂θ
=

∂

∂θj
eAh

with
∂

∂θj
eAx =

∞∑
r=1

xr

r!

r∑
s=1

Ar−s ∂A

∂θj
As−1 (40)

and
∂Ḡ

∂θj
=
[
∂G1

∂θj
∂G2

∂θj
· · · ∂Gr

∂θj

]
(41)

with
∂Gi

∂θj
= −A−1 ∂A

∂θj
A−1

(
eA(h−ti+1+hk) − eA(h−ti+hk)

)
B +

A−1

(
∂

∂θj
eAx(h−ti+1+hk) − ∂

∂θj
eAx(h−ti+hk)

)
B +

A−1
(
eA(h−ti+1+hk) − eA(h−ti+hk)

) ∂B
∂θj

,

where we assumed that A is invertible; as a result,∫ a
b
eAs ds = A−1

(
eAa − eAb

)
with a, b ∈ R and a > b.

The derivation of ∂H
∂θ in (33), (35) and (37) to (39) is

straightforward.
The optimization problem is over-parameterized due to the

full parameterization of the state-space matrices; therefore, a
reduced gradient is used.

There are an infinite amount of state-space realizations that
result in the same input-output behaviour. Lee and Poolla
[29], McKelvey and Helmersson [30] and Bergboer et al. [31]
realized that all equivalent state-space realizations lie on the
manifold

M :=



[
T−1 0

0 I

] [
A(θ) B(θ) V (θ) 0
C(θ) D(θ) 0 W (θ)

]
×

T 0 0 0
0 I 0 0
0 0 I 0
0 0 0 I


∣∣∣∣∣∣∣∣ det(T ) 6= 0


, (42)

where T ∈ Rnx×nx is a transformation matrix.
In [30], the linear approximation of the gradient of M

around θ̂l for deterministic LTI systems was derived. Using a
similar reasoning, the linear approximation of the gradient of
M around θ̂l for stochastic LTI systems is found to be

Q(θ) =


A(θ)

ᵀ ⊗ Inx − Inx ⊗A(θ)
B(θ)

ᵀ ⊗ Inx
−Inx ⊗C(θ)
V (θ)

ᵀ ⊗ Inx
0n2

x×ny

 . (43)

The space perpendicular toM around θ̂ is given byQ⊥(θ̂) :=
ker(Q(θ̂)).

To make sure that minimization does not slide over the man-
ifold, the gradient Ψ is project into the space perpendicular
to M as

Ψ̃l−n:l := Ψl−n:lQ⊥

(
θ̂

(l)
)
. (44)

This can be incorporate into the LMM update rule of (32),
such that

θ̂
(l+1)

= θ̂
(l)
−Q⊥

(
θ̂

(l)
)
d̃l, (45)

where the update step d̃l ∈ Rnθ if found by solving(
Ψ̃

ᵀ

l−n:lΨ̃l−n:l + λlI
)
d̃l = Ψ̃

ᵀ

l−n:lεl−n:l.
It should be observed that in our problem formulation the

system is sampled periodically, h is constant over time. Our
method, however, also works in settings where the system is
sampled non-periodically (i.e., event-based sampling) and the
time between samples is known (h(t) is a function of time).

V. EXPERIMENTAL RESULTS

In this section, the algorithm described in Sections III
and IV will be evaluated. Section V-A will show the increased
control performance when using the adaptive identification
methods. In Section V-B we focus on the network identifi-
cation method presented in Section III. At last, Section V-C
will evaluate the system identification method of Section IV.

A. Adaptive and Non-adaptive Control Performance in a
Changing Network Environment

This section illustrated the benefits of using adaptive iden-
tification tools concerning the system’s performance. We will
use the optimal controller given in [8, Theorem 5.1], where
the controller gains can be found by solving

Jk := E[x
ᵀ
NQNxN ] + E

[[
xk
uk

]ᵀ
Q

[
xk
uk

] ∣∣∣∣∣ τsc,k
]
, (46)

where we assumed that N → ∞ and Q ∈ Rnu×nx is a
symmetric semi-positive definite matrix given by

Q :=

[
Q11 Q12

Q
ᵀ
12 Q22

]
. (47)

The control law that minimizes (46) for the plant given in (1a)
where the delays are generated with an i.i.d. random process,
and τsc,k + τca,k < h is given by

uk = −Lk(τsc,k)

[
xk
uk−1

]
, (48)

where

Lk(τsc,k) = (Q22 + S̃
22

k+1)−1
[
Q

ᵀ
12 + S̃

21

k+1 S̃
23

k+1

]
,

S̃k+1(τsc,k) = Eτca,k

[
Ψ

ᵀ
(τsc,k, τca,k)Sk+1 ×

Ψ(τsc,k, τca,k)
∣∣∣ τsc,k],

Ψ(τsc,k, τca,k) =

[
F G0(τsc,k, τca,k) G1(τsc,k, τca,k)
0 I 0

]
,

G0(τsc,k, τca,k) =

∫ h−τsc,k−τca,k

0

eAs dsB,

G1(τsc,k, τca,k) =

∫ h

h−τsc,k−τca,k
eAs dsB,

Sk = Eτsc,k
[
Γ
ᵀ
1(τsc,k)QΓ1(τsc,k) +

Γ
ᵀ
2(τsc,k)Sk+1(τsc,k)Γ2(τsc,k)

]
,

Γ1(τsc,k) =

[
I 0
−Lk(τsc,k)

]
,
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Figure 3. Control performance of an adapting (-) and non-adapting controller
(- -) to the network environment. The dotted line shows the moment when the
network environment changes.

Γ2(τsc,k) =

 I 0
−Lk(τsc,k)
0 I

 ,
SN =

[
QN 0
0 0

]
.

Because it is computationally expensive to recompute the con-
troller every time the network or system changes (typically 15
min to 45 min using a MATLAB implementation). Therefore,
the network and system identification algorithms presented in
Sections III and IV will not be used.

We will be using an unstable CT, LTI state-space system as
given in (1) with

A :=

[
0 1
5 −2.5

]
, B :=

[
0
1

]
and C :=

[
1 0

]
.

The system disturbance and measurement noise covariance are
V := 1 · 10−3I2 and W := 1 · 10−4, respectively. The sample
time h := 1 · 10−2 s. The weight matrices, as defined in (47),
are Q11 := I2, Q22 := 1 and Q12 := 0.

The simulated network generates uniformly distributed i.i.d.
delays. At the beginning, the delays for both the S2C and
C2A channels will be in the range of 0 ms to 4.5 ms. After
10 seconds, the delays of the C2A channel will lie between
100 ms to 104.5 ms while the S2C is kept unchanged.

We will be using two different controllers: a controller that
adapts to the changing network environment, and a controller
that does not adapt to these changes. Section V-A shows the
resulting performance, where the performance is defined as

J̄k :=

k∑
i=0

x
ᵀ
iQ11xi +Q22u

2
i .

For k < 1 · 103 both controllers have a similar performance;
however, the non-adapting controller performance worse when
the network changes (k ≥ 1 · 103) compared to the adapting
controller.

TR1 TR2

C
on

tr
ol

le
r

Pl
an

t

Figure 4. Topology of the bidirectional wireless network, where the solid
lines are wired connections and the dashed lines wireless connections. TR1

and TR2 are the wireless transceivers.

B. Adaptive Network Identification

To show that the adaptive network identification method
presented in Section III works we let it identify three networks
using the ZigBee, Wi-Fi or Bluetooth protocol. The topology
of these networks is shown in Fig. 4, where the solid lines
are wired connections and the dashed lines are wireless
connections. The network is simulated using a prerecorded
Round-Trip-Time (RTT)2, where it is assumed that τca,k =
τsc,k = 1

2τk.
Figs. 6 to 8 show sequences of observed delays for the

ZigBee, Wi-Fi and Bluetooth protocol, respectively. From
these figures it can be seen that the ZigBee and Bluetooth
networks have distinct modes, while these modes are not clear
for the Wi-Fi network.

For all three networks the learning rate α is set to 7.5 · 10−4.
The order of the HMM is set to nm := 2 for the ZigBee and
Bluetooth protocols since this makes it possible to visualise the
process. The Wi-Fi protocol is identified as an i.i.d. process.
Figs. 9 to 11 show the initial estimated GMM and estimated
GMM after a number of iterations for the ZigBee, Wi-Fi and
Bluetooth protocol, respectively.

The estimated transistion probability matrix for the ZigBee
protocol after 5000 is given as

T̂
(5000)

ZigBee =


0.83 0.12 0.0077 0.049
0.88 0 0.12 0
0.039 0.17 0 0.79
0.097 0 0.21 0.70


and the estimated modes

Ŝ(5000)
ZigBee = {23.8, 24.5, 31.4, 32.0}ms.

After 1600 samples, the transisition probability matrix for the
Bluetooth protocol is given in (49) with the estimated modes

Ŝ(1600)
Bluetooth = {2.4, 3.0, 3.7, 4.3, 4.9, 5.5,

6.2, 6.8, 7.4, 8.0, 8.6}ms.

C. Adaptive System Identification

In the last section we will look at the adaptive system
identification method proposed in Section IV. We will be using
a stable CT, LTI state-space system as given in (1) with

A :=

[
0 1
−5 −4

]
, B :=

[
0
1

]
and C :=

[
1 0

]
.

2We use our own NCS simulator available at https://github.com/
maartenvlaswinkel/ncs_simulator, where also a MATLAB imple-
mentation of Section III, Section IV and (48) can be found.

https://github.com/maartenvlaswinkel/ncs_simulator
https://github.com/maartenvlaswinkel/ncs_simulator
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T̂
(1600)

Bluetooth =



0.68 0.21 0.09 0.016 0.0047 0.0004 0.0005 0.0005 0.0018 0.0012 0
0.63 0.24 0.078 0.022 0.014 0.0057 0 0 0 0.0015 0.0039
0.57 0.31 0.062 0.044 0 0 0 0 0 0.0085 0
0.58 0.26 0.12 0.031 0.014 0 0 0 0 0 0
0.65 0.24 0 0.067 0.046 0 0 0 0 0 0
0.54 0.028 0 0.43 0 0 0 0 0 0 0

1 0 0 0 0 0 0 0 0 0 0
0 0 1 0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0 0 1 0

0.52 0 0.11 0 0 0 0 0 0 0.23 0.14
0 0.46 0 0 0 0 0 0 0 0.54 0


(49)

The system disturbance and measurement noise covariance
are V := 1 · 10−3I2 and W := 1 · 10−4, respectively. The
sample time h is set to 1 · 10−1 s. The system’s input uk is
zero-mean random white noise signal. The simulated network
generates uniformly distributed i.i.d. delays, where the delays
for both the S2C and C2A channels will be in the range of
0 s to 4.5 · 10−2 s.

The initial estimate for the state-space matrices are chosen
to be

Â
(0)

:=

[
0 1
−5.2 −3.5

]
, B̂

(0)
:=

[
0

1.5

]
and

Ĉ
(0)

:=
[
0.5 0

]
.

Furthermore, the estimate for the system disturbance and
measurement noise covariance are initialized as V̂

(0)
:=

2.5 · 10−3I2 and Ŵ (0) := 0.75 · 10−4, respectively. We have
set the memory n to 100 samples.

Fig. 5 shows the cost, the function to be minimized in
(26), over time. After 78 iterations the estimated system has
sufficiently converged and is the state-space matrices are given
by

Â
(78)

:=

[
0 1

−4.96 −3.96

]
, B̂

(78)
:=

[
0
1

]
and

Ĉ
(78)

:=
[
0.99 4.05 · 10−4

]
,

where

V̂
(78)

:=

[
2.9 · 10−3 3 · 10−4

3 · 10−4 3.3 · 10−3

]
and Ŵ (78) := 0.73 · 10−4.

VI. CONCLUSIONS & OPEN QUESTIONS

In this paper, we tackled the problem of adaptive network
and system identification in wireless NCSs. We have proposed
a method to construct a stochastic model describing the
observed network-induced delays using a GMM. The method
works for both i.i.d. distributed delays and hidden Markovian
delays. Furthermore, we have developed an algorithm to
identify a CT, LTI system in a wireless networked setting using
a fully-parameterized state-space description. It was assumed
that the system is sampled periodically, and new inputs are
applied when they arrive at the plant.

Figure 5. The cost f(θ̂) = εᵀl−n:l(θ̂)εl−n:l(θ̂) over time, where every dot
shows a successful update of the state-space parameters.

The network identification method for delays generated
according the a HMM is able to remove non-observed mode
sequences; however, it is not able to add new sequences. It
might be beneficial to add a mechanism that can add Gaussians
during the estimation procedure such that the algorithm is able
to adapt better to changes in the network environment.

While a GMM is said to be able to approximate most i.i.d.
generated delay distributions, this is not true for the way we
modelled HMMs. We have assumed that rk, the noisy part
of the HMM, has been generated by a Gaussian distribution;
however, this is not necessarily true and other distribution
might give better results.

The proposed system identification method requires knowl-
edge about the input-output data and delay information;
however, we believe it should be possible to identify the
system and network simultaneously using only input-output
information. This improvement would make it possible to
connect traditional systems to a controller over a network.

The available model-based optimal control synthesis meth-
ods are computationally expensive, making it impracticable
to run them every time the model changes. It is, therefore,
beneficial to make these synthesis methods less resource-
heavy by integrating them closer to the system and network
identification methods proposed in this paper.
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(a) Full sequence

(b) Short delays (c) Long delays (d) Transition period

Figure 6. Consecutive samples drawn from the network-induced delay generating process using the Zigbee protocol, with τk the Round-Trip-Time (RTT) of
the kth sample. The black dots show the RTT of the kth sample, the grey lines the transition from the (k− 1) sample to the kth sample. Fig. (a) shows the
full sequence, while Figs. (b), (c) and (d) show the delay behaviour for the mode with short delays (47.5ms to 49ms), long delays (62.5ms to 64ms) and
the transition period from one mode to the other, respectively.

(a) Full sequence

(b) Small variance (c) Medium variance (d) Large variance

Figure 7. Consecutive samples drawn from the network-induced delay generating process using the Wi-Fi protocol, with τk the Round-Trip-Time (RTT) of
the kth sample. The black dots show the RTT of the kth sample, the grey lines the transition from the (k− 1) sample to the kth sample. Fig. (a) shows the
full sequence, while Figs. (b), (c) and (d) show enlarged parts of this full sequence containing a small, medium and large variance, respectively.
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(a) Full sequence

(b) Enlarged part of the sequence

Figure 8. Consecutive samples drawn from the network-induced delay generating process using the Bluetooth protocol, with τk the Round-Trip-Time (RTT)
of the kth sample. The black dots show the RTT of the kth sample, the grey lines the transition from the (k − 1) sample to the kth sample. Fig. (a) shows
the full sequence, while Fig. (b) shows an enlargment of a part of the sequence.

(a) Initial estimate (b) Estimate after 5000 iterations

Figure 9. The two-dimensional GMM used to describe the delays generated with the ZigBee protocol, where (a) shows the initial estimate and (b) the estimate
after 5000 iterations. The crosses show the means of the used Guassians, while the ellipsoids shows the 95% confidence interval. The first 5000 samples are
shown as grey dots.
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(a) Initial estimate (b) Estimate after 5000 iterations

Figure 10. The one-dimensional GMM used to describe the delays generated with the Wi-Fi protocol, where (a) shows the initial estimate and (b) the estimate
after 5000 iterations. The histogram is created using the same 5000 samples used during the estimation and is normalized to describe the pdf.

(a) Initial estimate (b) Estimate after 1600 iterations

Figure 11. The two-dimensional GMM used to describe the delays generated with the Bluetooth protocol, where (a) shows the initial estimate and (b) the
estimate after 1600 iterations. The crosses show the means of the used Guassians, while the ellipsoids shows the 95% confidence interval. The first 1600
samples are shown as grey dots.
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APPENDIX A
LEVENBERG-MARQUADT METHOD

The Levenberg-Marquadt Method (LMM) is often seen as a
precursor to the trust-region method [32, Ch. 4 & Sec. 10.3].
It is used to solve, in a recursive fashion, the problem

θ∗ = arg max
θ

(
(yl − ŷl(θ))(yl − ŷl(θ))

ᵀ
)
, (50)

where yl ∈ Rny is the measured output and ŷl : Rnθ×Rnu →
Rny the predicted output of the system. The implementation
given by Gavin [33, Method 3] has been used in this paper
and will be summarized in this section.

The update rule is given as

θ(l) := θ(l−1) + dl, (51)

where (
Ψ

ᵀ
Ψ + λlI

)
dl = Ψε

is solved to find the update direction with the Jacobian
Ψ := −∂ŷk∂θ , the residual ε := yl − ŷl(θ) and the damping
parameter λl ∈ R+. The Hessian ∂2ε

∂θ2 is approximated by
∂2ε
∂θ2 ≈ Ψ

ᵀ
Ψ. The damping parameter λl is used to ‘steer’ the

update step into the direction of steepest descent dl = Ψε
(λl � 0) or the Gauss-Newton direction dl = (Ψ

ᵀ
Ψ)−1Ψε

(λl ≈ 0). In general, an update step in the Gauss-Newton
direction converges faster; however, it is not possible to
compute (Ψ

ᵀ
Ψ)−1 when Ψ becomes rank deficient. In this

section it is explain how λl is determined.
We introduce the ratio between the actual reduction and the

predicted reduction as

ρl :=
ε
(
θ(l−1)

)
ε
(
θ(l−1)

)ᵀ
− ε

(
θ(l)
)
ε
(
θ(l)
)ᵀ

ε
(
θ(l−1)

)
ε
(
θ(l−1)

)ᵀ
− ε̂

(
θ(l−1), Ψk

)
ε̂
(
θ(l−1), Ψl

)ᵀ ,
(52)

where

ε̂
(
θ(l−1), Ψl

)
= yl − ŷl(θ

(l−1))−Ψdl.

If ρl > ε ∈ R+, the update step of (51) is ac-
cepted and we decrease the damping parameter λl+1 =

λl max
(

1
3 , 1− (2ρl − 1)3

)
and νl+1 = 2; otherwise, we

reject the update step and θ(l) = θ(l−1) and the damping
parameter is increased as λl+1 = λlνl and νl+1 = 2νl.


