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Abstract—GDPR (General Data Protection Regula-
tion) is a new regulation of the European Union that
superimposes strict privacy constraints on storing, ac-
cessing and processing user data, as a way to ensure
that personal user data are not violated neither dis-
closed without an explicit consent. As a consequence,
business processes that interact with large amounts of
such data may easily cause GDPR violations, due to the
typical complexity of such processes. Inspired by these
considerations, this paper highlights the challenges and
critical aspects associated with the GDPR compliance
journey when opting for naïve straight-forward solu-
tions. We propose a business-aware GDPR compliance
journey using online process mining. Using several large
log files generated based on a real scenario, we show
that the proposed tool is both effective and efficient.
As such, it proves to be a powerful concept for usage
in incremental GDPR compliance environments.

Index Terms—General Data Protection Regulation,
Process Mining, Business Intelligence, Model Adapta-
tion, Compliance Checking

I. Introduction
GDPR (General Data Protection Regulation) places on

one hand bounds on the processing of personal data while
on the other hand requires strict security measures for
storing such data upon the dealing entities. Although
being a subjective matter, GDPR has substantial impact
on the working mechanism, usually termed as the business
model, of the majority of the organizations. Transforma-
tion from partial or fully GDPR non-compliant business
processes to a fully GDPR compliant version is non-
trivial task for many organizations. Forward compliance
techniques at model (re)design time and backward com-
pliance techniques at post-implementation stage are used
to ensure compliance with a constraint, like a regulation.
“Blind” compliance with the GDPR regulation, though
looking straight-forward, may threaten the business inter-
est of the organizations. Therefore, a systematic approach
for GDPR compliance, that is simultaneously caring for
the organization’s interests as well, is necessary.

Indeed, data-driven organizations, with their business
models relying heavily on processing recorded (or ac-
quired) data, are having obvious edge over their competi-

tors thus providing temptation for recording and storing
more and more data. Such data may span from personal
data of users to abstract usage behaviors resulting from
the interaction of users with ubiquitous information sys-
tems. Processing personal data beyond the apprised pur-
poses and potential of being leaked to unwanted entities
has been alarming for the users and creating distrust.
The pre-GDPR privacy directives enacted in the Eu-

ropean Union countries were ineffective to cope with the
privacy issues related to the massive storage, access and
processing of the (personal) data of users (e.g., [7]). There-
fore, the European Union adopted the GDPR in 2018.
GDPR provides fine-grained control to the users over their
personal data in the form of landmark data subjects rights.
Concomitantly, the regulation confines the processing of
such personal data to the extent allowed and require to
adopt strong security measures for its storage and transit
to legitimate third parties for the entities handling it.
Each article of GDPR entails either changes to the

behavior of the organizational process(es) or adding (addi-
tional) constraints to it. Embedding these articles within
the existing business environment is a challenging and
critical task. The ideal resulting business processes shall
conform to the GDPR and at the same time remain
business-friendly. For instance, if the right to erasure was
exercised and the organization directly embeds it at a
wrong point in time and process. This will definitely be
disadvantageous for the business involved.
Process mining techniques are must-have tools when

dealing with business processes. Process mining discovery
techniques discover the modus operandi of organizations
from recorded event log, thus providing useful insights
on the process. Conformance checking techniques confront
business process model (either discovered or chalked out
manually) with the logged reality to assess the extent to
which both agree. Compliance checking ensure business
processes operate in harmony with different business rules,
thus providing ways to verify and measure GDPR compli-
ance.
This paper highlights the challenges and critical as-

pects associated with GDPR compliance journey when



opting for naïve straight-forward solutions. We propose
a business-aware GDPR compliance journey using online
process mining. We are considering the right to be forgot-
ten (referred to as RTBF in rest of the text) to the data
subjects as our use case in the operating environment of
car dealerships.

The remainder of this paper is structured as follows.
Section II reports on a typical applicative setting of the
framework we propose. Section III briefly discusses GDPR
and RTBF. Section IV provides an overview of the related
work. Section V provides problem definition. In section VI
we advocate the systematic approach in contrast to the
blind GDPR adaptation in light of GDPR RTBF. Section
VII briefly concludes the work with an outlook.

II. Applicative Setting

Figure 1 shows a possible reference application scenario
of the GDPR compliance framework we propose. Here, a
target employee expense reimbursement (business) process
executes under a complex set of constraints deriving from
several aspects, such as government laws and procedures,
scheduling tasks, cooperative tasks, and so forth. All these
constraints superimpose the target process to access and
manage data, very often big data (e.g., [6], [8], [43]), so
that GDPR compliance requirements exist.

In our envisaged application scenario, a proper external
procedure, named as Compliance Procedure, is in charge
of supporting the GDPR compliance checking. It takes
as input the business process, its execution operational
environment and the GDPR rules, and provides as output
the compliance or non-compliance report.

In the so-delineated context, a multi-constraint system
is determined, as checking the GDPR compliance for the
target business process asks for satisfying several, multiple
parameters. In addition to this, due to the fact that, in
order to execute the GDPR compliance procedure, big
data must be accessed and processed, even performance is-
sues must be considered, and thus spatio-temporal (data)
complexity reduction becomes a critical requirement to
be satisfied. In light of this challenge, GDPR compliance
algorithms not only must work effectively, but also they
must introduce efficiency, according to well-known big
data features.
Quality of data is another concept that is strictly related

to GDPR compliance issues. Indeed, GDPR considers
(user) data as the target goal to protect, but who en-
sures on the quality of such data? Can quality affect the
effectiveness of GDPR compliance methods? This is a
critical research challenge, which is now of relevant interest
in the research community (e.g., [3]). Indeed, quality of
data is critical with respect to the GDPR compliance
effectiveness, like also in our target example reported in
Figure 1. For instance, here, the quality of data of the
reimbursement documents, of course, strictly influences
the effectiveness of the GDPR compliance procedure.

Finally, accountability of data is another aspect that is
becoming very relevant for GDPR compliance issues (e.g.,
[27]). Indeed, in order to ensure the reliability of the same
GDPR compliance procedure, having complete control and
ownership of data generation and processing tasks within
the target business process is a mandatory requirement
for the entire GDPR compliance. Similar considerations
can be found, of course, in our target example reported
in Figure 1. Here, for instance, the ownership and the
generation of expense reports must be fully controlled in
order to ensure the effectiveness of the GDPR compliance
procedure.

III. GDPR and Right to be Forgotten
A. The Regulation
General Data Protection Regulation (GDPR), the user

privacy-centric regulation, was enforced on 25 May 2018
by the European Union. Every organization processing
data of the European Union’s citizens, geographically
located in the European Union or outside territory of
the European Union, is obliged to comply with GDPR.
The 99 articles based regulation, keeping privacy at center
place, calls for privacy by default and privacy by design.
GDPR grants the users, termed as data subjects, multiple
rights over their personal data. Data processing entities,
termed as data controllers and data processors, have been
bound to deploy mechanisms to grant the afore-mentioned
data subjects rights, strive for data minimization, restrict
data processing to the consented purposes and ensure
maximum privacy of the personal data in storage as well
as transit through encryption and data anonymization or
pseudonymization techniques.

B. RTBF
GDPR defines personal data as:
"‘personal data’ means any information relating to an

identified or identifiable natural person (‘data subject’); an
identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an iden-
tifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific
to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person".
Article 17 of GDPR titled Right to Erasure (mostly

known as Right to be Forgotten) is being considered
the landmark out of the bestowed data subject rights.
RTBF entitles data subjects to ask data controller for
erasure of their personal data and accordingly binds the
controller(s) to erase the requested personal data without
undue delay. Although in some exceptional cases the right
can be denied, but in majority of situations and business
cases it remains unavoidable.

C. Impact of RTBF on Businesses
RTBF presents major and far-reaching impact on ma-

jority of the business processes starting right away from its



Fig. 1: GDPR Compliance Applicative Setting Example

implementation. Conventionally, having no such obligation
in place, organizations and businesses have been process-
ing personal data of people, in cases without explicit
consent, upto the extent required for their businesses,
retaining it for unlimited periods, and even subletting it
to other businesses.

In a nutshell, two types of changes are deemed necessary
to adapt the GDPR in general and RTBF specifically.
Organizational changes like deploying dedicated privacy
related focal persons, modification of data access poli-
cies, training of personnel to improve privacy culture and
awareness are required. Technical changes shall update the
process models and update/install associated systems like
data storage systems, data deletion mechanisms for RTBF,
access and activity logging systems etc.

D. Process Mining Perspective
Real world (business) processes are comprehended in the

form of (business) process models. These business process
models serves as a backbone for information systems sup-
porting the business process. Information systems record
events occurring as part of the executing business process.
Process mining relates this event log to the encompass-
ing business process. Due to diverse factors like human
behavior and operating environment’s dynamics, devia-
tions from the representative process model occur during

process execution. Inclusion of additional constraints, in
the form of GDPR, will naturally lead to increased non-
compliance. Additionally, blind inclusion of GDPR on top
of the existing business processes is expected to disrupt
the business model.

IV. Related Work
Due to the innovativeness of our proposal and the

recency of the regulation itself, there exists to the best of
our knowledge a limited number of research initiatives that
are directly related to our research. Specifically, very few
consider the yet interesting case of relating the GDPR is-
sues to specific business process management frameworks,
like us, but only with respect to the application-point-of-
view. Therefore, since we consider methodologies, our work
can be reasonably be viewed as innovative with respect to
actual literature.
Implementation of GDPR has till now been considered

as a matter of safeguarding personal data, in databases
or files. Adhoc solutions have been developed by different
vendors providing single or limited functionality for GDPR
compliance. Examples are tools for consent acquisition and
management, data encryption tools, access rights tools etc.
BPR4GDPR, to the best of our knowledge, is the first
holistic framework taking into account the complete end-
to-end business/organizational processes for GDPR com-



pliance. Dealing with end-to-end business/organizational
processes necessitates taking into account process mining.

Process mining [41], though a relatively young disci-
pline, has strategically positioned itself in the business
processes landscape. The three main process mining tech-
niques namely Process Discovery, Process Conformance
Checking, and Process Enhancement have entered the state
of maturity, especially on static event logs of reasonable
size. Realization of these techniques for streaming data
[42], [19] and data of massive scale is evolving. Recently,
process mining has proven to be very effective in appli-
cations involving customer sensitive data with the aim of
optimizing their journey [38], [39]. Process conformance
checking techniques and compliance checking techniques
are of prime importance for the GDPR compliance [44] and
therefore we will briefly discuss the work done in these rel-
evant areas. Process conformance checking techniques [1],
[4] confronts event log (observed behavior) with business
process model (desired behavior) to assess the level upto
which they are in harmony and detect deviations, if any.

Process compliance checking aims at analyzing the
execution of observed behavior in accordance with the
requisite business rules, regulation(s) etc. Compliance
checking, in contrast to control-flow orientation of con-
formance checking, takes into consideration the various
characteristics of the activities, like, their order of execu-
tion, cardinality of their execution, their predecessor and
successor activities, and the associated data attributes.
Majority of compliance checking techniques [9], [33], [34],
[37] utilize conformance checking techniques as foundation
for their compliance checking. Compliance can be injected
at process design time through guards, also known as
forward compliance, or checked aposteriori on the event
logs, also known as backward compliance.

In the specific GDPR context, Papaioannou and Saraki-
nos [32] first provide some interesting considerations and
possible guidelines on the problem of making the GDPR
compliant with the need for processing big personal data
in cultural institutions. This study indeed contains several
interesting thoughts that inspire similar works in the
scientific field. Still on the conceptual side, [15] provides
a general study on the impact of GDPR over the next-
generation big data systems. Some approaches exploit the
GDPR in cooperation with machine learning algorithms
in order to benchmark how much privacy policies are
robust (e.g., [40]), or make use of GDPR protocols in
specific emerging environments like blockchain (e.g., [24]).
, fog/cloud computing platforms (e.g., [5]), IoT systems
(e.g., [2], [36]), and public/private Web (e.g., [10], [35]).

From the application-side point-of-view, [25] is really
related to our work, as it consider formal models to ensure
data protection that is compliant with the GDPR in
reference IoT healthcare systems. Another application-side
proposal that is close to ours, since the process initiative
is considered, is [28], which focuses on the compliance of
GDPR in m-health applications. Another interesting case

is presented in [23], where the case of charity sectors is
investigated. Indeed, the same problem is also touched in
the context of using of personal data in scientific research
(e.g., [26]). [29] proposes an interesting work that describes
how to effectively model legal knowledge (e.g., knowledge
produced and derived in the legal context) in order to
make it ready for GDPR compliance checking. Indeed,
the same framework can be addressed under a process-
modeling perspective, like in our research.
In process mining, model repair technique [14] filter out

the non-fitting behavior through alignment-based confor-
mance checking. The non-fitting filtered behavior is then
converted to sublogs and process models are discovered
which are glued at appropriate position in the original
model.
The problem of supporting GDPR compliance is also

related to the well-understood provenance problem (e.g.,
[11], [12]). In fact, in order to support GDPR compliance
in business process systems, very often suitable metadata
are computed and/or derived, but, on the other hand,
the problem of querying the origin of such metadata (i.e.,
their provenance) is relevant as well (e.g., [30], [31] ). In
this respect, some relevant questions are those like the
following one: who generated and processed these parts
and sub-parts of GDPR-compliant metadata? “Querable”
GDPR provenance systems aim at answering questions
like that, and GDPR-compliant provenance management
issues will play a relevant role more and more in the future.
Finally, the GDPR compliance main problem is also

strictly related to the well-known privacy of big data
problem (e.g., [13], [16]), since typically large-scale orga-
nizations produces big data that are later processed under
the GDPR.
As the related work analysis has demonstrated, the

methodology we propose in our research really keep a
relevant degree of innovativeness.

V. Problem Definition
A business process model “M” represented as a Petri

net, is a tuple N=(P,T,F,A) where P in the tuple rep-
resents a finite set of Places, T is the set of Transitions,
F is the set of arcs connecting places to transitions and
transitions to places, and A is the set of Activities. In
an example process model of a car dealership, the top
shaded part in Figure 2, P1 to P4 represent the places i.e.,
different process states. Transitions T1 to T5 represent the
activities taking place in the process. The arcs connecting
place Start with transition T1 and subsequently transition
T1 to place P1 are part of F. A labeling function assigns
labels like "Request Test Drive" to transition T1.
In pre-GDPR era, business process models M◦ either

explicitly deny RTBF or lack mechanisms thereof. GDPR’s
RTBF bounds business processes to deploy a mechanism
enabling data subjects Ds to request erasure of their
personal data. The erasure mechanism itself is a process
NGrtbf. AdaptingM◦ for blind inclusion of RTBF (deleting



Fig. 2: Lead to Customer Conversion Process Model with GDPR RTBF

personal data of concerned being rightly after receipt of a
RTBF request) results inM′.
M′ respecting GDPR RTBF in spirit, can potentially be

disadvantageous to the primary process. The data deleted
promptly in response to a RTBF request may be required
to complete the current process or another important
dependent process, thereby leading the system in an incon-
sistent state. Therefore, a more subtle model M′′ taking
into consideration GDPR RTBF but also the intricacy of
the primary business process(model) is required.

VI. Systematic Approach
The challenges resulting from the blind GDPR im-

plementation in the light of a car dealership’s lead to
customer conversion process use case are demonstrated.
Progressively, alternate model adaptation approaches safe-
guarding against the blind GDPR adaptation conse-
quences are presented. Backward compliance techniques
to ascertain the desired compliance are presented. After-
wards, evaluation of the proposed techniques is provided.

A. Use Case Process
Conventionally, car dealerships acquire leads data from

multiple sources associated with automotive industry, for
instance, repair/maintenance services providers, automo-
tive showcase events organizers, automobiles manufactur-
ers. Referring to the shaded top part of the Figure 2, we are
considering a single data source for simplicity. The process
starts with registration of people, termed as leads from the
business process perspective and data subject from the
GDPR perspective, for a test drive at the car dealership’s
portal (backed by an information system). Personal details
like name, address, correspondence details, employment
details, age are provided as part of the registration process.
Consent for processing and storing the provided data for
a certain period, with presentation of the purpose for
such processing and storage, is sought during registration.
Car dealership makes an appointment with the lead for
carrying out test drive with the desired car. A test drive
eventually results either in a car sale deal or ends without
materializing a deal.

B. Blind Model Adaptation
In order to be GDPR RTBF compliant, the car dealer-

ship’s lead to customer conversion process in top part of
the Figure 2 is blindly overlaid with the RTBF process i.e.,
M′= N ⊕ NGrtbf, as depicted in the lower part of Figure 2.
The resulting GDPR RTBF overlaid process enables the
test driving lead exercise his erasure right at any point
in time, be it right away after the test drive. The RTBF
mechanism will trace all the repositories containing the
data regarding the lead and delete the data promptly. If no
such erasure request is made by the lead, the car dealership
can retain the data for a period specified under the auspice
of GDPR and process it for purposes consented by the lead
at the time of registration.

C. Forward Compliance as a Safeguard
As discussed in Section III-C, to cope with the side-

effects of the blind GDPR adaptation the organizational
policies may need to be updated and accordingly incul-
cated in the process model. For our process model of
car dealership in Figure 2, one solution is introducing
minimum data retention period Rmin. The car dealership,
apart from the maximum data retention period Rmax, de-
fines mandatory minimum data retention period for a test
drive activity. The minimum data retention period may
depend on the nature of the activity and the concerned
vulnerabilities. Users desirous of test driving a car must
agree to the minimum data retention period policy along
with the maximum data retention policy.
It should be noted that our solution is not simply

adding guards to transitions in a business process but
infact a systematic transition from M′ to M′′ taking
into consideration the intricacies of the primary business
model. Referring to Figure 3, the model adaptation mod-
ule of the envisaged process mining framework requires
the (supposedly) GDPR non-compliant model and the
GDPR provisions in a suitable formal representation as
bare minimum. The adapted business process model once
put into service, the compliance can be ascertained by
backward compliance techniques presented in the next
subsection. Our proposed approach, though evaluated on



Fig. 3: Process Mining Framework for GDPR compliance of Business Processes

a specific use case, is general enough to be applied to a
majority of business processes for adaptation to GDPR
compliance and remain business-friendly simultaneously.

D. Backward Compliance as a Savior
Forward compliance techniques safeguards non-

compliance of the GDPR by putting bounds on the
business process at (re)design time to ensure the business
process is executed within the defined boundaries.
Yet, due to a number of factors related to the entities
surrounding the process like resources, environmental
variables and context, business processes somehow creeps
beyond the specified boundaries. Backward compliance
checking techniques detects the non-compliance by
analysing the post-operation execution traces.

Referring to Figure 3, the innovative compliance check-
ing techniques of our process mining framework provides
functionality to uncover cases deviating with respect to
the related provisions of the GDPR, RTBF at present.
The compliance checking module requires the process
execution data and a formal specification of the RTBF.
The compliance checking module confronts the process
execution data with the formal specification of the RTBF
(a Petri net model in our tool) and discovers the non-
compliant cases in the event log. Apart from localizing the
non-compliant behavior, the compliant and non-compliant
behavior can be scoped for further investigation.

E. Evaluation
This section details the evaluation of our forward

and backward compliance techniques. Details about the
methodology for generation of synthetic event log on the
basis of the use case process are provided. The generated
event logs in turn are used to evaluate the techniques.
With the ubiquitousness of information systems backing
business processes and recording events at fine granularity,

both the size and the volume of the event logs cannot be
constrained. The scalability of the tools and techniques is
therefore an important consideration. We also evaluated
our techniques on event logs of considerable sizes (in terms
of number of cases and the number of deviations) to
ascertain the scalability and readiness of the tool to deal
with big size event logs.
The evaluation of the techniques is performed on a

laptop with an Intel Core i7-7700HQ CPU, 32GB of RAM
and running Windows 10. Our compliance techniques are
layered on top of the ProM1 with configuration of 8GB
RAM requirements. The use case process is modeled in
CPN Tools2 for generating event logs. It is worthy to
mention that the presented techniques for GDPR compli-
ance complemented by process mining techniques are novel
and as such, to the best of our knowledge, no other tool
is providing same functionality. A comparative analysis
therefore is as such not provided.
1) Blind vs. systematic compliance techniques: For

demonstration of the blindly adapted GDPR RTBF com-
pliant business processes, as per the modelM′ of the car
dealership, leads can make road traffic violations during
test drives. The car dealership shall receive fine tickets for
such violations at some later stage. Therefore, along with
the RTBF, mechanism for generating road traffic fines is
also included in the relevant CPN tools model. The model
is simulated for 10000 cases for diversity in the behavior.
In this specific experimental evaluation, we are mainly
interested in scenarios instead of statistics.
Using our tool, we checked the conformance of the

generated event log L′ with the representative process
modelM′. Referring to the conformance checking results
of modelM′ with the event log L′ in Table I, in 31 RTBF

1http://www.promtools.org
2http://www.cpntools.org



TABLE I: Conformance checking statistics for Blind GDPR compliance and Systematic GDPR compliance

overall model-log fitness fine ticket traces

synchronous move move-on-model move-on-log

Blind GDPR Compliance 0.99 590 31 0

Systematic GDPR Compliance 1.0 1528 0 0

Fig. 4: GDPR compliance diagnostics of the Lead to Customer Conversion Process Model

and traffic violation combination cases we observe move-
on-model on activities Trace Transaction and Forward
Ticket. This implies that in 31 cases the fine tickets were
received by the car dealership but the subsequent activities
of tracing the relevant test drive and forwarding the ticket
to the lead responsible for the traffic violation were not
executed. In hindsight, the data regarding the specific test
drive transactions has already been deleted by the lead
through exercising RTBF some time between the test drive
and the reception of a traffic violation ticket.

In few cases, by virtue of the loop-holes in the blind
RTBF adaptation, leads were able to exercise RTBF after
receipt of the fine tickets in connection with their test
drives. We modeled the updated car dealership process
modelM′′ in CPN Tools embedding the minimum reten-
tion policy. The log L′′ generated as a result of simulating
M′′ is checked for conformance with the representative
process model. From Table I, as opposed to blind RTBF
adaptation, no move-on-model for a fine ticket received
by the car dealership can be witnessed in the conformance
checking results of this systematic adaptation. This implies
that whenever a traffic fine was received it was always

possible to trace the relevant test drive transaction and
subsequently forward the ticket to the responsible lead.

2) Detecting non-compliant cases: In the next evalua-
tion experiment of our approach we evaluate the backward
compliance technique in the light of the GDPR’s Articles
17 and 12. In accordance with Article 12 of the GDPR,
data controller shall inform data subject about the action
taken in response to the RTBF request. We analysed the
simulated event log L′ for compliance with RTBF and the
acknowledgment requirement of Article 12. Referring to
the compliance diagnosis depicted in the Figure 4, in 9
cases out of the 70 RTBF cases the data subject was not
acknowledged by the data controller regarding the action
taken on the RTBF request. These 9 non-compliant cases
can be scoped out to be further analysed and discover
the reasons leading to the non-compliance. Feedback from
the analysis can lead to either (minor) model-repair or
complete process over-hauling. The numbers located in the
lower part of the activities in the process model of the
Figure 4 determines the proportion of the deviating and
compliant cases respectively. Red-framed activities (in this
case only Notify) indicate the parts of the traces where
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some cases are deviating from the GDPR-implied rules.

3) Scalability of proposed solution: In the last part of
our experimental evaluation, we test the scalability of our
proposed tool w.r.t. the increase of the total number of
cases as well as towards the increase of the percentage of
the deviating cases. Figure 5 presents the scalability of
the compliance checking tool w.r.t. the increase of total
number of cases considered in the log file. As it to be
expected, our tool has a quasilinear time complexity in
the number of considered cases. Note that the order of
the activities in the synthesized cases is of a completely
random nature whenever several possibilities are indicated
by the model (through XOR-splits). This shows a high
potential of the proposed tool for being used in online
settings.

Figure 6 depicts the running time of the tool w.r.t.
the percentage of the deviating cases out of the 300000
cases with RTBF requests. The total number of cases in

the considered log file is always 500000. It can be seen
from Figure 6 that, contrary to intuition, as the percent-
age of deviating cases increases, the running time of the
compliance checking tool decreases. This can be explained
however by the fact that we introduced deviations into
cases by removing the Notify activities from these cases
(cf. Figure 4). This is what happens in reality when cases
are deviating from the RTBF regulation. But obviously,
it results with cases who has on average less number
of activities and are thus easier to process. This proves
again the applicability of the compliance checking tool in
scenarios where a fast reaction to deviations is needed.

VII. Conclusions and Future Work
Compliance to GDPR regulations, though looking to

be straight-forwardly integrating some extra mechanism(s)
to the current business model, in essence is a non-trivial
task. The process may span over multiple rounds of model
adaptation, model simulation, conformance and compli-



ance checking etc. Through forward compliance techniques
a model can be transformed to be GDPR compliant
however, foolproof compliance can be ensured through the
execution of the process in real environments and then
discovering non-compliance through backward compliance
checking techniques and adapting the model accordingly.

Some future horizons are provided. The specific domain
process has been addressed with respect to just a single
GDPR regulation. Application of multiple GDPR require-
ments in combination will encounter unique challenges.
The complexity may differ from business to business, and
extreme for business models where multiple organizations
are involved. Therefore, processes spanning over multiple
organizations will provide interesting and unique chal-
lenges.

Non-compliance to the GDPR bear severe financial
consequences. It is therefore important to detect non-
compliance at the earliest, ideally during the course of the
process execution. On the same line, (legitimate) changes
in the process execution needs to be detected automati-
cally and may be reflected in the incumbent process model
[17].

Additionally, we would like to investigate the possibility
of involving solutions from sequential pattern mining for
big data [18] which proved to be useful e.g. in stream
prediction [21], [20] and stream process discovery [22] in
the field of online compliance checking.
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