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Frequency domain analysis of networked control
systems modelled by Markov jump linear systems

Abstract—This paper addresses networked control systems that
can be modelled by Markov jump linear systems, including linear
control systems with correlated random delays and correlated
random packet drops. Our analysis focuses on the statistical
moments (mean and variance) of the modelled system. We start
by establishing that the map between a deterministic input
to the system and the statistical moments of the state and
output is time-invariant. Then, we use this fact to provide a
frequency domain analysis framework to compute the mean
and bound the variance of the time response of the system to
a deterministic input based on a graphical method. We show,
through an example, that our variance bounds are tighter than
the ones provided in previous work. We apply the results to
the remote control of a linear process. The process is simulated
on a different thread than the one implementing the controller
and the threads communicate over a Zig Bee network. Based
on experimental data, we conclude that the delays between two
consecutive transmissions are correlated and use our tools to
analyze the input-to-output properties of the system.

Index Terms—Markov chain, frequency response methods,
data loss, random delay, stochastic analysis.

I. INTRODUCTION

N etworked control systems (NCSs) are systems whose
sensors, actuators and controllers are spatially distributed

and communicate with each other via a shared bandwidth-
limited digital communication network. The use of shared
resources in real-time reduces costs and increases flexibility.
Examples can be found in the context of cooperative robotics,
internet of things, remote control and vehicle platooning. It is
expected that in the near future cloud-based computing and
5G networks will enable many more applications.

However, compared to using several dedicated indepen-
dent connections, the use of a shared network induces new
challenges. Controlling real-time systems over communication
networks leads to time-varying effects in the loop, such as
computational and communication delays and data drops.
These undesired effects can disturb the control loop, even
disrupt it. Taking into account these effects in the control
design requires a significantly more elaborate analysis than
that for traditional sampled-data systems.

Recently, the use of NCSs coping with networked induced
delays and data loss has been widely studied. Several methods
of state estimation and stability analysis are considered, which
are mainly to improve the performance of the system. Here,
we only survey a few works.

Time-varying Kalman filters (TVKF) for linear systems with
packet drops has been studied in [1], where it was shown
that a critical value of the arrival rate of the observations
is required to guarantee a bounded state error covariance.
Multiple independently working sensors are considered in [2]
where conditions are given for the estimation error process to

be almost surely stable. Pre-computed gain matrices for the
TVKF [3] are used to reduce the computation cost, and the
variance of the estimation error is shown to be comparable to
that of the optimal TVKF when the set of pre-computed gain
matrices is sufficiently large. In [4] the stability of NCSs
is analyzed with respect to the sampling rate and network
delays. In [5], a model predictive control (MPC) approach is
used to compensate the forward delay (delay from controller to
actuator), combined with a model predictor to compensate the
backward delay (delay from sensor to controller). Event-based
MPC is studied in [6].

In the realm of nonlinear systems, model-based fuzzy con-
trol methods are often used for the analysis and synthesis
of complex nonlinear NCSs. For example, [7] investigates
the H∞ control problem of nonlinear NCSs represented by
a Takagi-Sugeno fuzzy model. A sliding mode controller
problem is considered based on fuzzy model in [8]. NCSs with
random delays can also be modeled with uncertainty [9]–[12],
which are also called uncertain networked control systems
(UNCSs). In [13] the stabilizing controller design problem for
a UNCSs was studied.

One of the most used modeling techniques is to capture the
underlying stochastic process in network communication as a
Markov chain [14]. In [15], an H∞ optimal control problem
is studied and combined with Markovian models for packet
losses in NCSs. A packet-loss dependent Lyapunov function
is introduced in [16] to establish the stability condition for
NCSs with Markovian packet losses. Markovian models with
an upper bound on the consecutive packet losses in NCSs are
used in [17] to establish sufficient conditions for stochastic
stability, and in [18] stabilized by an H∞ output feedback
controller. NCSs with random delays are also modelled by
Markov jump models [19]–[21], where a class of Markov
jump system with partially unknown transition probabilities
are also considered in [21]. In [22], the entries of the Markov
transition probability matrices are considered to be subject
to uncertainties and a tracking controller design problem is
considered for a discrete-time networked predictive control
system. In [23], a unified Markov chain model is used for a
class of networked control systems, which takes both random
delays and data losses into consideration.

While many methods have been proposed for system mod-
elling and stability analysis of networked control systems,
frequency domain analysis tools, which are widely used in
industry to analyse traditional control systems, are almost
absent. This follows from the fact that delays and packet drops
add time-varying features to the closed-loop model. However,
one can still find in the literature two frequency domain
approaches to study networked control system. First, [14]
proposed a frequency domain analysis by plotting the spectral
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densities of the output when white noise is applied as an input.
A different approach is followed in [24], where the analysis
is based on computing the expected value and the variance
of the output response to deterministic signals, taking packet
losses into consideration. Then [25] extends the analysis to
networked control systems with induced delays and packet
losses for Multiple Input Multiple Output (MIMO) systems.
However, [24], [25] only model networked control system
captured by linear systems with independent and identically
distributed parameters, such as packet loss processes follow-
ing a Bernoulli distribution and independent and identically
distributed delays.

The present thesis follows the approach in [24], [25] but
considering a larger class of systems. In fact, we consider
NCSs with phenomena such as random delays and data losses
modelled by finite dimensional Markov chains, which can be
captured by Markov Jump Linear Systems (MJLS, [26]). This
model can be applied to a broad range of networked control
systems, and in particular take correlations between packed
drops and correlations between delays in the network into
account. As in [24], [25] our approach mainly relies on the
calculation of statistical moments (expected value, variance,
etc) of the state and the output of the original system. We
show that also for Markov Jump Linear Systems these can
be computed by considering time-invariant systems, despite
the fact that the original system is time-varying. This is based
on the fact that the maps between the input and the statistical
moments of the state and the output are time-invariant. For the
special case of networked control systems with independent
and identically distributed delays and drops we show, through
an example, that our variance bounds are tighter than the ones
provided in [24], [25].

We apply the results to the remote control of a linear
process. The process is simulated on a different thread than the
one implementing the controller and the threads communicate
over a Zig Bee network. Based on experimental data, we con-
clude that the delays between two consecutive transmissions
are correlated and use our tools to analyze the input to output
properties of the system. A Matlab app is made available
to test our results and can be downloaded from the Matlab
community.

The remainder of the thesis is organized as follows. Sec-
tion II provides some background and states the research
question. Section III provides several examples of networked
control system which can be modelled by Markov jump linear
systems. Section IV provides the analytical results of the
thesis, which extend the frequency domain results of [24], [25]
to Markov jump linear systems. A simulation example is also
given at the end of Section IV. Sections V describes how to
identify a Markov chain model from a set of data (e.g. delays,
packet drops). Section VI details the Matlab app developed
to make the proposed tools available. Section VII discusses
the results of the experiments with a Zig Bee network in the
loop. Finally, Section VIII provides concluding results and
Section IX discusses directions for future work.

II. PRELIMINARIES

This section starts by providing some motivation for a
frequency domain analysis of networked control systems. Then
it summarizes previous work on the topic. Since, the focus of
the work is to extend previous work to cope with delays and
packet drops modelled by Markov chains, these are also briefly
introduced. The main research question of this paper, is then
precisely stated, together with the contribution.

A. Motivation

A frequency domain analysis framework [24], [25] has been
provided that is based on computing the expected value and
the variance of the output response of a system to deterministic
signals. To illustrate this, consider a very basic time-varying
system that samples the input signal at times t1, t2, . . . , tk and
holds the value until the next sampling time. The intervals
between every two consecutive samples are stochastic and
follow an exponential distribution with rate 5 (see Figure 1).

Fig. 1: Illustration of main concept of the framework

As the sampling time is stochastic, the output is different in
different trials, while the deterministic input is the same. This
makes the analysis hard since there are many possible outputs
for each input. However, if one takes the expected value of the
output, a sinusoid can be obtained. This fact can be extended
to complex systems and provides a new method for frequency
domain analysis of systems with time-varying effects, which
is summarized in the next section.

B. Previous work

A broad range of real-time and networked control models
can be captured by the following model

ξk+1 = Aσkξk +Bσkrk (1)

where ξk is a generalized state, {σk|k ∈ {0, 1, 2, . . . }} is a
sequence of independent and identically distributed random
variables and rk is a generalized vector of exogenous signals,
such as references and disturbances. For instance, networked
control systems with stochastic delays, packet drops and other
effects, see [24], [25] and some special cases of the examples
given in the sequel. One if often interested in an output of the
plant

yk = Cξk (2)
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and in the input to output behaviour of the system.
In [24], [25], a frequency-domain analysis was proposed

for such systems. It relies on the fact that the map between rk
and the statistical moments of ξk (mean and variance) is time-
invariant. This fact is used to plot the amplitude and phase of
the output mean and variance to a sinusoid, just as in a Bode
plot. This frequency response plot is then used to provide the
exact mean and provide a bound to the variance to the output
response of the system to any deterministic input rk. A similar
approach will be followed here to provide analogous results
to the case where σk is modelled as a Markov Chain. Markov
chains are introduced in the next section.

C. Markov process and Markov chain

Given a stochastic process {X(t), t ∈ T}, if for every n,
t1 < t2 < · · · < tn ∈ T and X(t1) = x1, . . . , X(tn) = xn,
the following condition is satisfied

P [X(tn+1) ≤ x|X(tn) = xn, . . . , X(t1) = x1]

= P [X(tn+1) ≤ x|X(tn) = xn],
(3)

then the statistical process is said to be a Markov process.
Only discrete Markov chain is considered in this pa-

per. Given a discrete state stochastic process {X(t), t ∈
{0, 1, 2, . . . }} with its state space S = {s1, . . . , sN}, N ∈
N+, if X(t) satisfies

P [X(t+ 1) = x|X(t) = xt, . . . , X(1) = x1]

= P [X(t+ 1) = x|X(t) = xt].
(4)

where x ∈ S and xi ∈ S, i ∈ {1, . . . , t}, then this stochastic
process is called a Markov chain.

Applying this to (1) we assume that σk is a Markov chain,
i.e.,

Prob[σk+1 = j|σ0 = i0, . . . , σk = ik] = Prob[σk+1 = j|σk = ik]

We denote by the transition probabilities by

Prob[σk+1 = j|σk = i] = pij (5)

where pij ∈ [0, 1].

D. Research question and contribution

The research question tackled in this paper, in short, is to
extend the results in [24], [25] by modeling the networked
systems as a Markov jump linear system. Moreover, with the
assumption that {σk|k ∈ {0, 1, 2, . . .}} described in II-A is a
Markov chain, (1) is now a discrete-time Markov jump linear
system, and then the statistical moments can be calculated
based on Markov jump linear system theorem [15], which is
crucial for the project. By using Markov chain to represent the
stochastic process in the networked control systems, it allows
to consider a much broader range of systems, for instance,
systems with correlated packet drops and delays.

Not only we show that it is possible to extend the results
in [24], [25] to Markov jump linear systems, but we actually
provide bounds for the variance which are actually tighter
than the ones provided there. Moreover, a MATLAB app is
designed to deal with the networked systems corresponding to
the models in Section III, with an outcome of a frequency bode

plot, statistical moments (mean and variance) of the output
time response. It can also handle other user-defined Markov
jump linear system models for networked control systems.
Simulations considering packet drops and network induced
delay case are implemented, as well as an experiment using a
Zigbee network in the control loop.

III. MODELING

The purpose of this section is to show how broad the class
of systems considered here is. In fact, in this section, different
cases of networked control system are studied and it is shown
that for these cases, the networked control systems can be
captured by the model (1), (2), (5).

A. NCSs with packet losses modeled as Markov chains

Consider the networked control loop in the next. The plant
is described by the linear model{

xt+1 = Axt +Bũt

yt = Cxt
(6)

and the controller is described by the linear model{
xct+1 = Acx

c
t +Bc(rt − ỹt)

ut = Ccx
c
t +Dc(rt − ỹt)

(7)

where xt ∈ Rnx and xct ∈ Rnxc denote the state of the plant
and of the controller at time t ∈ Z, respectively. Moreover,
ũt ∈ R and yt ∈ R are the input and the output of the plant
at time t, respectively. et := rt − ỹt ∈ R and ut ∈ R are the
input and the output of the controller at time t, respectively,
where ỹt ∈ R is the latest received output of the plant and
rt ∈ R is the reference signal.

The data dropouts in the sensor-to-controller channel is
modeled as a hold function of yt

ỹt = (1− θt)ỹt−1 + θtyt, (8)

where θt ∈ {0, 1}, t ∈ Z. θt = 1 represents that the controller
receives the output yt of the plant at time t and θt = 0 means
the data is lost. In the same way, the data dropouts in the
controller-to-actuator channel is modeled as a hold function
of ut

ũt = (1− ρt)ũt−1 + ρtut, (9)

where ρt ∈ {0, 1}, t ∈ Z. ρt = 1 represents that the actuator
receives the control signal u(t) from the controller at time t
and ρt = 0 means the control signal is lost.

Let σt ∈ {1, 2, 3, 4} indicate the possible data loss cases
occurred at time t

(θt, ρt) =


(0, 0) if σt = 1,

(1, 0) if σt = 2,

(0, 1) if σt = 3,

(1, 1) if σt = 4.
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Then, let the generalized state vector ξt :=
(xt, x

c
t , ũt−1, ỹt−1) ∈ Rn, we can model the system

as (1),
ξt+1 = Eσtξt +Hσtrt, (10)

for every t ∈ Z, where, for i ∈ {1, 2, 3, 4},

Ei :=


A− ρ

i
θiBDcC ρ

i
BCc (1− ρ

i
)B −ρ

i
(1− θi)BDc

−θiBcC Ac 0 −(1− θi)Bc

−ρ
i
θiDcC ρ

i
Cc (1− ρ

i
) −ρ

i
(1− θi)Dc

θiC 0 0 (1− θi)

 ,

Hi :=
(
ρ
i
(BDc)ᵀ Bᵀ

c ρ
i
Dᵀ

c 0
)ᵀ
,

and

(θ1, ρ1) :=(0, 0), (θ2, ρ2) :=(1, 0), (θ3, ρ3) :=(0, 1), (θ4, ρ4) :=(1, 1).

Note that (θt, ρt) = (θσt , ρσt
). Moreover,

yt = Fξt, F :=
(
C 0 0 0

)
. (11)

The stochastic process of data losses is modeled with the
following assumption.

Assumption 1. The transition of σt is modeled as a Markov
chain, which has the following mode transition probability

Prob[σt+1 = j|σt = i] = pij (12)

Under this assumption the probability of each mode at time
step t + 1 depends only on the mode attained at time step t.
The transition probability matrix can be described as

P =


p11 p12 p13 p14
p21 p22 p23 p24
p31 p32 p33 p34
p41 p42 p43 p44

 (13)

Assume that the Markov chain is ergodic and aperiodic and
that it has an invariant (stationary) distribution Π = ΠP ,Π =
[π1 π2 π3 π4]. For the sake of simplicity, we assume that
the Markov chain is initialized with the invariant distribution
(stationary point). That is, Prob[σ0 = i] = πi, i ∈ {1, 2, 3, 4}.
The model is now completed.

Model (10) together with the probabilities pij , i, j ∈
{1, 2, 3, 4}, forms a Markov jump linear system. This model
can capture different scenarios of interest.

1) A representative example is that the stochastic process
of data losses in each channel is an independent Gilbert
Elliot model (Figure 2). This applies to the case in which
consecutive data losses and consecutive data reception
often happen. In other words, if current data is lost, then
the next data is probable to be also lost. If current data
is received successfully, then the next data is probable to
be received successfully, too. In next chapter a specific
example of Gilbert Elliot model is used to be analyzed
by the frequency domain tools.

2) Another special case is when the stochastic process
reduced to two independent Bernoulli distribution for
each channel. This represents the case in which the
probability of data loss in one channel is constant at
each time step t.

Fig. 2: Gilbert Elliot model

B. NCSs with random network-induced delays

Here we mainly consider about three cases:

1. Networked control systems with round trip delays either
less than or larger than the sample time.

2. Synthesis of networked control system and state estima-
tion.

3. Networked control systems with augmented states of the
history.

Fig. 3: Continuous-time networked control system sampled
with random delay

1) Networked control systems with round trip delays either
less than or lager than the sample time.: Consider the network
system with a continuous-time plant, see Figure 3. The sensor
samples at a fixed frequency 1

h . The controller and actuator
here are considered to be event-driven, i.e., they run at the time
when they receive data. The sampling time is h, kh represents
the kth sampling time.

The continuous-time linear plant is modeled as

ẋ(t) = Ax(t) +Bu∗(t)

y(t) = Cx(t)

u∗(t) = uk, for t ∈ [kh+ δk, (k + 1)h+ δk+1)

(14)

where δk = δpck + δck + δcpk is the total delay in the kth period.
δpck is the delay from the plant (sensor) to the controller in the
kth period, δcpk is the delay from the controller to the plant
(actuator) in the kth period, and δck is the time for the controller
to compute the control signal. First consider the case where
δk < h, for k ∈ {1, 2, · · · }.

The controller is modeled as

ẋc(t) = Acxc(t) +Bc(r(t)− y∗(t))
u(t) = Ccxc(t) +Dc(r(t)− y∗(t))
y∗(t) = yk, for t ∈ [kh+ δpck , (k + 1)h+ δpck+1)

(15)
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with r(t) = rk, t ∈ [kh, (k + 1)h). Exact discretization of
dynamics at the sampling instants (xk := x(kh) and xc,k :=
xc(kh))

xk+1 =

eAhxk +

∫ h

h−δk
eAsdsB︸ ︷︷ ︸

M1,δk

uk−1 +

∫ h−δk

0

eAsdsB︸ ︷︷ ︸
M2,δk

uk

xc,k+1 = eAchxc,k +

∫ h

h−δpck
eAcsdsBc︸ ︷︷ ︸

N1,δ
pc
k

(rk − yk−1)

+

∫ h−δpck

0

eAcsdsBc︸ ︷︷ ︸
N2,δ

pc
k

(rk − yk)

(16)

The update of uk and yk is

uk = Cce
Acδ

pc
k xc,k + Cc

∫ δpck

0

eAcsdsBc︸ ︷︷ ︸
N3,δ

pc
k

(rk − yk−1) +Dc(rk − yk)

yk = Cxk
(17)

By substituting (16) with (17), we get a new state space
with a generalized state ξ(k) = [xk;xc,k;uk−1; yk−1].

xk+1

xc,k+1

uk
yk

 = E(δpck ,δ
c
k,δ

cp
k )


xk
xc,k
uk−1
yk−1

+H(δpck ,δ
c
k,δ

cp
k )rk (18)

where

E(δpck ,δ
c
k,δ

cp
k ) =

eAh −M2,δkDcC M2,δkCce
Acδ

pc
k M1,δk −M2,δkN3,δpck

−N2,δpck
C eAch 0 −N1,δpck

−DcC Cce
Acδ

pc
k 0 −N3,δpck

C 0 0 0



H(δpck ,δ
c
k,δ

cp
k ) =


M2,δk(Dc +N3,δpck

)

N1,δpck
+N2,δpck

C

Dc +N3,δpck
0

 .
(19)

When σk := [δpck ; δck; δcpk ] is a random variable that has an
evolution process as a Markov chain, the new system is a
discrete Markov jumping linear system.

A special case for the system described in (14) and (15) is
Ac = 0, Bc = 0, Cc = 0, then the controller is

u(t) = Dc(r(t)− y∗(t)) (20)

And if the state is available, it becomes a state feedback
controller.

For simplicity, we would use the controller in (20) and
consider the case that the round trip delay δk ∈ [0, 2h] to
discuss the case when delay is larger than sample time h.
Assume the sensor-to-controller delay δpck ∈ [0, h). Notice that

there can be disorder when uk arrives earlier than uk−1 and
the model of the system will only depend on round trip delay.

In this case, as the delay is larger than one sample period,
there can be case where no control signal arrived in some
sample period, or there can be cases where two control signal
arrive in the same sample period. But if we use enumeration
method to model the system considering with all the cases, it
will show that each case can be modeled as (1) and then the
whole system is still in the form of (1).

Fig. 4: Description of 5 cases for delay δk ∈ [0, 2h]

Under the above assumption, there are 5 cases, see Figure 4,
with

xk+1 =

eAhxk +
∫ h
h−δk e

AsdsBuk−1 +
∫ h−δk
0

eAsdsBuk,

if δk−1 ∈ [0, h] and δk ∈ [0, h]. (case 1)
eAhxk +

∫ h
0
eAsdsBuk−1,

if δk−1 ∈ [0, h] and δk ∈ [h, 2h]. (case 2)
eAhxk +

∫ h
2h−δk−1

eAsdsBuk−2 +
∫ 2h−δk−1

0
eAsdsBuk−1,

if δk−1 ∈ [h, 2h] and δk ∈ [h, 2h]. (case 3)
eAhxk +

∫ h
2h−δk−1

eAsdsBuk−2 +
∫ 2h−δk−1

h−δk eAsdsBuk−1+∫ h−δk
0

eAsdsBuk,

if 0 < δk−1 − h < δk ≤ h. (case 4)
eAhxk +

∫ h
h−δk e

AsdsBuk−2 +
∫ h−δk
0

eAsdsBuk,

if 0 < δk ≤ δk−1 − h ≤ h. (case 5)
(21)

with
ui = Dc(ri − Cxi), i = k − 2, k − 1, k.

We can model the system with generalized state ξk =
[xk;uk−1;uk−2]. For case 1,xk+1

uk
uk−1

 =

eAh −M11
δk
DcC M12

δk
0

−DcC 0 0
0 I 0

 xk
uk−1
uk−2


+

M11
δk
Dc

Dc
0

 rk
(22)
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where M11
δk

=
∫ h−δk
0

eAsdsB and M12
δk

=
∫ h
h−δk e

AsdsB.
For case 2xk+1

uk
uk−1

 =

 eAh M21 0
−DcC 0 0

0 I 0

 xk
uk−1
uk−2

+

 0
Dc
0

 rk (23)

where M21 =
∫ h
0
eAsdsB.

For case 3xk+1

uk
uk−1

 =

 eAh M31
δk−1

M32
δk−1

−DcC 0 0
0 I 0

 xk
uk−1
uk−2

+

 0
Dc
0

 rk
(24)

where M31
δk−1

=
∫ 2h−δk−1

0
eAsdsB and M32

δk−1
=∫ h

2h−δk−1
eAsdsB.

For case 4xk+1

uk
uk−1

 =

eAh −M41
δk
DcC M42

δk,δk−1
M43
δk−1

−DcC 0 0
0 I 0

 xk
uk−1
uk−2


+

M41
δk
Dc

Dc
0

 rk
(25)

where M41
δk

=
∫ h−δk
0

eAsdsB, M42
δk,δk−1

=
∫ 2h−δk−1

h−δk eAsdsB

and M43
δk−1

=
∫ h
2h−δk−1

eAsdsB.
For case 5xk+1

uk
uk−1

 =

eAh −M51
δk
DcC 0 M52

δk
−DcC 0 0

0 I 0

 xk
uk−1
uk−2


+

M51
δk
Dc

Dc
0

 rk
(26)

where M51
δk

=
∫ h−δk
0

eAsdsB and M52
δk

=
∫ h
h−δk e

AsdsB.
Now we have all the subsystems modeled as (1), and the whole
system has state space varies with [δk; δk−1]. If [δk; δk−1]
follows a 2-dimensional Markov chain model, then the whole
system is a Markov jump linear system.

2) Synthesis of networked control system and state estima-
tion: Consider a discrete-time plant with measurement noise
vt {

xt+1 = Axt +But

yt = Cxt + vt
(27)

Conceptually, the controller mimics the evolution of the
plant between consecutive sensor measurements

x̂t+1 = Ax̂t +Bût,

t ∈ {kh+ τk, kh+ τk + 1, ..., (k + 1)h+ τk+1 − 1}
(28)

In this case, the sensor and controller send packet every h
steps, h ∈ N+, see Figure 5. The communication delay in
the kth period in the actuator-to-controller channel is τk. The
computation delay of the controller is τ ck and the communica-
tion delay in the controller-to-actuator channel is τ cpk . These
two delays can be summed into the delay from the controller
to the actuator: dk := τ ck + τ cpk . Assume (τk + dk) ∈ [0, h].

Fig. 5: Description for case 2

Consider a static state-feedback controller

ût = K(rkh − x̂t), (29)

where rkh is the reference signal used in the kth period. Now,
x̂t+1 = (A−BK)x̂t +Krkh.

In practice, the network-induced delays can be obtained by
using the time-stamp technique. When the controller receives
the measurement from the sensor along with the delay τk, it
updates its state estimation from t− τk by

x̂t−τk = x̂−t−τk + Lτk(yt−τk − Cx̂
−
t−τk) (30)

where x̂−t−τk = (A + BK)−τk x̂−t , t is the current time step
and Lτk is the current estimator gain.

With the new estimated states at t−τk, new states estimation
can be generated according to x̂t = (A+BK)τk x̂t−τk .

x̂t =(A+BK)τk(I − LτkC)(A+BK)−τk x̂−t +

(A+BK)τkLτkyt−τk
(31)

Here introduce intermediate variables
bt :=ykh, t ∈ {kh, kh+ 1, ..., (k + 1)h− 1}
c1,t :=ukh+τk+dk , t ∈ {kh+ τk + dk,

kh+ τk + dk + 1, ..., (k + 1)h+ τk+1 + dk+1 − 1}
c2,t :=ûkh+τk , t ∈ {kh+ τk, kh+ τk + 1, ...,

(k + 1)h+ τk+1 − 1}

Between two sample time of the sensor, the noise signal
and reference signal are used only once. Here we use wkh =[
rkh; vkh

]
to describe the exogenous signals used in the kth

period.
Let ξt := [xt; x̂t; c1,t; c2,t; bt] be the generalized state

vector. Then the system can be considered as a jump-flow
system, in which the system ’jumps’ at t = kh, t = kh + τk
and t = kh+ τk + dk, k ∈ N.

ξ(k+1)h =Al−τk−dk1 J3A
dk
1 J2,τkA

τk
1 J1ξkh+

Al−τk−dk1 J3A
dk
1 (J2,τkA

τk
1 B1 +B2)wkh

(32)

where the matrices result from the following equations
x+kh
x̂+kh
c+1,kh
c+2,kh
b+kh

 =


I 0 0 0 0
0 I 0 0 0
0 0 I 0 0
0 0 0 I 0
C 0 0 0 0


︸ ︷︷ ︸

J1


x−kh
x̂−kh
c−1,kh
c−2,kh
b−kh

+


0 0
0 0
0 0
0 0
0 D


︸ ︷︷ ︸

B1

[
rkh
vkh

]

(33)
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xt+1

x̂t+1

c1,t+1

c2,t+1

bt+1

 =


A 0 B 0 0
0 A 0 B 0
0 0 I 0 0
0 0 0 I 0
0 0 0 0 I


︸ ︷︷ ︸

A1


xt
x̂t
c1,t
c2,t
bt

 (34)


x+t(k,τk)

x̂+t(k,τk)

c+1,t(k,τk)

c+2,t(k,τk)

b+t(k,τk)

 =


I 0 0 0 0
0 M1,τk 0 0 M2,τk

0 0 I 0 0
0 −KM1,τk 0 0 −KM2,τk

0 0 0 0 I


︸ ︷︷ ︸

J2,τk


x−t(k,τk)

x̂−t(k,τk)

c−1,t(k,τk)

c−2,t(k,τk)

b−t(k,τk)



+


0 0
0 0
0 0
K 0
0 0


︸ ︷︷ ︸

B2

[
rkh
vkh

]

(35)

where M1,τk = (A + BK)τk(I − LτkC)(A + BK)−τk ,
M2,τk = (A+BK)τkLτk and t(k,τk) = kh+ τk.

x+t(k,τk,dk)

x̂+t(k,τk,dk)

c+1,t(k,τk,dk)

c+2,t(k,τk,dk)

b+t(k,τk,dk)

 =


I 0 0 0 0
0 I 0 0 0
0 0 0 I 0
0 0 0 I 0
0 0 0 0 I


︸ ︷︷ ︸

J3


x−t(k,τk,dk)

x̂−t(k,τk,dk)

c−1,t(k,τk,dk)

c−2,t(k,τk,dk)

b−t(k,τk,dk)

 (36)

where t(k,τk,dk) = kh+ τk + dk.

3) NCSs modelled with augmented state:

Fig. 6: Description for case 3

An augmented state method can be used to cope with
delay lager than the sample time. This could be described
as Figure 6. Different from the first two cases, the controller
and the actuator are time-driven to receive packets. Use (27)
as the plant and consider no reference signal. In this case,
delays less than 1 time step will be 1 time step since the
system is updated every time step. And all the delays will be
integers. The packet includes measurement or control signal
with the time step when it is sent. When the packet is received,
the delay can be known by computing the difference between

current time step and the value in the packet. If there is no
packet of measurement or control signal arrives, the delay will
be added with 1. That is, for example, if at time t = k,
the controller receives datak−1, the delay τk is 1. At time
t = k+ 1, if the controller doesn’t receive any data, the delay
τk+1 is 2. And if at time t = k + 2, datak and datak+1 both
arrive at the controller this time the delay τk+2 is 1. In this
way, at each time step we update the estimated state with the
latest data we have at the controller.

Assume that the sensor-to-controller delay τk and controller-
to-actuator delay dk are bounded,{

0 ≤ τk ≤ τ
0 ≤ dk ≤ d

(37)

and m = max{τ, d}. We will have

xk+1 = Axk +Buk−dk (38)

x̂k+1 = (A+BK)τk+1 [x̂k−τk + Lτk(yk−τk − Cx̂k−τk)]
(39)

With ξk := [xk;uk−1; x̂k; ...;xk−m;uk−m−1; x̂k−m] as the
generalized state, we will have

ξk+1 = E(τk, dk)ξk (40)

E(τk, dk) can be derived by linear equations as follow,

xk+1 = Axk +BKx̂k−dk
xk = xk

...
xk−m+1 = xk−m+1

uk = K(A+BK)τk [x̂k−τk + Lτk(yk−τk − Cx̂k−τk)]
uk−1 = uk−1

...
uk−m = uk−m

x̂k+1 = (A+BK)τk+1 [x̂k−τk + Lτk(yk−τk − Cx̂k−τk)]
x̂k = (A+BK)τk [x̂k−τk + Lτk(yk−τk − Cx̂k−τk)]

...
x̂k−τk+1 = (A+BK) [x̂k−τk + Lτk(yk−τk − Cx̂k−τk)]

x̂k−τk = x̂k−τk
...

x̂k−m+1 = x̂k−m+1

(41)
It should be noticed that x̂ will be updated from x̂k−τk+1

to x̂k, and x̂k+1 is predicted.

IV. FREQUENCY DOMAIN TOOLS

In Chapter III, several settings of NCSs have been modeled
with the generalized formula (1), with the output

yt = Fξt. (42)

In this chapter the frequency domain analysis framework
will be shown, based on the fact that the input together with
statistical moments of the state and the output will form new
time-invariant systems.
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In Section IV-A and IV-B the computation of the first
and second moments of the output response are discussed,
respectively. In Section IV-C we give a frequency response
plot and discuss how this plot allows for reasoning about the
behavior of the output response. In IV-D, we illustrate the
theorem with a concrete example in which data losses are
modeled as Markov chains calculated from two independent
Gilbert Elliot model. In Section IV-E, a simulation example is
given with the random delay modeled as a Markov chain, and
the result is compared with i.i.d. model.

The following will be standing assumptions.

Assumption 2. The unforced system (system without control
input) is mean square stable, that is, for any initial condition
ξ(0) ∈ Rnξ , lim

t→∞
‖E[ξ2(t)]‖ = 0 and lim

t→∞
‖E[ξ(t)]‖ = 0.

Assumption 3. The N-state Markov chain is ergodic and
aperiodic and it has an invariant (stationary) distribution
Π = ΠP ,Π = [π1 π2 . . . πN ]. Moreover, that the Markov
chain is initialized with the invariant distribution. That is,
Prob[σ0 = i] = πi, i ∈ {1, 2, . . . , N}, with

P =


p11 p12 · · · p1N
p21 p22 · · · p2N

...
...

. . .
...

pN1 pN2 · · · pNN

 (43)

The z-transform of the deterministic input rt is denoted
by r̂(z) =

∑∞
t=−∞ rtz

−t. Assume input rt is either signal
with bounded energy, i.e.,

∑∞
t=−∞ ‖rt‖2 < ∞, or periodic

bounded signal (power signal). For T−periodic power signal
r, its Fourier transform is

r̂(ejω) =
2π

T

T−1∑
k=0

vkδ(ω −
2πk

T
), ω ∈ [0, 2π), (44)

where vk :=
∑T−1
t=0 rte

−j 2πk
T t and δ is the Dirac function. A

special case for the input is the sinusoid

rt = ={vejωct} = |v|sin(ωct+ φv) (45)

where v = |v|ejφv ∈ C is the complex amplitude and ωc ∈
[0, 2π).

A. Expected value

Although (10) is a time-varying system, the expected values
of its state variables and output form a time-invariant system
as we show next, under Assumption 3.

We denote by βt := E [ξt] the expected value of the
augmented state ξt, with ξt ∈ Rn. To make it convenient
to calculate βt, the method adopted here is to work with
qi,t = E [ξt1{σt = i}].

The indicator function 1{σt = i} is defined by:

1{σt = i} =

{
1, if σt = i

0, otherwise.
(46)

Now,

βt = E [ξt] =

N∑
i=1

E [ξt1{σt = i}] =

N∑
i=1

qi,t (47)

It should be noticed that based on Assumption 3,
Prob[σ0 = i] = πi, i ∈ {1, 2, · · · , N}, E [1{σt = i}] =
πi, i ∈ {1, 2, · · · , N} for every time step t.

Theorem 1. Suppose that Assumptions 2 and 3 hold. Then

qt+1 = Ēqt + H̄rt

E [yt] = F̄ qt
(48)

where qt := [q1,t; q2,t; · · · ; qN,t] , t ∈ Z,

Ē =


p11E1 p21E2 · · · pN1EN
p12E1 p22E2 · · · pN2EN

...
...

. . .
...

p1NE1 p2NE2 · · · pNNEN



H̄ =


∑N
i=1 pi1Hiπi∑N
i=1 pi2Hiπi

...∑N
i=1 piNHiπi


F̄ = [F F · · · F︸ ︷︷ ︸

N×F

]

Note that we can write

Ē = (PT ⊗ In)diag [Ei]

H̄ = (PT ⊗ In)diag [Hi] Π
(49)

where

diag [Ei] ,

E1 · · · 0
...

. . .
...

0 · · · EN

 ,
diag [Hi] ,

H1 · · · 0
...

. . .
...

0 · · · HN


and Π is the stationary point of the Markov chain. Moreover,
based on the new system, the z-transform of E[yt], ŷ(z) :=∑∞
t=−∞ E[yt]z

−t can be calculated by

ŷ(z) = a(z)r̂(z), (50)

where a(z) := F̄ (zI − Ē)−1H̄ , for z in the intersection of
the regions of convergence of r̂(z) and a(z). Particularly, for
a sinusoid reference rt (45), E[yt] is also a sinusoid

E[yt] = ={a(ejωc)vejωct}. (51)

Proof. The recursive equation for qi(t) is

qj,t+1 =E [ξt+11{σt+1 = j}]
=E [(Eσtξt +Hσtrt)1{σt+1 = j}]

=

N∑
i=1

E [(Eiξt +Hirt)1{σt = i}1{σt+1 = j}]

=

N∑
i=1

pijqi,t +

N∑
i=1

pijHirtE [1{σt = i}]

=

N∑
i=1

pijqi,t +

N∑
i=1

pijHirtπi

(52)
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where i, j ∈ {1, 2, · · · , N}. Based on (52), the recursive
equation for qt can be derived as (48). Considering the
expected value of the output in (11), E[yt] = FE[ξt] = Fβt.
Now replace βt with qt, we have

E[yt] =

N∑
i=1

Fqi,t = F̄ qt (53)

B. Variance

The variance of the output is given by

var(yt) := E[(yt − E[yt])
2] = E[y2t ]− E[yt]

2. (54)

The second term in this expression can be calculated by
squaring the inverse z-transform of (50). The first term is left
to be solved here. Notice that

E[y2t ] = Gζt, (55)

where G := F ⊗ F , ⊗ denotes the Kronecker product, and
ζt := E[ξt ⊗ ξt], based on the fact that

(A⊗B)(C ⊗D) = (AC)⊗ (BD), (56)

for matrices with compatible dimensions.
To calculate ζt, the method adopted here is to work with

Qi,t := E [ζt1{σt = i}] = E [ξt ⊗ ξt1{σt = i}]. And let Qt =[
QT1,t QT2,t · · · QTN,t

]T
. A recursive equation for Qi,t is

calculated

Qj,t+1 =

N∑
i=1

pijQi,t +

N∑
i=1

pij(Ei ⊗Hi)qi,trt+

N∑
i=1

pij(Hi ⊗ Ei)qi,trt+

N∑
i=1

pij(Hi ⊗Hi)r
2
t πi,t

(57)

According to (10) we obtain

Qt+1 = M̄Qt + L̄qtrt + N̄r2t

E[y2t ] = ḠQt
(58)

where

M̄ := (PT ⊗ In2)diag [Mi] , Mi = Ei ⊗ Ei
L̄ := (PT ⊗ In2)diag [Li] , Li = Ei ⊗Hi +Hi ⊗ Ei
N̄ := (PT ⊗ In2)diag [Ni] Π, Ni = Hi ⊗Hi

Ḡ :=
[
G1 G2 ... GN

]
, G1 = ... = GN = F ⊗ F

We used again (56) and variables used in the proof of The-
orem 1 under Assumption 3. Here, assumption 2 is equivalent
to

r(M̄) < 1, (59)

where r(M̄) denotes the spectral radius of M̄ (see [26]).
Contrarily to the equation describing the first moment (48),

the system (58) depends non-linearly on the input rt, t ∈ Z.
Yet, as we show next, we can (i) exactly characterize the

solution to (58), and thus compute (54), when r is a sinusoidal
input, described by (45); and (ii) use this fact to provide
a bound for the variance (54) to an arbitrary input signal
characterized by its Fourier transform r̂(ejω), ω ∈ [0, 2π).

Theorem 2. Suppose that Assumptions 1 and 2 hold and let
y be the output response (11) of (10) to the input (45). Then

var(yt) = b(ejωc)|v|2 −<{c(ejωc)v2e2jωct}, (60)

for every t ∈ Z, z ∈ C,

b(z) :=
1

2
<{Ḡ(I − M̄)−1(N̄ + L̄(zI − Ē)−1H̄)} − |a(z)|2

2
,

c(z) :=
1

2
Ḡ(z2I − M̄)−1(N̄ + L̄(zI − Ē)−1H̄)− a(z)2

2
,

and < denotes the real part.

Theorem 3. Suppose that Assumptions 1 and 2 hold and let
y be the output response (11) of (10) to a reference input r
with Fourier transform r̂(ejω), ω ∈ [0, 2π). Then, for r with
bounded energy it holds that

var(yt) ≤ (
1

π

∫ π

0

√
|b(ejω)|+ |c(ejω)||r̂(ejω)|dω)2, (61)

for every t ∈ Z. Moreover, for T−periodic r with Fourier
transform described as (44), it holds that

var(yt) ≤ (
2

T

bT2 c∑
k=1

√
|b(ejωk)|+ |c(ejωk)||vk|)2, (62)

for every t ∈ Z, where ωk := 2πk
T , and bT2 c = T

2 − 1 if T is
even and bT2 c = T−1

2 if T is odd.

C. Reasoning in terms of frequency response plots

We propose to characterize the map between the input
and the mean and the variance of the output by: (i) a
magnitude plot, which consists of the following three graphs
(ω, |a(ejω)|), (ω, |b(ejω)|), (ω, |c(ejω)|) ω ∈ [0, π]; and (ii)
a phase plot, which consists of the following two graphs
(ω, arg(a(ejω))), (ω, arg(c(ejω))), ω ∈ [0, π], where arg(a)
denotes the argument of a ∈ C. Log-scales may be used for
convenience . Then, the following procedure allows to obtain
insights on the mean and the variance of the output response
to a reference r with bounded energy.

1. Multiply a(ejω) and r̂(ejω) and obtain the expected
value of the output by inverting the Fourier transform
a(ejω)r̂(ejω), ω ∈ [0, 2π).

2. Multiply |r̂(ejω)| by
√
|b(ejω)|+ |c(ejω)|, for ω ∈ [0, π],

and obtain a bound for the standard deviation at every
time step t ∈ Z according to (61). Graphically, it is
to plot

√
|b(ejω)|+ |c(ejω)||r̂(jω)|, for ω ∈ [0, π], and

computing the average over frequency. A bound for the
variance then could also be computed.

From the expected value and the variance one can infer
the behavior of the sample paths of the output. In fact, from
Chebychev’s inequality, we conclude that, for α > 1,

Prob[|yt − E[yt]| ≥ α std(yt)] ≤
1

α2
, t ∈ Z, (63)
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where std(yt) :=
√

var(yt) denotes the standard deviation.
One can then use the bound (61) to provide a guarantee on
the probability that the output response is not far from its
expected value.

D. An example: data losses captured by Gilbert Elliot model

Let the plant be a double integrator described by the transfer
function 1

s2 and the controller be described by the transfer
function 10(s+1)

s+5 . The plant and the controller are discretized at
a sampling period h = 0.05 with the zero-order hold invariant
method. The data losses in sensor-to-controller channel and
controller-to-actuator channel are modeled as two independent
Markov chain, which is a special cases captured by the
Gilbert model in Figure 7. Here 1 denotes the data transmits
successfully and 0 denotes the data is lost. It can be noticed
that if current data transmits successfully, then the next data
has a higher probability to transmit also successfully. And if
current data is lost, then the next data can be lost with a higher
probability, compared to the case where current data is not
lost. With a synthesis of two independent model in Figure 7,

Fig. 7: Probability of data loss possibilities

a Markov chain is obtained in Figure 8. The transition prob-

ability matrix is computed: P =


0.25 0.25 0.25 0.25
0.05 0.45 0.05 0.45
0.05 0.05 0.45 0.45
0.01 0.09 0.09 0.81

.

Fig. 8: Markov chain model for data losses

Figure 9 plots the frequency response of the mean and
variance according to the result in Section IV-A and IV-B.
Considering the case of periodic reference signal, Figure 10
plots the input as a sinusoid rt = sin( 2π

Tr
t) with Tr = 60, the

expected value of the output, the upper and lower standard
deviation with respect to the expected value, and one realiza-
tion of the time response of the system is shown. Figure 11
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Fig. 9: frequency response of the mean and variance

Fig. 10: Time response for rt = sin( 2π
Tr
t), Tr=60.
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Fig. 11: Time response of variance for r(t) = sin( 2π
Tr
t), Tr=60.

plots the Monte Carlo experiments to approximating the real
variance, with comparison to the theoretical evolution of the
system (58), and a steady state variance boundary is computed
theoretically by (60), it can be seen that the theoretical
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Fig. 12: Output standard deviation as a function of Tr

computation of variance corresponds to the Monte Carlo test..
In Figure 12, a periodic function sin( 2π

Tr
t) + 0.8sin( 4π

Tr
t) is

taken as a reference input. The maximum standard deviation
and the proposed bound in (62) for this are functions of
the period Tr. This shows that if Tr → ∞ for a periodic
signal, finally the theoretical bound would converge to the
real variance upper bound.
Now we also consider a bounded energy input signal:

rt =

{
γ(1− cos( 2πt

Tr
)), t ∈ {0, 1, . . . , T r}

0, otherwise
(64)

with γ a normalization factor to make
∑∞
−∞ r2t = 1. With

Tr = 20.
Figure 14 illustrate the procedure of calculating the standard

deviation bound of the bounded energy input. With the help of
frequency plot, it is convenient to compute (61) graphically,
as Section IV-C described.

0 20 40 60 80 100 120

Time th
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lower bound

y
bar

one realization

r

Fig. 13: Time response for the energy bounded signal with

E. An example for round trip delay modeled by Markov chain

Consider an inverted pendulum model, with x =
[
θ; θ̇
]

chosen as the state vector, as shown in Figure 15. The
linearized system around its unstable equilibrium point is

ẋ(t) =

[
0 1

3(M+m)g
l(4M+m) 0

]
x(t) +

[
0

− 3
l(4M+m)

]
u∗(t) (65)

Fig. 14: Computation the bound of the stand deviation

Fig. 15: The inverted pendulum system

Let M = 8kg, m = 2kg, l = 0.5m and g = 9.8m/s2, a

numerical model can be extracted with A =

[
0 1

17.2941 0

]
and B =

[
0

−0.1765

]
. A PD controller, also works as a state

feedback controller with the gain K = [−110.2335−26.5072].
Consider the sensor sends the observed state to a remote state
feedback controller every 0.2s as shown in Figure 16. This
model is similat to the one that described in Section III-B, with
slight difference that here the exogenous signal r works as a
disturbance. Since the state feedback controller doesn’t depend
on the feedforward delay τpck , the system can be reduced to
the system shown in Figure 17, where the state space of the
networked control system varies with round trip delay τk

Fig. 16: Networked control system block diagram

Discrete the system with sample time h to model a net-
worked control system. The networked control system has a
generalized state ξk = [xk;uk−1], with the state space[
xk+1

uk

]
=

[
eAh −

∫ h−τk
0

eAsdsBK
∫ h
h−τk e

AsdsB

−K 0

] [
xk
uk−1

]

+

[∫ h−τk
0

eAsdsB +
∫ h
h−τk e

AsdsB

0

]
rk

(66)
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Fig. 17: Networked control system block diagram

which could be model as a Markov jump linear system if τk
follows a Markov chain.

We assume τk ∈ {0.03s, 0.031s, . . . , 0.085s} and the delay
is discretized into 56 states with interval of 0.001s. The 56
states then are divided into 3 parts, each part has identical tran-
sition probability. For S = {0.03s, . . . , 0.049s} these 20 states
are the first part of small delay. For M = {0.05s, . . . , 0.069s}
these 20 states are the second part of medium delay. For
L = {0.07s, . . . , 0.085s} these 16 states are the third part
of large delay. If the current delay is small, it is very likely
that the network is free and it is very likely that next time the
delay is still small. If the current delay is large, the network
might be busy and the next delay might also be large. To
capture this characteristic, each part has a transition probability
shown as Figure 18. The first 20 states all have a transition
probability row vector p1, as p[τk+1 = j|τk ∈ S] describes.
The first 20 rows of the transition matrix consist of 20 p1 row
vectors, noted as P1. The row vector p2 and p3 are described
in p[τk+1 = j|τk ∈M ] and p[τk+1 = j|τk ∈ L], respectively,
which compose the second and last part of the transition matrix
noted as P2 and P3. Our Markov chain model for this scenario
is

P =

I0
0

P1 +

0
I
0

P2 +

0
0
I

P3

with rank 3.
Consider a scenario where the network has delays following

this Markov chain model, we can do Monte Carlo simulation to
estimate the mean and variance of the output time response to
verify our derivation based on the Markov jump linear system.

Suppose the initial probability is the stationary point of the
Markov chain. With a large enough sample of the Markov
chain evolution, an independent identical distribution (i.i.d.)
model has a limit distribution equal to the stationary point
of the Markov chain. In Figure 19, an i.i.d. model is derived
according to the stationary point of the Markov chain. The
Markov chain model and the i.i.d. model are compared with
the result of Monte Carlo test.

The difference in using a Markov chain model and using a
i.i.d model is not obvious in the mean time response in this
case. However, they have obvious different in the variance
computation. It indicates that a Markov chain model can get
a better estimation for the variance, and notice that i.i.d. is
also a special case of Markov chain model, which has each
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Fig. 18: The transition probability p[τk+1 = j|τk = i]

PDF of i.i.d.
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Fig. 19: A independent identical distribution model to approx-
imate the Markov process.

Fig. 20: Time response with initial state [0;0.1;0] and no
reference signal.

row vector of the transition probability matrix the same and
its transition probability matrix has rank of 1.
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Fig. 21: Time response with initial state [0;0;0] and reference
signal rt = 0.2sin(ht).

V. NETWORK IDENTIFICATION

A. Fitting a Markov chain model to data

To analyze control system with network delays or packet
losses, we need to model for these cases. Suppose we have
a sample of network packet losses (or network delays) that
vary with time, then the target is to extract a Markov model
from the sample. A maximum likelihood method to estimate
the transition probability matrix P of a discrete Markov chain
is shown as follows.

Considering an observed time series {Xt}Tt=1. Assume that
the time series follows a Markov process and that Θ :=
{x1, x2, · · · , xN} is a finite set of all the N Markov states,
N ∈ N+, i.e., for all t ∈ {1, 2, · · · , T}, Xt ∈ Θ.

Then the transition probability matrix can be estimated to
fit a Markov chain model for this time series based on the
frequentist approach. Let nij represents the number of pairs
where Xt = xi and Xt+1 = xj , i, j ∈ {1, · · · , N}. Let Ri :=∑N
j=1 nij be the sum of the entries in the ith row. Now the

entry p̂ij of the estimated transition probability matrix P̂ is
defined as p̂ij :=

nij
Ri

. P̂ is a maximum likelihood estimation
for the transition probability matrix P as lim

T→∞
P̂ → P .

Note that the measurements of network packet losses have
discrete states, where 0 represents the packet is lost and 1 rep-
resents the packet arrives successfully, but the measurements
of network delays are samples from a continuous distribution.
In this case, one can use a discrete distribution to approximate
the continuous distribution.

B. Round trip delay measurement

A simple and basic delay measurement method is round-
trip delay measurement, that is, local host send a packet with
a time record, and the remote device send a new packet back
as soon as it receives the packet from local host. The interval
between the time that local host sends a packet and the time

that it receives a packet is a round-trip delay. One can simply
get the measurements of round trip delay, and fit a Markov
chain model for the measurements based on the procedure in
Section V-A.

Consider a local plant and a remote controller, the kth
round-trip delay τk = τpck + τ cpk , where τpck is the single trip
delay when the plant sends a packet to the controller and τ cpk
is the single trip delay when the controller sends a packet back
to the plant.

Theoretically, if τpc and τ cp follows the same Markov
chain model, Markov chain model for the single trip delay
can be derived from the Markov chain model for the round
trip delay. Assume that τpc and τ cp follows the same Markov
chain model, where Θ := {x1, x2, · · · , xN} is a finite set
of all the N delay states and P is the transition probability
matrix, with all the states having the same discrete interval
∆x = xk+1 − xk, for k ∈ {1, . . . , N − 1}. Based on the fact
that the Markov chain model for round-trip delay τ can be
modeled by synthesizing the former Markov chain models for
τpc and τ cp, the new Markov chain has 2N−1 states, with the
new set Θ1 = {y1 = (x1 +x1), y2 = (x1 +x2), · · · , y2N−1 =
(xN + xN )} and the new transition probability matrix P1.

P1 =

 q11 · · · q1(2N−1)
...

. . .
...

q(2N−1)1 · · · q(2N−1)(2N−1)

 is the known tran-

sition matrix, from which the unknown transition matrix

P =

 p11 · · · p1N
...

. . .
...

pN1 · · · pNN

 can be obtained by induction.

1. From p11 ∗ p11 = q11, p11 can be computed.
2. Suppose we have known p11, . . . , p1N , p21, . . . , pij . With

the relationship
∑i
n=1

∑j
m=1 pnm ∗ p(i+1−n)(j+1−m) =

qij , i, j ∈ {1, . . . , N}. Now if j < N , consider∑i
n=1

∑j+1
m=1 pnm ∗p(i+1−n)(j+2−m) = qi(j+1), the only

unknown variable is pi(j+1) and it can be computed. If
j = N , consider

∑i+1
n=1

∑1
m=1 pnm ∗ p(i+2−n)(2−m) =

q(i+1)1, the only unknown variable is p(i+1)1, which can
be directly computed.

3. By induction, with the left N × N block of P1: q11 · · · q1(N+1)

...
. . .

...
q(N+1)1 · · · qNN

, P can be computed recur-

sively.

From this relationship, one can first model a Markov chain
for the round-trip delays and then model for τpc and τ cp based
on the assumption that they follows the same Markov chain
model.

C. Clock synchronization for single trip delay measurement

If the single-trip delay can be measured, one can model
for the single trip delay, which is also used in the model of
networked control system. However, what makes the single-
trip delay measurement difficult is the asynchronous clocks
in different devices. Since the clock of the sender and the
clock of the receiver are different, the single-trip delay can’t
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be measured by simply calculating the time difference between
the sending time and the receipt time.

To solve this problem, clock synchronization [27] is studied
by other researchers.

1) No consideration of clock drifts: First, let tk be the
absolute time, tsk is the local time of the sender at time tk
and trk is the local time of remote receiver at time tk. The
local time of the sender and the receiver has offset from the
absolute time.

tsk = tk + δs

trk = tk + δr
(67)

where δs and δr are the time deviation to tk and are supposed
to be constant. The goal is to measure the clock offset δ
between the sender and the receiver.

δ := δr − δs = trk − tsk (68)

The sender sends a packet and records current local time ts1,
the receiver sends back a packet with local time tr2 as soon as it
receives the packet from the sender. When the sender received
the packet, it records current local time ts3. The transmission
delay from the sender to the receiver (τsr) and the delay from
the receiver to the sender (τ rs) can be represent as

τsr = ts2 − ts1 = (tr2 − δ)− ts1
τ rs = ts3 − ts2 = ts3 − (tr2 − δ)

(69)

Assume that E[τsr−τ rs] = 0, then we can estimate the clock
offset by

δ = E
[

2tr2 − ts1 − ts3
2

]
(70)

2) Synchronization with clock drifts: Clock drifts are com-
mon in digital clock and they can vary due to frequency dif-
ference, aging, temperature of the crystal oscillators. Assume
that E[τsr] = E[τ rs] = c and that the clock drift is constant
in a short time for the measurement. The local clock of the
sender and receiver can be represented as

tsk = (1 + ρs)tk + δs

trk = (1 + ρr)tk + δr
(71)

New equation between tsk and trk is

trk =
1 + ρr
1 + ρs

tsk + δr − 1 + ρr
1 + ρs

δs (72)

Let a = 1+ρr
1+ρs

and b = δr − 1+ρr
1+ρs

δs, trk = atsk + b. Still we
measure ts,1k , tr,2k and ts,3k , k ∈ {1, 2, ..., n}, with

tr,2k = a(ts,1k + τsrk ) + b

tr,3k = ts,1k + τsrk + τ rsk
(73)

Then c can be estimated as ĉ = 1
2n

∑n
k=1(tr,3k − t

r,1
k ). Since

E[a(ts,1k + τsrk ) + b] = E[a(ts,1k + c) + b], â and b̂ can be
estimated by fitting a line based on tr,2k and ts,1k + ĉ. Then
with either tsk or trk, one can estimate the other.

D. Chi-square Markov property test

A finite-state sample sequence can be verified if it follows
Markov property. This is useful when a chain of packet-loss
states is measured and one want to figure out if a Markov chain
model can capture its characteristic. Review the maximum
likelihood estimation of P̂ in V-A and the description of
Markov chain in Assumption 1, if Markov property holds for
the sample sequence, it means that the sample sequence should
evolve along with the estimated transition probability matrix
P̂ . In a formal description, we have test hypothesis as

H0 : P (Xt+1 = i|It) = P (Xt+1 = i|Xt)

Ha : P (Xt+1 = i|It) 6= P (Xt+1 = i|Xt)
(74)

where H0 is the null hypothesis and Ha is the alternative
hypothesis.

Let Xij· represent the event where Xt−2 = i, Xt−1 = j
and Xt is arbitrary. Xijk represent the event where Xt−2 =
i, Xt−1 = j and Xt = k. From the three consecutive
observations Xt−2 = i, Xt−1 = j and Xt = k for t ∈ [3, T ],
if the Markov property is satisfied, conditioned on Xij·, Xijk

follows a Binomial distribution with parameter pijk = p̂jk.
With the frequency of theses event nijk, the null hypothesis
reduces to checking if all the nijk, i, j, k ∈ {1, . . . , N} follow
Binomial distribution given nij· and p̂jk. A Chi-square test can
be applied to this

X 2 =
∑
i

∑
j

∑
k

(nijk − nij·p̂jk)2

nij·p̂jk
(75)

which follows X 2(N3). Corresponding p value can be com-
puted as P[z > X 2], where z ∼ X 2(N3).

VI. NCS APP

The frequency analysis method in section IV is implemented
in a Matlab app, as in Figure 22.

Fig. 22: Matlab app for frequency analysis of networked
control systems

The description of this app is basically divided into three
parts: reference inputs, model, and output.



15

1) Reference input: A deterministic reference input can be
either a bounded energy signal or a periodic bounded signal
as described in section IV. User can use a class of predifined
signals, such as sinusoid signals and step signals, and they can
modify the parameters of these signals. Otherwise, user can
also import reference signal from the workspace.

2) Import models: User can either type the numerical
model of a networked control system or import the model from
the work space. In this app there exist several models for the
given cases in section III. For the networked control systems
that satisfy these cases, one can just import the model of the
plant, the controller and the Markov chain of the network
delays or packet losses and the app will generate the Markov
model for the whole system. For other cases, user can also
directly import the Markov mode of the whole system to make
a frequency analysis.

3) Output: The output result consist of the Bode plot of the
transfer function described in section IV, the time response of
the expected system output, a proposed bound of the variance,
a discrete Fourier transform of the reference input.

VII. EXPERIMENTS

The experiment is a network-in-the-loop simulation. The
plant and controller are the same as in IV-E, with y =

[
1 0

]
x

the angle position of the pendulum. In the experiment, plant
and controller are modeled separately in MATLAB, and the
communication between the two models is implemented on
two XBees, one sends sampled data to the other to compute a
control signal and send back. Each Xbee communicates with
one Matlab through the serial port with a Baud rate of 57600.
And it is a unicast transmission between the two Xbees based
on the 16-bit address, with no retries and no sleep mode.

A sample 1 million measurements of round trip delay is pre-
measured. In the measurement, the minimum delay is 0.031s
and the maximum delay is 0.090s, with the accuracy of 0.001s.
An estimated transition matrix is computed from the sample,
with which a 61 states Markov chain is modeled from the
round trip delay measurements. Figure 23 shows the visualized
sparsity pattern of the transition matrix, the entry of the matrix
means the estimated probability for the transition from current
delay related to y-axis to next delay related to x-axis. The
probability represented with color decreases from red to blue.

From the sample, we find delays are mainly distributed
around 0.038s, 0.058s and 0.078s. Since large number of
sampled delays are in these 3 clusters, the transition prob-
ability in these clusters is estimated more precisely. For
each cluster, each row of the matrix is plotted to show the
transition probability given current delay state related to y-
axis in Figure 24.

From the sample we can also achieve a estimated i.i.d.
model for the delay, see Figure 25, which also corresponds
to the stationary point of the estimated Markov chain model.
Then a comparison between the two models in computing
the mean and variance of the time response of the networked
control system can be made.

During the test, Monte Carlo experiments are used to
computed the mean and variance of the time response of the

system. The result is compared with theoretical results from
both a Markov chain model and a i.i.d. model.
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Fig. 23: Visualized sparsity pattern of the estimated transition
matrix
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Fig. 25: Estimated i.i.d. model for the delay sample

Figure 26 shows the unforced system start with initial
angular speed at the equilibrium point [0; 0.1; 0]. Take θ as the
output, the mean and variance of the output in time domain
is plotted, with the Monte Carlo experiment results in blue
line, Markov model theoretical result in red and i.i.d. model in
black. Figure 27 shows a sinusoid signal works as disturbance
to the system with initial condition at the equilibrium point.
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It can be found that the theoretical results correspond to the
Monte Carlo experiments results. The theoretical results have
more obvious difference in the variance computation, where a
Markov model will give a larger variance than the i.i.d. model.
Compare the two estimated probabilistic model for the delay,
Markov chain provides a more delicate model.
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Fig. 26: Initial condition of [0;0.1;0] with no reference signal
(300 times MC trials).
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Fig. 27: Initial condition of [0; 0; 0] with sinusoid reference
signal rt = 0.2sin(2t) (300 times MC trials).

VIII. CONCLUSION

In this paper we analysed networked control with random
delays and packet drops modelled by a Markov chain. Com-
bining the Markov model of the network property and the
original system, a new Markov jump linear system is obtained
to model the networked control system, typically, in the form
of (1).

Statistical moments (mean and variance) of the state and
output are computed. Based on the fact that the map between
the deterministic input and the statistical moments of the
state and output is time-invariant, a new state space model is
introduced to compute the statistical moments of the response
to any deterministic input.

Monte Carlo experiments are carried out to verify the
correctness of the theoretical result. A pre-modeled Markov
chain is used to generalize delays or packet drops for Monte
Carlo experiments. With the increase of experiment times, the
mean and variance of the Monte Carlo tests correspond to the

theoretical result. Simulation are also carried out to compare
the difference between a Markov model and an i.i.d. model.

A frequency plot is obtained to infer the expected time
response and the variance, which can be obtained by using
reverse Fourier transforms. A tighter bound is computed with
respect to previous work [24], see the appendix. The procedure
to obtain the new bound can be done also with a frequency
plot, which is very convenient. A MATLAB app is designed
to make the analysis tools on the networked control systems
easily available.

Network identification has been taken into consideration.
It was concluded that round trip delays can be measured
and a Markov model can be fit to the measurements. After
clock synchronization, single trip delay can also be measured.
An experiment with the zigbee network was carried out.
Comparing the Markov model results with the i.i.d. model
results, slight differences between the results of the two models
were found. Compare Figure 24 and Figure 25, the differences
between the two models show that the correlations in delays
do exist. This shows that a more delicate model can be
obtained by using Markov chain method and it shows more
interesting patterns than an i.i.d. model. We extend the classes
of networked control systems that can be analyzed with the
frequency domain tools.

IX. DISCUSSION

There are still mainly three parts very interesting to go
further.

1. When the maximum round trip delay is larger than
2h, similar modeling method as in Section III can be
extended and obtained, with higher dimension Markov
chain model. This will introduce broader class of net-
worked control system.

2. In [27], the effects of different network loads are dis-
cussed, which have states of low, medium and high
network loads. In each states, the network delay is
considered to be i.i.d.. The delay together with the
change of different network loads can be modeled as a
Markov chain. If such a real-time network environment
is available for testing the method in this paper, it can
provide more comparison between a Markov model and
an i.i.d. model.

3. Theoretically, if the initial probability distribution of the
system is known and it is not the stationary point of
Markov jump linear system, then in the formula (48)
and (58), H̄ and N̄ will be time varying terms according
to Π(k) = Π(k − 1)P . To compute the expected time
response, iteration steps are needed at the beginning.
As k → ∞, Π(k) = Π(k − 1) = Π is the stationary
point, when enough iteration steps have been done, with
a test ||Π(k) − Π(k − 1)|| < ε, ε > 0, or any other
test, our method can still be applied after the enough
iteration steps. This can help to provide a more accurate
computation when the initial probability distribution is
not the stationary distribution.
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APPENDIX
PROOF OF THEOREM 3 AND COMPARISON WITH THE OLD

BOUND

Consider first a periodic r characterized by the Fourier
transform (44). We assume that the period T is odd (the proof
for an even T follows similar arguments). Then

rt =
1

T

T−1∑
k=0

vke
jwkt =

1

T
(v0 + 2

T−1
2∑

k=1

<{vkejwkt}), (76)

for every t ∈ Z. Let yk,t, k ∈ P := {1, . . . , T−12 }
and y0,t denote the stochastic processes coinciding with the
output response of the closed-loop system to <{vkejwkt} =
={vkjejwkt} and v0, respectively. Then, from Theorem 2, we
conclude that for each k ∈ {1, . . . , T−12 },

var(yk,t) = b(ejωk)|vk|2 + <(c(ejωk)v2ke
2ωkt),

and var(y0,t) = 0, for every t ∈ Z. Moreover, due to the
linearity of the system, the response of the closed-loop system
to (76) is a stochastic process given by

yt =
1

T
(y0,t + 2

T−1
2∑

k=1

yk,t). (77)

We fix t ∈ Z and define a one-to-one map µ : P → P
which orders the random variables yk,t by decreasing order of
variance, i.e.,

var(yµ(`+1),t) ≤ var(yµ(`),t), ` ∈ {1, . . . , T − 1

2
− 1}. (78)

Using the Cauchy-Schwarz inequality, for ` ≥ κ, `, κ ∈ P ,

R`κ ≤
√

var(yµ(`),t)var(yµ(κ),t)), (79)

where R`κ := E[(yµ(`),t−E[yµ(`),t])(yµ(κ),t−E[yµ(κ),t])] (the
dependence of R`κ and µ on t is omitted). Then,

var[yt] = E[
( 1

T

(
y0,t − E[y0,t] + 2

T−1
2∑
`=1

(y`,t − E[y`,t])
))2

]

=
4

T 2

T−1
2∑
`=1

T−1
2∑

κ=1

R`κ

≤ 4

T 2

T−1
2∑
`=1

T−1
2∑

κ=1

√
var(yµ(`),t)var(yµ(κ),t)) (80)

=
( 2

T

T−1
2∑
`=1

√
var(yµ(`),t)

)2
=

( 2

T

T−1
2∑
`=1

√
b(ejω`)|v`|2 + <(c(ejω`)v2` e

2ω`t)
)2
(81)

≤ (
2

T

bT2 c∑
k=1

√
|b(ejωk)|+ |c(ejωk)||vk|)2,

which is (62). To establish the second equality we used the
fact that y0,t = E[y0,t] (since var(y0,t) = 0) for every t ∈ Z
and to establish (80) we used (79). With (81) one can obtain
a tighter bound at each time step.

Now we consider the old bound

var(yt) ≤
4

T

bT2 c∑
k=1

(
|b(ejωk)|+ |c(ejωk)|

)
|vk|2, (82)

with the system described as Section IV-D, with a periodic
input signal r(t) = sin( 2π

Tr
t) + 0.8sin( 4π

Tr
t). A comparison

between the computed standard deviation bounds and the
maximum standard deviation of the system, with std(yt) =√
var(yt), is shown in Figure 28.
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Fig. 28: Bounds comparison with Tr increasing.
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