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Abstract 

New technologies like Ambient Intelligence being developed and the emergency of a 
new type of product failure, the 'soft' failure, create the need for a new model capable 
of classifying these failures so that they can be studied and prevented. This report 
examines the situation and proposes a new model for these failures. 
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Executive summary 

With the advance of technology, it is made possible for new products, which possess 
new functionality, to meet the ever-increasing user needs and expectations. Products 
that are not only capable of doing more than what previous generations of products 
can do, but are also more complex - which can lead to various 'soft' failures. Besides 
these trends of 'increasing product complexity' and 'increasing demands and 
expectations from the users of the product', there are also trends of 
'globalisation/segmentation and outsourcing of business processes' and 'increasing 
pressure on time-to-market'. (Brombacher, 2001) (Lu, 2002) Companies are thus 
forced to quickly produce complex technological products that meet high customer 
expectations in order to survive on the market. (1.1) 
The consequence of this is that customers are confronted with new technology that 
reaches widespread market penetration quickly, while still being relatively untested. 
They are thus confronted with new technology that they may or may not know how to 
handle or connect, that may or may not meet their expectations and that may have 
been produced using new and unknown development processes (Brombacher, 2005), 

with all the possible consequences that that entails. (1.2) 
One such new technology is Ambient Intelligence, which enables products to act 
autonomously and make 'decisions' on their own. This new ability of products to 
make 'decisions' can lead to new types of product failures. (1.3) 

Product failures can arise from a number of processes in the product design and 
marketing. A mismatch will exist between customer expectations and product 
specifications when: 

and 

the requirements of all parties involved in the product are not all translated 
into product requirements, which can be impossible due to some of those 
requirements conflicting with each other 

not all the mismatches between those requirements and the specifications are 
communicated to the customer 

This mismatch can lead to a soft failure. If the product then does not match those 
product specifications, a hard error occurs. And if the product interface is not 
designed for easy and intuitive use, more soft failures can occur when users try to use 
the product. Even when the user has no problems with the product, society or the 
government can be dissatisfied with some functionality or uses of the product -
another soft failure. (2.1 and 2.2) 

For the prevention of soft failures, using a thorough product design process such as 
that proposed by Freudenthal (1999) will yield better results than using Ambient 
Intelligence for that same purpose, in comparison. While Ambient Intelligence can 
allow products to adapt to its users and offer much functionality, it is more likely to 
increase than to reduce the occurrence of soft failures. To reduce soft failures, a 
number of areas require attention to remove the failures therein: 

Products should be made safe to use, not only in terms of physical injury but also 
in terms of not violating privacy and similar non-physical damages. 
Products should be easy to reliably interpret correctly by those who use or interact 
with them 
Products should always give the user enough control over their functions. 
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Products should be safeguarded against abuse, insofar possible. Abuse in this case 
meaning that the product is used in ways that are considered to be undesirable by 
the government (law) and/or society. 

These are four broad areas of product reliability that each require further attention 
and specific, applicable guidelines. (2.3) Due to time constraints this will have to be 
mostly left for future research, unfortunately (7.1). Before such guidelines can be 
formulated, it is first necessary to know the types of failures that occur and have a 
way to sort them for use in research. This leads to the following research question for 
this research (2-4): 

What types of failures can be encountered when 
users interact with Ambient Intelli ent roducts? 

Given the relatively new discovery of soft failure and the newness of the technology of 
Ambient Intelligence, the decision has been made to construct a new model, rather 
than attempt to adapt an existing model. (3) To construct this model, a list has been 
made of the factors that can be used to distinguish between failures (4.2). These 
factors have been analysed and combined into a set of failure dimensions (4.3 and 
4.4.1-2). These failure dimensions have then been subjected to theoretical tests 
(4-4·3-4) and a test with a pre-existing data set (5.1) which resulted in a small 
addition to the model. 

The resulting model uses seven dimensions to distinguish between failures, each with 
varying numbers of classes. The dimensions and their classes are: 

Dimension A: Nature of the failure 
the product does not meet its specifications (technical) 
the product does not work the way it should in the environment and 
circumstances in which it is used, although the user expects it to and the 
product itself meets its specifications (technical-
psychologicalf environment) 
a failure in another product causes a failure to be perceived in the product 
where no real failure exists (technical-psychological/perception) 
the perceived functionality of the product does not match the expected 
functionality of the product (psychological/ expectations/functionality) 
the expectations of how the product is controlled are not accurate 
(psychological/ expectations/ control) 
the expectations about the attributes of the product (size, colour, shape, 
supplied components, etc.) do not match the perceived attributes of the 
product (psychological/ expectations/ attributes) 
deficiencies have been perceived in the product that were not unexpected 
(product imperfections) 

Dimension B: Purpose for which the product was used during failure 
use of the product for purposes the designers intended it to be used for 
(used for intended purposes) 
other uses of the product (other uses) 
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Dimension C: Damage target and nature 
the failure puts the user at risk of physical injury (user/physical) 
the failure can possibly cause non-physical damage to the user (user/non
physical) 
the failure puts people other than the user at risk of physical injury (non
user/ physical) 
the failure can possibly cause non-physical damage to people other than the 
user (non-user/non-physical) 
the failure poses a risk of damaging the environment 
(environment/physical) 
the failure does not create a risk for any damage of any kind other than 
dissatisfaction (none) 

Dimension D: Functioning during failure 
instead of the intended function, the product does nothing (non
functioning) 
instead of the intended function, the product does something else or too 
much (malfunctioning) 
the intended function is being performed by the product, but not as well as 
expected (worse than expected) 
the perceived failure has no impact on the functioning of the product (no 
impact) 

Dimension E: Product use during failure or that the failure relates to 
the failure was perceived while the product was being installed and/ or 
programmed (installation/programming failure) 
the failure was perceived while the product was being used (usage failure) 

Dimension F: Control of the product during failure 
the primary user was in control at the moment the failure occurred 
(primary user in control during failure) 
someone else was in control at the moment the failure occurred (secondary 
user in control during failure) 
the product was acting on its own at the moment the failure occurred (user 
not in control during failure) 

Dimension G: Interpretation of the user by the product 
the product interpreted correctly what the user desires of it (correct 
interpretation of the user by the product) 
the product failed to interpret correctly what the user desired of it 
(incorrect interpretation of the user by the product) 

Of these dimensions, dimensions A-E apply to all products, dimension F applies only 
to intelligent products and dimension G applies only to those intelligent products that 
try to interpret their user. Furthermore, it can be noted that dimensions B and F 
describe the circumstances in which the failure occurred and dimension C describes 
the consequences of the failure. The other dimensions describe how and when the 
failure occurred. (4.5 and 5.1) 
To classify failures into the various classes on each dimension, the following 
schematics can be used (4-4·5 and 5.1-2): 
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Dimension A: Nature of the failure 

Does the product meet its technical specifications? 

Yes • Do the circumstances in which the product is used 
negatively effect its performance? 
I 

No 

N~~~~~T_e_c_hn_i_ca_I~~--' 

Technical-Psychological/ 
Environment 

Does another product 
negatively affect the 
performance of the 

roduct? 

Yes____.. 

Does the other 
product function 
according to its 
specifications? 

Technical-Psychological/ 
-N~ 

Perception 

No 

Does a mismatch exist between the expectations that the 
one who perceives the failure has of the functionality and 

performance of the product and the perceived 
functionali and erformance of the roduct? 

No • 

Ye 

Does a mismatch exist between the expectations that the 
one who perceives the failure has of the way in which the - Ye• 

product is controlled or connected and the way in which 
the product should be controlled or connected? 

I 
No • Does a mismatch exist between the expectations that the - Ye• 

one who perceives the failure has of the attributes of the 

Psychological/ 
Expectations/ 
Functionalit 

Psychological/ 
Expectations/ 

Control 

Psychological/ 
Expectations/ 

Attributes 
'--~~~~~~~~~ 

product and the perceived attributes of the product? -N~.___P_ro_d_u_c_t_lm__,_pe_rf_e_c_t_io_n___. 

Dimension B: Product (ab)use 

Was the product being used for the - Ye..j Used for intended purposes I 
purposes it was designed to be used for 

at the moment the failure was perceived? ~N~ Other uses 
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Dimension C: Damage target and nature 

Did the failure 
victimize the user? 

- Ye 
Did the failure 

present a risk of 
physical inju ? 

_J User/ 
Yesl~_P_hy~s_i_ca_I_~ 

I 
No ~--No1-------1 .... 1 

User/ 
Non-physical 

Did the failure 
victimize other 

people? 
Ye 

Did the failure 
present a risk of 
ph sical injury? 

Ye Non-user/ 
Physical 

~--No------
Non-user/ 

Non-physical No 

Did the failure 
cause harm to the 

environment? 

o-------Ye~s -------•I Environment/ 
. Physical 

~-------No>----------.i•I Nodamage 

Dimension D: Functioning during failure 

Did the user desire the Did the product perform an 
l-----No-----1.i 

product to perform a function? undesired function anywa s? 

Yes 

Did the product 
perform the function 
the user desired? 

Yes 

• 

Did the product 
do something 

else? 

,..--1 N f . . I Yes N~ on- unct1onmg 

Ye Malfunctioning 

Did the product perform the 
function as well as or better 
than the user expected it to? 

1------No----1• .. I Worse than expected 

o-----Yes------..i No Impact 

Dimension E: Product use during failure or that the failure relates to 

No 

How was the user 
interacting with the 

product at the moment 
the failure occurred? 

The user was installing or 
programming the product Installation/programming failure 

The user was using the normal 
functions of the product 

The user was not using the product, 
but instead noticed something undesirable about the product 

Usage failure 

Normal use 
functions 

What kind of product functionality does the failure relate to? 

Installation/ 
Programming 

functions 
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Dimension F: Control of the product during failure 
Was the primary user of the ~.--------------. 

r-Ye Primary user in control 
product controlling the product at '-----------~ 
the moment the failure occurred? 

I 
No • Was the secondary user of the ~ 

r-Ye Secondary user in control 
product controlling the product at '-----------~ 
the moment the failure occurred? 

I Nobody in control: 
'-----N-c>----~ 

Product was acting on its own 

Dimension G: Interpretation of the user by the product 

Did the product - Yes 

correctly interpret 
what the user 
desired of it? 

Correct interpretation of 
the user b the product 

Incorrect interpretation of 
the user b the roduct 

This model has been tested for test-retest and inter-rater reliability as well as positive 
and negative specific agreement (5.2), with the exception of dimension G which could 
not be tested. The ratings in this test were too skewed to give significant results on 
dimensions B, C and F, although it did become clear that for dimension C an explicit 
definition of non-physical damage will be required (5.2.1, 5.2.3 and 6.1). Dimension D 
performed well enough on test-retest reliability, but performed poorly on inter-rater 
reliability. This is likely due to its susceptibility to differences in interpretation 
between raters (5.2.4 and 6.1). It is therefore recommended that this dimension be 
reconsidered and improved upon before retesting (7.2). Dimension E scored high on 
all measures used (5.2.5 and 6.1) and dimension A scored partially well - agreement 
was high on the classes of technical, psychological/expectations/functionality, 
psychological/ expectations/ control and psychological/ expectations/ attributes 
failures, but less so on the other classes. There was particular confusion between 
product imperfections and the latter 3 of these classes. There were too few ratings on 
the technical-psychological classes for significant results, but even so these classes 
did not perform very well either (5.2.2 and 6.1). These test results indicate that 
dimension A could be improved further by merging product imperfections into the 
psychological classes, which would also eliminate the need to know the expectations 
of the user. Dimension A could further be improved by combining the technical
psychological classes to improve their combined performance. This would result in 
the following diagram for dimension A (6.1): 
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Dimension A: Nature of the failure 

Does the product meet its technical specifications? N~~ ____ T_e_c_h_n_ic_a_I ___ ~ 

Yes 

Do the circumstances in which the product is used 
negatively effect its performance? 

No 

Does another product negatively affect the 
performance of the product? 

No 

Does the non-technical failure relate to the 
functionality and/or performance of the product? 

No • Does the non-technical failure relate to the the way 
in which the product is or should be controlled and/ 

or connected? 

Ye 

Ye 

Technical-Psychological/ 
Circumstances 

Psychological/ 
Functionality or performance 

Psychological/ 
Control or connection 

Psychological/ 
Attributes or other 

This adapted version of dimension A together with dimension E can already be used 
for research purposes (4.4.4 and 6.2.1), but further testing is recommended - not 
only on dimensions B, C (with definition of non-physical damage), D (after 
improvement), F and G, but also on the relations between this model and the various 
customer types and on the effect of product knowledge on this model (7.2 and 7.3). 
Research should also be done on using the model for early potential failure prediction 
and prevention in product design processes, for which it is likely to be very useful 
(4-4-4, 6.2.2 and 7.2). Eventually, research such as this into different failure types can 
lead to specific product improvement strategies tailored to the types of failure 
prevalent in the products to be improved (7.3). 
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Management samenvatting 

De voortgaande ontwikkeling van de technologie maakt nieuwe producten mogelijk 
die nieuwe functionaliteit bieden waarmee ze aan de voortdurend toenemende eisen 
en verwachtingen van hun gebruikers kunnen voldoen. Deze producten zijn niet 
alleen in staat om meer dingen te doen dan eerdere generaties producten, maar zijn 
ook technologisch complexer - wat het optreden van verscheidene soorten 'zachte' 
fouten tot gevolg kan hebben. Naast deze trends van 'toenemende 
productcomplexiteit' en 'toenemende eisen en verwachtingen van gebruikers' bestaan 
ook de trends van 'globalisering/segmentatie en uitbesteden van bedrijfsprocessen' 
en 'toenemende druk op de tijd-tot-markt' (Brombacher, 2001) (Lu, 2002). Bedrijven 
warden er dus toe gedwongen snel complexe technologische producten die aan hoge 
verwachtingen van hun klanten voldoen te maken en op de markt te brengen, om te 
kunnen overleven. (1.1) 
Dit heeft tot gevolg dat klanten warden geconfronteerd met nieuwe technologie die 
razendsnel in de markt is doorgedrongen, nog relatief ongetest. Nieuwe technologie 
waar ze misschien niet mee overweg kunnen, die misschien niet aan hun 
verwachtingen voldoet en die geproduceerd kan zijn met nieuwe en nog relatief 
onbekende ontwikkelprocessen (Brombacher, 2005), met alle gevolgen van <lien. 
(1.2) 
Ambiente Intelligentie is een van die nieuwe technologieen, en stelt producten in 
staat autonoom te handelen en autonoom 'beslissingen' te nemen. Deze nieuwe 
capaciteit van producten om 'beslissingen' te nemen kan tot geheel nieuwe faalwijzen 
leiden. (i.3) 

Er zijn meerdere fasen in het ontwerp en de marketing van een product die kunnen 
leiden tot faalinstanties van het product. Er zal een verschil bestaan tussen de 
verwachtingen van de klant en de specificaties van het product als: 

en 

de eisen van alle bij het product betrokken partijen niet allemaal vertaald 
zijn in gewenste productspecificaties, wat onmogelijk kan zijn gezien de 
eisen van verschillende partijen soms tegenstrijdig zijn 

niet alle verschillen tussen de oorspronkelijke gewenste en uiteindelijk 
gerealiseerde productspecificaties duidelijk gecommuniceerd zijn naar de 
klant 

Dit verschil kan zachte fouten tot gevolg hebben. Als het product niet aan de 
specificaties voldoet, treed er een harde fout op. En als de interface van het product 
niet ontworpen is voor gemakkelijk en intuitief gebruik, kan dit tot meer zachte 
fouten leiden wanneer de gebruiker probeert het product te gebruiken. Zelfs wanneer 
de gebruiker geen problemen met het product ondervindt, kan het nog zo zijn dat de 
samenleving of de regering ontevreden is met sommige functies van het product of de 
manieren waarop het product gebruikt wordt- nog een zachte fout. (2.1en2.2) 

Om zachte fouten te voorkomen blijkt een grondig productontwerpproces zoals 
voorgesteld door Freudenthal (1999) beter geschikt te zijn dan Ambiente 
Intelligentie. Alhoewel Ambiente Intelligentie producten in staat stelt zich aan te 
passen aan hun gebruikers en veel extra functionaliteit biedt, zal het eerder tot een 
toename dan tot een afname van het aantal optredende zachte fouten leiden. Voor het 
terugdringen van het aantal zachte fouten bestaan er een aantal gebieden waar 
aandacht aan besteed moet warden: 

x 
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Producten moeten veilig zijn in het gebruik, zowel in termen van fysieke 
schade als in termen van niet-fysieke schade, zoals schending van de privacy. 
Producten moeten gemakkelijk en betrouwbaar correct te interpreteren zijn 
door die personen die het product gebruiken of er anderszins mee te maken 
hebben. 
Producten moeten de gebruiker voldoende controle over hun functies geven. 
Producten moeten, voor zover mogelijk, worden beveiligd tegen misbruik. 
Misbruik houdt in dit geval in dat het product gebruikt wordt op een manier 
die als ongewenst wordt beschouwd door de samenleving en/ of de regering (de 
wet) 

Dit zijn vier gebieden van productbetrouwbaarheid die ieder nadere aandacht en 
specifieke, toepasbare richtlijnen nodig hebben (2.3). Gezien beperkingen in de tijd 
beschikbaar voor dit onderzoek zal dit echter uitgesteld moeten worden (7.1). Voordat 
zulke richtlijnen opgesteld kunnen worden, is bet eerst nodig te weten wat voor 
soorten fouten er optreden en een manier te hebben om deze fouten te sorteren voor 
toekomstig onderzoek. Dit leidt tot de volgende onderzoeksvraag voor dit onderzoek 
(2-4): 

Wat voor soort fouten kunnen er optreden 
gedurende interactie tussen gebruikers en 
Ambient Intelli ente roducten? 

Gezien zachte fouten pas recentelijk ontdekt zijn en Ambiente Intelligentie een zeer 
nieuwe technologie is, is besloten een nieuw model te maken in plaats van te 
proberen een bestaand model aan te passen (3). Om dit model te maken is er een lijst 
opgesteld van factoren die gebruikt kunnen worden om fouten van elkaar te 
onderscheiden (4.2). Deze factoren zijn vervolgens geanalyseerd en gecombineerd tot 
een set foutbeschrijvende dimensies (4.3 en 4.4.1-2). Deze dimensies zijn vervolgens 
onderworpen aan theoretische tests (4.4.3-4) en een test met een reeds bestaande 
data set (5.1), die tot een kleine toevoeging aan het model heeft geleid. 

Het resulterende model heeft zeven dimensies om fouten mee van elkaar te kunnen 
onderscheiden, met in elke dimensie een aantal klassen van fouten. De dimensies en 
bun klassen zijn: 

Dimensie A: Aard van de fout 
het product voldoet niet aan zijn specificaties (technisch) 
het product werkt niet zoals het behoort te werken in de omgeving en onder de 
omstandigheden waarin bet wordt gebruikt, terwijl de gebruiker verwacht dat 
het product wel goed functioneert en het product zelf aan zijn specificaties 
voldoet (technisch-psychologisch/ omgeving) 
een fout in een ander product leidt ertoe dat een fout in het product wordt 
waargenomen, terwijl er geen echte fout in bet product optreedt (technisch
psychologisch/waarneming) 
er bestaat een verschil tussen de verwachtingen over waar het product toe in 
staat is en waar bet product werkelijk toe in staat is 
(psychologisch/verwachtingen/functionaliteit) 
er bestaat een verschil tussen de verwachtingen over hoe bet product wordt 
bediend of aangesloten en hoe bet product werkelijk wordt bediend of 
aangesloten (psychologisch/verwachtingen/bediening) 
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er bestaat een verschil tussen de verwachtingen over de attributen (grootte, 
kleur, vorm, meegeleverde componenten, etc.) van het product en de 
waargenomen attributen van het product 
(psychologisch/verwachtingen/ attributen) 
verwachte onvolkomenheden zijn waargenomen in het product (product 
imperfectie) 

Dimensie B: Doel waarvoor het product gebruikt werd tijdens de fout 
het product werd gebruikt voor datgene waar het voor ontworpen was 
(normaal gebruik) 
het product werd misbruikt voor een antler doel ( oneigenlijk gebruik) 

Dimensie C: Aard en doelwit van de schade veroorzaakt door de fout 
de fout brengt de gebruiker fysiek in gevaar (gebruiker/fysiek) 
de fout kan immateriele schade aan de gebruiker veroorzaken (gebruiker/niet
fysiek) 
de fout brengt andere mensen dan de gebruiker fysiek in gevaar (niet
gebruiker /fysiek) 
de fout kan immateriele schade aan andere mensen dan de gebruiker 
veroorzaken (niet-gebruiker /niet-fysiek) 
de fout kan schade veroorzaken aan de omgeving of de natuur 
( omgeving/fysiek) 
de fout veroorzaakt geen schade anders dan ontevredenheid (geen schade) 

Dimensie D: Functioneren tijdens de fout 
het product doet niets, terwijl het wel wat zou moeten doen (niet functioneren) 
het product doet iets anders dan wat het moet doen (verkeerd functioneren) 
het product doet wat het moet doen, maar niet zo goed als verwacht (slecht 
functioneren) 
de fout is niet gerelateerd aan het functioneren van het product (geen invloed) 

Dimensie E: Productgebruik tijdens de fout of waar de fout mee te maken 
heeft 

de fout is waargenomen tijdens het installeren of programmeren van het 
product, of heeft daarmee te maken (installatie/programmeer fout) 
de fout is waargenomen tijdens normaal gebruik van het product 
(gebruiksfout) 

Dimensie F: Aansturing van het product tijdens de fout 
de primaire gebruiker stuurde het product aan toen de fout optrad (primaire 
gebruiker) 
iemand anders stuurde het product aan (secundaire gebruiker) 
het product handelde zelfstandig (geen gebruiker) 

Dimensie G: Interpretatie van de gebruiker door het product 
het product interpreteert goed wat de gebruiker wil (correcte interpretatie) 
het product misinterpreteert de wens van de gebruiker (incorrecte 
interpretatie) 

Dimensies A tot E zijn van toepassing op alle producten, dimensie F alleen op 
intelligente producten en dimensie G alleen op die intelligente producten die 
proberen de gebruiker te interpreteren. Daarnaast kan worden opgemerkt dat 
dimensies B en F de omstandigheden waaronder de fout plaatsvindt omschrijven, en 
dimensie C de gevolgen beschrijft. De andere dimensies beschrijven hoe en wanneer 
de fout optreedt (4.5 en 5.1). 
Om de fouten in de verschillende klassen op elke dimensie in te kunnen delen kunnen 
de volgende schema's gebruikt worden (4.4.5 en 5.1): 
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Dimensie A: Aard van de fout 

~_V_o_ld_o_e_t_h_et_p~r_o_d_u_c_t_aa_n_z~ijn_te_c_h_n_is_c_h_e_s~p_e_c_ifi_1c_a_tie_s_?_. _____. Ne~~ ____ T_e_c_h_ni_s_c_h __ _ 

Ja 

Is het functioneren van het product negatief beinvloed door 
de omstandigheden waaronder het product wordt gebruikt? 

Nee • 
Is het functioneren van het 
produkt negatief beinvloed 
door een ander product? 

I 
Nee • 

Voldoet dat andere 
product aan zijn 
specificaties? 

Komen de verwachtingen van degene die de fout 
waarneemt over de functionaliteit en prestaties van het 
product overeen met de waargenomen functionaliteit en 

prestaties van het product? 
I 

Ja • Kamen de verwachtingen van degene die de fout 
waarneemt over de manier waarop het product wordt 
aangestuurd of aangesloten overeen met de manier 

waarop het product werkelijk moet worden aangestuurd of 
aanQesloten? 

I 
Ja • Komen de verwachtingen van degene die de fout 

waarneemt over de attributen van het product overeen met 

- Ne 

- Ne 

- Ne 

- Ne 

Technisch-Psychologisch 
Omgeving 

Technisch-Psychologisch 
Waarnemin 

Psycho log is ch/ 
Verwachtingen/ 
F unctionaliteit 

Psycho log isch/ 
Verwachtingen/ 

Bediening 

Psychologisch/ 
Verwachtingen/ 

Attributen 

~ ___ d_e_w_a_a_r~·g_e_n_o_m_e_n_a_tt_r_ib_u_te_n_va_n_h_e_t ~p_ro_d_u_c_t? __ ____.- J...j.___P_r_o_d_u_c_t _lm_,p'-e_ri_e_c_t_ie_ 

Dimensie B: Doel waarvoor het produkt gebruikt werd tijdens de fout 

Werd het produkt gebruikt voor datgene -J~ Normaal gebruik 
waar het produkt voor ontworpen was, op 

het moment dat de fout werd 
~-----w_a_a_r_y_e_n_o_m_e_n_? ____ ____.-Ne~~--O_n_e_ig_e_n_liJ_·k_g_e_b_r_u_ik_~ 
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Dimensie C: Aard en doelwit van de schade veroorzaakt door de tout 
Representeert de tout Representeert J~ J Gebruiker/Fysiek I 
risico op schade aan de tout risico op ! . 

de ebruiker? sieke schade? 

Nee 

Representeert de tout 
risico op schade aan 

andere mensen? 

Nee 

~-Nee-e ----1 .. .il Gebruiker/Niet-
. Fysiek 

Representeert 
de tout risico op 

sieke schade? 

~-Ne·------1-

Niet-Gebruiker/ 
Fysiek 

Niet-Gebruiker/ 
Niet-Fysiek 

Representeert de tout I Omgeving/ 
risico op schade aan de 1------Ja--a ----.i•.__ __ F_..y_s_ie_k __ __. 
omgevin of de natuur? 

~------Nee-e--------1•~1 Geenschade 

Dimensie D: Functioneren tijdens tout 
Wou de gebruiker dat het 

produkt iets deed? 
I 

Ja • Deed het produkt 
wat de gebruiker - Ne 

Wilde? 
I 

Ja 

Deed het 
produkt iets 

anders? 

Deed het produkt toch iets 
(on ewensts)? 

Ne~ Niet functioneren I Ja 

Verkeerd functioneren Nee 

Deed het produkt het zo goed t----Nee--e - - --l .. -1 Slecht functioneren 
als of beter dan dat de 

ebruiker verwachtte? 1---- --.J·a------.i Geen invloed 
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Dimensie E: Produktgebruik tijdens de tout of waar de tout mee te maken heeft 

Hoe was de gebruiker 
met het produkt bezig 
op het moment dat de 

De gebruiker was het produkt 
aan het installeren of 

programmeren 
lnstallatie/programmeer tout 

tout werd 
waar enomen? 

De gebruiker was de normale 
functies van het produkt aan 

het gebruiken 

De gebruiker was het produkt niet aan het gebruiken 
maar merkt er wel iets aan op 

Gebruikstout 

Norma le 
gebru iksfu ncties 

Aan wat voor soort functionaliteit is de tout gerelateerd? 

Dimension F: Aansturing van het produkt tijdens de tout 

lnstallatie/ 
Programmeer 

functies 

Was de primaire gebruiker het 
produkt aan het aansturen op het 
moment dat de tout plaatsvond? 

~J1~---P-r-im-a-ir_e_g_e_b_r_u-ik_e_r--~ 

I 
Nee • Was een andere gebruiker het 

produkt aan het aansturen op het 
moment dat de tout plaatsvond? 

~Ji Secundaire gebruiker 

Geen gebruiker: 
Produkt handelde zelfstandi 

Dimensie G: lnterpretatie van de gebruiker door het produkt 

Heeft het produkt -J~ Correcte interpretatie I 
de wensen van de · · 

gebruiker juist 
geinterpreteerd? lncorrecte interpretatie 

Dit model is getest op de test-hertest en inter-rater betrouwbaarheid en op zowel de 
positieve als op de negatieve specifieke overeenstemming (5.2), met uitzondering van 
dimensie G die niet getest kon worden. De gegevens van deze test waren te 
onevenredig verdeeld om significante resultaten te geven op dimensies B, C en F, 
alhoewel het wel duidelijk werd gedurende de test dat het nodig zal zijn voor 
dimensie Com niet-fysieke schade expliciet te definieren (5.2.1, 5.2.3 en 6.1). 
Dimensie D heeft weliswaar een hoge test-hertest betrouwbaarheid, maar inter-rater 
betrouwbaarheid op deze dimensie is erg laag, wat waarschijnlijk te wijten is aan de 
vatbaarheid van deze dimensie voor verschillen in interpretatie (5.24 en 6.1). Het is 
daarom aan te bevelen om deze dimensie te heroverwegen en in verbeterde vorm 
opnieuw te testen (7.2). Dimensie E scoort hoog op alle testen (5.2.5 en 6.1) en 
dimensie A scoorde gedeeltelijk hoog - er was veel overeenstemming op de klassen 
technisch, psychologisch/verwachtingen/functionaliteit, 
psychologisch/verwachtingen/bediening en psychologisch/verwachtingen/ attributen 
en relatief weinig overeenstemming op de andere klassen. Met name de klasse van 
product imperfecties werd vaak verward met de laatste 3 van deze klassen, en 
alhoewel er te weinig fouten op de technisch-psychologische klassen waren ingedeeld 
om hier significante conclusies aan te verbinden was de overeenstemming ook op 
deze klassen laag (5.2.2 en 6.1). Deze testresultaten geven aan dat dimensie A verder 
verbetert kan worden door de klasse van product imperfectie op te laten gaan in de 
drie psychologische klassen, wat ook de noodzaak om de verwachtingen van de 
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gebruiker te weten verwijdert. Dimensie A kan verder worden verbeterd door de twee 
technisch-psychologische klassen samen te voegen tot een waarschijnlijk beter 
presterende dimensie. Dit zou dan leiden tot het volgende diagram voor dimensie A 
(6.1): 

Dimensie A: Aard van de tout 

Voldoet het produkt aan zijn technische >-Ne~~ ____ T_e_c_h_n_is_c_h ___ ~ 
specificaties? 

I 
Ja 

Is het functioneren van het produkt negatief 
beinvloed door de omstandigheden 

waaronder het produkt wordt ebruikt? 

Nee 

Is het functioneren van het produkt negatief 
beinvloed door een ander produkt? 

Nee • Is het een niet-technische tout met 
betrekking tot de functionaliteit of de 

prestatie van het produkt? 
I 

Nee 

Is het een niet-technische tout met 
betrekking tot de bediening of de 

aansluitin van het rodukt? 

c--J 

Technisch-Psychologisch/ 
Om stand ig heden 

Psychologisch/ 
Functionaliteit of prestatie 

Psycholog is ch/ 
Bediening of aansluiting 

Psycholog isch/ 
Attributen of overi e 

Deze aangepaste versie van dimensie A kan al samen met dimensie E worden 
gebruikt voor onderzoeksdoeleinden (4.4.4 en 6.2.1). Het is echter wel aan te bevelen 
verder te testen - niet alleen op dimensies B, C (na opstellen van een definitie voor 
niet-fysieke schade), D (na verbetering), Fen G, maar ook op de verbanden tussen dit 
model en de verscheidene soorten klanten en het effect dat productkennis heeft op dit 
model (7.2 en 7.3). Er zal ook nog onderzoek moeten worden gedaan naar het gebruik 
van het model om vroeg in productontwerpprocessen potentiele faalwijzen te 
voorspellen en vervolgens te voorkomen, iets waar het model waarschijnlijk erg 
geschikt voor is (4-4-4, 6.2.2 en 7.2) Uiteindelijk zal dit soort onderzoek naar de 
verscheidene soorten fouten die voorkomen in producten leiden tot specifieke 
productverbeteringsstrategieen gericht op de soorten fouten die veel voorkomen in de 
specifieke producten die verbeterd worden (7.3). 
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1 Introduction 

As time passes, the development of new technologies progresses. These new 
technologies, like all new things, present both risks and opportunities. Much of the 
current research focuses on the latter, as the new opportunities they offer are usually 
the driving force behind the development of new technologies. So, too, with Ambient 
Intelligence - a collective term for products in our surroundings that utilise the 
computational power of modern-day technologies that miniaturisation efforts have 
adapted for use in everyday products. Like with all new technologies, the use of 
Ambient Intelligence is not without risks: 

"In history, the development of regulatory, social, and ethical standards tends to lag 
considerably behind the rapid proliferation of pioneering technological inventions, 
as was the case with the invention of the assembly line and mass production at the 
beginning of the 20th century, and with the appearance of the global Internet in the 
198os,for example. In an emerging future of ambient-intelligence systems, one 
exciting question is whether we will be aware of the impending pitfalls and tackle 
them in an early (design) phase, where we still have the means to shape the 
envisaged systems according to fundamental social and ethical requirements, or if 
there is a need for yet another social revolution that subsequently brings about 
necessary adaptations by force." - Bohn, 2004 

Many potential pitfalls exist in new technologies such as Ambient Intelligence, and 
with the short time-to-market that many companies focus on nowadays (see chapter 
1.1) there is little time to research and avoid these problems before the product 
reaches the market, where the users and society will encounter the negative effects 
caused by unresolved problems. Nevertheless it is still necessary to research those 
problems, and this report represents an attempt to significantly contribute to that. 

This focus (of this report) on the negative aspects and how to solve them is further 
supported by Rocker (2004): "In general, having focus groups listing disadvantages 
seems to be a good strategy for designing intelligent user services because it 
emphasizes the need for protecting security and privacy, the relevance of social 
communication and polite and expected behavior for a given context." 

Consider also the warning given by Greenfield (2004), about how the added 
complexity of intelligent products increases the opportunities for confusion and 
misunderstanding - increases the number of ways in which soft reliability failures 
(defined in chapter 2) can occur: 
"Despite our best efforts-which is to say, the best efforts of a great many sensitive 
and intelligent people working in good faith, over the course of a decade and in 
every country where access to the Internet is commonplace-even ordinary 
operations in such a comparatively simple regime as the World Wide Web still all 
too often present users with unacceptable difficulty, confusion and uncertainty. 
Moments of perplexity and doubt remain, strewn through even the most quotidian 
tasks like landmines among the fields. The Web works, but rarely as effortlessly or 
in a manner as free from undue complication as we might wish. 

By comparison with the World Wide Web, ubiquitous computing is vastly more 
insinuative. By intention and design, it asserts itself in every moment and through 
every aperture contemporary life affords it. It is everyware. 
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The prospect of such moments of disjunction and dismay being allowed to persist in 
the enormously more powerful, pervasive and intimate milieu of ubicomp, 
percolating through even to realms of existence not previously considered as subject 
to operations through an "interface"-and especially in contexts where users' 
governing mental models are likely to be social and interpersonal in nature rather 
than technical-is still more unacceptable. (This is most especially so in the absence 
of compelling and clearly articulated value propositions for ubiquitous systems 
from the user's point of view.)" 

Greenfield (2004) also states that failures in Ambient Intelligent products, due to the 
pervasive nature of these products, will have bigger consequences compared to 
failures in regular products: 
"With all due respect, we have seen that products designed by engineers, or whose 
design is permitted to default to the tastes, preferences and predilections of 
engineers, almost always fail end users (unless those end users are themselves 
engineers). 

This is not an indictment of engineers. They are given a narrow technical brief, and 
within the envelope available to them they return solutions. It is not in their 
mandate to consider the social and environmental impact of their work. From our 
vantage point as user-experience professionals, however, it is clear that there have 
always been emergent properties of systems that are designed with a given end in 
mind - and that sometimes, those properties and effects are of much greater 
consequence than the intended result. 

If ubicomp applications are rushed to market and allowed to appear as have so 
many technological artifacts in the last thirty years-i.e., without compassionate 
attention to the needs and abilities of all sorts of human users, without many 
painstaking rounds of iterative testing and improvement in realistic settings-then 
they will present those users with a truly unprecedented level of badness. 

Imagine the feeling of being stuck in voice-mail limbo, or fighting unwanted auto
formatting in a word processing program, or trying to quickly silence an 
unexpectedly ringing phone by touch, amid the hissing of fellow moviegoers-except 
all the time, and everywhere, and in the most intimate circumstances of our lives. 
Levels of discomfort we accept as routine (even, despite everything we know, 
inevitable!) in the reasonably delimited scenarios presented by our other artifacts 
will have redoubled impact in a ubicomp world." 

(The 'unprecedented level of badness' in the quotation above would mainly be a lack 
of control - when intelligent products start making unwanted decisions on their own, 
which the user has to either correct or face the consequences of. This is 
unprecedented because never before have machines been able to act wholly 
independently - this ability is only being developed over the course of last few 
decades.) 

Along with all its blessings, all its technological prowess to enhance the quality of our 
lives, Ambient Intelligence also has unprecedented potential for disaster. Thus, the 
need exists for ways to prevent that particular potential from being realised. A need 
to be addressed by those involved in the development of the technology, so that it 
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may become 'a tool of justice, unselfishness and love' as the Physicist professor 
Dorgelo (1957), first Rector Magnificus of the Technical University of Eindhoven 
wanted all technology to be: 'When East and West shall learn to work and to live for 
the entire World, when technology becomes the tool of justice, unselfishness and 
love, then the world shall be liberated.from this Psychosis of Fear and this 
devastating scientific and technological competition". (This statement was made by 
Dorgelo in 1957 against the background of the Cold War, but its validity is universal) 

1.1 Market trends 

A few years ago it was observed that there were 5 major trends in the consumer 
electronics industry (Brombacher, 2001) (Lu, 2002): 

- Increasing product complexity 
- High pressure for Time To Market (TIM) 
- Globalisation/ segmentation and outsourcing of business processes 
- Increasing expectations and demand for warranty 
- Increasing complexity of customer requirements and perceptions over product 

performance 

While most of these trends still continue today, there have been signals of a partial 
break with the increasing product complexity, such as the 'Sense and Simplicity' 
program at Philips which should lead to at least externally less complex products. To 
further explain that partial break, it is necessary to take a closer look on the issue of 
complexity in products. Basically, 3 kinds of product complexity can be distinguished: 
Industrial complexity, Technological complexity and Customer interface complexity. 
(Chapman, 2004) The partial break is in the complexity of the customer interface, 
which decreases while the technological complexity increases further. Note that less 
complexity of the customer interface is achieved by adding more technology, rather 
than by stripping away functionality. 

These trends are leading to more reliability problems because (Brombacher, 2005): 
Customers may or may not know how to handle (or connect) new technology 
Customer's expectations may or may not be met 
New technology will reach the market faster 
New products may require new and unknown development processes 

These causes are likely to be behind the recent increase in the occurrence of 'No Fault 
Found' in product returns (Brombacher, 2005). A lot of these returns are products 
that do meet specifications but were nevertheless perceived by the customer not to be 
functioning according to his/her expectations (a soft reliability failure (defined in 
more detail in chapter 2)). 

Another problem is that the current systems of field feedback are inadequate -
unable to match the accelerating development times (Brombacher, 2005). This 
means that either the feedback process should be improved to take less time, or the 
development process should be modified in such a way as to eliminate the need for 
feedback altogether. (Or, at least, reduce the importance of feedback for successful 
product development) 
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1.2 Customer behaviour and uncertainty 

To finish this introduction to the subject of this report, a few words on the behaviour 
of customers (see chapter 2 for definition) and the uncertainty in the market: 
When customers encounter product defects, they tend not to complain - instead, 
they change their buying behaviour (Goodman, 2003). When they do complain, the 
complaints often do not directly identify the source or the cause of the problem 
(Goodman, 2003). The propensity to complain is directly proportional to the severity 
of the problem and the damage to the user (Goodman, 2003). Finally, the experience 
of a problem in a product or service, especially when the problem remains after a 
complaint has been filed, results in substantial negative word of mouth (Goodman, 
2003). Thus, while it is hard to detect all the problems encountered in the use of a 
product, it is very important for the corporate image to thoroughly analyse their 
products to prevent and solve problems. 
When trying to detect or predict the problems that will be encountered in the use of a 
product, however, uncertainty becomes an important factor to deal with. Den Ouden 
et al (2005) identifies 3 different kinds of uncertainty: 

Market Uncertainty 
Uncertainty about what the consumers want and what the market looks like. 
For example, if the market is not mature enough the manufacturer has limited 
or no knowledge or information about the extreme users. As a result, the 
manufacturer cannot anticipate the product to withstand the extreme users' 
behaviour. This situation therefore can create product reliability problems. 
Technology Uncertainty 
Uncertainty about the behaviour, performance, and quality of product 
technologies. 
Industrial Uncertainty 
Uncertainty about the behaviour, performance, and quality of the product 
development process technology. 

Of these, market uncertainty is the most important for avoiding soft failures, but the 
other kinds of uncertainty are not unimportant, either. 

1.3 The emergent technology of Ambient Intelligence 

As illustrated in the beginning of this chapter, Ambient Intelligence is coming and its 
arrival will be a mixed blessing - with both opportunities and risks. Ambient 
Intelligence will give products the capability to reason and act independently (Aarts & 
Marzano, 2003) (HUMAINE project) (AISB'o5 convention) as well as handle 'fuzzy' 
inputs like freeform speech and reading emotion from the face of the user (Karpouzis, 
2005) (HUMAINE project) (AISB'o5 convention). Where in classical products 
pushing a button always has the same effect (simplified), with an Ambient Intelligent 
product the effect of pressing the button will vary, as the product takes into account 
your past choices, its environment, its configuration and various other factors. Some 
Ambient Intelligent products will also attempt to get more input by trying to read the 
emotional state of the user from his/her face and base the output effect of pushing 
the button in part on that interpretation of the face of the user. All these new inputs 
that the output co-depends on, inputs that can cross both space and time, each 
present new possibilities for failures to occur. 
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2 Situational Analysis 

In this chapter an analysis is made of the current situation on the market, with the 
aim of finding a good research question. To find this research question, 'No Fault 
Found', as mentioned in chapter 1.1, is used as a starting point. Since Soft Failures are 
an important factor in the occurrence of 'No Fault Found', these failures will first be 
considered in moderate detail in chapter 2.1, after which 'No Fault Found' itself can 
be examined - particularly, its causes. These causes, then, are problems the industry 
has to deal with. Before the start of this research, there has already been some work 
done towards resolving these problems. The 2 general approaches, a focus on global 
usability and a focus on extreme customisation with the help of Ambient Intelligence, 
will be discussed in chapter 2.3. Based on the problems and what has already been 
done, a research question is then formulated and subsequently narrowed down to fit 
into the time span available for this research. 

2.1 Soft failures (and product conception) 

Before defining Soft Failures, it is useful to first consider the parties involved with a 
product on the market and their relation to the product. Doing this will also give a 
brief description of product conception on a general level. The main parties involved 
are: 

Customer: the person or organisation that buys the product. 
User: the person that uses the product - often, but not always, the user is also the 
customer. 
Producer: the organisation that produces the product. 
4th parties: external groups with an interest in the product, such as governments 
and society. 

(The terms customer and user are sometimes used as if they are one and the same 
(they frequently, but not always, are the same person) - keep this in mind when 
reading the quotations in this report) 

To further clarify, a definition of the product: 
Product: a device that is produced by the producer, bought by the customer and 
used by the user in an environment comprised of 4th parties. 

3 of these parties, the customer, the user and the 4th parties, each have both 
requirements and expectations of the product, each of which is 2-sided and can be 
split into a positive and a negative: 
Positive requirements: what the party wants the product to do. 
Negative requirements: what the party wants the product not to do. 
Positive expectations: what the party expects the product to do. 
Negative expectations: what the party expects the product not to do. 

(The reason for this level of detail is simple: the customer, the user and the 4th party 
form their expectations of the product based on what they know about the product 
(communicated to them by both the producer, through the product itself or through 
other channels) - the degree to which the actual product capabilities match these 
expectations determines their satisfaction with the product. The decision to buy the 
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product, however, is based on how closely the customer expectations match the 
customer requirements (insofar as the customer is aware of them) and the user 
requirements as perceived by the customer. A difference in a product between 4th 
party requirements and either 4th party expectations or actual product capabilities 
can cause trouble for the producer in terms of the law or social acceptance of the 
product. The distinction between positive and negative is added for completeness, as 
there are 2 sides to almost everything.) 

One of the problems faced by the producer while envisioning a product is that all the 
different requirements from all these different parties involved do not have to match 
- sometimes they even conflict with each other, as illustrated in figure 2.1.A below. 

Figure 2.1A Overlap between the different requirements 

(PUR/NUR =Positive/Negative User Requirements 
PCR/NCR =Positive/Negative Customer Requirements 
P4R/N4R =Positive/Negative 4th party Requirements 
(Note that there are conflicts, where positives and negatives overlap - this implies the 
perfect product that satisfies every requirement is not always possible) An example of 
this is a parent buying a censored game for his/her child. The parent as customer has 
the negative requirement of not wanting his/her child exposed to nudity or violence, 
while the child, as the user, has the positive requirement of seeing everything in the 
game, including the nudity and violence. Another example is people who want a 
device that helps them avoid getting tickets for speeding (customer requirement), 
while such a device is against the law (4th party requirement)) 

Based on these requirements, along with other factors such as available 
skill/technology, the producer arrives at a product specification, which is used to 
create a product with a set of product capabilities: 

Positive product specification: what the product should be able to do according 
to the producer 
Negative product specification: what the product should not be able to do 
according to the producer 
Product capabilities: what the product is capable of doing 
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The performance of the producer in conceiving and creating the product, in terms of 
product quality, can be examined by looking at the following 5 factors: 

Functionality: the degree to which the positive product specification matches the 
combination of positive customer requirements, user requirements and 4th party 
requirements. 
Disfunctionality: the degree to which the negative product specification 
mismatches the combination of negative customer requirements, user requirements 
and 4th party requirements. 
Product desirability: the combination of functionality and lack of disfunctionality. 
Customer satisfaction potential: the degree to which the positive product 
specification matches the combination of positive customer expectations, user 
expectations and 4th party expectations and the negative product specification 
matches the combination of negative customer expectations, user expectations and 
4th party expectations. 
Customer satisfaction: the degree to which the product capabilities match the 
combination of positive and negative customer expectations, user expectations and 
4th party expectations. 

For clarification, consider figure 2.1B that shows the 5 gaps that businesses should try 
to close: 

Requirements 

Desirability 

Quality of 
Communication 

Expectations Product Specifications 

Technical 
Product Quality 

Product Capabilities 
Quality of user 

interface 
Figure 2.1B 5 gaps for businesses to deal with 

Reliability 

ercerved Pro uc · 
Capabilities 

Products are made desirable by matching their specifications to customer and user 
requirements, as well as 4th party requirements such as the laws of the country. Then 
the expectations are formed by communication of the product capabilities to the 
customers, users and 4th parties, who will be dissatisfied if the perceived capabilities 
do not consistently meet their expectations (reliability) - these perceived capabilities 
depend on how well the user interface displays the actual product capabilities to the 
customer/user/ 4th party. The actual product capabilities in turn depend on how well 
the product specification has been translated into a tangible product. 

This model is an extension of the more classical simplified model of product 
development (depicted in 2.1C), which starts with the Customer whose requirements 
are analysed to form a product specification which is then realised into a product. 
(Koc;a, 2006) 
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Figure 2 .1 C Classical simplified product development process (Ko<;a, 2006) 

The link between the classical and the extended simplified model is as follows: 
The Customer (classical) has a set of Requirements (extended). The User and 
4th parties have Requirements of the product as well (extended). 
The Requirements of the Customer are Analysed (classical), the accuracy of 
this analysis determines the Desirability of the product (extended) 
The product specifications are the same in both models 
The Product Specifications are then Realised (classical), the quality of this 
realisation process determines the Technical Product Quality (extended) 
This leads to a finished Product (classical), which has a set of Product 
Capabilities (extended) 

But the process does not end there. The finished product goes back to the Customer: 
The producer communicates the product Capabilities to the Customer 
(extended) 
The Customer forms a set of Expectations, based in part on this 
communication (extended) 
The Customer buys the product based on his/her expectations, and starts 
using the product, which causes the Customer to form a Perceived image of the 
Product Capabilities (extended) that does not necessarily match with the 
actual Product capabilities. 
The Customer compares his/her Expectations of the Product to his/her 
Perceived image of the Product Capabilities. Every mismatch in this 
comparison process is a failure (soft or hard) which means that this 
comparison determines the product Reliability (extended) 
The match between the Product Capabilities and the Perceived Product 
capabilities is determined by the quality of the user interface, amongst other 
factors (extended). It should be noted here that a high-quality user interface 
can be regarded as one of the Customer Requirements. 

Thus, the extended simplified model includes the Purchase and Use processes from 
which some of the Soft Failures originate. These processes take place at the 
Customer, and while they cannot be controlled directly by the producer as all the 
processes in the classical model can, they can nonetheless be influenced to some 
extent by communicating information about the Product to the Customer. 

Now, with this view of the interaction between the producer and the other parties 
involved with a product, it is possible to give a definition of the failures encountered 
in this interaction process. To start with, there is the 'classical' type of failure, the 
hard error (not discussed in detail in this report): 

Hard error: any instance in which the product capabilities do not match with both 
the positive and the negative product specifications. Hard errors are time-dependant 
and can be divided in 4 classes according to the 'rollercoaster curve' (Wong, 1988): 
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I: Hidden 0-hour 

2: Early wear-out 

// 
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Figure 2.1D the rollercoaster curve 

4: Systematic 
wear-out 

The height of the curve indicates the failure chances over time. Note that the 
'rollercoaster curve' describes the observed errors, which also includes soft failures -
thus the height of the curve is not representative for the number of hard errors that 
occur in each stage. 

Another type of failure that has been researched in the past is where products do not 
perform as well as required - when mistakes have been made conceiving the product 
specifications: 

Product imperfection: anything that decreases product desirability. 

Product imperfections are becoming more common because constantly increasing 
customer demands and innovation in most cases make it extremely difficult for 
consumer electronics manufacturers to fully understand the customer requirements 
of the highly innovative customer electronics products. This is because the customers 
themselves have increasing difficulty with knowing accurately what to expect of a 
product before having used it themselves. This in turn is because the customers are 
not always also the users, and because of the disconnection between customers/users 
and producers that is caused by the 3rd-party distribution channels between them. 
(Petkova, 2003) This could lead to incomplete and incorrect product specifications. 
The users can also have very different requirements and many unexpected ways to 
use the products (Roelofs, 2005), which means that the product is already imperfect 
at its conception. 

The 3rd type of failures has only recently been discovered as significant, in research 
by Den Ouden (2006), Brombacher (2005) and others. This type of failure is known 
as a 'Soft Failure': 

Soft failure: anything that decreases customer satisfaction and is not a hard error. 
Soft failures are themselves not time-dependant, but rather occur when the customer 
first tries to use the product in a particular way. Thus, the longer a customer uses a 
product, the lower the chance of the customer using a new function and discovering a 
new soft failure. (This last statement is a logical deduction - no research that verifies 
(or contradicts) the accuracy of this deduction has been found during the course of 
this study - although Goodman (2003) states that the heaviest users are the ones 
who complain the most about perceived product defects) This also implies that, while 
the soft failures themselves are not time-dependant, the rate of their discovery and 
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thereby also the rate of complaints about them is (time-dependant). Note that soft 
failures can sometimes overlap with product imperfections - if the customer expects 
the product to meet some of his/her requirements that the product is not specified to 
meet, it is a soft failure resulting from a product imperfection not having been 
properly communicated to the customer. 

Everything that is wrong with a product can be classified as a hard error, a soft failure 
or a product imperfection, as shown here in figure 2.1E: 

Figure 2.1E: 3 types of failures 

Product imperfections 

Quality of 
Communication 

Soft failures 
t 

Expectations 

These soft failures are important because they decrease product reliability in the 
broadest sense: 

Product reliability: in a broad sense, this is the chance of the customer not being 
confronted with certain events while using the product that the customer experiences 
as unpleasant - the chance of the product not having any hard errors or soft failures. 
This includes anything from physical breakdown of the product with resulting lack of 
functionality which the customer was depending on, to frustration resulting from it 
not being immediately clear how to use the product in the way the customer intends. 
As such, it can be considered an important part of the value offered to customers. 
(Evans, 2002) Product reliability is also an aspect of product quality. The reason for 
using such a broad definition of product reliability is given by den Ouden (2005): 
"Traditional reliability approaches consider product reliability as a predominantly 
technical issue. It is often assumed that customer requirements can be translated 
into technical specifications and the key to deliver reliable products is to assure that 
all products functioning according to their technical specifications. However, 
complicated business processes, rapid product technology innovation, increasing 
time-to-market pressure, and increasing customer demands on product reliability 
have led to the situation in the field where products can be rejected by some 
customers as long as they do not perform according to the expectations of these 
customers. This is especially true in high volume consumer electronics industry." 
Baskoro (2006) adds to that: ''A common definition of reliability is the ability of a 
product or system to fulfill its intended purpose for a certain period of time under 
stated conditions. This definition contains the term "intended purpose" which in 
itself is ambiguous; often the intended purpose is interpreted as the product 
specifications. Brombacher (2000) has argued, especially for innovative high
volume consumer products, that the intended purpose for a user is ·different from 
that for a manufacturer. When a product works according to its technical 
specifications but a user is unhappy with the functionality, the user will be 
dissatisfied with the product quality and reliability." 
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Thus, a product can be considered reliable when the customer consistently gets what 
he believes to have bought - when the product is perceived to have those capabilities 
that made the customer decide to buy the product, those capabilities the customer 
expected the product to have on the moment of purchase. These expectations have 
been formed by the customer before the moment of purchase and are based on the 
information communicated about the product to the customer. (See 2.2 causes 4 and 
7) (See also 2.1B/E) 
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2.2 Causes of No Fault Found 

When customers or users encounter those reliability problems (described in chapter 
2.1), this will sometimes result in the customer returning the product to the producer. 
The producer then proceeds to test the product for hard errors, and when no hard 
errors are discovered during testing, the product analysis is filed away as 'No Fault 
Found'. It is this occurrence, and its increasing rate of occurrence as shown by Den 
Ouden (2006), that forms the starting point of this research. The logical first step is 
to consider the reasons why 'No Fault Found' occurs, and the most common method 
to conceive an answer to the question of 'Why?' is to perform a root cause analysis. A 
root cause analysis starts with the effect, in this case a product that has been returned 
while No Fault is Found, and then proceeds to look for causes, then causes of these 
causes, continuing several iterations until the root causes have been identified. 

Before viewing the root cause analysis model that follows hereafter (depicted in figure 
2.2B), it is important to note that this root cause analysis is not complete - some 
causes are not included. The reason for this is that the focus of this research is on 
those causes that the producer of the product can influence in some way, and also on 
the psychological process that leads customers to falsely perceive a functional product 
to be defective. This psychological process is influenced not only by the product 
design, but also by the information about the product that is communicated to the 
customer and the user. It is this information, together with the physical appearance 
of the product and past experiences (for instance with similar products), that shapes 
the expectations that the customer and the user will have of the product on the 
moment of purchase. These expectations are not only used in the buying decision, but 
also in the process of determining whether the product is functioning correctly -
whether the product delivers the 'promised' performance. Note here once more that 
expectations and requirements do not have to match - a product that does not meet 
the requirements will not get returned as long as it meets the expectations. The closer 
the match between the expectations and the requirements, the more likely the 
product is bought. When a product is bought that does not meet or exceed all 
customer requirements, the customer ideally knows about this discrepancy and will 
not act upon encountering it. It is when the customer does not know about the 
discrepancy - when the customer expects the product to meet requirements that the 
product does not meet, that the product is falsely perceived not to function correctly. 
This false perception may cause the product to get returned. Such misinformation, 
even if not in the product itself, can reach the customer through various product
external channels, such as the product manual, advertisements about the product or a 
conversation with an employee of the shop where the product is bought. There are 
other channels such as friends, family and other users of the product, but these 
cannot be influenced by the producer of the product (the shop employee is included 
because he/she can sometimes be influenced by the producer, to give correct 
information about the product). 
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To start with the symptom, 'No Fault Found', which can be split into 3 events that are 
all marked as 'No Fault Found': 

1. Symptom: No Fault Found - products that do meet their specifications are 
returned. 
There are 3 events that lead to a product being labelled 'No Fault Found': 
A Fault Not Found: the product contains a defect but the division 

responsible for reparation of the product fails to find the defect. (The 
defect could be intermittent (for example a wire breach that sometimes 
disconnects) or related to circumstance unique to the location at which 
the user used the product) 

B Fault Misattributed: the user uses the product in conjunction with other 
products and wrongly attributes a failure in one of these other products 
to the product. An example could be attributing a failure in the video 
card of a personal computer to the monitor connected to it (or vice
versa). 

C Fault Misperceived: the customer or user perceives a defect in the 
product where none exists. An example of this would be a 
customer/user forgetting one or a few actions during the programming 
of a video recorder to record something, without knowing that those 
actions were necessary, and concluding that the video recorder is 
broken when it subsequently does not record what the customer/user 
tried to program it to record. 

No general research as to the exact causes has been encountered during the 
course of this research, but the problems have also been categorised in a 
different way and relations between those categories and some customer 
groups have been researched. (Geudens et al, 2005) 
A more specific case has also been researched at Philips, aimed primarily at 
the role of the service department in preventing category B and C events from 
resulting in product returns. (Molenaar, 1999) 

Note that the assumption is made here that the customer is honest, and returns the 
product not out of general dissatisfaction, but only because the customer genuinely 
believes the product not to function correctly. When considering why these events 
take place, Fault Not Found (lA) can possibly be caused by specifications being faulty 
or incomplete (product imperfections) (2). Fault Misattributed (1B) is caused by the 
user using the product in a way that is both unintended and unforeseen by the 
producer (3), and by product imperfections (2). Product imperfections like the lack of 
signs of functionality that can tell the user the product itself is working properly even 
when the intended result of the user his action does not take place - signs that would 
tell the user to search for the failure in another product in those scenarios. Finally, 
Fault Misperceived (1C) can be caused by unforeseen and unintended product use, as 
well as from a mismatch between the expectations of the customer and the product 
specification (4). This mismatch can also cause the unforeseen and unintended 
product use (3). 
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2. Possible cause of (l.A, 1B): Faulty/incomplete specifications - circumstances in 
which the user uses the product may differ from the factory testing 
circumstances. When interaction between the product and the use 
environment occurs, it is thus possible that the product fails to work as 
intended at the location where the user uses the product, while the same 
product works without problems in the factory test setting. Another possibility 
is that the user has a disability that has not been taken into account during the 
design phase of the product - the user may be unable to use the product or 
severely handicapped in the use of the product. An example of this could be 
electromagnetic radiation at the site of the user interfering with the signal 
reception of a TV (causes l.A). Another example would be a product lacking 
some form of self-diagnosis, which can sometimes cause 1B. 
No extensive research on this issue has been encountered during this research, 
but the issue has been mentioned before as a possible cause of No Fault 
Found. (Molenaar, 1999) 

3. Cause of (1B, 1C): Users (try to) use the product in ways that it was never 
intended to be used in by the designers of the product, resulting in product 
failure and/or disappointment. An example would be a user trying to twist a 
screw with a pocket knife and subsequently complaining that the edge got 
nicked or dull (1B). Another example would be a user using an electronic 
device underwater that was not made for underwater functioning, resulting in 
product failure (1C). 
Some research has been done on this within the context of the Technology 
Adoptation Life Cycle from Rogers. (Uitdenbogaard, 2004) General research 
based on customer and product attributes has not been found during the 
course of this study. 

4. Cause of (1C, 3): Customer expectations do not match product specifications. 
These expectations can be divided in 2 kinds: subconscious (A) and conscious 
(B) expectations. Examples would be a customer: 
- trying to play a HD-DVD in a DVD player incapable of playing HD-DVDs 

after having been misinformed about the capabilities of the DVD-player (4A 
causing 3 causing 1C (or 1B if the HD-DVD gets blamed)) 

- getting a blue product while expecting to get a red product (4A causing 1C) 
- mistakenly expecting a product to function underwater just because it looks 

waterproof (4B causing 3causing1C) 
- having a different mental model of the product than the actual mental 

model of how the product works (4B causing 1C) 
Some research has been done on this subject, but that research is mostly 
aimed at how customers react when they find out that the product does not 
meet their expectations. One of the possible reactions is that the customer 
returns the product in the belief that it does not function the way it should. 
Research also indicates that many products currently on the market do not 
clearly communicate their functions to the end-user, possibly leading to wrong 
buying decisions. (Mooij, 1998) 
"It was observed that a mismatch between the ways that the customer and 
the business unit checked compliance with the product requirements resulted 
in many unexpected reliability problems." (Lu, 2002) 
A review of the reasons for product returns, covering returns in the month of 
October 2002 in the US and Europe of 20 consumer electronics products from 
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different businesses, which was published by den Ouden (2006), shows that 
28% of the product returns, more than half of the cases of 'No Fault 
Found' (also reported as 'Failure Not Found'), fall in this category: 

Reason for return~ mentioned by Percentage of 
consumer total 
Technical 52% 
Product broken f)2% 
Non-technical ("Failure Not 48% 
Found") 
Didn't work as thouqht it would 28% 
Don't know I no explanation 7% 
No longer wanted 3% 
Had already one 2% 
Wanted a different one 2% 
Spent too much money 1% 
Other 5% 

Table 2.2A: Reasons for consumer returns (den Ouden, 2006) 

When considering the question of what causes specifications to be faulty or 
incomplete (2), the logical answer is that during the product design phase, when the 
specifications were created, mistakes have been made that resulted in an imperfect 
product design (5). An imperfect product design can also lead to unforeseen and 
unintended product use (3) and can be a cause of the customer expectation-product 
specification mismatch on a subconscious level (41\). Other reasons for such a 
subconscious mismatch are customer and user attributes that are unaccounted for ( 6) 
- such as the memory of prior experiences or preconceptions the user holds - and 
cognitive-psychological design oversights (8). Such design oversights can cause the 
way the product is controlled to be difficult, counter-intuitive and failure-prone. 
Thus, making such oversights also leaves the need for easy and intuitive product use 
unsatisfied (5). Such oversights can also be made in the product manual (7A), which 
means the customer will then be misinformed (7), which in turn causes a mismatch 
between the customer expectations and the product specification (41\). As noted 
before, there are more ways of misinforming the customer - besides the manual, 
advertisements (7B) and shop employees (7C) are 2 other channels that a company 
can (to some extent) influence. 

5. Cause of (2, 3, 4A): The product design does not satisfy all user requirements -
relevant variables of the use environment and possibilities for using the 
product in ways that it is not intended to be used have not been sufficiently 
included in the design process. (the customer and user may not be aware of all 
actual user requirements - thus the lack of functionality caused by aspects of 
design related to those requirements will not be expected by the customer or 
the user, and can therefore lead to product returns) 
An example can be: 
- a product connected to the internet that does not provide sufficient security 

for the private data of the user (causing 2 causing lA) 
- a product being abused due to lack of safeguards, allowing for example a 

small child to start playing with the electrical circuitry (causing 3 causing 
1C) 
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- A product that looks waterproof but is not waterproof (causing 4B causing 3 
causing 1C) 

On this problem, some research has been done to the possibilities of improving 
the design process by means of user tests like the High Contrast Consumer 
Test (Mennen, 2004) in which a product is tested using a very diverse group of 
users. 
No research has yet been done (insofar as this research was able to determine) 
as to other possibilities of improving the product design in terms of soft 
reliability such as focussed brainstorm sessions and the like. 
Green and Jordan (1999) stress the importance of the completeness of a 
design: "'At best a product/user mismatch may cause only inconvenience and 
discomfort (Porter, Porter and Lee, 1992), at worst injury or death. 
Department of Trade, Home Accident Safety System (HASS) data (published 
yearly) shows that inadequate domestic product design does indeed cause 
serious injury and even fatality. The rather serious implication of this is that 
designers may not have an understanding of both the physical and 
psychological human characteristics of the population for which they are 
designing. There is evidence in literature to support this notion. Burns and 
Vincente (1994), Hasdogen (1995) and Pheasant (1995) present many 
instances, in the design.field, of ergonomics information being used 
inappropriately by designers, if it is used at all.' (Department of Trade here 
refers to the US Department of Trade) 

6. Cause of (4A): Customer attributes lead to a pattern of certain expectations 
upon seeing a product that does not necessarily match with the product 
specifications. 
An example would be a user trying to use a product in ways the user has used 
similar products in the past, which does not work for the product the user is 
currently using. (causing 4B causing 3 causing 1C) 
A limited amount of research has been done on this subject, mainly focused on 
the influences of the customer attributes 'general technical knowledge' and 
'familiarity with the product type' on the accuracy of the expectations a 
customer has of a product. 
A relation has been found between product knowledge of the user and the 
amount of mistakes the user makes in using the product, as well as how many 
shortcomings of the product the user is aware of. (Loosschilder, 1998) 
A product communicates its functions to its potential buyers (Mooij, 1998) -
these can be its true functions or functions it does not really possess. 
All people have natural mechanisms that cause mistakes to be made. 
(Nieuwenhuis, 2001) - a product design can be made to take this into account. 
Customers are limited in their abilities. Simon (1955) remarks that an 
individual can only display behaviour 'that is compatible with the access to 
information and the computational capacities that are actually possessed by 
the organism, including man' (p.99) 
Customers are limited in their knowledge. Chamberlin (1953) discusses the 
'highly realistic assumption of imperfect knowledge' (p-4) 
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7. Cause of (4B): Customers and users are misinformed by the product manual 
(A), commercials or advertisements about the product (B) or customers are 
misinformed by the employees of the shop in which the customer decides to 
buy the product. (C) 
An example could be: 
- the product manual presenting a mental model of the product that does not 

match the actual mental model behind the product (7A Causing 4B causing 
3 causing 1B) 

- a user reading an old advertisement of a DVD-player that states it can read 
"all DVDs" and subsequently mistakenly believing that the DVD-player can 
also play HD-DVDs, while the advertisement dates back to the time before 
HD-DVDs were out on the market. (7B causing 4B causing 3 causing 1C) 

- a user hearing from a store employee that a certain computer is the fastest 
on the market, while that may be true only for a select few applications. (7C 
causing 4A causing 1C) 

No research has been found on Band C, but A has been documented by 
Norman (1988) 

8. Cause of (4A, 5, 6, 7A): The product design violates prescriptions of cognitive 
psychology, causing users to fail to know instantly upon seeing the product 
how it should be used, which can lead to false expectations and misuse of the 
product. 
Examples of this are: 

Assuming during product design that was is obvious to the designer will be 
obvious to the user as well (Causing 4A causing 1C) 
Unnatural mappings in a product (Causing s causing 4B causing 3 causing 
1B) 
Leaving room for free interpretations of product control based on past user 
experiences (Causing 6 causing 4A causing 3 causing 1C) 
Designing a product manual with a mismatching mental model of the 
product (Causing 7A causing 4B causing 3 causing 1B) 

All users are human, so the workings of the human psyche should be taken 
into account during the product design stage. The use of consumer tests when 
cognitive psychological aspects have not been taken into account during 
product design is like trying to reinvent the wheel - why search for failures in 
the field when those same failures can be predicted from well-documented 
theory? Those efforts are better used for failures that cognitive psychology 
cannot predict. 
Extensive research has been done to this (Norman, 1988) - product designs 
with cognitive psychological shortcomings Oike arbitrary mappings where 
natural mappings could have been applied) have a much greater chance of 
being used in a way other than that intended during the product design and 
other than how the product was designed to be used. This is because then part 
of the users will not know or even be able to figure out how to operate the 
product, or mistakenly think they know how to operate the product without 
really knowing it, resulting in gambles or other uses of the product that it was 
not designed for. This confusion about how to operate the product 
subsequently leads to events where the product does not perform the action 
the user expects the product to perform at that time, with all the consequences 
that that entails. 
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Mooij (1998) also stresses the importance of products clearly communicating 
their functions to customers. More customer knowledge about how to properly 
use the product as intended by its designers should prevent many failures and 
much customer dissatisfaction. 

Aside from cognitive-psychological design oversights (8), another cause of a product 
design being imperfect can be the user tests - there may not have been enough 
conducted, or those that were conducted were of insufficient quality to identify all 
product shortcomings (9). 

9. Cause of (5): There have been insufficient user tests performed during the 
design stage, or the user tests were not of sufficient quality to accurately cover 
all user requirements. 
Research has been done on an improvement to regular consumer tests, the 
High Contrast Consumer Test (Mennen, 2004) 
Since Field Feedback is too incomplete and too late to be useful for quality 
reliability improvements, new tests such as a field test procedure can be used 
to gather the information instead (Petkova, 2003) 
Fundamental flaws in using consumer tests for product design have been 
pointed out (Green in Green, 1999, chapter 1) 
Bias is very hard to avoid in user trials, due to the circumstances and their 
nature (Vermeeren in Green, 1999, chapter 5) 
R.R. Hall (in Green, 1999, chapter 9) provides a case study of a low-budget 
user trial being used in conjunction with ergonomic knowledge for interface 
redesign, with good results. It should be noted that the trial mock-up was such 
that the trial could've been conducted even before a prototype product was 
designed. 
R. Kahnmann and L. Henze (in Green, 1999, chapter 12) have developed the 
P5 Usescan® model, which combines both a test against objective information 
(results of scientific research in the fields of anthropometry, bio-mechanics, 
cognitive ergonomics and standardisation) and against subjective information, 
the latter gathered in user tests which deliberately select critical users -
similar to the High Contrast Consumer Test. The model is designed to provide 
a user-centred design within limited budgets and limited time. 

Thus, the product design (5), particularly the cognitive-psychological aspects (8) of 
product design and the way information is transmitted to the customer and user (4), 
seems to be a major cause of soft failures. Improving the cognitive-psychological 
aspects of the design of both the product itself and the information transfer process to 
the customer can, in theory, have a large effect on the number of soft failures that 
remain in a product. This raises the question, however, why cognitive-psychological 
design oversights (8) are being made. One possible cause, identified by Norman 
(1988), is that during the product design 'task analysis' is not used, not properly used 
or used at the wrong resolution (10). Another cause, which is also a cause of (10), is 
that designers lack understanding of physical and psychological human 
characteristics (11), which in turn can be caused to some extent by communication 
problems between ergonomists and designers (12). 

10. Cause of (8): Task analysis is not (properly) used in the design process, or used 
at the wrong resolution (Norman, 1988). 
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11. Cause of (8, 9): The designers of the product have insufficient understanding 
of both the physical and psychological human characteristics of the population 
for which they are designing. (Porter and Porter in Green, 1999, chapter 2) 
Research has been done on this; many cases of designs out on the market 
which are lacking in the human aspects of design have been documented. 
(Burns and Vincente, 1994) (Hasdogen, 1995) (Pheasant, 1995) (Norman, 
1988) 
End-users were not mentioned in Industrial Design professional practice 
codes until the 1995 revision (Popovich in Green, 1999, Chapter 3) which 
implies that many current designers, educated before that time, have not been 
trained to properly take the product users into account. They need to map 
psychological principles into their design decisions (Popovich in Green, 1999, 
chapter 3) 
The mental image the designer has of the product does not match the mental 
image the user has of the product (J0rgensen, 1990) (Bannon, 1986) (Norman 
1986, 1986, 1993) 
Pheasant (1988) identifies 5 design fallacies related to this: 

If the design is good enough for the designer, it is assumed to be good 
enough/or everybody. 
If the design is good enough for the average person, it is assumed to be 
good enough for everybody. 
'The variability of human beings is so great that it cannot possibly be 
catered/or in any design' - but human adaptability is assumed to 
always be able to compensate for bad design. 
Ergonomics in design are included intuitively, instead of based on 
data/research. 
Ergonomics are sometimes ignored because the product gets sold more 
on how it looks. 

Thomas and van Leeuwen (in Green, 1999, chapter 11) document the design of 
2 GSM cell phones (the Fizz and the Spark from Philips), both of which won 
awards and in the design of which the user interface was explicitly included. 
Many soft reliability problems were found during the process, resolved step by 
step in each following iteration. 
A theory on domestic product use by regular users is generally lacking - not 
much is known about cognitive capacities when it comes to product use, and 
classical data from cognitive psychology does not help much. Ergonomics 
ignores habits and expectations that do influence product use (Freudenthal in 
Green, 1999, chapter 20). Freudenthal also states that the situation is even 
worse for special user groups. In response to these problems, Freudenthal has 
developed a set of preliminary guidelines as a preliminary basis for an eventual 
predictive theory on product use. (Freudenthal, 1999) 
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12. Cause of (9): Communication problems between ergonomists and designers 
Porter and Porter in (Green, 1999, chapter 2) identify this problem and 
mention 3 subproblems: 

Communication of ergonomics information at an inappropriate point in 
the design process (too early and/or too late) 
Communication difficulties between ergonomists and 
designers/ engineering designers caused by educational and practice 
differences. 
Communication of ergonomics information and data in an 
inappropriate fashion, by ergonomists. 

Thus, considering that 12 is about ergonomists which are partially questioned by 
Freudenthal (in Green, 1999, Chapter 20) at point 11, designers of the product having 
insufficient understanding of both the physical and psychological human 
characteristics of the population for which they are designing can be regarded as a 
root cause of 'No Fault Found' and a root cause of soft reliability problems. For 
clarity, the root cause analysis is depicted in figure 2 .2B. During the course of this 
research no other research has been found that contradicts any part of this root cause 
analysis. (Keep in mind that the analysis is not complete - some causes are missing) 

2. Faulty or incomplete 
specifications unintended product use 

4. Customer expectation-product specification mismatch 
A. Subconscious B. Conscious 

7. Customer misinformed 
5. Product design does not satisfy all user needs 

6. Unaccounted 
customer 
attributes 

A. By B. By adver- C. By shop 
manual tisement em lo ee 

8. Cognitive psychological design oversights 

10. Task analysis not used, improperly 
used, or used at the wron resolution 

11 . Designers lack understanding of physical 
and s cholo ical human characteristics 

12. Communication problems between er onomists and desi ners 

Figure 2.2B No Fault Found root cause analysis overview 
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2.3 New design philosophies 

At present, many companies utilise their design resources to design products that are 
aimed at specific target groups, subsequently adapting the original design to suit 
other target groups as the product matures. These target groups usually constitute 
but a fraction of the total population, which is further subdivided in accordance with 
the Technology Adoptation Life Cycle. This approach to product design, while it may 
produce products that are close to ideal for the original target group, introduces 
problems for the users in the other target groups to which the product is adapted 
after its initial conception. These problems are usually soft reliability problems, as the 
adapted products are not well suited to the new target groups, not having been 
designed from the ground up with them in mind. 

There are 2 ways to improve this adaptation - one way is to use a thorough 
understanding of physical and psychological human characteristics (see 2.2) to make 
the product easy for everyone to use, rather than sequentially focussing on single 
target groups. Freudenthal (1999) has researched and developed a method to achieve 
this kind of adaptation, which in this report shall be referred to as 'Design for 
Everyone'. This method involves the use of current knowledge about cognitive 
psychology and ergonomics, which is used to create a set of design rules for the 
product design process. It also involves a specially selected group of end-users, 
including all potential user groups rather than one specific target group, in the entire 
design process - particularly in the concept phase and during the interface design. 
Another way is to utilise the technological possibilities offered by Ambient 
Intelligence to create a highly customisable product that adapts itself to its user. In 
the theoretical extreme this would result in products that in the experience of the user 
could well have been designed with a target group of one, while the producer only 
designs one product which can be adapted for all. This approach, which in this report 
shall be referred to as 'Design for Multiple Individuals', has been described by Aarts & 
Marzano (2003). It also includes other technological possibilities such as automated 
actions of products and extended interconnectivity between products, all in service of 
the user to which they are adapted. 

Each of these approaches has both advantages and disadvantages, which will be 
described in chapters 2.3.1 and 2.3.2. It is important to note that, since the 
comparison made between the approaches is about preventing soft reliability failures, 
Design for Everyone is compared with the extreme level of Ambient Intelligence 
required to use it to eliminate these failures in the Design for Multiple Individuals 
approach. Less extreme implementations of Ambient Intelligence will not have as 
many disadvantages, but will also not be very effective as a means of preventing soft 
reliability failures. This is because less extreme implementations of Ambient 
Intelligence will be unable to perfectly adapt to the user - those implementations 
would thus be more useful for added functionality than for reducing the occurrence of 
soft failures. 
The advantages and disadvantages listed in 2.3.1 and 2.3.2 are all in comparison to 
the current practice of designing for a specific target group. 
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2.3.1 Design for Everyone 

Relations between advanta es and disadvanta es: 
EA1 EA2 EA6 EA7 

ED1 x 
ED2 x x x x x x 
ED3 x 

Table 2.3.1: Relations between advantages and disadvantages ofDesignfor Everyone 

The codes listed below are constructed in a simple way: EA1 stands for Everyone 
Advantage 1. 

Advantages: 
EA1 

EA6 

Relatively simple technology - thus less probability of hard failures (or 
no more than current designs) Such simple technology can lead to the 
product being too general for specialised users (ED1) and leaves the 
possibilities of modern technology under-utilised (ED3). 
Greatly reduced soft failures as users understand the product, its 
functions and its interface better. This advantage is only present when 
the product is designed well, following the guidelines developed by 
Freudenthal (1999), which could lead to increased development time 
(ED2). 
Increased safety due to the increased ease of using the product in those 
safe ways it was designed to be used in. This advantage is also only 
present when the product is designed well, following the guidelines of 
Freudenthal (1999), which could lead to increased development time 
(ED2). 
Reduced service/warranty costs - as users are more inclined to use the 
product properly, several probabilities diminish: 

the probability of misuse that causes the product to fail 
the probability of product returns being caused by soft failures 
the probability of misuse of the product resulting in damages to 
the user - possibly followed by a lawsuit against the production 
company 

This advantage also is only present when the product is designed well, 
following the guidelines of Freudenthal (1999), which could lead to 
increased development time (ED2). 
Increased prestige for the producer, as the products will be regarded as 
having high quality and much ease-of-use. This advantage is also only 
present when the product is designed well, following the guidelines of 
Freudenthal (1999), which could lead to increased development time 
(ED2). 
The product user retains complete control about what happens when 
using the product. 
When the design process is carried out well enough, making use of 
natural mapping wherever possible (Norman, 1988), the product can be 
used right out of the box by every human, regardless of culture, 
education, age, or any other human variable, except perhaps people 
with a disability that would require special products designed with their 
disability in mind. Again, this may lead to an increase in development 
time (ED2) 
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Disadvantages: 
ED1 The base product might become too general for specialised users - but 

special versions could be designed for these specialised users with a 
clear distinction that those special products are not suited for every 
user. Designs are already being customised for different user groups, so 
maintaining a small part of that to alleviate this disadvantage should 
pose no problem. 

ED2 Increased development time - it will be hard getting the product design 
right in the short Time-To-Market that is the current trend. This could 
be alleviated somewhat by using design guidelines and advanced 
consumer test methods such as the High Contrast Consumer Test or the 
P5 Usescan® model. 

ED3 Underutilisation of the flexibility and diversity that current technology 
allows. (Note that it is questionable whether this is really a disadvantage 
- not using technology to provide functionality that customers do not 
need or desire is arguably not a bad thing) 
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2.3.2 Design for Multiple Individuals 

c f onnec 10ns b tw d t e een a van ages an dd. d t 1sa van ai ~es: 
MIGA 1 1A 2 ~ 4 MICA 1 2 ~ 4 fi MIGD5 

MIGD 
1 x x x x x x x x x 
2 x x x x x x x 
3 x x x 
4 x 
5 x n/a 
6 x x x x x x x x 
7 x x x x x x 
8 x x x x x x 
9 

MIPD 
1 x x x x 
2 x x x x x x 
~ x 
4 x 
5 x 
6 x 
7 x x x x 
8 x x x x x x 

MICD 
1 x x x x x 
2 
3 x x x x 
4 x x x x 
5 x 

Table 2.3.2: Relations between advantages and disadvantages of Design for Multiple Individuals 

General Advantages: 
MI GA1 If the technology behind the product and the knowledge of its user are 

both perfect, the product does exactly what its user wants and expects it 
to do. MIGD2 makes this condition unlikely to be met. 

MIGAlA Even without perfect technology and perfect knowledge of its user, the 
product can still do approximately what its user is likely to want and 
possibly expects it to do ('possibly' because the user may have become 
sceptical after negative experiences with past mispredictions by the 
product (MICD1)). As always, the closer to perfection the product is to 
be, the longer it will take to develop it. (MIGD5) 

MIGA2 A single product for all users, regardless of specialisation. (Compare to 
ED1) 

MI GA3 Users change through what they experience in their lives - usually that 
change is gradual, sometimes it is radical (for example in case of brain 
damage or a sudden event with large psychological impact). Intelligent 
products can, given time, adapt themselves to the changed user. This 
adaptation process itself, though, could cause problems (MIGD4) 

MI GA4 Insofar as the product thinks and acts in place of the user, the user is 
spared this effort and any risks normally associated with that effort Oike 
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injury, human error). On the downside to this are MIPD3, MIPD4, 
MIPD5, MIPD6 and MIPD7, however. 

Conditional Advantages: 
MICA1 If the technology behind the product and the knowledge of its user are 

both perfect, soft failures will be avoided completely - except for 
misplaced customer expectations at the time of purchase. MIGD2 makes 
this condition unlikely to be met. 

MI CA2 If the user succeeds in properly customising the product, the user will 
have ready access to the features of the product known by both product 
and user to be likely to be of interest to the user. 

MICA3 If the user is willing to carry a portable database of his preferences or 
psychological profile with him, adaptable products outside the home of 
the user that are capable of interacting with it may be able to offer 
customised functionality to the user. 

MICA4 If the product adapts itself perfectly to the user, the user is no longer 
confronted with anything he or she does not like when using the 
product. The downside of this is MIGD6. 

MICAs If the user allows the product to gather and communicate data about 
him/her, or if the user does not have a say in the matter and the 
product violates the privacy of the user anyway without the user 
having given permission to do so, the product can become context
aware and offer context-specific services/functionality. 

General Disadvantages: 
MIGD1 Having to program and customise a product after purchase requires 

effort from the user, diminishing the use experience with a negative first 
impression. Especially when the adaptability of the product is 
aggressively marketed, first-time users are likely to experience what 
psychologists refer to as 'negative disconfirmation of expectations' 
because the product is not yet adapted. This in turn reduces satisfaction 
with the product, lowers the perceived quality and reduces the 
behavioural intentions of buying more products from the same 
company. (Gotlieb, 1994) 
Aarts & Marzano (2003) also note the negative first use of adaptive 
products: "Heidegger wrote of 'worlding' or the sculpting of an object 
through prolonged use. Gradually, an uncomfortable new pair of shoes 
responds to how the wearer walks, becoming snug and indispensable." 
(Pg. 215) Note that after the product has been 
programmed/ customised/ adapted, the user will enjoy advantage 
MIGA1(A). Note also that it is possible to use Design for Everyone for 
the initial product, and use the adaptability potential in an attempt to 
transform a good product into a superb product over time. This, 
however, would greatly increase the development time of the product as 
more research would need to be done - but it would also alleviate this 
disadvantage. 

MIGD2 Not all users know themselves well enough to properly customise their 
products to their needs - and not all users are willing to undergo 
periodic extensive psychological testing just to be able to properly 
configure the products they use. Research has shown there are limits to 
how well we are able to know ourselves (Wilson and Dunn, 2004) 
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MIGD3 

MIGD4 

MIGD5 

MIGD6 

(Gertler, 2003) and that humans are not always aware of their true 
desires (Gertler, 2003). 
This is mainly a problem when striving for perfection. If imperfect 
adaptation to the user is considered to be good enough, this is not really 
a problem. 
Visitors of users cannot use their devices until first configuring their 
preferences - the ease of use is increased only for the user him/herself, 
and decreased for all his/her acquaintances. And while this can 
potentially be solved through the use of some form of mobile database 
that communicates the preferences of the user to nearby products 
(MICA3), this would add the burden of always carrying the database to 
the user, as well as present the problem of priority - which user 
preferences will each product use when multiple users are in a room? 
The combination of a 'guest mode' for products and Design for Everyone 
could solve this, but it would increase the development time. 
Users change through what they experience in their lives - usually that 
change is gradual, sometimes it is radical (for example in case of brain 
damage or a sudden event with a large psychological impact). The 
technology in the product may not be able to keep up with such radical 
change, resulting in the product doing what its user no longer wants it 
to do. A switch to reset the product to its factory pre-set state could 
alleviate this disadvantage, although use of such a switch would require 
the user to go through another adaptation period to get the product 
readjusted to the new needs and desires of the user. Once adjusted, it 
will again function well. (MIGA3) 
Development time - programming an interface broad enough to take 
EVERY possible user preference into account (in a system where the 
user configures the product by choosing out of sets of options) takes a 
VERY long time (considering there are about 6 billion people on this 
planet, each with their own preferences. Even taking overlaps in 
consideration that still leaves a LOT of unique preferences to be 
programmed/accounted for). Testing the product for hard errors in 
EVERY possible combination of user preferences is even impossible due 
to time constraints. Basically, development time increases the closer to 
perfection you want the design to be - so it is less of an issue if not 
striving for perfection. In a system where the user does not choose from 
lists of options, but instead 'teaches' or programs the product, the 
increase in development time comes from a different part of the design 
process - testing the product against possibilities for abuse and 
compatibility with those devices it is supposed to interact with, as well 
as testing whether or not the product is learning correctly. (Note the 
similarity to ED2 - both new approaches require more development 
time compared to designing for one target group) 
The product will be so customised that the user will only get exposed to 
features the product thinks the user is interested in - thus depriving the 
user of new experiences, of the discovery of new likes and dislikes, 
thusly making the world the user lives in a duller place. The ultimate 
example of this is what Aarts & Marzano (2003) refer to as mediating 
reality: electronic devices deliberately distorting our perception of 
reality by filtering it and adding in virtual objects that do not really 
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MIGD7 

MIGD8 

MIGD9 

exist. People will no longer be able to perceive things they do not know 
they like when technology reaches that state. 
Like MIGD2, this is a problem encountered mainly when approaching 
perfect adaptation. Less .than perfect adaptation will only have this 
problem to a lesser degree, and it could also be alleviated by including 
express options for 'new' things (new to the user). Consider also MICA4. 
This approach 'out sources' customisation of products to the end-user 
(Aarts & Marzano, 2003), thusly requiring the end-user to invest time 
and effort into 'finishing' the product before use - time and effort some 
end-users may not want to invest in the product. Consider, however, 
EA7 - if the initial product is Designed for Everyone and Ambient 
Intelligence is only used in an attempt to transform a good product into 
a superb product, this will no longer be an issue - since the user can 
choose whether or not to invest time in customising the product, instead 
of being forced to do so. This would, however, increase development 
time. (ED2+MIGD5) 
The product will become unreliable as it becomes harder to detect 
whether or not an intelligent product is functioning correctly. If users 
get used to the unpredictable behaviour of the product, erroneous 
behaviour may be mistaken for normal behaviour. As Bohn (2004) 
writes: 
''predictability of system behaviour can no longer be taken for granted 
in an ambient-intelligence landscape, as systems are expected to 
function without users noticing their presence. This will make fault 
detection and diagnosis fundamentally difficult, especially for the 
layman [38]. 
Additionally, users might continue to rely on a/ailed service (e.g ., an 
automated backup service or the self-diagnostics of a smart product) 
without noticing, thus increasing the damage done until the problem is 
finally discovered." ([38] refers to Estrin (2002)) 
Having products aware of the identity of their users and offering the 
possibility for making personalised offers to those users adds to the 
inequality in society (Bohn, 2004) as offers are withheld from people 
that might be interested, but are not considered to be interesting 
customers to the company making the offer: "People not matching a 
certain 'desirable' profile might have to pay much higher prices, as 
they do not qualify for any of the existing discounts, which might in 
turn reinforce the non-matching patterns." 

Potential Disadvantages: 
MIPD1 For some Ambient Intelligent products, the user will have to enter 

personalised settings, before the product becomes personalised, so the 
probability of soft failures during installation remains 
undiminished. An example of this is the I-Pronto, described by Aarts 
& Marzano (2003): 
"I-Pronto allows you to download new remote control functionalities, 
create sequences of commands to automatically run installation and 
start-up procedures, and create or configure graphics and icons to suit 
your tastes." - which effectively means the user has to invest effort into 
configuring the device before being able to use it, before it is adapted to 
the user. Using Design for Everyone for the interface through which the 
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MIPD2 

MIPD3 

user programs the product may alleviate this problem (EA2), but it 
would also increase the development time. (ED2+MIGD5) 
The privacy of the user is violated as the product records and possibly 
communicates data it gathers about him/her - data that the user may 
not want to have gathered about him/her. (consider the initial outrage 
at the introduction of electronic customer cards at supermarkets, that 
are used to gather data about customer buying behaviour - that these 
cards have been grudgingly accepted by now does not diminish this (see 
Hoepman, 2002)) Even if the data gathered are not communicated by 
the product, some users may have trouble with the data being gathered 
at all, even if only by a machine. A good example of this can be found in 
the Nebula, a product described in (Aarts & Marzano, 2003) - this 
product is linked to the internet and constantly monitors the positions 
you take in your bed - it is not hard to see that some people do not want 
a product linked to the internet monitoring what they are doing in their 
bed with their partner, and even letting them know it is monitoring by 
responding to the movements and changes in position. Even if the 
communication with the internet is perfectly harmless, the very idea 
screams 'breach of privacy' loud enough that many potential consumers 
will refuse to even consider sleeping in the same room with it, much less 
buying it. Privacy is a very important aspect of the quality of life, which 
Aarts & Marzano (2003) also regard to be a very important future 
product focus. Thus, a breach of privacy, even a merely perceived breach 
of privacy, should be avoided at all times. (see Casal (2004) and Koehler 
(2005) about the importance of privacy). 
Note that the data gathered could be used for the potential benefit of the 
user (MICAs) 
When products become intelligent enough to adapt themselves to the 
user, the user may start feeling he or she no longer has enough control 
about the product. (Norman, 1988) This follows logically from the trend 
towards more intelligent products described by Aarts & Marzano (2003) 
and the assumptions made by designers that Van Lente and Homburg 
mention in the part quoted in MICD1. Of course, it also depends on how 
artificial intelligence is used in products. As Aarts & Marzano (2003) 
put it: 
"Weiser stresses that the difference is in how these technologies engage 
our attention, the 'calm' ones moving continually from the centre to the 
periphery of our attention, the others requiring constant presence in 
the centre. ( ... ) Imagine smart houses and interfaces that monitor our 
every move, develop user profiles based on our behaviours and 
consequently change the behaviour of the space. They might link all the 
devices in the house to one another, and start recommending content 
or activities while anticipating our desires. Or they might connect the 
members of our household to many other users with similar interests 
and start bombarding them with the appropriate (albeit privacy
secured) information. Perhaps calmer, smaller inventions are needed, 
ones that are based on real needs and have the potential to provide 
improvements." 
Note that this depends on the degree of automation implemented using 
Ambient Intelligence. 
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MIPD4 

MIPD5 

MIPD6 

MIPD7 

MIPD8 

When products adapt themselves so much to the user that they start 
acting in place of the user, the dependency of the user on the product 
may increase to the point where the user becomes helpless during 
emergency situations (even simple ones like a power outage). (Norman, 
1988) This could be alleviated by moderation, but that would prevent 
total adaptation to the user and introduce soft failures, unless the parts 
that do not adapt are designed properly as per the Design for Everyone 
method (which would increase development time). Bohn (2004) also 
confirms this to be a problem: 
''As more and more objects and environments are being equipped with 
ambient intelligence technology, the degree of our dependence on the 
correct, reliable .functioning of the deployed devices and 
microcomputers including their software infrastructures is increasing 
accordingly. Today, in most cases, we are still able to decide for 
ourselves whether we want to use devices equipped with modem 
computer technology (e.g., by choosing manual control for our central 
heating, or by deciding not to carry a mobile phone if we dislike the 
constant accessibility its usage implies). But in a largely computerized 
future, it might not be possible to escape from this sort of 
technologically induced dependence, which leads to a number of 
.fundamental social challenges for future ambient-intelligence 
systems." 
When products adapt themselves so much to the user that they start 
acting in place of the user, the user gets less physical exercise, resulting 
in an increased risk of the user getting obesity with all the negative 
effects to the health of the user resulting from it. This could also be 
alleviated by moderation, but that would prevent total adaptation to the 
user and introduce soft failures. 
When products adapt themselves so much that they start thinking in 
place of the user, the user gets less mental exercise, resulting in the 
mental faculties of the user deteriorating and increased chances of the 
user suffering from diseases like Alzheimer (Wilson, Mendes de Leon, 
Barnes, 2002). This could also be alleviated by moderation, but that 
would prevent total adaptation to the user and introduce soft failures. 
When products think or act in place of the user, they may make 
mistakes based on their limitations that the user would not have made 
(this is also the reason why planes still have pilots, and not just an 
autopilot). 
The product may end up not delivering what the user has come to 
expect the product to deliver, as there are many false expectations. To 
quote Bohn (2004): 
"Many philosophers and social scientists identify a prevailing self
confident and technophile attitude among scientists in the field of 
ambient intelligence and ubiquitous computing [47], where the non
critical anticipation of future technological developments almost 
attains the characteristics of a metaphysical prophecy. Others doubt 
the credibility of the envisioned scenarios, e.g., when ambient 
intelligence is said to simplify our lives, help us save time, and relieve 
us of laborious tasks. While this assertion has been constantly repeated 
throughout the twentieth century by the consumer goods industry, 
adding "smart machines" everywhere will not help to overcome the 
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existing pattern of hurry, rush, stress, and separationfrom other 
people, but will only increase their efficiency [ 48 ]. " ([ 4 7] refers to 
Adamowsky (2003) and [48] to Winner (1999)) 

Conditional Disadvantages: 
MI CD1 Unless the technology of the product is perfect and the knowledge of its 

user is perfect, the product becomes unpredictable to its user. The 
product can then make mistakes in reading your mood, in predicting 
your needs or actions, and so start doing things you do not want or stop 
offering functionality you desire. Human beings are too complex to be 
perfectly predictable, so this issue will likely never be solved. (As an 
example, consider the predictive technology in MS Word and how often 
it mispredicts). 
Van Lente and Homburg address this issue in Aarts & Marzano (2003, 
pg. 30-31): 
"The industry assumes that the devices that will surround.future 
consumers will 'learn'from people's behaviour in such a way as to 
adapt to them and anticipate their needs. In view of the fact that 
communication between humans is multi-layered and ambiguous, and 
therefore often.full of misunderstandings and failed attempts to 'learn' 
from each other, it is very unlikely that electronic systems will ever 
learn to interact with people in a 'natural' way. Moreover, in the 
utopian systems put forward by the industry ... assumptions about 
human needs are made that differ considerably from ideas people 
generally have, both about their relation with technology and with 
their fellow humans." 

MI CD2 If the product communicates wirelessly in order to facilitate adapting 
itself to the needs of the user (as Aarts & Marzano (2003) predict many 
Ambient Intelligence devices will do, using remote sensors and each 
others capabilities), the electromagnetic radiation this causes may 
possibly have a negative influence on the health of the user. The effects 
of high-intensity EM radiation have already been documented from 
people living near power lines, and the effect of having prolonged 
exposure to multiple low-intensity sources of EM radiation nearby could 
possibly have similar effects, although this has not yet been extensively 
researched yet. (Goldberg, 1996) (Koehler, 2005) 
This is also a potential problem for non-Ambient Intelligence products 
using wireless communication, such as wireless routers and GSM 
telephones. Especially on the latter much research has been done as to 
the potential to cause cancer of the radiation it uses, with some 
researchers concluding that it does and some researchers concluding 
that it does not. More research is being done on this topic, but the 
potential risk to health - if at some point it is proven conclusively that 
EM radiation has negative effects on health - could be seen as a 
disadvantage. It is an ethical question how responsible it is to use the 
technology before a decisive result has been reached in the research. 

MI CD3 If the product uses lists of options to adapt itself to the user, and 
generally insofar as product capabilities are determined by the 
hardware aspects of the product, all possible user preferences have to 
be discovered and documented first to be incorporated into the design 
for it to work as intended - and unless you interview all 6 billion people 
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MICD4 

MICD5 

on this planet there will always be something missing for someone, 
some preference not implemented in the product - meaning the 
product will not be able to adapt perfectly to every user. 
This is a problem encountered only when striving for perfection - the 
situation in which the product can fully adapt to every possible user. 
If imperfect adaptation is deemed unacceptable, communicating all the 
functions of the product to potential customers accurately becomes 
impossible when the product has too many possible adaptations to 
potential users - yet reducing the number of possible adaptations 
results in imperfect adaptation. Thus the chance of a mismatch between 
customer expectations and product specifications is not guaranteed to 
diminish; it might possibly even increase as customers become confused 
as to the functions of the product. (Norman, 1988) 
This is only a problem with regards to the ideal of having a perfectly 
adapting product. If imperfect adaptation is deemed acceptable (good 
enough is good enough) then the number of possible adaptations can be 
kept sufficiently small to avoid problems. 
If Ambient Intelligence becomes widespread, it could potentially create 
a rift in society (Bohn, 2004): 
"Intelligent interfaces and the concept of ubiquitous information access 
are often seen as key developments for bridging the digital divide, 
where different sections of the population have different abilities to 
participate in the information society. However, having more 
information opportunities does not necessarily mean more justice or 
freedom, simply because the potential dependencies and opportunities 
for manipulation would be so numerous they could overwhelm 
individuals, making it even more difficult to assess the trustworthiness 
of the information's source. Information that was uncritical or 
sponsored by advertisers (and therefore one-sided) could become 
available free of charge, while independent, high-quality information 
would cost money, thus widening the digital divide even.further. Since 
ubiquitous computing is not just about information itself, but is 
inherently linked to real-world objects, these new means of access and 
content control could easily lead to the digital divide becoming a real 
and perceivable rift in our everyday lives." 
(See also (Koehler, 2005)) 

2.3.3 Synthesis 

From these lists of advantages and disadvantages it is clear that in the ideal situation 
Design for Multiple Individuals with the help of Ambient Intelligence would be the 
ideal solution. However, it is also clear that this ideal situation will not come to be -
products will never achieve the requisite technological perfection, nor the perfect 
knowledge required for Ambient Intelligence to be able to eliminate soft failures. 
Technological perfection is impossible because human beings are subject to bounded 
rationality, and the acquisition of perfect knowledge requires a level of sophistication 
of the knowledge about the workings of the human psyche that humans themselves 
cannot achieve, besides involving issues about security, privacy and control. 
Even in the theoretical situation of a product that adapts itself perfectly to its user, 
the possibility for failures before the adaptation is complete would remain a problem, 
as well as the issue of how to deal with multiple users. It is this early phase of use and 
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the potential problems encountered therein that necessitates even systems relying on 
their adaptive ability to eliminate soft failures to require the use of Design for 
Everyone on those parts of the product that users encounter before adaptation is 
completed. Design for Everyone also has the advantage of being applicable to all 
products, including low-tech, and does not create any new potential problems for 
users - unlike Ambient Intelligence as used in the Design for Multiple Individuals 
approach. Both design methods each have their own strong points - Design for 
Everyone is better at eliminating soft failures that cause No Fault Found and 
increasing ease of use, while Design for Multiple Individuals holds the potential to 
offer better product functionality and increased use efficiency for individuals. (It is 
useful to note here that, besides the potential for better product functionality, the 
same technology also holds the potential for increased product disfunctionality) 

So, Design for Everyone can be used to reduce the occurrence of soft failures that 
cause 'No Fault Found', while Ambient Intelligence can be used to improve the 
product functionality. Both methods are not mutually exclusive - as has been noted, 
Ambient Intelligence can be used to transform a good product into a superb product 
as it adapts. It thus makes sense to combine both methods for creating products, 
which should negate many of the disadvantages listed in 2.3.1 and 2.3.2 to varying 
degrees, especially if the realistic assumption that the product will be imperfect is 
also accepted (see addendum 1). Ambient Intelligence used in a product, however, 
increases its technological complexity and adds new capabilities that may have 
unforeseen effects when the product is used. The increased potential for both 
functionality and disfunctionality that Ambient Intelligence entails creates new 
potential for soft reliability failures - potential that needs to be dealt with if product 
desirability is to increase. Part of this potential for both functionality and 
disfunctionality is in the ability of Ambient Intelligent products to be programmed -
the number of different programs that can be run on an Ambient Intelligent system is 
theoretically close to infinite, which reduces the predictability of product 
performance and use. This lack of predictability causes problems when applying 
Design for Everyone to products with Ambient Intelligence features, beyond the 
programming interface. This presents the problem of how the number of soft failures 
that occur in the complex functions of imperfect Ambient Intelligent products can be 
reduced. These soft failures can be both perceived lack of functionality and 
(perceived) disfunctionality. The potential for this disfunctionality can be reduced by 
designing the programmable parts of an Ambient Intelligent product with such 
limitations that soft failures are prevented. 

To determine the required limitations it is necessary to examine what types of soft 
reliability failures are likely to occur in unrestrained programmable products and as 
such should be taken into account during product design and prevented. Considering 
the analyses of 2.2, 2.3.1 and 2.3.2, 4 types of relevant product reliability can be 
distinguished. 

The first type of product reliability is the reliability of user interpretation: how 
well the user understands what the functions of the product are and how these 
functions can be controlled. Even a fully customised interface should be designed for 
usability - so Ambient Intelligent products with programmable parts should be 
'taught' the fundamentals of interface design, at the very least how to create 'natural 
mapping' as described by Norman (1988). If done with care, intelligent systems could 
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potentially surpass classical products that are more physically constrained in their 
user interfaces. 

"New technologies ( ... ) make possible the incorporation of powerful and intelligent 
systems even in simple, everyday things. ( ... )But new capabilities must be 
accompanied by appropriate displays, also now relatively inexpensive" - Norman, 
1988, pg. 101 

"If they are to be useful, sounds must be generated intelligently, with an 
understanding of the information to be conveyed. Sounds on artificial devices 
should be as useful as sounds in the real world.( ... ) You have to be very careful with 
sound. ( ... )It can annoy and distract as easily as it can aid. ( ... ) The use of sound to 
convey information is a powerful and important idea, but still in it's infancy." -
Norman, 1988, pg. 103-104 

Norman (1988) also notes that lack of sound can cause problems -visibility and 
audio/visual feedback remain of utmost importance in intelligent products as well as 
products without intelligence. 
There is also the risk of 'featurism' to take into account here (Norman, 1988) -
features, even enabling technologies such as Ambient Intelligence itself, should not 
be added blindly to products - every feature should serve a useful purpose for the 
majority of the end-users. Adding too many features, most of which will only get used 
very infrequently, will only serve to add to the confusion of the end-user - and thus 
lead to soft reliability problems. 

Good interface design is especially important when many Ambient Intelligence 
devices are used together, as illustrated by Norman (1988): 
''A most wonderful development is the "smart house," the place where your every 
want is taken care of by intelligent, omniscient appliances ( ... ) This development has 
great potential to transform lives in just the positive ways promised, but it is also 
apt to (cause a LOT of confusion and errors). Imagine all of our electric appliances 
connected together ... Can you imagine what it would take to control these devices? 
How would you tell your oven when to tum on (in the situation of coming home 
later than expected)? Would you do this through the buttons available at your 
friendly pay telephone? Or would you lug around a portable controlling unit? In 
either case, the complexity boggles the mind( ... ) it is difficult to see how the complex 
instructions required for such a system will be conveyed. How will I manage the 
precise, clear instructions required for my intelligent dishwasher, especially 
through the very limited control mechanism I am sure to be provided with (by the 
designers)? I do not lookforward to the day." 
Good user interpretation requires that the user expectations match the product 
capabilities, as also shown in chapter 2.2 (causes 4 and 8). 
Relevant advantages: EA2, EA3 (partial), EAs, EA7, MIGA1(A), MIGA3, MICA1, 

MICA2, MICA3 (in addition to the above) 
Relevant disadvantages: ED2, ED3, MIGD1, MIGD2, MIGD3, MIGD4, MIGD5, 

MIGD7, MIPD1, MICD1, MICD3, MICD4 (in addition to 
the above) 

The second type of product reliability is the reliability against abuse: in what 
ways the product can still be used for illegal practices, despite the precautions taken 
during product design. With the increasing adaptation of wireless technology and 
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interconnectivity, users can program unrestrained programmable products for 
criminal purposes - old examples of such abuses include the use of a programmable 
remote to capture and copy a wireless car key signal and then using the remote to 
open and steal that car, or hacking into an Aibo to spy on the owner of the Aibo 
(thusly violating the privacy of the owner). It should be noted that improvements 
have since been made in wireless car keys to increase security, but it still raises the 
issues of temporary vulnerability and the ethics of having weaknesses in a product 
necessitating changes in another product to restore the damage. 
Eggen (2005) also stresses the need for protection against abuse when arguing that 
users should be able to trust their products, especially when those products are 
intelligent and make use of privacy-sensitive information: 
"Ook moet de gebruiker er op kunnen vertrouwen dat de privacygevoelige 
informatie die een systeem nodig zal hebben om intelligent gedrag te vertonen in 
goede handen is bij het systeem. Dit betekent onder andere dat de informatie 
beschermd dient te worden tegen inbreuk van buiten door 'hackers', commerciele 
en/ of overheidsinstellingen." 
Precautions against such product abuse should be taken during design wherever 
possible. And ideally, if such precautions are impossible, the product should not be 
released - because it would be irresponsible to release harmful products. First steps 
in this direction have been taken by an organisation named Pugwash, though it 
mainly focuses on forms of abuse that threaten peace. It is also important to note 
here that, unlike products that do not function according to specifications, abusable 
products cannot be recalled - therefore it is important to have the necessary 
restrictions in place when the product is first released to the market. 
The problem of abusability is compounded by the lack of transparency in some 
applications of Ambient Intelligence that may seem to be a good idea when first 
considering them, but create many potential problems at closer examination. Bohn 
(2004) gives examples of a pay-per-use system for many things, such as watching TV 
or playing a game - which would result in many thousands of micro-payments every 
month, which will be impossible to check manually for inconsistencies. Thus it would 
be possible to get billed for things you did not do, without having much chance of 
ever noticing it. Or a kind of dynamic insurance that bills you according to your 
behaviour, assessing the risks you take in real-time and billing you accordingly - or 
so you as user would have to assume, as you would have no way to check how 
accurate the system is. 
Reliability against abuse is part of the negative customer requirements and negative 
4th party requirements - yet also part of the positive user requirements for a small 
group of users (those that want to abuse the product for their own ends) 
Relevant advantages: EA3, EAs, MIGA2, MICA2, MICAs (in addition to the 

above) 
Relevant disadvantages: ED3, MIGD5, MIPD2 (in addition to the above) 

The third type of product reliability is the reliability of user control: whether the 
user is always in full control of what the product does and the degree to which the 
product can do things by itself that the user does not want it to do. Intelligent 
products should only act on their own in those situations where and for those tasks 
that the user has explicitly given them permission to do so - anything else will be 
regarded by the user as either bad product design or a product malfunction. 
Intelligent products should do what the user wants them to do and not do 
what the user does not want them to do - in some cases from the moment of 
purchase onward. It is wrong if the user wants something and the product does not 

34 



Failure Classification in Ambient Intelligent products - by Arnout Nederpelt 

do it (error of omission), but it is also wrong if the product does things on its own that 
the user does not want (error of commission). 

Error of omission: the product capabilities do not match with the positive 
customer expectations, the positive user expectations or the positive 4th party 
expectations. 
Error of commission: the product capabilities do not match with the negative 
customer expectations, the negative user expectations or the negative 4th party 
expectations. 

The user should always have full control over what data the product gathers and with 
which products gathered data gets shared - anything less would violate the privacy of 

. the user. Tests have also shown this (Aarts & Marzano, 2003, pg. 259): 

"Focus-group testing with end-users also revealed a deep-seated mistrust of 
adaptive products. Consumers questioned in the US felt that a system that 
tracked their preferences (and especially an Internet-enabled system), 
posed a risk to personal privacy. The promise that technology could adapt to 
user behaviour without the intervention of people was not trusted." 

There is a difference between facilitating the user and seemingly attempting to 
control the user. 
As Aarts & Marzano (2003, pg. 154) put it: 
"The key to making life.,-enhancing innovation to enrich our experience lies in 
ensuring that people maintain their decision-making ability.( ... ) We don't want our 
car to suggest where we want to go unless we ask it to. We want the environment to 
anticipate and respond, but not to eliminate decision-making. We would go crazy if 
technology did away with our decision-making power." 

(Pg. 215) "The network paradigm will inherently have many implications for the 
issue of control. Where will the balance of control lie between the occupant of a 
connected home or the user of a connected product, and the company or service 
provider? Responsive and adaptive networks can allow end-users to wrest much 
control from corporations, but may also imply that the end-user has to relinquish 
some control to the system itself Will this be empowering or will we be gradually 
trapped in a network of decision-making that goes above our heads?" 

Satyanarayanan (2001) comments: 
"Even if a system were designed to only make suggestions, it would still.find itself 
treading a.fine line between inspiration andfrustration, between obliging 
helpfulness and pig-headed patronization." 

This also means that the user must be in control of the sensors used by Ambient 
Intelligent devices to gather data - that the user can decide what data gets gathered 
and what is done with it. A problem Aarts & Marzano (2003) also recognise: 
"The home becomes aware of the residents' moods through sensors (including 
cameras and microphones). Without security measures, this activity would give rise 
to opportunities for hackers and intruders: the datafrom the sensors must be kept 
confidential to prevent the 14-year-old next door from eavesdropping on Han's 
home. And Han needs to be able to trust the sensor itself (i.e., it must be 
authenticated, the data must be time-stamped and the integrity of it's data 
checked)." 
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Aside from the issue of preventing unwanted access to sensors, this also introduces 
the burden on the user of giving specific devices access to the sensors the user wants 
to allow them to access. Not only that, but the devices should also be able to function 
without being able to access the sensors if the user does not give them permission to 
do so; the user should not be 'forced' to give products access to these sensors and 
should always be able to easily and conveniently deny products access to sensors. 
Yet another risk is what Accenture (2001) called "silent commerce": intelligent 
products that make purchasing decisions autonomously, spending the owner his 
money without the explicit approval of the owner to do so. This in turn would raise 
the issue of accountability (Bohn, 2004): who is responsible for financial damages 
caused by such purchase, for example if unwanted products are bought silently by the 
user his products? If a fridge autonomously decides to order food because its supply 
is low, and the food goes bad because the user did not feel like eating that type of food 
before the due date (and so arguably would never have decided to buy it), it is unclear 
whether the user of the fridge or the company that made the fridge is to be held 
responsible for the costs incurred. 
It does not stop there. Intelligent products can also be used by companies in an 
attempt to control the thoughts of users by controlling what the users get exposed to. 
Bohn (2004) makes this clear in the following example: 
"If smart objects provide information about themselves, this raises the question of 
who guarantees the objectivity and accuracy of the statements made. For example, 
smart products might be used to tie customers more closely to traders by 
recommending they purchase other goods produced by that same trader. In a 
certain sense, smart objects are becoming media representing a particular 
"ideology" (e.g., that of the product's manufacturer, or the politically motivated 
opinion of a consumer protection organization). Could a consumer protection 
institute use its own electronic directory to map a smart product label onto 
information other than that which the producer intended (for example, to warn of 
allergies to ingredients)? And maybe more importantly: who will decide what a 
smart toy tells the children, potentially shaping the children's opinions without their 
parents' knowledge? Tempting children to buy additional toys would only be the 
most obvious strategy - a much more serious threat would be the moral values 
induced by smart toys during play." 
Eggen (2005) shows that customers value their control a lot, to the point of 
demanding it: "Herhaaldelijk hebben mensen in ons onderzoek aangegeven dat 
intelligent systeemgedrag alleen geaccepteerd kan warden wanneer de bediening 
indien gewenst ook door de gebruiker zelf overgenomen kan warden (Eggen, 2001)" 

In some areas steps are already being taken to ensure user control and protect user 
privacy. An example of this is the guidelines for EPC, included in addendum 2. 
Relevant advantages: EA6, MIGA:3, MIGA4, MICA2, MICA:3, MICA4, MICAs (in 

addition to the above) 
Relevant disadvantages: MIGD1, MIGD3, MIGD4, MIGD5, MIGD6, MIGD7, 

MIPD1, MIPD2, MIPD3, MIPD7, MICD1, MICD3, MICD4 
(in addition to the above) 

The final type of product reliability is the reliability of safety: the extent to which 
intelligent products can create situations that are potentially harmful to the user and 
those people in the vicinity of the user. Intelligent computers can make rational 
decisions that by human standards are nonetheless considered to be bad - something 
similar to the decision of HAL9000 in the movie 2001: A space odyssey (by Stanley 
Kubrick) could potentially happen in the future, if producers neglect to implement 
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the right constraints to prevent such situations into their intelligent products. Any 
damage caused by lack of such restraints can by law (European Directive 
1999 / 34/EC) be charged to the producer of the product. Building the right restraints 
into intelligent products can thusly avoid potential large damage claims. There is not 
only the potential of physical danger, but also of non-physical danger such as privacy
sensitive data stored in intelligent products that could potentially be compromised if 
the right safeguards are not integrated into intelligent products. Such compromising 
of the private data of a user could happen not only through network connections to 
other products and/ or the Internet, but also while the product is being repaired on a 
service department by those people who are repairing the product. Without such 
safeguards most users can be expected to not even allow the product to gather such 
information, thusly limiting its ability to act intelligently. Such data security is also 
related to user control and to prevention of abuse. Eggen (2005) also stresses the 
importance of data security in the eyes of the customer, as well as data integrity: 
"Tot slot verdient het onderwerp privacy speciale aandacht. Personalisatie is een 
belangrijk kenmerk van de interactie met toekomstige intelligente 
productomgevingen. Dit betekent dat een systeem een pro.fief van de gebruiker zal 
moeten opbouwen. Het gebruik van dit pro.fief is met name kritisch bij toepassing in 
applicaties die menselijke sociale relaties ondersteunen en in situaties waar het 
pro.fief in opdracht van de gebruiker autonoom acties uitvoert. De gebruiker moet 
op het systeem en in het bijzonder op het pro.fief kunnen vertrouwen." 
There is also the need to safeguard against abuse by other users, who could write 
viruses that infect intelligent products. Aarts & Marzano (2003, pg. 157) also 
acknowledge this risk: 
"We have enough difficulty sanitising our desktop computers from viruses; the 
spectre of maintaining the viral health of our 'equipment' in the age of ubiquity 
could prove to be a nightmare." 
(Pg. 204) ''Additional threats are posed not only by anonymous hackers (either 
within radio range of the home or from afar), but also by quasi-trusted parties with 
legitimate reason to interact with the space. For example, without the user's 
approval, service providers and e-commerce companies may gather user profiles to 
target advertising; one company's software may interfere with that of other 
vendors; and operating systems (whether open or closed source) may contain 
functions that conflict the user's privacy." 
An RFID-virus has also already been created (Rieback, 2006), although the authors 
created it as proof-of-concept along with a way to prevent such viruses from working 
- if current RFID chips are adapted. 
Relevant advantages: EA.3, EAs, EA6, MIGA4, MICAs (in addition to the above) 
Relevant disadvantages: ED3, MIGD5, MIPD2, MIPD4, MIPD5, MIPD6, MIPD7, 

MICD2 (in addition to the above) 

A small case study with these types of reliability has been conducted and is included 
in Addendum 3. 
Considering these types of reliability where potential problems can be expected in 
Ambient Intelligent products, it is clear that there is a need for many limitations to be 
built into these products. This is because Ambient Intelligent products are for a large 
part open structures, and in open structures it is equally important to make 
things impossible as it is to make things possible. A structure can be TOO 
open. 
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This leads to the following question: 

Is it possible to create a set of design guidelines specifically for Ambient 
Intelligent products that would increase the reliability of these products 
if adhered to during the design phase of these products? 

There have been previous efforts towards the establishment of such guidelines, which 
are listed in Addendum 4. They can be summarised as follows: a product design 
should be logical, making use of natural mapping for intuitive use, and leave the user 
in control of the product. The product must be safe to use, both in terms of physical 
harm and violation of privacy. A product should further default to harmless actions, 
only performing potentially harmful actions with the explicit consent of the user. It 
should always be clear what the product is doing, and what the product is capable of 
doing. The product should also not be a burden to the user, both in time and effort 
expended to use the product. Finally, the option not to use the product, or not to use 
the intelligent functions of the product, should always exist. (based on Marzano 
(2002), Norman (1988), Rauterberg (2004), Rocker (2004) and Greenfield (2004)) 

At this point, it is useful to consider what should be added to the causal model for No 
Fault Found (see 2.2) to include Ambient Intelligent products. An obvious addition 
would be 7D: customers are misinformed by the product (Mooij, 1998). This could be 
caused by shortcomings in product design (5), especially on cognitive-psychological 
factors (8), which causes both a conscious (4B) and a subconscious (4A) mismatch 
between customer expectations and product capabilities. Another addition would be 
13: the product lacks information about human psychology and human physiology, 
resulting in cognitive-psychological oversights made by the product itself. (8) 

The analysis above is mostly about the downsides of Ambient Intelligence and how to 
fix them, as this is an important aspect of the technology that has not yet been 
sufficiently researched while the technology is going to be widespread (Bohn, 2004): 
"While developments in information technology never had the explicit goal of 
changing society, but rather did so as a side effect, (visions about Ambient 
Intelligence in the future) expressly propose to transform society by fully 
computerizing it. It is therefore very likely that this will have long-term 
consequences for our everyday lives and ethical values that are much more far
reaching than the Internet with all its discussions about spam e-mails, cyber crime, 
and child pornography. With its orientation towards the public as well as the 
private, the personal as well as the commercial, it aspires to create technology that 
will accompany us throughout our entire lives, day in and day out.( ... ) It seems to be 
clear that with these technical developments - pushed through largely unnoticed by 
the general public and extending quite rapidly into our everyday lives -
unanticipated (if not unacceptable) standards could soon be set for the rest of our 
lives." 
Lucky (1999) adds to that a disturbing vision of the possible future in which 
everything is connected: 
"The old sayings that "the walls have ears" and "if these walls could talk" have 
become the disturbing reality. The world is.filled with all-knowing, all-reporting 
things. ( ... )My car reports to the local gas station in the evening when it is low on 
gas, so that it can be.filled at night and ready for me in the morning. I like this 
service, but my car is no longer the friend I once knew. If I exceed the speed limit, it 
reports me, and if I try to park illegally, it refuses to turn off or to let me open the 
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door. With integrated GPS, it continually reports my position. I want to disengage 
these features, but the car comes with a shrink-wrap agreement whose legalese 
implies that the purchaser has only licensed its capabilities without any true 
ownership. The car now owes its primary allegiance to the new mega-company, 
M otorsoft. I study the car in the quiet darkness of the garage, trying fruitlessly to 
discern its vulnerabilities. I feel surrounded by enemies and traitors." 

Aarts & Marzano (2003) identify the following 5 key elements of Ambient 
Intelligence: Embedded, Context-aware, Personalised, Adaptive, and Anticipatory. It 
is important now to take note of the downsides, in order to see what can be done to 
improve upon them: 
Can a system be Embedded without losing Transparency? 
Can a system be Context-aware without violating Privacy? 
Can a system be Personalised without being Unfair, causing inequality? 
Can a system be Adaptive without becoming Unpredictable in any way that is a 
hazard to the user his safety? 
Can a system be Anticipatory without compromising User Control? Without 
patronising the user? 
These questions all deserve attention. 

Also not unimportant to note is that it is questionable whether all those elements are 
really necessary for Ambient Intelligence - there are different visions on what 
Ambient Intelligence is and should do for the people, for example Petersen (2005) 
provides a different vision: ''According to Aarts [1], ambient intelligence 
environments are characterized by their ubiquity, transparency, and intelligence. 
At the Center for Interactive Spaces we take a different approach to defining 
interaction ideals of the new type of environments we shape. Rather than designing 
transparent and efficient interaction, we focus on designing aesthetics of 
interaction, which implies a focus on how the means of interaction can be 
surprising, engaging, and serve to establish a new relationship to the materials 
people interact with. ( ... ) Thus at the Center for Interactive Spaces we seek to 
investigate how to design plauful and engaging interaction rather than efficient and 
transparent interaction. We see a danger in that people may lose their sense of 
control in environments where they are seamlessly tracked and profiled. Thus, 
instead of striving for technology to become invisibly embedded in our 
environments, we seek to make technology visible and remarkable [ 4]. After all, we 
want to exploit that the most intelligent in our environments remain the people who 
inhabit the spaces." ([1] refers to Aarts (2002) and [4] refers to Petersen (2004)) 
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2.4 Focus of this research 

Many issues have been discussed, all relating to what can go wrong with products 
that customers will eventually complain about, be it individually or as a collective. It 
is important that customers understand the products they buy, are able use them 
safely and never lose the feeling of being in control of the products. Furthermore it is 
important for society that product abuse is made as difficult as possible by building 
safeguards into products. 

Together, these issues are very broad, and would take a long time to research 
thoroughly. Therefore, without diminishing the importance of any of these aspects, it 
is necessary to narrow down the original research question formulated in 2.3: 

Is it possible to create a set of design guidelines specifically for Ambient 
Intelligent products that would increase the reliability of these products 
if adhered to during the design phase of these products? 

To do this, it is useful to consider the 5 questions based on Aarts & Marzano (2003) 
(see 2.3): 

Can a system be Embedded without losing Transparency? 
Can a system be Context-aware without violating Privacy? 
Can a system be Personalised without being Unfair, causing inequality? 
Can a system be Adaptive without becoming Unpredictable in any way that is a 
hazard to the user his safety? 
Can a system be Anticipatory without compromising User Control? Without 
patronising the user? 

Considering these, the issue of User Control seems to be the most central - it is an 
issue by itself in the sense that users do not want to be patronised, user control makes 
a product more predictable and user control allows users to repair the product when 
necessary and to take steps to protect their privacy. User control also requires enough 
transparency to be properly implemented. Fairness is a separate issue. It must also be 
noted that, like everything, user control can be taken too far - it should not become a 
hassle to use Ambient Intelligent products. In terms of reliability user control 
generally means that a product does what the user wants it to do when the user wants 
it to do it, and does not do what the user does not want it to do when the user does 
not want it to be done. One of the problems with that is that asking what the user 
wants the product to do and when the user wants it to be done can possibly fall into 
the second category - thusly creating the paradoxical situation of the product doing 
what the user does not want it to do while trying to do what the user does want it to 
do. 
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Thus, the narrowed down research question becomes: 

How much user control is desirable for Ambient Intelligent products? 

With the following sub-questions: 
What are the advantages and disadvantages of user control? 
When do users start feeling patronised by an Ambient Intelligent 
product? 
When do users see configuring their Ambient Intelligent product as a 
hassle? 
With what level of control do users feel the most comfortable? 

Unfortunately, considering the time constraints on this research the above questions 
cannot yet be satisfactorily answered. Thus the research question needs to be 
narrowed down even more. In order for the above research question to be answered, 
there should be a way to determine whether the problems that arise in product-user 
interaction can be attributed to user control-related product features. In order to be 
able to determine this, a system of failure classification for Ambient Intelligent 
products is needed. It shall thus be the aim of this research to create such a system of 
failure classification for Ambient Intelligent products. 

Thus, the final research question becomes: 

What types of failures can be encountered when users interact with 
Ambient Intelligent products? 
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3 Research Methodology 

With a theoretical basis established in chapter 2, it is now time to utilise the gathered 
data to create a model that will answer the research question - a model that can 
classify the types of failures that can be encountered when users interact with 
Ambient Intelligent products. Considering the novelty of the subject and the 
broadness of the type of problem, this model will be newly designed, rather than 
being adapted from an existing model. 

Design research projects typically go through a regulative cycle: problem 
identification, diagnosis, design, intervention, and evaluation (van Aken, 1999). The 
problem (the existence of soft failures) has already been identified (den Ouden, 
2006) and diagnosed (see chapter 2 and all the literature referenced therein). Thus, 
the next step is the design phase - the chosen approach for that, again considering 
the novelty of the subject, is to use logic. First, general failure characteristics will be 
derived from the research in chapter 2 (chapters 4.1, 4.2, 4.3), which are then 
subjected to logical analysis (chapter 4-4.1) to determine their relevance in order to 
reduce their number by removing some of them from the model and logically 
combining others into product dimensions that are smaller than the original 
combination of characteristics - completely independent and unrelated 
characteristics will not be combined into a single dimension. This analytical process 
goes with logical steps from broad to relatively narrow as the final model becomes 
clear (chapter 4-4.2). The resulting model is then first verified with a logical test 
consisting of a thought experiment such as also applied by Einstein in the 
development of his theories (chapter 4-4·3), as well as with an analysis of the 
potential uses, strengths and weaknesses of the model (chapter 4-4-4). After this 
initial verification, the model is further verified using statistics to test its ease-of-use 
and its user-independence (using a test group) (chapters 4-4·5, 4.5, 5). Product-soft
failure-prevention tests are unfortunately not possible due to time constraints. Thus, 
the report ends with a preliminary evaluation of the design (chapter 6) - a final 
evaluation can later be made after the designed model has been used (intervention 
phase as mentioned above). 

The model will thus be founded in theory, and verified in practice - as many of its 
theoretical foundations already have been. Wetzels (2003) supports this notion, that 
both theory and practice are important - just theory or just user tests is not enough; 
they need to be combined for the best results: 
"I would like to stress the importance of theoretical underpinnings of marketing 
research, actually of any research. However essential theory may be in marketing 
research, the term theory is still viewed in disfavour, and sometimes even in disdain 
by marketing students and marketing faculty alike (Hunt, 1991). A cautionary note 
seems to be warranted, it is not only in the field of marketing that theory is 
perceived quite unfavourably; almost any other field can be substituted in the above 
statement. It is quite serious that theoretical and practical are considered to be at 
opposite ends of a continuum. Hunt (1991, 151) answered this contention with 
'Nonsense'." 

Considering the time available for this research, there are 2 ways in which this model 
can be tested. One way would be to use the model to predict failures, then conducting 
a user test and examine how many of the failures that occur during the user test were 
unpredicted by the model - the problem with this approach would be that it depends 
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not only on the model, but also on the skills and knowledge of the people using it to 
predict failures, and that there is no standard to judge the results by. (Except when 
100% of the failures were predicted, then you would not need one) 
Another way is to have multiple people use the model to categorise failures 
encountered in a user test, and then to check how consistent the different users of the 
model are able to categorise the various failures encountered during the test. The 
more the categorisations of the failures by the different users match, the better the 
model is able to distinguish between the failures. Doing this will measure the level of 
ambiguity in the model, although it is also dependant on how well the different 
classifying dimensions have been explained to those who use the model. This latter 
measure is also known as the inter-rater reliability (where the raters are those who 
use the model to classify failures). 

This inter-rater reliability can be measured in multiple ways. The easiest and most 
basic ways is to calculate the percentage of agreements between the raters out of the 
total number of observations. A more sophisticated measure is the kappa index 
introduced by Cohen (1960), which accounts for the possibility of chance agreements 
and produces a score ranged from o to 1. This accounting for chance increases the 
usefulness of the measurement, but also means that caution should be used when 
applying the measurement to unbalanced samples (Hripcsak, 2002). Recommended 
minimum values for this kappa index vary from 0-4 to o.8, depending on which 
researcher is making the recommendation (Uitdenboogaard, 2004). These 
recommended values are based on the case of having 2 raters. For an explanation of 
the Kappa index, see Addendum 5. For criticism on the Kappa index see Addendum 
9. 
It is not enough to calculate only inter-rater reliability- inter-rater agreement should 
also be calculated to measure the accuracy of the model. This can be done by 
calculating the specific agreement indices (Uebersax, 2002 [2]). These also account 
for chance agreements by calculating both positive (class X) agreement and negative 
(not class X) agreement for every class. Inter-rater reliability is also high when both 
positive and negative agreement between a pair of raters is high. More details about 
calculation of the specific agreement indices can be found in Addendum 10. 

While inter-rater reliability and inter-rater agreement can be used to verify (part of) 
the model, it also needs to be validated. Roelofs (2005) summarises verification as 
'making sure that you are making the product right', and validation as 'making sure 
that you are making the right product'. Validation will be done in theory and based on 
prior research studies which have shown the existence of soft failures and the need to 
find a good way to deal with them. 
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4 Failure Classification 

This chapter will start with a brief explanation of the intended purpose for the failure 
classification model created in this report (4.1) beyond what has already been stated 
in chapter 2-4. After this intended purpose has been explained, a preliminary model 
will be distilled from the research documented in previous chapters. This preliminary 
model will consist of a list of preliminary failure distinctions drawn from the research 
done in chapter 2 (4.2) which will then each be briefly detailed and discussed (4.3). 
These preliminary distinctions, which allow for a detailed non-product-specific 
analysis of a soft failure, will form the basis for the actual classification (4-4). This 
classification is formed by culling and consolidating the preliminary failure 
distinctions into a consistent set of product-failure dimensions and subsequently 
theoretically testing and examining this set. Finally, the resulting failure classification 
model is described in more detail in preparation for subjecting it to a user test (4.5). 

4.1 Intended purpose and usage of failure classification 

As has been shown in the first tests of the model developed and tested by den Ouden 
(2006), the origins of a substantial proportion of soft reliability problems can be 
traced back to decisions made during the product development process, particularly 
decisions made during the product definition stage of that process. It is to be 
expected that soft reliability problems in Ambient Intelligent produds are 
comparable in this aspect. . · .· · · .· 
The purpose of this classification thus becomes aual: it. is.intended both as a tool for 
structural analysis of failures as they are expetiei:J.ce'd by the user - for use in further 
research as well as product and process improvement projects - and as a 
rudimentary aid in the prevention of soft reliability failures for product development 
processes - a means to prevent failures even before the first user test has taken place. 
It will be a rudimentary aid in this because it will only point out potential problem 
areas to pay careful attention to, without providing actual guidelines for each of those 
problem areas - as stated in cl,i~ptei; 2..4, more research will be needed to develop 
such guidelines. Using the,faihire-~l~ssification model as a framework for structured 
analytical brainstorm sessions to predict and prevent failures during the product 
concept phase can, as an approach, be compared to "structured reflection" as 
proposed by Reymen (2001). · 

4.2 Preliminary failure distinctions 

Failures encountered in the use of Airtbient Intelligent:' products' have, as has been 
shown in previous chapters, many characteristics which can be used to' divide them in 
multiple ways. Furthermore, a failure always possesses a multitude of such 
characteristics - and can be classified acco"rdirtg tq each. 'The preliminary distinctions 
resulting from these characteristics will be listed here, .along wjth their origins that 
are further clarified in figure 4.2A, which shows the link between the preliminary 
distinctions and the research from earlier chapters. As stated before, each of these 
distinctions will be priefly detailed and discussed in chapter 4.3. 
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Drawing from the previous chapters, the preliminary distinctions are: 
1. whether the failure is hard or soft - whether the product specifications as they 

are have been met. (See 2.1 and 2.2) 
2. whether the user has interpreted the product correctly or not. (See 2.2-cause 8 

and 2.3.3-reliability of interpretation) 
3. related to 2., whether or not the product interprets the user correctly. (See 

2.3.3 and 2-4) 
4. whether the product has been used as intended during the product design or 

not (see 2.3.3-reliability against abuse, and 2.2-causes 3 and 8) 
5. related to 4., whether social and ethical requirements have been violated (see 1, 

quotation from Bohn (2004), 2.3.2, 2.3.3-reliability against abuse, MIGD9, 
MICD5) 

6. whether the user was controlling the product or the product was acting on its 
own when the failure occurred (see 2.3.3-reliability of user control) 

7. related to 3. And 6., whether the failure is negative (the product does not do 
what the users wants) or positive (the product does what the user does not 
want). (See 2.1 and 2.3.3-reliability of user control and reliability of 
interpretation) 

8. whether the failure has posed a threat to the safety of the user, the safety of 
others, or not (see 2.3.3-reliability of safety) 

9. whether the failure is in the product or in the customers' expectations of the 
product (see 2.2-causes 4 and 7) 

10. whether the failure was caused by the user making the wrong choice for what 
the user intended to do (which in turn can be caused by lack of user-self
knowledge, too many or too few choices) (see 2.2-8, 2.3.2, MIGD2, MICD4) 

11. whether the failure was caused by the primary user/ owner of the product, or 
by someone else using the product (see 2.3.2, MIGD3) 

12. whether the failure is in the user his perception, and if so, whether the 
correctly functioning product is perceived as malfunctioning or the 
malfunctioning product perceived as functioning correctly (though likely below 
expectations and thus generating bad word-of-mouth) (see 2.3.2, MIGD8) 

13. whether the failure occurred during installation/programming or during use. 
(See 2.3.2, MIPD1) 

14. if the failure occurred during use, when the failure occurred. This can be early 
use (including "dead on arrival"), post-early use but within the predicted 
product lifetime or after the predicted product lifetime (including wear-out 
errors). 

15. how severe the failure is. 
16. whether the failure is acceptable or not. (because time and resources are 

limited and perfection exists only in theory) 

These distinctions are, as stated, preliminary, and will be further detailed/processed 
later in this chapter to create the final model (4.3 and 4.4) 

To further clarify the link between these distinctions and the earlier research, look at 
the following diagram: 
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Figure 4.2A: Deduction of distinctions from chapter 2 

Each of these distinctions will be briefly discussed in more detail, and further 
distinctions will be added where necessary. However, it is useful to first group these 
distinctions insofar as possible, to add structure. The first grouping will be by system 
level of the distinctions (reference figure 4.2 and chapter 4.3 for the description). 

Product-internal failure distinctions: 
Distinctions 1, 6, 7, 9, and 13 to 16 
Product-user interaction failure distinctions: 
All distinctions except 5 
Product+user-environment interaction failure distinctions: 
Distinctions 4, 5, 8, 15 and 16 
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This grouping shows that, depending on the level of analysis, different failure 
distinctions are relevant. However, for a full analysis all distinctions should still be 
considered. However, the number of distinctions to be considered can be reduced by 
considering is the dependencies between them: 

If the failure is a hard error (distinction 1), the failure is by definition in the 
product (distinction 9) - but a failure in the product is not necessarily a hard 
error, it could also be a cognitive-psychological design oversight. 
If the failure causes danger to others in the user his vicinity (distinction 8), 
social and ethical requirements are violated (distinction 5) 
If the failure is in the expectations the user has of the product (distinction 9), 
the failure is a soft failure (distinction 1) 
If the failure is a bad product perceived to work correctly (distinction 12), the 
failure is a soft failure (distinction 1) and the failure is in the product 
(distinction 9) 
If the failure is a good product perceived not to be working correctly 
(distinction 12), the failure is by definition a soft failure (distinction 1) and the 
failure is in the user his expectations of the product (distinction 9) 

The rest of the preliminary distinctions are independent. Each distinction will be 
briefly explained and detailed in the following section, before examining possibilities 
for removing these interdependencies (44). 
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4.3 Detailed failure distinctions 

4.3.1 Hard errors vs. soft failures 

This distinction is whether the failure is hard or soft - if a failure is reported while the 
product does not violate any of its specifications, the failure is considered to be 'soft' 
(Brombacher, 2005). The failure is then either in the specifications themselves or in 
the expectations of the user - expectations that have been shaped by the 
communications the user has received from the producer about the product -
through advertisements, through the product itself, from other users, as well as 
through other channels of communication. (See 2.1 and 2.2 for more details) Product 
imperfections are not included in this distinction because the user does not perceive 
these as a failure - unless his/her expectations do not match the product capabilities 
- which is a soft failure. 

4.3.2 Correct vs. incorrect interpretation of the product by the 
user 

This distinction is whether the product has been correctly interpreted by the user or 
not - whether the state of the product as perceived by the user and the possible ways 
of interacting with the product as perceived by the user match the actual state of the 
product and the actual possible ways of interacting with the product. A match or 
mismatch between those perceived and actual capabilities at a specific state of the 
product is determined by the quality of feedback the user receives from the product. 
Such feedback is part of the user interface, which is a very important aspect of every 
product. Norman (1988) illustrates this with numerous examples, including how 
unnatural mappings can make the use of products difficult and confusing. 
Interpretation is also an issue with speech-based user interfaces - consider that since 
humans can so easily misinterpret each other, it is quite possible for humans to 
misinterpret machines as well, whether those machines use pre-recorded messages or 
synthesise speech in real-time. 

4.3.3 Correct vs. incorrect interpretation of the user by the 
product 

This distinction is the counterpart to the above distinction: whether the product has 
interpreted the user correctly - whether the intent of the user as perceived by the 
product matches the actual intent of the user. Ambient Intelligent products are not 
perfect, and thus are able to make mistakes when forced to deal with fuzzy inputs. 
Examples of these inputs are given by Aarts & Marzano (2003) and Markopoulos 
(2005), how Ambient Intelligent products can try to read the mood of the user with 
cameras or interpret commands in the users' own forms of speech. An example of this 
type of incorrect interpretation is given by the I-cat, being developed by Philips, 
which failed to understand when users asked it to speak more clearly. 
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4.3.4 Use as intended during product design vs. other uses of the 
product 

The distinction is about how the product was being used at the moment the failure 
occurred - during product design a number of uses are envisioned and accounted for, 
but, especially with programmable, intelligent products, the user of the product is 
able to find other ways to utilise the product. Since these other ways of using the 
product can cause failures that the designers of the product did not expect, it is useful 
as a classification to distinguish between whether or not this is the case. Also not 
unimportant is the possibility of these other uses being criminal in nature, and 
sometimes preventable by changes in product design. Casal (2004) also mentions this 
last aspect: "The changing balance between security and privacy and the lack of an 
internationally accepted legal and policy framework, is causing society to lose trust 
in new technologies. The increasing frequency and severity of computer virus 
attacks and the fear of economic loss could also reduce their overall usage, which 
would impact on all economic sectors. Additionally, errors in data accuracy could 
have dramatic effects and could be catastrophic for large numbers of people as 
regards their personal and professional reputations, their social and family lives 
and even their physical wellbeing. Therefore, the maintenance of databases, their 
integrity, accuracy, security and protection is an extremely sensitive issue. It is also 
worth mentioning the emergence of new forms of crimes: the creation of false, but 
original and valid identities; identity theft through "account takeover" or identity 
cloning of people and vehicles by duplicating identity details." 

4.3.5 Possible violation of social and ethical requirements 

A product is always used in the context of a society, which has its own norms about 
what actions and behaviours are deemed acceptable (part of the 4th party 
requirements, see 2.1). A product violating these norms can be seen as undesirable, or 
even unacceptable. Therefore it is important to distinguish whether a failure violates 
these norms or not. Rocker (2004) concludes at the end of an experiment: 
"Participants were unanimous in their desire to protect their privacy (no 
surveillance), their mistrust of a system invading their personal life, and their 
dislike of being too dependent on an ambient intelligent system for social 
communication or even replacing the face-to-face interaction." 
The relevance of these issues becomes abundantly clear when reading the description 
of the industry trend towards Ambient Intelligence given by Adamowsky (2000): 
"Es geht also um ein Projekt, das aufTotalitiit abzielt und natiirlich auch nah am 
Totalitiiren steht, auch wenn man meint, sich nur auf Dinge zu beziehen. Doch dem 
ist nicht so. Der Leib wird keine natiirliche Oase bleiben inmitten der umfassenden 
Vernetzungsstrategien. Liingst sind wir iiber das Stadium der tragbaren Geriiteja 
hinaus, Schuhe, Brillen, Kleidung stehen vielmehr auf dem Programm, und die 
ersten Implantate sind auch schon gelegt warden. Ein totales Projekt, in der Tat 
also,jeder Traum vom Gesamtkunstwerk nimmt sich dagegen geradezu betulich 
aus. Unsere Vorstellungen von Raum und Zeit werden sich in einer solchen Welt 
vermutlich iindern, ebenso wie die Beziehungen von !ch und Welt, Mensch zu 
Mensch, Karper und Umgebung. Neben all diesen Uberlegungen, ob und wie man 
das will oder nicht, bleibt aber vielleicht die grundlegende Fruge die wichtigste, die 
Fruge nach dem Totalen oder ob man wirklich bereit ist, ohne ein Aufien zu leben." 
To summarize: the industry trend is following a totalitarian approach of integrating 
Ambient Intelligence into every aspect of our lives, blurring the lines between our 
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identity and the world surrounding us - and it is questionable whether that is really 
what people want. 
Another issue is the sustainability, how future-proof products are. Development of 
new products with new technologies has an impact not only on the current 
generation, but also on future generations. Everything this generation does will have 
its impact on generations to come, product development efforts included. It is 
important, therefore, to ensure that these effects are at least non-negative. (Koehler, 
2005) 

4.3.5.1 Possible violation of privacy 

One of these norms is the right to privacy, the right of the individual to protect 
personal information from those who might possibly abuse it and those whom the 
individual merely does not wish to have access to the personal information. Anything 
that records and transmits information about the user without sufficient security can 
thus be deemed a potential threat to the privacy of the user. As Rocker (2004) 
concludes: "Clearly 'maintaining and respecting control and privacy' are very 
important and might be the determining factors for the acceptance of intelligent 
user services." Aarts & Marzano (2003) show that this potential for privacy violation 
is very real: "In an intelligent ambience, there will be many sensors, and thus many 
occasions to observe the behaviour of those in that environment." ''As much as the 
internet can free people by opening the gate between the real and virtual worlds, 
this extension of connectivity and personal presence in both worlds can also be 
abused." Metras (2005) adds to this: "One of the growing concerns in the field of 
RFID comes from consumer groups in the US that are worried by the possibilities 
offered by the technology to distributors to track user behaviors and profiles 
without offering him any possibility to keep control or to have full awareness of the 
situation." An example of one of these groups is CASPIAN (http://www.nocards.org/, 
see also http://www.spychips.com/ for more information about the privacy concerns 
of consumers) 

Violation of privacy can happen in many ways, and this has been studied by Marx GT 
(2001) who identifies 4 different "borders'', that, when crossed, result in a privacy 
violation being perceived. These borders can thus be used to add a further level of 
detail to the model by defining the way in which a failure results in the violation of 
privacy of a person: 

Possible violation of natural borders: when things are observed by others that the 
person wants to keep hidden. 
Possible violation of social borders: when private things the person shares with 
select other parties, are also available to yet other parties. 
Possible violation of spatial and temporal borders: when the actions or state of 
being of the person in a place and at a time can be accessed on another place 
and/ or another time, against the will of the person. 
Possible violation of borders due to Ephemeral or Transitory effects: When things 
that are normally forgotten about a person get recorded and used at a later date. 

For a more detailed description of these sub-distinctions, see Addendum 6. 
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4.3.5.2 Possible environmental damage 

Failures that cause damage to the environment, for example by leaking chemicals, fall 
in this category. Excessive energy consumption can also be included (Koehler, 2005) 

4.3.5.3 Possible endangerment of people other than the user 

While some users may only be concerned about their own safety, it is unethical to 
endanger other people - if the product is a threat to other people this must, unless 
intended, be regarded as a failure. 
For example, a failure that would cause the load of a construction crane to drop 
would fall in this category - the user is safe in his/her cabin, the people near the place 
where the load falls are endangered. 

4.3.6 User control vs. automation 

One characteristic of Ambient Intelligent products is their ability to work 
autonomously - it is therefore important to know if the product was working by itself 
or if it was being controlled by the user in the instant when the failure occurred, as 
this might help locate the cause of the failure. 

4.3.6.1 Too much automation 

It is possible for Ambient Intelligent products to do things on their own that users 
would want to control themselves, to patronise the user (these are all errors of 
commission). This is explained in chapter 2.3, reliability of user control, and further 
supported by Misker (2005): "The main conclusion is that our (research) subjects 
are willing to spend a bit of time and effort in order to gain control over their 
environment. This supports the claim that users acting in ambient intelligent 
environments should always be kept in the loop; systems should take care not to 
alienate their users when making decisions for them." Rocker (2004) formulates the 
following guideline in this respect: "First and foremost, users must stay in control of 
what is happening. They must never have the impression that things are happening 
that they do not want." 

4.3.6.2 Too little automation 

This is the logical counterpart to the above category: just as it is possible to have too 
much automation, you can also have too little - users should not always be forced to 
make hundreds of choices about how exactly they want their product to function or 
behave. Misker (2005) also comments on this possibility: "For a user in a intelligent 
environment, the main issue is thats/he does not want to be bothered with all kinds 
of technical details, or in other words not get lost in ambient intelligence [ 7 ]. " ([ 7] 
refers to Nijholt (2004)) 

4.3.7 Non-functioning vs. malfunctioning 

There are 2 sides to failures, as there are 2 sides to a product specification. A product 
should do what the user wants, and not do what the user does not want. Thus the 
product is in error when it either fails to do what the user wants (error of omission), 
or does what the user does not want (error of commission). When the product does 
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not do what the user wants, the problem is either a technical breakdown (hard error), 
product imperfections related to the positive product specifications that have not 
been properly communicated to the customer or user, or restrictions on the 
(programmable) product capabilities that are too tight. When the product does what 
the user (or society) does not want, the problem is either product imperfections 
related to the negative product specifications, or restrictions on the (programmable) 
product capabilities that are not tight enough. 

4.3.8 Possible endangerment of user 

This distinction is whether the failure poses a threat to the user - failures that fall in 
this category should generally be given priority, as they can hurt the corporate image 
if these failures remain in the product when it is introduced to the market. Dangers to 
the user can be immediate (physical injury) or gradual Oosing health/capacities) as 
shown in the results of an experiment by Rocker (2004): "Some of the elements in the 
scenarios elicited worries with regard to becoming too dependent on the system, 
inducing a lack of physical and mental exercise." Sampson (2005) further supports 
this finding: "We have been promised, ever since the industrial revolution, that new 
technology will give us more leisure time, but it hasn't worked out that way, now 
has it? We're chained to our personal electronics instead of being liberated. We're 
inundated by information, plagued by what one writer terms "media obesity."" 

4.3.9 Failure in customer expectations vs. failure in product vs. 
failure in product use environment 

As shown in chapters 2.1 and 2.2, soft failures can be caused by false expectations of 
the product performance and functionality in the mind of the user - they are not 
always caused directly by the product itself. It is therefore important to know whether 
the expectations the user had of the product at the time the soft failure was 
encountered were accurate (i.e. whether they matched the product specifications) in 
order to locate the cause of the failure. If the user expects the product to do things it 
is not supposed to be capable of (according to the product specifications), then there 
has been a mistake in the communication to the user - on the other hand, if the 
product does things the user does not expect, nor want, then there has been a mistake 
in the product design, or possibly also in the communication to the user. If the 
customer attributes a failure outside of the product to the product, the failure is in the 
product use environment. 

4.3.10 Match vs. mismatch of the choice and intent of the user 

In any situation where the user has to make a choice, this choice is limited by the 
options available as well as the knowledge possessed by the user. Especially when 
there are too few or too many choices, or choices requiring more knowledge than the 
user possesses, it is possible that the user makes a choice that does not reflect his/her 
true desire or intent - and as such does not produce the desired result - an event 
which the user can perceive as a failure. Aarts & Marzano (2003) also recognise this 
difficulty: "We are faced with the downsides of this multiplicity of choices, 
possibilities and opportunities. Today, our challenge is defined rather by what we 
don't want to do or know, than by what we can do." 
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4.3.11 Primary vs. secondary user making the failure 

When products adapt themselves to their owner/primary user (Aarts & Marzano, 
2003), it is important to distinguish whether it was this user that caused the failure, 
or whether the failure was caused by another user that may have, for example, briefly 
borrowed the product. While both are important, companies may use this distinction 
to prioritise failures based on how much they care about the universal usability of 
their product. The distinction is also important when adaptive products have separate 
operating modes for the primary user and secondary users. 

4.3.12 Possible failure of user perception 

Not everything the user perceives to be a failure may be an actual failure, and not all 
actual failures are perceived by the user - even when the resulting bad product 
performance does not go unnoticed. Both failures are bad for the corporate image -
the company is either perceived to make failure-prone or badly performing products, 
both of which are regarded as signs of bad product quality. 

4.3.13 Installation/programming vs. usage failures 

Installing or programming a product is a crucial activity that does not happen often, 
yet differs a lot from normal use. Thus it is an important distinguishment to make. 
Den Ouden (2006) also makes this distinguishment when describing the customer 
experience process (Out of the Box and Extended Use phases are seen as different 
areas of potential customer dissatisfaction) 

4.3.14 Usage phase of failure 

Especially for hard errors, it is important to know when the error occurred - early 
errors differ significantly from wear-out errors. 

4.3.15 Severity of the failure 

Not all failures are equally grave, or equally relevant to the product. By listing the 
severity of the failures a prioritisation can be made. 

4.3.16 Acceptable vs. unacceptable failure 

Perfection exists only in theory, and time and resources are limited. Thus, despite 
how many failures have been identified and categorised, it is likely that not all of 
them can be addressed. Therefore it is necessary to accept some of the less important 
failures as unavoidable, so that full attention can be given to eliminating the failures 
that matter most. 
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4.4 Failure Classification model 

Having established a reasonably detailed way to distinguish between different kinds 
of failures in the previous chapters, the next step is to create a practical classification 
model from these distinctions by grouping them into classifications. This is because, 
while being able to distinguish between about 3145728 different kinds of failures in 
various degrees of severity (and that without taking into account the possibility of 
further detailing with the way in which a product or user is misinterpreted (if 
misinterpreted), or the differences in usage environments) is nice in theory, it is not 
very practical to consider every possible kind of failure in isolation - to do so would 
be very time-consuming. 

To reach a workable classification, the failure distinctions will first be analysed on a 
general level by considering various ways of grouping them together (4.4.1), then 
reduced in number by removing some of them and combining some of the others 
(4-4-2). The resulting classification is then tested for independence (4-4-3) and 
justified (4-4-4). Finally, the remaining model will be further clarified and made 
easier to apply for (soft) failure analysis (4-4-5). 

4.4.1 Failure distinction analysis 

Before creating classifications out of the various distinctions, it is useful to examine 
them on a more general level. On this level, there are 3 kinds of distinctions: those 
that always apply, those that sometimes apply (with 'or not' as alternative) and those 
that only apply if another distinction also applies (generally sub-distinctions) 

Always applicable: 
4.3.1 Hard errors vs. soft failures 
4.3.6 User control vs. automation 
4.3.7 Non-functioning vs. malfunctioning 
4.3.9 Failure in customer expectations vs. failure in product vs. failure in product use environment 
4.3.13 Installation/programming vs. usage failure 
4.3.15 Severity of the failure 
4.3.16 Acceptable vs. unacceptable failure 

Sometimes applicable: 
4.3.2 Correct vs. incorrect interpretation of the product by the user 
4.3.3 Correct vs. incorrect interpretation of the user by the product 
4-3-4 Use as intended during product design vs. other uses of the product 
4.3.5 Possible violation of social and ethical requirements 
4.3.6.2 Too little automation 
4.3.8 Possible endangerment of user 
4.3.11 Primary vs. secondary user making the failure 
4.3.12 Possible failure of user perception 

Dependant: 
On 4.3.5: 

4.3.5.1 Possible violation of privacy 
4.3.5.2 Possible environmental damage 
4.3.5.3 Possible endangerment of people other than the user 

On4.3.5.1: 
4.3.5.i.1 Possible violation of Natural Borders 
4.3.5.i.2 Possible violation of Social Borders 
4.3.5.i.3 Possible violation of Spatial or Temporal Borders 
4.3.5.i.4 Possible violation of Borders due to Ephemeral or Transitory Effects 

On 4.3.6 - automation: 
4.3.6.1 Too much automation 

On 4.3.2 or 4.3.3: 
4.3.10 Match vs. mismatch of the choice and intent of the user 
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On4.3.13: 
4.3.14 Usage phase of failure 

When looking for a good classification, the focus should be on the distinctions that 
always or sometimes apply - the dependant distinctions are more useful for further 
analysis of failures within a class or combination of classes. The classification, by 
necessity, has to be multi-dimensional, as it will be in effect a simplification of the 26-
dimensional model formed by the unclassified distinctions. The classes will increase 
the practicality of the model by simplifying it, at the cost of some of its accuracy. 

To form these classes, it is useful to note that the failure distinctions focus on 
different aspects of a product, on different aspects of the failures that occur. As you 
may notice, these aspects relate to the different kinds of reliability identified in 
chapter 2.3.3. These aspects and the distinctions that they involve are: 

User Interpretation: 
4.3.2 Correct vs. incorrect interpretation of the product by the user 
4.3.4 Use as intended during product design vs. other uses of the product 
4.3.9 Failure in customer expectations vs. failure in product vs. failure in product use environment 
4.3.10 Match vs. mismatch of the choice and intent of the user 
4.3.12 Possible failure of user perception 
4.3.11 Primary vs. secondary user making the failure 

Automation: 
4.3.3 Correct vs. incorrect interpretation of the user by the product 
4.3.6 User control vs. automation 
4.3.6.1 Too much automation 
4.3.6.2 Too little automation 

Acceptability: 
4.3-4 Use as intended during product design vs. other uses of the product 
4.3.5 Possible violation of social and ethical requirements 
4.3.5.1 Possible violation of privacy 
4.3.5.i.1 Possible violation of Natural Borders 
4.3.5.i.2 Possible violation of Social Borders 
4.3.5.i.3 Possible violation of Spatial or Temporal Borders 
4.3.5.i.4 Possible violation of Borders due to Ephemeral or Transitory Effects 
4.3.5.2 Possible environmental damage 
4.3.5.3 Possible endangerment of people other than the user 
4.3.8 Possible endangerment of user 
4.3.15 Severity of the failure 
4.3.16 Acceptable vs. unacceptable failure 

General/unclassified: 
4.3.1 Hard errors vs. soft failures 
4.3.7 Non-functioning vs. malfunctioning 
4.3.13 Installation/programming vs. usage failure 
4.3.14 Usage phase of failure 

This division is clearer, although if user interpretation, automation and acceptability 
were chosen as distinguishing dimensions, each failure is still classified by the 
intersection of 3 multi-dimensional scales and 3 further dimensions 
(general/unclassified). To make it practical, a further division is required, which can 
be achieved by combining the above division with the applicability and some further 
subdivisions: 

User Interpretation: 
Always applicable: 

4.3.9 Failure in customer expectations vs. failure in product vs. failure in product use 
environment 

Sometimes applicable: 
4.3.2 Correct vs. incorrect interpretation of the product by the user 
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4.3-4 Use as intended during product design vs. other uses of the product 
4.3.11 Primary vs. secondary user making the failure 
4.3.12 Possible failure of user perception 

Dependant: 
On 4.3.2 or 4.3.3: 

4.3.10 Match vs. mismatch of the choice and intent of the user 

Automation: 
Always applicable: 

4.3.6 User control vs. automation 
Sometimes applicable: 

4.3.3 Correct vs. incorrect interpretation of the user by the product 
4.3.6.2 Too little automation 

Dependant: 
On 4.3.6 - automation: 

4.3.6.1 Too much automation 
Acceptability: 

Always applicable: 
4.3.15 Severity of the failure 
4.3.16 Acceptable vs. unacceptable failure 

Sometimes applicable: 
4·3-4 Use as intended during product design vs. other uses of the product 
4.3.5 Possible violation of social and ethical requirements 
4.3.8 Possible endangerment of user 

Dependant: 
On 4.3.5: 

4.3.5.1 Possible violation of privacy 
4.3.5.2 Possible environmental damage 
4.3.5.3 Possible endangerment of people other than the user 

On 4.3.5.1: 
4.3.5.1.l Possible violation of Natural Borders 
4.3.5.i.2 Possible violation of Social Borders 
4.3.5.i.3 Possible violation of Spatial or Temporal Borders 
4.3.5.i.4 Possible violation of Borders due to Ephemeral or Transitory Effects 

General/unclassified: 
Always applicable: 

4.3.1 Hard errors vs. soft failures 
4.3.7 Non-functioning vs. malfunctioning 
4.3.13 Installation/programming vs. usage failure 
4.3.14 Usage phase of failure 

This is the first way to sort the various distinctions - which, while showing some 
characteristics of and relations between the various distinctions, does not solve the 
interdependencies that have been identified in chapter 4.2. Neither does it help in 
prioritisation - it is not clear which distinctions could possibly be left out of the 
model to simplify it without significantly reducing the accuracy of the classification. 
Thus, another way of sorting the distinctions is required to solve the latter problem: 
sorting the distinctions by the questions that can be answered about a failure using 
them. 

What kind of failure? 
4.3.1 Hard errors vs. soft failures 
4.3.6.1 Too much automation 
4.3.6.2 Too little automation 
4.3.7 Non-functioning vs. malfunctioning 
When did the failure occur? 
4.3.13 Installation/programming vs. usage failure 
4.3.14 Usage phase of failure 
Who made the failure? 
4.3.6 User control vs. automation 
4.3.11 Primary vs. secondary user making the failure 
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Where was the failure located? 
4.3.9 Failure in customer expectations vs. failure in product vs. failure in product use environment 

How was the failure made? 
4.3.2 Correct vs. incorrect interpretation of the product by the user 
4.3.3 Correct vs. incorrect interpretation of the user by the product 
4-3-4 Use as intended during product design vs. other uses of the product 
4.3.10 Match vs. mismatch of the choice and intent of the user 
4.3.12 Possible failure of user perception 
What are the consequences of the failure (besides lost sales/bad word-of
mouth)? 
4.3.5 Possible violation of social and ethical requirements 
4.3.5.1 Possible violation of privacy 
4.3.5.i.1 Possible violation of Natural Borders 
4.3.5. i.2 Possible violation of Social Borders 
4.3.5.i.3 Possible violation of Spatial or Temporal Borders 
4.3.5.i.4 Possible violation of Borders due to Ephemeral or Transitory Effects 
4.3.5.2 Possible environmental damage 
4.3.5.3 Possible endangerment of people other than the user 
4.3.8 Possible endangerment of user 
4.3.15 Severity of the failure 
Is that acceptable? 
4.3.16 Acceptable vs. unacceptable failure 

That leaves the interdependencies to be considered, before the distinctions can be 
culled and combined. As well as one other matter - whether culling and combining 
the distinctions is the only way to make the model practically applicable. 

It is also possible to leave the model as it is and look at easy ways to apply it instead of 
simplifying the model itself. For example, the combinations of failure characteristics 
(their values for each distinction) could be ranked on their number of occurrences in 
the failure database - with the model distinguishing between over 3 million different 
kinds of failures, the chance of random failures getting the exact same combination of 
failure characteristics is negligible. Thus, combinations of failure characteristics that 
appear multiple times could be used to pinpoint relevant failures that do occur, to 
separate relevant failures from random failures. The only downside to this is 
getting the data on all the failures - writing down these characteristics is more work 
than simply assigning the failure to a single category out of a very small number, as 
with more limited classifications. 

This could be combined with categorised simplifications of the model - the full model 
is only required when looking at failures that are related to interpretation of the 
product, autonomous behaviour of the product and violation of social norms all at the 
same time. This inclusion of combinations could alleviate the problem of 
interdependencies mentioned earlier, to an extent: 

These distinctions apply to all failures: 
4.3.1 Hard errors vs. soft failures 
4.3.6 User control vs. automation 
4.3.7 Non-functioning vs. malfunctioning 
4.3.9 Failure in customer expectations vs. failure in product vs. failure in product use environment 
4.3.13 Installation/programming vs. usage failure 
4.3.14 Usage phase of failure 
4.3.15 Severity of the failure 
4.3.16 Acceptable vs. unacceptable failure 

If interpretation is involved, these distinctions also apply: 
4.3.2 Correct vs. incorrect interpretation of the product by the user 
4-3-4 Use as intended during product design vs. other uses of the product 

4.3.10 Match vs. mismatch of the choice and intent of the user 
4.3.11 Primary vs. secondary user making the failure 
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4.3.12 Possible failure of user perception 
If automation is involved, these distinctions also apply: 

4.3.3 Correct vs. incorrect interpretation of the user by the product 
4.3.6.1 Too much automation 
4.3.6.2 Too little automation 

If social norms are involved, these distinctions also apply: 
4·3-4 Use as intended during product design vs. other uses of the product 
4.3.5 Possible violation of social and ethical requirements 

4.3.5.1 Possible violation of privacy 
4.3.5.i.1 Possible violation of Natural Borders 
4.3.5.i.2 Possible violation of Social Borders 
4.3.5.i.3 Possible violation of Spatial or Temporal Borders 
4.3.5.i.4 Possible violation of Borders due to Ephemeral or Transitory Effects 

4.3.5.2 Possible environmental damage 
4.3.5.3 Possible endangerment of people other than the user 

4.3.8 Possible endangerment of user 

Thus it is possible to have 8 partial models each focusing on a sub-set of the 
problems, each model ranging from 8 to 26 dimensions. However, these are still 
more dimensions than is considered desirable, and the interdependencies mentioned 
in 4.2 are still present - thus, the need exists to shrink the model by removing and 
combining distinctions. 

4.4.2 Failure distinction culling 

Having analysed the importance of and the connections between the various 
distinctions, it is now possible to cull and combine the distinctions into a practical 
model: 
First, 4.3.15 and 4.3.16 can be removed as distinguishing factors from the model -
both are based on judgements about the importance of the failure and as such do not 
deal with the fundamental differences in the nature of the failures - they are still 
relevant to prioritise which problems to address first, but for that aspect they can be 
used separately - without necessarily being a part of the model. 
Second, 4.3.14 can also be removed as a distinguishing factor, because it is mainly 
relevant for hard errors and the main focus of the model is on soft failures. 
Third, the subdistinctions of 4.3.5.1 can also be removed from the model, because 
they go into too much detail for a classification, and are more useful for detailed 
analyses to solve and prevent privacy-related problems. 

Thus, by removing judgement and some of the detail about hard errors and privacy 
from the model, there are 7 less distinction to make, reducing the number of 
combinations by a factor 64, as well as removing the complication of having degrees 
of severity in the model. 

Fourth, 4.3.6.1 and 4.3.6.2 can be combined into a 3-point scale - too 
little/enough/too much automation. A further reduction can be achieved by 
combining this scale with 4.3. 7 - if too much automation is interpreted as a 
malfunction, and too little automation is interpreted as non-functioning or 
functioning worse than expected. 
Fifth, 4.3.1, 4.3.2, 4.3.9 and 4.3.12 can be combined as well, although the combined 
scale is moderately complex. The nature of failures can be technical (hard error in the 
product), psychological in the mind of the customer or user (soft failure in customer 
expectations or user expectations) or psychological in the product design (soft failure 
in the product (such as a cognitive psychological design oversight or lack of product 
communicative ability causing the user to misinterpret the product)) . It can also be a 
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combination of all these, when the failure is related to something in the product use 
environment (technical-psychological/environment) or when a product with a hard 
failure is not perceived to be malfunctioning (technical-psychological/perception). 
This combination would thus have 5 classes to distinguish between. (Down from 
2*3*2*2=24 without combining) 
Sixth, 4.3.10 can then be removed from the model as a mismatch between the choice 
and intent of the user now falls within the combination of the user being in control 
(4.3.6) and misinterpreting the product its user interface 
(psychological/expectations/control in the combined class above) 
Seventh, 4.3.5 and 4.3.8 can be combined into a distinction of damage target and 
nature. The classes of this dimension would be: none, user/physical, user/non
physical, non-user/physical, non-user/non-physical, and environment/physical. 
(Physical damage would be injury or pollution; non-physical would be things like 
undesirable dissemination of privacy-sensitive information) Combining these 
distinctions removes the separate class for failures that damage both the user and 
other people. Failures in this class will be lumped together with the failures that affect 
only the user (6 classes instead of 2" 4=16 without combining) 
Finally, 4.3.6 and 4.3.11 can also be combined, as it only matters which user is in 
control when the user is in control (3 classes instead of 2*2=4) 

With this reduction, the remaining distinctive dimensions will have to be re-coded 
and named for clarity. They are: 
A Nature of the failure (divided in technical, 

psychological/ expectations/ capabilities, psychological/ expectations/ control, 
technical-psychological/environment and technical-psychological/perception) 
(4.3.1, 4.3.2, 4.3.9 and 4.3.12) 

B Purpose for which the product was used during failure (divided in 'use as 
intended during product design' and 'other uses of the product') (4.3-4) 

C Damage target and nature (divided in none, user/physical, user/non-physical, 
non-user/physical, non-user/non-physical and environment/physical) (4.3.5 
and 4.3.8) 

D Functioning during failure (divided in non-functioning, malfunctioning and 
worse-than-expected functioning) (4.3.6.1, 4.3.6.2 and 4.3.7) 

E Product use during failure or that the failure relates to (divided in 
'Installation/programming failure' and 'usage failure') (4.3.13) 

With additionally for intelligent products CC/user/non-physical also only occurs in 
intelligent products): 
F Control of the product during failure (divided in 'primary user in control', 

'secondary user in control' and 'no user in control') (4.3.6 and 4.3.11) 
With additionally for intelligently interactive products: 
G Interpretation of the user by the product (divided in correct and incorrect) 

(4.3.3) 

Every combination of every value in these dimensions will be its own distinct class of 
problems, for a total of 300 classes of failures for non-intelligent products and 2.160 
classes of failures for intelligently interactive products. This may seem like a lot, but it 
is only the combination of the above 7 dimensions. 

Combining the above with figure 4.2A, the link between these dimensions and the 
theory in chapter 2 can be displayed graphically as follows: 
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2.2-1 No Fault Found 4.2.1 Hard failure vs. soft failure Dimension A: 
~ 

2.3.3 ~ 4.2.2 Correct "· ;rroorrect ;rrte'P<elotiorr ~ I'-;:=: Nature of the 

reliability of ~ 2.2-8 Cognitive-psychological of the product by the user )\..~ 
failure 

user design oversights 
interpretation 4.2.3 Correct vs. incorrect interpretation·~ Dimension G: 

r 

2 2 3 
u f d 11 of the user by the product 

I\_,~ interpretation of 
. - n oreseen an the user by the 

Unintended product use 
4.2.4 Use as intended during product design ~ product 

2.3.3 reliability against abuse 
vs. other uses of the product l\..H Dimension B: 

Product 
2.3.2-

~r---. 4.2. 5 Possible violation of social and (ab)use 
MlCD5: 2.3.2-MIGD9: unequal 

!'--.. ethical requirements treatment of individuals 
Li l\.. t--. Dimension C: social 

division 4.2.5.1 Possible violation of privacy Damage target 

through p 4.2.5.2 Possible environmental damage ~ and nature 

knowledge 2.2-4 Customer expectation-
4.2.5.3 Possible endangerment of product specification mismatch access people other than the user 

inequality 

I ; 
h ;.. 

2.3.3 reliability of 
I ;..: 4.2.6 User control vs. automation Dimension D: 

I user control Functioning - 4.2.7 Nonfunctioning vs . malfunctioning 1--1 ~ during failure 

2.3.3 I '" .... l--1 h 
reliability I 4.2.8 Possible endangerment of user 

2.2-7 Customer misinformed of safety 

~ 4.2.9 Failure in customer expectations 
vs. failure in product 

2.3.2-MIGD2: user self-
knowledge insufficient I -

;. 
4 .2.10 Match vs. mismatch of user's i__, h._ 

choice and user's intent I 
2.3.2-MICD4: too many p .... Dimension F: 
options/choices/settings Control of the -4.2.11 Primary vs. secondary user product during 
2.3.2-MIGD3: product adapts I ~1 making the fa ilure .... failure 
primarily to primary user 

4.2.12 Possible failure of user ~ 2.3.2-MIGD8: hard to ~1 perception 
distinguish functioning from Dimension E: 

malfunctioning 4.2.13 Installation/programming vs. 
;. 

Product use 
usage failures during failure or 

2.3.2-MIPD1 : installation that the failure 
before adaptation 4.2.14 Usage phase of failures relates to 

4.2.15 Severity of the failures I 
I 1 4.2.16 Acceptable vs. unacceptable 

I logical deduction I 
.
1 
fai lures 

Figure 4.4.2A: Theoretical link to the dimensions 

The links to dimension A have been given a different colour for clarity - the above 
figure can also be split up for further clarity: 
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2.2-1 No Fault Found 4.2.1 Hard failure vs. soft failure I -I . 

2.3.3 reliability of -
user interpretation 4.2.2 Correct vs. incorrect interpretation 

of the product by the user -

2.2-8 --
Cognitive-psychological design 

oversights --

2.3.2-MIGD2: user self-
4.2.10 Match vs. mismatch of user's 

knowledge insufficient - i-----. choice and user's intent Dimension A: 
Nature of the 

2.3.2-MICD4: too many options/ failure 

choices/settings 

2.2-4 Customer expectation-
~ product specification mismatch 

4.2.9 Failure in customer expectations r----. 

~ 
vs. failure in product 

2.2-7 Customer misinformed 

2.3.2-MIGD8: hard to distinguish 4.2.12 Possible failure of user ~ functioning from malfunctioning - perception 

Figure 4.4.2B: Theoretical link to Dimension A 

2.2-8 Cognitive-psychological -
design oversights 

2.2-3 Unforeseen and -
Unintended product use 4.2.4 Use as intended 

Dimension B: 
during product design _____.. Product 
vs. other uses of the 
product 

(ab)use 
2.3.3 reliability against abuse --

2.2-4 Customer expectation-
product specification mismatch -

Figure 4.4.2C: Theoretical link to Dimension B 
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2.3.2-MIGD9: unequal treatment of 

~ individuals 
4.2.5 Possible violation of social and -
ethical requirements 

2.3.2-MICD5: social division through -
knowledge access inequality - Dimension C: 

4.2.5.1 Possible violation of privacy 
Damage 

2.3.3 reliability against abuse I - 4.2.5.2 Possible environmental damage 
target and 

nature 
4.2.5.3 Possible endangerment of 
people other than the user 

2.3.3 reliability of safety I - 4.2.8 Possible endangerment of user I 
I - I -

Figure 4.4.2D: Theoretical link to Dimension C 

- : 4.2.6 User control vs. automation I -
2.3.3 reliability of 

I -
user control Dimension D: -

Functioning 

4.2. 7 Nonfunctioning vs. malfunctioning _____. during failure 
2.3.3 reliability of -
user interpretation -

Figure 4.4.2E: Theoretical link to Dimension D 

2.3.2-MIPD1 : 4.2.13 Installation/ Dimension E: 
installation before - programming vs. - Product use during fai lure - -
adaptation usage failures or that the failure relates to 

Figure 4.4.2F: Theoretical link to Dimension E 

2.3.3 reliability of user control : - : 4.2.6 User control vs. automation ~ 

2.3.2-MIGD2: user self- -
knowledge insufficient -

2.2-8 Cognitive-psychological 4.2.10 Match vs. mismatch of user's Dimension F: ______.... -
design oversights choice and user's intent - Control of the 

product during 
failure 

2.3.2-MICD4: too many 
options/choices/settings 

______.... 

2.3.2-MIGD3: product adapts ~ 
4.2.11 Primary vs. secondary user -

primarily to primary user making the failure -
Figure 442G: Theoretical link to Dimension F 

, 2.3.3 reliability of I - Dimension G: 
user interpretation I - 4.2.3 Correct vs. incorrect interpretation interpretation of -

of the user by the product the user by the 

I logical deduction I product 
I -

Figure 4.4.2H: Theoretical link to Dimension G 
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4.4.3 Culled distinctions independence test 

These distinctive dimensions must now be analysed for any remaining 
interdependencies. Since not every combination can be considered individually due 
to time constraints and the number of combinations, the dimensions will be divided 
into classes and only the combinations of the dimension within the same class 
considered. 

Distinctive dimensions relating to the characteristics of the failure itself: 
A Nature of the failure (divided in technical, 

psychological/ expectations/ capabilities, psychological/ expectations/ control, 
technical-psychological/environment and technical-psychological/perception) 

D Functioning during failure (divided in non-functioning, malfunctioning and 
worse-than-expected) 

E Product use during failure or that the failure relates to (divided in 
'Installation/programming failure' and 'usage failure') 

G Interpretation of the user by the product (divided in correct and incorrect) 
Distinctive dimensions relating to the circumstances under which the failure 
occurred: 
B Purpose for which the product was used during failure (divided in 'use as 

intended during product design' and 'other uses of the product') 
F Control of the product during failure (divided in 'primary user in control', 

'secondary user in control' and 'no user in control') 
Distinctive dimensions relating to the possible negative consequences of the 
failure: 
C Damage target and nature (divided in none, user/physical, user/non-physical, 

non-user /physical, non-user/ non-physical and environment/physical) 

These 3 areas, characteristics, circumstances and consequences, are assumed to be 
independent based on logic. To test the independence of the dimensions with the 
areas, examples will be given of each combination of values of each pair of 
dimensions within each area. These examples are unique to that combination, but not 
the only kind of failures that fall in that combination. There is dependence when 1 

problem fits multiple combinations of the same 2 dimensions. 



Failure Classification in Ambient lntdligent products - by Arnout Nederpelt 

Combination AD 
A: Nature of the D: Functioning Example 
failure during failure 
Technical Non-functioning Switch on a product and nothing haooens 

Malfunctioning Something else than intended happens when using a product 

Worse-than- The product works, but not as well as it should according to 
expected specifications 

Psychological/ Non-functioning The user expects the product to do something which it cannot do 
expectations/ Malfunctioning The product does something the user does not expect 
capabilities Worse-than- The product does not do things automatically that the user expects it 

expected to do automatically 
Psychological/ Non-functioning The customer uses the wrong controls for the desired action, and so 
expectations/ nothing happens (even when the product IS capable of that action) 
control Malfunctioning The customer uses the wrong controls for the desired action, and a 

different, undesired, action happens 
Worse-than- The product expects the user to perform actions the user does not 
expected know about, before performing the desired function 

Technical- Non-functioning Another product in the product-use environment causes (part of) 
psychological/ the functionality of the product to be disabled, while the user 
environment expects it to work 

Malfunctioning Another product in the product-use environment interferes with the 
product, causing it to perform badly, while the user expects normal 
performance 

Worse-than- The user complains about having to manually configure multiple 
expected products, including the examined product, in order to have them 

properly interact with each other in the desired way 
Technical- Non-functioning A product defect causes part of the product functionality to be 
psychological/ absent, but the user thinks that is normal behaviour 
perception Malfunctioning A product defect causes unusual product behaviour, but the user 

thinks it is just a bad product, rather than a defective product 
Worse-than- A product defect causes bad product performance, but the user 
expected thinks it is iust a bad product, rather than a defective product 

Combination AE 
A: Nature of the E: Product use during Example 
failure failure or that the 

failure relates to 
Technical Installation/ Product is dead on arrival or does not retain its settings. 

programming 
Usage Product stops functioning during use. 

Psychological/ Installation/ The user expects settings the product does not have. 
expectations/ programming 
capabilities Usage The user expects the product to function in ways it cannot. 
Psychological/ Installation/ The user expects a setting to have a different effect on the 
expectations/ programming product's performance than it actually has. 
control Usage The user does not know intuitively which control to use to achieve 

the desired action. 
Technical- Installation/ The product is incompatible with another product that the user 
psychological/ programming expects the product to be compatible with. 
environment Usage The product does not function the way it should under 

circumstances where the user expects the product to function 
normally. 

Technical- Installation/ The user connects the product to a defective other product, and 
psychological/ programming mistakenly thinks the product is defective because nothing 
perception happens. 

Usage The product performs worse than it should while the user thinks 
that that is normal performance. 
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Combination AG 
A: Nature of the G: Interpretation of the Example 
failure user by the product 
Technical Correct The product fails to do what the user wants. 

Incorrect The product fails to correctly identify what the user wants. 
Psychological/ Correct The product tries to do what the user wants, but not in the way 
expectations/ the user expects. 
capabilities Incorrect The product does not do what the user wants, despite having the 

capability to perform the desired function. 
Psychological/ Correct The product does not act as expected by the user, because even 
expectations/ while it was interpreted correctly, the user gave the wrong 
control command for the desired action. 

Incorrect The user gives the product a command it does not or cannot 
understand. 

Technical- Correct The product is incapable of doing what the user wants in the 
psychological/ environment where it is used. 
environment Incorrect Circumstances in the use environment prevent the product from 

interpreting the user correctly, resulting in the wrong action. 
(like background noise interfering with voice commands) 

Technical- Correct The product does what the user wants worse than it should, but 
psychological/ the user thinks it is normal. 
perception Incorrect The product is faulty and does what the user does not want, but 

the user does not know it is because of a product defect. 

Combination DE 
D: Functioning E: Product use during Example 
during failure failure or that the 

failure relates to 
Non-functioning Installation/ A function in the configuration menu of a product does not work 

programming 
Usage A normal use function of the product does not work 

Malfunctioning Installation/ A product setting has a different effect than the user expects 
programming 
Usage The product does something the user does not expect during 

normal operation 
Worse-than-expected Installation/ A product has to be configured while the user expects it to 'plug 

programming and play' 
Usage A normal use function of the product does not work as well as 

the user expects it to 

Combination DG 
D: Functioning G: Interpretation of Example 
during failure the user by the product 
Non-functioning Correct Power failure 

Incorrect The product does not understand the command of the user, and 
so does not respond to it 

Malfunctioning Correct An failure in the product control circuitry prevents the product 
from properly executing the user's demands 

Incorrect The product mistakes the user's command for a different 
command, and starts executing it 

Worse-than-expected Correct The product performs the function the user desires, but not as 
well as the user desires it to be performed 

Incorrect The product misinterprets the performance level (like audio 
volume) desired by the user 

Combination EG 
E: Product use during G: Interpretation of Example 
failure or that the the user by the product 
failure relates to 
Installation/ Correct The product fails to interact properly with the devices it is 
programming connected to 

Incorrect The product "learns" things from the user that the user did not 
mean to "teach" it 

Usage Correct The product fails to do what the user wants 
Incorrect The product does things the user does not want 
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Combination BF 
B: Purpose for F: Control of the Example 
which the product product during failure 
was used during 
failure 
Normal use Primary user in The failure occurs when the primary user, whom the product has 

control adapted itself to, uses the product for its intended purpose 
Secondary user in The failure occurs when another user is trying to use the product 
control for its intended purpose 
No user in control The failure occurs when the product is trying to fulfil its intended 

purpose on its own 
Abnormal use Primary user in The failure occurs when the user finds new ways to use the product 

control 
Secondary user in The failure occurs when another user controls the product for 
control purposes it wasn't intended for - possibly a hacker 
No user in control The failure occurs when the product is running a custom-made (by 

the user or a third party) program while the user is absent 

This small test has not revealed any dependencies amongst the dimensions, at least 
not for the pairs of dimensions. 

4.4.4 Model justification 

Since the independence testing warrants no further changes to the 7-dimensional 
model, it is now time to consider this result and to validate (see chapter 3) the model: 

It is still quite complete, despite having lost some detail compared to the original 
set of distinctions. 
It will also take a bit more skill to apply, as the distinctive dimensions have 
become a bit more complex. 
A lot of combinations of these dimensions will be rare in present-day products, 
but will likely see increasing occurrence in the future, as the trend towards 
ambient intelligent products continues and the public becomes more aware of its 
benefits and downsides (as discussed in chapters 1and2.3). 
The model distinguishes between 60 kinds of failure under 6 different kinds of 
circumstances with 6 possible kinds of consequences (including none (=only 
customer dissatisfaction)). 
The model can be split when focusing on failures of a particular nature - these 
partials models would distinguish between 12 technical failures, 12 
psychological/ expectations/ capabilities failures, 12 
psychological/ expectations/ control failures, 12 technical-
psychologicalf environment failures and 12 technical-psychological/perception 
failures respectively, each under 6 kinds of circumstances and with 6 possible 
negative consequences (including none). These partial models could be further 
detailed as needed to more accurately examine products of a particular nature. 
The model can be used to both analyse and prevent failures - failures can be 
analysed by applying every dimension and considering other failures that fall in 
the same combination of values, which are likely to be similar. Failures can be 
prevented by using the model in a brainstorm, systematically looking for every 
kind of failure and if it is possible/likely, and if so, considering the possible 
consequences. This can be particularly useful for concurrent fast product 
development processes, which require proactive predictability of potential 
reliability problems (Lu, 2002). Petkova (2003) also mentions that quality 
problems resulting from the market trends (mentioned in 1.1) should be 
anticipated in order to assure quality and reliability, and that current prediction 
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models based on component failure rates are not sufficient in light of the 
existence of soft failures - a new prediction model is needed. 
When predicting failures, the model provides a structured method that should 
improve the results of a brainstorming session - compare by analogy to trying to 
get the numbers 1-600 by rolling a 600 sided dice 600 times, versus rolling a 6-
sided dice for every interval of 6 values 6 times. The latter method gets better 
results due to the structure that gives narrower search focuses yet in totality 
covers the complete range of possibilities. This kind of focused brainstorm will be 
able to supply knowledge on the first 2 levels Otten (2005) has found to be 
necessary to anticipate soft failures during early system-level design choices in the 
development of high-tech new consumer products - it will identify many possible 
soft failure modes Oevel 1) that are all relevant for the product and undesired by 
the customers Oevel 2). It does not identify root causes of the possible soft failures 
(level 3), although it can point to the relevant aspects of the system for each soft 
failure that is predicted in the focused brainstorm. 
The model is capable of handling soft failures, whereas many contemporary 
models focus exclusively on hard errors. (den Ouden, 2006) 
The model is theory-based, and can be used for theory-based (soft) failure 
prevention, which is faster than running multiple user tests, which cost time that 
is not available under high time-to-market (TIM) pressure: "under strong ITM 
pressure, it is not possible to perform the complete testing program because this 
program usually takes too much time." (Lu, 2002). Being theory-based also 
makes the model very suitable for proactive reliability management in concurrent 
engineering product development processes (PDP), where "all required 
information has to be available before the PDP starts. With this information 
downstream problems such as manufacturing difficulties or market mismatch 
can be well identified and prevented before they happen" (Brooks, 1995). 
Furthermore, "in order to deliver a product with good quality and reliability, it is 
important that No Fault Found/Fault Not Found failures can be effectively 
managed already during the PDP of a highly innovative consumer electronics 
product" (Roelofs, 2005) 
Some of the failures included in the model will be very hard to detect in practice 
(technical-psychological/perception failures, for example), but can still to some 
degree be prevented by considering them during product design. 
The model can be simplified according to need by omitting some distinctions. For 
example, if you are not interested in whether the failure is a case of non
functioning, malfunctioning or worse-than-expected functioning, that distinction 
(along dimension D) can simply be removed, cutting the number of failures in the 
model by 2/ 3. Similarly, when considering a product that does not distinguish 
between users and does not adapt to its primary user, that distinction (part of G) 
can be left out, cutting the number of circumstances under which failures can 
occur by 1/ 3. If the product does not try to interpret the user, distinction H can be 
left out, again cutting the number of failures in ha\f. 
Dimension B of the model can be considered separately when using the model for 
prevention, as it is difficult to find specific ways in which the product can be used 
for purposes other than those it is intended for - when using the model for 
analysis of failures, however, it is important to include this dimension in the 
model. 

Aside from these points, it is also useful to consider the merits of the model when 
used as a test for failure prevention more specifically. Baskoro (2006) uses three 
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measures for product tests: efficiency, effectiveness and place in the Product 
Development Process. To start with the latter, the model, due to its theoretical 
nature, can be placed in the Concept Phase when used for failure prevention, which is 
very good since it gives plenty of opportunity to address and solve failures it reveals 
before the product is finished. For efficiency and effectiveness, it is important that the 
model finds as many failures as possible at the lowest possible cost in time and 
money. In that regard, the structured nature of the model will encourage the finding 
of failures by focusing attention on areas of a product that would otherwise get 
overlooked - thus the model can be expected to be effective. As for efficiency, the 
model uses no physical elements, and so has no other costs than salary/time. Using 
the model for prevention will require a lot of time as a lot of possibilities within the 
model have to be examined (at least a few minutes for every combination of the 
dimensions), so it is not very efficient in that regard (1 man, taking 5 minutes to 
consider each combination, would need 180 hours to finish the test), but on the other 
hand the process is highly parallelisable, as multiple people can each look at different 
combinations of the failure dimensions. In the extreme case, 2160 people could 
together finish the test in a few minutes (in a more realistic case, 9 people taking 5 
minutes for each combination could finish it in 20 hours). So in that regard, it can be 
executed very efficiently. 

4.4.5 Model clarification 

Before the model can be subjected to user tests, it is useful to create an aid for 
classifying failures according to the dimensions. Such an aid can be constructed in the 
form of questions, although that approach bears the risk of oversimplification. 
Nonetheless, it shall be attempted here in a number of figures: 

Failure characteristics: 

Dimension A: Nature of the failure 

Is the failure related to a 
physical product defect? 

Yes 

1----ln the product itself~------i•~ ~I ___ T_e_c_h_n_i_c_a_I --~ 

Where is 1n the interaction of the product Technical-Psychological/ 
1---- ~~ 

No 

the defect? with its use environment Environment 

In another product that the product 
,___depends on for (part of) its functionality 

Are the expectations that the 
one who perceives the failure 
has of the product accurate? 

1----Yes-_ ------i-~ 

>-----N~o-------

Figure 4.4.5.1: Dimension A: Nature of the failure 

Technical-Psychological/ 
Perception 

Psychological/ 
Expectations/ 

Control 

Psychological/ 
Expectations/ 
Functionality 
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Dimension D: Functioning during failure 

The product did not do what the user wanted-.j,___N_o_n_-_f_u_n_ct_io_n_in"""'g'-----' 

The product did what the user did not want----.j Malfunctioning 
'--------~-----' 

What happened 
when the failure 
was perceived? 

The product did what the user wanted,------..J Worse-than-expected 
but not as well as the user expected ~ 

Figure 4.4.s.2: Dimension D: Functioning during failure 

Dimension E: Product use during failure or that the failure relates to 

How was the user 
interacting with the 

product at the moment 
the failure occurred? 

The user was installing or 
- programming the product Installation/programming failure 

The user was using the normal 
- functions of the product Usage failure 

I 
The user was not using the product, 

but instead noticed something undesirable about the product 
Normal use 
functions 

What kind of product functionality does the failure relate to? 
Figure 4.4.s.3: Dimension E: Product use during failure of that the failure relates to 

Dimension G: Interpretation of the user by the product 

Did the product 
correctly interpret 

what the user 
desired of it? ~N 

Correct interpretation of 
the user by the product 

Incorrect interpretation of 
the user b the product 

Figure 4.4.5.4: Dimension G: Interpretation of the user by the product 

Failure circumstances: 

Dimension B: Product (ab)use 

Was the product being used as 
intended by its designers at the 

moment the failure was perceived? 

~ves--.J Used as intended 

~No----.j~ __ O_th_e_r_u_s_e_s~~ 
Figure 4.4.5.s: Dimension B: Purpose for which the product was used during failure 

Installation/ 
Programming 

functions 
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Dimension F: Control of the product during failure 
Was the primary user of the ~.--------------....., 

1--Ye Primary user in control 
product controlling the product at '-----------~ 
the moment the failure occurred? 

I 
No • Was the secondary user of the ~ 1--Ye Secondary user in control 

product controlling the product at ..__ ___________ __. 
the moment the failure occurred? 

I Nobody in control: 1-----Nn-------. 
Product was actin on its own 

Figure 4.4.5.6: Dimension F: Control of the product during failure 

Failure consequences: 

Dimension C: Damage target and nature 

Did the failure 
victimize the user? 

I 
No 

Did the failure 
victimize other 

people? 

No 

Did the failure 
cause harm to the 

environment? 

Ye 

Did the failure _J User/ 
present a risk of Yesl.___P_hy._s_ic_a_I _ _, 
physical in·ury? 

1----No1-----j·-I 

Did the failure 
present a risk of 
physical in·u ? 

Ye 

User/ 
Non-physical 

Non-user/ 
Physical 

Non-user/ 
Non-physical 

i-----------Ye~s -------•I Environment/ 
. Physical 

1---------Nor----------•I No damage 

Figure 4.4.5.8: Dimension C: Damage target and nature 

To further clarify, a number of examples and their classification following this aid: 
1. A user tries to use a non-intelligent product underwater because it looks 

waterproof, while it is not waterproof. That the product is non-intelligent 
means dimensions F and G are not relevant for the product. 
Failure attributes: For dimension A, no physical failure was involved - since 
the product worked fine until submerged in the water and was not supposed to 
work in water. The expectations the user had of the product were not accurate. 
Thus, it is a Psychological/expectations failure. For dimension D, the product 
did not do what the user wanted (function while submerged) so it is a non
functioning failure. For dimension E, the user was not installing or 
programming the product, so it is a usage failure. 
Failure circumstances: For dimension B, the product was not designed for 
underwater use - thus, the failure circumstance is 'other uses'. 
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Failure consequences: For dimension C, neither people nor the environment 
got hurt in any way by the product stopping to function. The only consequence 
is the loss of the functionality the product offered to the user. Thus, the failure 
consequences are 'no damage'. 

2. An elderly user asks her AIBO to speak more clearly. The AIBO replies that the 
command is not understood. The AIBO is intelligently interactive, so all 
dimensions are relevant for failures related to it. 
Failure attributes: For dimension A, there is no physical product defect 
involved in this failure, and the expectations of the user are not accurate - for 
while the AIBO is intelligent and capable of interaction, it is still not intelligent 
enough to understand a command such as this when that has not been 
programmed into it. Thus, the failure is a Psychological/ expectations failure. 
For dimension D, the AIBO did respond to the command, but the response was 
not the desired response - thus the failure is a malfunctioning failure. For 
dimension E, the failure occurred during normal use, thus it is a usage failure. 
For dimension G, the product did not correctly interpret what the user desired 
of it - thus the failure is one of incorrect interpretation of the user by the 
product. 
Failure circumstances: For dimension B, the product was being used as 
intended. For dimension F, the primary user was controlling the product. 
Failure consequences: For dimension C, the failure did not cause any physical 
or non-physical damage to its user, other people or the environment. Thus, the 
failure consequences are 'no damage'. 

3. In the first model of the Senseo, users complained of hot water leaking from 
the compartment in which the coffee pads were placed. This leak does not 
occur when the pads are placed carefully (so that the coffee in the pad is 
distributed more or less equally and does not vary significantly from its normal 
height). The Senseo is not intelligent, so dimensions F and Gare not relevant 
for it. 
Failure attributes: For dimension A, there is no physical product defect 
involved in the failure, as the product meets its specifications. The 
expectations of the user are accurate as well in this regard, as the product is 
capable of making coffee using pads without leaking, which the user expects. 
The failure is thus in the product, which gives users the impression that coffee 
pads can be inserted carelessly. (Psychological/Product) for dimension D, the 
product did what the user did not want (leak hot water), thus the failure is one 
of Malfunctioning. For dimension E, the user was using the product (making 
coffee). 
Failure circumstances: For dimension B, the product was used as intended by 
the designers. 
Failure consequences: the product leaks hot water, which can cause burn 
wounds to the user. Thus the consequences are User/Physical. 

When the model is used for failure prevention, a slightly different approach should be 
used: 
1. Determine which of the 7 dimensions are relevant to the product 
2. Brainstorm on what failures to expect for every combination of the relevant 

dimensions - no more than a few minutes per combination 
3. Consider the potential failures that have been found, their severity, and what 

can be done to prevent them. 
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The brainstorming in the second step does not have to be done by a single team. 
Solutions in the third step can involve changes to the product definition/ design, 
which is still feasible in the early stage of product development. Using the model for 
failure prevention should be done near the end of the Product Definition phase in 
product development processes. This is also the phase where the causes for a large 
part of the soft failures can be traced to (den Ouden, 2006). 
When using the model for failure prevention; there is no ordering of failure 
consequences: it is possible, when brainstorming for possible failures that cause 
damage to the environment, to discover failures that are also a threat to the user or to 
other people. In the classification use, these failures would be categorised not as 
environment/physical but as user/physical or non-user/physical. 
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4.5 Failure classification model dimension descriptions 

This chapter provides a description of the dimensions in the culled model, and can be 
used as an additional aid for the testing in chapter 5. 

4.5.1 A: Nature of the failure 

This dimension distinguishes between s types of failures that differ in how the 
situation that caused the user, the customer or one of the 4th parties to perceive a 
failure in the product came to be. 

Technical failures 
These are the classical type of failures, where (part of) the product physically breaks 
down, causing the product to no longer meet its specifications. 

Technical-psychological failures in the environment in which the product 
is being used at the moment that the failure is perceived 
These are combinations of product imperfections and soft failures - the product is 
incapable of working the way it is intended to work in the specific environment in 
which the user is trying to use the product, expecting it to work. That the product 
does not work the way it should in that environment is a product imperfection; that 
the user does not know about the product imperfection is a soft failure. 

Technical-psychological failures in the perception of the user 
These are combinations of hard failures and soft failures. The user perceives the 
product not to function as expected, if at all, while the failure that causes this is not in 
the product itself, but in something connected to the product that the functionality of 
the product depends on. (Note that if the user knows about the defect in the 
connected product, there is no failure.) 

Psychological failures in the expectations about the product capabilities 
the user, the customer or a 4th party has of the product 
These are soft failures caused by misplaced expectations about the functions of the 
product. The user, the customer of the 4th party may have been misinformed, thusly 
expecting the product to have different capabilities than it actually has. 

Psychological failures in the expectations about the way the product is 
controlled 
These are soft failures caused by cognitive-psychological oversights in the design 
process, which cause the user to make mistakes in controlling the product, producing 
different effects than intended because the wrong product functions are being called 
upon. Even when the user knows what the product is really capable of, this failure is 
perceived if the user does not know how to use the desired product capabilities. 

4.5.2 B: Purpose for which the product was used during failure 

This dimension distinguishes between failures based on how the user was trying to 
use the product in the moment the failure was perceived - whether or not the user 
was trying to use the product in a way other than those ways described in the product 
specifications. 
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4.5.3 C: Damage target and nature 

This dimension distinguishes between failures based on their consequences - what is 
damaged because of the failure, and how it is damaged. 

Failures that can cause physical damage to the user 
These are failures that, when they occur, place the user (and possibly other people as 
well at the same time) in risk of physical injury. These failures should be taken very 
seriously. 

Failures that can cause non-physical damage to the user 
These are failures that, while they do not place the user in risk of physical injury, 
damage the user (and possibly other people as well at the same time) in non-physical 
ways. These non-physical ways are violating the privacy of the user, causing the user 
to lose face, putting the user in an awkward situation, and similar occurrences. 

Failures that can cause physical damage to people other than the user 
These are failures that, when they occur, place people other than the user, but not the 
user him/herself, in risk of physical injury. These failures, too, should be taken very 
seriously. 

Failures that can cause non-physical damage to people other than the 
user 
These are failures that do not place anyone in risk of physical injury, nor cause non
physical damage to the user, yet cause non-physical damage to people other than the 
user. These failures are not necessarily perceived as failures by the user, but can be 
perceived as failures by people other than the user. As such, they can be product 
imperfections or failures in the product specifications. An example would be a 
product assisting the user in violating the privacy of other people, through means 
such as recording events that help the user cross the border of ephemeral and 
transitory effects, as described in Addendum 6, A6-4. 

Failures that cause physical damage to the environment 
These are failures that, while they do not place anyone at risk of physical injury, nor 
cause non-physical damage to anyone, cause damage to the environment. An example 
would be a leak in the tank of a car causing fuel to spill out, polluting the ground 
where it falls. 

Failures that cause no damage 
Not all failures cause damage other than the general damage all failures cause, such 
as damage to the appreciation the user has of the product and the producer of the 
product, for example. Thus, these are the failures that do not place anyone in risk of 
physical injury, do not cause anyone any non-physical damage and do not cause any 
damage to the environment. 

4.5.4 D: Functioning during failure 

This dimension distinguishes between failures based on what the product is doing at 
the moment the failure is perceived - whether the failure is caused by action or 
inaction of the product, and if by action, what kind of action. 
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4.5.5 E: Product use during failure or that the failure relates to 

This dimension distinguishes between failures based on what set of functions of the 
product are being used - installing or programming the product, which happens 
mainly during very early use, leads to different failures than ordinary usage of the 
functions of the product once it is installed and programmed. 

4.5.6 F: Control of the product during failure 

This dimension distinguishes between failures based on the circumstances under 
which the failure occurred. Whether the primary user, to whom the product has 
adapted, is using the product, whether another user is using the product, or whether 
the product is working on its own. It is only relevant for products capable of 
distinguishing between users and/ or autonomous action. 

4.5.7 G: Interpretation of the user by the product 

This dimension distinguishes whether a failure has been caused by misinterpretation 
of the desires of the user. It is the most technologically complex dimension, and is 
only relevant for those intelligent products that possess the capability to interpret the 
intent of their user. For example, when the user gives the product a freeform spoken 
command or when the product tries to read the emotional state of the user 
(Karpouzis, 2005). Research into interpretation of users is already being done in 
projects such as the European HUMAINE project 
(http://www.postgrad.hobsons.com/study.jsp?id=STUDY_RESEARCH_l) as well as 
in more general research into the design of intelligent robots and their interaction 
with human beings, including all the ethical complications thereof (which can be 
categorised according to the other dimensions along with this dimension) discussed 
during, amongst others, the 2005 AISB convention 
(http:/ /www.aisb.org. uk/publications/proceedings/ aisbo5/ 5_Rob0Comp_final. pdf). 
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5 Model testing 

To test the model formed in 4-4 and detailed in 4.5, the model will first be applied to 
an existing data set. This will serve both as a preliminary practical test and as a 
means of determining what information should be gathered in the user test that will 
be executed thereafter, in which several raters use the model to classify failures and 
inter-rater reliability will be measured using several measures including the Kappa 
index (see chapter 3). This index will be calculated for each distinctive dimension in 
the model and for each combination of raters - which is not ideal, but more practical 
given the time constraints. (Ideal would be to calculate the Kappa index for the whole 
model, which would involve 216ox2160 matrices) 

Even so, the standard agreement index can easily be calculated for the whole model, 
which thus will be done. It is to be expected that this standard agreement percentage 
will not significantly differ from the kappa index for the whole model, given the low 
probability of chance agreements with so many dimensions involved. Also not 
unimportant to note, is that the standard agreement index is not sensitive to 
asymmetry in the data set - this can skew the Kappa index (particularly empty 
classes result in a too low kappa index - and with 2160 classes it is likely that some 
will be empty in a small-scale test). 

Before this test can be performed, first a suitable product for the test should ideally 
be selected, as well as testers to classify the failures encountered. After that the test 
can be executed and the data analysed. 

5.1 Testing for model completeness 

For this test a data set has been used from the testing of a media center PC, consisting 
of 628 observations, made by either the 'user' in the test or the observers of the test. 
Some of these observations and the corresponding classification of their observed 
failure have been included in Addendum 7. 

This test highlighted the importance of knowing the expectations of the user, 
information about which was found to be mostly lacking in the data set - the 
observed failures could still be classified, however, under the assumption that every 
observation was unexpected unless explicitly stated otherwise. Without this 
assumption it would have been impossible to distinguish between product 
imperfections and expectation mismatches. The model also turned out to be 
incomplete still, which could be solved by adding classes to several dimensions: 

Considering that product imperfections also get observed during user tests, this class 
has been added to dimension A. A second addition to dimension A is the class of a 
psychological failure consisting of a mismatch between the actual attributes the 
product possesses and the expectations the user (or customer or 4th party) holds of 
the attributes that the product possesses. These attributes can be things like colour, 
size, weight and which extensions/appendages are included in the product package. 
When classifying the failures in dimension D, some failures could not be classified as 
the product not functioning, malfunctioning or functioning worse than the user 
expected. These are failures that have no impact on performance. Thus, the class 'No 
Impact' will be added to dimension D. Furthermore, some failures occur while the 
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product is not being used, instead being merely observed or handled. These failures 
can be classified according to the same classes, and questions have been added to the 
diagram of dimension D to reflect this. 
In dimension B, the class 'Used as intended' turns out to create ambiguity for failures 
related to mismatched expectations about the way the product is controlled. This 
class will thus be renamed to 'Used for intended purposes'. 
No changes were needed in dimensions E and C. 
Dimension G could not be tested because the product did not attempt to interpret the 
user. 
Finally, dimension F could not be fully tested either, as the test circumstances 
ensured a primary user every time - insofar as the tested product was even capable of 
distinguishing between primary and secondary users. 

This leads to the following changed diagrams for dimensions A, D and B: 

Dimension A: Nature of the failure 

Does the product meet its technical specifications? N~,_ ___ T_e_ch_n_i_ca_I __ _____. 

Yes 

Does another product 
negatively affect the 
performance of the 

roduct? 

No 

' 

Does the other - Ye 
Yes-. product function 

according to its 
specifications? - N 

Are the expectations that the one who 
perceives the failure has of the functionality and - No-----. 

performance of the product accurate? 
I 

Yes 

Are the expectations that the one who 
perceives the failure has of the way in which the 

roduct is controlled or connected accurate? 

Yes 

' Are the expectations that the one who - No-----. 

perceives the failure has of the attributes of the 

Technical-Psychological/ 
Environment 

Technical-Psychological/ 
Perception 

Psychological/ 
Expectations/ 
Functionality 

Psychological/ 
Expectations/ 

Control 

Psychological/ 
Expectations/ 

Attributes 
~~~~~~~~~~ 

product accurate? - Yes-.j,__P_ro_d_u_c_t _I m__._pe_rf_e_c_ti_o_n_____. 
Figure 5.1.1: Extended dimension A: Nature of the failure 
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Dimension D: Functioning during failure 

Did the user desire the Did the product perform an 
>----No----t~ 

product to perform a function? undesired function anyways? 

Yes 

Did the product 
perform the function 

the user desired? 

Yes • 

Did the product 
do something 

else? 
'-----------' 

,,.-1 N f . . I Yes 
N---i on- unct1onmg 

Ye Malfunctioning 

Did the product perform the 
function as well as or better 
than the user expected it to? 

1----No-----1 ... ~I Worse than expected 

1------Ye,s------ No Impact 
Figure 5.1.2: Extended dimension D: Functioning during failure 

Dimension B: Product (ab)use 

No 

Was the product being used for the f-Ye.j Used for intended purposes I 
purposes it was designed to be used for 

at the moment the failure was perceived? c--No.j Other uses 
Figure 5.1.3: Updated dimension B: Purpose for which the product was used during fa ilure 

The increase in the number of classes in these dimensions raises the total number of 
classes in the model to 672 for non-intelligent products, 2016 for intelligent products 
and 4032 for intelligently interactive products. These numbers can be reduced by 
distinguishing between rare and common classes in every dimension. Lumping 
together the rare classes in each dimension would reduce the accuracy of the model, 
however, but it is possible to do it in order to focus on the common classes. From the 
first test, the common classes appear to be: 
Dimension A: Technical, Psychological/Expectations/Functionality, 

Psychological/Expectations/Control, 
Psychological/Expectations/ Attributes and Product Imperfections. 

Dimension D: Non-functioning, Malfunctioning, Worse than expected and No Impact 
Dimension E: Installation/programming failure and Usage failure 
Dimension B: Used for intended purposes 
Dimension F: Primary user and No user 
Dimension C: No damage 

If all the other classes in each dimension are lumped together, the total number of 
classes is reduced to 192 classes for non-intelligent products, 576 classes for 
intelligent products and 1152 classes for intelligently interactive products. Opting to 
disregard uncommon failures (containing a rare class on one or more of the 
dimensions) would further reduce the number of classes to 40 'common' classes of 
failures for non-intelligent products, Bo 'common' classes for intelligent products and 
Bo or 160 'common' classes for intelligently interactive products. It may not be wise, 
however, to focus solely on the 'common' failure classes. More about this in chapter 
5.2.1. 
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5.2 Testing for model consistency 

For the final practical test, it would be preferred if a new data set could be generated 
containing sufficient information about the expectations of the user. For this, the 
standard user test procedure could be used, with the addition of inquiring specifically 
about the expectations of the user at every perceived failure. Again, however, time 
constraints on this research complicate matters. So, instead, a pre-existing data set 
will be used for this test as well, the information deficit therein covered with the 
assumption that everything that is remarked by the users about the product is 
unexpected. Of the available data sets, the data set with media center PC failures has 
been selected because that product is close to being intelligent and the data on it has 
been gathered while paying attention to soft failures. The handout with descriptions 
of the dimensions that was used in this final test is included in Addendum 8. 

For this test, 8 raters have been requested to classify the failures listed in the data set 
according to the model constructed in this paper. For each pair of raters that returned 
a list of classified failures, both the agreement and the Kappa index have been 
calculated - on each individual dimension as well as on the combination of all 
dimensions. For the combination of all dimensions, the Kappa index has been 
approximated by assuming all dimensions to be independent while calculating the 
number of expected chance agreements necessary for calculating the Kappa index. It 
is unknown how accurate this approximation is, but 2 small-scale experiments with 
this approximation using 2 and 3 dimensions indicated deviation from the true value 
of the Kappa index ofless than 0,002 too high or too low. Taking an added margin of 
safety the approximation for the 7-dimensional model can be assumed to be within 
an interval of 0,02 around the true value of the Kappa index. Furthermore, the 
unanimous agreements, majority agreements and the combined inter-rater reliability 
have also been calculated, with the exception of the Kappa index for unanimous 
agreement on all dimensions. 
Finally, because of the criticisms on the Kappa index (Addendum 9), as well as to be 
able to assess each class of every dimension individually, a variant on the Kappa 
index with free marginals and the specific agreement indices (Addendum 10) for each 
class on each dimension between each pair of raters will also be calculated and 
evaluated. While it is not strictly necessary, combination values of specific agreement 
indices with a correction for chance based on the free-marginal model of Kappa will 
also be calculated (these can be called specific reliability indices), as well as the 95% 
confidence interval around the specific agreement indices. (Addendum 10.1) There 
will also be a joint measure of agreement between all the raters using Shoukri (2004) 
his adaptation of a method developed initially by Fleiss (1971) - which produces a 
joint agreement score, a joint reliability score based on the fixed-marginal model of 
chance and a per-category reliability score also based on the fixed-marginal model 
(Addendum 10.2). The size of the data set used for this test is based on the minimum 
desirable confidence interval, as well as the number of failure descriptions available 
and the amount of time that can reasonably be asked from the raters lending their aid 
to this part of the research. (Addendum 11) 
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5.2.1 General observations on the model test 

During the explanation of the model before the test, it was remarked that the use of 
the term 'accuracy' when speaking about user expectations in the diagram for 
dimension A could cause confusion - thus this part of the diagram has been 
reworded to instead speak of a mismatch between user expectations and the 
perception of the product (see the management summary for the final version of the 
diagram which also includes another update to include environmental failures not 
caused by other products). The common classes suspected in 5.1 have also been 
confirmed to be common, with the exception of F: No User, which can be explained 
by the product used in the test not being very intelligent. It is still expected to be a 
common class in the future, when intelligence in products becomes more prevalent. It 
also seems that C: User/Non-Physical is also a common class, but this may be caused 
by confusion between that class and C: No Damage, discussed in 5.2.3. 
The raters also remarked that the model is complex, which may explain some of the 
results. Intra-rater consistency turned out to be on the low side, with the same failure 
being rated differently on different occasions (see Addendum 12). This may cause 
undue disagreement and indicates that the model should probably not be used 
without some advance training in its use to gain sufficient familiarity for consistent 
classification. Another part of the disagreement can be explained by the vagueness of 
the failure descriptions used in the test, which have been used mostly in their original 
form to avoid undue bias that might have resulted from altering them to reduce their 
ambiguity. The classification thus depends on the interpretation of what exactly the 
failure is in the described situations - this effect becomes clear when considering the 
test-retest reliability: 

Dimension A 8 c D E F G All 
Agreement 0,85 1,00 0,95 0,80 0,91 1,00 x 0,62 
Inter-rater reliability (fixed marginals) 0,80 1,00 0,68 0,70 0,80 1,00 x 0,60 
Inter-rater reliability (free marqinals) 0,83 1,00 0,94 0,73 0,81 1,00 x 0,62 
Table 5 .2 .1.1: test-retest general agreement and inter-rater reliability test results 

As can be seen, the test-retest reliability is quite high, while variance in interpretation 
of the failures for this measurement can be assumed to be relatively low (compared to 
variance in interpretation between raters). Thus the potential of using the model for 
classification when raters agree on the interpretation of failures is shown. 
The effect of the interpretation of the failure descriptions is even greater when 
comparing the classifications of multiple raters. To test whether disagreements 
originate from this interpretation of the failure or from interpretation of the model, a 
small supplemental qualitative test has been conducted asking the raters why they 
classified failures in a certain way, and how they interpreted the failure descriptions. 
The result of this are included in the results analysis per dimension - it should be 
noted that dimensions B and F had almost unanimous agreement but also hardly 
showed any variance in classes, which is why they are not discussed in detail. Rater A 
is the author of this report. Raters B, C and D also returned full classifications. Rater 
E did not reply, rater F provided a partial classification on dimension A only, rater G 
classified 28 out of 149 failures and rater H cancelled. The main focus of the result 
analysis will thus be on raters A, B, C and D - and the results of rater G compared to 
the other raters are included separately here: 
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Inter-rater reliability 
Data rater G Agreement (free marginals) 

A 8 c D A 8 c D 

Dimension A 0,54 0,36 0,25 0,50 0,46 0,25 0,13 0,42 

Dimension 8 1,00 1,00 0,96 0,82 1,00 1,00 0,93 0,64 

Dimension C 0,89 0,68 0,96 1,00 0,87 0,61 0,96 1,00 

Dimension D 0,32 0,68 0,64 0,57 0,10 0,57 0,52 0,43 

Dimension E 0,68 1,00 1,00 0,57 0,36 1,00 1,00 0,14 

Dimension F 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 

Dimension G 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 

All dimensions 0,04 0,21 0,18 0,14 0,04 0,21 0,18 0,14 
Table 5.2.1.2 : general agreement and inter-rater reliability for rater G 

h For reference also the data about majority agreements int e test: 
majority agreement on dimension 

number of raters in agreement A 8 c D E F G All 

all in agreement 0,13 0,96 0,42 0,13 0,62 0,99 1,00 0,01 

3 or more in agreement 0,57 1,00 0,96 0,49 0,84 1,00 1,00 0,07 

2x2 or 3 or more in agreement 0,71 1,00 0,99 0,65 1,00 1,00 1,00 0,07 

1 x2 or more in agreement 0,96 1,00 1,00 0,99 1,00 1,00 1,00 0,47 
Table 5.2.i.3: majority agreements 

5.2.2 Dimension A: Nature of the Failure 

To start with, the general agreement and inter-rater reliability: 

inter-rater reliability 
Dimension A Aareement Dimension A (free marainals) 

total A 8 c D total A 8 c D 

A 1 0,63 0,34 0,60 A 1 0,56 0,23 0,53 
8 0,63 1 0,27 0,51 8 0,56 1 0,15 0,43 

c 0,34 0,27 1 0,31 c 0,23 0,15 1 0,19 

D 0,60 0,51 0,31 1 D 0,53 0,43 0,19 1 

average 0,44 average 0,35 

unanimous 0, 13 unanimous 0,13 
Table 5.2.2.1: general agreement and inter-rater reliability test results Dimension A 

inter-rater reliability 
1mens1on A A 1areement Dimension A (free marginals) 

1st 67 A 8 c D 1st 67 A 8 c D 

A 1 0,55 0,33 0,57 A 1 0,48 0,22 0,50 
8 0,55 1 0,28 0,49 8 0,48 1 0,16 0,41 
c 0,33 0,28 1 0,31 c 0,22 0,16 1 0,20 

D 0,57 0,49 0,31 1 D 0,50 0,41 0,20 1 

average 0,42 average 0,33 

unanimous 0, 13 unanimous 0,13 
Table 5.2.2.2 : general agreement and inter-rater reliability test results Dimension A (first 67) 
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inter-rater reliability 
1mens1on A A ,greemen Dimension A (free marginals) 

2nd 67 A B c D 2nd 67 A B c D 

A 1 0,70 0,34 0,63 A 1 0,65 0,23 0,56 

B 0,70 1 0,25 0,54 B 0,65 1 0,13 0,46 

c 0,34 0,25 1 0,30 c 0,23 0,13 1 0,18 

D 0,63 0,54 0,30 1 D 0,56 0,46 0,18 1 

average 0,46 average 0,37 

unanimous 0, 13 unanimous 0,13 
Table 5.2.2.3: general agreement and inter-rater reliability test results Dimension A (second 67) 

General agreement and inter-rater reliability are relatively high, considering the 
factors mentioned in the general observations. With the ambiguity of the failure 
descriptions allowing for multiple interpretations of some failures and a lack of 
information about the exact product specifications and the expectations of the user, 
agreement and inter-rater reliability scores of above 0.50 can be considered good. 
Rater C is the exception, scoring lower agreement and reliability on this dimension, 
which could be due to the interpretation of the failure descriptions and assumptions 
made while interpreting and classifying the failures. This is also indicated by the 
scores of rater G, whom agrees more with raters A, B and D than with rater C, with 
comparable overall agreement scores. It is also interesting to note that the agreement 
and reliability scores for the 2nd half of the test were higher than those of the 1st half of 
the test, which would suggest a learning effect occurs when the model is used. 
Having considered general agreement and inter-rater reliability, the next step is to 
consider the individual classes of dimension A: 

Occurrence of classes in dimension A 
Rater A Rater B Rater C Rater D 

Class 1 8 4 15 3 
Class 2 4 1 10 2 

Class 3 0 1 5 0 
Class 4 49 51 20 49 

Class 5 43 33 52 37 
Class 6 22 40 22 34 
Class 7 8 4 10 9 

Table 5.2.2.4: occurrence of classes in test results Dimension A 
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S .fi A ipec1 1c ·~ reement indices 1mension A 
average 
number 

AB BC CD AC BD AD averaae test-retest of ratings 

Dimension A - class 1 0,50 0,21 0,22 0,43 0,29 0,18 0,31 0,70 7,50 

Dimension A - not class 1 0,98 0,94 0,94 0,95 0,98 0,96 0,96 0,98 126,50 

Dimension A - class 2 0,00 0,00 0,00 0,14 0,00 0,33 0,08 0,86 4,25 

Dimension A - not class 2 0,98 0,96 0,95 0,95 0,99 0,98 0,97 1,00 129,75 

Dimension A - class 3 0,00 0,00 0,00 0,00 0,00 #II# #II# #II# 1,50 

Dimension A - not class 3 1,00 0,98 0,98 0,98 1,00 1,00 0,99 1,00 132,50 

Dimension A - class 4 0,70 0,23 0,23 0,29 0,60 0,67 0,45 0,88 42,25 

Dimension A - not class 4 0,82 0,72 0,73 0,75 0,76 0,81 0,77 0,94 91,75 

Dimension A - class 5 0,66 0,28 0,43 0,40 0,49 0,63 0,48 0,88 41,25 

Dimension A - not class 5 0,86 0,67 0,72 0,67 0,82 0,84 0,76 0,94 92,75 

Dimension A - class 6 0,61 0,45 0,39 0,41 0,57 0,57 0,50 0,75 29,50 

Dimension A - not class 6 0,88 0,83 0,84 0,88 0,84 0,89 0,86 0,96 104,50 

Dimension A - class 7 0,33 0,00 0, 11 0,11 0,00 0,47 0,17 0,71 7,75 

Dimension A - not class 7 0,97 0,94 0,93 0,94 0,95 0,96 0,95 0,98 126,25 
Table 5.2.2.5: Specific Agreement zndzces test results Dzmenswn A 

Class 1 (technical failures) shows a low positive agreement, which is likely to be 
caused by the lack of access to data and specifications - in a company, technicians 
with access to the complete product specifications will be able to run tests on the 
product to determine whether or not a failure is technical. In this specific testing 
session the result of this lack of information is that assumptions are made about the 
specifications and thus that technical failures get mistakenly misidentified, which not 
only results in the low score for technical failures, but also in lower scores for the 
other classes of failures in dimension A. Another of confusion is that the media center 
PC used in the test consists of multiple parts, which may have been seen by some 
raters as separate products, rather than being part of the same product packaged in 
the original box - thus a mouse that is broken could be mistakenly classified as an 
environment failure (class 2) rather than a technical failure. This has also happened 
during this test. It should also be noted that one of the duplicate technical failures got 
rated consistently and correctly by all raters (addendum 12). 

Class 2 and 3 (technical-psychological/environment and technical
psychological/perception failures) both have too few ratings for results to be 
significant, but the disagreement on the few occurrences that do appear suggests that 
the description/definition of these types of failures may need to be improved. 
Class 4 (psychological/expectations/functionality failures) shows high positive 
agreement, with the exception of rater C, which is promising - especially considering 
all the ambiguity of the failure descriptions and the lack of access to information 
about the expectations of the user. This class also shows relatively low negative 
specific agreement, considering the dimension has 7 classes in total. This suggests 
that raters tend to misclassify failures as class 4 failures relatively often - thus 
another point on which the model should be improved is in the description of class 4, 
particular characteristics that can help raters rule out class 4 for some failures. 
Class 5 (psychological/expectations/control failures) shows similar results. 
Class 6 (psychological/expectations/attributes failures) shows moderately high scores 
for all raters on positive agreement and also scores better on negative agreement. 
Class 7 (product imperfections) does poorly on positive agreement, which may be due 
to the lack of information about expectations of the user. While in product tests this 
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could be solved by having testers state their expectations during the product test, this 
could be a real problem in field tests. One possibility that could be investigated is 
replacing class 7 with an 'other' class to see if that helps avoid confusion, or merging 
class 7 into classes 4, 5 and 6. 

These conclusions are further backed up by the experimental statistic of Specific 
Reliability included in Addendum 13. 
The 95% confidence intervals for average (including rater C) specific agreement on 
dimension A are: 

95% confidence interval specific agreement indices Dimension A 

1,00 

0,80 

0,60 

0,40 

0,20 

0,00 

Figure 5.2 .2 .6: 95% confidence interval on Specific Agreement indices test results Dimension A 

Class 1, 2, 3 and 7 have too few ratings for the confidence intervals on positive specific 
agreement to be reliable. 

5.2.3 Dimension C: Damage target and nature 

To start with, the general agreement and inter-rater reliability: 

inter-rater reliability 
Dimension c Aqreement Dimension C (free marginals) 

A B c D A B c D 
A 1 0,46 0,89 0,88 A 1 0,36 0,87 0,86 
B 0,46 1 0,49 0,49 B 0,36 1 0,39 0,38 
c 0,89 0,49 1 0,99 c 0,87 0,39 1 0,99 
D 0,88 0,49 0,99 1 D 0,86 0,38 0,99 1 

average 0,70 average 0,64 

unanimous 0,42 unanimous 0,42 
Table 5.2.3.1: general agreement and inter-rater reliability test results Dimension C 
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inter-rater reliabil ity 
1mens1on c A 1greemen Dimension C (free maroinals) 

1st 67 A B c D 1st 67 A B c D 

A 1 0,48 0,93 0,91 A 1 0,37 0,91 0,89 

B 0,48 1 0,52 0,51 B 0,37 1 0,43 0,41 

c 0,93 0,52 1 0,99 c 0,91 0,43 1 0,98 

D 0,91 0,51 0,99 1 D 0,89 0,41 0,98 1 

averaoe 0,72 averaoe 0,67 

unanimous 0,45 unanimous 0,45 
Table 5.2 .3.2: general agreement and inter-rater reliability test results Dimension C (first 67) 

inter-rater reliability 
1mens1on c A .greemen Dimension C (free marginals) 

2nd 67 A B c D 2nd 67 A B c D 

A 1 0,45 0,85 0,85 A 1 0,34 0,82 0,82 

B 0,45 1 0,46 0,46 B 0,34 1 0,36 0,36 

c 0,85 0,46 1 1,00 c 0,82 0,36 1 1,00 

D 0,85 0,46 1,00 1 D 0,82 0,36 1,00 1 

average 0,68 average 0,61 

unanimous 0,39 unanimous 0,39 
Table 5.2.3.3: general agreement and inter-rater reliability test results Dimension C (second 67) 

General agreement on dimension C is high, with the exception of rater B, but the 
ratings are also greatly skewed. While all raters agree that most failures in the test 
cause no damage to the user, the few failures that did pose a risk of damage were 
seldom recognised as such. Another complication revealed by this test is that there is 
a fine line between dissatisfaction with a product and non-physical damage to the 
user, which is what led rater B to classify many failures as class 2 failures rather than 
class 6 failures. This may be improved by giving a good definition of non-physical 
damage, including amongst others breach of privacy and loss of opportunity. 
There is too little difference amongst the ratings to draw solid conclusions, but the 
data suggests that further improvement of the definitions and classification 
methodology for this dimension may be necessary. This is made especially clear by 
the specific agreement indices: 

Occurrence of classes in dimension C 
Rater A Rater B Rater C Rater D 

Class 1 2 0 0 1 

Class 2 12 68 0 0 

Class 3 0 0 0 0 
Class 4 0 0 0 0 
Class 5 1 0 0 0 
Class 6 119 66 134 133 

Table 5.2.3.4: occurrence of classes in test results Dimension C 
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S f A 1pec1 IC I~ t. d' reemen 1n ices 1mens1on c 
average 

test- number 
AB BC CD AC BD AD average retest of ratings 

Dimension C - class 1 0,00 ### 0,00 0,00 0,00 0,00 ### 1,00 0,75 

Dimension C - not class 1 0,99 1,00 1,00 0,99 1,00 0,99 0,99 1,00 133,25 

Dimension C - class 2 0, 13 0,00 ### 0,00 0,00 0,00 ### 0,59 20,00 

Dimension C - not class 2 0,63 0,66 1,00 0,95 0,66 0,95 0,81 0,97 114,00 

Dimension C - class 3 ### ### ### ### ### ### ### ### 0,00 

Dimension C - not class 3 i 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 134,00 

Dimension C - class 4 ' ### ### ### ### ### ### ### ### 0,00 

Dimension C - not class 4 11 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 134,00 

Dimension C - class 5 ' 0,00 ### ### 0,00 ### 0,00 ### 1,00 0,25 

Dimension C - not class 5 1 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 133,75 

Dimension C - class 6 0,62 0,66 1,00 0,94 0,65 0,94 0,80 0,97 113,00 

Dimension C - not class 6 ! 0 14 
I ' 

0,00 0,00 0,00 0,00 0,00 0, 02 0,70 21,00 
Table 5.2.3 .5: Specific Agreernent mdzces test results Dimension C 

~--------------------------------------~ 

95% confidence interval specific agreement indices Dimension C 

0,40 +-----

0,20 +--~• 

Classes 1-5 have too few ratings for the confidence intervals on positive agreement to 
be reliable. Class 6 has t ::> few ratings for the confidence interval on negative 
agreement to be reliable 
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5.2.4 Dimension D: Functioning during failure 

To start with, the general agreement and inter-rater reliability: 

inter-rater reliability 
Dimension D Agreement Dimension D (free marginals) 

A B c D A B c D 

A 1 0,35 0,36 0,43 A 1 0, 13 0,14 0,24 

B 0,35 1 0,37 0,58 B 0,13 1 0,15 0,44 

c 0,36 0,37 1 0,44 c 0,14 0,15 1 0,25 

D 0,43 0,58 0,44 1 D 0,24 0,44 0,25 1 

average 0,42 average 0,23 

unanimous 0, 13 unanimous 0, 13 
Table 5.2.4.1: general agreement and inter-rater reliability test results Dimension D 

inter-rater reliability 
1mens1on D A 1greemen Dimension D (free marginals) 

1st 67 A B c D 1st 67 A B c D 

A 1 0,45 0,40 0,52 A 1 0,26 0,20 0,36 
B 0,45 1 0,55 0,52 B 0,26 1 0,40 0,36 

c 0,40 0,55 1 0,46 c 0,20 0,40 1 0,28 

D 0,52 0,52 0,46 1 D 0,36 0,36 0,28 1 

averaqe 0,49 average 0,31 

unanimous 0,18 unanimous 0, 18 
Table 5.2.4.2: general agreement and inter-rater reliability test results Dimension D (first 67) 

inter-rater reliability (free 
1mens1on D A ,greemen Dimension D mar~ inals) 

2nd 67 A B c D 2nd 67 A B c D 

A 1 0,25 0,31 0,34 A 1 0,00 0,08 0,12 
B 0,25 1 0,18 0,64 B 0,00 1 -0,09 0,52 
c 0,31 0,18 1 0,42 c 0,08 -0,09 1 0,22 

D 0,34 0,64 0,42 1 D 0,12 0,52 0,22 1 

Averaqe 0,36 average 0,14 

Unanimous 0,09 unanimous 0,09 
Table 5.2.4.3: general agreement and inter-rater reliability test results Dimension D (second 67) 

General agreement and inter-rater reliability are both at the poor side, getting worse 
near the end of the test. This is partly due to the ambiguity of the data and partly due 
to differences in interpretation of failures - even if the distinction between the classes 
is clear, the same failure can be classified in different classes on this dimension based 
on how it is interpreted. For example, there was a failure where the screen of the 
television turned black while watching a recording while the sound kept playing. This 
could be interpreted as 'not sending out an image signal' which would be non
functioning, or as 'displaying a black screen while the user does not want that' which 
would be malfunctioning, or 'still playing something but not as much as the user 
expected' which would be worse-than-expected. The prioritisation guidelines 
included in the flowchart of dimension D should diminish the chances of the latter 
interpretation, but does not eliminate the ambiguity between the first two 
interpretations. 



Fai1urc Classification in Ambient Intelligent products - by Arnout Nederpelt 

The dimension still shows promise, especially in consideration of the relatively high 
test-retest reliability score, but a method to lower the variance in interpretation of 
failures should be found for this dimension to produce consistent ratings. 

That said, the next step is to consider the individual classes of dimension D: 

1 
2 
3 
4 

Occurrence of classes in 
dimension D 
A B c 

61 13 21 
16 4 0 
25 7 76 
32 110 37 

D 

15 

8 
43 
68 

Table 5.2.4.4: occurrence of classes in test results Dimension D 

S T A ;pec11c 1~ reemen in ices 1mens1on D 

AB BC CD AC BO AD average 

Dimension D - class 1 0,30 0,53 0,39 0,39 0,57 0,34 0,42 

Dimension D - not class 1 0,73 0,93 0,91 0,73 0,95 0,74 0,83 

Dimension D - class 2 0,30 0,00 0,00 0,00 0,50 0,33 0,19 

Dimension D - not class 2 0,94 0,98 0,97 0,94 0,98 0,93 0,96 

Dimension D - class 3 0,25 0,14 0,49 0,38 0,20 0,53 0,33 

Dimension D - not class 3 0,90 0,62 0,59 0,62 0,82 0,84 0,73 

Dimension D - class 4 0,41 0,46 0,44 0,38 0,70 0,46 0,47 

Dimension D - not class 4 0,33 0,35 0,64 0,78 0,40 0,68 0,53 
Table 5.2 .4.5: Specific Agreement indices test results Dimension D 

average 
test- number 
retest of ratings 

0,84 27,50 

0,86 106,50 

0,62 7,00 

0,95 127,00 

0,81 37,75 

0,96 96,25 

0,74 61 ,75 

0,91 72,25 

Specific agreement indices give mixed signals - agreement is high between some 
raters on each class, yet low between those raters on a different class. It appears as if 
each rater uses different prioritisation when failures can be interpreted multiple ways 
- thus rater A has many non-functioning failures (class 1), rater B considers many 
failures to have no impact on performance (class 4), rater C considers many failures 
to cause worse-than-expected functioning (class 3) and never any malfunctioning 
(class 2), while rater D shows only slight preferences for class 3 and 4 failures. 
The problem with interpretation of failures in regards to the first 3 classes has already 
been discussed above, but as it appears it is also problematic to distinguish when a 
failure has no impact on performance (class 4). Part of this is due to carelessness on 
part of the raters - for example, consider the failure of a cable missing that the user 
expects to be included with the product. Without the cable there is no picture on the 
television. Thus it is a 'non-functioning' failure. An alternative line of reasoning is 
that there is no impact on performance because a cable can be bought separately, and 
this line of reasoning appears to have been followed by some of the raters. However, 
the instructions for dimension D in the classification hand-out state specifically that, 
in case of missing parts, it should be classified according to how the product 
functions without the part - which rules out that second line of reasoning. Such 
disagreements caused by carelessness in classification can only be attributed to the 
raters themselves, rather than to the model being used. Thus the actual agreement 
when raters are more careful in the application of the decision rules that go with the 
model can be expected to be higher, although it will take a new test to determine that 
for certain. 
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Another problem with class 4 appears to be the magnitude of failure - small cases of 
non-functioning or malfunctioning get classified as no impact because the impact is 
small - even though the impact is not non-existent. An example of this is the failure 
where the mouse falls apart. Here the mouse does something, falling apart, which it 
should not do - a clear case of malfunctioning. Most raters, however, appear to have 
reasoned that since the mouse can be put together again and functions normally 
afterwards, it should be classified as having no impact. However, being able to 'repair' 
the functioning does not change the fact that the mouse fell apart - that the mouse 
malfunctioned. 
The main problem with dimension D appears to be in class 4, with many failures 
getting misclassified into class 4. Considering the data from the tests, most 
disagreements between the raters on dimension D are between class 4 and another 
class which can also be seen in the 2x2 or 3 or more majority agreement on 
dimension D ( 65%) which is the number of cases where the failure was classified in 
one or two classes only by the raters - in most of these cases this is class 4 and 
another class. 63 failures had raters divided between class 4 and one other class, 4 7 
failures between class 4 and 2 other classes, and 5 failures had raters completely 
divided on dimension D. 

These conclusions are further backed up by the experimental statistic of Specific 
Reliability included in Addendum 13. 

The confidence intervals without correcting for all these factors are: 

95% confidence interval specific agreement indices Dimension D 

0,80 

0,60 

0,40 

0,20 

0,00 

-0,20 

Figure 5.246: 95% confidence interval on Specific Agreement indices test results Dimension D 

Class 2 has too few ratings for the confidence interval on positive agreement to be 
reliable 
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5.2.5 Dimension E: Product use during failure or that the failure 
relates to 

To start with, the general agreement and inter-rater reliability: 

inter-rater reliability 
1mens1on E A 1qreemen Dimension E (free marqinals) 

A B c D A B c D 

A 1 0,75 0,78 0,85 A 1 0,51 0,57 0,70 

B 0,75 1 0,85 0,69 B 0,51 1 0,70 0,39 
c 0,78 0,85 1 0,77 c 0,57 0,70 1 0,54 

D 0,85 0,69 0,77 1 D 0,70 0,39 0,54 1 

average 0,78 average 0,57 

unanimous 0,62 unanimous 0,62 
Table 5.2.5.1: general agreement and inter-rater reliability test results Dimension E 

inter-rater reliability 
1mens1on E A 1greemen Dimension E (free marginals) 

1st 67 A B c D 1st 67 A B c D 

A 1 0,72 0,67 0,84 A 1 0,43 0,34 0,67 
B 0,72 1 0,90 0,61 B 0,43 1 0,79 0,22 
c 0,67 0,90 1 0,66 c 0,34 0,79 1 0,31 

D 0,84 0,61 0,66 1 D 0,67 0,22 0,31 1 

average 0,73 average 0,46 

unanimous 0,55 unanimous 0,55 
Table 5.2.5.2: general agreement and inter-rater reliability test results Dimension E (first 67) 

inter-rater reliability 
1mens1on E A 1greement Dimension E (free marqinals) 

2nd 67 A B c D 2nd 67 A B c D 

A 1 0,79 0,90 0,87 A 1 0,58 0,79 0,73 
B 0,79 1 0,81 0,78 B 0,58 1 0,61 0,55 
c 0,90 0,81 1 0,88 c 0,79 0,61 1 0,76 

D 0,87 0,78 0,88 1 D 0,73 0,55 0,76 1 

Average 0,84 average 0,67 

Unanimous 0,69 unanimous 0,69 
Table 5.2.5.3: general agreement and inter-rater reliability test results Dimension E (second 67) 

General agreement and inter-rater reliability on this dimension are both high, and 
also show an increasing in the latter half of the test, suggesting the presence of 
learning effects. Specific agreement indices (and specific reliability, see addendum 
13) are also high, needing no further explanation: 

Occurrence of classes in dimension E 
Rater A Rater B Rater C Rater D 

I Class 1 81 92 104 81 
I Class 2 53 42 30 53 
Table 5.2.5.4: occurrence of classes in test results Dimension E 
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S T A ;peel IC I~ reemen m ices 1mens1on E 
average 

test- number 
AB BC CD AC BD AD average retest of ratings 

Dimension E - class 1 0,81 0,90 0,83 0,84 0,76 0,88 0,84 0,92 89,50 
Dimension E - not class 1 0,65 0,72 0,63 0,65 0,57 0,81 0,67 0,87 44,50 

Dimension E - class 2 0,65 0,72 0,63 0,65 0,57 0,81 0,67 0,87 44,50 
Dimension E - not class 2 0,81 0,90 0,83 0,84 0,76 0,88 0,84 0,92 89,50 

Table 5.2.5.s: Specific Agreement indices test results Dimension E 

95% confidence interval specific agreement indices Dimension E 

1,00 T"""=~~~~~"""""-=lITITNI 

0,90 

0,80 -r-,...----i-----------11---------+--------+----~ 

0,70 -t--------------t---------t--------------1 

0,60 +---------- ---+----------- - -----------< 
0,50 

0,40 

0,30 +--"'-"''----------~--.J..:; 

0,20 +-------------'---'--------------------= 

0,10 -t-----------------------

0,00 -t--------t-----------+- ------
Dimension E - class 1 Dimension E - not Dimension E - class 2 

class 1 
Dimension E - not 

class 2 

Figure 5.2 .5.6: 95% confidence interval on Specific Agreement indices test results Dimension E 

5.2.6 All dimensions 

All inter-rater reliability 
Alld. 1mens1ons A ,qreement dimensions (free marqinals) 

A B c D A B c D 

A 1 0,07 0,10 0,21 A 1 0,07 0,10 0,21 
B 0,07 1 0,08 0,12 B 0,07 1 0,08 0, 12 
c 0,10 0,08 1 0,07 c 0,10 0,08 1 0,07 
D 0,21 0,12 0,07 1 D 0,21 0, 12 0,07 1 
average 0, 11 average 0, 11 

unanimous 0,01 unanimous 0,01 
Table 5.2.6.1: general agreement and inter-rater reliability test results All dimensions 
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All inter-rater reliability 
Alld . 1mens1ons A ,greement dimensions (free marginals) 

1st 67 A B c D 1st 67 A B c D 
A 1 0,07 0,07 0,22 A 1 0,07 0,07 0,22 

B 0,07 1 0,12 0,09 B 0,07 1 0,12 0,09 

c 0,07 0,12 1 0,03 c 0,07 0,12 1 0,03 

D 0,22 0,09 0,03 1 D 0,22 0,09 0,03 1 

average 0,10 average 0,10 

unanimous 0,01 unanimous 0,01 
Table 5.2.6.2: general agreement and inter-rater reliability test results All dimensions (first 67) 

All inter-rater reliability 
All dimensions Agreement dimensions (free marginals) 
2nd 67 A B c D 2nd 67 A B c D 
A 1 0,06 0,12 0,19 A 1 0,06 0, 12 0, 19 

B 0,06 1 0,04 0,15 B 0,06 1 0,04 0, 15 

c 0, 12 0,04 1 0,12 c 0,12 0,04 1 0,12 

D 0, 19 0, 15 0, 12 1 D 0,19 0,15 0,12 1 

averaqe 0, 11 averaqe 0, 11 

unanimous 0,01 unanimous 0,01 
Table 5.2.6.3: general agreement and inter-rater reliability test results All dimensions (second 67) 

There is not much to add here except that the agreement on all dimensions is 
significant considering all the factors that influence the individual dimensions and 
the extremely low chance agreement on all dimensions. While it by no means offers 
enough agreement to be useful yet, the simple fact that multiple agreements occur 
indicates that there is indeed something being distinguished. Also interesting to note 
is that almost half of all cases had 2 or more raters agreeing on all dimensions 
simultaneously. 
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6 Conclusions 

This chapter discusses the conclusions of the research, starting with the test results 
(6.1) followed by the uses to which the model can be put and the prerequisites for use 
(6.2) 

6.1 Test results 

The model has been developed and tested, but it is not yet sufficiently reliable on all 
classes for industrial application in its full form. Neither have all dimensions been 
sufficiently tested yet - dimension G has not been tested yet at all. 

Of dimension A, these 4 classes show good results: 
technical failures 
psychological/expectations/functionality failures 
psychological/ expectations/ control failures 
psychological/ expectations/ attributes failures 

These classes did poorly but also had too few ratings in them for a definitive 
conclusion: 

technical-psychological/ environment failures 
technical-psychological/perception failures 

These two classes will require further testing and possibly combining into a single 
class before a definitive conclusion about them can be drawn. 
The final class of dimension A, product imperfections, also performed poorly but did 
have enough ratings. While in product test situations the performance of this class 
can be expected to improve if product testers explicitly state their expectations during 
testing, in other situations this class will have to be removed from dimension A. If the 
class is removed, the failures in this class should be divided amongst the other classes 
depending on what part of the product the discontent is focused on. This also 
removes the distinguishment between whether or not the expectations of the user 
match the product. 
Dimension B shows good results in the latter part of the test, but due to lack of 
variance further testing has to be recommended for this dimension. 
Dimension C also needs further testing, as well as more specific definitions about 
what constitutes non-physical damage. If this is not enough to improve the 
performance of the dimension to an acceptable level, a further distinction can be 
added between risk of damage and actual damage. 
Dimension D shows a little promise but is plagued with many different 
interpretations. A way needs to be found to diminish the variance in interpretation of 
the failures for this dimension to be of use. 
Dimension E performs very well on both classes, both in positive and negative 
agreement. 
Dimension F also performed well, but, like dimension B, suffered from such a lack of 
variance in this test that further testing will be required before it can be 
recommended for use. 
Dimension G is as of yet still untested, and should be tested when the technology that 
makes it relevant arrives. 

Thus, there are good results on part of dimension A and on dimension E. If the parts 
that did not get good results are ·removed from dimension A, with one residual class 
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for those failures that do not fit the other classes (and the product imperfections class 
merged into the psychological classes), this leads to the following 2-dimensional 
model (classes have been slightly renamed to better fit the reduced dimensional 
model): 

Dimension A: Nature of the failure 

Does the product meet its technical specifications? N~._ ____ T_e_c_h_n_ic_a_I ___ ___, 

Yes 

Do the circumstances in which the product is used 
negatively effect its performance? 

No • Does another product negatively affect the 
performance of the product? 

I 
No 

Does the non-technical failure relate to the 
functionality and/or performance of the product? 

No • Does the non-technical failure relate to the the way 
in which the product is or should be controlled and/ 

or connected? 

Figure 6.1: Dimension A adjustedfor test results 

Ye 

~Ye 

Technical-Psychological/ 
Circumstances 

Psychological/ 
Functionality or performance 

Psychological/ 
Control or connection 

Psychological/ 
Attributes or other 

Dimension E: Product use during failure or that the failure relates to 

How was the user 
interacting with the 

product at the moment 
the failure occurred? 

The user was installing or 
programming the product Installation/programming failure 

The user was using the normal 
functions of the product Usage failure Installation/ 

Programming 
functions 

The user was not using the product, 
but instead noticed something undesirable about the product 

Normal use 
functions 

What kind of product functionality does the failure relate to? 
Figure 6.2: Dimension E 

This reduced model can be expanded with the other dimensions once they have been 
sufficiently adjusted and tested to provide consistent results. 

6.2 Uses of the model 

As already mentioned in chapter 4.4-4, the model can be used in various ways: to 
classify failures for research or product improvement purposes (6.2.1) or for early 
detection and the subsequent opportunity for prevention of potential failures in a 
product concept during its design process (6.2.2). 
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6.2.1 Classification of failures for research and product 
improvement 

When failures are classified in the model, failures with the same classification on all 
the dimensions are likely to be similar. This will allow technicians to focus on related 
failures when improving a product, or allow research into specific types of failures 
and their causes. Also, when the same failure is classified the same way each time it 
occurs, this will make it easier to detect prevalent failures in a product. 

Both these uses are dependant on the reliability of the classification, however. This 
means that failures should be classified in better circumstances than those used in 
the model test. Accurate classification requires not only knowledge of the product and 
the failure itself, but also a way to reduce the variance in interpretation. This could be 
accomplished in the following way: service centre employees ask the customers about 
the failure when the product is returned and technicians examine the product to 
determine whether or not the failure is technical. The service centre employees ask 
the customer what the failure is and how and under which circumstances they were 
using the product at the time of failure. This information from the service centre 
employees and the technicians is then passed on to the classifiers which classify the 
failures according to the dimensions, discussing with each other and with the product 
designers when necessary to classify a failure. These classifiers have first been 
familiarised with the product in a short training which includes an explanation of 
how the product functions, what it is capable of doing and some experience using the 
product. These classifiers can also analyse the classified failures for prevalent failures 
and pass on their findings to the product designers. 
The variance of interpretation can further be reduced in two ways: either by matching 
the classifiers to the customers (in terms of personality, type) or by making the 
selection criteria between the classes more objective - for example by creating lists of 
product/ situational characteristics for each choice between classes. 

6.2.2 Prediction of potential failures during early product design 

When the model is used for a structured brainstorm session on potential product 
failures, it will create opportunities to improve product designs as early as during the 
concept phase of product design. This has the advantage that at this stage the costs of 
making changes to the product are still very low, so many improvements could 
theoretically be made this way. This use of the model has, however, not yet been 
tested. In theory a sequential series of narrowly focussed brainstorm sessions on 
multiple classes which together cover (almost) the entire spectrum of possible 
failures should ensure that few potential failures will remain undetected. (see 4-4-4 
for more details about and the theoretical foundations of this use of the model) 

One advantage of this use of the model is that it is relatively unaffected by 
interpretation - people who interpret the model differently will still both cover the 
entire spectrum going through all combinations of classes on dimensions. 
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7 Recommendations for future research 

This chapter consists of three parts: first a part about the questions that were left 
unanswered in the beginning of this report (7.1), then a more specific part about the 
implications of the model and its tests - what further research may be needed to 
complete and verify it further (7.2). The last part contains a broader scope of the uses 
this research may be put to in the future (7.3). 

7.1 Unanswered research questions 

In chapter 2, a number of research questions have been raised that have not been 
answered, due to time constraints on this research. It is recommended that these 
questions be answered in future research. Guidelines for the design of Ambient 
Intelligent systems that reduce the occurrence of soft failures should be researched 
and formulated. The most important will be the guidelines about the amount of 
control that users find desirable to have over their product and the ethical 
implications of the new possibilities that the technology of Ambient Intelligence 
enables. It may also be worthwhile to further research and complete the root cause 
analysis depicted in figure 2.2B - a complete causal model should yield more insight 
into the causes of soft failures than the currently incomplete model. 

7.2 Specific recommendations 

As has been concluded in chapter 6, not all classes on all dimensions are yet 
sufficiently tested, and some should be improved upon to become acceptable. This 
leads to the following recommendations: 

further research should be done into the technical-psychological classes of 
dimension A 
the proposed way in which the class of product imperfections could be merged 
into the psychological classes (chapter 6) should be tested. 
dimension B should be further tested in situations where products have been used 
in unforeseen ways 
dimension C should be re-tested after setting up good definitions of non-physical 
damage and finding a data set to use for the test that contains enough occurrences 
of each class of damage to provide a reliable test result. 
dimension D should be reconsidered, perhaps resulting in an adjustment to the 
definition of the classes and the way to distinguish between them. 
a way should be found to lower the variance in interpretations of raters when they 
use dimension D 
after having improved dimension D, the dimension should be re-tested and re
evaluated. 
dimension F should be further tested with products that exhibit more autonomous 
action, preferably Ambient Intelligent products 
dimension G should be tested once sufficiently advanced Ambient Intelligence 
products emerge from the research labs where the technology such as voice and 
facial emotion recognition systems are being developed. 

Of these recommendations, dimension C should be improved and tested first, due to 
the importance of damage caused by failures. 
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Furthermore, with other research currently being done concerning the relation 
between soft failures and customer types, it will be interesting to research the relation 
between this model and the various customer types. Knowing the customer type 
using the product that failed when classifying the failure could possibly improve the 
accuracy of this model. Of particular interest is also the product knowledge of the 
product user discovering the failure, and how it relates to the different classes and 
dimensions of failure. Inter-rater reliability may also be higher than in this report 
when raters possess equal amounts of product knowledge and/ or access to data about 
the product and the circumstances of the failure. 

Another point for future research is completeness of the model - while the model has 
been designed for completeness and as such should be able to classify all failures, this 
should be verified further during use of the model. Besides completeness, another 
consideration is detailing - can value be added to the model by splitting classes for 
detail? For example, it would be possible to split usage failures on dimension E into 
first use failures and extended use failures - doing so would, however, create a strong 
correlation between psychological/ control or connection on dimension A and 
installation/programming on first use on dimension E. Even so, the combination 
psychological/control or connection with extended use would not be empty. Such 
correlations could be yet another point for future research. 

7.3 General recommendations 

Besides further developing the model, its uses should also be researched. Not only the 
uses for research purposes (4.4-4, 4-4·5 and 6.2.1), but also its uses in product 
development to discover potential soft failures in product designs early in the product 
design process by using the model in a structured/ guided brainstorm session ( 4-4-4, 
4-4·5 and 6.2.2). For this latter use, one of the things that should be researched is how 
many failures can be predicted by brainstorming for potential failures in each 
combination of classes between the dimensions of the model. 

It should also be interesting to do further research into failure characteristics, which 
may eventually lead to a comprehensive failure coding system similar to how DNA 
codes exists for living beings. Such a coding system can subsequently be used to find 
failure detection and elimination methods designed specifically to efficiently 
eliminate certain types of failures, which can be very useful in designing subsequent 
generations of a product. With methods designed specifically to combat the types of 
failures prevalent in earlier product generations, development of new product 
generations could be accelerated. 
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Addendum 1: the effects of using Design for 
Everyone for products for Multiple individuals 
w h.I f t· 1 e assum1n~ imper ec ion. 

MIGA 1 1A 2 3 4 MICA 1 ~1~ L. 5 MIGD Assumed Use of Design 
5 imperfection for Everyone 

MIG 
D 
1 x x x x x :X[:X :x x Alleviated 
2 x x x x :Xl:X :x Becomes acceptable 
3 x l:X x Alleviated 
4 x 

5 x n/a Increase 
6 x x x x :Xl:X :x x Alleviated 
7 x x :X[:X :x x Alleviated 
8 x x x :Xl:X x Increased risk Alleviated 
9 Increased risk 

MIPD 
1 x x :x x Alleviated 
2 x x x x l:X x Increased risk 
3 x Reduced occurrence 
4 x Reduced occurrence 
5 x Reduced occurrence 
6 x Reduced occurrence 
7 x x x x Increased risk 
8 x x x x :x x Increased risk 

MICD 
1 x x x x :x Condition met 
2 

3 x x x x Becomes acceptable 
4 x x x x Changed to less 

severe form 
5 x Increased risk 

MIGA 
1 Nullified 

1A 
2 

3 
4 

MICA 
1 Nullified 
2 More likely 
3 
4 Nullified 
5 

MICD4 would no longer have to deal with impossibility, but the danger of confusing 
the customer by adding too many functions to the product remains - it is just that, 
under the assumption, you no longer have to add all functions. 
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Addendum 2: EPCglobal Guidelines on EPC for 
Consumer Products (as of September 2005) 

The purpose of these Guidelines is to provide a responsible basis for the use of 
Electronic Product Code TM (EPC) technology for consumer items. Under the auspices 
of EPCglobal Inc, these Guidelines have been followed since January 1, 2005 and will 
continue to evolve as advances in EPC and its applications are made and consumer 
research is conducted. As EPC evolves, so too will new issues. EPC participants are 
committed to addressing these issues and engaging in a dialogue about them with 
interested parties. 

1. Consumer Notice 
Consumers will be given clear notice of the presence of EPC on products or their 
packaging and will be informed of the use of EPC technology. This notice will be given 
through the use of an EPC logo or identifier on the products or packaging. 

2. Consumer Choice 
Consumers will be informed of the choices that are available to discard or remove or 
in the future disable EPC tags from the products they acquire. It is anticipated that 
for most products, the EPC tags would be part of disposable packaging or would be 
otherwise discardable. EPCglobal, among other supporters of the technology, is 
committed to finding additional efficient, cost effective and reliable alternatives to 
further enable customer choice. 

3. Consumer Education 
Consumers will have the opportunity easily to obtain accurate information about EPC 
and its applications, as well as information about advances in the technology. 
Companies using EPC tags at the consumer level will co-operate in appropriate ways 
to familiarise consumers with the EPC logo and to help consumers understand the 
technology and its benefits. EPCglobal would also act as a forum for both companies 
and consumers to learn of and address any uses of EPC technology in a manner 
inconsistent with these Guidelines. 

4. Record Use, Retention and Security 
The Electronic Product Code does not contain, collect or store any personally 
identifiable information. As with conventional barcode technology, data which is 
associated with EPC will be collected, used, maintained, stored and protected by the 
EPCglobal member companies in compliance with applicable laws. Companies will 
publish, in compliance with all applicable laws, information on their policies 
regarding the retention, use and protection of any personally identifiable information 
associated with EPC use. 

Revised September 2005 For more information contact: 
EPCglobal Public Policy Steering Committee 
+1202 625 4384 

II 



Failure Classification in Ambient Intelligent products - by Arnout Nederpelt 

Addendum 3: AIBO: a case study of an ambient 
intelligent product 

AIBO was released to the market in 1999, as one of the first commercially available 
intelligent products. Production will be stopped at the end of March 2006 for lack of 
profitability. (Sony, 2006) 

To start with, it is useful to consider the reliability of AIBO on the aspects previously 
discussed: 

Reliability of user interpretation: considering that the function of AIBO is 
entertainment, rather than helping the user accomplish a specific goal, this is not an 
issue for most users (only for those interacting directly with the software). Even so, 
the AIBO does respond to the user by giving feedback - even if the feedback has little 
use besides confirming the interaction with the user. 

Reliability against abuse: AIBO makes use of sensors, including a camera, and the last 
version (ERS7) also has wireless internet connectivity (http://www.aibo
europe.com/1_1_3_aibo_story.asp). This creates potential for abuse, and indeed the 
AIBO has been hacked (http://www.aibopet.com/). Now these hacks are, seemingly, 
benign, but such hacked firmware could easily contain malicious code that could turn 
the AIBO into a remote-controlled webcam operated by the hacker - while enticing 
AIBO owners to install it with the promise of added functionality. 
Even without having to trick the owner of the AIBO, hackers could just also gain 
access by hacking into the system used by the owner to remote-control AIBO 
(http://www.aibo-europe.com/downloads/en/20050929_AIBO_ERS7M3_EN.pdf). 

Reliability of user control: if it hasn't been hacked, the AIBO does what its user tells it 
to or teaches it. The extent to which AIBO acts autonomously is known to the user 
and expected, so it is not an issue. The AIBO its internet connectivity as well as the 
AIBO itself can be switched off when the user desires it, although there's no feedback 
to check whether internet connectivity has really been switched off. 
(http:/ /www.aibo-europe.com/ 1_1_3_ers7 _aa_inside_aibo.asp) 
Hackers aside, control isn't really an issue for AIBO due to its entertainment purpose. 

Reliability of safety: Due to its size and shape, the AIBO poses no significant physical 
threats to safety. As described above, the only real danger of AIBO is to your privacy. 
That said, hackers can still cause a lot of trouble with AIBOs (Rishaw, 2000): 
"Depending on the version of AIBO, the environment in which it is running, and the 
particular vulnerability that is exploited, a remote attacker can cause one or more 
of the following: 

- The AIBO to attack its owner, 
- The AIBO to wake, walk off its base station and attack children/pets, 
- TheAIBO to generate Cyber-Body-Fluid and/or Excretion, and/or 
- The AIBO to die." 

Much research has been done as to various functions intelligent products can offer, 
but not much is yet known about psychological effects of these products on people 
(NEC, 2005). This includes psychological effects like perceived risks. Furthermore, it 
seems that little research has been done to real risks as well. What research there is 
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indicates that, while it is not the only risk, the issue of privacy is the most visible of 
the risks in the use of intelligent products (Bohn, 2004). This case study also states 
some privacy concerns - thus it would be good to further research the issue of 
pnvacy. 
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Addendum 4: Guidelines for the design of 
Ambient Intelligent products. 

Marzano (2002) lists some of the aspects that these guidelines should entail: 
''Ambient Intelligence is more than just a question of embedding technology into 
objects. It involves human culture in it's broadest sense: universal desires; complex 
social relationships; different value systems; individual likes and dislikes; the 
sustainability of economic and natural ecosystems; and codes of ethics, conduct and 
communication, both in civil society and in business". 
Such guidelines will also help bridging the acceptance gap Ambient Intelligence faces 
(Aarts & Marzano, 2003) by reducing the real and perceived risks inherent in 
interlinked, intelligent products (which the PC has made people quite aware of). 

Norman (1988) offers some guidelines for general design that should be equally 
applicable to Ambient Intelligent products: 

Make it easy to determine what actions are possible at any moment (make use 
of constraints). 
Make things visible, including the conceptual model of the system, the 
alternative actions, and the results of actions. 
Make it easy to evaluate the current state of the system. 
Follow natural mappings between intentions and the required actions; 
between actions and the resulting effect; and between the information that is 
visible and the interpretation of the system state. 

Rauterberg (2004) mentions 6 areas where issues still have to be addressed for 
Ambient Intelligence: energy, environment, social sustainability, privacy, social 
robustness and fault tolerance. 
Of these, the guidelines would help on the latter 4 issues. 

Rocker (2004) also provides some guidelines for Ambient Intelligence in the home 
environment: 
"The following requirements are always subsumed in all other requirements and 
have the foremost priority for all people: 
1. The user must always remain in control of the system and never the other way 
around. 
2. The system must be secure, safe and protect the privacy of all users. 
3. The system must provide an added value over existing systems. 
4. The system should never unnecessarily replace direct interaction between people. 
5. The home comfort should always be maintained and not be subversive to the 
system. 

Second in priority is the need to reduce the overload of information and the 
burden of search. The feedback with regard to the control of the system can be 
summarized as: 
6. The system should provide concurrently the appropriate information to the right 
persons for the appropriate occasion at different locations, i.e.,filter information, 
provide resumes, according to user preferences (note that people refer to existing 
services that they know). 

Third in priority is to reduce the load of housekeeping chores and to prevent all 
kinds of household accidents. 
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7. The system should reduce the time needed for household chores and where 
possible do most of the cleaning jobs. 
8. The system should integrate and combine functionality of appliances. 
9. The system should be energy saving. 
10. The system should be cost saving. 

Fourth in priority is to have assistance with organizing their personal 
environment at home and between home and the office. 
11. The system should support the activities organizing and planning for multiple 
persons at home, between homes and between home and work. 
12. The system should protect against abuse, intrusions, loss of data, house system 
hackers. 
13. The system should provide controllable access and respect individual 
preferences and authorities. 

Fifth in priority for people is to have assistance with organizing their home 
environment. 
14. The system should take context/ environment conditions into account and be 
aware at any time of the local situation. 

Sixth in priority for people is to be supported with the care for others and to stay 
in touch with others. 
15. The system should take implicit social rules of behavior into account. 
16. The system should protect people's privacy at all times." 

Finally, Greenfield (2004) also states a short list of guidelines, which though not 
complete, should go a long way if adhered to: 
"The most essential and the hardest to express with any rigor, which we might call 
principle o, is, of course, first, do no harm: if we could all be relied upon to take 
this simple idea to heart, thoughtfully and with compassion, there would be very 
little need to enunciate any of the following. 

Given the difficulties of deriving practically useful guidance from such bywords, 
however, let us enunciate afurther five guidelines that should go some way toward 
illuminating the challenges we face in designing useful, humane instantiations of 
ubicomp: 

* Principle 1. Default to harmlessness. Ubiquitous systems must default 
to a mode that ensures their users' (physical, psychic and financial) safety. 

We are familiar with the notion of "graceful degradation," the ideal that if a 
system fails, if at all possible it should fail gently in preference to catastrophically, 
with functionality being lost progressively rather than all at once. 

Given the assumption of responsibility for users and their environments implied 
by the ubicomp rubric, such systems must take measures that go well beyond mere 
graceful degradation. 

Slaved passenger vehicles, dosage settings for pharmaceutical-delivery systems, 
controls for sealed or denied environments are examples of situations where 
redundant interlocks must be provided to ensure user safety. 
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* Principle 2. Be self-disclosing. Ubiquitous systems must contain 
provisions for immediate and transparent querying of their ownership, use, 
capabilities, etc., such that human beings encountering them are empowered to 
make informed decisions regarding exposure to same. 

Some analogue of broadcast station identification conventions, or perhaps of the 
Identification Friend or Foe (IFF) standards by which military systems identify 
themselves to each other, would be necessary. 

"Seamlessness" must be an optional mode of presentation, not a mandatory or 
inescapable one: both the interfaces through which information is passed between 
adjacent systems, and the actual data that is so communicated, must be equally 
capable of self-revelation. 

Ubiquitous systems, by definition, cannot help but gather information 
constantly, including arbitrarily granular location of users inf our-dimensional 
spacetime. It would be unreasonable and unrealistic to assert a Web-derived model 
for user consent to such ongoing information-garnering activities in the ubicomp 
context: the scenario would be one of constant, exasperating interruption to task 
flow, as the user was asked to give explicit consent to the transmission of each 
momentary state. Given this, some provision for at least determining who owns a 
given system, and what will be done with information so revealed, is necessary. 

* Principle 3. Be conservative of face. Ubiquitous systems are always 
already social systems, and must contain provisions such that wherever possible 
they not unnecessarily embarrass, humiliate, or shame their users. 

Consider this brief vignette, from Thomas Disch's legendary 1974 novel 334: 

""Arnold Chapel," a voice over the PA said. "Please return along 'K' corridor to 
'K' elevator bank. Arnold Chapel, please return along 'K' corridor to 'K' elevator 
bank." 

"Obediently he reversed the cart and returned to 'K' elevator bank. His 
identification badge had cued the traffic control system. It had been years since the 
computer had had to correct him out loud." 

While Disch undoubtedly deserves credit for having so vividly imagined ubicomp 
avant le lettre, some twenty years ahead even of Mark Weiser, is there any reason 
why the system's correction need be perceptible to anyone but Chapel himself? Why 
humiliate, when adjustment is all that is mandated? 

This goes beyondformal information-privacy concerns, toward the instinctual 
recognition that no human society can survive the total evaporation of its protective 
hypocrisy. Some degree of ''plausible deniability," including above all imprecision of 
location, is probably necessary to the psychic health of a given community, such 
that even (natural or machine-assisted) inferences about intention and conduct may 
be forestalled at the subject's will. Still worse than the prospect of being nakedly 
accountable to an unseen, omnipresent "network" is being nakedly accountable to 
each other, at all times and places. 

VII 



Failure Classification in Ambient Intelligent products - by Arnout Nederpelt 

At the absolute minimum, and in accordance with Principle 2, ubiquitous 
systems with surveillant capacity must announce themselves as such, in such a way 
that their field of operation may be effectively evaded. 

* Principle 4. Be conservative of time. Ubiquitous systems must not 
introduce undue complications into ordinary operations. 

If they impact such operations, they must be at least as transparent to users as 
the pre-existing equivalent: that is, one should be able to sit in a chair, place a book 
upon a shelf, boil a kettle of water without being asked if one "really" wants to do so, 
or having fine-grained control wrested away. In the absence of other information, 
the default assumption must be that an adult, competent user knows and 
understands what they want to achieve and has accurately expressed that desire in 
their commands to the systems. 

By the same token, a universal undo convention similar to the keyboard 
sequence "Ctrl Z" should be afforded; "save states" or the equivalent must be rolling, 
continuous and persistently accessible in a graceful and intuitive manner. If a user 
wants to undo, or return to an earlier stage in an articulated process, they should be 
able to specify, e.g., how many steps or minutes' progress they would like to efface. 
(''Make it like it was two or three minutes ago!'') 

* Principle 5. Be deniable. Ubiquitous systems must offer users the ability 
to opt out, always and at any point. 

As an absolute ethical imperative, users must be afforded the ability to make 
their own meaningful decisions regarding their exposure to ubiquitous perception, 
the types and channels of information such exposure will necessary convey, and the 
agencies receiving and capable of acting on such conveyance. 

Critical to this is the ability to simply say "no," with no penalty other than the 
inability to make use of whatever benefits the ubiquitous system offers its users. 
(The "safe word" concept may find an novel and unforeseen application here.)" 
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Addendum 5: the Kappa index 

This index, created by Cohen (1960 ), will be illustrated by a small numerical example. 
Consider a dimension with 2 values, A and B, and 2 raters, 1 and 2. When they rate 
according to this dimension there are 4 possible outcomes, 1A2A, 1A2B, 1B2A and 
1B2B, which can be listed in a table: 

1A 1B Total 
2A c D C+D 
2B E F E+F 
Total C+E D+F C+D+E+F 

C, D, E and F are the numbers of occurrences for each combination. C and Fon the 
diagonal are the agreements, the rest (D and E in this case) are disagreements. Thus, 
the classic agreement percentage would be: 

C+F 

C+D+E+F 
For the kappa index, there is a constant to represent the chance agreements - for this 
example, that constant has value G. The formula to calculate it is based on the totals 
in the above table: 
G = (C+D)x(C+E)x (E+F)x(D+F) 

(C+D+E+F) (C+D+E+F) 

The Kappa index, finally, is then ((C+F)-G)/((C+D+E+F)-G) 
The total agreements minus the number of agreements expected based on pure 
chance, divided by the number of observations minus the number of agreements 
expected based on pure chance. 

The example given is for 2 values, but can be extended to any number of 
values/ combinations of values on different dimensions. It is also interesting to note 
that the model can also be extended to more than 2 raters, although there is would be 
restricted to measuring all in agreement vs. not all in agreement - which is still more 
rigorous than the basic 2-rater test. 
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Addendum 6: Four ways to violate privacy 

A6.1 Possible violation of Natural Borders 

''Natural Borders: Physical borders of observability, such as walls and doors, 
clothing, darkness, and also sealed letters and phone conversations. Even facial 
expressions can represent a natural border against the true feelings of a person." -
Marx GT (2001) 
Bohn (2004) illustrates this with an example: ''Natural borders, then, might be the 
easiest to respect when designing ambient intelligence systems. Here, the concept of 
surveillance is well known and usually fairly straightforward to spot, after all: if 
others are able to watch your actions behind closed doors, they are most certainly 
intruding on your privacy. Proponents of wearable computing systems often cite the 
fact that information could both be gathered and stored locally (i.e., on the user's 
belt, or within her shirt) as a turnkey solution for privacy-conscious technologists 
[36]. Border crossings, however, are not only about who does something, but also 
what is happening. Even though a context-aware wearable system might keep its 
data to itself, its array of sensors nevertheless probe deep into our personal life, and 
the things they might.find there could easily startle (and trouble) us, once such 
systems start anticipating our future actions and reactions. The feeling of having 
someone (or something) constantly looking over our shoulder and second-guessing 
us would certainly constitute a natural border crossing for most of us. And the 
temptation of law enforcement subpoenaing such information not only to determine 
your physical data (were you at the crime scene?) but also to guess your 
intentions (by assessing the datafeedfrom our body sensors) would certainly 
motivate legislation that would make the deletion of such information a crime (just 
as recent legislation against cybercrime [37] does for computer log files)." ([36] 
refers to Rhodes (1999) and [37] refers to Council of Europe (2001)) 

A6.2 Possible violation of Social Borders 

"Social Borders: Expectations with regard to confidentiality in certain social 
groups, such as family members, doctors, and lawyers. This also includes the 
expectation that your colleagues do not read personal fax messages addressed to 
you, or material that you leave lying around the photocopier. " - Marx GT (2001) 

Casal (2004) provides an example of this in the form oflocation-based services and 
their potential abuses: "Location-based services provide a clear example of the 
privacy versus security issue. For instance, they can clearly support security, by 
providing the emergency services with accurate positioning information and 
therefore facilitate speed of service. They can alert the authorities when, for 
example, a violent person breaks a court order to stay more than 500 metres away 
from the person he assaulted (of benefit to rape victims, threatened partners, 
abused children .. . ). Location can improve security and reduce fraud on electronic 
transactions, as it could only allow money to be moved when the order is given from 
certain locations (e.g. from the office for company accounts, or the private house for 
personal finances). 

However, location-based services can also be privacy invasive as the user's daily 
movements can be tracked and a profile built up which facilitates both spamming 
and discrimination. ( ... ) The implications of these services could be even more 
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dramatic, as has been indicated by Dobson and Fisher (2003) who accuse vendors 
of playing down potential abuse, and point to the possible use of LBS for human 
tracking: 
"LBS will support and amplify some of the more extreme tendencies of human 
nature. Parents who choose to protect their children through surveillance and 
location control now may do so in the extreme. Tyrants who choose to dominate 
their subjects, husbands and wives who choose to dominate their spouses, and 
employers who choose to dominate their employees now may do so in the extreme."" 

A6.3 Possible violation of Spatial or Temporal Borders 

"Spatial or Temporal Borders: The expectation by people that parts of their lives 
can exist in isolation from other parts, both temporally and spatially. For example, 
a previous wild adolescent phase should not have a lasting influence on the current 
life of afather of four, nor should an evening with friends in a bar influence his 
coexistence with work colleagues. " - Marx GT (2001) 
Bohn (2004) illustrates this with an example: "The problem of spatial and 
temporal borders, on the other hand, is well known from the field of consumer 
profiles. Although such profiles are often the subject of public debate, the social and 
legal attitudes towards them have, until now, been relatively relaxed. Consumer 
acceptance is also much higher than the frequent negative news coverage might 
indicate, mostly because their negative consequences are often perceived as being 
rather minor (such as unsolicited spam) compared to their advantages (e.g., 
monetary incentives in the form of discounts or rewards). However, there are well
known risks associated with profiles, and their adoption as the basis for ambient 
intelligence would only exacerbate such problems. Besides the obvious risk of 
accidental leaks of information [32], profiles also threaten universal equality, a 
concept central to many constitutions, basic laws, and human rights, where "all 
men are created equal" [33]. Even though an extensively customized ambient
intelligence future where I only get the information that is relevant to my profile 
holds great promise, the fact that at the same time a large amount of information 
might be deliberately withheld from me because I am not considered a valued 
recipient of such information, would constitute a severe violation of privacy for 
many people." ([32] refers to O'Harrow (2001) and [33] refers to The Declaration of 
Independence and the Constitution of the United States (1998)) 

A6.4 Possible violation of Borders due to Ephemeral or 
Transitory Effects 

"Borders due to Ephemeral or Transitory Effects: This describes what is best known 
as a "fleeting moment," a spontaneous utterance or action that we hope will soon be 
forgotten, or old pictures and letters that we put out in our trash. Seeing audio or 
video recordings of such events subsequently, or observing someone sifting through 
our trash, would violate our expectations of being able to have information simply 
pass away unnoticed or forgotten. " - Marx GT (2001) 
Bohn (2004) illustrates this possible violation with an example: "Putting ambient
intelligence systems into place will most certainly allow far greater possibilities for 
such border crossings in our daily routines. Consider the popular vision of a 
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wearable "memory amplifier" [30, 31], allowing its wearer to constantly record the 
events of her daily life in a lifetime multimedia diary. While at.first sight such 
technology promises assistance to those of us who frequently tend to forget small 
details, it also has substantial consequences for our privacy borders stemming from 
ephemeral and transitory effects: any statement I make during a private 
conversation could potentially be played back if my conversation partner gave 
others access to her multimedia diary. Even if this information were never disclosed 
to others, the very thought of dealing with people who have a perfect memory (and 
thus would never forget anything) would probably have a considerable effect on 
our interpersonal relationships." ([30,31] refers to Mayo (2001) and Rhodes (1997)) 
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Addendum 7: Highlights from the test with the 
existing data set 

First the observed failures will be given, then their classifications, which will then be 
discussed. The observed failures have been sorted. 

Description problem Obs. Exp I. remar1<s 
Prob. Prob. 

1 Mouse does not work very well (shaking) x 

2 Not clear which cable I have to use to connect the PC to x 
the TV, Looks for cable to connect PC to the TV, 
according to the quick installation guide it should be 
included. Would normally go back to the shop and ask 
why this cable is not included (cable provided by the 
observers) 

3 When resuming the time shift the TV screen is black but x hard failure, software bug1 
the sound continues, test person has no idea why. When 
stopping and then resuming the image is back 

4 Recorded program again has got only sound and no image, x hard failure because of bug 
if I stop it and restart it again then I will get image, no idea 
why 

5 When changing the volume, you only start hearing the x difficult to assess what the test person would do if 
sound when the volume is above '8', maybe I did not install this persists, check what happens if you set speakers 
the speakers correctly to max. 

6 Mouse still does not work properly, sometimes I have to x 
press a few times 

7 Notice that you can add files or folders when opening a x 
function (e.g. video) is irritating 

8 It takes too long to install the PC. x 

9 You can instantly see the mouse works (red light) but the x 
keyboard gives no feedback when it works 

10 Not clear how the PC searches for radio stations, you x 
would expect it will stop when finding a new frequency 

11 EPG programmed recording starts and now a warning x information about consequences of only one 
appears that you cannot record a program and use the included tuner, is missing 
radio function at the same time --> test person: Too bad I 
cannot do both at the same time 

12 Programmed recording with the EPG has been recorded x relates to one tuner 
twice for only one minute (while the test person has 
selected to record an entire program), He tried to record 
two different channels at one moment, with only one 
tuner it is not a success 

13 No confirmation when a wireless internet connection has x 
been set-up 

14 Start-up takes a long time, I assumed something was x 
wrong but I still hear the PC making a sound so it should 
be OK 

15 Remote control reacts slow x 

16 'Afstemmen' is very slow x 

17 Fast forward and back react slow x 

18 No difference between 'stop' and 'pause' button when x check if this is true and how sequence of pressing 
using the time shift pause and stop is affecting the problem 

19 Checked manual for TV recording function, the manual x complexity 
explains how TV program can be recorded with the 
remote control by pressing "recording" button. But there 
is no such button on the remote control. I will just use 
mouse because I feel more like working with a PC 

20 Not logical what the buttons 'afstemmen' and 'searching' x 
exactly do 

21 Bar in the left corner of the screen is irritating (when x doubts whether this is structural because when you 
watching live TV) get more experienced the user will know how to 

hide the bar 

22 Does not see a TV out socket on the PC, thinks he will x complexity problem, because of point 19 this is not a 
have to use the $-video out. " Strange this is not CSI issue for this person 
mentioned on the quick installation guide 

23 Mouse still does not work, I think I have to use connect x 
button first but the quick start guide does not mention 
this; tried to figure out how keyboard and mouse 
communicate with the infrared sensor, finally they work 
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24 Not logical you have to select the green buttons in the x 
start-up screen of media center 

25 Tests speakers, but hears no sound from the sub-woofer, x 
should be logical that it will work 

26 Power cable of the PC is quite short x Is this a country I region specific issue? 

27 Large number of cables is not convenient in your living x 
room 

28 Would like to give a name to a specific radio frequency x 
(otherwise you would have to remember which frequency 
belongs to which radio station) 

29 Searches for internet cable, would have normally bought x 
one (test person finds it logical it is not included because a 
lot of people already have one) 

Figure A7.1: Highlighted problems 

Characteristics Circumstances Consequences 

Nature Functioning use phase interpretation use as control damage target and nature 
intended 

1 Technical Malfunctioning Installation/ Not Relevant Yes Primary user No damage 
programming 

2 Technical Non-functioning Installation/ Not Relevant Yes Primary user No damage 
programming 

3 Technical Non-functioning use Not Relevant Yes Primary user No damage 

4 Technical Non-functioning use Not Relevant Yes Primary user No damage 

5 Technical Worse than use Not Relevant Yes Primary user No damage 
expected 

6 Technical Worse than use Not Relevant Yes Primary user No damage 
expected 

7 Psychological/ Malfunctioning use Not Relevant Yes Primary user No damage 
Expectations/ 
Functionality 

8 Psychological/ No Impact Installation/ Not Relevant Yes Primary user No damage 
Expectations/ programming 
Functionality 

9 Psychological/ Non-functioning Installation/ Not Relevant Yes Primary user No damage 
Expectations/ programming 
Functionality 

10 Psychological/ Non-functioning use Not Relevant Yes Primary user No damage 
Expectations/ 
Functionality 

11 Psychological/ Non-functioning use Not Relevant Yes Primary user No damage 
Expectations/ 
Functionality 

12 Psychological/ Non-functioning use Not Relevant Yes Primary user User/Non-physical 
Expectations/ 
Functionality 

13 Psychological/ Non-functioning use Not Relevant Yes Primary user User/Non-physical 
Expectations/ 
Functionality 

14 Psychological/ Worse than Installation/ Not Relevant Yes Primary user No damage 
Expectations/ expected programming 
Functionality 

15 Psychological/ Worse than use Not Relevant Yes Primary user No damage 
Expectations/ expected 
Functionality 

16 Psychological/ Worse than use Not Relevant Yes Primary user No damage 
Expectations/ expected 
Functionality 

17 Psychological/ Worse than use Not Relevant Yes Primary user No damage 
Expectations/ expected 
Functionality 

18 Psychological/ No Impact use Not Relevant Yes Primary user No damage 
Expectations/ 
Control 

19 Psychological/ No Impact use Not Relevant Yes Primary user No damage 
Expectations/ 
Control 
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20 Psychological/ No Impact use Not Relevant Yes Primary user No damage 
Expectations/ 
Control 

21 Psychological/ No Impact use Not Relevant Yes Primary user No damage 
Expectations/ 
Control 

22 Psychological/ Non-functioning Installation/ Not Relevant Yes Primary user No damage 
Expectations/ programming 
Control 

23 Psychological/ Non-functioning Installation/ Not Relevant Yes Primary user No damage 
Expectations/ programming 
Control 

24 Psychological/ Non-functioning Installation/ Not Relevant Yes Primary user No damage 
Expectations/ programming 
Control 

25 Psychological/ Non-functioning Installation/ Not Relevant Yes Primary user No damage 
Expectations/ programming 
Control 

26 Psychological/ No Impact Installation/ Not Relevant Yes Primary user No damage 
Expectations/ programming 
Attributes 

27 Psychological/ No Impact Installation/ Not Relevant Yes Primary user User/Physical 
Expectations/ programming 
Attributes 

28 Product No Impact use Not Relevant Yes Primary user No damage 
Imperfection 

29 Product Non-functioning Installation/ Not Relevant Yes Primary user No damage 
Imperfection programming 

Figure A7.2: Failure classifications of highlighted failures in the pre-existing data set 

Failures 5, 6, 14, 15, 16and17 are cases where the product performs the right 
function, but still performs worse than expected. In failure 5 the volume is lower than 
expected, in failure 6 the response is bad and failures 14-17 are all cases where the 
product acts slower than expected by the user. These are neither Non-functioning nor 
malfunctioning failures. 
The same can be said for failures 8, 18-21 and 26-28, which are failures that have no 
impact on product performance. 
Failures 26 and 27 are examples of expectation mismatches on attributes, one of 
which (27) even presents the possibility of physical injury to the user (stumbling over 
the cables). Another example of this type is the product being heavier than expected, 
which also occurs multiple times as a failure in the data set. 
Failures 28 and 29 indicate that the user likely expected those product deficiencies, 
which means they are not failures of expectation, while they are not related to 
technical defects either - thus, they are product imperfections. 
Failure 2, the missing cable, is listed as a technical failure because the contents of the 
product packaging did not match the specified contents of the product packaging 
(according to the product manual) 
There are 2 cases of failures causing non-physical damage to the user - failures 12 
and 13. In failure 12 the user is not able to watch the program that was not recorded, 
and in failure 13 the same thing can happen when the product turns out not to be 
connected while the user is trying to record a program. 
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Addendum 8: Handout used in the final practical 
model test 

Dimension A: Nature of the failure 

This dimension distinguishes between 7 types of failures that differ in how the 
situation that caused the user, the customer or one of the 4th parties to perceive a 
failure in the product came to be. 

Technical = Technical failures 
These are the classical type of failures, where (part of) the product physically breaks 
down, causing the product to no longer meet its specifications. 

Technical-psychological/environment = Technical-psychological failures 
in the environment in which the product is being used at the moment that 
the failure is perceived 
These are combinations of product imperfections and soft failures - the product is 
incapable of working the way it is intended to work in the specific environment in 
which the user is trying to use the product, expecting it to work. That the product 
does not work the way it should in that environment is a product imperfection, that 
the user does not know about the product imperfection is a soft failure. 

Technical-psychological/perception= Technical-psychological failures in 
the perception of the user 
These are combinations of hard failures and soft failures. The user perceives the 
product not to function as expected, if at all, while the failure that causes this is not in 
the product itself, but in something connected to the product that the functionality of 
the product depends on. Note that if the user knows about the defect in the connected 
product, there is no failure. 

Psychological/Expectations/Functionality = Psychological failures in the 
expectations about the product capabilities the user, the customer or a 
4th party has of the product 
These are soft failures caused by misplaced expectations about the functions of the 
product. The user, the customer of the 4th party may have been misinformed, thusly 
expecting the product to have different capabilities than it actually has. This includes 
the kinds of things the product is capable of, the extent to which the product is 
capable of them and the information the product (and/ or the product manual) 
communicates to the user. 

Psychological/Expectations/Control = Psychological failures in the 
expectations about the way the product is controlled 
These are soft failures caused by cognitive-psychological oversights in the design 
process, which cause the user to make mistakes in controlling the product, producing 
different effects than intended because the wrong product functions are being called 
upon. Even when the user knows what the product is really capable of, this failure is 
perceived if the user does not know how to use the desired product capabilities. 

Psychological/Expectations/ Attributes = Psychological failures in the 
expectations about product attributes 
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These are soft failures caused by misplaced expectations about product attributes, 
such as weight, shape, size, colour, etc. This also includes expectations about the 
inclusion of product parts/extensions that mismatch with the contents of the product 
package, while the product package does meet its specified contents. 

Product Imperfection 
These are not necessarily failures: the user is unhappy about some aspect of the 
product while it did not contradict his/her expectations of the product. An example of 
this would be a customer desiring batteries to be included when buying a flashlight, 
while knowing and accepting that they are not included. 

Dimension A: Nature of the failure 

Does the product meet its technical specifications? N~~ ___ T_e_ch_n_i_ca_I __ ~ 

Yes • Does another product 
negatively affect the - Yes+ 
performance of the 

product? 
I 

No 

• 

Does the other 
product function 
according to its 
specifications? 

Are the expectations that the one who 
perceives the failure has of the functionality and ,__N 

performance of the product accurate? 
I 

Yes 

Are the expectations that the one who 
perceives the failure has of the way in which the 

roduct is controlled or connected accurate? 

Yes • Are the expectations that the one who ,__N 

perceives the failure has of the attributes of the 

Technical-Psychological/ 
Environment 

Technical-Psychological/ 
Perception 

Psychological/ 
Expectations/ 
Functionalit 

Psychological/ 
Expectations/ 

Control 

Psychological/ 
Expectations/ 

Attributes 

product accurate? - Yes--+!.__P_r_o_d_uc_t_l_m_,p_e_rf_e_c_t_io_n____. 

Example of Technical-Psychological/Environment: Electromagnetic radiation 
interfering with TV reception through a cable. 
Example of Technical-Psychological/Perception: PC monitor is thought to be 
defective while there is a breach in the signal cable or the video card is broken. If the 
user knows about the defect in another product interfering with the 
performance of functioning of the product, it is not a failure of the 
product. 

Dimension B: Purpose for which the product was used during 
failure 

This dimension distinguishes between failures based on how the user was trying to 
use the product in the moment the failure was perceived - whether or not the user 
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was trying to use the product in a way other than those ways described in the product 
specifications. 

Dimension 8: Product (ab)use 

Was the product being used for the - ve.j Used for intended purposes I 
purposes it was designed to be used for 

at the moment the failure was perceived? -N~ Other uses 

Example of Other uses: using a knife, designed for cutting, to pry open the lid of a 
can. 

Dimension C: Damage target and nature 

This dimension distinguishes between failures based on their consequences - what is 
damaged because of the failure, and how it is damaged. 

User/Physical = Failures that can cause physical damage to the user 
These are failures that, when they occur, place the user (and possibly other people as 
well at the same time) in risk of physical injury. These failures should be taken very 
seriously. 

User/Non-Physical= Failures that can cause non-physical damage to the 
user 
These are failures that, while they do not place the user in risk of physical injury, 
damage the user (and possibly other people as well at the same time) in non-physical 
ways. These non-physical ways are violating the privacy of the user, causing the user 
to lose face, putting the user in an awkward situation, and similar occurrences. 

Non-User/Physical= Failures that can cause physical damage to people 
other than the user 
These are failures that, when they occur, place people other than the user, but not the 
user him/herself, in risk of physical injury. These failures, too, should be taken very 
seriously. 

Non-User/Non-Physical= Failures that can cause non-physical damage to 
people other than the user 
These are failures that do not place anyone in risk of physical injury, nor cause non
physical damage to the user, yet cause non-physical damage to people other than the 
user. These failures are not necessarily perceived as failures by the user, but can be 
perceived as failures by people other than the user. As such, they can be product 
imperfections or failures in the product specifications. An example would be a 
product assisting the user in violating the privacy of other people, through means 
such as recording events that help the user cross the border of ephemeral and 
transitory effects, as described in Addendum 6, A6-4. 

Environment/Physical = Failures that cause physical damage to the 
environment 
These are failures that, while they do not place anyone at risk of physical injury, nor 
cause non-physical damage to anyone, cause damage to the environment. 
Environment in this case can be both nature and the direct physical surroundings of 
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the product at the time of failure. An example would be a leak in the tank of a car 
causing fuel to spill out, polluting the ground where it falls. 

Failures that cause no damage 
Not all failures cause damage other than the general damage all failures cause, such 
as damage to the appreciation the user has of the product and the producer of the 
product, for example. Thus, these are the failures that do not place anyone in risk of 
physical injury, do not cause anyone any non-physical damage and do not cause any 
damage to the environment. 

Dimension C: Damage target and nature 

Did the failure 
victimize the user? 

I 
No 

Did the failure 
victimize other 

people? 

No 

Did the failure 
cause harm to the 

environment? 

1--Yes ,___.. 

Ye 

Did the failure 
present a risk of 
physical injury? 

I No 

Did the failure 
present a risk of 
ph sical in"ury? 

- Yes-1 
User/ 

Ph~sical 

User/ •I Non-physical 

Non-user/ 
Physical 

~-NC>--------;~ 
Non-user/ 

Non-physical 

I 

1-------Yes-s ____ ____,•-I Environment/ I 
. Physical . 

~-------No-------------1•-I No damage 

Examples of User/non-physical: breach of privacy, making the user look bad, losing 
an opportunity to do or see something. 
Examples of Non-user/non-physical: loud noise, violating the privacy of other people. 

Dimension D: Functioning during failure 

This dimension distinguishes between failures based on what the product is doing at 
the moment the failure is perceived - whether the failure is caused by action or 
inaction of the product, and if by action, what kind of action. 
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Dimension D: Functioning during failure 

Did the user desire the Did the product perform an 
t----,No----t.i 

product to perform a function? undesired function anyways? 
I 

Yes 

Did the product 
perform the function 

the user desired? 

Yes • 

Did the product 
do something 

else? 
~------~ 

,_--! N f . . I Yes 
N1 on- unct1onmg 

Ye Malfunctioning 

Did the product perform the 
function as well as or better 
than the user expected it to? 

1---Nof--- ---l .. ~I Worse than expected 

1----Yes------ No Impact 

No 

In case of a risk, classify based on what happens if it goes wrong. For example, if it is 
unclear to a user which of two buttons on a product to push, classify this failure based 
on what happens if the wrong button is pushed. 
Similarly, if the user experiences difficulty doing something, classify the failure based 
on what happens when the user does not succeed. 
If something has to be done multiple times before the right thing happens, classify it 
on what went wrong the times that it failed. Classify intermittent Non-functioning as 
Non-functioning and intermittent malfunctioning as malfunctioning, rather than 
classifying either as 'worse-than-expected'. 
If parts are missing that the user expected to be present, consider how the product 
functions without them, compared to how the product functions with them. 

Dimension E: Product use during failure or that the failure relates 
to 

This dimension distinguishes between failures based on what set of functions of the 
product are being used - installing or programming the product, which happens 
mainly during very early use, leads to different failures than ordinary usage of the 
functions of the product once it is installed and programmed. If the user notices 
something undesirable while not using the product, consider what kind of 
functionality the remark is about - is it related to something the user encounters 
during installation or programming the product, or during normal use of the 
product? 

Dimension E: Product use during failure or that the failure relates to 

How was the user 
interacting with the 

product at the moment 
the failure occurred? 

The user was installing or 
programming the product Installation/programming failure 

The user was using the normal 
functions of the product 

The user was not using the product, 
but instead noticed something undesirable about the product 

Usage failure 

Normal use 
functions 

What kind of product functionality does the failure relate to? 

Installation/ 
Programming 

functions 
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Dimension F: Control of the product during failure 

This dimension distinguishes between failures based on the circumstances under 
which the failure occurred. Whether the primary user, to whom the product has 
adapted, is using the product, whether another user is using the product, or whether 
the product is working on its own. It is only relevant for products capable of 
distinguishing between users and/ or autonomous action. 

Dimension F: Control of the product during failure 
Was the primary user of the 1.----------------, 

~Yes Primary user in control 
product controlling the product at ~----------~ 
the moment the failure occurred? 

I 
No • Was a secondary user of the 1 

~Yes Secondary user in control 
product controlling the product at ..._ __________ ____, 
the moment the failure occurred? 

I Nobody in control: 
~---Nc->-------.i 

Product was actin on its own 

Dimension G: Interpretation of the user by the product 

This dimension distinguishes whether a failure has been caused by misinterpretation 
of the desires of the user. It is the most technologically complex dimension, and is 
only relevant for those intelligent products that possess the capability to interpret the 
intent of their user - for example when the user gives the product a freeform spoken 
command or when the product tries to read the emotional state of the user. 

Dimension G: Interpretation of the user by the product 

Did the product - Ye 

correctly interpret 
what the user 
desired of it? - N 

Correct interpretation of 
the user b the product 

Incorrect interpretation of 
the user by the product 
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Addendum 9: Criticisms on the Kappa index 

While the Kappa index is very commonly used as a measure of agreement, it is still 
questionable how useful it is precisely for that purpose. The controversy of using the 
index for measuring agreement is well summarised by Uebersax (2002) [1]: 

"One can distinguish between two possible uses of kappa: as a way to test rater 
independence (i.e. as a test statistic), and as a way to quantify the level of 
agreement (i.e., as an effect-size measure). The.first use involves testing the null 
hypothesis that there is no more agreement than might occur by chance given 
random guessing; that is, one makes a qualitative, "yes or no" decision about 
whether raters are independent or not. Kappa is appropriate for this purpose 
(although to know that raters are not independent is not very informative; raters 
are dependent by definition, inasmuch as they are rating the same cases). 

It is the second use of kappa--quantifying actual levels of agreement--that is the 
source of concern. Kappa's calculation uses a term called the proportion of chance 
(or expected) agreement. This is interpreted as the proportion of times raters would 
agree by chance alone. However, the term is relevant only under the conditions of 
statistical independence of raters. Since raters are clearly not independent, the 
relevance of this term, and its appropriateness as a correction to actual agreement 
levels, is very questionable. 

Thus, the common statement that kappa is a "chance-corrected measure of 
agreement" misleading. As a test statistic, kappa can verify that agreement exceeds 
chance levels. But as a measure of the level of agreement, kappa is not "chance
corrected"; indeed, in the absence of some explicit model of rater decisionmaking, it 
is by no means clear how chance affects the decisions of actual raters and how one 
might correct for it." 

Thus, the Kappa index is only able to reliably tell whether a model is more accurate 
than chance agreements, without reliably being able to tell how much more than 
chance the level of agreement really is. 

Furthermore, the value of Kappa is influenced by the prevalence of the rated classes, 
and a skewed distribution can thus lead to values of Kappa that are not representative 
for the actual agreement level of the raters: in such cases it is possible to have a low 
value of Kappa despite the raters all being very accurate and with high agreement. 

There is also the issue of the assumptions that Cohen's kappa is based on. Most 
notably, Cohen's method calculates the expected number of chance agreements based 
on the assumption that the raters are aware of the base rates of occurrence for each 
class and randomly assign classes according to that distribution. (Meyer, 1997) 
The definition of chance used by Cohen has also been referred to as the "fixed 
marginals" model. (Brennan, 1981) The problem with this assumption is that it does 
not give raters credit for judgements that are independently agreed on through 
parallel lines of reasoning, and which eventually form the base rates. Meyer (1997) 
states this more eloquently: 
''A problem with this approach is that it does not give raters credit for judgments 
that are independently agreed on and that actually produce the marginal 
distributions of scores. For instance, raters could initially expect that an m score is 
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as likely to be present as absent on each response in a sample. However, their 
independent, expert judgments may determine that in fact mis very rare, being 
present in just 5% of the responses. Kappa gives the raters no credit for the parallel 
reasoning and agreement process that would be inherent in establishing this 
observed base rate. Instead, kappa ''penalizes" the raters by using the extreme base 
rate that was independently agreed on to now define the chance agreement level the 
raters must surpass (Brennan & Prediger, 1981; Zwick, 1988). This is done under 
the presumption that such a chance rate could have been obtained had the raters 
known the marginal base rates beforehand." 

An alternative approach to correcting for chance agreements is to calculate a variant 
of kappa based on "free marginals" (Brennan, 1981), in which the assumption is made 
that raters have no prior knowledge about base rates at all, making the probability of 
chance agreement in a dimension with n classes equal to 1/n. 

Another alternative available for Kappa is the Specific Agreement index (Addendum 
10) 
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Addendum 10: Specific agreement index for 2 
raters and polytomous ratings 

The specific agreement index is an alternative method to Cohen's kappa, which is also 
able to evaluate individual classes and so give more information about the tested 
model. To explain how it is calculated, again (as in Addendum 5) consider a 
dimension with 2 values, A and B, and 2 raters, 1 and 2. When they rate according to 
this dimension there are 4 possible outcomes, 1A2A, 1A2B, 1B2A and 1B2B, which can 
be listed in a table: 

1A 1B Total 
2A c D C+D 
2B E F E+F 
Total C+E D+F C+D+E+F 

C, D, E and F are the numbers of occurrences for each combination. C and F on the 
diagonal are the agreements, the rest (D and E in this case) are disagreements. Thus, 
the classic agreement percentage would be (C+F)/(C+D+E+F) 

The specific agreement index considers the agreement on a specific class, so with 2 
classes there are 2 indices: 

A· C 
· ((c+n);(c+E)) 

B· F 
. ((E+F);(D+F)) 

When both of these values are high, the model can be considered to be good - in case 
of chance agreements in a skewed distribution of values, the general agreement will 
be high, as Cohen (1960) also commented. But in that same situation only one of the 
specific agreement indices will be high. Thus, the joint consideration of the specific 
agreement indices can also indicate whether agreement between raters is higher than 
chance, as well as giving a measure of the amount of agreement and being able to 
assess individual classes within a dimension. Uebersax (2002) [2] 

For the situation with multiple classes in the dimensions that are being rated, the 
specific agreement index is calculated by collapsing the data into a 2-category model 
like the one described above, by making 2 categories like 'class A' and 'not class A' 
when calculating the specific agreement index on class A. 

It should be noted that there is still the possibility that the agreement indices deviate 
from the actual agreement indices based on the finite sample size of the experiment. 
For this reason, a confidence interval is calculated with 95% confidence on the value 
of the actual specific agreement indices. This interval is formed by taking the 
calculated values of the specific agreement indices and adding or subtracting twice 
the standard deviation for the upper and lower bound of the interval respectively. 

The formula for calculating the standard deviation of agreement indices is: 
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~ STDEV = ~-----;:;----- (Montgomery, 1999) 

Where "a" is the agreement index and "n" is the number of ratings. For the total 
agreement index this is the total number of ratings - for the specific agreement 
index, however, it is the average number of ratings assigned by both raters being 
evaluated to the specific class being evaluated. Or, in case of the negative specific 
agreement index, the average number of ratings assigned by both raters being 
evaluated to classes other than the specific class being evaluated. 
For reliability of the confidence interval it is recommended that both the number of 
agreements and the number of disagreement exceed the value of 5. (Montgomery, 
1999) 

A10.1: Chance and the specific agreement indices 

While the joint consideration of the positive and negative agreement indices already 
account for chance by requiring both to be high, a measure of reliability can be 
calculated using the free-marginal model of chance to determine the expected 
number of chance specific agreements. This number can be calculated as follows 
(using the same table as above - keep in mind that 'B' is 'not-A'): 

Expected positive agreements A: 
E(A+ )=_!_x ((C+D)+(C+E)) 

n 2 
Expected negative agreements not-A: 
E(A - )= n-I x (C+D+E+F)-((E+F)+(D+F)) 

n 2 
Where n is the number of classes in the non-collapsed model. 

The specific reliability indices for class A are then given by the following formulae: 

A' · C-E(A' l 
. ((C+D)+(C+EJ -E(A+) 

2 

A-· F-E(A- ) 
. (C+D+E+F)-«c+D)+(C+E)) _E(A- ) 

2 

For the positive index, the number of agreements on a failure being in class A minus 
the expected chance agreements, are divided by the average number of failures both 
raters have assigned to class A minus the expected chance agreements. 
For the negative index, the number of agreements on a failure not being in class A 
minus the expected chance agreements, are divided by the total number of failures 
that were rated minus the average number of failures both raters have assigned to 
class A minus the expected chance agreements. 

While both these indices are o in case of pure chance, they each give results on a 
different scale. For a dimension with N classes: 
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A
+ 1 

1~ ~---
N -1 

1 ~A- - ~ -(N -1) 

They can be scaled to the standard [1, -1] scale in the following way: 

A+ = A+ - (N - 2) x _!__ x fl A+ I- A+) scaled 2 ~ 

A;caled = A- + ( ~ ~ ~) x ~ x ~A - 1- A- ) 

A10.2: measuring multi-rater agreement on categorical 
data using the method developed by Fleiss 

For a situation with k subjects, n>2 raters and c categories, Fleiss (1971) proposes the 
following formula for calculating the combined kappa score ( ( c ): 

, t.t.kJ -kx nx(I + (n-l)x t,PJ] 
k_. ~ kx nx (n-l)x(l- t,pJ] 
Where kij is the number of raters that assigned the ith subject to the jth category (i=l, 
2, ... , k andj=l, 2, ... , c) and pj is the proportion of all assignments to the jth category, 
which is calculated using the formula: 

k 

Iku 
i= I p - --

j - nxk 
Shoukri (2004) shows that the formula can be simplified by splitting it up: 

k =Po - Pe 
me 1- Pe 

k c 

LLki -nxk 
i =I j= I p = --'------~-~ 

0 kxnx(n - 1) 
c 

Pe = LP~ 
J= I 

Where Po is the proportion of agreements between all raters and Pe is the proportion 
of agreements between raters attributable to chance according to the fixed-marginal 
model of chance which was also used by Cohen (1960) 

Besides this, Fleiss (1971) also proposes the following formula for calculating the 
fixed-marginal kappa index on a single category with multiple raters: 

k 

Iki -k x n x p1 x(l+(n-l)xpJ 
k =-i=_I_-----,~---,----...,-----.-~ 

1 kxn x (n-l) x p1 x(l- pJ 
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Aside from the assumptions on the model of chance, this index can be compared to 
the average free-marginal positive specific reliability index. 

Neither Fleiss (1971) nor Shoukri (2004) make any mention about how the variance 
of these joint agreement indices should be calculated. Shoukri (2004) claims about 
this: "Construction of confidence intervals on kmc has been difficult due to the fact 

that a variance of kmc' even asymptotically, is not available." 

This leaves only experimental statistics to estimate a confidence interval for the joint 
agreement. 
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Addendum 11: Determining the number of ratings 
to be used for the model test 

Since for the model test the calculated specific agreement index will be giving the 
most useful data, it will be used in the determination of the sample size. The specific 
agreement index is, like the agreement index, a proportion, and thus the standard 
formula from Addendum 10 can be used to determine the standard deviation. This 
leads to the following relation between the number of ratings and the standard 
deviation: 

Standard deviation vs. number of ratings 

0,54 ~------------------------. 
0,52 +----------------------------< 

0.5 - -------------------------------{ 
0.48 -U---------------------------1 
0,46 - ---------------------------1 
0,44 - -------------------------< 
0,42 -·------------------------------! 0.4 . __________________________ _____, 

0,38 +1---------------------------l 
0,36 ·-·--------------------------·-c 0,34 ....._ ________________________ __, 

~ 0,32 -----------------·------·-----
~ 0,3 
.g 0,28 ----·---------------------i 
i! 0,26 +._---------------------------1 
.g 0,24 + ...... -----------------------
li 0,22 +--~~------------------------! 
• 0,2 +--"l~-----·---------------------1 

0,18 on. 
0,16 .... 
014 +-·-'llk-------------------------~ 0:12 ,__ _ _,,.--....._ _____________________ --1 

0.1 ~~---~~~~~ 0.08 ~ 

0,06 +----
0,04 +------
0,02 +------------------------ - -

0 +------..-----...---...---------------1 
0 20 40 60 BO 

number of ratings 

100 120 140 160 

-+-- 50% agreement 

_._ 30% or 70% agreement 

10% or 90% agreement 

As can be seen, with higher agreement between raters less ratings are required to get 
a small standard deviation. At about 25 ratings, even the worst case in terms of 
variance (50% agreement) is at a value of the standard deviation of o,L This would 
leave a broad 95% confidence interval of 0,2 around the mean index. 

As mentioned in Addendum 10, for the specific agreement index the number of 
ratings relevant for the confidence interval is the number of ratings per class, which 
means the number of ratings of the class with the least ratings should be at least 
equal to 25 to assure a 0,1 or smaller standard deviation for all classes. Complicating 
factor here is that the ratings are not equally divided amongst all the classes in the 
model - thus, an assumption needs to be made about the distribution of ratings 
amongst the classes. Since there are no guidelines for this, the assumption will be 
kept simple: that the class with the lowest number of ratings contains half the average 
number of ratings per class. 

The model for the test contains both rare and common classes (see 5.1), but 
considering the lack of time and resources only the common classes will be 
thoroughly tested. The dimension with the most common classes is Dimension A, 
which has 5 common classes. For the class with the least ratings to have 25 ratings, 
under the assumption the average number of ratings per class needs to be 50 or 
more. With 5 common classes, that means that the number of ratings to accurately 
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test the model on all classes should be at least 250. Even with the unrealistic 
assumption of a perfectly uniform distribution of ratings amongst the classes, the 
absolute minimum number of ratings required is 125 - in the worst case of around 
50% specific agreement on the class with the least ratings. 

Unfortunately, the number of ratings available for this test is only 149, taking into 
account how much time can be demanded of the raters lending their aid to the test. 
Consequence of this is that conclusions will have to be drawn very carefully, 
concluding in some places that there simply is not enough data available to make a 
judgement about part of the model, especially if the specific agreement percentage is 
close to 50%. Experimental statistics may possibly lead to a probable smaller 
confidence interval in case of few ratings, but this is not to be relied upon, being 
experimental. 
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Addendum 12: Rater consistency 

The model test contained several duplicates, which have been used to evaluate the 
consistency of the raters participating in the model test. Low consistency can be 
caused by ambiguity of the failure descriptions or a lack of understanding of the 
model. It should be noted that the duplicates were worded differently each time, 
which could also be a factor in the variation. The duplicates will be discussed here in 
coded form - using the same coding as in chapter 5.2. 

The first duplicate is the failure of the product being heavy, thus heavier then 
expected given the assumption on expectations used in the test. The product being 
heavy is also only an issue when the user carries the product, which is during 
. ll . h t "t 1 msta at10n w en It IS pu on Is pace. 
Failure Description Comments (added details) 
number 

19 Remarks box is heavy. 

43 "Heavy product" 

107 Pc is heavy 

Rater A Rater B Rater C Rater D 
failure 
number A B c D E F G A B c D E F G A B c D E F G A B c D E F 

19 6 1 6 4 1 1 1 6 1 6 4 1 1 1 6 1 6 4 1 1 1 6 1 1 3 1 1 
43 6 1 6 4 1 1 1 6 1 6 4 2 1 1 6 1 6 4 1 1 1 6 1 1 4 2 1 

107 6 1 6 4 1 1 1 6 1 1 4 1 1 1 6 1 6 3 1 1 1 6 1 1 3 2 1 

G 
1 
1 
1 

As can be seen, rater B has 2 inconsistencies on dimensions C and E, rater C has 1 

inconsistency on dimension D and rater D has 2 inconsistencies on dimensions D and 
E. On dimension C, there is doubt whether the heaviness of the product could cause it 
to be dropped and so cause injury (user/physical) or whether the weight of the 
product does not cause any significant increase in the chance of dropping the product 
(no damage). On dimension D, raters C and D doubt between worse-than-expected 
functioning and no impact on functioning. The product is heavier than expected, but 
does the weight of the product have any impact on the functioning of the product? 
Finally, raters Band D doubt whether it is an installation/programming or usage 
failure - which has already been covered in the introduction to this failure. 

The second duplicate is the failure of the wait during installation being about 10 
. t h" h. 1 th d mmu es, w IC IS onger an expecte 

Failure Description Comments (added details) 
number 

14 I' am not going to wait 9 min. how to abort this (windows installation is being completed on the 
(doesn't succeed) This don't need to take so media center PC) 
long, I want to continue 

51 "Waiting I 0 minutes? Is that logical?" (during wait period in software installation) 
68 It takes too long to install the PC. 

Rater A Rater B Rater C Rater D 
failure 
number A B c D E F G A B c D E F G A B c D E F G A B c D E F G 

14 4 1 6 3 1 1 1 4 1 2 4 1 1 1 4 1 6 4 1 1 1 6 1 6 3 1 1 1 
51 4 1 6 3 1 1 1 4 1 2 4 1 1 1 5 1 6 3 1 1 1 4 1 6 3 1 1 1 
68 4 1 6 3 1 1 1 4 1 2 4 1 1 1 7 1 6 4 1 1 1 4 1 6 3 1 1 1 
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Here raters A and B are both consistent, rater C has variation on dimension A and D 
and rater D has 1 inconsistency on dimension A. It is unclear what could have caused 
this variation on dimension A, except in case of rater D where it could be uncertainty 
in early use of the model - considering that the latter duplicates where rated 
consistent and correctly. Dimension C has been rated consistently by all raters, 
although B judges the wait during installation to cause non-physical damage to the 
user, rather than merely dissatisfaction with the product performance. This is a valid 
line of reasoning when the time of the user is considered an immaterial resource that 
is being wasted while the user waits. It could however also be argued that the user can 
do something else during that time, which would have this failure cause no damage 
other than irritation. This ambiguity could be resolved by giving a clear definition of 
what exactly constitutes non-physical damage. The final issue on this failure is in 
dimension D: is the functioning or performance worse-than-expected or is there no 
impact on functioning or performance? This ambiguity is likely to be caused by the 
consideration of whether or not the speed of installation (in this case through an 
automated process entirely controlled and dependant upon the product) is part of the 
product performance. 

The third duplicate is the failure that the image quality on the TV was bad, which was 
caused by the media center PC giving the image signal in a resolution that the TV 
could not handle. 
Failure Description Comments (added details) 
number 

17 "text is hard to read/unclear" "I need to get (Connected TV cannot handle the resolution of 
close to the screen to read it" the image offered by the PC, resulting in a fuzzy 

picture making text hard to read.) 

27 Remarks the TV image is not sharp.Thinks the (User accepts the bad image quality later 
readability of the letters is lousy, thinks he can ( 60:00) and blames the TV - another TV would 
improve it later by adjusting settings. Remarks give a better result, according to the user.) 
the quality of the images & colours is also lousy 
(no smooth transition) 

Rater A Rater B Rater C Rater D 
failure 
number A 8 c D E F G A 8 c D E F G A 8 c D E F G A 8 c D E F G 

17 2 1 6 3 2 1 1 4 1 2 4 1 1 1 1 1 6 1 1 1 1 6 1 6 3 2 1 1 
27 2 1 6 3 2 1 1 4 1 2 4 1 1 1 1 1 6 4 1 1 1 6 1 6 3 2 1 1 

Here only rater C has one inconsistency on dimension D, but variance between raters 
is considerable. On dimension A, rater A places the failure in the link between the 
product and the TV, with the signal sent by the media center PC being simply 
incompatible with the TV - while rater C argues that it is a technical failure because 
with the commonality of TVs is should be compatible - the real question is, of course, 
is it in the specifications? If it is not in the specifications then the specifications are 
arguably incomplete, but that is not by definition a technical failure. If, however, it is 
in the specifications then it is a technical failure - thus this disagreement is caused by 
lack of access to the precise specifications of the product and the resulting 
assumptions of what is and is not in the specifications. Rater B also identifies a 
problem with the functionality, but places this in the expectations of the product 
being inaccurate - rater D considers it an attribute, the reasons for which are unclear. 
It is unclear what causes the wide variance on dimensions D and E on this duplicate, 
although it may possibly be related to the complexity of the failure. 
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The fourth duplicate is the failure of a cable missing from the box in which the 
product was packaged that is necessary to connect the media center PC to a TV - the 
cable was not included in the specified contents of the box, while users did expect it to 
be included - thus this failure is a non-technical failure. 
Failure Description Comments (added 
number details) 
5 These is no cable to connect the TV. Would contact the store to tell that (Box does not 

TV cable is missing (Gave her a cable, and told that TV must be on front specify the cable as 
Y/C) That's bad, no TV cable. Should be standard supplied. part of its contents) 

23 Sees that TV connection is missing, looks for cable in box again, cannot find 
it. Suggests that it might be a wireless connection, but immediately knows 
the TV is lacking this option. Finds on the guide that he needs a video cable, 
knows to select SVHS from the box provided by the observers. 

48 No idea what cable is needed for connection with TV: "Is it included?" a (cable is not 
would call neighbor for help in stead of helpdesk because "I am the cause of included) 
the problems" 

60 Not clear which cable I have to use to connect the PC to the TV, Looks for 
cable to connect PC to the TV, according to the quick installation guide it 
should be included. Would normally go back to the shop and ask why this 
cable is not included (cable provided by the observers) 

95 PC seems to be started but still no screen, at home she would have asked 
for help a cable provided for PC - TV connection, Stupid that such TV 
cable is not supplied 

110 'There is no TV cable" "I would expect it to come with some sort of TV 
cable" 

Rater A Rater B Rater C Rater D 
failure 
number A B c D E F G A B c D E F G A B c D E F G A B c D E F G 

5 6 1 6 1 1 1 1 7 1 6 4 1 1 1 7 1 6 1 1 1 1 6 1 6 4 1 1 1 
23 6 1 6 1 1 1 1 6 1 6 4 1 1 1 4 1 6 4 1 1 1 5 1 6 4 1 1 1 
48 6 1 6 1 1 1 1 6 1 6 4 1 1 1 3 1 6 1 1 1 1 6 1 6 4 1 1 1 
60 6 1 6 1 1 1 1 6 1 2 4 1 1 1 1 1 6 1 1 1 1 6 1 6 4 . 1 1 1 
95 6 1 6 1 1 1 1 6 1 2 1 1 1 1 1 1 6 1 1 1 1 5 1 6 4 1 1 1 

110 6 1 6 1 1 1 1 6 1 2 4 1 1 1 5 1 6 3 1 1 1 5 1 6 4 1 1 1 

There are a lot of inconsistencies on the classification of this failure, particularly for 
rater C on dimension A. It is unclear what exactly causes the variance on dimension 
A, except for rater D - the cable as part of the product that was expected to be 
supplied but was not supplied and not specified to be included makes this failure a 
case of 'missing parts that were expected to be included' which the hand-out 
delivered with the test defines as an attributes failure, class 6. The cable that was 
missing in this failure, however, was used for connecting the product, which may 
have caused a mistaken classification into class 5 which deals with expectations about 
how the product is to be connected. This kind of misclassification could possibly be 
reduced through some training and more familiarising with the model. The 
disagreement between the raters on dimension D is likely to be caused by 
carelessness: the reasoning to classify this failure as 'no impact' would be that such a 
cable can be bought and the product functions normally afterwards, but the 
classification hand-out clearly states that in case of missing parts the failure should 
be classified based on the functioning without the missing parts. In this case, the TV 
will have no signal without the cable connecting the media center PC to the TV, and 
thus should be classified as non-functioning. 
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The fifth duplicate is that the screen turns black during playback of a recording - this 
. db b . h ftw h h . 1 £ ·1 is cause 1ya ugmt eso are, t us it is a tee mca a1 ure. 
Failure Description Comments (added 
number details) 
74 When resuming the time shift the TV screen is black but the sound hard failure, software 

continues, test person has no idea why. When stopping and then bug? 
resuming the image is back 

86 Programmed recording with the EPG has been recorded twice for only relates to one tuner 
one minute (while the test person has selected to record an entire (the user has missed 
program), He tried to record two different channels at one moment, with the rest of the 
only one tunner it is not a success recorded program) 

146 When stopping and resuming the recording the screen turns black a "this Check if this is 
is not good" (error in the software) structural 

Rater A Rater B Rater C Rater D 
failure 
number A B c D E F G A B c D E F G A B c D E F G A B c D E F 

74 1 1 6 2 2 1 1 1 1 2 2 2 1 1 1 1 6 1 2 1 1 1 1 6 2 2 1 
86 1 1 6 1 2 1 1 1 1 2 2 2 1 1 1 1 6 1 2 1 1 1 1 6 2 1 1 

146 1 1 6 1 2 1 1 1 1 2 2 2 1 1 1 1 6 1 2 1 1 1 1 6 2 2 1 

Ratings here are mostly consistent, except for ratings on dimension D between the 
raters - this is a problem with interpretation, as the screen does not display a signal 
(non-functioning) and it turns black while it should not (malfunctioning) - this 
ambiguity may possibly be resolved by making non-functional preferential in those 
cases where multiple interpretations are possible. 

Th 1 td r t . th 1 k f e as up ica e is e ac 0 t an au oma ic searc hfu f nc ion on th era 10. 
Failure Description Comments (added details) 
number 

77 Not clear how the PC searches for radio (user also remarks there is no way to know 
stations, you would expect it will stop when whether the PC is actually searching or not -
finding a new frequency "nothing is displayed") 

124 Scanning for channels could be automatically 
done without the user 

141 Installation of radio stations not easy to use, Check how important the radio function is for 
automatic search would be convenient users 

Rater A Rater B Rater C Rater D 
failure 
number A B c D E F G A B c D E F G A B c D E F G A B c D E F 

77 4 1 6 1 1 1 1 4 1 6 4 2 1 1 5 1 6 3 1 1 1 4 1 6 3 2 1 
124 4 1 6 1 1 1 1 4 1 6 4 1 1 1 5 1 6 3 1 1 1 4 1 6 3 1 1 
141 4 1 6 1 2 1 1 5 1 2 4 1 1 1 5 1 6 3 1 1 1 4 1 6 3 2 1 

G 
1 
1 
1 

G 
1 
1 
1 

On this failure the rater C is entirely consistent and the other raters are mostly 
consistent - although some differences between the raters do exist. On dimension A, 
there is disagreement between whether it is a functionality failure or a control failure 
- is the media center PC not capable of searching automatically, or does the user 
simply not know how to access the function? If the raters had had access to the 
technical specifications of the media center PC they would have known and thus have 
been less likely to disagree on this failure. The disagreement on dimension D is 
caused again by interpretation: the product does not have an automatic search 
function while the user does expect one (non-functioning), but without this 
functioning radio stations can still be found (no impact) although it takes more effort 
from the user to do so (worse-than-expected). 
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Addendum 13: Specific Reliability indices 

These indices are not included in the main part of the report because they are 
experimental - the results are scales to a [1,-1] scale: 

s T R r bTt · d. D. A 1pec11c e 1a 1 iry in ices 1mens1on 

test-
AB BC CD AC BD AD averaoe retest 

Dimension A - class 1 0,42 0,08 0,09 0,34 0,17 0,05 0,19 0,65 
Dimension A - not class 1 0,84 0,58 0,61 0,63 0,87 0,75 0,71 0,83 

Dimension A - class 2 -1,00 -1,00 -1,00 0,00 -1,00 0,22 -0,63 0,83 

Dimension A - not class 2 0,87 0,70 0,67 0,67 0,92 0,89 0,79 0,97 

Dimension A - class 3 -1 ,00 -1,00 -1 ,00 -1 ,00 -1 ,00 ##### #DIV/O! #DIV/O! 

Dimension A - not class 3 0,97 0,84 0,87 0,87 0,97 1,00 0,92 1,00 

Dimension A - class 4 0,65 0,10 0,10 0,17 0,53 0,62 0,36 0,86 
Dimension A - not class 4 -0,04 -0, 16 -0, 14 -0,12 -0, 11 -0,05 -0,10 0,55 
Dimension A - class 5 0,60 0,16 0,33 0,30 0,40 0,56 0,39 0,86 
Dimension A - not class 5 0,05 -0,22 -0,17 -0,22 -0,05 -0,02 -0, 10 0,57 

Dimension A - class 6 0,55 0,36 0,29 0,31 0,50 0,50 0,42 0,71 

Dimension A - not class 6 0, 18 -0,03 -0,02 0,19 -0,03 0,21 0,08 0,69 

Dimension A - class 7 0,22 -1 ,00 -0,26 -0,22 -1,00 0,38 -0,31 0,66 

Dimension A - not class 7 0,78 0,61 0,52 0,55 0,64 0,75 0,64 0,86 

S f R r bl . d" D ;pec1 1c e 1a 1 1tv in ices imension B 

test-
AB BC CD AC BD AD average retest 

Dimension B - class 1 1,00 0,99 0,95 0,99 0,96 0,96 0,98 1,00 
Dimension B - not class 1 ##### -1,00 -1,00 -1 ,00 -1 ,00 -1 ,00 #DIV/O! #DIV/O! 

Dimension B - class 2 ##### -1,00 -1 ,00 -1,00 -1 ,00 -1 ,00 #DIV/O! #DIV/O! 

Dimension B - not class 2 1,00 0,99 0,95 0,99 0,96 0,96 0,98 1,00 

s f R r bTt · d. D. c ;pec11c e 1a 1 1 :y in ices 1mens1on 

test-
AB BC CD AC BD AD average retest 

Dimension C - class 1 -1 ,00 ##### -1 ,00 -1 ,00 -1 ,00 -1 ,00 #DIV/O! 1,00 
Dimension C - not class 1 0,95 1,00 0,98 0,95 0,98 0,93 0,97 1,00 

Dimension C - class 2 -0,25 -1 ,00 ##### -1 ,00 -1 ,00 -1 ,00 #DIV/O! 0,51 

Dimension C - not class 2 -0,25 -0,21 1,00 0,72 -0,21 0,72 0,30 0,83 

Dimension C - class 3 ##### ##### ##### ##### ##### ##### #DIV/O! #DIV/O! 

Dimension C - not class 3 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 

Dimension C - class 4 ##### ##### ##### ##### ##### ##### #DIV/O! #DIV/O! 

Dimension C - not class 4 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 
Dimension C - class 5 -1 ,00 ##### ##### -1,00 ##### -1,00 #DIV/O! 1,00 

Dimension C - not class 5 0,98 1,00 1,00 0,98 1,00 0,98 0,99 1,00 

Dimension C - class 6 0,54 0,59 1,00 0,93 0,58 0,92 0,76 0,97 

Dimension C - not class 6 -0,83 -1 ,00 -1,00 -1 ,00 -1,00 -1 ,00 -0,97 -0,83 

average 
number 
of ratinos 

7,50 

126,50 

4,25 

129,75 

1,50 

132,50 

42,25 

91 ,75 

41 ,25 

92,75 

29,50 

104,50 

7,75 

126,25 

average 
number 
of ratinos 

132,50 

1,50 

1,50 

132,50 

average 
number 
of ratings 

0,75 

133,25 

20,00 

114,00 

0,00 

134,00 

0,00 

134,00 
0,25 

133,75 

113,00 

21,00 
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S 'f R ;pec11c eliability indices Dimension D 
average 

test- number 
AB BC CD AC BD AD averaqe retest of ratinqs 

Dimension D - class 1 0,06 0,37 0,19 0,19 0,43 0,12 0,23 0,78 27,50 

Dimension D - not class 1 -0,02 0,73 0,62 -0,03 0,80 -0,01 0,35 0,44 106,50 

Dimension D - class 2 0,07 -1,00 -1 ,00 -1,00 0,33 0, 11 -0,41 0,49 7,00 

Dimension D - not class 2 0,77 0,94 0,88 0,75 0,91 0,74 0,83 0,82 127,00 

Dimension D - class 3 0,00 -0,42 0,32 0,17 -0,20 0,37 0,04 0,74 37,75 

Dimension D - not class 3 0,59 -0, 18 -0,21 -0, 17 0,27 0,36 0, 11 0,84 96,25 

Dimension D - class 4 0,21 0,28 0,25 0,17 0,60 0,28 0,30 0,65 61,75 

Dimension D - not class 4 -0,56 -0,54 -0,15 0,14 -0,47 -0,10 -0,28 0,64 72,25 

;pec11c e 1a 1 1 :y in ices 1mens1on S 'f R r bTt . d' D' E 
average 

test- number 
AB BC CD AC BD AD average retest of ratings 

Dimension E - class 1 0,62 0,80 0,66 0,69 0,53 0,75 0,67 0,84 89,50 

Dimension E - not class 1 0,31 0,44 0,25 0,30 0,14 0,62 0,34 0,75 44,50 

Dimension E - class 2 0,31 0,44 0,25 0,30 0,14 0,62 0,34 0,75 44,50 

Dimension E - not class 2 0,62 0,80 0,66 0,69 0,53 0,75 0,67 0,84 89,50 

s ipecific Reliability indices Dimension F 
average 

test- number 
AB BC CD AC BD AD average retest of ratings 

Dimension F - class 1 0,99 1,00 1,00 0,99 1,00 0,99 0,99 1,00 133,50 

Dimension F - not class 1 -1,00 '#####. '#####. -1,00 '#####. -1,00 #DIV/O! 1,00 0,50 

Dimension F - class 2 '#####. '#####. '#####. '#####. '#####. '#####. #DIV/O! #DIV/O! 0,00 

Dimension F - not class 2 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 134,00 

Dimension F - class 3 -1,00 '#####. '#####. -1 ,00 '#####. -1,00 #DIV/O! 1,00 0,50 

Dimension F - not class 3 0,98 1,00 1,00 0,98 1,00 0,98 0,99 1,00 133,50 

S 'f R r bTt . d' D' G ;pec11c e 1a 1 ny in ices 1mens1on 
average 

test- number 
AB BC CD AC BD AD average retest of ratings 

Dimension G - class 1 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 134,00 

Dimension G - not class 1 '#####. '#####. '#####. '#####. '#####. '#####. #DIV/O! #DIV/O! 0,00 

Dimension G - class 2 '#####. '#####. '#####. '#####. '#####. '#####. #DIV/O! #DIV/O! 0,00 

Dimension G - not class 2 1,00 1,00 1,00 1,00 1,00 1,00 1,00 1,00 134,00 
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