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Abstract 
 
Spear-phishing is an often-used form of cybercrime in which personalized e-mails are 

sent to targets in order to obtain privacy sensitive information. Currently available 

countermeasures for spear-phishing generally exist of awareness raising campaigns and 

training programs. However, the increased level of awareness resulting from these 

countermeasures attenuates after a while and targets remain vulnerable (Blanksma Ceta 

& Konings, 2017; Bada, Sasse & Nurse, 2019). As solely increasing awareness is not 

an effective countermeasure for spear-phishing, this study analyzes the issue from a 

psychological point of view. Based on insights from the Heuristic-Systematic Model of 

information processing (Chaiken, 1980), the success of a spear-phishing attack can be 

explained (Xu & Zhang, 2012): Cybercriminals respond to heuristic information 

processing by implementing persuasive cues (e.g. time-pressure and authority) in order 

to suppress a targets’ systematic, and thus extensive, way of e-mail processing. As 

heuristic processing often results in overlooking important cues for detecting phishing, 

this study attempts to counter the heuristic/persuasive cues in spear-phishing e-mails. 

In other words, this research studied whether forewarning targets about authority and 

scarcity in spear-phishing has an effect on targets’ susceptibility to spear-phishing. 

Based on insights from the Persuasion Knowledge Model (Friestad & Wright, 1994) a 

countermeasure (i.e. an intervention) is created to research the effect in a highly 

ecological valid environment. Two spear-phishing e-mails were sent to 308 employees 

of an organization, and 237 of them were exposed to the intervention. Afterwards, 85 

of these participants filled out a survey in which the intervention, and the spear-phishing 

e-mails were evaluated. Results suggested that the intervention as used in this study, 

did not decrease susceptibility to spear-phishing. However, results from the survey 

indicated among others things that understanding the intervention decreases the odds 

of login. The results are discussed in relation to relevant theories, and practical 

limitations as well as implications for further research are provided.  

Keywords: cybercrime, phishing, social engineering, intervention, countering 

persuasion, persuasion knowledge model, HSM. 
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1.  Introduction 
With the development of information technology, our society has changed in many 

ways: We are more socially connected than ever before, we are always up to date with 

the latest news, education has become more openly accessible, and we are able to obtain 

knowledge at any time of the day (Aasif, Thakur, Guroo & Aadil, 2018). However, this 

bright side of information technology development is also accompanied by a negative 

side-effect. As a result of growing human trust in information systems, as well as the 

storage of large amounts and valuable data on these systems, a new form of crime arose: 

cybercrime (Packt, 2018; Graham, 2018). Cybercrime can be defined as “any illegal 

behaviour committed by means of, or in relation to, a computer system or network […]” 

(Olayemi, 2014, p.118), and is argued to partially replace offline forms of crime; Since 

the emergence of cybercrime, a drop in traditional forms of crime (e.g. burglary, theft, 

and money laundering) is observed (CBS, 2018; Farrell & Birks, 2018; Caneppele & 

Aebi, 2017; Button & Cross, 2017). 

 The number of reported encounters and the resulting financial impact of 

cyberattacks is growing (Graham, 2018). In 2016, cybercrime was the 2nd most reported 

economical crime globally (PWC, 2018), with a resulting damage of $3 trillion; a 

number which is expected to be already doubled by 2021 (Morgan, 2017). Although 

cybercrime occasionally affects individuals, the impact of a cyber-attack is 

substantially larger for businesses as it may lead to serious reputational damage or the 

loss of privacy sensitive data, besides financial damage (Forbes, 2017). LinkedIn for 

example, lost the account details of approximately 117 million accounts at a major 

security breach in 2012 (Trend Micro, 2017). Similarly, the Dutch UWV (employee 

assurance agency) lost 177000 resumes this year as a result of a data leakage, and 

personal banking details and social security numbers from 100 million clients were 

stolen from Capital One after an immense hack (RTL, 2019).  

In order to deploy a cyberattack, cybercriminals have several options. The most 

well-known attacks are of technological nature, which means that a computer is used 

to attack other computers (Gordon & Ford, 2006). Among these technological attacks 

are Distributed Denial of Services (DDoS; which is often used to shut down or slow 

down systems), the distribution of malicious software (malware), and various types of 

hacking networks and systems (Bendovschi, 2015). In contrast to these attacks, another 

category of cybercrime is used in approximately 90% of reported cyber incidents: 
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phishing (Verizon Enterprise, 2017; PhishMe Inc. 2016). Phishing is used as a means 

to obtain privacy sensitive information from targets. The difference with DDoS, 

malware and hacking (synthetic and physical attacks) is that Phishing is a semantic type 

of attack: it targets the way human beings assign meaning to content (Schneier, 2000). 

So, instead of indirect targeting (e.g. a hacker breaching into a system to obtain data), 

a human being is targeted directly. In other words, a computer is used to attack humans 

and it requires the targets action to be infectious (Infosec Institute, n.d.).  

In order to prevent people and organizations from falling victim to a phishing 

attack, an effective countermeasure is needed. As the success of a phishing attack is 

merely the result of human failure (Verizon Enterprise, 2016; Hong, 2012), a 

countermeasure for phishing should mainly focus on non-technological factors (Akbar, 

2014). Currently available non-technical countermeasures are security awareness and 

training programs such as Veilig Zakelijk Internetten (Secure Internet in the Business 

Environment; Cyberstatus, n.d.), Alert Online (NCTV, 2018), and Veilig Internetten 

(Secure Internet; Rijksoverheid, 2019). These countermeasures generally aim to 

increase awareness about phishing, by informing about potential threats. However, the 

problem with currently available countermeasures is that their effectiveness is 

frequently debated, as the increased level of awareness attenuates over time (Bullee, 

2017; Maasakker, 2017; Blanksma Ceta & Konings, 2017; Bada, Sasse & Nurse, 2019).  

So, in order to create a countermeasure which is effective in the long run, it is 

important to understand why phishing e-mails are successful. From a technological 

point of view, phishing e-mails are constructed with several techniques (e.g. link 

manipulation and website forgery) in order to make an e-mail appear to come from a 

legitimate source, or lead to a legitimate webpage (Infosec Institute, n.d.). From a 

psychological point of view, the success of phishing e-mails can be explained by the 

Heuristic-Systematic Model of information processing (HSM; Chaiken, 1980). 

According to this model, humans tend to use the heuristic and/or systematic route when 

processing information. Whereas the systematic route is based on extensive and careful 

examination of the message content, the heuristic route is based on simple cues and 

sub-conscious decision rules (Vishwanath, Harrison & Jie Ng, 2018). Reading and 

scanning e-mails usually relies on heuristic processing of information, similarly to a 

large part of human behavior as it fast, frugal and rather effortless (Cherry, 2019). 

However, the problem when reading e-mails is that the usage of heuristics often results 

in overlooking important cues for detecting phishing. Cybercriminals tend to take 
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advantage of this process, by providing deceptive heuristic cues in phishing e-mails 

(Xu & Zhang, 2012) in the form of persuasion (e.g. “Experts are usually correct”, or 

“If other people believe it, then it is probably true”). Phishing e-mails which integrate 

these persuasive techniques are called spear-phishing e-mails.  

The most commonly used persuasion strategies as described in social psychology 

are proposed by Cialdini & Goldstein (2002). From these principles, scarcity and 

authority appear to be most effective and most often used in relation to phishing (Kim 

& Huyn Kim, 2013; Akbar, 2014; Ferreira & Teles, 2019; Zielinska et al. 2016; Bullee, 

2017). These persuasion principles are effective because they unconsciously modify 

targets’ beliefs, values or attitudes (Simons, 1976), which is based on the heuristic route 

of processing information. So, in order to counter spear-phishing, and prevent people 

from falling victim to spear-phishing attacks, this study attempts to forewarn targets 

about the occurrence of persuasion in spear-phishing e-mails. In order to do so, an 

intervention will be created based on insights from the Persuasion Knowledge Model 

(PKM; Friestad & Wright, 1994). PKM describes that in addition to knowledge about 

persuasion, targets should be presented with if-then procedural knowledge in order to 

be able to cope with suspicious situations. By means of the intervention, this study 

researches whether forewarning people about scarcity and authority in spear-phishing 

e-mails in combination with providing people with if-then procedural knowledge, has 

an effect on their susceptibility to spear-phishing. In sum, this study aims to research 

the following question:  

 
RQ: What is the effect of forewarning people about scarcity and authority in 

spear-phishing e-mails in combination with presenting coherent if-then 

procedural knowledge, on their susceptibility to phishing? 

 
As there is a need for a highly ecological valid study (Caputo et al. 2013; Rhee, Ryu, 

Kim, 2012) this intervention will be tested in a real-life organizational setting. The 

results from this study add to current literature on resistance to persuasion. 

Additionally, this study leads to insights about how to effectively counter spear-

phishing e-mails. The remainder of this report describes additional background 

information about phishing as well as an overview of relating literature in chapter 2, 

the research methodology in chapter 3, results of the study in chapter 4, and a discussion 

and conclusion in chapter 5.  
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2. Literature Research & Background Information 
 
2.1 History & definition of phishing  

Phishing has been one of the fastest growing fraudulent methods within the field of 

cybercrime. The term has been coined first around 1995 (Purkait, 2012), after which it 

started off as an algorithm-based method to access data. In all likelihood, the term 

phishing is derived from the word fishing, a concept with a similar meaning: tricking a 

target into biting the bait (James, 2005). From 2000 onwards, cybercriminals started 

using e-mail as a means to trick targets, as it was less expensive and easier to use. From 

that moment on, phishing advanced. Even though the first phishing e-mails were full 

of (spelling) mistakes, nowadays, phishing e-mails are hard to distinguish from 

legitimate ones. As of 2003, phishing e-mails advanced even more when domain 

spoofing was used for the first time. Domain spoofing is based on the impersonation of 

domains in order to make an e-mail appear to come from a legitimate source (e.g. when 

a logo and the visual design of a company is used by the attacker; Syscloud, 2018). 

Although phishing is a commonly used concept, a conceptual definition only emerged 

from 2014 onwards when Lastdrager (2014) defined phishing as ‘a scalable act of 

deception whereby impersonation is used to obtain information from a target’ (p.8).  

In order to increase the chance of successfully obtaining information from a 

target, cybercriminals follow a number of steps (Intel Security, 2015). After carefully 

gathering information about the potential target (e.g. name, interests), the ‘phish’ is 

carefully constructed. Subsequently, the attack is started by sending the phishing e-mail 

a large number of e-mail adresses. The target of the e-mail is usually asked to comply 

with a request for which the target needs to visit a webpage. This webpage can be visited 

by clicking a button or URL in the e-mail, after which a target most often needs to login. 

Occasionally, phishing e-mails contain ‘to be downloaded’ attachments, which install 

malware on a victim’s computer when downloaded (Defence Intelligence, 2017). 

Important to note is that human interaction with the e-mail is almost always needed in 

order for a phishing e-mail to be able to infect the target; it is not infectious by only 

reading or opening the e-mail (Infosec Institute, n.d.).  

 

2.2 Phishing categories 

Currently, several forms of phishing exist, of which vishing, smishing, spear-phishing, 

cloning, and whaling are most commonly employed (Syscloud, 2018; Phishing Box, 
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2013). Vishing and Smishing represent forms of phishing for which a telephone is used 

in order to carry out the phishing attack. Vishing means voice phishing which is 

practically the same as phishing, however, instead of an e-mail, the phish is performed 

over the phone. With information available on social media and the internet, attackers 

pretend to be from a banking company or other institute and try to obtain personal 

information from the victim. With smishing, the attack is placed via SMS. After 

clicking a link in the received text message, the target is redirected to a fake webpage 

and tricked into providing personal information. The third category, cloning, is based 

on the idea of using previously sent legitimate e-mails, and replacing the legitimate 

URL of that e-mail by a malicious link or attachment. The cloned e-mail is then sent 

from an e-mail address that appears to come from the original sender. The two last 

categories are pretty similar, as spear-phishing and whaling are both constructed by 

means of personalized content, in order to increase the success rate of the phish. 

However, whereas spear-phishing e-mails are usually sent to a larger group of people, 

whaling e-mails are directly targeted at CEO’s or other high-profile targets within 

businesses.  

From these five mentioned categories of phishing, spear-phishing e-mails are 

deployed most often (Symantec, 2018). Spear-phishing e-mails are the cause of 

enormous data leaks, reputational damage and financial damage (Forbes, 2017; 

Retruster, n.d.), and the average financial impact of a successful spear-phishing attack 

is estimated to be $1.6 million (Fire Eye, 2016). To minimize the impact of spear-

phishing, and to be able to protect humans from falling victim to these attacks, there is 

a high need for effective countermeasures.    

 

2.3 Currently available countermeasures  

Currently available countermeasures for spear-phishing can be categorized into 

technical and non-technical countermeasures (Akbar, 2014). However, as spear-

phishing is considered to be a behavioural problem (Schneier, 2000), non-technical 

countermeasures are specifically interesting. Currently existing countermeasures 

(NCTV, 2018; Rijksoverheid, 2019), mainly aim to increase individuals’ level of 

phishing-awareness. Although a general consensus exists about the importance of 

awareness raising programs (Schaab, Beckers & Pape, 2016), solely warning about the 

risks of phishing is not enough in preventing users from responding to phishing attacks 

(Schaab, Beckers & Pape, 2016; Bada, Sasse, Nurse, 2019). Awareness-raising 
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campaigns only tend to reduce the vulnerability in the short term (Bullee, 2017), as the 

effect of awareness campaigns attenuates after a while (Maasakker, 2017). For a 

countermeasure to be effective, it should inform about the right cues from which people 

can recognize phishing (Parson et al, 2016). A focus on solely warning users about 

phishing risks, and increasing awareness on general aspects of phishing e-mails, was 

found to be insufficient for preventing users to respond to phishing e-mails (Mohebzada 

et al. 2012). So, if only raising awareness is not effective in decreasing peoples’ 

susceptibility to spear-phishing, then what is an effective methodology? In order to 

answer that question, the remainder of this chapter will focus on the technological and 

psychological aspects of spear-phishing, in order to establish why spear-phishing is a 

successful type of cybercrime.   

 

2.4 The Psychology & Technology behind Spear-phishing  

While the first phishing e-mails were full of spelling errors and unrealistic requests, 

nowadays, spear-phishing e-mails are more refined (Downs, Holbrook & Cranor, 

2007). This refinement is achieved by means of technological and psychological 

techniques. From a technological perspective, several methods exist for creating an 

advanced spear-phishing e-mail (Infosec Institute, n.d.). Especially URLs in phishing 

e-mails and webpages a target is sent to are used to trick targets, by making them look 

like legitimate sources. In order to achieve this authentic look of web links and 

webpages, cybercriminals use among other things link manipulation and website 

forgery (Infosec Institute, n.d.). Link manipulation is carried out via sub-domains, 

hidden URL’s, misspelled URLs or IDN homograph attacks. The use of sub-domains 

is a relatively effective method as it is easy to create a false domain and it is often 

misread by targets. For example, the website www.abc.login.nl is often understood to 

direct to the ‘login’ section of the website www.abc.nl. However, in fact, this website 

redirects to the section ‘abc’ of the website www.login.nl. Domain names must be read 

from right to left. Secondly, a hidden URL is a web link that leads to a ‘malicious’ 

website, however they are covered up by a legitimate looking URL. For example, the 

link in the e-mail suggest a website named www.abc.nl, however when clicking the link 

or hovering the cursor over the URL it appears to redirect to a different and malicious 

website. Hidden URL’s are sometimes also covered by tiny (i.e. shortened) URL’s or 

buttons. A third link manipulation technique is that of misspelled URLs. Misspelled 

URLs are a sordid method as, in a hurry, a missing letter or sign is often quickly 
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overlooked. Lastly, IDN homograph attacks are based on the idea of replacing alphabet 

characters. Letters are replaced by for example using Cyrillic characters, or by replacing 

letters with similar numbers or signs (e.g. the letter O is replaced by a zero (0) or a 

capital i (I) is replaced by a small L (l); Infosec Institute, n.d.). Website forgery on the 

other hand, is based on the idea of replicating an existing authentic website. A first 

often used method is that of Cross-Site scripting in which malicious code is injected in 

a legitimate URL. When clicking on this link, the target is sent to the legitimate website, 

however at the same time the malicious script is loaded. This script then causes private 

data to be sent to the attacker. A second methodology for website forgery is named 

website spoofing, in which the cybercriminal creates a fake website which looks very 

similar to a legitimate website. When not paying much attention, it is easy to overlook 

the legitimacy of a website (Infosec Institute, n.d.).  

Besides these technological tricks, spear-phishing e-mails are nowadays often 

socially engineered.  Social engineering denotes “the psychological manipulation of 

people into disclosing information or performing an action” (Butavicius et al., 2016, 

p.2). As the first part of this definition states, attackers try to psychologically 

manipulate their targets aiming for an increased feeling of urgency and trust. Combined 

with the legitimate look and feel of the e-mails and webpages, targets are tricked into 

falling for the attack (Vayansky & Kumar, 2018). Socially engineered spear-phishing 

attacks usually follow four stages (Intel Security, 2015): the research, hook, play, and 

exit stage. At the start of an attack, attackers try to obtain information about their desired 

targets (e.g. information about work, hobbies, bank etc.). The research stage helps 

attackers to build a realistic and convincing story, which is called the hook. The hook 

is a set-up to the play phase, in which the actual phishing attack is carried out in order 

to trick targets into disclosing information. During the hook phase, cybercriminals often 

integrate persuasion tactics into the e-mail in order to influence a victim's feelings and 

conscience (Intel Security, 2015).  

 

2.5 Persuasion 

Persuasion can be shortly described as “an attempt to change attitudes or behaviours” 

(Bada, Sasse & Nurse, 2019 p. 5; Fogg, 2002). The power of persuasion is immense.  

Nearly every moment of a day we encounter persuasive attempts: commercial 

organisations try to persuade us into buying their products, parents try to persuade us 

into showing proper behaviour, the government persuades us into showing healthy 
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behaviour or to stop using drugs and cigarettes, or political parties try to make us vote 

for their party. From a theoretical point of view, persuasion can be divided into several 

categories. The most widely accepted classification of persuasion is proposed by 

Cialdini and Goldstein (2002), who described six principles of persuasion: liking, 

reciprocation, consistency, scarcity, social validation, and authority. Recently, Cialdini 

(2016) added a seventh principles to this range, named unity.   

The effectiveness of persuasion in spear-phishing e-mails can explained by 

dual-processing models of persuasion. Within the field of social psychology, two 

prominent models of dual-processing of persuasion exist: The Elaboration Likelihood 

Model (ELM; Petty & Cacioppo, 1986) and the Heuristic-Systematic Model (HSM; 

Chaiken, 1980). In ELM, persuasion in messages is considered to be processed 

carefully and thoughtfully via the central route. Any persuasion which is not elaborated 

by the message is considered to be processed via the peripheral route. Similarly, in 

HSM, humans are stated to use two types of information processing when reading and 

scanning information, and thus also when reading e-mails: systematic and heuristic 

processing (Chaiken, 1980). Systematic processing is based on the conscious and 

careful examination of messages and the quality of persuasive arguments; it involves 

comprehensive and analytic cognitive processing of information. Heuristic processing 

on the other hand, is based on the usage of simple decision rules and cues (Pfleeger & 

Caputo, 2012). In other words, it is based on deploying minimal cognitive effort, and it 

therefore offers an economic advantage. Both theories are similar in that they make a 

distinction between extensive and careful elaboration of message content (i.e. central/ 

systematic processing) and information processing based on the availability of cues (i.e. 

peripheral/heuristic processing). However, for explaining and understanding the 

success of phishing, this research choses HSM over ELM for two reasons (Xu & Zhang, 

2012). First, HSM explains the usage of heuristic in a more detailed manner than ELM. 

Secondly, HSM describes an additive effect: heuristic and systematic processing are 

believed to be able to operate at the same time. In contrast, ELM states that the effect 

of peripheral processes decreases, when the effect of central-route processing increases 

(Bohner & Wänke, 2006).  

From the perspective of HSM, the success of a phishing attack can be explained 

(Xu & Zhang, 2012). First of all, heuristic processing plays an important role, as human 

behavior and reasoning is often based on heuristics. Heuristics such as familiar 

knowledge results in reasoning’s such as “Experts are usually correct”, or “If other 
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people believe it, then it is probably true” (Stiff, 2017). Cybercriminals tend to take 

advantage of targets’ heuristic level of information processing by providing deceptive 

heuristic cues in phishing e-mails, which are among other things persuasion principles 

(e.g. high time-pressure; Reimer, Mata, Stoecklin, 2004). Secondly, spear-phishing e-

mails are built to stand systematic processing or ideally suppress systematic processing 

by promoting the usage of heuristic processing. When looking at currently available 

countermeasures from this perspective, it explains why these are often ineffective in 

the long-term: These trainings and awareness campaigns do not seem to take into 

account or respond to the usage of heuristic processing by targets. These awareness 

programs only provide information which responds to our systematic-level, and only 

providing information on a systematic level does not make sense when cybercriminals 

suppress this level of processing in spear-phishing e-mails. Systematic processing is 

definitely necessary in order to be able to identify a phishing message (Xu & Zhang, 

2012; Vishwanath, Harrison & Jie Ng, 2018), however, first, targets need to be able to 

recognize the heuristic cues in order to let systematic processing dominate.  

When looking into currently available literature about persuasion in relation to 

phishing, the majority of these studies attempted to analyse the effectiveness of 

persuasion tactics in phishing e-mails on a targets susceptibility to phishing. For 

example, Butavicius et al. (2016) researched the effect of the presence of authority, 

social proof & scarcity in spear-phishing e-mails on participants’ susceptibility to 

phishing. Results of this study indicated that participants performed worst in detecting 

spear-phishing e-mails when these e-mails contained authoritarian characteristics. 

Similar results were found by Williams, Hinds and Joinson (2018) who conducted a 

study in which nine spear-phishing e-mails were sent to 62000 employees. The 

presence of authoritarian elements in an e-mail was found to increase the likelihood a 

user would click a suspicious link in this e-mail. A study by Wright et al. (2014) sent 

phishing e-mails to 2624 participants in order to trick participants into responding to 

the message. Results of this study indicate that phishing messages using either scarcity 

and liking are most successful.  The success of using scarcity in spear-phishing e-mails 

is also underlined by Williams, Hinds and Joinson (2018). Time-pressure is stated to 

increase the likelihood people will rely on automatic forms of information processing 

(i.e. heuristic processing), instead of in-depth processing of information, which 

subsequently lowers a persons’ risk awareness.  
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In addition to the effectiveness of the persuasion principles in phishing, several 

studies analysed the frequency of the persuasion principles being present in spear-

phishing e-mails. Zielinska et al. (2016) indicated that the usage of the six persuasion 

principles changed over time. While commitment/consistency and scarcity are being 

used more and more, the occurrence of reciprocation and social proof decreased over 

time. Kim & Hyun Kim (2013) analysed 285 existing phishing e-mails with regard to 

its content. According to them, time pressure (i.e. scarcity) is one of the most used 

persuasion principles. A similar analysis was carried out by Akbar (2014), as 207 

unique phishing e-mails were being checked for the presence of six persuasion 

principles as proposed by Cialdini & Goldstein (2002). Results of this study revealed 

that the two most used principles are authority and scarcity. A study by Ferreira and 

Teles (2019) also reveals the prominence of authority in phishing e-mails sent between 

2008 and 2017. Lastly, Ferreira, Coventry and Lenzini (2015) analysed the occurrence 

of combinations of the persuasion strategies in phishing e-mails, and found the 

combination of authority and distraction (which includes scarcity) as well as the 

combination of authority and liking to occur most often.  

Concluding from these findings, authority and scarcity appear to be most 

effective in tricking targets to respond to a phishing e-mail. Non-surprisingly, authority 

and scarcity are also found to be used most often. Upon those reasons, these two 

persuasion principles have been chosen for further research in this study. For the 

remainder of this research, I propose the following definition for authority in spear-

phishing: ‘The e-mail appears to come from a person or institution with a high 

proficiency in its field’. Scarcity will be used and researched in the form of time-

pressure and is defined as: ‘The e-mail includes information that suggests the recipient 

has a limited amount of time to respond’.  

 

2.6 Countering Persuasion 

Building upon the literature as described in earlier sections of this report, the success 

of a phishing attacks mainly relies on the usage of heuristics and the suppressing of 

systematic information processing. In order to decrease the success of a spear-phishing 

attack, it would make sense to counter the strategies as used by cybercriminals. In other 

words, countering persuasion as used by cybercriminals in e-mails, could be an 

effective strategy to decrease a targets’ susceptibility to spear-phishing. However, to 

the best of our knowledge, and in line with findings from a gap analysis by Schaab, 
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Bekkers and Paape (2016), no studies have yet focused on countering persuasion in 

spear-phishing or other forms of phishing. Looking into other domains, such as 

marketing and advertising, countering persuasion has been studied. Persuasive attempts 

have for example been found to lose their effectiveness after increasing targets’ 

knowledge of these techniques and their susceptibility to them (Fransen et al. 2015). 

Increasing the level of suspiciousness of the persuasive and manipulative intent of a 

message, increases resistance against the message (Brinõl, Rucker & Petty, 2015). In 

order to increase resistance to persuasion, several strategies are known to be effective; 

think of inoculation, attitude bolstering or forewarning (Knowles & Linn, 2004). These 

strategies are all based on the idea of warning a target about or exposing the target to 

the persuasive intent of a message, in order to reduce vulnerability to the persuasive 

attempt (Fransen et al., 2015). Another, more extensive strategy however, is the 

Persuasion Knowledge Model (PKM; Friestad & Wright, 1994).  

The Persuasion Knowledge Model presumes that knowledge about persuasive 

attempts helps the target to “recognize, analyze, interpret, evaluate, and remember 

persuasion attempts and to select and execute coping tactics believed to be effective 

and appropriate” (Friestad & Wright, 1994, p. 3). A visualization of the model can be 

found in figure 1.  

 
Figure 1 – Persuasion Knowledge Model (Friestad & Wright, 1994) 
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PKM analyzes a persuasive attempt from two points of view: the target and the 

agent. Looking at the target, there are three elements which together result in a persons’ 

persuasion coping behaviors. These are 1) agent knowledge, which consist of the traits, 

competencies, and goals of the sender, 2) topic knowledge, which consists of the beliefs 

about the topic of message (i.e. the e-mail), and 3) persuasion knowledge which consists 

of a lay persons’ common knowledge about persuasion in general and persuasion 

tactics. When looking at the PKM in relation to phishing, especially the aspect of 

‘persuasion knowledge’ is of great interest, as the agent knowledge and topic 

knowledge of incoming spear-phishing e-mails is rather hard to predict. According to 

PKM, the conceptions of the tactics that cybercriminals use are central to people's 

persuasion knowledge (Friestad & Wright, 1994). These conceptions of cybercriminals 

tactics can be accomplished relatively easy, by means of forewarning targets. 

Forewarning can be defined as the “warning of employees on the possible content of 

upcoming messages that may come from attackers who will use insincere, deceptive, 

and manipulative language aimed at stealing information” (Ghafir et al., 2016, p. 148). 

Forewarning about the message and persuasion content has been reported to increase 

resistance to persuasion (Knowles & Linn, 2004).  

When following the Persuasion Knowledge Model however, increasing a 

persons’ persuasion knowledge is only a first step. In order to induce or increase 

effective coping behavior, a target must also acquire “if-then procedural knowledge” 

(Friestad & Wright, 2014, p. 19). If-then procedural knowledge is important for targets 

to know which actions need to be performed when a tactic is being noticed. Even though 

PKM is originally aimed at marketers’ advertising and selling attempts, I believe 

insights are generalizable to spear-phishing e-mails as both marketing messages and 

spear-phishing e-mails include the same persuasive strategies.  

So, to conclude, forewarning a potential target about the persuasive tactics 

deployed by cybercriminals in combination with if-then procedural knowledge, should 

establish a form of coping behavior necessary to withstand the persuasive attempt.   

However, as this has not yet been researched in relation to spear-phishing, this research 

will attempt to do so. It is expected that warning people about authority and scarcity, 

so warning about the heuristic cues that cybercriminals use in spear-phishing e-mails, 

reduces the effect of these heuristic cues. Furthermore, it is expected that people learn 

to see authority and scarcity as a cue for systematic processing of e-mail content. 

Combined, these expectations have been formulated into the following hypothesis: 
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H1. For participants who have been forewarned about the occurrence of authority and 

scarcity in spear-phishing e-mails in combination with if-then procedural knowledge, 

a stronger decrease in the number of clicks and logins is expected than for participants 

who have not been forewarned (for whom no decrease is expected), when comparing 

the first e-mail with the second e-mail. 
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3. Method 
 

3.1 Design & Participants 

To test the proposed hypothesis, a two-group study has been designed, with condition 

(intervention vs. control) as a between subject variable, and measurement (e-mail 1 vs. 

e-mail 2) as a within-subject variable. The research population consisted of employees 

of a Dutch governmental organization. Due to privacy reasons, personal information as 

well as the logo and visuals of this organization are anonymized. For the remainder of 

this paper, the organization is named ABC Corp. A total of 687 employees participated 

in the experiment, of which approximately 35% is female and 65% is male. According 

to data from the organization, the average age of the participants is 47.5 years old, and 

employees work on average for 13 years at the organization. Only 10% of the 

employees is younger than 35 years. The profession and level of education from 

participants varies widely: from fieldworkers, team leaders and HRM, to policy 

advisors, consultants and directors (secondary vocational education, higher 

professional education and university education). Initially, no employees were 

excluded for participation in this study. Participants were not paid for their 

participation. Since it was not possible to inform participants prior to the study about 

any research details, participants were informed afterwards. Additionally, at the end of 

this study, participants were given the opportunity to withdraw from the study which 

would result in removal of all their data. However, none of the participants requested 

withdrawal. The study took place over a time span of four weeks, but the actual 

participation time was estimated to be 30 minutes (receiving two e-mails, 

seeing/reading the intervention, reading the debriefing and answering a final 

questionnaire). All collected data was processed anonymously.  

 

3.2 Materials 

3.2.1 E-mail & Domain 1 

The first phishing e-mail is constructed to look like a Microsoft Office 365 e-mail (see 

figure 2). Authority has been added to the e-mail by means of a company logo and by 

making it look like the sender is the Microsoft Office Serviceteam. Scarcity has been 

added to this e-mail by stating that the receiver only has until the 10th of May to react, 

which is 72 hours from the moment of sending the e-mail. The message requests 

receivers to update their account details by clicking the ‘uw account bijwerken’ link (in 
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English: update account details) as provided in the e-mail. Participants are threatened 

to no longer be able to receive or send any e-mails and that access to services from 

Microsoft Office 365 will be no longer available if they do not comply. The URL leads 

to the, for this study designed, webpage in which the receiver of the e-mail needs to 

login with the organizational e-mailadress and coherent password (see Appendix A). 

The domain used for the webpage and for sending the e-mail is www.microsoft-

office356.com <service@microsoft-office356.com>. This domain is based on the 

original domain of Microsoft Office 365, however the numbers 5 and 6 were switched 

in order to make sure it could be recognized as a false webpage.  

 

 
Figure 2 – Spear-phish e-mail 1 

 

3.2.2. E-mail & Domain 2 

The second spear-phishing e-mail for this study is designed to look like an e-mail 

coming from the organization itself (see figure 3). To convey a sense of authority, the 

sender of this e-mail is designed to be the salary department from the organization itself, 

including the logo. Scarcity has been added to this e-mail by stating that the receiver 

only has a limited time to react: before the 6th of June (72-hours maximum). A scenario 

is used in which users are asked to confirm and complete their personal details, due to 

an error in the payment process. A domain was created named www.abcorp.com 

<PO@abcorp.com>. This name is almost similar to the original domain of the 

organization (www.abccorp.com), however, one letter (the ‘c’) has been removed. The 

URL in the e-mail, denoted by ‘hier’ (in English: here), leads to a webpage which uses 

similar a style and visuals as those of the organization. Participants are asked to log in 

with their organizational e-mailadress and their password (see Appendix A). After 

logging in, participants get to see a screen with a message explaining the scope of the 
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experiment, a request to keep silent to others, and a reassuring statement that no 

personal information is lost or stored.  

 

 
Figure 3– Spear-phish e-mail 2  

 

Prior to the start of the experiment, these two spear-phishing e-mails have been 

pre-tested with regard to persuasiveness and content. Materials, procedure and results 

of this pre-test can be found in appendix C.  

 

3.2.3. Intervention  

To research the hypothesis of this study, an intervention was created (see figure 4, and 

Appendix B). This intervention aimed to forewarn participants about the presence of 

scarcity and authority in spear-phishing e-mails and 2) combined with if-then 

procedural knowledge (see Figure 4). The intervention is designed in the form of a 

poster, and is constructed based on several ideas and reasoning’s.   

First, it was decided to design two cartoonish characters which represent the 

two persuasion principles. The advantage of using cartoons is the possibility to 

highlight and magnify certain aspects of the persuasion principle it conveys (e.g. sweaty 

arm-pits, frowning face, fake logo/badge, large watch). The characters were placed on 

the poster in combination with clear and concise messages that are likely to be used by 

phishers like “Now!”, “React within 24 hours!” (for scarcity) or “I am important, 
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because…” and “You know me, right?” (for authority).  These sentences convey how 

authority and scarcity are being presented in spear-phishing e-mails (Akbar, 2014). 

Additionally, the usage of clear and concise language is an effective method for creating 

persuasive messages which are likely to be understood and remembered (Bada & Sasse, 

2015). Together, these elements must be able to forewarn participants about scarcity 

and authority.  

However, the Persuasion Knowledge Model states that additionally if-then 

procedural knowledge must be added in order for the target to learn how to act when 

authority and/or scarcity has/have been recognized. Therefore, instructions for action 

were added to the posters, which are based on insights from TrendMicro (2017) and 

Homeland Security (2018). These instructions are presented as three concise steps:  

Check if 1) the sender asks for personal information, 2) the e-mail address contains 

spelling errors, and 3) the URL in the e-mail is redirecting to a malicious website/URL. 

If these questions could be answered by yes, the poster instructs participants how to 

report the e-mail as spam.  

 

   
Figure 4 – The intervention. Left: scarcity and right: authority. 

 

3.3 Procedure 

Participants for this study were recruited by means of personally contacting the 

organization. After discussing the experimental design with the Chief Information 

Security Officer (CISO) of this organization, it was decided to include all employees 

as participants, and the CISO provided consent for all employees (studies like these 
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have been performed more often and consent is internally arranged). Participants 

received the first phishing e-mail (Microsoft Office 356) on a Wednesday morning in 

May between 08:30 and 10:30 a.m. The e-mail was sent in batches (one batch per half 

an hour) to make sure not all participants would receive the e-mail at the same time. 

Five working days later, the intervention was placed in the office building of the 

experimental group, but not in office building of the control group. Four thousand 

coffee cups were spread over five pantries in the building. Additionally, about 40 

posters were placed in the building. At the inside of each toilet and above the urinals, 

an A4 poster was taped to the door which either contained the authority or scarcity 

character. More A4 posters, and some A5 posters were placed in plastic frames at/near 

the pantries and near the coffee corner seats. These materials remained in the building 

for seven working days after which they were removed. Six working days later, all 

participants received the second phishing e-mail (ABC Corp). Finally, one week later, 

all participants received a debriefing by e-mail in which they were informed about the 

experiment, they were thanked for their participation and offered a chance to withdraw 

from the experiment and to delete their data. Additionally, in the same e-mail, 

participants were asked to participate in the post-experimental questionnaire. 

Participants did not receive a reward for their participation.  

 

3.4 Measures 

3.4.1. Susceptibility to spear-phishing 

To asses a persons’ susceptibility to spear-phishing, the number of logins as a reaction 

to the spear phishing e-mails was measured. However, as participants first need to click 

the URL as provided in the e-mail, before being able to login, the number of clicks was 

also measured. Furthermore, the time of clicking and the time of log-in was obtained. 

 

3.4.2 Post-Experimental Questionnaire 

As part of the debriefing, a questionnaire was created to obtain extra information about 

the phishing e-mails and the intervention (see Appendix D). As the topic of this research 

is privacy sensitive, originally no demographical information was stored. However, in 

the post-experimental questionnaire, participants were asked to provide their gender 

and age. These questions were not mandatory. To assess whether participants were 

aware of the experiment and of the spear-phishing e-mails, several self-report questions 

were included. Among other things, participants were asked if they remembered to have 
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received the phishing e-mails, whether they clicked at the URL in the e-mail and/or 

logged-in, and what their reasons were for (not) responding to the e-mail. With regard 

to the overall evaluation of the intervention, questions were constructed on a 7-point 

Likert scale. These questions covered an evaluation of the content and the layout of 

intervention. In other words, participants were asked whether they felt the intervention 

informed them how to recognize phishing, authority and scarcity. For these latter 

questions, a reliability analysis was performed, which produced a Cronbach’s value of 

0.774, indicating a moderate level of internal consistency for the intervention 

understanding. Furthermore, the survey contained a series of questions related to the 

amount of information on the posters, the logic and clearness of the text, and questions 

with regard to the appearance of the intervention (relating to the formality, 

professionality, humor, level of dullness and beauty of the intervention). Again, a 

reliability analysis was performed, which produced a Cronbach’s value of 0.812, 

indicating a good internal consistency for the appearance of the intervention. The full 

version of the post-experimental questionnaire can be read in Appendix D.  

 

3.5 Data analysis 

3.5.1 Data analysis & assumption check 

To test the proposed hypothesis, a Generalized Estimating Equation (GEE) analysis 

will be conducted. For the GEE, responses are assumed to be independent between 

subjects, but correlated within each subject (Wang, 2014). This assumption was met, 

as participants differ between conditions, and the measurement is repeated within the 

groups.  

For the exploratory analysis of this research, several chi-squared tests of 

independence and Binary logistic regression analyses will be conducted. For the chi-

squared test, three assumptions should be met (Kent State University, n.d.). First, the 

compared variables should be categorical with at least two categories for each variable, 

which is the case in this research (click: yes, no; login: yes, no; level of personalization: 

name, e-mail; measurement: first e-mail; second e-mail). Secondly, independence of 

observations should be met, which means the categorical variables are not paired in any 

way. As this chi-squared analysis tests the differences between participants addressed 

by name and by e-mail, in either the first or second e-mail, but not both e-mails at the 

same time, the participants are not paired. Thirdly, the sample size should be large 
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enough in order to have expected frequencies of at least five in every cell, which is true 

for the data. To conclude, all three assumptions have been met.  

Additionally, as part of the exploratory analysis, two binary logistic regressions 

will be done to predict the odds of login in the second e-mail. For the binary logistic 

regression, four assumptions were tested as described by Field (2013) and Statistics 

Solutions (2019). First, the dependent variable has to be a dichotomous variable, which 

was the case for login in the second e-mail (yes or no). Secondly, a check for outliers 

has been done by converting the continuous predictors (intervention understanding, 

intervention appearance) into standardized score. As none of the scores exceeded a 

value of (-)3.29, zero cases have been removed from the sample. Multicollinearity 

among the predictors was the third assumption to check. A correlation matrix among 

the predictors (intervention understanding, intervention appearance, gender, age, and 

previous online training) has been created to check for high inter-correlations. The 

assumption was met as none of the predictors correlated with a score greater than 0.90 

(Tabachnick & Fidell, 2014). Finally, Field (2013) suggests to check for linearity of the 

logit. In order to check this assumption, the continuous variables (intervention 

understanding, intervention appearance) have been transformed to the log outcome of 

the variable itself. Both predictors as well as the interaction term of the predictor and 

the transformed predictor have been placed in a binary logistic regression. As none of 

the interaction terms was significant, the assumption of linearity of the logit has been 

met.  

 

3.5.2 Exclusion of data 

Prior to this experiment, no exclusion criteria were set. However, after collecting the 

data, several participants have been excluded from the dataset as exclusion criteria 

arose during the experiment. The original sample consisted of 687 participants, but 

exclusion of participants led to a final sample of 308 participants. First, participants 

were deleted from the dataset as a mistake was made in sending the e-mails. While the 

idea was to address participants by name in order to make the phish look more personal, 

approximately half of the participants received the first e-mail addressed by e-mail 

address. To keep the experimental conditions constant, the same participants were 

addressed with their e-mail address in the second e-mail. Furthermore, participants 

working for the ICT or HR department, and participants who were addressed with a 

wrong name were excluded. Additionally, one of the participants became aware of the 
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phishing experiment and informed its direct colleagues with a request to click on the e-

mails. Therefore, these people were also excluded from the sample. Lastly, people who 

indicated to work at the control location but did somehow see the intervention, and 

every participant that indicated to not have seen 1) e-mail one, 2) e-mail two, or 3) the 

intervention, was excluded from data analysis.  
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4. Results 
 

After conducting the research as described in chapter three, the number of clicks and 

logins were counted for both e-mail 1 and e-mail 2. After excluding several participants 

as indicated in the method section, the definite number of clicks and logins were 

determined and can be seen in table 1. In total, 25.6% of the participants (N = 308) 

clicked at the URL in e-mail 1 and 26.3% clicked at the URL in e-mail 2. Furthermore, 

15.3% of the participants logged in after clicking the URL in e-mail 1 and 20.8% logged 

in after clicking the URL in e-mail 2.  

 

Table 1 

Number and percentage of click’s and logins per e-mail  

  E-mail 1  E-mail 2  

 N Click Login Click Login 

Control Group 67 23 (32,9%) 11 (15,7%) 21 (30,0%) 16 (22,9%) 

Experimental Group 241 56 (23,2%) 36 (14,9%) 60 (24,9%) 48 (19,9%) 

Total 308 79 (25,6%) 47 (15,3%) 81 (26,3%) 64 (20,8%) 

 

4.1 Hypothesis testing 

To test the proposed hypothesis, a Generalized Estimating Equation (GEE) analysis 

was performed of which results can be found in table 2. With regard to clicking the 

URL in the e-mails, the hypothesis was not supported as no significant interaction effect 

of measurement and condition was found (X" (1) = 0,287, p = 0,592). More specifically, 

these results do not provide evidence for the hypothesis that participants who saw the 

intervention, showed a stronger decrease in the number of clicks (e-mail 1 = 23,2%, e-

mail 2 = 24,9%) than participants who did not see the intervention (e-mail 1 = 32,9%, 

e-mail 2 = 30,0%).  

For the number of logins, similar results were found. The GEE did not show a 

significant interaction between measurement and condition (X" (1) = 0,059, p = 0,808), 

which means that participants who saw the intervention, did not show a stronger 

decrease in the number of logins (e-mail 1 = 14,9%, e-mail 2 = 19,9%) than participants 



COUNTERING PERSUASION IN SPEAR-PHISHING 

 
28 

who did not see the intervention (e-mail 1 = 15,7%, e-mail 2 = 22,9%). To conclude, 

the hypothesis as stated in this research is not supported.  

 

4.2 Exploratory analysis 

4.2.1 Main effects 

Additionally, to the interaction effect of condition and measurement, the main effects 

of condition and measurement were analyzed in order to check whether any differences 

exist within groups of e-mails (see table 2). Before the start of the experiment, it was 

assumed that the control and experimental group did not differ with regard to 

susceptibility to spear-phishing (i.e. tendency to click and login). However, the output 

of the GEE shows a significant difference in condition for clicking, meaning that 

participants in the control condition tend to click more than participants in the 

experimental group (X" (1) = 4,092, p < 0,05). For login however, the difference was 

not significant (X" (1) = 0,468, p = 0,494). Thus, even though the control group tends 

to click more often, this group does not login more than participants in the experimental 

group. As it was assumed that a phishing attack is only successful when participants 

log in, and as no significant differences were found for login, it was decided to not 

account for the difference in groups in further analysis. In contrast to condition, no 

significant differences were found for measurement, for both click (X" (1) = 0,011, p = 

0,916) and login (X" (1) = 2,711, p = 0,100).  

 

Table 2 

Output Test of Model Effects GEE   

  Click  Login  

 df Wald Chi2 p Wald Chi2 p 

Condition 1 4,092 0,043 0,468 0,494 

Measurement 1 0,011 0,916 2,711 0,100 

Cond.*Meas. 1 0,287 0,592 0,059 0,808 
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4.2.2 Predicting login for the second e-mail  

To test whether the behavior of participants in the first e-mail affected their behavior in 

the second e-mail, binary logistic regression has been used to analyze login in the 

second e-mail. The number of clicks in the first e-mail, the number of clicks in the 

second e-mail, and the number of logins in the first e-mail were used as predictors. 

However, as the variable ‘click in the second e-mail’ was highly correlated with ‘login 

in the second e-mail’ (r = .876, p < 0.01), this predictor has been left out for further 

analysis. A test of the full model versus a model with intercept only, was found to be 

statistically significant, X" (2, N = 678) = 16.10, p < 0.01. However, the predictors click 

first e-mail (p = .126) and login first e-mail (p = .171) did not significantly predict the 

odds of login in the second e-mail.  

Another binary logistic regression analysis was employed to predict the odds 

that a participant would login after receiving the second e-mail, based on the post-

experimental questionnaire constructs and demographics. The predictor variables were 

participant’s age (M = 44.5, SD = 10.1), gender, understanding of the intervention (M 

= 4.59, SD = 1.45), appearance of the intervention (M = 3.31, SD = .957), and whether 

participants ever participated in any online phishing training. A test of the full model 

versus a model with intercept only was not found to be statistically significant, X" (5, 

N = 78) = 7.253, p = 0.202. However, age (Wald = 3.384, p = 0.066) and intervention 

understanding (Wald = 3.135, p = .077) were found to be marginal significant predictors 

of the odds of login. The other three predictors, intervention appearance, gender, and 

previous training were not significant. Interpreting the results, a .573 odds ratio (OR) 

for intervention understanding indicates that the odds of logging in are approximately 

cut in half for each one point increase in a participants’ understanding of the 

intervention. In other words, for each one point increase on the understanding of the 

intervention scale there was a doubling of the odds that the respondent would not log 

in. The OR for age was 1.082, indicating that when holding all other variables constant, 

the odds of logging in increases by a factor of 1.082 with an increase of one year in age.  

 
4.2.3. Level of personalization 

As described in section 3.5.2, half of original sample received the e-mails addressed by 

e-mail address instead of name. To test whether the level of personalization affected 

the number of clicks and logins, four chi-square tests of independence have been 

conducted.  
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First e-mail: The first chi-square analysis examined whether the level of 

personalization affected the number of clicks in the first e-mail. The relation between 

these variables was found to be significant, X" (1, N = 687) = 3.739, p = 0.053, meaning 

that participants who were addressed by e-mail address in the first e-mail tend to click 

significantly less often (18%) than participants addressed by name (24%). The second 

chi-square test of independence analyzed the relation between the level of 

personalization and the number of logins in the first e-mail, which was not found to be 

significant, X" (1, N = 687) = 1.774, p = 0.183. More specifically, this means that 

participants who received the first e-mail by name do not login more often (14%) than 

participants who received the first e-mail addressed by e-mail address (11%).  

Second e-mail: The third chi-square test was conducted to analyze the relation 

between the level of personalization and the number of clicks in the second e-mail. 

Results showed a significant effect, X" (1, N = 687) = 22.486, p < 0.01, meaning that 

participants who received the second e-mail addressed by name tend to click more often 

(27%) than participants who were addressed by e-mail address (13%). Lastly, the fourth 

analysis revealed a significant effect of personalization on the number of logins, X" (1, 

N = 687) = 16.535, p < 0.01, meaning that participants who received the second e-mail 

addressed by name tend to login more often (22%) than participants addressed by e-

mail address (10%).   

 

4.2.4 Succession time    

As the time of clicking and the time of login was also measured during this study, these 

variables have been used to create a graph which depicts the succession time of both e-

mails (see figure 5). The succession time is the time between clicking the URL in the 

e-mail and finalizing the login. As can be observed from figure 5, a difference in 

succession time exists between e-mail 1 and e-mail 2. Especially for e-mail 2, a peak 

can be noticed at the left of the figure: 10% of the participants logged in within 10 

seconds after clicking the URL, and another 35% of the participants logged in within 

20 seconds from clicking the URL in the e-mail. For the first e-mail, the time between 

clicking the URL and login seems to be a bit longer, as zero percent of the participants 

logged in within 10 seconds after clicking the URL, and about 18% logged in after 20 

seconds. A peak can be observed at 20-30 seconds and 1-5 minutes. 
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Figure 5 – Succession time of e-mail 1 and e-mail 2.    

 

4.4.5 Descriptive results post-experimental questionnaire 

When comparing results from the post-experimental questionnaire (N = 85) with the 

data obtained by the experiment, several results can be observed with regard to the 

intervention. First, 34 out of 67 participants (50%) who answered the relating question, 

indicated to check e-mails with greater awareness for phishing characteristics after 

being exposed to the intervention (score of > 4 at a 7 point Likert scale). From these 34 

participants, 10 participants (30%) ameliorated their behavior as they did not click or 

login after the intervention while they did click/login before the intervention. Another 

65% of the participants (22 of the 34) showed appropriate behavior as they did not click 

after seeing the intervention, however, these participants already showed appropriate 

behavior in the first e-mail. Only 2 participants (5%) showed a deterioration in their 

behavior when comparing the first e-mail with the second e-mail, meaning they clicked 

or logged in at the second e-mail while they did not do this in the first e-mail.  

On the other hand, 22 participants indicated that the intervention did not cause 

an increase in awareness for phishing (score of < 3 at a 7 point Likert scale). Analyzing 

the number of clicks and logins of these participants revealed that most of them (82%) 

already showed proper behavior, as they never clicked or logged in, in both the first 

and second e-mail. These participants might be considered to be a group who already 

have a high resistance to spear-phishing. From the other 18% of participants who 

indicated that the intervention did not cause an increase in awareness, some stated to 
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feel a sense of nonchalance when it comes to phishing; They stated to not realize the 

risks of phishing attacks, regardless of the awareness increasing campaigns.  

Another part of the questionnaire, pointed at participants who did not click the 

URL in the phishing e-mails (e-mail 1: N = 55), included questions about reasons why 

participants think they did not click. With regard to the first phishing e-mail, most of 

the participants (55%) indicated to have noticed that the e-mail was not trustworthy. 

Another 20% indicated to have warned the helpdesk after feeling suspicious about the 

e-mail, and they therefore ignored the e-mail. Furthermore, 14% of the 55 participants 

of the participants was warned or informed by colleagues about the e-mail being 

phishing. Another participant indicated to have noticed that the return address was 

clearly fake. For the second phishing e-mail (N = 65), most of the participants (67%) 

answered that they simply noticed the e-mail was not legitimate. Another 14% was 

warned by colleagues. From the remainder of the participants, some noted that they 

knew the sender e-mail address did not exist within the organization, that they read a 

warning about the phishing e-mail at the companies’ Intranet, and that they called the 

helpdesk for extra information.  
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5. Discussion & Conclusion 
 
The current research investigated whether forewarning participants about scarcity and 

authority in spear-phishing e-mails combined with if-then procedural knowledge had 

an effect on participants’ susceptibility to spear-phishing. To research this question, a 

two-group study was designed, in which two spear-phishing e-mails were sent to both 

groups of participants and only one group was exposed to an intervention. 

Susceptibility to spear-phishing was measured by the number of clicks and loggings as 

a reaction to two self-constructed spear-phishing e-mails. It was hypothesized that the 

group which was exposed to the intervention would show a stronger decrease than the 

control group (for whom no decrease was expected), in the number of clicks and logins 

when comparing the first and second e-mail. Results of this study did not support the 

hypothesis as no statistically significant effect was found for the interaction between 

the groups and both e-mails, meaning that the intervention did not cause a decrease in 

susceptibility to spear-phishing.  

I argue that there are several reasons for the lack of a significant effect of the 

intervention on susceptibility to spear-phishing. First, a difference in groups was 

observed, meaning that the control group and the experimental groups consisted of 

different types of participants. Because of the experimental design that was chosen for 

this study, the sample needed to be split into two groups. Even though the Chief 

Information Security Officer of the organization assured that these groups did not differ 

with regard to the proficiencies and type of employees, the Generalized Estimating 

Equation analysis did show a significant difference for condition with regard to the 

number of clicks. This result shows that there is a difference in groups when it comes 

to clicking the URL in the phishing e-mail. However, as no significant difference 

between conditions was found for login, and as this study assumed that a phishing 

attack is only successful when a participant logged in, I did not bother about this 

difference during the analysis. Though, in hindsight, this difference in groups might 

have affected the results of this study, as different people react differently to e-mails. 

Additionally, the graph of the succession time of both e-mails indicated that participants 

reacted differently to both two e-mails. The succession time (i.e. the time between click 

and login) of e-mail two turned out to be shorter than that of e-mail 1. Even though both 

e-mails were pretested (see appendix C) and were of equal word length (92 vs. 97 

words) it turned out that in reality people react differently to both e-mails. Possibly this 
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is also caused by the different nature of both e-mails, as one was sent from an external 

organization and one from the organization itself. Concluding, it is of great importance 

to make sure both groups and both e-mails are largely similar. 

A second argument for the lack of an effect resides in the theory of security 

fatigue: The constant need to remain aware at a high level (Bada, Sasse & Nures, 2019). 

When presenting people with a large amount of information people tend to fall back on 

heuristics and cognitive biases for making decision (Tversky & Kahneman, 1973). 

Instead of becoming more aware, people tend to get scared and ignorant (Stanton et al., 

2016). Furthermore, the need for constant awareness can induce feelings of 

defenselessness (Teipe, 2017).  Security fatigue is also one of the reason why many of 

the current countermeasures are regarded as ineffective (Bada & Sasse & Nurse, 2019). 

With regard to employees of ABC Corp, security fatigue is definitely an interesting 

aspect which could have affected the results of this study. I was aware of the fact that 

employees participated in earlier phishing simulations in which they were informed 

about phishing and had been tested several times by means of fake phishing e-mails. 

However, even though this information was taken into account beforehand, I did not 

account for or determine a possible security fatigue beforehand. And even though 

results of the post-experimental questionnaire did show that 94% of participants have 

seen the intervention, it might be the case that participants did not properly absorb the 

information presented on the intervention.  

Thirdly, I argue that a reason for the absence of an effect resides in the design 

of the intervention. Even though the binary logistic regression analysis did reveal a 

significant effect of intervention understanding on the odds of login, meaning that 

participants with a high understanding of the meaning of the intervention are half as 

likely to login than participants who have a low understanding of the meaning, the 

overall effect of intervention was not significant. These results indicate that the 

intervention is somehow effective in decreasing susceptibility to spear-phishing, 

however for it to highly effective, the design might need to be altered. One possible 

explanation for a lack of effectiveness is that the intervention did not include a 

compelling incentive to change behavior when checking e-mails. According to the 

status quo bias, which explains our preference for familiarity (Henderson, 2016), 

humans have a “tendency […] to not change an established behavior without a 

compelling incentive to do so” (Pfleeger & Caputo, 2012, p. 25). In other words, people 

will need convincing reasons to make a change in their cyber security behavior. 
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Furthermore, the intervention was quite static, as it only presented information and did 

not in any way request interaction. One might question whether participants actually 

experienced an increased persuasion coping behavior. The presented persuasion 

knowledge and the if-then procedural knowledge, as proposed by the Persuasion 

Knowledge Model (PKM; Friestad & Wright, 1994) is possibly only effective when 

fulfilling the ‘learning by doing’ principle, rather than solely presenting information on 

a poster. Additionally, PKM states than a person should obtain a combination of agent 

knowledge, topic knowledge, and persuasion knowledge in order to be able to form 

coping behavior. As both agent and topic knowledge are hard to predict in the context 

of e-mails (and as it was therefore not included in this research), one might question 

whether the PKM was an appropriate model for this study. As a last remark, it should 

be questioned whether the intervention was visible for long enough. As the second e-

mail was sent one week after removing the intervention, and the intervention only hung 

for seven working days, it could be that it was not present for long enough in order to 

be effective.  Nevertheless, with an eye of future research, the poster intervention could 

be a beneficial research methodology and countermeasure as it is a cheap, scalable and 

relatively simple way of spreading a ‘message’ to many people.  

 

5.1 Limitations 

Although this study resulted in some valuable insights for countering persuasion in 

spear-phishing, and future spear-phishing research, several limitations exist which 

should be taken into account when interpreting the results. Limitations of this study are 

related to 1) researching phishing in a highly ecological valid environment instead of 

in a controlled environment, 2) the sample size of the study, and 3) privacy sensitivity 

of the topic.  

First, doing this research in an organizational setting caused some difficulties. 

Using a real-life organizational setting increased the validity of the results, however, it 

also led to unavoidable disruptions of the experimental design. For example, during the 

sending of the first e-mail, one participant noticed – shortly after sending it - that it was 

a spear-phishing e-mail. As a reaction, this participant decided to notify direct 

colleagues by means of an e-mail which contained an explanation of the e-mail being 

fake and a request to click and login as “there would be no consequences doing this”. 

As a result of this action, these participants had to be excluded from further data 

analysis. Furthermore, several participants placed concerned messages on the 
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organizations intranet about the phishing action after the first and second e-mail. 

Although these actions are a positive signal for the organization as this indicates a 

certain level of alertness of the employees, for this research it was not favorable as it 

led to the exclusion of many participants. Another aspect concerning this limitation is 

the fact that by doing this research in an applied setting, several requirements and 

limitations set by the organization needed to be taken into account. For example, when 

designing the content of the phishing e-mails I could not proceed with several scenarios 

as the organization would not agree with sending them. Additionally, the intervention 

could only be placed in certain assigned places in the office building.  

The second limitation concerns the sample size of the study. Before the start of 

the experiment, a power analysis was performed in order to establish the minimal 

number of participants to detect a medium-sized effect (f = 0.25) with an experimental 

power of .90. The estimated number of participants resulting from this analysis was 

169. However, as it is known that in business e-mail campaigns on average only 40% 

opens the e-mail (Macdonald, 2019), and it was preferred that everyone read/opened 

the e-mail to test the effect of the intervention, it was decided to use all available 

participants (as 1/0.4 = 2.5, 2.5*169 = 422 participants), resulting in 687 participants. 

Even though the number of participants initially seemed to be enough for the set power 

and effect size, the final sample size after excluding a large number of participants, was 

rather low (N = 308). One of these unforeseen occurrences was the mistake in sending 

the e-mails. Approximately half of the participants received the e-mail addressed by e-

mail address instead of name. As earlier research has shown that this could possibly 

influence the number of clicks and logins (Bullee, Montoya, Junger & Hartel, 2017), 

this factor was kept constant (participants who received the first e-mail by e-mail 

address, received the second e-mail addressed by e-mail address as well). As expected, 

analysis of the data by the level of personalization revealed significant differences for 

the number of clicks and logins for both e-mails. Therefore, all the participants who 

received the e-mails addressed by e-mail address were excluded as the aim of this study 

was to research spear-phishing, i.e. personalized phishing e-mails. Another remark 

relating the sample size regards the post-experimental questionnaire, as it was only 

filled out by 1 out of 6 participants. Even though this data was highly valuable, one 

could question whether these people are a realistic reflection of the complete dataset, 

as possibly this sample represented only the highly motivated participants or other 

specific types of participants. 
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Lastly, the privacy sensitivity of this topic raised a difficulty in being able to get 

familiar with the sample. As earlier research suggests, among other things gender, age, 

technical proficiency, education, computer experience, psychological factors, and 

culture can influence a persons’ susceptibility to phishing (Sheng et al. 2010; Darwish, 

Zarka & Aloul, 2012; Halevi et al. 2017). Age, also turned out to be a significant 

predictor for the odds of login in this research. However, as the organization did not 

want to provide much demographical information about the participants, not much is 

known about the experimental sample of this study. Therefore, this study could not 

account for the influence of participant characteristics. 

 

5.2 Future recommendations 

Considering the results of this research, the discussion points and limitations, several 

recommendations for future research can be drawn. First, future research should 

explore other types of interventions (e.g. physical, digital, interactive etc.) or should 

devote more time to refining the content and visuals of the current intervention. 

Additionally, pre-testing the intervention might be worthwhile in order to research 

whether it reflects the correct message and whether it is understood by the target group.  

Secondly, one should critically think about whether integrating compelling incentives 

for a change in current cyber-behavior is of additional value for the intervention. 

Thirdly, it is important to account for possible security fatigue among the participants. 

Determining before the start of an experiment whether participants suffer from security 

fatigue would be valuable for interpreting the results of a study. Thereby, it is also 

important to evaluate whether the designed countermeasure does add to or induces a 

sense of security fatigue. As a fourth recommendation, future research should obtain as 

much (demographical) data as possible in order to be able to draw valid conclusions 

from the data. The current research has shown that many exclusion criteria arise during 

the process of obtaining data. Additionally, the inclusion of demographic predictors 

and variables about the evaluation of the intervention can be of great importance in the 

process of interpreting results. As a fifth point, I would recommend to use two phishing 

e-mails which are highly similar, as this study noticed a difference in succession time 

of e-mails coming from inside or outside of the organization. Lastly, it might be 

important to evaluate more theories about the processing of information in the human 

brain, as well as how human beings read e-mails, peruse their e-mail inbox, and other 

external factors around/within computers that might influence this process. So, 
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analyzing the sequence of behavior when reading and processing e-mail might result in 

a better understanding of how humans cope with persuasion in spear-phishing and how 

to counter this.  

 

5.3 Conclusion 

In sum, this study added valuable insights to the current field of persuasion and phishing 

research. To the best of my knowledge, this study is the first that attempted to reduce 

susceptibility to spear-phishing in a highly ecological valid environment. As phishing 

is mainly a practical issue, it is important to research this problem in an organizational 

or at least applied context.  Therefore, results of this study add to current literature about 

decreasing susceptibility to (spear-) phishing. Additionally, to the best of my 

knowledge, this study is the first that attempted to counter persuasion in spear-phishing. 

Up until now, increasing resistance to persuasion was only researched in domains such 

as marketing and advertising. Therefore, results of this study are highly valuable as a 

first step towards an effective strategy for resistance to persuasion in spear-phishing. 

Even though the intervention as proposed in this study did not have an effect on 

susceptibility to phishing, many starting points for further research arose. As this study 

is the first in this field, and as it included several limitations, it is important to keep 

researching resistance to persuasion in spear-phishing as one day these results might 

lead to an effective countermeasure for spear-phishing.  
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Appendix A – Phishing e-mails & landing pages 
 
 

 
Figure 6 – First spear-phishing e-mail  

 

 

 
Figure 7 – Landing pages e-mail 1 
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Figure 8 – Second spear-phishing e-mail  

 

 

 
Figure 9 – Landing pages e-mail 2  
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Appendix B – Materials Intervention 
 
 

      

 
 

Figure 10 -  Coffee Cups  
 

   
Figure 11 –Posters, both versions 
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Appendix C – Pre-test 
 

 
Procedure & Participants 
For the pre-test, thirty-one pre-test participants were recruited: 15 for e-mail one (13 
women, two men, Mage = 25,9 years, age range: 20-56 year), and 16 for e-mail two (8 
women, 8 men, Mage = 33, years, age range: 25-58 year). The participant group 
consisted of colleagues and acquaintances, who were not aware of the scope of this 
study. Participants were not payed and participation took approximately 5 minutes. 
Participants either evaluated e-mail one or e-mail two by means of a questionnaire. The 
questionnaire consisted of a screenshot of one of these e-mails, and a related set of 
questions 
 
Materials & Measures 
For the pre-test, a questionnaire with 7 items was designed to compare the two e-mails. 
In the ABC Corp e-mail, the logo and organization name are fictional due to privacy 
reasons of the participating organization. The content however, and the ‘phish’ is 
exactly the same as the one which is going to be used in the experiment. The questions 
used in this questionnaire can be found below.  
 
 
Pagina 1 - Welkom! 
In het kader van mijn afstudeeronderzoek naar digitale communicatie binnen 
organisaties wil ik u een paar vragen stellen. Invullen van deze vragenlijst 
duurt ongeveer 5 minuten.  
 
Bedankt! 
Jorine de Koning 
 
Q1. Wat is uw geslacht? 
( ) Vrouw 
( ) Man 
( ) Wil ik niet zeggen 
 
Q2. Wat is uw leeftijd? 
……………. 
 
Pagina 2 
Hieronder ziet u een afbeelding van een e-mail. Deze e-mail is verstuurd aan een 
medewerker van het fictieve bedrijf ABC Corp. Bekijk de afbeelding goed, lees de 
tekst en neem hem in u op. Als u hem goed heeft bekeken, kunt u op volgende 
klikken. Hierna zal een aantal vragen volgen over de opmaak en inhoud van de 
mail. Let op: u kunt hierna niet meer terug om de mail nog eens te bekijken! 
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e-mail for version 1 of the questionnaire 

 

 
e-mail for version 2 of the questionnaire 

 
 
Pagina 3 
Q3. Geef antwoord op de volgende vraag: Op het eerste gezicht, vind ik de e-
mail: 
 Helemaal 

oneens 
Oneens Neutral Eens Helemaal 

eens 
Formeel o o o o o 
Kleurrijk o o o o o 
Professioneel o o o o o 
Zakelijk o o o o o 
Duidelijk o o o o o 
Geloofwaardig o o o o o 
Dwingend o o o o o 
Saai o o o o o 
Amateuristisch o o o o o 
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Pagina 4 
 
Q4. Heb je in de mail gekeken naar: 
 Ja Nee 
Het Onderwerp o o 
Datum van verzenden o o 
Logo o o 
E-mailadres van de afzender o o 
Spelling o o 
Algemene opmaak o o 
URL (webadres) van de link o o 
Inhoud van de tekst o o 

 
 
Pagina 5 - Beinvloedings strategieën. 
In e-mails wordt vaak gebruik gemaakt van beïnvloedingsstrategieën om een lezer te 
overtuigen van een boodschap. Hieronder staan zes bekende strategieën:  
 
Autoriteit: je wordt aangesproken door een persoon met autoriteit (in een hoge functie, 
technische functie, vanuit een groot bedrijf etc. Iemand die verstand lijkt te hebben van 
wat hij/zij doet).  
Sympathie: mensen zijn eerder geneigd om ja te zeggen tegen mensen die ze kennen en 
graag mogen. Er wordt ingespeeld op kenmerken en eigenschappen om sympathie te 
kweken, of er worden complimenten gegeven.  
Tijdsdruk: er wordt gevraagd binnen een kort tijdsbestek te reageren op de e-mail, 
anders loop je iets mis of verlies je iets.  
Toewijding: mensen houden van commitment, dus als we eerder al ergens mee in zee 
zijn gegaan of op hebben gereageerd, zijn we geneigd nogmaals te reageren.   
Wederkerigheid: het 'voor wat hoort wat' idee. Als je een gratis proefverpakking of 
informatie aangeboden wordt, zijn de meeste mensen geneigd om sneller iets terug te 
geven/doen. 
Sociale bewijskracht: mensen volgen graag gedrag van anderen. Als ons verteld wordt 
dat 100 anderen mensen een bepaald systeem of product gebruiken, zijn we geneigd dat 
ook te doen. 
 
Q5. Geef aan van welke beïnvloedingstrategie je vindt dat deze voorkwam in de 
e-mail. 
 
 Ja Nee 
Autoriteit o o 
Sympathie o o 
Tijdsdruk o o 
Toewijding o o 
Wederkerigheid o o 
Sociale Bewijskracht o o 

 
 
Pagina 6 
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Q6. Waar denk je dat deze test over ging? 
…………….…………….…………….……………. 
 
Pagina 7 
Bedankt voor je deelname aan deze vragenlijst!  
 
Deze vragenlijst is onderdeel van een onderzoek naar phishing. We onderzoeken de 
technieken die worden toegepast door cybercriminelen om phishing e-mails 
overtuigender te laten lijken en hoe we mensen weerbaarder kunnen maken tegen deze 
phishing e-mails. 
 
Q7. Zijn er nog dingen die je zijn opgevallen of die je wilt delen? Laat dit dan 
hieronder achter. 
…………….…………….…………….……………. 
 
Results  
By means of a two-sample t-test, the two e-mails were compared. No significant 
differences were found between e-mail 1 and e-mail 2 with regard to any of the 
variables, as can be seen in table 3. As a result, we decided to not modify the e-mails 
and to use them in the same format and with the same content in the actual experiment.  
 
Table 3 

Two sample t-test results of the pre-test survey data.   

    e-mail 1  e-mail 2 
 df t p M SD M SD 

formal 28 0.131 0.896 2.785 0.699 2.750 0.774 

believable 28 -0.902 0.374 2.428 1.283 2.812 0.261 

compelling 28 0.993 0.329 2.928 1.328 2.500 1.032 

business-like 28 -0.115 0.908 2.714 0.913 2.750 0.774 

colorful 28 -0.965 0.342 3.071 1.071 3.375 0.619 

amateurish 28 0.940 0.355 3.538 0.215 3.250 0.856 

boring 28 -0.624 0.537 2.928 0.997 3.125 0.718 

professional 28 -0.745 0.462 2.571 0.227 2.812 0.910 

clear 28 -0.357 0.723 2.214 0.801 2.312 0.704 

authority 28 -1.03 0.860 0.785 0.425 0.812 0.403 

time-pressure 28 -1.57 0.125 0.857 0.363 1.00 0.046 
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Appendix D – Post Experimental Questionnaire 
 
Bedankt dat je de tijd wil nemen om wat vragen in te vullen over de phishing e-mails 
die in de afgelopen periode verstuurd zijn binnen ABC Corp. 

Het invullen van deze vragenlijst kost maximaal 5 minuten en jouw reactie helpt enorm 
mee aan het verkrijgen van extra inzichten omtrent phishing binnen ABC Corp en 
andere bedrijven. 

De data die verzameld worden tijdens dit onderzoek worden geanonimiseerd en 
vertrouwelijk verwerkt. De data zijn niet te herleiden tot individuele personen. De 
informatie die we met dit onderzoek verzamelen, wordt gebruikt voor het schrijven van 
een wetenschappelijk verslag.   

Alvast bedankt! 

 

Q1: Wat is je [bedrijfsnaam] e-mailadres?  
(we hebben je e-mailadres nodig om de antwoorden automatisch te kunnen koppelen aan de 
verzamelde data omtrent het klikgedrag op de e-mails. In de uiteindelijke dataset wordt het e-
mailadres geanonimiseerd en zijn de antwoorden niet naar jou te herleiden.) 
……………… 
 
Q2: Wat is je leeftijd? * 
……………… 
 
Q3: Wat is je geslacht?  * 
( ) Vrouw 
( ) Man 
( ) Zeg ik liever niet 
 
Q4: Op welke locatie ben je hoofdzakelijk werkzaam?  * 
( ) <locatie 1> 
( ) <locatie 2> 
( ) Anders: ……………. 
 
 
Q5: Afgelopen weken zijn er twee (nep) phishing e-mails naar je verstuurd.  
De eerste phishing e-mail (verzonden op woensdag 8 mei) was afkomstig 
van service@microsoft-office356.com. Heb je deze e-mail gezien? 
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( ) Ja deze e-mail heb ik gezien 
( ) Nee deze e-mail heb ik niet gezien 
( ) Ik weet niet zeker of ik deze e-mail heb gezien 
 
Q6: Heb je in deze e-mail geklikt op 'account bijwerken', waarna je werd 
doorverwezen naar een inlogpagina? * 
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Ja deze e-mail heb ik gezien' bij vraag '5  
 
( ) Ja ik heb in een van de e-mails op de URL geklikt 
( ) Nee ik heb in geen van deze e-mails op de URL geklikt 
( ) Ik weet niet meer of ik op een van de URL's heb geklikt 
 
Q7: Waarom heb je niet geklikt op de weblink (URL) in deze e-mail?  
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Nee ik heb in geen van deze e-mails op de URL geklikt' bij vraag '6. 
 
[ ] Ik zag zelf dat het geen legitieme e-mail was 
[ ] Ik hoorde van een collega dat het een phishing e-mail was 
[ ] Ik kreeg een waarschuwing van mijn computer (van bijv. de virusscanner of de 
browser) 
[ ] Ik heb melding gemaakt bij de servicedesk en heb daardoor niets meer met de e-
mail gedaan 
[ ] Ik vond de e-mail niet interessant en heb hem weggedaan/niet verder gelezen 
[ ] Ik wist niet wat ik ermee aan moest en heb er niks mee gedaan 
[ ] Ik heb de e-mail gezien maar ben er niet aan toegekomen/ben hem vergeten 
[ ] Anders::  
 
Q8: Afgelopen weken zijn er twee (nep) phishing e-mails naar je verstuurd.  
De tweede phishing e-mail (verzonden op maandag 3 juni) was afkomstig 
van po@abcorp.nl. Heb je deze e-mail gezien? 
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( ) Ja deze e-mail heb ik gezien 
( ) Nee deze e-mail heb ik niet gezien 
( ) Ik weet niet zeker of ik deze e-mail heb gezien 
 
Q9: Heb je in deze e-mail geklikt op 'klik hier', waarna je werd doorverwezen 
naar een inlogpagina?  
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Ja deze e-mail heb ik gezien' bij vraag '8.  
 
( ) Ja ik heb in deze e-mail op de weblink (URL) geklikt 
( ) Nee ik heb in deze e-mail niet op de weblink (URL) geklikt 
( ) Ik weet niet meer of ik op een van de weblink (URL) heb geklikt 
 
Q10: Waarom heb je niet geklikt op de weblink (URL) in deze e-mail?  
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Nee ik heb in deze e-mail niet op de weblink (URL) geklikt' bij 
vraag '9  
 
[ ] Ik zag zelf dat het geen legitieme e-mail was 
[ ] Ik hoorde van een collega dat het een phishing e-mail was 
[ ] Ik kreeg een waarschuwing van mijn computer (van bijv. de virusscanner of de 
browser) 
[ ] Ik heb melding gemaakt bij de servicedesk en heb daardoor niets meer met de e-
mail gedaan 
[ ] Ik vond de e-mail niet interessant en heb hem weggedaan/niet verder gelezen 
[ ] Ik wist niet wat ik ermee aan moest en heb er niks mee gedaan 
[ ] Ik heb de e-mail gezien maar ben er niet aan toegekomen/ben hem vergeten 
[ ] Anders::  
 
Q11: In de periode tussen de twee e-mails zijn er op het kantoor X materialen 
aangebracht (posters en koffiebekers). De materialen heb je kunnen zien in de 
pantry’s, zithoekjes en in toiletruimtes. Deze hadden als doel om jou en je collega's te 
leren hoe je phishing kunt herkennen en daarop moeten reageren. Heb je deze 
posters en koffiebekers opgemerkt?  
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'X’ bij vraag 4. 
 
( ) Ja, deze heb ik gezien! 
( ) Ik heb deze zelf niet gezien, maar heb collega's hier wel over horen praten. 
( ) Nee, ik heb niets gezien / Ik weet niet over welke materialen dit gaat. 
 
Q12: In de periode tussen de twee e-mails zijn er op locatie X, materialen 
aangebracht (posters & koffiebekers). Deze materialen hingen in de pantry's, 
zithoekjes en in toiletruimtes. Ze hadden als doel om werknemers te leren hoe ze 
phishing kunnen herkennen en daarop moeten reageren. Heb je, ondanks dat je 
aangaf meestal werkzaam te zijn op locatie Y, deze materialen gezien, 
opgemerkt, of hier iets over gehoord van andere collega's? 
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Y' bij vraag 4. 
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( ) Ja ik heb de posters zien hangen en/of de koffiebekers gezien. 
( ) Ik heb de posters/koffiebekers niet zien hangen, maar heb hier wel over gehoord 
van andere collega's. 
( ) Nee, ik heb hier niets van meegekregen/Ik weet niet over welke materialen dit gaat. 
 
Q13: In hoeverre ben je hierdoor bewuster naar inkomende e-mails gaan kijken? 
(of deze kenmerken van phishing bevatten) 
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Ja, deze heb ik gezien!' bij vraag 11. 
 

1 – bij geen enkele 
inkomende e-mail 

2 3 4 5 6	 7 – Bij alle inkomende 
e-mails	

o o o o o o	 o	
 
Q14: Waarom ben je inkomende e-mails niet perse beter gaan checken op 
kenmerken van phishing?  
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was '3' of '2' of '1 bij vraag '13.  
 
[ ] Ik vergeet dit meestal 
[ ] Ik krijg teveel e-mails per dag binnen 
[ ] Ik checkte standaard al of e-mails kenmerken van phishing bevatten 
[ ] Anders: ………… 
 
Q15: Kan je je nog herinneren wat er op deze posters en koffiebekers afgebeeld 
stond?  * 
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was ‘Ja, deze heb ik gezien!’ bij vraag '11.  
 
( ) Ja, namelijk: ………. 
( ) Nee, geen idee. 
 
Q16: Heb je met collega’s (kort) gesproken over deze koffiebekers en/of posters?  
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was ‘Ja, deze heb ik gezien!’ bij vraag '11.  
 
( ) Ja, alleen kort over de aanwezigheid van de bekers en posters 
( ) Ja en dit heeft geleidt tot een (kort) gesprek over phishing en/of cybercrime 
( ) Nee, ik heb hier verder met niemand over gesproken 
 
Q17: Wat is de reden dat je de posters en koffiebekers niet hebt gezien? * 
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Ik heb deze zelf niet gezien, maar heb collega's hier wel over horen 
praten.' of 'Nee, ik heb niets gezien/ Ik weet niet over welke materialen dit gaat.' bij 
vraag '11.  
 
[ ] Ik was die week niet op kantoor 
[ ] Ik werk op <locatie 2> 
[ ] Ik let nooit of posters of koffiebekers 
[ ] Geen reden/weet ik niet 
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[ ] Anders: ……….  
 
Q18: De volgende vragen gaan over onderstaande poster <poster authority hier>.  
In hoeverre ben je het (on)eens met onderstaande stellingen: 
 

	
1 – 

Helemaal 
oneens 

2 3 4 5 6	
7 – 

Helemaal 
eens	

Deze poster 
helpt mij 
phishing te 
herkennen  

o o o o o o	 o	

Deze poster 
straalt 
autoriteit uit 	

o	 o	 o	 o	 o	 o	 o	

Deze poster 
straalt 
tijdsdruk uit 	

o	 o	 o	 o	 o	 o	 o	

	 	 	 	 	 	 	 	
 
Q19: De volgende vragen gaan over onderstaande poster <poster scarcity hier>.  
In hoeverre ben je het (on)eens met onderstaande stellingen: 
 
	 1 – 

Helemaal 
oneens 

2 3 4 5 6	
7 – 

Helemaal 
eens	

Deze poster 
helpt mij 
phishing te 
herkennen  

o o o o o o	 o	

Deze poster 
straalt 
autoriteit uit 	

o	 o	 o	 o	 o	 o	 o	

Deze poster 
straalt 
tijdsdruk uit 	

o	 o	 o	 o	 o	 o	 o	

	 	 	 	 	 	 	 	
 
Q20: In welke mate ben je het eens met onderstaande stellingen?  
 

	 1 – 
Helemaal 

oneens 
2 3 4 5 6	

7 – 
Helemaal 

eens	

Deze posters trekken mijn 
aandacht 

o o o o o o	 o	

Deze posters bevatten te 
veel informatie 

o	 o	 o	 o	 o	 o	 o	

Ik vind deze posters 
humoristisch 

o	 o	 o	 o	 o	 o	 o	

Ik vind deze posters saai o	 o	 o	 o	 o	 o	 o	
Ik vind deze posters 
professioneel 

o	 o	 o	 o	 o	 o	 o	

Ik vind deze posters 
formeel 

o	 o	 o	 o	 o	 o	 o	
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Ik vind deze posters 
duidelijk 

o	 o	 o	 o	 o	 o	 o	

Ik vind deze posters mooi o	 o	 o	 o	 o	 o	 o	
Ik snap wat de posters mij 
duidelijk willen maken 

o	 o	 o	 o	 o	 o	 o	

 
Q21: Ben je eerder al eens slachtoffer geweest van phishing? 
Definitie phishing: een vorm van internetfraude. Het bestaat uit het oplichten van 
mensen door ze te lokken naar een valse (bank)website, die een kopie is van de 
echte website, om ze daar – nietsvermoedend – te laten inloggen met hun inlognaam 
en wachtwoord of hun bank/creditcardnummer. Hierdoor krijgt de fraudeur de 
beschikking over deze gegevens met alle gevolgen van dien 
 
( ) Ja 
( ) Nee 
( ) Weet ik niet 
 
Q22: Kan je daar kort wat over vertellen? Wanneer was dit? In welke situatie? 
Wat voor impact had dit op jou? Wat gebeurde er? 
Beantwoord deze vraag alleen als aan de volgende voorwaarden is voldaan: 
Antwoord was 'Ja' bij vraag '21'. 
 
…………… 
 
Q23: Heb je eerder al eens meegedaan aan een (online) training omtrent 
phishing? 
( ) Ja 
( ) Nee 
( )Weet ik niet.  


