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Executive summary 

One of the most influential process innovations of the last two decades is probably agile. The discussion 

of whether agile software development methodologies add significant value to team level development 

processes has come to a point, where it is clearly visible that there is significant value. Even for small 

projects, with collocated teams, agile methodologies clearly outperform the more traditional waterfall 

methodologies (Moran, 2014). But what about larger scale applications, such as the application of agile 

in order to create an ‘agile organization’, ranging from the operational to the strategic level? There has 

been quite some work on the application of agile methodologies for the development of large projects, 

such as critical systems or distributed software development. In contrast to the research on agile 

methodologies for the development of large projects, the research on ‘agile organizations’ is severely 

limited. One of the main problems and challenges of scaling Agile throughout an organization, are the 

contradictory characteristics of agile in comparison to traditional risk management in relation to internal 

control (Dikert, Paasivaara & Lassenius, 2016; Dingsoyr, Faegri & Itkonen 2014). This research is 

focused on the exploration and clarification of Enterprise Risk Management (ERM) in relation to the 

internal control environment, in a scaled agile organizational context. 

 

Before the initiation of this research, a systematic literature study (SLR) was conducted, in order to 

analyze and clarify the literature on agile in relation to risk management. The outcome of the SLR 

revealed that the existing empirical literature on agile, in the domain of computer science & software 

development, is largely focused on risk management from a project level perspective. Based on this 

finding, it was possible to state that a large scale agile ERM perspective is not present in the existing 

empirical literature. In order to create more clarity regarding the effect on the internal control 

environment as a result of scaling agile towards higher levels in the organization, the following research 

question was defined: 

To what extend can SAFe facilitate internal control in large scale agile organizations on 

program and portfolio level?  

The first step that was undertaken to answer this research question was the initiation of several semi 

structured interviews with experts from both fields, in order to match the traditional ERM context for 

internal control, to a large scale agile context on program and portfolio level. This was done based on 

two existing frameworks, the COSO ERM framework in terms of internal control and the SAFe 

framework in terms of large scale agile. Existing frameworks where applied in order to create a 

theoretical foundation, due to the weak empirical presence in the agile domain. As a starting point, a 

list of COSO ERM principles was extracted from the COSO framework in order to identify the most 

crucial ERM principles for the facilitation of internal control in agile environments. This was done by 

conducting semi structured interviews with ERM experts, which resulted in the following set of crucial 

ERM principles (COSO, 2013): 

• The organization selects and develops general control activities over technology to 

support the achievement of objectives; 

• The organization obtains or generates and uses relevant, quality information to 

support the functioning of internal control; 

• The organization holds individuals accountable for their internal control 

responsibilities in pursuit of objectives; 

• The organization identifies risks to the achievement of its objectives across the entity 

and analyzes risks as a basis for determining how the risks should be managed; 

• The organization selects and develops control activities that contribute to the 

mitigation of risks to the achievement of objectives to acceptable levels. 

As a follow up step, the crucial ERM principles where linked to several SAFe components . SAFe was 

applied since it is the most popular and comprehensive large scale agile framework (Stettina & 



ii 
 

Schoemaker, 2018; Vaidya, 2014). In total SAFe possesses four different types of components which 

are artifacts, events, roles and highlights. The components where extracted from the program level, the 

portfolio level, and the spanning palette. The spanning palette is an artifact in SAFe that contains several 

components that have an overarching functioning across all the levels. In order to validate and 

supplement the linking process, an extra round with several Agile experts was initiated. The output of 

this validation round demonstrated that all the crucial ERM principles can be assured with a selection 

of SAFe components. The eventual goal was to determine which type of component contributed most 

significantly to the facilitation of internal control, in order to identify a relation between the presence 

of those components and the facilitation of internal control in practice. Figure 0.1. provides an overview 

of how many components where identified across the five ERM principles, for each type of component.  

Table 0.1. Total number of components and unique components 

Type of component Total # of components identified # of unique components Ratio 

Highlights 11 4 0.36 

Roles 33 10 0.30 

Artifacts 30 11 0.37 

Events 8 3 0.38 

 

As visible in table 0.1., the roles and the artifacts have the highest contribution in terms of the total 

number and the number of unique component that are present. The ratio indicates for how many 

components there is a single unique component present. The goal was to identify the type of component 

with the lowest ratio, because this indicates that a smaller number of unique components contribute to 

the facilitation of internal control for a larger amount of ERM principles. As the roles have the highest 

presence in terms of the total number of components and the lowest ratio, it was decided to analyze the 

relation between the presence of the roles and the facilitation of internal control in practice. In addition 

to this reasoning, agile is a methodology that is mainly focused on the continuous interaction between 

actors, which makes it even more interesting to focus on the roles. Figure 0.2. presents the occurrence 

of each role including the origin in SAFe from which the component was extracted. 

 

 

 

 

 

 

 

 

 

 

Based on figure 0.2. it can be argued that most roles are present for at least three out of the five ERM 

principles, and that two roles are only present for one or two of the ERM principles. There is one role 

which occurs for all of the ERM principles, which is the enterprise architect. Furthermore it can be 

argued that the number of roles from the program and portfolio level are more or less equal, whereas 

the number of roles extracted  from the spanning palette is significantly lower. Within the program, 

portfolio and spanning palette, the roles that are related to the design of the systems (System 
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architect/engineer, Enterprise architect & System team) are the most common across the ERM 

principles. In order to identify a relation between the presence of the roles in relation to the facilitation 

of internal control, a explorative multi-case study was conducted. The goal of the multi case study was 

to identify whether the roles are present in programs and portfolios of organizations that operate in an 

large scale Agile context. In addition to the presence of the roles, it was also analyzed whether the roles 

where effective in the facilitation of the five ERM principles. In total three case studies were conducted, 

figure 0.3. contains a visual representation of the results. 

 

Nr. Type of role Case studies Most crucial ERM Principles 

(section 4.2.2.) 

1. Product management Case study 1 ERM principle 1 

2. System architect/engineer Case study 2 ERM principle 2 

3. Release train engineer (RTE) Case study 3 ERM principle 3 

4. Business owner  ERM principle 4 

5. Epic owner  ERM principle 5 

6. Lean portfolio management   

7. Enterprise architect   

8. Communities of practice (COP)   

9. Shared services   

10. System team   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The top of figure 0.3. contains a table that links the type of roles, case studies and ERM principles to 

the bottom of the figure. The colors for the type of roles, are used to distinguish the roles from the 

program level, portfolio level, and spanning palette. The colors that are present for the case studies, 

Figure 1.1 Data synthesis of the case studies 
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distinguish the three case studies that were conducted. The bottom of the figure is a graph that matches 

the roles and the ERM principles to the case studies. The ERM principles in the right part of the figure 

are colored similar to the case studies, in order to indicate the level of facilitation for all the case studies. 

The lines that are present in the figure connect the case studies to the type of roles and the ERM 

principles. The color of the line indicates to which case study the line belongs. Besides the color, there 

are three types of lines that indicate if there is a strong connection, a weak connection, or that there is 

no connection. A strong connection to the roles, indicates that the role is present as described in 

appendix H. When there is a weak connection with a role, it means that the role is present, but in a more 

traditional setting. If the case study is not connected to a role, it indicates that the role is not present. 

Based on the connections between the case studies and the ERM principles, it can be argued that all the 

case studies have a strong connection to all the ERM principles, which means that all the ERM 

principles where deemed important. The scale at the bottom of the ERM principles indicates how 

properly an ERM principle was facilitated. The scale at the bottom of the case studies indicates the agile 

maturity (Turetken, Stojanov & Trienekens, 2017). The scale at the bottom of the roles indicates for 

how many ERM principles the role was present. Now that the structure of figure 0.3. is clarified, it is 

possible to discuss the conclusions in the next paragraph. 

 

Based on the data summary in figure 0.3. several conclusions can be drawn regarding the representation 

of the roles in practice. The main conclusion is that the ERM principles that are related to the 

achievement of the organizational objectives are weakly facilitated. This seems to be related with the 

weak presence of the higher level roles, especially the portfolio level roles. Based on this relation, the 

following conclusions can be drawn in terms of the presence of the roles in relation to the facilitation 

of the ERM principles. 

• Presence of the roles – If the portfolio level roles are not present, there is a clear risk that the 

activities that are executed on the operational level of the organization are not aligned with the 

achievement of the organizational objectives; 

• Presence of the traditional roles – If the higher level roles still operate in a more traditional 

manner, there arises friction that affects the agility on program level, which introduces risk in 

terms of business continuity;  

• Transition of the traditional roles – The previous two risks can occur when the transition of the 

traditional roles to the agile roles are initiated based on a change in name, instead of the tasks 

and responsibilities. In order to change the traditional routines and thus reduce this risk, there 

is need for education, training and a change in mindset. 

In addition to these conclusions, there is need to involve people with more risk based experience in the 

ART’s. This ensures that specific risk related questions are asked during events in order make sure that 

the risk is taken into account in the decision making process. More specifically, a shared services team 

with risk specialists can be created in order to facilitate a certain level of assurance, across the teams 

and programs. The final conclusion of this research is that it is possible to create a large scale agile 

organization which is in control, based on SAFe. However, as this research is exploratory in nature, 

there is need for additional research initiatives in order to obtain causal relations and thus more rigorous 

findings. 
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1. Introduction 

One of the most influential process innovations in the last two decades is probably agile. The concept 

agile originates from the late 1990s as an alternative for the traditional rigid plan-driven methods in 

software development processes, such as the Waterfall methodology (Moran, 2014). The main reason 

for this were the massive budget overruns and time delays in software development projects, as a result 

of the traditional plan-driven methodologies. There are several methodologies for organizing software 

development projects (e.g., Scrum, XP, DevOPS and DSDM), which are developed upon the concept 

of agile. The main drivers of agile are the notions of iterative development, incremental delivery and 

shared values, in contrast to the linear models which are characterized by their distinctive sequential 

stages. The agile concept is defined by a set of values, supported by twelve principles (Beck et al., 

2001). The set of values is reproduced below, as it will contribute to a better understanding of the 

problem context later on in this report. 

 

“We are uncovering better ways of developing software by doing it and helping others to do it. 

Through this work we have come to value: 

 

Individuals and interactions over processes and tools 

Working software over comprehensive documentation 

Customer collaboration over contract negotiation 

Responding to change over following a plan 

 

That is, while there is value in the items on the right, we value the items on the left more” 

(Beck et al., 2001). 

 

As the popularity of agile increased, it has crossed the borders of software development and the software 

industry. Nowadays, organizations are trying to scale up their agile practices throughout the processes 

within the organization (Denning, 2015). Besides scaling up agile practices, organizations are also 

scaling out their agile practices to other domains within the organization. Figure 1.1. presents the 

different levels of scalability. Based on figure 1.1. it is possible to scale within a specific level, or scale 

towards a higher level. In the context of this research, scaling up is focused on scaling within a specific 

level, for example increasing the 

amount of projects organized by the 

means of an agile methodology, or 

implementing agile in more complex 

projects. Whereas scaling out crosses 

the border of a specific level, for 

example adopting agile principles on 

portfolio level after a successful 

implementation on program level.  

 

The main reason for scaling–up and 

scaling-out agile practices is the 

increasing pace of digitalization and 

changing customer needs in the 

external environment. Historically 

the main goal of organizations was to create a competitive advantage and then “close and defend the 

fortress” by keeping employees in their organizational silos in order to increase control and reduce risk 

(Denning, 2015). To cope with this transition in the environment, organizations need to place flexibility 

and time-to-market at the core of their business models (Woollcombe-Adams et al., 2018). This enables 

Strategy

Portfolio

Program

Project

Team
A temporary undertaking, with 

a predefined start and end date, 

consisting of multiple teams, in 

order to deliver a single 

solution. 

The Ongoing development of a 

system, consisting of multiple 

teams, in order to continuously 

deliver solutions. 

Assures that the set of value 

streams  (program or project) 

are focused on creating the 

right solutions, by assigning 

appropriate level of 

investments, in order to meet 

the strategic objectives 

Figure 1.1 Agile scalability levels 
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organizations to respond to innovations in the external environment and adopt these innovations rapidly, 

in order to strengthen their current markets or create entirely new markets.  

 

As with agile on project level, several methodologies and frameworks were developed in order to 

implement agile in higher levels of within organization (e.g. SAFe, DAD, LeSS & Spotify). These 

methodologies and frameworks are termed large scale agile methodologies or frameworks. Despite the 

wide variety of methodologies and frameworks, there are still some significant problems which create 

barriers for organizations to scale up or scale out agile throughout the organization. Common pitfalls 

are measurement issues, transition difficulties, improper facilitation of risk management, using agile for 

the wrong projects, poor or non-existent forecasting and clashes with the corporate culture (Denning, 

2015; Goulstone, Aslan, Smith & Kronborg, 2014; Nyfjord, 2008). So, agile is not a silver bullet, 

organizations should thoroughly think about the ‘how’s and why’s’ before starting to scale-up or scale-

out their agile practices. 

 

One of the main pitfalls in large scale agile methodologies, which did not receive a lot of attention in 

the literature, is the management of risk in large scale agile (Dikert, Paasivaara & Lassenius, 2016; 

Dingsoyr et al., 2014). There is no specific standard or framework which describes the risk management 

process in large scale agile environments, while there are a lot of frameworks and standards for 

conventional risk management (Moran, 2014). In the context of this research, the term conventional 

risk management can be seen as risk management in the way as it is known for decades. To be more 

specific, as a separate activity in a control based environment, enabled by the creation of organizational 

silos (Woollcombe-Adams et al., 2018; Portilla et al., 2017).  

 

Risk management is a relatively broad domain, which implicates that there are different directions and 

interpretations. One major direction is project risk management, which is defined as “the identification 

of the likelihood and consequences of positive events, while minimizing the likelihood and 

consequences of adverse events for project objectives” (Project Management Institute, 2000, pp. 127). 

Another major direction is Enterprise Risk Management (ERM), introduced by the Committee of 

Sponsoring Organizations of the Treadway Commission (COSO). It is defined as “a process conducted 

by the Board of Directors, Board of Executive Officers, and other institutional staff in which strategies 

are designed to identify and manage potential risks to keep them compatible with the institution’s risk 

appetite” (COSO, 2004, pp. 2). As this definition indicates, it is focused on the management of risk 

throughout the entire organization emerging from internal and external activities. This is frequently 

referred to as internal control, which is traditionally associated with the quality, integrity and reliability 

of financial and accounting information (Lam, 2016). However, in modern organizations this only 

provides a fraction of the entire picture, since the risk landscape has evolved, introducing entirely new 

risk areas such as cyber security. 

 

As part of this research, we conducted a Systematic Literature Review (SLR) with the purpose to create 

insight in the existing taxonomy and solutions regarding (Enterprise) risk management and (large scale) 

agile, on project, program and portfolio level. As noticeable, we placed some terms between brackets 

in the previous sentence. The reason for this is that we knew, that the existing literature regarding agile 

and risk management is limited, based on a rough literature review and previous experience. Our main 

interest was focused on ERM and large scale agile. However, to prevent the selection of a too small 

amount of literature, we focused on agile and risk management in the search process and involved the 

other terms in the synthesis. The output of the SLR revealed that the existing empirical literature 

addresses risk management in a large scale agile context from a project level perspective, which is 

related to project risk management. This means that there was not a single study identified, which was 

focused on large scale agile in relation to ERM. This is explained more thoroughly in the next section, 

with a substantiation of why this research was initiated.  

 

The main outline and motivation for this research is twofold. First of all, there is a strong need from 

practice for clarity and the provision of means and tools regarding the implications of large scale agile 
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on ERM and the internal control environment. This need is especially driven by large corporates and 

institutions, as the prove of being in control is a regulatory must (Woollcombe-Adams et al., 2018). 

Secondly, as the external environment is changing rapidly, large corporates and institutions need to 

change their inertia and rigid document based internal processes, towards more flexible agile based 

processes, in order to respond to the external environment more quickly. This research clarifies the 

relation between ERM and agile,  and provides starting points for the facilitation of internal control in 

large scale agile environments. A more detailed description of the problem context is provided in section 

3.1. 

 

The remainder of this paper is organized in the following way. Section 2 contains a concise summary 

regarding the results of the SLR, which is the foundation of this research. Section 3 describes the 

research approach adopted during this research, including the problem context. Section 4 provides 

background information regarding ERM and Agile, including the frameworks that where used 

throughout this research. Section 5 describes the linking process between the ERM principles and the 

SAFe components. The type of component that contributes most significantly to the facilitation of 

internal control is validated in section 6. At last, section 7 contains the discussion and conclusion 

regarding the results, including the limitations and future research. 
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2. Systematic literature review 

This section summarizes the conclusion of the SLR that was conducted, in order to understand the 

motivation and boundaries of this research. The process followed during the SLR is not described in 

detail in this report. For more information regarding the process, the SLR can be consulted1. Figure 2.1. 

is included in order to provide some general information about the process and the amount of studies 

that were included in the SLR. One of the main results that we obtained was the fact that there is a 

limited amount of primary studies present in the existing literature. This indicates that the empirical 

research domain regarding (Enterprise) risk management and (large scale) agile is still immature and 

that there is a substantial need for more empirical research. As indicated in step two of figure 2.1., it 

may appear that there is a relatively large pool of studies. However, the majority of the identified studies 

where non empirical or published in papers unrelated to computer science or software development. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Now that the basics regarding the process applied in the SLR are described, the focus shifts towards the 

conclusion of the SLR, which is the origin and input for this research. The main finding was that the 

obtained primary studies approached risk management in relation to agile from team or project level 

perspective. So the conclusion was that a project perspective is assumed and that the enterprise 

perspective is missing, which makes it difficult to assess ERM and internal control in relation to large 

scale agile.  

 

Based on these findings we want to represent a conceptual mapping of the literature findings regarding 

large scale agile from an ERM viewpoint. This conceptual map provides a taxonomy for positioning 

agile and large scale agile from an ERM perspective, as presented in figure 2.2. The main purpose of 

                                                            
1 Title of the SLR: Risk Management in a Large Scale Agile Context: A Systematic Literature Review 
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Figure 2.1 Review protocol adopted in the SLR 
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the map is to create a holistic visualization of the possibility to scale up and scale out agile, and thus 

map all the implications for the internal control environment. The agile and plan/risk driven practices 

indicated in the legend are not presented in this research, they can be consulted in the SLR. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Several numbers are used throughout this paragraph in order to increase the understandability of the 

results, as presented in figure 2.2. In the project context that was obtained, several risk categories (4) 

were identified which differentiate large scale agile projects from regular agile projects. These risk 

categories are an increase in personnel, size, dynamism, complexity, project structure, cultural diversity 

and the need for performance. Besides the risk categories, one additional risk objective was identified 

in a large scale agile project context (5). Agile projects are mainly exposed to operational risk (2), 

whereas large scale agile projects are exposed to a combination of operational and compliance related 

risk (3). Surprisingly, none of the empirical studies focused on scaling out agile (1, 2, 7, 9, 11), which 

is more related to ERM and the internal control environment. This is especially crucial, since IT is 

getting an increasingly important role across the entire spectrum of modern organizations, which makes 

it almost impossible to interpret agile from an solely from a project level perspective.  

 

The conceptual map is designed based on the findings of the SLR, and concepts adopted in the COSO 

ERM framework and the Scaled agile framework (SAFe). Both the COSO ERM framework and SAFe 

are described in detail later on in this report. Based on the conceptual map, the large scale agile domain 

is much larger  (6, 7, 8, 9, 10, 11) than the area of focus in the existing empirical literature (1, 2, 3, 4, 

5). This means that there is need for more research in order to gain insight and create a more complete 

Figure 2.2 Conceptual map of the literature findings regarding large scale agile from an ERM viewpoint 

Risk categories (4) 

+ Increase in personnel 

+ Complexity 

+ Cultural diversity 

+ Need for performance 

+ Project structure 

+ Size 

+ Dynamism 

 
Risk objectives (5) 

+ Compliance 

Strategy 

 

+ Risk impact 

 

Distributed projects & Large critical systems 

- Needs more preparation; 

- Need for predefined requirements; 

- Need for documentation. 

 

Operations + Compliance 

Portfolio 

 

Program 

S
ca

li
n

g
 o

u
t 

Project 

- Multiple collocated teams; 

- Context is subject to change; 

- Scrum & XP. 

 

Operations  

Team 

- 2-10 people 

- Scrum & XP 

Operations 

Scaling up 

Legend 

 Agile practices 

Plan/risk driven practices 

? 

? 

? 
+ Risk impact (6) 

 

+ Risk impact (8) 

 

+ Risk impact (10) 

 

(2) (3) 

(1) 

(7) 

(9) 

(11) 



6 

picture of large scale agile from an enterprise perspective. We think that this conceptual map can be a 

starting point for exploring and improving the theoretical coherence in the domain of agile and large 

scale agile in relation to ERM and internal control. Since the conceptual map provides the possibility 

to map a specific area as the focal point of a research initiative. Besides that, the context of the SLR 

was focused on large scale agile and ERM. However, it is also possible to incorporate another domain 

than ERM in this conceptual map.  

 

The proposed conceptual map is still immature and open for improvements and reviews. As the main 

purpose was to create a comprehensive overview, in order to map the context and boundaries of this 

research. Besides that, we want to inspire other researchers to build on this conceptual map in order to 

create more theoretical coherence in the domain of agile and large scale agile from an enterprise 

perspective, in relation to internal control. The purpose of this research is to take the first step in further 

extending and clarifying the conceptual map. The conceptual map represents a large domain, which 

makes it impossible to explore all the undefined areas of the conceptual map in this research. The 

decision was made to focus on the clarification of the program (6, 7) and the portfolio (8, 9) level, as 

indicated with the dotted red box. The next section describes the research approach and provides an 

analysis of the existing literature regarding program and portfolio level ‘agile risk management’ in more 

detail. 

3. Research approach 

This section discusses the design of the thesis and further elaborates on the scope mentioned in the 

previous section. The main topics that are discussed in this section are the problem context, the research 

significance, the research objectives and the research method. 

3.1. Problem context 
In order to create a proper understanding of the context, we will first describe Agile and risk 

management from a scaled project-level perspective. Afterwards the focus shifts towards the 

perspective on program and portfolio level related to ERM and internal control. As explained in the 

introduction, agile methodologies are highly popular and successful, however there are still problems, 

that create barriers for scaling agile. One of the main criticisms on agile methodologies is that they do 

not explicitly model and manage risk (Coyle & Conboy, 2009; Mousaei & Gandomani 2018; Nyfjord 

& Kajko-Mattsson, 2007). This is actually quiet counter intuitive, since agile was introduced to reduce 

risk within software development teams. Moreover, the main characteristic of agile methodologies is 

the iterative development, which enables the postponement of decisions until a sufficient amount of 

information is available. This eventually reduces the risk of making sub-optimal decisions during the 

decision making process.  

 

So what is it than that people argue that agile methods are vulnerable when it comes to managing risk, 

which happened to occur when agile methodologies where applied in larger and more complex projects? 

Nyfjord & Kajko-Mattsson (2007) argue that none of the agile methodologies explicitly suggest risk 

management phases. Instead they implicitly manage risk in methodologies like Scrum, DevOPS or XP 

(Nyfjord, 2008). To understand the meaning of ‘implicitly managing risk’ it is necessary to involve 

conventional risk management approaches. Originally risk management was introduced as a separate 

entity in order to manage risk in a specific context, for example during the execution of projects. Within 

agile methodologies the risk is reduced as a result of the process that is adopted, which means that it is 

an integrated function, instead of a separate entity. To conclude this paragraph, ‘implicitly managing 

risk’ can be defined as the indirect management of risk, grounded in the characteristics or principles of 

a certain process, in this case an agile methodology, instead of emphasizing risk management as a 

separate responsibility. 
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Another important aspect in many large software projects, is that there are financial and legal 

procurement standards (Binder et al., 2014). As written in the agile manifesto, legal aspects in the form 

of documentation and contracts are not the most valued items within agile (Beck et al., 2001). This 

could explain the fact that agile projects fail, since people hold on to their legal obligations, while 

simultaneously trying to reap the benefits of applying agile methodologies, which is actually 

contradicting. So should we neglect legal obligations? As nicely stated by an interview respondent in 

the article of Coyle & Conboy (2009, pp.8): “Techniques of agile methodologies themselves are about 

reducing the risk of project failures and no matter what the nature of the agile method, a risk 

management framework will always be in place”. In order to succeed for a broader range of projects, 

practitioners and researchers started to develop new agile methodologies and customized existing agile 

methodologies in order to compete with conventional project management approaches (Smith & 

Pichler, 2005).  

 

To conclude the introductory part regarding agile and risk management from a project-level perspective, 

the same situation is occurring in the organizational perspective. Organizations identified the benefits 

of agile on project level and want more. It would be perfect to postpone portfolio investment decisions 

to a later point in time, when more detailed information is available, or adapt program initiatives in real 

time according to the obtained customer needs. In general this is referred to as business agility 

(Woollcombe-Adams, de Koning & Coolen, 2018). However, in order to obtain these benefits and 

realize business agility, existing routines are subject to change. 

 

When agile is scaled to program and portfolio level, the obligations in terms of financial and legal 

procurement standards, external regulation and internal control & assurance increase (Scaled Agile, 

2017; Van der Meijs & Van Brummelen, 2017). This means that the appropriateness of implicit risk 

management techniques grounded in agile decreases. This means that there is need for more explicit 

practices which create transparency towards higher levels in the organization, which is in many cases 

the higher management. This enables higher management to evaluate the situation and asses the level 

of risk, in order to take action when and where needed. A recent industry example illustrates the impact 

of a unidentified risk, related to internal control. The example is given below, it involves the theft of 

technological knowledge and intellectual property within the chipmaker ASML. 

 

“ASML makes lithography systems, used to trace the circuitry of semiconductor chips. The 

insider theft took place at the company's premises in California, with files smuggled offsite 

on memory sticks. The theft occurred under the direction of ASML's [Chinese owned] 

competitor XTAL. XTAL was able to process the stolen knowledge at breakneck speed, and 

a year later had already stolen large customers from ASML, including electronics giant 

Samsung” (Doffman, 2019). 

 

This example indicates that the risk components named risk identification, risk assessment and risk 

response, are crucial for organizations. The main barrier for organizations to scale out agile throughout 

the organization is the fear to lose control, as a result of internal and external factors (Goulstone et al., 

2014). This barrier is a lost opportunity, since the adoption of agile on program and portfolio level can 

accelerate strategic flexibility and local responsiveness (Woollcombe-Adams et al., 2018; Bayley et al., 

2017). Returning to the example of ASML, the investigation and response to this breach will probably 

take years, as a result of the rigid organizational structure characterized by silos. When the 

organizational structure is more agile based, organizations can respond much faster to external and 

internal influences. However, there is a dual effect, the agile organizational structure should be 

organized in such a way, that there still is a sense of control and transparency, in order to reduce the 

risk of harmful events happening, such as the example of ASML.  

 

In order to reduce the barrier of adopting agile on Program and Portfolio level, there is need for more 

clarity regarding the characteristics of the ‘agile internal control environment’ in relation to ERM, on 
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program and portfolio level (Van der Meijs & Van Brummelen, 2017). Several risk related terms are 

used in the previous sentence. In order to create some clarity, figure 3.1. provides an overview with the 

contexts in which the terms are used throughout this report. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Following figure 3.1., risk management is used when the context involves a program or portfolio. ERM 

is used when the organization is the focal point of focus. At last, internal control is used in a context 

involving a program, portfolio or an entire organization. For example, it could occur that a program is 

in control, but this does not automatically mean that the organization is in control. The next section 

discusses the existing literature on (large scale) agile on program and portfolio level, which is somehow 

related to ERM and internal control. 

3.2. Research significance 
Relying on the findings of the SLR and a general literature review, there is no empirical research which 

is specifically related to large scale agile and program or portfolio management in relation to ERM and 

internal control. According to Dikert et al. (2016), the majority of the publications related to large scale 

agile are either experience reports or case studies. In addition, Brown et al. (2013) emphasize on this 

phenomenon with the following statement, “There are probably more books on agile methodologies 

than successful projects with well-documented results or implications”. So in general, the main 

significance of this research is the execution of empirical research in the immature domain of large 

scale agile in relation to ERM.  

 

While there is lack of proper empirical literature, there is other literature regarding large scale agile on 

program and portfolio level. According to Dingsoyr & Moe (2014), organizational models, portfolio 

management, governance, project management and agile product line engineering where the topics with 

the highest research priority in terms of large scale agile, mentioned during the XP 2014 conference. 

One of the leading companies in large scale agile from an organizational perspective is ING. They 

restructured there silo based, highly bureaucratic and risk averse organization towards a more “agile 

driven organization”. Birkinshaw (2018) identified five lessons learned from a case study conducted 

within ING. Two of those lessons are applicable to the context of this research, since they are strongly 

related to internal control and ERM. The two lessons are, “decide how much power you are willing to 

give up” and “give employees the right balance of oversight and autonomy” (Birkinshaw, 2018). These 

two lessons are fundamental issues regarding the establishment and assurance of internal control in 

large scale agile environments. According to Birkenshaw (2018), the need for top-level and higher 

management oversight remains in ‘agile driven organizations’, as it is fundamental for top-level and 

higher management to assess and adjust the achievement of objectives. 

 

One of the main challenges for maintaining internal control and reducing the risk within organizations, 

is the activity of knowledge and information sharing. Agile practices have proven to be efficient in 

inter-team or between team knowledge sharing, but what about knowledge and information sharing 

Risk management 
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Figure 3.1 Terminology regarding the risk related terms throughout this research 
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across levels within the organization? Kuusinen et al. (2017) identified three knowledge sharing 

practices in large scale agile organizations, knowledge sharing among peers, among specialists and 

among stakeholders and managers. The main channels used to transfer knowledge and information are 

informal sharing, sharing during meetings and sharing through email, where the stimulus is in most 

cases related to intrinsic employee motivation (Kuusinen et al., 2017).  

 

There seems to be little or no research regarding risk management and internal control on program level 

in agile environments. One of the reasons for this is that a program is often referred to as software 

development in a large project context (Van der Meijs & Van Brummelen, 2017).  This means that most 

of the studies focus on risk management implications as a result of the application of agile from team 

level to program level. For example, Dingsoyr et al. (2017) analyzed two cases that involved large scale 

agile development programs, in which they also refer to as large multi-team projects. Their main goal 

was to identify coordination mechanisms in these large development programs. Furthermore, Benefield 

(2010) conducted a case study in which he mapped seven dimensions of agile maturity in global 

enterprises, which also included programs. Benefield (2010) refers to ‘program agility’ as the flexibility 

and responsiveness of teams across different dependency levels. Finally, Hodgkins & Hohmann (2007) 

propose a program management office (PMO) in order to create a higher level authority in large scale 

agile organizations. The main responsibility of the PMO is to create roadmaps in addition to the 

backlogs, since these roadmaps have a more long term direction, which creates alignment between 

programs. Hodgkins & Hohmann (2007) explain the advantage of the long term direction with the 

following example: “by assigning a PMO a new kind of security threat is probably going to be captured 

at the business unit level, before entering the backlogs of all individual programs”. 

 

There was one study identified, that had a more specific focus than the risk imposed from scaling agile 

towards the program level. Dingsoyr, Moe & Seim (2018) did research on the knowledge coordination 

in multiteam programs, which have complex knowledge boundaries and possess a large interplay of 

complex technologies and stakeholders. Knowledge coordination is important in large scale programs, 

since cross team processes are more relevant than within team processes, in relation to multiteam 

performance (Marks et al., 2005). The result of their study is a set of different coordination modes, 

including a list of coordination mechanisms for each mode. The coordination modes are the group mode 

of personal coordination, the individual mode of personal coordination and the impersonal mode of 

coordination (Dingsoyr, Moe & Seim, 2018). They linked the applicability of each different 

coordination mode to several program characteristics which where task uncertainty, task 

interdependence, and the size of the work unit. One of the outcomes indicated that a high level of task 

uncertainty in programs, led to an increase in group mode personal communication (Dingsoyr, Moe & 

Seim, 2018). So in general there is some work on agile and risk management on program level, however 

risk management is not the primary topic within these studies. 

 

The next couple of paragraphs discuss the literature on portfolio management in agile environments, 

related to risk management and internal control. The majority of the literature regarding portfolio 

management is focused on project selection, project prioritization, and balancing resources across the 

portfolio by using a risk based approach (Petit, 2011). However, as the external environment is changing 

and getting increasingly volatile, there is need for more agility. The main reason why traditional 

portfolio management is less suited for dynamic environment, is that the periodic reviews are planned 

annually, bi-annually or quarterly (Petit, 2011). Additionally, the budgets assigned during those periodic 

reviews are in many cases considered as fixed and non-re-negotiable. Agile is introduced in portfolio 

management with the purpose to make this rigid process more flexible and adaptive in order to better 

respond to the environment, which is frequently defined as Agile Portfolio Management (APM). A 

formal definition of APM is provided by Shalloway, Beaver & Trott (2010, pp.188), they define APM 

as “frequently reviewing and deciding on the resources allocated to projects in order to deliver minimum 

marketable features as soon as possible which return the maximum business value”. The main 
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characteristic of APM are close collaboration, routinized interaction, team orientation, building 

capabilities, commitment to strategy and transparency of resources in order to improve trust (Stettina 

& Smit, 2016). Besides the integration of agile characteristics, there are also several authors which 

propose the introduction of Lean principles in portfolio management. The introduction of Lean 

principles mainly contributes to the delivery of maximized value through a minimum marketable 

product (MVP), for example by the introduction of internally competing backlogs (Larman & Vodde, 

2009; Pichler, 2010).  

 

There seem to be a several perspectives in the application of APM. Stettina & Smit (2016) designed a 

Team Portfolio Scrum (TPS) practice including a Team Portfolio Owner (TPO) role. As the names 

indicate, they are focused on the portfolio of a single team containing several projects simultaneously. 

Their goal was to create insight in the challenges for individuals of multitasking across different projects 

and provide solutions to solve those challenges. One of the main challenges, was that there is little 

connection between the portfolio and strategy (Stettina & Smit, 2016). By introducing the TPS with 

TPO, the transparency of resources was increased, there was closer collaboration between the teams 

and the management, there was higher commitment to the strategy, and there was a better team 

orientation (Stettina & Smit, 2016). Another perspective is provided by Tengshe & Noble (2007), they 

examine a portfolio with programs or projects from an internal organizational perspective. This means 

that certain internal change management initiatives or other improvement initiatives are managed in an 

internal organizational portfolio. They propose a project or program backlog in order to prioritize these 

initiatives based on maximized business value. The main example used in their study is a program which 

involves the introduction and implementation of agile throughout the organization. This program can 

be narrowed down into smaller interrelated projects, for example the certification of scrum masters, the 

introduction of new agile teams and the coaching of team members (Tengshe & Noble, 2007). In order 

to execute those projects, several release teams were introduced, which had their own product backlog 

containing the smaller projects.  

 

One of the main vulnerabilities in APM are controls mechanisms, which are defined as “ an attempt by 

the organization to influence people to take actions and make decisions, which are consistent with the 

goals of the organizations” (Dingsoyr & Moe, 2014). Controls can be divided into two groups, formal 

and informal controls. Agile environments are mostly related to informal controls mechanisms, 

sometimes referred to as soft controls. Stettina & Schoemaker (2018) analyzed reporting in APM, 

reporting is an integral part of internal control. In their study they define APM as “the heartbeat of 

connecting strategy to operations through the selection, prioritization and review of initiatives an 

organization executes”. Proper reporting from program to portfolio level can be considered as one of 

the most important processes contributing to a successful portfolio (Kalliney, 2009). Reporting can be 

characterized as knowledge sharing or knowledge conversion, as mentioned in the second paragraph of 

this section. Stettina & Schoemaker (2018), identified three types of reporting artifacts, tool based 

artifacts, document based artifacts and interaction based artifacts. Within these artifacts two distinctions 

can be made, quantitative reporting or qualitative reporting and manual reporting or automated reporting 

(Stettina & Schoemaker, 2018). In general automated reporting is more related to quantitative reporting, 

which contributes to the verification process related to the achievement of objectives, whereas manual 

reporting is more related to qualitative reporting, which contributes to the exploration of opportunities 

(Stettina & Schoemaker, 2018). According to Rautiainen et al. (2011) the amount of work on 

automation and software tooling in relation to internal control in agile environments is growing, 

however an empirical perspective is missing.  

 

The literature described in the previous paragraphs is quite diverse, which made it difficult to identify 

relations. To synthesize the studies described above, agile seems to be introduced from an 

organizational perspective, in order to better adapt to the external environment from a strategic 

perspective and to create flexibility and interaction within and across programs and projects in 

portfolios. This is actually quite similar to agile on team and project level. However, according to the 

literature described previously there seems to be a risk that this may have impact on the assurance of 
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internal control, especially the knowledge transfer across boundaries within the organization, which is 

related to reporting activities. This study addresses this gap with an analysis of the changing ERM and 

internal control environment on program and portfolio level, as a consequence of the implementation 

of large scale agile. In addition to this analysis, this study also validates whether it is possible to facilitate 

internal control in a large scale agile environment. As the available literature is limited, this research is 

more exploratory in nature. To prevent the emergence of yet another methodology or framework, it was 

decided to build on existing methodologies and frameworks within the field of large scale agile and 

ERM. The main frameworks that where applied are the COSO internal control framework in 

combination with the COBIT framework in regard of ERM, and the Scaled Agile Framework (SAFe) 

in regard of agile. As such, the specific research question addressed in this research is: 

To what extend can SAFe facilitate internal control in large scale agile organizations on 

program and portfolio level?  

In order to answer this research question, several sub questions need to be answered in advance. The 

sub questions are provided below: 

 

1. Which ERM principles are most important, in order to facilitate internal control on program 

and portfolio level in large scale agile organizations? 

2. Does SAFe contain components that can facilitate the most important ERM principles, and if 

so, how? 

3. Which SAFe components contribute most significantly to the facilitation of the ERM 

principles? 

4. What is the relation in practice between the presence of the SAFe components that where 

identified in sub question 3, and the ERM principles that where identified in sub question 1? 

 

These questions will be answered by the extend of literature in combination with input from practice, 

which is described in section 3.4. Before we continue to the next section, we will first provide the 

definition of a program and a portfolio used in this thesis. The reason for this is that we identified many 

different interpretations in the literature and in practice during the course of this research. This is not a 

surprise, since the interpretation of these aspects depends on the governance type which is applied in 

the organization. Müller & Blomquist (2008) identified four possible governance types, as given below: 

• A multiproject organization with no synergies across objectives or resources needed; 

• Grouping of projects by joint objectives, referred to as a program driven organization; 

• Grouping projects by the necessary resources or skills, referred to as a portfolio 

management driven organization; 

• A combination of program and portfolio approaches, referred as hybrid organizations. 

There are several frameworks which define portfolio and program management, such as the PRINCE2 

framework and the Managing Successful Programs (MSP) framework. However, as the main topic of 

this thesis is large scale agile, both terms are defined from an agile perspective, based on the terminology 

used in SAFe. Following this reasoning, a program is defined as a continuous process that continuously 

delivers a flow of value, involving a diverse range of goals and activities (Leffingwel et al., 2018). This 

does not imply that a program runs forever, in the majority of the cases there is a definite termination 

date as well as temporarily assigned resources. However, in many cases a program has a longer timespan 

than projects. Portfolios align the organizational strategy with the portfolio execution, by assigning 

investment funding and the necessary governance mechanisms to the programs and projects in the 

portfolio (Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying 

return of investments (ROI), in order to make sure that the organization meets the strategic objectives. 

To better contextualize both definitions to the context of this research, both programs and portfolios are 

visualized in figure 3.1. 
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The representation is most closely related to a hybrid organization, which can be characterized as an 

organization that possesses higher degrees of control, compared to the other governance types that 

where identified by Müller & Blomquist (2008). Several interview respondents during the course of 

this research argued that such a clear structure as presented in figure 3.1. is in the majority of the cases 

only visible in large corporates and institutions, complemented with certain standardized work 

processes and documentation. Based on figure 3.1. it is possible to distinguish between several types of 

portfolios present at different degrees of hierarchy. First of all, it is possible to distinguish between two 

large dotted rectangles, which represent portfolios for two types of customer. The horizontal dotted 

rectangle represents a portfolio of programs, products or services that deliver value to external 

customers. Whereas, the vertical dotted rectangle represents a portfolio of programs that deliver value 

to internal customers. According to Petit (2011) the main difference between portfolios for internal 

customers, in contrast to portfolios for external customers, is that portfolios for internal customers have 

conflicting requirements. The main reason for this is that programs in portfolios for internal customers 

cross different programs, products or services for external customers, that possess different goals and 

characteristics. Whereas portfolios for external customers contain programs, products or services which 

are focused on delivering value for specific customer segments. Another difference is present in the 

hierarchy, there are two high level portfolios distinguishable on customer type. At a lower level, each 

individual program, product or service contains a project portfolio. The main difference is that these 

project portfolios are managed by employees in lower levels of the organization. All the types of 

portfolios mentioned in this paragraph are not limited to any quantity, there could be as many portfolios 

as necessary, dependent on the organizational size. Figure 3.2. was discussed during the interviews and 

improved based on the output of each interview, as presented in appendix C. 
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Figure 3.2 Contextual applications of programs and portfolios within organizations 
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Now that we have identified the boundaries of this research, the contribution of this research, and 

provided some additional explanations regarding several terms used throughout this report, we will shift 

towards the objectives and deliverables in the next section. 

3.3. Research objectives 
The main research objective was to create explicit insight in the internal control environment on 

program and portfolio level in a large scale agile context, and provide a tangible solution as a starting 

point to facilitate internal control. In order to achieve this objective, the intention intent was to design 

a ERM capability as an extension of SAFe, based on the information that was obtained in the SLR. 

However, as additional insights where obtained during the course of the research, a more explorative 

approach was applied. As a result, the main output of this research is a relational analysis between a set 

SAFe components that most significantly contribute to the facilitation of internal control, and a set of 

most crucial ERM principles. The SAFe components that contributed less significantly to the facilitation 

of internal control where linked to the ERM principles as well. However, the relation between those 

components and the ERM principles was not analyzed in practice. Figure 3.2. below represents the 

research model. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As visible in figure 3.3., there are several dotted rectangles, which represent the sub questions that 

where stated in the previous section. The area outside the dotted rectangles are the transition phases 

between the sub questions. In general two types of conflicting domains where analyzed, which are ERM 

and large scale agile, in order to identify the discrepancies and alignments. The discrepancies and 

alignments where made tangible by the identification of a set of crucial ERM principles for internal 

control, extracted from the COSO ERM framework (Sub question 1 & 2). Afterwards several 

components in SAFe where analyzed in order identify how these crucial ERM principles for internal 

control can be facilitated (Sub question 3 & 4). The center of figure 3.2. indicates that our hypothesis 

contains two possible outcomes (transition phase). First of all there is a chance that the components in 

SAFe are aligned with the crucial ERM principles. The second possibility is that there are discrepancies, 
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which means that the components in SAFe do not facilitate the crucial ERM principles. Only the ERM 

principles which were seen as crucial where part of the analysis, this helped to limit the scope, and as a 

result achieve a certain quality regarding the rigor of the findings.  

 

As mentioned in the problem context, there is no one size fits all solution when it comes to agile, which 

means that it is important to narrow down the research objectives. To recap, Dikert et al. (2016) argue 

that in order to make agile effective, the agile methodology should be customized pragmatically instead 

of following a concise textbook interpretation. This means that the context should be narrowed down 

in such a way, that the output is generalizable to different organizations. The organizational context 

which is presented in figure 3.1. in the previous section, is adopted as the organizational context in this 

research. This organizational context or governance model is mainly applicable to large corporates or 

institutions. This means that other types of organizations, with deviating governance types, are excluded 

from the scope of this research. Now that the research objective is clear, the actual research method that 

was conducted is described in the next paragraph. 

3.4. Research method 
As mentioned in the previous section, the initial hypothesis was that there was need for additional 

components for SAFe, in order to facilitate internal control on program and portfolio level in large scale 

agile environments. With this hypothesis in mind, a Design science approach was adopted, because 

design science contributes to building a testable body of knowledge on the one hand, and it delivers a 

context specific artifact on the other hand. Additionally, one of the main exciting features of design 

science is that it is future oriented, it is about improving an existing situation into a new preferred 

situation, based on a long-term mindset and by challenging the existing status quo (Hassi, & Laakso, 

2011). So, in general, design science balances the value for science and practice, which I believe is 

crucial for economic progress in today’s rapidly changing world. The Design Science Research 

Methodology (DSRM) proposed by Peffers et al. (2007) was adopted in the research, as presented in 

figure 3.3.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

In total the DSRM methodology contains five phases The first phase, the problem identification, was 

conducted based on the execution of the SLR. The research objective was defined in the second phase, 

which is described in the previous section (section 3.3). To recap, the objective was to create explicit 

insight in the internal control environment on program and portfolio level in a large scale agile context, 

and provide some tangible solutions as a starting point to facilitate internal control. Due to the deviating 

findings from the initial hypothesis, phase 3 and phase 4 where conducted in a slightly different way 

than in the model proposed by Peffers et al. (2007). The third phase, which is the design and 

development phase, was more confirmative in nature based on semi structured interviews, as presented 

in the left part of figure 3.5. SAFe was used as an existing artifact, which implies that the actual design 

and development component is missing. The input for this phase was an exhaustive list of ERM 

principles. The list with ERM principles was extracted from existing frameworks, which is described 
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in more detail in section 4. As a first step, the list with ERM principles was prioritized based on semi 

structured interviews with ERM experts. In step two, the SAFe framework was analyzed by the 

researcher, in order to create a starting point for matching the ERM principles to the SAFe components. 

So, the output of step two was an initial list with crucial ERM principles matched to a group of SAFe 

components, as input for the third step. The third step involved the validation and extension of the 

output from step two. This was done with the involvement of agile experts, by the means of semi 

structured interviews. During these interviews the agile experts provided feedback and additional input 

for the matching process. The output of phase 3 was a final set of SAFe components that where matched 

to the crucial ERM principles.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The right part of figure 3.5. represents the fourth phase of the DSRM process in figure 3.4., which is 

the demonstration & evaluation step. This step also deviates from the original purpose proposed by 

Peffers et al. (2007). Instead of the actual demonstration and evaluation, the step was more explorative 

in nature, based on a multi case study in order to extend the existing theory around SAFe. This is in line 

with the case study perspective proposed by Yin (2003), which starts from an existing theory, with the 

eventual purpose to identify and match patterns in regard of this theory (Blumberg, Cooper & Schindler, 

2014). The multi-case study was conducted with people working in organizations that fit in the context 

of this research. The method used to obtain the evidence from the cases, where semi structured 

interviews. A more structured description with additional reasoning for the decision to conduct a multi-

case study, is provided in section 6. During the first step of the multi case study, the interview design 

was created and tested, as presented in figure 3.5. The testing was done with participants from 

previously conducted interviews and the supervisor of this thesis project. In step 5 the actual interviews 

were conducted and the obtained data was integrated and summarized. To finalize the multi case study, 

the summarized data was synthesized and analyzed in order to identify patterns. Based on the patterns 

that where identified a conclusion was drawn. Additionally, the final conclusion was reflected against 

the initial problem context, in order to determine whether the intended solution and the initial problem 
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context are still aligned. The final step of the DSRM process in figure 3.4. is the communication of the 

findings to the research community, which was done through the publication of the thesis.  

4. Background 

This section is focused on the provision of background information regarding ERM and SAFe, in order 

to link both frameworks afterwards. First of all, some general information and recent developments 

regarding ERM is provided. Secondly, two ERM frameworks are analyzed and accordingly a set of 

ERM principles related to internal control is extracted. Then some reasoning is provided for why SAFe 

was adopted, followed by an analysis of the underlying concepts embedded in SAFe.  

4.1. Enterprise Risk Management (ERM) 
As mentioned in the introduction, there are several contexts that involve risk management. In this 

research the focus is on ERM related to internal control. The ERM landscape is changing over time, 

especially nowadays, since the external environment is more turbulent (Balasubramanlan, 2018; Portilla 

et al., 2017). This change can be explained according to the Three Lines of Defense model (3LoD), 

which is one of the most common risk governance frameworks, as illustrated in figure 4.1. (Portilla et 

al., 2017; ISACA, 2011). The 3LoD model is primarily focused on the ERM governance structure, and 

is mainly adopted in financial institutions, but is also used across other sectors (Davies & Zhivitskaya, 

2018).  

 

Figure 4.1 Three lines of defense model as illustrated by Davies & Zhivitskaya (2018) 

The first line of defense, which are the front-line employees, are responsible for the management of risk 

related to the actual day-to-day business processes. The majority of the risk in the first line of defense 

is related to economic loss, as a result of daily decision making processes. The second line of defense 

are the support functions, more specifically the actual risk management and compliance function, with 

the purpose to provide oversight and judge the risk management activities conducted by the first line of 

defense. The main responsibilities of the second line of defense are the validation of compliance, review 

risk reports and when applicable participate in business unit risk committees (Doughly, 2011). The third 

and final line of defense is the internal audit function. The main task of the third line of defense is to 

review the first and second line of defense systematically, in order to ensure the effectiveness of the 

risk management activities. The internal control function reports to the risk committee of the board of 

directors, in order to make sure that the entire structure can be overseen and that the rigor can be assured. 

For large publicly owned organizations an external audit function is required, and if applicable, a SOX 

compliance team who reports independently to the board of directors (Davies & Zhivitskaya, 2018).  

 

According to some recent industry publications, the future of governance and ERM is focused on the 

first line of defense (Balasubramanlan, 2018; Portilla et al., 2017). The main reason for this is that the 
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frontline employees are the people who take risk every day and are the gateway to the outside world. 

Additionally, Portilla et al. (2017) refer to a so called digitized risk function, which requires new 

capabilities, talent, culture and other ways of working. In this digitized risk function the most crucial 

topics are identifying emergent risk, securing asset liability management, mitigating losses from 

operational risk, risk stress testing, and managing and monitoring risk portfolios (Portilla et al., 2017). 

Interpreting this direction of thinking, there is quite some alignment with agile. Within an agile 

environment teams are encouraged to work autonomously, which means that they should embed this 

risk function, this implicates that they operate as the first line of defense.   

 

In the next two sections the basic structure of two widely adopted ERM frameworks is described. The 

eventual goal is to extract a list of ERM principles related to internal control, in order to assess which 

ERM principle are most crucial. First the ERM framework developed by the COSO is analyzed. Since 

the focus is on IT related companies and the reliance on a single framework can cause bias, the COBIT 

framework is analyzed as well, in order to include additional ERM principles from an IT perspective. 

The COBIT framework provides guidelines for the design of IT enterprise governance systems. Both 

frameworks cover the entire spectrum from project to strategic level, which ensures completeness.  

4.1.1. The COSO ERM framework 

On a general level ERM is about the integration of strategy and performance. In more detail, ERM is 

focused on the distribution of risk management practices throughout an organization in order to 

accelerate growth and enhance performance in line with the organizational objectives (COSO, 2017). 

The most generally accepted and leading framework to establish ERM within an organization is 

published by the COSO (Bromiley et al., 2015). As such, we will follow the COSO framework as a 

starting point, to deepen our understanding of ERM and extract the applicable ERM principles as input 

for the design process. The formal definition of ERM is provided below, following the COSO: 

 

“Enterprise risk management is a process, effected by an entity’s board of directors, management 

and other personnel, applied in strategy setting and across the enterprise, designed to identify 

potential events that may affect the entity, and manage risk to be within its risk appetite, to provide 

reasonable assurance regarding the achievement of entity objectives” (COSO, 2004, pp. 2). 

 

Based on this definition, the effectiveness of an organizational strategy is measured by the achievement 

of predefined objectives. The performance is the deviation from these objectives at specific points in 

time, which could be positive or negative. In general there are three frameworks published by the COSO 

which are related to ERM, as listed below.  

 

COSO 2004: Enterprise Risk Management – Integrated Framework 

COSO 2013: Internal Control – Integrated Framework  

COSO 2017: Enterprise Risk Management – Integrating with Strategy and Performance 

 

The COSO 2017 is an update of the COSO 2004, in the area of strategy and performance. The main 

reason for the extension is the increased complexity of the risk environment during the last decade, as 

a result of the rapidly evolving business environment (COSO, 2017). The COSO 2017 comprises the 

entire spectrum of ERM, where it is mainly focused on strategic perspectives. The COSO 2013 is a 

distinct publication from the COSO 2004 and the COSO 2017, however they do connect (COSO, 2017). 

The COSO 2013 framework is focused on internal control, more specifically the framework supports 

organizations to efficiently and effectively develop systems for internal control, support decision 

making, mitigate risk to acceptable levels, and strengthen the governance within the organization 

(COSO, 2013). The COSO 2017 partially integrates some aspects mentioned in the COSO 2013 related 

to internal control and SOX compliance, but this is not exhaustive. So the COSO 2013 remains viable 

for designing, conducting, implementing and assessing aspects related to internal control. As the main 
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focus of this research is on ERM related to internal control, the COSO 2013 framework is used as the 

guideline to identify and define the ERM principles related to ERM as input for the Delphi study.  

 

The structure of the COSO 2013 framework contains 

several layers, as presented in figure 4.2. Each layer is 

discussed shortly in this paragraph. According to the 

COSO 2013, organizational objectives for internal 

control, which is the top layer in figure 4.2., can be 

categorized into three distinct but overlapping 

categories. This implies that a particular objective can 

emerge into more than one category at the same time. 

All three objectives are given in table 4.1., including a 

short description. It is important to notice that the 

majority of the organizations are originally structured in such a way, that the objectives can be narrowed 

down to entity level sub objectives. This structure can be characterized as a control based structure, by 

assigning employees to organizational silos in order to increase control and reduce risk (Denning, 2017). 

Following this perspective, the larger the organization, the more silos and sub silos needed for the 

establishment of internal control. Each silo and sub silo has its own objectives and sub objectives which 

are aligned with the overall strategy and mission. In order to make this structure manageable, the silos 

and sub silos are assigned to a manager, who is responsible for the formulation and the achievement of 

the objectives. At predefined timeslots, the manager reports the situation regarding the objectives to the 

higher management as indicated in the 3LoD model, which enables higher management to monitor the 

situation and if necessary act upon the deficiencies.  

Table 4.1 Organizational objectives for internal control (COSO, 2013) 

Objective Description 

Operations The operational objectives should be aligned with the organizational strategy, in order 

to assess whether the organizational strategy is effective. These objectives can be 

measured by the means of several metrics, such as productivity, customer satisfaction, 

financial performance, quality and employee satisfaction. Financial performance 

indicators are the most widely used metrics, which is in many cases also the most easiest 

to apply. 

Reporting Reporting objectives can be distinguished in internal and external reporting objectives. 

Internal reporting is particularly related to the achievement of operational objectives, or 

in other words performance. External reporting is primarily driven by external events, 

such as standards and regulations. In general the reporting objectives can be 

distinguished into four types, internal financial reporting objectives, internal non-

financial reporting objectives, external financial reporting objectives and external non-

financial reporting objectives. 

Compliance Compliance objectives are established in accordance with applicable laws and 

regulations. The most well-known laws and regulations are related to taxation, the 

environment and human resources. However in many cases there are more obscure laws 

or regulations which are less well known, depending on the type of industry. An 

important aspect is that these laws and regulations are often minimum requirements, they 

can be characterized as baseline objectives in terms of compliance. 

 

Within the three objectives there is a risk that the performance is below a predefined level, at a specific 

point in time. The amount of bias allowed between the objective and the actual situation is called the 

risk appetite (COSO, 2013). The risk appetite is a fixed tolerance, when an indicator crosses the 

tolerance there is need for action, which should be reported to the higher management. In terms of 

regulations, it is in most cases not necessary to define a risk appetite since it is binary, an organization 

either complies or it does not (Scaled Agile, 2017). In order to manage and control the risk related to 

the objectives, five interrelated components of internal control should be in place according to the 

Objectives

Components

Principles

Points of focus

Figure 4.2 Structure COSO 2013 framework 
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COSO 2013, as provided in table 4.2. These components can be classified as activities which 

collaboratively safeguard an effective internal control environment.  

Table 4.2 Components for  internal control (COSO, 2013) 

Component Description 

Control environment The control environment is the basis for the establishment of internal control throughout 

the organization, comprised of a set of structures, processes and standards. This internal 

control environment is established by the board of directors in collaboration with the 

higher management. 

Risk assessment Risk assessment is a continuous, iterative and dynamic process in order to identify the 

risk involved with achieving the objectives. The risk can emerge from either internal 

activities or external influences. 

Control activities Control activities involve predefined procedures and policies, in order to mitigate risk 

and make sure for the management layer that the objectives are achieved. These activities 

are performed in all the different entities within the organization.  

Information and 

communication 

Information is necessary to assess the level of internal control, in support of the 

achievement of the objectives. This information is communicated to the internal and 

external entities responsible for the execution of  internal controls.    

Monitoring activities Continuous and separate evaluations are executed, based on the available information. 

The main goal is to assure that the five components of internal are in place and 

functioning.  

 

Table 4.2. can give the impression that the components are organized in a staged or serial process. This 

is not the case, it is a iterative and multidirectional process, where each component can influence each 

other. Each individual component contains a set of ERM principles, representing the fundamental 

concepts associated with the components (COSO, 2013). The ERM principles are presented in appendix 

A. As mentioned in section 3.4., these ERM principles will be used as the main input for the Delphi 

study. The ERM principles are quite abstract and generic, however adopting a lower level, which are 

the points of focus (see figure 4.2.), would have made the list much to comprehensive. The points of 

focus where involved, at the moment that the most important ERM principles where identified, in order 

to provide more clarity regarding the ERM principles. These points of focus are more specific and 

tangible, which makes it more easy to identify the components from the SAFe framework. 

4.1.2. The COBIT framework 

The COBIT framework can be used to assist 

organizations in the process of understanding, 

designing and implementing Enterprise 

Governance of Information and Technology 

(EGIT). This is more comprehensive than 

solely ERM on its own. However, there are 

certain aspects related to risk, which could 

potentially contribute to a more complete view 

of the ERM landscape within an organization. 

COBIT is specifically focused on all the 

information processing and technology in an organization, that contribute to the achievement 

organizational objectives (ISACA, 2019). This is getting more crucial in the context of ERM, since a 

lot of organizations are increasingly dependent on IT for growth and survival. When the framework is 

applied properly, it should deliver three main outcomes, which are benefits realization, risk optimization 

and resource optimization (ISACA, 2019). Figure 4.3. visualizes the main structure of the COBIT 

framework, it slightly differs from the COSO framework. From the highest level perspective, the 

framework consist of two levels, which are governance and management. The governance level is 

concerned with processes related to the more structural aspects of the organization, which is typically 

the responsibility of the board and the executive management (COSO, 2017). While the management 

Levels

Domain

Objectives

Components

Activities

Figure 4.3 Structure COBIT 2013 framework 
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level is related to the actual processes within the organization, which are more practical in nature and 

the responsibility of middle and senior management. In this research the focus is on the management 

level, since these cover the risk aspects related to program and portfolio level processes. There are four 

domains which are related to the management processes, as mentioned in table 4.3 below.  

Table 4.3 Management domains COBIT (ISACA, 2019) 

Domain Description 

Align, Plan and Organize This domain is focused on objectives and activities related to the strategy and supporting 

activities for IT, throughout the entire organization. 

Build, Acquire and 

Implement 

This domain addresses the definition, acquisition and implementation of IT solutions in 

existing business processes, and makes sure that these IT solutions are integrated. 

Deliver, Service and 

Support 

This domain addresses the delivery and support of IT services in the operational 

environment, including security. 

Monitor, Evaluate and 

Asses 

This domain addresses aspects related to the monitoring of performance and 

conformance of IT with internal control objectives, performance targets and external 

requirements. 

 

The domains are interrelated, which means that they complement each other. Each individual domain 

contains a set of objectives, in this case management objectives, because the governance objectives are 

irrelevant for this research. Since the COBIT framework covers the entire spectrum of an enterprise 

governance system, some management objectives are not directly related to the internal control 

environment. To ensure specificity and prevent the selection of a too large pool of ERM principles as 

input for the Delphi study, the objectives irrelevant to this study where filtered out, based on our own 

interpretation. This could potentially bias the completeness of the set of ERM principles, however all 

COSO ERM principles where integrated, which ensures the completeness. As mentioned previously in 

this section, the ERM principles extracted from the COBIT framework mainly complement the COSO 

ERM principles from an IT related perspective. The objectives that where filtered out, are provided in 

table 4.4. below.  
Table 4.4 Management objectives COBIT (ISACA, 2019) 

Objective Description 

APO05 – Managed 

Portfolio 

This objective is concerned with the execution of the strategic direction set for 

investments aligned with the organizational vision and IT roadmap. The main activities 

are the evaluation, prioritization and balancing of programs in relation to the available 

resources, obtained value for the organization and the risks involved. 

APO12 – Managed Risk This objective is related to the continuous identification, assessment and reduction of IT 

related risk within the predefined tolerance levels set by the higher management. 

BAI01 – Managed 

Programs 

This objective is related to the management of programs in alignment with the 

organizational strategy in a coordinated way, based on a standard management approach. 

DSS01 – Managed 

Operations 

This objective involves the coordination and execution of activities related to operational 

procedures required for the delivery of internal and outsourced IT services. Predefined 

standardized operating procedures an monitoring activities are the backbone of this 

process. 

MEA02 – Managed 

System of Internal 

Control 

This objective concerns the continuous monitoring and evaluation of the control 

environment , including self-assessments and self-awareness. The goal is to enable 

management to identify and monitor inefficiencies and deficiencies in order to initiate 

action. 

MEA03 – Managed 

Compliance with External 

requirements 

This objective involves the evaluation of IT and support processes in alignment with the 

compliance of laws, regulation and contractual requirements. The main goal is to obtain 

assurance that the requirements are in compliance.  

MEA04 – Managed 

Assurance 

This objective is related to the previous objective (MEA03), it makes sure that assurance 

initiatives are planned, scoped and executed in order to comply with internal 

requirements, laws regulations and strategic objectives. 
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The majority of the extracted objectives in table 4.4. are specifically related to program and portfolio 

level activities. Each management objective consist of a similar set of components in order to tailor and 

sustain the governance system (ISACA, 2019). The set of components is presented in table 4.5. A 

component can be characterized as a factor which collectively and individually contributes to the proper 

functioning of the IT related enterprise governance aspects, in order to safeguard the achievement of 

the objectives. This implies that these components can interact, and together provide a holistic IT 

governance system, in which the risk can be identified and managed. 

Table 4.5 COBIT components (ISACA, 2019) 

Components Description 

Processes The processes describe a group of activities and practices which contribute to the 

achievement of the objectives and produce outputs aligned with the higher level goals.  

Organizational structures The organizational structures are established as the key decision making entities in an 

organization, in order to create responsibility and accountability for processes. 

Principles, policies and 

frameworks 

The principles, policies and frameworks provide practical guidance for daily activities 

in order to obtain the desired behavior.  

Information COBIT is focused on information necessary for the proper functioning of the governance 

and management system. The information includes all the information processed and 

used by the organization. 

Culture, ethics and 

behavior 

The culture, ethics and behavior are crucial factors for internal alignment and the 

assurance for successful governance and management activities.  

People, skills and 

competencies 

The people, especially their skills and competencies, are crucial for successful 

completion of activities, execution of corrective action and good decision making. 

Services, infrastructure 

and applications 

This component includes all the infrastructure, applications and technology that 

contribute to a proper governance system for IT processing activities.  

 

At the lowest level, the COBIT framework proposes activities (see figure 4.3.) for each component 

belonging to a specific management objective. These activities are relatively detailed, which would 

have made the list much to comprehensive, similar to the points of focus from the COSO framework. 

The structure and terminology of the COBIT framework is different compared to the structure and 

terminology of the COSO framework. In order to create alignment between both, the ERM principles 

from the COSO framework should be matched to the most related level of the COBIT framework in 

figure 4.3. After the analysis and comparison regarding the structure of both frameworks was 

conducted, the conclusion was drawn that the formulation and content of the COBIT objectives are 

most similar to the COSO ERM principles. Based on this assumption, the COSO ERM principles and 

COBIT objectives where merged into a single list of ERM principles, provided in appendix A. When a 

COSO ERM principle and COBIT objective where relatively similar, the one which was most 

comprehensive and easily understandable was included in the list. To prevent confusion in the 

remainder of this report, the COSO ERM principles and the COBIT objectives in appendix A are 

referred to as ERM principles. 

4.2. Large scale agile 
The most widely used and popular large scale agile frameworks are SAFe, DAD, Spotify and LeSS 

(Woollcombe-Adams et al., 2018; Vaidya, 2014). SAFe, Spotify and LeSS propose large scale agile 

solutions from an organizational perspective and thus include program and portfolio level aspects. DAD 

is focused on large scale agile from a project level perspective. As mentioned in the introduction, this 

research uses SAFe as the foundation for the analysis of the ERM principles in large scale agile 

environments. The main reason for this is that it is the most popular and comprehensive framework 

(Stettina & Schoemaker, 2018; Vaidya, 2014). There are researchers and practitioners which argue that 

SAFe is much to comprehensive, which has a counterintuitive effect on Agility (Alqudah & Razall, 

2016). However, the SAFe framework proposes a set of concepts and components that can be 
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customized towards the needs and characteristics of a specific organization. This does not imply that 

every principles or component is effective on its own, there is of course a set of baseline principles and 

practices, that function collaboratively. It is important to notice that the analysis of SAFe in the 

upcoming sections is far from exhaustive. Only the fundamental components that could potentially 

embed the identified principles are mentioned, since SAFe is a quite comprehensive framework.  

4.2.1. The Scaled Agile Framework (SAFe) 

SAFe is a scalable and configurable framework, which makes it possible to integrate agile in different 

levels within an organization. Besides agile, the SAFe framework is designed based on two additional 

concepts, which are systems thinking and Lean product development. Systems thinking is integrated 

throughout all the different levels of the framework, it can be seen as the backbone of the framework. 

There are three primary aspects of systems thinking embedded in SAFe (Leffingwel et al., 2018). 

 

• The solution itself is a system; 

• The enterprise building the system is a system too; 

• Understand and optimize the full value stream. 

 

The first aspect is focused on the output of the development processes, which are logically IT related 

systems. The second and third aspect are more crucial in regard of this research, since these are focused 

on an organizational perspective. Therefore, the first aspect is described shortly, since it is more related 

to project risk management and has a lower influence on the internal control environment. The output 

of the development processes are systems, which could be software systems, or a combination of 

software and hardware systems. The reasoning in SAFe explains that it is not possible to build quality 

systems, without a systematic approach. This means that the people involved in the project should 

understand the system’s boundaries, prevent local optimization, map the interconnections and that an 

integrated perspective should be adopted, in order to prevent bottlenecks (Leffingwel et al., 2018). So 

the underlying reasoning in regard of the first aspect is that the solution should be examined holistically, 

instead of a partitioned subset of systems which are integrated in the end. 

 

The second aspect implies that a holistic organizational view should be adopted, which prevents local 

optimization in independent levels of the organization. This has even larger implications, because in 

the majority of the larger solutions, the value crosses the organizational boundaries, which means that 

suppliers and customers are an integral part of the system as well (Leffingwel et al., 2018). As the 

organization is a system, it should be managed, because a system without any form of management is 

a unaligned entity (Sterman, 2000). This is a quite common mistake, because some organizations or 

individuals think that agile is an excuse for not providing any form of documentation, or for acting 

completely autonomous, as mentioned during several interviews presented in appendix G. Instead, as 

documentation and control mechanisms where crucial in the traditional environment, they are necessary 

in an agile environment as well (Scaled Agile, 2017). However, they can be designed and implemented 

in a different way, according to some interview respondents. In the context of this research, this means 

that internal control and risk management should be an integral part of the system, both should be 

embedded in the routines of the organization. An interesting thing about SAFe is that it applies several 

similar artifacts and components across different levels of the organization, such as backlogs, Kanban 

and enablers. This contributes to the functioning and understanding of the system, since those tools and 

practices are recognized throughout the organization, which enables those practices and tools to be 

layered and intertwined, across different levels of the organization. For example a single epic in the 

portfolio backlog, contains multiple program backlogs and accordingly, an item in the program backlog 

can be present in multiple team level backlogs. Another crucial aspect which contributes to the 

functioning of the system is cadence and synchronization. Across the entire organization a interrelated 

level of cadence should be embedded, which is a rhythmic pattern. This rhythmic pattern enables the 

organization to create routines, which contributes to the predictability of events (Leffingwel et al., 

2018). Sterman (2000) elaborates on this with the fact that an organization should be seen as an complex 

holistic system, in order to create a long term interest, identify high leverage points and avoid policy 
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resistance. The synchronization makes sure that multiple perspectives are integrated during predefined 

stages in the rhythmic pattern.  

 

The final aspect, which implies that the value streams should be understood and optimized is crucial, 

especially on a portfolio level. In general, value streams are used in SAFe to realize portfolio level 

business objectives and organize Agile Release Trains (Leffingwel et al., 2018). As mentioned by one 

of the interview respondents, traditional organizations are frequently organized based on projects and 

departments, which creates temporary responsibility, inertia and local budget allocation (Knaster & 

Leffingwell, 2019). According to Leffingwel et al. (2018) a value stream can be defined as “a series of 

steps that an organization uses to build solutions that provide a continuous flow of value to a customer”. 

When this series of steps within these value streams is understood properly, it is possible to continuously 

optimize the value stream, instead of local optimization within departments. A fundamental practice is 

to map the value stream in a systematic way, in order to understand the interrelated steps within the 

value stream properly. Additionally, as cadence and synchronization are fundamental in the 

organization, they are implemented in the value streams as well. Generally there are two types of value 

streams, operational and development value streams. Operational value streams are used to deliver 

goods or services to internal and external customers. Whereas development value streams are used to 

create the systems that enable operational value streams (Leffingwel et al., 2018). Figure 4.4. provides 

a visualization of the difference and the relation between operational and development value streams. 

Now that the fundamental aspects underlying the concept of systems thinking in SAFe are explained, 

the focus shifts to the last concept, which is Lean product development.   

 

Figure 4.4 Visualization of operational and development value streams (Scaled Agile, 2018). 

Lean product development principles are introduced in the higher levels of the framework, which need 

more control based thinking. Whereas the majority of the agile principles are mostly present in lower 

levels of the organization, but also emerge in higher levels. The high level Lean principles are presented 

in the SAFe house of Lean. The SAFe house of Lean consists of four pillars, which are respect for 

people and culture, innovation, flow, and relentless improvement. The pillars are interrelated and 

operate as an entity, which means that the optimal advantage is obtained when they are all in place.  The 

basics of each pillar are discussed shortly. First of all the respect for culture and people, which is quite 

generic, but the main reasoning is that the SAFe does not implement itself, the people do. This implies 

that when people are respected and the culture is empowered, the change will occur naturally (Knaster 

& Leffingwell, 2019). The second pillar is focused on the establishment of continuous flow, which is 

mainly related to the optimization of the value streams. The main advantages of continuous flow are a 

faster value delivery, relentless improvement, built in quality practices and evidence based governance 

(Leffingwel et al, 2018). The underlying goal of flow is to reduce delays and waste in order to create 

fast and continuous delivery. The main difference towards more traditional organizations, is the 

continuous delivery of value instead of the more phase-gated approach. The third pillar, which is 

innovation, helps to renew solutions, products and processes. At some moment in time solutions, 

products or processes are at the end of their lifetime, which means there is need for innovation. 
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Innovation requires a proactive mindset, time, money and customer involvement, in contrast to the more 

traditional financial mindset in which utilization is one of the key metrics (Scaled Agile, 2017). 

Relentless improvement, which is the last pillar, involves the enhancement of existing processes, in 

order to improve the competitiveness of the organization continuously. It may seem like that this is 

equal to innovation, however in the context of SAFe innovation is characterized as renewal, whereas 

relentless improvement is focused on the optimization of existing processes. Relentless improvement 

involves a holistic approach, factual decision making, root cause analysis, and milestone planning.  

 

Now that the underlying concepts and ideas behind the fundamental concepts of SAFe are explained, 

the focus shifts towards the structure of the SAFe framework. SAFe is updated continuously which 

means that the structure is subject to change, actually it was extended a few times. Besides that, several 

additional whitepapers are frequently introduced, which discuss certain advanced topics, such as SAFe 

for regulatory and compliance standards. At this moment SAFe contains four different levels, which 

are the team level, program level, large solution level and portfolio level, as described in table 4.8.  

Table 4.6 SAFe configuration levels (Leffingwel et al., 2018) 

Levels included Description 

Team level 

 

The team level contains a diverse set of components which together deliver value as part of an 

Agile Release Train (ART). The main roles are the Development team, the product owner and 

the scrum master. Each individual team (5-9 members) is responsible for defining, building 

and testing user stories from the backlog. A fundamental aspect is that the team is configured 

in such a way that they are fully capable of defining, developing, testing and delivering 

working systems. Teams work in a cadence of two week iterations, in which they deliver fully 

functioning system demos at the end. 

Program level 

 

The main component on program level is the ART, consisting of multiple teams (50-125 

members). This ART consist of several roles such as development teams, the system architect, 

the Release Train Engineer (RTE), business owners and the product management. The main 

purpose of the ART is devoted to an ongoing system or solution development mission. The 

cadence within an ART is determined by the program increments, which are typically 8-12 

weeks long. At the end of an program increment, a full system increment is delivered, 

demonstrating value in order to obtain immediate feedback.  

Large solution level The large solution level is designed for the development of large and complex solutions by the 

means of a solution train (>100 people), consisting multiple ART’s. Failure of such systems 

is often unacceptable, due to the social and economic consequences. This requires a stronger 

focus on predefined requirements, compliance and regulations issues, and the use of standards. 

The roles required to manage the solution train are the customer, the solution architect, the 

solution management, the Solution Train Engineer (STE), shared services and suppliers. The 

cadence within a solution train is the same as in an ART, determined by program increments, 

which last 8-12 weeks. At the end of a program increment, the system increments delivered 

by the ART’s are synchronized and integrated. 

Portfolio level The portfolio level is concerned with the management of several development value streams, 

which involves strategy and investment funding. In this essence, value streams can be defined 

as mechanisms which are used to define and realize portfolio level business objectives, by 

organizing the ART’s. There are several roles involved in the portfolio level such as the Lean 

Portfolio Management (LPM), Epic owners and the enterprise architect. There is a dual 

perspective, the portfolio develops strategic themes to link the operational processes to the 

enterprise strategy. But also the other way around, the portfolio provides a constant flow of 

feedback from the operational processes to the enterprise stakeholders.  

 

All these different levels contain different components, which help to organize the organizational 

environment. Additionally to these levels, the framework contains a spanning palette. The spanning 

palette contains several components that can be applied to all levels of the framework (Knaster & 

Leffingwell, 2019). This means that only the components which are deemed useful for a specific 

purpose should be applied. In general SAFe contains four types of components across the different 

levels and the spanning palette, which are highlights, roles, events and artifacts. As mentioned 

previously in this section, similar components occur throughout the different levels of the SAFe 

framework. It is important to know that these levels are cumulative and configurable in nature, which 
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means that for example the program level inherently contains the team level as well. In total SAFe 

proposes four configurations, consisting of a combination of different levels, as indicated below: 

 

• Essential SAFe  (Team level + Program level) 

• Large solution SAFe (Team level + Program level + Large solution level) 

• Portfolio SAFe  (Team level + Program level + Portfolio level) 

• Full SAFe  (Team level + Program level + Large solution level + Portfolio level) 

 

This research focusses on program and portfolio level in the full SAFe configuration. The main reason 

for this is that the full SAFe configuration covers the entire spectrum of large organizations, which is 

the main interest in the context of this research. Now that the underlying concepts and the structure of 

SAFe and the ERM frameworks are discussed, it is possible to link both domains, which is the topic of 

discussion in the next chapter.  

5. Linking ERM and SAFe 

This section contains three parts, each part answers a single sub question that was provided in section 

3.2. First of all, the prioritization process of the ERM principles, with the involvement of ERM experts 

is described. Secondly, an elaboration of the process of how the identified ERM principles where linked 

to the SAFe components on program and portfolio level is provided. At last, the analysis of the 

components that contribute most significantly to the facilitation of the ERM principles is presented. 

5.1. Prioritized list with ERM principles on Program and Portfolio level 
The main purpose of the prioritized list with ERM principles is to create insight in the ERM principles 

which are seen as most important and crucial, according to ERM experts, in order to ensure internal 

control in an agile environment. To prioritize the list, semi structured interviews were conducted with 

the ERM experts. Semi structured interviews include a combination of specific and open ended 

questions, designed to elicit unexpected types of information besides the targeted information listed 

beforehand, which suits the exploratory nature of this research (Seaman, 1999). Before the interviews 

where held, the participants were asked to participate in a small survey, in order to obtain their expertise, 

their experience, their viewpoint on ERM, and their viewpoint on agile and large scale agile. The 

underlying reason for this was to create general insight in the participants, before the interview was 

conducted. The design and the results of the survey are presented in appendix B. In general all the 

respondents provided similar answers in terms of their viewpoint of ERM. While their answers in regard 

of agile differed, two of the respondents refer to agile as a development process, while the other 

respondent refers more towards agility in general. Additionally, only one respondent had heard of large 

scale agile, in which the respondent refers to the project level perspective. The participants worked in 

the consulting sector and were selected based on their experience with ERM. During the selection 

process the more experienced experts were selected, since the ERM perspective is deeply rooted in their 

viewpoints. The interviews were conducted individually and face to face, the participants are listed in 

table 5.1. 

Table 5.1 Interview participants with ERM experience 

Position Expertise Experience 

Partner – Assurance & Advisory IT control, Information security, ERP 28 years 

Director – IT audit & Assurance Internal control, Risk management, IT, Auditing 19 years 

Senior manager – Risk consulting Internal control & ERM 15 years 

 

The format used to conduct the semi structured interviews is presented in appendix C. The format is 

presented with the results included, since the format was updated after each interview, in order to 

improve and create consensus regarding certain perspectives and terminologies. First of all the 
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terminology regarding ERM, agile, portfolios and programs was presented to the participants, in order 

to create a discussion regarding their perspective and the perspective applied in this research. 

Afterwards the list of  ERM principles was presented to the participant and they were asked to rate each 

ERM principle based on the importance to facilitate internal control in agile environments. The Likert 

scale was adopted as the ranking system. This meant that the participants were able to answer each 

question from 1 = unimportant to 5 = very important. Additionally, the participants were asked to decide 

whether a ERM principle is more related to program or portfolio level. However, the results of the 

interviews differed extensively, which indicated that the participants had different interpretations. 

Based on this observation, it was decided to analyze the most important ERM principles on both 

program and portfolio level. Both the COSO framework and the COBIT framework where present 

during the interview, when there was any misunderstanding regarding a ERM principle, the frameworks 

where consulted. To gather some more background information, the ERM principles that scored high 

where discussed in more detail, in order to obtain the underlying reasoning of the participants. All the 

interviews were recorded and registered in the template, which is presented in appendix C. 

 

In order to create the prioritized list with ERM principles, the scores of all the interviews where added 

for each individual ERM principle. The ERM principles with the highest score where seen as most 

relevant. The prioritized list is presented in appendix D. The next step was to determine how many 

ERM principles to include in the remainder of this research. This was based on three self-selected 

selection criteria, as mentioned below. 

 

• The ERM principles with the highest score where selected; 

• The cutoff score was determined in such a way that the amount of ERM principles are 

realistically aligned with the size of this research; 

• There should be consensus regarding the importance of the ERM principles, across all 

the interviews which were conducted.  

 

Based on these aspects the decision was made to include all the ERM principles which scored higher 

than 11. This meant that six ERM principles where included based on the first two selection criteria. 

One of these ERM principles scored differently across the interviews (2, 5, 5), this indicates that there 

is no consensus across the interview participants, which meant that this ERM principle was excluded. 

In the end five ERM principles remained, as presented in table 4.2. All these ERM principles belong to 

the COSO framework and are the main input for the next steps in this research. One important aspect 

to notice, which was also mentioned during several interviews, is that in order to create a proper 

functioning ERM system, all ERM principles should be in place. However, it is not possible to analyze 

all the ERM principles in this research, due to some time constraints.  

Table 5.2 Most crucial ERM principles 

No. Framework ERM principles Components 

1. COSO  The organization selects and develops general control activities over 

technology to support the achievement of objectives. 

Information & 

communication 

2. COSO  The organization obtains or generates and uses relevant, quality 

information to support the functioning of internal control. 

Monitoring 

activities 

3. COSO  The organization holds individuals accountable for their internal control 

responsibilities in pursuit of objectives.  

Control 

environment 

4. COSO  The organization identifies risks to the achievement of its objectives across 

the entity and analyzes risks as a basis for determining how the risks should 

be managed.  

Control activities 

5. COSO  The organization selects and develops control activities that contribute to 

the mitigation of risks to the achievement of objectives to acceptable levels.  

Information & 

communication 
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The components to which the ERM principles belong to are provided as well in table 5.2., in order to 

increase the understandability. In general, all the ERM principles are defined from an organizational 

perspective. Each ERM principle refers to a specific topic such as, control activities over technology, 

the creation of quality information, the accountability of individuals, the identification of risk for the 

achievement of objectives across the entity, and control activities for the mitigation of risk. As 

mentioned previously in this section, each individual ERM principle contains several points of focus, 

which are more practical in nature and provide a more detailed view. The points of focus for each ERM 

principle are presented in appendix E. 

 

Now that we have obtained the most crucial ERM principles, sub question 1 is answered.  As a next 

step, it is time to link these ERM principles to the components proposed in SAFe, which is the main 

topic in the next section. 

5.2. SAFe components matched to the ERM principles 
This section describes the activities related to the second and third step presented in figure 3.5. The goal 

is to iteratively enrich the list with ERM principles and the more detailed points of focus as presented 

in appendix E, with highlights, roles, events and artifacts from SAFe. The points of focus where 

included in order to create context around the ERM principles for the (large scale) agile experts. So the 

eventual output of these steps is a list with crucial ERM principles linked to SAFe components on 

program and portfolio level. In order to create this list, an explorative analysis of SAFe was executed 

by the researcher, with the purpose to create an initial list with components linked to the ERM 

principles, as input for the interviews. This list was enriched iteratively during the interviews with the 

agile experts. The participants of the interviews had different profiles, as presented in table 4.9. 

Table 5.3 Interview participants with (large scale) agile experience 

Position Expertise Experience 

Senior manager – Digital transformation Transformation programs, agile implementation, 

(project) Portfolio management. 

14 

Manager – Digital transformation Digital transformation (project management, agile 

working, SAFe), Digital strategy, IT assessments. 

6 

Senior manager – Digital enablement Scrum master, Agile coach, Agile assessments, 

pipeline reviews, Certified scrum master, Advisory 

regarding agile frameworks, Leading SAFe agilest. 

15 

Senior consultant – Digital strategy & 

transformation 

Digital transformation 4 

 

Appendix G contains the initial list with components that was created, which is step 2 in Figure 3.5. 

Additionally the transcribed interviews are provided in appendix G as well, which show the iterative 

enrichment process regarding the linking process of the ERM principles and SAFe components. The 

points of focus that belong to a ERM principle had quite some overlap, which meant that a ERM 

principle can be assured with a relatively compact set of components. 

 

The next few paragraphs discuss all the components that were linked to the ERM principles. It is 

important to mention that there is not a single solution for each ERM principle. SAFe proposes many 

components, which means that there is a high chance that it is possible to facilitate the ERM principles 

with other sets of components as well. Each ERM principle is described individually. Before the actual 

components are described, a short description with the most important input obtained in the interviews 

is given. The SAFe components that where identified for each principle are presented in tables, 

including the type of component and a description of the component. These tables are based on the final 

transcribed interview in appendix G. In the tables a distinction is made between components extracted 

from the program level, the portfolio level and the spanning palette. The spanning palette is an artifact 



28 

in SAFe that contains several components that have an overarching functioning across all the levels. 

After the components are provided in the table, a description of how the components collaboratively 

embed the ERM principle is provided.  

 

ERM principle 1: The organization selects and develops general control activities over technology 

to support the achievement of objectives. 

A topic which recurred during the interviews was that each organization should customize agile and the 

internal control landscape to their governance type. In line with this statement the respondents argued 

that agile, in this case SAFe suits this customization well, since it is configurable at each level. An 

example of this configurability on team level, is that it is possible to integrate whatever expertise the 

organization thinks is necessary in a specific team. Besides the configurability, the respondents 

explained that the development of control activities also depend on the rate of change, the technology 

related to front end development processes change faster than the technology related to back end 

processes, such as the IT infrastructure. Finally, several respondent explained that the idea of not having 

to execute general control activities in agile environments is one of the most crucial failures. Table 5.4. 

contains the components that contribute to the embedment of ERM principle 1. 

Table 5.4 Identified SAFe components  related to ERM principle 1 (Leffingwel et al., 2018) 

Spanning palette components 

Component name Type of component Description of the component 

System team  Role The system team is responsible for building and supporting the agile 

environment infrastructure, with the main focus on the development and 

maintenance of the toolchain in support of the ART’s and the 

continuous delivery pipeline. 

Shared services Role Shared services are specialty teams with specific capabilities (e.g. 

security specialists, information architecture, configuration 

management, etc.), which cannot be assigned to an ART fulltime. In the 

most common cases a shared services team is assigned to an ART for a 

single or multiple program increments.  

Portfolio level components 

Component name Type of component Description of the component 

Enterprise architect Role The enterprise architect drives the architectural initiatives in the 

portfolio. The main task is to optimize the strategic planning, optimize  

communication throughout the organization, and optimize the visibility 

related to the performance of systems across the organization.  

Strategic themes Artifact Strategic themes are business objectives that connect portfolio to the 

general strategy of an organization. More specifically, they provide a 

business context in relation to the organizational vision. 

Enabler epics Artifact Enabler epics can be used to initiate architectural and technological 

initiatives which help to enable new capabilities and features. 

Portfolio backlog Artifact This is the highest level backlog which contains the upcoming business 

and solution epics. 

Portfolio Kanban Highlight The portfolio Kanban is used to manage, visualize and analyze the 

prioritization of the portfolio epics which enter the portfolio backlog. 

Program level components 

Component name Type of component Description of the component 

System 

architect/engineer   

Role The person in this role is responsible for the creation and 

communication of an architectural vision across the teams in the ART, 

in order to make sure the ART is matched to its purpose.  

Agile release train 

(ART)  

Highlight The ART consists of several teams which collaboratively and 

incrementally develops and delivers solutions in a predefined and 

standardized cadence. The key characteristic of an ART’s is that they 

are cross functional consisting of the right people in order to deliver the 

solution. 
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Architectural 

runway  

Artifact The architectural runway is the technical foundation for the 

development of new features, capabilities and business initiatives. It 

consists of the existing technical infrastructure, components and 

existing code necessary for the implementation of near term features. 

So the architectural runway contains a set of architectural guidelines 

that improve the solution design. The architectural runway creates some 

level of flexibility by defining certain guard rails, in which the ART’s 

can operate. 

Inspect & Adapt 

iteration 

Event This event is organized every program increment, in which the current 

state of the solution is evaluated and demonstrated by the ART, with all 

the involved stakeholders. The main output of such a session should be 

a set of improvement items that go in the backlog for the next program 

increment. 

Innovation & 

planning iteration  

Event This event is part of the program increment, with the specific purpose 

to provide dedicated time for innovation, education and when necessary 

can function as an additional in depth Inspect & Adapt event. 

Program increment  

objectives  

Artifact The program increment objectives are a list of business and technical 

goals which are planned to be achieved in the upcoming program 

increment. 

Program epics  Artifact As initiatives can emerge in higher levels of the organization, it is also 

possible that they emerge on more local levels in the organization. In 

this essence program epics are initiatives which emerge within the 

boundaries of an ART. 

Enablers Artifact There are several types of enablers such as exploration, architectural, 

infrastructural and compliance enablers. Furthermore, enablers can 

emerge as enabler epics, enabler capabilities / features and enabler 

stories. The main goal of an enabler is to extend the architectural 

runway, to provide future business functionality. 

Program backlog  Artifact The program backlog contains the upcoming features which should be 

realized by the ART during a program increment. 

Program Kanban  Artifact The program Kanban is used to manage, visualize and analyze the 

prioritization of the features which enter the program backlog. 

  

First of all, on both program and portfolio level there is a role which is responsible for the technological 

design activities, which are the enterprise architect and the system architect/engineer. Their 

responsibility includes the execution of general control activities related to technology (Leffingwel et 

al., 2018). It is the responsibility of the systems team to integrate these control activities in the existing 

infrastructure throughout the entire organization, and make sure the infrastructure remains up to date. 

On program level the ART, which contains all the necessary capabilities to successfully deliver the 

solution, is responsible for the integration and execution of these control activities in the solution. When 

either one of these roles mentioned above does not have the capabilities or expertise to properly execute 

these tasks, a shared services team with the right capabilities and expertise should be involved. This 

does not necessarily imply that a shared services team is an internal team, it is also possible to 

temporarily hire people with specific capabilities or expertise. For both program and portfolio level 

there is an artifact with actually states the objectives, including the objectives related to internal control. 

These artifacts are the strategic themes and the program increment objectives, both are evolutionary in 

nature, which means they can change during the process. Additionally there is an architectural runway, 

which contains a set of useful planned architectural guidelines that enhance the usability, the 

performance, and the direction for in practice he ART’s. ART’s can operate between the boundaries of 

these guidelines, which can include certain control mechanisms. There are two events on program level 

which function as main control activities, where everybody involved in the program comes together in 

order to assess the progress related to a solution that is delivered at that moment. This is not only the 

case for systems delivered to external customers, but happens for internal systems as well. Such an 

event is not present at the portfolio level, however the goal is that stakeholders on portfolio level 

participate in the events at the program level. This is related to one of the Lean product development 

principles which states that the actual value is created on the operational level, and that stakeholders 

involved should be there where the action takes place (Leffingwel et al., 2018). At last there are a couple 
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of interrelated artifacts on program and portfolio level which collaboratively make sure that the control 

environment remains up to date and that the most significant deviations are solved. These artifacts are 

epics, enablers, backlogs and Kanban. Epics are large portfolio wide or program wide initiatives which 

help to update all the ART’s involved. Enablers are smaller level initiatives that are focused on the 

improvement of a specific ART. Commonly epics are broken down into smaller sets of enablers, in 

order to make it manageable. Finally, the backlogs and Kanban, which are well known agile and Lean 

terms, are used to make sure that each initiative is taken into account and that the ones with the highest 

priority are integrated first. It is important to mention that all types of initiatives, such as features, 

enablers or control mechanisms are listed in a single backlog. This means that it is crucial to make sure 

that the backlog is prioritized from a cross functional perspective. As mentioned during the interviews 

many people act with a risk averse behavior, which means that risk experts should be involved from the 

beginning. Otherwise the aspects related to risk management and internal control will never emerge at 

the top of the backlog. 

 

ERM principle 2: The organization obtains or generates and uses relevant, quality information 

to support the functioning of internal control. 

The main aspect which emerged during the interviews was the establishment and the design of 

standardized metrics throughout the organization. Most of the respondents argued that this is a tradeoff 

between Agility and control, which is dependent on the environment in which the organization operates 

and the agile maturity of the organization. One of the more experienced respondents argued that the risk 

management people in the second line should be more flexible in their way of working, they should 

proactively participate in the process. Additionally it is important to train the people in the teams, to 

create a more risk based mindset. Another aspect that was frequently mentioned was automation, which  

is getting an increasingly important role. However, there is a danger that everything that can be 

measured will be measured, this reduces the quality of the information. Besides that, agile is centered 

around people which involves soft controls as well, these are difficult to automate. To conclude, the 

main goal is to create autonomy in the teams to solve as much low level risks as possible. However, 

when a more crucial risk emerges with high potential impact, the right metrics should be in place in 

order to transfer the information to higher levels in the organization. These metrics should create a 

certain level of transparency throughout the organization, in order to filter out the unidentified risks in 

lower levels of the organization. Table 5.5. below contains the components that contribute to the 

embedment of ERM principle 2. 

Table 5.5 Identified SAFe components related to ERM principle 2 (Leffingwel et al., 2018) 

Spanning palette components 

Component name Type of component Description of the component 

Metrics  Artifact Metrics are organizational wide, agreed upon indicators which are used to 

evaluate the progress of achieving the portfolio, large solution, program and 

team objectives. The metrics can help to create some level of transparency 

throughout the entire organization. 

System team Role Table 5.4. 

Portfolio level components 

Component name Type of component Description of the component 

Enterprise architect Role Table 5.4. 

Lean portfolio 

management (LPM) 

Role The LPM represents a group of individuals with the highest level decision 

making and financial authority within the portfolio. They have three primary 

responsibilities which are the creation of lean governance, agile portfolio 

operations, and strategy and investment funding. 

Epic owner Role An epic owner is responsible for the coordination of specific portfolio epics 

trough the portfolio Kanban. They define the minimum viable product, the 

lean business case and guide the implementation process.  

Enabler epics Artifact Table 5.4. 

KPI’s Artifact KPI’s are value stream specific metrics which are used to evaluate the 

ongoing investment initiatives. The types of KPI’s assigned to a value stream 



31 

depend on business needs which are a underlying part of the value stream. 

Some value streams might be more revenue based, while others might be 

more focused on user value or market share.  

Program level components 

Component name Type of component Description of the component 

System 

architect/engineer   

Role Table 5.4. 

Business owners Role Business owners are a group of stakeholders who understand the primary 

business and have the technical responsibility for the compliance, governance 

and return on investment for a solution developed by an ART.  

Release train 

engineer (RTE) 

Role The release train engineer is responsible for the facilitation of the ART 

events, the coaching of the teams, and assist in the delivery of value. 

Additionally the RTE is responsible for the communication with other 

stakeholders in order to continuously improve the process and manage the 

risk.  

Agile release train 

(ART) 

Highlight Table 5.4. 

Architectural 

runway  

Artifact Table 5.4. 

Inspect & Adapt 

iteration 

Event Table 5.4. 

Innovation & 

planning iteration  

Event Table 5.4. 

Program epics  Artifact Table 5.4. 

 

As this ERM principle indicates in the title, it is about the creation of relevant information in order to 

support the functioning of the system for internal control. Since it is not possible to actively asses each 

team or ART, due to the variability caused by the level of autonomy, it is necessary to create a set of 

standardized metrics across the organization. The enterprise architect and system architect/engineer are 

included for this ERM principle as well. Besides the execution of control activities, they are responsible 

for the creation of metrics that contribute to the assessment of internal control. Besides these two roles, 

some additional roles are included on program and portfolio level, which are the Lean portfolio 

management, epic owners, business owners and the Release train engineer. They are included since 

there are other risks which are not directly related to internal control or the technological infrastructure, 

but need to be controlled. These risks are more related to the risk involved with the actual delivery of 

value to the customer. The main question in this context is, whether the system or subsystem that has 

been delivered, was intended to be delivered? This means that certain metrics which are related to these 

risks should be in place. The architectural runway contains a standardized set of metrics, when there is 

need for more specific metrics, these can be included for certain programs or portfolios. Additionally 

to the organizational wide metrics, the Lean portfolio management creates portfolio specific KPI’s, in 

order to assess the performance of the different programs or projects in the portfolio. In this context, 

the system team is responsible to integrate the standardized metrics in the architectural runway, whereas 

the ART is responsible for integrating the additional ART specific metrics. One crucial aspect is that 

not all control related risk can be measured, which means that there is also need for certain soft controls. 

The soft controls are the inspect & adapt iteration for the aspects which are related to the program, and 

the innovation & planning iterations for the larger organizational wide aspects. This means that all the 

stakeholders should participate in these events and that they should not refrain from asking critical 

question, which could be related to internal control. Add last, when larger weak spots are identified, 

epics on program and portfolio level can be initiated, in order to make sure that these weak spots are 

covered in the future. 

 

ERM principle 3: The organization holds individuals accountable for their internal control 

responsibilities in pursuit of objectives. 

One of the respondents argued that the teams are accountable for the internal control in their daily 

activities. However it is the role of higher management to identify the program or projects with a higher 
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risk exposure, and assign the right people with the necessary capabilities and expertise to these programs 

and projects. The advantage of holding the teams responsible for the internal control is that they operate 

the closest to the customer, which means that they are the ones who can assess the risk related to the 

delivery of customer value most appropriately. The danger emerges that teams focusses solely on 

customer value and attain less attention and priority to internal control, this emphasizes the importance 

of the right team composition and the risk based mindset. One respondent argued that the main 

advantage of assigning the responsibility to the team level is that discrepancies can be solved rapidly 

by integrating them in the backlog. To finalize, the visibility and demonstrability of control activities 

should be determined in higher levels of the organization, they should set the tone for teams to record 

certain control activities. However this should be done with care, because the goal is not to create 

documentation, the goal is to facilitate internal control. 

Table 5.6 Identified SAFe components related to ERM principle 3 (Leffingwel et al., 2018) 

Spanning palette components 

Component name Type of component Description of the component 

System team Role Table 5.4. 

Shared services Role Table 5.4. 

Metrics  Artifact Table 5.5. 

Communities of 

practice (COP) 

Role Communities of practice are groups of people with the same interest or 

expertise in a specific business domain. The main benefit of these 

communities is that they share information, which improves their general 

knowledge and skills. 

Portfolio level components 

Component name Type of component Description of the component 

Enterprise architect Role Table 5.4. 

Lean portfolio 

management 

Role Table 5.5. 

Epic owner Role Table 5.5. 

 

Value streams Highlight Value streams are the main highlights on portfolio level which are used to 

define and realize business objectives and organize ART’s accordingly. A 

value stream contains all the mechanisms necessary to create a continuous 

flow of value. In general there are two types of value streams which are 

operational and development value streams.  

KPI’s Artifact Table 5.5. 

Program level components 

Component name Type of component Description of the component 

System 

architect/engineer   

Role Table 5.4. 

Product 

management 

Role The product management is the connection between the customer and the 

product owner. The main task is to understand the customer’s needs in order 

to translate those needs to system features, and validate them in the end. 

Additionally the product management is responsible for complementing and 

prioritizing the backlog.   

Business owners Role Table 5.5. 

Release train 

engineer (RTE) 

Role Table 5.5. 

Agile release train 

(ART) 

Highlight Table 5.4. 

 

This ERM principle is strongly related to division of roles on program and portfolio level, in order to 

ensure internal control. As indicated in the interviews, many people think that agile is an organic and 

unstructured way of working, with a minimum set of predefined roles. However this is not case, SAFe 

proposes a set of roles with clear responsibilities. The difference is that the roles are not specified based 

on a certain area of expertise, instead they are focused on an integral perspective. This implies that the 

assurance of internal control is the shared responsibility of several actors involved in a program or 
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portfolio. This paragraph does not describe all the roles individually, since they are described in the 

tables, instead the focus is on the systemized way in which SAFe ensures that the right capabilities are 

up to date and always available. Each portfolio contains a standard set of roles, which are responsible 

for the entire value stream, including the assurance of internal control. The reason that value streams 

are included on portfolio level is that they are designed in such a way that a single group of people is 

responsible for the entire process, from concept to the actual delivery of value. This is crucial in order 

to create ownership and dedication towards the achievement of objectives. The same idea is integrated 

on program level by the creation of ART’s, which is a group of dedicated people with a continuous 

responsibility for maintaining velocity. There are also some highlights that cross the boundaries of a 

single value stream or ART. The communities of Practice (COP) make sure that the individual roles 

that are similar across the value streams and ART’s maintain each other up to date, in order to create 

continuous learning. COP’s also create channels for individuals with similar roles, in order to simplify 

the path to ask for help in times of severe complexity. Besides COP’s there are also shared services 

teams, which can be involved when specific specialized input is needed. It is important that an 

organization makes sure that the right opportunity to hire temporary staff quickly is present. SAFe 

crosses the organizational boundaries, which means that organizations can create external channels 

from which they can obtain temporary expertise. In order to monitor whether individuals actively 

contribute to the achievement of the objectives, certain metrics and KPI’s should be defined. Finally, 

the system team is mentioned in table 5.6. as well, since they are responsible for the infrastructure and 

toolchain in support of the value streams and ART’s. 

 

ERM principle 4: The organization identifies risks to the achievement of its objectives across the 

entity and analyzes risks as a basis for determining how the risks should be managed. 

The respondents argued that this ERM principle is related to the previous two ERM principles, with 

two important aspects which are information processing and accountability. The goal is to assign the 

responsibility and accountability for the identification and management of risk to the team level. If it is 

not possible to hold lower levels accountable for certain risks, it is necessary to establish information 

processing mechanisms, as additional safety mechanisms, in order to identify risk which could 

potentially harm the achievement of objectives. The main difficulty is to establish some general control 

activities and metrics which are aligned with the organizational objectives, and additionally to make 

sure that the organizational objectives are clear and understandable for everybody in the organization. 

To conclude, the main goal is to identify potential risk as soon as possible, in order to prevent or limit 

the damage. 

Table 5.7 Identified SAFe components related to ERM principle 4 (Leffingwel et al., 2018) 

Spanning palette components 

Component name Type of component Description of the component 

Metrics  Artifact Table 5.5. 

Portfolio level components 

Component name Type of component Description of the component 

Enterprise architect Role Table 5.4. 

Strategic themes Artifact Table 5.4. 

Lean portfolio 

management 

Role Table 5.5. 

Epic owner Role Table 5.5. 

Lean budgeting Highlight Lean budgeting is a quite comprehensive process which involves a set of 

funding and governance practices. Lean budgeting is based on three main 

aspects which are, participatory budgeting, guide by horizon and fund value 

streams, not projects. The main benefit of lean budgeting is that it is more 

flexible compared to traditional budgeting and that the people closest to the 

action have the autonomy to spend the budget wisely. This flexibility is 

realized by the creation of certain guard rails, in which the value streams can 

operate. 
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KPI’s Artifact Table 5.5. 

Portfolio backlog Artifact Table 5.4. 

Portfolio Kanban Highlight Table 5.4. 

Value streams Highlight Table 5.6. 

Program level components 

Component name Type of component Description of the component 

Program increment  

objectives  

Artifact Table 5.4. 

Agile release train 

(ART) 

Highlight Table 5.4. 

Architectural 

runway  

Artifact Table 5.4. 

System demo Event A system demo is one of the main events during a program increment, which 

provides the ART stakeholders the opportunity to assess the progress of the 

actual value that is delivered. One fundamental assumption is that the full 

system should be evaluated, which means that the solutions of all the teams 

in the ART should be integrated. It is critical that all the feedback is obtained, 

in order steer and when necessary take corrective action. 

Inspect & Adapt 

iteration 

Event Table 5.4. 

Program backlog  Artifact Table 5.4. 

Program Kanban  Artifact Table 5.4. 

 

This ERM principle is integrated based on a combination of all the different types of components. First 

of all there are artifacts on program and portfolio level which make sure that there objectives that 

contribute to the higher level organizational objectives. Secondly, the clear division of similar roles 

across the value streams and ART’s, contribute to the achievement of similar objectives across the 

organization, which was discussed for the previous ERM principles. In order to determine how the risk 

should be managed metrics and KPI’s are included, to determine the severity and impact of the risk and 

thereafter determine the mitigation strategy. The architectural runway makes sure that certain crucial 

metrics are included from the start of a development initiative. With the architectural runway as the 

foundation, the set of metrics can be complemented and customized to the characteristics of specific 

programs or portfolios. As mentioned with the previous ERM principle, the main idea is that the 

majority of the risk is mitigated on team level, however as the severity and impact increases they should 

be communicated to higher levels in the organization in order to determine a mitigation strategy. When 

the set of metrics or KPI’s are not sufficient for the proper assessment of the risk environment, there 

are inspect & adapt iterations with the presentation of system demo’s, that can be joined by all the 

stakeholders to obtain a more in depth picture of the risk environment. As mentioned with the first ERM 

principle backlogs and Kanban make sure that each initiative, including aspects related to risk 

management, are taken into account and that the ones with the highest priority are integrated first. To 

conclude, Lean budgeting is included on the portfolio level in order to indicate that there still is some 

level of a finance based mindset, which was the dominant indicator in traditional organizations. 

However SAFe steers and manages risk based on business value, which involves more than solely 

financial aspects. Several examples of metrics that are proposed in SAFe are the number of user stories 

accepted, the level of agility, the time to market, or employee engagement (Leffingwel et al., 2018).  

 

ERM principle 5: The organization selects and develops control activities that contribute to the 

mitigation of risk to the achievement of objectives to acceptable levels. 

The main topic of discussion for this ERM principle was the increase of variability regarding the control 

activities on team, project and program level, due to the high level of autonomy. As discussed with the 

other ERM principles, it is not possible to create metrics or control mechanisms to manage all these 

risks centrally, because this will create an overload of metrics and control mechanisms. One respondent 

argued that it is important to make a distinction between operational and business related risk. Based 

on this distinction the respondent argued that the control activities related to the mitigation of 
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operational risk should be transferred to lower levels of the organization as much as possible. Whereas 

the more impactful business risk should be communicated to higher levels in the organization as quickly 

as possible in order to respond to that risk. So the main goal is to make the teams responsible for the 

mitigation of as many risks as possible, which reduces the time between the identification of the risk 

and the response to the risk. However the organization should develop some higher level control 

activities with mitigation strategies, which is actually the same as in the more traditional organizations.  

Table 5.8 Identified SAFe components related to ERM principle 5 (Leffingwel et al., 2018) 

Spanning palette components 

Component name Type of component Description of the component 

Shared services Role Table 5.6. 

System team Role Table 5.4. 

Portfolio level components 

Component name Type of component Description of the component 

Enterprise architect Role Table 5.4. 

Lean portfolio 

management 

Role Table 5.5. 

Epic owner Role Table 5.5. 

Portfolio backlog Artifact Table 5.4. 

Portfolio Kanban Highlight Table 5.4. 

Enabler epics Artifact Table 5.4. 

Component name 

Component name Type of component Description of the component 

Product 

management 

Role Table 5.7. 

Business owners Role Table 5.5. 

Release train 

engineer (RTE) 

Role Table 5.5. 

System 

architect/engineer   

Role Table 5.4. 

Agile release train 

(ART) 

Highlight Table 5.4. 

Inspect & Adapt 

iteration 

Event Table 5.4. 

Program backlog  Artifact Table 5.4. 

Program Kanban  Artifact Table 5.4. 

Program epics  Artifact Table 5.4. 

Enablers Artifact Table 5.4. 

System demo Event Table 5.7. 

 

As visible in table 5.8. all the components suitable for the embedment of this ERM principle are 

mentioned in the previous ERM principles. Just as with the previous ERM principles the goal is to make 

sure that the control activities are executed in lower levels of the organization as much as possible. The 

set of predefined roles with specific responsibilities makes sure that there is awareness in regard of the 

control activities. When more severe risks occur, they will rise to higher levels in the organization. The 

main control activity is situated on program level, which is the inspect & adapt iteration. A crucial event 

in the inspect & adapt iteration is the demonstration of the system demo, because the system that is 

delivered is demonstrated, which means that the actual risk can be checked and controlled, there is no 

need for speculation. When a severe or complicated risk emerges a shared services team can be 

involved, in order to solve or mitigate the risk. As mentioned with the previous ERM principles, 

backlogs and Kanban are used to make sure that each initiative, including aspects related to risk 

management, are taken into account and that the ones with the highest priority are integrated first. So 

in general the inspect & adapt iteration with the backlogs and Kanban function as general control 

activities. When a recurring risk is identified, epics and enablers can be initiated, in order to mitigate 
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the risk. This process is not limited to the delivery of solutions and systems to external customers, 

internal systems follow the same processes. However, another mindset is needed, internal systems 

should be seen as ongoing programs instead of temporary projects. This means that control activities 

related to the risk exposed in internal systems are similar to the development processes of systems or 

solutions for external customers.  

 

This section is concluded with a comparison to the project level agile methodologies. As argued in the 

introduction, project level agile methodologies do not propose a separate risk management function. 

Instead, risk management is implicitly grounded in the characteristics and principles of agile 

methodologies. Similar to project level methodologies, SAFe does not propose any separate risk 

management function. The responsibility is embedded in the process, by means of the components 

mentioned for the five ERM principles. The fact that most components occur for several ERM principles 

indicates that risk management in SAFe is a continuous, interrelated and iterative process, instead of a 

staged process with predefined steps. To be more specific, risk monitoring, risk identification, risk 

assessment and risk response are executed on a continuous basis, by a cross functional group of roles, 

with the use of specific artifacts, highlights and events. In the next section all the SAFe components 

that belong to the ERM principles are analyzed in order to identify the components that contribute most 

significantly to the facilitation of the ERM principles. 

5.3. SAFe components that contribute most significantly to the facilitation 

of the ERM principles 
Now that all the ERM principles are linked to the components, it is possible to compare the similarities 

and differences between the ERM principles, to see if there is any pattern or relation. There are several 

approaches to analyze the components in relation to the ERM principles. For example the identification 

of different sets of interrelated components that occur most frequently, or an analysis based on the most 

frequent type of component. The decision was made to analyze the types of components. As mentioned 

in the previous section, SAFe proposes four types of components. As a first step, the proportion of the 

type of components that where linked to each ERM principle, is presented in figure 5.1.   
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Figure 5.1 Division of components for each ERM principle 
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Based on figure 5.1. it can be argued that two types of components, which are the roles and the artifacts, 

have the largest share across all the ERM principles. Especially the roles, which are well represented in 

at least three of the five ERM principles. In contrast to the roles and artifacts, the highlights and events 

have a small share and influence all the ERM principles as per the mappings provided in the previous 

section. For ERM principle 3, there is even not a single event present, which is actually consistent with 

the context described in ERM principle three, since ERM principle three refers to the accountability of 

individuals. To extend the analysis, the presence and uniqueness of each component is analyzed as well, 

which is presented in figure 5.2. In this essence, the presence and uniqueness are defined in the 

following way: 

• The presence indicates how many components where present for each type of component, 

across all the ERM principles. This means that a component that emerged multiple times was 

counted multiple times; 

• The uniqueness indicates how many unique components where present for each type of 

components, across all the ERM principles. This means that a component that emerged multiple 

times, was only counted once.  

 

 

 

 

 

 

 

 

 

 

 

 

Based on the presence and uniqueness of the type of components, a ratio can be calculated. In order to 

calculate the ratio, the uniqueness of all the types of components across the ERM principles was 

determined. The pie chart in figure 5.2. indicates how many unique components where present for each 

type of component. Based on this chart it can be argued that the artifacts contained the most diverse 

range of components, and the events contained the least diverse range of components. The total amount 

of components, given in figure 5.2., was determined based on the numbers in figure 5.1. The ratio was 

determined by the division of the number of unique components by the total number of components. In 

this essence, the ratio indicates for how many components there is a unique component. For example 

for each single highlight there are 0.36 unique highlights. The goal is to have a low ratio, because this 

implies that a smaller number of unique components contribute to the facilitation of internal control for 

a larger amount of ERM principles.  

 

Based on the fact that the roles have the highest share for three out of the five ERM principles and have 

the lowest ratio in terms of uniqueness, it was decided to focus on the roles. In addition to this reasoning, 

agile is a methodology that is mainly focused on the continuous interaction between actors, which 

makes it even more interesting to focus on the roles. This is aligned with the statement mentioned 

previously, which stated that the future of ERM is more focused on the employees that operate in the 

first line of defense, instead of the risk department or the internal audit in the second and third line 

(Balasubramanlan, 2018; Portilla et al., 2017). According to one of the interview respondents, the 

responsibilities of the roles should be clear, since the number of organizational wide policies decreases 

in agile environments. Another interview respondent argued that if the first and second line of defense 
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Figure 5.2 Presence and ratio of unique components  
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are properly functioning, assurance initiatives from the top are less important. Figure 5.3. provides a 

better representation regarding the presence of the different types of roles which were identified. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Based on figure 5.3. the conclusion can be drawn that most roles are present for at least three out of the 

five ERM principles, and that two out of the ten roles are present for only one or two of the ERM 

principles. There is one role which occurs for all of the ERM principles, which is the enterprise architect. 

Furthermore, the number of roles extracted from the program and portfolio level are more or less equal, 

whereas the number of roles from the spanning palette is significantly lower. Within the program, 

portfolio and spanning palette, the roles that are related to the design activities (System 

architect/engineer, Enterprise architect, System team), are most common across the ERM principles.  

 

There are some potential pitfalls when it comes to the reliance of ERM and internal control activities 

largely based on the division of roles. For example, it is easy to argue that when a severe and complex 

risk emerges a shared services team should be involved. In practice this can be quite difficult, since 

those people with the specific expertise and capabilities should be present and available. Additionally, 

individual roles do not maintain internal control on their own, there is need for a strong collaboration 

(Knaster & Leffingwell, 2019). There should be an active knowledge and information sharing culture, 

within and across the program and portfolio level of the organization. The main reason for this is that 

an organization wants to identify and respond to the misalignment of objectives as quickly as possible, 

in order to limit the damage. This asks for strong self-assessment and self-awareness within the teams. 

As mentioned previously by Kuusinen et al. (2017), there are three knowledge sharing practices in large 

scale agile organizations, knowledge sharing among peers, among specialists, and among stakeholders 

and managers. Knowledge sharing across peers and specialists is embedded in the creation of COP’s 

and shared services teams. The knowledge sharing among stakeholders and managers is safeguarded 

trough the close interaction between the roles presented in figure 5.3. But what if things go wrong, who 

is responsible? One of the main arguments, which was also mentioned during the interviews, is that the 

entire team is always responsible. However, a team without a clear division of tasks and division of 

responsibilities is a suboptimal functioning team (Landy & Conte, 2013). Additionally one interview 

respondent mentioned a problem that regularly occurred, which is the fact that teams frequently operate 

under high pressure, and as a consequence, do not actively monitor risk.  

 

To conclude this section, from a textbook perspective it is possible that the introduction of these roles, 

with a clear division of tasks and responsibilities, can partially safeguard internal control on program 

and portfolio level. However, there are some potential weak spots, as mentioned during the interviews. 
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Appendix H contains a description of the tasks and the responsibilities for each individual role 

mentioned in figure 5.3. These descriptions are used as the main input for the next chapter, which is 

focused on the evaluation of if and how these roles contribute to the facilitation of the ERM principles 

in practice.  

6. Validation of the SAFe components that contributed most 

significantly to the facilitation of the ERM principles in practice 

This section describes the validation process of the identified roles from the previous section, that could 

potentially facilitate internal control on program and portfolio level. The main goal was to identify if 

and how these roles are presented in organizations, to check whether the tasks and responsibilities of 

these roles overlap with real-life cases. With the purpose to verify whether these roles where effective 

in the facilitation of internal control related to the five ERM principles. First of all the case study design 

is described, followed by the case study results.  

6.1. Multi-case study design 
The design of this multi-case study is important in order to create a link between the data and the actual 

question that needs to be answered. In order to create the case study design we followed Yin (2003). 

This multi-case study is more exploratory and descriptive in nature, since the selection of quantitative 

data is difficult, due to the fact that large scale agile on program and portfolio level is still immature in 

the literature and in practice. This means that this multi-case study is designed from a holistic 

perspective, instead of an embedded design. It was chosen to adopt a multi-case study design, since the 

evidence is in the majority of the instances more compelling compared to a regular case study, and 

therefore the overall study is more robust (Yin, 2003). In general five components need to be in place 

and clarified, in order to create a proper case study design and ensure the validity. The five components 

are the proposed question, the propositions, the unit of analysis, the logic linking the data to the 

propositions, and the criteria for interpreting the findings (Yin, 2003). Each component is discussed in 

more detail in the next paragraphs. 

 

There is no specific or clear defined research question that is aimed to be answered. In general we want 

to know if the roles that were identified in the previous section are present within the programs and 

portfolios, in organizations that implemented a agile way of working. Besides the if question, there is 

also an interest in how these roles are represented, in terms of responsibilities and tasks, in comparison 

with the role descriptions in appendix H. Additionally we wanted to identify whether there was control, 

and if the identified roles contributed to the facilitation of internal control. In this essence, our 

proposition is that the roles in appendix H should be present, or something similar to those roles, in 

order facilitate internal control in the agile way of working. The subject in the previous question which 

can cause potential bias is the definition of the agile way of working. To prevent this bias the agile way 

of working was assessed with the maturity model proposed by Turetken, Stojanov & Trienekens (2017). 

This maturity model assesses the maturity of  SAFe in an organization. The advantage of this maturity 

model is that it contains the SAMI model, proposed by Sidky (2007) as well. This implies that when 

another methodology than SAFe is adopted, it was still possible to assess the agile maturity.   

 

The unit of analysis is a quite complicated component in this case study design, since internal control 

is an enterprise wide activity. However the focus of this research is on program and portfolio level. This 

led to the decision to target individuals within these organizations who are responsible for a specific 

programs or portfolios. Thus the primary unit of analysis are programs and portfolios, which are 

analyzed through the involvement of individuals who had responsibilities related to internal control 

within these programs and portfolios. The facilitation of the ERM principles was assessed based on the 

Likert scale, where 1 indicated a weak facilitation and 5 a strong facilitation. Table 6.1. contains the 

program and portfolio characteristics including the individuals that were identified.  
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Table 6.1 Case study characteristics 

Sector Unit of analysis # of employees 

involved 

Agile maturity 

level 

Duration Function interview 

respondent 

Public sector Portfolio & program 700 2 / 3 Continuous Agile coach & RTE 

Public sector Program 100 2 / 3 Continuous Program manager 

Railway sector Program 70 4 Continuous Program manager 

 

The last two components of the multi-case study design according to Yin (2003), are linking the data to 

the proposition and the criteria for interpreting the findings, which are exploratory and qualitative in 

nature. This means that it is difficult to adapt a rigid statistical process to identify and match patterns, 

since the boundaries and evidence in this domain are still weak. This is why a multi-case study was 

adopted in order to increase the amount of data, which provides the opportunity to conduct a cross case 

analysis, and thus improve the scientific rigor. This means that organizations which recognized the 

proposition and possessed the right contextual characteristics (according to Figure 3.2) where selected. 

As visible in table 6.1, these organizations operate in different sectors and thus in different 

environments. This improves the value of a cross case analysis, since it is possible to identify whether 

the environment has any potential influence on the division and applicability of the roles. 

 

Semi structured interviews where adopted as the main methodology for the collection of the data. In 

order to synthesize the cross case study results, a standard format was created with some predefined 

questions, as presented in appendix I. The answers for each question where compared to each other and 

analyzed based on the contextual and environmental characteristics of the organizations. The eventual 

goal was to create a holistic view regarding the representation of the identified roles and the relation 

with the facilitation of the ERM principles. The next section is focused on the case study results, 

including the case study descriptions. 

6.2. Case study results & synthesis 
Before the results of the different case studies are synthesized, a short description of each individual 

case study with some general information regarding the context of the cases is provided. Two of the 

three cases involved a large internal program, whereas one case is focused on the entire organizations, 

and thus involved a program and portfolio level perspective. The first case study was conducted within 

an organization that develops software for a large interrelated group of stakeholders, that operate in the 

public sector. The organization was actively implementing agile on a large scale throughout the entire 

organization, based on SAFe. Some general characteristics of the organization and the case are 

described below:  

The organization develops software solutions that are used across a large group of other 

organizations and stakeholders. Within the organization there are three major solution trains, 

that consist of approximately 700 employees in total, which are responsible for the development 

of the solutions. One solution train was focused on the delivery of internal solutions. At the 

moment of the interview, higher levels within the organization (management & portfolio) still 

operated in a more traditional way.  

The interview was conducted with an agile coach and an RTE, which implies that there was no real risk 

expert involved during the interview. Besides that, there were no risk experts involved in the ART’s. 

However, there where risk backlogs integrated in the inspect & adapt iterations, in order to identify and 

manage the risk. Both respondents indicated that this was still in its infancy and that they were 

struggling with the types of risk that should be integrated. Besides that they were also struggling with 

the way in which these risks can possibly be integrated in the general backlog. As mentioned in the case 

study description, the higher levels in the organization still operate in a traditional manner. The main 
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problem as a result of this phenomenon was that the organizational objectives where not properly 

aligned and transparent throughout the organization.  

 

The second case study was conducted in an organization that operates in the public sector as well. This 

organization initiated a program for the renewal of their core IT infrastructure and processes. SAFe was 

adopted as the main framework, in order to organize the program. As the program objectives where 

focused on the entire organization, which consisted of a large group of different entities and 

stakeholders, this can be considered as a large program. The main purpose and characteristics of the 

program are described below:  

The program involved a complete renewal and upgrade of the IT system across the entire 

organization, that was used to increase the transfer of information and knowledge, in order 

optimize the service delivered to the customers. This means that this is a long term internal 

program, for a diverse range of internal customers. The program involved approximately 100 

people, spread across 11 different development teams. One of the main problems during the 

program was that the costs, and the scope across the stakeholders was not aligned, which 

caused severe difficulties.  

The interview was conducted with the program manager of the program, which implies that there was 

no real risk expert involved. In general there were no dedicated risk experts involved in the program, or 

within the ART’s. However, there was an internal audit function, that periodically assessed certain 

aspects in order to reduce the risk and ensure the achievement of objectives. The main problem or 

difficulty that was continuously present during the program was the fact that the existing organizational 

architecture and infrastructure was not ready for the continuous delivery of solutions. 

 

The third case study was conducted in a company that operates in the railway sector, which initiated a 

program that involved the development of a new information platform . In contrast to the previous two 

case studies, this program was smaller with a more narrow context. The purpose of the program is 

described below:  

The purpose of the program was to develop and maintain an information platform, that provides 

smart and relevant information for all stakeholders involved in solving railway problems and 

incidents. This was a long term program, which consisted of development teams, that involved 

approximately 70 people in total. The solution was continuously improved, which eventually 

led to a real time information processing platform. 

Based on the interview results, it can be argued that this was a successful program in the end. The 

approach that was adopted involved some Prince2 characteristics and agile characteristics, in which 

agile was the dominant methodology. However, there was no specific agile framework adopted. As 

with the other case studies, there was no real risk expert involved in the interview. The interview was 

conducted with the program manager. The risk management function was embedded by the different 

actors involved in the program and an internal audit function within the organization. Actually there 

was a dual effect, the stakeholders involved in the development of the program where convinced that 

the solution was delivered according to the objectives, which implies that the program was in control. 

Whereas the stakeholders which operated on a distance, especially the business stakeholders, where not 

always convinced, which meant that they initiated ad hoc audits. This caused some tension between the 

effectiveness of agile and the fact that the more traditional ways of working where maintained.  

 

Now that the content and context of the case studies are described, it is possible to obtain the findings. 

In order to analyze the case study and the cross case study findings, the data was integrated and mapped 

in figure 6.1.  
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Nr. Type of role Case studies Most crucial ERM Principles 

(section 4.2.2.) 

1. Product management Case study 1 ERM principle 1 

2. System architect/engineer Case study 2 ERM principle 2 

3. Release train engineer (RTE) Case study 3 ERM principle 3 

4. Business owner  ERM principle 4 

5. Epic owner  ERM principle 5 

6. Lean portfolio management   

7. Enterprise architect   

8. Communities of practice (COP)   

9. Shared services   

10. System team   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The top of figure 6.1. contains a table that links the type of roles, case studies and ERM principles to 

the bottom of the figure. The colors for the type of roles, are used to distinguish the roles from the 

program level, portfolio level, and spanning palette. The colors that are present for the case studies, 

distinguish the three case studies that where conducted. The bottom of the figure is a graph that matches 

the roles and the ERM principles to the case studies. The ERM principles in the right part of the figure 

are colored similar to the case studies, in order to indicate the level of facilitation for all the case studies. 

The lines that are present in the figure connect the case studies to the type of roles and the ERM 

principles. The color of the line indicates to which case study the line belongs. Besides the color, there 

are three types of lines that indicate if there is a strong connection, a weak connection, or that there is 

no connection. A strong connection to the roles, indicates that the role is present as described in 

appendix H. When there is a weak connection with a role, it shows that the role is present, but in a more 

traditional setting. If the case study is not connected to a role, it indicates that the role is not present. 

The scale at the bottom of the ERM principles indicates how well an ERM principle was facilitated. 

Figure 6.1 Data synthesis of the case studies 
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The scale at the bottom of the case studies indicate the agile maturity (Turetken, Stojanov & Trienekens, 

2017). The scale below the roles indicates for how many ERM principles the role was present.  

 

Based on figure 6.1. several conclusions can be drawn. Before the conclusions are discussed it is 

important to mention that the cases that involved programs cannot be compared on all dimensions with 

the case study that had an organizational perspective. This implies that some conclusions that involve 

an organizational perspective are based on a single case study. First of all the agile maturity and the 

facilitation of the ERM principles are discussed. In general the cases operated between the second and 

fourth level of the agile maturity framework, which implies that their agile way of working is effective 

(Turetken, Stojanov & Trienekens, 2017). However, there still is a long way to go, in order to create an 

adaptive and encompassing agile environment. When observing the ERM principles, the ERM 

principles are better facilitated in the programs, compared to the facilitation in the case that involves an 

entire organization. But overall, the results indicate that the average level of facilitation does not give 

the impression that the programs and the organization are in full control. Several cross case study 

problems emerged regarding the facilitation of the ERM principles related to internal control. The bullet 

points below provide the most severe problems in more detail.  

• The main problem is that the technological development activities that are executed in the 

programs are not aligned with the organizational objectives. Even more alarming, in most of the 

cases the organizational objectives where not even known on the program level. One reason for 

this is that the organizational objectives are created and communicated on a more waterfall or long 

term staged approach, which does not fit with an environment that delivers solutions incrementally. 

Additionally, as the people that formulate the organizational objectives operate in a more waterfall 

based manner, they were not or unfrequently present during the events in which the achievement 

of the organizational objectives can be controlled, such as the system demos.  

• In two cases studies there was a lack of individual accountability due to the agile way of working. 

In one case there was still a relatively clear division of roles, with certain responsibilities and 

accountabilities, which made sure that deficiencies where solved more rapidly. In general there 

was consensus across the cases that it is possible to make the teams accountable. However, this 

means that it is crucial to have a proper mix of experience and expertise, with the right (risk based) 

mindset within the teams.  

• In all the cases JIRA was adopted as the main software development tool, which generated relevant 

quality information regarding the development process. This indicates that the risk related to the 

technical aspects, functional aspect and the aspects that are related to the process of the solution 

were managed in a proper way. However, besides those initiatives there was no specific mechanism 

identified that provides and translates relevant information in regard of the achievement of 

organizational objectives. This implies that the reporting that is related to the achievement of 

objectives was largely facilitated by the presence and communication between different business 

related roles. In one of the case studies, the effect of this phenomenon was the initiation of ad hoc 

audits from the higher management, in order to create assurance and make sure that the higher 

management is control.  

• There were no mechanisms that identified the risk across different programs that are present in the 

entire organization in relation to the achievement of the organizational objectives. This means that 

there was no control regarding the objectives, learning mechanisms and risk that emerged on the 

boundaries of the programs. This was especially caused by the fact that there was no lean portfolio 

management and enterprise architect present in the organization.  

 

Now that the problems that emerged across the case studies are discussed, the focus shifts towards the 

relations that are identified between the case studies, the ERM principles and the roles. First of all, all 

the case studies have a strong connection with all the ERM principles. This means that all the people 

involved in the case studies, where convinced that the ERM principles where crucial and should be 
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taken into account seriously in order to facilitate internal control. There was some doubt about ERM 

principle 3, which involves the accountability of individuals. However, the importance was recognized, 

especially as programs and organizations increase in size. The relation between the case studies and the 

type of roles contain more diversity. All the key observations regarding the relation between the case 

studies and the type of roles are discussed below, based on the level from which it was extracted. 

 

Program level 

The more obvious program level roles that operate closely to the development activities, such as the 

system architect/engineer, the RTE and the business owner are quite clearly presented in all the cases. 

The product management is more weakly presented, but contributes to only two out of the five ERM 

principles. This is aligned with the agile maturity that was present in the cases, which indicated that 

agile was largely implemented on the operational level of the organizations.  

 

Portfolio level 

On the portfolio level there are more severe observations, because most of the roles contribute to the 

facilitation of at least four of the ERM principles, but are weakly connected, or there is even no 

connection present. Especially the absence of the lean portfolio management and enterprise architect 

can cause some serious risk.  

• The first problem that emerged is the presence of the traditional portfolio management, instead of 

the lean portfolio management. The main problem is the fact that the budget allocation is not 

aligned with the iterative nature of the development process. This can influence the prioritization 

process of features in relation to the achievement of organizational objectives, as there is a large 

pool of budget released in one go.  

• The second problem arises when there is no enterprise architect present, which means that the 

solution that is developed can possibly outreach the capacity and capabilities of the existing 

organizational architecture or infrastructure. This affects the cadence and effectives of the 

incremental releases, which can cause delay, that could potentially disturb the business continuity. 

Additionally a problem emerges when the enterprise architect is present in a more traditional 

manner regarding the misalignment between objectives. A traditional enterprise architect creates 

long term objectives for the capacity and capabilities of the infrastructure and IT processes. 

However, agile involves a vague long term goal, that is clarified and adapted continuously along 

the way. This can cause misalignment between the program and the organizational objectives. 

 

Spanning palette 

The roles that belong to the spanning palette are all weakly presented in the case studies, as visible in 

figure 7.1. Especially the weak presence of the system team caused some serious problems. 

• The COP’s where mainly initiated around the more common roles, which are present on the 

program level. There were no COP’s that where related to certain risk or control related functions. 

• The shared services teams that were present, where either people working in teams that had 

additional expertise, or people which could be hired from external parties. The problem with the 

second form, is the fact that it takes some time before the specialists can be involved. This implies 

that such a shared services team is relatively ineffective, because there is a short term or ad hoc 

need for specialists in agile environments.  

• The main problem regarding the system team is related to their more traditional waterfall based 

way of working. Which implies that in most cases they were used to the integration of large 

solutions at certain moments in time. First of all, this caused friction, because there are more 

frequent releases in an agile way of working, which was not usual for the system team. Secondly, 

due to the high velocity of the releases and the unfamiliarity of the system team with the content 

of the software that was delivered, several difficulties in regard of the integration emerged. These 
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difficulties caused serious operational risks, that could potentially evolve in business risks which 

affects the business continuity.  

 

To finalize this section, the main conclusion of the validation process is that the ERM principles that 

are related to the organizational objectives are weakly facilitated in the case studies that where analyzed. 

This seems to be related with the weak presence or absence of the higher level roles in the case studies, 

especially the portfolio level roles. Based on this relation, the following conclusions can be drawn in 

terms of the presence of the roles in relation to the facilitation of the ERM principles. 

• Presence of the roles – If the portfolio level roles are not present, there is a clear risk that the 

activities that are executed in lower levels of the organization are not aligned with the 

achievement of the organizational objectives; 

• Presence of the traditional roles – If the higher level roles still operate in a more traditional 

manner, there arises friction that affects the agility on program level, which introduces risk in 

terms of business continuity;  

• Transition of the traditional roles – The previous two risks can occur when the transition of the 

traditional roles to the agile roles are initiated based on a change in name, instead of the tasks 

and responsibilities. In order to change the traditional routines and thus reduce this risk, there 

is need for education, training and a change in mindset. 

In addition to these conclusions, there is need to involve people with more risk based experience in the 

ART’s. This ensures that specific risk related questions are asked during certain events in order make 

sure that the risk is taken into account in the decision making process. More specifically, a shared 

services team with risk specialists can be created in order to facilitate a certain level of assurance, across 

the teams and programs. Now that the results regarding the presence of the roles and relation with the 

ERM principles are obtained, the final conclusion and discussion is provided in the next section.  

7. Discussion & Conclusion 

The analysis in the previous section indicates that there is a relationship identified, which revealed that 

the absence of certain higher level roles, is possibly related to the risk associated with the achievement 

of the organizational objectives. This conclusion has some potential relation with the SAFe maturity 

model, proposed by Turetken, Stojanov & Trienekens (2017). More specifically, as the SAFe maturity 

increases, the roles are better represented in the organization, which implies that the risk is reduced. 

This results in a better facilitation of ERM in regard of the internal control environment. This is not 

only the case for the roles, but also for the events, highlights and artifacts that where identified in section 

4.2.2. So, the presence and maturity of the roles could be integrated in the SAFe maturity model in order 

to provide a more encompassing view of the SAFe maturity. However, due to the large amount of 

identified components, these where not analyzed in practice.  

 

The finding that the ERM principles related to the achievement of the organizational objectives are not 

properly facilitated due to the absence of higher level roles, is aligned with the research that is discussed 

in section 3.2. For example, Stettina & Smit (2016) designed a Team Portfolio Scrum (TPS) practice 

including a Team Portfolio Owner (TPO) role in order to support and improve the multitasking across 

agile teams. This TPO was introduced to create a higher level perspective across the different teams. 

The same type of role is necessary on the program and portfolio level. The roles that operate within the 

teams are responsible for the operational risks that are present. The higher level roles that operate in 

between programs, or manage the portfolio and communicate with the higher management, are 

responsible for the more business related risks. This implies that when these roles are not present, there 

is a risk that the business related risks are not identified and mitigated, which could affect the 

achievement of the organizational objectives. However there is no need to create entirely new roles in 

addition to SAFe, because SAFe proposes roles that fit this purpose. Another study that was identified 
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in section 3.2. which is aligned with the findings of this research is the study by Hodgkins & Hohmann 

(2007). They propose a program management office (PMO) in order to create a higher level authority 

in large scale agile organizations. The main responsibility of the PMO is the creation of roadmaps in 

addition to the backlogs, since these roadmaps have a more long term direction, which creates alignment 

between programs. The introduction of such a role indicates that there is lack of higher level oversight 

which creates a connection with the organizational objectives. This PMO role is related to the lean 

portfolio management role in SAFe. So both studies mentioned in this paragraph identified the lack of 

higher level oversight between teams and programs. However, they did not intend to link this with ERM 

and internal control. Based on our study we can argue that the introduction of such roles, does not only 

support and improve multitasking or create a more long term direction, they also contribute to the 

reduction of business related risk, and thus improve the facilitation of internal control.  

 

Other studies that where identified in section 3.2. discussed reporting, knowledge conversion and 

information sharing mechanisms in agile environments. Stettina & Schoemaker (2018), identified three 

types of reporting artifacts, which are tool based artifacts, document based artifacts and interaction 

based artifacts. The introduction of certain roles that where identified in this research can be 

characterized as interaction based artifacts, that function as information sharing mechanisms between 

the programs and portfolios, with the higher management. However, we identified that a certain amount 

of friction arises when the higher level roles still operate in a more traditional manner. This friction 

decreases the effectiveness of the interaction based artifact as a reporting or information sharing 

mechanism, which affects the facilitation of internal control in terms of the achievement of 

organizational objectives. This does not imply that there is no internal control, as the highlights, artifacts 

and events that where identified function as tool based or document based artifacts. However, as the 

frequent interaction among cross functional stakeholders is one of the powerful characteristics of agile, 

the lack of interaction based artifacts can be a serious risk. Additionally, Kuusinen et al. (2017) 

identified three knowledge sharing practices in large scale agile organizations, which are knowledge 

sharing among peers, among specialists, and among stakeholders or managers. Based on our findings, 

it is possible to argue that the knowledge sharing across different stakeholders or managers is a potential 

weak spot in terms of internal control, due to the low agile maturity in higher levels of the organization. 

This is a serious weak spot as the stimulus to knowledge sharing is in most cases related to intrinsic 

employee motivation (Kuusinen et al., 2017). As the lower levels in the organization do not feel 

understood or feel that higher levels in the organization slow them down, this will affect their intrinsic 

motivation , and thus reduce the knowledge sharing between the stakeholders. 

 

When we examine the research question and sub questions that where the driving force behind this 

research, it can be argued that all of them are answered. First of all, a small set of ERM principles was 

identified that where judged as most important for the facilitation on internal control in large scale agile 

organizations on program and portfolio level. This set of ERM principles was especially related to the 

achievement of organizational objectives and reporting activities across the organization. However, the 

extend of importance compared to the other ERM principles was relatively small. This is aligned with 

the argument that all the ERM principles should be in place, in order to create a proper internal control 

environment (COSO, 2004). This means that there still is need to asses whether the other ERM 

principles can be facilitated with components in SAFe. 

 

Secondly, several components in SAFe where identified that could potentially contribute to the 

facilitation of internal control related to the most crucial ERM principles, when these SAFe components 

are implemented in a proper way. The group of SAFe components contained artifacts, events, roles and 

highlights, which are all the type of components that are present in SAFe. If all these components are 

implemented in a proper way, there is a high chance that the organization is in control. Especially the 

combination of different types of components is crucial. For example the presence and initiation of the 

events that where identified., with the absence of specific roles is ineffective. This is aligned with the 
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concept of systems thinking which is applied in SAFe. One of the crucial aspects related to systems 

thinking in SAFe is the fact that ‘the enterprise building the system is a system too’. So, each and every 

component that was identified should collaboratively facilitate internal control. 

 

When the type of SAFe components are analyzed based on the significance in which they contribute to 

the facilitation of internal control, the roles contribute most significantly to the facilitation of internal 

control. Several arguments are obtained that explain why the roles contribute most significantly. First 

of all if we examine the quantitative share of the roles compared to the other types of components, it 

can be argued that the roles have the highest quantitative contribution to the facilitation of the crucial 

ERM principles. But maybe more important is the fact that the future of governance and ERM is focused 

on the first line of defense (Balasubramanlan, 2018; Portilla et al., 2017). This means that the people in 

the organization, which includes a diverse range of roles, that take risk every day and are the gateway 

to the outside world, which means that they are the ‘mechanisms’ that could highly contribute to the 

facilitation of internal control. Whereas the highlights, events and artifacts have a more supportive role 

in order to make sure that the people can function optimally.   

 

The last sub question is concerned with the presence of the roles that where identified in practice, in 

relation to the facilitation of the most crucial ERM principles. This was analyzed with a multi-case 

study, which revealed that ERM principles related to the achievement of organizational objectives 

where weakly facilitated when there is a absence of certain portfolio level roles. The main problem that 

is related to this observation, is the fact that there is a lack of communication between the higher 

management and the people that operate on the operational level, if the portfolio level roles are not 

present. This is related to the (large scale) agile maturity, following the reasoning that high mature agile 

organizations possess a higher level of internal control. The main reason for this is that in high mature 

(large scale) agile or SAFe organizations, agile is implemented from the operational to the strategic 

level. One side mark that needs to be made in regard of this argumentation, is the fact that this is focused 

on the agile maturity examinedfrom an organizational perspective, instead of solely a project level or 

software development perspective. 

 

The final conclusion of this research is that it is possible to create a large scale agile organization which 

is in control, based on SAFe. When the right roles are in place a big step towards the facilitation of 

internal control is taken. However, the danger lies in the transition phase towards a high agile maturity 

level. In order to overlap this transition phase, other components should be in place, probably the 

highlights, artifacts and events that where identified in section 4.2.2. However, if there is need to keep 

in place or integrate more traditional reporting mechanisms, this should be done, in order to reduce the 

risk regarding the misalignment of the organizational objectives. Additionally, organizations should 

think about the team and ART composition within programs and portfolios. There was not a single case 

study that integrated a risk expert or a person with more affinity for risk within the teams or ART’s. 

When a risk expert is integrated in the team or ART, the risk can be proactively managed, which implies 

that the final audit is redundant or less formal and intensive. This introduces the effect of large scale 

agile on the role of the traditional risk manager, this role will become more participative and integrated, 

instead of reactive from a distance. The main benefit is that the risk expert can be involved from the 

start of a program. However, this does not imply that a risk expert is a constant member of a specific 

team, due to assurance issues. As mentioned in the previous section, this risk expert role has the 

potential to be embedded in a shared services team. At last, reporting in the form of documentation, in 

order to assess the achievement of objectives will not disappear when the highest level of agile maturity 

is obtained. However, these quantitative reporting techniques will become more automated and 

standardized, which enables the organization to deploy continuous auditing (CA).  

 

To finalize this section, the final conclusion is reflected against the initial problem context. Initially 

there was a viewpoint that large scale agile and ERM are opposing fields, that could negatively affect 
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each other. However, during the course of the research it became increasingly clearer that both domains 

are actually relatively aligned contextually. The main friction occurs as a result of the way in which 

both domains are interpreted and realized in organizations. When the interpretations and realization of 

both domains approach each other, a lot of value can be obtained.  

 

7.1. Contribution to theory 
This research together with the SLR maps and extends the existing literature on large scale agile in 

relation to ERM and internal control. First of all, we provide a starting point for the creation of an 

holistic view in regard of the large scale agile environment. This involves an organizational perspective, 

instead of solely a project level or software development perspective. Based on this holistic view, we 

mapped the ERM environment to the large scale agile environment, and identified several gaps.  

 

One of these gaps was the lack of clarity in the ERM environment on program and portfolio level, which 

was addressed in this research. This gap was clarified by the identification of five ERM principles, 

which were classified as most crucial for the facilitation of internal control in agile environments. These 

most crucial ERM principles where linked to a group of SAFe components. This linking process was 

creative in nature and created new insight in potential tangible new research initiatives, in terms of 

SAFe components that contribute to the facilitation of ERM in relation to the internal control 

environment, on program and portfolio level. This is a relevant contribution since this domain is 

relatively weakly presented in the existing literature that involves agile and risk management, as the 

majority of the research is focused on a project level perspective.  

 

Finally, the initial intent was to design an ERM capability as an extension for SAFe. However, as 

additional insight was obtained during the course of the research, a more explorative approach was 

applied. The output of the process indicated that there was a lack of internal control, that is related to 

the achievement of the organizational objectives, when certain roles where not present. Especially the 

absence of the higher level roles that operate more closely to the higher management in the organization. 

However, based on the results of this research it is not possible to argue that these roles significantly 

contribute to the facilitation of internal control, since there were no rigid quantitative techniques applied 

in this research. This implicates that this research explored and identified potential roles that facilitate 

internal control, which are in need for additional research initiatives in order to obtain causal relations 

and  thus more rigorous findings.  

7.2. Contribution to practice 
The main contribution to practice is the clarification of the large scale agile ERM environment, on 

program and portfolio level. In all the case studies it was mentioned that the organizations where 

struggling with the contextualization and facilitation of ERM in relation to internal control in their ‘agile 

way of working’. In this essence, this research provides some tangible starting points and guidelines for 

organizations to design their large scale agile program and portfolio internal control environment. 

Besides that, it is also possible to compare their existing internal control environment to the SAFe 

components that where identified in this research. 

 

Besides the tangible starting points and guidelines for organizations that already started to adopt large 

scale agile, this research also provides value to organizations that did not yet adopt agile on a large 

scale. Because this research provides some points of awareness that should be thoroughly thought about, 

when organizations are deciding to implement agile, or scale agile towards higher levels in the 

organization. 

 

Finally, this research helps employees and practitioners with certain roles that are related to the roles 

that where identified in this research. Those employees can compare or analyze in what way they can 

potentially contribute to the facilitation of internal control. Additionally, the identified roles with the 
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tasks and responsibilities, can create awareness and discussion between practitioners and employees 

regarding the facilitation of internal control.  

7.3. Limitations and Future research 
This section describes the limitations and potential threats to the validity of this research and addresses 

the actions taken in order to minimize those threats. According to Blumberg, Cooper, & Schindler 

(2014) validity is defined as a characteristic of measurement concerned with that a test measures what 

the researcher actually wishes to measure. In total four types of validity are discussed, external validity, 

internal validity, construct validity and conclusion validity, by following Wohlin et al. (2012). 

Additionally, some directions for future research are discussed, in order to identify the remaining gaps 

and build on the output of this research.  

 

The first limitation is that this research is solely focused on organizations that have governance types 

that are equal to the representation in figure 3.2. This implies that the output is applicable to large 

corporates and institutions, and are not generalizable to other types of organizations in terms of large 

scale agile. Additionally the interviews and case studies were conducted in organizations that operate 

in the Netherlands. This implies that the results are not directly generalizable to other countries, because 

agile strongly relies on the organizational culture. As these limitations reduce the external validity, it 

improves the internal validity, because scope is relatively narrow. From an internal control perspective, 

this limitation is less crucial, since these large organizations are the ones which specifically have to deal 

with internal control. More specifically, as organizations grow, the ability to facilitate internal control 

and the need to comply with external regulations become more difficult and complex (COSO, 2013).  

 

Another limitation is the fact that only SAFe was applied for the identification of potential components 

that could facilitate internal control. There are several other large scale agile frameworks, such as LeSS 

and Spotify that may have a higher potential to facilitate internal control on program and portfolio level. 

However, this research is not exhaustive and was not initiated to analyze the entire large scale agile 

ERM domain, which reduces the external validity. This aligns with the argument that was mentioned 

in the introduction, which stated that the agile environment and the internal control environment should 

be customized to the specific contextual characteristics, which includes the decision to adopt certain 

methodologies or frameworks (Dikert et al., 2016; Portilla et al., 2017).  

 

A third limitation is the way in which the semi structured interviews were conducted. The process was 

designed in such a way that the information and structure of the format was enriched iteratively after 

each interview. This reduces the consistency across the results, which could potentially harm the 

internal validity of the results. However, as the nature of this research is more exploratory, the effect of 

the iterative improvement of the interviews is less impactful. Besides that, a limited amount of case 

studies were conducted, which could have implications for the generalizability of the results and thus 

the conclusion validity. Additionally, it was hard to identify risk managers that operated in an agile 

environment. This implied that other roles with less affinity to risk management where involved in the 

case studies, which could potentially harm the conclusion validity as well.  

 

The final limitation is related to the analysis of the data that was obtained from the case studies. Since 

the case studies where more exploratory in nature, it was not possible to obtain data that is suitable for 

rigid statistical analysis. The output was obtained with a relational analysis, which strongly reduces the 

construct validity. In order to strengthen the validity of the findings, there is more need for validation. 

This introduces our first suggestion for future research, which is the further validation of the 

applicability of the roles to facilitate ERM in relation to internal control in practice. 

 

Another suggestion for future research is the fact that there is more need for research in the agile domain, 

that examines large scale agile from an organizational perspective, instead of solely relying on a 
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software development or project level perspective. This is especially crucial since IT is getting a more 

important role across the entire spectrum of modern organizations, where internal control is an 

inseparable organizational process. In addition, there is more need for empirical research in the domain 

of large scale agile in combination with risk management and ERM. This helps to create a strong 

theoretical foundation that can be a starting point for more rigid statistical analysis, in order to obtain 

causal relationships.        
 

Finally, we stress that our research aims at capturing a starting point for mapping the ERM environment 

in large scale agile organizations, rather than proposing an all-inclusive (exhaustive) agile ERM 

capability. Given the complexity and small coverage of this field, we advise future researchers to 

extend, apply and further validate the identified components in different contexts and domains. 

Considering the unique characteristics of these different contexts and domains, extensions and 

adjustments to the identified components can be identified and developed to ensure effectiveness and 

practical applicability of the components. These efforts would also strengthen the validity and 

applicability of the components in different domains and settings. 
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Appendices 

Appendix A. List with COSO and COBIT ERM principles 

No. Framework Principles 

1. COSO  The organization demonstrates a commitment to integrity and ethical values. 

2. COSO  The board of directors demonstrates independence from management and exercises oversight of 

the development and performance of internal control. 

3. COSO  Management establishes, with board oversight, structures, reporting lines, and appropriate 

authorities and responsibilities in the pursuit of objectives. 

4. COSO  The organization demonstrates a commitment to attract, develop, and retain competent individuals 

in alignment with objectives. 

5. COSO  The organization holds individuals accountable for their internal control responsibilities in pursuit 

of objectives.  

6. COBIT  The organization continuously monitors and evaluates the control environment, including self-

assessments and self-awareness, in order to enable management to identify and monitor 

inefficiencies and deficiencies, so action can be taken. 

7. COBIT The organization evaluates IT and support processes in alignment with the compliance of laws, 

regulation and contractual requirements, in order to obtain assurance and make sure that the 

requirements are in compliance.  

8. COBIT The organization makes sure that assurance initiatives are planned, scoped and executed in order to 

comply with internal requirements, laws, regulations and strategic objectives. 

9. COSO  The organization specifies objectives with sufficient clarity to enable the identification and 

assessment of risks relating to objectives.  

10. COSO  The organization identifies risks to the achievement of its objectives across the entity and analyzes 

risks as a basis for determining how the risks should be managed.  

11. COSO  The organization considers the potential for fraud in assessing risks to the achievement of 

objectives. 

12. COSO  The organization identifies and assesses changes that could significantly impact the system of 

internal control. 

13. COSO  The organization selects and develops control activities that contribute to the mitigation of risks to 

the achievement of objectives to acceptable levels.  

14. COSO  The organization selects and develops general control activities over technology to support the 

achievement of objectives. 

15. COSO  The organization deploys control activities through policies that establish what is expected and 

procedures that put policies into action. 

16. COSO  The organization obtains or generates and uses relevant, quality information to support the 

functioning of internal control. 

17. COSO  The organization internally communicates information, including objectives and responsibilities 

for internal control, necessary to support the functioning of internal control. 

18. COSO  The organization communicates with external parties regarding matters affecting the functioning of 

internal control. 

19. COSO  The organization selects, develops, and performs ongoing and/or separate evaluations to ascertain 

whether the components of internal control are present and functioning. 

20. COSO  The organization evaluates and communicates internal control deficiencies in a timely manner to 

those parties responsible for taking corrective action, including senior management and the board 

of directors, as appropriate.  

21. COBIT  The organization makes sure that the strategic direction set for investments aligned are with the 

organizational vision and IT roadmap. The main activities are the evaluation, prioritization and 

balancing of projects and programs in relation to the available resources, obtained value for the 

organization and the risks involved. 

22. COBIT The organization makes sure that the management of programs is in alignment with the 

organizational strategy in a coordinated way, based on a standardized management approach. 

23. COBIT The organization coordinates and executes activities related to operational procedures required for 

the delivery of internal and outsourced IT services. Predefined and standardized operating 

procedures and monitoring activities are the backbone of this process. 
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Appendix B. Survey results as preparation for the ERM interviews 

These questions where ask to the participants that participated the ERM the interviews, in order to 

prioritize the principles. The questions were asked by the means of a google survey. Respondent 2 

answered in Dutch, this was translated by the researcher, the other answers were copied into the tables. 

 

What are your areas of expertise? (e.g. Internal control, Compliance, ERM, etc..) 

Respondent 1 Internal control & ERM 

Respondent 2 IT control, Information security, ERP  

Respondent 3 Internal control, Risk management, IT, Auditing 

  

What is your professional experience in years? 

Respondent 1 15 years 

Respondent 2 28 years 

Respondent 3 19 years 

 

How would you describe Enterprise Risk Management (ERM) in your own words? 

Respondent 1 An activity that helps organizations in an structured way to identify and manage risks that may 

positively or negatively impact their objectives in a way that it fits for the purpose of the 

organization. 

Respondent 2 The process and corresponding governance system which helps to identify risk (upside and 

downside risks), control risk and mitigate the risk. 

Respondent 3 The ability to monitor, analyze and respond to risks arising from changing circumstances. 

 

How would you describe Agile in your own words? 

Respondent 1 A continuous flexible process to make progress, where objectives are continuously set and 

managed. 

Respondent 2 A flexible development method with an open ended objective. 

Respondent 3 The time it takes to respond to a changing circumstance. 

 

Have you ever heard of “large scale Agile”? If yes, how would you describe it in your own words? 

Respondent 1 No, only large / long term projects 

Respondent 2 I have heard of scaling Agile, in many cases organizations struggle with the fact that the projects 

are organized in an Agile way, while the rest of the organization is not. This can cause tension and 

misalignment of organizational objectives. 

Respondent 3 No. 
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Appendix C. Interview results ERM 

Some of the sentences in the transcript are underlined, these sentenced where judged as important by 

the researcher and are used throughout the main text of this research. As mentioned in the main text of 

the report, the interview format was enriched iteratively after each interview, in order to improve the 

clarity and information retrieval. This means that the transcribed interviews in this appendix slightly 

differ from each other. 

Interview with respondent 1, 23-04-2019 (10:30 – 11:30) 

 

 

 

 

 

 

Term Description 

Agile Following figure 2.2. in this report. 

Discussion or feedback 

- There was consensus regarding the content of the figure. 

Large scale Agile Following figure 2.2. in this report 

Discussion or feedback 

- There was consensus regarding the content of the figure. 

Program A program is a continuous process that continuously delivers a flow of value, involving a diverse range 

of goals and activities (Leffingwel et al., 2018). This does not imply that a program runs forever, in the 

majority of the cases there is a definite termination date as well as temporarily assigned resources, 

however it has in many cases a longer timespan than a project. 

Discussion or feedback 

- First of all the respondent argued that the difference between program an portfolio is minor, based 

on the generic levels of the principles mentioned on the next page. The main differentiation can be 

made on the level of treatment in the organization (board, senior management, project management, 

etc..). Another differentiation is that programs should be internally aligned, whereas portfolios can 

somehow differ internally; 

- The main advice was to better define a program in comparison to a portfolio, in order to make a clear 

distinction between both; 

- Examples of internal programs are internal change programs, new implementation of new regulation 

or a group of related commercialization  initiatives, the main similarity is that they are all focused 

on a single objective or exercise. 

Portfolio A portfolio aligns the organizations strategy with the portfolio execution, by assigning investment 

funding and the necessary governance mechanisms to the programs and projects in the portfolio 

(Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying return of 

investments (ROI), in order to make sure that the organization meets the strategic objectives.  

Discussion or feedback 

- The main advice was to better define a portfolio in comparison to a program, in order to make a 

clear distinction between both. 

- A portfolio is more focused on defining and assigning the internal budget to different programs and 

projects. In order to do this, the portfolio board comes together in order to determine the objectives 

and the assignment of the budget.  

ERM Enterprise risk management is a process, effected by an entity’s board of directors, management and 

other personnel, applied in strategy setting and across the enterprise, designed to identify potential events 

that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance 

regarding the achievement of entity objectives (COSO, 2017). 

Discussion or feedback 

- There was consensus regarding this description for the context of this research. 
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No. Framework Principles 1 2 3 4 5 PR PO 

1. COSO  The organization demonstrates a commitment to integrity and ethical 

values. 

 

Discussion or feedback: The respondent argued that this is a very 

generic principle. The respondent explains that the main goal is that 

you want employees to report when something is unethical. 

 x    x  

2. COSO  The board of directors demonstrates independence from management 

and exercises oversight of the development and performance of 

internal control. 

 

Discussion or feedback: The respondent argued that this is a very 

generic principle. 

x      x 

3. COSO  Management establishes, with board oversight, structures, reporting 

lines, and appropriate authorities and responsibilities in the pursuit of 

objectives. 

 

Discussion or feedback: The respondent explained that you want to 

identify and respond to misalignment with objectives as soon as 

possible, in order to limit the damage. 

   x  x  

4. COSO  The organization demonstrates a commitment to attract, develop, and 

retain competent individuals in alignment with objectives. 

 

Discussion or feedback: The respondent argued that Agile 

environments are more attractive and joyful for competent individuals 

and talents. 

x     x  

5. COSO  The organization holds individuals accountable for their internal 

control responsibilities in pursuit of objectives.  

 

Discussion or feedback: The respondent poses the question whether 

people on the lowest level in the organization have insight in their 

daily activities in relation to ERM, since they only see a micro part of 

the entire puzzle or program.  

    x x  

6. COBIT  The organization continuously monitors and evaluates the control 

environment, including self-assessments and self-awareness, in order 

to enable management to identify and monitor inefficiencies and 

deficiencies, so action can be taken. 

 

Discussion or feedback: The respondent argued that this principle is 

mostly related to operational processes, which means it is slightly less 

important than the previous principle. 

   x  x  

7. COBIT The organization evaluates IT and support processes in alignment 

with the compliance of laws, regulation and contractual requirements, 

in order to obtain assurance and make sure that the requirements are 

in compliance.  

 

Discussion or feedback: The respondent argued that it is quite related 

to the previous principle, He doesn’t see the need for individuals to 

know all compliance related aspect, his suggestions would be to 

introduce teams which focus on the non-functional requirements, such 

as compliance, performance, privacy, etc..  

  x   x  

8. COBIT The organization makes sure that assurance initiatives are planned, 

scoped and executed in order to comply with internal requirements, 

laws, regulations and strategic objectives. 

 

Discussion or feedback: The respondents interpreted this question as 

how an organization proves that the aspects mentioned in this 

principles are really taken into account and assured. 

   x  x  

9. COSO  The organization specifies objectives with sufficient clarity to enable 

the identification and assessment of risks relating to objectives.  

 

 x    x  

1 = not important, 5 = very important 
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Discussion or feedback: The respondent argued that this principle is 

not important for the actual Scrum or Agile team, but more for people 

higher in the organization.  

10. COSO  The organization identifies risks to the achievement of its objectives 

across the entity and analyzes risks as a basis for determining how the 

risks should be managed.  

 

Discussion or feedback: The respondent argued that this principle is 

related to the previous principle. He thinks this principle is more 

important, since it is related to the actual assessment and reporting. 

   x  x  

11. COSO  The organization considers the potential for fraud in assessing risks to 

the achievement of objectives. 

 

Discussion or feedback: The respondent argued that it is not about 

actual fraud, but more about falsifying the system. 

x     x x 

12. COSO  The organization identifies and assesses changes that could 

significantly impact the system of internal control. 

 

Discussion or feedback: - 

 x    x  

13. COSO  The organization selects and develops control activities that 

contribute to the mitigation of risks to the achievement of objectives 

to acceptable levels.  

 

Discussion or feedback: - 

   x  x  

14. COSO  The organization selects and develops general control activities over 

technology to support the achievement of objectives. 

 

Discussion or feedback: The respondent argued that this is 

commonly seen as an annual activity, furthermore this principle is 

quire generic. 

    x  x 

15. COSO  The organization deploys control activities through policies that 

establish what is expected and procedures that put policies into action. 

 

Discussion or feedback: The respondent argued that there is more 

variability in lower levels in the organization in Agile environments, 

which means control activities should be secured in other levels in the 

organization. Besides that, this principle is related to the previous 

principle. 

   x   x 

16. COSO  The organization obtains or generates and uses relevant, quality 

information to support the functioning of internal control. 

 

Discussion or feedback: The respondent argued that just as the 

previous two principles, this principle is about generic policies. He 

thinks that it is important to have some standardization in order to 

create some level of alignment.  

   

 

x 

 

 

 
 

 

x 

 

17. COSO  The organization internally communicates information, including 

objectives and responsibilities for internal control, necessary to 

support the functioning of internal control. 

 

Discussion or feedback: - 

  x    x 

18. COSO  The organization communicates with external parties regarding 

matters affecting the functioning of internal control. 

 

Discussion or feedback: The respondent argued that there are two 

types of external collaboration. Is it the involvement of regular 

manpower, or a collaboration in order to expand the area of expertise. 

This second type especially involves the sharing of information. The 

interviewer and respondent determined to interpret this principle 

based on the second aspect, a collaboration in order to expand the area 

of knowledge or expertise. The respondent emphasized that this is 

crucial since there is a possibility that several external parties are 

involved. 

   x  x  
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19. COSO  The organization selects, develops, and performs ongoing and/or 

separate evaluations to ascertain whether the components of internal 

control are present and functioning. 

 

Discussion or feedback: The respondent argued that this is related to 

principle 6 and 8. 

   x  x  

20. COSO  The organization evaluates and communicates internal control 

deficiencies in a timely manner to those parties responsible for taking 

corrective action, including senior management and the board of 

directors, as appropriate.  

 

Discussion or feedback: - 

 x     x 

21. COBIT  The organization makes sure that the strategic direction set for 

investments aligned are with the organizational vision and IT 

roadmap. The main activities are the evaluation, prioritization and 

balancing of projects and programs in relation to the available 

resources, obtained value for the organization and the risks involved. 

 

Discussion or feedback: - 

x      x 

22. COBIT The organization makes sure that the management of programs is in 

alignment with the organizational strategy in a coordinated way, 

based on a standardized management approach. 

 

Discussion or feedback: - 

  x   x  

23. COBIT The organization coordinates and executes activities related to 

operational procedures required for the delivery of internal and 

outsourced IT services. Predefined and standardized operating 

procedures and monitoring activities are the backbone of this process. 

 

Discussion or feedback: The respondent argued that it is difficult to 

assess whether these IT services are high level or low level services. 

   x  x x 

 

General discussion topics 

The respondent indicated that by the means of automation, the majority of the risk management and risk analyses shift towards 

the first line of defense. This can cause major financial benefits, because many organizations, especially financial institutions 

employ a lot of people in the second line of defense. 

The respondents asked for more clarification of how to interpret the principles. Is the focus on an ERM or Agile context. The 

interviewer explained that he wants to know the most important ERM principles which seemed to be vulnerable in an Agile 

environment on program and / or portfolio level. 

The respondent mentioned that he will try to assign the principles to either program or portfolio level, in order to make is 

distinguishable and draw conclusions more easily.   

The respondent advised to make sure that the other respondents interpret the principles in the same way, he advised to map the 

context in order to create more contextual clarity. 

The respondent suggested to include examples for each principle in order to make it more easily understandable. 

The respondent argued that he tried to rate the principles relatively to each other, in order to prevent the emergence of only 

important principles or only unimportant principles. He also argued that organizations should think about all the principles in 

order to implement a proper functioning ERM system. 

The respondent argued that it is important to take into account that people within organizations have more difficulty with 

interpreting these COSO and COBIT principles, which can possible create a bias. He advised to properly think about the method 

used in order to validate the research in practice, he gave the advice to keep it as specific and simple as possible. 
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Interview with respondent 2, 24-04-2019 (10:00 – 11:10) 

As visible on the next page, some figures and a more detailed explanation was added to the interview 

format. This was done in order to create more clarity, based on the results of the previous interview and 

to improve the assumptions made regarding the definitions used in this research. 

 

 

  

Term Description 

Agile Following figure 2.2 in this report. 

Discussion or feedback 

- There was consensus regarding the content of the figure. 

Large scale Agile Following figure 2.2 in this report.  

Discussion or feedback 

- There was consensus regarding the content of the figure. 

Program A program is a continuous process that continuously delivers a flow of value, involving a diverse range 

of goals and activities (Leffingwel et al., 2018). This does not imply that a program runs forever, in the 

majority of the cases there is a definite termination date as well as temporarily assigned resources, 

however it has in many cases a longer timespan than a project. 

 

This is a high level generic description, it is explained in more detail according to the figure on the next 

page. 

Discussion or feedback 

- The respondent argued that it is very difficult to interpret the differences between a program and 

portfolio in relation to the principles. 

Portfolio A portfolio aligns the organizations strategy with the portfolio execution, by assigning investment 

funding and the necessary governance mechanisms to the programs and projects in the portfolio 

(Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying return of 

investments (ROI), in order to make sure that the organization meets the strategic objectives.  

 

This is a high level generic description, it is explained in more detail according to the figure on the next 

page. 

Discussion or feedback 

- The respondent argued that not all organizations main goal is to provide a satisfying ROI, for 

example nonprofit organizations such as governments have other goals.  

ERM Enterprise risk management is a process, effected by an entity’s board of directors, management and 

other personnel, applied in strategy setting and across the enterprise, designed to identify potential events 

that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance 

regarding the achievement of entity objectives (COSO, 2017). 

 

Discussion or feedback 

- There was consensus regarding this description for the context of this research. 
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Purpose of the interview 

The main purpose of the interview is to rate the vulnerability of the ERM principles when they are 

applied in an Agile environment, as indicated in the figure below. An Agile environment should be 

interpreted as explained according to figure 2.2. in this report. Please try to rate the principles relatively 

to each other, in order to prevent the emergence of only important principles or only unimportant 

principles. Besides rating the principles, please determine whether the principle is more applicable on 

program or portfolio level, it is also possible to assign both. 

 
 

 

 

 

 

Contextual interpretation for rating the principles 

Discussion or feedback regarding the contextual interpretation as mentioned above: 

The respondent argued that it still is quite difficult to interpret the principles related to this contextual 

change. He said he interprets the question as which principles he thinks are the most important in an 

Agile ERM environment. 
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Discussion or feedback regarding the contextual application as mentioned on the previous page: 

The respondent argued that interpretation of this figure depends on the organizational structure and 

governance. He also argued that from his professional experience a program is designed based on a 

strategic objective. A program was designed, because the question at hand was such difficult, that 

several interrelated projects where needed. A project portfolio, is in his opinion a interrelated set of 

project which contribute to a large program objective. As he analyzed this figure, a program is not only 

a strategic objective but also more concrete products. Additionally he argued that in his daily work, he 

doesn’t see many companies who have programs, he sees projects and interrelated projects, which 

contribute to an objective, however they are not termed programs. The respondent also argued that the 

programs which deliver value to external customers, can also be seen as products. When a structural 

mistake is identified after the release of the project, the organization can start a program or project in 

order to solve this structural mistake, which is a design failure. The respondent gave the advice to look 

at the Prince2 (project) and MSP (program) frameworks to get a better understanding of both 

definitions. 

 

 

No. Framework Principles 1 2 3 4 5 PR PO 

1. COSO  The organization demonstrates a commitment to integrity and ethical 

values. 

 

Discussion or feedback: The respondent argued that it is more 

important in Agile environments to have integrity and ethical values, 

since there is more autonomy and there are more soft controls. In his 

opinion people need guidance in order to act towards the same goal. 

    x x  

2. COSO  The board of directors demonstrates independence from management 

and exercises oversight of the development and performance of 

internal control. 

 

Discussion or feedback: - 

   x  x  

3. COSO  Management establishes, with board oversight, structures, reporting 

lines, and appropriate authorities and responsibilities in the pursuit of 

objectives. 

 

Discussion or feedback: The respondent argued that whether an 

Agile environment or not, this is a must. 

 x    x  

4. COSO  The organization demonstrates a commitment to attract, develop, and 

retain competent individuals in alignment with objectives. 

 

Discussion or feedback: The respondent argued in an Agile 

environment people need more broad and diverse skills, instead of 

very specific skills as in more traditional organizational structures. 

This brings the need to attract or educate these people with broad and 

diverse skillset. Besides that, he argued that organizations want to 

change, however the people in the organization are not ready.  

Furthermore, he thinks that Agile environments are more enjoyable 

for people to work in. 

   x   x 

5. COSO  The organization holds individuals accountable for their internal 

control responsibilities in pursuit of objectives.  

 

Discussion or feedback: - 

   x   x 

6. COBIT  The organization continuously monitors and evaluates the control 

environment, including self-assessments and self-awareness, in order 

to enable management to identify and monitor inefficiencies and 

deficiencies, so action can be taken. 

 

Discussion or feedback: The respondent argued that if he looks at 

the question, the subjects which takes his attention immediately are 

self-assessment and self-awareness, which increase in an Agile 

environment. Based on this assumption the respondent thinks this 

principle is relatively important. The respondent choose to the 

   x   x 

1 = not important, 5 = very important 
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portfolio, since the principles is more related to the effectiveness of 

resources (the same reason for the previous two principles).  

7. COBIT The organization evaluates IT and support processes in alignment 

with the compliance of laws, regulation and contractual requirements, 

in order to obtain assurance and make sure that the requirements are 

in compliance.  

 

Discussion or feedback: The respondent argued that from his 

experience the resources regarding compliance, laws and regulations 

are scarce, which makes it impossible to apply these resources 

fulltime in all running projects. So in the opinion of the respondent, 

mechanisms should be designed which test these aspects 

automatically. Besides that, the respondent argued that it doesn’t 

really matter if the environment is Agile or not, it has to be done, so 

there is no impact, that’s why he positions this principles at 3.  

  x   x  

8. COBIT The organization makes sure that assurance initiatives are planned, 

scoped and executed in order to comply with internal requirements, 

laws, regulations and strategic objectives. 

 

Discussion or feedback: The respondent argued that he thinks it is 

difficult to plan in Agile environments, since things change. As an 

auditor he finds difficulties in getting insight in Agile project and 

programs in relation to planned Assurance. Besides that, he thinks that 

when more automation is applied in Agile environments, there is less 

need for planning these assurance initiatives. The principle doesn’t 

really change, the respondent argued that assurance initiatives shift 

from manual to automated. 

  x   x  

9. COSO  The organization specifies objectives with sufficient clarity to enable 

the identification and assessment of risks relating to objectives.  

 

Discussion or feedback: The respondent selected the portfolio, 

because he thinks that this is a long term process, which is more 

related to a  portfolio. A program needs more frequent risk 

identification and risk assessment. 

   x   x 

10. COSO  The organization identifies risks to the achievement of its objectives 

across the entity and analyzes risks as a basis for determining how the 

risks should be managed.  

 

Discussion or feedback: - 

   x   x 

11. COSO  The organization considers the potential for fraud in assessing risks 

to the achievement of objectives. (in this context, fraud is related as 

hiding risks, while they are there). 

 

Discussion or feedback: The respondent argued that people get more 

responsibility, there is less use of old fashioned steering mechanisms, 

so there is a higher chance that people will commit fraud. The 

respondent thinks that this principles is really related to principle 1.  

    x  x 

12. COSO  The organization identifies and assesses changes that could 

significantly impact the system of internal control. 

 

Discussion or feedback: - 

   x   x 

13. COSO  The organization selects and develops control activities that 

contribute to the mitigation of risks to the achievement of objectives 

to acceptable levels.  

 

Discussion or feedback: The respondent assessed this principles in 

terms of change management. The risks which where managed in the 

old situation must be managed in the new situation as well. So, there 

is quite some work to renew and change these risk management 

activities. 

   x  x  

14. COSO  The organization selects and develops general control activities over 

technology to support the achievement of objectives. 

 

Discussion or feedback: The respondent uses the same reasoning as 

with the previous principles, only he thinks this is more related to 

   x  x  
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automation. It is important to translate these automated processes to 

actual situations how risk where managed previously. 

15. COSO  The organization deploys control activities through policies that 

establish what is expected and procedures that put policies into action. 

 

Discussion or feedback: The respondent thinks this principle is less 

important, since the value of policies and procedures reduces in Agile 

environments, it is embedded in the methodology itself. Besides that 

he argued that this principle is the opposite of the first principle. 

x      x 

16. COSO  The organization obtains or generates and uses relevant, quality 

information to support the functioning of internal control. 

 

Discussion or feedback: The respondent argued that new sources of 

information should be identified, probably the information is more 

embedded in soft controls. Besides that he argued that there is need 

for standardization in reporting across programs and portfolios in 

some way.  

   

 

 

 

 

x  x 

17. COSO  The organization internally communicates information, including 

objectives and responsibilities for internal control, necessary to 

support the functioning of internal control. 

 

Discussion or feedback: The respondent argued that the importance 

of internal communications grows in Agile environments, because 

from a traditional silo perspective every individual has its own area 

of responsibility. While there is more need for responsibility in an 

Agile environment from a broader perspective, a person needs to look 

beyond his own expertise (legal, finance, laws, etc..). There is a 

danger that people do not take the responsibility and as a result point 

to each other.  

   x  x  

18. COSO  The organization communicates with external parties regarding 

matters affecting the functioning of internal control. In this context 

external parties can be seen as situation where products or software is 

developed in collaboration with other parties. 

 

Discussion or feedback: The respondent thought that external parties 

could be seen as external supervisors and shareholders.  

   x   x 

19. COSO  The organization selects, develops, and performs ongoing and/or 

separate evaluations to ascertain whether the components of internal 

control are present and functioning. 

 

Discussion or feedback: The respondent argued that this is related to 

internal auditing. He thinks the importance of this principles 

increases, since there is more flexibility, there is more need for 

evaluation. He also argued that if people know they are evaluated at 

some point in time, they will work more accurately, so internal control 

is also a preventive measure. 

   x  x  

20. COSO  The organization evaluates and communicates internal control 

deficiencies in a timely manner to those parties responsible for taking 

corrective action, including senior management and the board of 

directors, as appropriate.  

 

Discussion or feedback: The respondent argued that he doesn’t see 

a large difference between an ERM or Agile ERM environment. 

However, he argued that it is more difficult to identify deficiencies, 

since there is more variability. In some situations it may seem like a 

one off, however it could occur far more often only the deficiency 

could be slightly different in all situations. 

  x   x x 

21. COBIT  The organization makes sure that the strategic direction set for 

investments aligned are with the organizational vision and IT 

roadmap. The main activities are the evaluation, prioritization and 

balancing of projects and programs in relation to the available 

resources, obtained value for the organization and the risks involved. 

 

Discussion or feedback: - 

  x    x 
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22. COBIT The organization makes sure that the management of programs is in 

alignment with the organizational strategy in a coordinated way, 

based on a standardized management approach. 

 

Discussion or feedback: - 

 x    x  

23. COBIT The organization coordinates and executes activities related to 

operational procedures required for the delivery of internal and 

outsourced IT services. Predefined and standardized operating 

procedures and monitoring activities are the backbone of this process. 

 

Discussion or feedback: - 

x      x 

 

General discussion topics 
- 

 

  



68 

Interview with respondent 3, 30-04-2019 (15:30 – 16:20) 

As visible on the next page, some figures and a more detailed explanation was added to the interview 

format. This was done in order to create more clarity, based on the results of the previous interview and 

to improve the assumptions made regarding the definitions used in this research. 

 

 
 

 

 

 

 

 

 

 

Term Description 

Agile Following figure 2.2 in this report. 

 

Discussion or feedback 

- There was consensus regarding the content of the figure. 

Large scale Agile Following figure 2.2 in this report.  

 

Discussion or feedback 

- There was consensus regarding the content of the figure. 

Program A program is a continuous process that continuously delivers a flow of value, involving a diverse range 

of goals and activities (Leffingwel et al., 2018). This does not imply that a program runs forever, in the 

majority of the cases there is a definite termination date as well as temporarily assigned resources, 

however it has in many cases a longer timespan than a project. 

 

This is a high level generic description, it is explained in more detail according to the figure on the next 

page. 

Discussion or feedback 

- There was consensus regarding this definition. 

Portfolio A portfolio aligns the organizations strategy with the portfolio execution, by assigning investment 

funding and the necessary governance mechanisms to the programs and projects in the portfolio 

(Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying return of 

investments (ROI), in order to make sure that the organization meets the strategic objectives.  

 

This is a high level generic description, it is explained in more detail according to the figure on the next 

page. 

Discussion or feedback 

- There was consensus regarding this definition. 

ERM Enterprise risk management is a process, effected by an entity’s board of directors, management and 

other personnel, applied in strategy setting and across the enterprise, designed to identify potential events 

that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance 

regarding the achievement of entity objectives (COSO, 2017). 

 

Discussion or feedback 

- There was consensus regarding this definition. 
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Purpose of the interview 

The main purpose of the interview is to rate the vulnerability of the ERM principles when they are 

applied in an Agile environment, as indicated in the figure below. An Agile environment should be 

interpreted as explained according to figure 2.2. in this report. Please try to rate the principles relatively 

to each other, in order to prevent the emergence of only important principles or only unimportant 

principles. Besides rating the principles, please determine whether the principle is more applicable on 

program or portfolio level, it is also possible to assign both. 

 
 

 

 

 

 

Contextual interpretation for rating the principles 

Discussion or feedback regarding the contextual interpretation: 

The respondent argued that he understands the contextual interpretation mentioned above. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Contextual applications of programs and portfolio’s within an organization  

 

E
x
ter

n
a
l  cu

sto
m

er 

Program / Product / Service x1 

Program / Product / Service x2 

Program / Product / Service xn 

Project porfolio 

Project porfolio 

Project porfolio 

Internal customer 

P
ro

g
ra

m
 y

1
 

P
ro

je
ct

 p
o
rf

o
li

o
 

P
ro

g
ra

m
 y

n
 

P
ro

je
ct

 p
o
rf

o
li

o
 

Program porfolio 

Program porfolio 

ERM principles 
ERM principles 

in an Agile 

environment Contextual change 



70 

Discussion or feedback the contextual application: 

The respondent argued that he agrees that the definition of programs and portfolios is dependent on the 

type of governance model. He also respond from a risk management perspective, risk management can 

be seen as a portfolio as well. Because in practice, organizations want advice on specific aspects as part 

of the risk management portfolio. The respondent explained that in his professional experience he sees 

a lot of matrix organizations.  

 
No. Framework Principles 1 2 3 4 5 PR PO 

1. COSO  The organization demonstrates a commitment to integrity and ethical 

values. 

 

Discussion or feedback: The respondent argued that he interprets 

this principle from a broader perspective, including core values as 

well. He argued that he examines this from a top level perspective, 

they should set the tone and provide the example. Furthermore he 

argued that from an integrity and ethical perspective it is hard to rate 

this principle. In terms of core values, this is crucial for changing 

towards a more Agile organization. 

    x x  

2. COSO  The board of directors demonstrates independence from management 

and exercises oversight of the development and performance of 

internal control. 

 

Discussion or feedback: The respondent argued that from an ERM 

perspective, independent of the type of organization, this principles 

should always be in place. In an Agile environment organizations 

should be able to identify and response quickly on risks, through the 

first and second line of defense on a frequent basis. He also argued 

that people in Agile environments are very committed to specific 

tasks which can potentially influence the independent decision 

making in a negative manner. 

   x  x  

3. COSO  Management establishes, with board oversight, structures, reporting 

lines, and appropriate authorities and responsibilities in the pursuit of 

objectives. 

 

Discussion or feedback: The respondent argued that based on his 

professional experience, he saw a lot of variability and 

uncontrollability in organizations which associated themselves with 

Agile from an ERM perspective.  

   x   x 

4. COSO  The organization demonstrates a commitment to attract, develop, and 

retain competent individuals in alignment with objectives. 

 

Discussion or feedback: The respondent argued that people with the 

right mindset should be involved in Agile environments. Instead if 

people are involved which still prefer control based characteristics, it 

will be hard to be successful.  

   x   x 

5. COSO  The organization holds individuals accountable for their internal 

control responsibilities in pursuit of objectives.  

 

Discussion or feedback: The respondent argued that it is important 

that people should know clearly which responsibilities they have, 

which is partly related to the culture. Objectives should be clear, in 

order to hold individuals accountable in the end. He think the top 

down implementation of Agile ERM is crucial. 

  x   x  

6. COBIT  The organization continuously monitors and evaluates the control 

environment, including self-assessments and self-awareness, in order 

to enable management to identify and monitor inefficiencies and 

deficiencies, so action can be taken. 

 

Discussion or feedback: The respondent argued that he is not 

convinced that this should happen continuously. 

  x   x  

7. COBIT The organization evaluates IT and support processes in alignment 

with the compliance of laws, regulation and contractual requirements, 
   x   x 

1 = not important, 5 = very important 
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in order to obtain assurance and make sure that the requirements are 

in compliance.  

 

Discussion or feedback: The respondent argued that this is quite 

dependent on the industry and the volatility of the IT processes. 

8. COBIT The organization makes sure that assurance initiatives are planned, 

scoped and executed in order to comply with internal requirements, 

laws, regulations and strategic objectives. 

 

Discussion or feedback: The respondent argued that if the first and 

second line of defense are properly functioning, assurance initiatives 

from the top are less important. 

x      x 

9. COSO  The organization specifies objectives with sufficient clarity to enable 

the identification and assessment of risks relating to objectives.  

 

Discussion or feedback: The respondent argued that this should be 

done more frequently in Agile organizations, as there is more change. 

   x   x 

10. COSO  The organization identifies risks to the achievement of its objectives 

across the entity and analyzes risks as a basis for determining how the 

risks should be managed.  

 

Discussion or feedback: - 

   x  x  

11. COSO  The organization considers the potential for fraud in assessing risks to 

the achievement of objectives. 

 

Discussion or feedback: - 

   x   x 

12. COSO  The organization identifies and assesses changes that could 

significantly impact the system of internal control. 

 

Discussion or feedback: The respondent argued that he thinks that 

this is done insufficiently across different types of organizations. 

   x   x 

13. COSO  The organization selects and develops control activities that 

contribute to the mitigation of risks to the achievement of objectives 

to acceptable levels.  

 

Discussion or feedback: The respondent argued that this principle is 

related to the previous one. Organizations which are very organic, 

evolve so fast, that it is crucial to do this more frequently in order to 

proactively mitigate risks.  

   x   x 

14. COSO  The organization selects and develops general control activities over 

technology to support the achievement of objectives. 

 

Discussion or feedback: The respondent argued that this is getting 

more important since the role of IT is growing. 

   x   x 

15. COSO  The organization deploys control activities through policies that 

establish what is expected and procedures that put policies into action. 

 

Discussion or feedback: The respondent argued that here should be 

more responsibility instead of policies. 

 x     x 

16. COSO  The organization obtains or generates and uses relevant, quality 

information to support the functioning of internal control. 

 

Discussion or feedback: The respondent argued that the quality is 

crucial in order to reduce variability. 

   x 

 

 

 x  

17. COSO  The organization internally communicates information, including 

objectives and responsibilities for internal control, necessary to 

support the functioning of internal control. 

 

Discussion or feedback: - 

 x    x x 

18. COSO  The organization communicates with external parties regarding 

matters affecting the functioning of internal control. 

 

  x   x  
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Discussion or feedback: The respondent argued that this is 

dependent on the structure of the collaboration. Additionally he 

argued that communication is crucial. 

19. COSO  The organization selects, develops, and performs ongoing and/or 

separate evaluations to ascertain whether the components of internal 

control are present and functioning. 

 

Discussion or feedback: - 

  x    x 

20. COSO  The organization evaluates and communicates internal control 

deficiencies in a timely manner to those parties responsible for taking 

corrective action, including senior management and the board of 

directors, as appropriate.  

 

Discussion or feedback: The respondent argued that timely 

communication is crucial, since it helps to respond to a situation in a 

proper manner. Besides that he argued that there is many change and 

variability in Agile organization, which require more communication 

for internal control. 

    x x x 

21. COBIT  The organization makes sure that the strategic direction set for 

investments aligned are with the organizational vision and IT 

roadmap. The main activities are the evaluation, prioritization and 

balancing of projects and programs in relation to the available 

resources, obtained value for the organization and the risks involved. 

 

Discussion or feedback: - 

 x     x 

22. COBIT The organization makes sure that the management of programs is in 

alignment with the organizational strategy in a coordinated way, 

based on a standardized management approach. 

 

Discussion or feedback: - 

   x  x  

23. COBIT The organization coordinates and executes activities related to 

operational procedures required for the delivery of internal and 

outsourced IT services. Predefined and standardized operating 

procedures and monitoring activities are the backbone of this process. 

 

Discussion or feedback: The respondent argued that he prefers 

principle based procedures instead of rule based procedures. 

  x   x  

 

General discussion topics 

The respondent argued that he sees the potential in automation, especially automation within reporting. However, new risk 

regarding automation will occur. He explains that there are soft controls, which are difficult to automate, he advice to look at 

the Kaptein model.  

The respondent argued that SOX compliance is a complex need for Agile environments. Especially in constantly changing 

organizations, where people do not have a definite role. Additionally he argued that it is possible to have less documentation, 

however some activities need to be documented in order to assess control. 

The respondent argued that the risk awareness, responsibility and culture is in his opinion more important in Agile 

environments. 
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Appendix D. List with prioritized ERM principles 

Principle 1 was not integrated, as there was no consensus (2, 5, 5) across the respondents of the 

interviews. 

No Framework Principles Sum of the 

ratings 

14. COSO  The organization selects and develops general control activities over technology to 

support the achievement of objectives. 
13 

16. COSO  The organization obtains or generates and uses relevant, quality information to 

support the functioning of internal control. 
13 

1. COSO  The organization demonstrates a commitment to integrity and ethical values. 12 

5. COSO  The organization holds individuals accountable for their internal control 

responsibilities in pursuit of objectives.  
12 

10. COSO  The organization identifies risks to the achievement of its objectives across the entity 

and analyzes risks as a basis for determining how the risks should be managed.  
12 

13. COSO  The organization selects and develops control activities that contribute to the 

mitigation of risks to the achievement of objectives to acceptable levels.  
12 

6. COBIT  The organization continuously monitors and evaluates the control environment, including 

self-assessments and self-awareness, in order to enable management to identify and 

monitor inefficiencies and deficiencies, so action can be taken. 

11 

18. COSO  The organization communicates with external parties regarding matters affecting the 

functioning of internal control. 
11 

19. COSO  The organization selects, develops, and performs ongoing and/or separate evaluations to 

ascertain whether the components of internal control are present and functioning. 
11 

3. COSO  Management establishes, with board oversight, structures, reporting lines, and appropriate 

authorities and responsibilities in the pursuit of objectives. 
10 

7. COBIT The organization evaluates IT and support processes in alignment with the compliance of 

laws, regulation and contractual requirements, in order to obtain assurance and make sure 

that the requirements are in compliance.  

10 

9. COSO  The organization specifies objectives with sufficient clarity to enable the identification 

and assessment of risks relating to objectives.  
10 

11. COSO  The organization considers the potential for fraud in assessing risks to the achievement of 

objectives. 
10 

12. COSO  The organization identifies and assesses changes that could significantly impact the 

system of internal control. 
10 

20. COSO  The organization evaluates and communicates internal control deficiencies in a timely 

manner to those parties responsible for taking corrective action, including senior 

management and the board of directors, as appropriate.  

10 

2. COSO  The board of directors demonstrates independence from management and exercises 

oversight of the development and performance of internal control. 
9 

4. COSO  The organization demonstrates a commitment to attract, develop, and retain competent 

individuals in alignment with objectives. 
9 

17. COSO  The organization internally communicates information, including objectives and 

responsibilities for internal control, necessary to support the functioning of internal 

control. 

9 

22. COBIT The organization makes sure that the management of programs is in alignment with the 

organizational strategy in a coordinated way, based on a standardized management 

approach. 

9 

8. COBIT The organization makes sure that assurance initiatives are planned, scoped and executed 

in order to comply with internal requirements, laws, regulations and strategic objectives. 
8 

23. COBIT The organization coordinates and executes activities related to operational procedures 

required for the delivery of internal and outsourced IT services. Predefined and 

standardized operating procedures and monitoring activities are the backbone of this 

process. 

8 

15. COSO  The organization deploys control activities through policies that establish what is 

expected and procedures that put policies into action. 
7 

21. COBIT  The organization makes sure that the strategic direction set for investments aligned are 

with the organizational vision and IT roadmap. The main activities are the evaluation, 

prioritization and balancing of projects and programs in relation to the available 

resources, obtained value for the organization and the risks involved. 

6 
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Appendix E. List with the points of focus regarding the prioritized ERM principles 

(14) The organization selects and develops general control activities over technology to support the achievement of 

objectives. 

1. Management understands and determines the dependency and linkage between business processes, automated control 

activities, and technology general controls. Suppose an organization wants to deploy an automated matching and edit 

check control that examines data entered on-line. If something does not match, or is in the wrong format, immediate 

feedback is provided so that corrections can be made. 

2. Management selects and develops control activities over the technology infrastructure, which are designed and 

implemented to help ensure the completeness, accuracy, and availability of technology processing. Technology general 

controls include control activities over the technology infrastructure, security management, technology acquisition, 

development and maintenance. 

3. Management selects and develops control activities that are designed and implemented to restrict technology access 

rights to authorized users commensurate with their job responsibilities and to protect the entity’s assets from external 

threats. Security management includes sub-processes and control activities over who and what has access to an entity’s 

technology, including who has the ability to execute transactions. 

4. Management selects and develops control activities over the acquisition, development, and maintenance of technology 

and its infrastructure to achieve management’s objectives. For example, a technology development methodology 

provides structure for system design and implementation, outlining specific phases, documentation, requirements, 

approvals, and checkpoints with controls over the acquisition, development, and maintenance of technology. 

(16) The organization obtains or generates and uses relevant, quality information to support the functioning of internal 

control. 

5. A process is in place to identify the information required and expected to support the functioning of the other 

components of internal control and the achievement of the entity’s objectives. For example, a wholesale distributor 

found that its managers did not have a solid understanding of the key objectives of the organization. The business plan 

was detailed and difficult to concisely communicate. 

6. Information systems capture internal and external sources of data. Management considers a comprehensive scope of 

potential events, activities, and data sources, available internally and from reliable external sources, and selects  the 

most relevant and useful to the current organizational structure, business model, or objectives. 

7. Information systems process and transform relevant data into information. Organizations develop information systems 

to source, capture, and process large volumes of data from internal and external sources into meaningful, actionable 

information to meet the defined information requirements. 

8. Information systems produce information that is timely, current, accurate, complete, accessible, protected, and 

verifiable and retained. Information is reviewed to assess its relevance in supporting the internal control components 

9. The nature, quantity, and precision of information communicated are commensurate with and support the achievement 

of objectives. 

(5) The organization holds individuals accountable for their internal control responsibilities in pursuit of objectives.  

10. Management and the board of directors establish the mechanisms to communicate and hold individuals accountable for 

performance of internal control responsibilities across the organization and implement corrective action as necessary. 

11. Management and the board of directors establish performance measures, incentives, and other rewards appropriate for 

responsibilities at all levels of the entity, reflecting appropriate dimensions of performance and expected standards of 

conduct, and considering the achievement of both short-term and long-term objectives.  

12. Management and the board of directors align incentives and rewards with the fulfillment of internal control 

responsibilities in the achievement of objectives. 

13. Management and the board of directors evaluate and adjust pressures associated with the achievement of objectives as 

they assign responsibilities, develop performance measures, and evaluate performance.   

14. Management and the board of directors evaluate performance for internal control responsibilities, including adherence 

to standards of conduct and expected levels of competence and provide rewards or exercise disciplinary action as 

appropriate. 

(10) The organization identifies risks to the achievement of its objectives across the entity and analyzes risks as a basis 

for determining how the risks should be managed.  

15. The organization identifies and assesses risks at the entity, subsidiary, division, operational unit, and functional levels 

relevant to the achievement of objectives. Identifying and analyzing risk is an ongoing iterative process conducted to 

enhance the entity’s ability to achieve its objectives. 
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16. Risk identification considers both internal and external factors and their impact on the achievement of objectives. If the 

rate of change relating to an objective or internal and external factor increases, it is useful to accelerate the frequency 

of assessing the related  risks or assess the risk on a real-time basis. 

17. The organization puts into place effective risk assessment mechanisms that involve appropriate levels of management. 

18. Identified risks are analyzed through a process that includes estimating the potential significance of the risk. Likelihood 

and impact are commonly used terms, although some entities use instead probability, severity, seriousness or 

consequence. 

19. Risk assessment includes considering how the risk should be managed and whether to accept, avoid, reduce, or share 

the risk This involves applying judgement based on assumptions about the risk and reasonable analysis of costs 

associated with reducing the level of risk. 

(13) The organization selects and develops control activities that contribute to the mitigation of risks to the achievement 

of objectives to acceptable levels.  

20. Control activities help to ensure that risk responses that address and mitigate risks are carried out. Control activities 

support all the components of internal control, but are particularly aligned with the risk assessment component. 

21. Management considers how the environment, complexity, nature, and scope of its operations, as well as the specific 

characteristics of its organization, affect the selection and development of control activities. Because each entity has its 

own set of objectives and implementation approaches, there will be differences in objectives, risk, risk responses, and 

related control activities. 

22. Management determines which relevant business processes require control activities. These business processes may be 

common to all businesses (purchasing, payables or sales processing) or unique to a specific industry (claims 

processing, trust services or drilling operations). Each of these processes transform inputs into outputs through a series 

of transactions or activities. 

23. Control activities include a range and variety of controls and may include a balance of approaches to mitigate risks, 

considering both manual and automated controls, and preventive and detective controls. Transaction control activities 

include authorizations/approvals, verifications, physical controls and controls for standing data. Technology and 

control can relate to each other in two ways, support business processes and automate control activities. 

24. Management considers control activities at various levels in the entity. The organization selects and develops a mix of 

control activities that operate more broadly and that typically take place at higher levels in the organization. These 

broader control activities usually are business performance or analytical reviews involving comparisons of different 

sets of operating and financial data. 

25. Management segregates incompatible duties, and where such segregation is not practical management selects and 

develops alternative control activities. When selecting and developing control activities management should consider 

whether duties are divided or segregated among different people to reduce the risk of error or inappropriate or 

fraudulent actions. 
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Appendix F. Survey results as preparation for the large scale agile interviews 

These questions were asked to the participants of the large scale agile interviews to create some 

general insight in their experience and viewpoints towards Agile. The questions were asked by the 

means of a google survey. All the respondents answered in English, so the answers where directly 

copied from the survey. 

 
What are your areas of expertise? (e.g. Agile implementations, Change management, Specific Agile frameworks, 

etc..) 

Respondent 1 Transformation programs, Agile implementation, (project) portfolio management. 

Respondent 2 Digital transformation (project management, Agile working, SAFe), Digital strategy, IT 

assessments. 

Respondent 3 Scrum master, Agile coach, Agile assessments, pipeline reviews, Certified scrum master, Advisory 

regarding Agile frameworks, Leading SAFe agilest. 

Respondent 4 Digital transformation 

  

What is your professional experience in years? 

Respondent 1 14 years 

Respondent 2 6 years 

Respondent 3 15 years 

Respondent 4 4 years 

 

How would you describe large scale Agile in your own words? 

Respondent 1 Embedding Agile ways-of-working on organization (or BU) level, ensuring alignment across teams 

and with corporate strategy. 

Respondent 2 Working in an Agile manner with many Agile teams. Working in this way enables teams and 

businesses to frequently influence what needs to be done and to realize what needs to be done. 

Respondent 3 Working with multiple multidisciplinary teams together on a product. 

Respondent 4 Not only applying the Agile/Scrum principles in teams but also at an enterprise level. 

 

Do you think large scale Agile transformations can harm the internal control environment? 

Respondent 1 Not necessarily, if designed right. However, if internal control is neglected it will be harmful. In 

addition, some people use Agile as an excuse not to think or plan or document anymore, in which 

case you run a serious risk of not being in control. 

Respondent 2 Working in an Agile manner should not impair the controls that have been set. However, working 

in an Agile way might mean that the controls should be updated to align with the Agile way of 

working. 

Respondent 3 No, they might actually reinforce them because the aim should be to get better transparency. This 

also applies to topics like internal control. 

Respondent 4 If not applied correctly: yes. 

 

Can you imagine any type of organization for which it is impossible to transfer towards a more Agile driven 

organization? 

Respondent 1 No, generally I think the principles can be used for any type of organization, although the governance 

and way-of-working will differ. But also in highly regulated industries it should be possible, as long 

as there is enough attention to the right governance and in-control aspects. You might even argue 

that it allows you to be more in control, than with traditional projects. 

Respondent 2 Perhaps a building construction company; building a house is a typically waterfall like process 

where the requirements are set before and do not (must not) change during the process. 

Respondent 3 I would never say impossible. When the culture is not right it might be less efficient or not fully 

working out. But I think it can be done in very type of organization. 

Respondent 4 Companies who only do big long-term project where the outcome is predictable. 
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Appendix G. Interview results large scale Agile 

The first page of the interviews are more open and theoretical questions. The part starting on the second page is the linking process between the principles, 

with the more detailed point of focus, to the SAFe components. The book by Leffingwel et al. (2018) was used a basis for the matching process, the page 

numbers behind the components refer to the pages in that book. 

Interview with respondent 1, 03-05-2019 (14:00 – 15:00) 

Term Description 

Agile Following figure 2.2 in this report. 

 

Discussion or feedback 

- There was consensus regarding this definition. 

Large scale Agile Following figure 2.2 in this report.  

 

Discussion or feedback 

- There was consensus regarding this definition. 

Program A program is a continuous process that continuously delivers a flow of value, involving a diverse range of goals and activities (Leffingwel et al., 2018). This does not 

imply that a program runs forever, in the majority of the cases there is a definite termination date as well as temporarily assigned resources, however it has in many 

cases a longer timespan than a project. 

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

 

Discussion or feedback 

- There was consensus regarding this definition. 

Portfolio A portfolio aligns the organizations strategy with the portfolio execution, by assigning investment funding and the necessary governance mechanisms to the programs 

and projects in the portfolio (Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying return of investments (ROI), in order to make 

sure that the organization meets the strategic objectives.  

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

Discussion or feedback 

- There was consensus regarding this definition. 

ERM Enterprise risk management is a process, effected by an entity’s board of directors, management and other personnel, applied in strategy setting and across the enterprise, 

designed to identify potential events that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the achievement 

of entity objectives (COSO, 2017). 

 

Discussion or feedback 

- There was consensus regarding this definition. 
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(14) The organization selects and develops general control activities over technology to support the 

achievement of objectives. 
Program Portfolio 

1. Management understands and determines the dependency and linkage between business processes, automated 

control activities, and technology general controls. Suppose an organization wants to deploy an automated 

matching and edit check control that examines data entered on-line. If something does not match, or is in the 

wrong format, immediate feedback is provided so that corrections can be made. 

Continuous delivery pipeline (p.427) 

- Continuous exploration 

- Continuous integration 

- Continuous deployment 

Enterprise architect (p.619) 

Solution epics (p.160.) 

Discussion or feedback: The respondent argued that he recognized the SAFe practices and principles which are given in the table. Additionally he argued that it is important to make sure 

enough attention is paid towards implementing the practices and principles, especially on program level. This can be assured my creating new user stories and integrate these within the backlog. 

When an organization shift towards automated testing it is important to create control updates, which should be integrated in the backlog as well. The person who creates the requirements is 

responsible for this process, in most cases is a business analyst. The respondent also argued that it is important to have risk experts in the team, which can provide professional input and checks 

of whether everything aligns. The respondent explained that they recently introduced a standard risk check list (privacy risks, security risks, operational risks, business risks, etc..) at the front 

end for program and project initiatives at an existing client. When this list is completed it is discussed with the operational risk department. This standard risk checklist is used across the entire 

company and also helps to prove that the organization is in control towards auditors. Based on this example he argued that it is important to customize Agile towards the organizational 

governance type. In the end during an program increment the checklist is revised and potential improvements are communicated with enterprise architect. According to the respondent it is also 

important that the risk management people change their mindset towards a more Agile mindset. Initially everything which needed their expertise was delivered to them, in this new context 

they need to be more proactively involved at the front end (participate in the daily stand ups). He also argued that within the teams more risk averse people will stand up and ask question 

related to the risks involved with certain decision making. The respondent concluded with the argument that risk and control related aspects should be embedded in the process. 

2. Management selects and develops control activities over the technology infrastructure, which are designed and 

implemented to help ensure the completeness, accuracy, and availability of technology processing. Technology 

general controls include control activities over the technology infrastructure, security management, technology 

acquisition, development and maintenance.  

Architectural runway (p.353) 

  

 

Cadence & Synchronization (p.641) 

Portfolio Kanban (p.635) 

Enterprise architect (p.619) 

Discussion or feedback: The respondent argued that he relates the infrastructure with IT general controls. He thinks that the general infrastructure remains relatively stable independent of the 

organizational context. So, whether an organization operates in a more traditional manner or in an Agile manner, it remains relatively the same. The interviewer asked about the influence of 

autonomous teams on ERP systems. The respondent argued that information systems (ERP & SAP) remain relatively stable and follow an architectural runway, which means that there are 

boundaries, however there is some space for diversity. The synchronization across the different value streams between different architects (security, operational, etc..) is important. Recently 

there was a client which had quarterly meetings in order to discuss and update the architectural runway related to value stream alignment. In addition the respondent argued that companies 

have a diverse range of applications with different rates of change, the front end changes quickly and the back end is more stable. Changes in the back end are especially focused on efficiency. 

So, in some teams it is necessary to include information security analysts or other specialists to make sure the rate of change does not affect the risk landscape. To conclude the respondent 

argued, that the on a general level the control objectives and activities remain the same, however the process to align and integrate them is subject to change.  

3. Management selects and develops control activities that are designed and implemented to restrict technology 

access rights to authorized users commensurate with their job responsibilities and to protect the entity’s assets 

from external threats. Security management includes sub-processes and control activities over who and what 

has access to an entity’s technology, including who has the ability to execute transactions.  

Shared services (p.457) 

 

 

Shared services (p.457) 

 

Discussion or feedback: The interviewer provided the following example: Robotics or automated functions need an account in ERP or SAP systems. These accounts need to managed by 

people. If a single person manages several of these automated accounts there is a high chance that a problem emerges regarding the segregation of duties. The respondent argued that these high 

level problems need specialist input just as in the more traditional contexts. This is a problem for security and the enterprise architect. The interviewer asked whether the respondent thinks that 

these kind of problems can limit the Agility of the organization. The respondent argued that these kind of aspects remain the same as in traditional organizations. However people think that 

when Agile is implemented there is no need for such aspects anymore, which causes problems. There are always exceptions in order to accelerate the procedures, this occurred also in traditional 

environments, as long as the right people are involved and the necessary steps are taken there is no problem.  
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The respondent argued that the main advantage of Agile teams is that you can include whatever experts in the team which you think is necessary. The interviewer asked whether these specialists 

could be productive full time in teams. The respondent argued that there are several options, they can be included full time, they can be included in several projects at the same time, or as SAFe 

explains it is possible to create a shared services team. When organizations work with value streams, it is possible to include those experts full time, since a  value stream is a long term stable 

process. The respondent also argued that it is good to have communities of practice (COP) or chapters, in order to make sure that the experts keep each other up to date. He argued that it is 

crucial to integrate all the control related expertise, which you think is crucial for the project, should be included in the project from the beginning, due to the rate change. 

4. Management selects and develops control activities over the acquisition, development, and maintenance of 

technology and its infrastructure to achieve management’s objectives. For example, a technology development 

methodology provides structure for system design and implementation, outlining specific phases, 

documentation, requirements, approvals, and checkpoints with controls over the acquisition, development, and 

maintenance of technology. 

Enablers (p. 311) 

Program & solution kanban (p.391) 

 

Enablers (p. 311) 

Portfolio kanban (p.635) 

Discussion or feedback: The respondent argued that the process which is adopted can function as the control system. Because all the emerging issues are integrated in the backlog which 

means they are solved on a daily basis. If real complex issues emerge, they are analyzed during the inspect and adapt session, which also means they are visible for higher levels within the 

organization. Also certain people from portfolio management join certain meetings, for example daily standups to see whether there are problems. So it is actually quite important to have the 

right people at the right place at the right time. As long as teams can and do explain how the process embeds the control mechanisms towards the risk and control people, they are in. 

(16) The organization obtains or generates and uses relevant, quality information to support the functioning 

of internal control. 
Program Portfolio 

5. A process is in place to identify the information required and expected to support the functioning of the other 

components of internal control and the achievement of the entity’s objectives. For example, a wholesale 

distributor found that its managers did not have a solid understanding of the key objectives of the organization. 

The business plan was detailed and difficult to concisely communicate. 

Innovation and planning iteration 

(p.263) 

Program increment planning (p.361) 

 

Discussion or feedback: The respondent argued that this is an aspect where many mistakes are made, because the business is not up to date regarding the controls. So it is essential for the 

business analyst and teams to have a risk based mindset as well. In contrast, the risk management people (second line of defense) should sometimes be more flexible in order to make progress 

together. Ideally the business should state objectives before the start of a program, if speed is crucial, there is less space for extensive risk and control related processes (value based risk 

management). 

6. Information systems capture internal and external sources of data. Management considers a comprehensive 

scope of potential events, activities, and data sources, available internally and from reliable external sources, 

and selects  the most relevant and useful to the current organizational structure, business model, or objectives. 

Enablers (p. 311) 

Architectural runway (p.353) 

 

Solution epics (p.160.) 

Enablers (p. 311) 

 

Discussion or feedback: The respondent argued that he doesn’t really sees how this aspects change in an Agile environment in comparison to a traditional environment. However, he argued 

that the architectural runway in value streams is crucial, in order to determine which data sources you want to attach to the value stream. Another aspect is that management should be more 

proactive in Agile environments, they should get the information from the teams. Additionally he argued that there are two types of information, information which should be retrieved and 

stored, and information which indicate how the process is going. For the first type of information, the respondent argued that he doesn’t see the difference compared to traditional organizations. 

7. Information systems process and transform relevant data into information. Organizations develop information 

systems to source, capture, and process large volumes of data from internal and external sources into 

meaningful, actionable information to meet the defined information requirements. 

Enablers (p. 311) 

 

 

Solution epics (p.160.) 

Enablers (p. 311) 

 

Discussion or feedback: Similar to the previous question. 

8. Information systems produce information that is timely, current, accurate, complete, accessible, protected, and 

verifiable and retained. Information is reviewed to assess its relevance in supporting the internal control 

components 

Program and solution backlog 

(p.297) 

WSJF (p.299) 

Inspect & adapt iteration (p.263) 
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Discussion or feedback: Similar to the previous question. 

9. The nature, quantity, and precision of information communicated are commensurate with and support the 

achievement of objectives.  

Program and solution backlog 

(p.297) 

Solution intent (p.545) 

Inspect & adapt iteration (p.263) 

 

Discussion or feedback: Similar to the previous question. 

(5) The organization holds individuals accountable for their internal control responsibilities in pursuit of 

objectives.  
Program Portfolio 

10. Management and the board of directors establish the mechanisms to communicate and hold individuals 

accountable for performance of internal control responsibilities across the organization and implement 

corrective action as necessary.  

Business owners (p.275) 

Release train engineer (p.287) 

System architect (p.291) 

Epic owners (p.617) 

Enterprise architect (p.619) 

Lean portfolio management (p.624) 

Discussion or feedback: The interviewer asked what people can be seen as management, since the roles within the organization change. The respondent argued that he sees management as 

the highest people within the organization, such as directors, which are responsible for the organization. In the past they could make lower level managers responsible, now they should make 

sure that the control activities are embedded in the Agile processes. The respondent thinks that higher management can take their responsibility more easily in an Agile environment. First of 

all in the past all the improvement where done with temporary projects, which inherently meant that not all the problems are resolved since a project stops when the budget is gone. The people 

within the project don’t care because they are not responsible for operations. In an Agile environment people who do the projects are also responsible for the operations, which means they feel 

the benefits when the problems are solved. Secondly, he argued that problems are integrated in the backlog which means they are resolved quickly, it is the team responsibility. Whereas in the 

past it was analyzed competitively with all the other projects within the organization, which could mean that it took years before a problem was solved.  

11. Management and the board of directors establish performance measures, incentives, and other rewards 

appropriate for responsibilities at all levels of the entity, reflecting appropriate dimensions of performance and 

expected standards of conduct, and considering the achievement of both short-term and long-term objectives.  

Program increment objectives 

(p.371) 

Inspect & adapt iteration (p.263) 

DevOps (p.397) 

 

Discussion or feedback: Similar to the previous question. Additionally the respondent argued that this doesn’t change compared towards the traditional context, as long  the right objectives 

are set (financial, security, being in control, etc..)  

12. Management and the board of directors align incentives and rewards with the fulfillment of internal control 

responsibilities in the achievement of objectives. 

 

 

 

Discussion or feedback: The interviewer argued that SAFe says that rewards should be banned, because it doesn’t contribute to people’s intrinsic motivation. The respondent argued that as 

long as the rewards are given based on team achievement and not on an individual basis, he doesn’t see the problem. Rewards could be financial, but also the type of work a team gets. 

13. Management and the board of directors evaluate and adjust pressures associated with the achievement of 

objectives as they assign responsibilities, develop performance measures, and evaluate performance. 

Management and the board of directors establish goals and targets toward the achievement of objectives that 

by their nature create pressures within the organization. 

 

 

 

 

Discussion or feedback: Similar to the previous question. 

14. Management and the board of directors evaluate performance for internal control responsibilities, including 

adherence to standards of conduct and expected levels of competence and provide rewards or exercise 

disciplinary action as appropriate. 

Communities of practice (p.461)  

Shared services (p.457) 

 

 

Discussion or feedback: Similar to the previous question. 
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(10) The organization identifies risks to the achievement of its objectives across the entity and analyzes risks 

as a basis for determining how the risks should be managed.  
Program Portfolio 

15. The organization identifies and assesses risks at the entity, subsidiary, division, operational unit, and functional 

levels relevant to the achievement of objectives. Identifying and analyzing risk is an ongoing iterative process 

conducted to enhance the entity’s ability to achieve its objectives. 

Inspect & adapt iteration (p.263) 

WSJF (p.299) 

System demo (p.379) 

Value stream coordination (p.639) 

Economic framework (p.160.) 

Discussion or feedback: I think as we discussed before, this should be integrated integrally throughout the teams, starting in the front end. All the aspects which were important in traditional 

environments, should be included, however in a different process. 

16. Risk identification considers both internal and external factors and their impact on the achievement of 

objectives. If the rate of change relating to an objective or internal and external factor increases, it is useful to 

accelerate the frequency of assessing the related  risks or assess the risk on a real-time basis. 

Program increments (p.329) 

 

Value stream coordination (p.639) 

Economic framework (p.160.) 

Discussion or feedback: Similar to the previous question. 

17. The organization puts into place effective risk assessment mechanisms that involve appropriate levels of 

management. 

WSJF (p.299) Lean portfolio management (p.624) 

Discussion or feedback: Similar to the previous question. 

18. Identified risks are analyzed through a process that includes estimating the potential significance of the risk. 

Likelihood and impact are commonly used terms, although some entities use instead probability, severity, 

seriousness or consequence.  

Product & solution management 

(p.281)  

WSJF (p.299) 

Value stream coordination (p.639) 

Lean portfolio management (p.624) 

Discussion or feedback: Similar to the previous question. The respondent argued to integrate this in tools such as JIRA. If it included fields related to risk management and control it can be 

integrated in daily activities, this also contributes to standardization across the enterprise 

19. Risk assessment includes considering how the risk should be managed and whether to accept, avoid, reduce, 

or share the risk This involves applying judgement based on assumptions about the risk and reasonable analysis 

of costs associated with reducing the level of risk. 

Release train engineer (p.287) 

Program and solution backlog 

(p.297) 

WSJF (p.299) 

Inspect & adapt iteration (p.263) 

Value stream coordination (p.639) 

Lean portfolio management (p.624) 

Discussion or feedback: Similar to the previous question. 

(13) The organization selects and develops control activities that contribute to the mitigation of risks to the 

achievement of objectives to acceptable levels.  
Program Portfolio 

20. Control activities help to ensure that risk responses that address and mitigate risks are carried out. Control 

activities support all the components of internal control, but are particularly aligned with the risk assessment 

component.  

Iteration retrospectives (p.245) 

System demo (p.379) 

 

Discussion or feedback: These principles weren’t treated in detail, due to time issues, they are partly covered in the previous principles. However, the respondent did argue that in some 

organizational higher management asks certain indicators which are mandatory for all the programs and portfolio within the organization, in order to create some level of standardization. 

21. Management considers how the environment, complexity, nature, and scope of its operations, as well as the 

specific characteristics of its organization, affect the selection and development of control activities. Because 

each entity has its own set of objectives and implementation approaches, there will be differences in objectives, 

risk, risk responses, and related control activities. 

 

 

 

Discussion or feedback: These principles weren’t treated in detail, due to time issues. However they are partly covered in the previous principles. 
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22. Management determines which relevant business processes require control activities. These business processes 

may be common to all businesses (purchasing, payables or sales processing) or unique to a specific industry 

(claims processing, trust services or drilling operations). Each of these processes transform inputs into outputs 

through a series of transactions or activities.  

Business owners (p.275) 

System architect (p.291) 

Product management (p.281) 

Release train engineer (p.287) 

 

Epic owners (p.617) 

Enterprise architect (p.619) 

 

Discussion or feedback: These principles weren’t treated in detail, due to time issues. However they are partly covered in the previous principles. 

23. Control activities include a range and variety of controls and may include a balance of approaches to mitigate 

risks, considering both manual and automated controls, and preventive and detective controls. Transaction 

control activities include authorizations/approvals, verifications, physical controls and controls for standing 

data. Technology and control can relate to each other in two ways, support business processes and automate 

control activities.  

Continuous delivery pipeline (p.427) 

DevOps (p.398) 

Incremental development (p.350) 

Value stream coordination (p.639) 

 

Discussion or feedback: These principles weren’t treated in detail, due to time issues. However they are partly covered in the previous principles. 

24. Management considers control activities at various levels in the entity. The organization selects and develops 

a mix of control activities that operate more broadly and that typically take place at higher levels in the 

organization. These broader control activities usually are business performance or analytical reviews involving 

comparisons of different sets of operating and financial data. 

Business owners (p.275) 

Product management (p.281) 

Program Kanban (p.392) 

Epic owners (p.617) 

Enterprise architect (p.619) 

Lean portfolio management (p.623) 

Discussion or feedback: These principles weren’t treated in detail, due to time issues. However they are partly covered in the previous principles. 

25. Management segregates incompatible duties, and where such segregation is not practical management selects 

and develops alternative control activities. When selecting and developing control activities management 

should consider whether duties are divided or segregated among different people to reduce the risk of error or 

inappropriate or fraudulent actions. 

Shared services (p.457) 

 

 

Shared services (p.457) 

 

Discussion or feedback: These principles weren’t treated in detail, due to time issues. However they are partly covered in the previous principles. 
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Interview with respondent 2, 08-05-2019 (16:30 – 17:30) 

 

 

 

 

 

Term Description 

Agile Following figure 2.2 in this report. 

Discussion or feedback 

- There was consensus regarding this definition. 

Large scale Agile Following figure 2.2 in this report.  

Discussion or feedback 

- There was consensus regarding this definition. 

Program A program is a continuous process that continuously delivers a flow of value, involving a diverse range of goals and activities (Leffingwel et al., 2018). This does not 

imply that a program runs forever, in the majority of the cases there is a definite termination date as well as temporarily assigned resources, however it has in many 

cases a longer timespan than a project. 

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

Discussion or feedback 

- There was consensus regarding this definition. 

Portfolio A portfolio aligns the organizations strategy with the portfolio execution, by assigning investment funding and the necessary governance mechanisms to the programs 

and projects in the portfolio (Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying return of investments (ROI), in order to make 

sure that the organization meets the strategic objectives.  

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

Discussion or feedback 

- There was consensus regarding this definition.  

ERM Enterprise risk management is a process, effected by an entity’s board of directors, management and other personnel, applied in strategy setting and across the enterprise, 

designed to identify potential events that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the achievement 

of entity objectives (COSO, 2017). 

 

Discussion or feedback 

- There was consensus regarding this definition. 
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(14) The organization selects and develops general control activities over technology to support the 

achievement of objectives. 
Program Portfolio 

1. Management understands and determines the dependency and linkage between business processes, automated 

control activities, and technology general controls. Suppose an organization wants to deploy an automated 

matching and edit check control that examines data entered on-line. If something does not match, or is in the 

wrong format, immediate feedback is provided so that corrections can be made. 

Architectural runway (p.353) 

Continuous delivery pipeline (p.405) 

- Continuous exploration 

- Continuous integration 

- Continuous deployment 

Program backlog (p.297) 

Enablers (p.315) 

Program Kanban (p.392) 

Enterprise architect (p.619) 

Solution epics (p.609) 

Enablers (p.315) 

 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

2. Management selects and develops control activities over the technology infrastructure, which are designed and 

implemented to help ensure the completeness, accuracy, and availability of technology processing. Technology 

general controls include control activities over the technology infrastructure, security management, technology 

acquisition, development and maintenance.  

Architectural runway (p.353) 

Innovation & planning iteration 

(p.335) 

Enterprise architect (p.619) 

Solution epics (p.609) 

 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

3. Management selects and develops control activities that are designed and implemented to restrict technology 

access rights to authorized users commensurate with their job responsibilities and to protect the entity’s assets 

from external threats. Security management includes sub-processes and control activities over who and what 

has access to an entity’s technology, including who has the ability to execute transactions.  

Shared services (p.457) 

Communities of practice (p.461)  

Cross functional teams (p.265) 

Enterprise architect (p.619) 

Shared services (p.457) 

Communities of practice (p.461)  

Cross functional teams (p.265) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

4. Management selects and develops control activities over the acquisition, development, and maintenance of 

technology and its infrastructure to achieve management’s objectives. For example, a technology development 

methodology provides structure for system design and implementation, outlining specific phases, 

documentation, requirements, approvals, and checkpoints with controls over the acquisition, development, and 

maintenance of technology. 

Program kanban (p.392) 

Program epics (p.393) 

Program backlog (p.297)  

Enablers (p.315) 

Portfolio kanban (p.635) 

Solution epics (p.609) 

Portfolio backlog (p.631) 

Enablers (p.315) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

(16) The organization obtains or generates and uses relevant, quality information to support the functioning 

of internal control. 
Program Portfolio 

5. A process is in place to identify the information required and expected to support the functioning of the other 

components of internal control and the achievement of the entity’s objectives. For example, a wholesale 

distributor found that its managers did not have a solid understanding of the key objectives of the organization. 

The business plan was detailed and difficult to concisely communicate. 

Business owners (p.275) 

Program increment (p.329) 

Cross functional teams (p.265) 

Innovation & planning iteration 

(p.335) 

Enterprise architect (p.619) 

 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

6. Information systems capture internal and external sources of data. Management considers a comprehensive 

scope of potential events, activities, and data sources, available internally and from reliable external sources, 

and selects  the most relevant and useful to the current organizational structure, business model, or objectives. 

Architectural runway (p.353) 

Program epics (p.393) 

Architectural runway (p.353) 

Solution epics (p.609) 
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Enablers (p. 311) Enablers (p. 311) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

7. Information systems process and transform relevant data into information. Organizations develop information 

systems to source, capture, and process large volumes of data from internal and external sources into 

meaningful, actionable information to meet the defined information requirements. 

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Architectural runway (p.353) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

8. Information systems produce information that is timely, current, accurate, complete, accessible, protected, and 

verifiable and retained. Information is reviewed to assess its relevance in supporting the internal control 

components 

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Architectural runway (p.353) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

9. The nature, quantity, and precision of information communicated are commensurate with and support the 

achievement of objectives.  

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Architectural runway (p.353) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

(5) The organization holds individuals accountable for their internal control responsibilities in pursuit of 

objectives.  
Program Portfolio 

10. Management and the board of directors establish the mechanisms to communicate and hold individuals 

accountable for performance of internal control responsibilities across the organization and implement 

corrective action as necessary.  

Release train engineer (p.287) 

Value streams (p.587) 

Cross functional teams (p.265) 

Enterprise architect (p.619) 

Value streams (p.587) 

Cross functional teams (p.265) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

11. Management and the board of directors establish performance measures, incentives, and other rewards 

appropriate for responsibilities at all levels of the entity, reflecting appropriate dimensions of performance and 

expected standards of conduct, and considering the achievement of both short-term and long-term objectives.  

Business owners (p.275) 

Release train engineer (p.287) 

Value streams (p.587) 

Cross functional teams (p.265) 

Epic owners (p.617) 

Enterprise architect (p.619) 

Cross functional teams (p.265) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

12. Management and the board of directors align incentives and rewards with the fulfillment of internal control 

responsibilities in the achievement of objectives. 

Team based rewards 

 

Team based rewards 

 

Discussion or feedback: The respondent argued that he agrees with the team based rewards. Additionally he says that this is quite difficult, because certain people with specialized capabilities 

are more crucial to the business, which means that they should be rewarded according to their capabilities.  

13. Management and the board of directors evaluate and adjust pressures associated with the achievement of 

objectives as they assign responsibilities, develop performance measures, and evaluate performance. 

Management and the board of directors establish goals and targets toward the achievement of objectives that 

by their nature create pressures within the organization. 

Economic decision making (p.520) 

Inspect & adapt (p.383) 

Innovation & planning iteration 

(p.335) 

Standard companywide 

checklists/metrics (p.435) 

Lean business cases (p.612) 

Economic decision making (p.520) 

 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 
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14. Management and the board of directors evaluate performance for internal control responsibilities, including 

adherence to standards of conduct and expected levels of competence and provide rewards or exercise 

disciplinary action as appropriate. 

Value streams (p.587) 

Shared services (p.457) 

Communities of practice (p.461)  

Value streams (p.587) 

Shared services (p.457) 

Communities of practice (p.461)  

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

(10) The organization identifies risks to the achievement of its objectives across the entity and analyzes risks 

as a basis for determining how the risks should be managed.  
Program Portfolio 

15. The organization identifies and assesses risks at the entity, subsidiary, division, operational unit, and functional 

levels relevant to the achievement of objectives. Identifying and analyzing risk is an ongoing iterative process 

conducted to enhance the entity’s ability to achieve its objectives. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

16. Risk identification considers both internal and external factors and their impact on the achievement of 

objectives. If the rate of change relating to an objective or internal and external factor increases, it is useful to 

accelerate the frequency of assessing the related  risks or assess the risk on a real-time basis. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

17. The organization puts into place effective risk assessment mechanisms that involve appropriate levels of 

management. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

18. Identified risks are analyzed through a process that includes estimating the potential significance of the risk. 

Likelihood and impact are commonly used terms, although some entities use instead probability, severity, 

seriousness or consequence.  

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 

19. Risk assessment includes considering how the risk should be managed and whether to accept, avoid, reduce, 

or share the risk This involves applying judgement based on assumptions about the risk and reasonable analysis 

of costs associated with reducing the level of risk. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: This point of focus was not treated in detail, due to time issues. 
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(13) The organization selects and develops control activities that contribute to the mitigation of risks to the 

achievement of objectives to acceptable levels.  
Program Portfolio 

20. Control activities help to ensure that risk responses that address and mitigate risks are carried out. Control 

activities support all the components of internal control, but are particularly aligned with the risk assessment 

component.  

Standard companywide 

checklists/metrics (p.435) 

Standard companywide 

checklists/metrics (p.435) 

Discussion or feedback: The respondent argued that this is aligned with the other points of focus mentioned below and that SAFe proposes some metrics, however he is not sure whether these 

are focused on internal control. 

21. Management considers how the environment, complexity, nature, and scope of its operations, as well as the 

specific characteristics of its organization, affect the selection and development of control activities. Because 

each entity has its own set of objectives and implementation approaches, there will be differences in objectives, 

risk, risk responses, and related control activities. 

Cadence & Synchronization (p.641) 

 

 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Economic decision making (p.520) 

Discussion or feedback: The respondent argued that this is quite logical, this should always happen to maintain business. He said that this is quite complicated, since this is a tradeoff. There 

will be more diversity and variability in Agile environments, but this doesn’t directly mean that the selection and development of control activities change constantly, there should be some 

standardization and long term stability. So the question is which control activities may differ across the organization and which control activities should be standardized throughout the 

organization. He also argued that when you leave the responsibility of creating and maintaining controls to the teams, in many cases there would be no controls, because they do not care about 

controls. 

22. Management determines which relevant business processes require control activities. These business processes 

may be common to all businesses (purchasing, payables or sales processing) or unique to a specific industry 

(claims processing, trust services or drilling operations). Each of these processes transform inputs into outputs 

through a series of transactions or activities.  

Business owners (p.275) 

Release train engineer (p.287) 

Product management (p.281) 

System architect (p.291) 

Shared services (p.457) 

Epic owners (p.617) 

Enterprise architect (p.619) 

Cross functional teams (p.265) 

Shared services (p.457) 

Discussion or feedback: The respondent argued that in the traditional way of working the project board (Prince2) was responsible for determining the control activities in the business processes. 

In SAFe there are still some roles, however they have a different name and are seen as part of the team, instead of a separate entity, some of them are already mentioned as I can see. The 

respondent argued that it is important to make a distinction between business risk related to internal control and operational risk related to internal control, different people are responsible for 

those tasks. The main question for this aspect is whether the control activities and which control activities can be transferred towards lower levels in the organization and which (minimum 

amount) of metrics are necessary in order to report to higher levels in the organization. 

23. Control activities include a range and variety of controls and may include a balance of approaches to mitigate 

risks, considering both manual and automated controls, and preventive and detective controls. Transaction 

control activities include authorizations/approvals, verifications, physical controls and controls for standing 

data. Technology and control can relate to each other in two ways, support business processes and automate 

control activities.  

DevOps (p.398) 

 

Value stream coordination (p.639) 

 

Discussion or feedback: The respondent also argued that from his experience SAFe does not solve all the internal control problems, still some traditional control mechanisms will exists. 

Additionally he says that he does not see the value of DevOps as a central control mechanism, this could potentially function as a lower level control mechanism. However, certain automated 

metrics could be gathered which are communicated to higher levels in the organization. 

24. Management considers control activities at various levels in the entity. The organization selects and develops 

a mix of control activities that operate more broadly and that typically take place at higher levels in the 

organization. These broader control activities usually are business performance or analytical reviews involving 

comparisons of different sets of operating and financial data. 

Cadence & Synchronization (p.641) 

checklists/metrics (p.435) 

Cadence & Synchronization (p.641) 

checklists/metrics (p.435) 

Discussion or feedback: The respondent agreed that the larger companies should still have some standard checklists or metrics, in order to maintain and check the internal control. However 

he argued that most teams do not like the idea of checklists, they would rather just do their regular work. The problem that he sees that in situations without metrics or checklists is that their 
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occurs a situation where there is no steering, the different teams are not aligned. As an example, one organization they still maintained weekly checklists and metrics. The interviewer asked 

which metrics the respondent thinks are crucial for higher management. The respondent argued that metrics related to deliverables and the timing of the deliverables are key. The respondent 

argued that this is especially crucial in Agile portfolios, since higher management wants to assign their resources to the projects with the highest business value. However the applicability of 

programs and portfolios is also dependent on the size of the organization. From a traditional project management perspective, many of the higher level decisions were made by the project 

board. Additionally, as organizations are transitioning to a more Agile way of working they will use a mixed approach of traditional and Agile methods. 

25. Management segregates incompatible duties, and where such segregation is not practical management selects 

and develops alternative control activities. When selecting and developing control activities management 

should consider whether duties are divided or segregated among different people to reduce the risk of error or 

inappropriate or fraudulent actions. 

Shared services (p.457) 

Communities of practice (p.461)  

 

Enterprise architect (p.619) 

Shared services (p.457) 

Communities of practice (p.461) 

Discussion or feedback: The respondent argued that this is a problem which is always there, independent of type of environment. Additionally he argued that in his professional experience 

most of the time SAFe is adopted in project mode. The respondent was not sure if SAFe or other large scale Agile frameworks can be adopted in order to manage the organizational processes 

outside the project mode. The interviewer asked the respondent whether he think that internal controls such as the segregation of duties can limit the agility. The respondent argued that this 

depends on the context. If there are multiple roles within a team, the duties can be assigned in such a way that there are no conflicts. The respondent doesn’t really see the value of communities 

of practice, it can work preventive, but it doesn’t solve the problem when it emerges. 

 
General discussion topics 

The interviewer initiated a discussion regarding the availability of knowledge workers in shared services. He asked the respondent whether he thinks a that organizations will hire expertise knowledge 

workers fulltime, or that the environment will change towards just in time hiring trough consultancies. The respondent thinks that it is important for organizations to make sure that these specialized 

people maintain motivated by giving them enough work and assigning them to interesting projects. If this is not possible, it is better for the organization to adopt a model, in which these people can 

be hired when necessary from dedicated partners. 

 

 

 

 

 

 

 

 

 

 



89 

Interview with respondent 3, 09-05-2019 (15:00 – 16:00) 

 

 

 

 

Term Description 

Agile Following figure 2.2 in this report. 

Discussion or feedback 

- There was consensus regarding this definition. 

Large scale Agile Following figure 2.2 in this report.  

Discussion or feedback 

- There was consensus regarding this definition. 

Program A program is a continuous process that continuously delivers a flow of value, involving a diverse range of goals and activities (Leffingwel et al., 2018). This does not 

imply that a program runs forever, in the majority of the cases there is a definite termination date as well as temporarily assigned resources, however it has in many 

cases a longer timespan than a project. 

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

Discussion or feedback 

- There was consensus regarding this definition. 

Portfolio A portfolio aligns the organizations strategy with the portfolio execution, by assigning investment funding and the necessary governance mechanisms to the programs 

and projects in the portfolio (Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying return of investments (ROI), in order to make 

sure that the organization meets the strategic objectives.  

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

Discussion or feedback 

- There was consensus regarding this definition. 

ERM 

 

 

 

 

Enterprise risk management is a process, effected by an entity’s board of directors, management and other personnel, applied in strategy setting and across the enterprise, 

designed to identify potential events that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the achievement 

of entity objectives (COSO, 2017). 

 

Discussion or feedback 

- There was consensus regarding this definition. 
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(14) The organization selects and develops general control activities over technology to support the 

achievement of objectives. 
Program Portfolio 

1. Management understands and determines the dependency and linkage between business processes, automated 

control activities, and technology general controls. Suppose an organization wants to deploy an automated 

matching and edit check control that examines data entered on-line. If something does not match, or is in the 

wrong format, immediate feedback is provided so that corrections can be made. 

Architectural runway (p.353) 

Continuous delivery pipeline (p.405) 

- Continuous exploration 

- Continuous integration 

- Continuous deployment 

Program backlog (p.297) 

Enablers (p.315) 

Cross functional teams (p.265) 

Program Kanban (p.392) 

Enterprise architect (p.619) 

Solution epics (p.609) 

Enablers (p.315) 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

2. Management selects and develops control activities over the technology infrastructure, which are designed and 

implemented to help ensure the completeness, accuracy, and availability of technology processing. Technology 

general controls include control activities over the technology infrastructure, security management, technology 

acquisition, development and maintenance.  

Architectural runway (p.353) 

Innovation & planning iteration 

(p.335) 

Large quarterly meetings 

Enterprise architect (p.619) 

Solution epics (p.609) 

 

Discussion or feedback: The respondent argued that control activities over the technology infrastructure are a typical aspect which occur in the architectural runway. He also thinks that the 

innovation & planning iteration, which is a 8 to 12 week recurring process can be applied in order to analyze and update the architectural runway in relation to risk management. The respondent 

asked why the quarterly meeting are included. The interviewer responded that the infrastructure is more relate to the backend processes of an organization, which is relatively stable, which 

means quarterly meetings can be enough to evaluate the infrastructure in its entirety. The respondent thinks this is a good point, however he asks whether this can’t be included in the innovation 

& planning iteration. The interviewer asked whether the respondent thinks that more variability as a result of autonomous teams can cause a lack of control. The respondent argued that in Agile 

organizations the control improves, because it is more frequently discussed with a diverse range of stakeholders in the organization. Additionally he argued that it is important to introduce 

some standardized measures and make sure that these are reported on a frequent basis, Agile doesn’t mean that each team can do whatever they like. To conclude, the respondent argued that 

the architectural runway contains some fundamental organizational wide principles, which have space for each team to design their own way of working. 

3. Management selects and develops control activities that are designed and implemented to restrict technology 

access rights to authorized users commensurate with their job responsibilities and to protect the entity’s assets 

from external threats. Security management includes sub-processes and control activities over who and what 

has access to an entity’s technology, including who has the ability to execute transactions.  

Shared services (p.457) 

Communities of practice (p.461)  

Cross functional teams (p.265) 

Enterprise architect (p.619) 

Shared services (p.457) 

Communities of practice (p.461)  

Cross functional teams (p.265) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

4. Management selects and develops control activities over the acquisition, development, and maintenance of 

technology and its infrastructure to achieve management’s objectives. For example, a technology development 

methodology provides structure for system design and implementation, outlining specific phases, 

documentation, requirements, approvals, and checkpoints with controls over the acquisition, development, and 

maintenance of technology. 

Program kanban (p.392) 

Program epics (p.393) 

Program backlog (p.297)  

Enablers (p.315) 

Portfolio kanban (p.635) 

Solution epics (p.609) 

Portfolio backlog (p.631) 

Enablers (p.315) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

(16) The organization obtains or generates and uses relevant, quality information to support the functioning 

of internal control. 
Program Portfolio 
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5. A process is in place to identify the information required and expected to support the functioning of the other 

components of internal control and the achievement of the entity’s objectives. For example, a wholesale 

distributor found that its managers did not have a solid understanding of the key objectives of the organization. 

The business plan was detailed and difficult to concisely communicate. 

Business owners (p.275) 

Program increment (p.329) 

Cross functional teams (p.265) 

Innovation & planning iteration 

(p.335) 

Enterprise architect (p.619) 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

6. Information systems capture internal and external sources of data. Management considers a comprehensive 

scope of potential events, activities, and data sources, available internally and from reliable external sources, 

and selects  the most relevant and useful to the current organizational structure, business model, or objectives. 

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Architectural runway (p.353) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: The respondent argued that metrics are important and should be standardized, without standardization there will be chaos. He argued that SAFe proposes some metrics 

and from his professional experience he knows that the metrics related to performance, test coverage, quality are the most important on a project level. However the respondent argued that 

there is a danger that everything that can be measured will be measured, so there is need to measure aspects which provide actual value. Furthermore, the respondent argued that he sees the 

link to the architectural runway, because the basic sources of data can be integrated in this architectural runway, which means they are applied across all the teams within a specific program or 

project. Furthermore he thinks it is good to state the program epics and enables to update the architectural runway, which is also the power of Agile, continuous improvement. 

7. Information systems process and transform relevant data into information. Organizations develop information 

systems to source, capture, and process large volumes of data from internal and external sources into 

meaningful, actionable information to meet the defined information requirements. 

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Architectural runway (p.353) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

8. Information systems produce information that is timely, current, accurate, complete, accessible, protected, and 

verifiable and retained. Information is reviewed to assess its relevance in supporting the internal control 

components 

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Architectural runway (p.353) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: The respondent argued that he thinks this point of focus is related to number six, he argued that he thinks these points of focus are very specified. 

9. The nature, quantity, and precision of information communicated are commensurate with and support the 

achievement of objectives.  

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Architectural runway (p.353) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

(5) The organization holds individuals accountable for their internal control responsibilities in pursuit of 

objectives.  
Program Portfolio 

10. Management and the board of directors establish the mechanisms to communicate and hold individuals 

accountable for performance of internal control responsibilities across the organization and implement 

corrective action as necessary.  

Release train engineer (p.287) 

Value streams (p.587) 

Cross functional teams (p.265) 

Enterprise architect (p.619) 

Value streams (p.587) 

Cross functional teams (p.265) 

Discussion or feedback: The respondent argued that he thinks it is very important to make sure that teams are aware of the internal control related aspects, which can give them more autonomy. 

He thinks that awareness is most crucial. The interviewer argued that he understands the argument, however auditors want tangible prove that there actually is control. The respondent argued 

that it is possible to make control mechanisms visible in Agile environments, because people interact frequently and increments are delivered frequently which means there is a possibility to 

measure. However he thinks that there is a temptation to skip control activities when there is a lot of pressure on the team. Additionally he argued that if Agile is implemented thoroughly the 

large problems and risks will be visible more quickly, because there is a lot of automation, which also means it can be solved quickly. Finally the respondent argued that a control framework 
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is always necessary, however the process to make sure that the controls are managed can differ as long as it is measurable. A goal of documenting can be to have internal control, however it is 

not the goal to create documents because we have to, there needs to be value. 

11. Management and the board of directors establish performance measures, incentives, and other rewards 

appropriate for responsibilities at all levels of the entity, reflecting appropriate dimensions of performance and 

expected standards of conduct, and considering the achievement of both short-term and long-term objectives.  

Business owners (p.275) 

Release train engineer (p.287) 

Value streams (p.587) 

Cross functional teams (p.265) 

Epic owners (p.617) 

Enterprise architect (p.619) 

Value streams (p.587) 

Cross functional teams (p.265) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

12. Management and the board of directors align incentives and rewards with the fulfillment of internal control 

responsibilities in the achievement of objectives. 

Team based rewards 

 

Team based rewards 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

13. Management and the board of directors evaluate and adjust pressures associated with the achievement of 

objectives as they assign responsibilities, develop performance measures, and evaluate performance. 

Management and the board of directors establish goals and targets toward the achievement of objectives that 

by their nature create pressures within the organization. 

Economic decision making (p.520) 

Inspect & adapt (p.383) 

Innovation & planning iteration 

(p.335) 

Standard companywide 

checklists/metrics 

Lean business cases (p.612) 

Economic decision making (p.520) 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

14. Management and the board of directors evaluate performance for internal control responsibilities, including 

adherence to standards of conduct and expected levels of competence and provide rewards or exercise 

disciplinary action as appropriate. 

Value streams (p.587) 

Shared services (p.457) 

Communities of practice (p.461)  

Value streams (p.587) 

Shared services (p.457) 

Communities of practice (p.461)  

Discussion or feedback: The respondent argued that this point of focus is related to number 10, but he wonders why shared services is included on program and portfolio level. The interviewer 

explained that shared services teams can be used for specific highly specialized projects which occur less frequently and possess more risk related to internal control. The respondent argued 

that he sees the value and can contribute to the organizational efficiency. 

(10) The organization identifies risks to the achievement of its objectives across the entity and analyzes risks 

as a basis for determining how the risks should be managed.  
Program Portfolio 

15. The organization identifies and assesses risks at the entity, subsidiary, division, operational unit, and functional 

levels relevant to the achievement of objectives. Identifying and analyzing risk is an ongoing iterative process 

conducted to enhance the entity’s ability to achieve its objectives. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: The respondent asked why WSJF is included. The interviewer explained that the obtained risk and risk resolution activity can be included in the backlog on different 

levels within the organization and that the WSJF makes sure that important risks are treated as early as possible. The respondent argued that he understands this and thinks it is an interesting 

and solution which has potential.  

16. Risk identification considers both internal and external factors and their impact on the achievement of 

objectives. If the rate of change relating to an objective or internal and external factor increases, it is useful to 

accelerate the frequency of assessing the related  risks or assess the risk on a real-time basis. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 
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WSJF (p.299) Economic framework (p.160.) 

Discussion or feedback: The respondent argued that it is maybe possible to include the release train on program level as well, besides the value stream, because it has a more specific focus. 

The interviewer argued that he thinks the value stream is more related to value delivery to the external customer, which is less related to internal control. The respondent argued that he partially 

agrees and think it is important to make sure that some risks related to quality, privacy and performance should be assessed sometimes in higher levels of the organization. 

17. The organization puts into place effective risk assessment mechanisms that involve appropriate levels of 

management. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

18. Identified risks are analyzed through a process that includes estimating the potential significance of the risk. 

Likelihood and impact are commonly used terms, although some entities use instead probability, severity, 

seriousness or consequence.  

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: The respondent argued that he agrees with the practices mentioned for program and portfolio and that he thinks it is related to number 16. 

19. Risk assessment includes considering how the risk should be managed and whether to accept, avoid, reduce, 

or share the risk This involves applying judgement based on assumptions about the risk and reasonable analysis 

of costs associated with reducing the level of risk. 

Cadence & Synchronization (p.641) 

Value streams (p.587) 

Inspect & adapt (p.383) 

Program backlog (p.297)  

WSJF (p.299) 

Cadence & Synchronization (p.641) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic framework (p.160.) 

Discussion or feedback: The same reasoning as the previous point of focus. Additionally he argued that there should be clear agreements on who is responsible and which risk related 

aspects should be measured throughout the entire organization. 

(13) The organization selects and develops control activities that contribute to the mitigation of risks to the 

achievement of objectives to acceptable levels.  
Program Portfolio 

20. Control activities help to ensure that risk responses that address and mitigate risks are carried out. Control 

activities support all the components of internal control, but are particularly aligned with the risk assessment 

component.  

Standard companywide 

checklists/metrics 

Standard companywide 

checklists/metrics 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

21. Management considers how the environment, complexity, nature, and scope of its operations, as well as the 

specific characteristics of its organization, affect the selection and development of control activities. Because 

each entity has its own set of objectives and implementation approaches, there will be differences in objectives, 

risk, risk responses, and related control activities. 

Cadence & Synchronization (p.641) 

 

 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio Kanban (p.635) 

Economic decision making (p.520) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

22. Management determines which relevant business processes require control activities. These business processes 

may be common to all businesses (purchasing, payables or sales processing) or unique to a specific industry 

Business owners (p.275) 

Release train engineer (p.287) 

Epic owners (p.617) 

Enterprise architect (p.619) 
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(claims processing, trust services or drilling operations). Each of these processes transform inputs into outputs 

through a series of transactions or activities.  

Product management (p.281) 

System architect (p.291) 

Cross functional teams (p.265) 

Shared services (p.457) 

Cross functional teams (p.265) 

Shared services (p.457) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

23. Control activities include a range and variety of controls and may include a balance of approaches to mitigate 

risks, considering both manual and automated controls, and preventive and detective controls. Transaction 

control activities include authorizations/approvals, verifications, physical controls and controls for standing 

data. Technology and control can relate to each other in two ways, support business processes and automate 

control activities.  

DevOps (p.398) 

 

Value stream coordination (p.639) 

 

Discussion or feedback: The interviewer asked whether he thinks there is local optimization in teams in regard of the automation of risk management tools. If there are risks the team can 

create an automated process, however how can this automation be shared with the other teams. The respondent doesn’t see the relation to DevOps immediately, he argued that this is more 

related to the systems team, which includes elements of DevOps as well. The system team creates blueprints for teams which still possess a certain amount of flexibility, in order to optimize 

their own processes. 

24. Management considers control activities at various levels in the entity. The organization selects and develops 

a mix of control activities that operate more broadly and that typically take place at higher levels in the 

organization. These broader control activities usually are business performance or analytical reviews involving 

comparisons of different sets of operating and financial data. 

Cadence & Synchronization (p.641) 

Standard companywide 

checklists/metrics 

Cadence & Synchronization (p.641) 

Standard companywide 

checklists/metrics 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

25. Management segregates incompatible duties, and where such segregation is not practical management selects 

and develops alternative control activities. When selecting and developing control activities management 

should consider whether duties are divided or segregated among different people to reduce the risk of error or 

inappropriate or fraudulent actions. 

Shared services (p.457) 

Communities of practice (p.461)  

 

Enterprise architect (p.619) 

Shared services (p.457) 

Communities of practice (p.461) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

 

General discussion topics 

The interviewer asked the respondent which large scale Agile frameworks occur most often in practice. The respondent answered that SAFe is most common, but Spotify and LeSS are used as well. 

He thinks that the reason for this is that SAFe is the most comprehensive framework. Some organizations do not want such a specific framework, they want more freedom, those organizations adopt 

Spotify in most cases.  

At the end of the interview a discussion was initiated regarding the application of Agile in organizations. The respondent argued that Agile shouldn’t be seen as cowboy method in which each team, 

program, or portfolio can do whatever they want, they have objectives and should make sure that the objectives are achieved. Additionally he argued that he hasn’t seen many organizations which 

rolled out Agile up to and including strategic level, in many organizations it starts with some scrum projects and stops at program level. 
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Interview with respondent 4, 10-05-2019 (09:30 – 10:15) 

 

 

 

 

 

Term Description 

Agile Following figure 2.2 in this report. 

Discussion or feedback 

- There was consensus regarding this definition. 

Large scale Agile Following figure 2.2 in this report.  

Discussion or feedback 

- There was consensus regarding this definition. 

Program A program is a continuous process that continuously delivers a flow of value, involving a diverse range of goals and activities (Leffingwel et al., 2018). This does not 

imply that a program runs forever, in the majority of the cases there is a definite termination date as well as temporarily assigned resources, however it has in many 

cases a longer timespan than a project. 

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

Discussion or feedback 

- There was consensus regarding this definition. The respondent argued that from her experience this clear structure is especially visible in large corporates, smaller 

organization  do not have such a clear structure. This structure introduces standard work processes and documents. Additionally the respondent argued that each 

organization has a different governance structure. 

Portfolio A portfolio aligns the organizations strategy with the portfolio execution, by assigning investment funding and the necessary governance mechanisms to the programs 

and projects in the portfolio (Leffingwel et al., 2018). The main goal is to assure that the investments provide a satisfying return of investments (ROI), in order to make 

sure that the organization meets the strategic objectives.  

 

This is a high level generic description, it is explained in more detail according to figure 3.1. in this report. 

Discussion or feedback 

- There was consensus regarding this definition. The respondent argued that from her experience this clear structure is especially visible in large corporates, smaller 

organization  do not have such a clear structure. This structure introduces standard work processes and documents.  Additionally the respondent argued that each 

organization has a different governance structure. 

ERM Enterprise risk management is a process, effected by an entity’s board of directors, management and other personnel, applied in strategy setting and across the enterprise, 

designed to identify potential events that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the achievement 

of entity objectives (COSO, 2017). 

 

Discussion or feedback 

- There was consensus regarding this definition. 
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(14) The organization selects and develops general control activities over technology to support the 

achievement of objectives. 
Program Portfolio 

1. Management understands and determines the dependency and linkage between business processes, automated 

control activities, and technology general controls. Suppose an organization wants to deploy an automated 

matching and edit check control that examines data entered on-line. If something does not match, or is in the 

wrong format, immediate feedback is provided so that corrections can be made. 

Architectural runway (p.353) 

System architect / engineer (p.291) 

Program backlog (p.297) 

Enablers (p.315) 

ART’s (p.265) 

Program Kanban (p.392) 

Enterprise architect (p.619) 

Solution epics (p.609) 

Enablers (p.315) 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

2. Management selects and develops control activities over the technology infrastructure, which are designed and 

implemented to help ensure the completeness, accuracy, and availability of technology processing. Technology 

general controls include control activities over the technology infrastructure, security management, technology 

acquisition, development and maintenance.  

Architectural runway (p.353) 

Innovation & planning iteration 

(p.335) 

System team (p.488) 

Shared services (p.457) 

Enterprise architect (p.619) 

Enabler epics (p.609) 

System team (p.488) 

Shared services (p.457) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

3. Management selects and develops control activities that are designed and implemented to restrict technology 

access rights to authorized users commensurate with their job responsibilities and to protect the entity’s assets 

from external threats. Security management includes sub-processes and control activities over who and what 

has access to an entity’s technology, including who has the ability to execute transactions.  

ART’s (p.265) 

System team (p.488) 

Shared services (p.457) 

Enterprise architect (p.619) 

System team (p.488) 

Shared services (p.457) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

4. Management selects and develops control activities over the acquisition, development, and maintenance of 

technology and its infrastructure to achieve management’s objectives. For example, a technology development 

methodology provides structure for system design and implementation, outlining specific phases, 

documentation, requirements, approvals, and checkpoints with controls over the acquisition, development, and 

maintenance of technology. 

Program kanban (p.392) 

Program epics (p.614) 

Program backlog (p.297)  

Enablers (p.315) 

PI objectives (p.371) 

Inspect & adapt iteration (p.383) 

Strategic themes (p.593) 

Portfolio kanban (p.635) 

Enabler epics (p.609) 

Portfolio backlog (p.631) 

Enablers (p.315) 

Inspect & adapt iteration (p.383) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

(16) The organization obtains or generates and uses relevant, quality information to support the functioning 

of internal control. 
Program Portfolio 

5. A process is in place to identify the information required and expected to support the functioning of the other 

components of internal control and the achievement of the entity’s objectives. For example, a wholesale 

distributor found that its managers did not have a solid understanding of the key objectives of the organization. 

The business plan was detailed and difficult to concisely communicate. 

Business owners (p.275) 

ART’s (p.265) 

Inspect & adapt iteration (p.383) 

Innovation & planning iteration 

(p.335) 

System team (p.488) 

Release train engineer (p.287) 

Enterprise architect (p.619) 

Lean portfolio management (p.623) 

System team (p.488) 

Epic owners (p.617) 

Inspect & adapt iteration (p.383) 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 



97 

6. Information systems capture internal and external sources of data. Management considers a comprehensive 

scope of potential events, activities, and data sources, available internally and from reliable external sources, 

and selects  the most relevant and useful to the current organizational structure, business model, or objectives. 

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Metrics (p.435) 

Enabler epics (p.609) 

Enablers (p. 311) 

Metrics (p.435) 

KPI’s (p.587) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

7. Information systems process and transform relevant data into information. Organizations develop information 

systems to source, capture, and process large volumes of data from internal and external sources into 

meaningful, actionable information to meet the defined information requirements. 

Architectural runway (p.353) 

Program epics (p.393) 

Metrics (p.435) 

Enablers (p. 311) 

Solution epics (p.609) 

Enablers (p. 311) 

Metrics (p.435) 

KPI’s (p.587) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

8. Information systems produce information that is timely, current, accurate, complete, accessible, protected, and 

verifiable and retained. Information is reviewed to assess its relevance in supporting the internal control 

components 

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Solution epics (p.609) 

Enablers (p. 311) 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

9. The nature, quantity, and precision of information communicated are commensurate with and support the 

achievement of objectives.  

Architectural runway (p.353) 

Program epics (p.393) 

Enablers (p. 311) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: The respondent argued that there is a matrix which maps control versus autonomy. Additionally the respondent argued that it is the managements task is to define the 

vision and make the lower levels teams responsible for contextualizing this vision. The iterative and short cycled SAFe characteristics help to analyze and when necessary provide feedback on 

this contextualization by the means of retrospectives. Existing clients align this vision and contextualization during quarterly meetings, which is in many cases a three day event. The respondent 

argued that the art of good management in Agile organizations is to keep some distance in order to prevent micro management. To finalize, the respondent argued that an important question is 

in how far the management should be in control, this is a tradeoff between autonomy, trust and control. The interviewer mentioned that the management should be able to prove that they are 

in control to the auditors. The respondent argued that it is still possible to have controls (KPI’s) in lower levels of the organization such as teams, project and programs but it is crucial to have 

the right people in the right teams. So if there is a program of portfolio with higher risk exposure, add additional expertized risk management people. One of the most important lessons learned 

for me is to integrate control and compliance from day one in the Agile teams. The interviewer asked who is responsible for integrating such people in the teams, the teams themselves or the 

management? The respondent argued that she is not sure about that. 

(5) The organization holds individuals accountable for their internal control responsibilities in pursuit of 

objectives.  
Program Portfolio 

10. Management and the board of directors establish the mechanisms to communicate and hold individuals 

accountable for performance of internal control responsibilities across the organization and implement 

corrective action as necessary.  

Business owners (p.275) 

Release train engineer (p.287) 

System architect / engineer (p.291) 

Product management (p.281) 

ART’s (p.265) 

System team (p.488) 

Shared services (p.457) 

Enterprise architect (p.619) 

Lean portfolio management (p.623) 

Epic owners (p.617) 

System team (p.488) 

Shared services (p.457) 

Value streams (p.587) 

Discussion or feedback: The respondent argued that the team is always responsible instead of the individual, training and coaching is crucial especially when the environment is changed from 

a traditional towards a more Agile environment. This requires specific capabilities and expertise. Additionally the respondent argued that there are different levels of Agile severity, the most 

extreme one is holocracy, in which people do not have a specified function, instead they have a role, in this role these individuals have 100% responsibility over their own decisions. The 
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respondent thinks this holocracy is not suited for corporates, however she thinks that the same mechanism can be implemented on team level, if the right expertise is there. In this process, 

demo’s and retrospectives are crucial to make sure that the team can steer and learn from their mistakes. The interviewer asked whether there are more soft controls in this process or more hard 

or automated controls? The respondent answered that hard controls are the most clear and objective, which is preferred, however when there is need for soft controls, they should be implemented 

in the system. To finalize, the respondent argued that a difficult aspect is the pressure which is put on the teams, if a business of product owner adds additional features in the sprints or 

increments, there will be more pressure on the teams, which can lead to decisions which harm the internal control environment. This is like a domino, because probably the product owner got 

features from people above him. So one crucial aspect to succeed is to make sure that the systems thinking perspective is integrated in a proper way.  

11. Management and the board of directors establish performance measures, incentives, and other rewards 

appropriate for responsibilities at all levels of the entity, reflecting appropriate dimensions of performance and 

expected standards of conduct, and considering the achievement of both short-term and long-term objectives.  

Metrics (p.435) 

 

Enterprise architect (p.619) 

Value streams (p.587) 

Metrics (p.435) 

KPI’s (p.587) 

Discussion or feedback: The respondent argued that in many traditional organizations financial measures and incentives are the main means to monitor and trigger performance. While the 

fundamental aspect of Agile is to steer on business value, however each organization should define this business value for themselves. Additionally the respondent argued that the teams 

(including business and solution owners) are the ones who operate the most closely to the customer, so it is assumable that they are the ones which can identify the customer value most 

appropriately, which is an important aspect of the business value. The interviewer asked how the identified customer value by the teams can be communicated to higher levels in the organization? 

The respondent answered that this is a very complex issue, especially as the size of the program or portfolio increases, in her professional experience she hasn’t seen such a phenomenon.   

12. Management and the board of directors align incentives and rewards with the fulfillment of internal control 

responsibilities in the achievement of objectives. 

Team based rewards 

 

Team based rewards 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

13. Management and the board of directors evaluate and adjust pressures associated with the achievement of 

objectives as they assign responsibilities, develop performance measures, and evaluate performance. 

Management and the board of directors establish goals and targets toward the achievement of objectives that 

by their nature create pressures within the organization. 

Metrics (p.435) 

 

Metrics (p.435) 

KPI’s (p.587) 

Value streams (p.587) 

Discussion or feedback: The respondent thinks that traditional corporates have very old fashioned finance based KPI’s, which are not suitable for Agile organizations. In Agile organizations 

customer and employee satisfaction is much more important, we get this question quite a lot from customers. It is especially important to align the KPI’s with the organizational objectives, 

because an organizations wants those objectives to be achieved.  

14. Management and the board of directors evaluate performance for internal control responsibilities, including 

adherence to standards of conduct and expected levels of competence and provide rewards or exercise 

disciplinary action as appropriate. 

Metrics (p.435) 

Communities of practice (p.461)  

Metrics (p.435) 

Value streams (p.587) 

Communities of practice (p.461)  

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

(10) The organization identifies risks to the achievement of its objectives across the entity and analyzes risks 

as a basis for determining how the risks should be managed.  
Program Portfolio 

15. The organization identifies and assesses risks at the entity, subsidiary, division, operational unit, and functional 

levels relevant to the achievement of objectives. Identifying and analyzing risk is an ongoing iterative process 

conducted to enhance the entity’s ability to achieve its objectives. 

Metrics (p.435) 

ART’s (p.265) 

Architectural runway (p.353) 

Inspect & adapt iteration (p.383) 

Program backlog (p.297)  

Program Kanban (p.392) 

Enterprise architect (p.619) 

Epic owners (p.617) 

Enabler epics (p.609) 

Metrics (p.435) 

KPI’s (p.587) 

Lean portfolio management (p.623) 

Inspect & adapt iteration (p.383) 
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Portfolio Kanban (p.635) 

Portfolio backlog (p.631) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

16. Risk identification considers both internal and external factors and their impact on the achievement of 

objectives. If the rate of change relating to an objective or internal and external factor increases, it is useful to 

accelerate the frequency of assessing the related  risks or assess the risk on a real-time basis. 

Metrics (p.435) 

Inspect & adapt iteration (p.383) 

Program backlog (p.297)  

Program Kanban (p.392) 

Metrics (p.435) 

KPI’s (p.587) 

Portfolio backlog (p.631) 

Portfolio Kanban (p.635) 

Value streams (p.587) 

Lean budgeting (p.599) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

17. The organization puts into place effective risk assessment mechanisms that involve appropriate levels of 

management. 

Inspect & adapt iteration (p.383) 

System demo (p.379) 

Value streams (p.587) 

Inspect & adapt (p.383) 

System demo (p.379) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

18. Identified risks are analyzed through a process that includes estimating the potential significance of the risk. 

Likelihood and impact are commonly used terms, although some entities use instead probability, severity, 

seriousness or consequence.  

Inspect & adapt iteration (p.383) 

Program backlog (p.297)  

Program Kanban (p.392) 

Value streams (p.587) 

Portfolio backlog (p.631) 

Portfolio Kanban (p.635) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

19. Risk assessment includes considering how the risk should be managed and whether to accept, avoid, reduce, 

or share the risk. This involves applying judgement based on assumptions about the risk and reasonable analysis 

of costs associated with reducing the level of risk. 

Value streams (p.587) 

Inspect & adapt iteration (p.383) 

Program backlog (p.297)  

Program Kanban (p.392) 

Lean portfolio management (p.623) 

Value stream coordination (p.639) 

Portfolio backlog (p.631) 

Portfolio Kanban (p.635) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

(13) The organization selects and develops control activities that contribute to the mitigation of risks to the 

achievement of objectives to acceptable levels.  
Program Portfolio 

20. Control activities help to ensure that risk responses that address and mitigate risks are carried out. Control 

activities support all the components of internal control, but are particularly aligned with the risk assessment 

component.  

System demo (p.379) 

Inspect & adapt iteration (p.383) 

Program backlog (p.297)  

Program Kanban (p.392) 

Portfolio backlog (p.631) 

Portfolio Kanban (p.635) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

21. Management considers how the environment, complexity, nature, and scope of its operations, as well as the 

specific characteristics of its organization, affect the selection and development of control activities. Because 

each entity has its own set of objectives and implementation approaches, there will be differences in objectives, 

risk, risk responses, and related control activities. 

Business owners (p.275) 

Release train engineer (p.287) 

Product management (p.281) 

System architect / engineer (p.291) 

ART’s (p.265) 

System team (p.488) 

Enterprise architect (p.619) 

Epic owners (p.617) 

Lean portfolio management (p.623) 

System team (p.488) 

 



100 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

22. Management determines which relevant business processes require control activities. These business processes 

may be common to all businesses (purchasing, payables or sales processing) or unique to a specific industry 

(claims processing, trust services or drilling operations). Each of these processes transform inputs into outputs 

through a series of transactions or activities.  

Business owners (p.275) 

Release train engineer (p.287) 

Product management (p.281) 

System architect / engineer (p.291) 

Shared services (p.457) 

System team (p.488) 

Enterprise architect (p.619) 

Epic owners (p.617) 

Lean portfolio management (p.623) 

Shared services (p.457) 

System team (p.488) 

 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

23. Control activities include a range and variety of controls and may include a balance of approaches to mitigate 

risks, considering both manual and automated controls, and preventive and detective controls. Transaction 

control activities include authorizations/approvals, verifications, physical controls and controls for standing 

data. Technology and control can relate to each other in two ways, support business processes and automate 

control activities.  

System architect / engineer (p.291) 

System team (p.487) 

Enterprise architect (p.619) 

System team (p.488) 

 

Discussion or feedback: The respondent argued that it is quite difficult to link automated processes to these high level processes in the organization such as programs and portfolio’s, it is 

also dependent on the pace of which the information is needed. Is this pace is very low, maybe it is inefficient to automate it. To finalize, the respondent argued that it some level of 

standardization of metrics is of course necessary, however it should not limit the agility too much. 

24. Management considers control activities at various levels in the entity. The organization selects and develops 

a mix of control activities that operate more broadly and that typically take place at higher levels in the 

organization. These broader control activities usually are business performance or analytical reviews involving 

comparisons of different sets of operating and financial data. 

System team (p.488) 

Program epics (p.393) 

Enablers (p. 311) 

Enterprise architect (p.619) 

Lean portfolio management (p.623) 

System team (p.488) 

Solution epics (p.609) 

Enablers (p. 311) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

25. Management segregates incompatible duties, and where such segregation is not practical management selects 

and develops alternative control activities. When selecting and developing control activities management 

should consider whether duties are divided or segregated among different people to reduce the risk of error or 

inappropriate or fraudulent actions. 

Shared services (p.457) 

System team (p.488) 

System architect / engineer (p.291) 

ART’s (p.265) 

Enterprise architect (p.619) 

Shared services (p.457) 

System team (p.488) 

Discussion or feedback: The interviewer made a selection of points of focus which still needed more discussion, this point of focus was not included in this selection. 

 

General discussion topics 

The interviewer asked the respondent which large scale Agile frameworks occur most often in practice. The respondent answered that SAFe is most common and LeSS is the second most common, 

Spotify is only used in a small amount of cases. The interviewer asked why the respondent thinks the SAFe framework is most commonly used? The respondent argued that it is the most structured 

framework with many tools, large corporates like and need structure, with SAFe they can pick the tools which they think are useful, in order to configure it to the organizational needs. Additionally 

the respondent argued that this is an organic process, which means that the organization constantly adds additional tools and principles on their Agile journey. The short iterations and cycles should 

not only be used to assess the output, but also the functioning of the process itself in order to continuously improve.  
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Appendix H. Role descriptions 

This appendix contains the set of roles which were identified and could potentially contribute to the 

facilitation of internal control on program and portfolio level. For each role the responsibilities and tasks 

are provided following (Leffingwel et al., 2018), a short description of the roles is given in section 4.2.2. 

of this report. 

 

Program level (Leffingwel et al., 2018) 

1. Business owners (p.275) 

1.1. .. Are responsible for understanding the strategic themes that influence the ART, in order to ensure that the business 

objectives are understood and agreed upon by the involved stakeholders. 

1.2. .. Have knowledge of the larger level value stream and are involved in reviewing the program vision and roadmap. 

1.3. .. Are responsible for providing input, regarding the vision, business context and the creation of draft plans, during the 

program increments. 

1.4. .. Should circulate during the process, in order to communicate business priorities to all the involved stakeholders and 

make sure that the agreement and alignment regarding the objectives is maintained. 

1.5. .. Should watch for and identify significant external commitments and dependencies. 

1.6. .. Should participate in management reviews and problem solving meetings in order to review the scope and when 

necessary make adjustments. 

2. Product management (p.281) 

2.1. .. Has content authority for the program backlog and should bring the voice of the customer to the developers and the 

voice of the developers to the customers. 

2.2. .. Is responsible for validating the solution towards the customer. 

2.3. .. Should understand and support the higher level portfolio, in order to understand the budgets and the influence of the 

strategic themes on strategic directions. 

2.4. .. Should manage and prioritize the flow of work through the program Kanban into the program backlog. Besides that 

they should also establish the definition of done (DOD), and make sure that the acceptance criteria are met.  

3. Release train engineer (RTE) (p.287) 

3.1. .. Are responsible for the facilitation of the processes and flow in the ART, and assist the teams within the ART to 

deliver value. 

3.2. .. Should assist in tracking the execution and implementation of features and capabilities throughout the ART.  

3.3. .. Should help to manage the risk and dependencies in the ART, including bottle necks and impediments, in order to 

drive relentless improvement.  

3.4. .. Should summarize the PI team objectives into Program PI objectives and publish them to create transparency and 

visibility throughout the ART.  

3.5. .. Should report the status of the progress to the LPM (lean budgets) and support in related activities.  

3.6. .. Should coach leaders, teams, and scrum masters in lean –agile practices and mindsets, and foster COP’s.  

4. System architect/engineer (p.291) 

4.1. .. Are responsible for defining the subsystems and their interfaces, allocate responsibilities to subsystems, understand 

solution deployment, and communicate requirements for interactions with the solution context. 

4.2. .. Should establish critical NFR’s at the solution level, and participate in the definition and establishment of higher level 

NFR’s. 

4.3. .. Must operate within the economic framework to validate the economic impact of design decisions  

4.4. .. Should plan and develop the architectural runway in support of new business features and capabilities. 

4.5. .. Should define, explore, and support the implementation of ART enablers to evolve the solution intent, working directly 

with the Agile teams to implement them. 
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Portfolio level (Leffingwel et al., 2018) 

5. Epic owners (p.615) 

5.1. .. Should work with stakeholders and subject-matter experts to define the epic value statement, the potential business 

benefits, a specific outcome hypothesis, the MVP, the cost of delay (CoD), and business sponsors. This includes the 

collaboration with  development teams in order to size the epic and provide input for the prioritization process. 

5.2. .. Is responsible for presenting the merits to the LPM, in order to make sure that the opportunities do not exceed the 

organizational capacity.  

5.3. .. Should understand and report the progress of the epic implementation to key stakeholders. 

5.4. .. Should work with the product management to split the epic into the ART’s and solution epics or features, and help to 

prioritize them in the respective backlogs.  

6. Enterprise architect (p.619) 

6.1. .. Should understand and communicate strategic themes, and other key business drivers for architecture, to system 

architects and nontechnical stakeholders. 

6.2. .. Should define key technical initiatives that support Lean budgets via enabler epics. 

6.3. .. Should participate in the strategy development for building and maintaining the architectural runway. 

6.4. .. Should synchronize the system and data security / quality, production infrastructure, solution user experience, the 

scalability, performance and other NFR’s across the solutions in the portfolio.  

6.5. .. Should facilitate the reuse of common code, components, and proven patterns across the solutions in the portfolio. 

6.6. .. Should collect, generate, and analyze innovative ideas and technologies to use across the business. 

7. Lean portfolio management (p.623) 

7.1. .. Should connect the portfolio to the enterprise strategy, in order to fund the value streams and establish portfolio flow.  

7.2. .. Should forecast and budget dynamically, measure lean portfolio performance and coordinate continuous compliance 

(financial audits, legal and regulatory requirements).  

7.3. .. Should support the lower level entities, and coordinate, sustain and improve the value streams.  

 

Spanning palette (Leffingwel et al., 2018) 

8. Shared services (security specialists, configuration management, system quality assurance and exploratory 

testing, etc..) (p.457) 

8.1. .. Should drive requirements where necessary, add to the solution intent and take ownership of their portion of 

dependent backlog items. 

8.2. .. Should collaborate with Agile teams to fulfill the dependencies that occur during PI execution. 

8.3. .. Should participate in system demos, solution demos, and inspect and adapt workshops. When it is possible and 

appropriate, as many improvement backlog items may reflect challenges with the availability of specialized skills and 

dependencies.  

9. Community of practice (COP) (compliance, delivery pipeline, quality practices) (p.461) 

9.1. .. Should maintain an area of interest, a shared body of knowledge, experience and techniques, and care enough about 

a topic to participate in regular interactions.  

9.2. .. Should have a natural life cycle, beginning with an idea for a new community and ending when the community 

members feel the group has achieved its objectives or is no longer providing value. 

9.3. .. Should ensure that things are kept simple and informal, they should foster trust, ensure the rapid flow of information 

and shared awareness, and increase the shared body of knowledge. 

10. System team (p.487) 

10.1. .. Are responsible for the creation of and maintenance of the infrastructure for a specific solution train or ART, 

including continuous integration, automated builds, and automated build verification testing. 

10.2. .. Should create platforms and environments for solution demos, development, quality assurance, and user acceptance 

testing. 

10.3. .. Should facilitate the technical aspects of collaboration with third parties, such as data or service providers. 

10.4. .. Should determine and help to maintain decisions and policies for appropriate branching models. 

10.5. .. Should run solution level integration scripts or manually integrate areas where automation is not yet possible. 

10.6. .. Should test solution performance against NFR’s and assist system and solution engineering in identifying system 

shortfalls and bottlenecks.  

10.7. .. Should extend test scenarios, organize test scenarios, perform manual and automated testing and prioritize time 

consuming tests. 
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Appendix I. Interview results case studies 

The interviews presented in this appendix contain three parts, a set of open questions, matching the 

roles, and matching the principles. The open questions provide more general information about the 

characteristic of the case. The part that is called matching the roles, is based on the previous appendix. 

The interview respondents were asked whether these roles where presented in the specific case. The 

tasks and responsibilities in bold, received more attention during the interviews. The final part, which 

is called matching the principles is focused on how the principles where facilitated during the program. 

The respondents were asked to rate this based on the Likert scale, ranging from 1 to 5. The list with the 

points of focus in appendix E, was present during the interviews in order to obtain more detailed 

information when this was deemed necessary. 

Interview case study 1, 05-06-2019 (14:30 – 16:00) 

Open questions 

No. Question 

1. Was there a specific methodology or framework used as a guideline during the program? 

 

Discussion or feedback: The respondents argued that they work based on SAFe, with a bottom up approach, supported 

by the higher management.  

2.  How would you rate the Agile maturity? 

 

Discussion or feedback: The respondents argued that they were doubting to position their selves between level 2 and 

3. They definitely covered level two and some aspects of level 3.   

3. Was there a separate risk department or risk manager? 

 

Discussion or feedback: The respondent argued that there are several horizontal roles within the trains, however none 

of these roles is specifically focused on risk management. These roles are different across the trains, some are more risk 

related, other not. Additionally the respondent argued that there is a department, which is still under development, with 

a certain set of roles that are focused on specific aspects, for example security risks.  

4. Can you name a few risk, preferably severe risk, that emerged during the program? 

 

Discussion or feedback: The respondents answered this question with a clear yes. In addition the respondents argued 

that most of the risks are identified reactively instead of proactively. This is a trial and error process, there are some 

predefined formats, however these are unclear and not mature enough to have a proper risk management process, with 

clearly defined tasks and responsibilities. One important aspect the respondents mentioned was the learning cycle within 

the trains, how do they make sure that risks do not occur again and again. The respondents provided the following 

recurring example in terms of risks, they argued that a main problem is that the results are not aligned with the objectives 

in existing programs. A reason for this is that most objectives where designed based on a more waterfall way of working.   

5. How did the stakeholders across the different levels collaborate, where they collocated or distributed? 

 

Discussion or feedback: The respondents answered that some teams are collocated and some are distributed, which 

creates problems. The main problem is that all the information (e.g. PI objectives, burndown charts, PI planning) are 

physical in nature and can only be consulted from one location. Additionally a lot of work that is done in this 

organization requires external interfaces from different stakeholders that are distributed. 

6. If you were able to change a few aspects in terms of risk management, what would you have changed? 

 

Discussion or feedback: One of the respondents argued that he answers this question from a program perspective, 

since he is an RTE, which operates on the program level. The main improvement the respondent would like to see is 

the creation of explicit risk management processes and aspects. Additionally the risk management process should be 

more transparent in order to make sure that this is transparent for all the stakeholders. As a consequence of this, the 

respondents argued that it is crucial to digitalize this process in order to make sure that it is transparent for each and 

every stakeholder involved. 
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Matching the roles 

1. Business owners (p.275) 

1.1. .. Are responsible for understanding the strategic themes that influence the ART, in order to ensure that the business 

objectives are understood and agreed upon by the involved stakeholders. 

 

1.2. .. Have knowledge of the larger level value stream and are involved in reviewing the program vision and 

roadmap. 

 

1.3. .. Are responsible for providing input, regarding the vision, business context and the creation of draft plans, during 

the program increments. 

 

1.4. .. Should circulate during the process, in order to communicate business priorities to all the involved 

stakeholders and make sure that the agreement and alignment regarding the objectives is maintained. 

 

1.5. .. Should watch for and identify significant external commitments and dependencies.  

1.6. .. Should participate in management reviews and problem solving meetings in order to review the scope and 

when necessary make adjustments. 

 

Discussion and feedback: The respondents argued that this role is quite diffuse and that several people can act as the business 

owner, all having different interests. Most of the business owners can be identified as external stakeholders, which are the 

customers of the services provided, there is no central internal business owner. However there are also internal stakeholders, 

such as the executive management team that want to have input on what is being developed and delivered. 

 

Additionally the respondents argued that most people in the train probably do not know who the business owner is. It depends 

on  who is seen as the product owner in order to decide whether the activities are aligned with the achievement of objectives. 

The respondents argued that the eventual goal is to have the objectives aligned from the lowest towards the highest level in the 

organization. The interviewer asked whether the objectives are visible for every stakeholders. The respondents answered no, 

because the objectives differ across the stakeholders. Additionally the respondents argued that all the stakeholders are getting 

increasingly involved, for example most of the are present during program increments. However they do not proactively 

participate in the process such as system demos. Furthermore the stakeholders judge and asses the achievement of objectives 

based on the traditional methods, instead of the method as described in SAFe.  

2. Product management (p.281) 

2.1. .. Has content authority for the program backlog and should bring the voice of the customer to the developers and the 

voice of the developers to the customers. 

 

2.2. .. Is responsible for validating the solution towards the customer.  

2.3. .. Should understand and support the higher level portfolio, in order to understand the budgets and the 

influence of the strategic themes on strategic directions. 

 

2.4. .. Should manage and prioritize the flow of work through the program Kanban into the program backlog. Besides that 

they should also establish the definition of done (DOD), and make sure that the acceptance criteria are met.  

 

Discussion and feedback: The respondents argued that there is a clear product management team, with clear tasks and 

responsibilities. Each product manager is responsible for a train, they actively collaborate together.  

 

3. Release train engineer (RTE) (p.287) 

3.1. .. Are responsible for the facilitation of the processes and the flow in the ART, and assist the teams within the ART 

to deliver value. 

 

3.2. .. Should assist in tracking the execution and implementation of features and capabilities throughout the ART.   

3.3. .. Should help to manage the risk and dependencies in the ART, including bottle necks and impediments, in 

order to drive relentless improvement.  

 

3.4. .. Should summarize the PI team objectives into Program PI objectives and publish them to create transparency 

and visibility throughout the ART.  

 

3.5. .. Should report the status of the progress to the LPM (lean budgets) and support in related activities.   

3.6. .. Should coach leaders, teams, and scrum masters in lean –agile practices and mindsets, and foster COP’s.   

Discussion and feedback: The respondent argued that there are release train engineers within each train, with clearly defined 

tasks and responsibilities.  

 

4. System architect/engineer (p.291) 

4.1. .. Are responsible for defining the subsystems and their interfaces, allocate responsibilities to subsystems, understand 

solution deployment, and communicate requirements for interactions with the solution context. 

 

4.2. .. Should establish critical NFR’s at the solution level, and participate in the definition and establishment of 

higher level NFR’s. 
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4.3. .. Must operate within the economic framework to validate the economic impact of design decisions   

4.4. .. Should plan and develop the architectural runway in support of new business features and capabilities.  

4.5. .. Should define, explore, and support the implementation of ART enablers to evolve the solution intent, working 

directly with the Agile teams to implement them. 

 

Discussion and feedback: The respondents argued that there are System architect/engineers with clearly defined tasks and 

responsibilities.  

 

 

5. Epic owners (p.615) 

5.1. .. Should work with stakeholders and subject-matter experts to define the epic value statement, the potential 

business benefits, a specific outcome hypothesis, the MVP, the cost of delay (CoD), and business sponsors. This 

includes the collaboration with  development teams in order to size the epic and provide input for the 

prioritization process. 

 

5.2. .. Is responsible for presenting the merits to the LPM, in order to make sure that the opportunities do not exceed the 

organizational capacity.  

 

5.3. .. Should understand and report the progress of the epic implementation to key stakeholders.  

5.4. .. Should work with the product management to split the epic into the ART’s and solution epics or features, and help 

to prioritize them in the respective backlogs.  

 

Discussion and feedback: The respondents argued that this role is a term which is more and more frequently used. However, it 

is not clear how the role epic owner, relates to the more traditional roles such as the program and portfolio manager. So the 

respondents argued that there is someone like an epic owner, however the tasks and responsibilities are not clearly defined.  

 

The interviewer asked whether it is clear who the stakeholders are in large development initiatives, such as epics? The 

respondents argued that there are high level people who own the epics, to which is reported to. However these owners steer on 

a traditional way, such as financial metrics. Additionally the respondents argued that the main strategic themes are not transparent 

or properly translated towards lower levels in the organization, which results in the fact that the trains do not really know to 

which higher level goal they actually contribute. 

6. Enterprise architect (p.619) 

6.1. .. Should understand and communicate strategic themes, and other key business drivers for architecture, to 

system architects and nontechnical stakeholders. 

 

6.2. .. Should define key technical initiatives that support Lean budgets via enabler epics.  

6.3. .. Should participate in the strategy development for building and maintaining the architectural runway.  

6.4. .. Should synchronize the system and data security / quality, production infrastructure, solution user 

experience, the scalability, performance and other NFR’s across the solutions in the portfolio.  

 

6.5. .. Should facilitate the reuse of common code, components, and proven patterns across the solutions in the 

portfolio. 

 

6.6. .. Should collect, generate, and analyze innovative ideas and technologies to use across the business.  

Discussion and feedback: The respondent argued that they know that this role exists and is an important member(s) of the 

organization. However they are still looking for enterprise architects to be hired, they have several open vacancies, it is difficult 

to find people which fit specifically in this role. 

 

7. Lean portfolio management (p.623) 

7.1. .. Should connect the portfolio to the enterprise strategy, in order to fund the value streams and establish portfolio 

flow.  

 

7.2. .. Should forecast and budget dynamically, measure lean portfolio performance and coordinate continuous 

compliance (financial audits, legal and regulatory requirements).  

 

7.3. .. Should support the lower level entities, and coordinate, sustain and improve the value streams.   

Discussion and feedback: The respondents argued that they interpret this role as the traditional portfolio management team, 

which are several people which manage the portfolio together. This implies that the lean portfolio management as specifically 

described in Safe is not present, they do not look for man overall integrated perspective linked to strategic themes. The 

respondents argued that this makes the SAFe transition difficult, since there are roles which are named similar to traditional 

roles. 
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8. Shared services (security specialists, configuration management, system quality assurance and exploratory 

testing, etc..) (p.457) 

8.1. .. Should drive requirements where necessary, add to the solution intent and take ownership of their portion 

of dependent backlog items. 

 

8.2. .. Should collaborate with Agile teams to fulfill the dependencies that occur during PI execution.  

8.3. .. Should participate in system demos, solution demos, and inspect and adapt workshops. When it is possible and 

appropriate, as many improvement backlog items may reflect challenges with the availability of specialized skills 

and dependencies.  

 

Discussion and feedback: The respondents argued that there are no specific shared services teams with a risk management 

perspective. The main difficulty according to the respondent is how to determine which expertise should be present full time 

within the teams, or which should be present on a part time basis. They are still looking for a process to create a kind facility or 

shared service for specific expertise’s, such as internal audit, in order to make sure that the aspects related to these expertise’s 

are facilitated in the trains. The interviewer asked whether there is a specific role, for example the enterprise or system architect 

that identifies when these specific expertise’s should be involved. The respondents argued that it is difficult to make a single 

person responsible, they think this is a more team based responsibility.  

 

The interviewer concluded that based on the answers there are some level of shared services within the teams, but not on higher 

level roles which are more present on portfolio level. The respondent agreed with this and think this is an aspect which needs 

attention.  

 

9. Community of practice (COP) (compliance, delivery pipeline, quality practices) (p.461) 

9.1. .. Should maintain an area of interest, a shared body of knowledge, experience and techniques, and care 

enough about a topic to participate in regular interactions.  

 

9.2. .. Should have a natural life cycle, beginning with an idea for a new community and ending when the community 

members feel the group has achieved its objectives or is no longer providing value. 

 

9.3. .. Should ensure that things are kept simple and informal, they should foster trust, ensure the rapid flow of information 

and shared awareness, and increase the shared body of knowledge. 

 

Discussion and feedback: The respondents argued that these are still in its infancy, however they are present. Especially focused 

on roles, such as COP’s of scrum masters, product owners and system architects. Additionally the respondent argued that there 

are no COP’s for specialized roles or activities, such as test automation.  

 

10. System team (p.487) 

10.1. .. Are responsible for the creation of and maintenance of the infrastructure for a specific solution train or 

ART, including continuous integration, automated builds, and automated build verification testing. 

 

10.2. .. Should create platforms and environments for solution demos, development, quality assurance, and user acceptance 

testing. 

 

10.3. .. Should facilitate the technical aspects of collaboration with third parties, such as data or service providers.  

10.4. .. Should determine and help to maintain decisions and policies for appropriate branching models.  

10.5. .. Should run solution level integration scripts or manually integrate areas where automation is not yet possible.  

10.6. .. Should test solution performance against NFR’s and assist system and solution engineering in identifying 

system shortfalls and bottlenecks.  

 

10.7. .. Should extend test scenarios, organize test scenarios, perform manual and automated testing and prioritize 

time consuming tests. 

 

Discussion and feedback: The respondents argued that each train has several system teams and they work more or less according 

to the responsibilities and tasks as presented in SAFe. However, they also do a lot of other things, which are not expected from 

them. So it can be argued that the system team’s responsibilities are not clearly defined, it is still not optimal. This problem 

emerged because old functionalities where named according to SAFe, however these roles still operate as defined in the old 

functionality. Additionally the respondent argued that there is a specific internal train which updates the internal infrastructure, 

which can be classified as an internal team (system train).  
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Matching the principles 

No. Principles 1 2 3 4 5 

1. The organization selects and develops general control activities over technology to support the 

achievement of objectives. 

 

Discussion or feedback: The respondents argued that these aspects are a main point of discussion in 

the organization that need attention and improvement, because at the moment of the interview the 

general control activities where not properly facilitated. Additionally the respondents argued that this 

is difficult, because the business value is not properly formulated, which means it is not possible to 

measure the progress. However at the end of each program increment, the achievement of objectives 

is discussed during program increments within the teams. The respondents also argued that ideally 

the teams should know the objectives themselves and should be proactively involved, at the moment 

of the interview the product owner and scrum master where the main roles that took initiative 

regarding the translation towards the achievement of objectives. 

 x    

2. The organization obtains or generates and uses relevant, quality information to support the 

functioning of internal control. 

 

Discussion or feedback: The respondents argued that there are no proper metrics in place that 

provide quality information in order to assess the achievement of objectives for higher levels in the 

organization. The respondents explained that the creation of quality information is especially focused 

on technical aspects, which can be extracted from JIRA. So the conclusion is that there is no relevant 

information production mechanisms regarding the business objectives. 

 x    

3. The organization holds individuals accountable for their internal control responsibilities in pursuit of 

objectives.  

 

Discussion or feedback: The respondents argued that this is a major struggle, since this is a 

traditional based perspective, instead of an inclusive perspective that is more embedded in SAFe. 

Additionally the respondents argued that it is very difficult to identify the accountability of 

individuals based on the change of the roles in terms of change management. Because some 

accountabilities will disappear and new accountabilities emerge, however this could potentially 

impact the internal control environment. The activities related to internal control should be translated 

towards the new roles. One respondent argued that the definition of Done (DOD) can play an 

important role in this principle. 

x     

4. The organization identifies risks to the achievement of its objectives across the entity and analyzes 

risks as a basis for determining how the risks should be managed.  

 

Discussion or feedback: The respondents argued that this is related to the first two principles. 

 x    

5. The organization selects and develops control activities that contribute to the mitigation of risks to 

the achievement of objectives to acceptable levels. 

 

Discussion or feedback: The respondents argued that they are doubting whether they have real 

explicit control mechanisms. The interviewer explains that and inspect and adapt iteration can 

function as a control activity. The respondents argued that a lot of aspects need to be discussed during 

the inspect and adapt iteration, which means that the control activities are probably not treated, as 

they aren’t judged crucial by the trains. So the respondents argued that they would like to see 

additional activities that solely focus on activities related to the mitigation of risk. 

x     

 

  

1 = not facilitated, 5 = facilitated 
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Interview case study 2, 20-06-2019 (8:45 – 10:15) 

Open questions 

No. Question 

1. Was there a specific methodology or framework used as a guideline during the program? 

 

Discussion or feedback: The respondent argued that SAFe 4.5. was adopted during the program. 

2.  How would you rate the Agile maturity? 

 

Discussion or feedback: The respondent argued that he would rate the agile maturity between 2 and 3, they are still 

improving the implementation, so they are getting closer to level 3. 

3. Was there a separate risk department or risk manager? 

 

Discussion or feedback: The respondent argued that there was a separate internal audit, which operates from a ‘large 

distance’. However within the program or in the trains there is no separate risk manager or risk department. The risk is 

managed within the teams. To conclude, there was no independent risk manager. 

4. Can you name a few risk, preferably severe risk, that emerged during the program? 

 

Discussion or feedback: The respondent argued that there are two main risks. The first risk involves the integration 

with the existing infrastructure. The people responsible for the organizational IT infrastructure can slow down or even 

disable the integration of the solution that is developed. The second risk is the fact that there was organizational 

uncertainty, due to a reorganization. This had a large impact on the success of the program, since the implementation 

of agile within the program, needs organizational support. When the organization is unstable, there is no sense of 

direction, with predefined goals and dedicated attention. 

5. How did the stakeholders across the different levels collaborate, where they collocated or distributed? 

 

Discussion or feedback: The respondent argued, that all the people involved in the program operated from the same 

location, which means that the stakeholders where collocated. Additionally, the respondent argued that everybody was 

available when needed and that the involvement of the stakeholders increased over time.  

6. If you were able to change a few aspects in terms of risk management, what would you have changed? 

 

Discussion or feedback: The respondent argued that the actual risk management could be made more present and 

tangible, in order to create a better sense of the importance of risk management. Another aspect that the respondent 

would like to have changed the size of the program. They rolled out the program at a maximum level from the start, 

when a more incremental approach was adopted, there would be a better sense of control, due to continuous learning 

and improvement. Additionally the respondent argued that there is need for structure and direction at the start of an 

Agile program. 

 

  



109 

Matching the roles 

1. Business owners (p.275) 

1.1. .. Are responsible for understanding the strategic themes that influence the ART, in order to ensure that the business 

objectives are understood and agreed upon by the involved stakeholders. 

 

1.2. .. Have knowledge of the larger level value stream and are involved in reviewing the program vision and 

roadmap. 

 

1.3. .. Are responsible for providing input, regarding the vision, business context and the creation of draft plans, during 

the program increments. 

 

1.4. .. Should circulate during the process, in order to communicate business priorities to all the involved 

stakeholders and make sure that the agreement and alignment regarding the objectives is maintained. 

 

1.5. .. Should watch for and identify significant external commitments and dependencies.  

1.6. .. Should participate in management reviews and problem solving meetings in order to review the scope and 

when necessary make adjustments. 

 

Discussion and feedback: The respondent argued that there were several business owners. However the business owners had 

different responsibilities in the program, which meant that they were not always present at crucial moments. This was improved 

during the program, at the moment of the interview the respondent argued that the dedication of the business owners was better 

compared to the start of the program. 

 

2. Product management (p.281) 

2.1. .. Has content authority for the program backlog and should bring the voice of the customer to the developers and the 

voice of the developers to the customers. 

 

2.2. .. Is responsible for validating the solution towards the customer.  

2.3. .. Should understand and support the higher level portfolio, in order to understand the budgets and the 

influence of the strategic themes on strategic directions. 

 

2.4. .. Should manage and prioritize the flow of work through the program Kanban into the program backlog. Besides that 

they should also establish the definition of done (DOD), and make sure that the acceptance criteria are met.  

 

Discussion and feedback: The respondent argued that this role was not there at the start of the program. However, the role 

emerged and got more mature along the program. Since the start of 2019 the product management as described above is clearly 

present in the program. The respondent argued that this involves continuous learning and improvement during the course of the 

program. 

 

3. Release train engineer (RTE) (p.287) 

3.1. .. Are responsible for the facilitation of the processes and the flow in the ART, and assist the teams within the ART 

to deliver value. 

 

3.2. .. Should assist in tracking the execution and implementation of features and capabilities throughout the ART.   

3.3. .. Should help to manage the risk and dependencies in the ART, including bottle necks and impediments, in 

order to drive relentless improvement.  

 

3.4. .. Should summarize the PI team objectives into Program PI objectives and publish them to create transparency 

and visibility throughout the ART.  

 

3.5. .. Should report the status of the progress to the LPM (lean budgets) and support in related activities.   

3.6. .. Should coach leaders, teams, and scrum masters in lean –agile practices and mindsets, and foster COP’s.   

Discussion and feedback: The respondent argued that the RTE was present from the start of the program, as described above. 

The respondent explained that there is one side node, which involves all the roles. The roles where assigned based on traditional 

roles, which implicates that the more traditional routines slowly evaporated as the people operated longer in their new role.    

 

4. System architect/engineer (p.291) 

4.1. .. Are responsible for defining the subsystems and their interfaces, allocate responsibilities to subsystems, understand 

solution deployment, and communicate requirements for interactions with the solution context. 

 

4.2. .. Should establish critical NFR’s at the solution level, and participate in the definition and establishment of 

higher level NFR’s. 

 

4.3. .. Must operate within the economic framework to validate the economic impact of design decisions   

4.4. .. Should plan and develop the architectural runway in support of new business features and capabilities.  

4.5. .. Should define, explore, and support the implementation of ART enablers to evolve the solution intent, working 

directly with the Agile teams to implement them. 
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Discussion and feedback: The respondent argued that the system architect was present during the program. 

 

 

5. Epic owners (p.615) 

5.1. .. Should work with stakeholders and subject-matter experts to define the epic value statement, the potential 

business benefits, a specific outcome hypothesis, the MVP, the cost of delay (CoD), and business sponsors. This 

includes the collaboration with  development teams in order to size the epic and provide input for the 

prioritization process. 

 

5.2. .. Is responsible for presenting the merits to the LPM, in order to make sure that the opportunities do not exceed the 

organizational capacity.  

 

5.3. .. Should understand and report the progress of the epic implementation to key stakeholders.  

5.4. .. Should work with the product management to split the epic into the ART’s and solution epics or features, and help 

to prioritize them in the respective backlogs.  

 

Discussion and feedback: The respondent argued that there where epic owners, that represented different needs and viewpoints, 

in order to make the program successful across the organization. The epic owners collaborated closely with the product 

management. Additionally the respondent argued that the epic owners where present during the program increments and inspect 

and adapt iterations. However, they were also invited for the system demo’s, but where not always or even sometimes rarely 

present. The interviewer asked the respondent who is responsible for the budget allocation. The respondent argued that there 

was an overall program budget that was allocated, the business owner board was responsible for the decision making in regard 

of the budget allocation for different development initiatives within the program. The business owners reported their budget 

allocation and progress to the higher management on a monthly basis, based on a standardized report format. 

 

6. Enterprise architect (p.619) 

6.1. .. Should understand and communicate strategic themes, and other key business drivers for architecture, to 

system architects and nontechnical stakeholders. 

 

6.2. .. Should define key technical initiatives that support Lean budgets via enabler epics.  

6.3. .. Should participate in the strategy development for building and maintaining the architectural runway.  

6.4. .. Should synchronize the system and data security / quality, production infrastructure, solution user 

experience, the scalability, performance and other NFR’s across the solutions in the portfolio.  

 

6.5. .. Should facilitate the reuse of common code, components, and proven patterns across the solutions in the 

portfolio. 

 

6.6. .. Should collect, generate, and analyze innovative ideas and technologies to use across the business.  

Discussion and feedback: The respondent argued that the enterprise architect was clearly present, which crossed the boundaries 

of the program. The interviewer asked the respondent how much attention was drawn to responsibility 6.4. The respondent 

argued that the enterprise architect had a helicopter view which crossed the boundaries of the program and thus made sure that 

risk that could affect the organization as a whole where identified and mitigated. The risk that was identified was especially 

related to technical IT risks, instead of business risk. Additionally, the respondent argued that there was a compliance officer 

which specifically focused on risk that are mentioned in responsibility 6.4. and that these risks were reported to the higher 

management. Furthermore, JIRA was applied as the main software management tool. 

 

7. Lean portfolio management (p.623) 

7.1. .. Should connect the portfolio to the enterprise strategy, in order to fund the value streams and establish portfolio 

flow.  

 

7.2. .. Should forecast and budget dynamically, measure lean portfolio performance and coordinate continuous 

compliance (financial audits, legal and regulatory requirements).  

 

7.3. .. Should support the lower level entities, and coordinate, sustain and improve the value streams.   

Discussion and feedback: The respondent argued that there is a portfolio management within the organization. However they 

operate in a more traditional manner and there is space for improvement, which is happening along the way. There is a clear 

ambition to make sure that the portfolio management operates in a way that is more related to lean portfolio management. 

Additionally, the respondent argued that this program operated with a high level of autonomy, which meant that the connection 

to the higher level organizational portfolio was sometimes a little lost. 

 

8. Shared services (security specialists, configuration management, system quality assurance and exploratory 

testing, etc..) (p.457) 

8.1. .. Should drive requirements where necessary, add to the solution intent and take ownership of their portion 

of dependent backlog items. 
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8.2. .. Should collaborate with Agile teams to fulfill the dependencies that occur during PI execution.  

8.3. .. Should participate in system demos, solution demos, and inspect and adapt workshops. When it is possible and 

appropriate, as many improvement backlog items may reflect challenges with the availability of specialized skills 

and dependencies.  

 

Discussion and feedback: The respondent argued that there were certain specialized roles that could be involved when there 

was need. Additionally the respondent argued that there was a team involved in the program that consisted of specialized people, 

that focused on the more complex issues. This team consisted of people that normally operated across the teams, but when severe 

difficulties emerged, they collaborated in order to solve the difficulties. Besides that, the respondent argued that there were 

certain third party service (provider which operate outside the program) providers on which the program was dependent, one 

example was the infrastructure provider. 

 

9. Community of practice (COP) (compliance, delivery pipeline, quality practices) (p.461) 

9.1. .. Should maintain an area of interest, a shared body of knowledge, experience and techniques, and care 

enough about a topic to participate in regular interactions.  

 

9.2. .. Should have a natural life cycle, beginning with an idea for a new community and ending when the community 

members feel the group has achieved its objectives or is no longer providing value. 

 

9.3. .. Should ensure that things are kept simple and informal, they should foster trust, ensure the rapid flow of information 

and shared awareness, and increase the shared body of knowledge. 

 

Discussion and feedback: The respondent argued that there are COP’s, especially from the perspective of the more mature roles 

that where implemented, such as the scrum master, system architect and RTE. The interviewer asked the respondent whether 

there were also initiatives for COP’s that do not involve predefined roles, such as a COP with people that have more affinity 

with risk management. The respondent argued that, this is a difficult question to answer, since he does not have the direct insight 

in these aspects from his position. Additionally, the respondent argued that there is a danger that the activities within the COP’s 

remain a little abstract, which means that it is less effective, because there is no clear learning cycle. 

 

10. System team (p.487) 

10.1. .. Are responsible for the creation of and maintenance of the infrastructure for a specific solution train or 

ART, including continuous integration, automated builds, and automated build verification testing. 

 

10.2. .. Should create platforms and environments for solution demos, development, quality assurance, and user acceptance 

testing. 

 

10.3. .. Should facilitate the technical aspects of collaboration with third parties, such as data or service providers.  

10.4. .. Should determine and help to maintain decisions and policies for appropriate branching models.  

10.5. .. Should run solution level integration scripts or manually integrate areas where automation is not yet possible.  

10.6. .. Should test solution performance against NFR’s and assist system and solution engineering in identifying 

system shortfalls and bottlenecks.  

 

10.7. .. Should extend test scenarios, organize test scenarios, perform manual and automated testing and prioritize 

time consuming tests. 

 

Discussion and feedback: The respondent argued that the system team was clearly present and had an important role in the 

success of the program. They were leading in the infrastructural risk and operated between the implementation of the solutions 

and existing infrastructure, which was a crucial aspect. The main advantage of this system team was that they took a more 

business related perspective, instead of solely a infrastructural perspective, which reduced the friction and created benefits. 
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Matching the principles 

No. Principles 1 2 3 4 5 

1. The organization selects and develops general control activities over technology to support the 

achievement of objectives. 

 

Discussion or feedback: The respondent argued that this is a quite difficult question to answer. The 

respondent thinks that there was a reporting structure which made sure that the people higher in the 

organization where informed. However, there is some doubt whether the information that was 

reported was clearly related to the achievement of the organizational objectives. The business owners 

had weekly sessions regarding the progress of the program. Higher management was informed on a 

monthly basis with a standardized report, as mentioned earlier. Additionally to this, each program 

increments lasted for 3 months, which means there were 4 program increments in a year. At last, the 

respondent argued that the higher roles in the organization have less time, or a discontinuous time 

allocation to the program due to internal and external issues that happen in the organization and the 

environment. This creates some difficulty in the presence of these people during important sessions, 

such as the system demos, in the program.   

  X   

2. The organization obtains or generates and uses relevant, quality information to support the 

functioning of internal control. 

 

Discussion or feedback: The respondent argued that this involves certain events and activities for 

the people involved in the program, such as inspect and adapt iterations, system demos and program 

increments. The higher management was informed with monthly reports, as mentioned earlier. 

   X  

3. The organization holds individuals accountable for their internal control responsibilities in pursuit of 

objectives.  

 

Discussion or feedback: The respondent argued that this is an aspect which collides with the 

underlying principles of SAFe, there is a more team based mindset. When a problem emerges, it is 

the responsibility of the team. However, it is difficult to judge how this principle is facilitated from 

the position of the respondent. The respondent argued that the higher level risk is the responsibility 

of the program manager.  

  X   

4. The organization identifies risks to the achievement of its objectives across the entity and analyzes 

risks as a basis for determining how the risks should be managed.  

 

Discussion or feedback: The respondent argued that this was thoroughly improved from 2019 

onwards. Before this period the misalignment with organizational objectives was a serious risk. The 

main improvement is embedded in the creation of business roadmaps and scenarios, with some level 

of risk identification, in order to make a thoroughly substantiated decision, that can be explained and 

reported to higher level in the organization.  

   X  

5. The organization selects and develops control activities that contribute to the mitigation of risks to 

the achievement of objectives to acceptable levels. 

 

Discussion or feedback: The respondent argued that within the trains and thus the program there is 

a risk backlog, which was physically represented on the program board. This implies that the risks 

where visible for all the stakeholders and the higher management. Additionally it made sure that the 

control activities where conducted and mitigation activities were executed. The only danger was that 

certain risks were not identified, which meant it was not possible to conduct control activities. One 

critical aspect was that it was an internal backlog, there was no overarching risk management or 

control activity that facilitated higher level risk that outreached the scope of the program. The 

respondent argued that this is a major point for improvement in order to create a higher agile maturity, 

from an organizational perspective. 

   X  

 

  

1 = not facilitated, 5 = facilitated 
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Interview case study 3, 20-06-2019 (15:15 – 16:15) 

Open questions 

No. Question 

1. Was there a specific methodology or framework used as a guideline during the program? 

 

Discussion or feedback: The respondent argued that this program was initiated with a Prince2 approach, but slowly 

changed towards a more agile way of working. So, there was no specific agile framework involved. 

2.  How would you rate the Agile maturity? 

 

Discussion or feedback: The respondent argued that they did not work according to SAFe, so he looked at the principles 

and practices that are not printed in bold in the framework (Turetken, Stojanov & Trienekens, 2017). The respondent 

argued that the agile maturity grew during the program and that he would rate the maturity at level 4 at the end of the 

program. 

3. Was there a separate risk department or risk manager? 

 

Discussion or feedback: The respondent argued that there was a separate risk management responsibility, which was 

initiated from test management, that took a broad perspective and had a risk based mindset. This meant that the test 

management did not solely look to the functionality, but also to the alignment with business processes, privacy and 

quality. Additionally the respondent argued that this was not determined beforehand, it was more embedded in the 

characteristics and experience of the people working in the test management. Besides that, there were also audits, which 

were initiated ad hoc from higher levels in the organization. Examples of these audits are privacy audits, architectural 

audits, but also hardware related audits in terms of performance. 

4. Can you name a few risk, preferably severe risk, that emerged during the program? 

 

Discussion or feedback: The respondent argued that the most severe risk embedded in the agile way of working is the 

fact that the most dominant people, determine the most, for example in terms of prioritization in the backlog. This 

means that when the dominant people do not have a risk based mindset, the aspects related to risk will not be treated. 

Additionally the respondent argued that there where stakeholders in the organization that did not like the agile way of 

working (e.g. purchasing & planning), because they got the feeling that the control was slipping away, due to the  

flexibility of the agile way of working.     

5. How did the stakeholders across the different levels collaborate, where they collocated or distributed? 

 

Discussion or feedback: The respondent argued that all the stakeholders that actually developed the solutions where 

collocated on the same location. However, the business stakeholders where distributed throughout the Netherlands. The 

business stakeholders that where located on the same location as the developers had more power in terms of influence 

on the decisions that were made. Furthermore, JIRA was applied as the main software management tool.  

6. If you were able to change a few aspects in terms of risk management, what would you have changed? 

 

Discussion or feedback: The respondent argued that especially when the program got more mature, the business people 

got more nervous, which meant that the amount of audits increased rapidly. The effect of this happening was that the 

process got a little delayed and the flexibility was reduced. Based on this happening, the respondent argued that he 

would like to involve all the business stakeholders in form the start, in order to create alignment. Additionally to this, 

the respondent would like to adopt a more continuous audit approach, in order to make sure the process maintains in 

flow. However, this implies that the right people should be involved at the right moment in order to enable continuous 

auditing. 

 

Another aspect that the respondent mentioned was that the agile approach was effective for the development of the 

program, which meant a lot of progress was made. However, the effect of this was that the program eventually 

outreached the capacity and capabilities of existing the existing architectural infrastructure within the organization.   
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Matching the roles 

1. Business owners (p.275) 

1.1. .. Are responsible for understanding the strategic themes that influence the ART, in order to ensure that the business 

objectives are understood and agreed upon by the involved stakeholders. 

 

1.2. .. Have knowledge of the larger level value stream and are involved in reviewing the program vision and 

roadmap. 

 

1.3. .. Are responsible for providing input, regarding the vision, business context and the creation of draft plans, during 

the program increments. 

 

1.4. .. Should circulate during the process, in order to communicate business priorities to all the involved 

stakeholders and make sure that the agreement and alignment regarding the objectives is maintained. 

 

1.5. .. Should watch for and identify significant external commitments and dependencies.  

1.6. .. Should participate in management reviews and problem solving meetings in order to review the scope and 

when necessary make adjustments. 

 

Discussion and feedback: The respondent argued that there were several business owner present, but in general terms the person 

who financed the program was the main business owner. An interesting aspect that emerged during the program was the fact 

that more and more people felt that they were a business owner as well, when the program got more mature. Some of these 

business owners where internal stakeholders and some external stakeholders. 

 

2. Product management (p.281) 

2.1. .. Has content authority for the program backlog and should bring the voice of the customer to the developers and the 

voice of the developers to the customers. 

 

2.2. .. Is responsible for validating the solution towards the customer.  

2.3. .. Should understand and support the higher level portfolio, in order to understand the budgets and the 

influence of the strategic themes on strategic directions. 

 

2.4. .. Should manage and prioritize the flow of work through the program Kanban into the program backlog. Besides that 

they should also establish the definition of done (DOD), and make sure that the acceptance criteria are met.  

 

Discussion and feedback: The respondent argued that the product management was the project board as defined in Prince2. 

They influenced the main directions which were initiated during the program.  

 

3. Release train engineer (RTE) (p.287) 

3.1. .. Are responsible for the facilitation of the processes and the flow in the ART, and assist the teams within the ART 

to deliver value. 

 

3.2. .. Should assist in tracking the execution and implementation of features and capabilities throughout the ART.   

3.3. .. Should help to manage the risk and dependencies in the ART, including bottle necks and impediments, in 

order to drive relentless improvement.  

 

3.4. .. Should summarize the PI team objectives into Program PI objectives and publish them to create transparency 

and visibility throughout the ART.  

 

3.5. .. Should report the status of the progress to the LPM (lean budgets) and support in related activities.   

3.6. .. Should coach leaders, teams, and scrum masters in lean –agile practices and mindsets, and foster COP’s.   

Discussion and feedback: The respondent argued that this role was present, but was not called the RTE, it was called the 

implementation manager. The main task of the implementation manager was to make sure that the releases where managed and 

that the relations between the different releases where visible.  

 

4. System architect/engineer (p.291) 

4.1. .. Are responsible for defining the subsystems and their interfaces, allocate responsibilities to subsystems, understand 

solution deployment, and communicate requirements for interactions with the solution context. 

 

4.2. .. Should establish critical NFR’s at the solution level, and participate in the definition and establishment of 

higher level NFR’s. 

 

4.3. .. Must operate within the economic framework to validate the economic impact of design decisions   

4.4. .. Should plan and develop the architectural runway in support of new business features and capabilities.  

4.5. .. Should define, explore, and support the implementation of ART enablers to evolve the solution intent, working 

directly with the Agile teams to implement them. 

 

Discussion and feedback: The respondent argued that the system architect was present, which was named differently a few 

times during the program. The main responsibility was to communicate with the different architectural stakeholders and operate 
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and align the program between and with the different architectural systems that were involved. The main difficulty that the 

system architect had, since he was used to work in a more waterfall based environment, was the fact that there is a continuous 

delivery of solutions, which meant that he had to be involved continuously, instead of certain moments in time from a distance. 

Additionally to this, the respondent argued that the close involvement of in this case a system architect does not guarantee or 

facilitate any form of assurance.  

 

5. Epic owners (p.615) 

5.1. .. Should work with stakeholders and subject-matter experts to define the epic value statement, the potential 

business benefits, a specific outcome hypothesis, the MVP, the cost of delay (CoD), and business sponsors. This 

includes the collaboration with  development teams in order to size the epic and provide input for the 

prioritization process. 

 

5.2. .. Is responsible for presenting the merits to the LPM, in order to make sure that the opportunities do not exceed the 

organizational capacity.  

 

5.3. .. Should understand and report the progress of the epic implementation to key stakeholders.  

5.4. .. Should work with the product management to split the epic into the ART’s and solution epics or features, and help 

to prioritize them in the respective backlogs.  

 

Discussion and feedback: The respondent argued that this was a group of people which were partially also members of the 

project board, but had more influence and decision power in regard of the content. The problem that emerged was that these epic 

owners where not always present during the program increments or inspect and adapt iterations, which mean that the deliverables 

could not be integrated in production. 

 

6. Enterprise architect (p.619) 

6.1. .. Should understand and communicate strategic themes, and other key business drivers for architecture, to 

system architects and nontechnical stakeholders. 

 

6.2. .. Should define key technical initiatives that support Lean budgets via enabler epics.  

6.3. .. Should participate in the strategy development for building and maintaining the architectural runway.  

6.4. .. Should synchronize the system and data security / quality, production infrastructure, solution user 

experience, the scalability, performance and other NFR’s across the solutions in the portfolio.  

 

6.5. .. Should facilitate the reuse of common code, components, and proven patterns across the solutions in the 

portfolio. 

 

6.6. .. Should collect, generate, and analyze innovative ideas and technologies to use across the business.  

Discussion and feedback: The respondent argued that there were several enterprise architects, but they were not involved in the 

program, the system architect communicated with the enterprise architects. There was quite some friction with the enterprise 

architects, since they were working in a more waterfall based approach, which caused misalignment. The problem was that the 

enterprise architect had long term goals and could not cope with the iterative delivery and integration of the solutions that where 

developed during the program, there was a difference in mindset. 

 

7. Lean portfolio management (p.623) 

7.1. .. Should connect the portfolio to the enterprise strategy, in order to fund the value streams and establish portfolio 

flow.  

 

7.2. .. Should forecast and budget dynamically, measure lean portfolio performance and coordinate continuous 

compliance (financial audits, legal and regulatory requirements).  

 

7.3. .. Should support the lower level entities, and coordinate, sustain and improve the value streams.   

Discussion and feedback: The respondent argued that there was a portfolio management in the organization, that where not 

really involved in the program. However this was a more traditional portfolio management, which means that it is different form 

the lean portfolio management as mentioned above.  

 

8. Shared services (security specialists, configuration management, system quality assurance and exploratory 

testing, etc..) (p.457) 

8.1. .. Should drive requirements where necessary, add to the solution intent and take ownership of their portion 

of dependent backlog items. 

 

8.2. .. Should collaborate with Agile teams to fulfill the dependencies that occur during PI execution.  

8.3. .. Should participate in system demos, solution demos, and inspect and adapt workshops. When it is possible and 

appropriate, as many improvement backlog items may reflect challenges with the availability of specialized skills 

and dependencies.  
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Discussion and feedback: The respondent argued that it was possible to involve specialists, because the organization had some 

specialists available within the organization and besides that there was also a possibility to hire external expertise. The only 

problem was that most of the time these specialists could not be involved on a short term, it involved some planning ahead, 

which had some friction with the agile way of working. 

 

9. Community of practice (COP) (compliance, delivery pipeline, quality practices) (p.461) 

9.1. .. Should maintain an area of interest, a shared body of knowledge, experience and techniques, and care 

enough about a topic to participate in regular interactions.  

 

9.2. .. Should have a natural life cycle, beginning with an idea for a new community and ending when the community 

members feel the group has achieved its objectives or is no longer providing value. 

 

9.3. .. Should ensure that things are kept simple and informal, they should foster trust, ensure the rapid flow of information 

and shared awareness, and increase the shared body of knowledge. 

 

Discussion and feedback: The respondent argued that this did not happen in the beginning, since the agile maturity in the 

program and the organization was low. However, as other programs in the organization emerged, which also adopted an agile 

way of working, this happened to occur more frequently.  

 

10. System team (p.487) 

10.1. .. Are responsible for the creation of and maintenance of the infrastructure for a specific solution train or 

ART, including continuous integration, automated builds, and automated build verification testing. 

 

10.2. .. Should create platforms and environments for solution demos, development, quality assurance, and user acceptance 

testing. 

 

10.3. .. Should facilitate the technical aspects of collaboration with third parties, such as data or service providers.  

10.4. .. Should determine and help to maintain decisions and policies for appropriate branching models.  

10.5. .. Should run solution level integration scripts or manually integrate areas where automation is not yet possible.  

10.6. .. Should test solution performance against NFR’s and assist system and solution engineering in identifying 

system shortfalls and bottlenecks.  

 

10.7. .. Should extend test scenarios, organize test scenarios, perform manual and automated testing and prioritize 

time consuming tests. 

 

Discussion and feedback: The respondent argued that there was a system team, but they were not involved in the program. The 

people involved in the program where responsible for the delivery and acceptation of the solutions, after that it was transferred 

to another group of people which was the system team. This can be characterized as a more waterfall based way of working, 

which caused some problems. One example of such a problem is that the integration of the solutions did not work, due to the 

fact that the system team did not know the content behind the solution, which meant that eventually they needed us to solve it. 

So, in the end it is better to involve some level of a system team within the program.  
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Matching the principles 

No. Principles 1 2 3 4 5 

1. The organization selects and develops general control activities over technology to support the 

achievement of objectives. 

 

Discussion or feedback: The respondent argued that this was unclear in the beginning of the 

program, which implicated that ad hoc audits where initiated in the end in order to make sure that 

there was achievement with organizational objectives. 

 X    

2. The organization obtains or generates and uses relevant, quality information to support the 

functioning of internal control. 

 

Discussion or feedback: The respondent argued that this was integrated in a proper way due to the 

agile way of working. Because the agile way of working enabled to deliver working software in short 

time iterations, which meant that the actual benefits could be measured based on the data that was 

created by the actual functioning of the solution in practice. Additionally the respondent argued that 

this was a result of the program characteristics, he could imagine that for other programs this is not 

possible. 

    X 

3. The organization holds individuals accountable for their internal control responsibilities in pursuit of 

objectives.  

 

Discussion or feedback: The respondent argued that there where clear responsibilities, the program 

manager had the main responsibility in general. When more detailed problems occurred, the 

managers of certain specialized functions where responsible. The counter effect of this, which could 

potentially harm the agility, is the fact that actors only do what is asked of them and are not willing 

to have a more open role.  

   X  

4. The organization identifies risks to the achievement of its objectives across the entity and analyzes 

risks as a basis for determining how the risks should be managed.  

 

Discussion or feedback: The interviewer argued that this principle is difficult to apply on this case, 

since this case involves a single program. The respondent argued that the goal and the reason to 

initiate the program was so big, that it crossed the borders of the program and even the organization. 

This caused some problems because there was some dependency on external stakeholders, in order 

to make the processes that where initiated based on the solution that was delivered by the program. 

Some external stakeholders should change their processes in order to make the solution more 

effective. The main problem is that some organizational of cross organizational processes need to be 

changed in order to make sure that the actual program achieves its objectives. 

  X   

5. The organization selects and develops control activities that contribute to the mitigation of risks to 

the achievement of objectives to acceptable levels. 

 

Discussion or feedback: The respondent argued that this depends on the person to whom this 

question is asked. The respondent argued if you ask me, I definitely answer with yes, because we did 

everything in order to make sure that the risk that we identified where mitigated as much as possible. 

However there were some other stakeholders with more distance from the program, who were not 

sure about this and thus initiated audits. The maturity of these audits where passed, which was a 

prove for the respondent that the risk was mitigated to a proper level. Some examples of the control 

activities where product risk analysis and a project risk analysis on a frequent basis with all the 

stakeholders involved in the development process. During this process all the stakeholders could 

explain and tell which aspects kept them awake.  

  X   

 

 

1 = not facilitated, 5 = facilitated 


