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Abstract 
 
This exploratory study serves to identify the position that a multinational in the chemical industry should 
take in potential blockchain technology implementation in their supply chain operations. This identification 
is done through conducting a literature study beforehand to provide a better understanding of the 
technology and its link to supply chain management and subsequently using both qualitative and 
quantitative data to explore and build a perspective on the current status of blockchain technology and its 
promises for the organization and its supply chain. 

The main research question for the study is on what position the organization should take with regards to 
blockchain technology implementation within its supply chain. This has been explored through four sub-
questions on respectively the determinants for enterprise blockchain technology potential, methods to 
leverage the value adding constructs of blockchain technology by actors within the organizations supply 
chain, the incentive mechanisms for information sharing on blockchains in the supply chain of the 
organization, and the effect of smart contracts on the organizational supply chain negotiations and 
operations. 

Qualitative data has been gathered through semi-structured interviews, structured interviews, focus 
groups, and observations at blockchain meetups. Thought leaders on the technology, key managers in the 
organization and blockchain developers have been interviewed for their perspectives on blockchain 
technology in supply chain management. Quantitative data has been gathered from different data providing 
platforms from the organization for cost-benefit analyses and results from the questionnaire have been 
used to determine in which departments the best fit would be for blockchain technology solutions in the 
organizations supply chain. Confidentiality has been requested by the organization in this exploratory study. 

Blockchain technology is a type of Distributed Ledger Technology (DLT) in which all parties linked with the 
network on which the blockchain operates will possess the same single window of the truth with the 
possession of the same instance of the database at all times. A blockchain is a chronological chain of ‘blocks’ 
where each block contains a record of valid network activity since the last block was added to the chain 
(Bogart & Rice, 2015). This blockchain allows for a distributed database system that is shared, encrypted, 
and serves as an irreversible and incorruptible repository of information (Wright & De Filippi, 2017). The 
chain of blocks is created through cryptographic hash algorithms that map the transactions in the block and 
the hash created of the previous block to a bit string of a fixed size, the hash. This leads to an immutability 
of the historical data stored in the blockchain and a significant increase in security against malicious 
behavior and manipulation of data stored in the chain. The aggregation and immutability of the data in the 
blockchain can be used to counter fraud, theft, other malicious behavior and can be used synergistically, 
improving system performance and reallocating benefits among network participants (Babich & Hilary, 
2018). 

Validation of the transactions and the blocks containing the transactions is handled by the mining process 
in which new blocks of transactions are added by miners that participate towards network consensus and 
cryptographic validation of the transactions. This mining process is done differently depending on the 
validation and consensus mechanism that is set within the blockchain protocol. Consensus is the general 
agreement of all nodes in the blockchain on what the current database is at all times (Kakavand, Kost de 
Sevres, & Chilton, 2017). The different consensus mechanisms all have different advantages and 
disadvantages based on their trade-offs in decentralization, security and scalability of the protocol. This 
trade-off is seen as the scalability trilemma in which blockchain systems can only have two out of these 
three properties. The different protocols attempt to get as close as possible to having all three properties, 
but current protocols have not yet solved the trilemma. 

All participants in the network have the same version of the database, but this does not always indicate 
that all participants can see all data in the database and/or make changes to the data. Setting network 
access limits can be done with the choice between public and private blockchains and data access limits can 
be done with the choice between permissionless and permissioned blockchains. Network access can be 
granted through different access control mechanisms: future entrants can be decided by existing network 
participants; licenses can be granted by regulatory authorities; or the decision of invitation of a specific 
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potential member could be done by a consortium (Jayachandran, 2017). Data access limits can be set in 
permissioned blockchains by its confidentiality ability to conceal the contents of the transaction or even 
the identity as having participated in that transaction from other nodes (Kakavand, Kost de Sevres, & 
Chilton, 2017). 

Specific code can be added to some of the blockchain protocols in the form of smart contracts allowing for 
more automation possibilities. A smart contract is a set of promises, specified in digital form, including 
protocols within which the parties perform on these promises (Szabo, 1994). They are made to satisfy 
contractual conditions, minimize exceptions, both malicious and accidental, and minimize the need for 
trusted intermediaries (Tapscott & Tapscott, 2016). Cryptographic algorithms ensure that the digital 
signature given by both parties is authentic and the validation of the data within the blockchain should lead 
to unbiased contract management without the need of trusted intermediaries. This data has to be fed by 
one or more agents that provide the external data of the real-world occurrence. Oracles are information 
arbiters accessed by the smart contract, providing the information necessary for eventual contract 
triggering (Swan, 2015). These oracles provide the data for the blockchain automatically and the smart 
contract can automate processes based on this data. 

The Technology, Organizational, and Environmental considerations model of information technology 
innovation adoption literature by Clohessy, Acton and Rogers (2018) has been used and adjusted according 
to data gathered in the interviews to provide a better understanding on the current status of the technology 
for the organization in the chemical industry. The technological view consists of the constructs of perceived 
benefits, complexity, compatibility, data security, maturity and governance. The organizational view 
consists of organizational readiness, top management support, and organizational size. The environmental 
view consists of the regulatory environment, market dynamics, industry and competitive pressure, 
government support, and associations in blockchain technology. Each of the constructs has been monitored 
for the current status for the technology as well as for the performance of the organization in scope. The 
assessment for blockchain technology potential in the supply chain of the organization can be found in 
Appendix C of this report. 

The value adding constructs of blockchain technology can provide a lot of business value to the 
organization. The organization has focused on end-to-end visibility in their supply chain from planning of 
demand towards fulfillment of the order. Large amounts of data are already available in the platforms of 
the organization, but the large amount of platforms have led to the necessary data to be scattered amongst 
different departments and different data platforms. Data sharing amongst the departments, suppliers and 
buyers of the organization, and service providers in the supply chain with blockchain technology can push 
data management in the organization from visibility towards insight, action taking, and automation of 
processes based on this data that is now stuck in silos. Customer and supplier data can be shared across the 
whole supply chain to increase the visibility on the products and services provided in the supply chain, 
allowing for more differentiation on customer satisfaction. 

Fifteen of the managers in the organization have participated in a focus group on the technology and its 
supply chain potential, and the subsequent questionnaire has been answered by seven managers. Their 
responses indicate that the most significant gain according to the managers of the organization would be 
in the Documentation department along with the Customs and Trade Compliance department, as these 
score significantly higher than the other departments. Together with the maturity of the technology in the 
financial domain, Supply Chain Finance has been explored for its business value too. As companies in the 
chemical industry would benefit greatly from Industry 4.0, its link with blockchain technology has been 
explored to see if it could increase the efficiency of the industrial processes. Blockchain technology in 
Documentation leads to a reduction of delays in documentation arrivals, reduction of human errors and 
fraud, visibility into documentation procurement and increased international compliance. Customs and 
Trade Compliance would benefit from capturing all events of shipments in a blockchain and a real-time 
transparent data sharing with all participants from origin to destination including the respective customs 
authorities and regulatory authorities. Supply Chain Finance would benefit from blockchain potential for 
cross-border payments and smart contract payment automation, as well as with reverse factoring and 
dynamic discounting for effective capital allocation and management within the supply chain. In Industry 
4.0, blockchain technology can provide a more efficient line of communication on all data flows within the 
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industrial processes as trusted and interconnected networks of data flows can be established with supply 
chain participants responsible for the input and/or output of the industrial process. 

Participants in the organization’s supply chain may require different incentives to join the blockchain 
network. These participants each have their own standard operating procedures and might have to 
drastically change their operations. Many supply chain processes are based on trust in one another that the 
other parties will fulfill their promises. With two parties having limited trust in one another, third parties 
are used to work around this lack of trust and to facilitate proper behavior according to the promises made. 
Blockchain technology can open up these interactions through crypto economics governing the production, 
distribution, and consumption of goods and services in the decentralized digital economy of blockchain 
solutions. The type of blockchain determines the incentive mechanism necessary to get participants to play 
along with the protocol set in the network. The network access and data access mechanisms determine the 
level of risk for participants to act in their self-interest and attempt to cheat the system.  

Smart contracts have high potential for new business value, especially in supply chain automation. The 
automation of processes and agreements, and increasing process transparency and fairness can provide 
more efficient processes. In Machine-to-Machine interactions, material and financial flows can be 
orchestrated to follow along each other and smart contractual clauses can be self-enforced by the 
machines. Together with the emerging technologies such as cloud computing, Machine Learning and 
Artificial Intelligence, blockchain technology and smart contracts can open up more than $3 trillion in new 
business value and efficiency by 2030 (Cisco, 2018). However, smart contracts are very limited due to their 
difficult error handling, their dependency on data quality and the current legal validity. Mistakes made in 
the pre-defined coding of the contract and providing wrong data may lead to high costs. Organizations 
should be cautious and wait with implementation of smart contracts until they have been tested more 
thoroughly. Deployment of smart contracts should only be done whenever all parties involved are educated 
in the benefits and risks of smart contract usage. 

The report includes a theoretical foundation on blockchain technology to ensure that readers will have an 
understanding of the potential of the technology and its current status. Managers can use this to determine 
the business value created by the technology and use the TOE model to assess whether their organization 
is currently ready to research and develop in the domain. Due to the infancy and the unclear regulatory 
status of blockchain technology, managers should properly stay up to date on advances in the technological 
field and check their legal and regulatory liabilities before deploying blockchains and changing business 
processes. When deciding to deploy blockchain solutions, stakeholder analysis has to be done to determine 
whether the incentive mechanism is feasible for the network participants to adopt the solution in their 
business processes. These incentive mechanisms differ depending on the blockchain type. Organizations 
and their management would have to be ready to shift their trust from third parties facilitating interactions 
towards blockchain networks. The physical and digital world have to be linked in these networks to properly 
convey digital interactions that represent the supply chain. This requires support from government, 
regulatory authorities and industries as a whole to enable the disruptive potential of blockchain technology.  

The study has had limitations in its research process with the time limitation of the master thesis protocol, 
the many guidelines and regulations of the chemical industry restricting some of the recommendations, 
and the confidentiality agreement between the university and the organization requiring for specific 
information to be kept outside of this master thesis report. 

Future research opportunities can be found in further improvement of the TOE model and validating the 
found constructs per view with a more thorough analysis over multiple organizations. As the technology is 
maturing rapidly, monitoring of the research field and the industry has to continue from both a computer 
science perspective and an Operations Management perspective. More in-depth analysis of the incentive 
mechanisms and the crypto economics in the decentralized digital networks is recommended. Smart 
contract potential is currently high, but it is still only being deployed in basic forms due to the requirement 
for maturation. This same maturation problem can be found for blockchain technology in the adoption by 
participants in supply chain networks. Further research is recommended in determining how to establish 
new blockchain technological applications in specific industries, such as the chemical industry, and cross-
industry.  
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Glossary 
 

Term Definition 

Cryptocurrency 
A currency free from third parties as all transactions are validated through cryptography and a  
peer-to-peer (P2P) network (Kakavand, Kost de Sevres, & Chilton, 2017).  

Supply Chain 
A set of three or more entities directly involved in the upstream and downstream flows of products,  
services, finance, and/or information from a source to a customer (Mentzer, 2001). 

Blockchain 
A chronological chain of ‘blocks’ where each block contains a record of valid network activity since  
the last block was added to the chain (Bogart & Rice, 2015).  

Genesis Block The basis of the blockchain that sets the protocol that all subsequent blocks shall have to adhere to (Nakamoto, 2008). 

Hash A code that is arithmetically produced through a cryptographic hash algorithm (White, 2017).  

Cryptographic Hash Algorithm A cryptographic algorithm that maps data of an arbitrary size to the hash, a bit string of a fixed size (Halevi & Krawczyk, 2006). 

Mining 
The process in which new blocks of transactions are added by miners that participate towards  
network consensus and cryptographic validation of the transactions. 

Node A computer (or machine) with the special software to maintain a blockchain (Kakavand, Kost de Sevres, & Chilton, 2017). 

Consensus General agreement of all nodes in the blockchain (Kakavand, Kost de Sevres, & Chilton, 2017). 

Consensus Mechanism 
A fault-tolerant mechanism to achieve the necessary agreement on the state of the distributed database  
at that moment in time (Frankenfield, 2018).  

Token A special kind of virtual currency tokens that resides on its own blockchain, representing an asset or utility (Investopedia, 2018). 

Public Blockchain A public blockchain is open to anyone to join and participate in the network. 

Private Blockchain A private blockchain only allows for those that are invited to join the network and participate. 

Permissionless Blockchain A permissionless blockchain is a blockchain that has no restrictions on the information access for participants in the network.  

Permissioned Blockchain A permissioned blockchain is a blockchain that restricts access to the blockchain and the block contents. 

Blockchain Confidentiality 
The ability of nodes to conceal the contents of the transaction or even the identity as having participated  
in that transaction from other nodes (Kakavand, Kost de Sevres, & Chilton, 2017).  

Smart Contract 
A smart contract is a set of promises, specified in digital form, including protocols within which  
the parties perform on these promises (Szabo, 1994).  

Oracle 
An information arbiter accessed by the smart contract, providing the information necessary  
for eventual contract triggering (Swan, 2015).  

Off-chain Data 
Data that is stored outside of the blockchain with a hash committed to it, allowing for the data  
to be embedded within transactions. (Greenspan, 2018). 

Full Node A node that has the entire blockchain downloaded on their system and preserves and distributes the ledger (Xu, et al., 2017).  

Light Node 
A node that only downloads the necessary block headers, validates these headers,  
and then downloads the associated branches with relevant transactions for them (Buterin, 2013). 

51% Attack 
An attack on the network that can happen when one entity or a pool of entities  
own more than 50% of the power of the decentralized network. 

Sybil Attack 
In a Sybil attack, a large number of nodes within a network owned by the same party flood the network 
with bad transactions in order to disrupt the activity of the network (Kaur, 2018).  

DDoS Attack 
In a DDoS attack, participants with bad intentions can disrupt the network traffic by flooding the network  
with more transactions than it can handle. 

On-chain Governance 
On-chain governance allows nodes to collectively vote and take decisions as opposed  
to having one central body in charge (Smits, 2018).  

Industry 4.0 
A revolution characterized by a range of new technologies that put together aspects of all disciplines, economies  
and industries together in digital networks that improve organizational efficiency and asset management (Schwab, 2016). 

Crypto Economics 
A formal discipline that studies protocols that govern the production, distribution, and consumption of goods and services  
in a decentralized digital economy (Zamfir, 2015).  

Zero-Knowledge Proof 
A cryptographic proof that allows for one party to prove to another party that they know a specific value,  
without conveying any information apart from the fact that they know this specific value. 

Homomorphic Encryption 
This form of encryption allows for data to be used for complex mathematical operations  
without compromising the encryption and the output will also still be encrypted (Rouse, 2011).  

Tragedy of the Commons 
A term commonly used in social sciences and more specifically in game theory to describe a situation  
where individual users that are acting independently according to their own self-interest behave  
contrary to the common good of all users by depleting or spoiling that resource through their collective action (Hardin, 1991). 

Decentralized Application 
A decentralized application (DApp) will run on top of the decentralized network to  
provide a specific service or set of services to the users of the application (Hill, Chopra, & Valencourt, 2018).  

Decentralized Autonomous Organization 
A form of contract in which the processes and laws of a decentralized organization are inserted  
as a permanent code of the smart contract, and operates through a distributed consensus protocols (Alam, 2018). 

Initial Coin Offering 
A crowd-funding process in which anyone who is willing to contribute to the project can become a part of it  
and own a certain part of the tokens (Raj, 2019), which is mainly used for funding of blockchain projects. 

Security Token Offering 
The same crowd-funding process as an Initial Coin Offering, but launched with regulatory governance over the offering process,  
required registrations with all governmental organizations and all legal requirements met.  
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1. Introduction 
 

Over ten years ago, the Bitcoin project was initiated by an innovative mind under the pseudonym 

Satoshi Nakamoto. The goal of the project was to develop a digital currency that works without 

intermediaries and is maintained by the network itself, the so-called cryptocurrency. Cryptocurrency 

is a currency free from third parties as all transactions are validated through cryptography and a peer-

to-peer (P2P) network (Kakavand, Kost de Sevres, & Chilton, 2017). Parties do no longer have to rely 

on trust in other parties with financial operations. In the white paper for the Bitcoin, it is stated as 

such: "The root problem with conventional currencies is all the trust that’s required to make it work. 

The central bank must be trusted not to debase the currency, but the history of fiat currencies is full 

of breaches of that trust." (Nakamoto, 2008). These third parties take commissions on the services that 

they bring and have shown many times that they have their own agenda and/or do not securely store 

all data that they manage. This is what makes the decentralization of the system worth striving for: the 

prospects of a system without a need for third parties. 

Underneath this cryptocurrency is a technology that allows for a distributed database spread amongst 

all parties in the system by all the parties in the system: blockchain technology. It is important to note 

that there is a clear distinction that has to be made between blockchain technology and the Bitcoin 

cryptocurrency. The cryptocurrency is merely an application of blockchain technology in which 

transactions of a monetary value can be checked through others within the network and therefore, 

without the need for third parties. With blockchain technology, all parties within the system own a 

copy of the database and therefore, governance of the database is shared as well. It is this core 

mechanism of blockchain technology that has opened new doors for innovation through various use 

cases. Whereas current database systems rely on single points in networks, either as intermediaries or 

as system administrator, blockchains allow for distribution of the database within the network and 

removal of the single point of failure. All parties linked with the system will obtain an exact copy of the 

database at all times. It is this distributive characteristic of the technology and how it is achieved that 

may potentially change the way data will be handled. 

The modern-day supply chain spans over many continents, transportation modes and industries over 

many different phases of data flowing bilaterally from different stakeholders, such as suppliers, 

manufacturers, distributors, retailers, and customers at the end of the chain. These data flows are very 

important for determining the best course of action to reduce costs and lead times from raw material 

to the finished product for the customer. A supply chain has been defined as a set of three or more 

entities directly involved in the upstream and downstream flows of products, services, finance, and/or 

information from a source to a customer (Mentzer, 2001). However, this flow of information is 

constricted by the legacy systems of organizations and external platforms of service providers, leading 

to intra-organizational data silos as well as partial data sharing within one supply chain. Blockchain 

technology can be used for a single window of truth on data for all participants in a supply chain and 

thus, opening up the data silos for further gains of efficiency in the supply chain and win/win situations 

for all stakeholders. By leveraging blockchains, unfamiliar entities within a supply chain can establish 

trust through technology and share information on a case by case basis to increase efficiency of 

information sharing and reducing unnecessary overhead costs. 
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1.1 Research Context 
 

The chemical industry is a highly regulated market with high capital goods costs. It is a sub-industry of 

the process industry that is characterized by production in processes that can be convergent as well as 

divergent (Kannegiesser, 2008). Data has a lot of potential for the industry to comply with all the 

regulations that are put on operations within the organization and to increase efficiency to utilize the 

capital goods to the best of their ability. 

The assignment by the Eindhoven University of Technology for this exploratory study serves as the 

master thesis research to complete the education program for the master of Operations Management 

and Logistics under the supervision of Mr. Chockalingam. The study has been conducted on location 

at a multinational in the chemical industry. Its global supply chain is very complex and the total web of 

supply chains consists of thousands of different stakeholders. Changes in the company structure have 

led to more of a focus on efficiency gains through innovation by research in emerging technologies and 

the blockchain technology research project is part of this new strategy. 

In general, the research in the blockchain technological domain has been following the mainstream 

interest in the technology itself. That can be seen in the number of studies on “blockchain” on the 

three scientific databases of Scopus, ScienceDirect and Google Scholar as seen in Figure 1.1 that shows 

the percentage of the total scientific database of articles added in that year for that database and the 

trend line that shows the relative increases and decreases of searches with the search query 

“Blockchain” in Google’s search engine, as can be seen in Figure 1.2. For Figure 1.1, note that this 

analysis has been done at the end of Q1 2019. The value of the Bitcoin cryptocurrency is shown in 

Figure 1.3 to indicate the interaction between the value of the Bitcoin and the interest in blockchain 

technology by researchers and the public eye. It can be seen that there has been quite a peak of 

interest around December 2017. This was the moment that the cryptocurrencies and tokens had their 

highest value so far and the investment rush commenced. This peak is now more than a year ago and 

most of the research that has been done by research institutes, the governmental institutions and the 

industry leaders in the technology is still relatively new and should be regarded as such. 

 
Figure 1.1. Increase of number of scientific articles per year and per scientific database with 

incremental changes.  

2013 2014 2015 2016 2017 2018 2019

ScienceDirect (Increment) 0,34% 2,29% 3,06% 11,12% 48,56% 34,21%

Scopus (Increment) 0,23% 0,93% 4,33% 19,46% 58,57% 16,44%

Google Scholar (Increment) 1,93% 3,08% 6,90% 23,00% 52,68% 11,49%
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Figure 1.2. Trend line of the “Blockchain” search term in the Google search engine. (Source: Google 

Trends). 

 
Figure 1.3. Price (above) and market capitalization (below) of the Bitcoin cryptocurrency in recent 

years. (Source: CoinMarketCap). (CoinMarketCap, 2018) 

Blockchain technology is still very much a nascent technology for which many of the industries still 

have to work on figuring out what it could imply for their operations. In the supply chain domain, 

research and development with the technology is still at a fairly early stage. The report about the “Hype 

Cycle for Emerging Technologies” by the respectable market research firm Gartner shows that the 

interest in Blockchain technology is waning as experiments and implementations are failing to deliver 

(Furlonger & Kandaswamy, 2018). The Hype Cycle for Emerging Technologies 2018 and the Hype Cycle 

for Blockchain Business 2018 can be found in Figure 1.4. Each phase of the Hype Cycle indicates a 

different stage in the lifecycle of a technology: 

 Innovation Trigger: “A potential technology breakthrough kicks things off.” 

 Peak of Inflated Expectations: “Early publicity produces a number of success stories – often 

accompanied by scores of failures.” 

 Trough of Disillusionment: “Interest wanes as experiments and implementations fail to 

deliver.” 

 Slope of Enlightenment: “More instances of how the technology can benefit the enterprise 

start to crystallize and become more widely understood.” 

 Plateau of Productivity: “Mainstream adoption starts to take off. Criteria for assessing 

provider viability are more clearly defined. The technology’s broad market applicability and 

relevance are clearly paying off.” 
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In the Gartner Hype Cycle for Emerging Technologies of July 2018, the technology has just fallen into 

the “Trough of Disillusionment” after reaching the “Peak of Inflated Expectations”. By saying this, they 

state that the technology shall have a period of low expectations for a while until the “Slope of 

Enlightenment” will occur and the technology shall be adopted and eventually utilized productively. 

The plateau for blockchain technologies will be reached in five to ten years according to Gartner. 

Gartner predicts that the business value that will be generated worldwide by blockchain technology 

will grow to slightly more than 176 billion US Dollars by 2025 and will exceed 3.1 trillion US Dollars by 

2030 (Lovelock, Reynolds, Granetto, & Kandaswamy, 2017). This business value and innovation 

potential is a main driver for this master thesis research as organizations are looking for ways to get 

into this emerging technology, but the question remains how to handle blockchain technology as an 

organization and more specifically, as an organization in the chemical industry. 

  

Figure 1.4. Hype Cycles for Emerging Technologies 2018 and Blockchain Business 2018. (Source: 

Gartner) (Gartner, 2018) (Gartner, 2018) 

The Hype Cycle for Blockchain Business goes deeper into the technology to see in what aspects and for 

which industries the technology is hyped. Within the blockchain business, the supply chain domain is 

nearing the “Peak of Inflated Expectations” indicating that even though the potential implications of 

the technology on certain supply chain operations could lead to market disruption, use cases and 

concepts are being sold to boards of directors as the new Holy Grail of supply chain management.  

In this report, the status of the technology will be explored for the supply chain domain as a whole and 

also more specifically, organizations in the chemical industry. 

1.2 Theoretical Relevance 
 

This study serves to explore the potential of an emerging database technology in organizations in the 

chemical sector. Even though the exploration has been done within one single organization, the meet 

ups that have been visited also included managers of other companies both within the industry as well 

as in different industries that trade with organizations in the chemical industry. The perspectives of 

many different people in many different functions have been used to determine what is and is not 

important to know about the technology with regards to its potential in the supply chain of an 

organization in the chemical industry. The examples that are used from the organization can be 
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extrapolated to specific situations in other organizations as well and the general overview of the 

technology and what it can bring to complex global supply chains can be used for further research. 

In the exploratory research, the results are to be used for further research and development along 

with the maturing process of the technology. Innovations are being done on a daily basis with the 

technology being rather new and this report serves to show what progression has been made until 

now. 

1.3 Practical Relevance 
 

The exploration of the feasibility of blockchain technology within the chemical organization and the 

potential deep-dive project into costs and benefits are practically relevant for the organization at which 

the research has been done. However, other organizations both in the chemical industry and outside 

can use this report as a guideline for blockchain technology potential within their organization as well. 

Many of the examples given are relatively specific to the chemical industry, but the learnings can be 

generalized to organizations in various different industries and the supply chain management 

perspective as a whole. Many of the facets and pre-requisites for the use of blockchain technology in 

supply chains are still quite uncertain with regards to their links and its influence on successful 

implementation as the hype of the technology is relatively new and the technology itself is in its 

infancy. This report serves to give a proper overview of what is going on in enterprise blockchain 

technology research and development with a focus on the chemical industry.  

1.4 Research Overview 
 

The research paper consists of the following chapters: 

 Chapter 2: Blockchain Technology 

The technological background of a blockchain shall be explained as well as the possibilities that 

open up with the implementation of blockchain technology.   

 Chapter 3: Methodology 

The set-up of the exploratory research, the data collection methods, and the data analysis that 

has been done shall be explained here. 

 Chapter 4: Findings 

The results of the research are shown here per research question that has been explored. 

 Chapter 5: Discussion 

The implications of the results are discussed here with a split between the theoretical and the 

managerial perspective.  

 Chapter 6: Conclusion 

The main discoveries found in the exploratory research and its results will be noted here. 
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2. Blockchain Technology 
 

Blockchain technology is a type of Distributed Ledger Technology (DLT) in which all parties linked with 

the network on which the blockchain operates will possess the same single window of the truth with 

the possession of the same instance of the database at all times. Bogart and Rice (2015) have proposed 

the following definition of a blockchain:  

A blockchain is a chronological chain of ‘blocks’ where each block contains a record of valid network 

activity since the last block was added to the chain. (Bogart & Rice, 2015).  

This blockchain allows for a distributed database system that is shared, encrypted, and serves as an 

irreversible and incorruptible repository of information (Wright & De Filippi, 2017). However, it is 

important to note that this irreversibility and incorruptibility is very dependent on how the participants 

in the network interact and whether all of the running processes around the blockchain are working 

accordingly. Characteristics of the technology will be discussed in this chapter. 

2.1 Cryptography and Hashing 
 

The characteristic of the technology that actually forms the chain is the hashing process that is done 

from the first block of the blockchain to all subsequent blocks that will follow it. This first block of a 

blockchain is called the genesis block. The genesis block is not only the basis of the chain, but also sets 

the protocol that all subsequent blocks shall have to adhere to (Nakamoto, 2008). This protocol 

indicates how the participants in the blockchain network ought to communicate and how new blocks 

are to be validated (Raval, 2016). All blocks that will be part of the blockchain contain a set of 

transactions. It is this set of transactions of the genesis block that will be used to generate a hash, 

which is a code that is arithmetically produced through a cryptographic hash algorithm (White, 2017).  

2.1.1 Cryptographic Hash Algorithms 
 

There are different cryptographic hash algorithms that are used in different blockchain protocols with 

the most known ones being the Secure Hashing Algorithm-256 (SHA-256) that is currently used by the 

Bitcoin protocol and the Keccak-256 algorithm that is currently used by the Ethereum protocol 

(Buterin, A Next-Generation Smart Contract and Decentralized Application Platform, 2013). These 

cryptographic algorithms work on the basis that they map data of an arbitrary size to a bit string of a 

fixed size, the hash, and they are designed to work as a one-way function that is infeasible to invert 

(Halevi & Krawczyk, 2006). These cryptographic hash algorithms lead to 256-bit hashes that are 

represented through 64 characters. Deciphering these hashes through letting a computer attempt all 

possible options, brute-force attacking, is virtually infeasible and that is why this form of encryption 

leads to a significant increase in security against malicious behavior and manipulation of the 

blockchain. 

2.1.2 Hashing Process 
 

The data of the genesis block is hashed accordingly and added as data to the transaction layer of the 

next block that is to be validated. After validation of this block, the data in the block is also hashed 

through the chosen cryptographic hash algorithm by the protocol and added as data to the transaction 

layer of the next block that is to be validated. These hashes of the previous blocks added to the block 
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that follows are the chain links that form the blockchain. An example of this chain can be seen in Figure 

2.1. Changing the data of a previous block even the smallest bit will lead to a different hash being 

transferred to the block that follows and that transferal continues along the chain. All of these 

subsequent blocks would have to be validated once more and that has to happen before the newest 

block is validated. 

Genesis Block Block x Block x+1

Transactions Transactions Transactions

Hash of 

Genesis Block

Hash of 

Block x

Block x+2

Transactions

Hash of 

Block x+1

 
Figure 2.1. The blockchain hashing process. 

2.2 Validation and Mining 
 

The validation of these blocks within the blockchain network is handled by the mining process. Mining 

is the process of adding new blocks of data onto the ongoing chain through validation by each node 

on the network, in which the node is the miner. Nodes are computers (or machines) with the special 

software to maintain a blockchain (Kakavand, Kost de Sevres, & Chilton, 2017) and the network of 

nodes receive and submit transactions, validate these transactions and participate towards network 

consensus and cryptographic validation of these transactions. These miners are the gatekeepers of the 

database and the process is meant to replace the need for trust in a third party as well as the trust in 

that both parties will play along with the rules of the protocol. Machiavelli once wrote in his 

masterpiece Il Principe: “Of mankind, we may say in general they are fickle, hypocritical, and greedy of 

gain”. This human attribute of greediness has to be countered in a network of transactions through a 

proper process of validation to get the trustlessness that is necessary for proper network interaction. 

The mechanisms that are implemented serve to go from networks based on trust that the data is 

handled as initially promised towards networks that are incentivized to handle the data as initially has 

been promised. 

2.2.1 Consensus Mechanisms 
 

This process of validation is done differently depending on the mechanism of validation that is set 

within the protocol of the blockchain. As decentralization of the network leads to potential divergence 

of database versions and it has to be ensured that these different database versions will eventually 

converge into one validated database (Babich & Hilary, 2018), the network has to find consensus which 

is a general agreement of all nodes in the blockchain (Kakavand, Kost de Sevres, & Chilton, 2017) on 

what will be the one validated database. The mechanism to do so is the consensus mechanism. The 

consensus mechanism is a fault-tolerant mechanism to achieve the necessary agreement on the state 

of the distributed database at that moment in time (Frankenfield, 2018). Explanations of the most 

common consensus mechanisms currently used in blockchain technology can be found in Appendix A 

of this report. These mechanisms differ and have their advantages and disadvantages with the most 

important trade-off in the transaction speed per time unit and the security against malicious behavior 

in and towards the network. The choice of protocol and the consensus mechanism that comes with it 

is therefore very much dependent on the use case for which the technology would be applied. 
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2.2.2 Incentive Mechanisms 
 

The network rewards the miner for adding a valid block to the blockchain by a form of digital credit 

(Abeyratne & Monfared, 2016). This reward differs per protocol. Certain protocols work according to 

a set amount of credit being paid to the miner that is the first to add the valid block to the blockchain 

as the first transaction in the new block and/or the utilization of transaction fees that can be set to the 

senders desire to indicate the urgency of a transaction. The higher the transaction fee for the 

transaction, the more incentive for a miner to include the transaction in the upcoming block and 

reducing the time that the transaction is pending. These transaction fees can be used to pay for the 

cost of maintenance of the network and to provide protection from any malicious computational tasks 

(Kakavand, Kost de Sevres, & Chilton, 2017). However, this protection is only provided when the 

protocol requires a transaction fee per transaction. In blockchains where the block subsidies for miners 

become less and less throughout the years, transaction fees will become more and more important to 

incentivize the miners to keep validating the transactions and mining the blocks. The balance of 

transaction fees and the incentive for mining is important as the mining process is essential for 

blockchain performance, but transactions should not be too expensive as that would impede adoption 

of the technology by being too costly to implement as compared to traditional databases. 

The digital credit reward for the miner is cryptocurrency or a token. The sole purpose of a 

cryptocurrency is the making or receiving of payments on the blockchain and they are traded on 

exchanges, either for fiat currency or for other cryptocurrencies. Whereas currency is a unit of value 

that can be earned and used in a certain economic system, a token is a digital token for access or a 

tracking mechanism for different activities (Swan, 2015). However, a token is a subset category of 

cryptocurrency and both currencies and tokens can be used with blockchain technology. Tokens are a 

special kind of virtual currency tokens that reside on their own blockchain, representing an asset or 

utility (Investopedia, 2018). This process of representation of assets and utilities within a blockchain is 

called tokenization, allowing companies to represent almost everything they have and do on the 

blockchain they want to use. This token can be seen as a currency linked to a specific asset or utility, 

indicating ownership or the right to use a platform. 

2.2.3 Aggregation and Immutability of Data 
 

The hashing process and the mining process combined lead to the practical immutability of the 

distributed ledger of transactions. Changing even the slightest bit of data in previous blocks leads to a 

discrepancy in the links of previous hashes in the blocks that follow the block of which the data has 

been altered. A miner will have to beat the other miners that are validating the new block in validating 

all the blocks that follow the block of which the data would be altered in order to verify the change 

within the blockchain. The longer the chain after the target block of data, the more that specific block 

is secured against changes. Because of this attribute, historical data can therefore virtually not be 

changed. This can be used to counter fraud, theft, and other malicious behavior with the data in the 

database. The ledger of transactions is always auditable as every transaction is logged with a 

timestamp and who performed the transaction. All prior records are kept throughout the chain with 

information from companies, customers, regulators and so forth. This aggregated historical data and 

information can be used synergistically, improving system performance and reallocating benefits 

among participants (Babich & Hilary, 2018). 
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2.3 Database Access and Permissions 
 

The protocol chosen for the data storage also differs with regards to the access and permissions 

control. Everyone in the network has the same version of the database, but that does not mean that 

everyone can also make changes to the data inside of the database and/or see all data in the dataset. 

The single source of truth still remains the truth, but certain applications might require confidentiality 

of data and/or extra security that only those that they want to have in the network can join and work 

with the data. Decentralization is a key aspect of blockchain technology, but the level of 

decentralization desired can differ per application and per actor in the network. It is possible to choose 

between different blockchain types in order to limit access to the network and/or access to specific 

data in the blockchain of the network. Setting network access limits can be done with the choice 

between public and private blockchains and setting data access limits can be done by choosing 

between permissionless and permissioned blockchains. 

2.3.1 Public and Private Blockchains 
 

A public blockchain is open to anyone to join and participate in the network. The Bitcoin network that 

started it all is based on a public blockchain and requires a lot of computational power to keep 

participants with malicious intent at bay and distribute the database amongst the relatively large 

amount of nodes in the network. A private blockchain only allows for those that are invited to join the 

network and participate. The invitations can be done through different access control mechanisms: 

future entrants can be decided by existing network participants; licenses can be granted by regulatory 

authorities; or the decision of invitation of a specific potential member could be done by a consortium 

(Jayachandran, 2017). 

Public Private

Anyone can join.

Anyone can participate.

Join only by invitation.

Restrictions on participating.

 
Figure 2.2. The difference between public and private blockchains 

2.3.2 Permissionless and Permissioned Blockchains 
 

A permissionless blockchain is a blockchain that has no restrictions on the information access for 

participants in the network. However, there are many cases in which confidentiality is preferred and it 

would not be desirable for every participant in the network to have all data visible. Confidentiality in a 

blockchain is the ability of nodes to conceal the contents of the transaction or even the identity as 

having participated in that transaction from other nodes (Kakavand, Kost de Sevres, & Chilton, 2017). 

This is a very important aspect for Company X as many of their transactions are done with external 

partners and contain information that could decrease competitive advantage when made public. This 

ability of limiting access to the blockchain and the block contents is the access control layer that is 

embedded in the database architecture of the permissioned (or consortium) blockchain. Taking into 

account the characteristics of the industry and the supply chain operations of Company X, it is 

important to put an emphasis on the feasibility of these permissioned blockchain protocols within the 

value adding processes in the organization. The current trend in enterprise blockchain technology 
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implementation is to leverage the security and aggregation aspects of these permissioned blockchains, 

but still maintain the system integrity by using this access control layer to monitor access and data 

visibility permissions. 

Permissionless Permissioned

Once in system,

allowed to do and

see everything.

Allocated permissions to

perform certain activities

and see specific data.
 

Figure 2.3. The difference between permissionless and permissioned blockchains. 

According to the Global Blockchain Survey 2018 conducted by the international consultancy firm PwC, 

there is a slight edge for permissioned blockchains in research and development based on the 

responses of 389 managers. 40 percent of the projects by the organizations have been working with 

the network access and membership/participation on a permissioned basis, 34 percent of the projects 

had no access control mechanism as they were based on permissionless blockchains, and 26 percent 

of the projects worked with a mix of permissioned and permissionless access (PwC, 2018). This spread 

of research and development looks to be promising as this will lead to a more diverse field of choice 

with development of the technologies and thus, maturation of blockchain technology as a whole. 

2.3.3 Overview of the Different Blockchain Types 
 

The different actions that can be done with the transactions and blocks can be found with the possible 

participants per blockchain type that are allowed to perform that specific action are shown below in 

Table 2.1. The network operator is the entity that has deployed the network. 

  Read Transactions 
Write 

Transactions 
Validate Transactions / Blocks 

Public Permissionless Anyone Anyone Anyone 

  Permissioned Anyone 
Authorized 
participants 

Authorized participants  
(all or subset, depending on protocol) 

Private 
Permissionless 
(Consortium) 

Authorized participants 
Authorized 
participants 

Authorized participants  
(all or subset, depending on protocol) 

  
Permissioned 
(Enterprise) 

Limited set of 
authorized nodes 

Network 
Operator 

Network Operator 

Table 2.1. Types of blockchains and their Database Access and Permissions structure. 

The general blockchain transactional process can be seen in Figure 2.4.  Table 2.1 and Figure 2.4 show 

the importance of the database access and permissions system in allowing what can be done with a 

specific blockchain protocol. Having an authority determine who can read transactions, write 

transactions and/or validate transactions and blocks limits the decentralization aspect of the 

blockchain protocol, but allows for a more scalable network and less emphasis required on security of 

the network as this authority can identify participants before allowing them to perform actions on the 

blockchain, leading to a reduced risk of malicious behavior as the participant will no longer be an 

anonymous entity in the blockchain network. 
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Figure 2.4. The blockchain transaction process. (Source: Ganne, 2018) (Ganne, 2018) 

2.4 Smart Contracts 
 

Protocols have been developed that allow for specific code to be added to the inner workings of the 

blockchain allowing for process automation possibilities. This code can be used to implement smart 

contracts on the blockchain. A smart contract is a set of promises, specified in digital form, including 

protocols within which the parties perform on these promises (Szabo, 1994). They are made to satisfy 

contractual conditions, minimize exceptions, both malicious and accidental, and minimize the need for 

trusted intermediaries (Tapscott & Tapscott, 2016). Imagine all the numerous situations in which two 

parties that do not fully trust one another perform a transaction and there has to be a trusted 

intermediary that guides the exchange in a fair manner. Smart contracts facilitate this instead by having 

both parties digitally sign the transparent digital contract that self-executes and triggers an event the 

moment pre-determined conditions are met by the data from within the blockchain. Cryptographic 

algorithms ensure that the digital signature given by both parties is authentic and the validation of the 

data within the blockchain should lead to unbiased contract management without the need of trust. 

However, it remains very important to audit the data that is fed to the blockchain as data integrity is 

key in allowing proper transactions through smart contracts programmed on a blockchain. 

2.4.1 Oracles 
 

This data has to be fed by one or more agents that provide the external data of the real-world 

occurrence. Oracles are information arbiters accessed by the smart contract, providing the information 

necessary for eventual contract triggering (Swan, 2015). It is important to note that an oracle is not 

the data source itself, but the layer that interfaces with data sources and the blockchain as it is a 

translator for the information that is provided by a third party Application Programming Interface (API) 

that is to be added to a blockchain (Najera, 2018). In supply chain cases that have many sensors and 

radio-frequency identification (RFID) chips available within their systems, these can be utilized as 

oracles for triggering of events in smart contracts. It is in these cases that the rise of Internet-of-Things 

(IoT) systems can be used for synchronization of the data with other systems leading to an increased 

efficiency and automation of operations based on the contracts deployed within the network. There 
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are two main attributes on which oracles can be categorized: type of oracle and direction of data. The 

following oracle types are available (BlockchainHub, 2019): 

Type of Oracle 

 Software Oracle 

Handles the information that is available from online sources by extracting the necessary 

information and providing it to the smart contract. 

 Hardware Oracle 

Retrieves information through physical sources by utilization of sensors and sending the data 

to the smart contract. 

 

Direction of Data 

 Inbound Oracle 

Provides the smart contract with data from the external world. 

 Outbound Oracle 

Provides the smart contract for which it works with the ability to send data to the outside 

world. 

Depending on the use case for which an organization would want to implement smart contracts, it is 

important that the data flow towards the smart contract fits the purpose of the code. Blockchain 

technology and smart contracts cannot fix wrong data, it only processes the data provided. 

2.4.2 Contract Management 
 

Errors are being made in important transactions leading to delays in the payment of both accounts 

payable and accounts receivable and/or the delivery of products. The smart contract defines the rules 

and penalties around a transaction just as a traditional contract does, but it also ensures that the 

contract is enforced (Holder, 2018). This increased degree of automation within the data handling and 

the more efficient contract handling has the potential to overhaul many supply chain processes 

through the reduction of the probability of errors in contract execution through human factors and the 

removal of delays as the contract executes as soon as the terms have been met between the two 

parties. The smart contract enforcement ensures that the other party cannot back out of the deal made 

within the contract as long as the terms have been set and programmed properly and have been met. 

This might disrupt the current supply chain contract management processes, which are currently more 

trust-based than would be the case with implementation of smart contracts. The implications of this 

for the contract management in supply chains shall be explored in this study with the fourth research 

question on smart contract potential. 
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2.5 The Blockchain Trilemma 
 

All of these different parameters that can be set in the blockchain protocol that have been discussed 

in this report so far eventually lead to a “scalability trilemma” as coined by Vitalik Buterin, the founder 

of the Ethereum blockchain protocol (Buterin, Sharding FAQs, 2018). The scalability trilemma is as 

follows: 

Blockchain systems can only at most have two of the following three properties: 

 Decentralization 

Defined as the system being able to run in a scenario where each participant only has access 

to 𝑂(𝐶) resources, i.e. a regular laptop or small VPS (Virtual Private Server). 

 Scalability 

Defined as being able to process 𝑂(𝑛) > 𝑂(𝑐) transactions. 

 Security 

Defined as being secure against attackers with up to 𝑂(𝑛) resources. 

Note: c is the size of computational resources available to each node, n is the size of the ecosystem. 

2.5.1 Decentralization 
 

The aspect of decentralization is a core component of the blockchain technology as it allows a group 

of nodes to make the decisions in a network instead of an individual central node. No reliance on 

central authorities is necessary to perform transactions in the network with other users. No central 

point of storage as those who participate in the blockchain network can commit to having their own 

full copy of the ledger and thus, storage of the information on multiple devices is possible. However, 

this decentralization might require significant computation power and/or storage space. Reduction of 

this requirement makes it easier for participants to join the system and run its consensus mechanism 

and store the ledger on their own device. 

The P2P attribute of a blockchain network leads to participants checking the transactions that are being 

made through the consensus mechanism and depending on the protocol, different forms of 

decentralization take place. These different protocols have their own quality of scalability and security 

and a choice has to be made what is important for the use case at hand with the trade-off of 

decentralization in each respective protocol. 

2.5.2 Scalability 
 

The transaction speed is a key determinant of the scalability of the network. The amount of work that 

has to be done to validate all transactions and ensure that the correct blocks of transactions are added 

to the chain increases significantly with an increase of nodes within the network. When compared to 

traditional ledgers, a lot more operations have to be done before transactions are accepted within the 

ledger. The Bitcoin protocol can handle seven transactions per second and the Ethereum protocol can 

handle about double that amount. Compare this to the traditional protocol of the Visa network that 

can process two-thousand transactions per second with a peak capacity of 56,000 transactions per 

second (Croman, et al., 2016). 
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The different consensus mechanisms try to solve the scalability problems that blockchain networks 

have by having validation methods that still allow for a sufficient number of transactions per second. 

One potential solution to this data scalability is working with off-chain data. Off-chain data means 

embedding the hashes of large pieces of data within transactions instead of the data itself and each 

hash acting as a commitment to its input data with the data itself being stored outside of the blockchain 

(Greenspan, Scaling blockchains with off-chain data, 2018). However, by off-chaining the data, 

fundamental properties of blockchains and blockchain-based applications might become 

compromised to different degrees by doing so (Tai, 2017). One compromise is the trust that is needed 

in the database on which the off-chain data is stored. This database would not have the same 

manipulation-resistance that would have been available in a blockchain.  

There is a work-around within blockchain technology to not have to store the entire blockchain: the 

light node. Through a protocol called the “Simplified Payment Verification” (SPV), these light nodes 

only download the necessary block headers, verify according to the consensus mechanism with these 

headers, and then download the branches in the chain that are associated with relevant transactions 

for them (Buterin, A Next-Generation Smart Contract and Decentralized Application Platform, 2013). 

By doing so, balances and transaction statuses can be determined while downloading only a small 

portion of the entire blockchain. For this to be possible, full nodes do have to exist. Full nodes have 

the entire blockchain downloaded on their system and they preserve and distribute the ledger (Xu, et 

al., 2017). The existence of full nodes is critical for network existence and performance. Greater 

preservation and distribution of the full history of the blockchain equates to lower risks of fraud, error, 

or blockchain destruction (World Crypto Index, 2018). However, as can be seen in Figure 2.5, 

blockchain sizes can grow rapidly over time and even though capacity on storage devices more or less 

follows Moore’s Law of doubling approximately every two years, maintaining a full node in a blockchain 

network is very resource-intensive.  

 
Figure 2.5. Total Bitcoin blockchain size. 

2.5.3 Security 
 

Decentralized networks require extra focus on security as there is no centralized authority to guard 

the network. There are specific attack vectors that have to be taken into account when thinking about 

possible solutions that could tackle this blockchain trilemma. Balancing this extra need for security 

with the decentralization of the network and the scalability is quite a difficult thing to do. 

As the blockchain network works on getting the majority decisions and validation through its 

consensus mechanisms, a problem arises the moment that one entity (or a set of entities) own more 

than 50% of the power of the decentralized network. This is a 51% attack and it disrupts the network 
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by having one power large enough to centralize the authority over the network. Depending on the 

protocol, different constructs are seen as power. Examples are the hashing rate in the Proof of Work 

(PoW) mechanism and the stake of total tokens/currency in the Proof of Stake (PoS) mechanism. This 

majority attack can severely impact the network by failure of the decentralization aspect of the 

protocol, allowing the new “central authority” to use his network power to his own advantage. 

One of these negative aspects of a relatively low amount of transactions per second is the possibility 

of a Sybil attack occurring. During a Sybil attack, a large number of nodes within a network owned by 

the same party flood the network with bad transactions in order to disrupt the activity of the network 

(Kaur, 2018). Transaction fees can be used to deter hackers from launching Sybil attacks as it would 

lead to the attack being expensive to launch, but this would lead to an increased cost of operations for 

participants in the network that do play along the rules and problems in adoption of the protocol as it 

could be that these transaction fees deter people from usage of the network. Another attack vector 

that could be mitigated by the addition of transaction fees to the network is the Distributed Denial of 

Service (DDoS) attack. With these attacks, participants with bad intentions could disrupt the traffic in 

a blockchain network by flooding the network with more transactions than it can handle. 

2.5.4 Research and Development in Solving the Trilemma 
 

Research towards new protocols and/or improvement of current blockchain protocols is necessary to 

obtain as much of each property as possible to limit the negative effects of the trade-off that remains. 

Through trial and error of the blockchain community, improvements are found with open source 

projects that will push the technology towards an increase of utilization, high levels of data security, 

and lesser energy consumption in its consensus mechanisms. 

Based on which two of the three properties are of importance to the use case at hand, it is 

recommended to choose the protocol that would fit best within the organization and the external 

organizations that will be linked with the network from within the supply chain through usage of the 

blockchain application. An example of this being the need for a higher level of data security in chemical 

companies, this will lead to having to make choices between decentralization and scalability of the 

application of the technology. Depending on the use case at hand, this choice is to be made. With the 

focus on interoperability between different blockchain protocols, this might not be that much of a 

problem with organizations working with multiple blockchain protocols. However, beware that the 

interoperability standards are still to be made by nearly all industries. 

2.5.4.1 Example of the Trilemma: Bitcoin 

 

The Bitcoin protocol has been set up with decentralization as its main aspect. Transactions are to be 

done without the need for intermediaries and no central authority should control the network.  

However, even with a consensus mechanism such as the PoW mechanism of the Bitcoin protocol that 

is very cumbersome in processing power and energy consumption, centralization is taking place 

through the formation of mining pools. The advances in specialized hardware for Bitcoin mining has 

rendered commodity hardware obsolete and as a result, miners have had to congregate into mining 

pools as single miners could no longer compete in the race for block validation (Kaiser, Jurado, & 

Ledger, 2018). At the time of this study, twenty major mining pools are currently active in the mining 

process of the Bitcoin protocol. The danger of this pool distribution is the large portion of the top 

mining pools operating from only a handful of countries in which electricity has the lowest cost as the 
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mining process requires a lot of energy. The distribution of block discovery for the Bitcoin protocol for 

March 2019 has been researched with data obtained through BTC.com, which can be found in Table 

2.2. 77.71% of the blocks that have been discovered in that month were discovered by Chinese mining 

pools, with 81.03% of the total hashing power under the control of these pools. This leads to a 

centralization of the consensus mechanism with few entities controlling it, which goes in against the 

principles on which the protocol has been set up. This shows the importance of working towards a 

validation mechanism that would limit the possibility of entities that do the mining to centralize 

through different incentive mechanisms and thus, room for improvement. The hashing power 

distribution can be seen in the distribution of pools in the block discovery over March 2019, as can be 

seen in Figure 2.6. 

 
Figure 2.6. Pool distribution of hashing power in the Bitcoin mining process in March 2019. (Source: 

BTC.com)  

Name Percentage Hash rate in Petahertz/second (PH/s) Country Chinese? 

BTC.com 16.11 % 7948.77 China Y 

AntPool 12.52 % 4562.24 China Y 

Poolin 11.05 % 4562.24 China Y 

F2Pool 10.66 % 4344.99 China Y 

SlushPool 9.32 % 5117.7 Czech Republic N 

BTC.TOP 8.09 % 3475.99 China Y 

ViaBTC 7.45 % 2831.07 China Y 

Unknown 6.45 % - N/A - 

Bitfury 3.59 % 1742.2 Georgia N 

DPOOL 3.41 % 979.98 China Y 

Huobi.pool 3.3 % 1742.2 China Y 

BitClub 2.14 % 544.44 Iceland N 

Bitcoin.com 2.07 % 1415.53 China Y 

WAYI.CN 1.07 % 326.66 China Y 

tigerpool.net 1 % 762.21 China Y 

Bixin 0.98 % 544.44 China Y 

sigmapool.com 0.55 % 217.77 Russia N 

KanoPool 0.16 % 108.89 N/A - 

BitcoinRussia 0.05 % N/A Russia N 

BitMinter 0.02 % 108.89 Norway N 

Solo CK 0.02 % N/A N/A - 

Chinese Pools 77.71% 33496.32 of 41336.21 PH/s (81.03%)   

Table 2.2. Bitcoin protocol mining pool distribution over March 2019. 
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2.5.4.2 Market Potential for Different Protocols 

 
Figure 2.7. Total Market Capitalization percentages of different blockchain protocols. (Source: 

CoinMarketCap.com) 

Whereas Bitcoin is used interchangeably with blockchain technology, it can be seen in Figure 2.7 that 

the dominance of the Bitcoin protocol has been gradually reducing over the last years. At the time of 

writing this report, the Bitcoin still has about half of the market capitalization. However, it can be seen 

that the Others in protocols are slowly increasing in their dominance and other known protocols are 

approaching larger market capitalizations. These different protocols exist for different purposes and 

have different priorities than the Bitcoin protocol which is mostly focused on decentralization and 

security, but is not scalable with its estimated transaction processing capacity of between 3.3 and 7 

transactions per second (Croman & Eyal, On Scaling Decentralized Blockchains, 2016) due to its 

restriction in block sizes. This block size limit could theoretically be increased, but this would make the 

operation of full nodes more expensive and deter people from running full nodes. That would imply 

more centralization as fewer participants of the network will have a say on what the full database is. 

The different protocols are different answers to different solutions and the choice has to be made per 

use case which fits best. The choice has to be made first in the public/private and 

permissionless/permissioned blockchain area, after which the choice can be made more specifically 

towards one protocol. 

3. Methodology 
 

The research has been started with two objectives in mind from the perspective of the organization at 

which the study has been conducted: 

 Investigate the current status of blockchain technology and its promises. If it meets 

expectations, what efforts and prerequisites are required to make these promises a reality for 

the company? 

 Investigate what the best potential value case is for the organization where implementation 

of blockchain technology would provide the biggest bang for the buck. 
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Within this exploratory research, the feasibility check of blockchain technology within the organization 

has been done, as well as the deep dive checking over the different departments and their key 

processes to find out where it would suit best with the highest Return on Investment (ROI) in business 

value for the organization. A literature review “Blockchain Technology in Supply Chain” has been 

conducted before commencing this master thesis research. Based on the findings of this literature 

review, the research has been designed with the interests of the organization in mind. 

The project has been undertaken in six different sub-projects. The first month was used as a company 

onboarding project where trainings have been given on the operations of the company, the company 

culture and what processes are done. This knowledge has been linked in the process step of 

researching the status quo of data management and blockchain technology within the organization. 

Six weeks of conducting the literature study and revising this study on the potential of blockchain 

technology within supply chains has been used as a theoretical foundation for the research proposal 

that has been written afterwards. In this research proposal, a more specific link has been set with the 

organization for whom the feasibility study and the deep dive have been set up as part of this 

exploratory research. The exploratory research itself has been set up in four parts with each part being 

one of the research questions. All research questions have been researched properly and the results 

can be found in this report. A little over a month has been used for the finishing touch on the research 

questions and the report as a whole, as well as the preparation of the thesis defense for both the 

university and the organization. The project planning can be seen in Figure 2.8 in the form of a Gantt 

chart showing every sub-project and the timeline that has been set for each and every one of them. A 

more detailed planning in table-form can be found in Appendix B of this report. 

 
Figure 2.8. Gantt chart of the research project. 
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3.1 Research Design 
 

The purpose of the study has been to explore the potential of blockchain technology in the supply 

chain of a multinational in the chemical industry and potentially, future research possibilities through 

newly formed hypotheses. The main research question that has been explored is: 

 What position should the organization take with regards to blockchain technology 

implementation within its supply chain? 

This research question is what will be explored through four sub-questions: 

 RQ1: What are the determinants for the organization’s enterprise blockchain technology 

potential? 

 RQ2: How could actors within the organization’s supply chain leverage the value adding 

constructs of blockchain technology? 

 RQ3: What incentive leads to participants in the organization’s supply chain to share their 

information properly on a blockchain? 

 RQ4: What is the effect of smart contracts on organizational supply chain negotiations and 

operations? 

3.2 Data Collection 
 

Due to the exploratory nature of this research, it is important to gather as much relevant data on the 

subject as possible. Blockchain technology is in its infancy with regards to research and development, 

as well as with adoption in the enterprise domain. The data collection procedure of this exploratory 

study is split into qualitative data collection and quantitative data collection. 

3.2.1 Qualitative Data Collection 
 

The qualitative data that has been collected for this study has been obtained through semi-structured 

interviews, structured interviews, focus groups and observations at blockchain meetups. Internal 

organizational actors as well as external stakeholders in the global supply chain of the organization 

have been interviewed to discuss the advances of blockchain technology as well as how the 

organization has been changing structurally over the months. The first interviews that have been 

conducted were semi-structured to discover more about the organization, its innovation culture and 

the processes. Later on in the project, specific actors that have been working with the technology from 

within the organization have been asked for structured interviews to determine the quality of the 

framework set up and their perspective on the technology for the organization. Transcriptions of these 

structured interviews can be found in Appendix D of this report. Progress in the technology has been 

monitored through the use of message boards on the technology and advances made in applications 

and visiting of blockchain meetups to interact with thought leaders on the subject. Managers of high 

profile companies, consultants that work in blockchain engineering and development, and software 

engineers that are actively working on blockchain applications have been providing updates on who 

they have been working with on blockchain innovation and what they have learned from their 

endeavors. The blockchain technology enthusiasts that are actually working on research and 
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development in the field are a very niche group and meeting them has been very influential for the 

progress of the study. 

3.2.2 Quantitative Data Collection 
 

The quantitative data to be gathered from within the company has been obtained through the results 

of the conducted questionnaire and the cross-referencing of data about costs made in previous periods 

and potential savings that theoretically could be made with certain blockchain interventions. The 

different platforms on which the organization has its quantitative data on have been used to 

substantiate assumptions and claims made in this report. As the organization is a listed company and 

has its responsibilities towards their shareholders, it was even more important to measure the project 

importance with hard numbers in cost savings. Blockchain-specific quantitative data has been found 

from reports by various respected sources, such as research and advisory companies, technology 

companies and consultancy firms. 

3.3 Data Analysis 
 

The data that has been obtained during the research period have been analyzed properly taking into 

account the confidential nature of the information and the requests made by the organization. Most 

of the interviewees have requested confidentiality of their responses in observation and direct 

interviews and thus, the choice has been made to generalize the qualitative results for the thesis report 

and provide detailed information in a separate appendix for the organization. The quantitative results 

will also be put there as to not release any confidential information obtained in the organization. 

3.3.1 Analysis of Qualitative Data 
 

All knowledge gained through the observations, semi-structured and structured interviews, and focus 

groups has been used to provide perspective on what to include and exclude from the analysis of the 

subjects in scope of the research and the recommendations for the organization. Input from the focus 

group and questionnaire has led to a focus on a specific domain for the organization to perform a deep 

dive in determining through a cost-benefit analysis whether resources should be assigned towards a 

potential Proof of Concept (PoC) or pilot project. Later on in the study, the structured interviews have 

been conducted to provide a clearer picture of what experts from within the organization have as a 

perspective towards the technology with the experience they have had so far. These three interviews 

are to be compared to see if there is a general way of thinking by organizational experts in the 

technology. 

3.3.2 Analysis of Quantitative Data 
 

The perspectives found through analysis of the qualitative data obtained have led towards the domains 

that have been found as potential value cases for the deep dive as requested by the organization. The 

value cases that have been found on request of the organization have been identified through the data 

obtained with qualitative methods and its business value has been researched through analysis of the 

quantitative data with regards to costs over previous years. Due to the confidential nature of the 

quantitative data, all numbers and figures have been altered to ensure that the confidentiality 

agreement with the organization is not breached. 
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4. Findings 
 

Through analysis of all data that has been gathered and comparison with the current status of the 

technology and the organization, the four research questions have been investigated. The information 

found is used to determine recommendations for the organization with respect to the future potential 

of the technology for their supply chain management and what it can do to facilitate the organizational 

changes that are planned for the upcoming years. 

4.1 Research Question 1: Determinants for Enterprise Blockchain Potential 
What are the determinants for the organization’s enterprise blockchain technology potential? 

The feasibility of the technology and whether it fits within the organization has to be determined first. 

The determinants for enterprise blockchain technology have to be discovered and then compared with 

the current situation of the organization. Company and industry specifics have to be taken into account 

to see what its potential is and/or will be in the near future. It is incredibly important to take the 

characteristics of both the organization and the chemical industry along in every choice made within 

the study. Implementations that work for other industries might not be able to work in a highly 

regulated and complex industry such as the chemical industry. 

The research has been done at the Benelux branch handling supply chain operations in the region of 

Europe, the Middle-East, Asia and India. All research and development that is done for global 

management of the organization is done in the headquarters of the organization in another region. 

Therefore, it has been important to also keep the Global Innovation teams up to date on all 

developments in the project by keeping them in the loop on progress of the study. 

The departments within the organization each have their own characteristics and their own standard 

operating procedures. The uniqueness and difference in structures between organizations in culture, 

size, and industry in which they operate is very much an influence on whether this emerging 

technology will eventually be adopted. The potential of the organization is therefore dependent on 

the readiness per department for implementation of new data management protocols. Information 

technology (IT) innovation adoption organizational literature is used to review the current stance of 

the organization towards new technologies. The Technology, Organizational and Environmental (TOE) 

framework (Tornatzky & Fleischer, 1990) has been used for this. The focus has been put on the 

implications for the supply chain of the organization, but most of the results can be generalized to the 

organization as a whole. 



35 
 

 

 
Table 4.1. Significant Technological, Organizational, and Environmental considerations. (Source: 

Clohessy, Acton, & Rogers, 2018) (Clohessy, Acton, & Rogers, Blockchain Adoption: Technological, Organisational and Environmental Considerations, 2018) 

Within this framework, the significant adoption considerations found in research are shown in Table 

4.1 and a summary of the most significant considerations in Table 4.2. A cut-off score of 5 mentions in 

scientific literature studies found is used to determine the key considerations of adoption to be taken 

into account. This score has been used to enable a more precise focus to put these topics into the 

organizational scope, taking into account the preferences of the organization on what is important and 

what is not for technological advancement. As a result, the TOE model has been created according to 

this cut-off score as determined through importance with the semi-structured interviews. In the 

structured interviews, the model has been discussed, validated, and additions have been suggested 

per view. These additions are shown in the finished TOE model in Figure 4.1 as the constructs that are 

filled in orange. This model has been used to assess the efforts and prerequisites that might have to 

be taken into account for the organization to improve their position for potential blockchain 

technology implementations in their organization and its business processes. The results of this 

assessment can be found in Appendix C of this report. 
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Table 4.2. All Technological, Organizational and Environmental considerations in the researched 

scientific literature. (Source: Clohessy, Acton, & Rogers, 2018) (Clohessy, Acton, & Rogers, Blockchain Adoption: Technological, 

Organisational and Environmental Considerations, 2018) 

Technological 

View

Organizational 

View

Environmental 

View

Organization

Compatibility

Data Security

Maturity

Complexity

Perceived 

Benefits

Top 

Management 

Support

Organizational 

Readiness

Organizational 

Size

Market 

Dynamics

Regulatory 

Environment

Industry/Comp

etitive Pressure

Government 

Support

Governance

Organizational 

Skills

Associations

Industrial 

Readiness

Financial 

Impact

Impact on 

Cycle Time

The perception of the benefits (e.g. immutability, security, fast transactions etc.) that will accrue by adopting blockchain technology.

The intrinsic challenges (e.g. validation algorithms, smart contract frameworks, distributed ledger technology skills, etc.) of developing blockchain technologies.

The ability of blockchain technologies to align with legacy systems (e.g., supply chain integration, system architectures, provider integration etc.)

The protection of the data within the blockchain from destructive forces and from the unwanted actions of unauthorized users (Summers, 2004), such as a cyberattack or a data breach (Poremba, 2017).

Whether the technology has been in use for long enough that most of its initial faults and inherent problems have been removed or reduced by further development (Daim, 2016).

Establishment of policies, and continuous monitoring of their proper implementation, by the members of the governing body of an organization. 

It includes the mechanisms required for decision making towards balancing the powers of the members (with the associated accountability), 

and their primary duty of enhancing the prosperity and viability of the organization(s) (Hopkins, 2010).

The availability of specific organizational resources to adopt new IT innovations (Weiner, 2009). 

This definition has been extended because of multiple responses that have been given in the conducted structured interviews to include 

and emphasize the importance of the organizational skill factor in working with blockchain technology.

Managerial beliefs about technological initiatives, participation in those initiatives, and the extent to which top management advocates technological advancement (Kulkarni, Robles-Flores, & Popovic, 2017).

Extant research and industry reports suggest that large organizations are more likely to adopt blockchain than small and medium enterprises (SME) (Clohessy, Acton, Godfrey, & Houston, 2017). 

Therefore, organizational size is a significant determinant on whether blockchain technology will be adopted within the organization.

New disruptive technology has to be reviewed and issues have to be resolved by forming specific legislation to distributed ledger technologies 

in order to have consumer protection and financial integrity set properly.

The rapidly changing blockchain technological landscape has to be monitored by the organization to review existing business processes and assess

how they can use blockchain as a technology differentiator (Clohessy, Acton, & Rogers, Blockchain Adoption: Technological, Organisational and Environmental Considerations, 2018).

The external pressure of the industry leads to a need of innovation in order to remain competitive. 

Whether this external pressure is present significantly determines the adoption potential within an organization in this industry.

Adoption of blockchain technology within enterprise is highly dependent on the course of action 

by the government of the country in which the organization is based.

“As the success factor with blockchain is in building and incentivizing the network, it will be critical to engage in associations where we see value”

Blockchain technology and its success is highly dependent on the network effect, which is the effect that an additional user of a good or service has on the value of that product to others, 

the value of the product or service increases according to the number of others using it (Shapiro & Varian, 1998).

This makes it very important to gauge associations for the organization to join.   

Figure 4.1. TOE Model for the organizational potential of blockchain technology.  
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4.1.1 The Technological View 
 

The technological view encompasses technological considerations such as complexity, relative 

advantage, privacy, security and compatibility which can impact existing IT systems in use or the new 

IT being considered for adoption (Rogers, 1995). 

 Perceived benefits:  

The perception of the benefits (e.g. immutability, security, fast transactions etc.) that will 

accrue by adopting blockchain technology. 

 Complexity:  

The intrinsic challenges (e.g. validation algorithms, smart contract frameworks, distributed 

ledger technology skills, etc.) of developing blockchain technologies. 

 Compatibility:  

The ability of blockchain technologies to align with legacy systems (e.g., supply chain 

integration, system architectures, provider integration etc.) 

 Data Security:  

The protection of the data within the blockchain from destructive forces and from the 

unwanted actions of unauthorized users (Summers, 2004), such as a cyberattack or a data 

breach (Poremba, 2017). 

 Maturity:  

Whether the technology has been in use for long enough that most of its initial faults and 

inherent problems have been removed or reduced by further development (Daim, 2016). 

 Governance:  

Establishment of policies, and continuous monitoring of their proper implementation, by the 

members of the governing body of an organization. It includes the mechanisms required for 

decision making towards balancing the powers of the members (with the associated 

accountability), and their primary duty of enhancing the prosperity and viability of the 

organization(s) (Hopkins, 2010). 

4.1.1.1 Perceived Benefits 

 

For a listed organization, it is important that implementation of this technology leads to an increase in 

share value through its benefits. However, the perception of these benefits do not necessarily follow 

the actual benefits. Education of those involved with the implementation and those that are going to 

work with the solution is therefore very important. It might be that certain implementations of the 

technology could drastically change processes that have been that way for a very long time. The change 

management that would be required for successful implementation should also contain the set-up of 

proper perception of the benefits that blockchain technology can offer. The financial impact of the 

technology has to be taken into account as well as the massive impact on the cycle time of the supply 

chain that it may have. Benefits like these have to be perceived properly to be used as incentives for 

participants to join the network and use the application and/or platform. 

With the hype of the technology reducing quite rapidly over time, it is important that throughout the 

potential research and development that could be done on blockchain technology these perceived 

benefits remain clear to all that are working on and eventually working with the application. Actions 

should be taken the moment that these perceived benefits do not align with the aim of development 
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of this application to ensure resources are not wasted such as realignment of project goals, change of 

system architecture or termination of the research project. 

4.1.1.2 Complexity 

 

Depending on the complexity of the process and the application that is built to improve this process, 

challenges will occur for those that are working on potential blockchain projects. Technological choices 

have to be made to make the technology fit better within the ecosystem in which it has to be 

implemented. With the complexity of the information technological systems of the organization 

included, this could very well be quite a challenge to undertake as part of the digitization of the 

organization´s supply chain. Blockchain knowledge and capabilities have to be built up to enable the 

organization to identify and realize the value potential of new operating models based on blockchain 

technology. Internal and external stakeholders in the supply chain of the organization will also have to 

build up this knowledge and possibly capabilities as well in order to be able to properly participate in 

a network based on a rather complex technology. The organization and its stakeholders can prove and 

understand the business value of new blockchain initiatives and establish their technical feasibility by 

participating in blockchain-based prototypes (Heutger & Kückelhaus, 2018). 

4.1.1.3 Compatibility 

 

Company X works with many different IT systems with the main platforms being the legacy system, 

the invoicing platform, the data analysis platform, and the personal information managing platform 

for email and calendar purposes. The high amount of other platforms that are also being used in their 

supply chain from within the organization shall be reviewed later on in this report. Depending on the 

applicability of the solution in which blockchain technology is considered, it has to be seen whether 

the blockchain database can properly convey the data from and/or to these IT systems. It might also 

be possible in the future that multiple different blockchains would be used within one organization 

and in the current state of the technology, compatibility and interoperability between different 

blockchains is still rather undiscovered. 

Lack of interoperability has been a major hindrance to the mass adoption of blockchain technology 

(Grabowski, 2019). Imagine the effect of the blockchain technologies that would potentially be 

incorporated within the organization not being interoperable with the other blockchains implemented 

as well as compatible with these IT systems already deployed. In order to facilitate adoption of the 

potential new applications within the processes of Company X’s supply chain, a focus should be set on 

the interoperability with these potential other blockchains and more importantly, the compatibility 

with the current IT systems.  

System compatibility and blockchain interoperability has to go hand in hand with standardization of 

the data to be added to these blockchains. Consortia are being made in different industries to ensure 

that the data to be added to blockchain applications within these industries are formatted the same 

across all companies. More on consortia is to be discussed in the environmental view as efforts like 

these are key in working towards adoption of the technology on a broader scale and across multiple 

industries.  
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4.1.1.4 Data Security 

 

The decentralization of blockchains can lead to an increased data security within the organization. 

Currently, most data is kept in centralized legacy systems. Recovery from DDoS attacks is made easier 

with the distribution of the database over several nodes within the network. The single point of failure 

is removed and a lot more effort is required to make these attacks worthwhile in breaking the 

consensus mechanisms and thus, the decision-making process of the decentralized network. Changing 

historical data is made nearly impossible due to the hashing of the blocks and even if it would be done 

following the appropriate operation on the transactions, all old values will remain on the ledger and 

will merely be updated. 

Three principles of data security are safeguarded in blockchain technology through cryptographic 

methods: Data confidentiality, data integrity, and data availability (Hill, Chopra, & Valencourt, 2018). 

Confidentiality consists of ensuring that the information of the database is shared with the appropriate 

parties and that sensitive information is shared exclusively with the consent of appropriate parties. 

Integrity ensures that only authorized parties can change data and that the changes made do not 

threaten the accuracy or authenticity of the data. Data availability ensures that authorized users have 

the use of data or resources when they need or want them. These three principles have to be taken 

into account when determining what kind of blockchain protocol would fit the use case for 

organizations. 

For organizations in the chemical sector, confidentiality is key in its supply chain operations and that 

has already been worked on for quite a bit. However, blockchain technology has a lot to add with 

regards to the data integrity and availability and this is acknowledged by members of the organization. 

The single window of truth is held intact by the consensus mechanisms and visibility would be given 

on who has changed what data within the database without any potential for fraud. The distribution 

of the database and the potential for having most (if not all) data available in one platform would 

increase the efficiency of data utilization within the organization through the set-up of channels to 

different participants in the network for quick and effortless communication of necessary data.  

4.1.1.5 Maturity 

 

Research and development in the blockchain technological domain is relatively new and should also 

be considered as such. Especially in a highly regulated industry that Company X is working in, it is very 

important that all features of the database are properly set up and no unexpected events happen. 

Classical lifecycle theory suggests that there are four stages in the evolution of a technology: 

pioneering, growth, maturity, and decline. As the blockchain industry is just getting started, it is in the 

pioneering stage of its lifecycle. The vast majority of the projects have not yet gone past the PoC stage 

and an international business manager within the chemical industry has called it “a great solution that 

is looking for a problem to solve” in our correspondence, which fits the current pioneering stage of the 

technology. 

4.1.1.6 Governance 

 

Blockchain technology supply chain applications will have multiple organizations linked to one another 

through the shared database. Governance of such an application is difficult as none of these 

organizations would actually own or control the database underlying the application, leading to the 
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shared governance over the blockchain network. In information technology governance literature, 

three dimensions are defined for governance: decision rights, accountability, and incentives (Weill, 

2004). 

Decision rights are about the rights that one has of the government of control over certain assets in 

the system, determining the degree of centralization (Beck & Müller-Bloch, 2018). In blockchain 

networks, this control can be seen as the control over validation of transactions that take place in the 

network. These rights can be set for blockchains depending on whether it is a permissionless or a 

permissioned blockchain. In a permissionless blockchain, depending on the consensus mechanism, 

control could be acquired through acquiring the majority of the network power through either 

computing power, coin supply, number of delegates or others (Kaur, 2018). Permissioned blockchains 

are more centralized with an access control mechanism determining who can set control over assets. 

Accountability is the right to monitor decisions made within the system (Beck & Müller-Bloch, 2018). 

Normally, this is enacted through legal frameworks and contracts that are governed by institutions. 

However, as these institutions are out of the picture with blockchain technology, it can and has to be 

enacted through the IT infrastructure (Weitzner, et al., 2008). This can be done either through the 

consensus mechanism checking whether a node is validating properly, a smart contract putting certain 

limitations on the database or launching a permissioned blockchain to monitor access to specific data 

within the blockchain. Thus, the degree of accountability in a blockchain is fairly dependent on the 

infrastructure of the blockchain in whether it is permissioned, allows for smart contracts that also are 

working accordingly and the strictness of the consensus mechanisms security procedure. 

Incentives are central to information system design as it motivates agents within the system to act (Ba, 

Stallaert, & Whinston, 2001). In blockchain technology, this incentive mechanism is subject to the 

crypto economics necessary for a decentralized digital economy. More on this aspect of governance 

and crypto economics can be found in the discussion of Research Question 3 later on in this report. 

This form of shared governance over databases and applications has to be embraced by the 

organizations and industries that will be working with them, otherwise it will lead to problems in 

further implementation of the blockchain application in the potential business processes. Blockchain 

technology allows for on-chain governance which allows nodes to collectively vote and take decisions 

as opposed to having one central body in charge (Smits, 2018). This has the potential to incorporate 

more network participants in decision-making processes and it is up to industries and their 

organizations if and how they are willing to implement this in their business processes. 
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4.1.2 The Organizational View 
 

The organizational view refers to the internal considerations within an organization such as prior IT 

experience, innovativeness, top management support, organizational size, information intensity and 

organizational readiness (Wang, Wang, & Yang, 2010). These considerations are mostly seen in IT 

enterprise innovation adoption studies as the most significant determinants of adoption success 

(Damanpour, 1991).  

 Organizational readiness:  

The availability of specific organizational resources to adopt new IT innovations (Weiner, 

2009). This definition has been extended because of multiple responses that have been given 

in the conducted structured interviews to include and emphasize the importance of the 

organizational skill factor in working with blockchain technology. 

 Top management support:  

Managerial beliefs about technological initiatives, participation in those initiatives, and the 

extent to which top management advocates technological advancement (Kulkarni, Robles-

Flores, & Popovic, 2017). 

 Organizational size:  

Extant research and industry reports suggest that large organizations are more likely to adopt 

blockchain than small and medium enterprises (SME) (Clohessy, Acton, Godfrey, & Houston, 

2017). Therefore, organizational size is a significant determinant on whether blockchain 

technology will be adopted within the organization. 

4.1.2.1 Organizational Readiness 

 

A focus has been put on innovations by the organization and its innovation center of Company X to put 

more effort towards building more integrated supply chains and improved planning of demand to 

order fulfilment. Industry experts from different disciplines and different backgrounds work together 

towards transformative change within the organization and the support of customer-driven 

enhancements through innovation. Next-generation supply chain capabilities are explored, developed 

and implemented to ensure that through a culture of innovation within the integrated supply chain, 

value and capabilities are added to the organization and its processes to deliver a customer and 

employee experience leading to improved customer and employee satisfaction. 

Two large aspects of organizational readiness can be found in whether the organization currently is 

focusing on providing end-to-end (E2E) visibility across their functions and whether their supply chain 

processes have been defined and detailed. Company X has a large focus with its program of demand 

to order fulfilment to arrange their processes from order to cash and thus, end to end. Capgemini 

research has shown that pacesetters within the blockchain race to innovation score higher on these 

two aspects and thus, show a higher level of organizational readiness (Capgemini, 2018). Also, with 

emergent technologies such as blockchain technology, Machine Learning (ML) and Artificial 

Intelligence (AI), it is important to have the right talent available to proceed in research and 

development within the organization. Pacesetters score higher on this availability as well. 

Company X has been working on major reorganizations requiring a lot of the available resources of the 

organization before, during and after the reorganizations. The effect of this project on the 

organizational readiness for working towards innovation within the blockchain domain should not be 
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underestimated and will be taken along in the recommendations for the organization. The organization 

is focusing on continuing working on the reorganizations as well as on the IT strategy and the digital 

agenda of the organization. However, this aspect still has to be taken into account when gauging the 

organizational readiness for blockchain technology as not all available resources that might be required 

can be allocated towards these kind of projects. 

The organizational skill sets have to align with the technology. Educated responses in the structured 

interviews have explicitly mentioned the importance of the organizational skill factor in having skilled 

people within the organization to include blockchain applications in the business processes. This 

provides a more balanced perspective on what the technology can add to the process as compared 

with traditional database technologies that are more centralized. Consultancy firms and third parties 

can be commissioned to research and develop blockchain applications for specific business processes, 

but it requires skilled people within the organization to be able to properly implement it in the long 

run and harnessing as much of the added business value.  

4.1.2.2 Top Management Support 

 

The project has been proposed by the Logistics Manager of Europe, the Middle-East, Asia and India. 

However, it is not only the top management of the organization in these regions that have a say in 

potential implementation of blockchain technology. Stakeholders from the headquarters of the 

organization will also have a major influence on whether any action made with this technology will be 

approved and subsequently, supported by top management. 

Going digital in the supply chain is not merely technology implementation, but also about creating 

solutions and services that help drive innovation and growth across Company X and driving business 

outcomes. Massive change in an organization that has been around for a very long time has to come 

from the top through culture changes. Adjustments have been made in the way these projects are 

governed by bringing together key business leaders, functional executives and geographical leaders to 

drive the discussion in what shall be focused on in innovation. 

Just as is the case in the whole organization regarding resources, a lot of the available resources within 

the top management of the organization are currently set towards facilitation of the reorganization. It 

has been understandable that the digital agenda of Company X has been set back a little. The 

reorganizations require a lot of the resources of Company X and this has to be taken into account when 

gauging the top management support within Company X. 

4.1.2.3 Organizational Size 

 

Company X is a large multinational chemical company that is listed, has dozens of subsidiaries, many 

current joint ventures, and thousands of employees worldwide. The capital available for innovation, 

together with the organizational readiness through a focus on innovation and the availability of the 

innovation center since just recently show promise towards an innovative culture. The digitization of 

the supply chain is on the organizations radar, but it will require a lot of change management. However, 

with the gains that can be made through solving inefficiencies within a larger and more complex 

organization and the earlier mentioned higher adoption rate within larger organizations, it can be 

assumed that this will definitely work in Company X’s favor. 
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4.1.3 The Environmental View 
 

The environmental view encompasses considerations which impact an organization’s day to day 

business operations, such as competitive and industry dynamics, government interactions, and 

regulation (Lippert & Govindarajulu, 2006). 

 Regulatory environment:  

New disruptive technology has to be reviewed and issues have to be resolved by forming 

specific legislation to distributed ledger technologies in order to have consumer protection 

and financial integrity set properly. 

 Market dynamics: 

The rapidly changing blockchain technological landscape has to be monitored by the 

organization to review existing business processes and assess how they can use blockchain as 

a technology differentiator (Clohessy, Acton, & Rogers, Blockchain Adoption: Technological, 

Organisational and Environmental Considerations, 2018). This has to be linked to both the 

organization as well as the chemical industries’ readiness to follow along with this rapidly 

changing landscape. 

 Industry/Competitive pressure:  

The external pressure of the industry leads to a need of innovation in order to remain 

competitive. Whether this external pressure is present significantly determines the adoption 

potential within an organization in this industry. 

 Government support:  

Adoption of blockchain technology within enterprise is highly dependent on the course of 

action by the government of the country in which the organization is based. 

 Associations:  

“As the success factor with blockchain is in building and incentivizing the network, it will be 

critical to engage in associations where we see value” has been said in one of the structured 

interviews. Blockchain technology and its success is highly dependent on the network effect, 

which is the effect that an additional user of a good or service has on the value of that product 

to others, the value of the product or service increases according to the number of others using 

it (Shapiro & Varian, 1998). This makes it very important to gauge associations for the 

organization to join. 

These views and their respective constructs shall be used to see the potential of the technology for 

Company X as an organization with the processes of the Logistics department of Europe as a potential 

area of improvement with blockchain technology. 

4.1.3.1 Regulatory Environment 

 

The chemical industry in which Company X operates is highly regulated and thus, the importance of 

data is even greater than in other manufacturing industries. Some of the manufactured goods have to 

be monitored properly and precautions have to be taken in the manufacturing process and 

transportation of these dangerous goods. The chemical industry suffers from a negative public opinion 

with regards to its emissions and its impact on the environment. Climate pacts are made 

internationally and more emphasis is put on reduction of pollution by these chemical companies. It is 

to be expected that this regulatory environment will both stimulate the demand for blockchain 
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technology through the requirement of data measurement and coding for regulatory authorities, and 

dampen innovation potential as regulations such as the General Data Protection Regulation (GDPR) by 

the European Union amongst others as they limit the possibilities of the technology. 

Blockchain technology regulations go way beyond merely the chemical industry. The decentralized 

nature of the technology makes it both very difficult and very important to regulate properly. 

Governance has to be done cross-border and there is no longer simply one entity responsible for the 

maintenance and operations of a network. The ability to hide behind a public key infrastructure leads 

to potential difficulties for law enforcement agencies to counter criminal behavior such as money 

laundering, selling illegal goods and services, and terrorist financing. The Financial Action Task Force 

(FATF) is an inter-governmental body established in 1989 to set standards and promote effective 

implementation of legal, regulatory and operational measures for combating this criminal behavior 

and other threats to the international financial system. Its member countries are Argentina, Australia, 

Austria, Belgium, Brazil, Canada, China, Denmark, Finland, France, Germany, Greece, Iceland, India, 

Ireland, Israel, Italy, Japan, Republic of Korea, Luxembourg, Malaysia, Mexico, Netherlands, New 

Zealand, Norway, Portugal, Russian Federation, Singapore, South Africa, Spain, Sweden, Switzerland, 

Turkey, the United Kingdom, and the United States (Helms, 2019). The FATF has urged these countries 

to regulate crypto exchanges in the same way that they currently regulate commercial banks. 

Regulatory movements are necessary for broad adoption of the technology, even though they could 

limit the options towards innovation by limiting the possibilities that blockchain technology could offer 

to society as a whole. 

4.1.3.2 Market Dynamics 

 

With the maturity of the technology, the market dynamics of the blockchain technology research and 

development are still very variable. Most of the hype is gone as the value of cryptocurrencies has gone 

down rapidly, but it is still very much a point on the research agenda of many large corporations, 

consortia and governments. Therefore, it is very important for Company X as a large organization to 

keep track of the status quo of the technology and new opportunities arising through this research and 

development. There are many different fields of research and development for blockchain technology 

and many of these fields can be found in different departments within Company X. New opportunities 

will open up as the technology matures in these fields and knowledge together with capacity within 

the organization about how to handle these dynamics would allow for seizing of these opportunities. 

Also, it is important that the industry in which the organization operates is ready for the use of 

blockchain technology in the business processes as it will lead to an easier adoption process when 

deploying blockchain technological solutions between organizations in the industry. 

4.1.3.3 Industry Pressure 

 

Company X is, according to the leaders within the organization, at the forefront of innovation within 

the chemical sector. They say that other chemical giants do not put such an emphasis on improving 

the supply chain. However, this has to be done to ensure that Company X becomes the “Amazon” of 

the chemical industry. Customer and employee satisfaction is becoming more and more important to 

ensure that Company X remains on the frontlines of this market. Even though Company X does not 

want to be the first-mover in every emerging technology, the industry pressure for improvement and 

innovation is felt within the organization. Caroline Ciuciu, Chief Executive Officer (CEO) of the European 
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Petrochemical Association (EPCA) has mentioned at a workshop of the association in June 2018: 

“Digitization has already begun disrupting the petrochemical supply chain and the supply chain is 

absolutely key to the continuation of the petrochemical industry. Digital innovation and, ultimately, 

transformation will therefore play a vital part in determining what the future industry will look like 

and, on a more individual basis, which players will still be active in the sector” (EPCA, 2018). Parties 

within the petrochemical industry are already looking into AI, ML and blockchain technology. Company 

X has to follow along with these innovations to ensure that the organization will become the global 

market leading petrochemical company through improvement of its customer experience and 

employee experience and reduction of inefficiency within the supply chain. 

The global chemical industry is publicly announcing its desire to work towards data sharing through 

the International Council of Chemical Associations (ICCA). Cal Dooley, the ICCA Council Secretary and 

the President and CEO of the American Chemistry Council (ACC), has said that data sharing on 

chemicals is a key element needed to improve chemicals management practices at the global level and 

a central part of the Strategic Approach to International Chemicals Management (SAICM) beyond 2020 

(CEFIC, 2019). 

4.1.3.4 Government Support 

 

Company X has its organization split into four regions, but the most important countries and regions 

for the supply chain operations of Company X are the Netherlands, the European Union, and the United 

States. In this analysis, these three areas are checked whether their governments support innovation 

in this potentially disruptive technology. 

The Netherlands 

 

The Dutch government is actively working with the private sector in blockchain innovation through the 

forming of the Dutch Blockchain Coalition. This coalition has been the result of a collaboration of 

enterprise, government, and educational institutions. Partners of the coalition so far include the 

United Nations, the EU Blockchain Forum and the World Bank (Vilner, 2018). It works on an agenda of 

three constructs; improvement of blockchain technology in itself, explanation and application of laws 

and regulations, and the development of a human capital agenda (Dutch Blockchain Coalition, 2018). 

Dutch royalty has also been interacting with the blockchain scene in the Netherlands: Dutch Prince 

Constantijn van Oranje has been attending conferences on blockchain technology and hackathons 

across the country over the last years. With the different Ministries within the government interacting 

through consortia and coalitions, large steps can be made in innovation and set-up of regulations. 

Nearly all of the blockchain projects that have been conducted by the Dutch government can be seen 

in Figure 4.2 below. 
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Figure 4.2. Blockchain projects conducted by the Dutch government. (Source: BlockchainPilots.nl) 

The European Union 

 

Within Europe, many of its governments and important institutions have been taking active measures 

towards the fostering of innovation within the blockchain domain. Strategies are starting to form by 

the governments of European countries and the European Union and regulations are slowly beginning 

to form. Noteworthy efforts by the European Union that prove the proactive behavior towards 

blockchain technology are: 

 The European Union Blockchain Observatory and Forum (EUBOF) that has been launched in 

February 2018. The EUBOF is an initiative by the European Commission to foster innovation 

within the blockchain space, allowing its citizens and industries to benefit from blockchain 

applications and ensuring the region plays a leading role in blockchain both today and in the 

future (European Union Blockchain Observatory, 2018). 

 The Industry, Research and Energy Committee of the European Parliament has discussed a 

resolution that recognizes the role that blockchain can play in enhancing innovation both in 

Europe and in the rest of the world. Especially after the signing of the GDPR, the focus on 

privacy and protection of personal data has led to a blockchain project for privacy, DECODE, 

funded by the EU as the main focus of the EU is to give people more control over how they 

store, manage and use personal data generated online (European Parliament, 2018). 

 The Blockchain Industry Round Table has been set up to build support for a comprehensive EU 

strategy that is shared by the industry of the European Union, governments and policy makers, 

and aims to boost innovation and exploitation of blockchain technology (European 

Commission, 2018). One of its products is the International Association of Trusted Blockchain 
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Applications (INATBA) that has led to the gathering of 105 businesses, politicians and major 

blockchain start-ups to sign a charter aiming to fast track adoption of distributed ledger 

technologies on the 3rd of April 2019 (Orme, 2019). 

One of the most noteworthy projects from a country standpoint is Estonia’s e-Estonia program for an 

efficient, secure and transparent digital ecosystem and the support of the Estonian citizens in both 

digital identity management and blockchain-controlled health records. A second major step has been 

undertaken in April 2018 when 21 European Union member states and Norway signed a Declaration 

creating the European Blockchain Partnership (EBP). Greece and Romania joined in May, Denmark and 

Cyprus joined in June, and Italy joined in September 2018. These countries have started this 

partnership to focus on the cybersecurity, privacy issues, energy efficiency and interoperability within 

the blockchain technology domain and to develop a trusted, secure and resilient European Blockchain 

Services Infrastructure (EBSI) (Yakubowski, 2018). The Commissioner for Digital Economy and Society 

Mariya Gabriel has said the following about the signing of the declaration: 

In the future, all public services will use blockchain technology. Blockchain is a great opportunity for 

Europe and Member States to rethink their information systems, to promote user trust and the 

protection of personal data, to help create new business opportunities and to establish new areas of 

leadership, benefitting citizens, public services and companies. The Partnership launched today enables 

Member States to work together with the European Commission to turn the enormous potential of 

blockchain technology into better services for citizens. 

 
Figure 4.3. Memberships of the EBP. 

It is very refreshing to see the pro-blockchain stance of both the European Union and (most of) its 

countries. The collaboration of the country-based EBP and the EU-wide EUBOF looks to be very 

promising for the innovation culture in the European Union. However, these resolutions and 

governmental entities that have been set up have not yet led to establishing of laws, regulations and 

standards. The barriers to innovation that are currently still existing in the domain should be lifted as 
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much as possible with an open stance towards innovation and discovery of the full potential of 

blockchain technology for all citizens in the European Union. 

The United States 

 

Government entities in the United States are having difficulties in definition and regulation of 

blockchain technology. Congress has had hearings on the technology and its governing bodies have yet 

to come to a consensus on discrepancies between state definitions and regulations (Hayner, 2018). 

With most of its legislators lacking in knowledge about the technology, movements such as the 

foundation of the Congressional Blockchain Caucus (CBC) in the 114th Congress might not be sufficient. 

This caucus is meant to be a platform for American industry and government to understand what 

blockchain technology can do and to foster collaboration on this topic (Congressional Blockchain 

Caucus, 2019). Other moves are being made currently to assess what the United States government 

should do with blockchain technology, such as the proposal of the Token Taxonomy Act and the Digital 

Taxonomy Act in the House of Representatives on the 9th of April 2019. These acts serve to stop the 

United States “surrendering its innovative origins and ownership of the digital economy to Europe and 

Asia” as one of the representatives Warren Davidson has put it (Davidson, 2019). Congressman Scott 

Perry even sees it as creating a regulatory environment allowing the technology to flourish and 

ensuring that the private industries remain at the forefront of this vital innovation (Budd, 2019).  

Federal steps like these are very important for the position of the United States in the playing field of 

this technology. 

An assessment has been done by Desouza, Ye and Somvanshi on behalf of Brookings for the 

engagement on a state-by-state basis in the United States. The results can be seen in Figure 4.4 below. 

 
Figure 4.4. Pro-blockchain state legislation in the United States. (Source: Brookings) 

A total of thirty-two states have been identified by Brookings that have introduced or enacted pro-

blockchain laws (Desouza, Ye, & Somvanshi, 2018) and laws have been introduced in thirty-nine state 

bodies that in some way relate to cryptocurrency or blockchain technology (Werts & Housh III, 2018). 

Seven states have looked beyond merely cryptocurrencies and its regulations by researching 
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governmental uses of blockchain technology. An example given is the fact that data stored on a 

blockchain is admissible in court in the state of Vermont. Delaware, Illinois and Arizona have 

recognized the innovation potential of the technology and see a broader role of the technology in their 

state economies. These three states have already passed regulations on the digital signatures, 

transactions and contracts that can be made on a blockchain in order to make these operations legally 

valid. Together with the federal moves made with the CBC, initiative is shown by the American 

governmental organizations to educate themselves on the technology and spreading the fact that 

cryptocurrency and blockchain technology are two separate technological constructs that are merely 

interlinked. 

The United States also has many of its governmental organizations exploring the use of blockchain 

technology in their processes:  

 The United States Food and Drug Administration (FDA) is exploring the potential of the 

technology for sharing and auditing of electronic medical records, clinical trial results, and 

health data in order to increase the transparency of the organization and the data, and to 

improve efficiency of its processes. Just recently, they also have announced to explore the 

usage of blockchain technology to track prescription medicine and verify that they come from 

a legitimate source (Augusta Hitech Soft Solutions, 2019).  

 The United States Centers for Disease Control and Prevention (CDC) is working together with 

both information technology companies Intel and IBM for the use of blockchain technology to 

track prescription medication data and for more efficient population health data management 

for data in the case of a health crisis (Melendez, 2018).  

 The United States Customs and Border Protection (CBP) is currently working on multiple 

projects in the blockchain domain. Beta testing is being done together with the Factom 

Blockchain Project to secure the data from Border Patrol cameras and sensors and eliminate 

the opportunity to spoof, modify or disrupt the data collection (Baydakova, Factom Blockchain 

Project Wins Grant to Protect US Border Patrol Data, 2018). The live testing of their PoC of a 

blockchain shipment tracking system to eliminate paperwork in verifying North American Free 

Trade Agreement (NAFTA) and Central American Free Trade Agreement (CAFTA) certificates 

has begun past September and the results have yet to be published (Baydakova, CBP: Our ‘Live 

Fire’ Blockchain Test Is Entering the Proof-of-Concept Phase, 2018).  

The majority of the states have made strides towards legislation that in any way or form has a 

connection with blockchain technology, Congress has been working on it from a federal level with the 

CBC and the FDA, CDC and CBP initiatives show that the American government is interested in finding 

out more about the technology. However, this does not give any certainty that legislation will be made 

in time to not limit the innovation that will be done by corporations and research institutions in the 

United States. This has to be taken into account when determining whether or not to start the research 

and development process for the technology to be applied on processes done in the United States. 

4.1.3.5 Associations 

 

Organizations all around the world are working on embracing the network effect of blockchain 

technology networks. Collaboration is key in blockchain networks. Standardization and 

interoperability have to be researched and developed in the domain to properly increase efficiency 

within organizations and between organizations that are willing to work together. Participation in 
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these associations allows organizations to think along with the setting of industry standards and 

further innovation with blockchain technology within the industry and the organization itself. There 

are two different types of associations in blockchain technology nowadays: industry associations and 

technical associations. 

Industry associations aim to build and operate platforms for specific industries and to solve problems 

in that specific industry. The most notable industry associations in the supply chain industry are: 

 Global Shipping Business Network (GSBN) 

Alternatives: IBM/Maersk TradeLens 

The formation of the GSBN has been initiated by the Asian software company CargoSmart.ai 

and serves as an alliance for setting up a global shipping business network open platform for 

digitization and organization of (dangerous goods) documentation by shippers and an 

automatic connection with the relevant parties to streamline the approval process (The 

Maritime Executive, 2018). 

 

 Blockchain in Transport Alliance (BiTA) 

Alternatives: No comparable alternative 

The BiTA has nearly 500 members from over 25 countries primarily from the freight, 

transportation, logistics and affiliated industries with the mission to drive adoption of 

blockchain technology through development of industry standards, education of its members 

and other stakeholders on potential solutions and the technology in itself (BiTA, 2019). 

Whereas the GSBN has been working more on the shipping industry, the BiTA focuses on 

logistics as a whole. The Standards Council Board of the consortium has approved and unveiled 

the first global blockchain standard for the transportation sector in March 2019, the BiTA 

Standard 120-2019 Location Component Specification, alongside with the Tracking Data 

Framework Profile that has been developed as a roadmap for the development of data 

components for these standards in the future (HDT, 2019). It is the largest commercial 

blockchain alliance in the world and definitely an association to keep an eye on. 

 

 The Marco Polo Network 

Alternatives: Voltron & we.trade 

The Marco Polo trade finance consortium opens up potential for supply chain finance solutions 

such as reverse factoring and dynamic discounting, which will be discussed later on in this 

report. Many big banks, such as BNP Paribas, Standard Chartered and ING have joined this 

consortium. The network provides mutual benefits for financial institutions and their 

corporate clients and elevates the delivery and management of trade and working capital 

finance solutions through a collaborative co-creation model by the members of the network 

(Marco Polo, 2019). 

Technical associations aim to develop new technical standards and potentially use these standards to 

develop blockchain platforms that are modular of nature. The most notable technical associations 

that are linked to supply chain are: 
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 Hyperledger 

The Hyperledger association is a member-driven umbrella project for applications and tools 

for open source blockchain technologies with a focus on enterprise-oriented and 

private/permissioned blockchain use cases hosted by the Linux Foundation. The association 

already has over 260 members as of December 2018 (Ogono, 2018). More in-depth 

information on the Hyperledger projects can be found in Appendix F on Current Blockchain 

Applications in Supply Chain. 

 

 Enterprise Ethereum Alliance (EEA) 

This alliance is focused on acceleration of enterprise Ethereum blockchain adoption through 

setting global standards for enterprise architecture and specifications for blockchains based 

on Ethereum. Industry standard, open source, free to use blockchain solutions are set up 

through this collaboration of enterprises that are members of the alliance (Virmani, 2018). 

 

 Global Blockchain Business Council (GBBC) 

The GBBC is a Swiss-based non-profit organization that has been launched formally during 

the 2017 Annual World Economic Forum in Davos Switzerland, dedicated to furthering 

adoption of blockchain technology through engaging regulators, business leaders, and global 

thought leaders on how to harness blockchain technology for the creation of more secure, 

equitable, and functional societies (GBBC, 2019). 

 

 International Organization for Standardization (ISO) 

Even though it is not a blockchain-oriented association, it is important to note that this 

independent and non-governmental international organization with a membership of 162 

national standards bodies is currently developing 11 ISO standards with 41 participating 

members and 12 observing members under the direct responsibility of the technical 

committee ISO/TC 307 (ISO, 2019). 

4.2 Research Question 2: Leveraging Value Adding Constructs 
How could actors within the organization’s supply chain leverage the value adding constructs of 

blockchain technology? 

This facet of the technology is highly dependent on the organizational structure of Company X and the 

organizations with which Company X is interacting in its supply chain. Their capabilities and desires will 

have to be taken into consideration to see how the benefits of the technology might actually work 

within the organization. The organization is quite complex with many different actors with different 

backgrounds and that will be investigated to see if it has any influence on how the technology could 

add value to the organization and its supply chain operations. With this research question, it is 

important to link the beneficial constructs of the technology with quantitative data to prove that the 

constructs actually add value before looking into leveraging these constructs within the organization. 

4.2.1 Focus of Company X on Streamlining the Supply Chain 
 

The focus of the organization on an E2E visibility on its supply chain with more streamlined planning 

of demand and order fulfilment has led to an increase in demand for data and handling of data to 

increase efficiency of its operations. A significant amount of resources and capital is deployed towards 
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improvement of the enterprise resource planning and the legacy system that is used together with 

different external platforms to gain insight on the distribution channels that are often very complex. 

Each transportation mode has its own characteristics and its own ecosystem in which it operates. In 

the case of intermodal transport, this net of different participants and resource availabilities becomes 

even more complex. 

In this complexity within the supply chain, a lot of data is gathered by different participants. Each 

collect their own respective metrics, key performance indicators (KPI’s) and other forms of data. Data 

sharing is done on a very small basis and even then, it might be necessary for one participant to actually 

contact the other participant by e-mail, phone calls or even fax messages to obtain the data desired to 

make further decisions. Blockchain technology has the potential to break through these data silos that 

are currently present in the organization. 

 
Figure 4.5. Data visibility metrics used by the organization. 

The supply chain visibility metrics used by the organization in several presentations globally can be 

seen in Figure 4.5. Two of the key value adding constructs of blockchain technology can be found in 

them. The first of four is the visibility aspect; visibility on what is currently happening and on historical 

data of what has already transpired. Currently, this visibility is not really there with the data scattered 

over multiple platforms governed by multiple different stakeholders in the supply chain. The second 

key value adding construct that can be found in the data visibility metric is the automation aspect that 

can be done through smart contract utilization within the organization. More on this later on in this 

report. 
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Governed By Role Used by Company X directly 

Freight Forwarder A Freight Forwarder Services Y 

Bank A 
Freight Forwarder Services  

(Finance) 
N 

Freight Forwarder B Freight Forwarder Services Y 

Company X Benchmarking Y 

Chamber of Commerce A Freight Forwarder Services (Documentation) Y 

Company X General Data (Legacy System) Y 

Software Company A Freight Forwarder Services (Insurance) Y 

Freight Forwarder C Freight Forwarder Services Y 

Company X Forecasting Y 

Company X Logistics Costs Y 

Software Company B Business Intelligence Y 

Software Company B Collaboration Tool Y 

Company X Export Documentation Y 

Software Company C Business Intelligence Y 

Company X Document Sharing Y 

Table 4.3. Platforms used for data collection for the organization within its supply chain. 

     Note: Platform & Company names had to be omitted due to confidentiality of data. 

Even with this large amount of platforms providing data on different subjects, the access mechanisms 

and governances by different entities in the supply chain can cause for data inaccessibility. This can be 

a good thing in the case of confidential information and competitive advantage. However, in the case 

of providing visibility within the supply chain, data will be locked behind several necessary forms of 

communication before it becomes available. Too little data is worse than having too much data 

available. Data is a conventional and objective representation of a piece of information and too little 

information will not lead to insight in the process. Streamlining and automation of these data channels 

will allow an organization such as Company X to have more visibility in what is going on. The number 

of data channels necessary to facilitate this visibility will be immense within an organization that is the 

size of Company X and therefore, it should not be expected that this will be arranged in a matter of 

months on a technology as nascent as blockchain technology. Still, data sharing is the next step in 

efficiently handling data in a complex network like Company X’s global supply chain. Breaking through 

this large amount of silos in the form of platforms and having data more readily available to those that 

will have to utilize the data in their supply chain operations is a key factor in working towards an E2E 

visible supply chain. 

An approach that has been taken in data visibility is the utilization of data through control tower 

technology meant to obtain a full picture of the supply chain and the usage of tools to act upon data 

points that are beyond set thresholds. The control tower is seen as the vantage point that is used to 

control the supply chain through visibility on all data. It is the next step of insight that allows people to 

give meaning to the information obtained from the data and make it become knowledge. The human 

factor that is still handling most of the data within the organization can be biased and relatively slow 

compared to data handling methods that are on the agenda of many organizations, such as ML and AI. 

The value of data in an organization is highly dependent on how insight is gained from the data. Data 

availability and data integrity are core components of valuable data. Blockchain technology can 

improve the data availability within an organization, but data integrity is an organizational competence 

that has to be kept under control in other ways than merely implementing a blockchain within the data 
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structure of the organization. It is recommended to focus on this data integrity within a process before 

considering the utilization of blockchain technology to facilitate increased data availability. 

Once the knowledge derived from the data provided can be trusted, action can be undertaken to 

improve supply chain efficiency and/or reduce costs of supply chain operations. Reaching this level of 

data potential and data visibility will already be very difficult for the organization to obtain through 

blockchain technology as that requires the technology to mature more and to be adopted more by the 

relevant stakeholders within its supply chain. 

As the technology matures, the opportunities for the organization to implement smart contracts that 

execute specific actions based on the information provided could open up and allow for touchless 

processes with next to none latency. However, this can currently only be seen from a theoretical 

perspective as proper implementations of smart contracts within the supply chain have not yet been 

established. In the fourth research question of this study, this shall be implored upon more thoroughly. 

4.2.2 Customer Satisfaction and Employee Satisfaction 
 

The organization has been focusing on committing to a better E2E experience by focusing more on the 

customer satisfaction and employee satisfaction within the organization. The assumption is made by 

the organization that improvement of the customer and employee satisfaction towards the 

organization shall improve the financial performance of the organization as a whole. 

4.2.2.1 Customer Satisfaction 

 

Customer satisfaction is defined by Company X as the E2E experience customers or prospective 

customers have at every touchpoint of their journey with the organization, how they feel about those 

experiences, and how their feelings impact their behaviors. Companies that successfully implement a 

customer satisfaction strategy and ultimately deliver a superior experience gain a distinct competitive 

advantage. Research shows that customer satisfaction directly impacts key performance indicators 

such as employee engagement, customer loyalty, revenue growth and profit. The strategy of the 

organization is to make the customer’s experience effective, enjoyable and easy, leading to customer 

satisfaction. 

 Definition 

Effective 
The services of the organization and the interactions with its 
customers should be of consistent quality and supply. 

Enjoyable 
The services of the organization and the interactions with its 
customers should be enjoyable for the customer. 

Easy 
The services of the organization and the interactions with its 
customers should be intuitive and simple. 

Table 4.4. Customer satisfaction pillars of the organization. 

The three pillars of effective, enjoyable and easy can also be used in the research and development of 

potential blockchain applications that are directly linked with the customers of the organization. 

Customer data can be shared across the entire supply chain to increase the visibility of all participants 

on the products that go through the supply chain. It is important to take all privacy guidelines into 

account when doing so, but it can improve the targeting of services and products by all participants. 
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4.2.2.2 Employee Satisfaction 

 

Employee satisfaction is linked to the customer satisfaction by the assumption that happy employees 

lead to happy customers. Company X aims to improve the employee satisfaction by becoming a more 

inclusive and diverse organization, focusing on stress management and resiliency, and creating a 

culture that enables a more balanced work and personal life. In the current state of the technology, no 

recommendations can be done to directly improve the employee satisfaction within the organization. 

Interventions that open up the data silos and lead to less need for unnecessary communication may 

reduce the work stress that is experienced by employees, but no use cases and potential projects have 

been determined that could increase the employee satisfaction through usage of blockchain 

technology within the organization. 

4.2.3 Focus Group and Questionnaire 
 

Twenty-nine of the managers globally within the organization were invited for the focus group on the 

value added constructs within blockchain technology and what it could bring for the organization as a 

whole. Fifteen of them were available and participated in the focus group in which the technology was 

explained for those that were new to it and perspectives were discussed on what it could bring for the 

supply chain of Company X.  

The questionnaire that has been sent out after the focus group had seven respondents, leading to a 

response rate of 24.14 percent. Five out of seven respondents were able to join the meeting, indicating 

a response rate of 33.33 percent for the managers that were in the focus group. This was fairly 

expected after the focus group as most of the managers were relatively unknown with the technology 

and mostly working with what they have been hearing in mainstream media. It is assumed that this 

has made it significantly more difficult for those that could not join the focus group to respond to the 

questionnaire.  

Those that have responded to the questionnaire have said that their knowledge about blockchain 

technology improved from a 5.2 out of 10 towards a 6.8 out of 10. It is this education that is of the 

utmost importance for Company X as an organization. Even though most of the innovation in the 

technology has not yet taken place, knowing what is going on and why it can be done is key. Raising 

awareness of the technology and triggering interest in the progression for both research, 

governmental, and enterprise organizations can lead to innovation within the organization without the 

requirement of becoming a first-mover within the industry. A first-mover is a market participant that 

has advantage as the first entrant in that segment gaining a competitive advantage through control of 

resources (Grant & Neupert, 2003). Especially in a segment such as technology, the amount of 

resources needed to be able to be the first-mover is relatively high. Blockchain technology is still a 

nascent technology and the process of getting others within the industry and/or the supply chain of 

the organization can become very costly. 

Most of the input given by the focus group and the respondents of the questionnaire is mostly on the 

data availability and visibility lacking and blockchain technology being a potential solution to breaking 

open these silos of data. The databases that are currently being used within the organization are not 

easy to use and still require communication between departments to ensure that the required data 

can be sent from one part of the organization to another. There is a lot of data available from different 

functions, in different formats and in different platforms. Still, the questionnaire results show that the 
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company is currently not leveraging the data that is available to them with a score of 2.9 out of 10. The 

question at hand for the organization is then: Is the application of blockchain technology truly the one 

solution that can lead to this change within the organization and its global supply chain? 

Global supply chains are highly complex structures with many diverse stakeholders that each have 

their own interests within the network that includes many different third party intermediaries. The 

responses of the questionnaire have shown that the most significant gain according to the managers 

of the organization would be in the Documentation department along with the Customs and Trade 

Compliance department, as these score significantly higher than the other departments. A focus will 

be put on these two departments for the costs/savings analysis in which the potential of the 

technology in its complex global supply chain shall be investigated thoroughly. A third important 

department is determined through comparison of the attributes of the technology and the 

development of the technology thus far in transactions and finance: Supply Chain Finance. This 

department was not part of the list in the questionnaire, but fits well in the current advances that have 

been made with blockchain technology and the maturity of the technology in the financial domain. 

These three perspectives shall be investigated for the organization to see what the technology 

currently has to offer in these departments. The link between blockchain technology and the fourth 

Industrial Revolution (Industry 4.0) is explored too, as companies in the chemical industry have 

immense industrial installations in their plants that would greatly benefit from any improvement in 

utilization and efficiency of their industrial processes. 

It is important to take the financials into account for the organization as it is a listed company. The 

interests of the shareholders have to be considered in the business actions as it is the objective of the 

corporation to maximize shareholder value. In order to reach this goal, the organization has to consider 

the benefits compared to the cost of research, development, and potential implementation costs of 

blockchain technology in its business processes.  

Departments Scores (1 - 5) 

Documentation 4.86 

Customs and Trade Compliance 4.71 

Transportation Management 4.21 

Order Fulfillment 4.14 

Outplant and Warehousing Management 3.86 

Demand Management 3.71 

Procurement 3.71 

Sustainability 3.71 

Customer Service Management 3.57 

Planning and Scheduling 3.57 

Environmental Health and Safety 3.43 

Manufacturing Flow Management 3.43 

Supplier Relationship Management 3.43 

Benchmarking 3.00 

Table 4.5. Department scores on blockchain technology potential within the organization. 
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4.2.3.1 Documentation 

 

All of the information flows and events between these entities between the exporter and importer of 

goods have to be documented as a proof that the event has happened. These documents are there to 

facilitate the procedure of assessing liability in case of participants within the supply chain not 

upholding the promises that they have contractually made. Trade documentation is the embodiment 

of the legal rights that each party has with regards to the asset that is traded. This influences not only 

the physical logistics operations, but also the financial, accounting, and trading processes of both 

organizations involved in the sale and their partner banks allowing the recognition of the sale, the 

consignment value and the payment to be done. Errors in documentation can lead to delays in asset 

delivery and financial damages and therefore, it is very important that the documentation processing 

is done as accurate and efficiently as possible. 

Maersk, the largest container shipping company in the world, has indicated in 2014 that a single, simple 

shipment of refrigerated goods from East Africa to Europe can come into contact with nearly 30 people 

and organizations, generating more than 200 different interactions and a four-inch stack of paper along 

the way (Churchill, 2015). The good is transferred between many different parties and it is to be 

expected that everyone plays alongside the rules that have been set up for this shipment. The 

documentation process serves to monitor these 200 different interactions, leading to this huge stack 

of documents that have to be provided along the way. Blockchain technology allows for these 

interactions and documents to be digitally signed on one blockchain that is accessible to all participants 

of the network, ensuring that all participants have the same version of the document. This allows all 

logistical partners, importers and exporters, and regulatory authorities to digitally sign off on the 

documentation with cryptographic proof of their digital identity. 

One of the major developments in the digitization of transportation documents through DLT is the 

TradeLens initiative by IBM and Maersk, a blockchain shipping solution aimed at increasing visibility on 

container shipments and digitization of trade documentation. The problem that has been damaging 

the system potential of the application is the incentive for the stakeholders to interact with the system 

and to use it to its full potential. Many different parties have to be engaged, such as the shippers, the 

customs agents, the ports, potential freight forwarders. These parties would have to change their 

standard operating procedures after years of operating experience. It is the technology adoption 

problem that is currently holding back innovation with blockchain technology in the shipping industry 

and the value of the application is very much dependent on this as having the majority of the players 

in the industry on there is a must. This is not only the case for the shipping industry as solutions like 

these with blockchain technology are dependent on the network effect. The majority of current 

participants in the supply chain of an organization all need to be on board with a new solution to make 

it worthwhile to use for all other stakeholders. Participation has to be incentivized properly to ensure 

that it is a win/win situation for all. More on this incentive problem is discussed in Chapter 4.3 about 

incentive mechanisms in blockchain networks. 
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Figure 4.6. Digitization of documentation with Distributed Ledger Technology. (Source: FlureeDB) 

The potential positive outcomes for digitization of documentation as found in interactions with 

documentation experts within the organization: 

 Reduction of delays of documentation arrivals. 

Whereas traditional trade documentation requires courier services that could lead to theft or 

loss of documents along the way and a relatively long lead time, documentation based on 

blockchain technology could result in instant transfer of authentic documentation to be signed 

off by all respective parties alongside the way. 

 Reduction of human errors and fraud. 

Mistakes in documentation may lead to damages incurred by parties within the supply chain, 

whether the mistakes have been intentional (fraud) or unintentional. The digitization of the 

document parameters allows for an easier check of errors in the input data as compared to 

the paper documents that are still being used in the modern day supply chain. 

 Visibility into documentation procurement. 

The digitization of documentation gives way for more detailed information on how the 

documents are set up and by whom. The digital signature is more difficult to forge than 

traditional signing methods and, if accepted by legislation, gives more authenticity to the 

process. This change of process allows for more precise benchmarking of documentation and 

its potential effects on the respective supply chain transaction for which the documents are 

meant. Missing or wrong trade documentation can then immediately trigger a system 

response and log the situation appropriately. 

 Increased international compliance. 

Direct communication over the same document with regulatory authorities that monitor 

international compliance of a shipment allows for an increase in following proper procedures 

and a reduction of errors and missing documentations for a respective shipment. 

In an article by the World Bank, the Holy Grail for customs and other border agencies is mentioned as 

a set of trustworthy documents that accurately describe the nature of the goods shipped, their 

conformity to the required standards, the inspections and authorizations that they have undergone, 

any transformations done through processing, and the changes of hands along the supply chain for the 

purpose of conveyancing or re-packaging (Pugliatti & Gain, 2018). These authorities that are 

responsible for clearing the shipments through customs currently do not have all of this information 
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and the information that they do have available often still has to be verified. This verification can lead 

to delays in goods clearance and relatively high demands for resources of the government authorities. 

The big question now is what the added value of digitization through blockchain technology is as 

compared with existing and more mature database technologies. The secure audit trail that can be 

trusted to be complete from creation of the document onwards is a major asset for many different 

reasons. Errors in documentation can be traced back to the entity that made the error and fixes can 

be made by the responsible party in real-time. Fraud can be traced back along the same way and this 

allows for a better perspective on the ownership and management of the data and processes of the 

document itself. However, the technical infrastructure is still very new for this type of transactions and 

it is unknown how it will scale across time with a high number of participants on a standardized system. 

It is to be assumed that eventually the system will have to be standardized as it can be assumed that 

the regulatory authorities will not want to work with dozens of different platforms to offer their 

services. 

During the research, a problem has been stated by logistics service coordinators in the organization 

that a specific document required for import and export duty exemption, the ATR document, in certain 

cases had arrived later than the mode of transport did. This is one of the use cases where digitization 

of trade documentation through blockchain technology would remove the issue as the document can 

be requested digitally and signed by the respective customs authorities in real-time. Quantitative 

analysis of invoices and accessorial costs did not lead to a proper cost-benefit analysis. It is expected 

that the extra costs incurred because of storage of the container before pick-up by the customer has 

not been logged properly in the systems of the organization, as the total number of shipments that 

were flagged as late because of this missing document was lower than had been expected. Still, the 

replacement of courier fees with network transaction fees is assumed to be more cost efficient and 

errors in documentation would be reduced drastically through digitization. A decentralized platform 

that links the data of the organization to the respective customs authorities would require less hand-

overs and services from third parties to procure the documentation. 

A cost-benefit analysis has been done for the organization to try and gauge the costs made with 

documentation in their supply chain as the best potential value case for the organization. This analysis 

can be found in Appendix H of this report, but the data had to be omitted in the master thesis report 

due to the confidential nature of the data obtained for this analysis. The courier fees and 

documentation procurement fees that have been paid were found to be significant with regards to 

savings and properly confirmed the potential that blockchain technology has to improve trade 

documentation procurement and reduce costs incurred in the procurement process by digitizing trade 

documentation and using blockchain technology’s cryptographic functions to enable authenticity of 

interactions with data between the supply chain and the customs authorities. The general learnings of 

the cost-benefit analysis can be found in Appendix H. 

4.2.3.2 Customs and Trade Compliance 

 

The Customs and Trade Compliance department exists to ensure that all trade done by the 

organization is done in compliance with the applicable laws governing the import and export of goods 

in every country in which the organization conducts business. Trade compliance is the ability to meet 

global and local regulatory requirements that allow a company to import and export goods, 
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technologies and services. The goal of the department is to enable trade compliance and expedient 

customs clearance for the organizations products, equipment and technology. 

Specific trade agreements have rules that determine whether a product has been produced in a 

specific country or not, the origin of the good. Trade agreements are very intricate in what goods from 

which countries are granted duty reductions or exemptions. Long term supplier declarations are 

documents that are to be issued by the supplier of a certain product to prove where the origin of the 

product lies. Conditions are set within the free trade agreements for products and if these are met, 

duty reduction can be requested. Products that are compliant with its respective free trade agreement 

are called preferential products. In general, products have to fulfill the general requirement that goods 

be wholly obtained or have undergone specifically determined working or processing in whichever 

country is concerned in the free trade agreement (European Commission, 2019). Blockchain 

technology could increase the traceability of products within a supply chain and reduce the potential 

for fraud with the origin of the products to get around customs duties. The immutable ledger of 

transactions for the product can be traced back to discover malicious behavior and it allows for 

regulatory authorities to perform more thorough audits as the data that can be audited can have an 

immutable change log indicating where the fraud has originated from and by whom it has been 

committed. 

Capturing all events of a shipment in a blockchain would allow for all product data to be handed over 

and consequently be available for potentially all participants from origin to destination in a supply 

chain. As the manipulation of historical data is virtually impossible on a blockchain based on a proper 

consensus mechanism, regulatory authorities can be certain that the data that is shared amongst all 

participants in the supply chain is the same data that has been provided per stage by the participant 

responsible for the good at that stage of the shipment. This originator of the data has its own public 

key within the environment that can be held accountable for the data provided and the information 

does not have to be reproduced and provided on demand by other stakeholders and more specifically, 

the regulatory authorities and customs. This data can be very useful for both the regulatory authorities 

as for each stakeholder in the supply chain as it can be proven that organizations are following 

sanctioned party lists, embargos, and licenses for specific products. Current IT solutions that are 

available for organizations can already automatically block orders from being fulfilled to countries or 

parties that should not have access to that specific kind of product, but blockchain technology could 

provide even more transparency for organizations and regulatory authorities to work together in 

ensuring that the trade conducted by the organization is compliant with all global and local regulatory 

requirements. 

4.2.3.3 Supply Chain Finance 

 

The nature of blockchain technology lies in the execution of transactions between participants of the 

decentralized ecosystem. Most of the action in the early years of the technology have had their focus 

on finance and more specifically, on cryptocurrencies. These advances that have been made on the 

finance aspect can also be used within the supply chain domain where there are many cash flows 

between many different stakeholders in one single supply chain. This is the Supply Chain Finance (SCF) 

domain and has been defined as follows (Pfohl & Gomm, 2009): 

An intercompany optimization of financing through integration of financing processes with supply 

chain partners. 
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It is used to optimize the allocation of financial resources in the supply chain and the financial flows to 

improve the financial situation for both parties in the financing process, leading to higher profits and 

cost reduction in company financing (Omran, Heines, Hofmann, & Henke, 2017). Two major 

possibilities for participants to utilize SCF and to cooperate for effective capital allocation and 

management within the supply chain is through reverse factoring and dynamic discounting (Popa, 

2013). Together with the potential for cross-border payments and smart contract payment 

automation, blockchain technology can boost SCF effectiveness in organizations in many industries. 

In the reverse factoring process, financial institutions purchase account receivables from high quality 

buyers and collect credit information to calculate the credit risk for selected buyers (Klapper, 2006). 

With most of the organizations in the chemical industry being on both sides of the line as both buyers 

(of raw materials and intermediate products) and suppliers (of intermediate products and finished 

products), this buyer centric process has to be viewed from both perspectives. Buyers in the supply 

chain set up these reverse factoring arrangements for extension of payments and for holding cash for 

working capital optimization (Omran, Heines, Hofmann, & Henke, 2017). These arrangements are all 

based on the buyer’s credit and information sharing with the single window of truth that could be set 

up with blockchain technology can form a key basis for the relationships between buyers and suppliers 

and the collaboration through transparency and automation (Hofmann & Belin, 2011). 

Dynamic discounting helps to optimize the cash flow by dynamic invoices in buyer-supplier relations 

(Nienhuis, Corte, & Lycklama, 2013). The earlier the payment for the goods is done, the greater the 

discount given on the total payment. This allows for both parties to agree on potential earlier payments 

leading to win/win situations for both organizational cash flows. Digitization of this payment structure 

can be done with blockchain technology as smart contracts can be made to facilitate the earlier 

payment through direct real-time payment. It allows for an extra form of interaction between buyer 

and seller, and the platform can facilitate a more fluid interaction for ordering and invoicing. 

Blockchain technology allows for cross-border payments that are instantaneous and not dependent 

on currencies and their volatility. With fiat currencies remaining the medium of exchange for 

commercial transactions, currency risk exists within these transactions. Currency risk is the financial 

risk of adverse movements in the exchange rate of the denomination currency in relation to the base 

currency before the date when the transaction is completed (Moffett & Stonehill, 2009). Organizations 

can be trading with over a hundred different countries and the potential for one currency that does 

everything with a proper audit trail and allows for real-time payment to anyone living anywhere on 

the globe would be very helpful. Organizations can either choose to develop their own form of digital 

currency and getting it adopted within their supply chain or they can choose to develop platforms 

around established protocols that are being used already. 

Smart contracts allow for instant payment when specific requirements of the contract have been met, 

reducing the need for credit and the financial risks it might create. Informational asymmetries can be 

reduced by financial arrangements in the supply chain and the sharing of real-time data between 

different stakeholders within the supply chain. Financial advantages are possible for all parties 

concerned in the transactions as there will be more information available and the ledger of 

transactions is open to all participants. It is possible through masking of transaction participants that 

the flow of cash cannot be traced back to competitors and competitive advantages and contractual 

obligations can be kept as confidential. 
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4.2.4 Industry 4.0 
 

Many of the value adding constructs of blockchain technology are part of the transformation of the 

industrial processes deemed the Fourth Industrial Revolution, or Industry 4.0. The term has been 

coined by the founder of the World Economic Forum, Professor Klaus Schwab, in his book The Fourth 

Industrial Revolution. Industry 4.0 is characterized by a range of new technologies that put together 

aspects of all disciplines, economies and industries together in digital networks that improve 

organizational efficiency and asset management. It introduces the IoT sensors and devices to turn 

industrial processes into smart industry with the monitoring of mechanisms by tightly integrated 

algorithms and software, leading to cyber-physical systems that are able to communicate and work 

together (Rossow, 2018). The decentralization aspect of blockchains can be used within this revolution 

to provide a more efficient line of communication on all data flows within the industrial processes as 

the ledger of transactions will be used for data management channels to all stakeholders per data 

providing entity. Blockchain technology can be used to establish trusted and interconnected networks 

of data flows with supply chain participants responsible for the input and/or output of the process. 

Smart industry can be linked to the respective supply chain to ensure that all information on the 

product that is to be shipped can be linked to the respective product by all stakeholders in the supply 

chain. This leads to a data trail of the product for all entities to trace back what has been done with 

the product by whom. Through decentralization of the asset management and its operations, manual 

labor can be reduced within the plants while more data becomes available on all assets and the 

products that they have produced. Asset maintenance within the organization can be decentralized by 

adding sensors to all assets measuring for potential damages that can automatically trigger corrective 

maintenance and maintenance of safety stock for the respective spare parts that have to be available. 

Blockchain technology allows for distributed ledger keeping of this maintenance and participants 

outside of the legacy platforms can be made aware of specific asset statuses and eventual triggers for 

maintenance to be done. Opening up these industrial processes and streamlining their data flows can 

lead to large efficiency gains and a better overview of what is happening in these processes. 

4.2.5 Example of Blockchains Value in Supply Chain Management: International Trade 

 

 
Figure 4.7. International Trade information flow. (Source: Accenture)  

In the process of exporting and importing goods, there are ten different data flows between entities 

in the supply chain. Each of these data flows has its own documentation protocol, set of legal 

obligations and stakeholders included. For each of these data flows, the potential added value of 

implementing blockchain technology is researched as well as the added value compared with solely 
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digitizing the interactions. Most of these processes require many human-to-human actions for 

fulfillment and this is where both digitization and more specifically, blockchain technology can assist. 

The immutability, transparency, automation, and data security provided by the technology together 

with the need for liability management through documentation make blockchain technology a proper 

fit for management of interactions and transactions within international trade. Per information flow, 

the interaction, the current digitization efforts and the blockchain technological potential is discussed. 

1. Exporter → Exporter’s Bank/Insurer 

Interaction: The exporter receives the purchase order from the importer and sets the process 

in motion for the Letter of Credit (L/C) with the bank that is linked to the exporter. Depending 

on the Incoterm, exporters insurance might have to be settled for the shipment. Most of 

international trade is being conducted on an open account basis in which payment for the 

goods is accepted by the exporter after delivery of the goods to the buyer (ICAEW, 2019). This 

may leave the exporter at risk and therefore, credit insurance can be requested of the 

exporter’s insurer to cover against non-payment by the buyer. 

Digitization: Financial platforms are currently already being used to facilitate the L/C process 

and to sign up the shipment to be insured. These platforms are still very much centralized and 

backed by the banks and insurance companies acting as intermediaries.  

Blockchain: In the interaction, the documents are checked for consistency by the bank (and 

insurer). The exporter is paid by its bank when the payment is received from the bank of the 

importer. The transaction itself can become more digitalized with blockchain technology and 

insurance payments can be automated through smart contract utilization. Digital payments 

can be more streamlined and less dependent on third parties, which gives more transparency 

to the exporter as the purchase orders and invoices can be trusted more with the immutability 

of the digital ledger. 

 

2. Exporter → Export Customs 

Interaction: The exporter has to set up the export declaration for customs. The exporter may 

have to indicate the origin of the goods that are to be exported through a Certificate of Origin 

in the case of treaty arrangements and duty rates. An export packing list is set up that includes 

the quantity of the goods, a description of the goods exported, and the weight. This interaction 

serves to get the export customs clearance to allow the goods to leave the country of origin. 

Digitization: It is very important that the exporter’s declaration is filled in correctly, the 

digitization of this interaction with the customs authority provides a better overview of all data 

points that are necessary to communicate, as compared with the traditional paper method.  

Blockchain: The technology has the potential to provide customs with the same overview as 

the other participants in the transportation process and approval by customs and subsequent 

release for the shipment can be done with it being proven that the shipment is approved by 

export customs through the authenticity of their digital signature. This reduces the possibility 

of fraud in documentation and facilitates easier hand-offs of information. 

 

3. Freight Forwarder → Exporter 

Interaction: The freight forwarder accepts the booking request of the exporter and the 

forwarder keeps the exporter up to date on where the shipment is in term of transportation 

stages, as well as the nomination of carrier and the subsequent costs of transportation. 
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Depending on the Incoterm set for the shipment, these transportation costs have to be taken 

care of by either the importing or exporting party. 

Digitization: Much of the digitization has already taken place in this regard through freight 

forwarder platforms that show most of the important data and milestones of the 

transportation legs. However, the value of the information is very much depending on the 

technical infrastructure of the freight forwarder and the nominated carrier. No standards have 

been set to ensure the same supply chain visibility over all carriers. 

Blockchain: In the current situation, the exporting party is very much dependent on the 

technical infrastructure of the freight forwarder. Automation could be done with sensors and 

geo-fencing with blockchain technology providing this single window of truth and the 

immutability together with the change log adds transparency to the information provided on 

the transportation process. This combination of IoT and blockchain technology opens up the 

potential of the sharing of real-time data between different entities in the supply chain with 

the knowledge that what is posted on the blockchain is the same visibility for all participants 

of the network. 

 

4. Freight Forwarder → Importer 

Interaction: The freight forwarder sets up the documents for the customer to be able to let 

them or their nominated carrier pick up the goods at the destination as specified in the sales 

contract through the incoterms. The most important information that flows from here is the 

transfer of the Bill of Lading (B/L), which indicates ownership of the goods shipped. 

Digitization: These documents are nowadays mostly being transferred through courier 

services, with the risk of fraud and loss/theft of trade documentation as well as incurred costs 

for these services. Digitization of the B/L has already been done and this is called an express 

B/L (or a waybill/sea waybill). This removes the time needed for issuance of a B/L and avoids 

delay to cargo clearance/delivery and costly demurrage charges in the case of containers 

waiting to be delivered. However, usage of express B/Ls has to be specified before it is to be 

used as it has extra costs that will be incurred when the electronic message is requested. 

Blockchain: Blockchain technology mostly adds authenticity of digital communication in this 

information flow. The importer might have to arrange own transport from port to door and 

proper information on the shipment and where it will be at what time will assist in getting the 

carrier to pick up the shipment. Data sharing and the single window of truth can be done with 

the nominated carrier from port to door and that would remove a lot of communication from 

the process that otherwise would be done through human interaction. No ambiguity is 

possible on the data provided and the authenticity of the digital document can be proven 

through cryptographical proof. 

 

5. Export Port → Carrier 

Interaction: The export port has to approve the loading plan as set up by the carrier and set 

everything up for the loading of the vessel. Depending on the Incoterms of the shipment, the 

carrier could provide trucking services to the port and the unloading has to be planned and 

communicated with the export port. The export port has to communicate to the carrier what 

containers can be found where for the loading plan to be conducted.  

Digitization: Many of the larger ports already have large platforms on which all parties that 

have to conduct business with any port authority can provide information as well as find 
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necessary logistical information for the shipment(s). The Chief Operating Officer (COO) of the 

Port of Rotterdam Authority, Ronald Paul, has stated that digitization should be embraced by 

the ports as it is a prerequisite for the data revolution for logistics, with them already investing 

more than 100 million euros in its digital infrastructure and the set-up of the port community 

system Portbase (Paul, 2014). Efforts are definitely being made for digitization of ports. 

Blockchain: Blockchain technology can add to this movement towards digitization by 

establishing trust between the port network for securely sharing information and increasing 

efficiency in the port processes. Specific containers or products will be easier to track and trace 

within the port and the real-time access to the information of others reduces the need for 

manual human interventions, making the port operations more streamlined. 

 

6. Carrier → Freight Forwarder 

Interaction: The carrier is nominated by the freight forwarder to do the shipment and sets up 

the B/L prior to the shipment start. Once approved, the B/L is issued. The carrier has to keep 

the freight forwarder up to date on important milestones in the logistical process. 

Digitization: As mentioned before, express B/Ls do exist. However, they are not used within 

the organization as much as has been desired so far by management. More of a focus should 

be put on usage of this form of e-documentation. Most carriers are currently interacting with 

freight forwarders and direct customers through their own visibility platforms that are linked 

to sensors obtaining data and sending it through Electronic Data Interchange (EDI) possibilities. 

Blockchain: The nomination of the carrier could be handled automatically and linked to the 

B/L set-up process of the freight forwarder. All data concerning the logistical process can be 

provided with certainty that all participants of the network are seeing the same data and 

permission-based sharing allows for a data view tailored to each participant. Authenticity of 

interactions increases with the blockchain technology cryptography possibilities. 

 

7. Import Port → Carrier 

Interaction: The import port receives the cargo manifest from the carrier and has to arrange 

the loading and unloading process for the vessel that will be arriving from the carrier. The 

carrier has to receive instructions where to navigate in the import port. All port logistics and 

the information streams have to be streamlined to decrease the cycle times per process and 

to decrease the administrative efforts and documentation required to get the goods in and 

out of the port as simple and effective as possible. 

Digitization: Many of the busiest ports already have their platforms for carriers to check what 

to do, where and at which time. The PIN code to pick up particular containers is now still being 

sent by different ways in each port. E-mail, text message, fax, and more. Mainly, European 

ports are focusing on differentiation through focusing on emerging technologies. Digitization 

efforts are being made, but it is a slow process for most ports. 

Blockchain: Blockchain technology enables rights transferal between parties in a way that 

cannot be challenged. The digital rights system on blockchain technology ensures that 

whenever ownership of a container is transferred, the recipient of the right to the container 

can be certain that the sender of the rights no longer owns it. Possibilities like these open up 

with this distribution of the database and the decentralization potential may improve the 

possibilities of mainstream adoption in all ports as standardization of protocols without third 

party benefits may be easier than with costly applications and procedures. 
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8. Exporter’s Bank/Insurer ↔ Importer’s Bank/Insurer 

Interaction: If L/C payment is used, the L/C will be issued by the importers bank to the 

exporter’s bank to ensure that the funds are available for the sale to be done. The bank of the 

insurer has to assess the transaction that will take place between the exporting party and the 

importing party to see whether there are any risks involved with the transaction. The same 

assessment will be done by the insurance companies linked to the transaction. Forfaiting can 

be done where a bank buys the export transaction by paying the exporter for the goods and 

becomes a forfeiter, effectively providing security to the exporter. With forfaiting, the bank 

takes an even more important role in the import/export process as their stake in the 

transaction has increased massively.  

Digitization: Much of the interaction between banks and insurers in the import and export 

process is already being done through digital interactions. Many of the banks and insurers have 

their own portals to work with, but each of them have their own way of working and standards 

have not really been set. 

Blockchain: Blockchain technology can set up a distributed ledger between the banks and 

insurance companies for them to exchange information with regards to compliance, 

compliance checks and other exceptions that might lead to payments not being completed. 

An interbank blockchain project by the bank JPMorgan has already recruited more than 70 

banks worldwide for this (Finextra, 2018). In the insurance business, it is mostly startups and 

single insurance companies researching and developing in the blockchain technological 

domain. 

 

9. Importer → Import Customs 

Interaction: The importer has to hand over the documents to the customs authority. An import 

declaration has to be lodged by either the importer or a representative acting on its behalf. 

This is a document that lists the details of the goods that are being imported, which is used to 

clear imported goods from customs control by checking whether the good might be a threat 

to national security and/or a duty exemption applies in the specific situation. 

Digitization: Digitization of this documentation reduces the probability of delays and errors 

being made in the trade documentation. A handful of customs authorities around the world 

have been working on providing platforms for digital documentation. An example of this is the 

DigiChambers platform by the Belgian Chamber of Commerce. 86 percent of the Certificates 

of Origin provided by the Belgian Chamber of Commerce in 2018 has been provided through 

this digital platform (Beci, 2018). In some cases, self-assessment for customs can be done when 

electronic customs, or E-Customs, is used within the process by one of the parties involved. 

Blockchain: Blockchain technology provides more authenticity of the document with the 

immutable transactions and the cryptographic methods used to determine who did what with 

the goods that are transported. More on the potential for trade documentation on platforms 

backed by blockchain technology can be found in the corresponding chapter on 

Documentation. 

 

10. Importer → Importer’s Bank/Insurer 

Interaction: The importer has to have its bank to provide funds to pay the liabilities of the 

shipment to the exporter as has been agreed to and specified in the sales contract as well as 



67 
 

the invoice that has to be paid. The importer has to order issuance of the L/C and eventually 

do the settlement of the payment. 

Digitization:  Digitizing L/Cs is already being done over the last years, but there has not yet 

been a definitive substitute for the lengthy process with the multiple parties involved. 

Blockchain: The signing of the L/C by all different parties involved is a very time-consuming 

process and that could be replaced by the identity management potential of blockchain 

technology. The process requires 27 different documents to be exchanged among the different 

parties and signatures are needed from both the importer and exporters bank (Altervista, 

2018). Having a single window of truth and authenticity from digital signatures can reduce the 

number of documents, the costs incurred and the financial risk for the exporters and importers 

by providing a better overview of the process. 

This international trade example shows the intricacies that lead to the need for documentation to 

facilitate the interactions. Digitization of these documents is being done, but quite far from being 

implemented as standards within the sector. Blockchain technology allows for many of these 

documents to be accessible real-time and without the need for costly courier services. Authenticity of 

the document as well as its linked parties can be proven through cryptographic algorithms and it can 

be made certain that all parties are accessing the same document with the same information through 

the single window of truth as compared to traditional digitization of documentation through platforms 

of one or more entities in the supply chain. The best-case scenario for international trade interactions 

to be facilitated by blockchain technology would be through a decentralized industry standard that 

allows all regulatory authorities necessary for the interaction to give real-time approvals and to provide 

visibility over the whole process from exporter to importer. 

4.3 Research Question 3: Incentive for Participants 
What incentive leads to participants in the organization´s supply chain to share their information 

properly on a blockchain? 

Any form of change in processes requires change management to have the participants in the change 

understand what the change is for and why they should follow along with the changes made in the 

processes. For this to happen cross-industry and also across different organizations, the incentives for 

each and every participant in the network have to be clear as day. It is very important that these 

incentives are set up appropriately with regards to those that participate in the network that will be 

created with the inclusion of blockchain technology in the application as well as with regards to the 

mechanisms utilized within the technology.  

4.3.1 Network Participants 
 

Blockchain technology depends on getting everyone to cooperate in the network on which it operates. 

There has to be an incentive for nodes in the network to check whether everyone is conforming to the 

protocol set up for the blockchain. However, there also has to be an incentive for all participants to 

share their information properly and to not manipulate any inputs to the system. Even though the 

system is auditable and changes can be seen, there has to be an incentive for every participant to give 

their information truthfully. Situations might arise that one party would benefit from changing inputs 

to the database and a system should be set up to ensure as much as possible that everyone shares 

their information truthfully and properly on the blockchain that could potentially be implemented in 
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the organization. Company X works with many different companies and customers in many different 

industries. All of these participants in the supply chain have their own standard operating procedures 

and would have to change the way they operate with regards to data. This change can only be managed 

by having the solution provide a proper incentive for each participant to share their information 

truthfully. 

Many of the processes within supply chains and supply chain management are based on the concept 

of trust. Every participant trusts one another that the other parties will fulfill their end of the bargain. 

Consequences of not doing so are encapsulated in contracts between different entities. The moment 

that two parties do not directly trust each other, intermediaries are booked to work around this lack 

of trust. These intermediaries act to facilitate proper behavior according to the set guidelines of an 

industry or the agreements that have been made during negotiations. 

Within the technology, the consensus mechanisms are merely there to guide the different databases 

to the one single window of truth. It provides incentive to the miners to validate the transactions 

according to the rules of the game. The incentive to the miners has the sole goal to ensure that there 

is more cost than there is benefit by acting against the set blockchain protocol.  

A good example of this situation is the L/C trade document that is used in logistics. Entity A requests a 

written approval of a bank that Entity B can actually pay the set amount in the contract for a shipment. 

The creditworthiness of the other entity is checked by the intermediary that is the bank and the liability 

is set according to this document. The bank replaces the lack of trust in that the other party will actually 

pay the amount as has been negotiated in the contract that has been signed by both parties. 

4.3.2 Internal Data Silos 
 

Many different platforms within the supply chain and logistics departments of the organization are 

working with silos and permissions to be able to gather the data required. Situations occur where e-

mails and phone calls are necessary within the organization to be able to get the required data for a 

proper view on the current situation of a shipment. Breaking open these silos within the organization 

would enable an E2E view for every participant within the organization and outside of the organization, 

which in itself enables interventions to increase supply chain efficiency. Comments have been made 

by the focus group in their responses to the questionnaire that they found that a lot of the data is 

available within the organization, but can only be reached by unnecessary queries and e-mails to those 

within the network that can actually obtain the data.  

4.3.3 Crypto Economics 
 

Incentives have to be set and together with the cryptographic possibilities that exist within blockchain 

technology, the construct of crypto economics is introduced. Ethereum developer Vlad Zamfir has 

defined crypto economics as follows (Zamfir, 2015): 

A formal discipline that studies protocols that govern the production, distribution, and consumption of 

goods and services in a decentralized digital economy. Crypto economics is a practical science that 

focuses on the design and characterization of these protocols. 

Cryptography is used to prove properties about transactions that have happened in the past in the 

ecosystem and economic incentives are defined in the protocol to encourage to hold these desired 
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properties of transactions in the future. There are three different uses of cryptography in the 

blockchain domain: hashes, signatures, and zero-knowledge proofs (ZKP) (Buterin, Introduction to 

Cryptoeconomics, 2017). 

 Through the usage of hashes and the cryptographic hashing functions, the topological order 

of the blocks and the transactions they contain as they are validated on the blockchain is 

proven. The link of the block and the hash of the previous block acts as a way to verify whether 

the topological order of the blocks is still as they were in the history of the blockchain.  

 The digital signatures in the transactions and in the block prove the identity of the sender of 

the transaction or the block. These digital signatures are cryptographically secure by detecting 

and preventing external tampering and they provide validation and authentication of users 

within the ecosystem. It is common to use Public Key Cryptography (PKC) for this, which works 

as follows:  

A public and a private key is provided. The first hash is produced of the original data and then 

the private key is used to encrypt that hash. The encrypted hash is attached to the original data 

and the public key can decrypt this hash through the mathematical link between the public key 

and the private key. The hash can then be used to check the data and allows for an authentic 

check of who signed the data and that the data that was signed has not been altered (Hill, 

Chopra, & Valencourt, 2018).  

 ZKPs allow for one party to prove to another party that they know a specific value, without 

conveying any information apart from the fact that they know this specific value. No secret 

information is revealed whilst proving the knowledge and thus, no trust is needed in the other 

party that has to be persuaded in that you know the specific value. The ZKP is used as a proof 

of statement for the verification of every transaction without revealing those that are doing 

the verification what the transaction is about.  

For a ZKP to work, it needs to satisfy the following properties (Baumslag, 2015): 

o Completeness:  If the statement is true, the honest verifier will be convinced  

of this fact by an honest prover. 

o Soundness:   If the statement is false, no cheating prover can convince the  

honest verifier that it is true, except with some small 

probability. 

o Zero-Knowledge:  If the statement is true, no verifier learns anything other than  

the fact that the statement is true. 

With these cryptographic tools to our disposal, the need for trust can be minimized and physical 

interactions can be mimicked in digital transactions that take place in the ecosystem and will be stored 

in the blockchain. Even if it is necessary for the data to have operations performed on it, the 

homomorphic encryption possibilities of blockchain technology allow for it. Homomorphic encryption 

allows for data to be used for complex mathematical operations without compromising the encryption 

and the output will also still be encrypted (Rouse, 2011). With the obfuscation of the data, the risks for 

data theft of the database are reduced drastically. The removed necessity of safe keepers of trust 

within these networks has to be picked up in the newly formed decentralized digital economy with 

these protocols. 

As there are four different types of blockchains, the crypto economics involved with an application of 

blockchain technology differ based on the type of blockchain that is used. First, public and private 
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blockchain incentives are analyzed and after that, the incentives for permissionless and permissioned 

blockchains are compared. 

4.3.4 Public and Private Blockchain Incentives 
 

There is a differentiation in incentive mechanisms between public and private blockchains. The degree 

of trust and how trust is established in the ecosystem is directly impacted by the level of openness and 

access by new participants. In a private blockchain, those that can provide access to new participants 

can actually determine the risk of malicious behavior by the participant before actually allowing access. 

Public blockchains can be joined whenever the software to run the blockchain by itself is downloaded 

and a wallet is linked. The incentive mechanisms that have to be used is very much depending on 

whether the blockchain that shall be used is public or private. Both perspectives are to be discussed. 

4.3.4.1 Public Blockchains 

 

A public blockchain is a shared-resource system where there is no specific screening of the individual 

users that will participate in the system. The risk of the “Tragedy of the Commons” occurring is quite 

high. Tragedy of the Commons is a term commonly used in social sciences and more specifically in 

game theory to describe a situation where individual users that are acting independently according to 

their own self-interest behave contrary to the common good of all users by depleting or spoiling that 

resource through their collective action (Hardin, 1991). In current supply chains, trade documents and 

contracts are used to ensure that participants in the ecosystem listen to the rules of the ecosystem 

and deliver according to promises made. This will be more difficult in public blockchain ecosystems 

that work pseudonymous with public and private keys and no direct connection with the person behind 

the keys. More action has to be undertaken to guide those that participate in the network to not act 

according to this tragedy of the commons. Incentives have to be set on all processes to guide the 

participants, of whom it is assumed that they act rationally, towards appropriate collective action. All 

participants of the network are mutually distrustful towards one another and the consensus 

mechanism has to include incentives to have all participants remain honest during their network 

participation. 

4.3.4.2 Private Blockchains 

 

In an ecosystem where the influx of new participants can be controlled, the role of incentives is 

significantly less than is the case with public blockchains. A centralized authority is to be trusted to 

identify the participants and grant them the credentials for the network, after which they can use these 

credentials to authenticate their identity. This resembles the current-day enterprise legacy system the 

most. The access control on the blockchain makes it easier for participants that have the authority to 

add new participants to determine whether these new participants are most likely going to follow the 

set protocol and will not attempt to act against the system to become better off themselves. However, 

whenever the quantity of agents within the ecosystem far exceeds the ability to do compliance checks 

and maintenance of trusting relationships with those in the system, the scalability of the rules of access 

has to be checked and crypto economics are required for that. 
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4.3.5 Permissionless and Permissioned Blockchain Incentives 
 

Another perspective that requires a different way of working with incentives is the difference between 

whether the blockchain is permissionless or permissioned. The ability to add transactions and update 

values in the network requires a different approach towards incentivizing those in the network to not 

act against the network value. It is important to distinguish incentive mechanisms between these two 

types of blockchains in order to efficiently determine how to incentivize good behavior on the network. 

4.3.5.1 Permissionless Blockchains 

 

In permissionless blockchains, there is a large group of actors within the network that try to access it 

and modify/update data. This leads to an increased need for proper incentive mechanisms within the 

network to ensure that all of the posted transactions are following network protocol. A win/win 

situation has to be created as it is necessary for both the network operations and the participants of 

the network to make sure that malicious behavior does not lead to gains in the self-interest of a 

participant that has the means available to disrupt the network. 

4.3.5.2 Permissioned Blockchains 

 

In permissioned blockchains, the access control layer that is used in the network mitigates the risk of 

malicious behavior as there is more of a check on who can do what. Economic rewards for the mining 

process are not provided in these blockchains. As stakeholders opt-in the network and have to be 

preapproved before they can run nodes and execute smart contracts, a better overview of the motives 

of participants to work along with the protocol can be set. That does not mean that malicious behavior 

cannot occur though. The identities of the participants are known, but wrong data can be added to the 

database if it would lead to benefit of the participant and the security layer of the network is not 

working sufficiently. Maintenance of the network consists of keeping trusting relationships with all 

participants in the network. However, if the quantities of agents in the network far exceeds the abilities 

available through compliance checks and maintenance of these trusting relationships, the scalability 

of the rules of access have to be checked requiring crypto economics after all. 

4.3.4 The Perspective of the Organization 
 

The best way to look into the current problems with incentives for the organization is the IBM/Maersk 

TradeLens project. The organization has been actively participating in this pilot and there are lessons 

to be learned from how this project has been struggling ever since it has started. It has even been 

publicly rejected by two other container shipping lines CMA CGM and Hapag-Lloyd (Anderson & 

Vogdrup-Schmidt, 2018). The problem with the application is that Maersk owns all the intellectual 

property and that both IBM and Maersk control the access mechanism of the system. This would lead 

to a power imbalance towards the other stakeholders that would join the network. Also, the incentives 

of the network are rather unclear as it now only promises faster shipping with lower cost, what is done 

with the data? IBM and Maersk still have to be trusted to do nothing else with the data other than 

using it for the general good of the ecosystem. This imbalance should be solved by codification of the 

rules of access by removal of the leaders and adding on-chain governance, subsidizing the cost of the 

network for training, migrating of data and the running of nodes by using block rewards and 

transaction fees. It is only when making the system completely decentralized that it would seem fair 

for other potential participants to be incentivized to join the network. 
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Most of the enterprise applications that are currently being developed are private permissioned 

blockchains that are built around a central entity that controls what can be seen by whom. Lessons are 

to be learned from what Maersk has been doing together with IBM, but a change in perspective has to 

be taken by the larger corporations. A decentralized application that is started by a central entity 

reduces the positive effects that the technology has to offer for changing supply chains. Organizations 

have most to gain by developing and/or interacting with other stakeholders in the supply chain without 

intermediaries or stakeholders controlling the network, as you would be replacing a centralized 

network with a centralized network built on a decentralized technology. 

4.4 Research Question 4: Smart Contracts in Supply Chain 
What is the effect of smart contracts on the organization’s supply chain negotiations and operations? 

The smart contract functionality of blockchains allows for objective measurements of performance 

and triggering of events, such as payment of invoices or release of trade documents. These extra 

options for negotiations and operations will have an effect on how organizations will interact the 

moment that blockchains would be adopted as a database structure across industries. The effects that 

could occur because of this change is unknown and has to be known before being able to advise the 

company on what position would be smart to take on the implementation of blockchain technology in 

the organization and thus, the potential of smart contracts to change their way of working and 

potentially adding a competitive advantage within the industry. The supply chain domain is very 

suitable for automation through smart contracts and the potential for new business value is high. 

4.4.1 Traditional and Smart Contracts 
 

In order to properly establish the added value of the smart contract functionality, a comparison with 

the traditional contracts that are currently being used by governments and corporations has to be 

done. The following two definitions of traditional contracts have been defined: 

1. A traditional contract is an agreement creating obligations enforceable by law (Beale H. , 

2018). 

2. A traditional contract is the law based on liability for breach of promise (Beale H. B., 2008). 

These legal obligations can encompass many actions to be undertaken by one or more of the parties 

that are part of the contract that has been set up. The contract is a mechanism for situations in which 

promises fail to materialize or are not performed, or expectations based on a promise are not met 

(Herian, 2018). It leads to a situation of “If you do not … Then …”  and that situation was seen as 

valuable for automation by Nick Szabo back in 1994 leading to the principle of smart contracts. As the 

technologies required to make that happen were non-existent back then, it has merely remained a 

concept. The single window of truth that has been made available through DLT and the development 

of the Ethereum protocol has opened up the smart contracts functionality in blockchain protocols. It 

has to be noted that the Ethereum protocol no longer is the only platform that allows for the use of 

smart contracts, but it remains to be one of the most widespread used protocols that enables the use 

of smart contracts. 
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4.4.2 Benefits of Smart Contracts 
 

This digital form of agreement allows for execution of the promises made through modern systems 

and applications. This leads to the following benefits as compared with traditional contract 

management: Automation of processes and agreements, increased transparency, and increased 

process fairness. 

4.4.2.1 Automation of Processes and Agreements 

 

Smart contracts have the potential to automate processes and resolutions between parties in a 

supply chain, whereas current contract management requires a lot of work and is dependent on the 

human factor that could very well have a bias in its decision making. Even with successful and 

properly carried out agreements, it is still very much dependent on trust in the respective parties to 

fulfill their promises. Smart contracts allow for automation of processes as compared to traditional 

contracts. The “If X Then Y” statements in a smart contract do not require manual work in triggering 

events, whereas traditional contracts require the human factor to follow up in potential violations of 

the legal obligations set within the contract. Penalties and payments can be paid immediately in the 

case of set thresholds from the smart contracts are met and IoT sensors can assist in guiding these 

triggers. Payments and insurances can be handled instantly and verified with certainty in the identity 

management of all participants. 

In the Industry 4.0 aspect discussed in the previous research question, there are a lot of Machine-to-

Machine (M2M) interactions for which this automation aspect is a must-have. Material and financial 

flows can be orchestrated to follow along each other and the contractual clauses can be self-enforced 

by the machines. This minimizes the need for trusted intermediaries between the transacting parties 

(in this case the two machines) by following the business logic in code, allowing for objective review of 

the performance of the machines and payment for services delivered. The rapid increase of IoT devices 

in the industry has changed interactions with and between devices and machines. Figure 4.9 shows a 

heat map of IoT devices globally, indicating the massive amount of smart devices all over the world 

and most of them can be found clustered in the more developed countries. Data obtained through IoT 

can be handled through the advanced data analysis methods such as cloud computing, ML and AI; 

blockchain technology can also add to the possibilities for this data. The combination of these emerging 

technologies can be used for programmable commerce, which could open up more than $3 trillion in 

new business value and efficiency by 2030 (Cisco, 2018). Systems that are already in place within 

organizations, such as smartphones and Enterprise Resource Planning (ERP) systems, can be used to 

expand the supply chain capabilities for a more manageable and responsive network through the IoT 

devices and the data they provide. A report by Gartner from 2016 contains a prediction of 8.4 billion 

IoT devices would be used worldwide in the next year and up to 20.4 billion devices by 2020. Estimates 

by statista.com show that the number of IoT devices that are connected to the internet have already 

reached up to 23.14 billion (AmberRoad, 2019). The potential for these devices in supply chain 

management can be increased through the decentralization of the network and automated interaction 

between the devices and other networks. 
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Figure 4.8 and 4.9. Heat map of IoT devices and a heat map of ICS. (Source: Shodan) 

M2M interactions can be automated through smart contracts, as well as being shared with other 

participants in the network with certainty of the validity of the data that is shared. Utility of the devices 

can be paid for through tokens and/or cryptocurrency in order to go towards a more variable cost of 

the services delivered. In an industrial setting, there are Industrial Control Systems (ICS) working on 

vital processes that are depending on a centralized database transfer linked to the internet. These 

systems control industrial installations and machines and many of them are not doing this while being 

properly secured against hackers. Figure 4.10 shows the heat map of ICS deployed globally. Blockchain 

technology has the potential to encrypt the data obtained by the ICS, automate its operations through 

smart contracts and notify all stakeholders with valid data on its operations with better data security. 

This need for a high level of security for IoT devices and more specifically ICS can be derived from the 

results reported by the global cybersecurity company Kaspersky Lab, indicating that almost half of the 

ICS display evidence of cyber-attacks attempts on them (Kaspersky Lab, 2019). These vulnerabilities 

can have dire consequences as ransomware attacks could be attempted, which require specific 

payments have to be made before the infected system is released for continuation of the process. In 

April 2019, it has been reported by major news outlets that the chemical giant Bayer has been subject 

to a cyber-attack that has been detected in early 2018 and has been covertly monitored. The infectious 

software came from a Chinese hacker group and it is unknown that the total damage to the 

organization is (Weiss & Burger, 2019). Financial damages as well as the potential for customer 

shutdowns in cases like these can become incredibly high and therefore, this extra focus on security 

for smart industry machinery could lead to even more utilization of smart contracts in the case of M2M 

interactions within organizations. 

4.4.2.2 Increased Transparency 

 

The fundamental immutability of a smart contract through code is what gives the ability for the 

respective parties participating in the contract to execute them without having to trust one another. 

It also allows all parties to open up the information that is available within their interactions without 

having a dependency on centralized data. Many of the large corporations that are now depending on 

data as their main product have not been as careful with their data collection as has been desired so 

far. A good example of this is the Facebook-Cambridge Analytica data scandal where the English 

political consulting firm Cambridge Analytica Ltd improperly obtained personal data of millions of 

Facebook profiles without explicit consent of the users of the platform and used that data for multiple 

political attempts to influence public opinion, such as the presidential campaigns of Donald Trump and 

Ted Cruz (Davies, 2015) and the Brexit vote of 2016 (Cadwalladr & Townsend, 2018). Blockchain 

technology and its smart contract capabilities can help users to stay in control of their own personal 

data more as the decentralization of the network can also lead to more user control on where their 

data is kept, who has access for the data and for what purposes the data is used. This transparency in 
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data flows and data usage can be tracked, and smart contracts allow for action to be taken on data 

without having other people than yourself accessing the data. 

4.4.2.3 Increased Process Fairness 

 

The objectivity of smart contracts with its parameters on which it depends may lead to an increased 

process fairness as the distinction can only be made on the specified parameters set in deployment of 

the smart contract. A supply chain example is the tendering in projects where normally, human factors 

and biases are included within the process. Decentralized applications depending on smart contracts 

can determine the tendering based on objective parameters leading to a properly auditable process 

and more fairness and accuracy in the process itself. This would be positive for weaker participants in 

a network as there would be less emphasis on the political and/or financial power in the decision-

making process when based on more objective parameters. 

4.4.3 Limitations of Smart Contracts 
 

Smart contracts and their digital form still have a long way to go before they will be adopted in supply 

chain operations as there are still limitations that have to be tackled. The most important limitations 

of smart contracts are smart contract error handling, improper data quality, and legal validity of smart 

contracts. 

4.4.3.1 Smart Contract Error Handling 

 

The maturity of the technology also shows in the smart contract domain. Development in smart 

contracts is still mostly done in sandbox environments and there has not really been any industry 

standardization. As can be seen with the DAO hack, contracts based on code put even larger emphasis 

on the avoidance of mistakes in setting up the contract. Smart contracts on Ethereum are worse than 

even non-financial commercial code; as of May 2016, Ethereum contracts averaged 100 obvious bugs 

per 1000 lines of code (Vessenes, 2016). With the automatic responses by the network based on the 

smart contracts, errors can lead to disastrous results and the inflexibility of the contract leads to 

further issues down the road as it slows down the problem-solving process.  

Examples of mistakes that have been made in smart contract code (Gerard, 2017): 

Note: Ponzi schemes have been programmed on smart contracts in Ethereum. According to the creator of the Ethereum protocol, Vitalik 

Buterin, Ponzi schemes on Ethereum essentially are games where you can put an X amount of Ethereum in and get 2X the amount of Ethereum 

back out once enough future participants put even more Ethereum in (Buterin, Live example of "underhanded solidity" coding on mainnet, 

2016).  

 The GovernMental Ponzi was going to pay out 1100 Ethereum (ETH), but due to a coding error, 

this required more gas than the maximum possible gas for a transaction. The ether is now 

stuck there forever. 

 Many of these Ponzi schemes have ran out of gas due to bugs, such as the King of the Ether. 

 In the Rubixi Ponzi, there were errors in the code that were copied from other contracts and 

they allowed anyone to become the owner and take the money. 

 Ponzi’s where the payout would only commit to the creator of the scheme, as casual inspection 

of the code makes it look like it is merely a typo in a variable name. 
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Even though these are mistakes made in simple “games”, imagine mistakes like these being made in a 

supply chain context where shipments are very time sensitive, risks are much higher and the fall-out is 

larger for the organizations. Digital twins of assets could get stuck in limbo because of errors made in 

the smart contract code and that could lead to extra costs and/or delay in delivery. It is recommended 

to first develop in a sandbox environment before deployment on a wider scale in the production 

environment. Gaining experience in this field as an organization can lead to massive efficiency gains 

due to automation within the supply chain whenever the smart contract is working accordingly, but 

for now the lack of experience in enterprise with smart contracts is still one of the challenges before 

widespread adoption becomes feasible. In Appendix E of this report, different forms of contract 

vulnerabilities can be found that should be taken into account when developing and deploying smart 

contracts. This is not in the scope of the project, but added to the report for readers interested in smart 

contract development and/or development of centralized applications. Immutable and trustless 

contracts are the right fit when a contract is only needed for a short time or it is known ahead of time 

that there will never be any reason to change or improve it (Mudge, 2018). Therefore, potential use 

cases for smart contracts need to be cases where the code is relatively easy to implement and has a 

low probability of containing bugs. 

4.4.3.2 Improper Data Quality 

 

The data that is fed from the oracles to the smart contracts should be trustworthy as it serves as a 

bridge between the blockchain system and the physical world for which the system has been built. 

Lacking a substantive ecosystem of trustworthy data feeds within the blockchain system is widely 

regarded as a critical obstacle to smart contract evolution (Greenspan, Why Many Smart Contract Use 

Cases Are Simply Impossible, 2016). Automation of invoice payments should not be done unless it can 

be made certain that the thresholds for payment that are to be met will only be reached in case of 

actual delivery. Traditional contracts more or less still lean on human factors (sometimes in 

combination with technology) to determine whether the conditions for invoice triggering have been 

met as to minimize chances of paying the other party before all legal obligations have been met.  

4.4.3.3 Legal Validity of Smart Contracts 

 

The legal enforceability of smart contracts has so far been very limited. Disputes cannot legally be 

solved until a proper framework is set up that acknowledges the technical rules of smart contracts to 

be legally enforceable and binding to all parties that are part of the contract. The legal aspect of 

contract management in supply chain is a very important factor in determining the potential of smart 

contracts within the sector. Proof of ownership and creditworthiness are set in ink with these contracts 

and mistakes made in contracts can lead to massive damages for the parties involved in the interaction. 

Organizations should wait with implementation of smart contracts until they have been tested more 

thoroughly as part of the technology and deployment of such a contract should only be done whenever 

all parties involved are educated in the field. 
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4.4.4 Decentralized Applications 
 

The decentralization potential of blockchain technology can be captured by development of 

applications without a central authority. In the blockchain domain, Decentralized Applications are 

commonly referred to as DApps. DApps based on blockchain technology have four key criteria 

(Johnston, et al., 2015): 

1. The application has to be completely open source, it must operate autonomously and no entity 

should control the majority of its tokens. All changes must be decided by consensus of the 

users of the application. 

2. Data and records of the applications operations have to be cryptographically stored in a public 

and decentralized blockchain to avoid central points of failure. 

3. A cryptographic token has to be used for access to the application. Any contribution of value 

from miners has to be rewarded with the applications tokens. 

4. Tokens must be generated according to a standard cryptographic algorithm acting as proof of 

value for the contribution of the nodes to the application. The application has to provide a way 

of incentive alignment for use of the application by all key user groups. 

A DApp will run on top of the decentralized network to provide a specific service or set of services to 

the users of the application (Hill, Chopra, & Valencourt, 2018). No middlemen are needed to operate 

and no single person, group or company has full control over the application and its operations. An 

example of this would be an application like the ridesharing and ride service hailing application Uber, 

but instead it links the drivers and the passengers directly through the application with no central 

authority managing the network. P2P interaction without the need for the intermediary taking 

percentages of the revenue from the drivers. The application would be managed by its users, the 

consensus mechanism of the protocol behind the application to determine proper behavior, and on-

chain governance to allow participants of the network to vote for potential updates to the application 

and its protocol. Automation of processes like the insurance claims process, driver authentication 

process and the reviewing of drivers can be facilitated through the P2P network as all participants have 

the trusted distributed ledger of transactions without one single entity in charge that could take 

advantage of the others in the network. Even though this is a service industry example, applications 

like this can be developed for supply chain management as well. Replace the consumers for the 

ridesharing and ride service hailing application with truckers and the exact same decentralized 

application could provide a platform for truckers to share useful information on the go. Building the 

network for the application will be the largest challenge, but there is a lot of potential for efficiency 

gains in these DApps while reducing unnecessary fees for intermediaries providing the P2P platform. 
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4.4.5 Decentralized Autonomous Organizations 
 

The decentralization can even be put towards use in the governance of an autonomous organization. 

The Decentralized Autonomous Organization (DAO) has been defined as follows (Alam, 2018): 

The DAO is a form of contract in which the processes and laws of a decentralized organization are 

inserted as a permanent code of the smart contract, and operates through a distributed consensus 

protocols. 

It is one of the most complex forms of smart contract implementation, replacing the traditional 

hierarchical management of organizations with pre-defined code and directions given through a voting 

mechanism for all autonomous stakeholders of the network. No central authority controls the 

organization and intermediaries are removed from the equation. The open source code of the DAO 

makes it fully transparent and with proper on-chain governance rules leading towards majority votes, 

an incorruptible organization without unnecessary overhead costs. 

The first DAO based on the Ethereum protocol was launched in 2016 with an initial investment of 150 

million US Dollars. Bugs in the code led to the DAO being hacked immediately through an exploit of 

the protocol leading to a financial loss of 50 million US Dollars (Price, 2016). Even though the financial 

loss was reversed through a hard fork of the protocol, it shows the importance of flawless initial code 

at deployment. After deployment of the smart contract, the rules can only be changed through 

decisions reached through community consensus. 

Even though it is not feasible for aspects of the supply chain to be embedded in DAOs in the current 

state of the construct and technology, it is important to gauge the status of the technology regarding 

this form of decentralization and to understand what it could encompass after further maturing of the 

technology in itself. Interaction with these DAOs should only be done after a full audit of the code on 

which the organization is based to avoid loss of resources and potential further damages to occur. 

5. Discussion 
 

Within this exploratory research, potential implications of blockchain technology on the supply chains 

of an organization in the chemical industry have been addressed. As such, the research project has 

made several contributions with both theoretical implications and managerial implications. The results 

of the study will be split this way to allow for the research and development aspect to be split in two 

fields as well: the scientific contributions and the enterprise opportunities for organizations and their 

supply chain management. 

5.1 Theoretical Implications 
 

This exploratory research serves as an initiator for further research in the field of blockchain 

technology potential within supply chain and also more specific, in the chemical industry. It serves to 

explore the emerging construct of blockchain technology for the organization through four research 

questions to determine the current status of the technology, its promises and the efforts and 

prerequisites required for the organization to make the promises a reality. The report can be used for 

any industry as an overview of what determines whether the technology can be utilized in an 

organization as well as to educate stakeholders of a potential blockchain project on what blockchain 
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technology encompasses. The literature study has been used to determine what has already been 

researched by governmental institutions, research institutions and corporations. Linking this 

theoretical foundation with the exploratory research within one of the largest chemical companies in 

the world adds different perspectives to a field that is only just starting to progress towards a 

technology that may be adopted in different fields and industries as it matures. 

5.1.1 Theoretical Foundation on Blockchain Technology 
 

The most important aspects of blockchain technology and scientific research on these aspects have 

been presented in this report to show what currently is going on with the technology. This report can 

be used for anyone interested in the supply chain management perspective of blockchain technology 

and more specific examples are given for the organization at which the study has been conducted.  

5.1.2 The TOE Model 
 

The model that has been proposed by Clohessy, Acton, & Rogers has been tested with the perspectives 

of experienced blockchain technology people that are in enterprise blockchain technology teams, 

digital innovation consultancy firms, and supply chain innovation teams. In the structured interviews, 

their view on the three different views and their constructs have been tested with their idea of the 

score of the organization and whether they were missing important constructs. The qualitative data 

obtained in this study have been used to determine the top constructs that have to be used for analysis 

of the organization. These additions to the model include expert opinions and their perspective on 

what is important to take into account when determining the potential of blockchain technology in an 

organization and their supply chain. The determinants for the organization’s enterprise blockchain 

technology have been found with the qualitative data obtained throughout the exploratory study and 

linking it with pre-existing literature on determinants for blockchain technology adoption in enterprise. 

5.1.3 Identifying Key Potential Points of Interest in Supply Chain 
 

Through the questionnaire and the focus group that has been conducted, important departments for 

blockchain technology solutions in supply chain management have been deduced. Documentation, 

Customs and Trade Compliance and Supply Chain Finance are seen as the most valuable points of 

interest for organizational supply chain improvement projects with blockchain technology solutions. 

Ways to leverage these value added constructs has been explained in this report specifically for the 

management of the organization as part of the feasibility study and the aim of the study to show the 

efforts and prerequisites required to make the promises of the technology a reality for the 

organization. Although this focus is on an organization in the chemical industry, these three areas of 

supply chain management can show promise for every organization that is actively trading with many 

different countries. The documentation and customs interactions required to trade goods and services 

cross-borders and the cash flow between different countries for the trade to occur can be made more 

efficient through blockchain technology solutions. However, as this exploratory study has been aimed 

at one specific organization, caution should be taken before generalizing these key potential points of 

interest for any other organization. 
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5.1.4 Crypto Economics and Incentive Mechanisms 
 

The world of data and more specifically, data sharing between different entities in a supply chain is 

still a very new field. The decentralization by blockchain technology can lead to a whole different set 

of incentives to collaborate on data as compared with the traditional central authorities governing 

their own set of data whilst being able to do more or less everything that they please with this data. In 

this report, an overview is given on the perspective of participants of networks based on different 

types of blockchains. The field of crypto economics and incentive mechanisms based on cryptographic 

technologies is brand new and has to be regarded as such. Still, the promising aspect of 

decentralization and distribution of data that it currently shows has been explored in this report. The 

positive and negative aspects have been researched and discussed for management of organizations 

to see what potential challenges may lie ahead. 

5.1.5 Smart Contracts 
 

Very little research has been done on smart contracts and their potential effects on contract 

management in supply chains. The perspectives gained through the interviews and observations have 

shown that there is a lot of promise to the technology, but little development is being done in the 

space due to the regulatory uncertainty of the smart contracts. Errors made in smart contract code 

and the DAO hack have damaged the public opinion on the effectiveness and the viability of smart 

contracts, but further research and development together with regulatory advances on smart 

contracts may revive the hype towards automation through blockchain technology and its smart 

contracts.  

5.2 Managerial Implications 
 

Managers of organizations should start with educating themselves on the subject and discovering what 

is currently being done in their industry, department and processes to discover. The blockchain 

community is filled with motivated innovators and open source projects showing the potential that 

the technology has to disrupt multiple industries. In this chapter, recommendations for how to manage 

this emerging technology are made for these managers of organizations that are willing to see what 

blockchain could offer for the supply chain of their organization and its supply chain management. 

5.2.1 Business Value of Blockchain Technology 
 

Independent of what market or what business model is aimed at for implementation of blockchain 

technology, the return on investment has to be considered as follows: 

𝐵𝑢𝑠𝑖𝑛𝑒𝑠𝑠 𝑉𝑎𝑙𝑢𝑒 𝐶𝑟𝑒𝑎𝑡𝑒𝑑 𝑏𝑦 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 − 𝑁𝑒𝑡𝑤𝑜𝑟𝑘 𝑂𝑝𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑎𝑙 𝐶𝑜𝑠𝑡𝑠 > 0 

Optimization of this formula leads to maximizing the value creation by the technology and/or 

minimization of the costs made for set-up of the network and the network maintenance costs that 

follow. The Gartner forecast for the business value worldwide for 2025 ($176 billion) and 2030 (>$3.1 

trillion) is very promising, to say the least. However, it is very difficult to measure this business value 

of a blockchain network as it both suffers and benefits from the network effect. Many of the 

applications for the technology require broad adoption by participants of the ecosystem on which it 

operates. Therefore, it is highly recommended to properly conduct stakeholder analyses before all 
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blockchain projects to see what the expectations are of the adoption of the application and the 

subsequent user-base. 

Pragmatism is key in discovering the market potential of blockchain technology, but the technology 

itself is not enough. Business value in emerging technologies is very much dependent on the people 

and process aspects of the organization and the environment in which the organization operates. Every 

organization wants to be the second person in the pool and that has to be taken into account when 

determining the business value that could be created by blockchain. The network effect is very 

important in the business value and thought has to be given on the potential of the organization to 

influence others to join the network without losing own competitive advantages. 

Blockchain technology should only be seen as valuable for implementation in business processes when 

there is a large number of entities that have to collaborate with limited trust between these entities. 

There have to be clear incentives for the entities for collaboration and in a best case scenario, 

immutability of data is to be desired for the use case. Blockchain technology can replace the trust-

based situation for collaboration with its cryptographic possibilities to facilitate trust between the 

entities according to the crypto economics behind the technology. Also, proper assessment has to be 

made for each use case whether it is feasible to develop a solution as one of the participants in order 

to refrain from building blockchain applications that are still too centralized to be feasible for adoption 

by others in the supply chain and/or industry. 

An overview on current blockchain technology applications in the supply chain domain can be found 

in Appendix F of this report. Please refer to this overview when interested in what is currently being 

developed as supply chain solutions to see what can already be done in the current state of the 

technology. All use cases that have been discussed as potential improvements within supply chain 

management within the scope of this research project can be found in Appendix G of this report. 

5.2.2 Assessment of Organization 
 

In this report, the TOE model that has been set up has been improved with the perspectives gained 

during this exploratory study in one of the largest chemical companies worldwide. It can be used as a 

scorecard for any organization willing to delve deeper into blockchain technology potential by 

assessing the scores on each of the views and their constructs. This enables a more precise idea of the 

status of the organization and which constructs require more attention for improvement. These 

determinants for enterprise blockchain potential have been provided through an empirical study that 

has deduced how many scientific studies have found these constructs to be significant. These 

constructs have been tested and added to by the experiences gained during this exploratory research. 

The model provides perspective on improvements and it is recommended for managers of 

organizations willing to work with blockchain technology to properly assess their position through this 

model. 

5.2.3 Maturity of the Technology 

 
Blockchain technology is still in its infancy and that should be taken into account by all organizations 

that would like to start implementing it in their process management. The regulatory uncertainty does 

not help with promoting innovation in the field as it is still rather unsure what is going to be allowed 

in the field. Governmental institutions, research institutions and enterprise have to work together in 



82 
 

getting this technology to maturity. Many organizations have been doing PoCs, pilots and testing of 

their applications in a sandbox environment and production. However, few of these organizations have 

been able to get their application of the technology from production towards implementation and 

linked with their legacy systems that were already in place. Many aspects of the technology work in a 

controlled environment and still have to be tested in different industries. Lessons are to be learnt and 

collaboration in blockchain research will lead to further maturation of the technology. It is strongly 

recommended to stay up to date on the technology to ensure that whenever the moment is right for 

usage of the technology in specific use cases within your organization, the move can be made to initiate 

the project. 

5.2.4 Regulatory Status of the Technology 
 

The cross-border characteristic of blockchain technology makes it a very difficult subject for legislators 

and regulatory authorities to determine what they should do. The shared governance of the database 

leads to many regulatory questions that have not been definitively answered by governmental 

institutions and international committees. An Initial Coin Offering (ICO) is a crowd-funding process in 

which anyone who is willing to contribute to the project can become a part of it and own a certain part 

of the tokens (Raj, 2019), which is mainly used for funding of blockchain projects. Attempts have been 

made to at least counter the scams and forms of fraud that have been committed through 

cryptocurrencies and their ICOs by several governmental entities, but no international framework has 

been proposed for blockchain technology as a whole. Advances in regulatory status have already been 

made in getting investors to invest through Security Token Offerings (STO) instead of with ICOs, many 

of which have been scams leaving investors without their money and no legal recourse available. STOs 

are launched with regulatory governance over the offering process, required registrations with all 

governmental organizations and all legal requirements met. This gives investors more security that 

their investment is being handled safely and reduces the chance of the offering being a scam. 

Companies offering these security tokens do need to invest a large amount of time in the necessary 

compliance work that has to be done beforehand. However, it is steps like these that will advance the 

position of blockchain technology and the projects based on blockchain technology towards adoption 

in society, organizations, and supply chain management. 

In supply chain management, promises have to be kept and this is monitored through legal obligations 

in traditional contracts. Even before smart contract potential can be checked between organizations, 

traditional contracts have to be made legally binding whenever operations are done on blockchains. 

Before this is done, it is recommended for organizations to properly check whether there are any legal 

and regulatory liabilities before deploying blockchains and changing business processes within the 

organization and its supply chain management. 

5.2.5 Setting Incentives 
 

Supply chain management bases itself on the assumption that participants in the supply chain fulfill 

their promises made in contracts and orders that are being made. Standard deviations might be added 

to lead times to give some leeway in the process, but contracts are signed between parties in a supply 

chain to provide the specified goods and/or services on a timely basis. Fulfilling the contractual 

promises is incentivized by the extra costs incurred and the potential liabilities that are stated in the 

contracts. These interactions between supply chain participants to fulfill promises made can also be 
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done digitally as long as the incentives in the network align for each participant of the network to act 

along in the greater good of the network value. Managers that are willing to work in associations for 

blockchain technology and/or actual blockchain networks with other organizations from within their 

supply chain need to take a close look at their own incentive to collaborate as well as the incentive of 

other participants of the network to make sure that none of the participants would benefit from acting 

against network protocol. Transparency and data sharing between organizations can increase supply 

chain efficiencies, but it has to be done with care and the proper incentive for the participants of the 

network. The possibility of having permissioned and private databases may decrease the need for 

incentives in a network, but lessons have to be learned from the IBM/Maersk platform. Central 

authorities in these platforms will need to be neutral and avoided, if possible, as they may lead to 

power imbalances and uncertainty about what is done with the data that is provided to the network. 

It is recommended for managers of organizations that are thinking about joining these platforms to 

not only see the business value for their own organization, but to also check which incentive 

mechanisms are being used to obtain as much of the network effect as possible for the blockchain 

solution.  

5.2.6 Blockchain Types 
 

Permissioned, private blockchains are very much a main focus of many organizations that are currently 

doing research in the blockchain domain. This is understandable as it allows for the usage of 

transaction channels to refrain from spreading confidential information to participants that should not 

see the data or maybe even to participants that are completely unknown to both parties in the 

transaction. However, these blockchains do not have the level of decentralization that might be 

desired for true innovation in specific areas. An example of this is the digital coin for payments that 

J.P. Morgan has launched for instant payments between institutional accounts where a centralized 

entity determines who can trade with the coin and controls the entire network (J.P. Morgan, 2019). 

Even though it adds features when compared to fiat currencies with the transaction speed, it removes 

other value adding features of blockchain technology by negating the transparency and 

decentralization aspects. It is not problematic if this is enough improvement with the technology for 

an organization to do so, although questions can be asked whether there really is a requirement for 

the usage of blockchain technology when a centralized authority has this much power over the 

network. Decentralization and the distribution of trust is key in blockchain technology for innovation 

and improvement of intra- and inter-organizational transactions. 

This does not mean that permissioned blockchains and private blockchains are not worthwhile to 

research for organizations. As long as the use case consists of many different entities with a willingness 

to collaborate and the trust within these entities is limited, organizations should focus on what fits 

best to the demands of all entities instead of what is currently being marketed to them as the only way 

to work with confidential information. Research and development for enterprise applications of the 

technology is currently quite balanced in the different forms of blockchain protocols that are being 

developed. This already indicates that many managers already have discovered that the use case 

should dictate the type of blockchain, not the (false) idea of “enterprise application = permissioned”. 

It is recommended for every manager to focus on the use case at hand and determine explicit needs 

by the network with regards to the trilemma of decentralization, scalability and security.  
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5.2.7 Linking the Physical and Digital World 
 

Many of the proposed use cases for blockchain technology can be fixed by improving the data integrity 

of the process and/or using more mature database technologies than blockchain. It does not matter 

how you share data within the organization and with others that the organization interacts with if the 

data is not trustworthy. Obtained data should properly convey the process parameters that are wanted 

for these interactions. The head of innovation within the organization has found that the biggest 

problem of blockchain technology implementations and their respective white papers nowadays is the 

physical implementation process being completely ignored. Theoretical possibilities of advancement 

are acknowledged, but there is a whole physical system that has to be able to provide the right data 

at the right time. 

Standardization efforts that have been done in the logistics industry (such as the BiTA framework) can 

only indicate which data should be obtained and in which form. Participants in blockchain networks 

should be able to trust the data provided by other participants and the oracles they have implemented 

in their processes. Linking this physical world of processes to the digital database that is shared to all 

is key in all forms of data management. However, this is especially true with the use of smart contracts 

within networks that can lead to wrong network behavior if contracts are wrongfully triggered. 

In the supply chain domain, neutral third parties, such as freight forwarders, have been established to 

facilitate communication between partners in a supply chain. Organizations would rather not share 

critical data that might lead to vulnerability when that data is exposed. Using blockchains would 

replace this trust in the neutral intermediary by allowing the sharing of specific information depending 

on the set-up of the blockchain. This would lead to a shift of trust from supply chain participants in 

neutral intermediaries to a blockchain. It is still very much an unresolved question whether many, if 

not all, organizations are ready to shift their trust towards a technology instead of these third parties.  

6. Conclusion 
 

The aim of the exploratory study was to gain insights about blockchain potential for the supply chain 

of an organization in the chemical industry. These insights have been split into four main research 

questions to determine the current status of the technology and what can be done with blockchain 

technology and its capabilities for organizations and their supply chain management. The empirical 

data for the study has been collected through semi-structured interviews, structured interviews, a 

focus group with management, and the observations gained at several blockchain technology meet-

ups. 

6.1 Results of the Study 
 

Blockchain technology is still very much an emerging technology that is on nearly every enterprise 

agenda and the potential of the technology is staggering. Research institutions, governments, and 

business organizations are actively researching and developing in the domain, but it is still a nascent 

technology. As an organization that is willing to discover what blockchain technology is and what it 

could encompass for their organizational processes, the TOE model proposed in this report can be used 

to see how the organization is scoring with regards to the technological aspects of blockchain 

technology at that moment in time, the score of the organization on the organizational constructs, and 
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the score of the environment of the organization. Possible points of interest for improvement before 

working on blockchain technology PoCs, pilots and implementations can be discovered. Supply chain 

managers can use these points of interest to improve their organizational position on blockchain 

technology. The information in this report on leveraging these constructs towards a potential 

implementation of the technology, incentive mechanisms and crypto economics, and smart contract 

potential within supply chain should provide the reader with sufficient understanding to find what 

potentially can be done in general with blockchain technology in supply chain management. The 

exploratory study has focused on a specific chemical company and their supply chain operations, but 

the findings can be generalized to supply chain management in other industries as well.  

Possibilities for the leveraging of blockchain technology by actors in supply chains have been explored 

with examples from the organization at which the exploratory research has been conducted. However, 

many of the learnings can be generalized to supply chains in other organizations. Actors in supply 

chains have many interactions with many other stakeholders in a supply chain and this makes 

blockchain technology a perfect fit for replacing the trust-based system that requires the services of 

third parties and the immense pile of trade documentation that is necessary to get goods from point 

A to point B. Supply chains are slow and reactive by nature, the information flow has to go through 

these documents to ensure authenticity for all participants. Authorities such as customs agencies 

would not require these documents with trusted access to real-time data and that is where the best 

potential is for blockchain technology in supply chains. Transparent data sharing through a secure 

technology allowing multiple entities to be able to trust the authenticity of the data that is being shared 

shall prove itself as a major improvement to supply chain management in the next years of research, 

development, and adoption of blockchain technology. 

The decentralized digital economy that can be created with blockchain technology requires a different 

way of incentivizing participants in the network to play along with the rules of the network. These 

network participants trust one another to fulfill their end of the bargain and in case of limited trust, 

third parties are involved to facilitate the interaction. Blockchain technology can replace these third 

parties in many cases in the supply chain domain, but it will require a different way of working 

together. Data silos can be opened up with a single window of truth by multiple participants (or 

organizations) in the supply chain, leading to increased efficiency in supply chain management and the 

processes themselves. The cryptographic tools available with blockchain technology allows for 

minimization of the need for trust by replacing the interactions through usage of crypto economics. 

There are still many unknowns in how every industry wants to collaborate, but the potential for supply 

chain improvement is not only hype. Organizations have to find these use cases in which efficiency can 

be gained and a win/win situation exists for the multiple entities that are interacting in this use case. 

The disruptive nature of the technology in its removal of the need for third parties in processes may 

lead to current participants in the supply chain of an organization to no longer being necessary 

anymore. These impacts on the network should be taken into account when setting up potential supply 

chain solutions in an organization as these redundant parties will not have an incentive to help drive a 

better process. These incentive mechanisms and the crypto economics domain are relatively new and 

should regarded as such. The incentive to join the network has to be shown to all potential participants 

to ensure adoption of the solution and to increase the network effect, leading to a more efficient 

supply chain and a transformation of the business processes within the supply chain. 
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Smart contracts can contribute a lot to these efficiency gains by its potential to automate processes 

and agreements, increasing transparency of data in the supply chain, and increased fairness of 

processes. The if-else statements that can be coded in the blockchain protocol can remove human 

biases and manual labor in following up on potential violations of the promises made in contracts. 

Orchestration of the material and financial flows within supply chains through transparent data sharing 

and usage of the vast amount of IoT devices available and their data and automatic payments with 

M2M interactions can provide a more manageable and responsive supply chain network in every 

organization. Many supply chain solutions that already have been deployed use this potential for 

added traceability to products in their supply chain and added visibility possibilities to see in real-time 

what goes on within the supply chain. Deploying smart contracts within a supply chain has to be done 

with caution as any errors made in the code of the smart contract can be very difficult to fix and may 

lead to business value being lost forever and damages incurred. Even more important is the data 

integrity of the information that is received by the smart contract as payments and/or specific actions 

can be triggered by the code based on wrong data, leading to potential lengthy processes to solve the 

dispute. Maturation of blockchain technology and a reduction in regulatory uncertainty is also very 

important for smart contracts to obtain legal validity through governmental institutions and regulatory 

authorities in the countries involved in the supply chain network and the smart contract. It is only then 

that the decentralized applications and perhaps even the decentralized autonomous organizations can 

become a key aspect in the innovative landscape of blockchain technology and more specifically, 

blockchain technology in the supply chain domain. 

6.2 Research Limitations 
 

This research study has been conducted with limitations that had to be taken into account. Blockchain 

technology has only become an emerging technology in the last five years with research and 

development by governmental institutions, research institutions and businesses worldwide actively 

starting to take off in the last year. Hence, there were many very interesting aspects that could have 

been researched more closely. The exploratory study had a time limitation with the master thesis 

regulations that are set and this has led to the setting of the scope to four research questions and thus, 

four major aspects of blockchain technology that could be considered in answering the main research 

question of the position to take towards the technology as a large multinational in the chemical 

industry.  

Companies in the chemical industry are subject to many guidelines and regulations. This leads to a 

supply chain complexity that not every organization outside of the chemical industry would have to 

deal with. Data provided by chemical companies on products that are hazardous materials and/or 

dangerous in the wrong hands have to be treated with care and confidentiality as they are under much 

higher scrutiny by regulatory authorities. This makes it quite difficult to build the case for transparent 

data sharing with organizations in the chemical industry, but this would only be for specific use cases. 

The findings and conclusions from the research results in this exploratory study on a specific 

organization might not be generalizable as a whole. However, it can be seen as supporting evidence 

for theoretical research that has been previously done and as a motivation for further research on 

blockchain technology in supply chain management. 

As the study has been done at a large and listed multinational, the information obtained within the 

organization has to be treated according to the confidentiality agreement in the case of that 
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information potentially compromising competitive advantage in their industry. The confidentiality of 

the information has limited the study as the data has to be provided in a separate appendix for the 

organization. The report still has to be suitable for publication by the Eindhoven University of 

Technology, but permission had to be asked from the project supervisor in the organization on what 

data could be included in this report.  

6.3 Future Research Opportunities 
 

The exploratory study has touched upon many different aspects of blockchain technology and its link 

with supply chain management. The research questions and the position that the organization should 

take with regards to blockchain technology has been explored, but this exploration has led to more 

questions that eventually will have to be answered with further research studies. These future research 

opportunities that have been discovered during this study can assist in the maturation of blockchain 

technology and adoption of blockchain technology in both supply chain management and chemical 

organizations. 

6.3.1 Technological, Organizational and Environmental Constructs 
 

Many of the theoretical implications of this project are dependent on the level of innovation that shall 

be done within this field. The factors that have been included in the TOE model of Research Question 

1 should be researched to discover the effects that they have on each other and what could be done 

to facilitate improvement in these factors. The structured interviews have already been a check on 

whether the constructs that have been found are properly conveying what an organization should look 

out for and constructs have been added to the views or specified further to improve the overview. 

Regulations by governments all over the world can either stimulate or limit the innovation done and 

different forms of fraud and scams through ICOs do not help with getting the regulators to propose 

pro-blockchain legislature. This leads to an increased importance of education for all stakeholders in 

the blockchain innovation network in order to finally release blockchain technology from always being 

linked to Bitcoin and blockchain technology being called cryptocurrencies. Many governments and 

governmental institutions have already supported innovation in the field, but it is difficult to say what 

this will do for the technology. Cooperation between industry, research and government has to 

continue to see what it may bring. It is recommended for researchers in as many different fields as 

possible to unravel the mystery of the technology for each respective field and to see what it can bring 

to business and society. 

6.3.2 Monitoring of Research Field and Industry 
 

More scientific research is needed into this technology from a computer science perspective, but most 

definitely also from an Operations Management perspective. Research studies such as this exploratory 

research are needed more and more as the decision-makers in organizations might not have the 

resources available and the time to investigate the inner workings of the technology and how to 

properly set up research and development for usage in their organizations. Aspects such as crypto 

economics may lead to a whole new field of economics to research as the incentive mechanism can 

change a lot in the perspective that has to be taken towards process security in an organization. 

Business processes and supply chain management can change tremendously with the shared database 
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that has its transactions validated by the participants themselves without requiring intermediaries in 

its operations. 

6.3.3 Supply Chain Incentives 
 

An overview has been given in this report for the different types of blockchains and what would be 

required as incentives for participants to keep following the protocol rules. However, these incentive 

mechanisms are still relatively new and have to be subjected to further research to see what potential 

improvement aspects are possible. Data can now be shared amongst organizations that may very well 

not have anything to do with each other than just interacting on single products or services and they 

will now have to collaborate in a blockchain network. This may lead to more specified incentive 

mechanisms to facilitate the collaboration and reduce the probability of malicious behavior occurring 

by participants in both public/private and permissionless/permissioned blockchains. This decentralized 

digital economy that is the result of these distributed ledgers being used has to be handled differently 

than traditional economics are to be analyzed. The removal of intermediaries and third parties in 

supply chains can massively overhaul the way supply chain management has to be done and this leads 

to numerous opportunities for scientific research in this digital economy and its effect on supply chains. 

6.3.4 Smart Contract Potential 
 

The smart contract potential that is currently within the blockchain technology protocols available is 

still very much in a basic form, requiring further research in multiple domains. As blockchain 

technology matures, so will smart contracts and their usability in real-world use cases. Legal 

institutions and regulatory authorities will have their hands full with trying to come up with proper 

legislature on liabilities with smart contracts and the tokenization process that might come with it. In 

this report, the current status of smart contracts and their potential has been discussed. Government, 

research institutions and businesses all around the world will have to work alongside one another to 

get towards this potential. Many research opportunities remain for smart contracts and their 

consequences for supply chain management in organizations. 

6.3.5 Adoption of Blockchain Technology 
 

Certain aspects of the technology make it relatively difficult to have all participants in supply chains to 

embrace and adopt it. The disruptive potential may lead to certain parties that are currently acting as 

intermediaries becoming afraid that their operations will be disrupted and their business process will 

become obsolete. These parties might try to sabotage implementation of the technology within the 

supply chain. Lessons can be learned from attempts in industries to implement the technology, but 

further research is recommended in determining how to establish a new blockchain technology 

application in specific industries and perhaps even cross-industry as well.  
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8. Appendix 

 

Appendix A – Consensus Mechanisms 
 

In this chapter, an overview is given on the currently most used consensus mechanisms in blockchain 

technology solutions. The following consensus mechanisms are explained and discussed: Proof of 

Work, Proof of Stake, Delegated Proof of Stake, Proof of Authority, Practical Byzantine Fault Tolerant, 

and Proof of Elapsed Time. 

Proof of Work 

 
Proof of Work (PoW) is a method of achieving network consensus where the ability to verify and 

publish transactions is dependent on the computing power of the miner (Buterin, Consensus 

mechanisms used in blockchain, 2014). The consensus mechanism is the mechanism underlying the 

Bitcoin cryptocurrency. Miners compete in becoming the first to solve the cryptographic puzzle and 

thus, be the first to validate the block of transactions. Each block has a random value in the header of 

the block called a “Nonce” and by changing the value of this nonce, the PoW mechanism has to 

generate a value making the hash value of this block header less than a difficulty target that has been 

set up beforehand. The difficulty target is adjusted by the mechanism in order to limit the block 

generation rate to one block every ten minutes (Lin & Liao, 2017). The incentive to be the first to create 

the block lies in the reward given at moment of validation, which is the first transaction in the block. A 

transaction of an X amount of the currency to the miner who succeeds in creating the validated block. 

This amount halves every four years, and is expected to be overtaken as way of incentivizing miners 

by the transaction fees from the transactions within the block to be made. 

Proof of Stake 

 
Proof of Stake (PoS) is a consensus mechanism in which the ability to verify and publish blocks depends 

on the “stake” (e.g. amount of the native currency) already possessed (O'Dair, Beaven, Neilson, 

Osborne, & Pacifico, 2016). Therefore, the nodes with the largest stake in the network performs the 

validation. Mining of a block is easier for those nodes. This mechanism is more efficient as it does not 

have the high energy consumption needed for the PoW mechanism and new nodes within the network 

have to make a significant cost in the native currency in order to acquire the controlling stake within 

the network. Attempting malicious behavior with this controlling stake would lead to the value of this 

stake decreasing and thus, the attacking party would suffer financially from its own attack. PoS is based 

on the assumption that those that hold stake in a network will be incentivized to act in the interest of 

the network. However, it might not be as straight forward in saying that a higher stake means a higher 

desire to act on this interest of the network as this desire would be dependent on the total wealth of 

the participant and the proportion of wealth put into the participant’s stake. Wealth combined with 

malicious intent is enough to be able to break this system. Caution should be taken for this when 

implementing this consensus mechanism.  

Within this mechanism, the “nothing at stake” problem exists. Block generators within the mechanism 

have nothing to lose by voting for multiple blockchain histories leading to consensus never resolving 

(Poelstra, 2016). As there is no hashing power to split between different chains as compared with the 

PoW mechanism, their block mining chances do not decrease. Attempting to mine all different chains 
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can increase the possibilities of collecting the transaction fees on the winning fork (Martinez, 2018). 

Also, the likelihood of mining new blocks increases with the higher stake that leads to getting the 

majority of the transaction fees and new coins that are created. In a way, the rich get richer in the PoS 

protocol and that may lead to increasing network centralization and control. 

Delegated Proof of Stake 

 
In the Delegated Proof of Stake (DPoS) consensus mechanism, active delegates are voted into their 

roles by the token holders. The proportion of tokens owned compared to the base pool determines 

the voting power, but every token holder has governance rights to determine on what will go on within 

the network and who will represent them. This may lead to an election of delegates that are not 

especially wealthy, whereas the original PoS consensus had wealth as a determinant of stake. 

Delegates can be ousted by the voting parties in the case of a delegate performing any malicious action 

within the system, allowing for real-time voting security (Jenks, 2018). It is quite comparable to a 

democracy in which the network participants are represented by these delegates as if they are the 

politicians that control the system. The downside of implementing a DPoS consensus mechanism is 

that fewer people will be in charge of the network. Cartels could be formed by delegates to take more 

and more control of the network as it is easier to organize an attack on the network with more than 

half of the consensus power (Jenks, 2018). It has to be taken into account that the power of the nodes 

in the network would be consolidated, which reduces the potential positive effects of the 

decentralization of the system. 

Proof of Authority 

 
The Proof of Authority (PoA) consensus mechanism can be seen as a PoS model leveraging ones 

identity as the stake, instead of his or her amount of native currency as compared to the amount of 

the whole network. Reputation determines influence, not wealth in a specific currency as would have 

been the case with a PoS mechanism. Warren Buffett once said: “It takes twenty years to build a 

reputation and five minutes to ruin it. If you think about that, you will do things differently”. The 

prospect of losing one’s reputation within the system and with that any influence on its performance 

can serve as an incentive for those that have been chosen as the validators of the system to act 

honestly within the system (Curran, 2018). Note that this consensus mechanism only works properly 

with permissioned blockchains, which will be explained in the next chapter. 

Practical Byzantine Fault Tolerant 

 
The Practical Byzantine Fault Tolerant (PBFT) mechanism, also known as Byzantine agreement, is based 

on a possible solution to the Byzantine Generals problem. The problem comes from a situation where 

a group of Byzantine generals want to conquer a city, but the generals and their armies are dispersed 

around the city without a central authority for decision-making. The city can only be conquered if all 

generals would attack at once with their armies, and none of them decide not to attack. If one of them 

does not attack, all other generals and their armies shall perish and the attack failed. The consensus 

mechanism has to be found that can ensure all armies will attack together as one and the attack will 

be successful (Lamport, Shostak, & Pease, 1982) as wrongfully anticipating an attack would lead to a 

general’s demise. This mechanism would replace trust between the generals and their decision 

making.  
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Each of the nodes within the network generate a private key and a public key, of which they publish 

the public key. All messages coming in from the other nodes are signed by the node as verification. 

Consensus is reached the moment that sufficient responses are received and recorded that are 

identical. PBFT systems provide fast and efficient consensus forming without requiring any hashing 

power. A PBFT system needs to be set up properly by a central authority or over a course of closed 

negotiations and all parties have to agree on the exact list of participants (Maziéres, 2015). Therefore, 

the mechanism only works on a blockchain that is not publicly available: a permissioned blockchain. 

Proof of Elapsed Time 
 

In the Proof of Elapsed Time (PoET) consensus mechanism, a lottery-based system is used for the 

election of leaders. This election is done by having each participant in the blockchain network to wait 

a random amount of time and the participant with the shortest wait time is elected as leader for the 

new block to be validated. The waiting time generator is in the code of the Trusted Execution 

Environment in the Intel technology provided and verification can be done that line skipping is not 

possible. Leaders are elected in the Trusted Execution Environment without spending an unnecessary 

amount of computational power and thus, low resource costs. 

Appendix B – Detailed Project Schedule 

 

  Tasks 
Duration 

(Days) 
Slack 

(Days) Start Date End Date Predecessor(s) 

1. Start of Research 0 0 Mon 1-10-2018 Mon 1-10-2018   

2. Company On-boarding 14 4 Tue 2-10-2018 Tue 19-10-2018 2 

3. Research the Status Quo 4 0 Mon 22-10-2018 Mon 25-10-2018 3 

4. Start of Literature Study 0 0 Fri 26-10-2018 Fri 26-10-2018 4 

5. Theoretical Research for Literature Study 20 4 Mon 29-10-2018 Fri 16-11-2018 5 

6. Hand In Literature Study 0 0 Mon 19-11-2018 Mon 19-11-2018 6 

7. Revision of Literature Study 17 6 Tue 20-11-2018 Wed 12-12-2018 7 

8. Hand In Revised Literature Study 0 0 Thu 13-12-2018 Thu 13-12-2018 8 

9. Write Research Proposal 16 6 Fri 14-12-2018 Fri 4-1-2019 9 

10. Hand In Research Proposal 0 0 Mon 7-1-2019 Mon 7-1-2019 10 

12. Research Question 1 21 8 Tue 8-1-2019 Mon 4-2-2019 11 

13. Research Question 2 17 6 Tue 5-2-2019 Wed 27-2-2019 12 

14. Research Question 3 10 4 Thu 28-2-2019 Wed 13-3-2019 13 

15. Research Question 4 10 4 Thu 14-3-2019 Wed 27-3-2019 14 

16. Finish Research Study 0 0 Thu 28-3-2019 Thu 28-3-2019 15 

17. Work on Report Draft 12 6 Fri 29-3-2019 Mon 15-4-2019 16 

18. Review Report 5 2 Tue 16-4-2019 Mon 22-4-2019 17 

19. Hand In Thesis Report 0 0 Tue 23-4-2019 Tue 23-4-2019 18 

20. Prepare Thesis Defense Presentation 8 2 Wed 24-4-2019 Fri 3-5-2019 19 

21. Finish Project - Ready for Defense 0 0 Mon 6-5-2019 Mon 6-5-2019 20 

Table B.1. Detailed project schedule. 
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Appendix C – Assessment of the Organization with the TOE Model 
 

 

 
Figure C.1. Assessment of the organization with the TOE model. 

The assessment that has been done for Company X can be found in Figure C.1. This has been done 

based on the structured interviews with three people in the blockchain domain that know the 

organization and each have their own perspective of working with blockchain technology in completely 

different roles within the organization. The three different views of the model have been assessed 

through their respective constructs and whether the organization shows promise or should 

(drastically) improve in the construct. 
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Technological View 
 

The technological view encompasses technological considerations which can impact existing IT 

systems in use or the new IT that being considered for adoption, which is blockchain technology in this 

case. The technological view shows promise in the compatibility of blockchain technology with the 

legacy system of the organization and the focus of the organization on proper data security. The 

organization requires improvement in its perceived benefits, complexity of the technology, the 

maturity of blockchain technology and the governance of blockchain technology networks that are 

currently not up to par. 

Promising Constructs  

 

Even though the organization utilizes a large amount of different platforms for its data, the 

compatibility of the legacy system that is currently being used with blockchain technology is seen as 

promising. Features such as geo-fencing and EDI messaging are currently already being linked to the 

legacy system and this allows for a better collaboration between the legacy system of the organization 

and external platforms of other stakeholders in the supply chain. Aligning the blockchain to the legacy 

system should not be any issue as it is relatively flexible towards external data input. However, care 

should be taken as there are still customers and carriers that do not have the skill sets for these 

features and ways to connect with them electronically. This should be taken along in determining 

network potential when assessing business cases for blockchain technology. 

The organization is focusing on data security as it handles a large amount of confidential data and data 

on hazardous materials that could be dangerous in the wrong hands. The data security protocol of the 

organization is quite advanced and this indicates that there is a good focus on keeping their data secure 

and well. Blockchain technology even has the potential to improve the data security of the organization 

as the removal of the single point of failure can reduce the opportunities for cyber-attacks taking down 

the information systems within the organization.   

Constructs to Improve 

 

The perceived benefits of blockchain technology have to be improved as the perception of the benefits 

of blockchain technology is not clear within the organization. This makes it all the more important to 

educate the relevant stakeholders in the organization on the intricacies of the technology and the 

constructs that may lead to business value. Certain implementations of blockchain technology in 

supply chain require drastic changes in processes that have been done that way for many years. 

Change management will have to be accompanied with aligning of the perceived benefits to the actual 

benefits possible by implementation of changes in business processes of the organization. Business 

cases for network services would take true business transformation and if the benefits are not properly 

perceived, this transformation will either be done too quickly or not at all. Benefits are perceived 

differently between the business people and the IT people in the organization, alignment is 

recommended here together with education on the different potential perspectives. 

The complexity of Company X’s supply chain structure does not help when attempting to build 

blockchain networks with proper validation algorithms, blockchain development skills and smart 

contract use within the supply chain. As it stands, blockchain technology is still very tricky to work with 

and implement in the supply chain of an entity as large as Company X. Maturation of the technology 
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will help in getting closer to solving the intrinsic challenges of developing blockchain technologies, but 

the large-scale operations of Company X require more scalability than most of the current protocols 

can offer. This makes it all the more important for the responsible people in innovation for Company 

X to monitor the field and to participate in blockchain-based prototypes of applications to improve 

understanding of the business value and establishing technical feasibility within the organization. As it 

is, there is very little practical, hands-on experience with any form of distributed ledger technology. 

This would have to change as soon as possible when deciding to move into research and development 

in blockchain technology for the organization. 

The maturity of blockchain technology is problematic as the technology is not mature in its current 

state. The Gartner hype cycles and their estimates in business value indicate that it will take quite some 

years before the true potential of the technology in business value will open up in the supply chain 

domain. Many of its initial faults and inherent problems are still present in the protocols that are 

currently available. The blockchain industry is in the pioneering stage of its lifecycle and the vast 

majority of the projects have yet to go beyond the PoC stage. This has to be taken into account by 

Company X as to align their perceived benefits of the technology to a reasonable state with regards to 

the current maturity of blockchain technology and more specifically, blockchain technology in the 

supply chain domain. 

Depending on the type of blockchain that is being used and whether it will be used intra-organizational 

or inter-organizational, governance of blockchain networks can range from relatively comparable to 

traditional networks to very difficult in the case of many different organizations working on one 

network. In the latter case, shared governance over databases and applications has to be embraced 

by the organization. Methods have to be created to manage disputes, changes and decision-making 

processes within the network. With the strict data policy and the large amount of confidential 

information within the organization, it is assumed that the organization currently would require 

relatively strict decision rights within the network. The organization might have a strong desire to take 

the lead in networks or at least a key position of leadership whenever possible due to its organizational 

size and market capitalization in the chemical industry, and this is not always a good thing with 

participation in blockchain networks. 

Organizational View 
 

The organizational view refers to the internal considerations within an organization for choosing to 

invest resources into blockchain technology. Most of the enterprise innovation adoption studies for IT 

innovations see this view as the most significant determinant of success in the adoption process. The 

organizational view is quite promising for Company X, as top management is actively supporting 

innovation in emerging technologies and blockchain technology in specific. Their innovation center 

and the focus on innovation to push the supply chain of the organization towards better end-to-end 

visibility and improvement of the customer experience show that new technologies are monitored and 

embraced whenever the business value for the organization becomes clear. The organizational size is 

seen as a positive aspect for adoption in the organization itself and its potential to get others in the 

industry to cooperate due to the size of the organization in market capitalization. Company X has the 

potential to lead in the blockchain domain for the industry. 
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Promising Constructs 

 

Company X is doing really well with the top management support. The organization is currently busy 

with many different large-scale projects, but top management acknowledge blockchain technology 

and the significant business value that is to be captured by the organization. They might not be familiar 

with how the technology works, but still support blockchain initiatives and they implore on the leaders 

of the organization to investigate and determine where feasibility of blockchain technology exists. 

Organizational size has been confirmed to be a significant determinant on whether blockchain 

technology will be adopted within the organization through extensive research and industry reports. 

Therefore, the organization size is very likely to be a promising indication towards blockchain adoption 

for the organization. Together with the innovative culture of the organization, the availability of a 

center of innovation and the digitization of supply chain management on the agenda, the magnitude 

of the organization is a promising aspect towards blockchain technology implementation in their 

supply chain. 

Constructs to Improve 

 

As mentioned in the promising constructs, the innovative culture shows promise for the organization. 

The organizational readiness is still not on the level required for proper adoption of blockchain 

technology in their business processes. Leaders of the organization have given Company X a 2.9 out of 

10 on the leveraging of the data that is currently available to them in the conducted questionnaire. 

The organizational resources that are necessary for the adoption of a new IT innovation such as 

blockchain technology is just not sufficient. Skilled people need to be on staff to be able to implement 

technologies in space and technology is not the core competence of the organization. The 

manufacturing company would have to shift more and more in an IT company and this requires a 

business transformation both in its processes and in its company culture. The company needs to have 

modern IT skills in its organization together with business acumen to reach the full potential of 

blockchain technology. 

Environmental View 
 

The environmental view encompasses considerations which impact an organization’s day to day 

business operations. These day to day business operations are impacted by the regulatory authorities, 

the governmental agencies, the market dynamics, and the pressure by other companies in the industry 

in which the organization operates. The market dynamics under which the company operates show 

promise for blockchain technology, as well as the competitive pressure by the industry. Room for 

improvement can be found in the regulatory environment in which the company operates, the support 

it receives by the governments of the countries in which it operates, and the links with associations in 

the blockchain domain. 

Promising Constructs 

 

The organization is actively pursuing assessment of how to use blockchain as a differentiator in their 

business process by attempting to follow the blockchain market dynamics. This master thesis project 

is a good example of attempts made to further understand the technology and what it could 

encompass for the supply chain of the organization. Even though the skill set of the organization and 
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the improvement required in organizational readiness indicate that the company still has to invest 

more in education and staffing people that understand blockchain technology, the interest in the 

blockchain market remains. It is very important for the organization to keep this going on, even with 

the mainstream hype having faded quite a bit. Bringing those in the organization with interest in 

blockchain technology together to discuss both the business side of it as well as the IT side would be a 

good step towards furthering knowledge of the technology within the organization. 

The industry in which Company X operates is providing quite some external pressure towards 

innovation because of its competitive pressure. The competitors are gauging each other to see what 

they are doing and when a new product or feature is released, competitors will release the same 

product or feature a couple of months later. Differentiation is key in the industry and any potential 

benefit of blockchain technology should be used as soon as possible by the organization to keep 

competitive advantage for as long as possible. This might lead to issues down the road when 

collaboration with competitors might be required in platforms, but the competitive pressure in the 

industry shows promise for pushing Company X towards innovation through blockchain technology. 

Constructs to Improve 

 

The regulatory environment in which the organization is operating and the decentralized nature of 

blockchain technology lead to a high difficulty and a high importance for proper regulation. Current 

efforts that are being taken towards regulation of blockchain technology might not yet be sufficient 

for organizations within the manufacturing industry to implement it in all use cases. It is recommended 

to monitor the regulatory environment before deployment of blockchain technology in the 

organization to ensure that all actions taken are compliant with all regulations. 

Enterprise adoption of blockchain technology is highly dependent on the government support 

provided by the government of the country in which the organization is based. However, analysis of 

the governmental support for blockchain technology has been done for three large markets in the 

manufacturing industry. Please refer to the master thesis chapter 4.1.3.1 for the current progress on 

blockchain government strategies of the Netherlands, the European Union and the United States. 

Steps are taken, but it lacks tangible support for the company. Legislative support is necessary for 

proper adoption of the technology within the organization, especially with the large amount of 

countries that the company is trading with. 

The success factor with blockchain technology is in building and incentivizing networks of 

collaboration. Therefore, it is critical for the organization to start engaging itself with associations in 

blockchain technology. The network effect is the effect that an additional user of a good or service has 

on the value of that product to others, the value of the product or service increases according to the 

number of others using it (Shapiro & Varian, 1998). This is very much the case with blockchain 

technology networks and engaging in associations for setting industry standards and collaborating on 

solutions for specific use cases in the industry allows the organization to get more acquainted to 

blockchain technology and to influence the direction of the industry towards the technology, especially 

with its organizational size. 

Conclusion 
 

Company X is doing very well in one of the most important considerations when determining the 
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potential of adoption of blockchain technology in the organization with its score on the organizational 

view. The innovative mentality of the top management and the organizational push towards emerging 

technologies and the use of data will prove to be highly important if the choice is made to actively 

participate in the blockchain domain. In that case, it is recommended to use this organizational push 

to invest in skilled people in blockchain technology to make thorough assessments of associations to 

join and blockchain solutions to research (and potentially develop) to differentiate the organization 

from others in the industry. 

The environment of the organization requires monitoring of the regulatory environments and the 

governmental support in the countries in which the organization is present and/or trading with. As 

blockchain technology is maturing, changes can be expected that might influence the way the 

technology should be handled by the company. The competitive pressure and the active pursuing of 

assessing how blockchain technology can change the market in which Company X operates are positive 

influences on the potential of blockchain technology for Company X as an organization and its supply 

chain as well. The Government Affairs team of the organization is actively monitoring regulation 

changes and their influence on business operations. Gauging the regulatory environment and support 

by governments for blockchain technology is the way to go for the organization to improve the 

organizational blockchain potential and to find business value as soon as possible to differentiate 

amongst others in the industry. 

Last but not least, the technological view on blockchain technology is the most difficult to improve as 

it is dependent on the research and development process in the blockchain domain, which relies on 

many different parties in enterprise and research institutions. Blockchain technology is maturing, but 

its true business potential might be difficult to grasp as the technology is regarded as quite complex 

and the shared governance structure is hard to establish. Actual practical, hands-on experience is 

recommended for the organization to establish field experience with blockchain technology and assess 

technical feasibility within the business processes. The business people should interact with the IT 

people as much as possible to share experiences gained and to provide their perspectives to one 

another. Time and practical experience gained, together with the innovative culture of Company X, 

would allow Company X to leverage the beneficial constructs of blockchain technology in their business 

processes in the future. 

There are still many unknowns to blockchain technology. This exploratory report serves to clarify 

blockchain technology and its value adding constructs that could be leveraged in the supply chain 

domain. However, that does not mean that all is known and it is highly recommended for Company X 

to actively participate in discovering blockchain technology within their organization. The 

determinants for blockchain potential, the value adding constructs and how to leverage them, how to 

incentivize participants to collaborate and smart contract potential have been explored for the 

organization. Blockchain technology provides many valuable opportunities to Company X, but the 

maturity and complexity of blockchain technology have to be countered by educating the relevant 

stakeholders within the organization on the technology and enhancing the skill set in blockchain 

technology within Company X by attracting blockchain-skilled people from both the business and the 

IT perspective. Pursuing participation in blockchain associations is highly recommended to stay up to 

date on advances made with the technology in the specific fields on which these associations are 

focused. Blockchain technology will meet the expectations and Company X has the potential to make 
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its promises a reality for the company when these improvements are taken along in the process of 

discovering blockchain technology. 

Recommendations: 

 Educate the stakeholders within the organization on what blockchain technology encompasses 

and what it can bring to the organization and its supply chain to increase knowledge of the 

technology within the organization. 

 Acquire blockchain skill sets within the organization through education and by attracting 

people with hands-on experience with blockchain technology. 

 Successful blockchain technology usage is the result of collaboration, innovation, and 

adoption. Before considering joining a platform as Company X, check whether the incentive 

mechanism behind the platform is realistic for enough participants to join in order to profit as 

much as possible from the network effect. 

 Ensure that the perceived benefits are aligned by the different stakeholders in the project as 

to facilitate change management within the organization. 

 Monitor the technological advances of blockchain technology and participate in blockchain-

based prototypes of applications and blockchain associations to improve understanding of the 

business value and establish technical feasibility within the organization (if possible). 

 Monitor the blockchain regulatory environment of the company and the governmental course 

of action on blockchain technology through the Governmental Affairs team. 

Appendix D – Transcriptions of the Structured Interviews 
 

Please see all transcripts of the structured interviews that have been conducted below.  

All interviews have been conducted with EU GDPR compliance. Personal data had to be removed for 

this GDPR compliance as well as the confidentiality agreement with the participants of the structured 

interviews and between Company X, the student and the Eindhoven University of Technology.  

Respondent 1 
 
Interviewer: 

Good morning and thank you very much for taking the time to participate in this structured interview 
to determine the potential of blockchain technology for organizations in the chemical sector. 

We have spoken a couple of times before, but this time I would like to provide a comparison of different 
perspectives from within the organization on this potential. 

The first question I would like to discuss is what the determinants are for enterprise blockchain 
technology potential and more specifically, what your perspective is on the feasibility of the technology 
within the organization? 

Respondent: 

Blockchain has great potential across a number of use cases. 

The challenge is making the business case for a "network" services play which would take a true 
business transformation.   

This is further compounded by the hype associated with the technology and the relative ease in which 
proof of concepts can be conducted but true scale-up remains elusive due to the network effect. 
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Interviewer: 

Okay, and you can see the Technological, Organizational and Environmental model below, in which of 
the technological constructs does the organization show promise? 

Respondent: 

I would say outside of a small subset of people, we are significantly behind in all areas.   

This will take a dedicated team, albeit small, to focus across the TOE model to drive awareness, 
education and industry/technical knowledge of blockchain.  

We have very little practical, hands-on experience, with any distributed ledger technology. 

Interviewer: 

And what would you say are the technological constructs in which the organization should improve, 
perhaps even drastically? 

Respondent: 

I think we need to focus on the perceived benefits as this will drive interest in building out a dedicated 
team focused on this space.   

Without value, we will not get anywhere. 

Interviewer: 

And would there be any technological construct that you would add to the technological view? 

Respondent: 

I would add a section on skillset as this will likely be a limiting factor both internally and with trading 
partners in the network.   

We still have customers/carriers that don't have EDI skillsets and therefore, we can't connect with them 
electronically.   

Also thinking about the open source community and the business models for solution providers in this 
space. 

Interviewer: 

Very well, so most of the technological problems with blockchain technology would be more in the skills 
and the human factor in getting the right people there. 

For the organizational view, in which of the organizational constructs that you can see in the current 
model does the organization show promise? 

Respondent: 

I would say we lack in all of them, as you can see in what we discussed just now.  

We talk about blockchain at a high level, but really have not put in the level of effort needed to truly 
understand the wide ranging impact that this foundational technology could or will have. 

Interviewer: 

Just as we just discussed with the technological constructs, in which of these organizational constructs 
should the organization improve? 

Respondent: 
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I would say Top Managerial Support. 

If we want to move the needle, we need people and resources dedicated to explore this technology. 

Without top management buy-in, we will not get that. 

Interviewer: 

Very well, and for this aspect as well, would you add any organizational construct to this view? 

Respondent: 

I would include the skill sets in the organizational readiness, meaning whether we have the skills on 
staff to implement technologies in this space. 

I would also add industry readiness, this could go under the environmental view, but I was thinking 
about how ready the industry sector is to adopt this technology. 

For instance, we still have customers/carriers that have not adopted EDI. 

Interviewer: 

Ah okay, that is a very good point of consideration! 

So far, we have discussed the technological and organizational view, the last of the three is the 
environmental view. 

In this view, do you see environmental constructs in which the organization shows promise? 

Respondent: 

I think in the regulatory construct, we have the most maturity.   

We have Government Affairs teams across the globe monitoring regulations and the impact they could 
have on our organization.   

Additional education needs to be done to educate them on emerging technologies and how to track 
these technologies. 

Interviewer: 

There is room of improvement in that space then. 

In which of the environmental constructs that you can see in the model should the organization 
improve? 

Respondent: 

I think that we need to focus on the regulatory environment as this will drive leadership to dedicate 
time and resources to this technology.   

If we do not have a business case for building, participating or following this technology, we will be a 
laggard in adopting solutions in this space. 

Interviewer: 

Keeping this in mind, do you feel that there is an environmental construct that you would add to this 
environmental view? 

Respondent: 
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In the environmental view I would add a category focusing on associations, whether they are industry 
or technical associations.   

As the success factor with blockchain is in building and incentivizing the network, it will be critical to 
engage in associations where we see value. 

Interviewer: 

Very well, that leads us to the second research question of this exploratory research in how actors 
within the supply chain of the organization can leverage the value adding constructs of the technology. 

More specifically, what do you see as the most value adding service that blockchain technology could 
provide within the supply chain of the organization? 

Respondent: 

The biggest impact for blockchain across supply chain is in the digital global trade but this will be one 
of the hardest sectors to crack due to the public/private adoption that is required to drive transparency.  

 I also see opportunities for exchanges, swaps, and tolls and also in managing specific contracts through 
a smart contract. 

Interviewer: 

In this digital global trade, I would like to ask you on your view on the use of blockchain technology in 
documentation, customs and trade compliance? 

Respondent: 

I do see it as the number one opportunity, but it is a very difficult sector to crack. 

Interviewer: 

The third part of the study is on the incentive mechanisms within the technology to get participants of 
the network to share their information truthfully. 

Have you encountered situations where data sharing has been attempted within the organization and 
potentially with external partners, and how did it go? 

Respondent: 

Today, this is primarily done manually across the supply chain and where EDI is used to electronically 
transfer data, it is extremely cumbersome to connect. 

Interviewer: 

That leaves the last point of discussion with the fourth research question with the effect of smart 
contracts on the supply chain of an organization. 

In which domains do you feel that smart contracts would fit within the organization? 

Examples are in finance, customer relationship management et cetera et cetera. 

Respondent: 

Exchanges, swaps, and tolls would be a great fit for smart contracts. 

I could also potentially see use cases in freight settlement as a potential opportunity. 

Interviewer: 
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And what is your view on the potential of smart contracts within supply chain management as a 
domain? 

Respondent: 

I do think that smart contracts have great potential, but it will take significant business process changes 
in how we negotiate, store and monitor contracts with our customers, carriers and partners. 

Interviewer: 

I see, I see. 

Those were the questions that I have set up for this interview. 

Thank you very much for taking the time for this interview and your perspective on this topic. 

I would like to provide the disclaimer that all information collected shall be used for thesis research 
purposes only. 

Respondents have the right to access, view, and edit their own information in a timely manner.  

Data obtained will never be sold or shared with any third parties. 

If you have any questions or change your mind on participation in the research, please contact me by 
phone, e-mail or the internal company messaging platform. 

Interviewer: 

Very well, thank you very much and have a nice day! 

END OF INTERVIEW 

Respondent 2 

 
Interviewer:  

Good afternoon, thank you very much for taking the time to participate in this structured interview to 

determine the potential of blockchain technology for organizations in the chemical sector. 

The first research question that I would like to discuss is about what you think that the determinants 

are for enterprise blockchain potential and more specifically, what is your perspective on the feasibility 

of the technology within the organization? 

Respondent: 
  
The technology is feasible for enterprise grade solutions.   

The historic roadblocks have dealt more with the technology itself rather than the functional usage. 

Issues such as interoperability and scale were at the forefront of research and development teams 
around the world. 

As both of these have now been solved, the focus can turn to adoption. 

Adoption requires industry leaders, and sometimes legislation, to take the lead on driving change. 

In order to do this, the appropriate people, and skills, need to take ownership of driving these solutions 
and consortia.   
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At minimal, organizations will need one or more of the following three persons:  an executive sponsor 
as a decision maker, a product owner who is functional expert that knows the use cases and value, or 
a technologist such as a blockchain architect/enterprise architect/programmer. 

Organizations will get in return the amount of value that they contribute. 

Hence, if an organization sends a technologist into an industry consortia, such as in the insurance 
industry, to drive work process changes, it may not be a good fit.   

Here, a product owner with high work process knowledge would serve much better. 

Interviewer: 

Alright, the next construct that I would like to discuss is the Technology, Organizational and 
Environmental model that you see right now. 

I will allow you some time to read into it before we move on to the first questions about it. 

For the technological view, I would like to ask you in which of these technological constructs the 
organization shows promise. 

Respondent: 

The Technology view clearly shows the most promise of the three; specifically with regards to 
compatibility and data security.   

While organizations are still deriving use cases, mobilizing, and discussing adoption, the technology has 
been making great strides.   

Even before interoperability and scale were issues that needed solving, the technology itself had great 
value.   

It was secure (from hacking), private (permissioned), and decentralized.   

I have not heard anyone argue against the technological value against blockchain.   

Mainly, the arguments center on getting a large number of organizations together to build a network.   

Building networks is hard.   

It takes time, money, and resources.   

As such, few worldwide markets exist today such as the Visa network, but when they are established 
their value is endless. 

Interviewer: 

And in which of these technological constructs should the organization improve, perhaps even 
drastically? 

Respondent: 

The organization should improve on their view of perceived benefits.   

Most organizations will have individual pockets of folks who think they know the benefits of the 
technology, but typically this is through a single lens.   

For example, the enterprise architects will know the technical benefits but not quite understand the 
industry transformation that could be achieved. 

To fully understand, organizations need to carve out time for individuals to share and learn. 



114 
 

Folks from the business should meet with folks from IT to discuss the technology and potential impacts. 

Interviewer: 

Okay, and is there a technological construct that you would have added to the technological view? 

Respondent: 

I would add governance.   

Blockchain is new network-based business model.   

As such, you are working with value chain partners and sometimes competitors, some of which may 
have a significantly changed role in the ecosystem or perhaps even an eliminated role.   

As such, there needs to be a method for managing disputes, changes, and decisions. 

Interviewer: 

That is a valid point, I will look into that for the technological view.  

Next is the organizational view, consisting of organizational readiness, top management support, and 
organizational size.  

In which of these organizational constructs does the organization show promise? 

Respondent: 

Top Management Support shows promise.   

While the executive leadership team may not be familiar with the ins and outs of the technology, they 
have heard and understand there is significant value to be captured.   

As such, they are imploring their leaders to investigate and determine where feasibility exists and often 
are supporting these initiatives with investments. 

Interviewer: 

And in which of these organizational constructs should the organization improve? 

Respondent: 

The organization should improve on the organizational readiness for what it can control.   

Most companies are not equip to handle emerging technology at scale.   

The main reason for this is because technology is not their core competence.   

If you are a company who has had 50 plus years of success manufacturing tires, what need is there to 
shift into an IT company?   

This is the traditional mindset which is proving to be false in the new millennium.   

IT is where organizations typically meet their customers.   

From both a B2B and B2C perspective, IT is essential for driving value in each touch point an 
organization has with its customers.   

To do this, companies need to have modern IT skills in combination with business acumen to reach the 
full potential of new opportunities. 

Interviewer: 
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And any construct that you would have added to the organizational view? 

Respondent: 

I think my answer to the previous question aligns more with organizational skills, rather than with 
organizational readiness.   

When I consider readiness, I think more about what else the organization is currently doing. 

Examples of this being a large ERP upgrade or perhaps merging and acquisition activity.   

Organizational skills deals with the modern IT knowledge required to add value/implemented emerging 
technologies. 

Interviewer: 

Up next is the third view of the model, the Environmental View. In which of these environmental 
constructs does the organization show promise? 

Respondent: 

Industry/Competitive Pressure.   

This organization continues to want to know what their competitors are doing and if anything, the 
competition markets is smoke vs. reality.   

This is not uncommon.   

Often when a competitor releases a new feature and/or product, its competitors will release the same 
exact feature in just a few short months. 

Interviewer: 

And in which of these environmental constructs should the organization improve drastically? 

Respondent: 

Regulatory Environment/Government Support. 

As the nature of this organizations business can be highly related to regulation, it is vital to have 
legislative support where needed in order to adopt changes brought forth by emerging technologies. 

Interviewer: 

So there are clear opportunities and threats to the technology here, but would you think that there is 
an environmental construct that you would add to the environmental view? 

Respondent: 

Nothing really comes to mind right now. 

Interviewer: 

The second research question of this exploratory study is about how actors within the organization 
could leverage the value adding constructs of blockchain technology.  

What do you see as the most value adding service that blockchain technology could provide within the 
supply chain of the organization? 

Respondent: 

Transparent Data Sharing. 
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The issue within supply chains is simply that they are slow and reactive. 

A great deal of this time lapse deals with the need for information to flow.   

An example of this is a bill of lading.   

Often, a bill of lading has to be couriered around the world before a customs authority will release the 
goods from the port.   

This sometimes requires a physical copy (even the original) which can take days to arrive, resulting in a 
loss of service for customers.  

The reality is that customs would not need this document if they have trusted access to the data in real-
time. 

Interviewer: 

Talking about documentation, the next question is on what your view on the use of blockchain 
technology in documentation, customs and trade compliance is? 

Respondent: 

As is the case with the previous question, I have nothing to add to that. 

Interviewer: 

Very well, the next research question is on what incentive leads to participants in the supply chain of 
the organization to share their information properly on a blockchain. 

What situations have you encountered where data sharing has been attempted within the organization 
and/or with external partners, and how did it go? 

Respondent: 

A supply chain example would be for freight settlement.   

Organizations often have a middleman who sits between the shipper and the transportation provider 
to serve as the trusted party for financial settlement.   

Contracts, invoices, and payments may all flow through this middleman and they are paid to reconcile 
data issues between the two parties. 

An example of an issue is checking contractual agreements to determine why the cost is off by five 
percent from the expected value.   

This middleman is paid for their service with no incentive to help drive a better process. 

Interviewer: 

Ah, I see. The final research question for the study is about smart contracts and its effect on supply 
chain negotiations and operations.  

I’ve found sources saying that smart contracts are the right fit when a contract is only needed for a 
short time or it is known ahead of time that there will never be any reason to change or improve it. 

In which domains do you feel that smart contracts would fit in within the organization? 

Examples of domains are finance, customer relationship management, supply chain et cetera. 

Respondent: 

Smart contracts are not what many people think they are. 
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In fact, they are not a contract at all.   

Associating a smart contract with a freight contract is incorrect.   

Smart contracts are simply where the programming logic of the software sits.   

It is nothing but code that says when 'x' occurs, do 'y'.   

It is not to be mistaken with replacing a legally binding contract. 

Interviewer: 

That is quite an extreme approach, but very interesting to hear! So what is your view on the potential 
of smart contracts within supply chain management then? 

Respondent: 

Not really a view on it as I do not really consider it. 

Interviewer: 

Alright, it has been very insightful to hear about your perspective on the potential of blockchain 
technology within our organization!  

Again, I would like to thank you for taking the time for this interview and to answer these questions for 
my master thesis research.  

Before we wrap up this interview, I would like to note that all information collected shall be used for 
thesis research purposes only.  

Respondents have the right to access, view, and edit their own information in a timely manner.  

Data obtained will never be sold or shared with any third parties. 

If you have any questions or change your mind on participation in the research, please contact me by 
phone, e-mail or internal messaging. 

END OF INTERVIEW 

Respondent 3 
 
Interviewer: 

Good afternoon XXXXXX, thank you very much for taking the time to participate in this structured 
interview to determine the potential of blockchain technology for the organization! 

Before the interview, I have sent you the questions and the model to read. 

What are your initial thoughts? 

Respondent: 

This was my first experience with this kind of TOE model, I had never used it before.  

It was completely new to me and interesting to see something different. 

Interviewer: 

It is something that has been used from my education and I want to link it to my thesis for the university 
perspective. 
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This was also my first encounter with this model, therefore I will have some questions about what you 
think about it. 

That is a key aspect of the interview, to see where you see the strengths and weaknesses of the 
organization from your perspective. 

As a disclaimer, I will definitely be anonymizing all that has been said by you guys in these interview to 
not make it traceable to people within the organization. 

It will be anonymized in the report. 

I want to start with the first question, which is: What is your perspective on the feasibility of blockchain 
technology in the organization? 

Respondent: 

Honestly, I think there is a lot of value in doing it, you know, not so much the visibility of the technology. 

We do the visibility with the freight forwarder platform today, but I see the part that the organization 
is really interested in, right, is the security and the digitalization of documentation. 

For all things I noticed below in that capacity, right, is that the organization focuses not so much on the 
technology view but more on the organizational and environmental view. 

When talking about documentation, that is where the organization sees the biggest impact from a 
blockchain project. 

From a financial perspective, right, we are also connecting XXXXX from XXXXX with the financial 
functional area from the organization as well. 

That is another area within the organization that they are starting to look at blockchain technology as 
the new financial platform. 

Interviewer: 

Have you seen the new platform launched by IBM for financial institutions? 

Respondent: 

No. 

Interviewer: 

I will send it your way after the interview. 

It is something new that they have launched with what I think is sort of a preliminary implementation 
aspect with intra-financial institution.  

I think it is linked to a fiat currency where you can send money instantaneously and real-time through 
the IBM platform. 

I haven’t read into it a lot more, but I saw that they have started to launch it last week. 

I will send it your way after the interview and then we can maybe discuss it later. 

The finance aspect is something I have been taking into account for the last weeks now. 

Respondent: 

Okay. 

Interviewer: 
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I want to focus on supply chain finance. 

That is why I was wondering what has been done so far in supply chain finance? 

This is now a preliminary start to this investigation. 

Respondent: 

I know XXXXX of XXXXX, his whole purpose is around the trade documentation management. 

So, in one of the e-mails, the investigation of connecting the global shipment platform TradeLens and 
their internal finance blockchain network, this is where there is the benefit in connecting the Letter of 
Credit and Insurance process and documentation. 

This solution is particularly effective in trade finance use cases where the shippers and their financial 
service providers need to exchange critical information and that is in several documentations. 

This is an e-mail I can forward to you as well and you can add in any kind of notes in that capacity as 
well. 

So I do know XXXXX has met with the finance gentlemen here in the organization, but after their 
conversation they put it on a temporary hold for after the reorganizational steps. 

They did meet once and they have agreed at this point until they will wait until the reorganization 
before further conversations around this topic. 

The organization and XXXXX have discussed in their conversation that there is value capacity. 

Interviewer: 

Okay, so I can also link this to the later part that we have in the organizational view. 

Respondent: 

Yeah, so I will forward this to you right now so that you have it. 

You can add it to the collection of the information that you have. 

Interviewer: 

We’ll start with the first part, the technological view. 

For this, you really see the technological constructs of blockchain technology and not per se distributed 
ledger. 

For that, in which of these technological constructs does the organization show promise? 

Respondent: 

Yes, I mean, I do not think it is going to eliminate complexity. 

I still think Company X is going to have complexity. 

Compatibility, the conversation they have had with XXXXX, they will still have to link in the ATI or 
whatever technology. 

I would say that you maybe could add it as a promise, but we do have a data connection with all of our 
freight forwarders. 

I do not think that is going to be a big deal for the organization, we do that all the time in connecting 
with EDI or ATI with our providers. 
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So, I mean, you could add it as showing promise as it is something we absolutely do. 

I do not think it is a big deal for us, it is just something common. 

Interviewer: 

So you are talking about compatibility right? 

Respondent: 

It is definitely a possibility. 

It will probably come down to a big question, it is going to be costs. 

The biggest question we have with XXXXX with the discussion that we have had is the cost factor. 

Of what they are going to charge. 

That is the biggest grey area that we have with them, the cost factor. 

Some of the costs that they have thrown out as potential numbers, we were like: No way, not feasible. 

The cost was so ridiculous. 

Interviewer: 

The cost you are talking about now is the moment that you would say you do it through a third party 
like IBM or through consultancy firms setting up the system. 

Do you think that there is a potential for the innovation center to start working on blockchain 
technology applications themselves? 

Respondent: 

I do not know if the organization would, I guess, that is probably more of a conversation to have with 
the head of innovation. 

I do not know if that is something that the organization would want to own as it is a huge undertaking 
and we do not have that today. 

The organization does show promise in data security and perceived benefits of the technology as well, 
but I would first see us primarily probably only for third parties. 

Interviewer: 

In that sense, so working with a third party, what do you see as the role of the freight forwarder in that 
sense? 

Talking about documentation, talking about finance, what is the role of the freight forwarder in this 
line? 

Respondent: 

In this capacity, I would see the role of the freight forwarder currently would be handing over any 
documentation potentially that they receive from the organization. 

Unless in our connectivity, we have it so that instead of it going to the freight forwarder, it goes right 
into the platform for digitalization of documentation. 

So it would just depend on how we go to that setup. 
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In today’s set-up, all the documentation goes to the freight forwarder and the freight forwarder puts 
together the documentation package and then couriering it out to the current partners to receive that 
information. 

So, the digitization what I could envision happening is that instead of having the partners set up and 
going out to the freight forwarder for the collection … 

Eventually, if we ever get the platform set up, whether it is with XXXXX or with our freight forwarder or 
with some other third party right, whatever the right answer is at the end of the day …  

Instead of sending the documentation to the freight forwarder and then collecting it all is sending it to 
whatever is coming from the legacy system, sending that directly to the blockchain platform for the 
documentation and then the freight forwarder would only be responsible for anything that they are 
manually creating for today. 

They would then be having to send that to the blockchain platform on which all the documentation 
would be stored. 

There is a couple of unknowns that we would have to answer first on this set up. 

Interviewer 

With the freight forwarder currently working with CargoX on the digitization of trade documentation, 
wouldn’t they sort of be cutting into their own operations by doing so? 

Respondent 

They are working on a blockchain project but it is not the same. 

We have met with them, but it is not the same thing as that we had envisioned, it is a little bit different. 

What we are aware of right now with our freight forwarder is that they are not really working on the 
same kind of a platform from a digitization of blockchain, unless there is something new that they have 
not shared with us. 

Interviewer 

Okay, so what do you think is their perspective on it? 

What is the major difference? 

Respondent 

Let me see if I can find … 

Interviewer 

Maybe we can handle this at the end of the interview with the remaining questions. 

So we have the technological constructs that the organization has proven is the complexity of the 
technology. 

Would you say it is more of an education of the people in the organization or more for getting the right 
people that know how the technology is working? 

Respondent 

Potentially both, because blockchain is new and exciting to people, right? 

I also think they do not know the full construction of what really goes into it and you know, how 
complicated it is and the ins and outs of it. 
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I think because it is new, there is a lot of things that people are still learning. 

So I think it is a little bit of both. 

Interviewer 

So then, about the technological constructs that you would add to the view? 

Respondent 

Not sure, I wondered again, because this is an area that I do not know the model very well, so … 

What you have, those are all things that we talk about. 

The only thing that I was wondering is financial, I do not know where financial or potential financials. 

There is also the environmental, but like, the part where we talk about instead of having all the 
documentation printed, the financial piece of couriering, the documentation and the time around it. 

So, our cycle times will improve, therefore the turn-over is a lot quicker. 

I am not sure if we have that noted anywhere, but in those three views or where we would want to add 
it. 

Interviewer 

So you would say it is more about what it can bring as in speed? 

Respondent 

Yes, cycle-time and financial impact. 

Interviewer 

I will definitely think about adding it. 

Respondent 

The thing I do not know is whether it would fall under technological view or one of the other views. 

Interviewer 

It doesn´t matter, the thing is that there might be a little bit of ambiguity on the definitive meaning per 
view. 

I would rather have too much constructs to gauge what is wanted from an organization than too few 
of them. 

And now it gets a little bit easier, from the organizational view. 

Now we only have to look at the organization. 

For which of these organizational constructs is the organization showing promise? 

Respondent 

I think we show promise, because I think the organizational readiness has been, from a leadership 
perspective and therefore also top management, they are ready to move. 

They are ready to do trials. 

When we did the opening of the innovation center here in the region, everybody was asking: When can 
we implement this? 
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What is the timeline? 

When we responded with 3 to 5 years, they were disappointed. 

You could tell that they were disappointed that the reality is that it is so far out. 

The reason it is so far out is that it goes into having the ecosystem set up and everybody on-board. 

You cannot just have ocean carriers on board, right? 

From an internal organizational view, I do believe we have support and people are interested in this 
because of the potential that it brings. 

All the things you have noted above from a technological view, right? 

So, I think that the organization is interested and already, we have done this one trial that was not 
really what we thought. 

People are interested and people are intrigued, they want to see this moving because of the potential 
benefits that we have of doing this. 

So I would say that from a global view, we score well on all of them. 

Interviewer: 

Do you feel that in, when speaking about organizational readiness and the organizations resources, we 
have the reorganization going on within the organization … 

This is going to take a little bit more of the resource than what would be in the normal state of the 
organization. 

Do you feel the moment that the reorganization is done and for example, the trade finance part coming 
up, where money-wise, personnel-wise and time-wise, do you feel availability of resources there? 

Respondent: 

I think that is a great question, because I do not think any of us at this level really understands the true, 
well, understanding of the impact of working with XXXXX, right? 

That is going to be first and foremost, to understand that we are ready to support. 

It is all coming back to cost. 

The organization is trying to cut costs and then it needs smart decisions. 

I do not know if people would ever implement something this year from a financial perspective. 

I would say that money is probably (…?) for this year. 

And the next couple of years, I think if it is in the plan, yes, and if the value analysis or the benefits 
analysis says here is what you are going to save by doing it. 

I think the organizational support structure and resources are there to make it happen if there is enough 
value or you know, cost-savings, it could happen. 

Interviewer 

And do you feel when we are talking about the organizational size, the top management support is 
definitely there? 

I have been noticing it myself as well and what I hear from your stories as well. 
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But, for the organizational size, talking about a company with about give-or-take 100,000 people 
working in it, do you feel … 

Respondent 

Not everyone would be working in blockchain specifically, so that is the difference right? 

People working physically in blockchain, what I would perceive it, if I would look at it from just a logistics 
perspective, right? 

It would be no more than a support structure set-up, like what we do with our information systems 
solutions team, not everybody would have access, minimal access physically into the blockchain. 

And what we would do is, and we have actually had questions in this, is we would take that data from 
the blockchain format and bring it back into our system for visibility into our system. 

So, that is why we would have to have the proper connection in the other system set up and we would 
make sure that the visibility is backed into the organizational system. 

Interviewer 

Okay, and do you think that the leverage that the organization has as the organization that it is with 
the size that it has and its market share that they have the potential to be the leader of these projects 
or more of a follower into what is going on in the industry? 

Respondent 

I think potentially a leader because of the size that we have of the organization as a whole, but I also 
believe that there have been some conversations already as higher-levels talking with back to talking 
with the chemical company summit and stuff like that. 

Looking at the ACC to try to help us out and to try to get some leverage with them so I think there is a 
huge opportunity and so, some of the conversations in October that my leader has had with the higher-
ups having conversations with some people of the American Chemistry Association. 

The challenges, a lot of it is the lack of adoption in the industry which is a huge piece that we have to 
undertake and that talks about the ecosystem and enough people being on the ecosystem to be able 
to do it. 

If you only have ocean carriers on-boarded into the ecosystem, you cannot make it happen. 

You got to have the port authorities, the inland dray carriers, the ocean carriers, you have to have 
everyone in the process on-boarded to this ecosystem. 

Right now, the lack of adoption is the biggest challenge we are going to face. 

The regulatory support goes back to having the compliance set up, the regulatory support is a huge 
piece. 

The investments into our legacy technology, right, so that how do we connect into it and the costs 
associated … 

The commitment on evolution of technology, now it is changing so much and people are trying to do 
so much. 

What is the commitment you are going to do? 

On the flipside, there are many positive things in that we have had conversations with the ACC and are 
hoping to transform the industry to help us deliver value, those common service standards across the 
industry to support improvements in technology upgrades. 
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Such as ship standards, process integrity, security, compliance management and supply chain visibility. 

The technology is not only in supply chain, also in production, marketing, insurance, carbon emission. 

There are a lot of things that it could bring. 

Again, adding more players to the platform is key in order to be successful. 

Interviewer 

The last thing that I want to point at is that we have talked about leading, but how is the organization 
doing in joining alliance and/or consortia such as BiTA or other consortia that set standards? 

Respondent 

I am not sure, our person that is having conversations with the American Chemistry Association should 
know more, but I am not in these talks. 

Interviewer 

But there are no talks from the headquarters perspective in joining larger consortia? 

Respondent 

Not that I am aware of, that might be more of a question for our head of innovation. 

Interviewer 

Let’s see, then we should talk about the environmental views. 

This is sort of linked to what we have been discussing just now. 

Everything that is happening around the organization. 

Do you feel that the organization shows promise in these environmental constructs? 

Respondent 

Yes I do, in all of them. 

There are lots of questions around that, how do you do it? 

I think they are supportive and I think there is a promise to be able to potentially do it. 

The question is how and the timing. 

I do know within the compliance environment, a blockchain program is being done right now. 

I do not know all the information on it, but I do know that they are working on it from University X, a 
project right now with database establishment around researching technology, service providers, 
looking at challenges and looking at trade lanes. 

They are doing a whole bunch of stuff. 

Interviewer 

What are the specific goals of that project? 

Respondent 

It is around planning from demand to order fulfilment and local process standards, all around process 
standardization in documentation. 
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Lane requirement tracking system, automation of risk assessment, integration to internal systems. 

They are looking more around the documentation and compliance side. 

Interviewer 

As you say the organization shows promise in all of them, there is none you would improve? 

Respondent 

No, none. 

Interviewer 

Those projects you were talking about are going on, but how do you feel it is going for Company X in 
the regulatory environment aspect? 

I have been doing a little bit of a check on what has been going on in both of the main regions for 
Company X … 

Respondent 

There are a lot of unknowns. 

Interviewer 

And by going to those universities and having these projects, you try to fill up the gaps, am I right? 

Respondent 

Yes, yes. 

Interviewer 

How many people are currently working on the regulatory environment in Company X for distributed 
ledger technologies and more specific, Blockchain? 

Is there anyone currently gauging what is going on? 

Respondent 

That would be, you could talk to XXXXX, she is in the compliance area. 

She could probably tell you more about that than myself. 

XXXXX, she is in the International Trade domain and she is in the compliance area. 

XXXXX would probably be the best person to speak to, she is doing separate stuff from a compliance 
perspective that I have not been involved in specifically. 

She would probably be absolutely the best person to reach out to about this. 

Interviewer 

Okay, and then for the next part is the market dynamics. 

You are talking about that the organization wants to sit together with the ACC and with the other 
chemical companies following these associations? 

Respondent 

Yeah, the way to get support, right, is for them to kind of provide us some support to kind of help push 
it and move it in the right direction. 
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Interviewer 

And with rival companies working with blockchain technology, is there any link or any kind of sharing 
of experiences or anything together with them? 

Respondent 

Not with me at this point in time, I am not aware of any kind of co-mingling of efforts or conversations. 

Interviewer 

The next point would be the industry/competitive pressure. 

From the organization wanting to use blockchain technology, is that because of pressure from the 
outside or technological pressures to be able to differentiate themselves? 

Respondent 

We do not only want to differentiate ourselves. 

We want to use the potential benefits to our advantage, to improve our cycle times, to reduce costs, to 
… 

Time is money, so we can serve our customers on time and one issue we see today is a lot of our delays 
are around documentation and errors in documentation. 

If we can improve, if there are areas increasing the time it takes, or decreasing the time it takes to fix 
it and making it quicker, the tracking of it and to be able to get our documentation where it needs to 
be and accurate. 

There is so much value in that capacity, so we can then clear our shipments quicker and meet our 
customer’s needs. 

I think there is a lot of internal items that many of us see as a value that hopefully we can improve by 
getting secure documentation. 

Right now, if there is an error in the documentation, it needs to be send back to the States to the freight 
forwarder here. 

They have to do whatever, work with the ocean carrier … 

There are a lot of hand-offs to get one thing fixed. 

First, it needs to be sent to the party that has to fix it. 

There are a lot of hand-offs to get it fixed. 

So that just creates delays in the process, so any way we can streamline that is going to benefit us. 

In addition, you are not putting a piece of tape over and over and over because of an error. 

Everything is digital, so you are saving on the environment as a whole as you are not wasting paper. 

You do not have waste. 

There is a lot of benefit. 

Not just … time, there is costs, environmental purposes. 

There is a lot of value in digitization of documentation. 

Interviewer: 
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You can link this straight to the next question about the most value adding service that blockchain 
technology could provide within the supply chain of the organization? 

Elimination of physical hand-offs, timely reliable, improve cycle times. 

The single source of the truth and permission based access. 

What I most want to ask about the permission based access is: The focus from the headquarters now 
on blockchain technology is on permissioned blockchains, am I right? 

Respondent: 

It would be, yes. 

That is because of the security of the documentation. 

Somebody who does not need to see certain things would not have access to that, that goes back to 
security. 

It being a single source of truth and only those that need to see the relevant information. 

They would only see what is relevant to them based on their role and so ocean carriers do not need to 
see everything. 

It is all based off your role through the process and what you would have access to. 

Interviewer: 

So there has not been any projects looked at with public blockchains? 

Respondent: 

No, just the XXXXX one that is all open right now I believe.  

Permission based today, eventually they want it to be permission based. 

Interviewer: 

For the next part is your view on the use of blockchain technology in documentation, customs and trade 
compliance. 

What I want to add to it is that next to the questionnaire of December with all leaders, I have added 
supply chain finance. 

What do you feel, for supply chain finance, is concisely the best part of using blockchain technology in 
it? 

Respondent: 

From a financial perspective, I think you are going to have, from a supply chain cost perspective, it is 
going to be the courier fee. 

Roughly XXXXX million US dollars per year that we pay. 

That is a huge opportunity and so if we can eliminate that amount per year … 

Interviewer: 

Is this global or…? 

Respondent: 

Global, yes. 
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Interviewer: 

So global, it is XXXXX million US dollars per year? 

Respondent: 

I believe that is what we have estimated it to be approximately XXXXX million, yeah. 

Interviewer: 

And for supply chain finance in general, so not only the documentation part of it, but also supply chain 
finance in general. 

What is your perspective on that? 

Respondent: 

Just as with our financial platform, I do know that a huge fee is paid for it and the freight forwarders 
as well and we have to get our documentation go through the platform. 

There is huge fees that we pay anytime there is a change for a single line item and so, I think if we get 
into blockchain and the security around changes, I think the cost will probably change with the structure 
in blockchain. 

I hope to see an advantage of how does that change, like I was trying to understand how much do we 
pay to the freight forwarder today whenever there is an error, right? 

And anything that is going through our financial platform, and I was talking to our documentation 
specialist about it and she did not have a good feel for a number. 

We were going to try and investigate: What is the cost that we are paying whether it is the financial 
platform or to our freight forwarders anytime something changes when it has to go through their 
platform? 

To try to understand what is the cost-savings? 

Because it is huge, our documentation specialist in Europe, she may be able to give a potential estimate 
of what kind of numbers they potentially have in Europe. 

There is a huge opportunity if we can improve the accuracy and less errors, because there is a huge fee. 

I do not remember whether it was for the finance platform or our freight forwarder, every time a letter 
of credit or any time documentation goes through the finance platform for collection, there is a 
ridiculous fee that we have to pay. 

Interviewer: 

Alright, that is something for me to further investigate. 

Respondent: 

I have a note in here: Discrepancy fees in letter of credits, what does the organization pay to the finance 
platform for discrepancy in government levies? 

We charge the freight forwarder for the fees, because it would be errors that they did not catch. 

That is the big question. 

Interviewer: 
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And what I have been discovering myself for a use case in documentation, we were looking into ATR 
documentation if you trade from the European Union to Turkey or back. 

The data that has currently been gathered around discrepancies in documentation and the costs after 
it is more or less ignored in all databases. 

If you want to see what the damage is of missing documentation or whatever, it is really difficult to 
find. 

Respondent: 

It is and that is the hard part, right? 

It is hard to say this is how much is associated with this, but I do know that we pay for the financial 
platform for discrepancies in government levies when there are errors. 

I think there is the opportunity, I don’t think that we are charging the freight forwarders for these errors 
and we should. 

I don’t even, the question in my documentation project that I will eventually start working on this year 
is understanding: How do we understand that cost and how do we go back and recoup it from the 
freight forwarder? 

Interviewer: 

The next question is about the situation with data sharing. 

Is the IBM/Maersk environment and the freight forwarder project about documentation, I reckon it is 
what we have been discussing a couple of minutes ago. 

Are there any more situations that you have encountered? 

Respondent: 

No, not this quite. 

Interviewer: 

And would you like to add something to this? 

Respondent: 

No, not really. 

I guess, I’ll just say that for … 

The IBM/Maersk project was truly just visibility and one freight forwarder returned some of our calls 
and they uploaded documents into the IBM/Maersk environment, but it really was not any further than 
that. 

We never seen anything around them physically taking the documentation and handing it off to the 
port authorities or anything like that. 

In my opinion, from a documentation perspective, it did not meet any of those needs. 

It was really just around visibility and if you log into their environment today, you will see the shipments, 
but the environment is really hard to follow. 

The flow is chunky and it is not great to be able to follow it, you have to click a lot of buttons to see 
what you want to see and go into many layers. 
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I think they have a lot of opportunity for improvement and I am curious to see how stuff is going to 
change with IBM and Maersk kind of breaking out a little bit and not being as much of a joint venture 
as they were historically. 

Interviewer: 

Okay, and then we go to the last aspect of the research that I am doing, which is the effect of smart 
contracts. 

Respondent: 

I do not really have a lot of knowledge in this space, to be quite honest. 

I have heard about them, I have read a little bit, but I do not have a lot of background knowledge. 

Interviewer: 

Also from the perspective of another respondent, so far there has not been any talks within the 
headquarters for any kind of potential for smart contracts? 

Respondent: 

Not that I am aware, I have heard it being brought up but I do not think there has been any kind of 
serious discussions by any means. 

Interviewer: 

But how do you see it? 

Respondent: 

I would see it as a good fit with purchasing like with our freight forwarders and the connection that we 
would have. 

Today I think about, so we have allocations like if you can use smart contracts around allocations and 
the fees that they are charging us … 

I think, if you can take our contracts and put it in these smart contracts, all digital and you load it into 
the blockchain environment and you have all these pieces connected, it makes it less of a guessing 
game and you can keep people accountable for what they say they are going to do and what is in the 
contract, right? 

Also, I think it allows us from an organizational perspective to see where we are and what we have 
committed to in the contract or where we have overstated or understated where there are 
opportunities for improvements in our contracts. 

You are now going to have a good history that builds off the smart contract. 

From a tracking perspective, it probably potentially, depending on the set up of the smart contract, 
there is a lot of things that you can read into that contract and understand where there is value of 
making changes or where the person that you have the contract with isn’t fulfilling their end of the 
contract as well. 

I think there is just a potential opportunity on, based on my limited knowledge of the smart contract, I 
also think it depends on how that smart contract is set up, it is both. 

Interviewer: 

You would say the benchmarking of the purchasing contracts is the … 

Respondent: 
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And the freight forwarders, yes. 

Interviewer: 

If there has not been much talks about smart contracts from the perspective in the headquarters, I’ll 
put more of a focus on smart contracts in the document that I will send to you guys. 

Would you perhaps include it in further research? 

At least it is good to hear that it has been discussed, but not really as it is just a pre-mature part of the 
technology right now. 

I would have been really surprised if there would have already been some checks with it. 

Respondent: 

And we have heard about it last year when we went to a conference in general, I mean, I think there 
are things that we discussed that are high level about it, but we have not done any kind of digging into 
it, right? 

I think there is definitely opportunity around how do we improve it. 

Interviewer: 

What do you know about the process within the industry and the organization in specific, what mostly 
has been linked with smart contracts is the use of the Internet-of-Things sensors and Industrial Control 
Systems … 

Respondent: 

That would be really good too … 

Interviewer: 

So, is that used a lot, the smart industry aspect, the Industry 4.0, has been discussed where you have 
AI, Machine Learning, Internet-of-Things going on, how would you feel that is being utilized in the 
organization nowadays? 

Respondent: 

I am not sure on that one. 

Anything beyond one year out or 18 months out, it shall all be managed through our innovation 
organization. 

Interviewer: 

I really want to thank you for your perspective on this and for the responses you have been giving, this 
is really something I could use for my thesis research. A lot of new perspectives for me. 

Is there anything you would like to add? 

Respondent: 

No, I think it is great that you have thrown a lot of effort in this space. 

I know the organization wants to move on it, but I just do not know, right, based on where we are at 
and based on the technology, the technology is not as far as we want. 

I think we still have a lot to learn and getting the environment up and running and getting the 
ecosystem and the platform built, we are really waiting for it. 
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We cannot do a whole lot until that is done. 

Interviewer: 

And what do you feel is the trigger for the organization to go all out? 

Respondent: 

I think, once the platform is built for important regions for Company X, for trade from North America 
to Europe or between two regions entirely or 80/20, then I think at that point in time it is when the 
organization would probably get more engaged. 

Interviewer: 

That is good to hear! 

I got all the answers that I need. 

I really want to thank you for taking the time and a little bit extra to answer all these questions. 

If there is any questions you have after this talk or anything you want to know about the research 
further on, you can always contact me. 

I just want to say: Thank you very, very much and we will stay in touch! 

Respondent: 

No, thank you!  

Have a great day! 

Interviewer: 

Have a great day! 

Thank you. 

END OF INTERVIEW 
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Appendix E – Smart Contract Vulnerabilities 

 
Transaction-Ordering Dependence 

The verification of a block of transactions is done by a miner, who has the power to decide the 

order of the transactions in this block. This vulnerability occurs when several dependent 

transactions invoke the same contract that the miner can manipulate the order in which the 

transactions are executed (Wang, et al., 2019). 

 

Timestamp Dependence 

If the smart contract uses the block timestamp as a triggering condition, miners can use their 

ability to manipulate the timestamp of the block that they are mining by about 900 seconds 

while still having other miners accept the block (Ethereum Foundation, 2018). With these 

timestamp-dependent smart contracts, miners can therefore choose different timestamps for 

the block to manipulate the outcome of the contract. 

 

Mishandled Exceptions 

In the case of one smart contract calling another smart contract, if the called contract runs 

abnormally, it terminates and returns false. The calling contract may not have this exception 

passed on to it and by not properly checking this return value, it brings potential threats (Wang, 

et al., 2019). The calling contract might continue its operations without acknowledging the 

exception of the other contract. 

 

Re-Entrancy Vulnerability 

When a contract calls another one, the current execution waits for the call to finish. As the 

fallback mechanism allows an attacker to re-enter the caller function, attacker may use the 

intermediate state of the caller to conduct repeated calls, leading to loops of invocations which 

retrieve multiple refunds and empty the balance (Luu, Chu, Olickel, Saxena, & Hobor, 2016). 

The DAO hack that was discussed in Research Question 4 about smart contracts was done 

through this vulnerability. 

 

Callstack Depth 

Every time that a contract invokes another contract, one frame is added to the call stack that 

is associated with the transaction. The call stack has a maximum of 1024 frames for the 

Ethereum protocol. Reaching this limit leads to further invocations throwing exceptions. 

Generation of an almost-full call stack and invoking the victim’s function will lead to an 

exception being thrown and if this exception is not properly handled by the smart contract of 

the victim, the attack can succeed (Atzei, Bartoletti, & Cimoli, 2017). 
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Appendix F – Current Blockchain Applications for Supply Chain 
 

In this appendix, the current blockchain applications that are deployed or under development are 

explained. Most of these applications are in their preliminary phases and should be considered as such. 

Still, it shows that there are many different perspectives that are being researched and developed. 

Within the supply chain domain, there are quite some noteworthy projects currently under 

development.  These example projects should give an idea about what is being done at the moment 

with the supply chain management potential of the technology. There are more projects under 

development, but these have been chosen as they are currently some of the more high profile 

blockchain technology projects within supply chain. 

Hyperledger 
 

Hyperledger is not a single technology, but it is a collection of technologies used for the creation of 

new blockchains that have been donated to the Linux Foundation. Core code of each project has been 

donated by one or more member organizations as open source and ownership has been handed to the 

Linux Foundation. The goal of the Linux Foundation so far has been to improve and create industry 

collaboration around blockchain technology so that it would be usable for complex use cases in the 

key industries most suitable to blockchain disruption: technology, finance, and supply chain (Hill, 

Chopra, & Valencourt, 2018). Notable technologies that have been provided for the Hyperledger 

project are: 

 

 

 Hyperledger Fabric 

Hyperledger Fabric is set up for a modular private and permissioned blockchain solution that 

is oriented at enterprise applications. Identity validation is required to join the network and 

access has to be granted by a Membership Service Provider. Fabric is focused on the creation 

of networks of interactions between organizations and nodes of the network are acting as 

agents for their respective organization. Most notable functionality of Fabric is the possibility 

of having private channels. A private channel allows a subset of members on a Fabric-based 

blockchain to create a new blockchain that is observable and intractable only for them (Hill, 

Chopra, & Valencourt, 2018). These private channels allow for communication of information 

that should not be transacted across the entire network and that is very important for 

enterprise applications that require confidentiality of specific data. 

 

 Hyperledger Sawtooth 

Hyperledger Sawtooth is a contribution by Intel that allows for the swapping of consensus 

algorithms in a running blockchain network and supports Ethereum smart contracts. It is a 

modular platform for building, deploying, and running distributed ledgers. It includes a new 

consensus algorithm Proof of Elapsed Time (PoET) which targets large distributed validator 

populations with minimal resource consumption (Hyperledger, 2019). More on this consensus 

algorithm can be found in Appendix A on different blockchain consensus mechanisms. 
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 Hyperledger Indy 

Hyperledger Indy has been developed for the decentralization of identity management and 

provides tools and libraries for the creation of digital identities. Indy can be used by 

applications that do not run on blockchain technology and is meant to circumvent the need 

for centralized authorities that are to be trusted with managing identities online and can be 

seen as single points of failure. Breached databases of these central authorities can have 

disastrous consequences and this solution provides a decentralized form of identity 

management that is interoperable with other applications that may or may not utilize 

blockchain technology. 

 

 Hyperledger Burrow 

Hyperledger Burrow is a permissioned and modular blockchain client that includes a smart 

contract interpreter that has been built according to Ethereum Virtual Machine (EVM) 

specifications. It can be seen as an implementation with extensions to the EVM while still 

remaining compliant to the EVM. 

TradeLens 
 

TradeLens is a platform developed by IBM in cooperation with the world’s largest container shipping 

company Maersk for container tracking and digitizing of documents for the supply chain for container 

shipping. The platform promotes a more efficient, predictable and secure exchange of information in 

order to foster greater collaboration and trust across the global supply chain (TradeLens, 2018). 

Sharing shipment information with all other entities within the supply chain can lead to a better supply 

chain visibility and the blockchain technology can provide traceability to the data in the network as 

well.  

VeChain 
 

VeChain is a full enterprise platform enabling members of the platform to launch DApps on its network. 

VeChain is a very interesting blockchain in supply chain project as it has secured high tier partnerships 

with companies such as PwC, DNV GL, Renault, Kuehne Nagel and Givenchy. Also, it is tightly connected 

to China’s One Belt One Road initiative which is the largest infrastructure project in human history 

(Quittem, 2018). 

Waltonchain 
 

Waltonchain is a Chinese-Korean project using both RFID chips and blockchain technology as a way to 

leverage it together with IoT to collaborate within the supply chain without the need for trust in the 

network. Waltonchain’s RFID chips can be scanned to read info about the physical assets that they 

have been attached to and the data read is directly uploaded onto the selected blockchain through 

their patented technologies. Like the VeChain project, the Waltonchain project also is connected to 

the One Belt One Road initiative (Waltonchain, 2018). 

Provenance 
 

Provenance is a supply chain solution developed by a London-based start-up to help retailers and 

brands to be more transparent by showing the customers the entire journey that a product has taken. 
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As from December 2018, more than 200 retailers and producers have signed up for the platform in 

different industries (O'Brien, 2018). Through this added transparency, companies can build a better 

relationship with their customers by providing the details of every supply chain partner that has 

interacted with the product. Consumers can contribute through a mobile app by commenting on the 

product and/or reviewing it, so that other consumers can obtain as much information on the 

companies’ products as possible. 

CargoX 

 

CargoX is a Slovenian start-up providing blockchain-based Smart Bill of Ladings on a decentralized 

platform. It uses blockchain technology to instantly transfer the document with complete transparency 

in who the holder of the document is. A combination of blockchain, private key infrastructure and 

cryptographic algorithms ensures that the documentation uploaded to the platform remains 

unchanged and cannot be modified by anyone within the network (CargoX, 2018). This authenticity 

and transfer speed of the documents can be of great benefit to global supply chain operations. 

OriginTrail 
 

OriginTrail is an off-chain decentralized P2P network, enabling peers on the network to negotiate 

services, transfer, process and retrieve data, verify its integrity and availability, and reimburse the 

provider nodes (OriginTrail, 2017). It uses a blockchain layer that is agnostic, which means that it is not 

locked in to one single platform. Different blockchains can be used for fingerprinting of the data 

entering the system and the data is stored off-chain. Off-chain data storage reduces cost and 

inefficiency within the network as the blockchain solution is solely used for the fingerprinting of the 

data. Not being locked in to a single blockchain allows for flexibility that may definitely come in handy 

in the upcoming years in which there is not one “winning” blockchain platform. 

Appendix G – Use Cases Identified for Company X 
 

In this appendix, use cases identified for the organization during the project duration are discussed. 

Blockchain technology should only be seen as valuable for implementation in business processes when 

there is a large number of entities that have to collaborate with limited trust between these entities. 

There have to be clear incentives for the entities for collaboration and in a best case scenario, 

immutability of data is to be desired for the use case. 

Documentation Aggregation for the Supply Chain 
 

Currently, copies of nearly all certifications and other export and import documents need to be sent 

to the customer. A potential use-case can be found in aggregation of documents on a central 

Blockchain authority where different entities within the system can verify certifications through 

private keys, and everyone has the same copy of every document. A caveat of this use-case is that the 

customs authorities of many different countries might have to cooperate or many different platforms 

would have to be maintained and used. Potential for this use-case lies in a pilot with a country like the 

United States to show the potential of the technology within this system. Smart contracts can 

streamline operations within documentation, as well as increase the efficiency of the documentation 

procurement processes. 
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Organizational Synergy Automation 

 
Long term contracts are used in various fields of the organization, such as tendering and the 

negotiations with external companies and the services they provide. The infrastructure on a chemical 

park is not only used by Company X themselves. Operations with other companies that are residing on 

the chemical park could be automated through smart contracts that optimize these operations in a 

dynamic and distributed manner. This could also be seen in the case of a specific container terminal 

where there were no isotanks were available at the port and it would be discovered too late, leading 

to disruption of the production of a specific good as there would be no tank available. In the current 

state, the container terminal would have to notice that the box container is not at place at the terminal 

one day prior to loading and contact the freight forwarder. The availability of resources such as 

isotanks and trucks can be shared amongst multiple entities through a blockchain platform to ensure 

the single window of truth. It is recommended to make this application part of a larger platform on 

resource availability in and around sites as the best use cases to work on currently encompass a large 

amount of entities to work on sharing resource information for organizational synergy. 

Real-time and Instantaneous Cross Border Payments 

 
Dealing with different currencies reduces transparency in the financial operations of the organization. 

Development of an own currency, using a stable cryptocurrency that has already been developed or 

using a stablecoin allows for easier cross border payment fulfillment. Also, it significantly simplifies the 

accountancy and potential auditing of the books due to the sequential attribute of a blockchain 

database and the immutable transactions with trusted timestamps. This could be used for real-time, 

instantaneous Purchase Order and Invoice payments for the organization. Stablecoins are 

cryptocurrencies that are linked to fiat currency and therefore are not more volatile than the fiat 

currency it represents. This allows the organization to have the positive aspects of both fiat currency 

and digital currency in their transactions. It is important that no volatile cryptocurrency or token is 

chosen for these interactions as that would still lead to a currency risk from demand to fulfillment of 

the order. 

Supply Chain Asset Tracking 
 

Through tokenization of an asset that is processed throughout the supply chain, a digital twin can be 

created of which all attributes can be seen by all participants of the supply chain. The chemical 

products can be classified and tracked throughout the whole lifecycle from raw material to product at 

customer. This allows for customers to see all that has been done with the product and potentially 

even include production information. As the data is distributed and verified, all participants of the 

supply chain can be guaranteed that they all have the same data linked to the identifier of the product 

that is checked. Imagine this being used for tracking of material that has entered the Company X plant 

to see whether the quality is sufficient and/or violations of required storage temperatures have 

occurred. Safety and/or compliance issues could be spotted earlier and liability can be assessed. 

Decentralized Sales Platform for Products 
 

Automation of the sales of chemical products simplifies the marketing of the organization as more 

information is given on the supply and demand of specific products whilst not having to pay fees to 
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the centralized platforms on which the chemical products are currently being sold to customers. An 

automated structure of pricing and sales makes the market more efficient. A marketplace can be made 

in this platform for both private and business consumers and it would not require intermediaries, 

allowing direct business-to-business and business-to-customer interaction by the organization. 

New Shareholder Structure Potential  
 

Tokenization of specific parts of the organization could lead to a new way of financing. Whereas stocks 

currently only allow for investment in the organization as a whole, distribution of ownership can be 

done for various aspects with the parts being tokenized. Imagine the potential of investing in single 

plants or business units of the organization. The administrative work can be automated and 

shareholder meetings can be arranged digitally as the information who owns what is recorded. 

Blockchain technology allows for a trustworthy ledger of who owns what and who has the rights to 

what part of the organization. No centralized authority is necessary to facilitate this ledger and all 

payments to and from the network can be automated. Financing of particular parts of the organization 

can be done through this application, such as specific capital goods or departments and payment of 

dividends based on results of those organizational parts. 

Industrial Control Systems and IoT with Blockchain Technology 
 

The Industrial Control Systems in the organization can be linked to send data through continuous 

transactions to a blockchain to ensure encryption of the data and immutability of all data gathered for 

auditing. After enough research and development in smart contracts, they could add more value to 

the ICS by automating behavior that is now done either manually or through platforms that are less 

secure. IoT sensors can be added to the system and linked to ensure that the data flow on which the 

automated decision-making process is focusing is working with proper data integrity. The biggest 

improvement of using blockchain technology in this use case is the data integrity and the fact that the 

data is virtually immutable, ensuring that the possibility of fraud is minimal as compared to traditional 

systems. One potential implementation of this can be used in quality control management of 

production systems, allowing for data output indicating different qualities and different payment 

terms for different quality types. 

Trading in Left-over Energy of Power Plant 
 

The organization has a power plant with the capacity to generate up to 375 MW of left-over power. 

The left-over energy is currently being sold on the outside market by an energy broker on the day 

ahead market and the intra-day market. The day ahead market is about selling at 00:00 for the next 24 

hours and the intra-day market handles fluctuations of energy demand with short-term sales, such as 

can be the case with lower wind speeds than expected and thus, lower energy output by wind turbines. 

There is a lot of demand for blockchain technology in the sector, but the person responsible within the 

organization for this aspect is skeptical as many of the parties within the ecosystem see a potential 

danger to their business plan.  Automation of the selling process would remove the need for a broker 

in this use case and may lead to a more efficient sales process. However, it has been noted that the 

broker has the expertise and follows market developments more closely. This has to be taken into 

account when considering moving towards blockchain solutions in this space. 
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Appendix H – Cost-benefit Analysis: Documentation 
 

All data obtained for the cost-benefit analysis that has been done for the organization is confidential 

information and has been removed in order to not breach the confidentiality agreement that has been 

signed for this research project. 

The courier fees and documentation procurement fees that have been paid were found to be 

significant with regards to savings and properly confirmed the potential that blockchain technology 

has to improve trade documentation procurement and reduce costs incurred in the procurement 

process by digitizing trade documentation and using blockchain technology’s cryptographic functions 

to enable authenticity of interactions with data between the supply chain and the customs authorities. 

The general learnings obtained through the cost-benefit analysis: 

 It is very difficult to perform a cost-benefit analysis on a use case like this. The cost structure 

of the documentation process is very intricate with different costs for different service 

providers and the costs also being dependent on the country of destination, as different 

countries require different export documents. The use case has many different network 

participants that have limited trust in one another, which is good for a blockchain use case. 

However, this also showed in paper trail for the export documentation costs by the different 

service providers that provide the service for Company X. Another difficulty lies in determining 

the costs of setting up a blockchain network as there is no prior experience in setting these up. 

The blockchain developer freelancer website CodementorX provides a distribution of the 

blockchain developer hourly rate (CodementorX, 2019) that can be seen in Figure H.1 below. 

The alternative would be to use Blockchain-as-a-Service (BaaS) platforms, such as the 

platforms provided by the software companies SAP (SAP Leonardo), Amazon (AWS), Microsoft 

(Azure), and IBM (IBM Blockchain). These BaaS platforms allow for cloud-based solutions to be 

leveraged for building blockchain apps and smart contracts with a pricing structure depending 

on the usage of the network and licensing fees. It is recommended for organizations to 

properly assess whether they would want to start developing blockchain networks from 

scratch or perhaps pay more in the long run with the licensing fees and usage costs of these 

BaaS platforms. 

 The documentation platform would make the procurement and delivery of export 

documentation a lot more efficient and would reduce the delays in export documentation, 

reduce errors made in documentation and allows for easier auditing of documents to detect 

fraudulent behavior. Still, why would an organization such as Company X would take the lead 

in development of a platform like this documentation solution. Customs authorities would 

most probably not accept solutions made by individual organizations as this would either lead 

to fragmentation of their own platform in having to accept multiple platforms, or the need for 

acceptance by other exporting and importing parties to use this platform developed by 

another organization. Best case scenario, this would result in one organization pushing for the 

solution and potentially paying for it. This could lead to the exact same situation as with 

IBM/Maersk’s TradeLens with its power imbalances. Platforms like these should be developed 

by neutral entities such as governments and/or regulatory authorities to develop standards 

that can be provided to all organizations that are using their services in order to streamline 

their own operations. The costs incurred for developing a platform like this could be earned 
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back by these neutral entities by using fees in the blockchain platform for the transactions that 

would take place in the network. Alternatively, blockchain associations could use their 

collective power to push for these networks or set up their own through a neutral entity and/or 

on-chain governance allowing all organizations that would like to use the platform access. 

 The platform has the potential to remove the need for third parties such as customs brokers. 

However, it would require the platform to provide the information that would normally be 

provided by the customs broker with its expertise in entry procedures, admissibility 

requirements, classification, valuation, and the rates of duty and applicable taxes and fees for 

imported goods (Noah, 2018). As the export and import process is quite an intricate process 

with many variables, it is not expected that this will be possible in the foreseeable future. 

 

Figure H.1. Freelance blockchain developer hourly rates (Source: Codementor.io) 


