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EEG-based Authentication Keys
Hongxu Yang

Information Theory & Applications, Signal Processing Systems
Department of Electrical Engineering, Eindhoven University of Technology

Abstract—In this paper, we propose an Electroencephalogra-
phy (EEG) based biometric authentication system with privacy
protection. Specifically, we focus on motor imagery EEG as
a biometric modality. The system transforms motor imagery
data into the biometric template, which is protected in fuzzy
commitment like scheme with Turbo code. The experimental
tests, performed on a dataset consists of EEG signals on ten
healthy subjects, are carried out to achieve 140 bits secret key
given 2.458% false accept rate and 2.375% false reject rate. The
corresponding secret-key rate and privacy leakage rate are 0.1429
and 0.0326 respectively. The effective key length is approximately
22 bits.

Index Terms—Biometrics, Electroencephalograph, privacy pro-
tection, fuzzy commitment like schemes.

I. INTRODUCTION

Biometric authentication systems aim at recognising peo-
ple automatically based on their physiological or behaviour
characteristics, such as voice or fingerprint [1]. Compared
to traditional authentication methods that are based on a
password or tokens, the biometric systems have many benefits.
For example, the biometrics data is based on personal physical
characteristics or behaviour. Therefore they cannot be lost,
forgotten or stolen.

Fig. 1. General Biometric System

The biometric system is a pattern recognition system. It has
two phases, enrollment and authentication, see Fig. 1. During
enrollment, the client’s biometric characteristics are observed
and transformed into a biometric feature vector, so-called
the template. It contains individual discriminating information
and stored in the database together with personal ID. During
authentication, his/her new biometric observation is captured
and transformed into a new biometric feature vector, which
is compared with the enrolled one. Based on the similarity
comparison of two biometric vectors, the system decides to
accept or reject the user. Traditionally, the biometric system
stores the template in the clear. Therefore several privacy
problems arise if the database is compromised in traditional
biometrics, such as fingerprint or iris. First of all, biometrics

are unique identifiers of human beings that once compromised
cannot be replaced. Secondly, the biometric template might
contain some sensitive personal information, such as medical
information. Finally, the biometrics can be used for cross-
matching among different database.

These problems cannot be solved simply by applying en-
cryption on the database. Because it cannot avoid an attacker
who is authorised to access the database [2]. As a result, the
attacker knows almost everything except enrolled biometric.
To cope with these privacy-related problems, a privacy pro-
tection approach called ’fuzzy encryption’ was proposed in
recent years [3][4]. The idea of this approach is to generate or
bind a reproducible secret key from/to the biometric template.
The key is encrypted using the one-way function, such as
one-way hash function, to store in the database. Therefore,
the comparison in authentication stage can be done in the
encrypted domain. To reconstruct this secret key during the
authentication, a public message, so-called helper data, is gen-
erated at the enrollment stage. This message can promise the
key reconstruction based on a newly observed biometric vector
at the authentication stage. At the same time, the key is used to
access the database. Therefore the public helper data should
not contain any information of the key. Besides, the public
message should contain the privacy information as small as
possible to prevent the privacy leakage. Finally, the key should
be as large as possible to avoid it to be guessed. This idea is
referring to privacy protecting biometric system [4], which
promises the high security of key and prevent privacy leakage
at the same time, i.e. even an inside attacker possess the helper
data, they cannot obtain the biometric properties and secret key
as long as they do not have enrolled biometric characteristics.
This approach, under so-called fuzzy commitment scheme
[3], was successfully applied on fingerprint [5] or Physical
Unclonable Function [6]. In this project, a privacy protection
biometric system using the EEG as a modality is realised.

There already exist many mature systems based on voice,
face or fingerprint. In recent years, finding alternative modal-
ities incorporated to liveness detection property of human
are popular topics, one of which is Electroencephalography
(EEG). The early study of Poulos et al. [7] showed that brain
electrical activity has biometric potential. At the same time,
the EEG is highly related to mood, stress and cognitive state.
Therefore it is difficult to obtain them by force and threat.
Moreover, this liveness detected related signal is impossible
to imitate, even in the case when impostor possesses the
biometric template. Because of these, EEG is getting attention
in the biometric application, and the EEG-based biometric
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system has been researched recently, see TABLE I. However,
the approaches listed did not take the privacy protection into
consideration.

In this work, we concentrate on an EEG-based biometric
authentication system with privacy protection. Specifically,
we utilise fuzzy commitment based biometric scheme [3]
and its improvement [8]. To test our system, we use EEG
data recorded by a wearable wireless device. The database
including multiple sessions over different days. By comparing
our system with existing EEG-based systems, it has some
advantages. Firstly, we consider the EEG’s variability. The
many existing systems were tested on single session data,
i.e. the database only including one recording period. Due to
the variability of EEG, single session data is not convincing
enough for a biometric system. Secondly, these databases
were recorded by complicated devices with many wires and
electrodes which are not realistic for a real authentication
scenario. Finally and the most important, these approaches did
not consider privacy protection during the system construction.

This report is organised as follows. A general architecture
of biometric authentication system with privacy protection is
introduced in Section II. The privacy protecting biometric sys-
tem’s performance based on Gaussian source is introduced and
analysed in III. We review the EEG-based biometric systems
under different modalities in Section IV. The implementations
of how to realise biometric authentication system are discussed
in Section V. In Section VI, we discuss the selection of EEG-
based feature vector, which is used for protection purpose.
Based on the selected vectors in Section VI, privacy protecting
biometric system’s performances are shown in Section VII The
conclusions and future work are discussed in Section VIII.

II. ARCHITECTURE OF
PRIVACY PRIVACY PROTECTING BIOMETRIC SYSTEM

In this section, we discuss the general architecture of a
privacy protecting biometric system that includes biometric
feature vector construction and secret-binding system.

A. Biometric feature vector extraction

Fig. 2. Biometric feature vector extraction

The architecture of biometric feature vector extraction part
is depicted in Fig. 2. During enrollment, a client has an
ID, and let the sensors measure the biometric characteristic.
This measured biometric is preprocessed by signal processing
technics to increase the signal to noise ratio. And then, the
processed biometric is transformed into a so-called biometric
feature vector, which is a compact form of biometric charac-
teristics containing individual discriminating information (XN

in the figure). During the authentication phase, the client

presents his/her ID and let the system to observe the biometric
again, which is processed in the same manner as enrollment
(Y N in the figure). The XN from enrollment and Y N from
authentication stage are the separated input of the biometric
privacy protecting system.

B. Biometric privacy protecting system

There existing several approaches to realise biometric pri-
vacy protecting system, see [4]. In our work, we adopt a
chosen-secret system. Specifically, the fuzzy commitment like
scheme [8], because it is the most practical approach [9].
The chosen-secret system is depicted in Fig. 3. The privacy

Fig. 3. A biometric chosen-secret system

protecting system consists of encoder and decoder part. During
the enrollment, the encoder binds the XN with a randomly
selected secret key S, which generates a public helper data M .
At the authentication stage, the newly observed authenticating
biometric vector Y N and helper data are sent to the decoder.
Based on the helper data, the decoder provides an estimation
of secret key, named S′. The decision process is realised by
comparing the one-way hash of both S to one-way hash of
S′, which means the system only accept client when S′ is
identical to S.

To characterise the system performance, the following pa-
rameters are considered: secret-key rate Rs, privacy-leakage
rate Lp, secrecy leakage Ls and the system reliability. The
secret-key rate refers to how many secrets can be extracted
from a biometric feature vector, which should be as large
as possible. The privacy-leakage rate characterises how much
biometric feature vector’s information can be revealed from
helper data, which should be as small as possible. The secrecy
leakage describes the amount of secret-key information con-
tained by the helper data, which should be negligible. Finally,
the system reliability means the probability of reconstructing
the correct key, which should be high.

III. PRIVACY PROTECTING BIOMETRIC SYSTEM
FROM GAUSSIAN SOURCE

This section describes the performance of the biometric
authentication system with privacy protection under Gaussian
source. Moreover, the chosen-secret systems with fuzzy com-
mitment like schemes are discussed in details.

A. Gaussian source with key-binding

In our work, the biometric feature symbols possess a Gaus-
sian distribution. Therefore, the system performance can be
specified. A Gaussian biometric source {Gρ(x, y), x ∈ R, y ∈
R} produces the enrolled biometric feature vector XN and
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authenticated feature vector Y N with N symbols. The symbol
pairs {(Xn, Yn), n = 1, 2, ..., N} are independent of each
other and identically distributed, according to the Gρ:

Gρ(x, y) =
1

2π
√

1− ρ2
exp(−x

2 + y2 − 2ρxy

2(1− ρ2)
) (1)

where x ∈ R, y ∈ R. Their correlation is characterised by
the correlation coefficient |ρ| < 1. Therefore, the signal-to-
noise ratio, which evaluates the biometric symbol’s quality, is
defined by ρ:

SNR =
ρ2

1− ρ2 (2)

Now consider the key-binding system, the secret key S is
selected uniformly from alphabet {1,2,3,...,|S|}, thus

Pr{S = s} = 1/|S|, for all s ∈ {1, 2, 3, ..., |S|} (3)

As shown in [4], one can define the achievable pair (Rs, Lp)
with Rs > 0 if for all δ > 0 and for the N large enough there
exist encoders and decoders satisfying:

Pr{Ŝ 6= S} ≤ δ,
log2|S|/N ≥ Rs − δ,

Ls = I(S;M)/N ≤ δ,
I(XN ;M)/N ≤ Lp + δ.

(4)

where I(·; ·) is the mutual information between two se-
quences. The first inequality in (4) describes the system
reliability, the second inequality in (4) describes the secret-key
rate, the third inequality in (4) is related to secret-key leakage
while the last inequality in (4) is about privacy leakage. For
the Gaussian sources [8], the achievable region of secret-key
rate given privacy leakage rate and SNR is

Rρ =
1

2
log2(1 + SNR

22Lp − 1

22Lp
) (5)

If considering an infinite privacy leakage, the upper bound of
Gaussian case is the I(X;Y ), which means the secrecy-rate
is maximized.

B. Gaussian source into Fuzzy Commitment Scheme

In our work, the encoder and decoder mapping are realised
using fuzzy commitment like schemes [3][8]. They are a
particular realisation of the biometric system with chosen-
secret working on binary sequence: the system request binary
biometric sequence as input. Therefore, the Gaussian symbols
need to be quantised and source encoded into bit domain. In
this scheme, see Fig. 4, an error-correcting code (ECC) is
used to encode the secret key SK into the codeword CN .
The codeword is using the exclusive or (XOR) to bind with
binary biometric sequence XN

b at the enrollment and generate
the helper data MN . MN is public accessible and related to
authentication side. During the authentication, the biometric
bit sequence Y Nb is adding with helper data by XOR, the result
bit sequence RN = (XN

b ⊕ Y Nb )⊕CN is a corrupted version
of codeword CN to which a noise is added from the difference
between XN

b and Y Nb . The RN is then decoded by the ECC
decoder to obtain the estimated ŜK . If the SK matching with

Fig. 4. Fuzzy Commitment Scheme

ŜK in the hash form, the system accepts the user, otherwise
reject him/her.

Due to the quantisation at both side of encoder and de-
coder, the probability information lost during the quantisation
applied. From the coding theory [10], an improvement of FSC
based on log-likelihood metric at de-binding step [8] can lead
to a better performance, see Fig. 5. In this system, the L ≥ N
means a multi-level quantisation is considered during binary
sequence generation.

Fig. 5. Modified Fuzzy Commitment Scheme

For an error-correcting code with code rate Rs in FSC and
its improvement, [9] shows the secret-key rate is Rs with
maximised rate equals to I(XN

b ;Y Nb ). The privacy leakage
rate Lp = 1−Rs, when biometric bits following independent
and identity distribution. However in a more general case, in
[9], the achievable region of Lp and Ls is defined as

Ls≥h[h−1(Hes(X))∗h−1(Rs)]−Hes(X),

Lp≥h[h−1(Hes(X))∗h−1(Rs)]−Rs.
(6)

here the h(a) = −aloga − (1 − a)log(1 − a) is the binary
entropy function with a ∈ [0, 0.5], the h−1(∗) is the inverse
function of it. p ∗ q = p(1− q) + q(1− p). If the biometric bit
sequence is X = (X1, X2, ..., XN ), the estimated entropy of
each bit is

Hes(X) = limN→∞
1

N
H(X1, X2, ..., XN ) (7)

Based on these descriptions of biometric authentication sys-
tem with privacy protection, we construct EEG-based biomet-
ric feature vector extraction stage at first, relies on the feature
vectors with good quality, i.e. good recognition and SNR. We
finally realise the privacy protecting biometric system based
on the fuzzy commitment scheme with multi-level quantisation
and soft decision.

IV. EEG & EEG-BASED BIOMETRIC SYSTEM

A. Electroencephalograph

A typical human brain generates electromagnetic fields all
the time. These fields are the results of summation of the
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TABLE I
OVERVIEW OF STATE OF THE ART USING EEG SIGNALS AS A BIOMETRICS (THE SUB./ ELE. MEANS THE NUMBER OF SUBJECTS/ELECTRODES)

Sub. Ele. Recorded Condition Features Classifier Performance in %
[11] 10 61 Drawing shown on monitor MUSIC Dominant Power kNN and Elman NN Correct Classifications=98.12
[12] 60 17 Diagram Stimulate on Screen Event-related Potential Cosine/L1 Equal Error Rate=14.82
[13] 40 8 Eye-open and Eye-closed Autoregressive LDA Correct Classifications=82
[14] 10 4 Eye-open and Eye-closed Wavelet Packet Decomposition Neuronal Networks Correct Classifications=80
[15] 9 5 Eye-closed Autoregressive Linear Classifier Correct Classifications=100
[16] 60 19 Rest condition PCA/PSD LDA Cumulative Match Characteristics=99
[17] 50 19 Eye-close and Eye Open Autoregressive L1/L2/Cosine Rank-1 Identification Rate=90
[18] 9 8 Mental tasks Power Spectrum Density GMM/MAP Half Tall Error Rate=7.1
[19] 6 128 Imaged Speech Autoregressive Support Vector Machine Correct Recognition Rate=78.6-99.8

electrical activities from 1010 neurones. The general measure-
ment of the electrical field is known as Electroencephalograph
(EEG), which are highly researched topic in the medical area.
The brain electrical signals can be measured from electrodes
located at particular points on scalp surface. The measured
voltage difference in time domain called EEG data. Each
electrode can record a sequence of EEG signal. Typically the
signal from one electrode is called particular channel’s signal.
The obtained data has good temporal resolution while due to
a limitation of the number of channel and volume conduction
effects, less electrodes lead to a lower spatial resolution.

From past studies on EEG, signals are typically divided into
five bandwidth: Delta (δ, [1, 4] Hz), Theta (θ, [4, 8] Hz), Alpha
(α, [8, 12] Hz), Beta (β, [12, 30] Hz) and Gamma (γ, [30,
50] Hz). We will explore which frequency range is the best
for a biometric modality.

B. Existing EEG-based biometric systems

In the past decade, many studies explored the feasibility of
using EEG as biometric characteristic, as shown in TABLE I.
In general, three approaches exist for biometric extraction from
EEG. Firstly, the stimulated EEG response is used [11][12].
Commonly the visually evoked response (VER) EEG is used
as a biometric. When people stimulated by a sequence of
images in high frequency, the brain generates response at the
same frequency. As a result, the corresponding EEG is used
as biometric modality. The second modality is the EEG signal
when user’s eyes closed [13]-[17]. The brain has a specific
response at Alpha range under this condition. The third one is
the induced brain activity [19][18], such as people performing
imagined or actual movements.

When comparing three different EEG types, we consider
motor imagery EEG as our biometric characteristics. Because
the motor imagery gives less external stimulus and recording
time when compared with the rest two, it is more convenient
for users. The motor imagery is mostly located in α to β
wave [20]. The EEG is assumed to be a band-limited stochastic
process in our project. Normally, the EEG with several minutes
is regarded as non-stationary data. But for motor imagery
EEG lasted for several seconds, we consider it as a stationary
process in a wide sense, i.e. signal mean and autocorrelation
function do not change. Due to this property, we can apply
Autoregressive modelling method to extract features, which
considers both time and frequency domain. Moreover, the

Burg’s approach we employed is more stable in practice [21].
As a result, the system is constructed based on Autoregressive-
Burg’s modelled motor imagery EEG.

V. EEG-BASED
PRIVACY PROTECTING BIOMETRIC SYSTEM

In this section, we discuss the implementation of motor
imagery EEG-based privacy protecting biometric system. The
outlines to extract EEG feature vector and to realise privacy
protecting biometric system are represented in the first part.
The details of each stage are explicitly introduced in latter
parts.

A. Overview of biometric system

Based on motor imagery signal as input, the architecture
of how to generate biometric bit sequence is shown in Fig.
6, which includes signal processing, feature extraction and bit
generation. They are described in following:

Fig. 6. Overview of the system

1) Signal processing:
• Preprocessing: To remove the irrelevant information and

improve the signal to noise ratio;
• Common Spatial Pattern: Transform the EEG data into a

sub-space, which leads to more discriminant information
for feature extraction.

2) Feature extraction:
• AR-Modelling: Extract the features from time sequences,

to construct a feature vector including biometric informa-
tion;
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• Dimensionality reduction: Reduce the correlation be-
tween features and compress the vector into a more
discriminant form, i.e. by Fisher Discriminant Analysis.

3) Bit generation:
• Quantisation: The fuzzy commitment like schemes are

based on discrete biometric data, as a result, a quantisa-
tion is necessary here. We consider a multi-level quantiser
to generate more biometric bit;

• Binary coding: Based on quantised discrete index, a
binary coding method is considered to generate biometric
bit sequence for FCS.

The fuzzy commitment like schemes are described in preview
sections.

B. Preprocessing
In preprocessing step, each recorded EEG signal is pro-

cessed to increase signal to noise ratio:
• The common average reference (CAR) is used to let all

channels’ data obey a same voltage reference. Due to the
location of electrodes, the bio-potential of each channel
can be different. CAR removes the average potential of
all electrodes from each electrode.

• In order to obtain the interesting frequency range but
preserve the phase information in EEG data, a bandpass
filter with zero-phase shifting is applied to each channel.

• Z-score is used to normalize the EEG in time domain.
Suppose si is EEG signal ith point in the time sequence,
µ and σ are time average and standard deviation of this
channel. The z-score transformation is computed as

s′i =
si − µ
σ

(8)

The processed EEG signals are used as input into CSP and
Autoregressive modelling stages.

C. Common Spatial Pattern
Common spatial patterns is a method widely applied in

motor imagery based brain-computer interface (BCI) system
[22]. It makes use of motor imagery EEG to let computer
distinguish different movement automatically. The main idea
of CSP is to transform the multi-channel EEG data into a low-
dimensional subspace, which maximises difference between
two different motor imagery types.

An example of how to derive CSP transformation matrix
is following, suppose we have motor imagery A and B. The
number of recorded EEG data is N for each. For data with
number i ∈ {1, 2, ..., N}, it is noted as Xi

g , where the g
means A or B. Xi

g is a matrix including F channels and
L sample points per channel. As a result, it has size F × L.
The normalised spatial covariance of the EEG data can be
calculated as:

Rg =
1

N

N∑
i=1

Xi
gX

i
g
T

tr(Xi
gXi

g
T )

(9)

T here is transpose of matrix and tr(*) is the sum of diagonal
elements of matrix. The composite spatial covariance, i.e.
RA +RB can be decomposed as:

R = RA +RB = U0ΣU0
T (10)

Here U0 is the matrix of eigenvectors and Σ is the diagonal
matrix of eigenvalues. A whiten matrix is constructed as

P = Σ−1/2UT0 (11)

Using whitening matrix, the covariance matrixes is trans-
formed as

R′g = PRgP
T = UΣgU

T (12)

The eigenvector with the largest eigenvalues for R′A have the
smallest eigenvalues for R′B and vice versa. So the projection
matrix can be constructed by the first and the last vectors of
the following matrix.

W = UTP (13)

In our project, CSP is regarded as an additional step to obtain
more discriminating information from different representation
of EEG (see Appendix A). The transformed data is a lower
space time sequence for AR modelling.

D. Autoregressive Modelling

In our work, we consider Autoregressive modelling to
extract features. Specifically, we modelled the EEG signal by
Burg’s AR method which shows many benefits than traditional
AR approaches [23]. The more details are discussed in follows.

Traditionally, the AR model of order O is given based on
preceding samples, and written as following:

s[t] = a0 + a1s[t− 1] + ...+ aOs[t−O] + ef,O[t] (14)

where s[t] is the data sample at time t, ai are AR parameters
and ef,O[t] is a white noise process with standard deviation
σO. Under this method, EEG signals can be described by AR
parameters. The aim of AR modelling now is to estimate
parameter values â with error terms as small as possible.
There are commonly two ways to calculate the AR parameters:
Least Squares and Yule-Walker. However, these approaches
have a significant drawback that the stability of estimation
is depending on the length of samples. Because the data
sequence’s autocorrelation matrix is necessary during the pa-
rameter estimation, so that the short EEG sequence leads to an
unstable matrix. Alternatively, the Burg’s method overcomes
above problem [21]. It is also considering the succeeding
received sample and backwards error eb,O[t], based on which
the parameter calculation does not request autocorrelation
matrix anymore:

s[t] = a0 + a1s[t+ 1] + ...+ aOs[t+O] + eb,O[t] (15)

The Burg’s approach is to minimise the squared error in
both forwards and backwards directions and estimate the
AR parameters which is estimated recursively by reflection
coefficient K̂O with O order based on (16) and (17). The
more details are discussed in [23]:

K̂O = −
2
∑N
t=O+1 êf,O−1[t]êb,O−1[t− 1]∑N

t=O+1(êf,O−1[t]2 + êb,O−1[t− 1]2)
(16)

{
âO,o = âO−1,o + K̂OâO−1,O−o if o=1,2,...,O-1
âO,o = K̂O if o=O

(17)
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In our project, for each input channel, we use Burg’s AR
modelling to investigate two different features, the one is
parameters from AR model (AQ) while another is reflection
coefficients (RC).

E. Dimensionality Reductions

After feature extraction process, we have high dimension
feature vectors. However, there exist correlation between
features and in order to obtain a compact vector carrying
discriminant information for recognition purpose, dimension-
ality reduction is considered. In our project, we consider
three ways: Random Projection (RP), Principle Components
Analysis (PCA) and Independent Components Analysis (ICA),
all of which are based on centralised feature vectors. From
above three, the RP is the most cheaper one. Typically, PCA
is a powerful tool to reduce dimensionality and correlations.
However, PCA just de-correlate the data but cannot make it
independent. Alternatively, ICA promises dimensions statis-
tically independent based on minimising mutual information
between each dimension. Moreover, ICA works on non-
Gaussian distribution while PCA just focus on second moment
of Gaussian distribution. As a result, ICA is more advanced.

1) RP: By random projection, the original d-dimensional
data can be projected into a k-dimensional (k<d) subspace,
using a random k × d matrix R. The feature vector xd is a
vector has d-dimensions,

xRP = Rx (18)

Equation (18) is the projection matrix which transforms the
data into a lower k-dimensional subspace. There exist an
important property: after the projection, the distances between
the points are approximately preserved [24]. The choice of
random matrix R is a key point in this approach. Typical,
the elements are randomly selected from standard Gaussian
distribution. Generally speaking, the R should be strictly
orthonormality. However, from the Bingham [25], the strictly
orthonormal is not necessary for RP. In the high-dimension
space, there exist a gigantic number of almost orthonormal
than real orthonormal directions. Thus the matrix R is close
to orthonormal and RTR almost an identity matrix.

2) PCA: PCA is a popular method to perform dimension-
ality reduction and also de-correlation. If we have a training
dataset X with size d×N
• Calculate the covariance matrix Dd×d, where E is the

expected value:
D = E(XXT ) (19)

• Apply eigenvalue decomposition (EVD) on Dd×d:

D = UΛUT (20)

• Choose the k largest eigenvalues λk and corresponding
vectors Ud×k. The projection matrix is R = UTd×k. Due to
the property of EVD, the projection can de-correlate the
dimensions and reduce them without much information
lost. The projection is

xPCA = Rx (21)

3) ICA: For feature vector xd, it has PCA projection matrix
U with size k× d, and eigenvalues matrix Λ with size k× k.
Based on these, standard approach to obtain ICA projection
matrix is following:
• To determine the number of dimensions independent

components and make each dimension unit variance [26],
PCA-whitening is applied

xPCAw = Λ−1/2UTx (22)

• Based on Fast ICA, see Appendix B, we find an or-
thonormal matrix R with size d × d to make projected
dimensions statistically independent:

xICA = RxPCAw (23)

Based on projected feature vector, we use Fisher Discriminant
Analysis to separate the between class distance better.

F. Fisher Discriminant Analysis (FDA)

In this section, we apply a linear supervised learning al-
gorithm to optimise the distribution of feature vector compo-
nents. Typically, a two-class based algorithm, so-called Linear
Discriminant Analysis, transforms a multivariate observation
vector x into lower dimension y such that the two-class data
in y space are separated as much as possible [27]. For multi-
class case, the extended Fisher Linear Discriminant Analysis
for multi-class are wildly used [28]. The target of this method
is to find out a projection matrix W

W = arg max
W

|WTSbW |
|WTSwW |

(24)

here the Sb and Sw are covariance matrixes of between class
or within class distance respectively. And the projection matrix
is obtain by EVD of S−1w Sb. For more details, see Appendix
C.

G. Quantisation&Binary Coding

Due to FCS request biometric bit during binding/de-binding
process, a quantisation on feature vector is concerned. After
the dimensionality reduction, the distribution across subjection
in each dimension is expected to follow normalised Gaussian
distribution. As a result, we consider a scalar quantisations–
the equiprobable quantisation. This method gives an identi-
cally and independent distribution of quantised symbols [31].
Specifically for a Q+1-level quantisation, to equiprobable
quantise a unit-variance Gaussian distribution according to the
intervals (−∞, th1], (th1, th2], ..., (thQ,∞), the value of thi
if determined by ∫ thi

−∞

1

2π
e−

x2

2 dx =
i

Q+ 1
(25)

where i ∈ {1, 2, ..., Q}. Based on quantisation intervals, the
biometric features are quantised into indexes.

Based on multi-level quantisation, we encode the indexes
into binary presentation. The are three coding methods in our
case:
• Natural: Convert the quantised index into binary presen-

tation.
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• Gray-Binary: Convert the index into a binary presentation
system that only one bit difference between two succes-
sive codewords.

• Gray-Unary: For a quantisation with indexes from
{0, 1, ..., Q}, the GU encodes any index q from it into
Q− q zeros following q ones.

The Natural and Gray-Binary code give the highest entropy,
while the Unary might have high redundancy. At the same
time, the first two methods give shorter encoded binary bit
sequence when compared to the last one.

H. System based on FCS

The fuzzy commitment scheme requests the quantisation
during both enrollment and authentication. Typically, the FCS
uses the BCH code to encode the keys [10]. The BCH code
can be described by three variables: (n, k, t), where n is
the codeword length, k is the secret key length and t is the
error-correction capability. For a fixed-length codeword, we
can vary the length of key to control how many errors to be
corrected. This feature is significant in FCS, because when
comparing the biometric bit sequences between enrollment
and authentication, the distance of bit sequences from a same
client, i.e. codeword errors, should below the threshold. With
a carefully selected BCH code, the system decodes the secret-
key based on clients’ bit sequences but refuses the impostors.
As a consequence, we consider BCH code in FCS as a
benchmark.

I. System based on Modified FCS

For the modified FCS, we decode the codeword of keys
based on newly observed biometric feature vector Y and helper
data M . The decoding method is based on soft decision code,
such as convolutional code or Turbo code. As a result, the
decoder based on belief propagation algorithm is considered
in authentication stage. In order to make use of this type
decoder, the log-likelihood ratio of codeword bit should be
estimated, for more details see [10][31]. For simplicity, we
focus on equiprobable quantisation by Unary encoding. For
the biometric components x and y from enrollment and
authentication respectively, the distribution (1) is statisfied.
During the enrollment, x is quantised and binary encoded into
Q bits codewords, named (xb,1, xb,2, ...,xb,Q) in Unary case, if
a Q+ 1 level quantisation is applied. Corresponding encoded
secret key and helper data are (c1, c2, ..., cQ) and (m1, m2,
..., mQ) respectively, and mi = xb,i ⊕ ci. The quantisation
boundaries are (th1,th2,..,thQ).

As for authentication stage, the modified FCS does not
transform the y into binary bit sequence, it focus on log-
likelihood ratio (LLR) [31] if we know helper data mi

(i ∈ 1, 2, ..., Q) and observed y:

LLRi = log
Pr(mi, y|ci = 0)

Pr(mi, y|ci = 1)
(26)

Based on Bayes’ equation, the probability Pr(mi, y|ci = 1)
can be rewrited as:

Pr(mi, y|ci = 1) = Pr(mi|ci = 1)Pr(y|mi, ci = 1)

= Pr(xb,i ⊕ 1|ci = 1)Pr(y|xb,i ⊕ 1, ci = 1)

= Pr(y, xb,i)

(27)

For which xb,i = 0 if m = 1 or vice versa. During the
enrollment, the x is quantised and binary encoded due (25) and
Unary encoding. As a result, the case xb,i = 0 is due to x ∈
Pi = {P1, P2, ..., PQ+1−i}, where the Pi is the quantisation
intervals. Based on these, the case xb,i = 0 in (27) is rewritten
as:

Pr(y, x ∈ Pi) = Pr(x ∈ Pi|y)Pr(y) (28)

The Pr(y) is canceled due to ratio in (26). Moreover, due
to x and y following the equation (1), we can find out the
conditional probability of x when given y:

Pr(x|y) =
1√

2π(1− ρ2)
exp

(
− (x− ρy)2

2(1− ρ2)

)
(29)

And
Pr(xb,i = 0|y) = Pr(x ∈ Pi|y)

=

∫
x∈Pi

1√
2π(1− ρ2)

exp(− (x− ρy)2

2(1− ρ2)
)dx

= 1−Qf

(
thQ+1−i − ρy√

1− ρ2

)
where Pi = {P1, P2, ..., PQ+1−i}

(30)
(30) is related to the so-called Q function, noted as Qf here.

Given helper data mi and corresponding y, we can rewrite the
LLR for ith bit based on (26), (27), (28) and (30):

LLRi = (−1)mi log

1−Qf
(
thQ+1−i−ρy√

1−ρ2

)
Qf

(
thQ+1−i−ρy√

1−ρ2

)
 (31)

For Natural and Gray-Binary cases, the LLRs can be derived
in the same manner, and based on formulas in [31], the Natural
and Gray-Binary are shown in (32) and (33) respectively:

LLRi = (−1)mi log

1−
∑2i−1

j=1 (−1)j+1Qf

(
th

j×2(log(Q+1)−i)−ρy√
1−ρ2

)
∑2i−1

j=1 (−1)j+1Qf

(
th

j×2(log(Q+1)−i)−ρy√
1−ρ2

)
(32)

LLRi = (−1)mi log

1−
∑2i−1

j=1 (−1)j+1Qf

(
th

(2j−1)×2(log(Q+1)−i)−ρy√
1−ρ2

)
∑2i−1

j=1 (−1)j+1Qf

(
th

(2j−1)×2(log(Q+1)−i)−ρy√
1−ρ2

)
(33)

After obtaining all LLR of codeword C, we can use soft
decision ECC, such as convolutional code or Turbo code, to
estimate the secret key S′.

VI. EXPERIMENTAL RESULTS OF
FEATURE VECTORS SELECTION

In this section, we discuss the selection of the motor im-
agery EEG-based feature vector from the traditional biometric
view.
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A. EEG Database

The database in this project is carried out based on scalp
EEG signal recorded by IMEC/Holst Centre wireless EEG
headset. The database includes motor imagery EEG signals
obtained from 10 healthy subjects, who had already known
what they should do during recording. During EEG recording,
subjects were seated comfortably on a chair in the evenly
lighted room, in front of a screen.

The EEG signals were collected in four sessions (S1 to
S4) for each considered subject. The session S1 and S2 were
recorded on the same day. The session S3 was recorded
one to three days after S1 and S2. For session S4, it was
recorded one to three days after S3. As a result, the total
period of recording process covered about one week. During
each session, EEG signal was recorded based on cue showed
on screen. Specifically, they were the movement of the left-
hand index finger, movement of the right-hand index finger,
pressing tongue against the roof of the mouth or right leg
curling. Implied by the cue shown on screen, the subject
performed a corresponding motor imagery. The motor imagery
lasted 3 seconds. The time counting was shown to the subject
when recording. During each session, four movements were
randomly performed and each movement was conducted 25
times (only 20 of them are used into experiments, due to signal
quality).

The EEG database was obtained from 4 channels covering
position CZ , C3, C4 and Pz of international 10-20 electrode
positioning system (See Fig. 7). Electrodes A1 and A2 were
ground and reference electrodes receptively. The sample rate
was 256 Hz.

Fig. 7. Electrode positions on the scalp of the IMEC wireless headset

B. System Evaluation

As described above, we have a relative small database. This
small set might lead to the overfitting problem. To avoid it in
the feature selection, we employ the K-folds cross-validation.
The process is following:
• For each subject, put his/her 4 sessions EEG signal into

one data pool. Randomly partition this pool into K parts;
• There are K times experiments. For the first time, pick up

the first part as testing data and rest (K − 1) as training
data. Repeat this procedure K times;

• The final result is the average of K experiments.
In our case, the number of K is set to be 4, i.e. 4-folds cross-
validation.

C. Similarity Metric

In our report, we use two similarity metrics to evaluate the
feature vector performance. In the following cases, when given
feature vector X and Y, the similarity metrics are calculated
as:
• Euclidean Distance (ED): ED =

√∑
i(xi − yi)2.

• Cosine Distance (CD): CD = X·Y
|X|×|Y | , where · is inner

production process. It is equivalent to ED when feature
vector’s norm-2 equals to 1.

As the definition of distance, the closer distance means higher
similarity. In order to make a decision, we predefined a
threshold. As a result, the distance scores smaller than decision
threshold would be regarded as the genius, while larger than
it would be regarded as the impostor. Typically in a biometric
system, there exist two type of errors: False Accept Rate (FAR)
and False Reject Rate (FRR). These errors can be influenced
by thresholds. Moreover, a simpler error is evaluated by Equal
Error Rate (ERR), at which threshold the FAR=FRR=EER.
In our work, we use EER to evaluate the feature vector
performance.

D. Selection of EEG Bandwidth and CSP Type

In our experiment, the order of AR model equals to 18
due to analysis from Akaike information criterion (AIC). For
each subject, the corresponding EEG feature vector during
enrollment is the mean value of all personal training vectors.
In the following, we present the performance analysis based
on selected EEG frequency bandwidth. The studies show the
event-related EEG signals are mostly locating in α and β
frequency bands [20], so we consider following bandwidth
including these two: [1,30]Hz, [1,50]Hz, [4,30]Hz, [4,50]Hz,
[8,30]Hz and [8,50]Hz.

Besides, we consider three different CSP projections on
preprocessed motor imagery signals:
• PCSP: for each person, the CSP is generated by his/her

training data, it transforms the discriminating information
by personal motor imagery;

• GCSP: this type of CSP is generated by all training
data, which means all ten subjects, it transforms the
discriminating information by general motor imagery;

• SCSP: for each MI type, the SCSP is defined as
SCSP=GCSP-PCSP. This represents the discriminating
information extracted from difference between two move-
ment related data.

Under these conditions, we specify the authentication pro-
cess based on 4-folds cross-validation by considering four MI
signals as biometric input. The results are shown in Fig. 8.
The horizontal axis is the different frequency range while the
vertical axis is the combination of different types of CSP filters
with similarity metrics. The two figures share a same colour
map, whose higher value corresponding to a darker blue.
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(a) AQ Feature

(b) RC Feature

Fig. 8. Performance Dependency on System Configuration, EER in %.

From the these results, we draw several conclusions from
different views:
• The obvious result is that RC approach performs better

than AQ when modelling the MI data ;
• The cosine metric performs better than euclidean metric.

It means more discriminating information are contained
in vector direction;

• In RC feature case, the most discriminating frequency
range is [8,50] Hz,;

• The best CSP filter is SCSP in both Euclidean and Cosine
distance.

As a consequence, in the following estimation, we use RC
based AR-modelling from SCSP filtered data on [8,50] Hz.

E. Selection of Dimensionality Reduction Methods

Based on the previous conclusions, i.e. frequency band
[8,50] Hz, RC feature and SCSP filtering, we analyse the
dimensionality reduction results of best presentation of feature
vectors. We focus on Random Projection, PCA and ICA meth-
ods using both Euclidean distance (ED) and Cosine distance
(CD). By varying the number of reduced dimension, the results
are shown in Fig. 9. In ICA by Cosine metric, when dimension
number is above 150, the performance converges to best case.
When comparing the PCA with RP, PCA performs better
than the latter one. Because the RP can not perfectly pick

Fig. 9. Performance on Dimensionality Reduction

up the significant components even it is cheaper than PCA. A
strange result is in ICA/ED case, as the number of dimensions
increasing, the performance is degrading. This is due to the
whitening matrix in ICA. This step lets each dimension has
a unit variance with same weight, and the discriminating
information is reflected in direction of components. From these
results, the best performance is ICA with dimension k ≥ 150.
As a result, we focus on applying FDA on ICA based result
to separate the classes.

F. Fisher Discriminant Analysis

Due to the limitation of dataset, the final dimension after
FDA is 9. Based on ICA projections, whose dimension is 150,
the histogram of clients and impostors is shown in Fig. 10.
The similarity metric is Euclidean distance. After the FDA, the
Euclidean or Cosine metric performs the same. As a result, the

Fig. 10. Histogram of ICA/FDA results

ICA/FDA type achieves average EER=(0.93± 0.12)%, under
ten times 4-folds cross-validation.

G. Feature Vector for Privacy Protecting System

From the above results, there are two types of feature
vectors can be used as input for secrecy system: Normalised
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ICA transformed and ICA/FDA transformed. The normalisa-
tion on vectors result in the equivalent performance of ED
and CD. However, as shown in Fig. 18 in Appendix E, the
Normalised ICA case does not have a good separation between
each class while ICA/FDA has a better separation among
each class with good correlation. A well-protected system
requests a high correlation coefficient, i.e. a high SNR to
avoid large errors during the bit string generation. Because
the enrollment request a quantisation that if components have
a low SNR, such as in ICA case, the client bit sequences
cannot be distinguished from impostors. As a result, based on
EEG data by SCSP in [8,50]Hz, the RC features from AR-
Burg’s method are transformed by ICA/FDA as an input for
fuzzy commitment like scheme.

VII. EEG-BASED
PRIVACY PROTECTING BIOMETRIC SYSTEM

Relying on the feature vectors transformed by ICA/FDA,
we can realise a privacy protecting biometric system based on
fuzzy commitment like schemes.

A. Quantisation&Binary encoding

The fuzzy commitment like schemes request multi-level
quantisation at the enrollment, as a result, we check the
quantisation’s influence. The similarity metric is the cityblock,
i.e. D =

∑
i |xi − yi|, due to the symbols are in index domain.

As shown in Fig. 11, we can notice when quantisation level
larger, the performance converging.

Also due to the FCS peroforms binary encoding at both en-
rollment and authentication, we explore the encoding technics’
influence. The similarity metric is hamming distance due to
BCH counts the errors under this approach. As we can see,
Natural and Gray-binary performing worse when quantisation
level is increasing. Because the hamming metric is not a proper
methods in Natural and Gray-Binary to preserve discriminat-
ing information under FCS, we only focus on Unary case in
BCH code. For the soft decision case, the decoder obtains the
keys by estimating the likelihood with aid of whole range of
values, such as forwards-backwards algorithms. As a result,
the error counting by hamming distance would not bother the
soft decision codes.

Fig. 11. Performance when varying quantisation levels

B. Performance based on BCH code
To fully make use of 9 features’ distance property, we

choose the quantisation level based on length of codeword
by BCH. As a result, we choose 58 levels quantisation
when codeword is 511 bits and 115 levels quantisation when
1023 bits. Only a few bits are discarded. For equiprobable
quantisation, the distance distribution’s histograms are shown
in Fig. 12. The left side is in equiprobable quantiser with
58 levels, the right side is a example with 115 levels. The
selected bits are first 511 and first 1023 respectively. As we
can notice, the EER point is at the threshold around 100 bits,
which means 100 bits to be corrected by BCH code in 511
bits case. While the right one has to correct around 200 bits.
Based on amount of errors to be corrected and BCH properties

Fig. 12. Distribution in two different quantisation level.

in [10], the results are shown in TABLE. II, in which the Lp
and Ls are analyzed by formulas (6) and the Rρ ≥ 0.5. For
the case with 66 bits key, due to security leakage, we leak at
least 77%(=0.05/0.065) of this key. These short keys is due to
quantisation effect at the decoding stage, which means making
use of soft-information of feature might obtain better results.
As a result, we apply the modified FCS.

TABLE II
PERFORMANCE IN BCH BASED SYSTEM

Key
(bit) FAR% FRR% Q.

Level Rs Lp Ls
H(S|M)

(bit)
31 3.10 1.13 58 0.061 0.0824 0.041 10
40 2.25 2.63 58 0.078 0.0786 0.054 12
49 2.06 3.00 58 0.096 0.0750 0.068 14
46 2.42 1.25 115 0.045 0.0479 0.033 12
56 1.63 2.40 115 0.055 0.0462 0.041 13
66 1.57 2.52 115 0.065 0.0447 0.050 15

C. Performance based on soft decision
In this part, we focus on the biometric performance based

on soft decision decoder. Firstly, we estimate the feasibility of
Nature or Gray-Binary source coding approach in our case.
As we obtained bad performance, we finally apply Unary
encoding method on our EEG-based template. By comparing
the convolutional code with Turbo code, the latter one has
better performance at the same code rate, which is due to
iteration structure and extrinsic parity bit. As a result, we just
consider the Turbo code structure.
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1) Gray-Binary encoding: The Gray (both Binary and
Unary) code promise the small source discrepancies can cause
no more than one bit error and as shown in [31], it performs
better than the Natural code. As a result, we focus on Gray
types in soft decision case. The Fig. 13 shows the simulation
performance in soft decision system when we have a 128
bits secret-key without considering feature vector size. The
simulation of turbo code with Natural coding and convolu-
tional code with Gray coding are shown in Appendix F. The
performance is evaluated by Word Error Rate (WER=FRR),
when varying the source quality, i.e. SNR, the quantisation
level, i.e. production bit per feature and the rate of Turbo code.
As illustrated in the figure, the lower quantisation level, the
smaller the WER. At the same time, lower level quantisation
leads to shorter keys. Besides, the lower Turbo rate can lead to
better performance but longer requirement of biometric string.

When considering this conclusions into our case, which
only has 9 features with SNR around 4 dB, we can only
obtain about 4 bits secret keys with FAR=2.4% and FRR=87%
under rate 1/5. This short key is not acceptable for a privacy
protecting biometric system construction, as a result, in further
steps we concentrate on Gray-Unary case.

TABLE III
PERFORMANCE IN TURBO BASED SYSTEM

Key
(bit) FAR% FRR% Q.

Level Rs Lp Ls
H(S|M)

(bit)
40 4.57 1.875 28 1/5 0.113 0.134 13
55 1.93 2.13 36 1/5 0.090 0.143 16
70 1.76 2.13 44 1/5 0.076 0.148 18
80 3.83 1.5 70 1/7 0.057 0.111 18
110 1.83 1.875 95 1/7 0.043 0.116 21
140 2.458 2.375 128 1/7 0.033 0.120 22

2) Gray-Unary encoding: The Unary encoding provides
more biometric bits, but it also introduces more errors when
quantisation level is high. To correct these errors, a complex
code structure is considered. Based on table in [32] and
Appendix G, a simulation of different Turbo codes are shown
in Fig. 14, the key is 70 bits in Q=64 and 140 bits in Q=128.
The feature vectors are generated by i.i.d. jointly Gaussian
source, with 9 components.

Fig. 14. WER performance under different trellis structure and quantisation
level

As a result, we consider Turbo code with rate 1/5 when
quantisation level lower than 64 and code rate equals to 1/7

when quantisation higher than 64 (Both on them are under 64
states trellis). The performance is shown in TABLE. III. The
quantisation level is varying to fully make use of biometric
features. With these results, the biometric privacy system
achieves FAR=2.458% and FRR=2.375% while the secret key
is 140 bits long. The secret-key rate of these codes is 0.1429,
the privacy leakage rate is at least 0.0326 and secret leakage
rate is 0.1204, which means the helper data leakage is at least
84.3% of the key, i.e. H(S|M) ≈ 22bits, if the helper data
and quantiser information are stolen. When comparing to FCS
with BCH code, the soft decision based system has longer key
not only in S but also in H(S|M) case.

However, the Unary encoding cannot give a uniform distri-
bution of biometric bit when bit sequence is long. As a result,
the system would leak the secrecy from the helper data. Based
on the formula (6), the lower bounds of secrecy leakage and
privacy leakage without considering recognition rate are shown
in Fig. 15. The solid and dash lines are corresponding to Lp
and Ls respectively. The R is the codeword rate of ECC. As we
can notice, with increased cost of secrecy leakage, the privacy
leakage is getting smaller. Also a higher codeword rate would
lead to higher secrecy leakage. As a result, when constructing
a system, there exist a trade-off among high recognition rate,
high secret-key rate, low privacy leakage and low secrecy-
leakage.

Fig. 15. The leakage rate when varying the code rate and quantisation levels.

VIII. CONCLUSIONS & FUTURE WORK

In this work, we study the construction of a privacy
protecting biometric system based on motor imagery elec-
troencephalography. Based on EEG data, which is filtered by
Common Spatial Pattern, the feature vectors are created by
reflection coefficient in Burg’s Autoregressive. By making use
of Independent Components Analysis and Fisher Discriminant
Analysis, the equal error rate of feature vectors achieves
0.93%. Relying on these feature vectors as input, a multi-
level quantiser is applied to generate biometric bit string in
fuzzy commitments like schemes. Under Unary encoding and
derived log-likelihood formula for soft decision decoding, we
realise a privacy protecting biometric system based on fuzzy
commitment like scheme. When utilising the Turbo code, the
secret key is 140 bits, the false accept rate is 2.458% while the
false reject rate is 2.375%, the corresponding secret-key rate
and privacy leakage rate are 0.1429 and 0.0326 respectively.
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Fig. 13. WER performance in Gray-Binary coding

Due to the secrecy leakage is 0.12, the effective keys are
around 22 bits.

For the future study, there exist several suggestions:

• Due to the limitation of dataset size, the final length of
vectors for privacy protection system is only nine. This
limitation leads system to a short secret key with limited
codeword length . In order to have a better result, a larger
database should be considered in future.

• At the same time, the binary encoding approach we
employ is Unary, which introduces lots of redundancy in
codeword. Due to this redundancy, the secret leakage rate
is high, even resulting in a lower privacy leakage in fuzzy
commitment like scheme. As a result, when obtaining a
long feature vector in latter work, it is better to apply
Gray-Binary coding method to promise a low secrecy
leakage.

• Beside focus on EEG data, it is possible to combine it
with other physiological modalities, such as ECG, bio-
impedance, to improve the reliability of system, while
still keeping the nice properties of EEG. Such as impos-
sible to imitate EEG and derived feature vectors, unable
to capture EEG under pressure, force, etc.
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APPENDIX A
REASON OF COMBINATION

In the paper, we use combination of original signal plus
CSP filtered signal. Because the combination of them can
improve the final performance. As shown in Fig. 16, the
histograms of original signal based system and CSP filtered
signal based system have EER 2% and 1.7% respectively.
While fusing them together, the average EER can achieve to
0.93%, corresponding to Fig. 10.

Fig. 16. Histogram of separation cases.

APPENDIX B
FASTICA ALGORITHM

Fast ICA algorithm was introduced by Hyvarinen and
Oja, see [26]. The purpose is to find a projection matrix
that can make each dimension statistically independent. After
projection, each dimension has maximized negentropy. When
transformed vectors are constrained by unity variance and un-
correlated, the result equivalent to minimize the mutual infor-
mation among every dimensions. For whitened feature vector
x, we want to find a projection matrix W = [w1, w2, ....] with
|WWT | = 1. There are several approach to achieve this goal,
in our project, we are considering symmetric decorrelation,
in which sense no vectors are ’privileged’ over others. The
pesudo-code is following:
1. For each wi, choose an initial (e.g. randomly) wi,

2. Let wnewi = E{xg(wTi x)} − E{g′(wTi x)}wi,
3. Let wi =

wnew
i

|wnew
i | ,

4. Go back to 2 until converge.
The function g in our case is g(u) = tanh(u), and the expec-
tations must be replaced by sample means. When obtaining
the matrix W = [...wi...], the next step is to decorrelate them,
the symmetric decorrelation process is following:
1. Lew W = W√

|WWT |
,

2. Let W = 3
2W −

1
2WWTW ,

3. Repeat 2 until W converge.
Based on above, we can find the ICA projection matrix.

APPENDIX C
FISHER DISCRIMINANT ANALYSIS

Suppose we have a dataset with C classes, the FDA is trying
to maximise the between class distance while minimising the
within class distance. During the FDA, the within-class matrix
and between-class matrix are defined as:

Sw =

C∑
i=1

∑
x∈ci

(x− x̄i)(x− x̄i)T

Sb =

C∑
i=1

Ni(x̄i − x̄)(x̄i − x̄)T

(34)

where ci is the class label from 1 to C, the x̄i is the mean
of class ci. The feature vector x is in d× 1 form. And the Ni
is the number of training sample in each class, the x̄ is the
mean of the whole dataset.

To find out the transform matrix W to realise transformation
y = WTx, we should make use of above matrix to construct
a cost function J and maximise it:

J =
|WTSbW |
|WTSwW |

(35)

The projection matrix W maximises the cost function J .
The above function with constraining requirement equivalent
to solving the eigenvalue problem:

SbW = λSwW (36)

As a result, the transform matrix is determined by eigen-
vectors of S−1w Sb that correspond to k largest eigenvalues.
For Sb we constructed is the summation of C matrices, each
of which are rank-1 or less. Due to the x̄ constrains the C
classes, only (C − 1) of C matrices are independent of each
other. As a result, the rank of Sb is C−1, which means when
training dimension is much larger than the class number, the
final reduced dimensions at most equal to C − 1.

APPENDIX D
DIMENSIONAL REDUCTION BASED FDA

As shown in Fig. 17, as the reduced dimension number
increasing, the system error rate after FDA decreasing. After
dimension number larger than 150, the performance converge
to constant. At the same time, the PCA/FDA performs almost
same with ICA/FDA.
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Fig. 17. Performance of DR/FDA

(a) Normalised ICA (ρ ≈ 0.2)

(b) ICA/FDA (ρ ≈ 0.85)

Fig. 18. Example of pairplot among first three features

APPENDIX E
DISTRIBUTION OF FEATURE COMPONENTS

The Fig. 18 shows the ICA/FDA case increase the correla-
tion of within class feature and separate the between class as
much as possible, as a result, FDA is meaningful for preparing
input of FCS.

APPENDIX F
SIMULATION RESULTS

The simulations of convolutional code under Gray-binary
are shown in the Fig. 19. The code rates employed are 1/2,

1/3 and 1/4 with 8 states. As we can notice, this code has worse
performance when compared with Turbo code under same rate.
As for rate=1/3, we cannot have better performance even using
a more complex trellis. The simulations of turbo code under

Fig. 19. WER performance using Gray-Binary/convolutional code

Natural-binary are shown in the Fig. 20. The trellis structures
are same as Fig. 13. As we can confirm the Gray-binary code
performs better than natural code.

Fig. 20. WER performance when using Natural code/Turbo code

APPENDIX G
TRELLIS STRUCTURE SELECTION

In this part we simulate the two different rate Turbo code
under soft decision. The feature vectors are generated by joint
Gaussian distribution with zero mean and 0.85 correlation,
same as our estimation from database. At the same time, the
length of feature vectors is 9. As a result, we can estimate
the real word error rate (WER=FRR) in ideal condition. The
constrain length of considered structure is varying from 3
to 7, i.e. from 4 states to 64 states. At the same time, we
consider Turbo code with rate 1/5 and 1/7 respectively. The
trellis structures are shown in TABLE.IV. C. length means
constrain length.

TABLE IV
TRELLIS STRUCTURES ON DIFFERENT RATE

C. length Polynomial in 1/5 Polynomial in 1/7
3 [5,7,7] [5,5,7,7]
4 [13,15,17] [13,15,15,17]
5 [25,33,37] [25,27,33,37]
6 [47,53,75] [51,55,67,77]
7 [133,165,171] [117,127,155,171]
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